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HacToslee pykoBOACTBO NpefHasHayeHo ANA pacnpenenéHHon yCTaHOBKN OCHOBHbIX
KomnoHeHToB CPK:
o cny>kebHas 6asa faHHbIX;
e CepBepHas 4yacTb:
o OCHOBHOW CepBep;
o pe3epBHbIN cepBep;
o MepgunacepBep;

e KJ/INEHTCKas 4yacTb.
PacnpepnenéHHas ycTaHoOBKa:

e PEKOMEH[OBaHa Ans CpefHuxX n 6onblunx cpen;
e flenaetT cuctemy apPpeKTnBHOM;
e obecneymBaeT LEHTPaNM30BaHHOE XPaHEHNE U 3alLMTY AaHHbIX;

e ONTUMAaJIbHO NCNOJNb3YET pPeCypCbl OpraHn3aymnn: BblHNCinMTEIbHblE MOLWHOCTW, CETb
N XpaHunuuie,

» obecneumBaeTt OTKa30yCTONYNBOCTD;

« obecneymBaeT MaclWTabupyeMocTb MO Mepe pocTa MHGPaCTPYKTYpPbI.
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PasBépTbiBaHne CPK

Nnaea 1. Mopaaok pa3BepTbiBaHUA

[ns pasBépTbiBaHNSA CUCTEMbI PE3EPBHOI0 KOMUPOBAHUS:

1. NoaroToBbTe NakeTbl KOMNOHeEHTOB CPK:
o ronyuuTe [ naea 2;
o CKOMUPYWTE MUX Ha y3/bl, Ha KOTOPbIX ByAYyT pasBEpHYTbl KOMNOHEHTbI CPK.
2. PasBepHuTe CYB/[, PostgreSQL n HacTponTe nogkntoyeHunsa K b cepsepHon rpyrn-
nnpoBkn CPK (ocHOBHOW, pe3epBHbIN, Megua- cepsepa) u APM agMunHUCTpaTopa:
o YcTaHoBka CYB/[;
o HacTtpovka CYB/[.
CnyxebHasa 6asa faHHbIX MOXeT ObITb YCTaHOBMEHa Ha Yy3Me OCHOBHOrro cepsepa

nnu nNtobom Apyrom AOCTYMHOM MO CETU y3ne, yA0BAETBOPAOLWEM CUCTEMHbBIM Tpe-
boBaHUAM.

3. lNMoaroTtoBbTe Y3/bl K yCTaHOBKE KOMMOHeHTOB CPK:

o [logroToeka K ycTaHOBKe CepBEPHOMN YacTu;

o [10AroTOBKA K YCTaHOBKE KIIMEHTCKOW YacTu NoA yrnpasneHneM Linux-cucrtem;

o [logroToBka K YCTaHOBKE KIMEHTCKOW 4acTm nopg ynpasneHnem Windows-
cuUcTeMm.

4. YcTaHoOBUTe NakeTbl KOMNOHEHTOB RuBackup Ha noAroToBieHHbIX y3niax:

o YCTaHOBKa NakeToB CepBEepPHON YacTu;
o YCTaHOBKa NakeToB KJIMEHTCKOM YacTK nop, ynpasreHneM Linux-cucrtem;
o YCTaHOBKa NakeToB KJIMEHTCKOM YacTu nop, ynpasneHnemMm Windows-cuctem.
5. logrotoBbTe NUUEH3NOHHbIE ¢ainbl oNa aBTOpU3auuM OCHOBHOIO, PE3EPBHOrO,

MeaunacepBepoB, NpenBapuTesibHO MNOMy4YnB UX Yy NOCTaBLKKaA, U NpousBeanTe Pas-
aen 5.2.3.

6. BbINnoNHUTE HacTPOMKY yCTaHOBNEHHbIX KOMNOHeHTOB CPK B cTporo onpegeneHHom
nopsgke:
a. Ha cepBepax (OCHOBHOM, pe3epBHOM, MeguacepBepax):
» HacTponka cepBepa;
b. Ha Bcex knneHTax PK:
» HacTponka knveHTa PK nog ynpaBneHnem Linux-cucrtem;

» Hactponka knvenTa PK nog ynpasneHnem Windows-cucTem.
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https://docs.rubackup.ru/InstallationManual/2.5.0/dbms/install-database/
https://docs.rubackup.ru/InstallationManual/2.5.0/dbms/setup-database/
https://docs.rubackup.ru/InstallationManual/2.5.0/server/serv-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_linux/client-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_win/client-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.5.0/server/serv-install-packages/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_linux/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_win/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.5.0/server/serv-configuration/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_linux/client-configuration/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_win/client-configuration/

7. BbINONHNTE HaAaCTpPOMKM:
a. 0NnAa nonb3oBaTenen, KoTopble 6yayT B3aMMOL4eNCTBOBaTb C KOMMOHeHTamu CPK:
» HacTpolka rnonb3osaTtenen gnsa cepBepHOn 4yacTu;

» HacTpouka nonbsoBaTtenien ana KAMEHTCKOM YacTu nog ynpasaeHnem Linux-
CUCTEMBbI;

b. ona ysna:
» HacTpouka ysna nog ynpasneHnem Windows-cuctem.
8. [JobaBbTe cepBuchbl CPK B aBTO3arpysky:
o J[lobaBrneHve B aBTO3aryCck CepBepHON YacTu;
o [lobaeneHyre B aBTO3arnyck KIIMEHTCKOM YacTu Nnog, ynpasneHnem Linux-cuctems;

o [lobaneHve B aBTO3arnyck KIMEHTCKOM 4acTu nop ynpasneHnem Windows-
CUCTEM.

9. MNpounsBeanTe 3anyck pasBEPHYTbIX KOMNOHeHTOB CPK:
o 3aryck cepBepHON YacTu;
o 3anyckK K/IMEHTCKOM YacTu nog ynpasseHnem Linux-cuctemsl;
o 3aryck K/IMeHTCKoM YacTu nog ynpasneHnem Windows-cucrtem.
10. Ona ynpasneHna CPK ncnonb3ymnte o4HO N3 NPUITOXEHUN:

a. Anda ueHTpaiam3oBaHHOro ynpaBneHn4A:

= RuBackup Manager (RBM);
= Beb-npunoxeHue Tucana;

= YTUANUTbI KOMAHOHOWN CTPOKW;
b. A9 NOKanbHOro ynpasneHus:

= RuBackup Client (RBC);

= YTUNNUTbI KOMaHLHOMN CTPOKMN.
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https://docs.rubackup.ru/InstallationManual/2.5.0/server/serv-setup-user/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_linux/client-setup-user/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_win/client-setup-host/
https://docs.rubackup.ru/InstallationManual/2.5.0/server/serv-auto/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_linux/client-auto/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_win/client-auto/
https://docs.rubackup.ru/InstallationManual/2.5.0/server/serv-start/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_linux/client-start/
https://docs.rubackup.ru/InstallationManual/2.5.0/client_win/client-start/
https://docs.rubackup.ru/RBMManual/2.5.0/
https://docs.rubackup.ru/TucanaGuide/2.5.0/
https://docs.rubackup.ru/Cli/2.5.0/
https://docs.rubackup.ru/RBCManual/2.5.0/
https://docs.rubackup.ru/Cli/2.5.0/

PasBépTbiBaHne CPK

naBa 2. AucTpuGyTHUBDI

[ns pasépTbiBaHMA KOMNoHeHToB CPK RuBackup nonyuymTe akTyanbHble yCTaHOBOY-
Hble deb/rpm nakeTbl 0gHMM N3 CNOCO6OB:

e Ha KOMNaKT-AWUCKe, NONTYYEHHOM OT MOCTaBLLMKA;

e 13 JOMNOSHUTENBHO NOAKYAEMOro, Ny6NYHOro peno3nTopus;

e CKayaB aKTyasibHble ycTaHoBOYHble mnakeTbl CPK RuBackup n3s obnayHoro agucka
AcCTpbl Ha oduLmanbHOM canTe KoMmnaHum hitps://www.rubackup.ru/go/.

2.1. KomnakT-guck

MNakeTbl ona passépTbiBaHnAa CPK RuBackup MoryT 6biTb NoJsly4YeHbl OT NOCTaBLLMKa Ha
KOMMNaKT-AMUCKe, KOTOPbIN MOXET ObITb NpoYnTaH 60nblMHCTBOM Npusogos CD-ROM.

2.2. My6nnyHbIN peno3uTopumn

MakeTbl ana passépTtbiBaHMA CPK RuBackup MoryT 6biTb yCTaHOBMEHbI U3 [OMOJHU-
TeNbHOro nNy6anYHOro penosnTopus.

|_|y6J'II/I'-IHbIe peno3nTopun OCTYMHbI 417 onepaunOHHbIX CUCTEM!

e Astra Linux 1.8;

e Astra Linux 1.7;

e Astra Linux 1.6;

e Debian 12;

e Debian 10;

e Ubuntu 22.04;

e Ubuntu 20.04;

e Ubuntu 18.04;

e CentOS 7;

e CentOS 8;

« PE[J OC 7.3;

» PE[] OC 8;

o Red Hat Enterprise Linux 9;

¢ ROSA Fresh Desktop 12;

o ROSA Enterprise Linux Server 7.3;
o ROSA Enterprise Linux Server 7.9.
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https://www.rubackup.ru/go/

2.2. Ny6nunyHbIZ penosnTopumn

2.2.1. MNogknioyeHue ny6nuyHoro penosutopus DEB-cuctem

1. Co3panTte ¢pann c MHGopmMaLmen o Peno3nTOPUAX:

cat <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>
public-testing

EOF

roe: <0S-VERSION> — Bepcusa ncnonbsyemomn OC:

o astra_1.6;

o astra_1.7;

o astra_1.8;

o debian_10;

o debian_12;

o ubuntu_18.04;
o ubuntu_20.04;
o ubuntu_22.04.

2. [lobaBbTe KJOY peno3mTopus:

sudo wget -qO-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. O6HOBUTE CNUCOK NaKeToB:

sudo apt-get update

2.2.2. Noaxmo4yeHue ny6auyHoro penosutopusa RPM-cuctem

1. Co3panTte ¢pann c MHGopmMaumnen o Peno3nTOPUAX:

a. aona OC:

» CentOS 7;

9un3121




PasBépTbiBaHne CPK

» CentOS 8;

= PE[]J OC7.3;

= PE[] OC 8;

= Red Hat Enterprise Linux 9;

» ROSA Fresh Desktop 12;

» ROSA Enterprise Linux Server 7.9.

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/repodata/repomd.xml.key

gpgcheck=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/repodata/repomd.xml.key

gpgcheck=0

EOF

roe: <0S-VERSION> — Bepcusa ncnonbsyemon OC:

» centos_7;
» centos_8§;
» redos_7.3;
» redos_8;
» rhel_9;

» rosa_l12;

rosa_7.9.

b. ona OC ROSA Enterprise Linux Server 7.3:
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2.3. O6nayHbIn Anck AcTpsbl

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key

gpgcheck=0

sslverify=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0

sslverify=0

EOF

2.3. O6nayHbi gUCK AcCTpbl

MNakeTbl gnsa passépTtbiBaHnA CPK RuBackup MoryT 6biTb CKayaHbl N3 061a4yHOro gucka
AcCTpbl Ha oduLmanbHOM canTe KoMmnaHum hitps://www.rubackup.ru/go/.

Ha aucke Bbl HanpgeTe:

e Mankn C HasBaHMAMW OMNepaLUOHHbIX CUCTEM, cofepiKaliMe COBMeCTUMble C yKa-
3aHHOM OC yCTaHOBOYHble MakeTbl A pasBEépTbiBaHMA KoMMoHeHToB CPK
RuBackup (Alt Linux 10, Astra Linux 1.6 u 7.4.);

e nanky Experimental, cogepallyto:

o COBMeCTUMble € yKasaHHo OC akcnepuMeHTalbHble YCTaHOBOYHbIE MaKeTbl AN
pasBeépTbiBaHMA KOMMNoHeHToB CPK RuBackup, npoweflmve TONbKO AW3aNH-
TecTupoBaHue;

o Mamnky Scripts, cogep allyto 9KCNepuMeHTasbHble CKPUNTI:

= script_block_device_metadata.sh CKpWNT pe3epBHOro KONMpoBaHWA MeTa-
AaHHbIX AefynnunpoBaHHOro nyna;

» upgrade_rubackup_packages.sh CKpuUNT aBTOMaTUYECKOro OOHOBNEHUS;

1 un3 121



https://www.rubackup.ru/go/

PasBépTbiBaHne CPK

e Nanky Prev_Version, cOAepXallyrd YCTAHOBOYHbLIA MNaKeT MOAYNA pPe3epBHOro
KONMPOBaHNA U BOCCTAHOBNEHUA OaHHbIX knactepos CYB[ PostgreSQL gns noa-
AEPXKN HOBOTO QYHKLIMOHANa CEpPBEPHOMN U KITMEHTCKOM FPYNMNMPOBOK penusa 2.1;

e RB_key.iso — cneuvannsmpoBaHHbIi 3arpy3oyHbin obpas RuBackup.
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naBa 3. CeTeBble NOPThHI

BesonacHoe coeanHeHne komMmnoHeHToB CPK RuBackup n obMeH nHdopmaumen mexany
HUMW nofpasyMeBaeT TEXHUYECKYHD BO3MOXHOCTb KOMMYHWKauuu no cetu. lepep
YCTaHOBKOW MpoAyKTa HeobxoamMmo obecneuynTb B3auMopencTBnme KomrnoHeHToB CPK
NyTeM OTKPbITUA COOTBETCTBYHOLWMX MOPTOB ANA BXOAALWEro N Ucxoaswero Tpapuka
MeXy cepBepamMu, Ha KOTOPbIX YCTaHOBMIEHbl KOMMOHEHTbI CPK.

B tabnuue npepcrtasBneHbl KOMnoHeHTbl CPK RuBackup, KoTopble NpUHUMaKOT BXOASA-

wmne coeguHeHma no yKasaHHbIM NMNopTaM 1 NpOTOKOJ1aM.

Tabnuya 1. CeTeBble MOpThI

KoMnoHeHT

oT

OcHoBHoOM cep-
Bep

OcHoBHoOM cep-
Bep

PesepBHbIN
cepsep !

PesepBHbIN
cepaep !

Meguacepsep

Ao

Mepunacepsep

Basa pgaHHbIX
RuBackup Ha
OTAENbHOCTOA-
wen MawnHe

OcHoOBHOM cep-
BEp

basa gaHHbIX
RuBackup Ha
OTAENbHOCTOA-
wen MalnHe

Meguvacepsep

LleneBoii cep-
BUC

rubackup-cmd

rubackup-

media

postgresq|

rubackup-cmd

rubackup-
media

postgresql

rubackup-
media

MpoTokon

TCP

TCP

TCP

TCP

TCP

TCP

TCP

MopT

9991

9993

5432 1

9991

9993

5432

9993

OnucaHme

YnpaBneHune
ornepauusMm Ha
Mepuacepsepe

YnpasneHuve
onepaumsamu c
OaHHbIMN

CoxpaHeHue
KOHOUrypaun-
OHHOW 1 onepa-
TUBHON MHPOP-
Mauum

ObecneyeHne
OTKa30yCToMn-
YMBOCTH

[Mepepayva paH-
HbIX Mexay
MeanacepBe-
pamMu B cocTaBe
OCHOBHOIO "
pe3epBHOro
cepBepoB

CoxpaHeHue
KoHUrypaumn-
OHHOW 1 onepa-
TUBHON MHPOP-
Maumn

[Mepepnaya paH-
HbIX MeXay
Mepuacepse-
pamu
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Mepuacepsep

Mepnacepsep

KnneHT
pe3epBHOro
KONMpoBaHus

KnneHTt
pes3epBHOro
KOnNupoBaHus

KnuneHT
pes3epBHOro
KONupoBaHus

RuBackup REST
API

RuBackup REST
AP

RuBackup REST
API
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PesepBHbIi
cepsep

Bbasa paHHbIX
RuBackup Ha
OTAEeNnbHOCTOSA-
Wen MalnHe

OcHOBHOM cep-
Bep

Meguvacepsep

PesepBHbIit
cepsep

OcCHOBHOM cep-
Bep

Basa gaHHbIX
RuBackup Ha
OTAENbHOCTOA-
wen MalnHe

PesepBHbIit
cepsep

rubackup-cmd

rubackup-
media

postgresq|

rubackup-cmd

rubackup-
media

rubackup-cmd

rubackup-
media

rubackup-rbm

postgresql

rubackup-rbm

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

9991

9993

5432 1

9991

9993

9991

9993

9995

5432 1

9995

YnpasneHue
orepauyusiMm Ha
Meanacepsepe

YnpaBneHuve
onepaumnsMun ¢
OaHHbIMU

CoxpaHeHue
KOHUrypaum-
OHHOW 1 onepa-
TUBHOW MHOP-
MaLum

YnpasneHue
orepauusmMm Ha
KNneHTe
pe3epBHOro
KonMpoBaHusa

Mepepnayva paH-
HbIX MeXay
Mepuacepse-
POM 1 KNUEH-
TOM

YnpaBneHve
onepaumnsaMm Ha
KNneHTe
pesepBHOro
KOnMpoBaHusa

[Mepepnava gaH-
HbIX MeXay
Meanacepse-
POM U KIINEH-
TOM

OTnpaBka
3aMpocoB Ha
cepBep u nony-
YyeHwe nHoop-
Maumm

[MonyyeHwne
MHpopMaL KN N3
6a3bl flaHHbIX

OTnpaBka
3anpocoB Ha
cepsep v nony-
yeHwe nHoop-
Mauum




MeHepxep
RuBackup
(RBM) Ha
OTLENbHO CTOSA-
wen MalmnHe

MeHepxep
RuBackup
(RBM) Ha
OTLENbHO CTOSA-
Len MalnHe

MeHepxep
RuBackup
(RBM) Ha
OTAENbHO CTOoSA-
LEen MaLllnHe

KnneHT, nocobl-
naroLumm
3anpoc 4Yyepes
RuBackup REST
API

KnueHT, nocol-
narowunmn
3anpoc yepes
RuBackup REST
API

basa gaHHbIX
RuBackup Ha
OTAEeNbHOCTOSA-
wen MalmnHe

OcCHOBHOM cep-
BEp

PesepBHbIit
cepsep

OcHoOBHOM cep-
Bep

PesepBHbIit
cepsep

postgresq|l

rubackup-rbm

rubackup-rbm

rubackup-api

rubackup-api

TCP

TCP

TCP

HTTPS

HTTPS

5432 1

9995

9995

443 %

443 "

CoxpaHeHue
KOHUrypaum-
OHHOW 1 onepa-
TUBHOWN MHOP-
Mauum

YnpasneHuve
onepaumsamu
RuBackup

YnpaBneHve
onepauunsamm
RuBackup

YnpaBneHune
onepauusamm
RuBackup
yepes REST API

YnpaBneHuve
ornepauyusamm
RuBackup
yepes REST API

[1] Ecnun 6a3a gaHHbIX HAacTpOeHa C UCMONb30BaHNEM HECTaHAaPTHOro NopTa, TO AN NOAK/OYEeHNs K Hell npoaykTa RuBackup
nopT MOXeT ObITb M3MEHEH BPYYHYIO B KOHOUrYypaLoHHOM ¢arine /opt/rubackup/etc/config.file.

[2] Mpw Hanuuun pesepBHOroO cepBepa.

[3] NopT pna nogko4yeHus,

npyv HeoBXOAMMOCTU, MOXeT ObiTb W3MeHeH uepes3 MnepeMeHHble OKPYXeHus B daitne

fopt/rubackup/etc/rubackup_api.env (cMm. B «PykoBOACTBE MO YCTaHOBKE W B3aMMOLENCTBUIO C MPOrpamMMHbIM UHTEphecom

RuBackup REST API»)
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naea 4. Cny)xeb6Haa 6a3a gaHHbIX

CYB/[] PostgreSQL ucnonb3yeTcs oNa XpaHeHNA MeTafaHHbIX Pe3epPBHbIX KOMUIA U KOH-
burypaumoHHbIX NapaMeTpoB CUCTEMbI Pe3epPBHOro KonvposaHnsa RuBackup.

4.1. CuctemMHble TpeboBaHuUA

Tabnuya 2. AnnapatHsle TpeboBaHUA k cepBepy B[] RuBackup

AnnapaTHbld KOMMOHEHT 3HayeHune
[Mpoueccop 4 appa
OnepaTuBHasa NamMsaTb 64THE
[nckoBoe NpoCTpaHCTBO 3,84 TH

Ana obecneyeHnss MakCUMasnbHOIO YPOBHA OTKa30yCTOMYMBOCTU U ObICTPO-
AEeNCTBUA NpU NPOMbILWNEHHON 3KCNNyaTauum, peEKOMeHAyeTCsa UCMNoib3oBaTb
B KayecTBe KOHpUrypaumnoHHon 6asel RuBackup CYB/[ PostgreSQL B oTkaso-
YCTONYMBOWN KOHPUTrypaLKUM C UCNONb30BaHNEM pelleHnsa Patroni, passepHy-
TOM Ha OTAENbHO CTOAWMX MalKMHax, C COBOKYMHbIM OOBHEMOM AUCKOBOro
npoctpaHcTBa 3.84 Thb, NOCTPOEHHOro C MUCMNOMb30BaHNEM TBepLOTesIbHbIX
HakonuTenen, NnogkNro4YeHHbIx Yepes wuHy PCl Express (NVMe SSD).

4.2. YcTtaHoBKa CYb/1

1. YcTaHOBUTE U©3  penosntopus nocnegHwo AOCTynHyto Bepcuo CYB[
PostgreSQL, HaxogAach B narnke, rge pacrofloXXeH nakert:

[

Astra Linux, Debian, Ubuntu sudo apt install postgresql
AnbT sudo apt-get install postgresqgl-server
Rosa Cobalt, RHEL sudo yum install postgresql

RedOS, CentOS, Rosa Chrome sudo dnf install postgresql-server
2. BbINnoNHUTE yCTaHOBKY MocriegHen oOCTYNHOM BEPCUN NakeTa postgresql-contrib:

Onsa Astra Linux SE 1.6 HeobxoouMMO YCTaHOBUTb MakeT postgresql-

contrib-9.6.
Astra Linux, Debian, Ubuntu sudo apt install postgresql-contrib
AnbT sudo apt-get install postgresql-contrib
Rosa Cobalt, RHEL sudo yum install postgresql-contrib
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RedOS, CentOS, Rosa Chrome sudo dnf install postgresql-contrib

3. lMNMpownsseanTte nHnunanmsauyuo b:
Astra Linux, Debian, Ubuntu -

AnbT sudo /etc/init.d/postgresql initdb

Rosa Cobalt, RHEL /usr/pgsql-12/bin/postgresql-12-setup

initdb
RedOS, CentOS, Rosa Chrome sudo postgresqgl-setup --initdb

4. 3anycTtute PostgreSQL:
sudo service postgresql start

5. [lobasbTe 3anyck PostgreSQL B aBTO3arpysKy:

sudo systemctl enable postgresql

4.3. Hactpouka CYb/]

1. HacTponTe BO3MOXHOCTb nogknovyeHus Kk CYB[ ona Bcex CepBepoB, KOTOpble

OyayT BXOAUTb B cepBepHyk rpynnmpoBky RuBackup (OCHOBHOW, pe3epBHbIN,
Megua- cepsepa), n APM agMmnHucTpaTtopa RuBackup, ons atoro:

a. NepenauTe B Nanky, rae Haxoautca ¢amn pg_hba.conf;

b. OTKponTe Anda pefakTUpoBaHUA KOHOUTypaunoHHbIn ¢ann pg_hba.conf:

sudo nano pg_hba.conf

C. OTpedaKTUpyinTe, OTKPbIBWMIACSA ¢aln, ykasaB ip-agpeca M MacKy CeTu BCex

nogkno4vaemblx cepsepoB U APM agmMmuHucTpaTtopa RuBackup k B no npoTto-
kony IPv4, Hanpumep:

local all

postgres peer
# TYPE DATABASE USER ADDRESS METHOD
# *local* is for Unix domain socket connections only
local all all md5
IPv4 local connections:
host all all 127.0.0.1/32 md5
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host all all 192.168.0.50/32 md5
host all all 192.168.0.51/32 md5
host all all 192.168.0.52/32 md5
host all all 192.168.0.53/32 md5

d. coxpaHuTe N3MeHeHus.

[o6aBuTb ip-agpeca noakovaemblx K B cepBepoB MOXHO M nocne
yCTaHOBKM cepBepa RuBackup, oTpemakTmpoBaB KOHOUIrypaLMOHHbIN
dann pg_hba.conf n nepesanyctus PostgreSQL.

2. HacTponTe npocnywmBaHne noAakntoyYeHUn K Bl ona Bcex cepBepoB, KOTOpble
6yaoyT BXOOUTb B CepBEpPHYH rpynnupoBky RuBackup (oCHOBHOW cepBep, peseps-
HbI cepBep, MeanacepBep) € Lenblo nocneayrowero yaanéHHoro nogknovYeHns K

bA:
a. nepenaguTe B Nanky, rae HaxoauTca ¢amn postgresql.conf;

b. OTKponTe onda pefakTUpoBaHUA KOHOUrypaLnoHHbIn ¢ann postgresql.conf:

sudo nano postgresql.conf

C. OTpefaKkTupymnTe oTKpbIBLUMACSA pann:

= B CeKUMn CONNECTIONS AND AUTHENTICATION, nob6aBsuB BblAENEHHYIO CTPOKY:

# CONNECTIONS AND AUTHENTICATION

# - Connection Settings -

#listen_addresses = 'localhost' # what IP address(es) to listen on;

listen_addresses = "*'
# comma-separated list of addresses;
# defaults to 'localhost'’; use '*' for all
# (change requires restart)

port = 5432 # (change requires restart)

max_connections = 100 # (change requires restart)

» MPU HEOGXOAMMOCTUN OTPEAAKTUPYNTE 3HaUeHNe napaMeTpa shared_buffers.
PekoMeHOyeMoe 3HauyeHue napameTpa ~50 % OT pasmMepa onepaTUBHOW
namaTu;

= Mpu HeobXxoaMMOCTH oTpenakTupymnTe 3HayeHne napameTpa
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max_parallel_workers. PekoMeHOyemMoOe 3HayeHue napamMeTpa He MeHee
50 % OoT KonmyecTBa MNpoLEecCopHbIX Anep, ecnu cepsep CYB/[] coBmelleH ¢
cepsepoM RuBackup n 100 %, ecnun cepsep CYB/[ ABnseTCS BblAENEHHbIM.

ad. COXPaHNTe N3MeHeHNA.

3. YT0b6bl He BO3HMKaNa owunbka nNpu noslydeHn MaHgaTHbIX aTpMbyTOB, HYXXHO OTpe-
AaKTUpoBaTb KOHPUrypaLumoHHbIN dann CYb/ PostgreSQL
/etc/parsec/mswitch.conf B OC Astra Linux Special Edition ¢ mMakcumanbHbIM

YPOBHEM 3alLNLLEHHOCTU («CMONEHCKY).
[aHHbIM Wwar BbinonHaeTcA Tonbko ana CYB/ PostgreSQL B OC Astra Linux

Special Edition ¢ MakCMManbHbIM YPOBHEM 3aLLNLLEHHOCTU («CMONEHCKY).
a. OTkponTe onAa pepakTuposaHua ¢anmn /etc/parsec/mswitch.conf U n3MeHUTe
napamMeTp Ans cosgaHua nonb3osatens CYB[ PostgreSQL, KOTopbIn He HasHa-
yeH B OC Astra Linux Special Edition 1.7:

sudo nano /etc/parsec/mswitch.conf

b. oTpefakTUpymnTe 3HayeHne ykaszaHHOro napamMeTpa, U3SMeHUB ero Ha yes:

zero_if_notfound: yes

C. COXpPaHNTE N3MEHEHNA.

4. Ina npuMeHeHUsa n3MeHeHui nepesanyctute Postgres:

sudo service postgresql restart

5. MpoBepbTe nogknodeHne kK CYB[, BbINOMHMB BXOA MOL MOSib30BaTeNEM postgres,

BBEeOA KOMaHAy:
sudo -u postgres psql
6. Janee, nogknoumswncy K b1, 3agante naponb gnsa nonb3oBaTens postgres:
alter user postgres password '12345';

rope '12345' — 3a,u,aBaeMb||7| napojib NOJIb30BaTEJA.
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7. 3aBeplumnTe paboTy nopd nosnb3oBaTenemM postgres:

\q

4.4. HacTpouka SSL coeguHeHun

[na nosbileHMA 6Ge3onacHOCTU cepBepa 6asbl [aHHbIX BO3MOXHO WCMNOSIb30BaHNEe
HaZe>XXHOoro wnopoBaHNA CoeaUHEHNN C 6a30M gaHHbIX.

Ona HacTponkn SSL coeguHeHunin:
1. CospanTte cepTudmkaTbl ansa cepsepa PostgreSQL n ero knneHToB (postgres-knu-

eHToB) (cM. Paspen 4.4.1).

2. BbInonHMTE HacTpomKy KOHOUrypauuoHHbIX ¢annos Ha cepsepe PostgreSQL (cm.
Paspen 4.4.2).

3. Nocne ycTaHOBKU MakeToB KOMMNOHeHTOB CPK ckonupynTte nony4deHHble cepTtudu-
KaTbl N BbIMNOSIHUTE HACTPOWKY SSL coefnHeHUn Ons postgres-KNMEeHTOB Ha y3nax
(cm. Pazpen 4.4.3):

o pasBEépHyTON cepBepHon YacTtm CPK;

o MUCnonb3yrWwmx npunoxeHne «MeHepXxep agMuHuUcTpatopa RuBackup» wunu
«Beb-mHTepoenc Tucanar.

4.4.1. Boinyck cepTudmkKaTtoB

AyTeHTUPUKaALMNA KIMEHTaA NO cepTudunkaTy No3BONAET CepBepy NPOBEPUTb JIMYHOCTb
nogknovarowierocs, noareepxpgas, 4to ceptupukat X.509, npeacTaBrieHHbIN
postgres-KAIMeHToOM, NognncaH SOBEPEHHbLIM LLeHTpoM cepTudukaumm (CA).

CepTtunoukatbl SSL npoBepAroTCcA U BblgatoTca LleHTpoM cepTuoumnkaumn.

Ecnun Bbl He nMeeTe PKIl MHPpacTpyKTypbl OTKPbITbIX K/KOYEW, TO HA OTAENBHOM XOCTE,
KOTOPbIN MOXeT BbINOMHATL posib LleHTpa cepTuoumnkaumm:

1. Cospante AMpPeKTopun, B KOTOopble ByayT creHepupoBaHbl cepTudukaTtbl LieHTpa
cepTudumkaumm, cepsepa PostgreSQL n ana Bcex postgres-kKiaMeHToB (B 3aBUCUMO-
CTW OT apXUTekTypbl Bawen CPK):

mkdir certs && cd certs && mkdir ca pg-server rb-server rb-media rb-rbm
roe:

o ca - gMpeKTopusa ans ceptudumkatos LleHTpa cepTudmkauuu;
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o pg-server - AUpekTopus ans ceptudumkaTos cepaepa PostgreSQL;

o rb-server - AaupekTopua oNna cepTuduKaToB OCHOBHOro cepsepa RuBackup;

[o]

rb-media - AMpeKkTopusa ANa cepTUPUKaTOB MeamnacepBepa;

[e]

rb-rbm - gupekTtopua gna ceptudukatos APM agMuHuUcTpaTopa, ecnn MeHe-
axkep agMunHucTpaTtopa RuBackup (RBM) pasBépHYT Ha OTAEe/bHOM XOCTe.

2. Co3ganTe 3aKpbITbIM KoY LleHTpa cepTuomkaymm, ona aToro:

o [Nepengute B paHee CO34aHHYIO Nanky:

cd ./ca

o CreHepupymnTe 3aKkpbITbin kKoY ana CA (ca.key ), BbINOSHMB KOMaHAY, Hanpumep:

openssl genrsa -out ca.key 2048

o CosfanTte camonognucaHHbl cepTuoukaT LleHTpa cepTudumkaumm (ca.crt) cpo-
KoM gencTtBua 1ropa,;

openssl req -new -x509 -days 365 -key ca.key -out ca.crt

roe CN — aTo nonaHoe ums xocta (FQDN), Ha koTopoM pasBépHyT CA.

3. BoinycTuTe cepTtudunkaT 1 3aKpbITbin KNOY oA cepBepa PostgreSQL, gna aToro:

o MepengunTe B paHee CO3OaHHYH Nanky:

cd ./pg-server

o CreHepupynTe  3aKpbiTbin  kMOY  gns  cepBepa  PostgreSQL /pg-
server/server.key:

openssl genrsa -out server.key 2048

o CreHepupynTte 3anpoc Ha cepTudukat cepBepa PostgreSQL  /pg-
server/server.csr:

openssl req -new -key server.key -out server.csr

roe CN — 9710 nonHoe mMma xocta (FQDN), Ha KOTOpPOM pasBEpHYT cepsep
PostgreSQL.
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o MognuwnTte 3anpoc Ha cepTuoumkaT cepsepa PostgreSQL 3akpbITbiM KIHOYOM
LleHTpa cepTudpmkayunm:

openssl x509 -req -in server.csr -CA ../ca/ca.crt -CAkey ../ca/ca.key
-CAcreateserial -out server.crt -days 365

4. MNoBTopuTe War 3 Ana Kaxaoro postgres-knmMeHTa, CreHepnpoBaB 3aKpPbITbIA KIIOY
(postgresql.key) 1 BbiNyCcTUB cepTudmKaT (postgresql.crt) oNsa Bcex postgres-
KNWEHTOB, yKasaB B cepTudukate cootBeTtcTBytowee FQDN xocTa, Ha KOTOpPOM
pasBEPHYT KOMMNOHEHT CPK.

4.4.2. HacTpoiika SSL coeauHeHusn Ha cepBepe PostgreSQL

BbinonHUTe npuBefEHHbIE HUXKE HAaCTPOMKK, YTobbl cepBep PostgreSQL npocnywmsan
Kak 0bblYHble, Tak U SSL coegunHeHnsa yepes oauH 1 ToT e TCP-nopT 1 cornacosbliBan
ncrnonb3oBaHue SSL ¢ MobbiM NOAKKOYAOLWMMCA Postgres-KIneHToM.

1. CkonupynTe B nanky /etc/postgresql/16/main Ha cepsep PostgreSQL m3 nanku
/pg-server LleHTpa cepTudmkaumm nogroTOBMEHHbIE:

o cepTudukat LleHTpa cepTudumkaumm (ca.crt);
o nognucaHHbin cepTudmkaTt cepsepa PostgreSQL (server.crt);
o CreHepupoBaHHbIN 3aKPbITbIN KoY cepBepa PostgreSQL (server .key).
2. [Ana ¢annoB cepTuduMKaTa N 3aKpbITOro Kr4ya yCTaHOBUTE MOJHbINM SOCTYN Ha YTe-
HWe 1 3anncb TONbKO ANA Bnagenbues:
chmod 600 server.crt server.key ca.crt
CpoenanTte Bnagenbuem ¢annos Nonb3oBaTena U rpynny nosb3oBaTens postgres:

chown postgres:postgres server.crt server.key ca.crt

3. OTpepakTnpymnTe KOHOUrypaunoHHbln ¢anmn postgresql.conf:

o BKJTIOUUTE Nnoangep>XXKy 3aLLII/Id)pOBaHHbIX COeNHEHNN:

ssl = on

o YKaXuTe nyTb K panny ceptudumkaTta LleHTpa cepTudmkaumm (Mnm uenodke cep-
TUPUKaToB):
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ssl_ca_file = '/etc/postgresql/16/main/ca.crt’
CepTtunoukat CA npoBepseT, UTo cepTudmnKaTt postgres-kKnmeHTa nognmcaH nose-
PEHHbIM LLeHTPOM cepTUPUKaLUN.

o YKaxuTe NyTb K ¢anny ceptudmkata cepsepa PostgreSQL:
ssl_cert_file = '/etc/postgresql/16/main/server.crt'

CepTuédumkaTt 6ygeT oTnpaBfieH postgres-KAMEHTY OJ19 yKasaHus MOoAJSIMHHOCTH
cepBepa PostgreSQL.

o YKaxuTe nyTb K ¢ainy 3akpbITOro knoya cepaepa PostgreSQL:
ssl_key_file = '/etc/postgresql/16/main/server.key'

3aKkpbITbIn KNMKOY foKasblBaeT, 4YTo cepTuoumkaTt cepBepa PostgreSQL 6bin
OTNpaBfeH BnafenbLeM; He yKasblBaeT, UTO Bnageney ceptudumkata 3acnyxu-
BaeT goBepus.

4. Y1obbl noTpeboBaTh OT postgres-kKneHTa npeLocTaBNeHNa 4OBEPEHHOIo cepTudun-
KaTa, oTpeLakTUpynTe KoHOUrypaunoHHboln ¢pamn pg_hba.conf:

o pobaBbTe onuuto ayTeHTuouKauum clientcert=verify-ca nnu
clientcert=verify-full B COOTBETCTBYKOLWME hostssl CTPOKU, rae:

» clientcert=verify-full cepBep PostgreSQL He TosbKO npoBepseT Lernoyky
cepTnduKaToB, HO TakXe MpoBepsAeT, CoBnagaeT NM UMS Nofnb3oBaTena unm
ero conocTaBneHne ¢ CN npegocTaBfieHHOro cepTudmkaTa;

» clientcert=verify-ca cepBep npoBepsieT, YTo cepTudukaT postgres-knu-
€HTa NoAnNncaH OHUM U3 AOBEPEHHbIX LIeHTPOB CepTUOUKaLIUN.

Takyke XenaTeflbHO 3aKOMMEHTMPOBATb BCE CTPOUKM host, Hanpumep:

#host all all 0.0.0.6/0 md5
hostssl all all 0.0.0.0/0 [md5,cert]
clientcert=[verify-ca,verify-full] @

@ B cTapbix Bepcusx [0,1]
roe:

md5 — 3anNpPoOCUTb Naposib NONb30BaTeENS,
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cert — ayTeHTUOUKaLNA NO cepTupmkaTy.

Ecnn napameTp clientcert He ykKasaH, cepBep npoBepseT cepTudukaTt
postgres-knneHTa no ceoemy ¢anny CA, Tonbko ecnu ceptuoumkaT postgres-
KnneHTa npeacTtasneH n CA HacTpoeH.

5. MponsseguTe HAaCTPOMNKY KapTbl UMEH NOSb30BaTENEN.

|_|pl/l NCMNOIb30BaAHNN BHELWIHEN CUCTEMbI ayTeHTI/Iq)I/IKaLI,I/IVI, Takon kak Ident, umA
nosib3oBaTesis OI'IepaLLI/IOHHOVI CnCTeMbl, NHULUMNNpoOBaBLEro nogkKnko4yeHne, MoXxeT
He coBnagaTb C MMeHeM nonb3oBaTensa 6asbl AaHHbIX (pOJ'II/I), KOTOprVI OOJIKEH
ncnonb3oBaTbcA. B aTOM cnyyae KapTa MMeH nosib3oBaTenien MoOXeT ObITb npmnmMme-
HeHa Ond ConocCTaBJ/ieHNA MMEHU MoJib30BaTeENA OﬂepaLLMOHHOVI CnNCTEMbl C UMEHEM
nonb3oBaTensa 6asbl AaHHbIX

YT106bl MICNONb30BaTb CONOCTABIEHME MMEH MNOSb30BaTENEN, OTPeLaAKTUPYNTE:

o KOHPUrypaumoHHbin ¢ann pg_hba.conf — yKaXute B 3HaA4YeHUM nNapameTpa
map=map-name :

hostssl all all 0.0.0.0/0 md5 clientcert=verify-full map=sslmap

o KOHOUrypaunoHHbIM ¢ann pg_ident.conf, XpaHAWMNCA B KaTanore gaHHbIX Kna-
CTepa — HacTponTe KapTbl UMEH Nosib3oBaTesnien, 4obaBbTe, HAaNpPUMep:

# MAPNAME SYSTEM-USERNAME PG-USERNAME

sslmap postgres postgres
sslmap postgres rubackup
roe:

» B CTONOUE SYSTEM-USERNAME yKaxxute CN cepTudumkaTa postgres-kimeHTa;

» B CTON6UE PG-USERNAME YyKa)kuTe WUMs MONb30BaTeNs, C KOTOPbIM HY>XHO
COMoCTaBMUTb.

6. [Ons npuMeHeHna N3SMeHEHU nepesanycTuTe cepeep:

sudo systemctl restart postgresql

4.4.3. Hactpoika SSL coeguHeHUsa Ha y3nax KoMnoHeHToB RuBackup

[na nogknoyeHns cepBepHbIX KOMMOHeHTOB RuBackup u APM agmuHucTtpaTtopa CPK
(ncnonb3ayewtero npunoxeHne «MeHegXxep agMUHUCTpaTopa RuBackup») K crny>xebHomn
6ase pgaHHbIX PostgreSQL ¢ Mcnonb3oBaHMEM 3aLUULLEHHOIO COefMHEHUSA BbINOSTHUTE
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NPUBEAEHHbIE HNUYXKE HAaCTPOMKN Ha COOTBETCTBYIOLWNX y3nax (postgres-knmeHTax):

e pasBEépHyTON cepBepHon YacTtm CPK;

e MCMONb3yrOWMX NpunoxeHne «MeHepxep agMuHncTpaTtopa RuBackup».

HacTpoiika SSL coeanHeHus Ha y31ax KoMmnoHeHToB RuBackup

1. MNepeHecuTe N3 COOTBETCTBYIOLWEN postgres-KNMEHTY nanku Ha yane LleHTpa cep-
TUOMKaLUN NOLrOTOBJIEHHbIE:

o cepTudukaT LleHTpa cepTudmkaunm (ca.crt), 4tobbl postgres-kKIamMeHT Mor npose-
PUTb, YTO KOHEYHbIN cepTudunkaT cepBepa PostgreSQL 6bin nognucan ero gose-
PEHHbIM KOPHEBbIM cepTUdnKaTom;

o cepTudukaT postgres-knuneHTa (ysna komnoHeHTa CPK) (postgresql.crt);
o CreHepupoBaHHbIN 3aKPbITbIN K04 cepBepa/knneHTa CPK (postgresqgl.key).

2. na ¢pannoB cepTudmKaTa 1 3aKpbITOro Ko4va yCTaHOBUTE NOJSHbIN OOCTYM Ha YTe-
HMEe U 3anncCb TOJNIbKO A1 BnagenbLes:

chmod 600 server.crt server.key ca.crt

3. Cpenante Bnagensuem ¢annos nonb3oBaTensa, OT MMEHM KOTOPOro byaeT 3anyu,eH
KOMMNoOHeHT CPK (postgres-KnneHT):

chown suser:suser server.crt server.key ca.crt

4. HacTpoika SSL coefuHeHus Ha ys3ne KoMnoHeHTa RuBackup BbinofnHAeTCA nocne
ycTaHoBKu nakeToB CPK oaHMM 13 crnoco6bos.:

o MpW HacTponke KoMrnoHeHTa CPK cepBepHON MU KITMEHTCKOM YacTu;

o MPW BHECEHUMU MpPaBkKn B pann HacTpoek cepBepa (MoyYEeHHbIN Nocne KOHPUry-
pupoBaHus KoMnoHeHTa CPK).

5. [Ana HacTponkn SSL-coeanHeHus ¢ B npepBaputTenbHO HEOOXOOMMO BbIMOMHUTD
HacTpOMKY crny>XXebHon 6asbl AaHHbIX B COOTBETCTBMWU C pasgenom Paspen 4.3 n
NOAroTOBUTb CepTUPUKATDI.

a. Enter sslmode ( allow, disable, prefer, require, verify-ca, verify-full
) [ require ]

Enter path for sslrootcert file:
Enter path for sslcert file:

Enter path for sslkey file:
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= BblOepuTe N BBEOUTE Ha3BaHME BbIGpPaHHOro pexnma SSL B COOTBETCTBUM C
Tabnuuen.

Mo yMOnyaHuo BbiGpaH pexuM require.

Tabnuya 3. OnucaHue pexmnmos SSL

ssimode 3awmta 3awmta YTBepXxpaeHue
oTnpo- oTMITM

cnywmuea-
HUA
disable HeT HeTt MHe He Ba)kHa 6€30MacHOCTb U A HE NPUEMIIIO N3LEPXKKN, CBA3AH-
Hble C WndpoBaHMEM.
allow Bos- HeT MHe He Ba)kHa 6€30MacHOCTb, HO Sl MPUEMJIIO U3LEPXKKN, CBA3AH-
MOXHO Hble C WndpoBaHMEM, €CfIM Ha 3TOM HacTamBaeT cepBep.
prefer Bos- HeTt MHe He Ba)kHa 6e30MacHOCTb, HO A NpegnodnTaro WwndpoBaHue (1
MOXHO NpUemMsIo CBA3aHHbIE N3LEPXKKN), eC/IN 3TO NOALEPXKNBAET CepBep.
require [a HeTt A xo4y, 4TO6bI MOW faHHble WNGPOBANNCE, U A NPUEMIO CONYT-
CTBYIOLLME N3LEPXKKU. A [OBEPAO CETU B TOM, YTO OHa obecneyn-
BaeT NOAKJIIOYEHNE K HY)KHOMY cepBepy
verify-ca [a 3aBucut A xouy, YTOObI MOM AaHHble WMPOBANNCH, U A MPUEMITIIO COMYT-

OT MOJIN-  CTBYHOLME N3AEPXKU. MHE HY)KHA YBEPEHHOCTb B TOM, 4YTO A NOA-
Tukn LIC  kNroYvarocb K JOBEPEHHOMY CepBepy

verify-full [a Oa A xo4y, 4TO6bI MOW faHHble WNGPOBaNNCh, U A NPUEMIO CONYT-
CTBYIOLLME N3NEPXKKU. MHE HY>KHA YBEPEHHOCTb B TOM, UTO A NOf4-
KMHOYakoCb K OBEPEHHOMY CepBepy Y 3TO UMEHHO YKas3aHHbIN
MHOW cepBep

e YKaXKuMTe pacrnonoXeHne NoaroToB/IEHHbIX CEPTUOMKATOB:

o B MoNne sslrootcert YKaXWTe pacnosiocxkeHne CepTMCI)VIKaTa LeHTpa CepTI/Iq)I/IKa-
Lnw;

o B MoJfie sslcert yKaXkute pacrnosioXXeHne ceptTnemnkata HacTpamBaeMoro XocTa;

o B Nnofe sslkey YyKaXwute pacrosioXXeHne 3akpbITOro Kk4ya HacTpamBaemMoro
XocTa.bl

4.5. HacTpoika 6anaHCUpPOBLLUKa Harpy3kKu

Mpwn Hanuunu npokcun-cepsepa HAProxy, npuHnMaroLero 3anpockl K cny>xebHon 6ase
AaHHbIX CPK RuBackup, pekoMeHayeTcs BbINONHUTL cneayroume encTBus:

1. B ¢anne haproxy.cfg 3aganTe oaMHaKoBOe 3HayeHue A9 napamMeTpoB timeout
client n timeout server.PekomMmeHayemoe 3HadyeHne 48h nnn 6onee.

CornacHo oduLmanbHom okymMeHTauun “ sHayeHns napameTpos timeout client
N timeout server [AOJIKHbI ObITb UOEHTUYHbIE.
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4.5. HacTpolika 6anaHCUpOBLLMKa Harpysku

2. Y6éeauTtecb, YTo B HacTpomkax cnyxebHon CYB[ PostgreSQL oTcyTCTBYHOT Tau-
MayTbl, @ eCnu NPUCYTCTBYHOT, TO BbICTAaBUTb TaKMe Xe 3HaUYeHUs Kak U B HacTpOomn-
kax HAProxy (cMm. nyHkT 1).

3. [JobaBbTe B ¢pann haproxy.cfg B CTPOKY C nposepkon y3na PostgreSQL napameTp
shutdown-sessions, Hanpumep:

"server primary 192.168.122.60:3306 check on-marked-down shutdown-
sessions”.

4. 3aBepwuTe BCe akTUBHble 3agauum B CPK RuBackup.
5. OcTaHoBuTe cepsuc cepBepa CPK RuBackup, BbINOAHMB B TEPMUHase Ha y3/e cep-
Bepa CPK RuBackup:
sudo systemctl stop rubackup_server
6. NepesanycTtnte CYB[ PostgreSQL, BbINOAHUB:

sudo systemctl restart postgresql

7. 3anyctute cepsuc cepsepa CPK RuBackup, BbINO/HWB B TepMUHane Ha ysne cep-
Bepa CPK RuBackup:

sudo systemctl start rubackup_server

[11 Ansa HekoTopbix OC BO3MOXHO NOTPebyeTCA NOAKMOUYNTL AOMNONHUTENbHbIA PENO3UTOPUIA
[2] https://docs.haproxy.org/2.6/configuration.html

27 n3 121



https://docs.haproxy.org/2.6/configuration.html

PasBépTbiBaHne CPK

Fnaea 5. CepBepHas yacTb

CepBepHas yacTb CPK RuBackup MOXeT cOCTOATb N3 06A3aTeNbHOr0 KOMMOHEHTA —
OCHOBHOro cepBepa W OOHOro WM HECKOSIbKUX Heobs3aTeNlbHbIX KOMIMOHEHTOB —
pe3epBHOro cepeepa u Meguacepsepa.

OcHoBHOM cepBep

OCHOBHOW cepBep — 3TO MMaBHbIM yNpaBnsaloLWni cepsep, obecneynsarolmin B3anmMo-
aencrteme KoMmrnoHeHToB CPK.

OCHOBHOW cepBep BbINOMHAET GYHKLMIO Meanacepsepa B c/lyyae yCTaHOBKM CNOCOO60OM
«Bcé B ogHOM» (BCce KoMnoHeHTbl CPK RuBackup pasB&pHyTbl Ha OAHOM Yy31e).

Pe3epBHbIN cepBep

Pe3epBHblIi cepBep, B Cllyyae 0TKasa OCHOBHOIO cepBepa, nogaepXmnBaeT ¢GyHKLNOHAN
OCHOBHOro cepBepa RuBackup, a KNMeHTbl CUCTEMbI PE3ePBHOr0 KOMMPOBaHMA aBToMa-
TUYECKN NOAKHYaTCSs K pe3epBHOMY cepBepy. MNocne BoCCTaHOBNEHUS GYHKLMOHMPO-
BaHWNsi OCHOBHOIO CepBepa KNNEHTbI NogKoYaTcs 06paTHO K OCHOBHOMY CepBepy.

Mepuacepsep

Mepaunacepsep (3TO y3esn, Ha KOTOPOM MOAK/OYEHO YCTPOWMCTBO XpaHeHus)) — éMmkoe
[AVCKOBOE YCTPONCTBO UK BUBNIMOTEKA MAarHUTHbIX JIEHT.

MeavacepBep HanoJSIHAET YCTPOMUCTBO XPaHeHUA MOCTynaroWwMMn pe3epBHbIMU KOMNu-
AMW OaHHbIX U ynpaBndeT MU rno Tpe6OBaHI/II-O OCHOBHOI'O CcepBepa.

Kaxablhi MeamnacepBep accouuMmMpoBaH C MNYJIOM, KOTOPbIA COOEPXWUT Nornvyeckme
YCTPOWMCTBA OHOro TUNa — XpaHunuLia.

5.1. CuctemMHble TpeboBaHUNA

B paHHOM nogpasfgene npueBefeHbl CUCTEMHble TpeboBaHUA ANA KaXA0ro cCepBepHOro
koMnoHeHTa CPK RuBackup, npegbaBnsemMble K TEXHUYECKUM CpencTBaM, Heobxoam-
MbIM 19 HopManbHoOro ¢yHkumMoHmposaHnua CPK RuBackup.

B cnyyae yCTaHOBKM Ha OAMH XOCT HeCKosNbKnx KomMmnoHeHToB CPK RuBackup
(Hanpumep, nNpun cnocobe ycTaHOBKN «BCE B 0gHOM») cneayeT KOHCONNOUpO-
BaTb COOTBETCTBYHOLWME annapaTHble TpeboBaHMA, NpeabsaBAaeMble K TEXHU-
YyeCKOMY CpeACcTBY, Ha KOTOPOE NPOn3BOANTCSH YCTAaHOBKA.
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5.1.1. AnnapaTHble Tpeb6oBaHus

OcHOBHoOI/pe3epBHbIii cepBep

5.1. CucTteMHble TpeboBaHUsA

MuHUManbHble annapaTHble TpeboBaHUsA, HeO6XoAuMbIE ANA CTabUbHOro GYyHKLNUOHU-
poBaHua cepeepa CPK RuBackup npuseaeHbl B TabnuLe.

Tabnuua 4. AnnapaTtHble TpeboBaHs, npeabsBaseMble K cepsepy RuBackup

AnnapaTHbIii KOM-

NMOHEeHT

Mpoueccop

OnepaTuBHas
namaATb

TBepnoTenbHbIN
HakonuTenb (SSD)

TBepOoTenbHbIN
HakonuTernb, NoA-
K/IIOYEHHbIN Yepes
wuHy PCIl Express
(NVMe SSD)

XecTkunnm guck
(HDD) nnun ¢onaw-
HakonuTtenb (flash
drive)

CeTb

O6beM XpaHUMbIX A aHHbIX
48 Tb 96Tb 144TH

10 sapgep, 20 noTokoB. (2
noToka Ha 1 agpo unun 6onee)

1286 256TBb 256TH

RAID 1, 2 gucka no 480 'b
Kaxkablin

3.84Tb

RAID 50, RAID 50, RAID 50,
12 gnuc- 12 puc- 12 guc-
KOB MO 4 KOB MO 8 KOB MO
Tb kax- Tbkax- 12Tb
Obin Obin Kaxkabli

2 ceTeBbIX aganTepa c npo-
NYCKHOW crnocobHocTbio 10
6 KaXkgbl, ¢ 2 nopTamMu
(dual port)

Mpumeyanune

PekomeHgyemMble mogenu: Intel Xeon 4210, AMD
EPYC 7000 nnu 6onee coBpeMeEHHbIE

O6BHEM OMCKOBOro NPOCTPaHCTBa ANA yCTaHOBKMU
onepaumoHHON CUCTEMbI U KOMMOHEHTOB
RuBackup, 3a nckntouyeHnem KoOHGUrypayMoHHON
6a3bl gaHHbIx RuBackup.

PekoMeHayeTcA B CllydYae pa3BepTbiBaHUA
MHcTaHca PostgreSQL ana KoHpUrypawumoHHoM
6a3bl gaHHbIx RuBackup Ha Ton e MalwuHe, rae
ycTaHoBseH cepBep RuBackup. Auckn NVMe SSD
NO3BOMAKT MOBbLICUTbL MPOU3BOAUTENBHOCTb One-
pauun B dpunbTpe bayma n ckopocTb 06paboTkum
AaHHbIX NMPW BbIMOSIHEHUM NPOLECCOB Aeaynnanka-
umun. 3.84 T6 npefycMaTpmBaloT NOTEHUManbHbIN
pocT 06beMoB obpabaTbiBaeMbIX AaHHbIX. [15
obecneyeHnss MaKCMManbHOro YPOBHSA 0TKas30-
YCTONYMBOCTU U BbICTPOLENCTBUA NPU NPOMBILLI-
NEHHON aKCcnyaTaunm pekoMeHayeTCa NCNOoMb30-
BaTb B KayecTBe KOHOUrypaLunoHHon 6asbl
RuBackup CYB[ PostgreSQL B oTKa3oycTonunsom
KOHOUrypauum, Hanpumep, ¢ UCMONb30BaHNEM
peweHuna Patroni, pasBepHyTOM Ha OTAENBHOCTO-
AWMX MaLUUHaX.

PekomMeHpgyeTCA B Clly4yae akTUBHOMO UCMOJb30Ba-
HMS MaLlVHbl C OCHOBHbIM CEPBEPOM B KayecTBe
Meanacepsepa, 4N BOSMOXHOCTU pacluMpeHmns
OVCKOBOIO NPOCTPaHCTBa NoL XpaHeHne peseps-
HbIX KONui. B cnyyae xpaHeHUs faHHbIX Ha ono-
cpefoBaHHbIX CX[, AaHHbIA KOMMOHEHT He
ncrnonbayeTcs.
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Mepuacepeep

PekomeHayemMas KoHOUrypaumsa megmacepsepa 3aBUCUT OT COBOKYMHOro obbema xpa-
HUMbIX OaHHbIX U CXOXa C KoHdurypaumen cepsepa RuBackup. [1ns pacyeTa KOHOUry-
pauun Megnacepsepa BOCMNOb3ynTeCh TabnuLen.

Tabnuya 5. AnnapaTHble TpeboBaHWs, NpeabsaBAseMble K MeanacepBepy

AnnapaTHbii KOM- O6beM XpaHUMbIX A aHHbIX MpumeyaHune
MOHEHT 48T6 96T6 144TB
Mpoueccop 10 spep, 20 noTokoB. (2 PekomeHgyemble mogenu: Intel Xeon 4210, AMD
noToka Ha 1 aapo unun 6onee) EPYC 7000 nnn 6onee coBpeMeHHble
OnepaTtunsBHas 1286 256TB 2566 —
namMsaTb

TBepaoTesbHbIN RAID 1, 2 pucka no 480 I'b O6bEM AMCKOBOro NPOCTPAHCTBA A7 YyCTaHOBKMU

HakonuTenb (SSD) KaxpAbl onepaumMoHHON CUCTEMbI U KOMMOHEHTOB
RuBackup, 3a nckntoueHnem KoOHGUrypayMoHHON
6asbl gaHHbIX RuBackup.

XXecTkui gnck RAID 50, RAID 50, RAID 50, [Onfi BO3MOXHOCTW pacLUMpeHns GUCKOBOro Npo-
(HDD) nnu ¢onaw- 12 auc- 12 auc- 12 anuc- cTpaHCTBa Nof XpaHEHME pe3epBHbIX Konuit. B
HakonuTenb (flash koBMo 4 KOBMO 8 KOBMO  Cly4vyae XpaHeHMA OaHHbIX Ha ONOCPeAoBaHHbIX

drive) Tb kax- Tbkax- 12 Tb CX[l, baHHbIN KOMNOHEHT He UCMOoNb3yeTcs.
abli abli KaXkablIn
CeTb 2 ceTeBbIX aganTtepa c Npo- —

MYyCKHOM cnocobHocTbo 10
6 Kaxabl, C 2 nopTamu
(dual port)

5.1.2. lMNporpamMMHble TpeboBaHUA

lMporpaMmMHble TpeboBaHWA K cpefe OYHKUMOHMPOBaHUA cepBepHon dactm CPK
RuBackup npusefeHbl B Tabnve n onpegenexsb:

e NepeyvYHeM ornepayMoHHbIX CUCTEM, COBMECTUMbIX C KOMNoHeHTamu CPK RuBackup;
e NepeyvyHeM 3aBMCUMOCTEN NakKeToB ANF Kaxgown coemecTtumon OC;

e OTKPbITbIMM MOpTamu (cM. pasgen «CeTeBble NOPThbI»).

Tabnuya 6. NporpammHble TpeboBaHus NpeabsaBseMble kK cepaepy RuBackup (coBmecTumbie OC n
3aBUCUMOCTU MaKeToB)
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MakeTbl CPK Moppepxusaeman OC NMaxkeT 3aBUCUMOCTH

rubackup_common
rubackup_client
rubackup_server
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MakeTbl CPK Moppepxusaeman OC NMaxkeT 3aBUCUMOCTH
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MakeTbl CPK Moppepxusaeman OC NMaxkeT 3aBUCUMOCTH
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5.1. CucTteMHble TpeboBaHUsA

MakeTbl CPK Moppepxusaeman OC NMaxkeT 3aBUCUMOCTH
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MakeTbl CPK Moppepxusaeman OC NMaxkeT 3aBUCUMOCTH

36 n3 121




5.1. CucTteMHble TpeboBaHUsA

MakeTbl CPK Moppepxusaeman OC NMaxkeT 3aBUCUMOCTH
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MakeTbl CPK Moppepxusaeman OC NMaxkeT 3aBUCUMOCTH
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MakeTbl CPK

rubackup-common-gui

5.2. YcTaHOBKA

Mopnpepxusaemasn OC

Rosa Chrome 12

Astra 1.6
Astra 1.7
Astra 1.8
Debian 10
Debian 12
Ubuntu 18.04
Ubuntu 20.04
Ubuntu 22.04

AnbT 10

RedOS 7.3

RedOS 8

Rosa Chrome 12

Rosa Cobalt 7.9

mailx
cyrus-sasl
openldap
libicu
MakérsaenonmdéTn

5.2. YcTaHoBKa

mailutils
lib64sasl2
lib64ldap2.4_2
lib64pugixmll
qt5-qgtbase-qui
cyrus-sasl
lib64db5.2
lib64ltdl7
lib64mailutils9
lib64mu_auth9
lib64mu_dbm9
lib64mu_dotmail9
lib64mu_imap9
lib64mu_maildir9
lib64mu_mailer9
lib64mu_mbox9
lib64mu_pop9
lib64mu_sieve9
lib64muaux9
mailutils-locales

wget

gnupg?

xauth (ans sanycka RBM uepes
SSH)

xauth (gns sanycka RBM yepes
SSH)

qt5-gtbase-gui
mesa-vulkan-drivers
mesa-dri-drivers

xauth (ans sanycka RBM uepes
SSH)

qt5-qgtbase-gui

xauth (ans 3anycka RBM uepes
SSH)

postgresql-private-libs

qt5-gtbase-gui
qt5-gtbase-gui
libicu
libxkbcommon-x11
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5.2.1. MoaroroBKa K ycTaHOBKe

YcTaHOBKa 3aBMCUMOCTEN NaKeToB

o [laHHbIN War npefHasHayeH O79 YCTaHOBKM NIOKaNbHbIX nakeToB. Ecnn Bbl
YCTaHaBJIMBaeTe NaKeTbl N3 Peno3nTopund, TO NPONyCcTnTe 3TOT Liar.

[na ycnewHoro passépTbiBaHua cepsepa CPK RuBackup HeobxoauMo Hanunyue ycta-
HOB/EHHbIX 3aBMCMMOCTEN MaKeToOB B COOTBETCTBMWU C TabnuLei, B 3aBUCMMOCTU OT
NCMoNIb3yeMON ornepaLroHHON CUCTEMbI Ha Yy3re pas3BEépTbiBaHMA cepBepa RuBackup,
ANA 3TOro:

1. TpoBepbTe Hannume ycTaHOBJ/IEHHbIX NakeToB 3aBucumMocTen B OC, Hanpumep:

Astra Linux, Debian, Ubuntu dpkg-query -1
AnbT apt list --installed
Rosa Cobalt, RHEL yum list ¢ onuuen installed

RedOS, CentOS, Rosa Chrome dnf list installed

2. Ecnu Bbl ncnonbayeTte onepaunoHHyo cuctemy CentOS 7, CentOS 8 nnm RHEL 9, 1o
nob6asbTe penosutopmii EPEL !, nopaepxusaemMbiit B pamkax npoekTta Fedora u
cofepKalliuin HeKOTOpble NakeTbl, KOTOPble He BOLWWIN B CTaH4APTHbIN Habop RHEL
(CentOS):

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

dann peno3uTopus oyper aBTOMaTUYECKN 3arpy>eH B KaTanor
/etc/yum.repos.d/epel.repo M aKTUBUPOBAH.

3. Ecnu Bbl ncnonbsyeTte onepaumoHHyto cuctemy CentOS 7 nnum CentOS 8, To Takxe
PEKOMEHAYETCA BKHOUYNTbL PEno3nUTOpuUin PowerTools, MOCKONbKY MakeTbl EPEL
MOFYT 3aBMCETb OT NaKeTOB U3 Hero:

sudo dnf config-manager --set-enabled powertools

4. Ecnu Bbl ncnonbsyeTte onepaumoHHyto cuctemy RHEL 9, To Takxxe pekomeHayeTcs
BK/IIOUMTb Peno3nTopun codeready-builder-for-rhel-8-*- peno3uTopuin rpm,
MOCKOJIbKY NakeTbl EPEL MOryT 3aBMCEeTb OT NakKeToB U3 Hero:

ARCH=$§( /bin/arch )
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sudo subscription-manager repos --enable "codeready-builder-for-rhel-8-
S$\{ARCH}-rpms"

5. OBbHOBUTE PENO3UTOPUN NAKETOB B CUCTEME:

Astra Linux, Debian, Ubuntu sudo apt update
AnbT sudo apt-get update
Rosa Cobalt, RHEL sudo yum update

RedOS, CentOS, Rosa Chrome sudo dnf update

6. YcTaHoBUTe HegocCTarowme 3aBUCUMOCTY NakeToB U3 TabrinLbl:

Astra Linux, Debian, Ubuntu sudo apt install <namepackage>
AnbT sudo apt-get install <namepackage>
Rosa Cobalt, RHEL sudo yum install <namepackage>

RedOS, CentOS, Rosa Chrome sudo dnf install <namepackage>

HacTpoiika ny6M4HOro penosntopus

[aHHbIN Wwar npegHasHayeH Ons YyCTaHOBKU W3 MyOGMYHOrO PEenosnTopus.
Ecnu Bbl ycTaHaBnMBaeTe NoKanbHble NakeTbl, TO NPONYCTUTE 3TOT LWar.

MoaknioyeHune ny6nmyHoro penosutopus DEB-cuctem

1. CospanTte ¢pann c MHGopmMaLmnen o Peno3UTOPUAX:

cat <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0OS-VERSION>
public

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public-testing

EOF

roe: <0S-VERSION> — Bepcusa ncnonbsyemomn OC:

o astra_1.6;
o astra_1.7;
o astra_1.8;
o debian_10;
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o debian_12;

o ubuntu_18.04;
o ubuntu_20.04;
o ubuntu_22.04.

2. [lobaBbTe KJOY peno3mTopms:

sudo wget -qO0-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. OB6HOBUTE CNUCOK NaKeToB:

sudo apt-get update

MoaknioyeHue ny6anyHoro penosutopus RPM-cucrem

1. CospanTe ¢ann c MHGOpMaLMEN O PENO3UTOPUSAX:

a. nona OC:

= CentOS 7;

= CentOS §;

= PE] OC7.3;

« PE1 OC 8§;

= Red Hat Enterprise Linux 9;

= ROSA Fresh Desktop 12;

= ROSA Enterprise Linux Server 7.9.

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/repodata/repomd.xml.key

gpgcheck=0
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[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/repodata/repomd.xml.key

gpgcheck=0

EOF

roe: <0S-VERSION> — Bepcusa ncnonbsyemomn OC:

» centos_7;
» centos_8;
» redos_7.3;
» redos_8;
» rhel_9;

» rosa_l12;

= rosa_7/.9.

b. ona OC ROSA Enterprise Linux Server 7.3:

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key

gpgcheck=0

sslverify=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/

enabled=1

repo_gpgcheck=1
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gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0

sslverify=0

EOF

HacTpoiika nepeMeHHbIX cpefbl

BbINONHNTE HACTPOWNKY NepeMeHHbIX cpefbl 418 Nofb3oBaTensa root:

1. ABTOpM3ynTeCh NoA nosib3oBaTenem root:

sudo -i

2. HacTponTe nepeMeHHble cpefbl ANA Nonb3oBaTenisa root:

sudo nano /root/.bashrc

o OTpefakTupymnTe ¢pann, nobaBmB CTPOKMU:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

o COXPaHNTe N3MEeHeHNA.

3TN nepemMeHHble Takxe MOXXHO onpenennTb B danne
/etc/environment.

3. NepengunTe B KaTanor /root:

cd /root

4. lNepesarpysnte NnepeMeHHble OKPY>XXEeHUA:

source ~/.bashrc

HacTpoiika SSL coeaunHeHus ¢ 6a30ii A aHHbIX

MponycTUTe 3TOT Lar, ecnn He TpebyeTcs 3alULLEHHOE NOAK/IIOYEHNE KOMMOHEHTOB
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RuBackup k cny>xebHoin 6a3e gaHHbIX.

Ecnu HeobxoanMO ncnonb3oBaTh N5 NOAKOYEHNA K 6ase AaHHbIX PostgreSQL 3awm-
LWEHHOE COeAVHEHNE, TO BbINMOMHUTE MPUBEAEHHbLIE HMXE HACTPOMKM Ha XOCTax, Ha
KOTOpPbIX pa3BépHYTbl KOMNOHEHTbI CPK (postgres-KineHThbl):

1. MepeHecuTe U3 COOTBETCTBYIOLWEN postgres-KNMeHTY Mnanku Ha yane LleHTpa cep-
TUOUKALUM NOATrOTOBMIEHHbIE:

o ceptudukaTt LieHTpa cepTudumkaymm (ca.crt), 4tobbl knueHT CPK Mor npoBepuTs,
4YTO KOHEeYHbIN cepTuoumkaT cepBepa PostgreSQL 6bin nognucaH ero goBepeH-
HbIM KOPHEBbIM CEPTUDUKATOM;

o cepTudukaTt cepepa/knnenTta CPK (postgresql.crt);
o CreHepupoBaHHbIN 3aKpbITbIN KOY cepBepa/knneHTa CPK (postgresqgl.key).

2. [lna ¢pannoB cepTudmKaTa N 3aKpbITOro Ko4a yCTaHOBUTE NOJSIHbIN OOCTYM Ha YTe-
HMe 1N 3anncb TONbKO ANA BlagenbLes:

chmod 600 server.crt server.key ca.crt

3. Coenante Bnagensuem ¢annos rnosb3oBaTens, oT UMEHN KOTOpPOoro 6yaeTt 3anyLeH
KOMMNOHeHT CPK (postgres-KineHT):

chown suser:suser server.crt server.key ca.crt

5.2.2. YcTaHOBKa NakeToB

YcTaHOBKY MakeToB NPOU3BOAMUTb CTPOro B NPUBELEHHON NocnenoBaTeslbHO-
cTu!

1. YcTaHoBUTE OAHUM U3 CNOCObOB:
o W3 NIOKaNbHbIX NaKeToB, HAXOAACh B Nanke ¢ naketamu:
Astra Linux, Debian, Ubuntu sudo apt install ./<namepackage>.deb

AnbT sudo apt-get install
./<namepackage>.rpm

Rosa Cobalt, RHEL sudo yum install ./<namepackage>.rpm
RedOS, CentOS, Rosa Chrome sudo dnf install ./<namepackage>.rpm
o U3 penosnTopus:

Astra Linux, Debian, Ubuntu sudo apt install <namepackage>.deb
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roe <namepackage> — ycTaHaBnmBaeMblin nakeT CPK RuBackup akTyanbHOn Bepcumn
B NPUBEAEHHON NOCIef0BaTE/IbHOCTM:

o

rubackup-common;

o3

rubackup-client;

o

rubackup-server;

Heobs3aTesibHble MakeTbl, NCNOMb3YHTCA ANIA HAaCTPOWKN cepBepa C NMOMOLLbHO
rpaduyeckon yTUnnThbI:

d. rubackup-common-gui;
€. rubackup-init-gui.
Mo ymMonyaHMKO HacTpoWKa cepBepa OCYLEeCTBNAETCA B TepMuHane ¢

MOMOLWbKO YTUNUTbI rb_init, KoOToOpasa He Tpe6yeT OONONHUTENTbHOMN
MHCTannayunn.

2. BbINonHMTE 06HOBMEHME KOHOUTYpaLUN N MPUMEHUTE N3MEHEHUS.

[aHHbIn war BbinonHaeTcsa Tonbko ansa OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTUBMPOBaHHbBIM PEXMMOM 3aLlUTHOW NporpaMmmMHon cpegbi!

o ObHOBUTE KOH(])I/IpraLI,I/IPO, BbIMOJTHMB KOMaHAY:
sudo update-initramfs -u -k all
o |_|pI/IMeHI/ITe N3MeHeHNA, BbIMOJTHNB KOMaHAY:

sudo reboot

5.2.3. YcTaHOBKa JIULLEH3UMN

MonyyeHue nuLeH3NOHHOrO Ppaiina

[ns nonyyeHnsa nuUeH3noHHOro ¢arnna cepsepa (0OCHOBHOMO, pe3epBHOr0 U Meguacep-
BEpOB) Y NOCTaBLLMKa:

1. TTONHOCTbBIO pa3BepPHUTE CEepPBEPHYHO FPYNNUPOBKY 3anaaHUPOBaAHHOM apXUTEKTYpPbI
CUCTEeMbl pe3epBHOro konuposaHua RuBackup, ycTaHOBMB NakKeTbl CepBEpPHOW
YacTu NporpamMmbl Ha y3nax.

2. Ha kaxkxgom cepBepe nonyynte naeHTudukatop hardware id
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rubackup_server hwid

3. 3adukcupynte ntobbiM yaobHbIM CNOCOOOM ANA Kakoro Tuna cepsepa (OCHOBHOW,
pes3epBHbIN, Mefna) nonyyeH naeHTnomnkaTop.

4. MpepocTaBbTe MOCTaBLUMKY MONyYEHHble UAEHTUOUKATOPbI YAO6HbBIM CrocoboM U
nonyymTe NUUEH3NOoHHble dansbl AnA cepBepHbIX koMnoHeHToB CPK RuBackup Ha
agpec 3N1eKTPOHHOM NoYTbl NONb30BaTeNA.

YcTaHOBKa NUL,EH3UOHHOro paiina

YCTaHOBUTE JIMUEH3MOHHBIN Gan Ha KaXgoM y3ne nuueHsnpyemoro cepsepa CPK
RuBackup.

[na yCcTaHOBKU NULEH3NOHHOro ¢panna:
1. TlepemecTuTe danmn nuueHsnm B nanky /opt/rubackup/etc/, BbINONHWUB KOMaHLy,
Haxo4ACh B Manke ¢ NoAroToBNeHHbIM pansioM NULEH3NOHHOIO KNKYa:

cp <¢amn_nuueHaun> /opt/rubackup/etc/rubackup.lic

2. AKTUBaLMS NULEH3MM NPOU30MAET Nocne 3anycka cepsepa.

5.3. HacTpoiika

5.3.1. HacTpoika cepBepa

MpepBapuTenbHO HEOHBXOOMMO HACTPOUTb CEeTeBOEe B3aUMOLEWNCTBME KOMMOHEHTOB
CPK RuBackup, ucnonbsyss FQDN, hostname unu ip-agpec (ganee no TeKCTy — agpec).

HacTponky komnoHeHTOB CPK RuBackup cnegyeT npouM3BEeCTU Ha KaXXAaoM Yy3ne B

CTpOro npuBeaEHHOM nopsiake (B 3aBUCUMOCTM OT apXUTEKTYPbI):

1. HacTpoWKa OCHOBHOIO cepBepa;

2. HaCTpOWMKa pe3epBHOro cepBepa;

3. HacTponka MegunacepBepa (BbINONMHAETCA A5 KaXXA0ro MeguacepBepa);

4. HaCTpoOMKa KSIMeHTa CUCTEMbl Pe3epBHOIr0 KOMUPOBaHMSA (BbIMONHAETCA ANA KaX-
poro knneHta CPK).

HacTpoiky komnoHeHToB CPK RuBackup BO3SMOXHO BbINOAHNUTL OAHUM N3 CNOCOB0B:

. HaCTpOIZKa cepBepa B UHTEPAKTUBHOM pPeXUMe NMpuv noMoWwmn yTUnnTbl rb_init;

e HacTpoiKka cepBepa B HEUHTEPAKTUBHOM pPexXume npu noMowm yTUnuTbl rb_init
(0AHOCTPOYHOM KOMaH/0M C 3aaHHbIMU NapaMeTpamu);
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e HAaCTpoMKa cepBepa C MNOMOLbI rpapuyeckon YTUINTblI MacTepa HACTPOUKMK
RuBackup rb_init_gui.

HacTpoiika cepBepa B TepMUHane (MHTepaKTUBHbINA PEeXNUM)
BbinonHuTe HacTporky komnoHeHTa CPK RuBackup:
e 3anycTuUTe Ha KaXaoM y3se, Ha KOTOpPOM pasBépHYT cepBep CPK, MHTEePaKTUBHYHO
YTUNAUTY rb_init:

sudo /opt/rubackup/bin/rb_init

e [lanee HacTponTe KOMMNOHeHT CPK B MHTepakKTUBHOM peXxunme:

1. You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

OCHOBHOW, pe3epBHbIii, Meaunacepsep: [NpuMnTe AULEHINOHHOE COrfalleHune
(EULA), Ha>kaB KnaBuLy <y>.

2. Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?

OCHOBHOW cepBep: Bbibepnte cueHapuin HaCTPOMKMU OCHOBHOrO (primary) cep-
Bepa, HaXkaB Knasuwy <p>;

pe3epBHbI cepBep: BhibepuTe cueHapuih HaCTPOMKN pe3epBHOro (secondary)
cepBepa, HaxkaB KNaBully <s>;

MepuMacepeep: Boibepute cLeHapuii HacTporiku Megua (media) cepBepa, HaXkaB
KNnaBuwy <m>.

HacTpoika coeguHeHUs ¢ 6a30M A aHHbIX:
3. Enter hostname or IP address of PostgreSQL server [ localhost ]:

OCHOBHO#, pe3epBHbI, MeguacepBep: YKaxXnte agpec, Ha KOTOPOM pasBép-
HyTa cny>ebHasa 6a3a AaHHbIx PostgreSQL:

= ecnn CYB/[ PostgreSQL pasBépHyTa Ha OTAENIbHOM Yy3/71e€ OT OCHOBHOIO cep-
Bepa, TO cnefyeT yKasaTb afgpec COOTBETCTBYHOLLErO Y3Na;

» ecnu CYB/[ PostgreSQL n oCHOBHOW cepBep pasBEPHYTbl HAa OAHOM Yy3rie, TO
HaxXmMuTe knasuwy <Enter>, yTobbl B KayecTBe afgpeca cepBepa UCMOMb30-
Bancs localhost (BbIbpaHHbIN MO YMOYaHUIO).

4. Please enter password for "postgres" database user:
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OCHOBHOW cepBep: YKaxuTe naposb nosfib3oBaTensa 6asbl AaHHbIX postgres,
3afaHHbIN Ha Ware 6 B pasgene Hactponka CYB/.

Do you want to use a secure SSL connection to the database 'rubackup’
(y/n/q)?

OCHOBHOW, pe3epBHbIii, MeguacepBep: YKaxnute, Heob6xogMmMo fim NCNonb30oBaTb
3awmueHHoe SSL-coegmHeHne co cnyxebHon 6ason gaHHbix CPK RuBackup,
Ha)kaB Knasuwy <y> (ga) nnm <n> (HeT).

Ecnu HacTpoika SSL-coeanHeHns ¢ B[] He TpebyeTcs, HAXXMNTE KNaBuLly <n>.

Mo ymMonyaHWO  NoAaKM4YeHMe  B6yaeT  YCTaHOBNEHO C  NapaMeTpoMm
sslmode=allow, B 9TOM cfiyyae gnsa nogknoyeHna K b 6yaoyT mMcnonb3oBaHbl
dannbl cepTUOUKATOB U 3aKPbITbIX KIHOYEN, KOTOPble PacnonioXeHbl B narke
/opt/rubackup/keys, npu nogknodyeHnu K b1 gaHHble 6yayT WnppoBaTbCA.

Ecnn B KoHdurypaumm PostgreSQL SSL BbikntOYeH, TO NO YMONYaHUIO sslmode
oynet disable.

[na npofonmkeHna HacTpomku SSL coeguHeHus ¢ B HaXXmMuTe kKnasuwy <y>.
Ona HacTporkn SSL-coeguHenus ¢ B npegBapuTenbHO HeEOOXOOMMO BbINOS-
HUTb HaCTPOMKY Ccny>XXebHon 6a3bl fAaHHbIX B COOTBETCTBMW C pasfesiomM
HacTtponka CYB/[, n noarotoBuTb cepTuUdmkaTbl B COOTBETCTBUM C pasgesiom
HacTpoinka SSL coegnHeHnN.

a. Enter sslmode ( allow, disable, prefer, require, verify-ca, verify-
full ) [ require ]

Enter path for sslrootcert file:
Enter path for sslcert file:
Enter path for sslkey file:

» BblbepuTe 1 BBEAMTE HasBaHWe BbIOPAHHOrO pexuma SSL B cooTBeTCTBUM
C Tabnuuen.

Mo yMonyaHuo BbiGpaH pPexXuMm require.

Tabnuya 7. OnucaHne pexxumon SSL

ssimode 3awuTta 3awura YTBeEepXaeHue
ot npo- otTMITM
cnywm-
BaHuA

disable  Hert HeTt MHe He BaKHa 6€30NacHOCTb U 51 HE NPUEMITIO N3AEPXKKU, CBA-
3aHHble C WKdpoBaHNEM.
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ssimode 3awmTta 3awuta YTBEpXaeHue
ot npo- otTMITM

cnywm-
BaHMUA
allow Bos- HeTt MHe He BaKHa 6€30MacHOCTb, HO 1 MPUEMJSIIO NU3LEPXKKN, CBSA-
MO>HO 3aHHble C WNPPOBaAHUEM, €C/IN Ha 9TOM HacTauBaeT CcepBep.
prefer Bos- HeTt MHe He Ba)kHa 6€30MNacHOCTb, HO S NpeanoYnTaro Wnoposa-
MO>HO HUe (M NPMEMNO CBAA3aHHbIE N3LEPXKN), ECIN 3TO NOALEPXKM-
BaeT cepsep.
require [a HeT A xo4y, 4TO6bI MOW faHHble WNGPOBANINCh, U A NPUEMIHO
CONYTCTBYHOLLNE U3OEPXKN. f AOBEPA0 CeTU B TOM, YTO OHa
obecneymBaeT NOLKIOYEHNE K HYXXHOMY CepBepy
verify-ca [a 3aBucuT 4 xo4y, 4To6bI MOU JaHHbIE WNPPOBANUCH, U f MPUEMIIIO
OT NOMN- COMNYTCTBYHOLLME N3LEPXKKN. MHE HY>XHa YBEPEHHOCTb B TOM,
Tnkn UC  4TO A noaksoyaochb K JOBEPEHHOMY CepBepy
verify-full Oa Ha A xouy, 4TOObl MOW AaHHbIe WNGPOBANNUCH, N A NPUEMIIO

COnyTCTBYOLWME U3OEPXKKN. MHE HY>XXHa YBEPEHHOCTb B TOM,
4YTO A NOAKIIOYAOCh K AOBEPEHHOMY CEPBEPY U 3TO UMEHHO
yKasaHHbI MHOWM cepBep

= YKaXWUTe pacrnosioXXeHne nogroToB/eHHbIX cepTUPUKaToB:

= Brosie sslrootcert yKaXuTe pacnosioXXeHne ceptudukaTa LLeHTpa cepTu-
dunkayum;

» B Nofle sslcert YKaXuTe pacrnosfioXXeHne cepTuoukaTa HacTpamMBaemoro
XOCTa;

= B NoJjie sslkey YyKaXuTe pacrnofioXXeHue 3aKpbITOro Kio4ya HacTpauBae-
MOro XOCTa.

6. Enter name of RuBackup superuser [ rubackup ]:

OCHOBHOM, pe3epBHbIA, Meauacepsep: Beegnte nmsa cynepnonbsoBatena CPK
RuBackup, koTopbit 6ygeTt co3fgaH Ha cnefyrolem ware.

Mo ymMonuyaHuo nNpu HaxaTuu kKnasuwmn <Enter> ncnonb3yeTca UMA cynepnosb-
3oBaTend — rubackup.

B “MeHM cymeprionb3oBaTens 3anpeLieHo UCMoMb30BaTh Creaytolme CUMBOIbI:
np06eﬂl \I $’ #’ ‘I /I ?’ *’ ‘rn ;I :’ %’ A’ &’ <’ >

7. Database user "rubackup" doesn’t exist. Do you want to create database
user "rubackup" (y/n)?

OCHOBHOW, pe3epBHbll, Mepguacepeep: CospgaiTe cyneprnosib3oBaTens 6asbl
AaHHbIX, HaXXaB KNasuy <y>

8. Please enter password for "rubackup" database user:
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OCHOBHOW, pe3epBHbI, MeauacepBep: 3afaniTe naposb ANA Cynepnosb3oBa-
Tens cny>ebHon 6asbl faHHbIX rubackup (MMA B No ymon4yaHuwo), co3gaBaeMon
Ha cnefyroLlem ware

9. Enter RuBackup database name [ rubackup ]: Database "rubackup" doesn’t
exist. Do you want to create database "rubackup" on "localhost" host
(y/n)?

OCHOBHOW, pe3epBHbIA, Meanacepsep: Beeagnte nmsa 6asbl faHHbIX, UCNONb3ye-
Mor CPK RuBackup v nogteBepaunTe cosgaHue 6asbl JaHHbIX, HaXaB KaBuwly
<y>.

B nmeHn 6asbl gaHHbIX 3aripeuweHo ncrnosib3oBaTb cnepyroume CMMBOJIbI: npo6er|,
\I $I #I ‘l /I ?I *I N ;I :I %I AI &I <I >‘

Mo ymonuaHuo, npu Haxkatuu knasmwmn <Enter> B KayecTBe MMeHU co3paBae-
Mor 6a3bl AaHHbIX UCNOMb3YeTCA rubackup.

HacTpoika xpaHunuwia ansa aedonTHoro nyna:

10. Do you want to add a required file system to the 'Default’' pool in the
configuration? (y/n)?

OCHOBHOM cepBep: [lo6aBbTe nokanbHoe dpannoBoe xpaHunuwe ona 4eponTHoro
nyna.

Ecnn xpaHunuie He 6ygeT co3fnaHo, TO BCe CO3[aHHble pe3epBHble Konun 6yayT
COXpaHeHbI B aBapunMHOM XpaHunnuuie (no YyMOYaHUo
/tmp/rubackup_emergency_storage_local_catalog).

a. Enter path: /default_pool
Path "/default_pool" doesn’t exist. Do you want to create it? (y/n)

OCHOBHOM cepBep: Beeaute nyTb K AUpeKTopun, KoTopasa byaeT accoummpo-
BaHa C AedONTHbIM NYIOM K co3fanTe nokanbHoe ¢aisioBoe XpaHWuLLE,
Ha)kaB KNaBuLly <y>.

HacTpoiika 0CHOBHOro cepBeepa:

11. Hostname of primary server:

pe3epBHbIii, MeguacepBep: YKaxunTe agpec 0CHOBHOro cepsepa.

HacTpoiika pe3epBHOro cepeepa:

12. Will you use secondary server (y/n)?
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13.

14.

15.

16.

17.

18.

OCHOBHOW, MeguacepBep: Ecnu B KoHOUrypaLumm nogpasymeBaeTcs pe3epBHbIi
(secondary) cepBep, TO BblbepuTe 3Ty BO3MOXHOCTb, HaXaB KnaBuLly <y>

Hostname of secondary server:

OCHOBHO#, MeguacepBep: YKaxunTe afpec pe3epBHOro cepeepa.

HacTtpo#uka knueHTa CPK:

Choose client net interface ID for use:

Selected interface: OCHOBHOM, pe3epBHbIN, Meauacepsep: BoibepuTte ceTe-
BOM UHTepdenc, NnocpeacTBOM KOTOPOro KnneHTy RuBackup paspelueHo B3anMo-
AenCcTBOBaTb C CUCTEMOM pPe3epPBHOIro KOMMPOBaHMUA.

Do you allow centralized recovery (y/n)?

OCHOBHOW, pe3epBHbIiA, Meguacepeep: YKaXnTe, HYXHO NN BKIKOUYUTb LLeHTpa-
NN30BaHHOE BOCCTAHOBMEHNE AaHHbIX?

B cnyyae Bbibopa <y>, LEeHTpann3oBaHHOe BOCCTAHOBNEHNE faHHbIX U3 pe3epB-
HOM KoMuu ByaeT JOCTYMHO C MOMOLLbIO NPUITIOXeHUS «MeHeaXep agMUHUCTpa-
Topa RuBackup» (RBM), ¢ MOMOLLbIO KOHCOMIbHOW YyTUANTbLI rbfd mnu npunoxe-
HnA «MeHepyxepa knneHta RuBackup» (RBC).

B cnyuae Bbibopa <n>, LLleHTpannM30BaHHOE BOCCTAHOBMEHUE AaHHbIX U3 pe3epB-
HOM KOMUW C MOMOLLbIO NPUOXeHNs «MeHeaxxep agMuHucTpaTopa RuBackup»
6ygeT OTK/HOUYEHO, BOCCTAHOB/IEHME U3 pPe3epBHOM Komuu 6yaeT BO3MOXHO C
MOMOLLbIO KOHCONMbHOM YTUAUTLI rbfd unu npunoxeHuns «MeHegyxepa KaveHTa
RuBackup»

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?y

OCHOBHOW, pe3epBHbll, Meauacepsep: Ykaxute, 6yaet SmM UCMONb30BaATbCH
HenpepbIiBHasA yaaneHHaa penaukauma Ha knneHte CPK.

Enter local backup directory path [/tmp] : /rubackup-tmp Would you like
to create /rubackup-tmp (y/n)?

OCHOBHOW, pe3epBHbIA, Meauacepsep: YKaXnte AUPEKTOPUIO ANA BPEMEHHbIX
onepauun ¢ ¢annamum pesepBHbIX KONUA U NOATBEPAUTE CO3haHWe KaTanora gns
BPeMeHHbIX ¢painnoB, HaXkxaB KnaBuLly <y>.

Set amount threads parallelizm for server [ 8 ]:

OCHOBHOW, MeauacepBep: YKaXnte KONMYeCcTBO NOTOKOB A/ OOHOBPEMEHHOWN
06paboTKM 3aay pPe3epBHOrO0 KOMUPOBAHMUSA Ha OCHOBHOM cepBepe (Kaxabin
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5.3. HacTtpornka

NOTOK MMeeT OTAeNbHOEe coeanHeHne co cnyxebHonm 6a3on aaHHbIx CPK).
Set amount threads parallelizm media server [ 8 ]:

OCHOBHOW, MeAuacepBep: YKaXnte KoONM4YecTBO NOTOKOB A/ OQHOBPEMEHHOWN
06paboTKM 3agay pesepBHOro KONMMPOBaHUA Ha Meamnacepsepe (KaXXablil NOTOK
UMeeT oTAeNbHOoe coeiHEHNE CO cnyXXebHon 6a3on gaHHbix CPK).

Create RuBackup master key..

OCHOBHOW, pe3epBHbIA, MeauacepBep: ABTOMaAaTMYECKOE cO3[aHMe MacTep-
K/toYa, KOTOPbIN HEO6XOANM NPU CO3L4aHUM Mapbl KAYEN ONa 9NEeKTPOHHO-LUNG-
POBOMN MOAMUCK PE3EPBHbIX KOMUM N 3alMUTHOro npeobpasoBaHUA pPe3epBHbIX
Konumn.

Will you use digital signature (y/n)?

OCHOBHOWM, pe3epBHbIil, Meauacepsep: YKaknute, XoTuTe N1 Bbl CO30aTb KIHOUN
9N1EeKTPOHHO-LUNOPOBOM NOAMNUCK, HEOOXOAUMbIE ANA AOMOSHUTENbHOM 3alUThI
pe3epBHbIX KOMUNA.

Do you want to enable system monitoring of this client (y/n)?

OCHOBHOW, pe3epBHbIVI, Meauacepsep: YKaxute, XOTUTe NN Bbl BKIKOYUTDL
CUCTEMHbIN MOHUTOPWHI AN OAaHHOro KMeHTa.

®ann MOHUTOPUHIra NPON3BOANTENBHOCTU CUCTEMHbIX KOMMOHEHTOB byaeT pas-
MeLLEH B nNanke /opt/rubackup/monitoring/.

Do you want to set a soft memory threshold? (y/n)?

OCHOBHOW, pe3epBHbIA, MeguacepBep: YKaxute, XOTUTe NN Bbl YCTaHOBUTb
BEPXHUI Mpenen onepaTyMBHOW MaMATU, KOTOopas MOXET MUCMoNb30BaTbCs Mpu
pPEe3epBHOM KOMUPOBAHMM Ha K/MEHTE (TOYHOCTb BEpPXHEN rpaHuubl ob6bema
NaMsATU He rapaHTupyeTcs).

a. Enter the allowed amount of memory for backup in GB (integer value):

OCHOBHOW, pe3epBHblil, MeguacepBep: B cnyyae BbiGopa <y> yKaXunte Mak-
CUMasbHO OOMNYCTUMbI O6BEM OMNepaTUBHON NaMSATU, KOTOPbIA MOXET BbiTb
MCNONb30BaH NPW pe3epBHOM KONMPOBaHUM Ha KnneHTe B b (Luenoe 4ncno).

Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?:

OCHOBHOW, pe3epBHbIii, MeaunacepBep: Bbibepunte kKakme nybnnyHble MMeHa
oynyT ncnonbsosaHbl DNS-cepsepom.

Do you want to enable RuBackup security audit ([yles, [n]o, [qluit)
(y/n/q)?
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OCHOBHOW cepBep: YKaxute, XOTUTe N1 Bbl BKIKOYUTbL ayguT 6e30MacHOCTU
(bopmMumpoBaHme xypHana cobblTUn MHPOPMaLNOHHOM 6e30NacHOCTK).

AyauTt cobbITUn ABMNSETCH YaCTbO CUCTEMbI OOHAPY>XXEHUA BTOPXEHWUIN, Nocpes-
CTBOM COXpaHeHUs nHbopmMaumnm o 3anpocax B camon 6ase gaHHbIX C UCNOSb30-
BaHWEM TpUrrepoB, cpabaTbiBatOLWMX HA UBMEHEHME AaHHbIX (406aBneHne, nsme-
HeHne Unun yganeHune gaHHbix B b RuBackup).

MosgHee BO3MOXHO BK/IIOYUTL/OTKIOUNTL JAHHYHO OMNUUIO C MOMOLLBKO YTUNTbI
Ans paboTbl C XYPHANOM cobbITUN MHPOPMaLMOHHOM 6e30NacHOCTU rb_security

26. Choose security audit type ([e]ssential only, [t]asks (additionally to
essential), [qluit)(e/t/q)?e

OCHOBHOM cepeep: YKaxunTte, Kakon T1n aygunTa Bbl XOTUTE BKJIFOUYNTDb:

= essential only — XYypHanMpoBaHMe BCeX 3Ha4YMMBbIX Tabnul, Kpome o4vepe-
[en 3afa4 N BpeMeHHbIX Tabnuu,;

» tasks (additionally to essential) — >XypHanuMpoBaHWe BCEX 3HAYUMbIX
Tabnuu 1 3agad B oyepennax

HacTpoiika cepBepa B TepMuUHane (HEMHTEPaKTUBHbIN PeXnm)

HenHTepakTUBHbIA pexum paboTbl HEOGXOAMM [LJ1si BbINOSHEHUS CL,eHapueB Macco-
BOro pa3BepTbiBaHMA, HanNpuMep, Npu ncnonb3oBaHun Ansible — nporpaMMHOro petuie-
HUA ANA yAaNeHHOro ynpaBneHmsa KoHoUrypaumusmMm cepBepos.

AOMUHUCTPATOP MMeeT BO3MOXHOCTb HacTpouTb CPK RuBackup B bash/shell ogHo-
CTPOYHOM KOMaHAOM W, KaK CneacTBue, UCMOMb30BaTh 3Ty KOMaHAOy B cCKpunTtax gns
aBToOMaTu3ayum npotecca.

HacTtponka CPK RuBackup ocyu,ecTtBniseTca C MNOMOLLbKO WHTEPAKTUBHOW YTUNUTDI
rb_init (HEMHTepaKTUBHbLIN pexnm). OnucaHue yTUAUTbl NPUBEAEHO B [OKYMEHTE
YTUNUTbI KOMaHOHOW CTPOKMW..

HacTpoiika cepBepa ¢ NOMOLL,bIO rpadUUEeCKON YTUINTDI

HacTponka cepBepa (OCHOBHOro, mMegua wunu pesepBHoro) RuBackup € nomoLyblo
MacTepa CPK RuBackup BO3MOXHa C MOMOLLbIKD rpadpuyeckon yTUINTbl MacTepa
HacTpomnkn RuBackup.

e 3anycTuTe MacTep HacTpounkn RuBackup (rpadpuuyeckoe npunoxeHue rb_init_gui):

rb_init_gui&

e [locne 3anycka MacTepa HacTponkn RuBackup 3anonHUTe OTKpbIBWNECA GOPMbI:
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1. Haxkmnte Aa onsa npofosmkKeHna HacTponku komnoHeHTa CPK RuBackup.

Mpaduyeckasn yTunuta rb_init_gui 3anyuieHa B 9KCNMEPUMEHTANIbHOM peXxume
(PrucyHok 1).

MoaTeepXxnoeHwe

DYHKUMOHaNEHOCTE 3T0ro MO He Bkina NpoTeCcTUPOBaHa,
NporpaMmmMa 3anyLeHa B IKCNEPUMEHTANbHOM PEXUME.

NpogonxuTe?

PucyHok 1. OKHO npeaynpexaeHus o paboTe yTUANTbI B 3KCMEPUMEHTaNbHOM peXxunme

2. B npuBeTCcTBEHHOM OKHe (PrcyHok 2):

= BblOEpUTE A3bIK MHTEpdenca MNpUNoXeEHUa M3 MpensioXXEeHHbIX BapuaHTOB
(pycCKum nnun aHrnMnckumn);

» IPUMUTE  JIULEH3NOHHOE CcorfaweHna Ansa  NpoLO/KEHUA  HaCTPOMKU
RuBackup, npocTaBmB 0TMeTKY B Yek-60kce v/ MpUMeHnTb.

[na 03HaKOMNEHUA HaXXMUTE Ha aKTUBHbIA aneMeHT [JIMueH3noHHoe corna-
weHue] M B OTKPbIBLUEMCA OKHe MOATBEPXAOEHUA cCKonupynte B 6ydep
CCbIJIKY Ha NULEH3MOHHOE CornalleHne gna ganbHenwero npocMoTpa B 6pay-
3epe;

= HaXXMuTe [Qanee].
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[obpo no>xxanoBaTb B MacTep
HacTponkun RuBackup

BuibepuTe A3bIK: ‘ Pycckunia ~ |

| NpuHumato nuueH3mnoHHoe cornaweHune

PucyHok 2. NpnBeTcTBEHHOE OKHO MacTepa HacTponku RuBackup
3. B OTKpbIBLLEMCSH OKHE BblbepeTe HacTpanBaeMbll KOMMOHEHT.

Ecnn Ha HacTpamBaeMoM y3fe yCTaHOBMIEH NakeT rubackup-server, TO MacTep
HaAaCTPOMKN aBTOMATUYECKN MpeanaraeT MPOU3BECTU HACTPOWKY CEepBEpPHOro
KOMMNOHeHTa (PucyHok 3):

= OCHOBHOW cepBep;

* pe3epBHbIN cepBep;

= Megunacepsep.
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Macrep HacTpoitkn RuBackup

Y70 Bbl XOTUTE HACTPOUTbL?

OcHOBHOW cepBep

Pe3epBHbI cepBep

Menwvacepsep

PucyHok 3. OkHO Bbl6opa HacTpanBaeMoro kKoMmnoHeHTa RuBackup

4. 3anonHuTe OTKpbIBLWYOCA GopMYy HacTpamsaemoro komrnoHeHTa CPK RuBackup.

[lns Bo3BpaTa Ha npegbiaywuin Wwar n pefakTupoBaHUsa Bblibopa MCNoNb3yinTe

a. bnok O6wue napameTpbl:
OCHOBHOW, pe3epBHbIA, Meauacepsep:

» B none KonuyecTBo ceTeBbIX MOTOKOB YKaXXMTe KOIMYECTBO NOTOKOB A/1A
ogHOBpeMeHHOW 06paboTKM 3aay pe3epBHOro KONMMPOBaHUA Ha OCHOBHOM
cepBepe (Kaxablh NOTOK MMeeT OTAeNIbHOe coefuHeHne Co Cny>KebHown
0a3on gaHHbIX CPK)

OCHOBHOW, pe3epBHbIii, Meguacepsep:

= B none Bepcus IP ana DNS 3anpocoB BbibepnTe Kakme nybnmyHble nMeHa
OyayT ncrnonbsoBaHbl DNS-cepBepom.

OCHOBHOW, pe3epBHblii, Meguacepsep:

» AKTUBMpPYITE nepekntoyatenb Mepesanucb mactep-kniova © ans aBTo-
MaTn4yeckoro GopmMMpoBaHMA HOBOrO MacTep-KaKya U nepesanucu (npu
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HannMuyMmM) TeKyLero MacTep-K4ya, KOTOpbI Heo6XoaMM MNpu COo34aHUK
napbl KKOYEN SNEKTPOHHO-UMPPOBOM MOAMNUCK PE3EPBHbLIX KOMUK U
3alMUTHOro npeobpasoBaHUs pe3epBHbIX KOMUMN.

b. bnok NapameTpbl cepBepa:
pe3epBHbIXA, Meauacepsep:

= B none AMsa ocHOBHOro cepBepa yKa>xmute ip-agpec v FQDN OCHOBHOrO
cepBepa RuBackup (B cooTBeTCTBUM C HacTpomkamMu ¢anna hosts ysna
OCHOBHOro cepBepa).

OCHOBHOW, pe3epBHbIA, Meguacepeep:

= B none Appec cepsepa PostgreSQL ' ykaxute agpec, Ha KOTOPOM
pa3épHyTa CYB/[ PostgreSQL:

= ecnn CYB/[, PostgreSQL pa3Bé&pHyTa Ha OTAENbHOM OT OCHOBHOIO cep-
Bepa y3ne, To cnefyeT ykasaTb afjpec COOTBETCTBYHOLLEro y3na;

= ecnin CYB[, PostgreSQL n oCcHOBHOW cepBep pasBEPHYTbl HA OLHOM
y3se, TO OCTaBbTe 3Ha4yeHne localhost, BbIGpaHHOE MO YMOMYAHUIO ---

OCHOBHOW cepBep:

= B none Naponb PostgreSQL ' ykaxxuTe naposb nonb3osatens 6asbl faH-
HbIX postgres

OCHOBHOW cepBep:

= B none Uma cynepnonb3oBatens RuBackup ykaxunte nma cynepnosb3o-
BaTens 6asbl AaHHbIX rubackup (MMA B no ymonyaHuo).

Cynepnonb3oBaTenb 6ygeT cosgaH B npouecce HaCTPOMKWM OCHOBHOIO
cepsepa.

OCHOBHOW, pe3epBHbIii, Meguacepsep:

= B none Maponb nonb3osatena RuBackup ' ykaxxute naponb ans cynep-
nonb3oBaTtens 6asbl AaHHbIX rubackup (MMs B no ymonyaHwuto).

OCHOBHOW cepBep:

» B none Umsa 6a3bl RuBackup BeBeanTe nMa 6asbl AaHHbIX (MO YMOYaHUIO B
KayecTBe MMeHM 6asbl JaHHbIX UCnonb3yeTca rubackup), KoTopas byaer
NCnonb3oBaTbCA B KayecTBe cnyxebHown B nnn 6yneT cosgaHa B criyyae
€€ OTCYyTCTBMA.
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B nMeHn 6asbl gaHHbIX 3anpeLlieHo UCnonb3oBaTb cleayroume
cumeonbl: npoben, \, $, #, *,/, 2. % ., . 0% " & <, >

OCHOBHOW cepBep:

= [lpn obHoBMeHUM B nosie Ecnu 6asa yxe cyu,ecTByeT BbibepuTe aen-
CTBMeE C cylecTBytow,en 6a3on gaHHbIX:

» keep — MpPONyCTUTb AencTBue, basa AaHHbIX ByOeT CoXpaHeHa B TeKy-
LLleM COCTOSHUU;

» drop — yOanuTb CYLLECTBYHOLLYO 6a3y OaHHbIX;
» upgrade — OBHOBUTb CyLLEeCTBYOLWWYO 6a3y AaHHbIX.

» Mpu yoaneHun n o6HOBNEHMM CyLLecTBYylOWEN 6asbl AaHHbIX MO YMOYa-
HUIO OydeT chenaHa pes3epBHasi KOMUA [aHHbIX, €CNN nepekntovaTenb
OTKNIOUMTb AaMN [eakKTUBUPOBAH , €CNN aKTUBUPOBATb AaHHbIA nepe-
KnoyaTenb, TO pPe3epBHOE KOMupoBaHMe ANns Tekywen 6asbl faHHbIX
nepen yaaneHnem/obHOBNEHMEM BbINOMHEHO He byaerT.

» Ecnn pesepBHOE KOMUPOBaHME cCyllecTBylolWen 6asy pAaHHbIX 6ypeTt
BbINOSIHEHO, TO B nofie dopmaTt gamna BbibepuTe TUM Pe3epBHON KOMUN
6a3bl faHHbIX:

» custom archives — custom-apxuB, BOCCTaHOB/IEHME BbINOJHAETCS C
MOMOLLbI YTUNUTBLI pg_restore. PesepBHas Konus B ¢popmaTe custom
3aHMMaeT MeHblle MecTa Ha ANCKe, MO CPaBHEHMIO C popMaToM plain.

HacTponTe YpoBeHb C)XaTuUf faMna;

» plain — TEeKCTOBbIN Sql-CKpPUNT.

= [1na Tuna pesepBHon Konuu B[l custom archives B none YpoBeHb C)XXaTuUA
Aamna BblbepuTe cTeneHb CXXaTua pes3epBHON Konuu 6asbl faHHbIX (3Ha-
yeHne oT 0 o 9). YeMm Bblle CTENEHb CXATUA, TEM MEHbLUE apXUB 3aHU-
MaeT MecTa Ha AuUCKe U TeM [OJfblle BbINONHAeTCA npouenypa peseps-
HOro KONMPoBaHWUA 6asbl JaHHbIX.

= B none MyTb Kk nanke pamna ! BbibepuTe NyTb AN COXPaHEHUA pe3eps-
HOW KOMWK - MO YMOJIYaHWUIO 3TO AMPEeKTopus, oTKyaa bblna Bbl3aBaHa yTu-
nuTa.

OCHOBHOW, pe3epBHbIii, Meguacepsep:

= B none CeteBoin MHTepdelc BbibepuTe ceTeBon MHTepdenc, nocpen-
CTBOM KOTOpoOro knmeHTy RuBackup paspelweHo B3aMMOAeNCTBOBaTb C
CUCTEMOW Pe3epBHOro KOMMpOBaHUS.

OCHOBHOW cepBep:
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= B none MyTb ¢aiinoeoit cuctembl ana pobaenexus B «Default» ' Heob-

X0OMMO HasHauuTb ans nyna Default xoTa 6bl 0gMH KaTanor gna xpaHeHus
pe3epBHbIX KOMUNA.

OCHOBHOW, pe3epBHblii, Meguacepeep:

= B none JlokanbHbIA KaTanor pe3epBHOro KONMUpPOBaHUA YKaXKuTe foKasb-
HbI KaTanor 4S9 BPEMEHHOro xpaHeHusa ¢annoB ¢ MeTagaHHbIMW, co3na-
BaeMbIX MNpU onepaumnax pesepBHOro KOMMPOBaHMA (MO YMOYaHUKO MNpwn
Ha)xaTun knasuwun Enter B KauecTBe OUPEKTOpPUM 0719 BPEMEHHbIX onepa-
UM ¢ dannamm pesepBHbIX KOMUA ncnonbayetca /tmp). Ecnn ykasaHHas
AVIPEKTOPUA HE CYLLeCcTBYET, TO byaeT co3aaHa.

OCHOBHOW, Meuacepsep:

= B none Uma pesepBHOro cepeepa ykaxuTe ip-agpec nnm FQDN OCHOBHOIMO
cepBepa RuBackup (B cooTBeTCTBMM C HacTponkamu danna hosts ysna
OCHOBHOro cepBepa).

OCHOBHOW, pe3epBHbIii, Meguacepsep:

= B none KonuuecTeo napannenbHbIX 3agay YKaXnTe KONMYeCcTBO NOTOKOB
ANA OAHOBPEMEHHOW 06paboTKM 3aday Pes3epBHOro KOMMPOBAaHWUS Ha
MeauacepBepe.

Kaxkabl NOTOK UMeeT OTAEeNbHOE coeAuHeHNe Co crnyxxebHon 6a3on aaH-
HbiX CPK.

OCHOBHOW, pe3epBHbIii, Meguacepaep:

» B none O6bEM NnaMATU Aepynanmkauum, 6anuT 4na orpaHnyYeHmsa notpeob-
NeHUs onepaTuBHOM MaMATU CepBepoM MNpu AefyrnivKauum pesepBHbIX
Konun.

Mpn wncnonbsoBaHUM Jefynankaunm pPekoMeHAYeTCA  MUHUMaIbHbIN
ob6beM onepaTnBHOM NamMATn cepBepa 64 GB effective_cache_size ~70
% OT pasmepa onepaTnBHOM NaMATKU work_mem 32 MB.

OCHOBHOIi, pe3epBHblii, Meguacepeep:

» AKTUBUPYWMTE NepeknovaTens «HenpepbiBHaA yaanéHHas pennvkauua»
© npn HeO6XOANMOCTU Ha KJIMEHTE.

HenpepbiBHan yaanéHHasa pennvkauma ocyLecTBNAETCS TOIbKO B XpaHu-
nuvuie 61104HOro TMna.

OCHOBHOi, pe3epBHblii, Meguacepeep:
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= AKTUBUPYNTE nepeknoyvaTens PaspewlaTb LeHTpanusoBaHHOe BOCCTa-
HoBneHue ansa kKnueHta @© 18 BOCCTAHOBMEHUS OaHHbIX U3 pe3epBHOM
KOMUKM C NOMOLLbIO NpunioXeHnsa «MeHepgyxep agMuHucTpaTtopa RuBackup»
(RBM), ¢ NnOMOLLbIO KOHCONbHOWM YTUANTLI rbfd nnm npunoxenusa «MeHe-
axepa knneHta RuBackup» (RBC).

B cnyuyae peaktmBupoBaHHOro nepeksovatens @ BOCCTaHOBIEHWE U3
pesepBHOM Konun ByaeT BO3MOXHO C MOMOLLbIKO KOHCOMbHOW YTUNUTbI
rbfd vnn npunoxenua «MeHepxepa knueHta RuBackup» Ha y3ne knueHTa
pes3epBHOro KonmposaHuA. LleHTpann3oBaHHOEe BOCCTAHOBJIEHME [aHHbIX
N3 pe3epBHON KOMUM C MOMOLLbIO NMPUNOXeHUA «MeHepXXep agMUHUCTPa-
Topa RuBackup» (Mcnonb3yemon Ha ntobom y3ne) byaeT OTKIHYEHO.

OCHOBHOW, pe3epBHblii, Meguacepsep:

» AKTUBUpPYHTE rnepeknovatens Cospgatb kmouu UM ©, ecnn xotute
CO34aTb KJIKOYM INEKTPOHHO-LNGPOBOMN NOLMNCK.

PesepBHasi Konusi MoXeT OblTb noAanvcaHa UMGpoBOK MoAnuCbro ANs
NOCNeAyHLEro KOHTPONSA U NPeaynpeXneHuns yrposbl €€ NoaMeHbI.

OCHOBHOW, pe3epBHblii, Meguacepsep:

» AKTUBUpPYNTE nepeknoyaTtenb NMepesanucaTb Knoyum uudpposou noanmucu
©, 0nAa cos3gaHna HOBOWM CBA3KW KNKOYEN, UCMOMb3yeMblX O18 9NEKTPOHHO-
LndpoBOM NOUCH.

OCHOBHOW cepBep:

= AKTUBUPYNTE nepekntovaTens AyauTt 6esonacHocTu © 4515 XYpHaIMpo-
BaHWSA BCeX 3Ha4YMMbIX Tabnuy, KpoMe odepenen 3afad n BpeMeHHbIX Tab-
nmy,

[Ns pacwupeHnsa perucTpupyemblx COObITUI aKTUBMPYNTE Nepekoya-
Tenb Ayaut 3apgad © [n8 XypHanMpOBaHWUS BCEX 3HAYMMbIX Tabauuy w
3afaJd B oyepessix.

[Mo3gHee BO3MOXHO BK/IHOUYUTb/OTKKOUYMUTL OaHHYKO OMNUUKO N U3MEHWUTb
BblIGpPaHHbIA TUN ayauTa C MOMOLWbK YTUANTBI ANA paboTbl C XYPHaoMm
cobbITNN MHGOPMALIMOHHOM 6e30MacHOCTN rb_security.

c. bnok HacTpowka SSL.:
OCHOBHOW, pe3epBHbIiA, Meauacepsep:

= [1Ipy HEOOBXOANUMOCTUN HACTPOMKKN 3aLLMULLEHHOIO COEAMHEHUA CO CNyXeb-
HOM 6as3oM [aHHbIX aKTuBUpyWTe nepekntoyatesns Ucnonb3oBatb SSL
coepfiMHeHue ¢ 6a3oit faHHbIX © 1 HaCTPONTe NapameTpbl:
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= B nosne SSL pexum paboTbl ¢ Postgres BbibepnTe COOTBETCTBYIOLWNIA
peXxum paboTbl (B 3aBUCUMOCTWN OT HACTPOEK Yy3/a, Ha KOTOPOM YycCTa-
HoBneHa Bb[). MNoapobHoe onucaHMe pexnumMoB CMOTpU B HacTporka
SSL coeanHeHun.

Ecnn B kKoHdurypaumm PostgreSQL SSL BbikkOYEH, TO MO YMOMYaHWUIO
SSL pexum bypeT disable;

= B none KopHesoit ceptudumkar ' ykaxxute nonHbiii nyTb K cepTudu-
KaTy f[oBepeHHoro LleHTpa cepTudukaumm (nponmcas B none WUnu
BblbpaB MO HaXXaTUHO PALOM C MOJSIEM KHOMKWU ), KOTOPbIA HEO6XOAMMO
3apaHee pasMecTUTb B Nanke opt/rubackup/keys;

= B nosie CepTudukKaT KIMEeHTa - YKaXuUTe NOJNHbIN NYyTb K cepTupumnkaTy
(OTKpbITOMY KNHOYY) HacTpauMBaeMoro Yy3na, BblAaHHbIA LOBEPEHHbIM
LleHTpoM cepTudmkaunm (nponmncas B nosie Unum BblibpaB Mo HaXaTuo
PALOM C NOJSIEM KHOMKM ), KOTOPbIN HEOBX0AMMO 3apaHee pa3MecTuTb B
nanke opt/rubackup/keys;

= B none Knioy knnenta ! YKaXUTe MNOJSIHbIN NYTb K 3aKPbITOMY K/HOYY
cepTuduKaTa HaCcTpamBaemMoro ysna, BblAaHHbIM 0OBEPEHHbLIM LIeHTpoM
cepTudmkKaumm (nponmcas B none MAnM BblbpaB Mo HaXaTU PALOM C
MNOMeEM KHOMKW ), KOTOPbIN HEOBXOAMMO 3apaHee pasMecTUTb B narnke
opt/rubackup/keys.

5. Mocne 3anonHeHna Bcex noner ¢GopMbl HacTpamBaeMoro kKommnoHeHTa CPK
RuBackup HaxxmuTte [Oanee].

B okHe noaTBepXaeHuna Haxmute [a gna HacTpoukm KomrnoHeHTa CPK
RuBackup (PucyHok 4).

[loaoTeepxaoeHme

MoaTeeponTk BeibpaHHbe NapaMeTpbl W MPUCTYNMUTE K

HacTponke?

PucyHok 4. OKHO NoATBepXAeHUA BbIGpaHHbIX NapaMeTpoB

6. Ecnn B ¢popme HacTpamBaemoro komrnoHeHTa CPK RuBackup ykasaHbl narnkwu,
KOTOpPbIX He CyLLecTBYyeT, TO 6yfeT BbIBE4AEHO NOATBEPXAEHMNE ANA UX CO3[aHnNA
(PncyHok 5).

B okHe nogTBepXaeHua HaxmnTe [la Ana cosgaHus narok.
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5.3. HacTtpornka

[looTeepxaoeHwe

OvpekTopuu 'frubackupl' He cywecTeytoT. Co3paTe MX?

PucyHok 5. OKHO NOATBEPXAEHUSA CO3AaHNA ANPEKTOPUN

7. B cnyyae ycnewHOn HaCcTpPOWKK nofb3oBaTenb 6yneT yBeAOM/EH coobleHnem
(PncyHok 6), B KOTOPOM NpuBefeHa nHdopmauns:

O JINLLEH3VNOHHOM COrNaweHuu;

e NpaBoobnagaTenb;

e Bepcusa NPoAYKTa;

* NMSA TeKyLLero ysna;

e TUMN HacTpoeHHoro komnoHeHTa CPK RuBackup;

e 0 CO34aHNN KOHUrypaumoHHoro ¢anna /opt/rubackup/etc/config.file;

o [OMONHUTENBbHO MOTYT 6biTb NPUBEAEHbl PEKOMEeHAaLUMM U npeaynpexaeHus no
HacTpoliKaM napamMeTpoB.

YcnewHo!

RuBackup initialization utility
Copyright 2018-2024: LLC "RUBACKUP"
WcknioynTensHble NpaBa npyuHaanexat 000 "PYB3KAM"
Author is Andrey Kuznetsov
Version: 2.4.0; Build: 98e914d.

Hostname of primary server: primary

There is no config file. Skip saving old config file
EULA: fopt/rubackup/copyrights/EULA-rus.txt has been accepted
[2024-09-23 14:02:50] Info: Total usable main memory size: 3055915008 bytes
[2024-09-23 14:02:50] [J[1;33mWarning: PostgreSQL shared buffers is too small. Recommend to set it
up to: 763978752 bytes[J[Om
[2024-09-23 14:02:50] Info: PostgreSQL effective_cache_size: 4294967296 bytes [ OK ]
[2024-09-23 14:02:50] [J[1;33mWarning: PostgreSQL work_mem is too small. Recommend to set it up
to: 33554432 bytes[][0m
[2024-09-23 14:02:50] Info: PostgreSQL max_parallel_workers: 8 [ OK ]
[2024-09-23 14:02:50] Info: PostgreSQL transaction isolation: read committed [ OK ]

Keeping old "rubackup” database

You have RuBackup master key file: /Jopt/rubackup/keys/master-key

This key is used to crypt and decrypt RuBackup archives

If you drop it you cant decrypt your archives

Please use -W to overwrite it

Configuration file has been created: /opt/rubackup/etc/config.file
yes: cTaHAapTHbIN BeiBoA: O6pbIB KaHana

3aBepwuTh

PuncyHok 6. OKHO pe3yfbTaToB BbINOSIHEHHON HAaCTPOWKN cepBepa
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1. HaxxmuTe 3aBepluMTb /19 3aBepLIEHNs PaboTbl NPUNOXKEHMS.

5.3.2. HacTpoika nonb3oBaTenen

Monb3oBaTenu, 0T UMEHN KOTOPbIX ByaeT OCyLWeCcTBAATbCA 3anyCK YTUIUT KOMaHOHON
CTpokn RuBackup wnn npunoxenus ana ynpasneHna CPK RuBackup (RBM, RBC)
AOJTKHbI:

e MEeTb NPaBUIbHO HACTPOEHHbIE NEePEMEHHbIe cpeapbl;
e BXOAUTb B rpynny rubackup.
BbiNnonHUTEe nNpuBeA&HHbIE HUXE HACTPOMKW [AONs nofb3oBaTenei Ha Bcex

y3nax ¢ pa3BépHyTbiMM KoMnoHeHTamn CPK RuBackup.

HacTpoiika nepeMeHHbIX cpeabl

1. HacTponTe nepemMeHHble cpefbl ANA BCEX NOsib3oBaTesie, KoTopble ByayT pabo-
TaTb ¢ CPK RuBackup, BbIMONHMB KOMaHAY:

sudo nano /<ums nonb3oBaTena>/.bashrc

o OoTpepakTupymTe ¢ann, nob6aBmB CTPOKMU:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

o COXpPaHNTE N3MEHEHNA.

3TN nepemMeHHble Takxe MOXXHO onpenennTb B danne
/etc/environment.

2. MNepesarpysnTe NnepeMeHHble OKPYXEHWUS, BbIMOHUB KOMaHAy:

source ~/.bashrc

[Jo6aBneHue B rpynny

pynna rubackup aBTOMaTUYeCKN CO30aéTCcAB npouecce yCTaHOBKW NakeTa rubackup-
common.

1. Job6aBbTe nonb3oBaTens B rpynny rubackup, BbINOMHUB KOMaHAY:
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sudo usermod -a -G rubackup <uma nonb3oBaTensa>

2. Ecnn TpebyeTca 3anyck yTUAMT KOoMaHgHon cTpoku RuBackup, RBM wunn RBC B
TeKyL,eM ceaHce nonb3oBaTens (6es nepesarpysku OC) BbINOSHUTE:

newgrp rubackup

5.3.3. [lo6aBneHune B aBTO3anyckK

1. lobaBbTe cepBUC KNneHTa PK B aBTo3anyck npu 3arpyske OC:
sudo systemctl enable rubackup_client.service

2. [lobaBbTe cepBuc cepBepa PK B aBTo3anyck npu 3arpyske OC:
sudo systemctl enable rubackup_server.service

3. lMepesarpysnTte HacTponku OC:

sudo systemctl daemon-reload

5.4. 3anyck

MponsBeanTe akTuBauyuo cepsepHonm yactm CPK RuBackup, BbIMOSIHMB Ha KaXOoM
y35e C pasBEpPHYTbIM cepBepoM (OCHOBHbIM, pe3epBHbIM, Megma) RuBackup 3anyck
cepBuUCa KIMeHTa 1 cepBuca cepsepa.

5.4.1. 3anyck cepBuca KJ/IMEHTa

[lns 3anycka cepBuca KIMeHTa BbINOMHNTE KOMaHAY:

sudo systemctl start rubackup_client.service

5.4.2. 3anyckK cepBuca cepeepa

[lnsi 3anycka cepBuca cepBepa BbINOMHUTE KOMaHAY:

sudo systemctl start rubackup_server.service

6513121




PasBépTbiBaHne CPK

5.4.3. MpocMoTp cTaTyca cepBUca K/IMEHTa

[lnAa 3anycka npocMoTpa cTaTyca CepBuUCa KIMEHTa BbIMOSIHUTE KOMaHAY:

sudo systemctl status rubackup_client.service

5.4.4.NMpocMmoTp cTaTyCca cepBuUca cepeepa

[1ns npocMoTpa cTaTyca cepBuca cepBepa BbINONHUTE KOMaHAY:

sudo systemctl status rubackup_server.service

5.4.5. OcTaHOBKa cepBuCa K/IMEeHTa

[ns ocTaHoBa cepBUCa KJIMEHTA BbIMNMOJIHUTE KOMaHAY:

sudo systemctl stop rubackup_client.service

5.4.6. OcTaHOBKa cepBuca cepBepa

[lna ocTaHoBa cepBuCca cepBepa BbINOJIHUTE KOMaHAY:

sudo systemctl stop rubackup_server.service

[1] BeinonHWTe yCTaHOBKY akTyanbHOM Bepcuu peno3ntopusa EPEL, ana npumepa npusefeHa ycTaHoBKa penosutopus EPEL 8

[2] oBsisaTenbHOE 4115 3aM0/IHEHWsA rofie

66 13 121




6.1. Linux

naBa 6. KnueHTCcKaa yacTb

KnueHTtckas yactb CPK RuBackup MOXeT COCTOATb U3 O4HOr0 UM HECKONbKUX KITUEH-
TOB Pe3epBHOro KOMMPOBaHUSA, KOTOPbIE MOTYT BbITb 06beANHEHbI B FPYMnbl KIIMEHTOB.

KNuMeHT pes3epBHOro KONMPOBaHUA — 3TO OTAENbHbIA CepBep, KOMMbIOTEP UIN BUPTY-
anbHasa MallMHa, KOTOpasa COLEPXUT JaHHble ANA pe3epBMpOBaHUS (pecypc) N Ha KOTO-
pon ycTaHoBNeHO knneHTckoe MO RuBackup gns BbINOMHEHMA pe3epBHONo KONMpoBa-
HUS.

6.1. Linux

6.1.1. CuctemMHble TpeboBaHuA

B oaHHOM noppaspene npusefeHbl CUCTEMHble TpeboBaHMA A7 KaXA0ro KJIMEHTCKOro
komMnoHeHTa CPK RuBackup, npegbaBnfemMble K TEXHWYECKUM cpefcTBaM, Heobxoau-
MbIM 19 HOpMasnbHOro ¢yHkumoHmposaHua CPK RuBackup.

B cny4yae ycTaHOBKM Ha OAWH XOCT HECKosbKux KoMmnoHeHToB CPK RuBackup (Hanpwu-
Mep, Npu cnocobe ycTaHOBKU «BCE B O4HOM») crnefyeT KOHCONMAMPOBATb COOTBET-
CTByHOLWME annapaTHble TpeboBaHUsA, NpegbaBnaeMble K TeEXHUYECKOMY CpeacTBY, Ha
KOTOpOe Npon3BOANTCA YCTaHOBKaA.

AnnapaTHble Tpe6oBaHus

MuHMMarnbHble anrapaTHble TpGGOBaHI/Iﬂ, HeobxoanMble Ana cTabunbHOro d)yHKLl,I/IOHI/I-
poBaHUA KITMEHTA CUCTEMbI PE3EPBHOIO KOMMpoBaHUA NpmBeaeHbI B Tabnuue.

Tabnuya 8. AnnapatHbie TpeboBaHUs, NPeAbABAAEMbIE K KIMEHTY CUCTEMbl PE3EPBHOI0 KONMPOBaHUs
AnnapaTHbiii KOMNOHEHT 3HaueHue

Mpoueccop 1 agpo
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AnnapaTHbI KOMMOHEHT

OnepaTtuBHasa namaTb (RAM)
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3HauyeHue

lMpumep 1. pacyé€T RAM npu 0g4HOMNOTOYHOM PEXMME pesep-
BUPOBaHUSA:

lMpumep 2. pac4éT RAM npu MHOrornoTOYHOM pexume
pesepBUPOBaHUA:

RAM = RAM,+ RAM,+ ..+ RAM 5

roe:

RAM; — 06béM onepaTUBHOW NaMATM Heobxoan-
MbI 19 pe3epBUPOBaHNS OHOIo pPecypca;

0,04XVpecypca— 4% OT pasmepa pesepBUpyemMoro
pecypca;

N — Konn4yecTBO eAVMHOBPEMEHHO pe3epBupye-
MbIX pecypcoB
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AnnapaTHbIi KOMNOHEHT 3HaueHue
Juckosoe npocTpaHcTeo (HDD)Y Mpumep 3. pacyét HDD o popmyrne:
rae:

K=1 — npwn ogHONOTOYHOM pexunme pesep-
BUPOBaHUK;

K= worker_parallelism npv MHOronoTOYHOM
pexume (enable_multithreading) n cnabon
pepynnukauums (enable_flexible_dedup);

enable multithreading — ¢nar, ykasbiBato-
LM Ha UCNOMb30BaHNe MHOTOMOTOYHOCTY;

enable flexible dedup — ¢nar, ykasbiBaroLLNNA
Ha MCMNONb30BaHNe rMHKOIN aepynaMKauum;

worker parallelism — konuyecTBo paboumx
NOTOKOB, WCMOMb3YyeMbIX [ANA BbINONHEHNS
pe3epBMpOBaHMS;

_06béM pecypca _— obwnin 06bEM LaHHbIX,
nognexalmx pe3epBnpoBaHuto;

pasmep 6710ka — pasMmep 61ioKa [OaHHbIX,
ncrnonb3yemMoro Ans o6paboTKM [aHHbIX BO
BPEMs pe3epBUPOBaHUS;

pasMmep xella — pas3Mep Xella, Ucrnonb3ye-
MOro ANA MASHTUOUKALUN AaHHbIX;

20— MakcuMarnbHbIA pa3Mmep cepuanmsoBaH-
HOM nosnuun B dpanne;

1 — BpeMeHHas 6a3a ON1s BblYUMCNEHUA CUr-
HaTypbl UM OTMNPaBKM XeLIei Ha cepaep;

pasmep meTtagaHHelx — 3To 0.02 * obbem
pecypca

MpyMepbl pacYETOB onepaTUBHOM NaMSATU U OUCKOBOMO NPOCTPaHCTBa:

Pecypc XeL bnok K Pasmep MeTa- [unckoBoe npo-
OaHHbIX cTpaHcTBo (I'B)
536870912000 64 8192 8 10737418240 56
536870912000 64 8192 32 10737418240 179
536870912000 64 8192 64 10737418240 343
536870912000 64 8192 128 10737418240 671
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536870912000
536870912000
536870912000
536870912000
1099511627776
1099511627776
1099511627776
1099511627776
1099511627776
1099511627776
1099511627776
1099511627776

MporpamMMHblie Tpe6GoBaHUA

64
64
64
64
64
64
64
64
64
64
64
64

1048576
1048576
1048576
1048576
8192
8192
8192
8192
1048576
1048576
1048576
1048576

32
64
128

32
64
128

32
64
128

10737418240
10737418240
10737418240
10737418240
21990232555
21990232555
21990232555
21990232555
21990232555
21990232555
21990232555
21990232555

10
L
12
15
14
366
702
1374
21
23
25
31

lMporpaMmMHble TpeboBaHUA K cpefe PYHKLUOHUPOBAHUA KMEHTCkonm 4Yactu CPK

RuBackup npusepfeHbl B Tabnvue n onpegenexsb:

e NepeyvyHeM ornepayMoHHbIX CUCTEM, COBMECTUMbIX C KOMMoHeHTamu CPK RuBackup;

* [IEpEeYHEM 3aBMCUMOCTEN NakeToB A9 KaXX40W COBMeCTUMOM OC,

e OTKPbITbIMW NOpTamu (CM. pasgen «CeTeBble MOpTbI»).

Tabnuya 9. MNporpammHbie TpeboBaHMSA K NpegbsaBrsemMble K cepBepy RuBackup (coBmecTumbie OC n

3aBUCUMOCTU NaKeToB)
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MakeTt CPK Moppepxusaeman OC NMaxkeT 3aBUCUMOCTH

rubackup_common
rubackup_client
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CentOS 7

CentOS 8

Red0S 7.3

RedOS 8
Ridplnépxxusaemasn OC

Rosa Cobalt 7.3

Rosa Cobalt 7.9

Rosa Chrome 12

6.1. Linux

MakeT 3aBUCUMOCTH

qt5-gtbase-gui
cups-libs
fontconfig
fontpackages-filesystem
glx-utils

libICE

libSM

libX11
libX11-common
libXau
libXdamage
libXext

libXfixes

libXi

libXrender
libXxf86vm

libicu

libpng

libxcb
libxshmfence
mesa-libEGL
mesa-libGL
mesa-libgbm
mesa-libglapi
qt5-gtbase
qgt5-gtbase-common
qt5-qgtbase-gui
xcb-util
xcb-util-image
xcb-util-keysyms
xcb-util-renderutil
xcb-util-wm

qt5-gtbase-gui
libicu
libxkbcommon-x11
lib64qt5gui5
qt5-gtbase-gui
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MaxkeT CPK Moppepxusaeman OC NMaxkeT 3aBUCUMOCTH
rubackup-common-gui Astra 1.6 wget
Astra 1.7 ghupg?2
Astra 1.8 xauth (ansa sanycka RBM uepes
Debian 10 SSH)
Debian 12

Ubuntu 18.04
Ubuntu 20.04
Ubuntu 22.04

AnbT 10 xauth (ansa sanycka RBM yepes
SSH)
Red0S 7.3 qt5-gtbase-gui

mesa-vulkan-drivers
mesa-dri-drivers

xauth (ansa sanycka RBM uepes
SSH)

RedOS 8 qt5-gtbase-gui
xauth (ans 3anycka RBM uepes
SSH)
postgresql-private-libs

Rosa Chrome 12 qt5-gtbase-gui

Rosa Cobalt 7.9 qt5-gtbase-gui
libicu
libxkbcommon-x11

6.1.2. YcTaHOBKa

MoproroBka K yCTaHOBKe

YcTaHOBKa 3aBUCMMOCTE NakeToB

o [aHHbIn Wwar npegHasHa4deH AnAa YyCTaHOBKW J1OKaJibHbIX MakKeToOB. Ecnn Bbl
YCTaHaBJ/IMBaE€TE NaKeTbl N3 PENO3UTOPUA, TO NPOMYCTUTE 3TOT LIar.

[na ycnewHoro passépTbiBaHua cepsepa CPK RuBackup Heob6xoauMO Hanuyue ycTa-
HOBJIEHHbIX 3aBUCUMOCTEWN MakeToB B COOTBETCTBUM C TabrvLen, B 3aBUCUMOCTU OT
MCNOSIb3yeMOro Tuna orepaymuoHHON CUCTEMbl Ha Yy3ne pasBEPTbIBAHUA KIIMEHTa
pe3epBHOro konnposaHusa RuBackup, gna atoro:

1. MpoBepbTe Hannume ycTaHOBJIEHHbIX NaKeTOB 3aBnucumMocTen B OC, Hanpumep:

Astra Linux, Debian, Ubuntu dpkg-query -1
AnbT apt list --installed
Rosa Cobalt, RHEL yum list c onuuen installed
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RedOS, CentOS, Rosa Chrome dnf list installed

2. Ecnu Bbl ncnonbsyeTe onepaunoHHyto cuctemy CentOS 7, CentOS 8 nnu RHEL 9, To
nobasbTe penosuTopuit EPEL ™, nopaepxmsaembiit B pamkax npoekta Fedora v
cofep)Kalliun HeKOTopble NakeTbl, KOTOPble He BOLWIN B CTaH4APTHbIM Habop RHEL
(CentOS):

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

dann peno3uTopusA oyper aBTOMaTNYeCKN 3arpy>eH B KaTanor
/etc/yum.repos.d/epel.repo 1 aKTUBUPOBAH.

3. Ecnu Bbl ncnonbsyeTte onepaumoHHyto cuctemy CentOS 7 nnum CentOS 8, To Takxe
PEKOMEHAYETCA BKOUYNTbL PEnosnTopuin PowerTools, MOCKONbKY MakeTbl EPEL
MOFyT 3aBMUCETb OT NaKeTOB U3 HEero:

sudo dnf config-manager --set-enabled powertools

4. Ecnv Bbl Ucnonb3yeTe onepaunoHHyto cuctemy RHEL 9, To TakXke pekomMmeHayeTcs
BKNIKOUYUTb peno3nTopuin codeready-builder-for-rhel-8-*- peno3vTopun rpm,
MOCKOJIbKY NakeTbl EPEL MOryT 3aBUCETb OT NakKeTOoB U3 Hero:

ARCH=S$( /bin/arch )

sudo subscription-manager repos --enable "codeready-builder-for-rhel-8-
S\ {ARCH}-rpms"

5. OBbHOBUTE PENO3UTOPUN NAKETOB B CUCTEME:

Astra Linux, Debian, Ubuntu sudo apt update
AnbT sudo apt-get update
Rosa Cobalt, RHEL sudo yum update

RedOS, CentOS, Rosa Chrome sudo dnf update
6. YcTaHoBUTE HeaocCcTarwne 3aBUCUMOCTU MNMaKeToB U3 Ta6ﬂV|L|,bIZ
Astra Linux, Debian, Ubuntu sudo apt install <namepackage>

AnbT sudo apt-get install <namepackage>

7513121




PasBépTbiBaHne CPK

Rosa Cobalt, RHEL sudo yum install <namepackage>
RedOS, CentOS, Rosa Chrome sudo dnf install <namepackage>

HacTtpoiika ny6am4yHoro penosutopus

[aHHbIN Wwar npegHasHayeH AN YCTaHOBKU U3 I'Iy6ﬂl/|'-IHOFO PEeEno3nTopun4.
Ecnu Bbl ycTaHaBnmMBaeTe NoKasbHble MakeTbl, TO NPONyCTUTe 3TOT LWar.

MopknioyeHune ny6nmyHoro penosutopus DEB-cuctem

1. CospanTe ¢ainn ¢ MHGOPMaLMEN O PENO3UTOPUSAX:

cat <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <O0S-VERSION>
public

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>
public-testing

EOF

roe: <0S-VERSION> — Bepcus ncnosnbdyemon OC:

o astra_1.6;

o astra_1.7;

o astra_1.8;

o debian_10;

o debian_12;

o ubuntu_18.04;
o ubuntu_20.04;
o ubuntu_22.04.

2. [lobaBbTe KJOY peno3mTopms:

sudo wget -qO0-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. OB6HOBUTE CNUCOK NaKeToB:
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sudo apt-get update

MoaknioyeHune ny6anyHoro penosutopus RPM-cucrem

1. CospanTe ¢ain c MHGoOpMaLMEN O Peno3UTOPUAX:

a. pna OC:

» CentOS 7;

» CentOS 8;

« PE[J OC7.3;

= PE[] OC 8;

» Red Hat Enterprise Linux 9;

= ROSA Fresh Desktop 12;

= ROSA Enterprise Linux Server 7.9.

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/repodata/repomd.xml.key

gpgcheck=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/repodata/repomd.xml.key

gpgcheck=0

EOF

roe: <0S-VERSION> — Bepcusa ncnonbsyemon OC:

= centos_7;

= centos_8§;
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» redos_7.3;
» redos_8;
» rhel_9;

» rosa_l12;

= rosa_7/.9.

b. pna OC ROSA Enterprise Linux Server 7.3:

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key

gpgcheck=0

sslverify=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0

sslverify=0

EOF

HacTtpoiika nepeMeHHbIX cpefbl

BbINONHUTE HAaCTPOWKY NepeMeHHbIX cpefbl oA nonb3oBaTens root:

1. ABTOpM3ynTECh NOA Nosb30oBaTeneM root:

sudo -i

2. HacTponTe nepeMeHHble cpefbl ANs nonb3oBaTens root:
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sudo nano /root/.bashrc

o OTpefakTupymnTe ¢pann, nobaBmB CTPOKU:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

o COXPaHNTe N3MeHeHNA.

3TN nepemMeHHble TakXxe MOXXHO onpenennTb B danne
/etc/environment.

3. MNepengunTe B KaTanor /root:

cd /root

4. lNepesarpysnte NnepeMeHHble OKPY>XXEeHUA:

source ~/.bashrc

HacTtpoiika SSL coeguHeHus ¢ 6a30ii fLlaHHbIX

MponycTnTe 9TOT War, ecnv He TpebyeTcs 3alunWEHHOe NOAKMYEeHME KOMMNOHEHTOB
RuBackup k cny>xebHoin 6ase gaHHbIX.

Ecnu HeobxoanMOo ncnonb3oBaTh 45 NOAKMOYEHNA K 6a3e AaHHbIx PostgreSQL 3awm-
LWEHHOE COeAMHEHME, TO BbIMOSIHUTE MPUBELEHHbIE HUXE HACTPOMKM Ha Yy3nax, Ha
KOTOpPbIX pa3BépHYTbl KOMNOHEeHTblI CPK (postgres-KineHThbl):

1. TepeHecuTe M3 COOTBETCTBYHOWEN postgres-KNNMEHTY nanku Ha ysne LleHTpa cep-
TuomMKaumm noLroTOBIIEHHbIE:

o cepTudukat LleHTpa cepTudukaymm (ca.crt), ytobbl knueHT CPK Mor npoBepuTb,
4YTO KOHEeYHbIN cepTuoumkaT cepBepa PostgreSQL 6bin nognucaH ero goBepeH-
HbIM KOPHEBbIM CEPTUDMKATOM;

o cepTMdMKaT KNIMEeHTa pe3epBHOro KonupoeaHus (postgresql.crt);

o CrEHEepUpPOBaHHbIA  3aKPbITbIA  KMKOY  K/MEHTa pPe3epBHOro  KOMUPOBaHMS
(postgresql.key).

2. [ina ¢annoB cepTUdUKaTa N 3aKpbITOro Kro4Ya yCTaHOBUTE MOJHbINM SOCTYN Ha YTe-
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HWE 1N 3annCb TOJIbKO AJ14 BJlageblLeB:

chmod 600 server.crt server.key ca.crt

3. Coenante Bnagensuem ¢annos rnosb3oBaTens, oT UMEHN KOTOPOro 6yaeTt 3anyLeH
KJIMEHT pe3epBHOro KONMpoBaHUs (postgres-KaneHT):

chown suser:suser server.crt server.key ca.crt

YcTaHOBKa nNakeToB

YCcTaHOBKY NakeToB NPOU3BOLUTb CTPOro B NpPUBELEHHOW MnocneaoBaTesbHO-
ctul

1. YcTaHoBUTE OQHMM M3 CNOCOBOB:
o N3 NIOKaNbHOW Manku co cKayaHHbIMW NakeTamu:

Astra Linux, Debian, Ubuntu sudo apt install ./<namepackage>.deb

AnbT sudo apt-get install

. /<namepackage>. rpm

Rosa Cobalt, RHEL sudo yum install ./<namepackage>.rpm

RedOS, CentOS, Rosa Chrome sudo dnf install ./<namepackage>.rpm

° M3 peno3uTopus:
Astra Linux, Debian, Ubuntu sudo apt install <namepackage>.deb

roe <namepackage> — ycTaHaBnmBaeMblin nakeT CPK RuBackup akTyanbHOW Bepcumn
B NpMBELEHHON NocnenoBaTeNIbHOCTU:

a. rubackup-common;

b. rubackup-client;

HeobfA3aTesibHble NakKeTbl, UCMOMb3YTCA ON1A HACTPOWKU cepBepa C MOMOLLbHO
rpapuyeckon yTUnnTbl:

C. rubackup-common-gui;

d. rubackup-init-gui.

Mo yMONn4yaHWO HacTpolka cepBepa OCYLIeCTBASETCA B TepMUHane c
MOMOLIBIO YTUAUTBLI rb_init, KoTopasa He TpebyeT [AOMONHUTENbHON
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MHCTannauyumn.

2. BbINonMHMTE 06HOBMEHME KOHOUTYpaLUN N MPUMEHUTE N3MEHEHUS.

[aHHbIn war BbinonHaeTcsa Tonbko ansa OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTUBMPOBaHHbIM PEXMMOM 3aLlUTHOW NporpaMmmMHon cpegbi!

o OB6HOBUTE KOHOUrYypaLmto:

sudo update-initramfs -u -k all

o [MpMeHnTE N3MeHeHus:

sudo reboot

6.1.3. HacTpoiika

HacTpoiika knueHnta PK

HacTtponky komnoHeHToB CPK RuBackup crnegyeT npousBeCcTU Ha KaX4oMm ysfne B
CTpOro npueBeaEHHOM rnopsake (B 3aBUCUMOCTM OT apXUTEKTYPHbI) :

1. HacTpoWnKa OCHOBHOIO cepBepa;
2. HacTpoWKa pe3epBHOro cepeepa;
3. HacTpoMrka MeanacepBepa (BbIMONHAETCA A7 KaXA0ro Meanacepsepa);

4. HaCTpoOMKa KSIMEeHTa CUCTEMbl Pe3epBHOr0 KOMUPOBaHMSA (BbIMOMHAETCA ANA KaX-
aoro knmeHta CPK).

Heobxogmmo npenBapuTefibHO HAaCTPOUTb CeTeBOe B3aMMOLENCTBME Y3/0B
komMmnoHeHToB CPK RuBackup, ncnonbsys FQDN, hostname nnu ip-agpec (ganee
no TeKCTYy — afpec).

HacTpoiika knueHTa PK B TepMuHane (MHTepaKTUBHbIN peXXum)

BbinonHuTe HacTpourky komnoHeHTa CPK RuBackup:

e 3anycTunTe Ha KaXAoM y3/e, Ha KOTOPOM pPasBEPHYT KAMEHT PK, MHTepakKTUBHYO
YTUNUTY rb_init:

sudo /opt/rubackup/bin/rb_init

o [lanee HacTponTe KOMMNOHeHT CPK B MHTepakTUBHOM pexume. KnneHT PK moxeTt
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6biTb HacTpoeH AN paboTbl B K/IMEHT-CEPBEPHOM PEeXMUMe WUIN B aBTOHOMHOM
pexunme.

KnueHT-cepBepHbIi peXXxum paboTbl knneHta PK

1. You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

MpuMnTe NULEH3NoHHOoe cornaweHne (EULA), HaxaB knasuwy <y>.
2. Choose client mode: client-server or autonomous (c/a)?

BbibepuTte cueHapuii HACTPOKN KNIMEHTA: KITMEHT-CEepBEP <C>.

HacTpoika coeguHeHUs C OCHOBHbIM CepBepoM
3. Hostname of primary server:

YKaxuTe aipec 0CHOBHOro (primary) cepsepa.

}iii(7110()ial(€|(3()(3‘1|4|1(3|ll1’|(3 pe3epBHbIM CepBepoM
4. Will you use secondary server (y/n)?

Ecnn B KOHOUrypaumm noapasymMeBaeTCcs pe3epBHblil (secondary) cepsep, ToO Bbibe-
PUTE 3Ty BO3MOXHOCTb, HaXaB KNaBullly <y>.

a. Hostname of secondary server:

YKaxuTe agpec pesepBHOro (secondary) cepeepa.

HaCTPOVIKa KJ/INeHTa pe3epPBHOro KonmpoeaHums.
5. Choose client net interface ID for use:
Selected interface:

BbibepuTte ceTeBom nHTEpPdENc, NocpencTBOM KOTOPOro knneHTy RuBackup paspe-
LLEHO B3aUMO4eNCTBOBaTb C CUCTEMOM Pe3epPBHOIro KOMMPOBaHUA.

6. Do you allow centralized recovery (y/n)?
YKaXnte, Hy>KHO NN BKJTKOYNTb LLeHTpaiM3oBaHHOE BOCCTAHOB/IEHNE OaHHbIX?

B cnydae BbiboOpa <y>, LeHTpann3oBaHHOE BOCCTAHOBMIEHMNE [aHHbIX U3 pe3epBHOM
Konun 6ypeT [OCTYMHO C MNOMOLWbK YTUnUTbl «MeHepyXep agMUHUCTpaTopa
RuBackup» (RBM), ¢ nomMoLbto KOHCONbHOM yTUAUTbI rbfd wnuM yTunntbl «MeHe-
axepa knneHTa RuBackup» (RBC).
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B cny4dae Bbibopa <n>, LeHTpannM3oBaHHOE BOCCTAHOBMIEHNE [aHHbIX U3 Pe3epBHOM
KOMMn C MNoMoLbio yTUnnTbl «MeHepxep agMuHucTpaTtopa RuBackup» 6ypet
OTK/IKOYEHO, BOCCTAHOB/IEHNE N3 PEe3epPBHON KONUM OyaeT BO3MOXHO C MOMOLLbO
KOHCONbHOM YTUNNTbI rbfd nnm ytunntobl «MeHep>epa knmeHTa RuBackup».

Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

YkaxuTte, 6ygeT nn ncnonb3oBaTbCA HenpepbiBHAA yaaneHHas penankauma Ha Kn-
eHTe PK.

Enter local backup directory path [/tmp]

YKaxunTte OUPEeKToOpuro O/ BPeMeHHbIX onepauun ¢ pannamMm pesepBHbIX KOMUKA U
NoATBepAMTE COo3aHue KaTanora gfia BpeMeHHbIX ¢annoB, HaXKaB KnaBuwy <y>.

a. Would you like to create / (y/n)?

MoaTBepaonTe cosgaHme KaTanora ona BpeMeHHblX ¢annos, B Criyyae, eCcnm yka-
3aHHOro KaTtasora eué He cyuwiecTtByeT.

Create RuBackup master key..

ABTOMaTMYECKOE CO3[aHMe MacTep-K/4ya, KOTopbii HeoOXoAuM Mpu CO3f4aHuu
napbl KtoYein ans aneKTPOHHO-LMOPOBOM NOANMUCK PE3EPBHbIX KOMUA U 3aLLUTHOIO
npeobpaszoBaHns pe3epBHbIX KOMUIA.

Will you use digital signature (y/n)?
Create new secret key
Create new public key

YKaxuTe, XoTuUTe NN Bbl CO3[aTb KIHOUYM SNEKTPOHHO-UMUPpOoBOM nognucu. Peseps-
HasA Konnsa MoXeT B6blTb nognucaHa undpoBor NOLANCHIO ANA NOCMeAYWEro KOH-
TPONA U NpefynpeXxaeHus yrposbl e€ nogMeHsbl.

Do you want to enable system monitoring of this client (y/n)?
YKaXxuTe, XoTUTE NN Bbl BKIKOUYNTb CUCTEMHbBIN MOHUTOPUHI O1A AAHHOIMO KNMEeHTa.

dann MOHUTOPUHra NPOU3BOANTENIBHOCTU CUCTEMHbIX KOMMOHEHTOB OyaeT pasme-
LWEH B Nanke /opt/rubackup/monitoring/.

Do you want to set a soft memory threshold? (y/n)?

YKaxuTe, XoTUTe N Bbl YCTAaHOBUTb BEPXHUI Npeaen onepaTuBHOM NaMATU, KOTO-
pasi MOXeT UCMONb30BaTbCA MPU PE3EPBHOM KOMUPOBAHUM Ha KIIMEHTE (TOYHOCTb
BEPXHEWN rpaHuLbl o6bemMa NaMsATK He rapaHTupyeTcs).
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a. Enter the allowed amount of memory for backup in GB (integer value):

B cnyyae Bbibopa <y> yKaxuTe MakCUMasnbHO AONYCTUMbIN O6BEM ONepaTUBHOM
namMATU, KOTOPbIA MOXeT OblTb UCNONb30BaH NPU Pe3epBHOM KOMNUPOBAHUU Ha
knueHTe B b (Lenoe 4yncno).

13. Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

BbibepunTe Kakne nybnnyHble MeHa byayT ucnonb3oBaHbl DNS-cepBepom.

ABTOHOMHDIN peXxxum pa6oTbl kKnueHTa PK

1. You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

MpuMnTe NUUEeH3noHHoe cornaweHne (EULA), HaxaB knasuwy <y>.
2. Choose client mode: client-server or autonomous (c/a)?
BbibepuTte cueHapuin HaCTPOMKN KNIMEHTA: aBTOHOMHbIN <a>.

ABTOHOMHbIV peXxuM paboTbl KNMeHTa — ncnonb3oBaHne knneHta PK 6e3 cepsep-
HOM YacTu. Mpu 3TOM COoXpaHAeTCs BO3SMOXHOCTb UCMNOJSIb30BaHUA NMOObIX QYHKLMO-
HanbHbIX MO4YNen ANA CO30aHUA pe3epBHbIX KOMUN

3. Enter local backup directory path [/tmp] : /rubackup-tmp Would you like to
create /rubackup-tmp (y/n)?

YKaxute OUPEKTOPUIO ONA BPEMEHHbIX onepaunin ¢ ¢annamMm pesepBHbIX KOMUN U
NOATBepAMTE CO3[aHMe KaTanora g1 BpeMeHHbIX ¢pannoB, HaXKas KnaBuwy <y>.

4. Would you like to use a catalog, or dedicated device, or network share to
store your archives? (c/d/n)

YKaXuTe XoTUTe N1 Bbl UCMOMNb30BaTb KaTasnor, BblaeneHHoe YyCTPONCTBO Unn ceTe-
BOW pecypc ANs XpaHEeHUsi CBOUX apXnBOB?

o <C> - YKaXWTe NyTb K KaTanory Ha BawleM J1oKaJibHOM XECTKOM AUCKEe Ans Xpa-
HEHNA pe3epBHbIX Konuu;

o <d> - OByayT Nokasbl BCEe BallM YCTPOMCTBA N NOTpebyeTcs yKasaTb BblOpaHHOE
YCTPOWCTBO 1A XPaHEeHUA pe3epBHbIX KONUK;

o <N> - YKaXXnUTe ceTeBOW KaTanor fsa XpaHeHNsa pesepBHbIX KONuin

5. Create RuBackup master key..

ABTOMaTMYeCKOe cO3faHMe MacTep-K/4a, KOTOpbIA HeobxogMm npu cosgaHum
napbl KAKYENn ANnsa 31eKTPOHHO-LNPPOBON NOANNCK Pe3epPBHbIX KOMUA N 3aLLUTHOro
npeobpasoBaHMA Pe3epPBHbIX KOMUN.
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6. Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?’
BbibepuTte kakne nybnuyHble MMeHa byayT ncnonb3oBaHbl DNS-cepBepom

HacTpoiika knueHTa PK B TepMuUHane (HeMHTepaKTUBHDbIN PeXXuMm)

HenHTepakTMBHbIA peXxnm paboTbl HEOOXOAMM [L/151 BbINOSHEHUSI CLeHapueB Macco-
BOro pasBepTbiBaHWUsA, Hanpumep, Npu ncrnonb3oBaHnn Ansible — nporpamMmMHoro petue-
HWUA 0N yOANeHHOro ynpaBneHns KOHOUrypaumnusamm cepBepos.

AAMWHUCTPATOP MMeeT BO3MOXHOCTb HacTpouTb CPK RuBackup B bash/shell ogHo-
CTPOYHOM KOMaHAOM W, KaK CneacTBuMe, UCMNOob30BaTbh 3Ty KOMaH4y B CKpunTax gns
aBToOMaTM3aumm npouecca.

HacTtponka CPK RuBackup ocyuwecTBnseTca C MNOMOLWbO WMHTEPAKTUBHON YTUNUTDI
rb_init (HEMHTEepaKTUBHbLIA pexnm). OnucaHme yTUanTbl CM. YTUNINTbI KOMaHgHON
CTPOKMW.

HacTpoiika knueHTa PK ¢ nomoLbio rpadpuyeckoi yTUnmnThbl

HacTpoika KNueHTa pe3epBHOr0 KOMMPOBaHUA BO3MOXHA C MOMOLLbIO rpaduyeckon
yTUNUTbl MacTepa HacTponkn RuBackup.

e 3anycTuTe MmacTep HacTporkm RuBackup (rpadpuyeckoe npunoxenme rb_init_gui),
BbIMOJIHMB KOMaHAy:

rb_init_gui&

e [locne 3anycka mMacTepa HacTponk RuBackup 3anonHuTe oTKpbiBLLUMECA GOPMBbI:

1. Haxxmunte [la 4n1sa npoAo/KeHna HacTponkn komnoHeHTa CPK RuBackup.

padmyeckan yTunmTa rb_init_gui 3anyuw,eHa B 3KCNEPUMEHTaNbHOM pexunme
(PncyHok 7).

8513121



https://docs.rubackup.ru/Cli/2.5.0/
https://docs.rubackup.ru/Cli/2.5.0/

PasBépTbiBaHne CPK

MonoTBep>xaeHune

DYHKUMOHANEHOCTE 3TOro MO He Gkina NpoTECTUPOBaHE,
NPOrpamMMa 3anyLieHa B IKCNePUMEeHTanbkHOM pexuMme,

NpopgonxuTe?

PucyHok 7. OKHO NpefynpexneHusi o paboTe yTUIUTbI B 9KCMEPUMEHTANbHOM pexnmMe

2. B npuBeTcTBEHHOM OKHe (PrcyHok 8):

» BblbepuTte £A3blK MHTepdenca NPUNOXEHUS U3 MPeaNOXEHHbIX BapuaHTOB
(pyccknm nnu aHr NIMNCKNR);

» PUMUTE NIULEH3VMOHHOE COorfaweHnsa oasa NponoKEHNA HACTPOMKN KOMIO-
HeHTa RuBackup, NpocTaBuB O0TMETKY B Yek-6okce v/ MpUHUMAIO NNLEH3U-
OHHOE cornaiieHue.

[Ns 03HaKOMNEHUA HaXXMUTe Ha aKTUBHbIN anemMeHT [JIuyeH3noHHoe corna-
weHue] n ckonupymte B 6ydep CCbISIKY Ha NIMLEH3NOHHOE cornalleHne ans
AanbHenwero NnpocMoTpa B bpaysepe;

» HaxkmuTe [Qaneel.
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[obpo no>xxanoBaTb B MacTep
HacTponkun RuBackup

BuibepuTe A3bIK: ‘ Pycckunia ~ |

| NpuHumato nuueH3mnoHHoe cornaweHune

PucyHok 8. NpunBeTcTBEHHOE OKHO MacTepa HacTponku RuBackup

3. B OTKpbIBLIEMCSH OKHE BblbepeTe peXxuM HacTpamBaeMoro KJiveHTa pesepBHOro
kKonnposaHua (PrcyHok 9):

e aBTOHOMHbIN pexumMm knueHTta PK npepycmaTtpuBaeT nucnonb3oBaHue ¢yHkumn CPK
0e3 cepBepHON YacTn C COXPaHEHNEM BO3MOXHOCTU UCMOb30BaHUA NHOObIX QYHK-
LMOHaNbHbIX MOgYen o5 CO30aHUA pe3epBHbIX KOMUIA;

e KIIMEHT-CepBEPHbIN pexnMm kKnmeHTa PK npegycmMaTpuBaeT WUCMNONb30BaHUI BCeEX
[OCTYNHbIX QyHKUMn CPK.
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YT0 Bbl XOTUTE HACTPOUTL?

ABTOHOMHbIN PEXUM KJ/TMEHTA

KnneHT-cepBepPHbLIN PeXUM

PucyHok 9. OkHo BbIBbOpa peXxXnmMa HacTpanBaeMoro KoMmrnoHeHTa RuBackup

KnueHT-cepBepHbIii peXxum pab6oTbl knueHnta PK

1. 3anofnHUTe OTKPbIBLYHOCA GOPMY HaAcTpanmBaeMoro KiiMeHTa pe3epBHOro Konnposa-
HUa RuBackup.

a. bnok O6wue napameTpbl

» B none KonuyecTBo ceTeBbiX MOTOKOB YKaXXMTe KOMYECTBO MOTOKOB A4
OOHOBPEMEHHON 006paboTKM 3agay pPe3epBHOr0 KOMMPOBAHUA Ha OCHOBHOM
cepBepe (KaXablt NOTOK UMeeT 0TAeNbHOEe COeANHEHME CO CNy>XebHon 6ason
AaHHbix CPK)

= B none Bepcusa IP gna DNS 3anpocoB BbibepuTe Kakume nybsnMyHble MMeHa
OyayT ncrnonbsoBaHbl DNS-cepBepom.

» AKTUBUPYITE nepekntovaTens Mepesanucb mactep-knioya © gns aBToMa-
TUYECKOro GOpPMUPOBaAHUA HOBOIro MacTep-K/oya 1 nepesanucu (Npu Hanu-
YMmM) TeKyLLEero MacTep-Ksoya.

b. bnok NMapamMmeTpbl KJIMEHT-CEPBEPHOro pexuma

» B none UmMa ocHOBHOro cepeepa ykaxmte ip-agpec WM FQDN OCHOBHOroO
cepBepa RuBackup (B cooTBeTcTBMM C HacTpoikamu daina hosts Yyana
OCHOBHOro cepBepa).

= B none UMa pesepBHOro cepeepa yka>xmte ip-agpec UM FQDN OCHOBHOrO
cepBepa RuBackup (B cooTBeTcTBMM C HacTpoikamu daina hosts Yyana
OCHOBHOro cepBepa).

= B none CeteBon uHTepdeic Boibepnte ceTeBom MHTEPPENc, NnocpencTsoOM
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KOToporo knmeHTy PK paspelueHoO B3aMMOeNCcTBOBaTb C CUCTEMOWN pe3epB-
HOrO KOMMPOBaHMS.

B none JlokanbHbI# KaTanor pe3epBHOro KONMMPOBaHUA YKaXXNTe NIOKasbHbIN
KaTanor gnsa BpeMeHHOro XpaHeHua ¢annoB ¢ MeTagaHHbIMU, CO34aBaeMbIX
npwu onepaumsax pes3epBHOro KONMpoBaHMsa (MO YMOMYaHWUIO NpU HaXaTun Kna-
BuWK Enter B KayecTBe AUPEKTOPUN ONA BPEMEHHbIX onepauun c dannamu
pe3epBHbIX KOMWIN ucnonbsyeTcsa /tmp). ECnn ykasaHHas AUMPEKTOPUA He
cyuiecTByeT, TO bygeT cosgaHa.

B none KonuuyecTBo napannenbHbIX 3afayd YKaXuUTe KOMNYECTBO MOTOKOB
ANA OAHOBPEMEHHOM 06paboTKKM 3a4ay pe3epBHOrO KOMMPOBAHUA Ha Megna-
cepsepe (Kaxablh MOTOK MMeeT OTAEeNbHOE CoeANHEHME CO Cry>XXebHon 6a3om
AaHHbiX CPK).

B none O6bEM namAaTU pepynnaukauum, 6anT N8 orpaHnUyYeHnsa noTpedneHus
ornepaTMBHOM NaMATN CepBEPOM Npu gefynnmkaunm pesepBHbIX KONUN.

Mpn ncnonb3oBaHUM OefyrnavkKauunm pekoMeHOyeTCcAa MWHUMAalbHbIA 06beMm
onepaTuBHOM NaMATn cepBepa 64 GB effective_cache_size ~70 % OT pas-
Mepa onepaTuBHOM NaMATN work_mem 32 MB.

AKTMBUpPYTE nepekntovaTens HenpepbiBHaa ypanéHHas pennukauua ©
NPy HEOBXOAMMOCTUN Ha KNneHTe. HenpepbiBHasA yaanéHHaa pennmkaunsa ocy-
LLeCTBASAETCA TOMbKO B XpaHuUnuL,e 6J104HOro Tuna.

AKTMBUPYNTE NepeknovaTenb PaspewaTb LeHTpanusoBaHHOe BOCCTaHOB-
neHue pnsa knueHta © 017 BOCCTaHOBMEHUS AaHHbIX U3 pPe3epBHON KONUK B
npunoxeHunn «MeHepxep agMuHucTpaTopa RuBackup» (RBM), ¢ nomoLbto
KOHCONbHOM YTUNUTBLI rbfd unu npunoxeHna «MeHepxep knneHTa RuBackup»
(RBC).

B cnyyae peaktTmBuMpoBaHHOro nepeknoyatends D BOCCTAHOB/EHME U3
pe3epBHON KonNuu 6ygeT BO3MOXHO C NMOMOLLbK KOHCOSIbHOW yTUAUTbl rbfd
nnn npunoxeHua «MeHepyxep knneHTa RuBackup» Ha y3ne KnneHTa peseps-
HOro KONMpPOBaHUA.

LleHTpann3oBaHHOe BOCCTaHOBMIEHNE AAHHbIX U3 Pe3epBHON KOMUWU C NMOMO-
Wb NpUNoXxeHusa «MeHegyxep agMUHUCTpaTopa RuBackup» (Mcrnonbsyemom
Ha NOOBOM y3ne) byaeT OTKIIYEHO.

AkTmBupyinTe nepeknmnovatens Cospgatb kmouu UM ©, ecnu xoTuTe
co34aTb KHOUM 3NIEKTPOHHO-LNGPOBOMN NOognncu.

Pe3epBHas Konva MOXeT 6biTb nognuncaHa LundpoBoi Noanucbio gas nocne-
AYHOLLEro KOHTPONA U NpeaynpexneHuns yrposbl e€ NoagMeHbl.

AKTUBMpPYNTE nepekntoyaTesis CUCTEMHbIA MOHUTOPUHI Ana KnumeHta ©,
€C/IN XOTUTE BKITKOUYUTb CUCTEMHbBIA MOHUTOPWHI OJ1 OaHHOI0 K/IMeHTa.

89 n3 121




PasBépTbiBaHne CPK

dann MOHUTOPMHra NPOM3BOAUTENBHOCTM CUCTEMHbIX KOMMOHEHTOB byaeT
pa3MeLlEH B nanke /opt/rubackup/monitoring/.

= AKTUBUpPYNTE nepeknoyaTtens NMepesanucaTb Knoum uudppoeou noanmucu
©, 0nAa co3gaHnsa HOBOWM CBSA3KU KKOYEN, UCMOoNb3yeMblX A1 9NEKTPOHHO-
LnopoBon nognucu.

2. MNocne 3anonHeHus Bcex nonen ¢GopMbl HacTpamBaeMoro KomnoHeHTa CPK
RuBackup HaxxmuTte [Aanee].

B okHe noaTtBepXaeHus HaxmuTe [Qa Ons8 HacTponku KomrioHeHTa CPK
RuBackup(PuncyHok 10).

[loaoTeepxaoeHne

MoaTBepAUTL BbIBPaHHLIE NapaMeTpbl U NPUCTYNUTL K

HacTpoike?

PucyHok 10. OKHO NoATBEePXAEHUS BbIGPaHHbIX NapamMeTpoB

3. Ecnn B popme HacTpamBaemoro komnoHeHTa CPK RuBackup ykasaHbl nanku, KOTo-
PbIX He CyLecTByeT, TO OyaeT BbiBeAEHO NOATBEpXAeHNe Ons Ux cosgaHmsa (Pucy-
HOK 11).

B okHe noaTBepXaeHusa HaxmnTe [la 4na cosgaHus narnok.

[loaoTBep)xaoeHune

OupekTopuK '/rubackupl’ He cyulecTeyioT. Co3aaTh UX?

PucyHok 11. OKHO NOATBEPXAEHUS CO30aHNA OUPEKTOPUN

4. B cfiyyae ycnewHon HacTpOWKM Mofb3oBaTenb OyAeT YBeAOMNEH coobLieHneM
(PrcyHok 12), B KOTOPOM NpuBeaeHa MHopMaLLUs:

o O JINUEH3NOHHOM COralleHnu,

o MNpaBoobnagartens;
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o BEPCUA NPOJYKTa;
o UMS TeKYyLLero ysna;

o TWUMN HAacTpPOeHHoro komnoHeHTa CPK RuBackup;

o 0 CO34aHUN KOHPUrypaumnoHHoro ¢anna /opt/rubackup/etc/config.file;

o [OMOSNIHUTENbHO MOrYT BbITb NPUBEAEHbI PEKOMEHZALNN U NpeaynpeXaeHnsa no
HacTpoMKaM napameTpoB.

YcnewHo!

RuBackup initialization utility
Copyright 2018-2024: LLC "RUBACKUP"
WcknoyuTensHele Npaea npuHagnexat 000 "PYBE3KAM"
Author is Andrey Kuznetsov
Version: 2.4.0; Build: 98e914d.

Hostname of primary server: primary

There is no config file. Skip saving old config file
EULA: /opt/rubackup/copyrights/EULA-rus.txt has been accepted
[2024-09-23 14:02:50] Info: Total usable main memory size: 3055915008 bytes
[2024-09-23 14:02:50] [J[1;33mWarning: PostgreSQL shared buffers is too small. Recommend to set it
up to: 763978752 bytes[J[0m
[2024-09-23 14:02:50] Info: PostgreSQL effective_cache_size: 4294967296 bytes [ OK ]
[2024-09-23 14:02:50] (J[1;33mWarning: PostgreSQL work_mem is too small. Recommend to set it up
to: 33554432 bytes[J[Om
[2024-09-23 14:02:50] Info: PostgreSQL max_parallel_workers: 8 [ OK ]
[2024-09-23 14:02:50] Info: PostgreSQL transaction isolation: read committed [ OK ]

Keeping old "rubackup" database

You have RuBackup master key file: /opt/rubackup/keys/master-key

This key is used to crypt and decrypt RuBackup archives

If you drop it you cant decrypt your archives

Please use -W to overwrite it

Configuration file has been created: /opt/rubackup/etc/config.file
yes: cTaHAapTHbIA BeiBog: OOpLIB kKaHana

3aBepwuTh

PucyHok 12. OKHO pe3ynbTaToB BbIMNO/IHEHHOM HAaCTPOMKM KnneHTa PK

5. HaxmuTe 3aBeplumMTb /15 3aBepLUeHUs paboTbl MPUITOXEHUS.

ABTOHOMHDII peXXuM pa6oTbl KnueHTa PK

1. 3anonHMUTe OTKPbIBLIYHOCS GOPMY HacTpanMBaeMoro KneHTa pesepBHOro Konupoea-
HUA.

a. bnok O6wue napameTpbl

» B none KonuuyecTBo ceTeBbIX NOTOKOB YKaXXUTe KOMYECTBO MOTOKOB A4
OOHOBPEMEHHON 00paboTKM 3agad pe3epBHOro KOMMPOBAHMA Ha OCHOBHOM
cepBepe (KaXablt NOTOK UMeeT 0TAeNbHOe CoeAnHEHME CO Cny>XebHol 6ason
AaHHbIX CPK)

= B none Bepcusa IP gna DNS 3anpocoB BbibepnTe Kakne nybnnyHble MMeHa
oyayT ncrnonbsoBaHbl DNS-cepBepoMm.

= AKTUBUPYNTE NepeknoyaTens Mepesanucb mactep-knoya © 19 aBToOMa-
Tnyeckoro GOpMmMPOBAHUA HOBOrO MacTep-Ko4Ya 1 nepesanucu (Npu Hanm-
YnKM) TeKyLero MacTep-Knoya.
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b. bnok napameprl AdBTOHOMHOI O KJ/IUeHTa

= B none Katanor apxueupoBaHua ' BbibepuTe KaTanor Ans BPEMEHHOro

XpPaHeHUs pes3epBHbIX Konun. Ecnn aToT napameTp He onpegeneH B ¢danne
KOHOUrypauum, To KIMeHT byaeT 3anpawmBaTb Yy Meanacepsepa BPeEMeEHHoe
NPOCTPaHCTBO A4S18 onepauuin ¢ pesepBHbiMK Konuammn (NFS nanky).

= B none MeTop cxxaTtusa BbibepuTe TUM CXAaTUA pe3epBHbIX KOMUMN:
= none — 6e3 cXaTus;
» fast — MHOrornoTO4YHbIN aHanor optimal;
» optimal — cTaHAapTHas yTuauTa cxaTtmsa Linux;

» best — 60/bWNIA KOIOPULMEHT CXaTuUsA, YeM optimal, Nnpu GonbLIeEM Bpe-
MEHMN.

» B none Tun xpaHunuuia pe3epBHbIX KONUii BbIGepuTe TUN KaTanora gnsa xpa-
HEHWS Pe3epPBHbIX KOMUIA:

= JIOKaNIbHbIN KaTanor — KaTasior pacnofIoXXEH Ha TeKYLWEM Yy3re KINEHTa
pe3epBHOro KONMpoBaHuA. Ecnn BbiGpaH 3TOT TUMN XpaHunuLwa, To B nosne
JlokanbHbI KaTanor pesepBHOro KONMPOBaHUA YKaXXNTe MOJHbIA NYTb K
KaTanory (nponucae B nosie UanM BblbpaB MO HaXaTUO PALOM C MNOAem
KHOMKW [...];

= CEeTeBOW KaTanor — obLWun KaTtanor ¢ ceTeBbIM AOCTYNnoM. Ecnun BbibpaH
3TOT TMN XpaHuUNuLa, To He06XoANMO:

= B nose Tun ceTeBoro Katanora BbibpaTb NMPOTOKON A1 obecneyeHuns
yoanéHHon cefasu: nfs (gna OC UNIX u Linux) unm cifs (gna OC
Windows).

» B none MNMpepHa3HauyeHHOE YCTPOMCTBO YKaXXKMTe Bblge/IeHHOEe fToKasb-
HOe YCTPOWCTBO (Hanpumep: /dev/sdb) unu ceTeBol pecypc ANa xpa-
HEHWA pe3epBHbIX KONui (Hanpumep: srv://net_share).

= B none MNMapameTpbl MOHTUPOBaAHUA YKaXXNTe MECTO MOHTUPOBaHWUA
¢anmnosblx cuctembl LTFS. [Ona paboTbl ¢ neHtamu LTO RuBackup
ncnonbsyet ¢annosyto cuctemy LTFS. o yMOn4YaHUO TOYKa MOHTUPO-
BaHWA — KaTanor /opt/rubackup/mnt.

2. [locne 3anonHeHus Bcex nonen @opMbl HacTpamBaemMoro KomnoHeHTa CPK
RuBackup HaxxmuTte [Oanee].

B okHe noaTteBepXaeHna HaxmuTte fa ona HacTpourkm komrnoHeHTa CPK RuBackup
(PncyHok 13).
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[looTeep>xaoeHune

MoATeepAnTh BeiBpaHHbIe NapaMeTpel U NPUCTYNUTS K

HacTpoike?

PuncyHok 13. OKHO NOATBEPXAEHNA BbIOpaHHbIX NapaMeTpoB

3. Ecnn B popme HacTpamBaemoro komnoHeHTa CPK RuBackup ykasaHbl nanku, KOTo-
pbIX HE CylecTByeT, TO OyAeT BbiBEAEHO NOATBEPXOEHNE A8 UX co3paHma (Pucy-
HOK 14).

B okHe noaTBepXaeHusa HaxmunTe [la 4nsa cosgaHus nanok.

[loaTBEpXOEeHue

OupekTopun 'frubackupl' He cywecTByoT. Co3aaThk MX?

PucyHok 14. OKHO NoATBEPXAEHUA CO34aHNA ANPEKTOPUN

4. B cnyyae ycrnewHon HacTpPOMKKM nosfib3oBaTenb byaeT yBegOMNEH COOOLIeHNEM, B
KOTOPOM npuBeaeHa MHGopmMaLums:

o

o

O JINLLEH3VNOHHOM COrfnawleHuu;
npaBoobnagartesns;

BepCusA NPOAYKTa;

NMA TeKyLLero ysna;

TUN HacTpoeHHoro komnoHeHTa CPK RuBackup;

0 CO3[aHuN KOHOUrypaumoHHoro ¢amna /opt/rubackup/etc/config.file;

A0NONIHUTENbHO MOTYT 6bITb MPMBEAEHbI PEKOMEHAAUUN U NpeaynpexXaeHus no
HacTpoKaM napamMeTpoB.

5. HaxmuTe 3aBeplumMTb 015 3aBepLUeHUs paboTbl MPUITOXEHUS.
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HacTpoiika nonb3oBaTenei

Monb3oBaTenu, 0T UMEHN KOTOPbIX ByAeT OCyLWeCcTBAATbCA 3anyCK YTUIUT KOMaHLHON
CTpokn RuBackup wnn npunoxenma pna ynpasneHna CPK RuBackup (RBM, RBC)
AOMXKHbBI:

* MMETb MNMpPaBMJIbHO HACTPOEeHHbIE NepeMeHHble Cpeabl,

e BXOAUTb B rpynny rubackup.

BbinonHNWTe nNpuBEeLEHHbIE HUXE HaCTPOWKU [[N1A MOoNb3oBaTeNlie Ha BCeX
y3nax ¢ pa3BépHyTbiMM KoMNoHeHTamn CPK RuBackup.

HacTpoiika nepeMeHHbIX cpeabl

1. HacTponTe nepeMeHHble cpedbl OS89 BCEX MNoJSib3oBaTesnen, Kotopble dyayT pabo-
TaTb ¢ CPK RuBackup, BbIMOSHNB KOMaHAYy:

sudo nano /<umaA nonb3oBaTena>/.bashrc

o OTpefakTupymnTe ¢pann, nobaBmB CTPOKU:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

o COXPaHNTe N3MEeHEeHNA.

3TN nepemMeHHble Takxe MOXXHO onpenennTb B danne
/etc/environment.

2. I'Iepe3arpy3|/|Te nepemMeHHble OKPY>XeHUA, BbINMOJIHAB KOMaHAY:

source ~/.bashrc

Jo6aBneHue B rpynny

['pynna rubackup aBTOMaTU4yeCKMn CO30aéTCcAB npouecce yCTaHOBKWM NakeTa rubackup-
common .

1. o6aBbTe Nonb3oBaTensa B rpynny rubackup, BbIMOMHUB KOMaHy:
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sudo usermod -a -G rubackup <uma nonb3oBaTensa>

2. Ecnn TpebyeTca 3anyck yTUAMT KOoMaHgHon cTpoku RuBackup, RBM wunn RBC B
TeKyL,eM ceaHce nonb3oBaTens (6es nepesarpysku OC) BbINOSHUTE:

newgrp rubackup

[Jo6aBneHue B aBTO3anyckK

1. JobaBbTe cepBMC KNneHTa PK B aBTo3anyck npu 3arpyske OC:

sudo systemctl enable rubackup_client.service

2. MepesarpysunTe HacTponku OC:

sudo systemctl daemon-reload

6.1.4. 3anyck

[MponsBeanTe akTmBauuto KnmeHTckonm 4Yactm CPK RuBackup, BbIMOMHMB Ha KaX[oM
y35e C pasBéPHYTbIM KIMEHTOM pPe3epBHOIro KONMPOBaHMA 3amnyCcK cepBuca KMeHTa.

[ina ycneluHoro 3anycka knneHTa PK B KNMEHT-CEPBEPHOM pexunme npensa-
pPUTENbHO HEOBGXOAMMO 3anyCTUTb CepBepHYro YacTb CPK.

3anyc|( cepBUCa KJ/IMeHTa

[na 3anycka cepsuca knneHTa PK BbIMONHUTE KOMaHAy:

sudo systemctl start rubackup_client.service

MpocmoTp cTaTyca cepBuca K/IMeHTa

ans NPOCMOTPa CTaTyCa CcepBuCa KJIMEHTa BbINOJIHUNTE KOMaHAY:

sudo systemctl status rubackup_client.service

OcTaHOBKa cepBUCa KJIMEeHTa

[lns ocTaHOBa cepBUCa KIMEHTA BbIMOIHUTE KOMaHAY:
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sudo systemctl stop rubackup_client.service

6.2. Windows

6.2.1. CuctemMuble TpeboBaHUA

B oaHHOM nopgpaspgene npusefeHbl CUCTEMHble TpeboBaHMA 1A KaXA0ro KJIMEHTCKOro
komMnoHeHTa CPK RuBackup, npegbaBnfemMble K TEXHWYECKUM cpencTtBaM, Heobxoau-
MbIM AJ19 HOpManbHOro ¢yHKUMoHmpoBaHmna CPK RuBackup.

AnnapaTHble Tpe6oBaHuaA
Tpe6GoBaHuA K annapaTHbIM cpeacTBaM KnnmeHTa PK

Y3en, BbINONHAWMA PyHKLUNK KNneHTa PK, Ha KoTopoM npeanonaraeTcsa pa3BepTbhiBa-
HWe, OoHKeH obnafdaTb XapakTepucTKamMun, npuseaEHHbIMKN B Tabnuue Tabnnua 10.

Tabnuya 10. TpeboBaHus K annapaTHbIM cpefcTBaM KineHTa PK

AnnapaTtHoe Tpe6oBa- 3HaueHue Mpumeyanue
Hue
Mpoueccop OOHOMOTOYHBIN peXXUM  MHOrONOTOYHbIN PEXUM —

1 aapo KonnyecTBo agep =

KoJin4yecTBYy NOTOKOB

TBepOoTeNbHbIN Hako-  3HayeHne TpebyemMoro ANCKoOBOro npocTpaHcTtea He meHee 400Tb
nuTesnb MOXeT ObITb paccymTaHo no Gopmyre

OnepaTuBHas NamMAaTb CyMMa 3Ha4yeHun onepaTUBHOM NaMATK ANs Bcex [ ae onepaTusBHas
3afauy pe3epBHOro KONMpOoBaHUSA namMATb OQHOro pecypca
paBHa 1B + 4% oT pas-
Mepa L,ef1eBoro pecypca

MHTepdencHoe ycTpon- CeTeBon agantep —
CTBO

Mpumep 4. dopmyna pacyéta AUCKOBOro NPOCTPaHCTBa

Volresource

V = m X (Sizehash + 20) X (K + 1) + Sizemetadata

roe:

e K =1 nNpv 0OgHOMNOTOYHOM pPeXUME;

e K = worker_parallelism, ecnuM 3agaHbl MHOFOMOTOYHbIA  PEXUM
(enable_multithreading) v cnabas gegynnunkauus (enable_flexible_dedup);

o worker_parallelism — KO/IM4eCTBO paboymx MOTOKOB, UCMOJIb3yeMbIX 015
BbINONIHEHMA PK;
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o enable_multithreading — ¢nar, ykasbiBaloWmMM Ha NCNONIb30BaHNE MHOrO-
NMOTOYHOCTH;

o enable_flexible_dedup — ¢nar, ykasbiBarOWUN Ha UCMNOMb30BaHNE FMOKOM
pepynnukauum,

e Volresource — 0OLWMIN OOBEM AaHHbIX, Nognexauwux PK;

o Sizepeck — pasMep 611oka AaHHbIX, UCMNOoSb3yeMoro gnsa obpaboTKM [aHHbIX BO
BpemMs PK (ans nynos Tmnos "File system", "Tape library", "Cloud" pasmep 6510Ka
aBnseTcA PUKCMpPoBaHHbIM 1 paBeH 16384 b);

e Sizep,sn — pPasMep Xela, UCNosib3yeMoro gna noeHTUOuKaumm gaHHbIX;
e 20 — MaKCuUMasbHbIN pasmep cepunannioBaHHOM NO3nLUK B panne;

e 71— BpemMeHHas 6a3a 4/1a BblYMCNEHUS CUrHATYPbl U OTNPaBKM XeLlen Ha cep-
BEep;

e Sizemeaaata — 970 0.02 x 06BEM pecypca

MporpamMmMHble Tpe6oBaHUA

[MporpaMMHble TpeboBaHMA K cpefe OYHKUMOHMPOBAHUA KMEHTCKoM 4YacTtm CPK
RuBackup:

e 64-6MUTHaA onepauUnoOHHasn cucTemMa (ogHa us):

o Windows Server 2012;

e Windows Server 2016;

e Windows Server 2019;

o Windows Server 2022.

o 6mbnnoteka OpenSSL Bepcua 3.3.0, ycTaHOBNEHHaA B AupekToputo C:\OpenSSL-
Win64

e nakeT Microsoft Visual C++ Bepcusa 2015.

6.2.2. YcTaHOBKaA

MoproroBka K yCTaHOBKe

CeTeBble HACTPONKHU

Ha y3ne pa3B&pTbIiBaHUSA K/IMEHTa Pe3epPBHOIro KONMPoOBaHUs, €C/iN Y Bac He 3aencTBO-
BaH DNS-cepBep:

1. OTKponTe cuCTeEMHbIN ¢pann C:\Windows\system32\drivers\etc\hosts.

2. MNpoBepbTe HanMuMe CTPOKU C OaHHbIMWU BCeX Y3N0B cepBepHol YacTu RuBackup
(ocHOBHOW cepBep, pe3epBHbI U MeguacepBep Npu Hannuum).
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HacTpoiika cnyxe6Hoii CYB]] PostgreSQL

[na paspelleHns NCNoNb30BaHUA CUMBONA \ BbINOJIHUTE crefyroune AencTBus:
1. OTpepakTupymnTe KOHOUrypaunoHHbi ¢ann postgresql.conf Ha y3ne cnyxebHom
6a3bl AaHHbIX PostgreSQL.

2. Ans napameTp standard_conforming_strings yCTaHOBWUTE 3Ha4yeHMeE on.

3. CoxpaHuUTe U3SMEHEHMA.

YcTaHoBKa nakeTa Microsoft Visual C++

YcTaHosuTe nakeT Microsoft Visual C++
1. CkavanTe nakeTbl Microsoft Visual C++ 32- n 64-paspsgHble Bepcun 2015 ¢ opuum-
anbHoro canTta Microsoft.

2. 3anyctute nooYyepeénHo 3arpy>eHHble dannbl vc_redist.x86.exe n
vc_redist.x64.exe.

3. CnepynTte MHCTPYKLUMAM YyCTaHOBLLMKA.

YcTaHoBKa naketa OpenSSL

YcTaHosuTe 6nbnmotekm OpenSSL ™ sepcus 3.3.0:
1. Ckavante guctpunbytme OpenSSL Bepcumn 3.3.0 gna 64-paspsagHon OC Windows Ha
oduymanbHOM canTe paspaboTunka.

2. 3anycTuTe UCnofnHAeMbIn dann Win640penSS1-<version>.exe U yKaXute AUPEKTO-
puto C:\0penSSL-Win64, B KOTOPYHO BYAET YCTAaHOBIIEHO MPUIOXKEHME.

3. MponuwunTe NyTb K NPUIOXEHUIO B NepeMeHHbIX cpeabl Windows:
o OTKpoKnTe okHO MaHenb ynpaBneHna — Cuctema u 6esonacHoctb — Cucrtema;
o BblbepnTe USMeHUTb NnapameTpbl — BK/1agka JloNONHUTENbHO;
o HaXMuTe KHomnky NepemMeHHble cpefbl;
o OTKpOWTe pasgen CucTeMHble NepeMeHHble B TEKYLLLEM OKHE;
o OTKPOWTE NMepeMeHHYyr0 PATH;
o CO3[janTe [iBa 3HAYEeHUs:

= [OJIHbIN nyTb K nanke, B KOTOPYKO YCTaHOBWUIIN MPUNOXEHNE C:\OpenSSL—
Win64 ;

= nopananky C:\OpenSSL-Win64\bin;

o Haxmute OK gns COXpaHeHNnA N3MEHEHUN.

YcTaHOBKa nakeToB

1. MpepBapunTenbHO ckayvaunTe nakeT KIIMEeHTa pe3epBHOro KonnmpoBaHUA
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RuBackup_client_installer<version>.exe, rge <version> — aKTyaJibHaf Bepcus
nakeTa (cM. nctpubyTnssl).

3anycTuTe 3arpy>XeHHbin ¢anmn RuBackup_client_installer<version>.exe C npa-
BaMU agMUHUCTpaTopa.

Bb|6ep|/|Te A3bIK MHTEpdEeNnca yCTaHOBLLKKA, MPUMUTE NTULLEH3MOHHOE COralleHne v
Ha4yHUTe YCTAHOBKY.

Ona OC Windows Server Bepcun 2012 n sBepcumn 2016: nepesarpysmnte OC gna npum-
MEHEHWNA HaCTPOEK.

6.2.3. HacTpoika

HacTpoiika knueHta PK

HacTtpoinky komnoHeHToB CPK RuBackup crnefyeT npousBecTU Ha KaXgoMm ysfne B
CTpOro npueBeaEHHOM nopsake (B 3aBUCUMOCTM OT apXUTEKTYPHbI) :

1.
2.
3.

HacTPOWKa OCHOBHOIo cepBepa;

HacTpOViKa pe3epBHOro cepBepa;

HacTpoika Meaunacepsepa (BbINONHAETCS A5 KaXJ0ro Meanacepsepa);

HacTPOWKa K/IMeHTa CUCTEeMbl Pe3epBHOro KOMMUPOBaHUA (BbIMONHAETCA ANSA KaX-

poro knmeHta CPK).

Heobxogmmo npenBapuTefibHO HAaCTPOUTb CeTeBOe B3aMMOLENCTBME Y3/0B
komMmnoHeHToB CPK RuBackup, ncnonbsys FQDN, hostname nnu ip-agpec (ganee
no TEKCTY — afpec).

HacTpoiika knueHTa PK B TepMmuHane (MHTepaKTUBHbIN peXXum)

BbinonHuTe HacTpourky komnoHeHTa CPK RuBackup:

e 3anycTuTe Ha KaXOoM Y3/e, Ha KOTOPOM pPasBEpHYT KIMEHT PK, MHTepakTUBHYHO

YTUNUTY rb_init:

start C:\RuBackup-win-client\bin\rb_init.exe

KnueHT-cepBepHbIii peXxum pab6oTbl knueHnta PK

1.

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

MpumnTe NUUEH3NOHHOe cornaweHne (EULA), HaxxaB Knasuwly <y>.

Choose client mode: client-server or autonomous (c/a)?
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BbibepuTe cueHapuini HAaCTPOMKM KNWEHTAa: KNNeHT-cepBep <c>.

HacTpoika coeguHeHUs C OCHOBHbIM CEepBepoM
3. Hostname of primary server:

YKaxkute agpec OCHOBHOro (primary) cepsepa.

HacTpoiika coeguHeHUsA ¢ pe3epBHbIM CEpBEpPOM
4. Will you use secondary server (y/n)?

Ecnu B KOHOUrypaLum nogpasymeBaeTcs pesepBHbIi (secondary) cepsep, TO Bblbe-
pUTE 3TY BO3MOXHOCTb, Ha)aB KNaBuLlly <y>.

a. Hostname of secondary server:

YKaxuTe agpec pesepBHOro (secondary) cepeepa.

HaCTPOVIKa KJ/INeHTa pe3epPBHOro KonmpoeaHumsa.
5. Choose client net interface ID for use:
Selected interface:

Bbibepute ceTteBon nHTepdenc, NocpeAcTBOM KOTOPOro KnneHTy RuBackup paspe-
LLeHO B3anMOoAeNCTBOBaTb C CUCTEMOW Pe3epBHOro KOMMPOBaHUA.

6. Do you allow centralized recovery (y/n)?
YKaXunTte, HY>KHO NI BKJTKOYUTb LLeHTpaM3oBaHHOE BOCCTAHOB/IEHNE OaHHbIX?

B cnydae Bbibopa <y>, LeHTpann3oBaHHOe BOCCTAHOBMIEHMNE [aHHbIX N3 pe3epBHOM
Konum OyaeT [AOCTYMHO C MNOMOLWbK  YyTuUnuTbl «MeHepXxep agMuHUCTpaTopa
RuBackup» (RBM), ¢ noMoLbto KOHCONbHOM yTUAUTbI rbfd wnuM ytunntbl «MeHe-
axepa knneHta RuBackup» (RBC).

B cny4dae Bbibopa <n>, LleHTpanM3oBaHHOE BOCCTAHOBIEHNE [aHHbIX U3 Pe3epBHOM
KOMMM C noMoLbio yTunnTbl «MeHepkep agMuHucTpaTtopa RuBackup» 6ypet
OTK/MKOYEHO, BOCCTAHOBMIEHNE N3 PEe3epPBHON KONUM OyaeT BO3MOXHO C MOMOLLbO
KOHCONbHOM YTUNUTbI rbfd nnm ytunntobl «MeHep>epa knmeHTa RuBackup».

7. Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

YkaxuTte, 6ygeT N1 ncnonb3oBaTbCA HeENpepbIiBHAA yaaneHHas pennkauma Ha K-
eHTe PK.
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8.

10.

1.

12.

13.

6.2. Windows

Enter local backup directory path [/tmp]

YKaxuTte OUPEeKToOpuro O/ BPEMEHHbIX onepaunn ¢ ¢pannamMm pes3epBHbIX KOMUKA U
noATBeEpAMTE CO3[aHMe KaTanora gns BpeMeHHbIX GansioB, HaXxxas KNaBully <y>.

a. Would you like to create / (y/n)?

MoaTBepaonTe cosgaHme KaTtanora oNna BpeMeHHblX ¢annos, B Crlyyae, eCnm yka-
3aHHOro KaTasora eué He cyuwiecTtByeT.

Create RuBackup master key..

ABTOMaTMUyeckoe CO3faHWe MacTep-K/oua, KOTOpbl Heobxoaum npu co3gaHum
napbl KoYen ana anekTPOoOHHO-LUMGPOBOM NOANMUCK PE3EePBHbIX KOMUIA 1 3aLLUTHOrO
NpeobpasoBaHNs Pe3epPBHbIX KOMUIA.

Will you use digital signature (y/n)?
Create new secret key
Create new public key

YKaXxute, XoTUTe N1 Bbl CO34aTb KJHOUYM SNEKTPOHHO-LUOPOBOM nognucu. Peseps-
HasA Konusa MoXXeT B6blTb nognucaHa undpoBor NOL4ANCHI0 ANA NOCNeAYWEero KOH-
TPONA U NpefynpeXxneHus yrposbl €€ rnogMeHsbl.

Do you want to enable system monitoring of this client (y/n)?
YKaxxuTe, XoTUTE NN Bbl BKIKOUYNTb CUCTEMHbBIN MOHUTOPUHI O1A AAHHOIMO KNMEeHTa.

dann MOHUTOPUHra NPOU3BOANTENIBHOCTU CUCTEMHbLIX KOMMOHEHTOB OyaeT pasme-
LWEH B Nanke /opt/rubackup/monitoring/.

Do you want to set a soft memory threshold? (y/n)?

YKaxunTe, XoTUTe N Bbl YCTAaHOBUTb BEPXHUI Npeaen onepaTuBHOM NaMATU, KOTO-
pasi MOXeT UCMONb30BaTbCA MPU PE3EPBHOM KOMUPOBAHUM Ha KIIMEHTE (TOYHOCTb
BEPXHEeW rpaHuLbl o6bemMa NaMsAaTU He rapaHTupyeTcs).

a. Enter the allowed amount of memory for backup in GB (integer value):

B cnyyae Bbibopa <y> yKaXute MakCMMasibHO A0MNYyCTUMbI 06bEM OonepaTMBHOM
NamMaATU, KOTOPbIN MOXET ObiTb UCMNONb30BaH NPU PE3ePBHOM KOMUPOBAHUM Ha
knueHTe B B (Lenoe 4yncno).

Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

BbibepuTte kakne nybnmyHble MMeHa byayT ncnonb3oBaHbl DNS-cepBepom.
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PasBépTbiBaHne CPK

ABTOHOMHbDIN peXxumM pa6oTbl knueHTa PK

ABTOHOMHbIN peXnM paboTbl KSIMEHTA pPe3epBHOro KONMpoBaHua B cpefe QYyHKLMOHN-
poBaHmna OC Windows Server He nogaep>XnBaeTcs.

HacTpoiika y3na

[lo6aBneHue NCKJIIOYEHUS B aHTUBUPYC

1. Mpwn ncnonbsoBaHun aHtuempyca Windows Defender HeO6X0ANMO UCKMKOUYNTL Nanky
C:\RuBackup-win-client U3 aBTOMaTUYECKOWN NPOBEPKN:

Add-MpPreference -ExclusionPath C:\RuBackup-win-client

2. Ona nposepku ncknodyeHnin Windows Defender BbiBeguTe MOMHbIA CINCOK UCKIHO-
YeHUNn:

Get-MpPreference | fl exclx*

[Jo6aneHue B aBTO3anycK

[obaBbTe cepBuc knmeHTa PK B aBTO3anyck npwu 3arpyske OC:

1. OTkponTe AiucneTuep cepeepoB — CpepcTBa — CnyXxo6bl.
2. BboibepnTe RuBackup Service — CBoiicTBa — BK/lagka O6uume.

3. Ana napameTpa Tun 3anycka yCTaHOBUTE 3HaYyeHne ABToMaTudeckm (PrcyHok 15).
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6.2. Windows

Ceoncrea: RuBackup Service (JlokaneHbiit komnetoTep) X

Ofwwe Bxopscucremy BoccraHosnerme 3asUcHMOCTH
Wma cnyxGei; RuBackup Service

OvoBpaxaemoe  RuBackup Service

MMA:

This is background process of RuBackup
application. Performs all backup /restore operations
at the background

Onucanmne:

WenonHremein dann:

"C:\RuBackup-win-client \bin'vb_service exe"

Tin sanycxka: ABTOMaTH4ECKH v
CocroaHue: BoinonHseTtcr
JanycTb OcraHoBuTs MNpwocTaHoBMTE Mpoaonxuts

Bel MoxeTe yKa3aTe NaEpaMeTpel 3a8NyCcKa, NPMMEHREMBIE NPK 3anycKe
cnyx6bl 3 3TOr0 AMANOroBOro OKHA.

SpaMeTpel Sanycea

0K Omvena MpyrMernTs

PucyHok 15. OkHo «CBowcTBa RuBackup Service»

4. Haxxmunte OK gna coxpaHeHnsa U3MeHeHUn.

6.2.4. 3anyck

[MponsBeanTe akTmBauuto knmeHTckon 4vactm CPK RuBackup, BbIMOMHMB Ha KaXgoMm
y3/e C pasBEPHYTbIM KIMEHTOM pe3epBHOIro KOMMPOBaHMA 3aryCcK cepBuca KmeHTa.

[ns ycnewHoro 3anycka knneHta PK B KIMEHT-CEPBEPHOM pexunme npensa-
pUTENbHO HEOBGXOAMMO 3aMNyCTUTb CepBepHYHo YacTb CPK.

3anyck cepBuca K/IMeHTa

3anycTuTe CepBuC KIIMEHTa Pe3ePBHOro KOMMPOBaHNS:
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PasBépTbiBaHne CPK

1. OTkponTe AncneTtuep cepeepoB — Cpepctea — CnyXo6bl.

2. BoibepuTe RuBackup Service 1 3anycTtuTe ero.

[11 Ons nyna Tvna "Block device" pasmepa 6noka MoxeT 6bITb 3a4aH NpW CO3[aHMKM Nyna. 3HaYeHneM No YMONYaHUO ABNAETCA
131072 b. na nonyyeHusa 6onee nogpobHon nHdopmaumm no HacTporke nynos obpatuTech K cekuum "Mynbl" pasgena "XpaHu-
niwa" PykoBoAcTBa CUCTEMHOro agMmuHucTpaTtopa RuBackup. Ona nynos Tunos "File system", "Tape library", "Cloud" pa3smep
6noka ABnAeTcA GUKCMPOBaHHLIM U paBeH 16384 b. [1ns Bcex TMMNOB NyNoOB ANMHA KMOYa Xelw-QYHKUUM 3aBUCUT OT BbIOpPaHHOW
xew-GyHKLUN B HAacTponkax nyna. Hanpumep, ana xew-pyHkumm SHA1 anvHa knoya coctasnset 20 b

[2] ** PesepBHOE KoMMpoBaHMe: 06bEM CBOHGOAHOINO AMCKOBOrO MPOCTPaAHCTBA, COCTaBAAOWMNIA He MeHee 3% OT COBOKYMHOro
06BbEMa faHHbIX, pe3epBHOE KOMMPOBaHME KOTOPbIX OCYLLECTBNAETCA egUHOBPEMEHHO. BoccTaHOBNEHME AaHHbIX: 06beM cBO6OA-
HOrO AMCKOBOrO MPOCTPAHCTBa AOJIKEH ObiTb HE MEHEe COBOKYMHOro O06bemMa eAMHOBPEMEHHO BOCCTaHaBMBAEMbIX AaHHbIX C
NCMOoNb30BaHMEM [AHHOMO KMeHTa. MHOronoTo4yHoe pesepBHOE KonupoBaHue: 06béM CBOBGOAHOINO AUCKOBOrO MPOCTPAHCTBA
3aBUCUT OT BblOpaHHbIX MapamMeTPOB: KOIMYecTBa NOTOKOB, pasMepa 6noka 1 AnvHbl xewa. Yem 6onblie MCNob3yeTCcs MOTOKOB,
TeM 6onblue Tpebyembii 06bEM. Hem MeHbLue BblIbpaHHbIA pasmep 61oka, TeM 6onble TpebyeTca AOCTYNHOro NPOCTPaHCTBa Ha
ancke. Yem 6onblue AnnHa xewa, TeM 6onblue TpebyeTca namMaTn. PacuyéTt Tpebyemoro obbéma: MpnbnmanTensHbln pacyéT Tpeby-
eMoro o6bEmMa [OCTYMHOro NPOCTPaHCTBa B MHOMOMOTOYHOM PeXUMe MOXHO OLeHUTb Kak (worker_parallelism *)% oT pecypca.
9TO O3HavaeT, YTo AN Kax[oro paboyero NoToka, KOTOpbIA ByaeT MCMOMb30BaTbCA MPU MHOrOMOTOYHOM 06paboTKe AaHHbIX,
noTpebyeTtcsa onpefenéHHbl 06bEM JOCTYNHOro NPOCTPaHCTBa Ha AUCKeE.

[3] BbinonHMTe yCcTaHOBKY akTyanbHOW Bepcun penosmtopusa EPEL, ans npuMmepa npueefeHa ycTaHoBka penoauntopus EPEL 8
[4] obsizaTenbHOe ANns 3anonHeHus none (ecnm oHo akTUBHO)
[5] MoppobHoe onncaHve NprBefeHo B oduLManbHON AOKYMEHTaLMM Ha NporpaMmHbIn npoaykT Microsoft Visual C++

[6] MoppobHoe onucaHune NpuBeAeHO B 0dMLManbHON LOKYMEHTALUM Ha NPOrpaMMHbIi npoaykT OpenSSL
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7.1. KaTtanor ycTaHOBKM

naBa 7. Pe3ynbTaTbl yCTAaHOBKMU

7.1. KaTtanor ycTaHOBKMU

Mpy ycTaHoBKe UHCTaNNALNOHHBIA rpm/deb-nakeT 6yaeT aBTOMaTUYECKN pacrnakoBaH

B ANPEKTOPUIO:

e Ona Linux-cuctem: /opt/rubackup.

e ana Windows-cuctem: C:\RuBackup-win-client\

CTpyKTypa ycTaHOBNeHHbIX NakeToB CPK RuBackup npuBegeHa B Tabnve.

Tabnvya 11. CTpyKTypa ycTaHoBsIeHHbIX nakeTtoB CPK RuBackup

CTpPYKTYpHbIii 9NeMeHT

/opt/rubackup

MakeT rubackup-common

/opt/rubackup/keys/client/

/opt/rubackup/keys/server/

/opt/rubackup/keys/rootCA/

/opt/rubackup/etc/

/opt/rubackup/etc/1ld.so.conf.d/rubackup.conf

/opt/rubackup/copyrights/

/opt/rubackup/rc/icons/
MaxkeT rubackup-client
/opt/rubackup/etc/systemd/system/

/opt/rubackup/etc/rubackup.lsf

/opt/rubackup/etc/systemd/system/rubackup_cl
ient.service

Ha3HauyeHue anemeHTa

[OupekTopus, B KOTOPOWN pacnakoBaH yCTaHOBOY-
HbIA KOMMEKT KOMMNOHeHTa RuBackup, a Takxe
ncnonbayemble AOMOAHUTENbHbIE MHCTPYMEHTDI

[Manka cogep>XuUT cepTUPUKaT N 3aKPbITbIN KoY
KJIMEHTa ANA BHYTPEHHEro B3auMOLENCTBUA KOM-
noHeHToB CPK no npoTtokony SSL

MNanka cofep>XuT cepTudnKaT 1 3aKpPbITbIN KIOY
cepBepa A1 BHYTPEHHEr 0 B3aMMOAENCTBUA KOM-
noHeHTtoB CPK no npoTtokony SSL

MNManka cofep>XXUT camMononuCaHHbIn cepTupukaTt
M 3aKpPbITbIM KIHOY LleHTpa cepTudmkauum gns
BHYTPEHHEro B3aMMogencTemnsa KoMnoHeHToB CPK
no npoTokony SSL

Manka coaep>XnT KOHPUrypaumoHHble ¢pamnnbl CPK
RuBackup

BcnomoraTtenbHbI KOHGUrypauMoHHbIA Gainn,
yKkasbliBarowunim OC nyTb K 4ONONMHUTENbHLIM 616-
nmotekam, ncnonbdyembix CPK RuBackup

Manka cogep>XuT ¢annbl NINLEH3NUOHHbIX cornalle-
HUI

Manka coaep>XnT NKOHKN MHTepdenca

Manka cogepxut cepeucol CPK RuBakup

dann nokanbHOro pacnucaHus KnnmeHTa cuctemsl
pe3epBHOro KoONMpoBaHUs

Cepsuc knneHtckon Yactu CPK RuBakup
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PasBépTbiBaHne CPK

CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/scripts/

/opt/rubackup/scripts/test-script.sh

/opt/rubackup/log/
/opt/rubackup/man/

/opt/rubackup/modules/

/opt/rubackup/modules/rb_module_lvm

/opt/rubackup/modules/rb_module_filesystem

/opt/rubackup/bin/

/opt/rubackup/bin/rb_schedule

/opt/rubackup/bin/rb_replicas

/opt/rubackup/bin/rb_health_check

/opt/rubackup/bin/rubackup_client

/opt/rubackup/bin/rb_init
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Ha3HauyeHue anemeHTa

Manka cogep>XuT ckpunTbl ynpasneHna CPK
RuBackup

anMep CKpunTa gna BblMOJIHEHNA NPU pe3epB-
HOM KOoMnpoBaHn

Manka CoAep>XUT XypHanbl COBbITUIA 1 3afa4

Manka coaep>X1T UHCTPYKLMU MO UCMOSIb30BaHNIO
yTUINT

Manka coaep>XUT UCNONHUTENbHbIE MOAYNK, Nofa-
Aep>KMBaroline pe3epBHOE KOMMpoBaHue 1 BoC-
CTaHOBNEHWE LLleNneBoro pecypca (nogaepxmueae-
Moro knmeHTom CPK)

McnonHaemMblin Moaynb 018 pe3epBHOro KONMpo-
BaHWS M BOCCTAHOBNEHUSA Norndyecknx tomos LVM

McnonHaeMblin MOAYNb PE3EPBHOr0 KOMMPOBAHUA
$annoBon cMCTeEMbI

Manka COAEPXUT KOHCOJIbHbIE YTUNTUTbI, nogaep-
>)XMBaeMble Ha KJNIMeHTe 14 ynpaBneHna pe3eps-
HbIM KONMMpoBaHNeEM U BOCCTaHOBJIEHNEM [aHHbIX

Ytunuta knneHTta RuBackup gna npocmoTpa npa-
BWUN rnobanbHOro pacnmcaHus KfineHTa B CUCTemMe
pe3epBHOro KonMpoBaHUsA

Ytunuta knueHTa RuBackup gns ynpasneHus npa-
BUNaMu pennmkaLnm Ha KnmeHTe. Bol MoXxeTe
NPOCMOTPETb CMNCOK BCEX NPaBW pennmkauuu, a
Tak>XXe 3anycTuUTb BbibpaHHOe NpaBunno

YTtunuta knneHTa RuBackup gna npoBepkn KoH-
durypaumnm KrmeHTa n ero oKpy>XeHus. BoinonHa-
eTCA NpoBepKa NepeMeHHbIX OKPY>XXeHUs, Bepcum
MeLnacepBepa. [poBepseTca NoAgKIKOYEHME KnN-
eHTa K 6ase flaHHbIX, cepBepy, Meguacepsepy n
TOJICTOMY KITUEHTY

KnuneHT pesepBHOro konnposaHua RuBackup
npegcTaBnseT coboin poHOBOE NpUoxeHue (cep-
BUC, EMOH), 3anyLLEHHOE Ha XOCTe KIIMeHTa u
B3aMMoencTBylollee ¢ cepsepomM RuBackup

YTunuta agMuHucTpaTtopa RuBackup ans nepso-
Ha4vanbHOW HAaCTPOWNKMK KNIMEHTa cpasy nocne
pa3BEépTblBaHMA NakeTa UCMNONHAEMbIX Gainnos.
HenHTepakTUBHbIN peXxum Heobxoanm ans cue-
HapueB MacCOBOro pa3BepTbiBaHUA




CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_archives

/opt/rubackup/bin/rbfd

/opt/rubackup/bin/rb_tasks

/opt/rubackup/bin/rb_client_defined_storages

/opt/rubackup/rc/

/opt/rubackup/mnt/

MakeT rubackup-server
/opt/rubackup/etc/systemd/system/

/opt/rubackup/etc/systemd/system/rubackup_se
rver.service

/opt/rubackup/man/
/opt/rubackup/log/
/opt/rubackup/log/RuBackup.log

/opt/rubackup/log/task.log

/opt/rubackup/log/module_.log
/opt/rubackup/log/rbfd

/opt/rubackup/lib/

/opt/rubackup/bin/

/opt/rubackup/bin/rb_modules

7.1. KaTtanor ycTaHOBKM

Ha3HauyeHue anemeHTa

YTunuta knueHta RuBackup npefHasHaveHa ans
NpPoCMOTpa CNUCKa pes3epBHbIX KOMUA KNMEeHTa B
CUCTEME Pe3epBHOro KONMpPoBaHWsA, CO3aaHuA
CPOYHbIX pe3epBHbIX KOMWUI, UX yaaneHus, npo-
BEPKM 1N BOCCTaHOBMEHUA. PaboTaeT TOMbKO B TOM
clyyae, ecnn Ha KnmeHTe paboTaeT cnyxba (cep-
BUC, AeMOH) KneHTa rubackup_client

Y1tunuta agMnHucTpaTopa RuBackup gnsa cospa-
HUA N BOCCTaAHOBJIEHUSA MOJIHbIX U UHKPEMEeHTalb-
HbIX Pe3epBHbIX KOMU pecypcoB B NobbIX ¢panno-
BbIX cucTeMax. PecypcomMm MoXeT 6biTb dpann,
Katanor unu 65104Hoe yCTPONCTBO

Ytunuta knueHta RuBackup gna npocmMoTpa
Ccnucka 3afad K/iMeHTa B CUCTEME Pe3epBHOro
KonunposaHuna RuBackup

YTunuta agMmuHucTpaTtopa RuBackup gna ynpas-
NEHUA KITMEHTCKUMN XpaHuUnuwamu. Bel MoxeTe
npocMaTtpusaTtb, 406aBNATb N YAANATb KIINEHT-
CKue XpaHunnuwa B KoHourypaumm

Manka coaep>XnT KOHOUrypaLMOHHbIE CKPUNTHI
nporpammbil

MpenocTaBnseTcsa Kak BpeMeHHas TO4Ka MOHTU-
poBaHUA ANnsa ¢annoBbiX CUCTEM

MNanka ogepxut cepsucobl CPK RuBackup

Cepsuc CepaepHont YyacTn CPK RuBackup

Manka cogep>XuT ¢annbl oNnUCaHnm yTUInNT
Manka cogep>XuT dansbl XXypHana cobbITui

CUCTEMHbIN XXYpPHan cobbITUI, TakXXe COAEPXNT
nHPopmMaL Mo O NINLLEH3NN

XXypHanbl cobbITHin, cogepxalme cobblTUS 3agay
CPK

XypHarsbl COBbITUIN UCNOSTHAEMbIX MOAYNEN

MHpopmMauma o npoLecce BbINOJHEHUSA CO3L4aHUA
PK ons kaxgon 3agaym, kotopas ucnonbsyet rbfd

Manka coaepXunt 6ubnnoTekun, HeobxoanMble ans
paboTtbl CPK RuBackup

[Manka cogep>XuT ncnonHsaemole ¢pannbl 4ns
3anycka yTunumT

YTunuta agMunHucTpaTtopa RuBackup gna ynpas-
neHus Mogynamu
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PasBépTbiBaHne CPK

CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_tape_libraries

/opt/rubackup/bin/rb_media_servers

/opt/rubackup/bin/rb_user_groups

/opt/rubackup/bin/rubackup_server

/opt/rubackup/bin/rb_local_filesystems

/opt/rubackup/bin/rb_security

/opt/rubackup/bin/rb_clients

/opt/rubackup/bin/rb_update

/opt/rubackup/bin/rb_block_devices
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Ha3HauyeHue anemeHTa

YTunuta agMuHucTpaTopa RuBackup gna ynpas-
NEeHNA NEeHTOYHbIMU BMBNoTEKaMun B CUCTEME
pesepBHOro KkonnposaHus RuBackup. Bel MOXxeTe
npocMaTtpueaTb MHGOPMAaLMIO O NIEHTOYHbIX 616~
NMoTekKax B cepBepHon rpynnuposke RuBackup,
CUHXPOHN3NPOBATb JIEHTOYHYIO BMBNoTEKY C
nHbopmMaLmen o Hen B 6ase JaHHbIX,MMNOPTUPO-
BaTb, SKCNOPTUPOBATb U NepemeLlaTb KapTpuaxm
B JIEHTOYHON 6MBNNOTEKE, a TakXe NPoM3BOANTb
LTFS popmaTnpoBaHume KapTpuaXemn, Haxoas-
LLMXCA B C/IOTaxX NEHTOYHOW BUBNMOTEKN.

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHus megunacepsepamn RuBackup. Bel MoXeTe
npocMaTpusBaTtb CNUCOK Meamnacepsepos, fobas-
NATb WX, yAanATb UKW UBMEHSATb UX ONUCaHUA.
MefnacepBep npefgHasHayeH Ana B3aMMopaen-
CTBUA C KIIMEHTaMM MPU CO3[aHMUU, BOCCTaHOBe-
HUM 1 Nepefaye pes3epBHbIX KOMUi

YTtunuta agMunHucTpaTtopa RuBackup gna ynpas-
NleHus rpynnamu rnonb3soBaTtesnien. Bol MoXeTe
npocMaTpuBaTh Fpynnbl Nonb3oBaTenen, nobas-
NATb N YOANATb UX, @ TaKXXe U3MEHATb X Ha3Ba-
HME N onncaHue

CepBep pesepBHOro KonuposaHusa RuBackup
npepcrasnaet cobon cucTtemMHoe GpOHOBOE NPUIo-
XeHue (cnyxba, 4eMOH), BHYTPU KOTOPOro ogHo-
BPEMEHHO BbINOJSIHATCA MHOXECTBO NOTOKOB,
OTBEYarLmMX 3a pasHble PYHKLUN CUCTEMBI
pes3epBHOro KONMpPOBaHUA

Y1tunuta agMunHucTpaTtopa RuBackup gna ynpas-
NIeHUs XpaHuvLamMmn pesepBHbIX KOMUM Tuna
dannoBas cMcTeMa. XpaHunuiia Takoro Tmna
AOMKHbI BbITb aCcCOLMMPOBaHbI C MYJSIOM TOroO Xe
Tuna

YTunuta RuBackup ansa paboTbl C XypHanom
CcobbITN MHPOPMaLMOHHOM 6E30NacHOCTU

YTunuta agMunHucTpaTtopa RuBackup gna ynpas-
neHunsa knveHTammn RuBackup. Bel MOXxeTe npo-
cMaTpuBaTb CMNCOK KNMEHTOB, a Takxe fobas-
NATb, yAANATb WX USMEHATb UX.

Y1tunuta agMunHucTpaTtopa RuBackup gna ynpas-
neHnsa obHoBeHMsAMM 6as gaHHbIX. Co3gaeT sql
MHCTPYKLKWK, No3BONAAOWME CAeNaTb 0OHOBNEHNE
0a3bl AaHHbIX

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHnsa 6N10YHBbIMU YCTPONCTBaMU




CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_global_config

/opt/rubackup/bin/rb_global_schedule

/opt/rubackup/bin/rb_repository

/opt/rubackup/bin/rb_users

/opt/rubackup/bin/rb_tape_cartriges

/opt/rubackup/bin/rb_inventory

7.1. KaTtanor ycTaHOBKM

Ha3HauyeHue anemeHTa

YTunuta agMuHucTpaTopa RuBackup gna ynpas-
neHnsa NnapamMeTpamm rinobanbHoOM KOHUrypawmm
cepBepHon rpynnuposku RuBackup. MapameTpbl
rnob6anbHOM KOHGUrypaumumnm 4encTBuTeNbHbl ANa
BCEX CEPBEPOB, BXOAALLMX B KJlaCTep CepBepoB
RuBackup

YTunuta agMmuHucTpaTtopa RuBackup gna ynpas-
NeHus rnobanbHbIM pacnncaHmemM RuBackup. 'no-
6anbHoe pacnucaHve CoCTOUT N3 OTAENbHbIX Npa-
BWN, KOTOPbIE MOTYT BbIMOSIHATLCA MO ONpeAenéH-
HbIM YCMOBMAM A1 ONpefenéHHoro pecypca Ha
KJIMEHTE CUCTEeMbl Pe3epPBHOro KONMMPOBaHUA.
MO>XHO npocMaTpuBaTb CNNCOK NpaBun rnobanb-
HOro pacnucaHus, 9KCNopTUPOBaTb HACTPOMNKU
npaswna B Gann u UMNOpTUPOBaTb NPaBuIo N3
¢danna B rnobanbHOe pacnvcaHue, yaansatb npa-
BWNa 13 rnobanbHOro pacnmcaHns, ocTaHaBn-
BaTb QYHKLNOHMPOBaHWE Nnpasusia Um 3anyckaTb
ero B paboTy, a Takxxe HeMe[JIeHHO co3faBaTb
3afauyy Ha OCHOBe npasuna rnobanbHOro pacnu-
caHus

YTunuta agMuHmncTpaTopa RuBackup gns goctyna
K 3anucsm penosmtopus. MNossonseTt npocMaTpu-
BaTb CMUCOK Pe3epBHbIX KOMWUI, yaanaTb 1 nepe-
MeLlaTb pe3epBHble KONMUKU, MPOBEPATL UX
LEeNOCTHOCTb U BbIMOSHATb UX PennKauuo
(konupoBaHwue) B apyrue nynbl. 108 BbINONHEHUS
3TUX AENCTBUN yTUNNUTA CO3[aET COOTBETCTBYIO-
YO 3afavy B rnaBHOM oyepeau 3agay v 3akaH-
YMBaET CBOE BbINOSIHEHNE [0 TOFO MOMEHTA, KakK
3afava byaeT BbINOSHEHA

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHusa nonb3oBaTensaMu. Bl MOXeTe npocmaTtpu-
BaTb CMNCOK Mofib3oBaTesnien, ,obaBnATb, yoanaTb
N UBMEHSATb UX

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
NEHNA KapTpua>XamMu NeHTOYHbIX 6nbnnoTek. Bbl
MOXeTe NPoCMaTpuBaTb CNUCOK KapTpUOXKeR,
[06aBnATb, yAansaTh UM U3MEHATb nX. Kaxxapin
KapTpuaX NpuHagnexuT kakomy-nmbo nyny tuna
NeHTo4YHan 6ubnmoTeka

YTunuta agMuHucTpaTtopa RuBackup gna BHece-
HUA B 6asy fgaHHbIX RuBackup nHoopmaumnm o
pesepBHbIX KOMUAX, KOTOpble Bblfin CAeNaHbl BHE
TekyLen koHpurypaumm RuBackup, Hanpumep, B
Apyron cepsepHon rpynnuposke RuBackup
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CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_interoperation

/opt/rubackup/bin/rb_clouds

/opt/rubackup/bin/rb_copy2pool

/opt/rubackup/bin/rb_notifications

/opt/rubackup/bin/rb_remote_replication

/opt/rubackup/bin/rb_pools
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Ha3HauyeHue anemeHTa

YTunuta agMuHucTpaTopa RuBackup gna ynpas-
NeHnsa 3agadamMu umnopTa Unm aKcnopTa peseps-
HbIX KOMUI MeXay He3aBUCUMbIMU CUCTeEMaMU
pe3epBHOro KoONMpoBaHUA. Bbl MOXeTe ynpaBnaTb
CMUCKOM CUCTEM, OJ1 KOTOPbIX CYyLeCcTBYeT BO3-
MOXHOCTb MMMopTa unun akcrnopTa. JobasnATb,
npocmaTpueBaTb, pefakTUpoBaTb, yaansaTb, ocTa-
HaBnMBaTb N 3anycKaTb Npasuna saKcnopTa uimu
nmnopTa. TakXke Bbl CMOXeTe NPoBepsATb oYe-
pefb 3ajad 1 yoanaTb BbINOSHEHHbIE 3aa4n NUnu
3aBepLunBLUMECS C OWNOKON. Y Bac byaeT BO3-
MOXHOCTb CO3faTb 3afayvy Ha 3KCNopT pe3eps-
HOM KOMUX N3 penosnTopus

YTunuta agMuHucTpaTtopa RuBackup gns npo-
cMOTpa KoHburypauum, gobasneHuns unv ygane-
HMA 0b6nakoB S3 B cMCTEME PEe3epPBHOro KONmpo-
BaHUA

YTunuta agMmuHucTpaTtopa RuBackup gnsa ynpas-
neHusa pennukaunen. NpepgoctasnaeT BO3MOX-
HOCTb CO3faBaTb TOYHbIE KOMNUK (peninkin)
pes3epBHbIX KONWI ANA NpaBui pesepBHOro Konu-
poBaHWs U ANs cTpaTeruni pesepBHOro KoNMpoea-
HUSA

Ytunuta agMuHmncTpaTopa RuBackup gns ynpas-
NeHns odyepebio yBegomMneHun. B ouepegm yse-
OOMJIEHUI cofepXaTca BCe akTyallbHble YyBeAOM-
neHua rpynn nonb3oBaTenen RuBackup o npownc-
XO4AWMX B cUCTeMe cobbITUAX. YBeAOMNEHUs
MOFYT ObITb HACTPOEHbI B NpaBunax rnobanbHoro
pacnvcaHus n B cTpaTermax

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
NEeHNs HenpepbIBHOM yAaNEHHOM pennukauymen.
HenpepbiBHas yganéHHas pennukaumnsa COCTOUT 13
OTAeNbHbIX NpaBu, KOTOPble MOMYT BbIMOSIHATLCA
no onpenenéHHbIM YCNOBUAM O/15 onpenenéHHoro
pecypca. MoXHO npocMaTpuBaTb CMUCOK NpaBun
HenpepbIBHOM yAan&HHON pennukaunmn, aKcnopTu-
poBaTb HaCTPOKMKWU Npasuia B ¢ann n UMNoOpTUPO-
BaTb NpaBuno u3s danna, yganaTtb Npasuna, octa-
HaBnmMBaTb GYHKLMOHNPOBaHWE NMpaBuia uim
3anyckaTtb ero B paboTy

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHunsa nynamu. Bel MoXeTe npocMaTpuBaTb Cnn-
COK NynoB, A06aBnATb, yAansaTb U USMEHATb UX.
Kaxgbl nyn npuHagnexuT kakoMmy-nmbo megua-
cepsepy. [Mynbl NCNOAb3YOTCA ANA rpynnMposa-
HUA YCTPOWMCTB XPaHEeHUs pe3epBHbIX KOMUN




CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_tl_task_queue

/opt/rubackup/bin/rb_block_device_check

/opt/rubackup/bin/rb_client_group

/opt/rubackup/bin/rb_bandwidth

/opt/rubackup/bin/rb_task_queue

/opt/rubackup/bin/rb_cloud_task_queue

/opt/rubackup/bin/rb_strategies

/opt/rubackup/bin/rb_log_viewer

/opt/rubackup/rc/init/

/opt/rubackup/mnt/

MaxeT rubackup-common-gui

/opt/rubackup/keys/rbm/

/opt/rubackup/gui/plugins/

7.1. KaTtanor ycTaHOBKM

Ha3HauyeHue anemeHTa

YTunuta agMuHucTpaTopa RuBackup gna ynpas-
neHna O4yepebto 3aa4 NEHTOYHbIX BMBNANOTEK

YTunuta agMuHucTpaTtopa RuBackup gns npo-
BEPKM LLeSIOCTHOCTU pe3epBHbIX KOMU Ha 6noy-
HOM YCTPONCTBE

YTunuta agMunHucTpaTtopa RuBackup gna ynpas-
NleHus rpynnamMmn KnMeHToB. Bbl MoXeTe npocmart-
puBaTb rpynmbl KINEHTOB, A00aBNATb UX, YOANATb
WIN N3MEHATb UX HasBaHWe un onucaHue. pynnun-
POBKa KIIMEHTOB MOXET NoTpeboBaTbCA B C/y4yae
HEeoBbXO0ANMMOCTM BbINOSIHEHWNA FPYNMNOBbIX onepa-
LU pe3epBHOro KOMNMpPoOBaHUSA B CTpaTernsax

Ytunuta agMuHmncTpaTtopa RuBackup gns ynpas-
NEHNA OrpaHNYEHNsMM NMPOMNYCKHOM CNOCOBHOCTM
Nnpw BbINOIHEHMN onepaunin pe3epBHOro Konnpo-
BaHWA 419 KJIMEHTOB MK NpaBw rnobanbHOro
pacnmncaHus. Bol MOXeTe YCTaHOBUTbL O4HO UK
HECKOJIbKO OrpaHM4YeHnn NpomnycKHOM CnocobHo-
CTW Ansa onpefenérHHoro knmenta CPK unn gnsa
Kakoro-nmbo npaswuna rnobanbHOro pacnmucaHusa

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
JleHus rnaBHOM ovepebto 3agay. B ouepegu
3afilay cofep>aTcs BCe aKTyasibHble 3afa4M Ha
co3faHue, BOCCTaHOBNEHNE, yaaneHue, nepemMe-
LLleHVe 1 MPOoBePKY pe3epBHbIX KOMUi

YTunuta agMmnHucTpaTtopa RuBackup gna npo-
CMOTpa 3afay, KoTopble CBA3aHbl C 06naYHbIMK
onepauusamu. MNMpu xpaHeHUU pesepBHbIX KOMWU B
obnake S3 BaM MoXeT NoTpeboBaTbCs 3arpysnTb
pes3epBHYH KOMMIO B 06/1aKO WK BbIrPY3nTb
Kakon-nnbo ns ¢pannos pesepBHON KOMUU U3
obnaka

YTunuta agMuHmncTpaTtopa RuBackup gns ynpas-
NeHns cTpaTernsamm

YTunuta agMuHucTpaTopa RuBackup gns npo-
CMOTpa 1 yrnpasieHUs XXypHanamu coobLieHnn

CofepXXUT KOHOUrypaLoHHbIe CKPUNTbI Mpo-
rpaMmbi

MpenocTaBnseTcs Kak BpeMeHHas TOYKa MOHTU-
poBaHuA Ansa ¢annoBbiX CUCTEM

MNanka cogep>XuT cepTudnKaT 1 3aKPbITbIN KMOY
npunoxexHnsa RBM onsa BHyTpeHHero B3aunMopemn-
cTBMA KoMnoHeHToB CPK no npotokony SSL

Manka COAEPXUT niarnHbl
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CTPYKTYPHbIii aN1eMeHT Ha3HauyeHue anemMmeHTa

/opt/rubackup/gui/lib/ Manka cogep>XunTt 6ubnnoTekun, UCNonb3yemble
rpagpmnyecknm npunoxeHnem RBM

/opt/rubackup/gui/qml/ Manka cogepxnt QML-61MbnnoTekun, ncnonbsye-
Mble rpadnyecknm rnpunoxeHmem RBM

/opt/rubackup/gui/rc/ Manka coaep>XXuT HacTPOMKK rpadmnyeckoro oTob-
paXeHus, B T.4. TEMbI, NepeBOabl MPUIOXEHNUA
RBM

/opt/rubackup/gui/rc/themes/ dannbl TeM NpunoxeHna RBM

7.2. CeTeBble cepBUCDHI

B pesynbTate HacTponku komrnoHeHToB CPK RuBackup 6yaoyT pobaBneHbl Heobxoau-
Mble CeTeBble cepBUCbI B ¢pann /etc/services:

e rubackup-cmd — cepBuC obecrneynBaeT KOMaHOHOEe B3auMOLENCTBME CEPBEPOB U
knneHToB CPK RuBackup;

e rubackup-lic — cepBUC NULEH3NPOBaHUA;

e rubackup-media — cepBuc obecneuymBaeT B3aMMOLAENCTBME MeEXAY Meamnacepse-
paMun 1 nepegavy ¢annos.

7.3. KoHdurypayuoHHblie ¢pannbl

7.3.1. config.file

[aHHble, MONYyYeHHble MocNe HaCTPOMKM (C MNOMOWbK YTUAUTbI rb_init wan
rb_init_gui), coxpaHsatTCca B dpanne:

e Oona Linux-cuctem: /opt/rubackup/etc/config.file;

o ona Windows-cuctem: C:\RuBackup-win-client\etc\config.file.txt.

Tabnvya 12. OnucaHne napameTpoB KOHQUIypaynoHHoro ¢avina

JonycTumMble 3Ha-
yeHusa

MapameTp HasHauyeHune
(no ymonuyaHuio)

— CepBep. Cnncok ceTeBbiX MHTepdencoB cepBepa, nocpes-

server-inet-

) CTBOM KOTOPbIX CEPBE €3epBHOr0 KONMPOBaHUA paspe-

interfaces P N PBEPY P P P pasp

LEeHO B3aUMOLENCTBOBATb C KTMeHTaMu
dbname Cepeep. ViMa cny>kebHom 6asbl JaHHbIX ( rubackup)
user CepsBep. [TonbzoBaTenb cny>xebHom 6a3bl AaHHbIX ( rubackup)

Cepsep. 3akoanpoBaHHOE 3HaYeHMe Naposa Nosib3oBaTens
password crypted N -
cny>xebHon 6asbl faHHbIX
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host

port

server-
shutdown_scenario

remote-
replication

deduplication-
task-memory

parallelizm

use-product-uuid
false

parallelizm_media

centralized-
recovery

7.3. KoHdurypaLmoHHbole dainnb

Cepeep. FQDN wnu IP agpec cepsepa, Ha KOTOPOM pacno-
noXkeHa cny>xebHasa 6asa AaHHbIX

Cepgep. [TopT noakoyeHns cny>xxebHom 6a3bl faHHbIX

Cepeep. CLeHapuii BbIK/IKOUYEHUSI cepBepa

CepBep. YaaneHHasa pennukayunsa

Cepeep. VickntoueHne gyonmpyowmx KOnum noBToOpsHO-
LNXCA AaHHbIX

Cepsep. KonnyecTtso napasnnefbHbIX HUTEN CETEBOro acuH-
XPOHHOro cepeepa RuBackup

Cepeep. [1na Bepcun CPK RuBackup 2.1 n 6onee nosgHei:
eHepupoBaTb ngeHTndMKaTopa hardware id y3na nuueHsun-
pyeMoro cepBepa Ha OCHOBaHUK:

e gna OC Linux: ngeHTudumkatopa UUID MaTepuHCKON
nnaTtbl, YCTaHOBMIEHHOro MpousBOAUTENEM nfaThl, "
3akogumpoBaHHon nHpopmauum 8 DMI BIOS;

e /18 OC Windows: nMeHun xocTa hostname;

Ona sepcun CPK RuBackup 2.0 u paHee: napamMmeTpa HeT,
hardware id reHepupyeTcf Ha OCHOBaHWM ngeHTUdUKaTopa
/etc/machine-id U MMeHU XxocTa /etc/hostname

MepuacepgBep KonnyecTBo napannenbHbiX HUTEN CeTEBOro
aCUHXpOHHOro Meanacepsepa RuBackup

Cepsep, KNIMEHT. LieHTpann3oBaHHOe BOCCTaHOBJIEHNE OaH-
HbIX U3 pPe3epPBHON KOMUU C NOMOLLIO MPUIoXeHusa «MeHe-
oxep agMuHucTpaTtopa RuBackup» (ncnonbsyemMon Ha
nobom yane). B cnyvae, ecnu LeHTpanusoBaHHOe BocCTa-
HOBJIEHME OTK/IKOYEHO, TO BbINOJIHNTb BOCCTAHOB/IEHWE BO3-
MOXXHO TOJIbKO Ha KJINEHTE pe3epBHOro KOMMPOBaHUA C
NOMOLLBbIO YTUANTBI KOMaHAHOM cTpoku rbfd nnn «Mene-
Oxepa knmeHTa RuBackup»

Heobxoguma
HacTpoKnKa npa-
BWJTbHOI O paspe-
LUEHNA UMEH

(5432)

immediately
after-all-tasks
cancel-if-tasks

(cancel-if-tasks)

yes
no

(yes)
(268435456 )

1-4096

false
true

(false)

1-4096

(8)

yes
no

(yes)
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node

who-is-primary-
server

who-is-secondary-
server

logfile

used-ip-version

client-hello-
timeout

use-ip-instead-

hostname

use-local-backup-
directory

client-inet-
interface

parallel-tasks
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primaryserver

secondaryserver
Cepsep, KnueHT. Tun y3na RuBackup
mediaserver

client

Heobxoanma
HacTpoWnKa npa-

CepBep, KnNueHT. /IMs XO0CTa OCHOBHOro cepeepa RuBackup
BUJIbHOT O paspe-

LUEHNS NMEH
Heobxoguma
Cepeep, KNMEHT. /IMA XOoCTa pe3epBHOro cepsepa HacTpowKa npa-
RuBackup BUNIbHOrO paspe-
LIEHNSA UMEH
Cepsep, KNIMEHT. PacnosioxeHne cUCTEMHOro danna xyp-
Hana cobbITui
ipv4
Cepeep. KnueHT. YKaxunte kakme nybnvyHble uMeHa byayt | 3
1pv
ncrnonbsoBaHbl DNS-cepeepom E
“both

CepBep. KnueHT. Bpems oxungaHnsa oteeTa oT cepBepa Ha >0
HELLO coobuieHne, oTnpaBieHHOe Npn 3anycke 3agadn ot
KNneHTa. 3agaeTcs B CEKYHAaxX. ("240)

false

Cepeep. KnueHTt. VicnonbsosaTb ip agpec BMecTo hosthame

true
ONA paspelleHns ceAsn Mexay anemeHtamm CPK

(false)

KnueHT. KaTanor gnis BpeMeHHOro XxpaHeHus pesepBHbIX

Konun. Ecnu aToT napameTp He onpejerneH B panne KoHOn-
rypauum, To KnMeHT byadeT 3anpawmneaTb y Meguacepsepa /tmp
BPEMEHHOE MPOCTPAHCTBO AJ15 onepaLyuin C pe3epBHbIMU

konuamun (NFS nanky)

KnuenT. CeTeBon nHtepdenc knueHTta. Micnonbsyetca ans
0oTObBpaXxeHUsa JONONMHNUTENbHON MHOPMaL MK O KIINEHTE B
CPK RuBackup. Megunacepsep ocyLlecTBNAET CBA3b C
OCHOBHbIM WN pe3epBHbIM CEPBEPOM, a TakXe C KIINEHT-
ckom ytunuton rbfd yepes ceteBon nHTepdenc, ykasbisae-
MbIl B 3TOM napamMeTpe.

1-64
KnueHTt. MakcnumarnbHoe KOM4yeCcTBO OAHOBPEMEHHO
BbINONHAEMbIX 3afau




rbd_algorithm

rbd_block_size

rbd_hash_length

client-
shutdown_scenario

reconnect-period-
count

reconnect-period-
timeout

reconnect-count

reconnect-timeout

7.3. KoHdurypaLmoHHbole dainnb

KnueHT. Boibop xaw ¢yHKLMN Npn gegynankaumn

KnueHT. Pasmep 6110Ka gaHHbIX Npy gegynankauum, 6ant

KnueHnT. JonycTnmas gnvHa xawwa

KnueHT. CLeHapui BbIKIIOYEHUS KNWEHTa

KnueHnTt. KonnyecTtso nepmnopgos nepenogknro4vyeHna

KnueHT. TaimayT Mexay neprogamMm nepenoakioyeHus

KnueHT. KonmyecTBo NonbITOK nepenoagkntoyeHnsd B paMKax
OAHOro nepunopa

KnueHT. TaiMayT MexXay nornblITKaMu NepenofkItoyeHuns B
pamKax ofiHOro nepuoga

digital-signature KnueHT. /Acrnonb3oBaTb 3NEKTPOHHO- LNGPOBYIO NOAMUCH

shal,
sha2, skein,
streebog, blake2b

(sha2)

8192, 16384,
32768, 65536,
131072, 262144,
524288, 1048576,
no yMON4YaHUKO —
16384

256
512

(256)

immediately °

‘after-all-tasks

‘cancel-if-tasks

(cancel-if-tasks)

>0

(3)
>0

(20 cekyHpg)
>0 °

(°3)
>0

(5 cekyHa)

yes
no

(yes)

11513121




PasBépTbiBaHne CPK

B cooTBeTCcTBMU C

openssl digest

command
digital-sign-hash KnueHT. Xelw-oyHKUNA 418 9NEeKTPOHHO-LUDPOBOM Nognncu

cM. openssl help

(sha1)

yes
monitoring-client KnneHT. MOHUTOPWHI COCTOAHUSA CUCTEMDI no

(yes)

He mMeHee 4 Tb u
He 6onee 3HavyeHns
cobogHom onepa-
TUBHOW NaMATU B
KnueHT. CHMXXeHMe NoTpebneHnsa onepaTUBHOM NaMATU NpU  cUCTeMe 3HaYeHne
NOSIHOM pe3epPBHOM KONUPOBaHUN [NA XpaHeHUsA yHUKanb-  NapamMeTpa He
HbIX Xelen n obecnevyeHnsa genynankaunm Hy>KHO BblgeNNTb rapaHTUpPyeT ToY-
Ha Ancke gononHuTenoHoe Mecto ~0.3% OT pasmepa HOCTb BEpXHeW
pecypca. OrpaHunyenus: - Npn NCNoNb3oBaHUK NapaMeTpa B rpaHuLbl NoTpeb-
KnacTepHow rpynne ybeanTech, YTO BCe KIMEHTbI rpynnbl neHusa namatu. Onsa
umeroT ofHy Bepcuto CPK. - MNapameTp ncnonbsyeTcs BbIKJ/IIOYEHNA Napa-
TONbKO 4S5 CO34aHNsA NOSIHOM pe3epBHON KONUn MeTpa MOXHO
3ajaTb ero paB-
HbiM O unu ypa-
NNTb U3 KOHQUr
danna.

memory-threshold
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8.1. 3aBucnMoOCTb KonnyecTea $GannoBbIX 4ECKPUNTOPOB

naBa 8. HacTponka orpaHU4YeHUsA Ha
KOJZINYEeCTBO OTKPbITbIX PpalnnoBbiX
A,EeCKPUNTOPOB Ha XOCTE C CepBepoM
RuBackup

MNpn yBENNYEHUN KONMYeCcTBa BXOAALWMX COEOUMHEHWUA (eCnu 4ucno KnueHTos/Meama
CepBepOB B rpynnMpoOBKe pPacTET U/UMN Ha KNNEHTaxX BKAYEHa GYHKLMSA MHOroONoToY-
HOM nepepayvn paHHblX) cepsep RuBackup MoXxeT pocTuub npepena BblOeNeHHbIX
NMMUTOB Ha OTKpPbITble ¢parnoBble feckpuntTopbl. CeTeBble COeAVHEHUS TakXe NCMNOSb-
3yHOT QpanoBble AeCKPUNTOpPbI.

OrpaHMyeHns Ha KONMUYEeCTBO OTKPbITbIX ¢GannoBblX LECKPUNTOPOB YyCTaHaBIMBaeT
agMUHUCTpPaTOp Yy3Nna, Ha KOTOPOM 3anylieH cepsep RuBackup. [LocTuxeHwe 3aTOro
OrpaHMUYeHnsa NPMBOLANT K OWMOKaAM MpU BbIMOSIHEHUM PEe3ePBHOIro KOMMpoBaHUSA/BOC-
cTaHoBneHus. MIHoraa cepeep RuBackup MOXeT aBapuUnHO 3aBepLUnTb paboTy.

8.1. 3aBucMMoOCTb KonmyecTBa pannoBbix
AEeCKPUNTOpoOB

B saBucumocTn oT cnocoba 3anycka cepBepa RuBackup, MakcuMmasnbHOE 4UCHO
(MMMUT) OTKPBITbIX 4EeCKPUNTOPOB BYyAEeT pasHbIM.

YTobbl paccumTaTb HEOOXOOMMOE KONMMYECTBO $anNoBbIX AECKPUNTOPOB, yYTUTE Cle-
ayroulee:
¢ B pexxume npocTon cepBep ncnonbsyet okono 100 ¢pannoBbiX eCcKpUnTOpoOB.

o Kaxkabll NOOKMOYEHHBIN KNMEHT PK nnu megunacepsep gobasnsaeT no aBa OTKPbITbIX
$annoBbIX AeCKpUNTOopa Ha cepsepe.

e BbinonHeHne nobon 3agayn Ha CTOPOHe KnneHTa PK npu BbIKFOYEHHOM NapamMeTpe
network_parallelism ! TpebyeT ABYX AOMNONHUTENbHbLIX GaNOBbIX AecKpUnTopa
Ha cepBepe.

e [lpn akTMBMpOBaAHHOM napameTpe network_parallelism knueHT PK oTkpbiBaeT N
coefuHeHnn K cepsepy, roe N — 3HayeHue, 3afjaHHOe ANA 9TOro napametpa. B
pamMKax KaX[oro ceTeBOoro CoeMHeHNs, Kak npaBuio, Ha CTOpoHe cepBepa Tpeby-
eTcA 3anpocuTb HGopMaumo U3 6asbl JaHHbIX, MO3ITOMY TpebyemMoe YNCO OTKpPbI-
TbIX pannoBbix geckpuntoposB bygeTt N*2.

8.2. PacuyéT Heob6xoaumoro Kkonmyectea pannoBbixX
[AEeCKpUNTopoB

MpoBepbTe, paccunTa No GopmMysiamM, YACNO HYXHbIX BaM GalnnoBbiX ECKPUNTOPOB U
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ybeauTech, YTo Ha y3ne cepBepa RuBackup Mx 4OCTaTOYHO.

Mpumep 5. O6was popmyna ansi pacyéTa HeobXo0AMMOro Kom4ecTBa ¢pansioBbix JECKPUNTOPOB:

rae:

¢ MC — yncno mMegnacepBepos;
e KJ1 — 4unucno KMNeHTOoB.;

e« N — 3HayeHue, 3afaHHOe [ONA CeTeBOro napannenusma, napameTpa
network_parallelism. Ecnu ceTeBon napannennsm BblKIOYEH, TO N=2.
Mpumep pacuetal

PaccMoTpuM npuMep pacdéTta HeobxoAuMoro konuyectsa ¢annoBbIX LECKPUNTOPOB
A1 CUCTEeMbI, COCToAWEeNn N3 ogHoro cepeepa RuBackup, oByx Mmeamnacepsepos n S0
KNMeHTOB. NpefnonoXxum, 4To ceTeBON napannenmsm OTKIHOYEH.

Heobxognmoe KonmyectBo ¢annoBbiX LECKPUATOPOB PacCUYMTbIBAETCA CleayrLwum
obpasom:

100 (pnA ocHOBHOro cepBepa)+2*2 (Ans meaucepBepoB)+50*2 (4onA KIMEHTOB B
npocTtoe)+50*2 (OnA KAMEHTOB C 3ajadaMu OAHOBpPEeMeHHo) = 304

Taknum obpasoM, obliee KoNM4YecTBoO HEOOBXOoAMMbIX GanoBbIX OECKPUNTOPOB COCTaB-
naet 304.

CTaHpapTHOE 3HayeHne numuta — 1024, byaeT 4OCTaTOUYHbIM.
Mpumep pacueTa 2

PaccMoTpuM npumep pacyéta Heobxoammoro KonmyectBa ¢pannoBbiX AECKPUNTOPOB
AN CUCTeMbl, COCTosALWen U3 ogHoro cepeepa RuBackup, asyx MmeguacepsepoB U S0
KNMEHTOB. [MpegnonoXum, 4To CETEBOW Napasnsiennsm BKIKOYEH CO 3HaYeHnem 40.

Heobxoanmoe KonmyecTBO GalnoBbiX AECKPUMTOPOB pacCYmUTbiBaeTCA Cheayroumnm
obpasom:

100 (mNns OCHOBHOrO cepBepa) + 2*2 (pna mMegnacepBepoB) + 50%2 (onsA KJIMEHTOB B
npocTtoe) + 50*40 (ANns Bcex K/IMEHTOB C 3ajadyamMy OLHOBPEMEHHO)= 2204

Taknum obpasoM, obliee Konm4yecTBo HeEOOBXoAMMbIX GanoBbIX OECKPUNTOPOB COCTaB-
naet 2204.
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8.3. Cnocobbl HACTPOMKM OrpaHNYEHNS KONUYECTBa OTKPbLITbIX GannoBbIX 4eCKPUNTOPOB

CTtaHpapTHoe 3HayeHune numuta B 1024 6ypeT HeJOCTaTOYHbIM AN1A TaKOW CUCTEMBbI,
NO3TOMY PEKOMEHAYETCA YBENMNYNTb NUMUT. XenaTenbHo ycTaHoBUTb numut B 3000
$annoBbIX 4eCKPUNTOPOB A/1A 3anaca.

8.3. Cnoco6bl HACTPOMNKU OrpaHUYEHUS KONIMYEeCTBa
OTKPbITbIX ¢panNIoBbIX A,E€CKPUNTOPOB

HacTpoika orpaHuyeHWa KonmyecTBa OTKPbITbIX $GaiioBbiX AECKPUNTOPOB MPOU3BO-
AMTCA B 3aBMCUMOCTU OT crnocoba 3anycka cepsepa.

8.3.1. HacTpoiika orpaHu4YeH1s KoOIMYecTBa OTKPbITbIX palnnoBbIX
AEeCKPUNTOPOB NPU PYYHOM 3anycKe cepeepa

[NA HacTPOMKM OrpaHUYeHUs KONMMYeCTBa OTKPbLITbIX $annoBbIX AECKPUNTOPOB Npwu
PYYHOM 3anycKe cepBsepa:

1. OcTaHoBMTE cepBep (B Cly4yae pyyHOro 3anycka cepsepa):
rubackup_server stop
2. Onsa NPoOBEPKN TEKYLENro JIMMNTa BbIMNOJIHATE!
sudo ulimit -n
Mo YMOJTHaHNUKO OrpaHn4yeHne KoJIn4eCcTBa OTKPbITbIX ¢aVIHOBbIX OeCKpnnTopoB

ycTaHoBneHo 1024 ¢anna.

3. IaMeHeHne nnummnTa oTKPbITbIX $annoBbIX LECKPUNTOPOB BO3MOXHO BbIMNOMHUTL ANA
TeKyLEen cecCum nonb3oBaTens root UM YyCTAaHOBUTb MOCTOAHHOE 3Ha4YeHMe.

a. lnAa BpPEeMEeHHOro W3MeHeHUsA NUMUTA OTKPbITbIX ¢GannoBbiX AECKPUNTOPOB
TONMbKO B TeKyllen ceccunm Tronb3oBaTeNnda root HeO6XOAMMO BbINOMHUTD
KOMaHAY:

ulimit -n N

roe N — 3TOo XeslaeMoe 3HaYeHne NMMUTa OTKPbITbIX GparnoBbIX LECKPUNTOPOB.
BHeCEHHble n3MeHeHUs 6y,u,yT OTMEHEHbI MOoC/ie 3aBepLUEHNA TEKYLLEN Ceccun.

b. Onsa YCTAHOBKU NMOCTOAHHOI O JIMMNTAa OTKPbITbIX (I)aVIﬂOBbIX O0ECKPUNTOPOB:

= OTpefakTupymnTe ¢pann /etc/security/limits.conf:
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sudo nano /etc/security/limits.conf

n nobasus CTPOKMWU:

root hard nofile N
root soft nofile N

roe N — 37O XeJslaeMoe 3HadyeHne nMMuTa OTKPbITbIX Q)aVIﬂOBbIX OeCKpunTo-
poB;

» COXPaAHUTE U3MEHEHMUS;
» 33aBEpLUNTE CECCUIO U OTKPOITE HOBYIO CECCUID;

= NPOBEpPbTE 3HAYEHME NMNMUTA OTKPbITbIX GanfioBbIX A4eCKPUNTOPOB:
ulimit -n
4. TlepesanyCcTuTe cepsep:

rubackup_server start

8.3.2. HacTpoiika orpaHM4YeHUs1 KosinyecTBa OTKPbITbIX palnnoBbixX
AEeCKPUNTOPOB Npu 3anyckKe CepBUCOB cepBepa

[NnA HacTpPOWKM orpaHuyeHusa Konm4yecTBa OTKPbITbIX GannoBbiX AECKPUNTOPOB MNpu
3anycke CepBUCOB cepBepa:

1. Ana npoBepKM TeKyL,ero MIMMnUTa BbIMOSTHUTE:
sudo ulimit -n

[To ymMonuyaHuo orpaHudyeHme KonuyecTBa OTKPbITbIX (annoBbIX LECKPUNTOPOB
3afaéTtca B cnyxxbe systemd U CTaHAapTHOe 3HadyeHne — 1024 dpanna.

2. [ns nsmeHeHna nuMnTa OTKPbITbIX ¢aI7IJ'IOBbIX OECKPUNTOPOB:

o OTKpoOnTe ¢pann /etc/systemd/system/rubackup_server.service:
sudo nano /etc/systemd/system/rubackup_server.service
o OTpefaKkTupymTe cekumto [Service ], Lob6aBUB CTPOKY:
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8.3. Cnocobbl HACTPOMKM OrpaHNYEHNS KONUYECTBa OTKPbLITbIX GannoBbIX 4eCKPUNTOPOB

LimitNOFILE=N

roe N — 370 XeslaeMoe 3HayeHue NMMUTa OTKPbITbIX GparnoBbIX OECKPUNTOPOB;

o COXPaHNTe N3MEeHeHNA.

3. 3arpysute 06HOBNEHHbIN KOHPUIYypaLMoHHbIN dann cepBuca B cryx0by systemd:

systemctl daemon-reload

4. lNMepeszanycTuTe cepBuUc cepaepa RuBackup:

systemctl stop rubackup_server

systemctl start rubackup_server

[1] MapameTp 3agaeT KONMYECTBO NOTOKOB, KOTOPbIe BYAYT NepefaBath 60KM AaHHLIX HAa Meanacepsep
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