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Nnhasa 1. HazHauyeHue

CucTtema pesepBHOro konupoBaHua RuBackup n mogynb Mailion, Bxogawmm B eé
cocTaB, (manee — CPK RuBackup) no3BonsoT BbINONHATL pe3epBHOE KOMMpoBaHME U
BOCCTaHOBJIEHNE KOMMOHEHTOB KOPNOpaTMBHON NOYTOBOM cucTemMbl Mailion.
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Moaynb pe3epBHOro KONMPOBaHUA N BOCCTAHOBIEHUA MOYTOBOW cucTeMbl Mailion

naea 2. Pe3sepBupyemMblie flaHHble

PesepBHOE KOMMPOBAHWE BLIMOSHAETCA O/1A BCEX LaHHbIX TeHaHTa (yYeTHOW 3anucu
opraHmsayun):

e [OMEHOB;

e YYeTHbIX 3anncen Nonb3oBaTenen;

e pecypcos;

e MOYTHI;

e KaneHpapewu;

e A[PECHbIX KHUT;

e aBaTapoB;

e KOHTaKTOB.
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naBa 3. Tunbl pe3epBHOro KONUMpPoOBaHUSA

CPK RuBackup nogaep>uBaeT cnefyrouime Buabl pe3epBHOro KOnMpoBaHus:

e MOJSIHOE pe3epBHOE KonupoBaHue. Kaxx bl pa3 npu BbiNOSHEHUW 3a4ayn pes3eps-
HOrO KOMUPOBaHUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATMA. ATOT TUN
PEe3epPBHOIro KOMMPOBaHUA Hanbonee MeafieHHbINn 1 pecypcosaTpaTHbIi, HO obecne-
YyMBaeT HaMbBOMbLUYH MOMHOTY U TOYHOCTb COXPaHEHWUS AaHHbIX;

e WHKPEMEHTaNbHOE pes3epBHOE KOMMpOoBaHWe. ATOT TUM PE3EPBHOr0 KOMUPOBaHUSA
npeaHasHayeH A9 KOMMPOBaHMA TONbKO M3MEHMBLLMXCA AaHHbIX. CHavyana cosna-
eTcs nonHasa pesepBHasa Konus. MNMocnenyolne pesepBHble KOMUU cofepXXaT AaH-
Hble, N3MEHUBLUNECA C MOMEHTa Co3AaHuNsa NocneaHel pe3epBHoi Konun (A,06aBoy-
HOW MNW nonHom). ONs BOCCTaHOBNEHUS AaHHbIX NoTpebyeTcs NonHas pesepBHas
Konus, Ha 6a3e KOTOPOW co3faHa BOCCTaHaB/MBaeMas MHKPeMeHTalnbHas peseps-
HaA KonusA, U Bce A06aBOYHblE KOMUM, CO3OaHHble C MOMEHTA CO3[aHUSA MOJIHOM
pe3epBHOMN KOMUU A0 MOMEHTa CO3aHNA BOCCTaHaBIMBaeMOW pe3epBHO KOMUN.
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Moaynb pe3epBHOro KONMPOBaHUA N BOCCTAHOBIEHUA MOYTOBOW cucTeMbl Mailion

FnaBa 4. Cnoco6bl BOCCTAHOBJIEHUA AAAHHbIX

CPK RuBackup noppep>xuBaeT cnegyrouwme crnocobbl BOCCTAHOB/IEHMA MNOYTOBOW
cuctemMbl Mailion n3s pesepBHON KOMUN:

e LleHTpann3oBaHHOEe BOCCTAHOBMNEHME AaHHbIX TeHaHTa U3 pe3epBHOM Konuu. Boc-
CTaHOBJIEHME N3 pPe3epBHOM KOMUU BO3MOXHO NMocpeacTtBoM MeHepXkepa agMUHU-
cTpatopa RuBackup wvnu yTunmTbl KOMaHOHOW CTPOKU rb_repository. PekoMeHay-
eTCsA UCMOMb30BaTb LEHTpanM3oBaHHOE BOCCTaHOB/IEHNE AaHHbIX.

e 5IOKasibHOe BOCCTaHOBMIEHME [aHHbIX U3 pe3epBHON Konuu Ha knneHTe PK. BoccTa-
HOBJIEHME N3 PE3EePBHOMN KOMUM BO3MOXHO MNOCPEACTBOM YTUIUTbI KOMaHLHOM
CTPOKWU rb_archives.
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FnaBa 5. Tunbl BOCCTAHOBJIEHUA ALaHHbIX

CPK RuBackup nogaep>xusaeT cneayroume Buabl BOCCTaHOBNEHUSA AaHHbIX N3 pe3epB-
HOW Konuu:

e MNOJSIHOE BOCCTaHOB/IEHMe. BoccTaHOBNEHNE N3 pe3epBHOW KonuWM mnogpasymeBaeT
TOJIbKO BOCCTAHOBNEHME yOaNEHHbIX U USMEHEHHbIX $pannoB 00 COCTOAHMUA, B KOTO-
POM OHUM OblIN HA MOMEHT CO3[aHuUA pPe3epBHON Konuu. Ecnn B OMpekTopumn ecTb
dannbl, KoTopble 6bINN Ao6aBneHbl yXXe Mocsie co3faHna Pe3epBHOW KOMUKU, OHU He
OyayT yganeHbl Npu BOCCTAaHOBEHWUU;

e rpaHynsipHOEe BOCCTaHOB/IEHWNE BbIGPaHHbIX MOYTOBbIX ALIMKOB U MUCEM U3 MOJTHOM
WM UHKPEMEHTAaNbHOMN pe3epBHOMN KOMuK.
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Moaynb pe3epBHOro KONMPOBaHUA N BOCCTAHOBIEHUA MOYTOBOW cucTeMbl Mailion

Nnaea 6. KoMnnekT nocTtaBKu

OnctpnbyTtme mogynsa Mailion CPK Rubackup noctasnsetcs B Buae deb-naketa ¢ nume-
HeM rubackup-mailion-<version>_amd64.deb, roe <version> - HOMep BepCuUn NocTaB-
NSEeMOoro Mogyns.

81340




naBa 7. OrpaHuyeHun

e PesepBHble KOMUN KOMMOHEHTOB MOYTOBOM cuUCTeMbl Mailion Tekywien Bepcun He
MOryT ObITb BOCCTAHOB/EHbI B ByayLiMe BepCUmM NOYTOBON CUCTEMBI.

e BoccTaHOBEHME TeHaHTa BO3MOXHO TOJIbKO B UCXOLHbIN TEHAHT, pe3epBHasa Konus
KOTOpOro Oblna cosgaHa. I'IepeHarlpaBneHme npum BOCCTAHOBJIEHNUN B ,u,pyr0|7| TEeHaHT
HEBO3MO>XHO.

* B KayecTBe XxpaHuAuLLa pe3epBHbIX KOMUA MOYTOBOM cuCTeMbl Mailion MOXeT 6bITb
MCMONb30BaH TOMbKO TUM XpaHunuwa «dannosble CUCTEMbI».

e He npegycMoTpeHa BO3MOXHOCTb KOHTpoNns 3a 06beMOM CBOGOAHOrO MecTa B
KaTanore BpeMeHHOro XpaHuuLLLa pe3epBHbIX KOMuiA U KaTanore pacnakoBKM.

o ONuna pesepBUPOBaHMA AaHHbIX MO YaCTAM A8 MPOMEXYTOYHOro XpPaHeHUsa 3TUX
AaHHbIX Nepef nepefaden Ha Meguacepsep NOALEPXMBAETCA TONMbKO MNpu cospa-
HUW MOJSTHON Pe3epPBHOMN KOMUN.
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Moaynb pe3epBHOro KONMPOBaHUA N BOCCTAHOBIEHUA MOYTOBOW cucTeMbl Mailion

naBa 8. CucrtemMHble TpeboBaHUNA

8.1. Tpe6oBaHuA K NporpaMMHbIM CpeACcTBaM

8.1.1. NMporpammHan cpena CPK RuBackup

[na BbINOMHEHNA PE3EePBHOrO KOMUPOBAHUA M BOCCTaHOBJIEHUA MOYTOBOW CUCTEMDI
Mailion cpeactBammn CPK RuBackup Ha y3ne, BbiMONHALWEM GYHKLUNM KIIMEHTa pe3epB-
HOro KOMUWPOBaHWA, Ha KOTOPOM rpeanofiaraeTca pasBeEPTbIBaHWE MNPOrpaMMHOro
Moaynsa Mailion CPK RuBackup, Heobxogmmo npenycTtaHOBIeHHOe NporpaMmHoe obec-
neyeHwue:
e 64-6UTHaA onepauUnoHHasa cucTema:
o Astra Linux SE 1.7;
e K/IMEHT pe3epBHOro KonmposaHua RuBackup, BKNOYaOLWUn MOy NU:
o rubackup-common;
o rubackup-client.

[ns ynpaBneHus pe3epBHbIM KOMUPOBaHNEM M BOCCTaAHOB/IEHNMEM MOYTOBOW CUCTEMbI
Mailion pekoMeHa0BaHO cneayrollee NporpaMMHoe obecrnevyeHue:

» MeHepxep AgMuHucTpaTopa RuBackup (RBM) gns ynpasneHua CPK.

Takxke nopgnepxusaetcsa ynpasneHne CPK RuBackup nocpefCcTBOM KOHCOJbHbIX YTU-
nnT.

8.1.2. NMporpammHasn cpepna Ha y3ne Mailion

Ha y3ne, pe3epBHYH KOMUKO pecypca KOTOPOro Heo6xoaMmMo BbINOSTHUTL, AOKHO ObITb
PasBEPHYTO crnegyrouee nporpaMmmMHoe obecneyeHume:

e noyTtoBas cuctema Mailion sepcuum 1.9.
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9.1. MogroToBKa K ycTaHOBKE Moayns

NnaBa 9. YcTaHOBKaA

9.1. MoaroroBka K ycTaHOBKe MOAYNA

9.1.1. MoaroToBka knueHta PK

o MpoBepbTe BbINOSIHEHME TPebOBaHUI, yYKa3aHHbIX B pasgene [1asa 8 HacToA-
Lero OOKyMeHTa.

e Ha ys3ne, Ha KoTopoM 6ypgeT npousBefeHa YyCTaHOBKa MOAYyNs O/ pe3epBHOro
KOMMPOBaHUA [aHHbIX MOYTOBOW cucTeMbl Mailion, pasBepHYT U CKOHOUIrypupoOBaH
KnneHT PK n nogkntoyeH K oCHOBHOMY cepBepy CPK B COOTBETCTBUN C JOKYMEHTOM
«CunucrtemMa pesepBHOro KONMPOBaHMA U BOCCTaHOB/EHMA faHHbIX RuBackup. Pyko-
BOLCTBO NO yCTaHOBKe U OBHOBNEHMIOY.

o KnuneHT PK 1 moaynb Mailion MoryT 6bITb yCTaHOBNEHbI Ha MOB6OM XOCTe — BUPTY-
aflbHOM WM annapaTHOM, WMeKWeM AOCTyn ANA NOAKIKYEHUA K MOYTOBOM
cucteMme Mailion B COOTBETCTBMMN C yKasaHHbIMK NapamMeTpamu B KOHOUrypauMoH-
HoM ¢danne mogynsa Mailion.

e Ha knneHTte PK pekomMeHOyeTCcA aKTUBMPOBaATb QYHKLMUIO LLeHTpann3oBaHHOro BOC-
CTaHOBJMIEHMA B Tex cCly4vasax, Korga npepnonaraetca BOCCTAHOBMIEHME MOYTOBOM
cucTeMbl nocpeacTsoM MeHepxepa agMuHucTpatopa RuBackup (RBM). Ynpasne-
HUe QYHKLUMEN LLeHTPaIn3oBaHHOrO BOCCTAHOB/EHNA AaHHbIX obecneymBaeTca 3Ha-
YyeHuem napamMeTpa centralized-recovery KOHOUrypaunoHHoro danna
/opt/rubackup/etc/config.file  Tekywero KAMeHTa pPe3epBHOro  KOMMpOBaHUA
RuBackup.

e [pegBapuTenbHO NOAYyYMUTE Y agMUHUCTPaATOpPa NoYToBOM cucTtembl Mailion cnepy-
rowme gaHHble ona HaCcTPOMKKM noaknoveHma K APl noyToBon CUCTEMDI:

o YYETHble AaHHble NoSb30BaTENS 419 aBTOpM3aLMnN B CEPBUCAX PE3EPBHON0O KOMn-
poBaHus Mailion;

o FQDN v nopT gn1s nogknroveHus K cnyxbam pesepBHOro KonuposaHua Mailion;

o NYTU K cepTUdUKaTam s Ucnosb3oBaHma mTLS Mexay MogynemM n cepsmcamm
Mailion.

9.2. YcTaHOBKA NaKkeToB

9.2.1. YcTaHOBKa MoAayna

1. Mpomnseeagute ycTaHoBky Moayna Mailion CPK Rubackup rb_module_mailion wn3
nakeTa rubackup-mailion-<version>_amd64.deb, BbINOMHNB KOMaHAY:
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Moaynb pe3epBHOro KONMPOBaHUA N BOCCTAHOBIEHUA MOYTOBOW cucTeMbl Mailion

sudo dpkg -i rubackup-mailion-<version>_amd64.deb

roe, <version> — HoMep Bepcumn moayns Mailion CPK RuBackup.

2. lNocne 3anycka KOMaHAbl yCTAaHOBKW MOAY A BbIMOMHAKOTCA:
o YyTeHue 6a3sbl AaHHbIX rubackup;
o pacnakoBka naketa moaynsa Mailion CPK RuBackup;
o HaCTpoOWKa nakeTta rubackup-mailion.
3. B pesynbTaTe ycTaHOBKM nakeTa moayns Mailion CPK RuBackup cospgaHbi:

o ¢ann HacTpoeK OO0CTyna CUCTEMbl pe3epBHOro KonnposaHua K APl ycTaHOBEH-
Horo moayns /opt/rubackup/etc/rb_module_mailion.conf;

o UCNONHAEMbIN MoayNnb /opt/rubackup/modules.

9.3. KoHdurypaumoHHbin pann

9.3.1. HacTpoika napameTpoB KOHPUrypaluoHHoro ¢paina moagyna

1. OnpepenuTe 3HavyeHUs NapamMeTpoB Moaynsa Mailion B KOHOUrypaunOHHOM danne
opt/rubackup/etc/rb_module_mailion.conf, npuBeAeHHbIX B Tabnuue Tabnuua 1. AnA
9TOro OoTpeAaKkTUpynTe KoHPUrypaumoHHbir Gann, BbIMOMHUB KOMaHA4Y:

sudo nano /opt/rubackup/etc/rb_module_mailion.conf

Tabnvya 1. MNapameTpbl KOHPUrypaynoHHoro gavina /opt/rubackup/etc/rb_module_mailion.conf

MapameTp KOHPUrypaLOH- OnucaHue dopmaT 3HaueHusA
Horo ¢dainna
url KombuHaumsa IP-agpeca nnm <host:port>

MMEHUN XOCTa C NOPTOM ANS
NOAK/HOYEHNST MOAYNA K CEPBU-
cam Mailion (Hanpumep,
Mailion-backup:5432)

username JloruH yyeTtHowm 3anucu ans <username>
aBTOpM3aLNM B cepBUCax
Mailion

password [Maponb y4€THOM 3anncu gns <password>
aBTOpM3aLUN B cepBUCaXx
Mailion

ca_file MyTb 00 KOPHEBOro CEPTUPU- <path>
KaTa knmeHTa cepsucoB Mailion
B dopmarTe .pem
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9.4. KpuTepuin ycnewHocTN YyCTaHOBKHN

MapameTp KOHPUrypaLoH- OnucaHue dopmaT 3HauYeHUA
Horo ¢aina

private_key_file MyTb A0 NPMBATHOrO KoYa <path>
KnueHTa cepBucoB Mailion B
dopmaTe .pem

client_cert_file MyTb 0O KIIMEHTCKOro cepTudu- <path>
KaTa B popmaTe .pema

threads_num Konunuectso paboumnx notokos Llenoe uncno >0 (no ymonya-
HUto - 4)
deadline_sec OrpaHunyeHune BpeMeHn paboTtbl Llenoe yncno >0 (no ymonya-
KaXk4oro Bbl3oBa K niatpopme. HUo - 120)

Heobxogmmo ans oTcnexmnea-
HWA 3aBUCaAHNA MOLYNA BO
BPeMSs YTEHMA UNK 3anncu aaH-
HbIX Mailion

2. [1nsa npuMeHeHusa HacTpoeK nepesanycTuTe cepsuC knmeHTa RuBackup Ha MallnHe,
Ha KoTopon ycTaHoBneH KnneHT PK n mogynb Mailion CPK RuBackup, BbinosHuB
KOMaHAay:

sudo systemctl restart rubackup_client

9.4. Kputepuit yCcnewHoCTU YCTaHOBKU

o Kputepmem ycnewHoCcTn yCTaHOBKM N HacTponkn moayna Mailion Ha KnneHTe PK
byneT ABNATbCA 3anncb 06 ycnewHom ycTaHoBke («... module 'Mailion' was checked
successfully») B XxypHane cobblTui /opt/rubackup/log/RuBackup.log.

e B cnyvae, ecnun B XypHane cobbitunn /opt/rubackup/log/RuBackup.log AOMUHUCTpa-
Top CPK BnanT owmnbKy 0 HenpaBuiibHOW KOHGUrypauum moayna Mailion, To Heob-
X04MMo NpoBEPUTH HaCTPONKMN KOHPUrypaLmMoHHOro ¢danna
/opt/rubackup/etc/rb_module_mailion.conf n BbINOAHUTbL aBTopu3aumo KnneHta PK
Ha cepBuce NoYToBON cnucTembl Mailion B py4YHOM pexume, BbINOSHUB B TEPMUHANE
KnueHta PK komaHpay:

/opt/rubackup/modules/rb_module_mailion -t

Ecnn owmnbka He nopgpaetcA aHanusy, To agMuHucTpaTtopy CPK cnepyeT cospatb
WHUMOEHT B CepBuUcCe TexHUYecKon nopaep>Xku RuBackup ¢ npepgocTtaBneHneM BCeW
HeobxoonuMon wuHPopMaLuMM MO BO3HUKWEN npobrneMe Ha odpuuManbHOM canTe
https://support.rubackup.ru/bugzilla/.
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Moaynb pe3epBHOro KONMPOBaHUA N BOCCTAHOBIEHUA MOYTOBOW cucTeMbl Mailion

FnaBa 10. Pa6oTa ¢ paHHbIMMU

10.1. OnucaHue pa6oTbl ¢ AaHHbIMU

MNpepBapuTenbHO ANA YCMNELWHOro BbIMOMHEHNA Pe3epPBHOro KONMpoBaHMUs U BOCCTaHOB-
neHnsa noytoBor cucteMbl Mailion passepHuTe knmeHT PK RuBackup 1 mogynb Mailion
Ha y3/e pe3epBupyeMbIX JaHHbIX UNU OPYrOM Yy3/ie, KOTOPbIM MMeeT ceTeBOor AO0CTYN K
y3ny pesepBupyemoro pecypca n CPK RuBackup.

ObecneybTe CBOOOAHOE MECTO Ha ANCKE ANA BPEMEHHOIO XpPaHEHUS pe3epPBHON KOMUH,
KOTOpOEe COOTBETCTBYET 00bEMY pe3epBMPYEMbIX AAHHbIX.

Co3panTe 3agayvy pe3epBHOro KONMMpoBaHUA TeHaHTa nocpeacTsoM MeHeaxxepa agMu-
HucTpaTopa RuBackup Ha y3ne, nMmerolemM ceTeBom AOCTYN K Y31y OCHOBHOIO cepBepa
CPK RuBackup, npegBaputenbHO akKTUBUPOBaB QYHKLMIO LLleHTpanmM3oBaHHOro BocCcTa-
HOBNeHWA. YrpasneHne ¢yHKLUMEN LLeHTpanM30BaHHOro BOCCTAHOB/IEHUA AaHHbIX obec-
neymMBaeTCcA 3HadYeHMEM napameTpa centralized-recovery KOHOUrypaunoHHoro ¢anna
/opt/rubackup/etc/config.file.txt Tekywero KANEeHTa PEe3epBHOr0  KOMMPOBaHUA
RuBackup.

Mpwn 3anycke 3afayn Ha co3faHue pesepBHOM Konuu TeHaHTa Moayfb Mailion oTnpas-
NSAeT 3anpoc K cepBucamM NoYTOBOW CUCTEMbI NO url-agpecy, yKasaHHOMY AN 3Ha4YeHus
napameTpa url KOHUrypaunoHHoro ¢danna MoAayns
Jopt/rubackup/etc/rb_module_mailion.conf. [JOCTYNHO MONHOE WNU WHKPEeMeHTanbHoe
pes3epBHOE KOMMpoBaHWe TeHaHTa. [1pu BbIbOpe MHKPEMEHTANbHOIro TuUna pesepBHOro
KONMPOBaHNA HEOBXOANUMO Hannyme NosIHOM Pe3epBHOM KOMUM BbIGpPaHHOIo TeHaHTa, B
cnyyae e€ OTCYTCTBUA BYAET BbINOSIHEHO MOSIHOE pPe3epBHOE KONMPOBAHME TEHAHTAa.

Pe3epBMpoBaHMe AaHHbIX MOXET ObiTb BbIMNOIHEHO MO YaCTSAM C LieSIbl0 YMEHbLUEHNS
3aHMMaeMoro o6bEéma [AUcKa ANs NMPOMEXYTOYHOro XPaHeHUs 3TUX [OaHHbIX nepep
nepepaden nx Ha Megmacepsep. 018 3TOro He06XoAMMO NPON3BECTU HACTPOWKY Napa-
MeTpa Moayns iterational_backup, akTUBMPOBAB nepekoYvaTenb.

CospgaHve NofHOWM pesepBHOM Konun 6onee ONUTeNlbHOE, YEM CO3[aHUE WUHKPEMEH-
TanbHOW Pe3epBHON KOMUN TEHaHTa.

B kauecTBe XxpaHunuwa pesepBHbIX KOMUA NOYTOBOM cucteMbl Mailion MoXeT ObiTb
MCNOJIb30BaH TOJIbKO TUM XpaHunuwa «Pannosble CUCTEMbI».

Cxema npoLuecca pesepBHOro KOMUPOBAHUA M BOCCTAHOBMEHUA [AaHHbIX MOYTOBOM
cucTteMbl Mailion npuBegeHa Ha pucyHke 1.
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10.2. KpaTkune cueHapum paboTbl ¢ AaHHbIMW NOYTOBON cnucTeMbl Mailion

l ‘ JlaHHbIe nouToBod cucTemsl Mailion ‘ ‘

- 1

YCnoBHEIE 0B03HAUSHNA:

- thyHELMoHan REM

Pe3epEHOE KONMPOEaHUE

‘ ‘ Pe3epBHOe KONMPOBaHKHe ‘

CpouHoe Mo pacnucaHuio
! ! OpuH TeHaHT Tpynna TeHaHToR

———

co3faHie CTpaTerin

co3faHKe MpaBuna rMoBankHoro PacnucaHna

coaganme Mpasuna cTpaTerim

TeHaHT 1 TeHaHT M

BoccraxoBnesue n3
PezepEHoi KonuK

T

PucyHok 1. CTpyKTypHasi CXxeMa pe3epBHOro KOMMpPOoBaHMA U BOCCTaHOBIEHMA AaHHbIX U3 pe3epBHOM
Konuu

MonHoe Mnu rpaHynspHoe BOCCTaAHOBMEHME TeHaHTa BbIMOMHAETCS U3 MHKPEMeHTalb-
HOM U MOJSIHOW Pe3epBHON KOMWUWU LaHHbIX B BblOPaHHYO AUPEKTOPUIO Ha y3/e Ku-
€HTa, Ha KOTOPOM bblnia co3gaHa BOCCTaHaBMBaeMas pe3epBHas Konums.

[Mpn BOCCTaAHOBMIEHUN MHKPEMEHTANIbHOWM pPe3epBHOM KOMUU MPOUCXOLUT pacrnakoBKa
apXMBOB B HECKOJIbKO UTepauun, HauymHas C MNOJIHOW Pe3epBHOW KOMUM, NO3TOMY Ha
y3ne, rae yctaHosneH moaynb Mailion, gonmkHO 6bITb AOCTAaTOYHO CBOOGOAHOro MecTa
AN pacnakoBKU KaX[oW M3 pe3epBHbIX KOMUA. ECM TeHaHT Ha MOMEHT co3faHus
WHKPEeMEeHTanbHON pe3epBHOW Konnuu UMeeT pasmep 5 Th, To B kaTanore gng pacna-
KOBKW A0JIXHO ObITb HEe MeHee 5 TE+10% cBoboaHOM NnaMATW.

BoccTaHoBNeHWe gaHHbIX N3 pe3epBHON KOMUN BO3MOXHO TONIbKO B TeHaHT ¢ ID, cooT-
BETCTBYHOLMM UCXOAHOMY. BoCCTaHOB/EHME B TEHAHT C ApYyrum ID HEBO3MOXHO.

10.2. KpaTkue cueHapum pa6boTbl ¢ AaHHbIMU MOYTOBOM
cuctembl Mailion
e PK aond ogHoro TeHaHTa no pacnmMcaHunto. ﬂ,ﬂﬂ BbIMOJIHEHUA Pe3epBHOIro KonmpoBa-

HWA OAHHbIX XPaHWIMLLLA NOYTOBOro KmMeHTa Mailion gsis 0gHOro TeHaHTa no pacnu-
CaHWO Heobxoanmo:

o 3anycTuTb MeHepxep AgMuHucTpaTtopa RuBackup (RBM) (cm. 3anyck MeHe-
mxkep AoaMunHucTpaTtopa RuBackup (RBM));

o aBTOPM30BaTbCA C MNpaBaMu agMUHUCTpaTopa ANna paboTbl C AaHHBIMWU MOYTO-
BOro KnmeHTa Mailion (cM. AyTeHTudunkaums nons3osatena 8 RBM);
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o npoBepuTb ctaTyc KnueHta PK, Ha KOTOpOM pasBépHyT mMogynb Mailion (cm.

o

CTaTycC KNMeHTa pe3epBHOro KONMpoBaHus);

co3gaTb U HacTpouTb nMpasuno (cM. CosfaHve npasuna rnobansHoro pacnuca-
HMA) MOMHOrO PEe3ePBHOr0 KOMUPOBAaHWUA AR CO3[aHWUS MNaHOBbIX Pe3epPBHbIX
KOMWiA BO3MOXHO ABYMSA crnocobamu:

» B pasgene «lnobanbHoe pacnucaHme», HaXaB KHOMkKy «[Job6aBuTtb» K
HacTpouB co3faBaemoe [1paBuno;

» B pasgenie «O6bekTbl», BbibpaB BKNagky «lpaBunia» n HaXxaB KHoOMKy «[oba-
BUTbY;

panee B pasgene «Ouepefb 3agay» aBTOMaTUYecku GygeT co3gaHa COOTBeT-
CTBYyOLLAA 3afa4a Ha BbIMNONIHEHNE Pe3epPBHOro KOMMPOBAHUSA COrflacHO HacTpPo-
€HHOMY pacnucaHumo (cMm. Pasgen 10.7);

B pe3yfibTaTe BbINOIHEHMA 3afauyn Pe3epBHas konua byaeT nepemelleHa B xpa-
HUNULLE, a eé MeTadaHHble OOCTYMHbI B pa3aene «Peno3ntopuiny.

e PK ansa rpynnbl TEHAHTOB NO pacnucanuto. [N BbIMNOSIHEHUS pe3epBHOro KONMpoBa-
HMUA OaHHbIX XpaHUAULWa NOYTOBOro KnmeHTa Mailion rpynnbl TEHAHTOB NO pacnuca-
HMIO HeOBXO0aNMO:

o

3anycTtutb MeHegyxep AgMuHucTpaTopa Rubackup (RBM);

aBTOpPU30BaTbCA C NpaBaMn agMUHUCTpaTopa ANa paboTbl C AaHHbIMK MOYTO-
BOro kKnueHTa Mailion;

npoeepuTb cTaTyc KnneHta PK, Ha KOTOpPOM pasBEPHYT Moayb Mailion;
co3faTb M HAaCTPOUTb NOCNe[0BaTENbHO:

= CTpaTEeruio MOJSIHOrO PEe3epPBHOIO KOMUPOBaHMA [ANA CO34aHMA MaHOBbIX
pe3epBHbIX KONWI B pasaene «CTpaTernmy», Haxas KHOMKY «[J06aBUTbY;

» MPaBWIO CTpaTernmn ANs Kaxkaoro TeHaHTa B pasgene «CTpaTernn», Bbloenus
HY>XHYHO CTpaTeruno 1 HaxaB KHomMky «[paBuna». [oBTOpUTb co3gaHue npa-
BWMa A5 KaXKA0ro TeHaHTa;

fanee B pasgene «Oyepefb 3agayvy» aBTOMaTUYeCKM OyaeT cosfaHa COOTBET-
cTByOLWad 3aAa44a Ha BbIMOJIHEHWE Pe3epPBHOIro KonmpoBaHmMA CorsiacHoO HacCcTpoO-
€HHOMY pacCrinCaHuio B CTpaTerunny,

B pe3ynbTaTe BbIMNONHEHNS 3a[a4n pe3epBHble KOMUN TEHAHTOB byayT nepeme-
LLEeHbl B XpaHUNuLLE, a UX MeTafaHHble AOCTYMHbI B pa3aene «Penosutopuiny.

e CpouHoe PK. CpouHOoe pesepBHOE KOMMPOBaHWE BbIMNOMHAETCS A9 OAHOMO TeHaHTa:

o

o

o

3anycTuTtb MeHepXxep AaMmuHucTtpaTtopa Rubackup (RBM);

aBTOPM30BaTbCA C MpaBaMu agMUHUCTpaTopa A8 paboTbl C AAHHBIMW MOYTO-
BOro KnmeHTa Mailion;

npoBepnTb cTaTtyc KnnenTta PK, Ha KOTopoM pasBEpPHYT Moaynb Mailion;
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o

o

[e]

10.3. OcobeHHOCTU HacTponkn RBM gnsa paboTbl ¢ AaHHbIMW NOYTOBOW cnucTemMbl Mailion

BbIMOJIHUTb CPOYHOE pe3epBHOE KOMMPOBaHNE BO3MOXXHO ABYyMA crnocobamu:

= ObICTPbIN AOCTYMN K QYHKLMN CPOYHOrO Pe3ePBHOr0 KONMPOBAHWUA MO HaXaTuUro
Ha KHoMky «Cpo4Hoe PK» Ha BepxHen naHenn RBM;

» B pasgene «O6bekTbl», Bblgenme KnueHTa PK, KOTOpbIM ocyuwecTBnaeTr
yrnpaBfieHne pes3epBHbIM KOMUPOBaHMEM TeHaHTa, M HaXaB MNOABUBLLYHOCA
KHOMKY «Cpo4Hoe PK»;

panee B pasgene «Oyepedb 3afayvy» aBTOMaTU4ecku 6yaeT cosfgaHa COOTBET-
CTBYIOLLAs 33[a4a Ha BbINOJIHEHNE CPOYHOro Pe3epPBHOI0 KOMUPOBaHWS;

B pes3ynbTaTe BbINOSIHEHUS 3a[a4yX pe3epBHas KOMUA TeHaHTa 6yaeT nepeme-
LieHa B XpaHunuule, a eé MmeTafaHHble JOCTYMNHbl B pa3aene «Peno3nTtopuiny.

e BoccTtaHoBneHue n3 PK. [1na BbINOIHEHNA BOCCTAHOBIEHUA aHHbIX MOYTOBOro Knun-
eHTa Mailion 13 pesepBHON KONUN HEOBXOANMO:

o

3anycTtutb MeHegyxep AgMuHucTpaTopa Rubackup (RBM);

aBTOpPU30OBaTbCA C NpaBaMW agMUHUCTpaTopa ANa paboTbl C AaHHbIMK MOYTO-
BOro knueHTa Mailion;

npoeepuTb cTaTyc KnneHTa PK, Ha KOTOpPOM pasBEPHYT Moayb Mailion;
B pasgene «Penosntopuin» Boibpatb PK 1 HaxaTb KHOMKY «BOCCTaHOBUTLY;

ganee B pasgene «Oqepe,u,b 3aday» aBTOMaTU4YECKN 6Y}J,€T CcO34aHa COoOoTBeT-
CTBYHOL,AA 3aa4a Ha BbINOJ/IHEHME BOCCTAHOBMEHNSA Pe3ePBHON KONWUK;

B pe3yfibTaTe NponsBeeHO BOCCTaHOBNEHWE YAaNeHHbIX N U3MeHEHHbIX ¢annoB
00 COCTOSAHMA, B KOTOPOM OHU BbI/IMN HA MOMEHT CO34aHNA PEe3epPBHON KOMUN.

10.3. Oco6eHHOCcTU HacTpouku RBM pgnsa pa6boTbi c
AaHHbIMM NoyTOoBOM cucTtembl Mailion

Mpwn BbINONHEHWUM NKOOOro CL.EHapUs, ONMCaHHOrO Bbille, crieayeT Npu HacTPoKKe npa-
BWN, CTpaTeruin, BOCCTaHOBNEHUSA N3 PK B COOTBETCTBYIOLINX MONAX yKasaTb chenyto-
e JaHHble:

e B none «KnneHTt» BbiOpaTb M3 BbiNagarolWero cnncka nMma knmeHTta PK, Ha KOTOpoMm
pa3BEPHYT Moayb Mailion n npegocTaBneH ceTeBon AOCTYN K CepBMCaM Koprnopa-
TUBHOW NOYTOBOW cucTeMbl Mailion;

B none «Twun pecypca» BblibpaTb M3 BbiNagatowero cnucka «Mailion». ToHkue

HacTponkn moaynsa Mailion He[OCTYMHbI B TEKYLLLEN BEpCUU;

Npn HEO6XOANMOCTM NPOU3BECTU TOHKYIO HAacTponkKy Mmoaynsa Mailion (cm. Mnasa 14);
B none «Pecypc» BblbpaTb TEHAHT, pe3epBHaa KOMMA KOToporo 6yaeT co3faHa;

B none «Tun PK» BblbpaTb «[MonHoe» unn «MHKpeMeHTanbHoe».
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10.4. Pe3epBHOE KONUpoBaHue

10.4.1. Co3paHue pe3epBHON KONMUMU TEHAHTa Mo pacnucaHuIo

3anyck MeHep)xep AgMmuHuctpaTtopa RuBackup (RBM)

OkoHHOe npunoxeHne MeHepxep AamumHucTpaTtopa RuBackup (RBM) npegHasHayeHo
AN agMUHUCTPUPOBaHUA cepBepHOW rpynnupoBkn RuBackup, Bknovaa ynpasneHue
KNMeHTaMun, rnobasnbHbIM pacnucaHneM, XpaHunmwamMm pesepBHbIX KOMUN U ApYrumMu
napameTpamm CPK RuBackup.

[na 3anycka MeHegykepa AAMUHUCTpaTopa RuBackup cnegyeT BbIMOMHUTL B TEPMU-
Hane KoMaHgy:

/opt/rubackup/bin/rbm&

AyTeHTudukKaumua nonb3osatensa 8 RBM

JlocTyn K cucTeMe pe3epBHOr0 KOMMPOBAHUS OCYLLECTBSETCA Ha OCHOBE POJIEBOM
MOAENWN yrnpaBieHns JOCTYMNOM.

[na ynpaBneHnsa pe3epBHbIM KOMMPOBaHMEM AaHHbIX MOYTOBOro KnueHTta Mailion nonb-
30BaTesib AOKEH ObiTb aBTOPU3OBaH C NpaBamMu cynepnonb3osaTensa (AGMUHUCTpaTop
CPK) unn agMmuHucTtpatopa (MonbsosaTtens CPK).

Mpn 3anycke RBM BaM noTpebyeTcsa nponTn ayTeHTUOMKaALUKO B AMANIOrOBOM OKHe,
AOCTYyNHOM nocre 3anycka RBM, gns atoro eBeguTe (pucyHoK 2):

« B none «Ama cepeepa Rubackup» — ip-agpec nam nmsa xocTta, Ha KOTOPOM pas3BEp-
HYT OCHOBHOW cepBep pe3epBHOro KonnposaHma RuBackup;

e B nonsa «Ma nonb3oBaTens» N «aponb» — yyéTHble gaHHble AgMuHucTpaTopa CPK
nnu Monbsosatena CPK (norvH n naponb);

e B nosne «Tun ayTeHTUPUKauun» — Bbibepnte 6asy faHHbIX AN BepuduKaumum yyeT-
HbIX AaHHbIX : RuBackup DB (6asa gaHHbix Postgresql (c MMeHeM no yMon4aHuo
rubackup), cosgaHHasa rnpu pasBeépTbiBaHUK cepBepa RuBackup, roe xpaHAaTcsa y4eT-
Hble fJaHHble nonb3oBaTenen RuBackup, wam Domain Controller ona sBepudukauumm
YUYETHbIX AaHHbIX cnyx6on kaTanoros MS Active Directory nnu ALD PRO.
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RuBackup Manager

WmMs cepeepa RuBackup

localhost|

MmAa nons3oeaTtena

rubackup

Mapons

Tun ayTeHTUdUKaunn
RuBackup DB

BoiTtun

PucyHok 2. [ilnanorosoe okHO Ha CTpaHuue aBTopmusaunum RBM

CTa'ryc KJ/INeHTa pe3epBHOro KonmposaHus

[ns BbINOMHEHUA pe3epBHOro KonMpoBaHWUA KMeHT PK pgonkeH 6biTb aBTOpPM30BaH
afAMUHNCTPATOPOM Ha OCHOBHOM cepsepe CPK RuBackup.

[Mocne ycnewHon ayTeHTUdMKaumm B RBM gna onpeneneHna ctatyca KnvMeHTa Peseps-
HOro KOMUPOBaHUA OTKPOWTe pasfen «AgMUHUCTpUpoOBaHMe», B none «O6bekTbl»
BblbepuTe KHOMKY = «KnneHTbI».

B oTkpbiBWEMCA OKHe ByayT oTobpaXKeHbl BCe aBTOPU30BaHHble KneHTbl PK 1 BbiBe-
AeHO coobleHne O HeaBTOPWM3OBaHHbIX KnMeHTax PK, ecnn Takue CyWecTBYHT B
NHPPACTPYKTYpPE PE3EPBHOIrO KONMPOBaHUSA (prcyHoOK 3), C BbIBOGOM CNefyoLWmx gaH-
HbIX B TabNM4YHOM Buae:

e ID —npeHTudunkaTop knneHta PK B cTpykType CPK RuBackup;

* IMA — MA XOCTa, Ha KOTOPOM PasBEPHYT KINEHT PK;

¢ Tun OC - HanmeHoBaHMe OC, ncnonbsyemon Ha knmeHTe PK;

« EMKoOCTb XpaHunuwa — o6Wwmit pasmep xpaHunuwa B 'b;

* LleHTpanusoBaHHOe BOCCTaHOBJMEHUE — BKOYeHa (1) nnum BbikoyeHa (0) yHKLMSA
LeHTpPasIM30BaHHOIr0 BOCCTAHOBNEHUS AaHHbIX KNneHTa PK;

+ Bepcumsa — Homep Bepcum yctaHosneHHoro MO knueHTa PK RuBackup.

Mpy HanuumMm B MHOPACTPYKType PK HeaBTOPU30BaHHOrO KNMeHTa 6yaeT aKTUBHA
KHOMKa (x HeasTopusosanHbie kmenTsl | BhIBEA,EHO YBEAOMJIEHNE O KONMMYECTBE HeaBTOPM30-
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BaHHbIX K/IMEHTOB Ha SIEBON 60KOBO NaHe N [ e

Bl RuBackup manager @amarkova-rubackup-maillion.rubackup.local — 0 X

""'l
Ru

[ AobapuTe £ HeaeTopW30BaHHLIE KNUEHTHI

88 MaHenL MoHUTOPUMHIra

) O6bekThl

¥IiD Wma Tun OC CraTyc EMKOCTb XpaHwauwa UeHTpanusosaHHOe BOCCTaHOBAEHNWE Bepcua
CrpaTterumn 4 infra-mailion2.rubackup.local Linux 10 true 2.1.0.43015a3
2 amarkova-rubackup-maillion.rubackup.local Linux 10 true 2.1.0.43015a3
[El rnobansHoe pacnucaHne
YpnanéHHana pennmkauus
& PenozuTopwii

] O4epenb 3apna4

{5 Cepsepwl RuBackup

[=] XKypHanet

& AoMWHUCTpUpOBaHKE

8  rubackup@localhost

£ 1 HeasTopM3OBaHHLIX KNMEHTOS

PucyHok 3. OkHO «KnueHTbl» pasgena «AGQMUHUCTPUPOBaHNE»

Bce HOBble KMeHTbl JOKHbI 6bITb aBTOPM30BaHbl B CUCTEME PEe3epPBHOIro KONMpoBsa-
HMA RuBackup.

ABTOpM3aI.lVIH KJ/INeHTa pe3epBHOIro KonmpoesaHus

Ons aBTopusaumm KnmeHta PK HaxXmuTe B OKHe «KnneHTbl» (prucyHOK 4) Ha BEPXHEW
naHenn KHOMKy Wnn Ha yBefoMNIeHMe O KONIMYeCcTBe HeaBTOPU3OBaHHbIX KIMEHTOB Ha
neBon OOKOBOW NaHenu.

B oTkpbiBlWEMCA OKHe «HeaBTopu3oBaHHble KnneHTbl PK» BbiBeAEH CMUCOK BCEX KIN-
eHToB PK, oxunpgarowmx aBTopmsaumm (pycyHok 5) ¢ BbIBOLOM CNefyroLWMX OaHHbIX B
TabnnyHoM Buge:

e ID —npeHTudunkaTop knneHta PK B cTpykType CPK RuBackup;

e UMA — nmMsA XoCTa, Ha KOTOPOM PasBEPHYT KNNeHT PK;

e Tun OC - HanmeHoBaHue OC, ncnonbsyemomn Ha ysne knmeHTe PK;

e AucTtpubblotTop OC — KoMnaHnA-paspaboTunk OC, yCTaHOB/IEHHOM Ha y3Ne KIMeHTa
PK;

e MAC - ngeHTUdUKaTOp CETEBOWN KapTbl, UCNONb3yeMON KIneHToM PK;

e Ipv4 - ip-agpec xocTa knmeHTa PK, ncnonbayembin npu nepegaye AaHHbIX Mo npo-
Tokony lpv4;

* Ipv6 - ip-agpec xocTa knneHTa PK, ncnonbsyembln npu nepegade AaHHbIX no npo-
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ToKkony Ipve;
o HWID - yHuKanbHOe annapaTHOe MMS MalUWHbI, HA KOTOPOW pasBEPHYT KNNeHT PK;
» NMocneaHAA aKTUBHOCTb — NOCNEAHAA aKTUBHOCTb KneHTa PK;

o Bepcus - HoMep Bepcun yctaHoBneHHoro N0 knueHTa PK RuBackup.

@ ruBackup manager @amarkova-rubackup-maillion.rubackup.local _ o x
P
Ru & a8 @
23 Manensb MoHUTOpMHra B

J ObbekThl vID Wms Cratyc Tun OC AuctpubeioTop OC MAC 1Pv4 IPv6 HWID MocneaHss akTMBHOCTL Bepcus
Crpaterun 3 infr Linux astra 52:54:00:22:40:a6  10.177.32.138  feB0:5054:ff cf8678f5d832cel 2024.06.07 17:01 2.1.0.43015a3
[E rnobansHoe pacnucatHue
YaanéHHas pennukams
& PenosuTopun

[] o4epens 3anad

B Cepsepbl RuBackup

[=] XKypHans!

£ AnmuHncTpupoBatrmne

B  rubackup@localhost

& 1 HeaBTopU30BAHHbIX KNMEHTOB

PucyHok 4. OkHo «HeaBTOpu3oBaHHble KnneHTbl PK»

1. Bbibepute HY>XHOro HeaBTOPWU3OBaAHHOIO KJIMEHTA WU Ha>XMWUTe CTaBLUYO aKTUBHOW
KHOMKY & Aetopusosate « ABTOPWU30BATbY.

2. B nosBuBlIEMCH OKHE MOATBEPXAEHUS HaXMuUTe KHomnky «[a» ona npofoskeHus
aBTopusaumn knueHTa PK.

3. MNocne ycnewHon aBTopmn3aLmnm HOBbIN KneHT PK BygeT oTobpaXKéH B okHe «Knn-
EeHTbI» pasgena «AgOMUHUCTPUPOBaHNE» N B OKHe pasgena «O6bekTbl» (prUcyHOoK 6).
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' RuBackup manager @amarkova-rubackup-maillion.rubackup.local O X

o & ECLENVM Mpasuna  Mpaswna cTpateruw  PenoanTopwit  YaanéHHas penavkaurs  [naw BOCCTAHOBAGHWA

MaHens MOHUTOPUHIa v Neo group
g (@ markevaznibackup-mailliogy i Tun Wma knnenTa Cratyc Tun pecypca Pecypc ID npasuna cTparerum Wmsa nyna Tun PK CospaHo
@D

Crpaterum File system

L] O6vekThI

[E rnobansHoe pacnucaHue Mailion
» group
YaanéHHas pennukauns

& Penosutopuin

[] O4epenp 3apay

{9 Cepsepbi RuBackup

=] XKypHans!

£ ADMUHWCTPUpPOBaHWe

(@]

8  rubackup@localhost

PucyHok 5. OkHo pasgena «O6beKTbl»

Co3paHue npaBunia rno6anbHOro pacnucaHus

[ns BbINOMHEHUSA PErynsapHOro pPesepBHOro KOMMPOBaHME KOMMOHEHTOB MOYTOBOWA
CUCTEMbI, HE06XO0AMMO CO34aTb NPaBMIO B rnobanbHOM pacnucaHun. B cnydae rpyn-
MOBbIX OMepaLuin MOXHO TaK Xe UCMNOoNb30BaTb CTPaTErnn pe3epBHOro KONMMPOBaHMS.

[na cosgaHma npasuna rnobanbHoro pacnucaHua BbIMONHUTE cneayrowme oencTema:

1. Mepengnte B pasgen «O6bekTbl», BblbepuTe BKNaAKy «[lMpaBuna» U HaXXMUTe Ha
kHomKy [+ «[o6aBuTb» (prcyHoOK 7).
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‘“Ru & 8 &

= 3apaqn Mpaewna cTpaTeruv PenosnTopwuii YnanéHHan pennvkauna MnaH BoCcCTE
28 MaHens MOHUTOPUHTA * No group ik

» group WMa rnobanbHoro pacnucaHns CraTyc WMa KNMeHTa HWID Wma nyna Haual

L] O6bekThl

CrtpaTerum

E rnobansHoe pacnucaHue
YpanéHHana pennukauna
& PenozuTopuMii

Ouepenb 3anad

£ Cepeepbl RuBackup

[=] XKypHans

AQMUHUCTPUPOBaHNE

B  rubackup@localhost

PucyHok 6. OkHo BKnagku «Mpaeuna» B pasgene «O6beKTbI»

2. B oTkpblBlWIEMCS OKHe (pucyHok 8) gna HacTponku PK noytoBoro knneHta Mailion
BbINOMHNUTE HACTPOWMKW CO34aBaeMoro npasuna u wabnoHa rnobanbHOro pacnuca-
HWSA, HACTPOMKN KOTOPOIro pacnpoCTpaHATCA Ha BCe NpaBuia rnobanbHOro pacnm-
CaHus.

-
¢ Ru e 8 @

< [063BUTL NP3BILNO FNOGANLHOTO PACTUCAHHS / MpumennTs

MaHens MOHUTOPUHIa
MpaBuna r106ansHOro pacnucams

J O6bekThi

Crpateruum MapameTpsl npasnna JononkuTensHbie napamMeTpsl Npasuaa

[E] rnoGanskHoe pacnucaHue Hassative npasuia EmKoCTb Xpanunnua Inf 6
Kament infr (cf8678f5d832cebd) v EmKocTs xpaninnLa knvenTa Inf r6

YpanéuHas pennukaums
Tun pecypca Mailion v Mpuopurer 100
& Penosutopuit
Pecypc * d2ffafa3-b52e-4c9a-a34b-0c19c972e4fe n 3awmTHoe npeobpasosarne nocrypt

[] Ouepens zanay
P Tun PK Nonwan v CKPYNT NPV HOPMANLHOM BLINOAHEHMM

[=] XKypransi CKPWNT NpU BOCCTaHOBAEHUN

+
v
[ Cepeepsl RuBackup CKPUNT NpY BLINOAHEHNM C OWMEKa MM -

& AnMMHVUCTpUpOBaHNe

LLIaGnoH rno6abHOrO pacnucatis

HacTpoiikt Pacrucanme
BKN04ATE NOCAE CO3naHMS [ @) BLi6paHo: KpoH-sbipaxenie 0 0 1 * *
My Default v Meproantieckmii 3anycxk
Hasano neprona aeicTens 10.06.2024 13:02 @] MuryTa 0 +

OkonuaHve nepuoaa aeictens  10.06.2025 13:02 ] Yac

O6ume HaCTPOKM MoAy A Rerb Mecsua
Mecay C

Llexs Hepenu

olofo

Mposepka Cpok xpaHeHus

posepKa pesepsHbix KoM Kaxase O m—— o)

PuncyHok 7. OKHO co3pgaHus npasuna rno6anbHoro pacnmncaHna pe3epBHOro KonnpoBaHuA
BbinonHute HaCTpOIZKM co3aBaeMOoro npasua pe3epBHONro KoOnNMpoBaHUA:

o MapamMeTpbl NpaBuna (pucyHok 9)
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B none «KnueHT» — KJIMEHTa, Y KOTOPOro ecTb AOCTYN MO CETU K pecypcam
NOYTOBOro KnneHTta Mailion;

B none «Tun» — TUN pecypca 13 Bbinagarowero cnnucka «Mailion»;

B none «Pecypc» HaXXMUTE KHOMKY U Bbl6epuTe B pas3BepHYBLUEMCS CMUCKe
pecypc pes3epBMUpyemMoro TeHaHTa, UMA KOTOPOro COLEPXUT naeHTuomnkaTop
TeHaHTa ID n nmsa TeHaHTa display_name;

B none «Tun PK» BbiGepuTe NONHOE UM MHKPEMEHTAasIbHOE pe3epBHOE KOMN-
poBaHue. lone cooep>XuT LOMONHUTENbHO TOHKME HAaCTPOMKN MOAYNSA, KOTO-
pble MOXXHO W3MEHUTb HaXaTuemM KHOMKU - NoppobHee O HacTpomkax
cMoTpu B [ nasa 14.

MapameTpel Npaeuna

Hazeanwe npaewnna

KnueHTt infr (cf8678f5d832ceb9) v
Twn pecypca Mailion v

Pecypc * d2ffafa3-b52e-4c9a-a34b-0c19c972edfe -
Tun PK MNonHas v

PucyHok 8. OkHO cospgaHus npasunia rnobanbHOro pacrnmcaHus pesepBHOro KONMpoBaHus.
HacTpownka npasuna — lNapamMeTpbl Npasuia

o [OMONHUTENbHbIE NapaMeTpbl Npasuna (pucyHok 10):
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B none «EMKOCTb XpaHWAMILA» YKaXuUTe MaKCUMarbHblii pa3smep nyna Ans
XpaHeHua PK, cosgaHHbIx No gaHHOMY npasuy. 3HaYeHne No yMONYaHuIo;

B none «EMKOCTb XpaHWAMLLA KAMEHTa» YKaxuTe MaKCUMarbHblii pasmep
XpaHunuuia tekyuwero KnmeHta PK;

B none «fMpuopurter» MOXeT cogepxxaTb 3HadeHne oT 100 go 1000. Yem
BbllLie 3HAYEHNE, TEM BblILLE NPUOPUTET BbINOJIHEHMA NPaBuna;

B none «3awuTHOe npeobpasoBaHuMe» MO YMOSYaHWIO BbIBpaHO 3HayeHue
«nocrypt» - 6e3 ncnonb3oBaHUA 3alWMTHOro npeobpasoBaHusa PK. B cnydae
BblOOpa anropmnTtMa 3almTHOro npeobpasoBaHna CMOTPU Tabnuyy:

Tabnuya 2. AnropuTMbl 3aLMTHOIO NpeobpasoBaHns, OCTYMHbIE B yTUANTE rbfd

Anroputm Moppepxusaeman AonuHa Mpumeyanue
KJlouya, ouTt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256




10.4. PesepBHOE KONMpoBaHue

Anroputm MopnepxveaemMas AoNvHa MpumeyaHue
KJova, 6uTt

Kalyna 128, 256, 512 YKpanHCKUI HaLMOHanbHbIN
cTaHgapT ACTY 7624:2014

Kuznyechik 256 Poccumnckuin HaumoHanbHbIN
cTtaHgapT NOCT P 34.12-
2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknm HalMoHanbHbIn
CTaHAapT gna 6ecnpoBof-
HbIX CeTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

» B Nnosie «CKpUNT Npu HOPMaJibHOM BbINOJIHEHUU» YKaXXNTE NyTb Pacnonoxe-
HUA ckpunTa npu HOpPMasibHOM BbINOJIHEHUU PK
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpUNT He BXOAUT B KOMMMEKT
NOCTaBKM W ABNAETCA [L[OMONHUTENBHON OMUMOHANBbHON BO3MOXHOCTbHO,
cosfaHne KoTopon obecneumBaeT 3akasuuk. [ogpobHoe onucaHne apryMeH-
TOB CKpunTa NnpuBeneHo B PyKOBOACTBE CUCTEMHOIO aAMUHUCTPATOPA;

= B nosie «CKpUNT Npu BbIMNOJIHEHUN C OLLUGKAMM» YKaXXUTE NyTb pPacrnosioxe-
HUA cKpunTa npw BbIMOSIHEHUN PK C owmnbkon
/Jopt/rubackup/scripts/Bali_ckpunt.sh. CKPUNT He BXOAUT B KOMMIEKT
NOCTaBKM W ABMAAETCA LAOMNONMHUTENbHOM OMNUUOHANbHON BO3MOXHOCTbHO,
cosfaHune KoTopon obecneymBaeT 3akasuuk. [NogpobHoe onucaHne aprymMeH-
TOB CKpuUNTa NpMBeaeHo B PyKOBOLCTBE CUCTEMHOIO afiMUHUCTPATOPa;

» B rnofle «CKpPUNT NpU BOCCTAHOBJIEHUU» YKaXUTe MNyTb pPaACMONOXEHUS
cKkpunTa BoccTaHoBneHuss PK /Jopt/rubackup/scripts/Bawi_ckpunt.sh. Ckpunt
He BXOOMUT B KOMMJIEKT NOCTaBKM N ABNAETCA AOMNOSHNUTENbHOM ONLNOHaNbHOWN
BO3MOXHOCTbIO, CO3[aHMe KOTopol obecneuymBaeT 3akasuuk. [logpobHoe
onncaHMe aprymMeHToB CKpunTa npuBeneHo B PykoBoACTBE CUCTEMHOrO
agMUHUCTpaTOpPa;

[10000000000002C10000012C9BB1F8B9E128B785] |
10000000000002C10000012C9BB1F8B9E128B785.png

PucyHok 9. OkHO cosfaHuns npasuna rnobanbHOro pacnncaHusa pesepBHOro KONMpoBaHMUS.
HacTpoiika npasuna — [lononHUTe NbHble NapamMeTpbl Npasunia
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BbINONHNTE HAaCTPOMNKU WwabnoHa rnobanbHOro pacrnnucaHmda, npuMeHdaemMble KO BCEM
npasuinamMm rno6anbHoOro pacnmncaHnA:

o B 651oke «HacTpomku (pucyHok 11):

» «BKNIOYKUTb nNocne co3gaHusay. [py akTUBaLUKN NepekoyaTens cosfgaHHoe
npaBuno 6yaeT UMeTb cTaTyc «run» (3anyuwieHo). Ecnun nepeknoyaTtens nepu-
04MYeCKOro 3anycka feakTMBUPOBaH , TO CO3f4aBaeMoe NpaBuo He cosgacT
33724 pe3epBHOro KONUPOBaHUA 1 ByaeT MMeTb CTaTyC «wait»;

= B none «Myn» BbibepnTe AOCTYMHbIA NyN ANA XpaHeHus konuin PK;

» B none «Hayano nepuopga pelucTBUA» yKaxute Hayano nepuopa AencTBUA
C03[0aBaeMoro rnpaBuia Pe3epBHOro KONMPOBaHUA, HaXaB KHOMKY W Bbi6paB B
OTKPbIBLUEMCS KaneHgape AaTy U BpeMs Havana nepuoja sarnycka cosgaBae-
MO0 MnpaBuia Pe3epPBHOro KONUPOBaHWS;

= B nosie «<OKOH4YaHue nepuoaa AeNCTBUA» YKaXNTE OKOHYaHMe nepuoaa aen-
CTBMA CO3[aBaeMoOro npaBuna pPe3epBHOro KOMUPOBaHWSA, HaXxaB KHOMKY U
BblbpaB B OTKpPbIBLWEMCH KaneHpape faTty M BpeMsa OKOHYaHWA nepuopda
3anycka co3faBaeMoro npasuia pesepBHOro KonupoaHuA. 10 yMOM4YaHUO
CPOK OENCTBUA NpaBuna coctaBnsaeT 1rofa ¢ MOMEHTa ero cosfaHus;

HacTpoiku
Bknio4MTh Nocne co3faHuA ()
Nyn Default v
Ha4vano nepvoaa aerncTenA 10.06.2024 16:40 ﬁ
OKoHYaHWe nepvoaa OercTBUA 10.06.2025 16:40 ﬁ

Obwme HaCTpoONKK Mogyns

PucyHok 10. OkHO cosfaHus npasuna rnobanbHOro pacnucaHusa pesepBHOro KONMpoBaHus.
HacTpoWika wabnoHa — HacTpoinku

o B 65oke «Pacnucanue» (pycyHok 12):

» B none «Mepuogunueckuii 3anyck» onpenennuTb TUMN 3anycka co3gaBaemMoro
npasuna. Mpy akTMBaUUW MOM3yHKa MEepPUOLMYECKOro 3amnycka yKaxuTe B
MUHYTax 4Yepes Kakoe Bpemsa OyaeT BbIMONHATbLCA CO34aBaeMoe NpaBuio.
Ecnn nonsyHok nepuogmyeckoro 3anycka [[eakTUMBMPOBaH , TO HacTpounTe
KPOH-Bblpa)keHne, yKasaB aaTy U BpeMsi MHTepBana BbINOMHEHNS CcO3aaBae-
MOro npasuna;
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PacrucaHue
BeifpaHo: KpoH-BelpaeHHe 0 0 1 * *
MNepuoavyeckni 3anyck
MuHyTa

Yac

AAA

JeHs Mecaua
Mecsay

[eHs Hegenu

PucyHok 11. OKHO co3gaHus npasuna rnobanbHoOro pacnncaHnsa pe3epBHOro KoNMpoBaHus.
HacTpolika wabnoHa — [JononHUTeNbHble NapaMeTpbl NpaBwuia

o B 6noke «MNpoBepka» npu akTmuBauum nepeknodatens @ [ocTynHa HacTpoWika
NepuogNYHOCTN NPOBEPKN apXMBOB pPe3epPBHbIX KOMUI (prucyHoK 13):

» B nosie «MpoBepku pesepBHbIX KONUI» YKaXnTe NepuoanyHoCTb NPOBEPKU
pe3epBHbIX KOMUA. 3TO AEeNCTBME UHULMUPYET CcOo3faHve 3afadu npoBepKu
pes3epBHOM Konuu — LunppoBon nognucu n pasmepa ¢annos. Ecnn pesepBHas
Konusa 6bina nognucaHa uuopoBOon NOANUCHKD, TO OyAeT NPOBEpPEH pasmep
dannoB pe3epBHON KOMUK N CaMa pesepBHaa Konua. Ecnu pesepBHaa Konus
He 6blna nognucaHa LMepPoBON NOAMNUCHIO, TO ByAeT NPoBepeH TOJbKO pas-
Mep ¢annoB pesepBHOW KONuW. B cny4dae, ecnn nNpoBepka pesepBHbIX KOMUi
He TpebyeTcs, TO AeaKTUBUPYNTE NepekoyaTeNb B TEKYLLEN CTPOKE

Mpoeepka
MNpoBepKa pPe3epBHbIX KOMWA KaXIble ()

1 +  Mecsaues v

PucyHok 12. OkHO cosgaHus npasuna rnobanbHOro pacnmcaHnsa pesepBHOro KONMpoBaHus.
HacTpowka wabnoHa — Nposepka PK

o B 6/10Ke «CpOK XpaHeHus» (prcyHOK 14) yKaXuTte CKOMbKO AHEeN, Heaenb, Mecs-
L,eB UM NeT XPaHUTb pPe3epBHble KOMUK, NOJTyYEHHble B pe3ynbTaTe BbIMOIHEHUS
npaBuna;

CpoK xpaHeHWs
XPaHWTh pe3epeHbIE KOMWK B TeYeHWe D

1 + NeTt w

PucyHok 13. OkHO cosfaHus npasuna rnobanbHOro pacnmcaHusa pesepsHOro KONMpoBaHuUS.
HacTporika wabnoHa — Cpok xpaHeHusa PK

o B 6noke «Pe3epBHble Konuwu» (pricyHok 15) npu akTnBauum nepeknovatens @
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BO3MOXXHaA HAaCTpOMKa NepeMeLLeHNA pe3epBHbIX KOMUA, NONTYUYEHHbIX B pe3y/b-
TaTe BbINOJIHEHUA MpaBUia:

» C YKa3aHHOW NepnognyHOCTbIO;

» B MyN, 4OCTYMHbIA U3 PacKpPbIBaOLWLErocs CrNCKa;

PesepBHBIE KOMKK

MepemecTuTe B NyN Yepes

PucyHok 14. OKHO co3faHusa npaBuia rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHus.
HacTponka wabnoHa — PK

o B 6/10Ke «YcTapeBlUne pesepBHble KOMUU» HeobxoauMo onpeaennTb AencTBUs
Nocne UCTEeYEHUS CPOKa XPaHEeHNsI pe3epBHbIX KOMWIA, MONTyYEeHHbIX B pesynbTaTte
BbINOJIHEHUSA NpaBunia» (pucyHok 16):

» B Nosie «ABTOMaTUYecKoe ypaneHue» aktmsupyinte nepeknodatens @D
ANA yoaneHus pesepBHbIX KOMUIA MO OKOHYaHMIO onpenenéHHoro B npaswune
CpOKa XpaHeHus UK AeaKTUBMPYNTe nepekntovaTenb , eCnn ypaneHue
pe3epBHbIX KOMUI He TpebyeTcs;

» B nosie «YBeROMAATb» HAaCTPOMNTE Kakne agMUHUCTPaTUBHbIE Tpynnbl 6yayT
yBeLOMNEHbl 06 UCTEUYEHMN CpOKa AENCTBUS PE3EPBHbIX KOMUIA;

= B rnofie «kKnueHT MoXXeT yaanuTb pe3epBHble KONUU 3TOro npasusa» akTu-
BupyinTe nepekntovatens @ ons paspewenuna Knnenty CPK yganuTtb ycTa-
peBLUME pe3epBHble KOMUU WU OeaKTUBUPYNTE nepekntoyaTtesb Ans
pa3peLleHnsa Ha yaaneHne pe3epBHbIX KOMUW TOMbKO Ha cepBepe;
yC"'E]pEF}IlJME PEIEPEHBIE KONMWMK
AeTOMaTWYECKOE YaancHe

YeepomnaTe  Nobody v

KNWeHT MoMeT yaannTe pe3epeHble KONWK 3TOoro npaesuna (:)

PucyHok 15. OKHO co34aHusA npaBwuia rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHuUs.
HacTpoika wabnoHa — Yctapeswune PK

o B B6noke «YBepoMneHusa» (pvcyHoK 17) OAA yKasaHHbIX COObITUA M3 Bbinagaro-
LLLlero cnucka onpegenuTte rpynny rnonb3oBaTenen, Kotopasa byaeT yBeLoMIIeHa B
cnyJyae npowusowepawero coboitna. B none «E-mail CC» MOXHO BBeCTU 060
afipec 3NeKTPOHHOM NOYTbl AN1A 0COB60ro yBeOM/EHUS;
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YeenoMneHWA

HopMmaneHoe BeINOAHEHWE Nobody v
BrinonHeHwe ¢ ownbKon Nobody W
MNpoBepka pe3epEHORA KONWK Nobody v
OKoH4YaHve geWcTEWA Npasuna Nobody W
OkoH4yaHwe émKocTn xpaHunuwa  Nobody v

PucyHok 16. OKHO cO34aHuA npaBuia rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHUs.
HacTpolika wabnoHa — PK

3. Mocne HacTpoOWKKN NpaBuia HAXXMUTE KHOMKY NVAILIERSS 1151 COXPaHeHUss HacTpoek
npaBuna pe3epBHOro KONMpPoBaHUS.

CosfgaHHoe npaBuno 6ygeT OOCTYMNHO ANA pefakTUPOBaHMUA U U3SMEHEHUA cTaTyca
(«3anyLwieHo» nnu «oxxkngaeT») B pasgene «nobanbHoe pacnncaHme».

10.5. CpouyHOe pe3epBHOE KONMUpoBaHUe

CpoyHOoe pe3epBHOE KOMMPOBaHMe No3BoNsSeT eAuMHOPa3oBo co3aaTb NOMHYK pesepBs-
HYIO KOMUIO pecypca BbIGpaHHOro TeHaHTa, He Ha3Havas NpaBuio No pacnmMcaHuio.

1. BbINosIHEHNE CPOYHOro pes3epBHOro KonmposaHWsa B RBM BO3MOXHO OCYLLECTBUTb
ABYMS crnocobamm:

o nNepentn B pasgen «O6bEeKTbl», BblAeNUTb KnneHTa PK, ocyuwecTeBnsowero
yrpaBneHne pesepBHbIM KOMUPOBaAHMEM MOYTOBOM cucTeMbl Mailion, n HaxaTb

NOABUBLLYHOCA KHOMKY iz «CpoyHoe PK»;

o
Ha)xaTueM Ha KHOMKY Ha BepxHen naHenn RBM kHonky & «CpoyHoe PK».
2. B oTKpbIBLIEMCSA OKHE NPON3BEANTE HACTPOMKY NapamMeTpoB (pucyHokK 18):

o B none «KnueHt» BblbepuTe KIMEHTa pes3epBHOro KOMUPOBaHUA, Y KOTOPOro
€eCTb JOCTYN NO CETU K pecypcam NovYToBOro KimeHTa Mailion;

o B none «Tun pecypca» Bblbepnte TUMN pe3epBUPYEMOro pecypca 13 Bbinagaro-
wero cnuncka «Mailion»;

o B none «Pecypc» HaXXMUTe KHOMKY - N BblbepuTe B pa3BepHyBLUEMCSH OKHe
pecypc pesepBUpPYEMOro TeHaHTa, MMA KOTOPOro COAEPXUT UOeHTUudukaTop
TeHaHTa ID n nMa TeHaHTa display_name;

o B none «Tun PK» BbibepnTe NonHoe v MHKpeMeHTanbHoe pesepBHOEe KONUpo-
BaHue. [lofle coaepXUT [OMNONHUTENIbHO TOHKWE HacTPOWKM MOAYNsA, KOoTopble
MO>XHO NU3MEHUTb HaXXaThuem KHOMKU - MNoapobHee 0 HacTpoilkax CMOTpU B
[naBa 14.
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o B none «fMyn» M3 pacKpblBaloLErocs cnucka BblGepuTe AOCTYMHbIA Nyn ONs
COXpaHeHMs pe3epBHON Konuu;

o B nofie «3alWuTHOe npeobpasoBaHUE» MO YMONYaHUKO BbIGpaHO 3HayeHue
«nocrypt» - 6e3 Mcnonb3oBaHWA 3alWMTHOro npeobpasoBaHusa PK. B cnydae
Bbl6Opa anropntMa 3aWmnTHOro npeobpasoBaHnUa cMOTpU Tabnmyy:

Tabnuya 3. AIropuTMbl 3aLMTHOMO NpeobpasoBaHus, JOCTYMHbIe B yTuanTe rbfd

Anroputm Mopnaepxveaemas ANvHa MpumeyaHue
KJova, 6uTt
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpauHCKMN HaLMOHasbHbIR

ctaHpapt ACTY 7624:2014

Kuznyechik 256 Poccuinckuin HaunoHasnnbHbIN
cTaHgapt NOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Knutanckunim HaunoHanbHbIN
CTaHAapT g8 6ecnpoBoOgHbIX
ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

o B none «MpuoputeT» MoXeT OblTb YCTaHOBEHO 3HavyeHne oT 100 go 1000. Yem
BbllLie 3HAYEHNE, TEM BbiLLE NPUOPUTET BbINOJIHEHUA NPaBuUna;

o B none «chK XpPaHeHUA» yKa>Xute CKOJIbKO OHEN, Hepenb, MecsAueB uUnn net
XPaHUTb pPe3epBHYHO KOMMko, NMoJiIy4eHHYO B pe3ysibTaTe BbIMOJIHEHNA CPOYHOIro
PK.
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10.5. CpoyHoe pesepBHOE KONMpoBaHue

CpouHoe PK " MpUMEHTE

KnuenTt infr (cf8678f5d832ceb9) v
Twun pecypca Mailion v -
Pecypc * d2ffafa3-b52e-4c9a-a34b-0c19c972e4fe -
Tun PK [ MonHas oW ]
Myn Default v
3awmTHoe npeobpasosaHne | nocrypt v
MpwoputeT 100 +
Cpok xpaHeHns 1 + | JNet v

ObLuKMe HAacTpoRKK MOLyNA

PucyHok 17. OKHO HacTponkm CpoYHOro pesepBHOro KonmpoBaHms

10.5.1. CpoyHoe pe3epBHOEe KONMpoBaHue no npasuny

B TomM cnyvyae, ecnu Heo6XxoAMMO BbIMOSIHUTL CPOYHOE PEe3epBHOE KOMMpOBaHME MO
CO34aHHOMY MpaBuay rnobanbHOro pacnncaHus:

1. Nepengnte B pasgen «[nobanbHOe pacnucaHue».

2. BbigenuTe Hy>Hoe npaBuno.

3. BbisoBnTE NpaBol KHOMKOM MbIWKM KOHTEKCTHOE MEHIO U HaXMUTe «BbIMOAHUTb»
(pncyHok 19).

No6aeuTh

KnoHupoBaTk

PepakTUpoOBaTE

MprocTaHOBUTE

BeINOAHNTE

Yaoanute

MNepelTw K...

PucyHok 18. 3anyck CpoYHOro pe3epBHOro KONMpPoBaHWA Mo Npasuny rno6anbHoro pacnmcaHus
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4. MpoBepuUTb X0, BbINOSIHEHUS PE3EePBHOr0 KOMMPOBaHUA MOXHO B OKHe «Ouepepnb
3agay» (pucyHok 20).

& 8 @
MKypHans! v VéuTe & Yaanuts v
99 Manens MoHMTOpUHra viD  Tun VM kauenTa Cratyc Tun pecypca  Pecype IDnpasuna  IDcTpaternn  Wmanyna  TunPK  Cospako ID penosuTopus  Tpadmk
772 Backuplo infr (0% ) Mailion d2ffafa3-b52e-4c9a-a3ab-t 0 o Default full 2024.06.1917:24:22 0
O ObvekTs ; 8
771 Verify System Mailion 0 6 Default full 2024.06.19 15:17:48 32
Crpateruun 770 Verify System Mailion 5} 6 Default full 2024.06.19 13:09:44 12
] rnodanshoe pacrcarve [JICEEEACLY System Mailion 0 3 Default full 2024.06.19 13:04:44 11
768 Verify System Mailion 0 6 Default full 2024.06.19 13:00:44 16
YpanéuHas pennvkauus
767 Verify System Mailion o 6 Default full 2024.06.19 12:41:43 15

& PenozuTopuin

Ouepeay 3apay
[ Cepeepsl RuBackup
[=] XKypHansi

£ ALMUHWCTPUpOBaHWE

PucyHok 19. OkHO oyepegm 3agay

[Mpn ycnewHoOM 3aBepLleHUN pe3epBHOro KOMMpPOoBaHMA COOTBETCTBYHOLWAA 3agadva
nepenpet B ctatyc «Done».

10.6. BoccTaHOBNEeHUe AaHHbIX

10.6.1. LleHTpanu3soBaHHOEe BOCCTaHOBJIEHUE Pe3epPBHbIX KONMUM

CuctemMa pesepBHOro kKonmposaHMa RuBackup npegycmaTpmBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHUSA pPe3epPBHbIX KOMUIW Nosb30BaTesieM Ha y3/ie KNIMEHTa pe3epBHOro Konmpo-
BaHWA unu agMuHmncTpaTtopom CPK RuBackup Ha ntobom y3ne ¢ ceTeBbIM AOCTYNOM K
nHopacTpyktype CPK RuBackup. B Tex cnyyasx, korga ueHTpanm3oBaHHOE BOCCTAHOB-
NeHne pe3epBHbIX KOMUI He XenaTeNbHOo, HanpuMep, Korga BOoCCTaHOBNEHWE OaHHbIX
ABNAETCA 30HOW OTBETCTBEHHOCTW Bnagesbua KIMEHTCKOM CUCTEMbl, aTa QYHKLMO-
HaNbHOCTb MOXET BbITb OTK/IKOYEHA Ha KNIMEHTE Pe3epBHOro KONMpoBaHusa (CM. «Pyko-
BOACTBO CUCTEMHOIro agMuHucTpaTtopa RuBackup»).

10.6.2. lMNonHoe BOCCTaHOBJIEHNE AaHHbIX

ans LEeHTPaIM30BaHHOIo BOCCTaHOBJ/IEHUA TEHAHTA Ha KJIMEHTE PK:

1. B RBM nepenguTte B pasgen «Penosmtopuin».

2. BblbepuTe B OTKPbIBLUEMCH OKHE TpebyemMyr pPe3epBHYH KOMUKO, HAaXXMUTE Ha Hee
NpaBo KHOMKOW MblIWN N BbibepnTe B KOHTEKCTHOM MeHI «BoccTaHoBUTb» (pucy-
HOK 21).
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10.6. BoccTaHOBEHNE AaHHbIX

BoCCTaHOBWUTE

MNpoBepuTh

KonupoeaTk
MepemecTuThb
XpaHuTL 0o
Yaanute

NepedTH K...

PucyHok 20. OkHo pasgena «Penosutopuin». BocctaHoBneHue PK

B npouecce BOCCTAHOBMIEHUSA UHKPEMEHTANbHON Pe3epPBHON KOMMM aBTOMaTUYECKU
6yaeT BOCCTAaHOB/IEHa BCA LenoYka pe3epBHbIX KOMWUA, HaUMHaA C nocneaHen non-
HOI pPe3epBHON KOMUN OAHHOrO TEeHaHTa, BK/oYasa BCe MHKPEeMeHTalbHble pe3epB-
Hble KOMuK, caenaHHble nocrne Heé.

. B OTKpbIBWEMCSH OKHE LEHTPanM30BaHHOro BOCCTAHOBMAEHUA (pUCYHOK 22) Npea-
CTaBlneHa cnegywouian nHoopmMaums:

ViHchopMaLus 0 pesepsHoi Konu MecTo soccTanosneHns
Vst xocTa: infr BOCCTaHOBMTS Ha KiveHTa infr (cf8678f5d832ceb9) v
£ Crparerum HWID: cf8678f5d832ceb9 KaTanor pacnakoskm: * @ .
[El Fno6ansHoe pacnucative Tun pecypca Mailion
YaanéHHas pennukaLa Pecypc 4ea5e860-3741-4673-a8a1-2dd255662434
© Penoanmopuii nyn: Default BoccTaHoBMTL Ha LeseBoM pecypce:
F] Ouepens 3azau Tun PK: ful O6LLMe HACTPOIAKI MOAYNA
Co3paro 2024.10.18 09:20:37
BoccraHosmTs, LenouK) y: 56
Vs npasun
CraTyc PK Not Verified

paHyNspHOe BOCCTaHOBAEHWE
[l06aBuTs 06 BEKTE!
Granular restoration is currently disabled.

In order to enable granular restoration, add the necessary objects from this backup by
clicking on the "Add items" button.

PucyHok 21. OkHO LleHTpann3oBaHHOro BOCCTaHOBNEHNS TeHaHTa

o MHOOPMALUS O pe3epBHOM KOMuW. [aHHbld 610K COAEPXUT HEU3MEHSEMYIO
NHOOPMALINKO O PE3EPBHON KOMUN;
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Moaynb pe3epBHOro KONMPOBaHUA N BOCCTAHOBIEHUA MOYTOBOW cucTeMbl Mailion

o MEeCTO BOCCTaHOBJ/IeHUs. B JaHHOM 610Ke Heo6X04MMO onpenennThb:

= B nofie «<KnneHT» Bbl6epI/ITe 13 BblMagaroLlero cnmcka knmeHTta PK, KOTOprIZ
NMeeT ceTeBOW OOCTYnN K XOCTY C BOCCTaHaBJ/InBaeMbIMN OlaHHbIMWU TEHAHTAQ,

» B none «KaTanor pacnakoBKW» YKaXXWUTe BPEMEHHbI KaTanor gns pacna-
KOBKW pe3epBHOMN KOMUN;

= NOJSIOXXEHME NepekntoyaTena B nosie «BocctaHOBUTb Ha LLle/IeBOM pecypce».
|_|pl/1 aKTuBaL N nNepeknryaTend ‘:) OaHHble TEeHaHTa 6y,u,yT BOCCTaHOB/J1€HbI
B UCXOAHbIN TeHaHT. Ecnun nepeknyaTtesib eakKTnBNpPOBaH , TO pe3eps-
HaA Konud 6y,u,eT BOCCTaHOBJIEHA TOJIbKO B NIOKasbHbIN KaTanor.

BoccTaHOBNEHNE TeHaHTa BO3MOXHO TOJIbKO B UCXOAHbIN TEHAHT, pe3epB-
HaA Konua KOToporo 6bina cosgaHa. MNepeHanpasBneHne npu BOCCTaHOBIe-
HUW B APYroi TeHaHT HEBO3MOXHO.

o OOCTYMHbl «O6WMe HACTPOMKU Mopyna» L8 onpefeneHus 3HadyeHuss napa-
MeTpa worker_parallelism — KonudecTBa paboymx NOTOKOB, UCMOJIb3yEMbIX ONA
BbINO/HEHMA PK;

10.6.3. 'paHynspHoe BOCCTaHOBJ/IEHUEe A aHHbIX

Hayano cMoTpu B nyHKTe Pasnen 10.6.2 HacToALWEro 4OKyMeHTa.

paHynAapHOe BOCCTaHoBEHNE. Mcnonb3ynTe GyHKLMN faHHOro 6noKa, ecnm Heobxo-
AVMO BbINOMHUTL BOCCTAHOBJSIEHME TONIbKO HEKOTOPbIX AWMKOB WM NUCEM TEHaHTa
(pncyHok 23).

(paHynapHOe BOCCTAHOBNEHWE

No6aeuTb 06bEKTHI

FpaHynAapHOE BOCCTaHOBNEHWE B HAacToOALLEe BPEMA OTKMIOYEHO.
Y106kl BKNIOYUTL rpaHynapHoe BocCcTaHoBneHue, gobasbTe Heobxoaumelie ainbl U3
naHHOW PK, Haxxumasa Ha kHonky "[obaBuTe 06bekTol".

PucyHok 22. OKHO HacTPOMKK rpaHynAaApHOro BOCCTAHOBIIEHUS pecypCcoB
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10.6. BoccTaHOBEHNE AaHHbIX

[nsa Bblbopa BOoCCTaHaBIMBaEMbIX NanokK 1 ¢annos 13 cneyndmkaymm HaXxX MMTe KHOMKY
«[Jo6aBUTb 06beKTbI» [+]. B OTKpbIBLIEMCS OKHe BbibepuTe (BblAennTe) ALWMKU K
NMcbMa, KoTopble ByAyT BOCCTAHOBMAEHbI B UCXOLHYIO Manky (pUcyHoK 24), 1 HaxXMuTe
cronky [

Granular restoration entities list + MpumeHnTs

aHe/lb MOHTOpUHTa

= o6rextl Theme of letter
e v | test21_user2@test-domen21.com
v /| Inbox
[E] mo6ansHoe pacnucanie
v Letter test21_user2@test-domen21.com  test21_user@test-domen21.com Marker mail 1
YAanéHHas pennkaLms ! Junk
© Penosuropuii | Drafts
| Inbox
Ouepesb 3aa4
» V| Trash
3 cepsepsi RuBackup » | sent
| Archive

[=] XypHans
v M test21_useri@test-domen21.com

& AAMUHUCTPUPOBaHIE

Sent

v B Inbox
Letter test21_useri@test-domen21.com  test21_user2@test-domen21.com  Marker mail 1
v Letter test21_useri@test-domen2i.com  test21_user2@test-domen21.com  Marker mail 2
Letter test21_useri@test-domen21.com  test21_user2@test-domen21.com  TONOBHOI TEICAYa YBENMUNBATLCA Ky3HeL,
Letter test21_useri@test-domen2!.com  test21_user2@test-domen21.com Marker mail 3
Letter test21_useri@test-domen21.com  test21_user2@test-domen21.com /lsixaHue 6puraza MarasiuH1
Trash
Drafts
Archive
Sent
Junk

&  rubackup@localhost

PucyHok 23. OKHO BblbOpa pecypcoB npu rpaHynspHOM BOCCTaHOBNEHUN

B 6nok «[paHynApHoe BOCCTaHOBNeHWe» 6yayT AobaBneHbl BblGpaHHble AWUKUA U
nucbMa (prcyHok 25). B JaHHOM OKHe BO3MOXHO PeaaKTMpoBaHMe Bbibopa — BbiGpaH-
Hble PecypCbl MOXHO YAannTb U3 CNUCKA BOCCTaHaBIMBaeMbIX 06BEKTOB UK A06aBUTb
HOBble OOBbEKTBI.

lpaHynApHOEe BOCCTAHOBNEHME
(1] PepakTupoeate & OYMCTUTL BCE
Email From To Theme of letter

» test21_userZ@test-domen21.com

> test21_user]@test-domen21.com

PucyHok 24. OKHO pefakTUpPOBaHNA Bbibopa PecypCcoB rpaHyIsipHOro BOCCTaHOB/EHNS

MpoBepbTe Xx0[, BbIMNOMHEHUS PE3epPBHOro KONMpoBaHua B okHe «Ouepeab 3agay». Mpu
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yCneLwHOM 3aBepLUeHNN BOCCTaHOBMEHNS pe3epBHON KoMK COOTBETCTBYIOLWaA 3a4a4a
Ha BOCCTaHOBMNEeHMe nepenaéT B ctaTyc «Done» (BbIMNOMHEHO).

10.7. NMpocMTOp ouepenu sapav
[na oTcnexuBaHusa BbINOSHEHUSA NpaBun nepenguTe B pasgen «O4depenb 3agayu».

B paHHOM pasgene 3agava nosiBNAETCA B MOMEHT BbIMOJSIHEHWUS CO3[aHHOro npaswuna,
BbIMO/IHEHUSA CPOYHOrO PE3epPBHOr0 KOMUPOBAHMA UMW BOCCTaAHOBMEHUA [OaHHbIX U3
Pe3epPBHbIX KOMUI.

TakXe oTcnexuBaTb BbIMOJIHEHWE 3a4a4y MOXHO npu nomowmn RBC wnn yTUNUTbI
KOMaHOHOM CTPOKW rb_tasks.

MNMocne ycnewHoro 3aBepLlUeHUss 3a4ayn Pes3epBHOr0 KOMMPOBAHWUS pesepBHasi KOMus
6yaeT NnoMelleHa B XpaHUuLLLEe pe3epBHbIX KOMWIA, a MHpopMaLma o Hell byaeT pa3me-
LeHa B pasgene «Penosutopuiny.
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NnaBa 11. O6HOBNEHMe
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FnaBa12. YapaneHue
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naBa 13. NpunoxeHue 1

Mpumep nucTuHra KoHPUrypaumoHHoro ¢avina /opt/rubackup/etc/rb_module_mailion.conf

### Mandatory options ###

# Combination of address/hostname + port for connection to Mailion backup
services

url grpc.rubackup2.local:3142

# Credentials for authorization in Mailion backup services
username backuper

password aeng5Quaeshaachagohk

# Paths to certificates for mTLS usage between the module and Mailion
services

ca_file /srv/tls/certs/mln.rubackup.local-main-ca.pem
private_key_file /srv/tls/keys/ministerium.infr.rubackup.local-main-
key.pem

client_cert_file /srv/tls/certs/ministerium.infr.rubackup.local-main-

client.pem

# Number of worker threads (default is 4). The number can't be negative or be
equal to @

threads_num 1

# Number of seconds allowed to every stream for working. The number can't be
negative or be equal to ©

deadline_sec 120
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naBa 14. NMpunoxxeHue 2

14.1. TOHKMe HaCTPOMNKU MO YA B NpoLecce
pe3epBHOro KonupoBaHus

ToHkue HacTpoiiku mogynsa Mailion MOXHO M3MEHUTb HaXaTUeEM KHOMKU ! B none
«Tun pecypca»(prycyHok 26), OOCTYNHON MNPU WMHKPEMEHTA/lbHOM TuUMNe pPe3epBHOro
KOMMPOBaHUS.

Mailian

iterational_backup

IHAYEHWA NO YMONYaHAKD

PucyHok 25. OKHO TOHKMX HacTpoek Moayns Mailion (3HaYeHUsA Mo yMONYaHmKo)
MNapameTpbl OCTYMHblE ANA HACTPOWKU:

e aKTMBUPYWTE NepekntodaTens «iterational_backup» @ onsa 3anpoca pesepsupye-
MbIX OaHHbIX MO 4YacTAM C Lesiblo YMEeHbLUEHUA 3aHMMaeMoro obbeéma gucka gns
NPOMEXYTOYHOro XpaHeHUa 3TUX LaHHbIX Mepef nepefaden Ux Ha Mepmacepsep.
Ecnn nepekntoyaTtens AeakTUBUPOBaH , TO ONA NPOMEXYTOYHOro XpaHeHus
pesepBUpyeMbIX OaHHbIX Nepen nepefaden nx Ha meguacepsep notpebyeTcsa CBO-
6ogHOEe MeCcTo Ha AuCKe B NosIHOM obbéme. [daHHas onumsa UCronb3yeTcs TOJbKO
npu Bblbope (co3haHnm) NONHOM pe3epBHOM Konun B none «Tun PKy»;

e KHOMKa BO3BpaLLaeT nepektoyatesls B COCTOAHUE AeaK-
TUBMPOBaH, KOTOPOE UCMOJb3YEeTCA MO YMONYaHWo. 3HaueHne napaMeTpoB MOAY NS

Takxe MOXHO yCTaHOBUTb B KOHOUrypaLMOHHOM danne
/opt/rubackup/etc/rb_module_mailion.conf.
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