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HacToswee pykoBOACTBO onpegenseTr MNopsaoK MOArOTOBKM W YCTaHOBKM MOLYISA
Pe3epBHOro KOMMPoBaHUs U BoccTaHosneHnus CYB MySQL!". B paHHoM pykosop-
CTBe NpuBeeHbl NOAPOOHbIE AENCTBUA TONbKO A/ HEKOTOPbIX BO3SMOXHbIX CLLEHapMeEB
pe3epBHOro KOMMPOBaHUSA U BOCCTAHOBNEHMSA AaHHbIX. bonee nogpobHas nHpopmaums
npueBegeHa B AOoKyMeHTe «CucTemMa pe3epBHOro KONMpoBaHMA U BOCCTaHOBMNEHUSA faH-
HbIX RuBackup. PykoBogCcTBO CUCTEMHOIro agMUHUCTpaTopar.

Hepen aKcnnyaTaumeM nporpaMmMHOro cpeancTtBa pekoMeHayetTcd BHUMaTeSIbHO O3Ha-
KOMNTbCA C HAaCTOoAWMM N pEKOMEHAOBAHHbIM PYKOBOACTBaMMW.

HacTosilee PpyKoBOACTBO MpeAHasHayeHo ANA aAMUHUCTPaTOPOB MNPOrPaMMHOMO
cpeactBa «CuCTeMa pe3epBHOr0  KOMWPOBAHWSA U BOCCTAHOBAEHWS  AaHHbIX
RuBackup».

XapakKTep U3NOXEeHUA MaTepuana aHHOro PYKOBOACTBa npepnonaraeT, YTO Bbl 3Ha-
KOMbl C OnepaunoHHbIMM CUCTeMaMn cemencTBa Linux, Ha KOTopbIX paboTaeT npo-
rpaMMHOe CpencTBO, U BrageeTe 06as3oBbIMU HaBblkaMW aLMWUHUCTPUPOBAHUA L1
paboTbl B HUX.
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

naesa1. YcnoBus BbiNOJIHEHUSA

1.1. Tpe60oBaHUA K annapaTHbIM cpeAcTBaM

1.1.1. Tpe6oBaHuA K annapaTHbIM cpeacTBaM KnueHTta PK

Y3en, BbINoNHALWMA QyHKUUM KNneHTa PK, Ha KOTopoM npeanonaraeTcsa pasBepTbiBa-
HWe, foMKeH obnagaTh xapakTepucTukamu, NnpmBenEHHbIMK B Tabnuue Tabnuua 1.

Tabnuya 1. TpeboBaHUA K annapaTHbIM cpeacTBam KanmeHTa PK

AnnapaTHoe Tpe6oBa- 3HaueHue MpumeyaHue
Hue
[Mpoueccop OfHOMOTOYHBIN peXNUM  MHOFOMNOTOYHbBIN PEXUM —

1 agpo KonunyecTBo agep =

Konn4yecTBy NOTOKOB

TBepOoTenbHbIN Hako-  3HayeHue TpebyemMoro ANCKOBOro npocTtpaHcTea He meHee 400THb
nnTenb MOXeT BbITb paccumMTaHo no dopmyrne

OnepaTtuBHasa NamMATb CyMMa 3HayeHun onepaTMBHOM NaMATU ANd Bcex [ Oe onepaTtuBHas
33,24 pe3epBHOro KONMpoBaHUs namATb OAHOro pecypca
pasHa 16 + 4% oT pas-
Mepa LefieBoro pecypca

MHTepdeincHoe ycTpon- CeTeBor aganTep —
CTBO

lpumep 1. Popmyna pacyéTa AUCKOBOro NpoCTpaHCTBa

Volresource

V=—n—x (Sizehash + 20) X(K+1)+ SiZ€emetadata
Sizepjock

roe:

e K =1 nNpun 0gHOMNOTOYHOM PEXUME;

e K = worker_parallelism, ecnuM 3afaHbl MHOFOMOTOYHbIA  PEXUM
(enable_multithreading) vn cnabas geaynnukayums (enable_flexible_dedup);

o worker_parallelism — KO/IM4YeCTBO paboymx MOTOKOB, UCMOJIb3YyeMbIX 014
BbINONIHEHMA PK;

o enable_multithreading — ¢nar, ykasbiBatOLWMA Ha UCMOSIb30BaHNE MHOIO-
NMOTOYHOCTMN,

o enable_flexible_dedup — ¢nar, ykasbiBaloLWMUA HA UCNONb30BaHNE TMBKOMN
Aepynnukauyum;

o Volresource — 0OLWMIN O6BEM faHHbIX, Nognexawmnx PK;
o Sizep,ck — pasmep 6/10Ka fAaHHbIX, UCMNOoSb3yeMoro gna obpaboTKM faHHbIX BO
BpeMs PK (ana nynos Tunos "File system", "Tape library", "Cloud" pasmep 65noka
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1.2. TpeboBaHUA K NporpaMMHbIM CpeAcTBam

anaeTca GUKCMpOBaHHbIM U paBeH 16384 b);
o Sizep,sn — pasMep xella, UCNOMb3yeMoro Ana uaeHTUbMKaunm AaHHbIX;
e 20 — MakcuMarsbHbI pa3Mep cepunanmsoBaHHOM No3uumm B panne;

e 71— BpemMeHHas 6asa A/1a BblYMCNEHNSA CUrHaTYypPbl MW OTNPaBKM Xellen Ha cep-
BEp;

o Sizeperadara — 3TO 0.02 x 06bEM pecypca

1.2. Tpe6oBaHUA K NpOrpaMMHbIM CpefcTBaM

[na BbINONHEHWA pe3epBHOro KonuposaHWA U BoccTaHoBneHna CYB MySQL cpen-
ctBamun CPK RuBackup Heobxoanmo npegsapuTesibHO pa3BepHYTb KIIMEHT pe3epBHOro
konuposaHusa RuBackup Ha y3ne, Ha KOTOpoM ByaeT BbINO/IHEHO pe3epBHOE KOMMpoBa-
Hne CYB/.

1.2.1. NMporpammHasn cpepa CPK RuBackup

Onsa ¢yHKUMOHMpoBaHUA nporpamMmHoro mogyna CYB[ MySQL Heobxogumo cnepyro-
Lee nporpaMMHoe obecneyeHue:

o OnepaynoHHas cuctema (ogHa us):

o Astra Linux 1.6 (akcnepuMeHTanbHbIN PexXunm);

o Astra Linux 1.7 (akcnepuMeHTanbHbIN peXum);

e Astra Linux 1.8 (akcrnepuMeHTanbHbIn peXxXnm);

e Debian 10 (3kcnepuMeHTanbHbIN PEXNM);

e Debian 12 (akcnepuMeHTanbHbIN pPeXum);

e Ubuntu 18.04;

o Ubuntu 20.04;

e Ubuntu 22.04;

e Alt Linux 10 (sKCnepuUMeHTanbHbIN PeXnM);

e CentOS 7 (akcrnepuMeHTanbHbIN peXnm);

e CentOS 8 (akcnepuMeHTasnbHbIN PEXUM);

e RHEL 9 (3kcnepuMeHTanbHbI pexunm);

e RedOS 7.3 (akcnepuMeHTanbHbIN pexunm);

e RedOS 8 (akcnepuMeHTanbHbIN PEXNM);

e Rosa Chrome 12 (akcnepuMeHTanbHbIN PeXNM);

o Rosa Cobalt 7.3 (akcnepuMeHTanbHbIN PeXUM);

5n3 47




PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

Rosa Cobalt 7.9 (skcnepuMeHTanbHbIN PEXNM).

KnueHT pesepBHOro konnposaHua RuBackup:

MoAaynn rubackup-common U rubackup-client ycTaHoBneHbl Ha y3ne CYB[ MySQL.

Ona ynpaBneHna pesepBHbIM KOMUPOBaHMEM W BoccTaHoBneHneMm CYB[ MySQL
pPEKOMEH0BAHO criefyrolee nporpaMmMHoe obecrneyveHue:

MeHepxep AamuHucTpaTtopa RuBackup (RBM) gnsa ynpasneHusa CPK.

Takxe nopgnepxusaetcsa ynpasneHne CPK RuBackup nocpefcTBOM KOHCOJbHbIX YTU-
T n MeHepxxepa knneHta RuBackup (RBC).

1.2.2. lNporpaMmmMmHas cpepna Ha y3ne MySQL

Ona ¢yHKUMoHMpoBaHUa nporpamMmmHoro moaynsa CYB MySQL Heobxogmmo cnepyro-
Lee nporpaMMHoe obecrneyeHne Ha COOTBETCTBYHOLLEM Yy3rie:
o CYB[ MySQL (nogpep>xnaemble Bepcumn: S u 8);

e yTUnuUTa innobackupex (ana CYBO MySQL Bepcuu 5) nnn ytunuta xtrabackup Bep-
cum Bblwe 2.3 (gna CYBM MySQL Bepcum 8) ¢ HaCTPOEHHbIMWU MPUBUAErNAMN ANA
nogknoyeHnsa Kk CYb.

[1] Danee no TekcTy — Mopynb P-BupTyanusauums.
[2] Oanee no TekcTy — CPK RuBackup, nporpaMmmHoe cpefcTso.
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2.1. HasHauyeHne

(naBa 2. O6uiue cBefeHus

2.1. HasHauyeHue

Cuctema pesepBHOro konnmposaHmsa RuBackup n mogyne CYB[ MySQL, Bxogawmn B eé
cocTas, (aanee — CPK RuBackup) no3BonsoT BbINOAHATL pe3epBHOE KonupoBaHue 6as
AaHHbIX 6e3 ocTaHOBKM paboTbl, obecnevynBas KOHCUCTEHTHOCTb AAHHbIX.

2.2. Pe3epBupyembie faHHble
PesepBHOE KOMMpoOBaHWE BbINONHAETCA ANd BCex 6as gaHHbIX 1 Tabnuy CYB MySQL.

Mpw BbINOSTHEHUN PE3EePBHOI0 KOMMPOBaHMA BHavyane KonupyroTcsa ¢ainbl AaHHbIX, Kak
OHW €CTb, KOTOpPble AOMONHAKTCA XYPHANOM TpaH3aKLWiA CKONMBLUMXCS 3a BPeMs Npo-
Leaypbl KOMMPOBaHMS, YTO MO3BOMSIET HE OCTaHaBMBaTb paboTy Ha BpemMs peseps-
HOrO KOMMPOBaHMS.

B xoge pesepBHOro KOMMPOBaHMA BO BCEX CyYaaX M3 pe3epBHOM KOMUWU yOanstoTCs
ayoénunpyrowme 610KKN (BbIMONHAETCA NokanbHas geaynnamkauyms).

2.3. Tunbl pe3epBHOro KONUpPoOBaHUA

Mogynb pe3epBHOro KonmposaHuUA M BoccTaHoBrieHus CYB[ MySQL nopaepxusaeTt
cnepyroume TUMbl pe3epBHOro KOMMPOBaHUS:

e MOJIHOE pe3epBHOE KOoMupoBaHue. Kaxablh pa3 npu BbINOHEHUN 3afaun peseps-
HOro KOMUPOBAaHUSA N3 UCTOYHUKA KOMUPYKOTCA BCE AaHHble 6e3 U3bATUS. DTOT TUM
pPe3epBHOr0 KOMMPOBaHUA Hanbonee MeasieHHbI U pecypco3aTpaTHbIi, HO obecne-
yMBaeT HanbOobLLUY NOMHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

e VHKPEMEHTaNlbHOE pe3epBHOE KOMupoBaHue. 3TOT TUM PEe3epPBHOro KOMMpPOoBaHUSA
npegHasHayeH A1 KOMUPOBaAHUA TOSIbKO M3MEHUBLUMXCA AaHHbiXx. CHavana cospga-
eTcA MnofnHaa pesepBHaa konuA. Mocnegyrowme pesepBHble KONUKM codepXXaT AaH-
Hble, K3SMEHUBLUMECA C MOMEHTA CO34aHNA NocneaHen pesepBHOM Konun (gob6aBoy-
HOM mMNn nonHomn). [Ins BOCCTAHOBNEHUA LaHHbIX NOTpebyeTca nosHas pesepBHas
Konus, Ha 6ase KOTOPOM Co3faHa BOCCTaHaBNMBaeMas MHKpPEMeHTanbHaa pesepBs-
Haa Konus, U BCe A06aBOYHblE KOMWMK, CO3LaHHble C MOMEHTa CO34aHus MOJIHOM
pe3epBHOM KOMUN L0 MOMEHTa CO34aHNA BOCCTaHaB/IMBaEMOWN pe3epBHOMN KOMUK;

o anddepeHUnanbHoe pes3epBHOE KOMMPoBaHME. ITOT TUM PE3EePBHOIO KOMUPOBaHUS
COXPaHSsieT TONbKO AaHHble, UBMEHEHHbIE CO BPEMEHM BbIMOMIHEHMS MpeablayLero
MOJIHOTrO PE3EePBHOr0 KONMMPOBAaHUSA.

Mpw BbINOMHEHMM PEe3ePBHOro KONMPOBaHMA No6oro Tuna 6yaeTt nponsBeneHa nokKanb-
Has AepynnuKauus pesepBHoOM Konuu (yaaneHne ay6nmpyrowmx 6110KoB.).
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

(nobanbHas nenynnukauuns pesepBHOMN KONUKU BbINONHAETCSA MPU COXpPaHeHUU eéB Xpa-
HUAMwe 6n104YHOro TMna.

2.4. CnocoObl BOCCTaHOBJIEHUA A aHHbIX

CPK RuBackup nogaep>xusaeT cnegyroume cnocobbl BoccTaHoBneHmna CYb MySQL ns
pe3epBHON KOMUK:

e LEHTpasiM30BaHHOE BOCCTaHOB/EHNE 6a3 AaHHbIX U3 pe3epBHOMN Konun. BoccTaHoB-
NEeHne 13 pes3epBHOM KOMUM BO3SMOXHO [BYMA cnocobamnm nocpenctsom: MeHe-
aXxepa agMuHuctpatopa RuBackup, yTunuTbl KOMaHOAHOW CTPOKWU rb_repository.
PekoMeHayeTCs UCMOMb30BaTb LEHTPanM3oBaHHoe BoccTaHoBneHne CYB MySQL;

e 5I0KaNlbHOe BOCCTaHOB/EeHNe 6a3 JaHHbIX N3 pe3epBHOM Konuu Ha KnneHTe PK. Boc-
CTaHOBJIEHME M3 PEe3epPBHON KOMUM BO3MOXHO NOCpencTBOM: MeHeaXepa KMEHTa
RuBackup yepes GUI nnm ytunntbl KOMaHOHOM CTPOKWN rb_archives.

2.5. Tunbl BOCCTaHOBNIEHUA A aHHbIX

CPK RuBackup nopggepxuBaeT cnepytouwme Tunbl BoccTaHoBneHna CYB MySQL u3
pe3epBHO KOMUK:

e NOSIHOE BOCCTaHOBJIEHME 6a3 AaHHbIX.

2.6. KoMmnnekT nocTaBkKu

OuctpnbyTtmebl moayna MySQL CPK RuBackup noctasnsetcsa B Buge rpm- mnu deb-
nakeTa c UMeHaMu:

e rubackup-mysql_<version>.x86_64_signed.rpm;

e rubackup-mysql_<version>_amd64_signed.deb;

roe <version> — HOMeEpP BepCuU NoCcTaBAaAeMoro Moayns.

2.7. OrpaHunyeHus

¢ ['paHynApHoe BoCCTaHOBEHNE 6a3 JaHHbIX He noaanep>XmBaeTcsa.
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3.1. MogroToBKa K ycTaHOBKE Moayns

naBa 3. YcTaHOBKaA

3.1. NMoaroroBka K ycTaHOBKe MOA YN

MpoBepbTe BbINONHEHME TPeGoBaHWU, yKa3aHHbIX B pasfene 2 HacTOosIWero OOKy-
MeHTa.

3.1.1. MoarotoBka knmeHta PK

e Ha yane c yctaHoBneHHon CYB[ MySQL, pa3sBEpPHYT N CKOHOUIypuUpoOBaH KIUEHT
pe3epBHOro KOMUPOBaHWA, KOTOPbIA NOAKMOYEH K OCHOBHOMY cepBepy CPK
RuBackup B cOOTBETCTBUN C JOKYMEHTOM «CUCTeMa pe3epBHOro KOMUPOBaHUSA U
BOCCTaHOBJeHMA gaHHbIX RuBackup. PykoBoACTBO Mo yCTaHOBKE U OBGHOBNEHUIO»;

e Ha KNMeHTe pesepBHOro KOMUPOBaHUA PEKOMEHLYeTCA aKTuBMpoBaTb GYHKLUIO
LEeHTpasM30BaHHOr0 BOCCTAHOB/IEHNA B TeX Cy4Yasx, Korga npegnonaraeTcs Boc-
cTtaHoBneHne CYB/[ nocpenctsoM MeHegxepa agMuHucTpaTtopa RuBackup (RBM).
YnpasneHne ¢pyHKUMEN LEeHTPaNM30BaHHOIo BOCCTAHOBNEHUSA AaHHbIX obecneymBa-
eTCA 3HayeHMeM napamMeTpa centralizedrecovery KOHQUrypaumoHHoro o¢anna
/opt/rubackup/etc/config.file TeKkywero KneHTa pe3epBHOro KOMUPOBaHUS
RuBackup.

3.1.2. MoaroToBKa pgaHHbIX Ana nogknwovyeHusa K CYb/l
e MNpepBapuTENbHO NOArOTOBbTE ClieAyHoLLNe AaHHble A8 HaCTPONKM NOAKIFOYEHUS K
CYB/ MySQL:

e nonyuute y agmuHuctpatopa CYB[ MySQL y4yéTHble faHHble nonb3oBaTens Anf
aBTOopusaummn B CYB[ MySQL u npasamu goctyna!’ ons BbiNOfHEHNS pe3epBHOro
KOMMPOBaHWNA C MOMOLLLIO YTUMUTbI xtrabackup MW yTUANTbI innobackupex (B 3aBU-
CUMOCTM OT ucnonbsyemomn sepcumn CYB MySQL);

e MpenBapuTesibHO MOAroTOBbTE aBTOPU3ALMOHHBIM ¢ann C MOMOLWbKO YTUINUTDI
mysql_config_editor;

e 3adMKCUpYyNTE crnepyrowme aaHHble gnsa nogknrodeHmsa moayna Kk CYb MySQL:

o MYTb 00 YTUNNTbI xtrabackup MAW innobackupex (B 3aBUCUMOCTW OT UCMOSIb3ye-
Mown Bepcun CYB[, MySQL);

o nma cepsuca CYb MySQL (B 3aBMCUMOCTM OT MUCMOSb3yEMOM OrnepaLnoHHON
CUCTEMBI);

o MMA nonb3oaTtena OC, OT MMEHM KOTOPOro NpoucxoamnT 3anyck cepsuca CYbB[
MySQL.

3.2. YcTaHOBKa Moayns

1. Ha nogrotoBneHHOM y3rne knneHTa PK npousseante yctaHoBky mopynsa CYB[
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

MySQL CPK Rubackup rb_module_mysql n3 nakeTa rubackup-mysgl-<version>,
BbIMO/IHMB KOMaHAY:

Astra Linux, Debian, Ubuntu

sudo apt install ./rubackup-mysql-<version>_amd64_signed.deb

AnbT

sudo apt-get install ./rubackup-mysql-<version>.x86_64_signed.rpm

Rosa Cobalt, RHEL

sudo yum install ./rubackup-mysql-<version>_x86_64_signed.rpm

RedOS, CentOS, Rosa Chrome

sudo dnf install ./rubackup-mysql-<version>.x86_64_signed.rpm
roe <version> — HoMmep Bepcum moayna CYB MySQL CPK RuBackup.

2. lMocne 3anycka KOMaHAbl yCTAaHOBKU MOAY A BbIMOMHAKOTCA:
o pacnakoBka nakeTta mogyna CYb[ MySQL CPK RuBackup;
o HaCTpoMKa nakeTa rubackup-mysq.

3. B pesynbTaTe ycTtaHoBkM NakeTa moaynsa CYb[ MySQL cospgaHbi:

/opt/rubackup/etc/rb_module_mysql.conf

KoHpurypauunoHHubin ¢ann mopynsa CYBA MySQL pna Hactpoek pgoctyna CPK
RuBackup k CYB[ MySQL

/opt/rubackup/modules/rb_module_mysql
YTunuTa pesepBHOro KonnmpoBaHUs N BOCCTaHOBNEHMA faHHbix CYB[ MySQL

3.3. HacTpoika napaMmeTpoB KOHPUrypaLuoOHHOro
danna mopyna

1. Onpepenute 3HaYeHus napamMmeTpoB KOHUrypaumnoHHoro danna
opt/rubackup/etc/rb_module_mysqgl.conf, npmBedeHHbIXx B Tabnuuye Tabnuua 2.
[Nna aToro oTpefakTupynTe KoHPUrypaumoHHbli ¢ann, BbINMOMHUB KOMaHAY:

sudo nano /opt/rubackup/etc/rb_module_mysql.conf

Tabnuya 2. lNapameTpbl KOHPUrypaumnoHHoro ¢arna /opt/rubackup/etc/rb_module_mysql.conf
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username

password

port

direct_restore

mysql_admin

use_memory

mysql_service

mysqladmin_path
innobackupex_path!”

xtrabackup_path!”

3.3. HacTpolika napaMeTpoB KOHPUrypaLmoHHoro darnna mogyns

VIMs na aBTopM3aLum nonb3o-
BaTena CYB[ MySQL, OT UMeHH
KOTOPOro 6yfeT BbINOM-HEHO
pe3epBHOE KOMMPOBaHMWe ¢
COOTBETCTBYIOLMMM Npa-
samun'’! Ha gaHHbIe onepauun

Maponb Ans aBTopusaLnm
nonb3oBaTtensa CYb[ MySQL, ot
NMeHM KOTOpOoro byaeT BbINon-
HEHO pe3epBHOE KOMUPOBaHNe
C COOTBETCTBYHOLLUMM Mpa-

samu'! Ha JaHHbIEe onepaLmm

MopT ANA cCoefuHEHUs C cepBe-
poM 6a3s gaHHbIx MySQL no
npoTtokony TCP/IP

YnpaBneHne npoL,eccom
pa3BEép-TbiBaHMA/0OHOBNEHNS
MOZAY/S Ha LeneBoM pecypce.
MapameTp ncnonbsyeTtca Ans
nogaepXxkn obpaTHoON coBme-
CTUMOCTM Npn O6HOBNEHUN
CPK RuBackup

YyeTHas 3anmcb Nosib3oBaTens
onepaunoHHOM CUCTEMBI, OT
UMEHWN KOTOPOro OCYLLLECTB-
naeT-cA 3anyck cepsuca CYB[
MySQL

MakcuMarnbHbIn 06BLEM Bydep-
HOM NaMATU, NCNOSIb3YyeMbIN
YyTUNUTON xtrabackup unn
innobackupex npu co3gaHun
pesepBHON Konuu, B Meraban-
Tax

dakTnyeckoe nMa cepaumca
MySQL aons sanycka

MyTb K yTUNnTe mysqladmin
MyTb K yTUnnTe innobackupex

MyTb K yTUNUTE xtrabackup

<J1ormH nonb3oBaTens>

<Maponb nonb3osatens>

<nopT> (Mo yMon4yaHuo —
3306)

yes, no (Mo ymon4yaHmo — yes)

<J1ormH nonb3oBaTensa>

Llenoe yucno (no ymonya-
HUO — 100 M)

(no ymonyaHuo — mysqld)

<path>
<path>
<path>

2. [1na npuMeHeHUs HacTpoekK nepesanyctute cepsuc knmeHta PK RuBackup Ha y3ne,
Ha KOTOPOM ycTaHoBneH KnneHT PK 1 moaynb CYB[ MySQL, BbINONHMB KOMaHAY:

sudo systemctl restart rubackup_client
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3.4. Kputepuit ycnewHoOCTU YCTaAaHOBKU MOAY NS

e Kputepuem ycnewHocTM yCTaHOBKM M HacTpomkm moayna CYBL MySQL 6ypet
ABNATLCA 3aNUCb O €ro YCrewHon NpoBepKe KIMEHTOM PE3epPBHOro KOMMpoBaHUSA
(«... . module 'MySQL was checked successfully») B >ypHane coObITUN
/opt/rubackup/log/RuBackup.log.

e B cnyyae, ecnn B XypHane cobbiTnin /opt/rubackup/log/RuBackup.log AAMUHW-
ctpatop CPK BMAUT owmnbKy O HernpaswuibHOM KOHoUrypauum moaynsa MySQL, To
HeobxoonmMo npoBepuUTb HaCTPOMKHN KOHUrypaumnoHHoro danna
/opt/rubackup/etc/rb_module_mysql.conf B py4YHOM peXxunme, BbIMONHUB B TEPMU-
Hane knneHTa PK koMmaHgy:

/opt/rubackup/modules/rb_module_mysql -t

Ecnn owmnbka He nopgpaeTtcA aHanusy, To agMuHucTpaTtopy CPK cnepyeT cospaTthb
MHUMOEHT B CepBUCe TexHu4yeckon noppepxkm RuBackup c npepoctaBneHMeM BCeu
HeobxogMumMonm uHGOpPMaLMM N0 BO3HUKLWEN npobrnemMe Ha oouunanbHOM canTe
https://support.rubackup.ru/bugzilla/.

[1] NoppobHee o HeobXxoANMbIX NpaBax nofibdoBaTtens hitps://docs.percona.com/percona-xtrabackup/8.4/privileges.html?h=privi
[2] Heobxoaumo ykasaTb TOMbKO Npu pe3epBHOM KonuposaHum CYB[ MySQL Bepcun 5.
[3] Heobxopmmo ykasaTb TOSIbKO Npu pesepBHOM KonuposaHun CYB MySQL Bepcum 8.
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4.1. OnncaHmne paboTbl C JaHHbIMU

Fnaea 4. Pa6boTa c faHHbIMMU

4.1. OnucaHue paboTbl C AaHHbIMHU

PesepBHoe konuposaHne CYB[ MySQL BbinonHaeTcA 6e3 npekpalieHns Ncnosb3oBa-
HUsA 6a3sbl faHHbIX, YTO obecrneynBaeT HENPEPbLIBHOCTb Npouecca.

[Nna BbINOMHEHUS 3a4ay Pe3epBHOro KOMMPOBAHUSA U BOCCTaHOBNEHUA 6a3 [aHHbIX
npeABapuUTeNbHO PasBEPHUTE KIMEHT pe3epBHOro kKonmposaHuMsa RuBackup Ha yane
CYb[ MySQL (B cooTBeTcTBUM C TpeboBaHMAMMU, yKasaHHbIMKU B pasgene [nasa 1
HaCTOALWEro AOKYMEHTa) U yKaxuTe Heobxogumblie 3HaYeHUs napameTpoB B daine
KOHPUrypaumnm moaynsa /opt/rubackup/etc/rb_module_mysqgl.conf (nepeyeHb HeobXxo-
AVMbIX AaHHbIX CM. [(1aBa 3.

Mpwn 3anycke 3agayn Ha cosgaHne pesepBHON Konuu 6as gaHHbix Moaynb CYB[ MySQL
3anyckaeT yTunuTy xtrabackup (MM innopbackup) OT MMEHW NoMb30BaTesNs, YYETHbIE
AaHHble KOTOPOro ykasaHbl 419 napaMeTpoB username U password KOHGUrypaLnMoHHOro
danmna mopynsa, B pesynbTaTte byaetr copmMmpoBaHa pes3epBHAA KOMUA AaHHbIX W3
danna mMeTafaHHbIX U danna NoNyYEHHOW KOHCUCTEHTHOWM KOMUWU AaHHbIX KIMEHTOM
pe3epBHOro KOMMPOBaHUA.

[laHHasa pes3epBHaa Konua 6yaeT pacrnosioXXeHa B KaTanore XpaHeHus pe3epBHbIX
KOMWUK, 3afaHHOM B NapamMeTpe use-localbackupdirectory KoOHUrypaunoHHoOro ¢anna
KJINEeHTa pe3epBHOro KonmpoBaHUA /opt/rubackup/etc/config.file, n panee nepe-
AaHa Ha mMmepguacepsep RuBackup B nyn, ykasaHHbI B rnobanbHOM pacnncaHum unm
CcTpaTervm BbINoHAEMON 3aga4dn. B cnyyae nepefayun pesepBHON KOMUM B XpPaHUIULLE
AenynnmumMpoBaHHbIX Pe3epBHbIX KOMUA Bcerga npoucxoguT rnepepada TONMbKO TexX
YHUKaNbHbIX O/10KOB (417 TOro Xe Tuna UCTOYHUKA AaHHbIX), KOTOPbIX elle HeT B Xpa-
HUNULLE.

[MonHoe BoccTaHoBNeHne CYB/[ BbINONHAETCA N3 MHKPEMEHTaNnbHoOW, gnpdepeHumans-
HOM nnn nosnHoun pesepsHon konun CYBL MySQL. lNMpu 3anycke 3agayn Ha BOCCTAHOB-
neHue 6as gaHHbIX BOCCTaHaBNMBaeMasa pesepBHas konusa (mnu uenodka PK B cnyvae
NHKPEMEHTaNbHOr0 BOCCTaHOBMIEHUs) OyAeT ckayaHa C MeaunacepBepa B YKasaHHbIN
KaTanor pacnakoBKW Ha KMeHTe pesepBHOro konuposaHusa. Moayne CYB[ MySQL
3anyckaeT yTunuTy xtrabackup (MK innobackupex ), BbIMONHAETCA NOAMOTOBKA pe3epB-
HOM KOMUN K BOCCTAHOBJIEHMKO — pacnakoBKa U ornpefesieHne KoHourypaumm BoccTa-
HaBnMBaeMblx 6as faHHbIX (NpaB Ha KaTanor 6asbl OaHHbIX, BlageHne KaTtanorom nepe-
AAETcA nonb3oBaTento, ykaszaHHOMY [f1A napamMeTpa mysql_admin. [danee npousBo-
AVUTCA BOCCTaHOBMeHMe 6a3 JaHHbIX B COCTOSAAHWE Ha MOMEHT CO34aHUA pe3epBHOM
KONUW, 018 KOTOPOW BbINOSTHAETCHA BOCCTAHOB/IEHME.

JlokanbHoe BoccTaHoBneHne CYB MySQL BO3MOXHO:

e B KOHCOJ/IM Ha y3ne knueHTta PK ¢ ycTaHoBneHHbIM MmoaynemMm CYB MySQL nocpeg-
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CTBOM YTWINUT rb_archives mnu rb_repository. [NogpobHoe onuncaHue paboTbl C
YTUINTOW NPUBELEHO B AOKYMEHTE «YTUINTbI KOMaHO4HOM CTPpoku RuBackup»;

e nocpencTtsoM MeHepxepa knneHTa RuBackup. lNogpobHoe onuncaHue paboTbl C
AAHHBIMU  YyTUNUTaMU TMPUBELEHO B [OOKyMeHTe «PykoBoACTBe Mosb3oBaTens
RuBackup».

LleHTpannsoBaHHOe BoccTaHoBneHne CYB[ MySQL BO3MOXHO TakXe nocpencTBOM
MeHepxepa agMuHucTpartopa RuBackup.

CxemMa npouecca pe3epBHOro KonmposaHua n BocctaHoBneHma CYB MySQL npwuse-
AeHa Ha pucyHke 1.

¥

‘ Pe3epBHOE KONWPOBaHWE ‘ PeaepBHOE KONWPOBaHWE

CpouHoe Mo pacnucaHno
! E OpnHa BM | Tpynna BM

| | |

cozaaHve Mpasuna MoGansHor PACIMCaHNA

co3aaHue CTpaTermm

*

co3gaHue Mpaeana cTpaTemm

C¥el1l CY¥BAM

i

BoccranoBnexmne u3
pe3epEHOI KOMHK

T

YCNoBHbIe 0G03HAYEHNA: AV4

Mepanacepeep RuBacku;
[ ] cPkRuBackup paceREEp ’
I o e

[ nencreamsac

— 3 MNPOUECC PEEPBHOMD KONHPOBAHWA CYB/]
» npouecc BoccTaHoBneHnA CYEB[

PucyHok 1. CTpyKTypHas cxemMa pe3epBHOro KonmpoBaHusa 1 BoccTtaHoBneHua CYbB MySQL

4.2. KpaTkue cueHapum pa6otbi c CYB/[l MySQL

1. PK pna CYB/[] MySQL no pacnucanuio. [1n1 BbIMNONIHEHUS PE3ePBHOr0 KONMMPOBaHUSA
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6a3bl AaHHbIX MO pacnMcaHmnio HEOHBXO4NUMO:
o 3anycTuTb MeHepxep AgMmunHucTpaTopa RuBackup (RBM) (Paspen 4.4.1);
o aBTOPU30BaTbCS C NpaBaMu agMuHuUcTpaTtopa (Pasgen 4.4.2);

o MPOBEPUTb CTaTyC knneHta PK, Ha kKoTopom pasBépHyT moaynb CYB[ MySQL
([working-with-data:::status]);

o €CO30aTb M HacTpouTb Npasuno (Paspen 4.4.5) NOAHOro pesepBHOro Konmposa-
HWA 018 CO30aHNA NNAHOBbIX Pe3ePBHbIX KOMUIM BO3SMOXHO ABYMSA cnocobamu:

= B pasgene «lnobanbHoe pacnucaHme», HaxaB KHOMKY «[JobaBuTb» U
HacTpous co3paBaemoe [1paBuno;

= B pasgene «O6beKTbI», BbibpaB BKNaaky «paBuna» 1 Ha)xas KHOMKY «Jloba-
BUTbY;

o MpaBuno OOMKHO UMETb CTaTyC «run» (3anyLeHo) A5 BbINOMHEHNS
Pe3epBHOro KOMUPOBAHWUS MO PAcMMCaHuio.

o B pasgene «Oyepepb 3agay» AOCTYMHO OTCNEXMBaHME CTaTyCca BbINOJIHEHHbIX U
X0/l BbIMOJTHAEMOW 3afay4 pe3epBHOro KonuposaHua (Pasaen 4.4.6);

o B pesynbTaTe BbINOMHEHUS 3a4a4n pe3epBHas Konus byaeT nepemelleHa B Xpa-
HUNWLWeE, a eé MeTafaHHble AOCTYNHbI B pasaene «Penosutopuiny.

2. PK pna Heckonbkux y3noe CYBJl MySQL no pacnucaHuio. [1515 BbiNONHEHUS
pe3epBHOro KONMpPoBaHMA rpynnbl 6a3 gaHHbIX MO pacnncaHmnio Heobxo4nuMmo:

o 3anycTuTb MeHemxep AgMnHucTpaTopa RuBackup (RBM);

o aBTOPU30BaTbCS C NpaBaMu agMUHUCTPATOPA;

o NpoOBepuUTb cTaTyc KNueHTa PK, Ha KOTopoM pasBépHYT Moaynb CYB[ MySQL;
o CO34aTb W HAaCTPOUTb NocnefoBaTeNbHO:

= CTpaTervio MOJSIHOrO PEe3epPBHOTrO KOMUPOBaHMA [ANA CO34aHMA MaHOBbIX
pe3epBHbIX KONWI B pasaene «CTpaTernmy», Haxas KHOMKY «[J06aBUTbY;

= PaBUIO CTpaTernn Ana Kaxpon 6asbl faHHbIXx B pasgene «CTpaTterum»,
BbIZENINB HYXKHYHKO CTpaTErnio U HaxaB KHOMKY «[pasuna». [NoBTOpUTb Cco3aa-
HUe npasuna ana kaxgpon CYB[;

o MpaBuIo AOKHO UMETb CTaTYC «run» (3anyLieHo) AN BbINOSHEHMUS
Pe3epPBHOr0 KOMMPOBAaHUS NO PaCMUCaHUIO.

o B paspene «Oqepe,u,b 3aa4yY» OOCTYMNHO OTCNeXnBaHNe CTaTyCa BbINMOJIHEHHbLIX U
X0[, BbINONIHAEMOW 3a4au pe3epBHOIro KONMMpoBaHUA,

o B pe3ysibTaTe BbIMNO/JIHEHNA 3aa4N pe3epBHble KOMUn 6a3 gaHHbIX 6y,u,yT nepe-
MelWleHbl B XpaHUnmuie, a X MeTtTafgaHHble OOCTYMNHbI B pa3aene «PGI'IOBVITOpI/IVI».

3. CpouHoe PK. CpouHoe pesepBHOe KomnunpoBaHWe BbliNofnHAeTca ana ogHon CYB[
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MySQL:
o 3anycTuTb MeHeaxep AgMnHucTpaTopa RuBackup (RBM);
o aBTOPM30BaATbCS C NpaBaMu agMUHUCTPATOPA;
o NpoBepuTb cTaTyc KNueHTa PK, Ha KoTopoM pasBépHYT Moaynb CYB[ MySQL;
o BbINOJIHUTb CPOYHOE Pe3EpPBHOE KONMMPOBaHNE BO3MOXHO ABYMSA cnocobamu:

= ObICTPbIN AOCTYMN K QYHKLMN CPOYHOIO PE3EPBHON0 KOMMPOBAHWUA MO HaXaTuUko
Ha KHonkKy «CpoyHoe PK» Ha BepxHen naHenun RBM;

» B pasgene «O6bekTbl», Bblgenus KnneHTa PK, KOTopbln ocylecTBNAET ynpas-
neHve pesepBHbIM KonupoBaHuem CYB[ MySQL, n HaxaB MOABUBLUYIOCAH
KHonky «Cpo4Hoe PK»;

o B paspene «O4yepeab 3aga4y» AOCTYMNHO OTCMEXMUBAHNE CTATyCa BbIMNONHEHHbIX U
X0/l BbINOMHAEMOW 33424 Pe3epPBHOro KONMPOBaHMS;

o B pesynbTaTe BbIMNOJIHEHUA 3afauuM pe3epBHas Konus 6asbl gaHHbIX byaeT nepe-
MelleHa B XpaHunvuie, a eé MeTafaHHble AOCTYMHbI B pa3aene «Peno3ntopuiny.

4. BoccTtaHoBneHne us PK. [Ona BbinosHeHUMsA BoccTaHoBneHna CYB[ MySQL us
pe3epBHON KOMUN HEOBXOAMMO:

o 3anycTuTb MeHemxep AgMnHucTpaTopa RuBackup (RBM);

o aBTOPM30BaTbCA C NMpaBaMu agMUHUCTPaTOpPa;

o MpoBepuUTb cTaTyc knNneHTta PK, Ha KoTopom pa3BEPHYT Moaynb CYB MySQL;
o B pasgene «Penosntopuin» BbiIbpaTb PK 1 HaXkaTb KHOMKY «BOCCTAaHOBUTbY;

o B paspene «O4yepeab 3a4a4y» AOCTYMNHO OTCMEXMUBAHNE CTATYCa BbIMOMHEHHbIX U
X0/l BbINOMHAEMOW 33424 BOCCTAHOBNIEHUA PE3EePBHOIN KOMUK;

o B pe3yJibTaTe rnpomssegeHo BOCCTaHOBJIEHNE y,El,aJ'IeHHOI7I NN U3MEHEHHON 6asbl
OaHHbIX 0O COCTOAHUA, B KOTOPOM OHa Oblfla HA MOMEHT CcO34aHuA pe3epBHO|7|
Konuu.

4.3. Ocob6eHHocTU HacTpouku RBM gnsa PK

Mpw BbINONHEHMN NOBOro cueHapwusa, onuMcaHHOro B nogpasgene Pasgen 4.2 HacTos-
Lero noKyMeHTa, cneayeT npu HacTpowuke npaBun, cTpaTernn, BoCcCTaHoBneHnA ns PK
B COOTBETCTBYHOLWUX MONAX yKasaTb crefyrolne gaHHble:

e B none «KnneHT» BbIbpaTb N3 BbiMafarolWero cnmcka numsa knueHta PK, Ha KOTopoMm
pasBeépHyT Moaynb CYB MySQL;
e B None «Tun pecypca» BblbpaTb N3 BbiNagarowero cnucka «MySQL»;

e B none «Pecypc» BbibpaTb 6a3y gaHHbix MySQL, pesepBHas Konusa KoTopon bypeTt
cosfaHa;

e B nonie «Tun PK» BbI6paTb «lMonHoe», «<MHKpeMeHTanbHoe» unn «duddepeHumans-
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HOEY.

4.4. Co3paHue pe3epBHOM Konuu no pacnucaHuio 8 RBM

4.4.1. 3anyck MeHepXxep AgmuHuctTpaTtopa RuBackup (RBM)

OKoHHoe npunoxeHne MeHepxep AgMunHuctpaTopa RuBackup (RBM) npegHasHayeHo
ANa agMUHUCTPUPOBaHUA cepBepHOU rpynnupoBkn RuBackup, Bknko4yasa ynpasneHue
KnneHTamm, rnobanbHbiM pacnucaHnemM, XpaHUInwamMm pes3epBHbIX KOMUA U APpYyruMu
napameTpamm CPK RuBackup.

Ona 3anycka MeHepyepa AgMuHucTpatopa RuBackup cnepyeTt BbIMOMHUTL B TEPMU-
Hane KoOMaHay:

/opt/rubackup/bin/rbm&

4.4.2. AyteHuTudpukaumsa nonbsoearensa s RBM

[locTyn K cucTeMe pPe3epBHOrO KOMMPOBAHWUS OCYLLECTBASETCS Ha OCHOBE POJIEBOM
MOAENN YNpaBieHns AOCTYMNOM.

[na ynpaBneHns pesepBHbIM KonupoBaHnem CYB/[, nonb3oBaTenb JOMKEH ObiTb aBTO-
pU30BaH Cc npasamu cynepnonb3oBatens (AogMuHucTpaTtop CPK) nnm agMmnHuCTpaTopa
(Monb3oBaTenb CPK).

Mpun 3anycke RBM Bam notpebyeTca NponTU ayTEHTUGUKALWMIO B [MANOrOBOM OKHE,
AOCTYyMNHOM nocre 3anycka RBM, gns atoro sBegute (CM. PUCYHOK ):

* B nosne «Uma cepeepa Rubackup» — ip-agpec nnm nma ysna, Ha KOTOPOM pasBEp-
HYT OCHOBHOW CepBep pe3epBHOro konnposaHmna RuBackup;

e B nona «MMa nonb3soBatensa» M «[laponb» — YYETHbIE AaHHble AOMUHUCTpaTopa
CPK nnu Nonb3osaTtensa CPK (noruH n naponb);

e B nosie «Tun ayTeHTUPUKaUun» — Bbibepute 6as3y faHHbIX ONA ayTeHTudukauum
YUYETHbIX JaHHbIX: RuBackup DB (6a3a gaHHbix Postgresql (C nMeHeM Mo yMonyaHuo
rubackup), cosgaHHas npu pasBeépTbiBaHUN cepBepa RuBackup, roe xpaHATcAa gaH-
Hble YYETHbIX 3anucen nonbsosaTtenen RuBackup, nnm Domain Controller gna aBTo-
pu3aunm C UCMNosib30BaHMEM YYETHbIX aHHbIX AOMEHHOro nosib3oBatens MS Active
Directory nnu ALD PRO.

17 3 47




PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

RuBackup Manager

Nma cepeepa RuBackup
localhost|

WNma nonsb3oBaTens

rubackup

MNaponb

TWun ayTeHTUdUKaLKK
RuBackup DB

BonTtk

PucyHok 2. ilnanorosoe okHO Ha cTpaHuLe aBTopusauum RBM

4.4.3. Ctatyc knmeHTa PK

[ns BbINOMHEHUA pPe3epBHOr0 KOMMPOBaHWUA KMeHT PK ponkeH 6biTb aBTOPM30BaH
afMUHUCTPATOPOM Ha ocHOBHOM cepsepe CPK RuBackup.

[Mocne ycnewHon ayTeHTUdMKaumm B RBM gna onpeneneHnsa ctaTyca KiMeHTa peseps-
HOro KOMUPOBaHWA OTKPOWTe pasgen «AOMUHUCTpUpoOBaHMe», B nogpasgene «O6b-
eKTbl» BblbepuTe 610K L «KnneHTbI».

B OTKpbIBLLEMCS OKHE ByayT O0TOGpaXeHbl BCe aBTOPU30BaHHbIe KMeHTbl PK 1 BbiBe-
AEeHO COO6LLEHNE O HeaBTOPWU3OBaHHbIX KneHTax PK, ecnu Takue cywecTBYyOT B
NHOPACTPYKTYpe Pe3epBHOro KOMUPOBaHMUA (CM. PUCYHOK ), C BbIBOAOM CReayHLLnX
AaHHbIX B TabNMYHOM BUAe:

e ID — npgeHTUPUKaTOp KNneHTa PK;

e UMAa — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;

Tun OC — HanmeHoBaHue OC, ncnonbayemMon Ha knneHTte PK;

EMKocTb XxpaHunmw,a — o6Lwuit pasmep xpaHunuuia B ['b;

LieHTpanusoBaHHOe BOCCTaHOB/IeHUe — BkJtoYeHa (1) nnu BbikmtoveHa (0) dyHK-
LINS LeHTPanM30BaHHOro BOCCTAHOBNEHUS AaHHbIX KnneHTa PK;

Bepcusa — HomMep Bepcumn yctaHoBneHHoro N0 knneHTa PK.

Mpn Hanuumn B UHOpacTpykType PK HeaBTOpW30OBaHHOro knueHta 6yget akTuBHa
KHOMKa (& HeasTopusosaribie kamenTs |1 BpIBEAEHO YBELOMJIEHME O KONMMYECTBE HEABTOPU30-
BaHHbIX KIMEHTOB Ha NIeBON 6OKOBOM NaHeNV [ e
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&£ a4 @

NobaeuTs  f HEeaBTOPM3OBAHHLIE KTMEHTHI iE]

e MOHWTOPUHIa

Qo

*ID ims WmMs rpynns Tun OC CraTtyc EMKOCTB XpaHMnMLa LUeHTpanW3oBaHHOe BOCCTaHOBNEHWE Bepcus

|'5_l CTpaTerum 2 server No group Linux I': B CETH \ 10 true 2.1.1.60e832b

[El rno6ansmoe pacnncanne
[E] Yaanéuman pennukauma
I‘-E Penozntopuia

E] ouepeas 3apau

epsl RuBackup

& AaMUHWCTPHpOBaHWe

PucyHok 3. OKHO «KnneHTbl» pasgena «AGMUHUCTPUPOBAHMEY

Bce HOBble KMMeHTbl JOKHbI 6bITb aBTOPM30BaHbl B CUCTEME Pe3epBHOro KOnMpoBsa-
HMA RuBackup.

4.4.4. AsTopusauua knueHta PK

Ona aBTopmsaumm knmeHTa PK HaxXmMmTe B OKHe «K/MEeHTbl» (PUCYHOK ) Ha BEpPXHen
naHenn KHOMKY WM Ha yBeAOMJIEHME O KOJIMYECTBE HEABTOPM3OBAHHbIX K/IMEHTOB Ha
neson 6OKOBOW MaHenu .

B oTKpbiBlWEMCA OKHe «HeaBTopu3oBaHHble KnneHTbl PK» BbiBeAeH CMUCOK BCeX KNu-
eHToB PK, oxugarowmx aBTopusaumm (PUCYHOK ) C BbIBOAOM CHEeLYHOLWMUX AaHHbIX B
TabnnyHoM Buae:

e ID — ngeHTnPUKaTop knmeHTta PK B cTpykType CPK RuBackup;

e UMA — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;

¢ Tun OC — HanmMeHoBaHWe OC, ncnonb3yemMon Ha y3ne kKnmeHTa PK;

e AucTtpubbloTop OC — KomMnaHus-paspaboTumk OC, yCTaHOBMIEHHOMN Ha Yy3ne Kin-
eHTa PK;

e MAC — ngeHTndumnkaTop CeTEBOW KapThbl, NICNOJSIb3YEMON KNMEHTOM PK;

e Ipv4 — ip-agpec y3na knueHTa PK, ncnonbsyembin npu nepegade gaHHbIX No npo-
Tokony lpv4;

e Ipv6 — ip-agpec y3na knveHTa PK, ncrnonbsyembln npu nepegave faHHbIX Mo npo-
TOoKONy lpve;
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e« HWID — yHuKanbHoe annapaTHoOe NMSA MalluHbl, HA KOTOPOW Pa3BEPHYT KINeEHT PK;
» NMocnegHAa aKTUBHOCTb — NOCNIEAHAA aKTUBHOCTb kKnneHTa PK;

* Bepcus — HOMep Bepcum ycTaHoBneHHoro MO knueHTa PK.

4" Ru ¢ 8 @

& 1 HEABTOPU3OBAHHLIX KNUEHTOB

& Asropusosats & Vaanure iz

88 NaHens MoHuTOpUHra

& O6vexToi vID Vima Craryc Tun OC AnctpubbioTop OC MAC Pv4 1Pv6 HWID MocneaHsA aKTMBHOCTD Bepcus

2 ubuntu20-Altw Linux ubuntu be24:’ 19216t feB0:81deic7ebs 6Gacelf39475dbdal  2024.10.17 1355 2.1.2.00666b4

B Crparerun

B ro6ansHoe pacnucanie
YAanéHHas pennukaums
© Penozutopwuii

Ouepepb 3ajau

& Cepeepbi RuBackup

[E ypHans:

& AAMUHUETpUpOBaHUe

B  rubackup@localhost

&  1HeaeTopnsoBaHHBIX KNMEHTOR

PucyHok 4. OkHO «HeaBTOpu3oBaHHble KnneHTbl PK»

1. BbibepuTe HYXHOro HeaBTOPWU3OBAHHOIO K/IMEHTa M Ha>XMWUTe CTaBLUYKO aKTUBHOW
KHOMKY & Aetopuscsats « ABTOPU3OBaTbY.

2. B nosABMBLUEMCA OKHe MOATBEPXOEHUA HaXMUTe KHOMKY «[a» ana npoaosKeHus
aBTopmu3aumn knneHTa PK.

3. Mocne ycnewHon aBTopusaLmm HoBbIN KIMeHT PK ByaeT oTobpaxEH B okHe «Knn-
€HTbI» pasaena «KAOMUHUCTPUPOBaHME» 1 B OKHe pa3gena «O6BbekTbl» (CM. PUCYHOK

).
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¢ Ru ¢ 8 @

0o
95 NaHens MOHUTOpUHra
o8 2 [NoasuTe i)

J O6vexTul

UmArpynnel  TunOC  Cratyc  EmKocTb XpaHunuuja  LleHTpanusoBaHHoe BOCCTaHOBMeHMe  Bepcna

4 ubuntu20-ATtw No group Linux B CeTN 10 true 2.1.2.0c666b4
2 astr18-q9nc No group Linux B ceTh 10 true 2.1.2.0c666b4

B crparermn

[E rno6ansoe pacnucarive
YAanéHHas penavkauma
€ Penosutopuii

Ouepess 3aja4

& Cepeepul RuBackup

[ XypHane!

& AAMUHUCTpPUPOBaHUe

A rubackup@ocalhost

PucyHok 5. OkHo pasgena «O6beKTbI»

4.4.5. Co3paHue npaBuia rno6anbHoOro pacnmcaHus

[ns BbINOMIHEHWSI PEryNAPHOro pe3epBHOr0 KONMpoBaHMe KOMMOHEHTOB 6asbl AaHHbIX,
HeobXxoAMMO co3a4aTb NpPaBuIo B rnobanbHOM pacnucaHun. B crnydae rpynnoBbix one-
paLnii MOXHO TaK Xe UCMOo/b30BaTh CTPATErMM PE3EPBHOI0 KOMMPOBaHUS.

[na cosgaHma npasuna rnobanbHoro pacnucaHusa BbIMOSHUTE cneayrowme encTema:

1. Nepengute B pasgen «O6beKTbI», BbibepUTe BKNAAKy «IpaBuna» M HaxMuTe Ha
kHoMKy [ «[o6aBnUTb» (CM. PUCYHOK ).

)
¢ Ru & & @

» No group i)

> group Wms rnobansHore pacnucaHns Cratyc Wms knneHTa HWID Wms nyna EREY
06LeKThbl

CTpaTerumn
FnobansHoe pacnucaHue

YnanéHHaa pennukauus

& Cepeepsbl RuBackup

[=] KypHansi

£ ABMUHWCTpUpOBaHUWe

A  rubackup@localhost

PucyHok 6. OkHo Bknagku «Mpaeuna» B pasgene «O6beKTbi»
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

1. B OTKpbIBLWIEMCH OKHE (CM. PUCYHOK ) Ana HacTponkum PK CYB[ BbInonHuUTE
HacTPOMKK co3faBaeMoro npasuna wn wabnoHa rnobanbHOro pacnucaHus,
HaAaCTPOMKM KOTOPOro pacrnpoCTPaHAOTCA Ha BCe npasuna rnobanbHoOro pacnuca-
HUS.

¢ Ru e 8 @

aBUNO F106ANLHOrO pacniAcaHiA

88 NaHens MoHUTOpUHra

) O6vexThl

NapameTpel npaswna

@ Crpaterum

Ha3gaHue npasuna test
[EJ fno6anuHoe pacniicative KnneHt ubuntu20-A1tw (6ace1f39475db4a1) v
VaanéHHas pennvkaums Tun pecypca MySQL v

& PenozuTopuii Pecypc * MySQL 8.0 -

Ouepens 3aaau Tun PK Monwnas v

= 1 Ri ki
B Cepaepui RuBackup [lononHuTeNbHBIE NapaMeTpsl Npasua

5] Kypransi EMKOCTb XpaHuamwia Inf e

& AsmuHucTpUpoBaHne EMKOCTL XpaHMAMILa KAMeHTa Inf re

MpvopuTet 100

ZawuTHoe Npeo6pasosakie nocrypt v

CKpUNT NPY BLINOAHEHAN C OWNGKaMA -
[ ]

CKpMNT NpY BOCCTAHOBNEHNH

@)

Bosasums npasuno s wa6non

LUa670H r0BaNLHOrO pachncaHms

A  rubackup@localhost HacTpoiikm

PucyHok 7. OKHO cosgaHus npasua rnobanbHOro pacnmcaHns pe3epBHOro KONMpoBaHUs
BbinonHute HaCTpOVIKVI co3aBaeMOro npasusa pe3epBHONo KonmpoBaHUA:

e MapaMeTpbl Npasuna (CM. PUCYHOK :)

MapameTpsl Nnpasuna

Haspauue npasuna test
Knueur ubuntu20-A1tw (6ace1f39475db4a1) ~
Tun pecypca MysSQL v

Pecypc * MysQL 8.0 -
Tun PK MonHas v

PuncyHok 8. OkHO cosgaHua npasuna rnobanbHOro pacnmcaHnsa pesepBHOro KonmpoeaHua. HacTpoika
npasuna — MapameTpbl Npasuna

B none «KnueHTt» BbibepuTe kKnueHTa ¢ moaynem CYB[ MySQL, pasBépHyToro Ha
y3ne pesepBupyemMoi 6asbl AaHHbIX;

B none «Tun pecypca» BbibepnTe TUM pe3epBUPyEMOro pecypca 13 BbiNagatoLero
cnucka — MySQL;

B nose «Pecypc» — HaXMuUTe KHOMKY ! N BblbepuTe B pas3BepHYBLUEMCHA OKHe
pecypc pesepsupyemon CYB/L;

B none «Tun PK» — [OCTYMHO MOJSIHOE, MHKpeMeHTanbHoe U guddepeHunanbHoe
pesepBHOE KOMMPOBaHWe;

A,0NONIHUTENbHbIE NapaMeTpbl NpaBuna (CM. PUCYHOK ):
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4.4. CosfaHve pesepBHOM Konum no pacnuncaHuio 8 RBM

ﬂDI‘IO)‘IHMTeHhHHE napamMeTpel Npasuna
EMKOCTL xpaHnunMwa Inf ré
EMKOCTbL XpaHnIMLLa KNMeHTa Inf ré
MpwopuTeT 100 +
3awmTHoe npeobpasosaHne nocrypt v
CKpWMNT MpY HOPManbHOM BbINOHEHNN u

CKpMNT MpW BbINONHEHUN € OWKGKaMK -

CKPWNT MPX BOCCTAHOBNEHNN u

PucyHok 9. OkHO co3fgaHusa npasuna rnobanbHOro pacnmcaHus pesepBHOro KonnposaHus. HacTponka

npasuna — JononHUTeNbHble NapaMeTpbl NpaBunia

B none «EMKOCTb XpaHUNMLLa» YKaxnTe MaKcUMasbHbI pasmep nyna ans xpaHe-
HuA PK, co3gaHHbIX No JaHHoMY npasusy. 3HayeHne no ymon4daHuro. [aHHbIi napa-
MeTp AOCTYMNEH, eCfin B HacTponkax rnobanbHOn KOHPUrypaumm akTMBMpPOBaH nepe-
kKnovaTenb «OrpaHn4YeHna EMKOCTU 415 rNobanbHOro pacrnmcaHus»;

B nosie «EMKOCTb XpaHUNULLA KJIMEHTa» YKaXnTe MakCUMarbHbI pasMep XpaHu-
nnuwa tekyuwero knueHta PK. [laHHbIM napaMeTp AOCTYNEH, eCNn B HAacTpoOWKax rno-
B6anbHOM KOHGUrypaunm akTUBMPOBaH nepeksovaTenb «OrpaHndyeHns EMKOCTN s

KIMNEHTOB»,

B nosie «MpuoputeT» MOXeT cogepxaTtb 3HaueHne oT 100 go 1000. Yem Bbliwe 3Ha-
YyeHune, TeM Bbile NPUOPUTET BbIMOIHEHUA NPaBUNa;

B none «3alUTHOEe npeo6GpasoBaHMe» MO YMOJIYaAHMIO BbIOPAHO 3Ha4veHue «
nocrypt» — 6e3 Ncnosb3oBaHUAa 3aWUTHOro npeobpasosaHus PK. B cnyyae Bbibopa
anropuvTMa salmnTHOro npeobpasoBaHma cM. Tabnuuy:

Tabnvya 3. AropnTMbl 3aLMTHOIrO nNpeobpasoBaHuns, LOCTYMHbIe B yTuanTe rbfd

Anroputm

Anubis
Aria
CAST6
Camellia

Kalyna

Kuznyechik

MARS
Rijndael

Serpent

Simon

MopnaepxvBaemas AoNvHa MpumeyaHue

KJova, 6uT

128, 256

128, 256

128, 256

128, 256

128, 256, 512 YKpauHCKMN HaLNOHasbHbIR
ctaHgapt ACTY 7624:2014

256 Poccuinckuin HaumoHanbHbIN
cTtaHgapt NOCT P 34.12-2015

128, 256

128, 256 Advanced Encryption
Standard (AES)

128, 256

128
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

Anroputm MopnaepxveaemMas ANvHa MpumeyaHue
KJova, 6uTt

SM4 128 Kntanckunim HauMoHanbHbIn
CTaHgapT 1A 6ecrnpoBoOgHbIX
ceTten

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

e B nNofie «CKpUNT npyM HOpPMasibHOM BbIMOJIHEHUN» YKAXUTE NYTb PACNONOXEHUA
CKpunTa npuv HopManbHOM BbiNnosHeHUU PK /opt/rubackup/scripts/Baw_ckpunt.sh.
CKpuNT He BXOOUT B KOMIMJIEKT MOCTaBKU U ABNAETCA AOMNONHUTENBHOW ONUMOHaNb-
HOM BO3MOXHOCTbIO, CO3aHne KoTopon obecneymBaeT 3akasuumk. [logpobHoe onn-
CaHue aprymMeHTOB cKpunTa npuBefeHo B PYKOBOACTBE CUCTEMHOro agMMHUCTPA-
TOpa;

e B rnosie «CKpUNT NpU BbINOJIHEHUM C OLLUMOGKAMM» BbINOJTHEHUNY» YKaXUTe NyTb pac-
NOJIOXKEHUA cKpunTa npu BbINOJIHEHUM PK o owmnbkon
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpUNT He BXOAUT B KOMMJIEKT NOCTaBKN U
ABNAETCA [OOMOSIHUTENIbHOW ONuUMOHaNbHOM BO3MOXHOCTbIO, CO34aHWe KOTOpPOW
obecneynBaeT 3akasyuk. [MogpobHOe onucaHMe apryMeHTOB CKpuMnTa NpuBeLeHo B
PykoBoACTBE CUCTEMHOI0O agMUHUCTPaTOpPa;

e B rnosie «CKpUNT NpyM BOCCTAHOBJZIEHUU» YKAXUTE MNYyTb PaCMOSIOXEHUA CKpuUNTa
BoccTaHoBneHnA PK /opt/rubackup/scripts/Baw_ckpunT.sh. CKpUNT He BXOAWUT B
KOMMJIEKT MOCTaBKN N ABNAETCA AOMNOSIHUTENbHOW OMUMUOHaNbHON BO3MOXHOCTbIO,
cospaHne Kotopon obecneumBaeT 3akasuyuk. [MogpobHoOe onucaHue aprymeHToB
CKpunTa npuBefeHo B PyKoBOACTBE CUCTEMHOIO agMUHUCTPATOPAa;

BbinonHUTe HacTpourku wabnoHa rnobanbHOro pacnucaHus, NpuMeHsieMble KO BCEM
npasunam rnobanbHOro pacnnucaHuns:

e B 6510Ke «HacTpomKmM (CM. PUCYHOK ):

HacTpoiiku
BKNiOYUTHL Nocne cosfanns
Nyn Default

Havano nepuona neicTena 10.06.2024 16:40

@@‘5

OKoH4YaHwWe nepvoaa JencTBusA 10.06.2025 16:40

0BWwme HACTPORKK MOaYNsA

PucyHok 10. OKHO cosfaHus npasuia rnobanbHOro pacnMcaHusa pesepBHOro KonnposaHus. HacTpolika
WwabnoHa — HacTponku

e «BKMIOUYKUTb nocne co3gaHus». [py akTMBALUUN MNepekoyaTens cosgaHHoe npa-
BUIO ByAeT MMeTb cTaTyc «run» (3anyuweHo). Ecnu nepeknoyatens nepuopnye-
CKOro 3arnycka [eaKTUBMPOBaH , TO CO3[daBaeMoe MpaBu/io He co3gacT 3agad
pPe3epBHOr0 KOMMPOBaHMA 1 ByaeT UMeTb cTaTyC «waity;
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4.4. CosfaHve pesepBHOM Konum no pacnuncaHuio 8 RBM

B none «Myn» Bbibepute AOCTYNHbLIA NYN ANA XpaHeHusa konun PK;

B none «Hayano nepuopa peicTBUA» YKaXnTe Hayano nepuoaa AencTemsa cosna-
BAeMOro npaBuia pe3epBHOr0 KOMUPOBAHUS, Ha)aB KHOMKY W BblGpaB B OTKPbIB-
Wwemca KaneHgape gaTy M Bpems Hadyana nepuoga 3anycka cosfaBaemMoro npasuna
pe3epBHOr0 KOMUPOBAHWS;

e B none «OKOHYaHMe nepuoaa AEeUCTBUA» YKaXXNTe OKOHYaHMe rnepuoaa AencTeus
C03[aBaeMoro npaBuia Pe3epBHOr0 KOMUPOBAHWUS, HaXaB KHOMKY W BbibpaB B
OTKPbIBLUEMCS KaneHgape OaTy WU BPemMsa OKOHYaHWS nepuopa 3anycka cosjaBae-
MO0 npaBuia Pe3epBHOro KonupoBaHus. Mo yMOMYaHUIO CPOK AEeNCTBUA NMpaBuna
cocTaBnaeT 1rof C MOMEHTa €ro Co3faHus;

o KHOMKa NpeAoCTaBAeT NapaMeTpbl 4718 HaCTPONKI MHOrOMO-
TOYHOTO PE3epBHOr0 KOMMPOBaHMA. OnMcaHWe NapameTpoB MpUBEAEHO B pasdene

[(naBa 8.
e B 6n10Ke «PacnncaHume» (CM. pUCYHOK ):

e B Nnone «I1epuop,m|e<:Kuﬁ 3anyckK» onpepnesintb Tun 3anycka co3gaBaeMoro rpa-
Buna. lpn akTuBauMM MNON3YHKA NepUOSUYECcKOro 3anycka YyKaXuTe B MUHYTax
yepes Kakoe Bpems 6y,u,eT BbIMOJIHATBCA CO34aBaeMoe rpaBuJio. Ecnu MOJI3YyHOK
nepnogn4yecKoro 3anycka aeaktmBmpoBaH , TO HaCTpOVITe KPOH-Bblpa>XXeHne, yka3aB
0aTy n BpemMa MHTepBaJsia BbINMOJIHEHNA CO340aBaeMOro npasuia,

Pacnucanune
BeifpaHo: KpoH-BblpaxkeHue 0 0 1 * *
Meproauyeckunii 3anyck
MuHyTa

Yac

ololo

[eHb Mecsua
Mecsy

[eHb Hegenu

PucyHok 11. OKHO co3faaHunsa npasuna rnobanbHOro pacnmcaHus pesepBHOro KonuposBaHusa. HacTpoiika
wabnoHa — [lonofHMTeNbHble NapaMeTpbl NpaBuna

e B 6noke «[MpoBepka» npu aktmauum nepekntovatens @ pocTynHa HacTpoWka
NepuoanuYHOCTI NPOBEPKM apXNUBOB Pe3ePBHbIX KOMUI (CM. PUCYHOK ):

e B rnone «lMpoBepku pe3epBHbIX KOMUN» YKaxute MepuoguyHoOCTb MPOBEPKU
pe3epBHbIX KONUN. ATO OeNCTBUE UHULMNPYET co3faHue 3a4auun NpoBEPKN pe3epB-
HOWM Konun — unopoBor nognucu n pasmepa é¢annos. Ecnu pesepsHas konus 6bina
nognucaHa undposon nognucbro, To ByaeT npoBepeH pasMmep ¢ansioB pesepBHOMN
KON n cama pesepsHas Konusa. Ecnn pesepBHaa Konna He 6bina nognucaHa uuo-
POBOM NOANUCBID, TO ByAeT NPOBEPEH TONbKO pasMep ¢pannoB pesepBHON Konuu. B
Ccnyyae, ecnu npoBepkKa pe3epBHbIX KOMUN He TpebyeTcs, TO AeaKTUBUPYnNTe nepe-
Kno4vaTenb B TEKYLLEN CTpoKe
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Mpoeepka

MpoBepKa pe3epBHbIX KOMWIA Kaxable Q

1 + Mecsaues ~

PucyHok 12. OKHO co3faHuA npasuia rnobanbHOro pacnmucaHusa pesepBHOro KonnpoBaHusa. HacTpolika
wabnoHa — lNpoeepka PK

o B 6510Ke «CPOK XpaHeHUs» (CM. PUCYHOK ) YKaXxuTe CKONbKO AHel, Hedenb, Mecs-
LLeB UM NeT XPaHUTb pe3epBHble KOMUW, NoJSlydYeHHble B pe3yNibTaTe BbINOJIHEHUA
npaBuna;

Cpok xpaHeHusa

xpaHMTb pe3epeHepIe KONWK B TEYEHWE Q

1 + Net ~

PucyHok 13. OKHO co3gaHus npaBuna rnobanbHOro pacnucaHna pesepBHOro KonnposaHus. HacTpolika
wabnoHa — Cpok xpaHeHus PK

e B 6noke «PesepBHble KONMUU» (CM. PUCYHOK ) Npu akTuBaumm nepeknodatens @
BO3MOXHa HaCTpOWKa NepemMeLLeHnsa pe3epBHbIX KOMUIA, MOMYYEHHbIX B pesyfbTaTte
BbIMOSIHEHUS NpaBuna:

e C YKa3aHHOW Nepnogn4yHOCTbHO;

e B Myn, 4OCTYMHbIA N3 pacKpbIBatOLLErOCA CMNCKa;

Pe3sepBHble KONUK

MepemecTuTb B Nyn Yepes

PucyHok 14. OkHO co3gaHus npaBuna rnobanbHOro pacnucaHna pe3epBHOro KonnposaHus. HacTpolika
wabnoHa — PK

B 6noke «YcTapeBLIMe pe3epBHble KOMUU» HEOOBXOAUMMO onpefennTb LeNCTBUSA
nocfie UCTeYEHUs CPOKa XPaHEHUA pe3epBHbIX KOMWUIA, MOMYYEHHbIX B pesynbTaTe
BbIMNONIHEHMA NpaBuia» (CM. PUCYHOK ):

o akTmeupynte @D nepeknoyatenb «ABTOMaTU4YecKoe ypaneHue» ANs yaaneHus
pPe3epBHbIX KOMUI MO OKOHYAHMIO ONpPefeNéHHOro B NpaBuie CpokKa XPaHeHWUs Uu
OeaKTUBUPYNTE nepekntoyaTenb , €CNN yaaneHne pes3epBHbIX KOMUim He Tpeby-
eTcs;

e B Nnone «YBefOMAATb» HAaCTPONTE KakMe agMUHUCTPaTMBHblE rpynnbl 6yayT yBe-
AOMIEeHbl 06 NCTEUYEHMM CPOKa AENCTBUSA Pe3ePBHbIX KOMWUIA;

e B nosne «KnuMeHT MoXeT yaanuTb pe3epBHble KONMUU 3TOro NpaBuna» akTUBMPYNTe
nepekntovatens @ ons paspelweHus knmeHTy PK yoanuTb ycTapeBlume peseps-
Hble KOMUW UNN OeakTUBUPYNTE NepekovaTenb ANA paspelleHns Ha ypane-
HMe pe3epBHbIX KOMWiA TONbKO Ha CepBeEpPE;
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YcTapeswne pe3epeHbIe Konun
ABTOMaTWU4eCKOE yaaneHne
Yeepomnate  Nobody v

KnWeHT MOXKeT yaannTe pe3epsHbIe KonuKn 3Toroe npasuna ()

PucyHok 15. OKHO co3fiaHuA npaBuia rnobanbHOro pacnmucaHusa pesepBHOro KoNnpoBaHusa. HacTporika
wabnoHa — YcTapesLwwme PK

o B 6110Ke «YBepOMAEHUA» (CM. PUCYHOK ) ANA YKa3aHHbIX COObITUIN N3 BbiNagaroL,ero
CnnckKa onpegennTte rpynny nofib3oBaTtenen, Kotopas 6yneT yBeaoMNeHa B Crlyyae
npounsowepgero cobbiTusa. B none «E-mail CC» MoXHO BBeCTM Ntobon agpec anek-
TPOHHOM NOYTbI A1 0CO6Oro yBegOMIIEHUS;

YeenomneHus
HopmanbHoe BeiNONHeHWe Nobody v
Beinonxexne ¢ ownbkoi Nobody v
MpoBepka pe3epeHOR Konun Nobody v
OkoH4aHWe NeACTBUA NpaBuna Nobody v

OkoH4YaHWe €éMKOCTW xpaHunvmwa  Nobody v

PucyHok 16. OKHO cO34aHuA npaBuia rnobanbHOro pacnmcaHus pesepBHOro KonnMpoBaHus. HacTponka
wabnoHa — PK

1. MNMocne HacCTPOWKKN NpaBuna HaXXMUTE KHOMKY «MpUMEeHNTb» ANA coxpa-
HEHWSA HAaCTPOEK NpaBunia pe3epBHOro KONMPOBaHUS.

CospgaHHoe npaBuno 6ygeT [OCTYNHO ANA pefakTUpPOBaHUA U M3MEHEHUs cTaTyca
(«3anyLwieHo» nnu «oxkngaeT») B pasgene «nobanbHoe pacnncaHme».

4.4.6. NMpocMoOTp 3apgaumn pe3epBHOro KoONMpoBaHusA

[na oTcnexmnBaHuA BbINOSIHEHWUSA npasun rlepe|7|,u,|/|Te B pa3fen «Oqepep,b 3afdauy».

B maHHOM pasgerne 3afavya NosBNAeTCA B MOMEHT BbIMOMIHEHUA CO34aHHOro npasuna,
BbIMOSIHEHUA CPOYHOr0 Pe3epBHOro KONUPOBAHUA, BOCCTAaHOBEHUA OaHHbIX U3 PK, npu
npoBepkKe pe3epBHOU Konun, yaaneHnn PK nnm nepemMewyeHmn PK.

MNMocne ycnewHoro 3aBepLlUeHUs 3a4ayn PesepBHOr0 KOMMPOBaHWUS pesepBHasi KOMus
6yaeT NoMelleHa B XpaHUuLLLEe pe3epBHbIX KOMWIA, a MHpopMaLma o Hell byaeT pa3me-
LeHa B pasgene «Penosutopuin».

4.5. CpoyHoe pe3epBHOe kKonupoeaHue B RBM

4.5.1. CpoyHoe pe3epBHOE KonupoBaHue

CpouHOe pesepBHOE KOMMpOBaHMEe NO3BONSAET eQMHOPas30oBO CO34aTb MOMNHYKO pe3epBs-
Hyto konuto CYB/[ MySQL, He HasHa4vasa NpaBusIo MO PacnmMcaHuio.

1. BbINosiHeEHNE CPOYHOro pes3epBHOro KonmposaHnsa B RBM BO3MOXHO OCYLLECTBUTb
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ABYMS crocobamm:

o Nepentn B pasgen «O6beKTbl», BblAeNnTb KnneHTa PK, ocyuwecTeBnsawowero
yrnpasneHne pesepBHbIM KonuposaHneMm CYB MySQL, n HaxaTb NOSABUBLLYHOCS
KHonKy £ «CpoyHoe PK»;

o Ha)aTuveM Ha KHOMKy Ha BepxHeln naHenn RBM £ «Cpo4dHoe PK».
2. B oTKpbiBLIEMCSA OKHE NPON3BEANTE HACTPONKY NapaMeTpoB (CM. PUCYHOK ):

o B none «KnueHT» — KAMeHTa C YyCTaHOBNeHHbIM Mogynem CYBO MySQL,
pPa3sBEPHYTOro Ha y3ne pesepsrpyemMon 6asbl AaHHbIX;

o B none «Tun pecypca» — TN pPe3epBUPYEMOro pecypca M3 BbiNagaroLlero
cnucka — MySQL;

o B none «Pecypc» — HaxmuTe kHonky [l 1 BbIGepUTe B Pa3BEPHYBLLEMCS OKHe
pecypc pe3epBUpyeMoil 6a3bl AaHHbIX;

OKHO HacTpoyikn CpOYHOro pe3epBHOIr0 KOMMPOBaHMSA
[ Ru £ 8 @

& CpouHoe PK W MpymeHuTs

28 Nawens moHuTOpUHra
KnueuTt ubuntu20-Altw (6ace1f39475db4a1) w

J o6vekThi

Tun pecypca MySQL ~
Crpartervmn

Pecypc * MySQL 8.0 -
[E rno6anbHoe pacnucaHue

Tun PK NonHas v
YpanéHxas pennukaums flyn Default o
& Penoauropwii 3awmTHoe NpeobpazoeaHmne  Nocrypt v
Ouepegb 3aaaq MpuopuTet 100 N
CepBepsi RuBackup Cpox xpaHeHwn 1 + et v
XypHans! O6uyMe HaCTPOAKN Moy

& AamumucTpupoBake

e B none «Tun PK» — OOCTYNHO MNONHOE, MHKPEeMeHTanbHOe U guedepeHumnanbHoe
pe3epBHOE KONMpoBaHue;

e B none «Myn» 13 packpbIBalOLLErOCA CNUCKa BblibepuTe AOCTYMNHbIA Nyn ANA coxpa-
HEHWUsi pe3epPBHOI KOMUN;

e B rnofe «3awuUTHOEe npeo6GpasoBaHUe» MO YMOJSIYaAHMIO BbIOPAHO 3Ha4yeHue «
nocrypt» — 6e3 Ncnosb3oBaHUA 3aWUTHOro npeobpasosaHus PK. B cnyyae Bbibopa
anropuvTMa salmnTHOro npeobpasoBaHma cM. Tabnuuy:

Tabnuya 4. AnropuTMbl 3aLMTHOMO NpeobpasoBaHus, JOCTYrHbIE B yTuauTe rbfd

Anroputm MopaepxvBaemMas ANvHa MpumeyaHue
KJova, 6uTt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256
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4.5. CpoyHoe pesepBHOe konnposaHne B RBM

Anroputm MopnaepxveaemMas ANvHa MpumeyaHue
KJlova, ouTt

Kalyna 128, 256, 512 YKpanHCKUI HaLMOHanbHbIN
cTaHgapT ACTY 7624:2014

Kuznyechik 256 Poccumnckuin HaumoHanbHbIN
cTtangapt FOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 KuTanckunin HaunoHanbHbIn
CTaHAapT g8 6ecnpoBOgHbIX
ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

e B nosne «MpuoputeT» MOXeT cofepxaTb 3HayeHne oT 100 go 1000. Yem Bbiwe 3Ha-

YyeHune, TeM Bbllle NMPUOPUTET BbINMOJIHEHNA NpaBua,

B nosie «CPOK XpaHeHUs» YKaXKMTe CKOMbKO AHeWN, Hedenb, MecsileB Unn neTt xpa-
HUTb PEe3ePBHYIO KOMUI, MONTYYEHHYIO B pe3yfibTaTe BbIMNO/IHEHUS CPOYHOoro PK;

KHomnKa [EEIUEREERIVAEEN npefocTaBNAET NapaMeTpbl AN HACTPONKN MHOTO-
MOTOYHOro pPe3epBHOr0 KomMpoBaHUsA. OnucaHve napaMeTpoB NPUBEAEHO B pas-

pene «lpunoxeHne b. ObLwme HaCTPOVKMN MOLYNSA B NpoLecce pe3epBHOro Konmpo-

BaHUA».

4.5.2. CpoyHoOe pe3epBHOe KONMpoBaHue no npasuny

B ToMm cnyvyae, ecnu Heo6XxoAMMO BbIMOSIHUTL CPOYHOE PEe3epBHOE KOMMpOBaHME MO
Cco3[aHHOMY npasuy rnobanbHOro pacnncaHus:

1. Mepengute B pasgen «nobanbHoe pacnucaHmne».

2. BblgenuTe Hy>XHOe npasuno.

3. BbizoBuTEe nNpaBoM KHOMKOM MbIM KOHTEKCTHOE MEHIKO U HaXMuUTe «BbIMOMHUTL»
(CM. p1CYHOK ).
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

No6aBuTk

KnoHupoeaTk

PepakTuposaTb
MpuocTaHoBUTE
BeInonHuTe
Ynanute

MepeiTh K...

PucyHok 17. 3amycK CpOYHOro pe3epBHOro KOMMPOBaHUS Mo NpaBuiy rnobanbHOro pacnmcaHms

1. NMpoBepbTe X04 BbINONHEHUA PE3EPBHOr0 KOMMPOBaAHUA MOXHO B OKHe «QOuepefb
3agay» (CM. PUCYHOK ).

OKHO oYepeam 3afay

& 8 @
[ Yaanuts v
MaHeNb MOHUTOPUHIa ¥ Wms knmewTa Crartyc Tun pecypca Pecypc ID npasuna ID crpaterun ID penaukaunmn
. Backup local ubuntu20-Altw I: 80.52% | MySQL MySQL 8.0 0 0 0
LJ O6bekTsl
Backup local  ubuntu20-ATtw MysQL MySQLB.O 0 0 0
B Crpaterun Backup local ~ ubuntu20-ATtw MySQL MySQL8O O 0 0

[El ro6anbHoe pacnucarve
YaanéHHas pennvkauws
. 3 Peno3sutopuii

[] Ouepeas 3apau

B Cepeepul RuBackup

[=] XypHans

(5 AAMUHUCTPUpPOBaHWe

(@

Mpn ycnewHoM 3aBeplleHUUN pPe3epBHOr0 KOMUPOBaHUA COOTBETCTBYKOLWAs 3apava
nepenget B ctatyc «Done».
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4.6. LeHTpanusoBaHHOE BOCCTaHOB/IEHME pPe3epBHbIX Konui B RBM

4.6. LleHTpanMsoBaHHOEe BOCCTaHOBJIEHUE pe3epBHbIX
Konui B RBM

Cuctema pesepBHOro KonmposaHusa RuBackup npepycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBNEHUA pPe3epBHbIX KOMUN KakK CO CTOpOHbl KnneHTa CPK nocpegcteoM MeHe-
axepa knueHta RuBackup, Tak n co cTopoHbl agMmuHucTtpatopa CPK. B Ttex cnydasx,
Korga LeHTpannM3oBaHHOE BOCCTaHOBNEHNE pe3epBHbIX KOMUN He XenaTenbHOo, Hanpu-
Mep Korga BOCCTaHOB/IEHWE [AaHHbIX SABAETCA 30HOM OTBETCTBEHHOCTW Bnagenbua
KTMEHTCKOM CUCTEMbI, 3Ta QYHKLMOHANbHOCTb MOXET ObiTb OTK/OYEHA Ha KIMEHTEe
(cM. «PyKOoBOACTBO CUCTEMHOIro agMmnHUCTpaTopa RuBackup»).

4.6.1. NMNonHoe BOCCTaHOBJ/IEHUE A aHHbIX

[NnA LeHTpann3oBaHHOrO BOCCTAHOB/EHUA OaHHbIX Ha KnneHTe PK:

1. B RBM nepengute B pasgen «Penosntopuin».

2. BblbepuTe B OTKPbLIBLUEMCSI OKHE TPEebyemMyko Pe3epBHYH KOMUK, HaXMUTE Ha Hee
NpaBoi KHOMKON MbIWN U BbiGepuUTe B KOHTEKCTHOM MeH «BoccTaHoBUTBHY» (CM.

PUCYHOK ) UMM HaXXMUTe KHOMKY = «BocCTaHOBUTLY.

OkHo pasgena «Penosutopuii». BoccTtaHoBneHne PK

BoccTaHoBUTEL
NposepuTts
Konupoeate
MepemecTuTs
XpaHuTe A0

Yaanute

MNepeiiTy K...

1. B OTKPbIBLUEMCSI OKHE LIeHTpann3o0BaHHOro BOCCTAHOBMEHUSA (CM. PUCYHOK) npefa-
CTaBneHa clneayroLias UHGopMaLmsa 1 BO3MOXHOCTU:

o MHPOpPMaLUMA O pe3epBHOW Komuwu. [aHHbI OI0K COLAEPXUT HEU3MEHAEMYIo
NHbOPMaL MO O pe3epBHON Konuu;

OkKHo LjeHTpannsoBaHHOro BocctaHosneHns CYB/]
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

-
¢ Ru & & @

< LieHTpan13oBaHHOe BOCCTaHOBNEHWE ' MpumeHuTs

gg MNaHens MOHWUTOPUHra FINYURMAGLKIA U PSITEDNUN RUIFIF
: ubuntu20-Altw
L:J O6beKTbI Wms xocra:

() crpaterumn HWID: 6ace1f39475dbdal

T ) MySQL
E FnobanbHoe pacnucaHue un pecypea Y

= Pecypc: MySQL 8.0
YaanéHHas penavkaums
Myn: Default

8 PenosuTopuii

Tun PK: full

Ouepeab 334au
Co3paHo: 2024.10.24 10:29:28

Cepsepbl RuBackup
BOCCTAHOBUTL LIENOHKY: 3

| XypHanbl
yp WM npaeuna:;

R ENECESIRE CraTyc PK: Not Verified

MecTo BOCCTaHOBAEHUA [::

BOCCTaHOBUTE Ha KNWeHTa: ubuntu20-Altw (6ace‘\f39475dbdaﬂ X W ]

Katanor pacnakosku: * (D /home/temp .

rubackup@localhost

e MECTO BOCCTaHoOBNeHusA. B gaHHOM 6n10ke Heobxognumo onpenennTb:

e B nosie «BoCcCTaHOBUTb Ha K/IMEHTe» BblbepuTe 13 BbiMafarolLero Cnmcka KameHTa
pe3epBHOro KONMpoBaHUA, Ha KOTOPOM byaeT BoccTaHoBneHa CYB/[ MySQL;

e B none «KaTanor pacnakoBKM» YyKa)XUTe BPEMEHHbI KaTanor ANs pacrnakoBKu
Pe3epBHOM KOMUM Ha Y3/e BbIBPaHHOI 0 KIMEHTa PEe3ePBHOI0 KOMUPOBAHUS;

e npu aktmBauun @ nepeknoyaTtens «BoCCTaHOBUTb Ha Le/IeBOM pecypce»
pesepBHasa Konusa 6yaeT BoccTaHoBMeHa B ucxogHyto CYB/. B cnyyae geaktusaumm
nepekno4vaTens pesepBHaa Konua OyaeT BOCCTaHOBMEHA TOJIbKO B Marky,
yKasaHHYro B nosie «KaTtanor pacrnakoBKu»;

e [OCTYMHbl «O6LWMEe HACTPONKN MOAYNA» OJ1A onpefesieHNs 3HaYEeHNA napamMeTpoB
BOCCTaHOBNEHUSA (CM. [punoxeHne B. OBume HacTporky Moaynsa B npoLecce Boc-
CTaHOBJMIEHUS Pe3epPBHOWN KOMNUK):

1. MpoBepbTe XO4 BbINO/IHEHUA pPEe3epPBHOro KOMMPoBaHUA B OKHe «QOuepenb
3agay». lMpu ycnewHoM 3aBepLleHMM BOCCTAHOB/IEHUSA Pe3epBHOM KOMUU COOT-
BeTCTBYHOLWas 3afdadya Ha BOCCTaHOBNEHNe nepenaéTt B ctaTtyc «Done» (Bbinon-
HEHO).

4.6.2. 'paHynapHoe BOCCTaHOBJ/IEHUE flaHHbIX

['paHynsaApHOe BOCCTaAHOBJIEHME He NoAAepXMBaAeTCA B Tekywen sepcun moayna CYbB/
MySQL. [1oOCTYNHO TONIbKO NOJIHOE BOCCTAHOB/IEHME 6a3 AaHHbIX.

4.7. Pe3epBHOE KONUpoOBaHUE U BOCCTaHOBJIeEHUe C
NMOMOLLLbIO YTUIUT KOMaHAHOMN CTPOKMU

MNMogpobHoe onucaHne paboTbl C YyTUAUTAaMU MPUBEAEHO B AOKYMeEHTe «YTUAUTbI
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4.7. Pe3epBHoe KonnpoBaHne N BOCCTaHoOBNEHNE C MOMOLLBbKO YTUNUT KOMaHZHOM CTPOKM

KOMaHgHon cTpoku RuBackup».

B paHHOM nogpasgene npuBeLeHbl MpUMepbl UCM0/1Ib30BaHNA Y TUTUT.

4.7.1. Pe3epBHOEe KOnNUpoBaHue C NOMOLLLbIO YTUNIUTbI

BbINOMHUTHL pe3epBHOE KOMUPOBAHWE Ha KIIMEHTE pe3epBHOro KOMMPOBaHUA C MOAYNEM
CYB[ MySQL, BbINONHMB B TepMUHanNe KoMaHgy:

+

sudo rb_archives -c <resource> -m mysql_-e worker_parallelism:<some_size>

roe:

1. napamMeTp -c ykasbiBaeT pesepBupyemyto CYB/[, <resource> — Ha3BaHWe pesepBu-
pyemon CYB[], ona npocMoTpa LOCTYMHbIX PEeCcypcoB BbINOMHUTE B TepMuHase
KOMaHAay:

/opt/rubackup/modules/rb_module_mysql -1

2. napamMeTp -m yKasblBaeT UCMoNb3yeMbli MOAY/b, <mysql> — HasBaHWe Moayns, ons
NPOCMOTpPA AOCTYMHbIX MOAY/EN BbINOMHUTE B TEPMUHANe Ha KnneHTe PK komMaHay:

rb_archives -L

3. napamMeTp -e yKasblBaeT napameTpbl Moaynsa (nogpobHee o napameTpax CMOTPWU
MpunoxeHune b. ObLMe HAaCTPOKKM MOAYNA B NpoOL,Eecce pe3epBHOro KONMpoBaHus).

4.7.2. BoccTaHoBIeHUe pe3epBHOMN KONMUU C MOMOLLbLIO YTUIUTDI

LleHTpannsoBaHHoe BoccTaHoBneHne CYB[] 13 pesepBHOW KOMUM BO3MOXHO Mnocpes-
CTBOM YTUNNTbI KOMaHAHOM CTPOKU rb_repository.

JlokanbHoe BoccTaHoBneHne CYB[ n3 pesepBHOW KOMUM Ha KNMeHTe PK BO3MOXHO
nocpencTBOM YyTUNUT KOMaHOHOW CTPOKU rb_archives nnn rb_repository.

BbINONHUTL NOKanbHOE BOCCTAHOB/IEHWE pe3epBHO|7| KOMMM Ha KIIMeHTe pe3epBHOro
KOMnMpoBaHWA:

rb_archives -x <id> -d <restore_path> -e worker_parallelism:<some_size>

roe:
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

1. napamMeTp -x YyKasblBaeT Ha BOCCTaHOB/eHMe PK mnm Lenovykn pesepBHbIX KOMUNA,
<id> — ngeHTUPUKaTop BOCCTaHaABNIMBAEMOMN pe3epBHOW Konuu, Ana npocMoTpa id
BCEX pe3epBHbIX KOMUN, BbINONIHEHHbIX TeKYLWWUM KneHToM PK, BbIMONHUTE B Tep-
MUHane knueHta PK komaHay:

rb_archives

1. napameTp -d yKasbiBaeT NoKasbHbIA KaTanor BOCCTAHOBMIEHUS Pe3epPBHOMN Komnuu,
<restore_path> — MOMHbIA NyTb A0 TIOKANIbHOrO KaTanora BoccTaHoBnexms PK;

2. napamMeTp -e yKasblBaeT NapaMeTpbl MOAYMS Npu BoccTaHoBneHun PK. [1na moayns
CYB MySQL #oCTynHbl TONbKO 0O Me HAaCTPONKN NnapaMeTpoB Mpu BOCCTaHOBE-
HUK (cMoTpu MpunoxeHune B. ObLiMe HAaCTPOMKM MOy s B NpoLecce BOCCTaHOBIe-
HWA pe3epBHOM KOMUK).

4.7.3. MpocMoTp ouepenu sapayd ¢ NOMOLLbIO YTUUTDI

OTcnexuBaTb BbinosiHeHNe Bcex 3agay CPK RuBackup BO3MOXHO MocpencTBOM yTU-
NNTbl KOMaHOHOW CTPOKKU rb_task_queue, BbINOMHNWB KOMaHAy B TepMuHane Ans npo-
CMOTpa BCex 3agau:

rb_task_queue -v

OTcnexwuBaTb BbINOMHEHME 3a4a4y Ha KI/MEHTEe pe3epBHOro KonmpoBaHMA BO3MOXHO
nocpeacTBoM YTUNNTDbI KOMaHgHoMn CTPOKW rb_tasks, BbINONHMB KOMaHAYy B TEpMUHane
ONA NpoCMOTpa 3a4ay, BbINONIHAEMbIX TEKYLLUM KINeHTOM PK:

rb_tasks -v
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naea 5. AMropuTmMbl 3alLUTHOrO
rnpeo6pasoBaHus

B knacTepHown cepBepHOM rpynnmMpoBKe Npu BOCCTAHOBMEHNN 3alLINGPOBaAHHOW pe3epBs-
HOM KOMUW Ha AOPYroM KIMEHTEe rpynnupoBKM HeobXOogMMO MCNONb30BaTb TOT Xe
MacTep-K/OY KNIMEHTA, C MOMOLLLbIO KOTOPOro Aenanachb gaHHasa Konus.

Tabnuuya 5. ANropuUTMbl 3aLMTHOrO NPeobpasoBaHUs, AOCTYMNHbIe B yTuanTe rbfd

Anroputm MopnepxvuBaemMas ANVHa MpumeyaHue
KJlova, ouTt
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpauHCK1 HaLMOHasbHbIR

cTaHgapT ACTY 7624:2014

Kuznyechik 256 Poccuinckuin HaymoHanbHbIN
ctaHgapT N'OCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknim HauMoHanbHbIA CTaH-
JapT ans 6ecrnpoBOfHbIX ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

naBa 6. YaoaneHue

YoaneHne moaynsa npousBoguUTCA TONMbKO BMecTe ¢ knaneHToM PK RuBackup. lpoue-
aypa yganeHunsa knueHta PK RuBackup npuBegeHa B okyMeHTe «CUcTeMa pe3epBHOro
KONMMPOBaHMA M BOCCTaHOBNEHUA AaHHbIX RuBackup. PykoBoACcTBO MO yCTaHOBKE WU
OBHOBNEHMUIO».
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naea 7. NpunoxeHue A. Npumep NnUCTUHra
KoHdurypaunoHHoro dauna moaynsa TIONIX
/opt/rubackup/etc/rb_module_mysql.conf

username rubackup_backuper
password qwerty1234

port 3306

direct_restore yes

mysql_admin mysql

use_memory 106M

mysql_service mysqld
mysqladmin_path mysqladmin
innobackupex_path innobackupex

xtrabackup_path xtrabackup
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

naBa 8. NpunoxxeHue b. 061 Me HACTPOUKHU
MOAYNA B NNpoLecce pe3epBHOro
KONMUpoBaHUA

KHonka [EEMUERSEIMGLULURIATEN npegocTaBnseT cleayolme napameTpbl  Ans

HaCTpOVIKI/I MHOIonoTo4YHOro pe3epBHOro KonnmpoBaHmMA (pVIcyHOK )Z

OB6Lyme HacTpoiiky Moayns: Rule

worker_parallelism 8 -+
enable_multithreading
enable_flexible_dedup
network_parallelism 8 -+
memory_threshold 0 -+

deny_memory_exceed

3HadeHws no ymon4yaHuw m

PucyHok 18. OkHO «Ob6Lme HaCTPOMKM MoayNa» (3HaYeHMs N0 YMOMYaHWIO)

e napameTp worker_parallelism 3agaeT KonnM4yecTBO NOTOKOB, KOTOpble ByayT obpa-
6aTbiBaTb U AeaynnamumnpoBaTb 6N10KM JaHHbIX pecypca;

o akTmempyinte @ nepekntoyatens «enable_multithreading» ans mHoronoto4yHowm
nepepayvn AaHHbIX C UCMOJSIb30BaHMEM CeTeBbIX MOTOKOB B KONIMYeCTBe, YKa3zaHHOM B
napameTpe network_parallelism;

o akTuBupynte @ nepeknoyatens «enable_flexible_dedup» ans vcnonb3oBaHus
HeCKONbKMX Tabnuy, gefynnukaumm BMecTo ofHoOW. Ncrnonb3yeTcsa BMeCcTe ¢ nepe-
KnovaTenem «enable_multithreading» gnsa noBbIWEHUA CKOPOCTU PE3EePBHONO Konu-
pOBaHUS;

» napameTp network_parallelism 3agaeT KonmM4yecTBO NOTOKOB, KOTOpble ByayT nepe-
faBaTb OMOKM OaHHbIX Ha MepguacepBep. Bnoku, NoaroTtoBneHHble worker-noTo-
Kamun, cobuparotca B 6ydepbl, KOTopble 6YAyT nepefaBaTbCA Ha cepBep. Pasmep
oydpepa no ymonyanumo coctasnaetr 100 M6, HO ero MOXHO WU3MEHUTb B danne
rbfd.cnfr B 3HaueHWn napameTpa parcel-size. [pu yBennyeHun pasmepa
bydepa MoXeT ObiTb MPEBbIWEH Pacxod NaMATW, 3a4aHHbI NapaMeTpoOM memory-
threshold B KOHUrypaumoHHOM danne OCHOBHOrO cepsepa
/opt/rubackup/etc/config.file.

e napameTp memory_threshold ycTtaHaBnMBaeT BepXHKOK rpPaHULY WMCNONb30BaHUSA
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onepaTmsBHoN NnamaTK (B ['6) Npu co3gaHnn pesepBHON Konun. MnMHMMarnbHoe 3Hade-
HMe napamMeTpa paBHO 4, NPU MeHbLLEM 3HaYeHne napameTpa B NpoLecce peseps-
HOro KOMMPOoBaHUA ByAeT BbiBEAEHO NpeaynpexneHne 1 napaMmeTp He 6yaeT YUTEH.

o akTuBnpynte @ nepeknoyaTtenb deny_memory_exceed B cnyvae, ecnv npepbi-
Ayuwias MHKpeMeHTanbHasa pesepBHas Konus 6bina caenaH sepcunen CPK RuBackup
paHee 2.1.1-a.84, a Tekyw,asa sBepcma CPK RuBackup 2.1.1-a.84 n Bbiwwe.

MpuBeaEHHbIE HACTPOWMKM AOCTYMHbl TakXe B KOHOUrypaunoHHOM dainne
OCHOBHOr O cepBepa /opt/rubackup/etc/config.file.

[1] MogpobHee 0 CO3/aHUM SAHHOTO KOHGUrypaLWOHHOro ¢aina cMoTpu B LOKYMeHTe «CUCTeMa Pe3epBHOro KOMMUPOBaHWUS U
BOCCTaHOBNEHUA AaHHbIX RuBackup. PyKOBOACTBO CUCTEMHOMO agMUHUCTpaTopay.
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PesepBHoe konmpoBaHue n BocctaHoBneHme CYB[ MySQL

naBa 9. NMpunoxxeHue B. O6LLMe HACTPONKHU
MOAYIA B NpoLecce BOCCTaHOBJIEHUSA
pe3epBHON Konuu

KHonka [EEMUERSEIMGLULURIATEN npegocTaBnseT cleayolme napameTpbl  Ans

HaCTpOVIKI/I MHOIonoTo4YHOro pe3epBHOro KonnmpoBaHmMA (pVIcyHOK )I

OKHO «ObLme HaCTPOUMKN MOZYNA» (3HAYEHUS N0 YMOTYaHMIO)

06wme HacTpolkn mogyna: Restore task

worker_parallelism 8 i, +

memory_threshold 0 -+

3Ha4yeHuna No yMon4yaHuo

» napameTp worker_parallelism 3agaeT KOnnM4ecTBO NOTOKOB, KOTOpbIe ByAyT yyacT-
BOBaTb B NpoLecce BOCCTaHOBNEHNA 610KoB AaHHbIX CYB/;

e napameTp memory_threshold ycTtaHaBnMBaeT BepXHKOK rpPaHULY MUCNONb30BaHUSA
onepaTuBHOM NamaTK (B 6) Npn BOCCTaHOBEHUN pe3epBHON Konnunu. MMHUManbHoe
3HayeHVe napameTpa paBHO 4, MpU MeHblleM 3HayeHune napameTpa B npouecce
BOCCTaHOBJIEHNA pe3epBHOM Konun byaeT BbiBEAEHO NpeayrnpexneHne n napamMmeTp
He BydeT YUYTEH.

MNpnBefEHHbIEHACTPOMKN AOCTYMHbI TakXe B KOHPUrypaunmoHHOM danne
OCHOBHOIO cepBepa /opt/rubackup/etc/config.file.

40 ns 47




naBa 10. O603HaYeHNa U COKpaLLLeHUsA

CLI YTUNNUTbl KOMaAHAHOW CTPOKU

FQDN Fully Qualified Domain Name

ID |dentificator

IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
MAC Media Access Control
NFS Network File System

NTFS New Technology File System

Tucana rpagpunyeckmin web-nHtepoenc gna pabotol ¢ CPK RuBackup

hwid Hardware Identification

VSS Volume Shadow Copy

BM BUpTYasbHaa MallnHa

nK NporpamMMHbI KOMMEKC

nc noytoBas cUCTemMa

PK pe3epBHas KOMus, pe3epBHOE KONUPOBaHMe
CPK CUCTeMa pes3epBHOro konnposaHua RuBackup
cybA cucTema ynpasrieHus 6asamu gaHHbIX

RBC MeHepxep knneHTa RuBackup

RBM MeHep)xep agMuUHUCTpaTopa RuBackup
JIKM JleBafa KHOMKa MbILWK

ocC OnepaunoHHasa cuctemMa

aun ANeKTPOHHasA unpposasa Nnognuch
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naea 11. TepMUHbI

Backup-xpaHunuwe

ApmunHucTtpaTtop CPK

ApxuBupoBaHue

bnoyHoe ycTponcTeo

Fno6anbHoe pacnucaHue
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pesepBHOE XpaHunuwe («xonogHas»
pennunka) RuPost, koTopoe uncnonbay-
eTCA KaK WCTOYHMK [JaHHbIX  Ons
pe3epBHOro KonmpoBaHua ¢annoBon
CTPYKTYpbl ¢opmaTta MailDir++, rpge
XPaHATCA [AaHHble MNOYTOBbIX SALUKOB.
ObecneumBaeT [ABYCTOPOHHUA WHTeEpP-
denc pabotbl RuPost ¢ CPK. Backup-
XpaHunuuie cogepxut B cebe katanor
Backup v kaTtanor Restore

Monb3oBaTeNb C POSbKO CYNeprnosib3o-
BaTensa B CPK RuBackup w root-gocTy-
NMOM K y3/51aM, Ha KOTOpbIX ByaeT ycTa-
HOBMEH MOAYNb

[Mpouecc cosgaHuMA MOSHOW pe3epBHOM
KOMUW OaHHbIX pecypca, akTyalbHbIX Ha
TOT MOMEHT, 6e3 BO3MOXHOCTU nocre-
ayrouero OO0MNONHEHUA (cospaHune
WHKPEeMEeHTanbHoONn N guddepeHumans-
HOW pe3epBHON KOMUU) U C Nocnepyro-
WKUM yganeHnem ueneBoro (MCXogHoro
pecypca) C Lefblo YMEHbLUEHUA 3aHU-
MaeMoro UM AUCKOBOro MPOCTPAHCTBA,
NOAXOAUT ONA  PeAKoUCnosib3yeMblX
pecypcoB

Bug danmna yctponctes B UNIX/Linux-
cuctemax, obecneymBarOWUn UHTEpP-
denc K YCTpPOWCTBY, peanibHOMY WU
BUpTyanbHOMY, B Buae ¢panna B ¢panno-
Bon cucteme. C 67104YHbIM YCTPOMNCTBOM
obecrneynBaeTcs obMeH AaHHbIMKU 6110-
KaMW OaHHbIX

MNepunoanyeckne 3agaHuUa pe3epBHOro
KonMpoBaHWA f[aHHbIX. [Ona cosgaHuA
pe3epBHbIX KOMWW MO pacrnmcaHuio B
CPK cywecTBytoT npaBuna rnobanb-
HOro pacrnmcaHus, MHOXeCTBO KOTOpPbIX
cocTaBnseT rnobanbHoe pacnucaHue;




FpaHynsapHoe BOCCTaHOBNIEHUE BosmMoxHoCTb AgMuHucTtpatopa CPK
OCYLLEeCTBNATb BOCCTaHOBJIEHNE
Bbl6paHHbIX GannoB U/unu Katanoros ms
pe3epBHOW KOMUN.

Aepynnukauus Mpouecc UCKMYEHUs Ay6nnpyoLLMXcs
JaHHbIX. [eagynnukauua  nossonseT
ONTUMU3NPOBATbL MCMONb30BaHNE OUC-
KOBOrO MPOCTPaHCTBa CUCTEM XpaHe-
HUA OaHHbIX. [ONS BbIMNOMHEHUSA Npo-
uecca Aeaynnvkauum — Heo6XxoamMmo
Hanuune aeaynnMuMpoBaHHOro nyna.

OepynnuuupoBaHHbIi Nyn [Myn, B KOTOPOM BbINOJSIHAETCA Npouecc
Aenynnmkauuu.

AnddepeHumnanbHoe pesepBHOE CospgaHue pesepBHOM KOMUN TOJSIbKO TeEX

KonupoBaHue AaHHbIX, KOTOopble OblIM U3MEHEHbI CO

BpeMeHn BbINOJIHEHUA nMpeabiaywero
MOJIHOIo pe3epBHOro KonNMpoBaHMA

JomeH YuyeTHasa 3anncb opraHusauumn, KoTopas
BK/lOUYaeT B cebsa creayrolime OaHHble:
y4yeTHble 3anucu nonb3oBaTenen,
pecypchbl, NOYTY, KaneHgapw, agpecHbole
KHWUTK, aBaTapbl, KOHTaKThbI

UHKpeMeHTanbHoOe pe3epBHOe CosfaHune pe3epBHOM KOMUKU TONbKO TeX
KonupoBaHue AaHHbIX, KOTOpble OblNN WU3MEHEHbl CO
BPEMEHW BbIMOJIHEHNA NpeablAyL,en
WHKPEeMEeHTanbHON pe3epBHON KOMuu, a
Nnpu OTCYTCTBUM TaKoBO = co Bpe-
MEHW BbINONIHEHNA MNocneAHen MNONHOW

pe3epBHOIN Konum

KaTanor pacnakosku KaTtanor, B KoTopbin 6ygeT pacrnako-
BaHa PK npwu BoccTaHOBNEHUN

KnueHnTt PK KnueHntckoe MO RuBackup gnsa Bbinon-
HEHWS PE3ePBHOIr0 KONMPOBaHUA

KoHdurypauyuoHHbiit pannn mopyns ®ann ¢ pacwmpeHnem .conf, B KOTOpPoMm
cofepxaTcsa napamMeTpbl  HaCTPOMKMU
Mopyns
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JleHTO4YHOE YCTPOUCTBO

JlokanbHoe BOCcCTaHOBNEHUe
pe3epBHON KONUU

Mepuacepeep

MeHep)xep agMUHUCTpaTOpa
RuBackup

Mopaynb

O6nayHoe xpaHunuiye

OcHoBHoM cepBep PK
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YcTponcTBo, KOoTopoe COLEPXUT
HECKOJIbKO JIEHTOYHbIX KapTpuOXen,
HECKONIbKO OTCEeKOB AN XpaHeHus
NEeHT, CKaHep W pob6OTU3SNPOBAHHYHO
CUCTEMY, KOTOpasa aBToMaTu3InpyeT
3arpysky v CMeHy KapTpuaxeu

Bo3smMoXxHOCTb knueHTa PK ocyuecTts-
NATb MOSIHOE BOCCTaHOBNEHWE AaHHbIX
N3 pe3epBHOM KOMWK, MONYYEHHOM Ha
S9TOM KJIMEeHTe

NHTepdenc K XxXpaHunuwam, accouunm-
pPOBaHHbIM C HUM. [MpUHMMaEeT AaHHble
oT KnneHtoB PK ©n coxpaHseT ux B
uenesoe xpaHunuuwe. lNpu oTCyTCTBUMK
OTAENIbHO HacTpOeHHbIX Mepuacepse-
POB NX GYHKUMN BbINONHAT OCHOBHON
n PesepBHbIN cepBepa (Npu Hanu4nm)

OcHoBHOe  rpaduyeckoe  CcpencTBo
agMuHucTpuposaHma CPK RuBackup

YTunuTa, KoTopas OTBeYaeT 3a peseps-
HOe KOMMPOBaHWE W BOCCTaHOBMIEHUE
pecypca onpefefnieHHoro Tuna u yna-
KOBKY pe3epBHbIX KOMUIA

Cnyx6a, KoTopas MNO3BONAET XPaHUTb
AaHHble NyTeM UX nepefadun no UHTep-
HeTYy WIN OPYron ceTu B CUCTEMY Xpa-
HEeHUA, 0BCNy>XMBaeMyro TpeTben CTOo-
POHOM

naBHbIN ynpasnaowun cepsep CPK,
obecneunBaroLni B3aMMogencTeue
KOMMNoHeHToB CPK




NMonHoe BoccTaHOBJIEHUEe BoccTaHoBNeHne AaHHbIX U3 pe3epBHON
Konun nofpasymMmeBaeT TOJSIbKO BOCCTa-
HOBJIEHME Y[OaANEHHbIX WU WU3MEHEHHbIX
¢annoB OO COCTOAHUA, B KOTOPOM OHWU
6blIM Ha MOMEHT CO3[aHuUA pPe3epBHOW
Konuu. Ecnn B gupekTopumn ecTb Gannbl,
KoTOopble 6blnn gobaBneHbl yXe nocne
CO3[aHNA pe3epBHON KOMUU, TO OHU He
OyayT yOaneHbl Npu BOCCTaHOBMEHUM

MonHoe pe3epBHOE KONUpPOBaHUE 3afaya pe3epBHOro KOMMpoBaHUs, npwu
BbIMO/IHEHUN KOTOPOM M3 UCTOYHUKA
KOMUPYITCS BCE AaHHble 6e3 N3bsATUA

Monb3oBatenb CPK [Monb3oBaTenb C pPoOnb aAMUHUCTpPA-
Topa, ayautopa, cynepsarnsepa Wnu
cynepnosnb3oBaTtend  MHOronosb3oBa-
Tenbckon mogenn CPK RuBackup

Pe3epBHoeKonuposaHue Hpouecc CO3aHNA KOMUM pOaHHbIX Ha
OONONTHNTEJIbHbIX HOCUTENAX MH¢OpMa-
Uunun, npegHasHa4dyeHHbIX gnAd BOCCTAHOB-
NeHna faHHbIX B CllyYae noBpexXxpgeHud
nnn cboes B nepBonNCTOYHUNKE

Pe3epBHaa Konusa BUPTyaNlbHON Konna BCex [OWUCKOB BUPTYabHOW

MaLlUMHbI MalUMHbI N €€ MeTafaHHble, MOJTyYeH-
Hble OT nnatdopMbl BUPTYyanmMsaLum,
AN UCMONb30BaHUA B Cllydae noTepwu
NI YHUYTOXEHUSA OpUrnHana

Penosutopun XpaHunuwie MeTafaHHbIX BCeX pe3eps-
HbIX Konun. CamMu pesepBHble KOMNuu
pacrnonararoTcsa B YCTPOMCTBAX XpaHe-
HUA pPe3epBHbIX KOMUK (XpaHunumax),
KOTOpble accouuupoBaHbl ¢ [lynamu
XpaHeHUs pe3epBHbIX KOMni

Pecypc Gannosas cuctema NTFS OC Windows
Server Ha y3ne C pasBEPHYTbIM KMNEH-
TOM pes3epBHOro KONUPOBaHUA
RuBackup v w™Mogynem  ¢annosowu
cuctembl Windows.
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PesepBHas konua CYb[] Konna Bcex 6as gaHHbIX, Tabnuy n eé
MeTafaHHble [f1a WCNoAb30BaHUA B
cnyyae noBpeXOEHUA WUIN YHUYTOXe-
HUA OpuUrnHana

Cuctema pesepBHOro KOnMpoBaHUA U CUCTEMHOe KNMEHT-cepBepHOe Mpuno-

BOCCTaHoBJ/IeHUA aaHHbiX RuBackup >XeHune, npefHasHayeHHoe ONna aBToOMa-
TU3NMPOBAHHOI O BbIMOSIHEHMA MNpoLeayp
pe3epBHOro KONMPoOBaHUA AaHHbIX cep-
BEepoB, BMPTYasbHbIX MalwwuH, 6a3 paH-
HbIX U TMPUIOXEHNN B LEeHTpax obpa-
O0TKU OaHHbIX, @ TakKXXe A5 BOCCTaHOB-
NEeHNA OaHHbIX U3 pes3epBHbIX KonuuM rno
3anpocy nonb3oBaTena WM CUCTeEM-
HOro agMUMHUCTpaTopa

CpouHoe pe3epBHOE KONUupoBaHue Co3pgaHne pesepBHOM Konun epuHopa-
30BO 6€3 pacnucaHusa

CtpaTerusa OfOHOBpEMEHHbIe [eNCTBUA Hapg rpyn-
naMm pecypcoB, KOTOpble co3aaroT
3aj,auM pes3epBHOro KOMMUpPoBaHUA B
COOTBETCTBUM C pacnucaHuamMu ans
BCEX PECYPCOB U KIIMEHTOB, KOTOPbIE NX
KacatoTcs

Cynepsaiizep Ponb nonbsoBaTens CPK, KoTopbin
MOXEeT BbINOMHATbL AENCTBUA, JOCTYnN-
Hble Cyrneprnonb3oBaTeNto, B TOM 4YKUCre,
HasHayaTb ponn ConpoBoXAaroLero u
AOMUHUCTPaATOpPa, 3@ MWCKIOYEHUEM
NOBbIX OENCTBUA C NOMb30OBaTENAMU U
n3MeHeHna nobanbHOWM KOHOUrypauum
CPK

Cynepnonb3oBaTesnb [MpuBUNernpoBaHHbI  agMUHUCTPATOP,
KOTOPOMY MO3BOJIEHbI NO6bIE AENCTBUA
B CPK. 3ToT nonb3oBaTenb co3gaeTcs
npu KoHourypaumm OCHOBHOIo cepBepa

TeHaHT yyeTHasi 3anucb opraHmMsauunmn, KoTopas
BKNOYaeT B cebs cnepyrouime OaHHble:
[lOMEHbI, YYeTHble 3anucK nosib3oBaTe-
nen, pecypchbl, MNOYTy, KaneHaapw,
aflpecHble KHUI1, aBaTapbl, KOHTaKTbl.
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YTUNUTbI KOMaHAHOMU CTPOKU KoHconbHaa yTuanmta, C  MNOMOLLbIO
KOTOPOM MOXHO ynpasnATb 60MbLUNH-
CTBOM OYHKUMA CUCTEMbl pe3epBHOro
KonunposaHua RuBackup

Xpanunuwe PK YCTPONCTBO  XpaHeHUA  pesepBHbIX
Konuun

LleHTpanusoBaHHOE BOCCTaHOBJIEHUE Bo3smMoxHoCTb ApgMuHucTtpaTtopa CPK

pe3epBHON KONUU OCYLLECTBNATL MOSIHOE BOCCTaHOBIE-
HMWe OaHHbIX N3 Pe3epBHON KOMUN KNU-
eHTa PK
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