@ RuBackup

Cucrtema pe3epBHOro KonupoBaHus
U BOCCTaHOBNEHUSA AaHHbIX

MOAY/b OVIRT, ZVIRT, REDVIRT,
ROSA HOSTVM

BEPCHUA 2.5.0, 02.04.2025



CopepXxaHue

1. Nogaep>xnBaemMble NnaTGopMbl BUPTYyanusaLmm U TUMbl XpaHUnL,
2. YcTaHoBKka knueHTa RuBackup
2.1. HacTtpowka goctyna 6e3 napons gns nonb3osatens vdsm
3. MacTep-knoy
4. 3aWwmTHOE NpeobpasoBaHme pe3epBHbIX KOMUN
4.1. AnropuTMbl 3alLMTHOrO NpeobpasoBaHuUs
5. icnonb3oBaHue MeHepxepa agMuHucTpaTopa RuBackup (RBM)
5.1. 3anyck RBM
5.2. PerynfapHoe pesepBHOE KONMpOBaHME BUPTYabHOWM MalUUHbI
5.3. CpoyHOe pesepBHOE KOMMpoBaHue
5.4. LleHTpann3oBaHHOe BOCCTaHOB/IEHNE pe3epBHbIX KONUi
6. BoccTaHoBneHMe CO CTOPOHbI KNMEHTA
7. KoHpurypauymoHHbin ¢ann rb_module_ovirt.conf
8. TpeboBaHUA 1 OrpaHNYeHNs O CO30aHUA MHKPeMeHTanbHbIx PK

(6)]

10
1"
1"
12
12
15
21
23
28
30
37




Mogaynb oVirt, zVirt, REDVirt, ROSA, HOSTVM

Moaynb ANA pe3epBHOro KOMMPOBaHUA M BOCCTAHOBMEHUA BUPTYaSbHbIX MalUWH
cpepn supTyanusaymm oVirt/zVirt/REDVirt/ROSA Virtualization/HOSTVM TecTupo-
BasiCA M 3asB/IEH B MNOAAEPXKKY TOMbKO CO cpegamu BupTyanmsauumn zVirt n ROSA
Virtualization.

PaboTa moayns co cpegamm BupTyanmnsauum oVirt n REDVirt 3asaBneHa B akcnepu-
MEHTaNIbHOM pPeXWume, 4YTO O3HayaeT OTCYyTCTBME MNOALAEPXKUM CO CTOPOHDI
RuBackup ans gaHHbIX cpef BupTyanusauun.

Cuctema pe3epBHOro KornnpoBaHMA RuBackup Nno3BONAET BbINOJIHATE MOJIHOE, NHKpPE-
MeHTanbHOe U guodepeHLmnanbHoe pes3epBHOe KOMMpoBaHWe N BOCCTAaHOBNEHUE BUP-
TyallbHbIX MallWH nogaep>XmnBaemMbliX I'IﬂaT(DOpM BUPTYyann3auunn.

CPK npounsBoauT nokanbHyro AefynavKauuo U XpaHeHne pes3epBHbIX KOMWUi B Aeayn-
NNUMPOBAHHOM XpaHunuuie. B xoge nokanbHOW AepynnvMkauum CpaHUBatOTCA MeXAy
coboi 6N10KN AaHHbIX Ha KNneHTe 1 ygansaoTcs aybnvkatel. Mpun nepepayve pesepBHON
KOMUW B XpaHWMLLE AeAYNINLMPOBAHHbIX PE3EPBHbIX KOMUIA NepeMeLLatoTCA TOIbKO
YHUKanbHble 610KM (815 TOro Xe Tuna NCTOYHMKA AaHHbIX), KOTOPbIX ele HeT B XpaHu-
nuue.

PesepBHOE KONMpoOBaHMEe BUPTYalbHbIX MalUWH MogLepXmnBaeMblix niatdopm BUpTya-
nnsaynm BbINMosHAeTCA 6e3areHTHbIM CrocoboM:

1. B camMy BMpPTYyanbHYtO MallMHY He yCTaHaBnuBaeTcs areHT RuBackup (ogHako Tpe-
OyeTcA yCTaHOBKa rOCTEBbIX pacCLMPEHU orepaluoHHON CUCTEMbI, HanpuMmep
gemu-guest-agent);

2. pes3epBHOE KOMUpoOBaHWe BUPTYallbHOWM MaLUMHbI BbINOMHAETCA LEeNMKOM, ONA BCeX
AVCKOB BUPTYanbHOW MalUWHbI;

3. B xoae pe3epBHOro KonmpoBaHMA BbIMNONHAETCA JOKaJibHaA pgenyninkKauna (ecnu
OHa BKJIHOY€EHA) U 13 peaepBHon Konmn yganarTca ,u,y6n|/|py+ou.|,|/|e0ﬂ 610KMW.

Pe3epBHOE KOMMpoBaHMe BO3MOXHO A1 BUPTYalbHbIX MaWWH, KOTOPble HAaXo4AaTCA B
COCTOSIHUM online.

[NA BbINOMHEHNA PE3EPBHOINr0 KOMMPOBAHUA BUPTYaNbHbIX MalIWH MOoALEPXUBAEMbIX
nnatoopm BUPTyannsaymm Heob6XxoaAnNMO YCTAaHOBUTb KIIMEHT pe3epBHOro KonMpoBaHUS
RuBackup no ogHon U3 crefyroLwmnx cxem:

e Ha OWH N3 r’MNepBM30POB;

e Ha HECKO/bKO rMMNepBM30OPOB B TOM Cllyyae, eCninm 3TO 06YCNOBIEHO HEO6XOANMO-
CTbO OMHAMUYECKM pacnpenenaTb Harpy3ky B XOA4E PE3epPBHOro KOMMPOBaHUA MU
obecneynTb BO3MOXHOCTb BblBOAA TOro WM MHOTO rMMNepBM3opa 13 akcrayaTauum
6€3 N3MEHEHWUIA B pacnncaHmm pe3epBHOro KOMUPOBAHWS; B AaHHOW CXeMe HeobXo-
AVMO BK/HOYMTb 3TU TUNEPBU3OPbl B KNACTEPHYH Tpynny KIAMEHTOB CUCTEMbI
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PEe3epBHOro KONUPOBaHUS.

Mpn nobon cxeme yCTaHOBKU KMeHT RuBackup uMMeeT BO3MOXHOCTb BbIMNOMHATb
pes3epBHOE KOMMPOBaHME N BOCCTaAHOBIEHME BCEX BUPTYasibHbIX MalUMH cpenbl BUpPTya-
nn3auum, BHe 3aBUCUMOCTM OT TOr0 Ha KakOM K3 y3/10B B HAaCTOALWMA MOMEHT QYHKLMN-
OHMpYeT BUpTYyalbHasA MalluHa.

[Mpn BbINOSIHEHUN pPE3epPBHOro0 KOMUPOBAHUA MPUMEHAETCA TEeXHONOrna Cco3fgaHusa
MOMEHTallbHbIX CHUMKOB OaHHbIX AJ1d ONCKOB BMpTyaﬂbHOVI MallWHbIl, YTO MNO3BONIAET
HE OCTaHaBJIMBaTb N HE «NOOMOpPa>XmBaTb» pa60Ty Ha BpeMA pe3epBHOro KornpoBa-
HUA.

[Mepepn cospaHMeM CHMMKa U cpasy nocne ero cosgaHusa RuBackup MoXeT BbIMOMHUTL
CKPUMT BHYTPW BUPTYasSbHOM MaLUMHbI A8 TOro, YTOObl MMETb BO3MOXHOCTb MPMBECTU
AaHHble NPUTOXXEHUI BHYTPW BUPTYaNbHOW MallnHbl B KOHCUCTEHTHOE COCTOSAHME.
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Mogynb oVirt, zVirt, REDVirt, ROSA, HOSTVM

naea 1. NMNogpep)xueaembie nnat@dopmbl
BUPTYyaJiM3aLuu U TUMNbl XPaHUNULL,

Tabnvya 1. MNogaepxnsaemMele nnaTtdopmbl BUPTYannsaymm

MnaTtdopma BUpTYyanusauum

zVirt Engine

oVirt Engine

ROSA Virtualization

Red Virtualization Engine
HOSTVM

Tabnuua 2. MNoaaep>xusaemble TUMbl XPaHUNLL

MnaTtdopma BupTyanusayumm

oVirt

zVirt

ROSA Virtualization

REDVirt

HOSTVM
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naea 2. YcTaHoBKa KnueHTa RuBackup

[1nsi BO3BMOXHOCTM Pe3epPBHOro KONMPOBaHUA BMPTYanbHbIX MallMH NoAAepXUBaEMbIX
nnatoopMm BUPTyanuMsaumm HeobXxogMMo YCTaHOBUTb MakeTbl KiveHTa RuBackup Ha
Bbl6paHHbIV rMNepBur3op (rMnepBmnsopsbl), CM. AUCTPUBYTUB Ana oVirt:

e rubackup-ovirt-client-<version>.el8.x86_64.rpm

e rubackup-ovirt-common-<version>.el8.x86_64.rpm,
roe <version> — HOMep Bepcum mogynsa oVirt.

MogpobHo npouenypa yCTaHOBKU KiMeHTa onucaHa B «PyKoBOACTBE MO YyCTaHOBKe
CepBepOB pe3epBHOro KonnposaHua 1 Linux kneHToB RuBackup».

o [1ns 3anycka KNneHTa Kak cepBuca nepesanyctute 4eMOH KOMaHO4aMu:

systemctl daemon-reload
systemctl start rubackup_ovirt_client

OCHOBHble oTNM4YMA paboTbl kKNMeHTa RuBackup B nogaep>xunsaemMbix nnatpopmax BUp-
Tyanunsaunm COCTOAT B CrefyroLem:

1. 3anyck rubackup_client HEOOXOAMMO BbIMOMHATL OT MMEHW MOSIb30BaTENSA vdsm B
root anpekTtopun (/). B ToM cnydae, ecnv BaM HEOOXOANUMO 3amnyCTUTb KJIMEHT He
KakK cCepBuUC, @ B TEPMUHANIbHOM peXnme, BOCNob3ynTeCb KOMaH4aMu:

3anyck KineHTa

sudo -u vdsm /opt/rubackup/bin/rubackup_client start

OcTaHoBKa K/neHTa

sudo -u vdsm /opt/rubackup/bin/rubackup_client stop

2. B cocTaB KNMEHTCKOro nakeTta BKJIKOYEH TOJIbKO MOLY/b ANA pe3epBHOro Konuposa-
HWA BUPTYasibHbIX MalMH Mogaep>XXuBaeMbiX nnatoopm BUPTyanusaunu, HUKaKMUX
Apyrux Mogynen B gaHHOW KOHOUrypaumm He npeayCcMoTpEeHO.

3. B cocTaB KNIMEHTCKOro nakeTa BXOAAT TONbKO YTUNUTbl KOMaHAHOW CTPOKU, rpadun-
YyeCKun MeHepxep knneHTa RBC B cocTaB nakeTa He BK/IHOYEH.

4. Vlcnonb3oBaHne BO3MOXHOCTM aBToMaTuuecku npegoctasnats NFS [ dainosyro
CUCTEMY CO CTOPOHbI CepBepa pe3epBHOro KonmpoBaHus ona paboTtbl knneHTa oVirt
He NPefyCMOTPEHO U He NMOALEPXKMBAETCA.

5. [na cospaHns M BOCCTAHOBNEHUSA Pe3epBHbIX KOMUA Ha CTOPOHE KIIMEeHTa pe3eps-
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Mogaynb oVirt, zVirt, REDVirt, ROSA, HOSTVM

HOIo KonmpoBaHUA Tpe6yeTc;| cneuynanbHO Bblaes1IeHHOE MNMPOCTPaHCTBO:!

o [1nA cosgaHmna pesepBHOM KOMUKM B pasmepe He MeHee 3% OT obuwero obbema
BUPTYanbHbIX MalWH, O/ KOTOPbIX BbIMNOJHATCA OAHOBPEMEHHbIE Onepauun
pe3epBHOro KONMpoBaHWA (Hanpumep, s O4HOBPEMEHHOIrO Pe3epBHOro Komnu-
poBaHusa 10 BUpTYyanbHbIX MawwnH no 106 Heobxoammo 36 BblgENEHHOrO NPo-
CTpaHCTBa). 3TO CBA3AHO C TEM, YTO CO3aHNE Pe3EepPBHbIX KOMUN AUCKOB BUPTY-
anbHbIX MalMH NPOUCXOOMUT HEMNOCPEACTBEHHO M3 XpaHWuLWa, Of4HAKO Tpeby-
eTca cBobOAHOE NPOCTPaAHCTBO B pasMepe 3% OT obbemMa pesepBUpyeMbIX
PECYPCOB AJ19 BPEMEHHOIO XpPaHeHUs cny>XebHon nHGopmMauunn.

o 1N co3paHuA pes3epBHOM KOMUU BbIKIKOYEHHON BUPTYasnibHOM MalUWHbI, OUCKU
KOTOPO pacnonoxeHbl B xpaHunuie iSCSI ! unn FCP ¥, Tpebyetcs mecTo
B KaTasnore gna BpeMeHHbIX onepauuin B pasmepe 103% ot eé obbema (100% —
A1 BDEMEHHOIO XpaHeHUs Konum gucka + 3% ANA XpaHeHusa cny>XebHon nHdop-
Mauum). Konum AUCKOB TakOW BUPTYasbHOW MallMHbl 3arpy>arTca B KaTanor
A5 BpeMEHHbIX onepaunin Yyepes oVirt API.

o [1ns BOCCTAHOB/IEHUA PEe3epBHON KOMUK B pasmMmepe He MeHee 103% oT obuiero
obbemMa BUPTYyasbHbIX MalUWH, ANA KOTOPbIX BbIMNOSIHEHO PEe3epBHOE KOMUPOBa-
HWe (Hanpumep, Ana BocctaHoBneHnsa 10 BUpTyanbHbIX MawuH no 10 6 Heobxo-
anmo 103 6 BblgeNeHHOro NPoCcTpaHcTBa). ATO CBA3aHO ¢ TeMm, 4Tto 100% oOT
pasMepa BOCCTaHaB/IMBaEMbIX PECYPCOB COCTaBAAKT KOMUU OUCKOB BUPTYyalb-
HbIX MalnH, a 3% — cny>ebHas nHdopmaumna.

o [1nsa BoccTaHoBneHus BM ¢ ncnonb3oBaHMeM MexaHU3Ma 3arpyskun gmuckos “nbd"
B XpaHunuwa tuna iSCSI n FCP Ha ysne KnueHnTa PK (rmnepBusope) O0MXKHO
ObITb cBO6OAHOE MecTO B pasmMepe He MeHee 203% obuwero obvema BM, ans
KOTOPOW BbIMOMHAETCSA onepaymna BOCCTaHOBNEHUS.

Mpwn pesepBHOM KOMUPOBaHUN B pexume Aeayrninkauum ato TpeboBaHne He ABNAeTCS
06513aTeNbHbIM, T. K. BECb 06MEH JaHHbIMMW NMPOUCXOAMUT 6€3 NCMOSIb30BaHMA ANCKOBOMO
NPOCTPaHCTBa, OJHAKO AN BOCCTAHOBMEHUA BUPTYanbHOW MallWHblI U3 Aeaynnmumnpo-
BaHHOW pe3epBHO KoMK Ha KITMEHTe noTpebyeTcs MecTo Ans GOpMUPOBAHUS ANCKOB
BOCCTaHaB/IMBAaeEMOW BUPTYallbHON MalUUHbI.

MNMocne pacnakoBku nakeToB common w client B ¢anne /root/.bashrc nponucatb cne-
AYIOLLYIO CTPOYKY:

export PATH=SPATH:/opt/rubackup/bin
[anee nepesarpysnTb OKPY>XeHMUe:
. ~/.bashrc

3aTeM co3gaTb KOHPUrypaumoHHbln dann knneHTa RuBackup ¢ MOMOLLbKO KOHCOSTbHOWN
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YTUNUTBI rb_init.

[Mpn KOHOUrypaunum KnneHTa ¢ UCrosib30BaHUEM 31IEKTPOHHOM NOAMUCU, NOCHE BbIMOJ-
HeHMA rb_init Ha KNIMEHTe HeobXxOogMMO BbINOSHUTL KOMaHAy chown vdsm:kvm
/opt/rubackup/keys/secret-key.pem.

1. Mocne cospaHusa KaTanora Ans paboTbl C BPEMEHHbIMU ¢ainammn (Hanpumep, npu
Bblbope KaTanora /rubackup-tmp) HEO6XOANMO NPEAOCTaBUTb K HEMY AOCTYM MNOJb-
3oBaTento vdsm:

chown vdsm:kvm /rubackup-tmp

BpeMeHHbI KaTanor HeobxoguMm A9 XpaHeHUs:

e MeTapgaHHbIX, KoTOpble ¢opmupyeT CPK B npouecce co3faHusa pe3epBHON Konuun
BUPTYyanbHOM MawwuHbl. Pasmep ¢opmMmnpyemMbix MeTafiaHHbIX MOXeT gocturatb 3%
OT o6beMa O4HOBPEMEHHO pe3epBUPYEMbIX BUPTYalbHbIX MaLUUH.

o Konuin gmMckoB BUpTYanbHbIX MalWH — AOJ1 Clly4YaeB, Korfaa BbINOSIHAETCA pe3epBs-
HOe KOMMPOBaHWE BbIKMHOYEHHOW BUPTYanbHOW MalUMHbI, OUCKM KOTOPOM pacnono-
XeHbl B XxpaHunuwe iSCSI nnn FCP. B gaHHOM cnyyae o6beM KaTasnora onsa BpeMeH-
HbIX ornepauuin AomKeH bbiTb He MeHee 103% OT pasmMepa BUPTYyalbHbIX MaLlWH, AN1A
KOTOpPbIX BbIMOIHAETCSA pe3epBHOE KONMpPoBaHUe.

[Npn ycTaHOBKe KNWEHTa peKoMeHOyeTCa UCnonb3oBaTbh QYHKLMIO LLeHTPann30BaHHOro
BOCCTaHOBJIEHNA B TeX Clly4yasax, Korga npegnofiaraeTcqa BOCCTaHOBNEHME BUPTYaibHON
MalLWHbI U3 cpefcTBa ynpasneHna RBM.

B xope WHcTannAuum naketa B cuUcTeMe OyaeT cosfaH ¢ann HacTpoek [ocTyna
CUCTEMDI pe3epBHOro KOMMpOoBaHWSA K API oVirt
/opt/rubackup/etc/rb_module_ovirt.conf: ([nasa 7)

[anee HeobXxo4NMMO BbIMONHUTL CNeayrouwme AencTBUs:

1. I3aMeHnTb B 3TOM danne HacTpPOonKN ANna noaknoveHmsa K API, onsa vero:

o CcO3f4aTb cepTudpumkaTt goctyna K APl cnepyrow,en KoMaHg0u:

curl --output /opt/rubackup/keys/ovirt.ca.crt 'http://ovirt-
engine.yourdomain.local/ovirt-engine/services/pki-resource?resource=ca-
certificate&format=X509-PEM-CA'

o U3MEeHWUTb MpaBa oCcTyna Anda cepTuomnkaTta cnegyrolien KoMaHaomn:

chown vdsm:kvm /opt/rubackup/keys/ovirt.ca.crt
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Mogaynb oVirt, zVirt, REDVirt, ROSA, HOSTVM

Mpwn cTapTe KNneHTa RuBackup B XXYPHaNbHOM danne
/opt/rubackup/log/RuBackup.log Ha KIMEHTe NOABUTCA cnefyrollasa 3anmchb:

Try to check module: 'oVirt'
Execute 0S command: /opt/rubackup/modules/rb_module_ovirt -t 2>&1
[2024-02-01 ©8:37:31] Info: Module version: 2.0
[2024-02-01 08:37:31] Info: zVirt Engine version: 4.5
. module 'oVirt' was checked successfully
Execute 0S command: /opt/rubackup/modules/rb_module_ovirt -c 2>&1

2. B py4YHOM pexxunmMe NpoBepuTb NPaBUIbHOCTb HACTPOEK CeaytoLLel KOMaHaou:

/opt/rubackup/modules/rb_module_ovirt -t

2.1. HacTpouka goctyna 6e3 naponsa Aonsa nosnb3oBaTens
vdsm
[Onsa koppekTHon paboTbl C MoAynem nosfb3oBaTennto vdsm Heobxoaum pocTyn 6es

naponsa no ssh. K nonb3oBaTento root Ha OCTaslibHbIX Y3Max BUpTyanusauum, rae ycra-
HOBMEH KNMeHT RuBackup.

[lnA aTOro Heo6xoaAMMO MPOBEPUTL HanMume ssh KoYa Ha JaHHOM y3/ie, ecnn KoY
OTCYTCTBYET, CO34aTb €ro creaytolleit KOMaHa0M:

sudo -u vdsm ssh-keygen -t rsa -b 4096 -f /var/lib/vdsm/.ssh/id_rsa

[anee HeobxogMMo cKkonupoBaTb NY6/INYHbIN KHOY NONb3oBaTeNnsa vdsm, HaXo4AWMNACA
B ¢anne id_rsa.pub v 3anucatb B ¢pann /root/.ssh/authorized_keys Ha BCex ocTasib-
HbIX y3Max BUpTyanusauuu, rae ycTaHoBMeH KnneHT RuBackup.

[Mocne BbIWEONUCaHHbIX OENCTBUN HEOOXOANUMO y6eauTbCs, YTO BCE BbIMOSIHEHO MNpa-
BWbHO, NonpoboBaTb NOAKMOYNTLCA C OQHOrO y3/a BUpTyanmsaunum Ha gpyrom KoMaH-
JOWn:

sudo -u vdsm ssh root@<hostname>

Ecnn npu nogkntoyeHunM cucteMa He TpeboBana Mapofib — HacTPOWKa BbIMOMHEHa
BEPHO.

[11 NFS — Network File System (cm. nogpo6bHee Ha cTpaHuue https://www.ovirt.org/documentation/administration_guide/

[2] iSCSI — Internet Small Computer System Interface (cm. nogpobHee Ha cTpaHuue https://www.ovirt.org/documentation/
administration_guide/
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2.1. HacTporika gocTyna 6e3 naponsa gna nonb3osatens vdsm

[3] FCP — Fibre Channel Protocol (cM. nogpobHee Ha cTpaHuue https://www.ovirt.org/documentation/administration_guide/
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Mogaynb oVirt, zVirt, REDVirt, ROSA, HOSTVM

naea 3. MacTtep-kJioy

B xome ycTaHOBKM KnneHTa RuBackup 6ygeT cosgaH mMacTep-Kod A8 3aWUTHOro
npeobpasoBaHns pe3epBHbIX KOMUIA, @ TakXe KUY/ 018 9NEeKTPOHHOW nognucu, ecnu
npepgnonaraeTcs NCNob30BaTb 3/IEKTPOHHYHO NO4MNUCH.

Mpn yTepe KO4Ya Bbl HE CMOXETe BOCCTAHOBUTb [AaHHble U3 pPe3epBHOM
KOMuW, ecnin oHa bbina npeo6pasoBaHa C NMOMOLbKO 3alMUTHBLIX aJITTOPNTMOB.

o Knroum pekoMeHayeTcsi Mocne co34aHus CKOMMPOBaTb Ha BHELIHUIA HOCUTEND,
a TakXe pacrnedyaTaTb GYMaKHYHO KON M ybpaTb 3TU KOMUU B HafEXHOe
MecTO.

MaCTep-KﬂI-O‘-I pekoMeHayeTcsa pacneyataTb Npy NOMOLWKM YTUNUTbI hexdump , TaK Kak OH
MOXeT Coaep>XKaTb He0T06pa>KaeMb|e Ha 3KpaHe CMMBO/JIbI:

hexdump /opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020
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4.1. ANropuTMbI 3aLLUTHOro NpeobpasoBaHms

naea 4. 3awuTHOE Npeobpa3soBaHue
pe3epBHbIX KOMUX

MNpn Heo6XoAMMOCTW, cpasy Mocne BbINOSHEHUS PEe3epPBHOr0 KOMUPOBAaHWUS Baluu
pes3epBHble KOMMM MOryT 6biTb Npeobpa3oBaHbl Ha XOCTe KMeHTa. Takum obpasom,
Ba)kHble AaHHble 6yAyT HeJoCTYMHbl ANA agMUHUCTPaTopa RuBackup nnm gpyrmx nuu,
KOTOpble MOrnn 6bl MONYyYNTb OOCTYN K Pe3epBHON KOMUM (HanpuMep, Ha BHELLUHEM
XPaHUNULLE KapTPUAXKe NeHTOYHOM 6MBNMOTEeKM MM Ha nnolagke nposaigepa
061a4YHOro XpaHunuLLa 411 BallnxX pe3epBHbIX KOMuii).

MogpobHee 0 3alMTHOM NpeobpasoBaHNM Pe3epPBHbIX KOMUN — CM. pasfen «3awmuTHoe
npeobpasoBaHMe pe3epBHbIX KOMU» OOKYMeHTa «PyKoBOACTBO CUCTEMHOrO agMUHU-
cTpaTtopa RuBackup».

4.1. AnropuTMbl 3aLLLUTHOr o Npeo6pa3oBaHuUA

[NnAa BbINONMHEHUA 3alLMTHOrO nNpeobpasoBaHUA AOCTYMHbl anropuTMbl, NpeacTaBneH-
Hble B Tabnuue.

Tabnuya 3. AIropuTMbl 3aLNTHOIO NpeobpasoBaHus, OCTYrHbIe B yTuauTe rbfd

Anroputm Moapepxueaemasn anvHa MpumeyanHue
KJoya, 6uTt
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpauHCK1N HaLMOHabHbIR

cTaHpapt ACTY 7624:2014

Kuznyechik 256 Poccuinckuini HaunoHasnbHbIN
cTaHgapt NOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntanckum HauMoHanbHbIA CTaH-
JapT ans 6ecnpoBOAHbIX ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256
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naea 5. Ucnonb3oBaHue MeHepXepa
aapMuHucTpatopa RuBackup (RBM)

OKoHHOe npunoxeHne «MeHepxep agMuHucTpaTtopa RuBackup» (RBM) npepgHasHa-
4YeHO ONA obwero agMUHUCTPUPOBAHUSA CepBepHOM rpynnnposku RuBackup, ynpasne-
HUA KIIMEHTaMWU PEe3epBHOr0 KOMMPOBaHUA, rnobanbHbIM pacnucaHMEM pPEe3epBHOro
KONMPOBaHWA, XpaHUMLLaMU pe3epBHbIX KOMUIA 1 gpyrumMm napamMmeTpamm RuBackup.

5.1. 3anyck RBM

[na 3anycka RBM cnefyeT BbINOMHUTL KOMaHAY:
/opt/rbm/bin/rbm&

Mpn 3anycke RBM Bam notpebyeTca NponTU ayTeHTUPUKaLUO. YTOYHUTE JIOTUH U
naponb Ans Bawen paboTbl y rnaBHoro agMuHmucTpaTtopa CPK. Ecnu Bbl rnaBHbIn agMu-
HUCTpPaToOp, TO UCMOMb3yNTe ANA aBTOpu3auuu cynepnonb3oBaTensa rubackup M TOT
naponb, KOTOPbIN Bbl 3a4anun eMy npu MHCTannALUn (pucyHok 1).

RuBackup manager (4a rbserver)

RuBackup Manager

WMs cepsepa

VM3 nonb3oBaTens

Napons

Bo#Ttn

Ha Bknagke O6®BEeKTbl B N1eBOM 4YacTW MNpeAcTaBfieH CMUCOK K/IMEHTOB CUCTEMDbI
pe3epBHOro KOMMPOBaHWUA, B KOTOPOM YyKasaHo uUMA, YHUKanbHbln HWID n onucaHwue.
KnneHTbl, KOTOpPble B AaHHbIN MOMEHT HaxoasaTcsa B online, 6yayT OTMeYeHbl 3e/eHbIM
LBeToM. KnueHTbl B cocTosAHUM offline — KpacHbIM (prcyHoK 2).

[lns pe3epBHOro KOMMPOBaHUA KMEHT AOIKEH 6biTb aBTOPM30BaH agMUHUCTPATOPOM
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5.1. 3anyck RBM

RuBackup.

Ecnn knneHT RuBackup ycTaHOBNEH, HO He aBTOPU30BaH, B HMUXXHeN YyacTu okHa RBM
nofABUTCA cooblleHne O TOM, YTO HanAeHbl HeaBTOPU30BaHHbIE K/IMEHTbl. Bce HOBble
KMMWEeHTbl OOJ/IKHbl ObiTb aBTOPU30BaHbl B CUCTEME pPE3epPBHOr0 KOMUPOBAHUSA
RuBackup.

C Ru a ©

&« Ipynnsl KNUEHTOB

DNo6aeute [*] PepakTuposaThb o Yaanute B

] ObbekThl

@ CrpaTerum

Paspensemas rpynna Knactep Konv4ecTBO NONLITOK Nepesanycka 3agadn  Onwucanue

E] FnoBansHoe pacnucarve [IEALS true true 1

1 No group false false ]
[@ YnanénHana pennvkauns
[o) PenoznTopuia

O4epenb 3agad
Cepeepbl RuBackup

[ X KypHansl

& AOMUHWCTPUPOBaHMWE

8  rubackup@localhost

[ns aBTOpU3aUnM HeaBTOpPU30BaHHOro knneHta B RBM HeobxoguMMo BbINOAHUTL che-
Ayoume nencTeus:

1. HaxkmnTe Ha BkNagky «AAMMHUCTpUpOBaHUE» U BbibepuTe MKOHKY «KnueHTbI»
(pncyHok 3).
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=
" Ru a8 @
O ObnekTHl [Mlone3oBaTenu Q
& CrpaTterumn
n pynnbl
onb3oBaTenu .
[E rnobankHoe pacnucaHue nonb3oBaTenen
[d Ynanénnas pennukauuns
[2) PenozuTtopuit % CynepBai3zepbl % Conposoxatowmne
@
QOuepenb 3a1a4
Cepsepsbl RuBackup
AQMUHUCTPaTOpPbI
(3] XypHanbl c
& ALMUHUCTPUPOBaHWE O6BLeKTh
I
KnueHTsl —o— [ pynnbl KINEHTOB
1=
AR
E Meawnacepseps!
e =)
e
XpaHunuwia

Mynbl [pynnbl nynos
A  rubackup@rbfd-stress-primary

& 1 HeasTopu3oBaHHLIX KNMEHTOS

2. Ha BepxHen naHenun nepenante Ha BkNagky «HeaBToOpuU3oBaHHbIE KJIMEHTbI» (pucCy-

HOK 4):
RuBackup manager (a rb-primary)
‘\
2 {T] a8 ®
< < HeaBTOpU30BaHHbIE KNMEHTbI
) 06vexTh! & AeTopusosath W YaamTs i
D Wus Tun OC  OC auctpubhiotop MAC 1Pv4 1Pv6 HWID Bepcusn
@ Crpaterum
1 rbclientol 2 3 6e:f3:86:02:68:00  10.177.32.108  feB0::6cf3:86T:feda:6800  af8fi269c771bd33  2023.02.21 10:35

Bl fo6ansHoe pacnucanme
[ YaanénHan pennukauva
(2 Penosutopuii

Ouepess 3aaau

5 Cepsepsi RuBackup

(= XypHansi

& AaMvHnCTpUpOBaHKe

3. Haxxmnte Ha TpebyemMoro HeaBTOPM30BAHHOIO KAMEHTA MPaBOA KHOMKOW MbIWK U
BblbepuTe «ABTOpPU3OBaATbL» (PVICYHOK 5):
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5.2. PerynspHoe pesepBHOe KONUPOBaHUe BUPTYanbHOM MaLUUHbI

RuBackup manager (4a rb-primary)

Bonpoc

ABTOpM30BaTb BbIGPAHHbIX KIMEHTOB?

MNMocne aBTOpPMU3aLMN KITUEHT ByOeT BUAEH Ha BKage «06beKTbl» (prcyHOK 6):

é Ru a &

B o sress st
- R
- D
[El TnobankHoe pacnucaHue .
YaanéuHaa pennukaums 'P”
s seconcar

& ObbekTsl

Wma nyna EMKOCTB

E Crpaterun

(2] Peno3uTopuii

E) Ouepenb 3apay

£5 Cepsepbl RuBackup
[+ XypHanb!

& ABMUHUCTPUPOBaHUE

A rubackup@rbfd

& 1 HeasTopusos

5.2. PerynapHoe pe3epBHOe KONMpoBaHue BUpPTyasibHOMN
MaLlUUHbI

YT0oObl BbIMONHATbL PErynspHoOe pe3epBHOE KONMMUPOBaHMe BUPTYasibHOW MallnHbl, HEe06-
X0OMMO co34aTb NpaBuso B rnobasbHOM pacnmncaHun (B ciiyyae rpynnoBbiX onepauuni
MOXHO TaK >e UCNofb30BaTb CTpaTErnm pesepBHOro KOMNMPOBaHUSA).

MNepesarpyska BUpTYyanbHOW MalMHbI UNU TMNepBMU30pa BO BPEMSA Pe3epBHOro
KOMMUPOBaHWA NUNX BOCCTAHOBJIEHUA MOXET MPUBECTU K NOoTepe AaHHbIX BUP-
TyanbHON MaLUUHDbI!
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[lo BbinonHeHns ¢ BM unu runepBmnsopom paboT, BekyLwmx 3a cobomn nepesa-
rpysky, yoeamtecb B OTCYTCTBUM aKTUBHbIX 3afiay pe3epBHOro Konmposa-
HUA UK BOcCcTaHoBNeHus BM.

PesepBHasa konua cpeactsaMmm RuBackup no3sonuTt nsbexkaTb NOMHOM NoTepu
JaHHbIX BM.

1. Haxopscb B pasgene «0O6beKTbl», BbibepnTe BkNagky «fMpaBuna» v HaXXMUTe Ha
NKOHKY «+» (PUCYHOK 7):

[ Ru & @

. 3apasn Mpasuna cTpatervn  Penoantopnit  YaanénHas pennukaums  lnad BoccTaHosneHns
) O6bekThl rbfd-stress-fsclient -
Wma rnobancHoro pacnucadMa  Cratyc ID kaueHTa WmMAa knuveuTa HWID WmMs nyna  EMKOCTB

- rbfd-stress-media01 D
E Crpaterum .

.
- T
- CEEETTD
>

[E FnobansbHoe pacnucaHue rbfd-stress-pgclient
@ YaanénHas pennukauus [d rbfd-stress-primary I
[ rbfd-stress-secondary

[2) PenozuTopui
Oyepeapb 3amad
Cepsepbl RuBackup
[s] XKypHane!

& AnMUHWCTpUpOBaHKUe

A  rubackup@rbfd-stri

& 1 Heastopusosanm

2. BbibepuTe KNMEHT, BMeCTe C KOTOpbIM ycTaHoBNeH Moaynb RuBackup, npegHasHa-
YEHHbIN ONA pe3epBHOr0 KOMUPOBAHWA BUPTYasbHbIX MalUMH NOAAEPXKMBAEMbIX
nnaTtoopm BUpTYanusaymu.

3. Bbibepute Tun pecypca «oVirt» (pucyHok 8):
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5.2. PerynsipHoe pesepBHOe KONUPOBaHUe BUPTYanbHOM MaLLUHbI

aHelb MOHUTOPUHIa

Npasitna r106a/bHOrO pacnucanis

[ ObuekTni
Alea e MapameTps! npasuna [ononHUTENLHLIE NapaMETPLl Npasina
e | Pioearisioapateaime Hassanue npasuna <] Bwkocts xpanumauia Inf r6
Knuewt Zirt-host2. rubackup.test (3/86abb125dc28e9) v EMKOCTL XpaHWMLa KIHEHTa Inf 6
VYpanéHHan penukaLms
Tvn pecypca ovirt v B rovoomer 100

& Penosutopuit
Pecypc * - 3awwvTHoe npecbpasosatne nocrypt

Ouepesp 3anay
Elicienentban Ton PK Monkas v CKPUNT MW HODMAILHOM BLINONHEHIN

+
v
[ Cepeepel RuBackup CKPUNT NPy BLINONHEHUY C OWUBKaMK -

[=] XKypHanst CKpUNT MpY BOCCTaHOB/EHUN

RoGasu. npseino B watron

LLIa6AOH rnoGaNsHOro pacnicaHis

£ AnMUHUCTPUpOBaHME

HacTpoiiku Pacnucakme
BKAIOSMTS NOCAE CO3AAHMS [ @) Buibpario: kpon-seipaxenme 00 1 % *
nyn Default v Mepuonueckuit 3anyck
Hauano nepuona AeicTeus 21.03.2024 13:50 (] MuuyTa [ @) 0 +
OKoHuaHue nepuona Aeictens  21.03.2025 13:50 (] Yac [ @) 0 +
[ ©

DeHb mecsiua 1 + E
Mecsu
Hexb Hepenn

MNposepka Cpok XpaHeHns

TIPOBEPKa PE3EPBHLIX KOMMA KaXABIE [ @) XPaHWTL pe3epsHbie KONV B TeNeHNE [ @)

4. HaXMUTe Ha MKOHKY «...» PSAOM C Hagnucbio «Pecypc» 1 BbibepuTe BUPTYasnbHYHO
MaLUVHY, AN KOTOPOW TpebyeTcsi co3faTb pPe3epBHYHO KONUK (pucyHok 9):

BuibpaTh

ID Name Description
553de83c-fff4-44ff-8f HostedEngine Hosted engine VM
b8454d40-b7b6-4824 Server with _Databas:
891957a2-503c-4144-| test_with_static_disk
22413370-T5c0-48d0- test_wtd_2

37019974-fed9-43a4- two-disk

[na pes3epBHOro KONMpOBaHUA BUPTYasibHbIX MaLUWH, B KOTOPbIX COAepXKaTcHa OUCKN
Cc TunoM «llpegBapuUTeNbHO pPas3MeYEHHbIN», HEODXOAUMO 3apaHee B HacCTpoOMKax
ANCKa YCTaHOBUTb ¢nar «BkIOUYNTb UHKPEMEHTaNlbHOE pe3epBHOE KOMUpOoBaHME»
(Tnaea 8) (pucyHok 10). B cnyyae, ecnu ¢nar 6ygeT BbIK/IKOYEH, NPU PeE3EPBHOM
KOMUPOBAHUN He rapaHTUPYyeTCHA BOCCTAHOB/IEHME C Pa3BepTbiBaHNEM.
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D6pa3 | Mpamaoit LUN | Gro4HOE YETPORCTED

PRENER(EIR) ] OuncTuTe Nocne yaaneHns
¥senuuuTe paamep Ha (GB) 0 .

T :
Wun test_disk Hgiatin, Discard

I BRHOUATE WHKPEMEHTHOR PE3EDBHOE KONUPOBaHWE I

Onucanne
WHTEpdERC

Virtlo-SCsl

5. YcTaHOBMTE HaCTPOVKM NpaBuna: HasBaHue npasuna, Nyn XpaHeHus OaHHbIX, Npuo-
PUTET BbINONHEHUS MPaBKNa, TUN PE3epPBHOI KONUK (NofHas, MHKpeMeHTanbHas unu
avodepeHUmnanbHas), pacnucaHne pPe3epBHOrO KOMUPOBAaHUA, CPOK XPaHEHUs U
Heob6s13aTe NbHbIN BpeMEHHOI NPOMEXYTOK NPOBEepPKM Konum (pucyHok 11):

aHe/Ib MOHUTOpWHTa

] o6vektbi
CTpaTernm MNapameTpsi npasunia MononHuTensHbie naj pamMeTpLI NpaBuna

Hazeawnue npaeuna EMKOCTb XpaHuimwia Inf e
[El mobanbHoe pacnucarne

Knuent node10 (806aacefc80e3900) v EMKOCTb xpaHmaLa kanenTa Inf r6

YnanéHHas penankaunsa

Tun pecypca [ovirt <~ ]- Mpropuer 100 +
& PenozuTopuit

Pecypc * B ouvroe mpeotpasosane nocrypt v
7] Ouepenb 3apay
el Tun PK Monvan v CKPMIT NpY HOPMAAHOM BbINOAHEHIN =
£ Cepsepti RuBackup CKpUIT MpW BLINOAHEHAN € OWMEKaMIN =
[ KypHansi CKpUNT PN BoCCTaHORNEHIU =

£ AAMWHWCTPUpOBaHIe

LUa6noH rof 6anbHOro pacnucanms
HacTpoiikn Pacnucaxne
BKAIOUUTL NOCNE CO3RAHUR [ @) BLI6PaH0: KPOH-BLIpaXeHe 0 0 1 **
nyn Default v Teponun-iecknit 3anyck
Hasano nepona AeiicTems 04.04.2024 10:03 &) Muryta 0 +
OKoHuaHye nepvona feiicTens  04.04.2025 10:03 @]

@
Hac & o +
Aenb MecaLa [ @)

(@

Herb Hepenm

MpoBsepka Cpok xpaHeHns
ipOseia pesepom:x KonHA Kawasie @D | e pesepome xonna s Tesere @

1 +  Mecsues v 1 +  Jlet v
8 rbackup@10177.325 &

6. Ha)xaB Ha MKOHKY «..» PSiAOM C BblOpaHHbIM TUNoM pecypca «oVirt», yctaHoBUTe

AOMOJSIHUTENbHbIE HAaCTPOWKM NpaBua Pe3epBHOro KONMpoBaHusa (pnucyHok 12, Tab-
nmua 4).
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5.2. PerynspHoe pesepBHOe KONUPOBaHUe BUPTYanbHOM MaLUUHbI

alfirt

backup if shutdown
script_before_snapshot
script_after smapshot
axacution_script timeout 5

reguire_consistency

IHABEHIAR N0 YO Y AHWD

Tabnuya 4. JononHnTenbHble napameTpbl NpaBuia pesepBHOro KONMPOBaHUS BUPTYaslbHbIX MaLUH
rnoaAepXXnBaemMblx NnaToopm BUpTyanm3aumm

MapameTp

backup_if_s
hutdown

script_befo
re_snapshot

script_afte
r_snapshot

execution_s
cript_timeo
ut

require_con
sistency

OnucaHune

[MapameTp, 3ajatoWnin  BO3MOXHOCTb PEe3epBHOro
KONMPOBaHUA BbIK/TFOYEHHOW BUPTYanbHON MaLLUHbI:

e true — BO3MOXHO CO3[aHWE PE3epBHOM KOMuM
BbIK/IKOYEHHOMN BUPTYaNbHOM MaLUUHbI.

o false —co3gaHue pe3epBHON KOMNKN BbIK/TFOYEHHOM
BUPTYaNbHOM MalUWHbl HEBO3MOXHO. 3afjadva Ha
pesepBHOE KOMNupoBaHWe 6yaeT 3aBeplleHa C
OLINBKON.

PesepBHOE KOMMpoBaHME BbIKMFOYEHHbIX BUPTYasbHbIX
MaLUWH BO3MOXHO A5 BUPTYyasbHbIX MaluH, 6asnpyto-
wmxca B xpanmnuuwe tvna NFS, iSCSI nnun FCP

[MOoNHbBIN NYTb K CKPUNTY BHYTPU BUPTYallbHON MaLUVHbI,
KOTOpbI 6ydeT BbINOSIHEH Nepef, CoO34aHMEM CHIMLWOoTa
ONA faHHOW BUPTYasibHOM MallMHbI

[MoNHbIN NYTb K CKPUNTY BHYTPU BUPTYaNibHOW MalUUHbI,
KOTOpbI ByAeT BbIMOSIHEH NOCNe CO3f4aHMNA CHaNWoTa
ONS 0aHHOW BUPTYyasbHOW MaLUUHbI

Bpems B cekyHAax, B TeYeHne KOTOporo Moaysb
RuBackup 6ygeTt oXxngaTtb BbINOJIHEHUA CKPUMTOB
BHYTPM BUPTYanbHOM MallMHbI A0 1 NOCMe Co34aHunsA
CHanuwoTa

[MapameTp, BbINONHAOLWMA NPOBEPKY Ha 3aMOPO3KY
BM. MNpw 3HaueHnn napamMeTpa true pesepBHOE KOMU-
poBaHue BM 3aBepLlumTca owmnbkon, ecnm BM He 3amo-
poXeHa.

3HauyeHue
no ymonuya-
HMIO

true

false

Adonyctu-
Mble 3Haye-
HuA

true, false

1...600

true, false

19 n3 38




Mogynb oVirt, zVirt, REDVirt, ROSA, HOSTVM

o o Ecnn B npouecce pe3epBHOro KOMMPOBaHUA BbIKIHOYEHHOW BUPTYanb-
HOW MaLUMHbI NPW 3HaYeHUn true napameTpa backup_if_shutdown nonb-
30BaTeNb BKOUYNT AaHHYO BUPTYanbHYO MalUUHY, TO pe3epBHas Konus
MOXEeT NoNYyYNTbCA HEKOHCUCTEHTHOM.

o [1nA ycnewHoro BOCCTAHOBNEHUA pPe3epBHOW KOMUU, AUCKN KOTOPOW
HaxogAaTca B xpanunuwax tuna NFS, iISCSI nnn FCP Heobxoanmo npwu
CO34aHNUM ANCKa YCTaHoBUTb ¢nar «BkMUYMTb WHKpeMeHTanbHoe
pe3epBHOE KonnmpoBaHue». B NpOTUBHOM cnyyae BOCCTaHOBUTb BM un3
xpaHunuwa tmna NFS, iSCSI nnm FCP HeBO3MOXHO.

7. Ona npaBuna pes3epBHOro KOMUPOBAHUA TakKXe MOXHO HacTPOWUTb yBeAOMIEHUSA
NpU HOPMasbHOM €ro BbINOMHEHUM UMW NPU BO3HUKHOBEHUW OWMOKM B npouecce
BbIMNONIHEHNA, YBEAOMNEHNS MPU OKOHYaHUM CpPoKa AENCTBUA NpasBwuna, yBegomse-
HUA NPU OKOHYaHMM EMKOCTM B nyfe, yBeLOMMEHUSA MpU yAaneHUn ycTapesBLUmX
pPe3epBHbIX KOMWIN, BO3SMOXHOCTb W MEPUOAMYHOCTb MEPEMELLEHNS PEe3EPBHbIX
KOMWM B A4pYron nyn AaHHbIX (prucyHok 13):

' Ru 8 @

< [06aBuTL rnobanbHoe pacnrcaHne + Mpymennte

) ObbekTsl

& Crpaterun

[ FnobansHoe pacnucaHue
[d YaanénHas pennukaums
[2) PenoznTopwmit

O4epepb 3afa4

&= Cepeepsl RuBackup

[1=s] XKy pHansi

& AnMUHNCTpUpOBaHUe

A  rubackup@rbfd-stress-primary

B 1 HEeaBTOPH30BAHHBIX KNHEHTOB

Myn dedup-4T v
Havano nepuoga aeiicrens 22.05.2023 13:14

OkoH4YaHWe nepuona AedcTens  22.05.2024 13:14

iy

MNposepka

Mposepka apxusa Kaxasle ‘:)

1 + || Months v

PesepeHble konum

Nepemectuts & myn wepes

Mepuoaudeckuii 3anyck
MunyTa

Hac

ololo

AeHb MecaLa
Mecsau

Lerb Heaenm

Cpok xpaHeHns
XpaHnTb pesepBHbie KOMUN B TEHEHWE

1 +  Years

YcTapeswme pesepsHbie Konum

ABTOMaTU4ECKOE ynaneHie
Yeeqomnate  Nobody

KAVEHT MOXeT yAa/IMTL Pe3epsHble Kenuy 3Toro npasmna

Yeepomnenus

HopmansHoe eeinonHeHne Nobody
BeinonHeHue ¢ ownbkon Nobody
Mposepka pesepsHoi Konun Nobody
OkoHyaHwe neicTens npasnna  Nobody

OKorakme EMKocTH B Myne Nobody

< < < < <

8. Nocne BbINOMHEHMS HACTPOEK MpaBufia Pe3epBHOro KOMUPOBaHME HaXMWUTe Ha
KHOMKY «Jlo6aBUTb NpaBuio B WAGNOH» (prcyHOK 14). B pesynbTaTe 4yero npasuio
Ana BblbpaHHOro TunNa pecypca (oVirt) n BbibpaHHOro pecypca (BUpTyasnbHON
MaLUWHbI) MOSIBUTCA B CANCKE NpaBw.
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5.3. CpoyHoe pesepBHOE KOnMpoBaHue

& 8 @
[l06aBMTH NPaBUNO rM06aNLHOrO pacnicaHa / MpumenuTs
S5 MNaHeJib MOHUTOPKHIa
Mpasuna ro GansHoro pacnmucanus
L] o6bektsi
Crparern NapameTpyi npasuna [llononsmuTensHsie na pameTpsl npasuna
Hazsakme npasuna EMKOCTL XpaHunmMiLa Inf re
[El mobansHoe pacnncarine
. Knuent node10 (806aacefc80e3900) v EMKOCTb XpaHu/MILa KnveHTa Inf re
YpanéHHas penankaunsa
Tan pecypca [ovirt <~ | revopurer 100 +
& Penozutopuit
— [ T — ot .
Ouepeas 33aau
[zllofene s an Tan PK Monran v CRPWIMT NP HOPMaBHOM BbIMONHEH UK &=
B Cepsepn Rubackup A ———— a
ey S —— o
£ AAMWHMCTPUPOBaHIe
HoasHTS MpaBTO 5 WwabnoN
LiiaBnoH rno6anbHoro pacrucanus
HacTpoinku Pacnucarmne
BK/IO4UTL noOCNe CO3AaHMS [ @] BuibpaHo: KpoH-Bhipaxerme 00 1 %%
nyn Default v Tlepuoanseckuit 3anyck
Havano nepuoga aeicreus 04.04.2024 10:03 & MuryTa [ @) 0 +
OKOHYaHVe nepuoaa AeiicTens  04.04.2025 10:03 (@] Yac [ @) 0 +
AeHb MecALa [ @) 1 + E
Mecsu :
DeHb Henenm
Mposepka Cpok xpateHus
MpoBepKka pesepsHbix KOMWIA Kaxabie ‘:) XpaHnTb pe3epBHbie KONV B TeYeHue (:)
1 +  Mecsues v 1 + Jler v

B rubackup@10.177.325

9. HaxxmunTe Ha KHOMKy «FMpuUMEeHUTb» B MNPaBOM-BEPXHEM Yray ANA 3aBeplleHus
HaCTPOMKWN U CO3[aHUA npasuna.

BHOBb CO3[aHHOe MpaBuio 6yaeT UMeTb cTaTyc run. Ecnu HeobxoaAuMMo cos3aaTth npa-
BW/IO, KOTOPOE MOKa He AOMXHO MOPOXAaTb 3a[ay Pe3epBHOro KOMUPOBaHUA, HYXHO
ybpaTb OTMETKY «BKMIOUMTDb Noce co3paHns».

Mpwn cospgaHum 3agadum RuBackup oHa nosBnseTcs B rnaBHOM ovyepeamn 3agad. OTcnexu-
BaTb UCMOJIHEHNE MpPaBUl MOXET KakK agMWUHUCTPATop, ¢ noMowbo RBM vnn ytunut
KOMaHOHOMN CTPOKWU, TaK WU KANEHT npu nomMowm RBC nnm yTUnnTbl KOMaHLHOM CTPOKM
rb_tasks.

[Mocne ycnewHoro 3aBepLlUEHUs Pe3epBHOr0 KOMMPOBaHUA pes3epBHas Konua bygeTt
pasMeLlleHa B XpaHunuLLe pesepBHbIX KOMUI, a HopMaLma o Hen ByaeT pasMelleHa B
penosntopun RuBackup.

5.3. CpouyHoOe pe3epBHOe KONMpoBaHue

B cnyyae HeO6XOAMMOCTM CPOYHOrO pPe3epBHOr0 KOMMPOBAHMA CO34aHHOro npaswuna
rnobanbHOro pacrnmcaHusa, cnegyeT Bbi3BaTb MNPaBOM KHOMKOW MbIWW KOHTEKCTHOE
MEHI «BbINnonHUTLY (prcyHoK 15):
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LobasnTs

KnowupogaTs

PepjakTMpoBaTh
MponyckHaa cnocoGHOCTE
KonmposaTs B nyn
Sanyctute

Tabnuus

BINONHWTE

MNepesarpyska BUpTYyasibHOW MalUMHbI UNU TMMepPBU30pa BO BPEMSA PE3epPBHOrro
KOMMUPOBaHNA NUX BOCCTAHOBJIEHUA MOXET MPUBECTU K NOoTepe AaHHbIX BUP-
TyanbHO MaLUUHDbI!

[1o BbINonHeHUs ¢ BM unn runepBnsopom paboT, BAeKyLwmx 3a cobon nepesa-
rpy3ky, yoeautecb B OTCYTCTBUM aKTUBHbIX 3afjay pe3epBHOro Konuposa-
HUA UK BoccTaHoBneHusa BM.

PesepBHasa konuna cpeacteaMmmn RuBackup no3sonuTt nsbexkaTb NOSHOM NoTepu
JaHHbIX BM.

MpoBepuTb XOA4 BbINOSIHEHUA PE3ePBHOr0 KOMUPOBAHWA MOXHO B OKHe «Quepefdb
3agay» (pucyHok 16).

£ A @
O Ypanuts v i)
aHeNs MOHUTOPUHTa WmA KnueHTa Tun pecypca Pecypc 1D npaevna ID cTpaterum ID pen,
= 23 Backup global  rosa-virt!.rubackup.local I: 90.75% :\ ovirt {'ID":"ae7ae339-0635-41¢9-899f-a1703f015e05","Name":"HostedEngine"} 2 0 0
= O6bexThl
(&) crparerun
[E ro6ansHoe pacnucakve
YaanéHHas pennvkaums
eno3nTopuii
Uepesb 33434
epeepsl RuBackup
& AOMWHUCTPUpOBaHWE

MNpy ycrnewHoOM 3aBepLUEHUN pPE3EePBHOro0 KOMUPOBaHMS COOTBETCTBYKOLAsA 3ajada
nepenget B ctatyc «Done (pucyHok 17):
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5.4. LleHTpann3oBaHHOE BOCCTAHOB/IEHME PE3EPBHbIX KOMUIA

£ & @
W Yaanute v i)
aHeNb MOHUTOPWHTa vID Tun WmA kKnuenTa Cratyc Tun pecypca Pecypc ID npaewna ID cTpatervu ID pq
S e— 23 Backup global rosa-virt1.rubackup.local oVirt {"ID":"ae7ae339-0635-41¢9-899f-a1703f015e05","Name":"HostedEngine"} 2 0 0
=
Crpaterun
[El ro6ansHoe pacnucanve
YjanéHHas penavkaums
S Penosvopuii
Ouepenab 3azau
& Cepeepsl RuBackup
[=] Xyprans
& AsMuHMCTPUpOBaHIe
[@
8 rubackup@10.177.33.215

5.4. LleHTpanusoBaHHOE BOCCTaAHOBJIEHME pe3epPBHbIX
KONMUH

CucTtema pesepBHOro KonupoBaHus RuBackup npegycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHMA pPe3epBHbIX KOMUN KaK CO CTOPOHbI KSIMEHTa CUCTEMbI, TaK U CO CTOPOHbI
agMunHucTpatopa CPK. B Tex cnydyasx, Korga LeHTpanM3oBaHHOE BOCCTaHOBNEHME
pPe3epBHbIX KOMUI He XenaTenbHO, HanpuMep Korga BOCCTAHOBIEHWE AaHHbIX SABNS-
€TCHA 30HOM OTBETCTBEHHOCTU Bnafesibla KANEHTCKOM CUCTEeMbl, 3Ta PYHKLMOHaNb-
HOCTb MOXET ObITb OTK/HOYEHA Ha KNneHTe (cM. RuBackup Manager (RBM)).

B Tex cny4asx, korga LeHTpanM3oBaHHOE BOCCTaHOBIEHME Ha KJIMEHTE AOCTYMHO, ero
MO>XHO WHULMMPOBAaTb, BbI3BaB NPaBO KHOMKOM MbIWN KOHTEKCTHOE MeHo «BoccTaHo-
BUTb» (prCyHOK 18):
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BoccTanoBuTs
MposepuTe
KonuposaTs
MepemecTuTs
XpaHuTs 10

Yaanute

NepeiTu k...

B OKHe LeHTpanM3oBaHHOrO BOCCTAHOBJIEHUA MOXHO YBUOETb OCHOBHblE NapameTpbl
pes3epBHOM KOMUK N ONpefennTb KaTanor pacnakosku (pucyHok 19). O6beM KaTanora
pacnakoBKM JOKeH 6biTb Ha 10% 6onblue o6beMa BUPTYasibHbIX MalUMH, O4HOBPEMEH-
HOe BOCCTaHOBNEHME KOTOPbIX ByAeT BbIMOMHATLCS.
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5.4. LleHTpann3oBaHHOE BOCCTAHOB/IEHME PE3EPBHbIX KOMUIA

By
¢ Ru £ 8 @

=

LleHTpanu3oBaHHOE BOCCTaHOBNEHWe \/ NpuMeHnTL

28 MaHenb MOHUTOPWHra

MHbopmauws 0 pe3epBHON KONWUK

L] O6bexThl -
WMma xocTa: rosa-virtl.rubackup.local
S HWID: 2¢5a44b0806b7abe
E| robanbHoe pacnucaHve Twn pecypca: oVirt
YaanéHHasa pennukauus Pecypc: £339-0635-41c9-899fal703f015e05","Name":"HostedEngine"}
- _ : |
& Penosutopuii flyn Pefault
Tun PK: full
Ouepeap 3aau
CozpaHo: 2025.01.22 11:42:04
EJ Cepeepbi RuBacku
H peep P BoccTaHoBMTE LENoYKy: 7
E HKypHank! Wma npaewna: test_rule
AAMWHWUCTpUpOBaHNe CraTtyc PK: Not Verified
MecTo BOCCTaHOBNEHWA
BoccTaHoBUTE Ha KNWeHTa: -virtl.rubackup.local (2c5a44b0806b7a6oy
KaTanor pacnakosku: * (1) -
MapameTpbl BOCCTAaHOBNEHWS ANA MOAYNS: oVirt -

BoccTaHoBUTL Ha uenesom pecypce: (1)

B cnyyae BoccTaHOBNEHUA BUPTYanbHOM MalUMHbI U3 pe3epBHON Konun 6yneT Bbinosi-
HeHa nNpoBepKa Hannuusa B cpefe BUpTyanusauum BUPTYyanbHOMW MallUHbI C TaKUM Xe
MMEHEM, KaK Yy BOCCTaHaBnmBaeMon. Ecnu Takon BupTyasnbHOWM MaluvHbl HET, To 6ygeTt
Npon3BefeHO BOCCTAHOB/IEHME C OpUrMHanbHbIM UMeHeM. Ecnn BupTyanbHas MallnHa
C TakUM UMEHEM YXe eCTb, TO K UMEeHW BUpPTYyanbHOM MaluHbl 6yaeT gobasneH unppo-
BOM MNOCTOUKC.

[lna BoCcCTaHOBMIEHUS Ha NaTPopMe aKTUBUPYNTe nepeknovaTenb «BoccTaHOBUTL Ha
LLeneBoM pecypce». B ToM cnyyae, ecniv Heo6XoAWMO BOCCTaHOBUTb PE3epPBHYHO
KOMWIO B JTOKasbHbIV KaTanor Ha KMeHTe 6e3 pa3BepTbiBaHUS BUPTYanbHON MalUUHbI B
cpeae BMpTYyanu3auuu, BbIKNOYMTE 3TOT NepekovaTensb.

Ybegutecb B TOM, UTO y nosb3oBaTensia vdsm MMEKTCA NpaBa Ha BHECEHNE N3MEHEHNN B
KaTajore, B KOTOprVI nPoOn3BOOUTCA pacrnakoBKa, Hanpumep, /rubackup-tmp. N3 KOH-
COJIN Ha KNMeHTe BbIMOJIHATE KOMaHAy:

chown -R vdsm:kvm /rubackup-tmp

Ecnn npegnonaraeTcs BbIMNOMHUTb BOCCTAHOB/IEHME N3 Pe3epPBHOM KOMUN C pasBepThbl-
BaHnem BM B nnatdopme BUpTYyanusauum, MOXHO NpeaBapuUTenbHO 3adaTb XPaHu-
nmwe (NFS, iSCSI n FCP), B koTopoM 6yayT co3faHbl UCKM co3paBaemon BM. [nA
3TOro oTkponTe «llapamMeTpbl BOCCTaHOBAEHUS ana mopynsa oVirt», B OTKpbIBLUEMCA
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OKHe BblbepuTe Tpebyemoe 3HauyeHne ana napameTpa storage_domain (pucyHok 20).

B BbinagatowemMm okHe npefgcrasneHa nHpopmauma B Buge: <name> {<storage-type> -
available <size> GB}

B Hayane ykasaHO UMS XpaHunuwa — <name>, TWUMNa XpaHWInwa — <storage-type>
(NFS, iSCSI nnn FCP) n obbeM QOCTYyNHOro npocTpaHcTBa — available <size> GB
(ykaszaHo B 'Mrabamrax)

aVirt

Wcnone30BaTh HACTPOWKKW MO YMONYaHWOD

storage_domain (@) | ORIGINAL < W

cluster @ ORIGINAL QRIGINAL

keep _original_mac (&
hosted _storage {nfs - available 433 GB}

iscsi-stor {iscsi - available 132 GB}

OK

4

Mo yMonyaHuo gns napameTpa storage_domain Bbl6paHO 3HauyeHWe ORIGINAL, npwu
KOTOPOM MofAy/nb 6yAeT co3gaBaTb AUCKA B TOM e XpaHWUIuLLEe, B KOTOPOM OHU BbInu
Ha MOMEHT 63Kana y opuUrMHanbHOM BUPTYasibHON MalUUHbI.

[N KOPPEKTHOr0 BOCCTaHOBMEHME PE3epBHON KOMUM HEeoBXOAMMO YAO0CTOBEPUTLCS,
YTO B BbIGPAHHOM XpaHWUsMLLLE AOCTaTOYHO CBO6OAHOIr0 MecTa.

Mo yMon4aHuio 0Na Kaxaoro ceteBoro nHTepdenca BM, cospgaHHoOM B npouecce BOC-
cTaHoBneHnus ns PK, nnatdopma BupTyanusaumnm HasHadaeT HoBblin MAC-agpec.

Ecnn BoccTaHoBneHHaa BM pgomkHa umetb MAC-agpec ncxogHon BM, akTmsupyimnte
nepekntoyaTesnb keep_original_mac @ (PucyHok 1).

Ecnn MAC-agpec nHtepdenca 3aHaT opuruHanbHom nnu gpyrom BM, To y cos3gaHHOM B
npouecce BocCTaHoBNeHna BM ceTeBon nHTepdpenc bygeT oTCcyTCcTBOBaTb. B 3TOM
cny4dae B XypHan moaynsa (/opt/rubackup/log/rb_module_ovirt.log) 6yneT pobas-
NIeHO npegyrnpexaeHne o HEBO3MOXHOCTU fobaBneHns MHTepdenca C yxxe 3aHATbIM
MAC-agpecom.
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5.4. LleHTpann3oBaHHOE BOCCTAHOB/IEHME PE3EPBHbIX KOMUIA
o\irt

Mcnone308aTe HACTROWKKM MO YMONYaHWIO

storage_domain @) ORIGINAL v

cluster () ORIGINAL v

keep original_mac () ()

PucyHok 1.

MpoBepUTb XOA4 BbINOHEHNA BOCCTAHOB/IEHUA PEe3ePBHON KOMUN MOXHO B OKHe «Oye-
pefb 3agaur.

YcnewHbl 3anyck BOCCTAHOB/IEHHOW BUPTYanbHOW MalUWHbl MOXHO MPOKOHTPOMNPO-
BaTb B cpefe BupTyanusauum zVirt. [pn ycnewHoM 3anycke BUpTyasbHaa MallWHa
obypeT B cTaTyce online.
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naBa 6. BoccTaHOB/IeHUE CO CTOPOHDI
KJ/IUeHTa

B cnyyae Heo6X04MMOCTM BOCCTAHOBIEHUS PE3EPBHON KOMUM CO CTOPOHbI K/TMEHTA Bbl
MOXeTe BOCMO/b30BaTbCs YTUNNTOM KOMaHAHOM CTPOKU rb_archives:

MpocmoTp cnncka 4OCTYMNHbIX Pe3epPBHbIX KON

[ root@ovirt-nodel ~]# rb_archives

Id | Ref ID | Resource | Resource type | Backup
type | Created | Crypto | Signed | Status

————— T s T b T T
————————————— e s e S S

9468 | | ebceb65ea-8b3d-45ae-bfd7-21bdf9d2e5¢chb | oVirt | full

| 2022-06-08 16:29:47+03 | nocrypt | True | Not Verified

9469 | | ebceb5ea-8b3d-45ae-bfd7-21bdf9d2e5¢chb | oVirt | full

| 2022-06-08 20:40:43+03 | nocrypt | True | Not Verified

9471 | | ebceb5ea-8b3d-45ae-bfd7-21bdf9d2e5¢ch | oVirt | full

| 2022-06-09 16:14:02+03 | nocrypt | True | Not Verified

3anpoc Ha BOCCTaHOB/IEHNE PE3EPBHON KOMUMN

[ root@ovirt-nodel -]#

[root@ovirt-nodel -]# rb_archives -X 9469

Password:

The archive will be restored in the directory: /rubackup-tmp
----> Restore archive chain: 9469 <----

Record ID: 9469 has status: Not Verified

Continue (y/n)?

[ns BoccTaHOBNEHUA pe3epBHOM Konuun B xpaHunuwe tuna NFS, iSCSI nnn FCP, Heo6-
XOAUMO YKasaTb UMSA XpaHuuLLa ¢ napaMeTpoMm -e:

rb_archives -x <archive_id> -e storage_domain:hosted_storage

lMpumep 1. BoccTaHOBEHNE PE3EPBHON KOMUN B UICXOAHOE XpaHuauLe

rb_archives -x <archive_id> -e storage_domain:ORIGINAL

Ecnun napameTp storage_domain He 3agaH unu ecnu 3agaHo 3HayeHne ORIGINAL, TO npwu
BoccTaHoBneHnn PK guckn BM 6yayT co3fiaHbl B TOM Xe XpaHuUNuw,e, B KOTOPOM OHMU
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6b11I Ha MOMEHT 63Kana y opurMHanbHOM BUPTYasibHON MalUMHbI.

[Mocne cospaHua KaTanora A7 pacnakoBKM pe3epBHOW KOMnuu, Hanpumep, /rubackup-
tmp, HEO6X0QMMO obecneunTb Nosb3oBaTeNtO vdsm BO3MOXHOCTb AeniaTb U3BMEHEHUSA
BHYTPU OaHHOIo Katanora:

chown -R vdsm:kvm /rubackup-tmp

B cnyuae, ecnu pesepBHas KONus A0/1XKHa 6blTb pa3BepHyTa, T.e. He06X0AMMO BOCCTa-
HOBUTb BUPTYanbHYO MallMHy B cpefy BMPTyanusauuuM, HeobXoAMMO WCMoNb3oBaTb
onuuio -x.

B cnyyae, Korga Tpe6yeTCﬂ BOCCTaHOBUTb pPe3epBHYIO KOMUKO B JTIOKaJZIbHOM KaTaJsiore
KNMeHTa 6e3 pa3BepTbiBaHUA, HY>XXHO NCNOMb30BaTb OMNMuUMO -X.
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naBa 7. KoHpuUrypauuoHHbIn pann
rb_module_ovirt.conf

# Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value

# So please do not use comments in one line with parameter
engine <url>

grant_type <password>

username <username>

password <password>

ca_info <path to a certificate>

timeout <timeout in seconds>

# The mechanism used (backend) to upload the disk to the server. Default:
file
disk_upload_mechanism <file/nbd>

# Set this flag to 'yes' if there is a need to assign a VM backup task the
RuBackup client

# which is running on the same host as the target VM.

# If set 'no' the backup task will be assigned the RuBackup client node used
for backup rule creation.

# Default value: yes

backup_vm_from_native_host yes

# Specifies the maximum single disk upload timeout in minutes. Default: 25
minutes. Min 1 minute
disk_upload_timeout 25

# Specifies the maximum single disk download timeout in minutes. Default: 25
minutes. Min 1 minute
disk_download_timeout 25

# RuBackup module creates oVirt ImageTransfer in order to download or upload
disk data.

# Parameter 'image_transfer_timeout' specifies the amount of time in seconds
# the module will wait the ImageTransfer goes to state "transferring".

# If this timeout is reached but the ImageTransfer is not in 'transferring’
state

# corresponding backup or restore task will end with error.

# Possible values: [1, 3600]

# Default value: 300

image_transfer_timeout 300
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# oVirt ImageTransfer inactivity_timeout in seconds. Default: 60 seconds. Min
5 seconds, max 500 seconds
imagetransfer_inactivity_timeout 60

# When backup via oVirt API is done and VM disks are dumped

# RuBackup module initiates finalizing the ImageTransfer.

# After that it waits while the the ImageTransfer reaches state
‘finished_success'.

# Parameter 'image_transfer_finalize_timeout' specifies the amount of time in
seconds

# the module will wait the ImageTransfer is finalized.

# If this timeout is reached but the ImageTransfer is not in
‘finished_success'

# state a Warning is added to the module log.

# Further ovirt backup finalizing can also fail due to this.

# Possible values: [1, 3600]

# Default value: 300

image_transfer_finalize_timeout 300

# Try using the module if the platform version is not compatible with
RuBackup. Default: no
allow_work_with_incompatible_versions no

# Turn on debug of REST requests
# Possible values: yes, no. Default no
curl_verbose no

# Set this flag to 'yes' if there is a need to make a VM backup by means of
the platform (oVirt API)

# Possible values: yes, no

# Default value: no

backup_using_ovirt_api no

# Set this flag to 'yes' if there is a need to remove all VM checkpoints at
full backup task.

# The flag is applicable only if 'backup_using_ovirt_api' is set to 'yes'.
# Possible values: yes, no

# Default value: no

remove_vm_checkpoints_at_full_backup no

# When the 'backup_using_ovirt_api' is set to 'yes', RuBackup module
initiates backup

# of a VM using oVirt API. After that it waits while the backup reaches state
'ready’ .
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# Parameter 'platfom_side_backup_timeout' specifies the amount of time in
seconds

the module will wait the backup is ready.

If this timeout is reached but the backup is not in 'ready' state

Possible values: [1, 72000]
Default value: 7200
platfom_side_backup_timeout 72600

#
#
# corresponding backup task will end with error.
#
#

When backup via oVirt API is ready and VM disks are dumped

RuBackup module initiates finalizing the backup.

After that it waits while the backup reaches state 'succeeded'.

Parameter 'backup_finalize_timeout' specifies the amount of time in seconds
the module will wait the backup succeeded.

If this timeout is reached but the backup is not in 'succeeded’

state a Warning is added to the module log.

Possible values: [1, 3600]

Default value: 300

backup_finalize_timeout 300

H OH OH O H OH O H OB H

[MapamMeTpbl N3 KOHOUrypaumoHHoOro ¢amna rb_module_ovirt.conf npencTaBfeHbl B
Tabnuue 1.

Tabnuya 5. NapameTpsbl parina KOHPUrypaunum Moaysisi pe3epPBHOr0 KOMMpoBaHWs
oVirt/zVirt/REDVirt/ROSA Virtualization/HOSTVM

MapameTp HasHaueHue 3HaueHue no
YyMOJTHaHUIO

engine IP-appec ans API-3anpocoB B nnaTdopmy BUpTYyanusauum oVirt

grant_type Twun rpaHTa ToKeHa ayTeHTudukaumm OAuth ona BsanmogencTema ¢ password
APl-nnaTdopmon BupTtyanusauum

username MmMA nonb3oBaTens, 0T UMEeHN KOTOPOro 6yayT BbINOMHATLCA
3anpocbl API

password Maponb AN nosfb3oBaTenNs, ykasaHHOrro B napaMeTpe username

ca_info MNyTb go ceptudpukaTa ssl

timeout Bpems oxunpgaHus (B cekyHgax) oTBeTa oT nnatdopmbl Buptyann- 10

3aumun Ha APl 3anpocbl. MUHUMYM 1 cekyHaa, Makcumym 300
ceKyHA, no ymonyaHuto 10 cekyHpg,. Ecnm npu BbINONHEHWM 3a4a4un
Ha cospgaHue PK nnu socctaHoBneHne PK oTBeT OoT nnatdopmbl He
NOCTYNUT B TeYEHME 3aJaHHOro onumnen timeout BpeMeHu, To CooT-
BETCTBYHOLLAA 3aa4a MOXeT bbITb 3aBepLUEHa C OLLIMOKON
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#anchor-7

MapameTp Ha3HauyeHue 3HauyeHue no
YyMONYyaHuio

disk_upload_me MexaHM3M O/ YTEHUA OaHHbIX OUCKa M 3annucu JaHHbIX Ha auck file
chanism BHYTpM NnaTdopmMbl BUpTYanmsawuu.

JonycTnuMble 3HavyeHUs:

e nbd — MexaHu3M B3aUMOAENCTBUS C AWCKAMU, peanunsyemsbiit
Ha ocHoBe npoTokona NBD. 3ToT 6akeHA obecneuymBaeT Hau-
NYYLYO NPOM3BOAMTENBHOCTD W paclUMPEHHble  GYHKLMM,
Takue Kak zero/dirty extents.

o file — MexaHM3M B3aMMOLENCTBUA C ANCKaMM Ha OCHOBe nps-
MOro AocTyna K HMUM. 9TOT 63KeH[, He Nogaep>XnBaeT MHOXe-
CTBEHHble MNOAK/KOYEHUS MPU 3aMUCK AaHHbIX, a TakxXe QYHKLKN-
OHan zero/dirty extents.

[lna BoccTaHoBneHus BM Ha nnatdopme BupTyanusaumm c
NUCNoNb3yeMon Bepcuen

oVirt Humxe 4.5.0 c nomowbi MexaHM3Ma 3arpys3Ku OUCKOB
"nbd" B XpaHunuuwa

Tuna iSCSI m FCP Heo6xopgumo, 4TO6b AUCKW OPUrMHaNbHOWM
BM nmenu MNonutuky

pacnpegneneHus — "ToHKOe pe3epBMpoOBaHWe", WHaye He
rapaHTupyeTcs

BoccTaHoBfieHne BM. (cM. mogpo6Hee Ha cTpaHuue
https://ovirt.github.io/ovirt-imageio/packages.html)

backup_vm_from [NapameTp onpegenseT, byaeT Nu 3afavya pesepBHOro KONMposa- yes
_native_host  HMA BUPTyanbHOW MalUMHbl HasHayeHa KnveHTy RuBackup, KoTo-
pbI paboTaeT Ha TOM Xe XOCTe, YTo 1 uenesasa BM.

o ECcnu 3HaveHMe yCTaHOBMEHO Ha yes, 3ajayva byaeT HasHayeHa
KnneHTy RuBackup Ha Tom e xocTe. KnueHT CPK npu atom
JONKeH 6bITb fobaBneH B KNacTepHyo rpynny BMecTe ¢ Apy-
rmMmn knneHtamu CPK, pasMelleHHbIMW Ha y3nax nnatdopMmebl
BUpTyanusauun. Ons uHdopmauum o gobaBneHun KIneHTa B
KNacTepHyro rpynny cMm. pasgen «Ipynnbl KNMeHToB» PykoBog-
CTBa CUCTEMHOro agMmnHucTpaTtopa RuBackup.

o ECnn 3HayeHVe yCTaHOBMIEHO Ha ho, 3ajaya 6ygeT HasHayeHa
KnueHTy RuBackup, ucnonbsyemMoMy Mpu cosfaHuM npasuna
pPe3epBHOro KONMpPoBaHMS.

disk_upload_ti TammayT Ona 3arpyskm KaXgoro Ancka Ha nnatdopmy npu Boccta- 25
meout HOBNeHUN. M3MmepseTca B MUHYTax. [10 yMOnYaHmo 25 MUHYT.
MuHMManbHoe 3HayeHne — 1 MUHYTa;

disk_download_ TammayT Ona 3arpyskm KaXgoro aucka c nnatgopmsl npun 6akane. 25
timeout N3mepsaeTcsa B MUHyTax. 10 yMmonyaHuo 25 MUHYT. MMHMManbHoe
3HayeHne — 1 MUHYTa;
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MapameTp Ha3HauyeHue 3HauyeHue no

YMOJIYaHUIO
image_transfer llapameTp yKasblBaeT BpeMs B CEKYHAAX, B TeYEHNE KOTOPOro 300
_timeout Moayfb 6yaeT oxugatb nepexofa ImageTransfer B cocToAHUe

"transferring". ECnun aTOT BpeMs OXUGAHUA UCTEKNO, HO
ImageTransfer He nepelwen B cocTodAHme "transferring”, To cooT-
BETCTBYHOLLLAA 3aa4a Pe3epBHOro KoNMpoBaHMSA UM BOCCTaHoOBME-
HWA 3aBepLINTCSA C OLWMOKON. o ymonyaHuo 300 cekyHa,. MUHu-
ManbHOEe 3HauyeHne — 1 cekyHa, MakcumanbHoe — 3600 ceKkyHp;

imagetransfer_ llapameTp onpegenseTt Kakoe KONMMYeCTBO CekyH niatdopma 60
inactivity_tim 6yfgeT oXmgaTb Hayana sarpysku gucka nocne cosgaHus
eout ImageTransfer-a. MIamepsieTca B cekyHaax. MMHMManbHoe 3Have-

HMe — 5 CeKyHf, MakcuMarnbHoe 3HavyeHne — 500 cekyHg,.

image_transfer llapameTp yKasblBaeT BpeMs B CEKYHAAX, B TeYEHNE KOTOPOro 300

_finalize_time mopynb 6ygeTt oxugaTb 3aBepweHuns ImageTransfer. Ecnv Bpems

out 0XXWNOaHNA NCTeKNo, Ho ImageTransfer He nepeLlen B COCOTOAHUE
"finished_success", B XXypHan moayns oyaeT gobasneHo npegynpe-
XOeHue. N3-3a 3TOro pesepBHoOe KONMpmMBaHMe MOXET 3aBep-
LWNTbCA C OLUNMOKON.

allow_work_wit [MapameTp, yKasbiBalowwmm, 6yaeT nnm moaynb paboTaTb C BEpcuen no
h_incompatible nnaTpopmbl BUPTyanmsauum, COBMECTUMOCTb C KOTOPOM He Bbina
_versions npoTecTnpoOBaHa.

[lonycTuMble 3HauyeHus: yes, no.

Ecnn mooynb He COBMECTUM C Bepcuen nnatPopmbl BUpTyanusa-
LMW 1 3HaYeHMe MapamMeTpa YCTaHOBMEHO B NO, MOAY/1b 3aBEPLUNT
CBOK paboTy C COOTBETCTBYHOLWMM CcO0bLEeHNneM 06 onbke.

Mpn HeobXxoaMMOCTM pPaboTbl C HECOBMECTMMOM Bepcuein nnaT-
dopMbl BUPTyanm3aLuum yCTaHOBUTE NapaMeTp B 3HaYeHue yes

curl_verbose [lapamMeTp BbIBOAUT AONOAHUTENBbHYO MHPopMaLumo no REST API no
3anpocam, Npu 3Ha4YeHnn yes.
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MapameTp Ha3HauyeHue

backup_using_o [MapameTp, NO3BONAIOLMIA BbIGPATb CNOCO6 pe3epBHOro KONMpoBa-
virt_api HUA cpeacTBamu oVirt APl &,

[lonycTuMble 3HaUeHus: yes, no.

Ecnn ncnonbayeTca 3HadyeHne yes, TO MOLY/b BbIMNOAHAET 63aKan
cpencteamm oVirt API.

Mpwn 3Ha4YeHUn no:

e 015 BKAOYEeHHON BM:

o Moaynb OoTnpaBfseT 3anpoc K rmnepBM3opy Ha cosfaHue
CHanwoToB gnckoB BM (komaHga virsh snapshot-create-as
<domain_id>)

o "TlogMOpOXKeHHbIe" nocre cHanwoTa guckn BM 3anakoBbl-
BatoTCcs B apxus PK

o Mopgynb BbINONHAET KOMUT CHAMWoTOB (virsh blockcommit)
e 1118 BbIKNHOYEHHON BM:
o Mofynb NbiTaeTCA HANTU PacnonoXeHne anckos BM .

o Ecnu pacnonoxeHue HangeHo, guckn BM 3anakoBbiBatOTCA
B apxuB PK

o Ecnun pacnonoxeHue He HangeHo, BbINOMHAETCS gamMn guc-
KOB B KaTanor ANA BPeMEeHHbIX orepauunin, nocne 4ero
cAamnneHHble ¢pannbl AUCKOB 3aMakoBbIBatOTCA B apxune PK

remove_vm_chec [lpu cosgaHunn 6akana BM cpeacteamu oVIRT API nnatdopma Bup-

kpoints_at_ful Tyanusauum dopmmpyeT YeknonHT ) pesepsupyemoit BM. Eciny

1_backup [,aHHOrO NapameTpa 3HaYeHMe BbICTABMNEHO B yes, a TakXe y napa-
MeTpa backup_using_ovirt_api 3Ha4yeHMe yes, TO NMPU KaXXaom
nonHom PK BM, CPK (MoAy/b) BbINOMHUT 3aMpocC Ha NoJlyYeHune
CMUCKa MMELLNXCHA YeKnonHToB BM, 1 Ana KkaXxgoro YeknonHTa
OTNPaBWUT 3anpocC Ha ero yganeHuve.

platfom_side_b lNapameTp ykasbiBaeT BpeMs B CeKyHAaX, B Te4YeHNe KOTOPOro

ackup_timeout mopgynb 6ygeT oxugaTb roTOBHOCTHU (Nepexop, oVirt 6akana B
cocTosHve ready ') pesepsHoii konuun. Eciin Bpems oXuaaHus
NCTEKJS10, HO pe3epBHas KOMUA He HaXogUTCA B COCTOSHUM FOTOB-
HOCTW, COOTBETCTBYIOLLLAs 3aa4a pPe3epBHOro KonmpoBaHus
3aBepLInTCA ¢ oWnBKON. MMHMManbHoe 3HayeHne — 1 cekyHAa,
MakcumanbHoe — 72000 cekyHA;

backup_finaliz MapamMeTp yKasbiBaeT KOJIMYECTBO BPEMEHU B CEKYHAAX, B TEYEHME

e_timeout KOTOpOro Moaysb 6yget oxugaTtb (oxuaaetcs nepexog, oVirt
63Kana B cocTosiHME succeeded ) YCMELLHOro 3aBepLUEHNS PE3EPB-
HOro KONMUPOBaHUA. ECnun BpemMst 0XXngaHnsa NCTEKNO, HO pe3epBHOe
KOMMpOBaHMe He 3aBEePLUMIOCE YCMNELIHO, B XYpPHan Moayns
/opt/rubackup/log/rb_module_ovirt.log 6yaeT fobasneHo npe-
aynpexgeHne. MMHMManoHoe 3HayeHne — 1 cekyHga, Makcumanb-
Hoe — 3600 cekyHp;

3HaueHue no

YMON4YaHUIO

no

no

7200

300
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[1] https://www.ovirt.org/documentation/doc-REST_API_Guide/#types-checkpoint
[2] https://www.ovirt.org/documentation/doc-REST_API_Guide/#types-backup_phase
[3] https://www.ovirt.org/develop/release-management/features/storage/incremental-backup.html
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naBa 8. Tpe6oBaHuA U orpaHUYeHUa anea
co3aHuUAA UHKpeMeHTaJibHbIX PK

3HayeHne napamMeTpoB CM. B pasfene [naea 7/

1.

Ecnn uyenoyka PK Hayanacb ¢ backup_using_ovirt_api, yCTaHOB/IEHHbIM B 3Ha4ye-
HMe no, MPW OYepeSHON UTepaunn nHKpeMeHTanbHoro PK Mogynb TakXXe nposepuT
3HayeHMe napameTpa backup_using_ovirt_api B KOHOUrypauynmoHHOM danne
MOZYJIA, eCfin 3HaYeHne U3MEHUIOCb Ha yes, BygeT COOTBETCTBYHOLLEE yBeAOMSle-
HMe B XYypHane moaynsa, n uenodyka PK HayHeTcsa 3aHOBO (T.e. BMECTO UHKPEMEH-
TanbHO Konuu 6ygeT co3gaHa nosHas).

Ecnu uenouka PK Havanacb ¢ backup_using_ovirt_api, yCTaHOBJ/IEHHbIM B 3Hauye-
HUe yes, NPU o4YepeaHOW UTepaunm NHKpeMeHTanbHoro PK Moaynb TakXe npoBepuT
3HayeHVe napamMeTpa backup_using_ovirt_api B KOHOUrypayunmoHHOM danne
MOAYNSA, eCniv 3HaYeHne N3MEHUNOCb Ha no, BygeT COOTBETCTBYHOLWEE YBEAOMNEHNE
B XYpHane mogynsa, n uenoyka PK HauyHeTCs 3aHOBO.

Ecnun backup_using_ovirt_api yCTaHOBNEeH B yes, BbINOJIHAETCA UTepayusa Ha

cosfaHne nHKpemeHTanbHonm PK u y kakoro-nnbo aucka pesepsupyemon BM B
cucTeMe BupTyanusauuum 3HadeHne [nsa napameTpa Backup type OT/IMYHOE OT
incremental, To BMecTo MHKpeMeHTanbHon PK cpeactBamu APl oVirt 6ygeT Bbinos-
HEeH MoNHbIM gamn guckos BM (Takxe yepes oVirt API), panee pacyeT U3IMEHEHUN

(enbTa ¢ MOMeHTa cosfgaHua npeabigywen PK) 6ygeTt BbinonHATbL rbfd (cm. rbfd)
(1]

Ecnun backup_using_ovirt_api yCTaHOBNEeH B yes, BbINOJIHAETCA UTepayunsa Ha
cospaHne WHKpemeHTanbHonm PK u y Kakoro-nnbo aucka pesepsupyemon BM B
cucTeMe BUpPTYanusauuM sHauyeHWe raw ana napametpa format ), To BmecTo
NHKpeMeHTanbHon PK cpeacteamm API oVirt 6ygeT BbINOMHEH NOMHbBIA gamn OUCKOB
BM, panee pacyeT M3MeHeHWI (genbTa C MOMeHTa co3gaHusa npegbiaywen PK)

6yaeT BbinonHATb rbfd .

B cnyuyae, korga cospgaeTtcs uenodka PK, gna KoTopow BbINOMHAKTCA YCNOBUA
(nyHkTOB 3 1 4) pNs co3faHnsa MHKpeMeHTa cpeacTtBamm oVirt API, HO Ha TekyLuen
nTepauum nkpemeHTanbHoro PK 3T yCnoBuA He BbIMOMHAKTCA, B TaKOW CUTYyaLumn
OyneTt BbIBEAEHO MnpepynpexgeHne B XypHan mMoaynsa, v uenodyka PK HayHeTcs
3aHOBO (BMECTO MHKpeMeHTanbHOW Konun 6yaeT co3aaHa nonHas).

Mpn NoMHOM pe3epBHOM KonunpoBaHun cpegcteamm oVirt APl B kKaTanore gnsa spe-
MEHHbIX onepauurm Ha KIMEHTEe AO/MKHO ObiTb A0CTAaTOYHO CBOHGOAHOrO MecCTa,
4YTOOblI COXPaHUTb KONUM guckoB BM 1 0o 2% OT CyMMapHOro pasmMepa AUCKOB Nog,
MeTadaHHble, KoTopble popmupyeT CPK (B npouecce paboTbl rbfd).

[na cnyyaes, Korga nogaepXxuBaeTtca MHKpeMeHTanbHoe PK cpeactesamu oVirt API
(nyHkTOB 3 1 4), npn nonHoMm PK gamnbl gnuckos BM coxpaHaoTCcA B KaTanor gns
BPEeMEHHbIX ornepaunn Ha knneHTe. @annbl gamMnoB uMetoT raw dopmaTt. Ha aTane
CO30aHNA UHKpeMeHTanbHon Konun cpegcteamum oVirt APl gamnbl ANCKOB (TOMbKO
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AenbTa ¢ MOMeHTa npeapbiayuiero PK) dopmupyrotcsa B qcow2 dopmate. Npu pacna-
KOBKe Lernoydkn Takux PK anropmTm paboTbl MoAayns onsa Kaxaoro aucka BM cnepy-
FOLLNIA:

o pacnakoBblBaeTCs AaMn Aucka B raw ¢opmarTe;

o BbINOJIHAETCA KOHBepTaLua daina aucka us raw B qcow2 Gpopmar;

o Ha aty onepauuto TpebyeTcAa [ONONHUTENbHOE BPEMSA M Ha MOMEHT
OKOHYaHUSA KOHBepTaUuMW B KaTanore pacnakoskn PK 6yaet gBa ¢anna,
OTHOCALLMECSH K KOHKpeTHOMY ancky BM. Takmm obpasom TpeboBaHUA K
cBO6OQHOMY MECTY B KaTasiore pacnakoBu Ha 3TON ntepauunm:

(cymMMapHbI pasmMep guckos BM) * 2 + ~0,02 * (cyMMapHbIin pa3mep ANCKOB
BM) [3]

o MocCse KoHBepTauun ¢anna gucka B qcow2 dopmat, ¢ann B raw popmaTte bonee
He TpebyeTca - MOAYNb ero yganser;

o Ha UTepauun pacnakoBKM MHKPEMEHTaNbHOM Konuu [Nna Kaxpaoro aucka BM
BbINONHAETCA rebase npouenypa (ucnonbsyetcs 6a3oBbl ann, NoNyYEHHbIN Ha
npeablaywen ntepaynm pacnakoBkm U qcow ¢ann, pacrnakoBaHHbIA Ha TeKyLllen
nTepayumn). 3To peanms3oBaHO C MOMOLLbK YTUAUTbI gemu-img. ocne rebase
npouenypbl, qcow2, pacrnakoOBaHHbIM Ha TeKyLlen ntepauunm yganaeTca, Tak Kak
OH 6onee He HyXeH. Takum obpasom TpeboBaHMA K CBOBOOHOMY MECTy B KaTa-
nore pacnakoBu Ha aTOW nTepauumn:

(cymmapHbIn pasmep guckos BM) + ~0,02 * (CyMMapHbI pa3mep OUCKOB
BM) + (cymmapHbIn pasmep anckos BM, cogepxxalmx enbTy, NONYYEHHYHO
Ha cooTBeTCTBYKOWEeN ntepauymn PK)

o MOCNe pacnakoBkM Bcen uenodykn PK B KaTanore pacnakoBKW [NA KaXAoro
OUCKa byfaeT cywecTBoBaTb TONbKO OguH pann B qcow2 dopmaTe.

o €CN BbIMNOJIHAETCSA BOCCTAHOB/EHME C pa3BepTbiBaHWEM, TO MOAY b BbIMNOMHSET
BbIFPY3KY [aHHbIX A8 Ka)[Aoro AMcka B CUCTEMY BUPTYyanu3auuu, nocne Yero
yaansieT y>Xe HeHyXHblin Gpain ancka B qcow2 dopmMaTe U3 KaTasiora pacnakoBku.

[1] onpepenenve fenbTbl BbINOMHAET He cucTeMa BUpTyanmsauumu, a CPK (yxe nocne gamna gucka B KaTanor A5 BPEMEHHbIX
onepauui)

[2] https://www.ovirt.org/documentation/doc-REST_API_Guide/#types-disk_format

[3] MepBoe cnaraemoe - nog ¢annbl guckos BM (raw n qcow?2), BTopoe crnaraemoe - nof MmetagaHHble CPK
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