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HacToflee pykoBoACTBO onpefenseT nopsagokK MNogroToBKM M YCTaHOBKM MoOLyNA
pe3epBHOro KOMUPOBaHWUA W BOCCTAHOB/IEHUA BUPTYallbHbIX MalWH MPOrpaMMHOro
komnnekca P-BupTtyanusauma . B gaHHOM pykoBoacTBe npuBeneHbl NOApobHble
0ENCTBUA TONMbKO A1 HEKOTOPbIX BO3MOXHbIX CL,EeHapneB pe3epBHOro KonmpoBaHUA v
BOCCTAHOBNEHMA OaHHbIX. bonee nogpobHaa unHPopmauma npueefeHa B LOKYMEHTE
«CucrtemMa pesepBHOro KONMpoBaHUA N BOCCTaHOBNEHMA OaHHbIX RuBackup. PykoBog-
CTBO CUCTEMHOIr0 agMUHUCTpaTopar.

I'Iepe,u, 3Kcr|nyaTaL|,|/|e|7| nporpaMMHOro cpeancTtBa pekoMeHayeTca BHUMaTESIbHO O3Ha-
KOMNTbCA C HACTOAWMM N peKOMeH40BaHHbIM PYKOBOACTBaMMW.

HacToswee pykoBOACTBO MNpefHasHayeHO AN aAMUHUCTPATOPOB MPOrpaMMHOro

cpencTea «Cuctema pesepBHOro KOMMPOBaHUA M BOCCTAHOBIIEHUSA AaHHbIX RuBackup»
2]

XapakTep U3NoXeHUa MaTepuana gaHHOro pykoBoACTBa npepgnosiaraeT, YTo Bbl 3Ha-
KOMbl C OonepauuoHHbIMWU CUCTeMaMu ceMencTBa Linux, Ha KOTopbIXx paboTaeT npo-
rpaMMHOEe CpefcTBo, W Bnageete 6a30BbIMW HaBblkaMW agMUHUCTPUPOBAHUA ANS
paboTbl B HUX.
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Pe3epBHoe KonnpoBaHne 1N BOCCTaHOBNIEHNE BUPTYalibHbIX MallUH NPOrpaMMHOro KomMnnekca P-BMpTyaﬂVl3aLl,I/1ﬂ

naBa 1. O6Lw e cBegeHun

1.1. HazHauyeHue

Cuctema pesepBHoOro konmposaHusa RuBackup n mogyne P-BupTyanusauusa, BXO4ALWMN
B eé cocTaB (ganee — CPK RuBackup), no3BonstOoT BbINONHATL pe3epBHOE KOMMpOBa-
HUe BKJIKOYEHHbIX WUN BbIK/TKOYEHHbIX BUPTYanbHbIX MalWH NPOrpaMMHOro KoMmsekca
P-BupTtyanusauunsa sepcum 7.0.13 ¢ ¢yHKUMeN 6e3areHTHOro pe3epBHOro KonmpoBaHUs
BUPTYanbHbIX MalwuMH (6€3 HeobxogMMOCTUM YCTaAHOBKM [L[OMOSHUTENbHbBIX areHToB
Rubackup Ha BupTyasibHble MallnHbl, HO C YCTAaHOBKOW FOCTEBbIX pacCLUMPEHUA onepa-
LMOHHOM CUCTEMbI) U BOCCTAHOBEHMNE BUPTYaNbHbIX MalWH U3 pe3epBHON KOMUN.

1.2. Pe3epBUupyembie flaHHble

PesepBHOe KOMMpOBaHMeE BbIMONHAETCA 1A BCeX OUCKOB BUPTYallbHOW MalUMHbI NPOo-
rpaMMHOro Kkommnnekca P-Buptyanmsauma sepcum 7.0.13 BHE 3aBUCUMOCTUN OT COCTOS-
HUA BUPTYasnbHbIX MaWWH (BKIKOYEHA UN BbIKIKOYEHA).

I'Ipm BbIMOJIHEHUN pPEe3epPBHOINro KOMUpPoBaHUA TMPUMEHAETCA TEXHONOrnAa cCco3naHna
MOMEHTallbHbIX CHUMKOB OaHHbIX OJ14 ONCKOB BMpTyaﬂbHOVI MallWHbIl, YTO MNO3BONIAET
HEe OCTaHaBJZIMBaTb pa60Ty Ha BpeMA pe3epBHOINo KonmpoBaHUA.

B xo4e pesepBHOro KOMMPOBaHMA BO BCEX CyYaaX M3 pe3epBHOM KOMUWU yOanstoTCs
Ayoénunpyrowme 610KKN (BbINONHAETCA NokanbHas geaynnamkauyms).

1.3. TUnbl pe3epBHOro KONUpPoBaHUA

Mopaynb pesepBHOro KOMMpPOBaHUA 1 BOCCTAHOBEHMS BUPTYalibHbIX MalUWH NporpamMm-
HOro Komnnekca P-BupTyanusaums nopfepXuBaeT crnegyrowme TuMbl pPes3epBHOro
KOMUPOBaHUS:

e MOJIHOE pe3epBHOE KOMMpoBaHWe. Kaxabli pa3 npu BbINOIHEHUN 3afauyn peseps-
HOrO KOMMUPOBaHUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATUA. ATOT TuUN
pPe3epBHOro KOMMPOBaHUA Hanbonee MeasieHHbI U pecypco3aTpaTHbIi, HO obecne-
YyMBaeT HanbobLUY NOMIHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

* MHKPEMEHTaNIbHOE pPe3epBHOE KOMUPOBaHWE. ITOT TUM PE3EepPBHOro KOMMpPOBaHUA
npegHasHayeH 415 KOMMpoBaHUSA TOJNbKO M3MeHmBlInxca ¢annos. CHavana cosga-
eTcA nonHas pesepBHasa Konus. MNMocnegyrowme pesepBHble KONUK cogepxxaT Gpannbl,
N3MEHMBLUMECA C MOMEHTa CO3[aHuA nocnegHen pesepBHOM Konuu (Lob6aBo4YHOM
NUNn NosHown). [na BOCCTaAHOBMEHUSA AaHHbIX NOTpebyeTcs NosiHasa pesepBHas Konus,
Ha ©0as3e KOTOpOM co3[aHa BOCCTaHaB/MBaeMas MWHKPEMEHTanbHaa pesepBHas
Konus, N Bce Aob6aBoYHbIE KOMUKN, CO3AaHHblE C MOMEHTa CO3[aHusA NOJSIHON pe3epB-
HOM KOMUM 0,0 MOMEHTa CO3[4aHNA BOCCTaHaB/IMBAaEMON PEe3ePBHOMN KOMNWUK;

o anddepeHLmanbHoe pe3epBHOe KOMMPOBaHUe. 3TOT TUM Pe3epBHOro KOMUPOoBaHUA
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1.4. Cnocobbl BOCCTAaHOBNEHUA AaHHbIX

COXpaHAeT TOJIbKO OaHHble, M3MEHEHHbIE CO BpeMEHU BbINOJIHEHNA rpeabiayuiero
MOJIHOIO pe3epBHOro KOnMNpoBaHUA.

Mpu BbINOMIHEHUN PE3EePBHOIO KOMMPOBaHUA N60ro Tuna byaeT npovsBeaeHa nokasnb-
Haa geaynnukaunsa pesepBHO Konun (yganeHune aybnmpyrowmx 610KoB).

nobanbHas gegynnnkauna pesepBHON KOMUK BbINOIHAETCA MPU COXPaHEHUN €€ B Xpa-
HUMWe 610YHOro Tuna.

1.4. Cnocob6bl BOCCTAHOBJIEHUA AaHHbIX

CPK RuBackup nopgaep>xuBaeT cnegyrouwme crocobbl BOCCTAaHOBNEHUA BUPTYasibHbIX
MaLlWH nporpamMmMHoro komnnekca P-BupTyanusauma ns pesepBHON KONUK:

e LleHTpann3oBaHHOE BOCCTaHOBeHNe BM 13 pesepBHON Konuu. BoccTaHoBneHne 13
pe3epBHOM KOMUM BO3MOXHO ABYMA cnocobamu nocpenctsomMm: MeHeaxxepa agMu-
HUCTpaTopa RuBackup, yTunnuTbl KOMaHOHOM CTPOKW rb_repository. PekoMeHAay-
eTCA UCNosib30BaTb LEHTParIM30BaHHOE BOCCTaHOBEHME BM.

e JIOKanbHoe BocCcTaHoBNeHne BM 13 pesepBHON konun Ha knueHTe PK. BoccTaHoBne-
HME N3 pe3epBHON KOMUM BO3MOXHO nNocpencTsoM: MeHepxepa knmeHTa RuBackup
yepes gui-nHTepdenc, yTunnTbl KOMaHAHOM CTPOKU rb_archives.

1.5. Tunbl BOCCTaAHOBNIEHUA ALAHHbIX

CPK RuBackup nopnep>xuBaeT chneaywuime Tunbl BOCCTAHOBNEHUS BUPTYalbHbIX
MaLlWH nporpamMmmHoro komnnekca P-BupTyanusauma ns pesepBHON KONUK:

e MOJIHOE BOCCTAHOB/IEHNE B HOBYK BMPTYanbHYO MalUUHY. [Tpy BOCCTAHOBEHUN U3
pe3epBHOM KonuKn 6yaeT co3gaHa HoBas BUPTyanbHaa MalluHa.

1.6. KOMNNeKT NnocTaBKM!

OuncTtpubyTtmebl mogynsa P-Buptyannsaums CPK RuBackup noctaBnsieTcs B Buge rpm-
nakeTa c UMeHaMu:

e rubackup-common-rvirt-<version>.x86_64.rpm;

e rubackup-client-rvirt-<version>.x86_64.rpm;

rae <version> — HOMep BEpPCUM NOCTaABASIEMOro MOAY S,

1.7. OrpaHuyeHus

e YpaneHHasa pennukayma BUpTyanbHbIX MallnH He peannsoBaHa.

e [paHynApHOe BOCCTaHOBMNEHNE BUPTYalbHbIX MallMH HE NoAAepXMBaeTCs.
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[1] Danee no TekcTy — Mopynb P-BupTyanusauums.
[2] Oanee no TekcTy — CPK RuBackup, nporpaMmmHoe cpefcTso.
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2.1. TpeboBaHusA K annapaTHbIM cpeacTBam

(naBa 2. YcnoBus BbiNOJIHEHUSA

2.1. TpeboBaHUA K annapaTHbIM CPpeACTBaM

2.1.1. Tpe6oBaHus K annapaTHbIM cpeacTBam KnmeHTa PK

Y3en, BbINoNHALWMA QyHKUUM KNneHTa PK, Ha KOTopoM npeanonaraeTcsa pasBepTbiBa-
HWe, foMKeH obnagaTh xapakTepucTukamu, NnpmBenEHHbIMK B Tabnuue Tabnuua 1.

Tabnuya 1. TpeboBaHUA K annapaTHbIM cpeacTBam KanmeHTa PK

AnnapaTHoe Tpe6oBa- 3HaueHue MpumeyaHue
Hue
[Mpoueccop OfHOMOTOYHBIN peXNUM  MHOFOMNOTOYHbBIN PEXUM —

1 agpo KonunyecTBo agep =
KO/IMYeCTBY NOTOKOB

TBepOoTenbHbIN Hako-  3HayeHue TpebyemMoro ANCKOBOro npocTtpaHcTea He meHee 400THb
nnTenb MOXeT BbITb paccumMTaHo no dopmyrne

OnepaTtuBHasa NamMATb CyMMa 3HayeHun onepaTMBHOM NaMATU ANd Bcex [ Oe onepaTtuBHas
33,24 pe3epBHOro KONMpoBaHUs namATb OAHOro pecypca
pasHa 16 + 4% oT pas-
Mepa LefieBoro pecypca

MHTepdeincHoe ycTpon- CeTeBor aganTep —
CTBO

lpumep 1. Popmyna pacyéTa AUCKOBOro NpoCTpaHCTBa

Volresource

= m X (Sizehash + 20) X (K + 1) + Sizememdam

roe:

e K =1 nNpun 0gHOMNOTOYHOM PEXUME;

e K = worker_parallelism, ecnuM 3afaHbl MHOFOMOTOYHbIA  PEXUM
(enable_multithreading) vn cnabas geaynnukayums (enable_flexible_dedup);

o worker_parallelism — KO/IM4YeCTBO paboymx MOTOKOB, UCMOJIb3YyeMbIX 014
BbINONIHEHMA PK;

o enable_multithreading — ¢nar, ykasbiBatOLWMA Ha UCMOSIb30BaHNE MHOIO-
NMOTOYHOCTMN,

o enable_flexible_dedup — ¢nar, ykasbiBaloLWMUA HA UCNONb30BaHNE TMBKOMN
Aepynnukauyum;

o Volresource — 0OLWMIN O6BEM faHHbIX, Nognexawmnx PK;

o Sizep,ck — pasmep 6/10Ka fAaHHbIX, UCMNOoSb3yeMoro gna obpaboTKM faHHbIX BO
BpeMs PK (ana nynos Tunos "File system", "Tape library", "Cloud" pasmep 65noka
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anaeTca GUKCMpOBaHHbIM U paBeH 16384 b);
o Sizep,sn — pasMep xella, UCNOMb3yeMoro Ana uaeHTUbMKaunm AaHHbIX;
e 20 — MakcuMarsbHbI pa3Mep cepunanmsoBaHHOM No3uumm B panne;

e 71— BpemMeHHas 6asa A/1a BblYMCNEHNSA CUrHaTYypPbl MW OTNPaBKM Xellen Ha cep-
BEp;

o Sizeperadara — 3TO 0.02 x 06bEM pecypca

2.2. Tpeb6oBaHUA K NporpamMMHbIM cpeacTBam

[nAa BbINOMHEHUA PEe3epPBHOr0 KOMMPOBAHUA U BOCCTAHOBJIEHUA BUPTYallbHbIX MallWH
MK P-BupTtyanusauuns cpeacteamm CPK RuBackup Ha y3ne Heob6xogmMmo npenyCcTaHoB-
NeHHOoe nporpamMMHoe obecneyeHue:

e OonepaunoHHasa cuctema (ogHa una):

e R-Virtualization release 7.0.13;

e CentOS 7.

e NporpamMmHbIn Komnnekc P-Buptyanusauuns sepcus 7.0.13;

e YCTaHOB/IEHHblE FTOCTEBbIE MHCTPYMEHTbI, NOCTaBIseMble BMeCTe C NPOorpaMMHbIM
Komnnekcom P-BupTtyannsayus;

e yTUAUTaA prlctl Ansa ynpaeneHus cepsepamun P-BupTyanusaumm n Haxoaswmnmucs
Ha HUX BUPTYalbHbIMU CpedaMu;

e YTUNWTA virsh ONA ynpaBfeHUa rocTeBbIMUA MHCTPYMEHTAMU U TMNEPBU3OPOM.

[ns ynpaBneHns pe3epBHbIM KOMMPOBAHWEM N BOCCTAaHOBIIEHMEM BMPTYaslbHbIX MaLLWH
NporpaMMHoro komnnekca P-BupTyanusaumns pekoMeHaoBaHo cnenytollee nporpamMm-
Hoe obecneyeHue:

» MeHepxep AgMuHucTpaTopa RuBackup (RBM) gns ynpasneHus CPK.

Takxke nopgpepxusaetcsa ynpasneHnme CPK RuBackup nocpefCcTBOM KOHCOJbHbIX YTU-
T n MeHepxxepa knneHta RuBackup (RBC).
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3.1. MogroToBKa K ycTaHOBKE Moayns

naBa 3. YcTaHOBKaA

3.1. NMoaroroBka K ycTaHOBKe MOA YN

0 NpoBepbTe BbINOSHEHNE TPebOoBaHWN, YKa3aHHbIX B [ N1aBa 2.

3.1.1. MoarotoBka knmeHTta PK

e Ha y3ne, Ha KOTopoM bByaeT npousBefeHa ycTtaHoBKa moayns P-BupTyanusauma un
PasBEPHYT KIIMEHT Pe3epBHOro KONMPOBaHUA, NPOBEPbTE CeTEeBbIe HACTPOWKMU

e Knnent PK un mogynb P-BupTyanusauyuss MOryT ObiTb YCTaHOBJIEHbl Ha JiHO6OM
y35e — BMPTYyasibHOM WUn annapaTHOM, UMetoLLLeM CceTeBOM AOCTYN AA NoAKoYe-
HWA K cepBncaM nporpaMmMHoro Komnnekca P-BupTyanusauyms.

e Ha knneHTta PK pekomMeHfyeTCcAa aKTUBUPOBaTb QYHKLUMIO LeHTpann3oBaHHOro BOC-
CTaHOBJIEHMA B TeX Cy4yanax, Korga npefnonaraetca BOCCTaHOBNEHWE BUPTYyarbHOM
MallWHbl nocpeacTBoM MeHeaxxepa agMuHucTpaTtopa RuBackup (RBM). Ynpasne-
HUe QyHKUMEN LeHTPann3oBaHHOrO BOCCTAHOB/IEHNA aHHbIX obecneymBaeTca 3Ha-
yeHnem napameTpa centralizedrecovery KOHPUrypaLumMoHHOro danna
/opt/rubackup/etc/config.file Tekywero KJMEHTa pPe3epBHOro KonumpoBaHUA
RuBackup.

Jo6aBneHune penosutopun

B CentOS 7 pekoMeHAyeTCsa TakKXe BKIHYUTb penosntopun PowerTools, NOCKOMNbKY
nakeTbl EPEL MOryT 3aBUCETb OT MaKeTOB U3 HEro:

sudo dnf config-manager --set-enabled powertools

YcTaHoBKa 3aBUCUMMOCTEN

YcTaHOBUTE 3aBUCUMOCTMU, BbIMOSTHUB KOMaHAY:

sudo dnf intall qt5-gtbase-gui

HacTpoiika nepeMeHHbIX cpepbl

1. HacTpoinTe nepemMeHHble cpeabl 4J15 Nofib3oBaTensa root M NOJSib3oBaTeNA, KOTOPbIN
OyneT ocyuwecTBnATb 3anyck RBM:
o OTpefakTUPOBaB , BbINMOSIHMB KOMaHAY:

sudo nano /root/.bashrc
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o OTpefakTupymnTe ¢pann, nobasmB CTPOKU:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3TN nepemMeHHble Takxe MOXXHO onpenennTb B danne
/etc/environment.

o COXPaHNTE USMEHEHNA.

2. MNepengnte B KaTanor /root/, oA 3TOro BbIMNOSHUTE:
sudo cd /root
3. lMepesarpysnTte nepeMeHHbIe OKPYXXEHUS:

sudo source ~/.bashrc

3.2. YcTaHoBKa knueHTa PK (M moaynsa P-
BupTtyanusauus)

Ha nogrotoBneHHoOM ysne (BUpTyanbHOM UMM annapaTHOM) NpousBeguTe YCTaHOBKY
kKnueHTa PK RuBackup, BbINOSHNB KOMaHAb!:

CentOS

sudo dnf install ./rubackup-common-rvirt-<version>_el7.x86_64.rpm

sudo dnf install ./rubackup-client-rvirt-<version>_el7.x86_64.rpm

roe <version> — HoMep Bepcun mogynsa P-BupTtyanunsayma CPK RuBackup.

B npouecce ycTaHOBKM NakeToB ByAeT co3faHa AMpeKTopusa /opt/rubackup.

3.3. KoupurypuposaHue knueHTta PK

BbinonHnTe HacTponky kKomnoHeHTa CPK RuBackup, 3anycTmB Ha KaXX[OM XOCTe, Ha
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3.4. PesynbTaT KOHOUrypupoBaHusa knmeHTa PK

KOTOPOM PasBEPHYT KOMMNOHEHT CPK, UHTEPaKTUBHYO YTUAUTY rb_init, BbINOMHUB B
TepMuHane KoMaHay:

sudo rb_init

[anee ckoHpUrypmpymnte kKnneHt PK B MHTEpPaKTUBHOM peXnmMe B COOTBETCTBUMU C
AOKYMEHTOM «PyKOBOACTBO MO yCTaHOBKE M OOHOBJIEHUKO CEPBEPOB PE3EePBHONO KOMU-
POBaHUA.

3.4. Pe3ynbTaT KOHPUrypmupoeaHusa knmeHta PK

e B pesynbTate KoHpUrypmposaHus knmeHta PK 6yayT nobaBneHbl CETEBbIE CEPBUCHI
N co3faH KOHOUrypaunoHHbin ¢ann /opt/rubackup/etc/config.file C ycTaHOBNEH-
HbIMU MPU KOHOUIYPUPOBAHNU 3HAYEHNAMUM NapaMeTPoB.

e [NapameTpbl KOHOUrypaunoHHoro ¢amna npuBefeHbl B LOKYMeHTe «PyKOBOACTBO
CUCTEeMHOro agMnHmucTpaTtopa RuBackup».

e [lpun HEOBXO0AUMOCTU AN UBMEHEHUA 3HAUYEHUS napamMeTpoB:

e OTKpOMWTE dann ona pefakTUpoBaHUS, BbINOJIHMUB KOMaHAY B TepMUHarne:
sudo nano /opt/rubackup/etc/config.file
e OTPefaKTUpynTe 3HauyeHne napamMmeTpos;
e MPUMEHUTE U3MEHEHUA, nepesanycTus cepBuc knneHta PK RuBackup Ha y3ne, Ha

KOTOPOM YyCTaHOBIEH KNNeHT PK 1 Moaynb P-BupTyanusaums, BbINOMHMB KOMaHAY:

sudo systemctl restart rubackup_client
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naea 4. AnropuTMbl 3alLLUTHOrO
rnpeo6pasoBaHus

B knacTepHown cepBepHOM rpynnmMpoBKe Npu BOCCTAHOBMEHNN 3alLINGPOBaAHHOW pe3epBs-
HOM KOMUW Ha AOPYroM KIMEHTEe rpynnupoBKM HeobXOogMMO MCNONb30BaTb TOT Xe
MacTep-K/OY KNIMEHTA, C MOMOLLLbIO KOTOPOro Aenanachb gaHHasa Konus.

Tabnuua 2. ANropnUTMbl 3aLMTHOIO NPeobpasoBaHUs, AOCTYMHbIe B yTUanTe rbfd

Anroputm

Anubis
Aria
CAST6
Camellia

Kalyna

Kuznyechik

MARS
Rijndael

Serpent
Simon

SM4

Speck
Threefish

Twofish
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MoppepxuBaeman onuHa Mpumeuyanue
KJlova, ouTt

128, 256
128, 256
128, 256
128, 256

128, 256, 512 YKpauHCK1 HaLMOHasbHbIR
cTaHgapT ACTY 7624:2014

256 Poccuinckmnin HaumMoHanbHbIN
ctaHgapT N'OCT P 34.12-2015

128, 256

128, 256 Advanced Encryption
Standard (AES)

128, 256

128

128 Kntancknim HauMoHanbHbIA CTaH-
JapT ans 6ecrnpoBOfHbIX ceTen

128, 256

256, 512, 1024

128, 256



https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Threefish

5.1. OnucaHwne paboTbl C faHHbIMU

FnaBa 5. PaboTa ¢ faHHbIMM

5.1. OnucaHue pa6oTbl C faHHbIMU

PesepBHOe KonMpoBaHWe BUPTYasbHbIX MalUMH NpOrpaMMHOro Komnnekca P-BupTya-
nn3aumnsa BbinosHAeTCA 6es3areHTHbIM MeTofoM. [aHHbIA MeToh MCnonb3yeTca Ons
pe3epBHOro KOMUPOBaHWA U BOCCTAHOBMIEHUSA BUPTYaslbHbIX MalWH MNPOrpaMMHOro
KomMnnekca P-BupTyanusauyma 6e3 yctaHoBKM knneHTa PK RuBackup n mogynsa P-Bup-
Tyanusaumsa BHyTPb FOCTEBOM CUCTEMBbI, YTO NO3BOMAET CcO34aBaTh MNOJIHble, UHKPEMEH-
TanbHble U anddepeHunanbHble pes3epBHble Konum 6e3 OCTaHOBKM BUPTYanbHOM
MallKHbl (4TO obecneymBaeT HEMPEPbLIBHOCTb MpoLecca), C MUHUMANbHOW Harpy3Kown
Ha y3en 1 nokanbHyro ceTb LAN.

MNpepBapuTenbHO AN YCMNELWHOro BbIMOMHEHNSA Pe3ePBHOIo KOMMPOBaHUA 1 BOCCTaHOB-
NeHnA BUPTYanbHOW MallMHbI NpOrpamMMHOro komnnekca P-BupTyanusauusa passep-
HUTe KnneHT PK RuBackup Ha y3ne nporpamMmHoro komnsekca P-BupTtyanusaumsa. Tak-
e Ha y3en ¢ knneHToM PK RuBackup 1 nporpaMmMHbIM KoMnnekcom P-BupTtyanusauus
HeobXo4NMO YCTAHOBUTb YTUINTbI prlctl v virsh ona ynpaesneHus cepsepamun P-Bup-
Tyanusaumm n HaxogAWMMUCA Ha HUX BUPTYyasibHbIMU MaLlMHaMWU.

[Mpn 3anycke 3agayvn Ha co3gaHne pe3epBHOW KOMUKX BUPTYaNbHOW MalluHbI Moay b P-
BupTyanmsauma akcnopTupyeT KOHoUrypauuo pesepsmpyemon BM B KOHOUTYypaLMOH-
HbI pann .pvs Ha KNIMEHT pe3epBHOro konuposaHua RuBackup. lNpeasaputenbHoO cne-
AyeT nNo3aboTuUTCA O HanMunm cBobogHOro MecTa Ha aucke He MeHee 10% OoT ob6bEMa
pesepsupyemon BM. lMocne atoro 6ygeT npousBefeHa npoBepka cocTtosHuAa BM —
BKJ/IIOUEHa MNU BbIKOYeHa. B cnydae, ecnun BM BkntoyeHa, TO BbIMONMHAETCA CKPUNT
(NMpy  Hanuuuw), YyKaszaHHbIN [NS NapameTpa script_before_snapshot B TOHKWUX
HacTponkax mopyna P-BupTtyanusauusa. Oanee mopynb P-Buptyanmsauus oTpaér
KOMaHAY Ha y3en runepsunsopa 418 co34aHNA MTHOBEHHbIX CHUMKOB TeKYLLLero cocTtos-
HUA Kaxgoro gucka BM B ¢opmaTe .hdd ¢ nomowbto yTunuTbl virsh. B cny4dae, ecnu
BM BKntOYeHa, TO BbINOMHAETCA CKPUNT (MpW Hanuumu), yKasaHHbI NS napameTtpa
script_after_snapshot B TOHKMX HacTponkax mopyna P-BupTtyanusauua. [locne
BbIMONHEHMA cKpunTa (Npwn Hanuuyum) moaynb P-BupTyanusauma onpegenseTt nyTn Ao
Kaxaoro pgucka pesepsupyemonn BM 1 BbINOSHAET COOTBETCTBYIOLWLYO 3anncb B
rbfd_file_list un akcnopTupyeT Ha Meanacepsep RuBackup ¢ann koHourypauum BM
(MeTapgaHHble), npenBapuUTENlIbHO CKOMUMPOBAHHbLIN Ha KAMEHT PK, M MrHOBEHHble
CHUMKMN COCTOSIHMA BCEX AUCKOB BUPTYasibHOM MalUMHbI C TMnepBun3opa NporpamMmmMHoOro
KoMnnekca P-BupTyanunsauusa. PesepBHas konua BM ¢opmupyetcsa ns panna metagaH-
HbIX U Konuu auckos BM. B cnyyae nepepadn pe3epBHOW KOMUKU B XpaHunuwie genyn-
NNLUNPOBAaHHbBIX Pe3epBHbIX KOMUA BCerga npoucxoanT nepepava To/IbKO TeX YHUKalb-
HbIX 610KOB (415 TOro Xe Tuna NCTOYHUKA aHHbIX), KOTOPbIX eLe HET B XpaHUuLLE.

MNMocne BbINOMHEHUA PE3epPBHOIN0 KOMWPOBAHWS MIHOBEHHblE CHUMKW COCTOsIHUS BM
6ynyT yaaneHbl Ha y3ne runepsmsopa.
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CxeMa npouecca pes3epBHOro KOMMPOBAHUSA M BOCCTAHOBIEHUA BUPTYaNbHbIX MalUWH
nporpaMMHoro Komnnekca P-BupTyannsauunsa npusegeHa Ha pucyHke 1.

IKCMOPT MIHOBEHHBIX CHUMKOE COCTORHWE guckoe BM

| PesepEHOE KONWMPOBAHWE ‘ Pe3epEHOE KONUPOBAHWE

CpoyHoe Mo pacnucaHno
! E OpaHa BM | Tpynna BM

| [
l |

cozganve Mpaevna mMoGankHoro PacnucaHua

cozgaHue CTpaTern

cosganne Mpaenna cTparenu

EM 1 BM N

i

BoccTaHoBneHne n3
pe3epEHOM KOMUK

T

YCNOBHbIE 0G03HAYEHNA:

- hyHEYHoHan RBM
- NpOrpaMMHBIA KOMRAEKE P-BUPTYANM3aLna

PucyHok 1. CTpyKTypHas CxemMa pe3epBHOro KonMpoBaHUA N BOCCTAHOBMEHUSA BUPTYabHbIX MaunH MK
P-BupTtyanusauyma ns PK

lNonHoe BoOCCTaHOBMEHWE BUPTYaslbHbIX MalUMH BbIMNOMHAETCA U3 UHKPEeMEHTaNbHOW,
anddepeHUnanbHOM UNK NONHON pesepBHOM Konun BM ¢ cosgaHmem HOBOW BUPTYyasb-
HOW MalUWHbI B MporpaMMHoOM Komnnekce P-BupTyanusauyms. [py aToM Npon3BOANUTCSA
BOCCTaHOBJIEHNE MNOC/IeAHEero COCTOAHUA WM COCTOAHUA Ha npeablaywuin MOMEHT
BpeMeHu B Clflyyae OTKasa WUCXOOHOW BUPTyasibHOW MaluHbl. 3TOT npouecc TpebyeTt
6onblle BpeMeHN U pecypcoB, HO obecrneymBaeT NOJHYHO NPOU3BOAUTENBHOCTbL Oornepa-
LUM1 BBOAA-BbIBOAA AMUCKA.

Mpwn 3anycke 3agayn Ha BOCCTAHOBJIEHME BUPTYaNbHOW MallMHbI U3 PEe3epPBHON KOMUK
OyaeT BbIMNOSIHEHA pacnakOBKa PEe3epBHOM KOMUU B YKa3aHHYH JSIOKaNbHYHO MNanky Ha
y3ne knueHta PK ¢ moaynem P-BupTyanusauyumsa, gna 4ero Heobxogumo npepBapu-
TenbHO obecneunTb cBOOOAHOE MEeCTO Ha Aucke He MeHee 110% oT o6bEémMa BOCCTa-
HaBnmBaemon BM. Ecnn akTuBmpoBaH nepekntoyaTtenb keep_original_vm_uuid, TO
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5.2. OnncaHune paboTbl ¢ gaHHbIMK B RBM

HoBas co3gaHHaa BM byaeT nmeTtb ngeHtupukaTop UUID BoccTaHaBnmBaemomn BM.

Mpu coxpaHeHun UUID BupTyanbHOM MallnHbl B NpOorpaMMHOM Komrsekce P-
BupTyanunsaumsa gonkKHa OTCYyTCTBOBaTb UCXOAHasA (OpuUrnMHanbHas) BUpTyanb-
Haf MallnHa, MHa4ye 3afiaya BOCCTAHOBMIEHUNA pe3epBHOM Konuu byaeTt 3aBep-
WweHa ¢ owmnbkon!

MNpwn feakTMBMPOBaHHOM MepekstovaTene Hosada BM 6yaeTt cosfgaHa ¢ Mpou3BOJbHbIM
UulID.

MAC-agpec ceTteBoro obopyaoBaHus byaeT 3agaH B COOTBETCTBUM C YCTAHOBNEHHbIM
3HayeHMeM napameTpa mac_address.

[anee nokanbHaa nanka ¢ BOCCTaHoOBAeHHOM BM bypeT nepemmeHoBaHa B ¢opmaTte
<UUID_vm>-rubackup-restored-0, roe UID_vm — ugeHTtudukatop UUID HoBOM BUPTY-
aflbHOW MalUMHbl, B KOTOpYH ByneT BOCCTAHOBJ/IEHa pes3epBHasa Konuva. pu nomMoLm
yTunnTbl prlctl gaHHaa nanka 6ygeT cYMTaHa, Kak HoBas BUPTYyanbHas MalluHa.

JlokanbHOe BOCCTaHOBEHNE BUPTYaJibHbIX MallH MporpaMMHOro KomMnJjiekca P-BI/Ip-
Tyannsaunma BO3SMOXKHO:

e B KOHCONM Ha y3ne knmeHTa PK ¢ ycTaHoBneHHbIM Moaynem P-BupTyanusauyums
NOCPeaACTBOM YTUNUT rb_archives wunu rb_repository. llogpobHoe onucaHue
paboTbl C YTUIMNTOW nNpPuUBEAEHO B AOKYMeHTe «YTUAUTbl KOMaHOHOM CTPOKWU
RuBackup»;

e nocpencteoM MeHepxxepa knueHTta RuBackup. lNogpobHoe onucaHue paboTbl C
YyTUNUTOM NpUBEAEHO B AOKYMeHTe «PykoBogCcTBe nonb3oBaTtens RuBackup».

LieHTpann3oBaHHOE BOCCTaHOBMIEHNE BUMPTYasbHbIX MallUH NPOrpaMMHOro Komriekca
BO3MOXHO TaKXe nocpeacTsoM MeHeaykepa agMuHMcTpaTopa RuBackup.

5.2. OnucaHue pa6oTbl ¢ gaHHbiMu B RBM
* PK gnsi ogHon BM no pacnucaHmto. [1ns BbINOSIHEHNS pe3epBHOI0 KONMpOoBaHNs aunc-
KOB OOHOW BUPTYanbHOM MallUHbI MO pacnucaHuo HeobxogmMmo:
1. 3anycTuTb MeHepxep AagMuHucTpaTtopa RuBackup (RBM) (Pazgen 5.4.1);
2. aBTOpM30BaTbCA C NpaBaMun agMUHUCTpaTopa (Paspen 5.4.2);

3. NpoBepuTb cTaTyc KNneHta PK, Ha KOTOpOM pasBEpHYT Moaynb P-Buptyanusa-
una (Paspen 5.4.3);

4. co3paTtb M HacTpouTb npasuno (Pazgen 5.4.5) NOMHOro pesepBHOro KonupoBa-
HUA A8 CO30aHMA NNaHOBbIX PE3ePBHbIX KOMUA BO3MOXHO ABYMS cnocobamu:

= B pasfgene «nobanbHoe pacnucaHue», HaxaB KHOMKY «Jlo6aBuTb» U
HacTpouB co3naBaemoe paBuno;
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3.

6.

. PK

= B pasgenie «O6bekTbl», BblObpaB BkNagky «lpasuna» n HaXxkaB KHoMky «[loba-
BUTbY;

o MpaBuno AOMKHO MMeTb cTaTyCc «run» (3anywi,eHo) AN BbIMNOMHEHUA
pPe3epPBHOro KOMMPOBaHWS MO PacrnucaHuio.

B pasgene «O4yepefb 3agay» OOCTYMNHO OTCMEXWBaHME CTaTycCa BbIMOSIHEHHbIX U
X0[, BbIMONIHAEMOM 33424 pe3epBHOro konnposaHusa (Pazgen 5.4.6);

B pe3yfibTaTe BbINOJIHEHUSA 33a[a4yM pe3epBHas Konua 6yaeT nepemelleHa B Xpa-
HUNMLLE, a eé MeTaaHHble JOCTYMNHbI B pa3aene «Penosntopuin».

Ana rpynnol BM no pacnucaHuto. Ona BbINOSIHEHUSA PE3EPBHOINO KOMUPOBAHWS

rpynnbl BUPTYanbHbIX MalLWH MO pacnncaHno He06X0aANMO:

1.
2.

3anyctutb MeHegxep AgMunHucTpaTopa Rubackup (RBM);
aBTOPM30BaTbCA C NpaBaMn agMUHUCTPATOPA;

NPOBepUTb CTaTyC KnneHTa PK, Ha KOTOpOM pa3BépHyT Moaynb P-BupTyanusa-
Lus;

C030aTb N HACTPOUTb NMocneaoBaTesibHO:

» CTPATErno MOMIHOTO PE3epPBHOr0 KOMUPOBAHMA ANA CO34aHWUS MIaHOBbIX
pe3epBHbIX KONWi B pasaene «CTpaTerumy, Haxas KHOMKY «J1o6aBuTb;

= NpaBwuno cTpaTterum gna kaxgonm BM B pasgene «CTtpaTernm», BblgeNNB HYX-
HYHO CTpaTermio U HaxkaB KHormnky «[llpasuna». [MMoBTOpPUTb Cco3haHne npasuna
Ansa Kkaxpon BM;

o MpaBuno AOMKHO MMeTb cTaTyCc «run» (3anywieHo) AN BbIMNOMHEHUA
pPe3epPBHOro KOMMPOBaHUSA MO PacnucaHuio.

B paspnene «Oyepeb 3agay» OOCTYMHO OTCNEXMBaHME CTaTycCca BbIMNOIHEHHbIX U
X0[, BbINOJSIHAEMOM 3a4a4 pe3epBHOro KONMpoBaHus;

B pe3ynbTaTe BbINOMHEHUA 3ajadn pesepBHble KOMUU BUPTYalbHbIX MalUMH
6yaoyT nepemelleHbl B XpaHunuvwe, a UX MeTafaHHble AOCTYMHbl B pasgene
«Pernosuntopuiny.

e CpouHoe PK. Cpo4yHOe pe3epBHOe KOMMpoBaHMe BbINOHAETCA ANA ogHon BM:

1.
2.
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3anyctutb MeHegxep AgMunHucTpaTopa RuBackup (RBM);
aBTOPWU30BaTbCA C NpaBaMu agMUHUCTPATOPA;

NPOBepUTb CTaTyC KnneHTa PK, Ha KOTOpOoM pa3BépHyT Moaynb P-BupTyanusa-
Lus;

BbIMOSIHNTb CPOYHOE pPe3EPBHOE KOMMPOBaHNE BO3MOXHO ABYMS cnocobamu:

= ObICTPbIV AOCTYMN K QYHKLMN CPOYHOIO PE3EPBHON0 KONMMPOBAHWUA MO HaXaTUko
Ha KHoMkKy «CpoyHoe PK» Ha BepxHen naHenn RBM;




5.3. OcobeHHocTN HacTpornkn RBM gna PK BUpTyanbHOM MaLLvHbI

= B pasgene «O6beKTbl», BblAENMB KNneHTa PK, KOTopbIV OCYyLLEeCTBNAET ynpas-
NeHne pesepBHbIM KonuposaHneM BM, 1 HaXxxaB NosBMBLLYIOCA KHOMKY «Cpoy-
Hoe PK»;

5. B pa3gene «Oyepeab 3aga4y» AOCTYMHO OTC/EXMBaHME CTaTyca BbIMOSIHEHHbIX U
XO[, BbINOMHAEMOW 3324 Pe3epBHOro KONMPOBaHMS;

6. B pe3ynbTaTe BbINO/HEHUS 3a4a4yn pesepBHan konua BM 6ygeT nepemelleHa B
XpaHunuiLe, a eé MeTagaHHble AOCTYMHbI B pa3aene «Penosntopuin.

e BoccTaHoBneHne 13 PK. [1na BbINoMHEHNA BOCCTaHOBMEHNA BM 13 pe3epBHON Konumn
HeobxogmMmo:

1. 3anycTuTb MeHegxep AogMuHmncTpatopa RuBackup (RBM);
2. aBTOpM30BaTbCA C NpaBaMu agMUHUCTPATOPA;

3. NpoBepuTb cTaTyc KNueHTa PK, Ha KOTopoM pasBEPHYT Moaynb P-BupTyanusa-
LS,

4. B pasgene «Penosntopuin» Boibpatb PK 1 HaxaTb KHOMKY «BOCCTaHOBUTLY;

5. B pasfgene «O4yepenb 3agay» AOCTYMHO OTCEXMBaHWE CTaTyca BbINOSIHEHHbIX U
X0[, BbIMONIHAEMOM 3a4a4 BOCCTAHOB/IEHNA pPe3epPBHOWN KOMUK;

6. B pesynbTaTe NpousBeLeHO BOCCTaAHOBNEHME yAaneHHON U n3MeHéHHon BM
[0 COCTOSAHUSA, B KOTOPOM OHa 6blfla Ha MOMEHT CO34aHNA Pe3ePBHOMN KOMUN.

5.3. Oco6eHHocTU HacTpouku RBM gnsa PK BuptyanbHoun
MalLlUUHbI

Mpw BbINOHEHUM NHOBOrO CLieHapus, OnNncaHHoOro B noapasgene Pasgen 5.2 HacTos-
LLero JOKyMeHTa, crieqyeT npu HacTpoViKe NpaBui, CTpaTernn, BocctTaHoBneHus us PK
B COOTBETCTBYHLLMX NONAX YKasaTb cheaytolme AaHHble:

e B none «KnueHT» Bbi6paTb W3 BbiNagaroLwWwero cnucka nma knmeHta PK, Ha KoTopom
pas3BEPHYT Moaynb P-BupTyanusaumna n npefocTtaBfeH ceTeBor AOCTYM K Y31y Npo-
rpaMMHOro komMmnnekca P-Buptyannsayus;

B none «Tun pecypca» BblbpaTb U3 BbiNagarow,ero cnmcka «R-Virtualization VM»;

npu HEo6Xo4NUMOCTH NPON3BECTUN TOHKYIO HaCTpOIZKy Moaynda P-BI/IpTyaJ'II/IBaLI,I/IFI;

B none «Pecypc» BbibpaTb BM, pesepBHasa Konma KoTopon 6yneT co3faHa;

B none «Tun PK» Bbl6paTb «lMonHoe», «MHKpeMeHTanbHoe» nnu «uddepeHymans-
Hoe».

5.4. Co3pgaHue pe3epeHou konuu BM no pacnucaHuio B
RBM
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5.4.1. 3anyck MeHep)xep AgMmuHucTpatopa RuBackup (RBM)

OkoHHoe npunoxeHne MeHepxep AgMnHuctpaTopa RuBackup (RBM) npegHasHayeHo
AN aAMUHUCTPUPOBaHUA cepBepHOW rpynnupoBkn RuBackup, Bknrovasa ynpasreHue
KnneHTamun, rnobanbHbiM pacnucaHnemM, XpaHunuwamMm pes3epBHbIX KONMUA U ApyruMu
napameTpamm CPK RuBackup.

Ona 3anycka MeHep)xepa AaMuUHUCTpaTopa RuBackup cnegyet BbIMONMHUTL B TEPMU-
Hane KOMaHA4y:

/opt/rubackup/bin/rbm&

5.4.2. AyTeHTudukayusa nonb3osartensa 8 RBM

JlocTyn K cuctemMe pe3epBHOro KOMUPOBAHUA OCYLLECTBNAETCSA Ha OCHOBE POJIeBOWM
MOAENWN yrnpaBieHns JOCTYMNOM.

[na ynpaBneHus pe3epBHbIM KonMpoBaHnem BM nonb3oBaTenb AONMXKEH ObiTb aBTOPU-
30BaH C nNpaBamMmu cynepnonb3oBaTtens (AgMuHucTtpaTtop CPK) mnn agMuHucTpaTtopa
(Monb3oBaTtenb CPK).

Mpn 3anycke RBM BaM noTpebyeTcsa nponTn ayTeHTUOMKaLUKO B AMANOrOBOM OKHe,
AOCTYyNHOM nocrie 3anycka RBM, gns atoro eBegute (pucyHoK 2):

+ B nosie «<Mma cepeepa Rubackup» — ip-agpec nnm nma ysna, Ha KOTOPOM pasBEp-
HYT OCHOBHOW cepBep pe3epBHOro konnposaHma RuBackup;

e B nons «MMma nonb3oBatensa» 1 «laponb» — y4YE€THble fJaHHble AAMUHUCTPATOpa
CPK nnu Nonb3osaTtensa CPK (norvH n naponb);

e B none «Tun ayTeHTUPUKauumn» — Bblbepnte 6asy faHHbIX ONa ayTeHTUdMKaumm
YUYETHbIX AaHHbIX : RuBackup DB (6a3a gaHHbIx Postgresqgl (C MeHeM Mo yMON4YaHuo
rubackup), cosgaHHas npu pasBeépTbiBaHUN cepBepa RuBackup, raoe xpaHATCcA gaH-
Hble YYETHbIX 3anucen nosnb3oBaTtenen Rubackup, nnn MS Active Directory (6asa
AaHHbIX YYETHbIX AaHHbIX Nonb3oBaTenen MS AD).
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5.4. CospaHue pesepsHom konun BM no pacnucaHuio 8 RBM

RuBackup Manager

Nma cepeepa RuBackup
localhost|

WNma nonsb3oBaTens

rubackup

MNaponb

TWun ayTeHTUdUKaLKK
RuBackup DB

BonTtk

PucyHok 2. ilnanorosoe okHO Ha cTpaHuLe aBTopusauum RBM

5.4.3. Ctatyc knueHTta PK

[ns BbINOMHEHUA pPe3epBHOr0 KOMMPOBaHWUA KMeHT PK ponkeH 6biTb aBTOPM30BaH
afMUHUCTPATOPOM Ha ocHOBHOM cepsepe CPK RuBackup.

[Mocne ycnewHon ayTeHTUdMKaumm B RBM gna onpeneneHnsa ctaTyca KiMeHTa peseps-
HOro KOMUPOBaHWA OTKPOWTe pasgen «AOMUHUCTpUpoOBaHMe», B nogpasgene «O6b-
eKTbl» BblbepuTe 610K L «KnneHTbI».

B oTkpbiBLIEMCA OKHe ByayT OoTObOpaXKeHbl BCe aBTOPU30BaHHble KNNeHTbl PK 1 BbiBe-
[eHO cooblieHMe O HeaBTOPU30BaHHbIX KnuMeHTax PK, ecnu Takme cywecTBYHOT B
NHOPACTPYKTYpe pe3epBHOro KONMpoBaHUsA (prcyHOK 3), C BbIBOAOM CNeayHLWMX OaH-
HbIX B TabnM4yHOM Buge:

e ID — npgeHTUPUKaTOp KNneHTa PK;

e UMAa — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;

o Tun HaumeHoBaHue OC — OC, ncnonbayemon Ha knneHTte PK;

« EMKocTb xpaHnnnw,a — o6wuin pasmep xpaHunuwia B ['b;

e LleHTpanusoBaHHOe BOCCTaHOB/IeHUe — Bk/toYeHa (1) unu BbikmtoveHa (0) yHK-
LINS LeHTPanM30BaHHOro BOCCTAHOBNEHUS AaHHbIX KnneHTa PK;

o Bepcusa — HomMep Bepcumn yctaHoBneHHoro N0 knneHTa PK.

Mpn Hanuumn B UHOpacTpykType PK HeaBTOpW30OBaHHOro knueHta 6yget akTuBHa
KHOMKa (& HeasTopusosaribie kamenTs |1 BpIBEAEHO YBELOMJIEHME O KONMMYECTBE HEABTOPU30-
BaHHbIX KIMEHTOB Ha NIeBON 6OKOBOM NaHeNV [ e
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&£ a4 @

NobaeuTs  f HEeaBTOPM3OBAHHLIE KTMEHTHI iE]

e MOHWTOPUHIa

Qo

*ID ims WmMs rpynns Tun OC CraTtyc EMKOCTB XpaHMnMLa LUeHTpanW3oBaHHOe BOCCTaHOBNEHWE Bepcus

|'5_l CTpaTerum 2 server No group Linux I': B CETH \ 10 true 2.1.1.60e832b

[El rno6ansmoe pacnncanne
[E] Yaanéuman pennukauma
I‘-E Penozntopuia

E] ouepeas 3apau

epsl RuBackup

& AaMUHWCTPHpOBaHWe

PucyHok 3. OKHO «KnneHTbl» pasgena «AGMUHUCTPUPOBAHMEY

Bce HOBble KMMeHTbl JOKHbI 6bITb aBTOPM30BaHbl B CUCTEME Pe3epBHOro KOnMpoBsa-
HMA RuBackup.

5.4.4. AsTopusayus knmeHTa PK

Ona aBTopusayunm knueHta PK HaxXmute B okHe «KnueHTbl» (pucyHok 3) Ha BEpPXHen
naHenn KHOMKY WM Ha yBeAOMJIEHME O KOJIMYECTBE HEABTOPM3OBAHHbIX K/IMEHTOB Ha
neson 6OKOBOW MaHenu .

B oTKpbiBlWEMCA OKHe «HeaBTopu3oBaHHble KnneHTbl PK» BbiBeAeH CMUCOK BCeX KNu-
eHToB PK, oxugarowmx asTopusaumm (pncyHok 4) ¢ BbIBOAOM CNefyHLWMX OaHHbIX B
TabnnyHoM Buae:

e ID — ngeHTnPUKaTop knmeHTta PK B cTpykType CPK RuBackup;

e UMA — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;

¢ Tun OC — HanmMeHoBaHWe OC, ncnonb3yemMon Ha y3ne kKnmeHTa PK;

e AucTtpubbloTop OC — KomMnaHus-paspaboTumk OC, yCTaHOBMIEHHOMN Ha Yy3ne Kin-
eHTa PK;

e MAC — ngeHTndumnkaTop CeTEBOW KapThbl, NICNOJSIb3YEMON KNMEHTOM PK;

e Ipv4 — ip-agpec y3na knueHTa PK, ncnonbsyembin npu nepegade gaHHbIX No npo-
Tokony lpv4;

e Ipv6 — ip-agpec y3na knveHTa PK, ncrnonbsyembln npu nepegave faHHbIX Mo npo-
TOoKONy lpve;
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e« HWID — yHuKanbHoe annapaTHoOe NMSA MalluHbl, HA KOTOPOW Pa3BEPHYT KINeEHT PK;
» NMocnegHAa aKTUBHOCTb — NOCNIEAHAA aKTUBHOCTb kKnneHTa PK;

* Bepcus — HOMep Bepcum ycTaHoBneHHoro MO knueHTa PK.

1 HEABTOPWIOBAHHLIX KNMEHTOR

Wna Cramyc Tun OC AucTpuBslotop OC MAC IPv4 IPv6 HWID MOCNEAHAR AKTHBHOCTE Bepcua

2 client CB(_ETM j: Linux astra 52:54:00 10.7.6.1 feBO0:5( d0c7373! 2024.08.22 11:00 2.1.1.60e8

NEHHaA pennukaLmMa
8 Penozutopuii
= | Ouepeas 3aga4

Z Cepeepsl RuBackup

[= ¥ypHane:

£ AgMuHICTpUpoBaHe

PucyHok 4. OkHO «HeaBTopu3oBaHHble KnneHTbl PK»
1. Bbl6epVITe HY>XHOro HeaBTOPMN30OBaAHHOIO KJIMEHTaA N Ha>XMUTE CTaBLUYHO aKTUBHOW
KHOMKY & Astopusosate « ABTOPU3OBaTbY.

2. B noasmuBlIEMCA OKHe MOATBEPXAEHUA HaxXMuTe KHomKy «[a» Ana npoaosiKeHus
aBTopusaummn knueHta PK.

3. MNocne ycnewHon aBTopuU3aLnm HOBbIN KIMeHT PK 6yaeT oTobpaxEeH B okHe «Knn-
EeHTbI» pasgena «AGMUHUCTPUPOBaHNE» N B OKHe pasgena «O6beKTbl» (pUCyHOK 5).
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-
" Ru 2 8 @

= 3agaqn MNpasuna Mpaewnna cTRaTErnM PenoanTopui YpanEHHanR pENAnKaLUNA MnaH saccTH

= No group iE)

,E,E Mauvens MOHUTOPKMHNA

) DbrexTo v rvirt *ID Tun WMA knnenTa Cratye Tun pecypca e
Obtek

:
=l CrpaTerun -

5 noBansHoe pacnucanne
(@] YoanéHHas penankauma
B PenoauTopui

2] Ovepene sanau

[+ WypHanw

£ ASMWHWCTpHpOBaHKE

PucyHok 5. OkHo pasgena «O6beKTbl»

5.4.5. Co3pgaHuve npaBuna rno6asbHOro pacnmcaHus

[ns BbINONMHEHUA pPeErynspHOro pPes3epBHOr0 KOMUPOBaHME KOMMOHEHTOB MOYTOBOW
cuUcTeMbl, He06XoANMMO cos3faTtb NpaBuio B rnobanbHOM pacnucaHuu. B cnydyae rpyn-
NOBbIX OnepaLun MOXHO TaK Xe UCNosib30BaTb CTpaTErnm pes3epBHOro KONMPOBaHUA.

[na cospaHus npaswuia rno6anbHoOro pacnmncaHna BbiNnONHUTE cneayrowune 0EeNCTBUSA:

1. Nepengnte B pasgen «O6beKTb», BblbepuTe BKNagKy «lpaBuna» M HaXXMUTe Ha
KHOMKY «[]o06aBUTb» (PUCYHOK B).

1™
¢ Ru & B @

83 MaHens MOHUTOPUHIa » No group 2

» group vID WMs rnobansHoro pacnucaHns CraTtyc Wma knmeHTa HWID Wma nyna

L] O6bekTh

CrpaTeruu

[E| rnobansHoe pacnucaHue
YpnanéHHasa pennukauus
& PenosvTopuit

Ouepens 3aaay

& Cepeepsl RuBackup

=] XypHansi

£ AaMUHWUCTpUpOBaHWe

B  rubackup@localhost

PucyHok 6. OkHo Bkagku «lMpasuna» B pasgene «O6beKTbl»
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2. B oTkpbiBWEMCA OKHe (pucyHoK 7) Aana HacTporku PK BM BbINONHMTE HaCTPOMKMU
cosfaBaeMoro npaswusna un wabsoHa rnobanbHOro pacnnucaHus, HaCTPONKN KOTOPOro
pacnpoCTpaHATCA Ha BCe npasuna rnobasnbHOro pacnmcaHus.

"\
Ru & 8 @
[o6asuTb NpaBwno rnobansHoro pacnucaHus + MNpuMeHnTE
59 MaHenb MOHUTOPUHIa
!‘Ipaauna rnobankHoro pacnucaHusa
ObbekTsl
CTpaTterum MapameTpel npasuna
HazeaHwe npasuna
InobanbHoe pacnucaHue
Knnent r-virt4 (4404e151b0835808) v
YaanéHHas penavkauua
Twn pecypca R-Virtualization VM B J-
& Peno3uTopuit
Pecypc * n
E OHEpenkaanaY Tun PK MonHas ~
{5 Cepeepsl RuBackup
JononHuTencHble NapaMeTpel Npasuna
[=] XypHanb
~ EMKOCTb XpaHunuwa Inf ré
& AnMuHucTpupoBaHne X
EMKOCTb XpaHunuwa KnmeHTa Inf re
MNpwopuTeT 100 +
3alwnTHoe npeobpa3oBaHue nocrypt v
CKpWNT MpU HOPMasibHOM BbIMOJIHEHWH n
CKpWNT NpK BeINOAHEHWW € OWKMDBKamMn -
CKDMHT npw BOCCTAHOBNEHWM - @

HobaeuTe npaesnno B wabnoH

LWabnoH rnobaneHore pacnucaHua

B  rubackup@localhost

PI/IC)/HOK 7. OKHO co3pgaHua npaBuna rnobanbHoOro pacnncaHna pes3epBHOro KonnpoBaHuA
BbINOSIHUTE HACTPOVIKM CO34,aBaeMOro npaBuia Pe3epBHOro KONMpoBaHUs:

o MapamMeTpbl NpaBuna (pucyHok 8):

NapameTpbl Nnpasuna

HazsaHwne npaenna

Knwent r-virt4 (4404e151b0835808) v
Twn pecypca R-Virtualization VM KW ] -
Pecypc * -
Tun PK GLEEE] v

PucyHok 8. OkHo cosgaHus npasuna rnobanbHOro pacnnucaHnsa pesepBHOro KONMpoBaHKUA.
HacTpolika npasuna — lMapamMeTpbl Npasuna

o B none «KnueHT» BbIGEpUTE KIMEHTA, Y KOTOPOro eCTb AOCTYMN NO CETU K BUPTY-
anbHbIM MalUWMHaM NPOrpamMMHOro Komnnekca P-BupTyanusauus;

o B nofie «Tun pecypca» BbibepnTe TUMN pe3epBUPYEMOro pecypca 13 Bbinagaro-
wero cnmucka — R-Virtualization VM. Tlone coaep>XuT AOMNONHUTENbHO TOHKUe
HacTpoiku moayna P-BupTtyanusayua, KOTopble MOXHO M3MEHUTb HaXaTUem
KHOMKMN . MoppobHee 0 HacTpownkax cMoTpu B [ nasa 9;

o B none «Pecypc» — HaXXMUTe KHOMKY 1 BbiGepuTe B pasBepHyBLLUEMCS OKHe BM,
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ANA KOTOpOW 6ymeT co3daHo MnpaBuno rnobanbHOro pacnucaHus, U3 crucka
AOCTYMHbIX B MPOrpaMMHOM Komnnekce P-BupTyanusaums;

o B none «Tun PK» — 0OCTYMHO NOMHOE, UHKPeMeHTanbHoe 1 anddepeHumansHoe
pe3epBHOE KONMUPOBaHWUE;

o [OMNONHUTENbHbIE NapaMeTpbl Npasuna (prucyHok 9):

ﬂDI‘IO)‘IHMTeﬂhHHE napamMeTpel Npasuna
EMKOCTL xpaHnnMwa Inf ré
EMKOCTbL XpaHnIMLLa KNMeHTa Inf ré
MpwopuTeT 100 +
3awmTHoe npeobpasosaHne nocrypt v
CKpWMNT MpY HOPManbHOM BbINOHEHNN n

CKpMNT MpW BbINONHEHUN € OWKGKaMK -

CKPWNT MPX BOCCTAHOBNEHNN n

PuncyHok 9. OkHO cosfaHus npasuna rnobanbHOro pacnmcaHnsa pesepBHOro KONMpoBaHus.
HacTpolika npasuna — [ononHUTeNbHblE NapaMeTpbl Npasuna

o B none «EMKOCTb XpaHUNMLLA» YKaXUTe MaKCUMarbHbIA pasmep nyna ana xpa-
HeHnA PK, cosgaHHbIX MO AaHHOMY npaBusy. 3HadeHune no yMosiYaHuto. [daHHbin
napamMeTp AOCTYMNeH, eCNn B HacTporkax rnobanbHOM KoHOUrypaumm akTMBnpo-
BaH nepekntoyaTesib «OrpaHnyeHns EMKOCTM oNna rnobanbHOro pacnnucaHnsay;

o B nofie «<EMKOCTb XpaHUNULLA KJIMEHTa» YKaXWTe MakCUMarbHbIi pasmep xpa-
HUNUWa Tekyuwiero knneHTta PK. [JaHHbIM napameTp OOCTYMNeH, eCnNu B HacTpoun-
Kax rnobasnbHOM KOHUrypauum akTuBMpoOBaH nepekovaTens «OrpaHnyeHus
EMKOCTW OJ151 KITUEHTOBY;

o B rnone «Mpuoputer» MoXeT cogepxaTtb 3HayeHne ot 100 go 1000. Yem Bbliwe
3HayeHue, TeM BbllLe NPUOPUTET BbINONHEHUA NPaBUNa;

o B nojie «3alWuTHOe npeo6GpasoBaHue» MO YMONYaHUKO BbIGpaHO 3HayeHue
«nocrypt» — 6e3 ucnonb3oBaHUA 3aWMTHOro npeobpasosaHna PK. B cnydae
BbI6opa anropntMa 3aWmnTHOro npeobpasoBaHna cM. Tabnuyy:

Tabnvya 3. AropuTMbl 3aLynMTHOroO nNpeobpasoBaHus, 4OCTYMNHbIe B yTuanTe rbfd

Anroputm MopnepxveBaemas AoNvHa MpumeyaHue
KJova, 6uT
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpauHCKMUN HaLNOHasbHbIR

ctaHgapt ACTY 7624:2014

Kuznyechik 256 Poccuinckuin HaunoHanbHbIN
cTaHpapT FOCT P 34.12-2015

MARS 128, 256
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Anroputm MopnaepxveaemMas ANvHa MpumeyaHue
KJova, 6uT
Rijndael 128, 256 Advanced Encryption
Standard (AES)
Serpent 128, 256
Simon 128
SM4 128 Kntanckunm HaunoOHanbHbIA CTaH-
bapT gna 6ecnpoBoOHbIX ceTen
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256

e B Nnosie «CKpUNT NpuU HOPMaJZibHOM BbINOJIHEHUN» YKaXWUTe NYyTb PacnofioXeHUs
cKpunTa npy HopManbHOM BbinonHeHUn PK /opt/rubackup/scripts/Baw_ckpunT.sh.
CKpuNT He BXOOUT B KOMMJIEKT MOCTaBKN N ABMAAETCA AOMOMHNUTENbHOM OMNLMOHaNb-
HOM BO3MOXHOCTbIO, CO34aHNe KOTOopon obecneymBaeT 3akasuuk. [NogpobHoe onun-
CaHue apryMeHToB CKpunTa npuBeaeHo B PYyKOBOACTBE CUCTEMHOrO aAMUHUCTPa-
TOpa;

¢ B NnoJjie «CKpUNT NMpPU BbINOJIHEHUU C OLLMOKAMMU» BbINOSIHEHUN» YKaXUTe NMyTb pac-
NOJIOXKEHUA cKpunTa npu BbINOJIHEHUU PK C owmnbkon
/opt/rubackup/scripts/Bau_ckpunt.sh. CKpUNT HE BXOAUT B KOMMJIEKT NOCTaBKN U
ABNAETCA [LOMNONHUTENIbHON OMuMOHaNbHOM BO3MOXHOCTbKO, CO34aHMe KOTOopoun
obecneumBaeT 3akasuuk. [NogpobHoe onncaHne apryMeHToOB CKpuUnTa NpmBeaeHo B
PykoBogcTBe CUCTEMHOr0O agMUHUCTPaTOpPa;

e B rnofie «CKPUNT NpuU BOCCTAHOBJIEHUU» YKaAXWUTE MNYyTb PACMONOXEHUS CKpuUMTa
BoccTaHoBneHnsa PK /opt/rubackup/scripts/saw_ckpunt.sh. CKpuUnT He BXOOUT B
KOMMMEKT NOCTaBKN N ABMAETCA LOMONHUTENBbHON OMNLUMOHANbHOM BO3MOXHOCTbHO,
cosfaHne KoTopon obecrneymBaeT 3akasuyuk. [MogpobHOe onucaHue aprymeHToB
CKpunTa npmBeaeHo B PykoBogCcTBE CUCTEMHOINO afMUHUCTPATOPa;

BbinonHute HaCTpOVIKM wabnoHa rnobanbHOro pacnmncaHnA, npuMeHAaemMble KO BCEM
npasuniamMm rnobanbHOro pacnmncaHnA:

e B 6510Ke «HacTpomku (pucyHok 10):

HacTpoiiku
BKNIOYMTL Nocne Co3gaHnA
Nyn Default

Hayano nepuona gencTsna 10.06.2024 16:40

@@‘8

OKOHYaHWe nepvofa AeilcTBUA 10.06.2025 16:40

OBbLUMe HACTPOMKIA MOAY NS

PucyHok 10. OKHO co3paHusa npasuia rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHMs.
HacTporka wabnoHa — HacTponku
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o «BKMIOUYUTb nocne co3gaHusa». [py akTMBaLUUW NepeknoyaTens cosgaHHoe npa-
BUMO ByAeT MMeTb cTaTyc «run» (3anyuweHo). Ecnu nepeknoyatens nepuognye-
CKOro 3arnycka [eaKTUBMPOBaH , TO CO3[aBaeMoe MpaBu/Io He co3gacT 3ajad
PEe3epPBHOIro KONUPOBaHUA 1 ByaeT UMeTb CTaTyC «wait»;

o B none «Myn» BbibepuTe 4OCTYNHbLIA NYN ANA XpaHeHusa konumn PK;

e B rnose «Hayano nepuopga gerucTBUA» YKaXXNTE Hayano nepuopa AencTeBua cosga-
BaemMoro npasuna pe3epBHOro KOMMPOBaHWUSA, HaXKaB KHOMKY U BblbpaB B OTKPbIB-
LeMCSA KaneHgape AaTy 1 BpeMs Hadana nepuoja 3anycka cosgaBaemMoro npasuna
pe3epPBHOro KONMPoOBaHUS;

e B nofe «OKOHYaHUe Nepuoga AeNCTBUA» YKaXXUTe OKOHYaHWe nepuoaa AencTBuA
C03[aBaeMoro npaBuia Pe3epBHOr0 KOMUPOBAHWUSA, HaXaB KHOMKY W BblbpaB B
OTKPbIBLUEMCS KaneHaape OaTy U BpeMsa OKOHYaHWSA nepuopa 3arnycka cosjaaBae-
MOro npaBuna pe3epBHOro KONMpoBaHus. Mo ymMonyaHuo CpoK AeNcTBUSA npasBuna
cocTaBnaeT 1roa ¢ MOMEHTa ero cosfaHus;

o KHonka EENUERERLEIURIBVAER npeoCTaBNseT napaMeTpbl AN HaCTPOMKNA MHO-

rOMNOTOYHOr0 pPesepBHOro KonmposaHnsa. OnncaHne napameTpoB NPUBELEHO B pas-
pene [naea 8.

o B 65oke «Pacnucanue» (pucyHok 11):

« B none «Mepuognueckuii 3anyck» onpenennuTb TUM 3anycka co3[aBaeMoro npa-
Buna. MNpu akTuBauum MNON3yHKa MNEPUOANYECKOro 3anycka YKaXuTe B MUHYyTax
yepes Kakoe BpeMsi byaeT BbINOMHATLCA cO3gaBaeMoe npasBuao. Ecnm nonsyHok
NepuoAMNYECKOro 3anycka AeakTMBUPOBaH , TO HACTPOMTE KPOH-BbIpaXKeHne, ykasaB
[AaTy U BpeMsi MHTepBara BbINO/HEHUS CO34aBaeMOoro npasuna;

PacnucaHue
BeibpaHo: kpoH-BbipaxeHne 0 0 1 **
Mepvoauyeckunit 3anyck
MuHyTa

Yac

ololo

NeHs mMecaua
Mecal

JeHb Hegenun

PucyHok 11. OKHO co3fgaHus npasuna rnobanbHOro pacnucaHns pes3epBHOro KONMpPoBaHUS.
HacTpoiika wabnoHa — [JononHuTenbHble napamMeTpbl npasuna

e B 6noke «[MpoBepka» npu akTmBauum nepekntovatens @D [ocTynHa HacTpowika
NepUOANYHOCTUN NPOBEPKM apXMBOB Pe3epPBHbIX KOMui (prcyHok 12):

e B none «MpoBepKn pe3epBHbIX KOMUI» YKaXuTe MNepuoagnyHoOCTb MPOBEPKU
pe3epBHbIX KOMUN. ATO OENCTBUE MHULUMPYET CO3M4aHMe 3aga4un NpPOBEpPKU peseps-
HOM Konun — LndpoBoMN nognnucm n pasmMepa ¢amnnos. Ecnu pesepsBHas konua bbina
noAanucaHa unepoBon Noanucbto, To ByaeT npoBepeH pasmep ¢ansioB pesepBHOM
KOMUM N caMa pesepBHaa Konuda. Ecnu pesepBHada Konua He 6blia nognucaHa ung-
pOBOM MogNnChbio, TO ByaeT NpoBepPEH TONbKO pasMep ¢annoB pesepsBHOW Konuu. B
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cny4yae, eCnun nNpoBepKa pe3epBHbIX KOMNuii He TpebyeTcs, TO AeaKTUBUPYTe nepe-
KnroYaTesnb B TEKYLLEN CTPOKE

MNposepka

MpoBepka pesepBHbIX KOMWA KaMable ‘_)

1 + Mecsaues v

PucyHok 12. OkHO cosgaHus npasuia rnobanbHOro pacnMcaHnsa pesepBHOro KONMpoBaHus.
HacTponka wabnoHa — lNMpoeepka PK

o B 6/10Ke «CpOK XpaHeHus1» (DVCYHOK 13) yKaXuTe CKOMbKO AHeN, Heflenb, MecsleB
UK NeT XpaHUTb pe3epBHble KOMUK, MoNyYeHHble B pe3ynbTaTe BbINOMHEHUs npa-
BUNa;

Cpok xpaHeHWs

XpaHWTb pe3epBHbIE KONUW B TEYEHUE Q

1 + Net ~

PucyHok 13. OkHO cosfaHus npasunia rnobanbHOro pacnncaHusa pesepBHOro KONMpoBaHuUs.
HacTporka wabnoHa — Cpok xpaHeHus PK

e B 610ke «Pe3epBHble Konuu» (prcyHok 14) npu aktmauun nepekmodatens @
BO3MOXHa HaCTpOlKa nepemMeLleHns pe3epBHbIX KOMUIA, NoMyYeHHbIX B pesynbTaTte
BbIMNO/IHEHUS NpaBuna:

e C YKasaHHOW NepuoanYHOCTLIO;

e B My, OOCTYNHbIA U3 PacKpbIBatOLLErOCS CMUCKa;

PesepBHble konuu

MepemecTuTsb B Nyn Yyepes

PucyHok 14. OKHO co3faHusa npaBuia rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHus.
HacTporka wabnoHa — PK

e B 650Kke «YcTapeBlKMe pesepBHble KoMuu» Heobxooumo onpepennTb OencTBUA
nocne NUCTevyeHUA CpoKa XpPaHeHUs pe3epBHbIX KOMWK, MOJSyYeHHbIX B pes3ynbTaTe
BbINOAHEHMA npasunia» (pucyHok 15):

o akTmBupyrte @ nepeknoyaTens «ABTOMaTUYeCcKoe yaaneHue» OS5 yaaneHus
pe3epBHbIX KOMUI NO OKOHYAHMIO OMNPEAENEHHOrO B NpaBuie CpoKa XPaHeHUs Unm
LeaKTUBMPYNTEe NepeknoyaTesb , €CNN yaaneHne pe3epBHbIX KONuUi He Tpeby-
eTcs;

e B none «YBegoOMAATb» HAaCTPOMTE Kakme afMUHUCTPaTUBHbIE Fpynnbl 6yayT yBe-
A0MJIeHbl 06 UCTEYEHUN CPOKa AEeNCTBUA pe3epPBHbIX KOMWUIA;

e B nosie «KNMeHT MoXXeT yaanuTb pe3epBHble KONUU 3TOro NpaBuna» akTUBUPYNTe
nepeknoydatens @ ons paspelweHnsa KMeHTy PK yaoanuTb ycTapeBlune peseps-
Hble KOMUK UNW OeaKTUBUPYNTe nepekntoyaTenb LNA paspelleHnsa Ha ygane-
HMe pe3epBHbIX KOMUIN TONbKO Ha CEPBEPE;
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YcTapeBlmne pesepsHble Konuu
ABTOMaTMYECKOE yaaneHne
Ysepomnate  Nobody ~

KnueHT MoKeT yaanuTe pe3epBHbLIE KOMWKA 3TOro NpaBuna ()

PucyHok 15. OKHO cosfiaHus npasuia rnobanbHOro pacnucaHusa pe3epBHOro KONMPOoBaHUS.
HacTporka wabnoHa — YcTtapeslwme PK

» B 6n1oKke «YBepoMneHusa» (prcyHok 16) ons yKasaHHbIX COObITUI 13 BbiNagaroLero
CMUCKa onpegenuTe rpynny nofibaoBaTesien, Kotopaa byaeT yBeLoM/IEHa B Cnyyae
npounsowepero cobbiTusa. B none «E-mail CC» MoXHO BBeCTM Ntobon agpec anek-
TPOHHOM NOYTbI A1 0CO60ro yBe4OMIIEHUS;

Yeepomnenns
HopmansHoe esinonHeHue Nobody ~
BoinonHeHwne ¢ ownbroi Nobody ~
MNpoBepka pe3epEHOA KONuu Nobody v
OkoHYaHue aeAcTBUA Npaskna Nobody ~

OkoHYaHue EMKOCTKW xpaHunuwa  Nobody ~

PucyHok 16. OKHO co3pgaHusa npasunia rnobanbHOro pacnmcaHus pes3epBHOro KONMpoBaHus.
HacTponka wabnoHa — PK

1. Tlocne HaACcTPOWKM npaBuna HaXXMUTE KHOMKY «PUMEHNTb» ANA coxpa-
HEeHMA HaCTPOEK NpaBuna Pe3epBHOro KOMMPOBaHUS.

CospgaHHoe npaBuno 6ypeTt OOCTYNHO ONA pefakTUPOBaHUA U U3MEHEHUS cTaTyca
(«3anyweHo» nnmn «oxnpaeT») B pasgene «nobanbHoe pacnucaHme».

5.4.6. NMpocmoTp 3afaum pe3epBHOro KonMpoBaHus

[na oTcnexmnBaHA BbINOMHEHUSA NpaBui nepengnte B pasgen «O4vepenb 3agau».

B pmaHHOM pasgene 3ajaya NosBNAETCA B MOMEHT BbIMONHEHUA CO34aHHOIro npasuna,
BbIMONIHEHMA CPOYHOIr0 Pe3epPBHOro KOMMPOBaHWA, BOCCTaHOBNEHUA AaHHbIX 13 PK, npwu
npoBepke pesepBHoOW Konuu, yganeHun PK nnu nepemelteHnm PK.

Mocne ycnewHoro 3aBeplUeHNs 3a4ayn pe3epBHOro KOMMPOBaHWUS pe3epBHas Komnus
6yaeT NoMellleHa B XpaHUNuLLe pe3epBHbIX KOnui, a uHbopMaLms o Hell byaeT pasme-
LLleHa B pasaene «Penosutopuiny.

5.5. CpouyHoe pe3epBHOe KonupoeaHue B RBM

5.5.1. CpouyHoe pe3epBHOE KONUpoBaHue

CpouHoe pesepBHOe KOMMpoBaHWe Mo3BoNsAeT eAMHOPa3oBO CO3AaTh MOMHY pe3eps-
Hyto Konuto BM, He HasHavasa npaBuio No pacrnucaHuio.

1. BbinonHeHNe CPOYHOro pe3epBHOro KonmposaHWsa B RBM BO3MOXHO OCYLECTBUTb
ABYMSA cnocobamm:
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o

o

5.5. Cpo4Hoe pesepBHOe KonupoBaHue B8 RBM

nepentn B pasgen «O6bekTbl», BblAeNUTb KNneHTa PK, ocyuwecTBAstoLLero
yrpaBfieHne pe3epBHbIM KOMUPOBaHMEM BUPTYalbHbIX MalWH, W Ha)XaTb

NOSABMBLLYHOCS KHOMKY & «CpoyHoe PK»;

Ha)xaTueM Ha KHOMKY Ha BepxHeun naHesnn RBM kHonky & «CpoyHOe PK».

2. B OTKpbIBLUEMCA OKHE MPOM3BEANTE HACTPOKKY napaMeTpoB (pucyHok 17):

o

[o]

o

o

.
¢ Ru ¢ & ®

& CpouHoe PK ' MpumeHnTs

88 MNaHens MOHWTOPUHra

O o6 Knuent rvirt4 (4404e151b0835808) v
bEKThI
Twn pecypca R-Virtualization VM v -
CTpaTeruu
Pecypc * 842e2320-45b9-4552-a25¢-474b303f49d5 -
E| rnobaneHoe pacnucaHwe
ApxMBupoBaHne
YnanéHHasa pennvkauns Tun PK Nonnan o
S PenoanTopwii Nyn bd v
@ Oyepenb 3apa4 3awwuTHoe npeobpa3zoeaHue  nocrypt N
& Cepeepul RuBackup Npropurer 100 +
Cpok xpaHeHun 1 + Net ~
=] XKypHans
& AoMuHucTpupoBaHue

PucyHok 17. OKHO HacTponkn CpoYHOro pes3epBHOro KonMpoBaHUs

B none «KnMeHT» — KNneHTa, y KOTOPOro ecTb AOCTYN Mo CETU K pecypcam npo-
rpamMMHOro Komnnekca P-BupTyanusaums;

B none «Tun pecypca» — TUMN pe3epBUPYEMOro pecypca W3 BbiNagaollero

cnucka — R-Virtualization VM. [lone copoepXuUT AOOMNOSHUTENbHO TOHKUE
HacTpoiku moayna P-BupTyanusayua, KOTopble MOXHO M3MEHUTb HaXaTUem
KHOMKM . MoppobHee 0 HacTpownkax cMoTpu B [ nasa 9;

B none «Pecypc» — HaXXMUTe KHOMKY - N BblbepUTE B pa3BepHYBLLUEMCH OKHEe
pecypc pesepsupyemon BM;

akTuempyinte @ nepeknoyaTens «ApXMBMpOBaHUe» 15 KonuposaHus BM, eé
ApPXMBMPOBAHMA U yOaneHunsa LeneBon (MCXOA4HOW) BUPTYanbHOM MaluvHbl. [Mpw
aKTUBaUWUM OaHHOro nepeksovatena U npUMEHEHUA BCEX HACTPOEK CPOYHOro
pes3epBHOro KonmpoBaHna 6yaeT BbiBEAEHO OKHO MOATBEPXAEHUSA C npeaynpe-
xaeHnem o6 ypaneHuun ueneson BM nocrne apxmBupoBaHuA. [JaHHbIR QYHKLMO-
Han NoneseH B CUTyaLuMn, Korga He Hy>KeH YyacTbln gocTtyn K BM (ononrospemMeH-
HOe XpaHeHwne);

B none «Tun PK» — gOCTYMNHO NONHOE, UHKPEMEHTanbHoe 1 andpdepeHunanbHoe
pe3epBHOE KOMUPOBAHWE;

B none «Myn» M3 packpbiBatOWEroca Crnmcka BblbepuTe AOCTYMHbIA Myn Ans
COXpPaHeHUA pe3epBHON KONuu;

B nose «3awuTHOe npeo6GpasoBaHue» MO YMOJIYaHMIO BbIGPaHO 3HayeHue
«nocrypt» — 6e3 ucnonb3oBaHUA 3alWMTHOro npeobpasosaHna PK. B cnydae
Bbl6opa anropntMa 3aWmnTHOro npeobpasoBaHna cM. Tabnuyy:
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Tabnuya 4. AnropuTMbl 3aLMTHOMO NpeobpasoBaHus, JOCTYrHbIe B yTuauTe rbfd

Anroputm Mopnaepxveaemas ANvHa MpumeyaHue
KJova, 6uT

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKMN HaLNOHasbHbIR
cTaHgapt OCTY 7624:2014

Kuznyechik 256 Poccuinckuin HaumoHanbHbIN
cTaHgapt NOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntanckunim HaunoHanbHbI
CTaHAapT gna 6ecnpoBOgHbIX
ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

o B none «MpuoputeT» MoXeT cofepaTb 3HayeHue oT 100 go 1000. Yem Bbiwe
3Ha4yeHue, TEM Bbllle NPUOPUTET BbIMOJSIHEHWUA MpaBuna;

o B nosie «<CpPOK XpaHEeHURA» YyKa>xuTe CKOJSIbKO AHEeWN, Heaenb, Mecsaues unu net
XPaHUTb pe3epBHble KOMUKU, MOJSIYYEHHYHO B pesysibTaTe BbIMOSIHEHUS CPOYHOro
PK;

o KHonka (EEHUEREGLELUNITVEER npeqocTaBNseT napaMeTpbl AN HAaCTPOMKM

MHOIrOMNOTOYHOIro pPe3epBHOro KonmposaHusa. OnucaHne napamMeTpoB MpuUBeneHO
B pasgene [naga 8.

5.5.2. CpouyHoe pe3epBHOE KONMUPOBaHUe No nNpaBuiy

B ToM cnyvyae, ecnu Heob6xoAUMMO BbIMOSIHUTL CPOYHOE pPe3epBHOE KOMMpoOBaHME Mo
CO3[aHHOMY npasuny rnobanbHOro pacnucaHus:

1. Mepengute B pasgen «nobanbHoe pacnucaHmner.

2. BblgenuTe Hy>Hoe npasuno.

3. BblzoBMTE MpPaBOA KHOMKOW MbIM KOHTEKCTHOE MEHIO U HaXXMWUTe «BbINOAHUTbY»
(pncyHok 18).
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https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Threefish

5.6. LleHTpan1M3oBaHHOE BOCCTaHOBMEHWE pe3epBHbIX Konuin B RBM

Lo6aBuUTL

KnoHwnposaTb
PepakTtuposaTk
MpuocTaHoBUTE
BeinonHuTe
Ypanute

NepenTH K...

PycyHOK 18. 3anyck CPOYHOro pe3epBHOro KOMMPOBaHWA No NpaBuiy rnobansHoOro pacnmcaHns

4. NpoBepbTe X0, BbIMNONIHEHNS PE3EPBHOr0 KOMMPOBaHMA MOXHO B OKHe «Quepefdb
3agay» (pucyHok 19).

[ Ru & A

] Yaanute v

Uma knneHTa CraTtyc Twun pecypca
245  Backup local  rvirtd R-Virtualization VM 84ae2320-45b9-455a-a25¢c-474b303f49d5 0

92 MaHens MOHWTOPUHra
L] O6nekThl
5] Crpaterum
»reOffic [ yacnucaHue
pennukaumns
03MTOpUiA
Oyepenb 3aga4
& Cepeepel RuBackup

[=] XKypHanbl

£ AnMuHMCTpUpoBaHue

PucyHok 19. OkHo ovepeau 3agau

Mpn ycnewHOM 3aBepLUeHUU Pe3epPBHOr0 KOMMPOBAHMA COOTBETCTBYHOLWAsA 3ajaya
nepenget B ctatyc «Done».

5.6. LleHTpanusoBaHHOE BOCCTaHOBJIEHUE pe3epPBHbIX
Konui B RBM

Cuctema pesepBHOro konvposaHusa RuBackup npepycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBNEHUA pe3epBHbIX KOMUIN Kak CO CTOpoHbl KnneHTa CPK nocpegcteBoM MeHe-
axepa knueHta RuBackup, Tak n co cTopoHbl agMmuHucTtpatopa CPK. B tex cnydasx,
Korga LeHTpannM3oBaHHOE BOCCTaHOBNEHNE pe3epBHbIX KOMUN He XenaTesnbHOo, Hanpu-
Mep Korga BOCCTaHOBJIEHWE [AaHHbIX SAB/IAETCA 30HOM OTBETCTBEHHOCTWU Bnagenbua
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KJIMEHTCKOM CUCTEMbI, 3Ta QYHKLMOHANBbHOCTb MOXET ObiTb OTK/OYEHA Ha KIIMEHTE
(cM. «PyKoBOACTBO CUCTEMHOro agMuHuUcTpatopa RuBackup»).

[nA LeHTpann3oBaHHOro BOCcTaHoBeHUA BM Ha knneHTe PK:

1. B RBM nepengute B pasgen «Penosntopuin».

2. BbibepuTe B OTKPbIBLLIEMCHA OKHe TpebyeMyto pe3epBHYHO KOMWUIO, HaXXMUTE Ha Hee
NpPaBoON KHOMKOW MbIWN N BbIBEPUTE B KOHTEKCTHOM MEHIO «BoCCTaHOBUTLY (pucy-
HOK 20) nnn HaXXMmute KHonky = «BoccTaHOBUTBY.

BoccTaHoBKUTh
MNpoBepuTL
KonuposaTk
NepeMecTuTh
XpaHuTe 0o

Yoanuts

MepeiTy K...

PucyHok 20. OkHo pasgena «Penosutopuii». BocctaHoBneHne PK

3. B oTKpbIBLWIEMCS OKHE LEHTPann3oBaHHOro BOCCTaHOBMeHUs (pucyHok 21) npea-
CTaBfieHa cliegyrolas HGopMaLnsa N BO3MOXHOCTMU:
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MHOOPMaLUS O pe3epBHOM KonuW. [aHHbld 610K COAEPXUT HEU3MEHSEMYHO
NHOOPMALINIO O PE3EPBHON KOMUN;

MeCTO BOCCTaHOBNeHusA. B gaHHOM 6n1oke Heobxognumo onpenennTb:

B none «BoCCTaHOBUTb Ha K/IMEHTEe» BbiOepuUTe M3 BbiNafarolero Cnmcka Kam-
eHTa PK, KOTOpbI MMeeT ceTeBOM AOCTYN K NporpaMmMHoMy Komnnekcy P-Bup-
Tyanusauus;

B none «KaTtanor pacnakoBKM» YKa)XMTe BPEeMEHHbI KaTanor Ana pacrnakoBKu
pe3epBHOIN Konuu;

NosI0XeHWe rnepeknyaTens B nosie «BocCcTaHOBUTL Ha LileneBoM pecypce». Ecnn
nepeknoyaTenb geakTUMBNPOBaH , TO pesepBHasa Konuna bygeTt pacnakoBaHa
B JIOKaNbHbIN KaTanor, BbIbpaHHbIA Nosib3oBaTesnieM. [pn akTuBaLnmK nepeknoya-
Tens @D PK Takxe 6yaeT pacnakoBaHa B IOKasbHbIA KaTanor U cosgaHa HoBas
BUPTYyanbHaA MallnHa Ha y35e NnporpaMmMHoOro KkomMmnnekca P-BupTyanusauus;




5.6. LleHTpan1M3oBaHHOE BOCCTaHOBMEHWE pe3epBHbIX Konuin B RBM

¢"Ru & 8 @

LieHTpanu3osaHHOe BOCCTaHOBNEHWe \/ MpuMeHnTL

98 NaHens MOHUTOPUHIa
WHopMauns o pe3epeHOn KONUK

J O6bekThI

Wma xocTa: r-virt2
SRR HWID: 99128b0c41461461
[El rnobansHoe pacnucanve Twun pecypca: R-Virtualization VM
YaanéHHas pennvkaums Pecypc: 79efcbc2-ed6f-4532-8b80-d0b2143a0ccl
& PenoauTopuii Myn: Default

Tun PK: full
Ovepenb 3apa4

CozpaHo: 2024.07.04 12:16:31
E] Cepeepul RuBackup
— BOCCTaHOBWTL LENOYKY: 78

[] KypHansi

Wms npaenna:

L_ AOMWUHWCTPUpOBaHKe CraTyc PK: Trusted

MecTo BOCCTaHOBNEHHR
BOCCTaHOBUTE Ha KNIMEHTa: r-virt2 (99128b0c41461461) v
KaTanor pacnakoekm: * (D) fopt/

MapameTpel BOCCTAHOBASHWA A8 MOAYNS: R-Virtualization VM -

BoccTaHoBMTL Ha LenesoM pecypee: (D)

O6LUMe HACTPORKK MOaYyNs

FpaHynApHOE BOCCTaHOBNEHNE
8  rubackup@localhost

[ TP =

PucyHok 21. OkHoO LleHTpan1MsoBaHHOro BOCCTaHOBNeHNA BM

o B none «fMapamMeTpbl BOCCTaAHOBJIEHUA ANA MOAYNA» [OOCTYMNHbl TOHKUE
HaCTpOﬁKM moayna P-BupTtyanusaymsa, KoTopble MOXHO WU3MEHUTb HaXaTUeM

kronkw [ (pvicyHoKk 22).

R-Virtualization VM

WMcnone3osaTk HaCTpGI;‘IKIr‘I no ymon4aHww

keep_original_vm_uuid (@)

mac_address (1)

PucyHok 22. OKHO napamMeTpoB BOCCTaHOBMIEHUSA A41A Moayns P-BupTyanusauyusn

Mpy geakTuBauuu nepeknoyatens «Mcnonb3oBaTb HACTPOWKU MO yMoNva-
HUMI0» 6yayT AOCTYMHbI CrefyroLlmne napamMeTpbl TOHKON HacTporku Mmoayna P-Bup-
Tyanusauus:
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o aktmeupyinte @ nepeknoyatens keep_original_vm_uuid ans cosgaHus HOBOM
BM B nporpaMMHOM Komnnekce P-Buptyanusauunsa ¢ ugeHtuoukatopom UUID
NcxogHon (opurmHanbHon) BM, pesepBHasa KOMMa KOTOPOW BOCCTaHaBNMBaETCH.
Ecnn ncxogHaa BM He 6bilna yganeHa, To 3ajavya BOCCTAHOBNEHUS pPe3epBHOM
Konum 6yaeT 3aBeplleHa C OWMNBKOMN.

MapamMeTp BoCCTaHOBNEHUA keep_original_vm_uuid HeEO6X04MMO UCMOJb-
30BaTb TONbLKO €Cnn opurnHanbHas (mcxogHasa) BM 6bina paHee yganeHa.

o pn peakTUBMPOBAHHOM MepeknoyaTene UUID HoBOW BUpTYyanbHOMN
MalLMHbl ByaeT creHepMpoBaH NPOU3BOJIBHO.

o napamMeTp mac_address Mo3BOMIAET YCTAHOBUTb 3Ha4YeHWe uaeHTupukKaTopa
ceTeBOro aganrtepa cosgaBaeMon BM. Bo3aMoXHble 3HauyeHUs napameTpa, yka-
3aHHble B none:

1. NEW — MAC-agpec ceTeBOro ycTponcTtea 6yaeT creHepupoBaH 1 NPUCBOEH
nporpaMMHbIM KoMmrekcoMm P-BupTyanusauma B COOTBETCTBUM C KONM4e-
CTBOM ceTeBbIX UHTepdencoB ncxogHom BM;

2. NycToe 3HayeHne — TO Xe camMoe, 4YTo npu 3HadeHnn «ORIGINAL»;

3. ORIGINAL — MAC-agpec ceTeBoro yctponcrtea éyneTt ngeHTU4YeH UCXOLHOWN
(opurnHanbHoin) BM B COOTBETCTBMU C KONMYECTBOM CeTeBbIX MHTepdencos
ncxogHom BM;

4. nonb3oBaTeNlbCKOe 3HayeHue — ¢opmaT BBOAA 3HayeHus: 12 CUMBOJOB,
COCTOSILLLAA TONbKO U3 YNCEN M 3arfaBHbIX BYKB aHrIMACKOro andasuTta (6e3
apoeToumnn). CosgaHHas BM bygeT MeTb OAVH CETEBOM MHTEpPdENC;

o NOCTYMNHbl «O6LLMEe HACTPONKU MOAYNA» ANA onpeneneHns 3HayeHns napameT-
POB BOCCTAHOBEHUA (PUCYHOK 23):

ObBwme HacTpoikn Moayna: Restore task

worker_parallelism 8 -+

3Ha4YeHWA Mo YMONYaHWIO

PucyHok 23. OkHo O6Lme HaCTPOMKN MOAY A NP BOCCTAHOBIEHUM (3HAUYEHME MO YMOTYAHWIO)
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o napameTp worker_parallelism 3agaeT KonM4yecTBO MOTOKOB, KOTopble 6yayT
y4yacTBOBaTb B NpoL,ecce BOCCTaHOBMNEHNSI G/TOKOB [laHHbIX pecypca;

o MPW aKTUBaLWW nepeknovaTensa «BocCTaHOBUTL Ha LLeN1eBOM pecypce» pesepsB-
Hasa KonunA ByaeT pasBépHyTa B Nanky, yKkasaHHyto B nose «KaTtanor pacrnakoBKu»
N Ha y3ne nporpamMMHOro komnnekca P-Buptyanusauua 6ypeTt cosgaHa HoBas
BM c napameTpamu, 3agaHHbIMU TOHKUMW HacTponkamu moayna P-BupTtyannsa-
uma». B cnyyae pgeaktuBauum nepeknroyaTtens pesepBHaa kKonua o6ypeTt
BOCCTaHOBJIeHa TOJIbKO B Manky, yKasaHHyto B nose «KaTtanor pacnakoBku»;

o rpaHynsapHOe BOCCTAHOB/IEHNE He MOALEPXMUBAETCA B TEKYyLLeN BepCcun MoLynsa
P-BupTtyanmnsauma. LOCTYNHO TONIbKO MOJSIHOE BOCCTAHOBJIEHWE OUCKOB BUPTY-
anbHOW MaLUUHbI.

4. MpoBepbTe X0 BbIMNOMHEHUSA PE3EPBHOr0 KONMPOBaHUA B OKHe «Ouepefnb 3agau».
Mpn ycnewHoM 3aBepLUEHNN BOCCTAHOBIEHUA PEe3EPBHON KOMNUM COOTBETCTBYHOLLAA
3aja4a Ha BOCCTaHOBEHMe nepengeT B ctatyc «Done» (BbIMOSIHEHO).

5.7. Pe3epBHOE KONMUPOBaHUE U BOCCTaHOBJIEHUE C
NMOMOLLLbIO YTUIUT KOMaHAHOMN CTPOKMU

MNogpobHoe onucaHne paboTbl C yTUAUTAMU MPUBELEHO B LOKYMeEHTe «YTUNUTbI
KOMaHAHoM cTpoku RuBackup».

B naHHOM nopgpasgnene npuseneHbl npuMepbl NCNosib30BaHUA YTUMNT.

5.7.1. Pe3epBHOE KONMUpoOBaHUe C MNOMOLLbIO YTUIUTDI

BbINONHUTL pe3epBHOE KOMMPOBaHME Ha KITMEHTE Pe3epBHOro KONMPOBaHMA C MoayeM
P-BupTyanusaumsa (C TOHKMMW HacTpoikamMu MOAyNs), BbINOSHMB B TepMUHane
KOoMaHay:

sudo rb_archives -c <resource> -m rvirt_vm -e backup_if_shutdown:yes

roe:

e MapamMeTp -c yKasbiBaeT pe3epBupyemMyto BM, <resource> — Ha3BaHue pesepBupy-
eMOW BUPTYyanbHOW MaLUUHbI.

[na npocMoTpa AOCTYMHbIX PECYPCOB BbIMOSHUTE B TEPMUHANE KOMaHAY:
/opt/rubackup/modules/rb_module_rvirt_vm -1

e MapamMeTp -m YyKa3blBaeT I/ICI'IOJ'Ib3yeMbIIZ MOA4yJNlb, <rvirt_vm> — Ha3BaHWe MOAYyNS,
Ona nNpPpocMoTpa AOCTYIMHbIX Mo,u,yne|7| BbIMOJIHUTE B TEPMUHaNe Ha KINEHTE PK
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KOoMaHay:

rb_archives -L

e MapaMeTp -e YKasblBaeT NapameTpbl Mogyna (nogpobHee o napameTpax cM. [naga
8, (naBa 9.

5.7.2. BoccTaHOBIeHMe pe3epBHON KOMNUU C MOMOLLLbIO YTUNUTDI

LleHTpannsoBaHHOe BocCTaHoBNeHNne BM 13 pe3epBHOM KOMUM BO3MOXXHO nocpes-
CTBOM YTUNNTbI KOMaAHOHOW CTPOKN rb_repository.

JlokanbHoe BoccTaHoBneHne BM wn3 pesepBHOM KonuM Ha kKnveHTe PK BO3MOXHO
nocpencTBOM YyTUNUT KOMaHOHOW CTPOKN rb_archives mnn rb_repository.

BbINONHUTbL NTOKaNbHOE BOCCTAHOB/IEHME PE3EPBHOM KOMUKM (C HacTpokamMu Moayns P-
BupTyanusaums) Ha KNneHTe pe3epBHOr0 KONMMPOBaHWS:

rb_archives -x <id> -d <restore_path> -e
keep_original_vm_uuid:t,mac_adress:<some_addr>

raoe:

e MapaMeTp -x YKasblBaeT Ha BOCCTaHOB/IeHMe PK UM Leno4vkn pesepBHbIX KON,
<id> — npgeHTuduKaTop BOCCTaHABNMBAEMOW pe3epBHOW KOMUN.

[ns npocMoTpa id BCcex pe3epBHbIX KOMWUIA, BbIMOSHEHHbBIX TEKYLMM KNneHToM PK,
BbIMOSIHATE B TepMMHane knmeHTa PK komaHay:

rb_archives

e NapameTp -d ykKasbiBaeT NOKasbHbIA KaTanor BOCCTaHOBJIEHMA p93€pBHOVI Konuu,
<restore_path> — MOJIHbIN nyTb A0 JTOKaJ/IbHOIro KaTtaJiora BOCCTaHOBJ1EHNA PK;

e NapaMeTp -e YyKasblBaeT nMapameTpbl MOAOYNA nNpu BOCCTaHoBNeHuUnM PK,
keep_original_vm_uuid:t — napameTp co3gaHua Hoso BM B nporpaMMHOM KOM-
nnekce P-Buptyanusauma c ungeHtupukatopom UUID mcxogHon (opurmHanbHOM)
BM; mac_adress:<some_addr> — MAC-agpec ceteBoro obopygoaHus. lNogpobHee
O OOMNYCTUMBbIX 3HAYEHUAX CMOTPU nogpasgen Pasnen 5.6 HaCTOALWEro AOKYMeEHTa.

5.7.3. MpocMmoTp ouepeamn 3apay c NOMOLLbLIO YTUIUTDI

OTcnexwuBaTb BbIMofiHeHMe Bcex 3agady CPK RuBackup BO3MOXHO MOCPeACcTBOM YTU-
NNTbl KOMaHOHOW CTPOKW rb_task_queue, BbINOMHNUB KOMaHAy B TepMuHane Ana npo-
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5.7. PesepBHoe KonnpoBaHne N BOCCTaHoOBNEHNE C MOMOLLBbKO YTUNUT KOMaHZHOM CTPOKM

CMOTpPa BCEX 3afa\:

rb_task_queue -v

OTcnexuBaTb BbINOMHEHME 3a4a4y Ha KI/MEHTEe pe3epBHOro KonmpoBaHMA BO3MO>XHO
nocpeacTBoM YTUINTbI KOMaHgHoM CTPOKHU rb_tasks, BbINOSHUB KOMaHAy B TepMunHasne
Ona NpocMOoTpPa 3adaud, BbllMOJIHAEMDbIX TEKYLWNM KITMEHTOM PK:

rb_tasks -v
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naBa 6. YaoaneHue

YoaneHne moaynsa npousBoguUTCA TONMbKO BMecTe ¢ knaneHToM PK RuBackup. lpoue-
aypa yganeHunsa knueHta PK RuBackup npuBegeHa B okyMeHTe «CUcTeMa pe3epBHOro
KONMMPOBaHMA M BOCCTaHOBNEHUA AaHHbIX RuBackup. PykoBoACcTBO MO yCTaHOBKE WU
OBHOBNEHMUIO».
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naea 7. NpunoxeHue A. Npumep NnUCTUHra
KoOHUrypauuoHHoro ¢pamna knmeHta PK
RuBackup /opt/rubackup/etc/config.file

centralized-recovery yes
remote-replication yes
use-local-backup-directory /rubackup-tmp
node client

who-is-primary-server ubuntu20-eb2
client-inet-iterface bro
deduplication-task-memory 268435546
logfile /opt/rubackup/log/Rubackup.log
parallelizm_medis 8

parallelizm 8

parallel-tasks 2

rbd_algorithm sha2

rbd_block_size 16384

rbd_hash_lenght 256
client-shutdown_scenario cancel-if-tasks
use-product-uuid false
use-ip-instead-hostname false
reconnect-period-count 3
reconnect-period-timeout 20

reconnect-count 3
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reconnect-timeout 5

digital-signature yes
digital-sign-hash shail
monitoring-client yes

used-ip-version ipv4
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naBa 8. NpunoxxeHue b. 061 Me HACTPOUKHU
MOAYNA B NNpoLecce pe3epBHOro
KONMUpoBaHUA

KHonka [EEMUERSEIMGLULURIATEN npegocTaBnseT cleayolme napameTpbl  Ans

HaCTPOWMKM MHOFOMOTOYHOIO PE3EPBHOI0 KOMMPOBaHUSA (pPUCYHOK 24):

Obwwe HacTpoWkn mogyna: Urgent backup

worker_parallelism 8 -+
enable_multithreading
enable_flexible_dedup

network_parallelism 8 -+

3Ha4YeHnA NO YMOAYaHWIo

PucyHok 24. OkHo O6Lme HaCTPOVKM MoayNs (3HaYeHMsA N0 YMONYaHWo)

e napameTp worker_parallelism 3agaeT KonnMyecTBO NOTOKOB, KOTOPble byayT obpa-
6aTbiBaTb U AeaynnamumupoBaTb 6N10KM JaHHbIX pecypca;

o akTuBnpynte @ nepeknoyatens «enable_multithreading» gna MHoronoTo4Howm
nepepayvn AaHHbIX C UICMNOSIb30BaHMEM CETEBbIX MOTOKOB B KOJIMYECTBE, YKa3aHHOM B
napameTpe network_parallelism;

o akTmempynte @D nepeknoyatens «enable_flexible_dedup» gna nucnonbsoBaHus
HecKonbknx Tabnuy, gepynnvkaumm BMecTo ogHon. Mcrnonb3yeTcs BMecTe € nepe-
KnovaTenem «enable_multithreading» gnsa noBbIWEHUSA CKOPOCTU PE3ePBHONO Konu-
pOBaHNS;

» napameTp network_parallelism 3agaeT KonM4eCcTBO NOTOKOB, KOTOpble ByaAyT nepe-
AaBaTb 6JI0KN faHHbIX Ha MeguacepBep. bnoku, NoOAroTOBIEHHbIE WOrker NOTOKaMMU,
cobuparoTca B 6ydepbl, KoTOpble ByayT nepefaBaTbCca Ha cepBep. Pasmep bydepa
no yMonyaHuto coctasnseT 100 M6, HO ero MOXHO UsMeHuTb B dpaine rbfd.cnf !

B 3HayeHWW napameTpa parcel-size. [lpn yBennyeHun pasmepa bydepa MoxeT
ObITb NPEBbIWEH pacxod NaMATU, 3afaHHbIN NapaMeTpoM memory-threshold B KOH-
¢urypaunoHHom ¢anne oCHOBHOro cepBepa /opt/rubackup/etc/config.file.

o MpuBeaEHHbIE HACTPOWMKM AOCTYMHbl TakXe B KOHOUrypaunoHHOM dainne
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OCHOBHOrI O cepBepa /opt/rubackup/etc/config.file.

[1] MogpobHee 0 CO3/aHUM SAHHOTO KOHGUrypaLWOHHOro ¢aina cMoTpu B LOKYMeHTe «CUCTeMa Pe3epBHOro KOMMUPOBaHWUS U
BOCCTaHOBNEHUA AaHHbIX RuBackup. PyKOBOACTBO CUCTEMHOMO agMUHUCTpaTopay.
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MnaBa 9. NpunoxxeHue B. TOHKUe HaACTPONKHU
MOAYNA B NNpoLecce pe3epBHOro
KONMUpoBaHUA

TOHKMe HacTpourkun mopynsa P-BupTyanusauma MOXHO U3MEHUTb HaXXaTUeM KHOMKU
! B none «Tun pecypca» (pucyHok 25).

R-Virtualization VM

backup if shutdown (}

script_before snapshot
script_after snapshot

execution_script_timeout 5 -+

3Ha4YeHWa NO yMON4YaHWIO

PucyHok 25. OKHO TOHKMX HacTpoek Moaynsa P-BupTtyanusauusa
(3HauYeHmnsa No yMOo4YaHuo)
[MapamMeTpbl OCTYMHble A9 HACTPONKN:

e akTMBMpynTe nepekmovatens «backup_if_shutdown» @ pgna BbINONHEHUS
pe3epBHOro KOMMPOBAHUA BUPTYanbHOM MalUMHbI B COCTOAHUW «BblKOYeHa». B
Cnydae, ecnu nepekntoyaTenb geakTUBMPOBaH , pe3epBHOe KonnpoBaHue BUp-
TyanbHOW MallWHbl B COCTOSAHUWN «BbIK/lOYEHa» OyaeT 3aBepLlleHO C OWMBKOW. +
[aHHaa ¢yHKUKMA no3BoNAEeT 3aWMUTUTb KOHCUCTEHTHOCTb AaHHbIX MPU pe3epBHOM
KOMMpOBaHWM BUPTYasibHON MaLUUHbI.

e B none «script_before_snapshot» npn HeobXoANMOCTM yKaxuUTe MOMAHbIA NyTb K
bash-ckpunTy, BbINONHAEMOMY BHYTPU pe3epBupyemon BM nepepn cospaHvem
MrHOBEHHOI0 CHMUMKa COCTOsHUA BM;

e B none «script_after_snapshot» npu Heo6XOOMMOCTU YKaXXUTe MNOMHbIA NyTb K
bash-ckpunTy, BbInONHAEMOMY BHYTpU pes3epBupyemMon BM nocne cosgaHuem
MIFHOBEHHOI0 CHMUMKa COCTOSAHUA BM;

e none «execution_script_timeout» — Bpema B cekyHpax, B TeyeHMe KOTOPOro
MoAy/nb P-BupTyanusauma oXupaeT BbINONHEHUS CKPUNTOB BHYTPWU BUPTYaslbHOM
MaLUWHbI 4,0 W NOCe CO3[aHNsA MTHOBEHHOIO CHUMKA COCTOSHUS;
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e KHOMKa oyulLaeT Nnons napamMeTpPoB U UCMOMb3yeT 3Haye-
HUA MapamMeTpPoB MO YMOMYaHWIO, YCTaHOB/EHHble B KOH(UrypaumoHHOM odaine

/opt/rubackup/etc/config.file.
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naBa 10. O603HaYeHNa U COKpaLLLeHUsA

CLI YTUNNUTbl KOMaAHAHOW CTPOKU

FQDN Fully Qualified Domain Name

ID |dentificator

IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
MAC Media Access Control
NFS Network File System

NTFS New Technology File System

Tucana rpagpunyeckmin web-nHtepoenc gna pabotol ¢ CPK RuBackup

hwid Hardware Identification

VSS Volume Shadow Copy

BM BUpTYasbHaa MallnHa

nK NporpamMMHbI KOMMEKC

nc noytoBas cUCTemMa

PK pe3epBHas KOMus, pe3epBHOE KONUPOBaHMe
CPK CUCTeMa pes3epBHOro konnposaHua RuBackup
cybA cucTema ynpasrieHus 6asamu gaHHbIX

RBC MeHepxep knneHTa RuBackup

RBM MeHep)xep agMuUHUCTpaTopa RuBackup
JIKM JleBafa KHOMKa MbILWK

ocC OnepaunoHHasa cuctemMa

aun ANeKTPOHHasA unpposasa Nnognuch
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naea 11. TepMUHbI

Backup-xpaHunuwe

ApmunHucTtpaTtop CPK

ApxuBupoBaHue

bnoyHoe ycTponcTeo

Fno6anbHoe pacnucaHue

46 n3 51

pesepBHOE XpaHunuwe («xonogHas»
pennunka) RuPost, koTopoe uncnonbay-
eTCA KaK WCTOYHMK [JaHHbIX  Ons
pe3epBHOro KonmpoBaHua ¢annoBon
CTPYKTYpbl ¢opmaTta MailDir++, rpge
XPaHATCA [AaHHble MNOYTOBbIX SALUKOB.
ObecneumBaeT [ABYCTOPOHHUA WHTeEpP-
denc pabotbl RuPost ¢ CPK. Backup-
XpaHunuuie cogepxut B cebe katanor
Backup v kaTtanor Restore

Monb3oBaTeNb C POSbKO CYNeprnosib3o-
BaTensa B CPK RuBackup w root-gocTy-
NMOM K y3/51aM, Ha KOTOpbIX ByaeT ycTa-
HOBMEH MOAYNb

[Mpouecc cosgaHuMA MOSHOW pe3epBHOM
KOMUW OaHHbIX pecypca, akTyalbHbIX Ha
TOT MOMEHT, 6e3 BO3MOXHOCTU nocre-
ayrouero OO0MNONHEHUA (cospaHune
WHKPEeMEeHTanbHoONn N guddepeHumans-
HOW pe3epBHON KOMUU) U C Nocnepyro-
WKUM yganeHnem ueneBoro (MCXogHoro
pecypca) C Lefblo YMEHbLUEHUA 3aHU-
MaeMoro UM AUCKOBOro MPOCTPAHCTBA,
NOAXOAUT ONA  PeAKoUCnosib3yeMblX
pecypcoB

Bug danmna yctponctes B UNIX/Linux-
cuctemax, obecneymBarOWUn UHTEpP-
denc K YCTpPOWCTBY, peanibHOMY WU
BUpTyanbHOMY, B Buae ¢panna B ¢panno-
Bon cucteme. C 67104YHbIM YCTPOMNCTBOM
obecrneynBaeTcs obMeH AaHHbIMKU 6110-
KaMW OaHHbIX

MNepunoanyeckne 3agaHuUa pe3epBHOro
KonMpoBaHWA f[aHHbIX. [Ona cosgaHuA
pe3epBHbIX KOMWW MO pacrnmcaHuio B
CPK cywecTBytoT npaBuna rnobanb-
HOro pacrnmcaHus, MHOXeCTBO KOTOpPbIX
cocTaBnseT rnobanbHoe pacnucaHue;




FpaHynsapHoe BOCCTaHOBNIEHUE BosmMoxHoCTb AgMuHucTtpatopa CPK
OCYLLEeCTBNATb BOCCTaHOBJIEHNE
Bbl6paHHbIX GannoB U/unu Katanoros ms
pe3epBHOW KOMUN.

Aepynnukauus Mpouecc UCKMYEHUs Ay6nnpyoLLMXcs
JaHHbIX. [eagynnukauua  nossonseT
ONTUMU3NPOBATbL MCMONb30BaHNE OUC-
KOBOrO MPOCTPaHCTBa CUCTEM XpaHe-
HUA OaHHbIX. [ONS BbIMNOMHEHUSA Npo-
uecca Aeaynnvkauum — Heo6XxoamMmo
Hanuune aeaynnMuMpoBaHHOro nyna.

OepynnuuupoBaHHbIi Nyn [Myn, B KOTOPOM BbINOJSIHAETCA Npouecc
Aenynnmkauuu.

AnddepeHumnanbHoe pesepBHOE CospgaHue pesepBHOM KOMUN TOJSIbKO TeEX

KonupoBaHue AaHHbIX, KOTOopble OblIM U3MEHEHbI CO

BpeMeHn BbINOJIHEHUA nMpeabiaywero
MOJIHOIo pe3epBHOro KonNMpoBaHMA

JomeH YuyeTHasa 3anncb opraHusauumn, KoTopas
BK/lOUYaeT B cebsa creayrolime OaHHble:
y4yeTHble 3anucu nonb3oBaTenen,
pecypchbl, NOYTY, KaneHgapw, agpecHbole
KHWUTK, aBaTapbl, KOHTaKThbI

UHKpeMeHTanbHoOe pe3epBHOe CosfaHune pe3epBHOM KOMUKU TONbKO TeX
KonupoBaHue AaHHbIX, KOTOpble OblNN WU3MEHEHbl CO
BPEMEHW BbIMOJIHEHNA NpeablAyL,en
WHKPEeMEeHTanbHON pe3epBHON KOMuu, a
Nnpu OTCYTCTBUM TaKoBO = co Bpe-
MEHW BbINONIHEHNA MNocneAHen MNONHOW

pe3epBHOIN Konum

KaTanor pacnakosku KaTtanor, B KoTopbin 6ygeT pacrnako-
BaHa PK npwu BoccTaHOBNEHUN

KnueHnTt PK KnueHntckoe MO RuBackup gnsa Bbinon-
HEHWS PE3ePBHOIr0 KONMPOBaHUA

KoHdurypauyuoHHbiit pannn mopyns ®ann ¢ pacwmpeHnem .conf, B KOTOpPoMm
cofepxaTcsa napamMeTpbl  HaCTPOMKMU
Mopyns
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JleHTO4YHOE YCTPOUCTBO

JlokanbHoe BOCcCTaHOBNEHUe
pe3epBHON KONUU

Mepuacepeep

MeHep)xep agMUHUCTpaTOpa
RuBackup

Mopaynb

O6nayHoe xpaHunuiye

OcHoBHoM cepBep PK
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YcTponcTBo, KOoTopoe COLEPXUT
HECKOJIbKO JIEHTOYHbIX KapTpuOXen,
HECKONIbKO OTCEeKOB AN XpaHeHus
NEeHT, CKaHep W pob6OTU3SNPOBAHHYHO
CUCTEMY, KOTOpasa aBToMaTu3InpyeT
3arpysky v CMeHy KapTpuaxeu

Bo3smMoXxHOCTb knueHTa PK ocyuecTts-
NATb MOSIHOE BOCCTaHOBNEHWE AaHHbIX
N3 pe3epBHOM KOMWK, MONYYEHHOM Ha
S9TOM KJIMEeHTe

NHTepdenc K XxXpaHunuwam, accouunm-
pPOBaHHbIM C HUM. [MpUHMMaEeT AaHHble
oT KnneHtoB PK ©n coxpaHseT ux B
uenesoe xpaHunuuwe. lNpu oTCyTCTBUMK
OTAENIbHO HacTpOeHHbIX Mepuacepse-
POB NX GYHKUMN BbINONHAT OCHOBHON
n PesepBHbIN cepBepa (Npu Hanu4nm)

OcHoBHOe  rpaduyeckoe  CcpencTBo
agMuHucTpuposaHma CPK RuBackup

YTunuTa, KoTopas OTBeYaeT 3a peseps-
HOe KOMMPOBaHWE W BOCCTaHOBMIEHUE
pecypca onpefefnieHHoro Tuna u yna-
KOBKY pe3epBHbIX KOMUIA

Cnyx6a, KoTopas MNO3BONAET XPaHUTb
AaHHble NyTeM UX nepefadun no UHTep-
HeTYy WIN OPYron ceTu B CUCTEMY Xpa-
HEeHUA, 0BCNy>XMBaeMyro TpeTben CTOo-
POHOM

naBHbIN ynpasnaowun cepsep CPK,
obecneunBaroLni B3aMMogencTeue
KOMMNoHeHToB CPK




NMonHoe BoccTaHOBJIEHUEe BoccTaHoBNeHne AaHHbIX U3 pe3epBHON
Konun nofpasymMmeBaeT TOJSIbKO BOCCTa-
HOBJIEHME Y[OaANEHHbIX WU WU3MEHEHHbIX
¢annoB OO COCTOAHUA, B KOTOPOM OHWU
6blIM Ha MOMEHT CO3[aHuUA pPe3epBHOW
Konuu. Ecnn B gupekTopumn ecTb Gannbl,
KoTOopble 6blnn gobaBneHbl yXe nocne
CO3[aHNA pe3epBHON KOMUU, TO OHU He
OyayT yOaneHbl Npu BOCCTaHOBMEHUM

MonHoe pe3epBHOE KONUpPOBaHUE 3afaya pe3epBHOro KOMMpoBaHUs, npwu
BbIMO/IHEHUN KOTOPOM M3 UCTOYHUKA
KOMUPYITCS BCE AaHHble 6e3 N3bsATUA

Monb3oBatenb CPK [Monb3oBaTenb C pPoOnb aAMUHUCTpPA-
Topa, ayautopa, cynepsarnsepa Wnu
cynepnosnb3oBaTtend  MHOronosb3oBa-
Tenbckon mogenn CPK RuBackup

Pe3epBHoe KonupoeaHue I'Ipou,ecc CO3aHNA KOMUM pOaHHbIX Ha
OONONTHNTEJIbHbIX HOCUTENAX I/IHd)OpMa-
Uunun, npegHasHa4dyeHHbIX gnAd BOCCTAHOB-
NeHna faHHbIX B CllyYae noBpexXxpgeHud
nnn cboes B nepBonNCTOYHUNKE

Pe3epBHaa Konusa BUPTyaNlbHON Konna BCex [OWUCKOB BUPTYabHOW

MaLlUMHbI MalUMHbI N €€ MeTafaHHble, MOJTyYeH-
Hble OT nnatdopMbl BUPTYyanmMsaLum,
AN UCMONb30BaHUA B Cllydae noTepwu
NI YHUYTOXEHUSA OpUrnHana

Penosutopun XpaHunuwie MeTafaHHbIX BCeX pe3eps-
HbIX Konun. CamMu pesepBHble KOMNuu
pacrnonararoTcsa B YCTPOMCTBAX XpaHe-
HUA pPe3epBHbIX KOMUK (XpaHunumax),
KOTOpble accouuupoBaHbl ¢ [lynamu
XpaHeHUs pe3epBHbIX KOMni

Pecypc Gannosas cuctema NTFS OC Windows
Server Ha y3ne C pasBEPHYTbIM KMNEH-
TOM pes3epBHOro KONUPOBaHUA
RuBackup v w™Mogynem  ¢annosowu
cuctembl Windows.
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PesepBHas konua CYb[]

Cuctema pesepBHOro KOnMpoBaHUA U
BOCCTaHoBJ/IeHUA aaHHbiX RuBackup

CpouHoe pe3epBHOEe KONUPOBaHUe

CtpaTerusa

Cynepgaiizep

Cynepnonb3oBaTesnb

TeHaHT
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Konusa Bcex 6a3 gaHHbIX, Tabnuy un eé
MeTafaHHble AN WUCNONb30BaHUA B
cnyyae noBpeXOEHUA WUIN YHUYTOXe-
HUA OpuUrnHana

CuUCTeMHOEe KNIMEeHT-CEpBEpPHOe Mpuso-
XEeHue, npegHasHayeHHoe A/ aBToMa-
TU3MPOBAHHOIO BbINOJIHEHUS MpoLeayp
PEe3epBHOr0 KOMUPOBaHUS AaHHbIX cep-
BEPOB, BMPTYyallbHbIX MaluuH, 6a3 aaH-
HbIX M MPWUIOXEHWIA B LeHTpax obpa-
60TKM AaHHbIX, a TakXe A1 BOCCTaHOB-
NEeHNst AaHHbIX M3 pe3epBHbIX KOMWUiA Mo
3anpocy Mnonb3oBaTens WM CUCTEM-
HOro aAMUHUCTPaTopa

Co3pgaHne pesepBHOM Konun epuHopa-
30BO 6€3 pacnucaHusa

OQHOBPEMEHHble AEeNCTBUSA Hag rpyn-
MnamMu pecypcoB, KOTopble co3garoT
3a[laun Pes3epBHOro KOMWPOBaHUA B
COOTBETCTBUM C pacnucaHuamMu ans
BCEX PECYPCOB U KNIMEHTOB, KOTOPbIE UX
KacaroTca

Ponb nonb3oBatensa CPK, KkoTopbli
MOXeT BbIMONHATbL AENCTBUA, LOCTYM-
Hble Cynepnonb3oBaTento, B TOM 4nuchne,
HasHayaTb ponn ConpoBoXAaroLero u
AOMUHUCTpaTopa, 3a WUCKIKYeHnEM
NoBbIX OENCTBUA C MNOoMb3oBaTenaMu 1
n3MeHeHna nobanbHOWM KOHOUrypauum
CPK

[MpuBUNernpoBaHHbI agMUHUCTPATOP,
KOTOPOMY MO3BOJIEHbI NOBble AeNCTBUA
B CPK. 3ToT nonb3oBaTenb co3gaeTcs
npu KoHourypaumm OCHOBHOIo cepBsepa

yyeTHasi 3anucb opraHmMsauunmn, KoTopas
BKNOYaeT B cebs cnepyrouime OaHHble:
[lOMEHbI, YYeTHble 3anucK nosib3oBaTe-
nen, pecypchbl, MNOYTy, KaneHaapw,
aflpecHble KHUI1, aBaTapbl, KOHTaKTbl.




YTUNUTbI KOMaHAHOMU CTPOKU KoHconbHaa yTuanmta, C  MNOMOLLbIO
KOTOPOM MOXHO ynpasnATb 60MbLUNH-
CTBOM OYHKUMA CUCTEMbl pe3epBHOro
KonunposaHua RuBackup

Xpanunuwe PK YCTPONCTBO  XpaHeHUA  pesepBHbIX
Konuun

LleHTpanusoBaHHOE BOCCTaHOBJIEHUE Bo3smMoxHoCTb ApgMuHucTtpaTtopa CPK

pe3epBHON KONUU OCYLLECTBNATL MOSIHOE BOCCTaHOBIE-
HMWe OaHHbIX N3 Pe3epBHON KOMUN KNU-
eHTa PK
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