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BBepneHue

Cuncrema pesepBHOro konvpoBaHus RuBackup no3BonsieT BbINONHATbL
nonHoe pesepsHoe konnposaHue aaHHbix FreelPA B OC Linux.

MonHoe pesepBHOE KOMMPOBAHWE — 3TO CO3AAHVE PEe3EPBHOM KOMUW BCEX
HOAHHbIX U3 MCXOOHOro Habopa, He3aBMCUMO OT TOTO, U3MEHSIUCL N OAHHbIE C
MOMEHTa BbIMOMIHEHNS NMOCNEOHEN MOMHOM Pe3ePBHON KOMMWN.

FreelPA aBnsetcs MHTErpMpOBaHHOW CUCTEMOIN MPOBEPKW MOASIMHHOCTM U
aBTopm3aumm B ceteBo cpepe Linux. FreelPA cepBep obecneunBaet
LEeHTPann3oBaHHyo NPOBEPKY MOASIMHHOCTW, aBTOPM3aLMIO N KOHTPOMb akKayHTOB
nonb3oBaTeNen, CoOXpaHsas CBeOeHMs O Monb3oBartene, rpynnax, yanax u opyrux
obbekTax, HeobxoOuMMbix [Onsi obecnevyeHnst ceTeBoit BHesonacHocT. ITo
KOMMNEKCHOE pelleHne no ynpaBneHuto 6e3onacHocTbio  Linux-cuctem, 389
Directory Server, MIT Kerberos, NTP, DNS n Dogtag. FreelPA nopnepxusaet
BEO-UHTEPAPENC N NHTEPCPENC KOMAHOHOW CTPOKW.

[ng BbINONHEHNS pe3epBHOro KonMpoBaHus daHHbix FreelPA Ha knueHTe
RuBackup nonxeH 6biTb yctaHoBneH moaynb RuBackup rb_module_freeipa.
Pabota aTOro Momyns Ha KAMeHTe BO3MOXHA TOMbKO B TOM Cilyyae, ecnv Ha HEM
yCTaHoBNeHbl Heobxoammble nakeTbl FreelPA, n aktmueHa cnyxba ipa.service.

PesepBHOe KONMpoBaHWe BbINOMHAETCS NO 3apaHee 3afaHHbIM npasunaM B
rnobanbHoM pacnvcaHunm RuBackup. TakXxe KAMeHTy [OCTYMHO CpPO4YHOe
pe3epBHOe KonuposaHue aaHHbIX FreelPA.

BoccraHoBneHne OaHHbIX M3 apxvBa BO3MOXHO MO MHMAULMATUBE KIWEHTA.
Ins  BoCCTaHOBNEHUSI OaHHbIX MONb3oBaTeNb OOMXKEH BBECTU  Napofib,
NO3BONSAOWMIA BbINOMHUTL BOCCTAHOBNEHME. Pe3epBHOE KONMPOBaHUE MOXET BbiTb
BbINOMHEHO C MPUMEHEHNEM CXaTus Ha CTOPOHE KNIMEHTa Uy Ha CTOPOHE cepeepa
RuBackup. [llpu  HeobxoOMMOCTW,  BO3MOXHO  BbIMOMHUTL  3aWMTHOE
npeobpasoBaHne pPEe3epBHOM KOMWM BblOpPaHHLIM  anropuTtMOM (CM. pasgen
«3awmTHoe Npeobpa3oBaHne PE3EPBHbIX KOMUIA») KOMUA»).
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YcTtaHoBKa knmeHTa RuBackup

Ina Bo3mMOXHOCTM pe3epBHOro konuposaHus FreelPA npu nomouwm
RuBackup Ha cepBep mnonxeH ObiTb yctaHoBneH knneHT RuBackup w
cooTBeTcTBytowme mMomynu. MNoapobHo mpouenypa yCTaHOBKM K/IMEHTA OnvcaHa B
«PykoBoaCTBe Mo yCTaHOBKE CEpBEPOB PE3EePBHOr0 KONMMPOBaHNS 1 Linux KNneHToB
RuBackup».

Knuent RuBackup npencraenser coboit (0OHOBOE CUCTEMHOE MPUSTIOXEHNE
(nemMoH wnu  cepsuc), obecneuymBaiollee B3aUMOLENCTBME C  CEPBEPHOIA
rpynnupoekorn RuBackup. Lns BbinonHeHWs pe3epBHOro konuposaHus Docker
knneHT RuBackup nonxeH paboTtaTtb OT UMeHM cyneprionb3oBatens (root ons Linux
1 Unix).
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NMonrotoBka xocrta FreelPA

[na noporotoBknm xocta € YycraHoBneHHbiM FreelPA ona  BbinonHeHWUs
pe3epBHOr0 KOMMPOBaHMS WM BOCCTAHOBNEHUS OaHHbIX cpenctBamm RuBackup
HE0HX0AMMO BbINONHWTL Cneaylowmne NeicTBns:

1. YcraHoButb Momynb RuBackup rb_module_freeipa. B 3aBucumoct ot
ncnonbdyemon B OC cuctembl ynpasneHWs naketamu cnemyet BbINOMHUTb
KoMaHay:

# sudo dpkg -1 rubackup-freeipa.deb
nnu:

# sudo rpm -i rubackup-freeipa.rpm
2. BbinonHuTb KOMaHOy

# sudo apt install python3-yaml
3. Oumnctutb karanor /var/lib/ipa/backup.

Mepen wucnonb3oBaHMEM Moaynsi HeobxoouMo YybeOuTbCsl, YTO KaTanor
/var/lib/ipa/backup nyct. Ecnn oo Toro, kak Momynb Obin yCTaHOBNEH, B 3TOM
KaTanore NpuCyTCTBYIOT Pe3epBHbIE KOMUN, PEKOMEHOYETCS NepeHecT NX B opyroe
MEeCTO BO u3bexaHne owmnbok.

4. oaroToBuTb goamn KOHdourypaumm mMoLoyns
/opt/rubackup/etc/rb_module_freeipa.conf. OT0T (haiin conepXxuT asa nons:

- password - none ansa seoja napons agMuHuctparopa FreelPA;

- direct_restore - 3Ha4YeHWe 3TOrO MOMS yKasblBaeT, HYXHO NN MPOCTO
pacnakoBaTb PE3epPBHYID KOMWIO B OMPEedenéHHbl KaTanor (3Ha4yeHue no) Wnu
BbIMO/IHUTL BOCCTAHOBNEHME PE3EPBHOM KON (3HAYEHME yes).

#KoHourypaLumoHHbIn dpann 3anoHAeTCs Nnosib30BaTeNieM BPy4HYHO
#Maponb agmmHucTparopa FreelPA

password: '12345678"
#BoccTaHoBneHne B pecypc? [yes | no]

direct_restore: 'yes

Ecnn B doaiine koHdgourypaumm monyns none password COAEPXMUT Naponb, a
none direct_restore Obl10 OCTABNEHO MNyCTbiM, TO MO yMoOn4YaHwio Oyner
npon3BefeHO BOCCTaHOB/IEHME MONMHOM Pe3epBHOM KOMUN.
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darn rb_module_freeipa.conf ncnonb3yercs T0MbKO NPy BOCCTAHOBNEHUN
pe3epBHON KOMuK, MO3TOMY MOCNEe BOCCTAHOBNEHUS [OaHHbIX pekoMeHOyeTcs
OCTaBNATb €ro NycTbiM BO N306eXaHne yTeukun napons.

BHumaHue! Ecnu KoHdurypaumoHHbin cbann OTCYTCTBYeT, TO
pe3epBHas konus bypet pacnakoBaHa B 3afaHHYK OUPEKTOPUIO.
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Pe3epBHOoe konupoBaHue FreelPA

Cuncrema pesepsBHOro konvposaHus RuBackup no3BonsieT BbINOMHATbL
NoNHOe pe3epBHOe konmpoBaHne cepeepa FreelPA nnbo pesepBHOE KOMMPOBaHME
TONbkO AaHHbix FreelPA. MoopobHo npouenypa HacTpOWKW onvcaHa B pasnene
«MeHenxep agmuHuctparopa RuBackup (RBM)» Ha cTp. .

NMonHoe pe3epBHOe KonuposaHue cepBepa FreelPA

[MonHoe pes3epsBHOe konuvpoBaHue cepsepa FreelPA co3paét konmio Bcex
goamnos cepeepa FreelPA, a takxe paHHbix LDAP. FreelPA 3atparvBaet coTHU
doalnoB M Kartanoros, a TakXe KOoHdourypauum u dpannbl XypHanoB, KOTOpble
OTHOCSTCS HEMOCPELACTBEHHO K IPA unm K pasnmyHbiM ero cnyxoam.

Mooynb  RuBackup rb_module_freeipa npoussoout pesepsHoOe
KOMMPOBaHMe Npwv nomoLmM yTunmuTbl ipa-backup.

Mpy BbINOMHEHUM MOMHOrO PE3EPBHOr0 KOMMPOBAHUS yTunMTa ipa-backup
octaHaBnmBaeT Bce cnyxbbl FreelPA, uytobbl obecneuntb 6esonacHbiii xon
npouecca pe3epBHOro KOMMpoBaHusl.

Pe3epBHOe konupoBaHue Npom3sBoauTcs B katanor /var/1lib/ipa/backup/.

BoccraHoBneHne nonHOM pes3epBHOM Komuu M3 doaina npoucxXoouT npu
MOMOLUM YTUNNTBI ipa-restore, KOTOpas UMeET Cneayowmnin CUHTaKCuC:

# ipa-restore path_to_backup -U --password=password [ --data
[ --online ] ]
3HaveHne path to backup 3apaéT nyTb K painy pPe3epBHON KOMuK.
3HaveHne password cogepXuT naponb aaMmHucTpaTopa xocrta. lNapametp --data
Nno3BONSET 3a4aTb BOCCTAHOBNEHME TOMbKO OaHHbIX U3 MOMIHOM PEe3epBHON KOMuu
cepsepa FreelPA. [lpn BoccTaHOBNEHUM TOMbKO [OaHHbIX MapaMeTp --online
MO3BONSIET BbIMNONIHNTL BOCCTAHOBNEHNE 6e3 ocTaHoBKM cnyx6b FreelPA.
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Pe3epBHOe konnpoBaHue ToNbKo AaHHbIX FreelPA

PesepBHas konmsa Tonbko AaHHbIX FreelPA cos3naét konuto aaHHbix LDAP n
XypHana nU3MeHeHuin. OTOT TUM PEe3EePBHOr0 KOMUPOBaHNS TakXe NoanepXusaeTt
3anucb cogepxumoro LDAP, xpaHswerocs B LDIF.

Mogyne  RuBackup rb_module_freeipa npoussoont pesepsBHOe
KOMMpoBaHMe Moynb NPOM3BOAUT MNPY NOMOLWM YTUANTBI ipa-backup. Bbi30B:

# ipa-backup --data [ --online ]
PesepBHas Konunsi JaHHbIX MOXET BbIMONHATLCA Kak B peXuMe oHnawvH (6es
octaHoBku cnyx6 FreelPA), Tak 1 B aBBTOHOMHOM peXMME.

PesepBHoe konnpoBaHue npons3sogutcs B katanor /var/lib/ipa/backup/.

BocctaHoBneHe pe3epBHON KOMUM OaHHbIX U3 dpaina NpPOVUCXOAUT MNpu
MOMOLUM YTUIUTBI ipa-restore, KOTOpasi UMEET CrefAyoWnii CUHTaKCUC!

# ipa-restore path_to_backup -U --password=password [ --data
[ --online ] ]
3HayeHve path to backup 3apaét nytb K panny pesepBHON KOMnuu.
3HadeHue password cofepXxuT naponb agMUHUCTpaTopa xocta. MNapametp - -data
MO3BONSET 3a4aTb BOCCTAHOBNEHNE TONMbKO OAHHbIX U3 MOMHOW PEe3epBHOM KOMMU
cepeepa FreelPA. lMpn BoccTaHOBNEHUM TOMBKO [OaHHbIX MapaMeTp --online
NO3BONSET BbINOMHUTL BOCCTAHOB/EHME 63 ocTaHOBKM cnyx6 FreelPA.
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MacTtep-knioy

B xome yctaHoBkm knneHta RuBackup 6ypeTt cos3pgaH macTtep-knod ans
3alWNTHOrO NPeobpasoBaHNS PE3EPBHbIX KOMWIA, a TakXe KIYM ONst SNeKTPOHHOM
noanncu, ecnu npeanonaraetcs NCnosib3oBaTtb 3N1IEKTPOHHYIO NMOAMANCH.

BHumaHue! Mpwu yTepe knroya Bbl He CMOXETe BOCCTaHOBUTb AaHHbIe
M3 pe3epBHON KOMUU, ecnu OHa Obina npeobpasoBaHa C MOMOLLbIO
3aLLMTHbIX anropuTMOB.

BaxHo! Knioumn pekoMmeHaoyeTCcs nocne co3pnaHusa ckKkonupoBatb Ha
BHELUHUN HOCUTENb, a TaKXe pacneydyartaTtb 6yma)|(|-|y|o Kornuwo 1 y6paTb 3TN
KOMUN B HapEéXHOe MecCTo.

MacTep-kno4 pekoMeHayeTcsl pacrnedyaratb Npu NoMowWmM yTuamntbl hexdump,
Tak Kak OH MOXET cofep>xaTb HeoTobpakaeMble Ha 3KpaHe CUMBOJbI:

$ hexdump /opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020
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3aluTHOe nNpeobpasoBaHue pe3epBHbIX

KONMun

Mpy HeobxoaMMoCTI, cpasy NOCNe BbINMONHEHUS PE3EPBHOMO KOMMPOBAHUS
apxmBbl MOryT BbiTb Npeobpa3oBaHbl HA XOCTe KAMeHTa. Takum 06pa3oM, BaXHbIe
JaHHble OyayT HemocTynHbl Ons agMmuHuctpatopa RuBackup wnn ppyrux nuu,
KOTOpble MOrnn 6bl NONYYNTb OOCTYN K PE3EPBHOM KOMUM (HANpUMep, Ha BHELIHEM
XpaHUNULLE KapPTPUOXEH NEHTOYHON BMBNMoTeKM UM Ha Mowanke nposanoepa
0bnayHoro XxpaHunuiLa s Balmx Pe3epBHbIX KOMUIA).

3awmnTHOE Npeobpas3oBaHme ocyLWecTBAsSETCS BXoaswei B coctae RuBackup
yTunuto rbcrypt. Knioy ans 3awmtHOro npeobpasoBaHWsi Pe3epBHbIX KOMWA
pacnonaraetca Ha XxocTe knveHTa B doanne /opt/rubackup/keys/master-key.
3awuntHoe npeobpas3oBaHNe OaHHbIX NPV NMOMOWW rbcrypt BO3MOXHO C OJIMHOM
Kntoya 256 61T (no ymonyaHwuio), a Takxe 128, 512 nnm 1024 buta B 3aBUCUMOCTYU
OT BblIOpaHHOro anroputMa Npeobpas3oBaHus.

Ecnu onsg npasuna rnobanbHOro pacnmcaHns Heobxoammo BbibpaTe 0COobbIN
PEeXVM 3aWUTHOro NPeobpas3oBaHUs C ANMHOW Kioya, OTANYHOW oT 256 61T, 1 C
KNOYOM, PacronoXeHHbIM B APYroM MECTE, TO Bbl MOXETE caenatb STO MPY NMOMOLLM
CKpWNTa, BbIMOMHSIOWEroCs MNOCNEe  BbIMOMHEHWSI PE3EPBHOMO0  KOMMPOBAHUS
(onpepensieTcs B npasBune  rnobasbHOro  pacnucaHus  aaMUMHUCTPATOPOM
RuBackup). lMpu atom Heobxoammo, 4TOObl MMs nNpeobpa3oBaHHOro doaina
OCTafioCb TakMM Xe, Kak W paHee, MHaye 3adada 3aBeplmTcsl C  OLMOKON.
Mposectn obpatHoe npeobpas3oBaHMe Takoro dpaina nocne BOCCTAHOBEHUS €ro
13 apxvBa CnemyeT BPYYHYKO Npv nomowwm ytunutbl rberypt. MNpy Takom pexume
paboTbl HET HEOOXOOMMOCTU yKa3biBaTb anropuTM MpPeobpal3oBaHWs B Mnpasune
PE3EepPBHOr0 KOMMPOBAaHUS, WHa4ye apxvB OyaeT NOBTOPHO npeobpas3oBaH C
MCMONb30BaHNEM MacTep-Ktoya.

Lns BbINOMHEHUS 3aWWUTHOrO Npeobpas3oBaHMs OOCTYMHbI  anropUTMbl,
npeacTaBneHHble B Tabnuue 1.

Ta6bnuuya 1 — ANropuTMbl 3alLMTHOTO NPeobpa3oBaHus, AOCTYMNHbIE B YTUNUTE
rbcrypt.

Anroputm ,D.nMHg"KTmoqa, MpumeyaHue
Anubis 128, 256
Aria 128, 256

10
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AdnuHa knroua,

Anroputm 6uT MpumeyaHue
CAST6 128, 256
Camellia 128, 256
YKpaunHCcKuin HaumoHanbHbln ctaHoapTt ACTY
Kalyna 128, 256, 512 76242014
. Poccuiicknii HaumoHanbHbIi ctaHgapt FOCT
Kuznyechik 256 P 34.12.2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Kutaickmin HaumoHanbHbl cTaHaapT ans
SM4 128 6ecnpoBOaHbIX CeTel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256

11
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JlokanbHble IMCTbl OrPpaHN4YEeHUN

Mpwn pabote momynsa rb_module_freeipa nokanbHble CINCKK OrpaHnyeHuiA
He NPUMEHSAIOTCA.

12
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MeHepXxep agMmuHuctpatopa RuBackup

(RBM)

OkoHHOe npunoxeHne «MeHeoxep agmuHuctpatopa RuBackup» (RBM)
npefHasHavyeHo Aans obwero aaMUHUCTPUPOBAHMS CEPBEPHON  rPYNMMPOBKY
RuBackup, ynpaBneHWs KnMeHTamMu pe3epBHOIO KOMMPOBaHUS, rnobanbHbIM
pacnuncaHnem pe3epBHOro KOMMpoBaHUs, XpaHuInwamm pe3epBHbIX KOMnum 1 np.

RBM MoxeT ObiTb 3anyleHO aOMWHUCTPATOPOM Ha OCHOBHOM CepBepe
pesepBHOro konnposaHus RuBackup.

Lns 3anycka RBM cnenyet BbINOMHNTL KOMaHAY:

# ssh -X userarubackup_server
# [opt/rubackup/bin/rbm&

lNonb3oBarens, 3anyckatownn RBM, nonxeH BxoauTtb B rpynny rubackup.

Ha Bknagke OO6GBEKTbl B NIEBOW 4aCTU MPEOCTaBNEH CMMCOK K/IMEHTOB
CMCTEMbI PE3EPBHOro KOMMPOBaHWS, B KOTOPOM yKasaHo UMS, yHukanbHblin HWID u
ornucaHue. KnueHTbl, KOTOpble B [OaHHbIA MOMEHT Haxomsatcs B online, Oyoyt
OTMEeYeHbI 3eneHbIM UBeToM. KnueHTbl B cocTosiHum offline — kpacHbiM (pyucyHok 1).

*©  MeHegxep agmuHMUcTpaTopa RuBackup

Kondurypauwa MpocuvoTp  AelcTBrA AHanwTuka  MHdopmauwa

Ob6bekTel | CTpaterkn [nobaneHoe pacnncaHwe CepBepHas rpynnupoBka RuBackup

OfbekT onucaHne

~ e —
reeipa-server.rubackup.local

rubackup-server.rubackup.local  Primary RuBackup server

PucyHok 1

Ins pe3epsHoro konmpoBaHus Docker Ha xocTe [ONXeH ObiTb YCTAHOBNEH
knneHT RuBackup wn cootBeTcTByOWMA MOoaynb, obecrneymBarowmini  pe3epBHoe
KonupoBaHue. KnneHT monxeH ObiTb aBTOpPM30BaH agMuHucTpatopoM RuBackup
(cM. pazgen «KnueHtbl» MeHepxepa agmuHucTpatopa RuBackup).

13



& 'RuBackup

Ecnn knnent RuBackup yctaHoBneH, HO He aBTOPM30BaH, B HUXHEN 4acTu
okHa RBM nosBuTcs coobweHne 0 TOM, YTO HaaeHbl HEABTOPU30BAHHBIE KIVEHTbI.
Bce HOBble KIMEHTbI [OOMXHbI ObiTb a@BTOPU30BaHbl B CUCTEME pPE3EPBHOMO
kornmposaHus RuBackup.

[na asTopu3auum HeaBTOPM30BaHHOro knneHta B RBM BbinonHute
cnegywowne oencTens:

1. Otkporite MeHio [HdenctBuss — KnumeHTbl — ABTOpM30BaTb KJ/IMEHTOB
(pUCyHOK 2).

MeHeaxep afiMHHUCTpaTopa RuBackup

Kondurypauusa Mpocmotp PIEElae-NEN AHanuTvka WHdopmauua

MnobansHsle neRcTBUA

ObbekThl CTpateruu KnveHTs

/i, ABTOPWM3DBATE KIIMEHTOB...
ObbekT OnucaHue
KnueHThl

: == Primary RuBackup server

clear

¥Ynanute offline knueHToe...

PucyHok 2

2. Bblbepute Hy>XHOro HeaBTOPU3OBAHHOrO KAMEHTA M HaxXmuTe ABTOPM3OBaTb
(pucyHok 3).

HeaBToOpHM30BaHHEBIE KJMEHTBI

WMA xocta Tun OC OC aucTpubuioTep MAC IPv4 IPvE NocnenHuA paz Ha CBA3M

lm 52:54:00:1f:49:ed | 192.168.122.21 |feB0::5054:ff:felf:49ed | 02.12.2020 18:43

3aKpbiTh | ABTOPW30BaTh YOanuTe

PucyHok 3

MNMocne aBTOpPM3auUMM HOBbIA KNMEHT OyneT BMAEH B rmaBHOM okHe RBM
(pucyHok 4):

MeHeaXep agMUHUCTpaTopa RuBackup x

Kondwmrypauma [Mpocmotp [Jenctens AHanuTuka WHdopmauus

ObvexTu Crpareran InobankHoe pacnucaxme CepeepHas rpynnupoeka RuBackup

ObbexT OnucaHue CBOWCTBA | HacTpolkwm — WMHgopMauus
~ Knuentsl
tares Primai Ru Backui server Tun OC Linux
clear OC aucTpubeloTep ubuntu
o MNcesnoHnM
MAC 52:54:00:1f:49:ed
IP v4 192.168.122.21
PucyHok 4

14
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Mpn nomowm meHenxepa agmuHucTparopa RuBackup MOXHO co3patb B
rnobanbHOM pacnucaHnM OOHO WM HECKONbKO MpaBuil PE3EPBHOr0 KOMMPOBaHMSA
paHHbix FreelPA.

Lns 3T0ro Heob6X0AMMO BbIMONHUTb cnenywowne OencTens:

1. BblbpaTb KIMEHTCKMIA XOCT, Ha KOTOPOM YycTaHoBneHo FreelPA n pnobasutb
NpaBnno Pe3epBHOro KONMPOBaHUS (PUCYHOK 5).

*r MeHepKep agMUHUCTpaTopa RuBackup

- 0O x
KoHdwrypauws Mpocmotp  JefcTBMA  AHanuTWKa  MIHGopMaumns
O6BekThl w Crpatervi  TnoBaneHoe pacnucaHue — CepBepHan rpynnupoeka RuBackup
O6nekT OnucaHne CeoiicTea |Haclpcﬁx|n Wrdopmauus
¥ KnueHTbi Tun OC Linux
freeipa-server.rubackup.local
rubackup-server.rubackup.local  Primary RuBackup ... EubEpUBEEED)) astra
McesaoHUM
MAC 52:54:00:fa:3f.e4
1P v4 192.168.100.29
1P v6 feB0:5f6e:6537:2b62:d4c2
AeHe AeHe
Wmsa npaenna MuH Yac MecALa Mecay Hezenn Haunerca 3aKoHYMTCA Twun pecyp
KnoHwpoBgate
Yaanute
BbINOMHUTE
C'rpa'reruu‘ Mpaewna ‘Peaepauuexonuu 3apaun MnaH BoCcTaHOBARHMA  XKypHan
HOPMankH.IA pexum

PucyHok 5
2. Buibpatb T1n pecypca «Free IPA» (pncyHok 6):

Twun pecypca  File system v | | Hactpontb...
File system | y |
06pazey pai Tun PK full
Block device ————
ce | MMpeobpazoBaHne | nocrypt v |
-
MuHyTa o v ._—I
PucyHok 6

3. Buibpatb pecypc, Anst KoToporo 6ynet BbINMOMHATLCS NPABUIO (PUCYHOK 7):

Wma Select Free IPA at client: freeipa-server.rubackup.local x

KnueHTt freeipa- A - .

Myn |Defau|t 1 FreelPA4.64

MakcuMmansHbIA

Pecypc :‘
PucyHok 7
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4. YcTaHOBMTE HACTPOWKWM MpasBuna: HaseaHWe npaswuna, Nyn XpaHeHWs OaHHbIX,
MakcvManbHbii 06bEM Ons pe3epsHbIX Konwii npasuna (8 'B), Tn pesepBHoro
KOMUPOBaHUs, pacnucaHue pes3epBHOro KOMMPOBaHUS, CPOK XPaHEHUs U

Heobsi3aTeNbHbIi  BPEMEHHON MPOMEXYTOK MPOBEPKM  PE3epPBHON

(pUCyHoOK 8).

AobaenTk npaeuno B rnobansHoe pacnucaHune

Konmn

Wmsa Astra freeipa
KnaueHT  freeipa-server.rubackup.local o

Myn Default e |

1bli 06bem PK 1 C | I6, pna panHoro knuenTa 10 | MamenuT...
Pecypc | FreelPA4.0.4

Tun pecypea | Free IPA V| | HacTpouTh... |

06pazew pacnucanus Tun PK full A
Bce  MpeobGpazoeanue | nocrypt hd

MuHyTa (] Sl O
Yac 0 O[] | | Nepuop peiictens ng
JleHb MecAua 1 SO

Hauano 16.11.2020 15:34 ~

MecsL, January v
JeHe Heaenn Monday v 0

OkoHuaHne | 16.11.2021 1534 ~

OcHoBHOE W YeegomneHnA | AononHWTenLHO Aa

n PK 1 3 th C PK 1 ~
[} NpoeepaTs PK uepes | mon  CpoK XpaHeHua | | year OTmeHa

x

PucyHok 8

5. Haxmnte kHomky «Hactpoutb» M HACTpoOiTe AOMONHUTENbHBLIE MNapameTpbl

pecypca Free IPA (pucyHok 9).

Parameter ~  Datatype Value Aa
1 online_backup boolean false
2 only_data_backup |boolean false
‘ OTmeHa ‘
PucyHok 9
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YcTaHoBKa 3HayeHust true ONsi HAcTpoilkym online_backup nobasnsieT B
KOMaHOy napameTtp --online, KOTOpPbI MO3BOMSET BbINOMHUTL Pe3epBHOE
KOMMPOBaHMe B pexmnme oHnawiH, 6e3 octaHoBkM cnyx6 FreelPA.

YcTaHoBKa 3Ha4YeHust true ons Hactpolikm only_data_backup pobasnsiet B
KoMaHgy napameTp --data, KOTOpbIA MO3BONSIET BbINOMHUTL  PE3EPBHOE
KOnupoBaHue ToNbko aaHHbIx FreelPA.

BknioyeHne HacTtporikm online_backup aBtoMatuyecku nogpasymeBaeTt
ncnonb3oBaHne napametpa only_data_backup, U npu cpabaTbiBaHUM npaBuna
OyneT Npon3BeaeHO PE3EPBHOE KOMMPOBAHME TONMBbKO JaHHbIX B PEXVME OHNAWH.

6. Ha Bknagke «IlononHUTENbHO» MOXHO HaCTPOWUTb aBTOMaTMyeckoe ynaneHve
yCTapeBLUNX pe3epBHbIX KONWi, onpeaennTb YCroBne Nx nepemelleHns B 4pyrom
nyn M yCTaHOBUTb pa3pelleHne Ona KAneHta yoansdtb pe3epBHble Konuu
(pucyHok 10):

AoBaBuTb NpaBuno B rnobanbHoe pacnUcaHwe
OcHoBHOe  YBegomaeHna | JonoAHWTENkLHO

YcTapeBlIWe pe3epEHbIe KONWK:

ApTOMaTueckoe yaaneHne PK ] MudopMuposaTs: | Nobody

PezepBHbIe KONWK:

[ ] nepemectute BNyn: | Default < BCAW CTaplue yem month

KHMEHTY pazpeleHo yAanATe PeE3EpEHBIE KONWKW 3TOMO NPaenna k3 penosntTopus

PucyHok 10

BHOBb co3naHHOe npasmno Oynet obnanatb CTaTycoM «wait», 3T0 03HaYaeT
4TO OHO He ByJeT NopoX.aaTb 3a4ay Ha BbIMONHEHNE PE3EPBHOr0 KOMMPOBaHWS 10
TOV Mopsbl, NMoka aaMuHucTpatop RuBackup He 3anycTuT ero n OHO U3MEHWUT CBOWA
cratyc Ha «run». [lpu HeobxoAMMOCTM paboTy npaBwuna MOXHO Oyner
NPMOCTaHOBUTb WM 3anMyCTUTb B OO0 MOMEHT BPEMEHM MO  XenaHuio
aaMuHucTpatopa. Tak Xe aOMUHUCTPATOp MOXET WHULMMPOBATb HeMedsieHHoe
co3faHve 3aJayv npuv ctaTtyce npasuna «wait».

Mpasuno rnobanbHOro pacnucaHns MMeeT CPOK XU3HKW, onpeaensieMblii npu
€ro co3faHum, a Tak Xe npeaycMaTpyuBaeT Crieayomne BO3MOXHOCTU:

1) BbInOAHWTL  CKPUNT Ha  KAMEHTE MNepel HavyanoM  pPe3epBHOro
KOMMPOBaHUSI.

2) BbINONMHUTBL CKPUNT Ha KNMEHTE MOC/e YCMNELWHOro OKOHYaHNs pe3epBHOro
KOMMPOBaHWUSI.

3) BbiNONHWTL  CKPUNT Ha KAMEHTE MOCNEe HEeyoayHoro 3aBeplueHMst
PE3EePBHOr0 KOMMPOBAHUS.
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4) BbinonHnTb 3awwmTHOE NPeobpal3oBaHme PE3EPBHOMN KOMMUM HA KINEHTE.
5) MNepuoanyeckn BbINONHATL NPOBEPKY LIENOCTHOCTV PE3EPBHON KOMUM.

6) XpaHnTb pe3epBHbIe KOMUM ONpeaenéHHblil CPoK, a NOCne ero OKOHYaHus
yoansTb MX U3 XpaHWMWa Pe3epBHbIX KOMWA 1 U3 3anuceit penosmtopus, nmbo
MPOCTO yBEOOMSATb MONMb30BaTENE CUCTEMbI PE3EPBHOrO KOMMPOBAHMA 06
OKOHYaHWM CpoKa XpaHeHMs.

7)Yepe3 onpenenéHHbii CPOK MOCne COo3haHusi pe3epBHOM  Konuu
aBTOMATUYECKN MEPEMECTUTb €€ Ha APYrol Nyn XpaHEeHUS PE3epBHbIX KOMWA,
HanpUMep Ha KapTpULX NEHTOYHON BMONMOTEKN.

8) YBenoomnatb nonb3oBartenen CUCTEMbl PE3EPBHONO0  KOMUPOBAHWUS O
pesynbTatax BbIMOMHEHMSI TEX WM WHbIX OMepauunii, CBSI3aHHbIX C MPaBUIOM
rnobanbHOro pacnmcaHms.

9) YcTtaHOBUTL  OOMONHUTENIbHBIE  MapameTpbl  npaBuna  Pe3epBHOro
KonupoBaHus (HacTpokn only_data_backup n online_backup mnsa pecypca
FreelPA)

Mpn cos3paHvm 3apayn RuBackup oHa nosiBnsieTcs B rNaBHOW o4epenun
3apad. OTcnexmsaTb UCMONHEHVE NPaBU MOXET Kak aaMUHUCTPATOP, C NMOMOLLbIO
RBM, tak knneHT npu nomowwm RBC.

Mocne ycnewHoro 3aBepLleHns pe3epBHOro KONMpoBaHUs pe3epBHas Konms
OyneT pas3MelleHa B XpaHUMLLe Pe3epBHbIX KOMuiA, a nHdopMaums o Hel bynet
paamelleHa B penosutopun RuBackup.
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Hactponku npasun rnob6anbHoro

pacnucaHusa RuBackup

Lnsi BbINONHEHNS1 PEe3ePBHOIrO0 KOnMpoBaHus pecypcos Docker Heobxoammo
npu nomowmn MeHeoxepa aamuHuctpatopa RuBackup cosparb npasuno B
rnobanbHOM pacnucaHum, B KOTOPOM ykasaTb COOTBETCTBYHOWMIA TUN pecypca. MNpu
co3faHun npaevna B rnobanbHOM pacnucaHun agmmHuctpatop RuBackup 6ynet
BUIETb CMMCOK BCex pecypcoB Docker Ha knuneHTe 1 MOXET Bbibpatb Tpebyembiit
(ons atoro HeobxoauMo, 4TOObl Ha KNIMeHTe paboTtan KAMEHTCKWA (OOHOBBLIV
npouecc).

Mpy cospaHun npasuna pPe3epBHOrO KOMMPOBAaHWS MOXHO OMpPenenvTb
cnegylowme napameTpbl:

— TN pe3epBHOro konnposaHus (full);
— paspelleHHbli MakCUManbHbIi O0ObeM [Ons BCEX PE3EPBHbIX KOMWIA
npasuna;

— HeobX0OMMOCTb 3alWMTHOrO Npeobpas3oBaHnst PE3EPBHON KON TEM UMK
MHbIM anroput™oM . MNpeobpasoBaHue By neT BbINOMHSATLCS HA CTOPOHE KNNEHTA;

— BKJ/IOYEHME W NEPUOL, aBTOMATMHECKOW NMPOBEPKM PE3EPBHON KOMWU;
— CPOK XpaHeHns pe3epBHbIX KONuiA CO30aBAEMOr0 NPaBmna;
— Ny XpaHEHWs, B KOTOPOM By ayT pasmelLeHbl Pe3ePBHbIE KOMUY;

— HeobX0OMMOCTb aBTOMATMYECKOrO YyOaneHusi Pe3epBHON KOMWWU, CPOK
XPaHEeHUs KOTOPOWA UCTEK;

— nepeMelieHne pe3epBHO Konuu B OPYro nyn, nNpu OOCTUXEHWUM
onpenenéHHoro cpoka c MoMeHTa eé co3naHus;

— BO3MOXHOCTb ONnd KNMeHTa yaandatb pe3epBHble KON N3 PENO3NUTOPUA;

— HacTporkm cuctembl ysepomneHmss RuBackup nona cospaeBaemMoro
npasuna;
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YBEOMNEHNS MOTYT NPONCXOANTb B CNELYIOWMX CyYasX:

npasuna;

HOpManbHOe UCMOoNTHEHVE NpoLeaypbl PE3ePBHOro KONMpPoBaHNS;
NCMNOJHEHVE NPoLIeaypPbl PE3EPBHOr0 KOMMPOBAaHNUS C OlWMbKaMu;
npoBepKa pe3epBHON Konuu;

OKOHYaHWe nepuoaa OeNCTBUS CO30aBaeMoro npasuna;

OKOHYaHMEe BblOENEHHOro 00bEMa AN XPaHEHUS PE3EPBHbIX KOMWiA

OKOHYaHVe CpoKa XpaHeHVs pe3epBHOM KOMUM.

JononHutenbHble HaCTpOVIKM npasuna ong BbINOMHEHUNA PE3epPBHOro

KonuposaHus pecypcoB Docker (TONbKO AN KOHTEMHEPOB U TOMOB).
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MeHenxep knueHta RuBackup (RBC)

MpyHUMN  B3aUMOLEWCTBUSA  KIMEHTCKOrO  MeHeoxepa C  CUCTEMOW
PEe3epPBHOro KOMMPOBAHNS COCTOUT B TOM, YTO MOMb30BaTENb MOXET CCPOpMMPOBaTL
TY WX NHYIO KOMaHay (Xenaemoe OeVCTBME) U OTNPaBUTb Ero CEPBEPY PEIEPBHOIO
konuposaHusa RuBackup. B3anmonencTemne nonb3oBartens ¢ CEPBEPOM Pe3epBHOIro
KONMPOBaHUSA MNPOU3BOAMTCS 4Yepes3 KmeHTa (CPOHOBbIA MPOLECC) pe3epBHOro
KONMpoBaHUs. KNWEHTCKMIA MeHenXep OTnpaBnseTr KomaHgy nonb3oBaTens
KNWEHTY, KNWeHT oTtnpasnsetr eé cepsepy. B Tom cnydae, ecnu pewncreve
nonyctmo, To cepBep RuBackup otoact obpaTHyto KoMaHmy KAMEHTY W/Wnum
nepeHanpaBuT eé Menmacepsepy RuBackup ons nanbHeiwei obpabotku. 310
03Ha4aeT, YTO K/IMEHTCKNIA MeHenXep 0OblHHO HE OXMIOAET 3aBEPLIEHMS TOr0 UK
MHOrO OENCTBMSA, HO OXMOaeT OTBeTa OT KAMEHTa, 4TO 3adaHue NPUHATO. ITO
NO3BONSET MHULMMPOBATL NapannefibHble 3anpochl KMNEHTA K CepBEPY PE3EPBHOIO
KONMpoBaHUsl, HO TpebyeT OT MONb30BaTeNst CaMOCTOSITENbHO KOHTPONMPOBATb
4yToObl He ObIN0 «BCTPEYHbIX» OMnepauui, koraa MNPOUCXOOMT BOCCTaHOB/IEHME
JaHHbIX, 1 B 3TOT XE& MOMEHT 3TV Xe OaHHble TpebyloTca Ons co3haHusi HOBOM
pe3epBHOM Konuu. locne Toro, Kak Bbl OTAANN Ty WM UHYIO KOMaHZy npy NOMOLLM
KNIMEHTCKOro MeHeXepa, Bbl MOXETE MPOCTO 3aKPbiTb MPUNOXEHNE, BCE OENCTBUS
6ynyT BbINOSHEHBI CUCTEMOI PE3EPBHOIO KOMMPOBAHMS (0QHAKO CTOMT A0XOATbCS
COOBLEHNS YTO 3adaHNe MPUHSATO K UCMONHEHWMIO U MPOKOHTPONMPOBATb 3TO BO
BKNagke «3anaym»).

padouyeckuin - UHTEPPENC  KIMEHTCKOrO  MeHenxepa noanepXxusaet
PYCCKWUIA N aHIINACKNIA A3bIKW.

Insa 3anycka RBC cnepnyet BbINOMHUTL KOMaHy:

# ssh -X userg@freeipa_host
# [opt/rubackup/bin/rbc&

Monb3oBarenb, 3anyckatownin RBC, nonxeH BxoanTb B rpynny rubackup.

Mpv NepBOM 3anycke KIMEHTCKOro MeHeaxepa HeobxoaMMo 3a8aTb Naporib,
NPy NOMOLWM KOTOPOro BMOCNEACTBMU MOXHO OyOeT 3anpocuTb BOCCTAHOBEHMWE
pesepsHOM Konuun. bes BBooa napons nony4ntb pe3epBHYIO KOMUIO 415 KIMeHTa 13
XpaHunmiwa HeBO3MOXHO. X3l Napons BOCCTAHOBNEHNS XpaHUTCS B 6a3e AaHHbIX
RuBackup cepsepa. MNpy HEOBXOAMMOCTN MOXHO WU3MEHUTb Naponb MNPV NOMOLLM
KNIMEHTCKOro MeHeoxepa (MeHio «<KoHdpurypauus» — «MI3MeHUTb Naponb»).

Ha rnaBHOM CTpaHMUE  KIMEHTCKOrO  MEHeaXepa  PacrnofioXeHb
nepeknioyatomMecs BKNaLKM, MO3BONSIOWME YMPaBNSTb PE3EPBHLIMY  KOMMSIMU,
pacrnucaHVeM pPes3epBHOr0 KOMMPOBaHWS W MpocMmaTpvBaTb TeKyllme 3adadu
KnneHTa.
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Bknapka «Pe3epBHble konuun»

B tabnuue Bknagkun «Pe3epBHble KOnMu» COOEPXMTCS MHApopmaums 060
BCEX PEe3epBHbIX KOMUAX KNEHTa, KOTopble XpaHAaTcs B penosuTtopun RuBackup
(pucyHok 11). JudpdpepeHumanbHblie pe3epBHble KOMUWU CCbINATCA Ha MNOMHbIe
pe3epBHble KOMUWN, NHKPEMEHTalIbHble Pe3epPBHbIE KOMUW CCbINAKTCS Ha MOJHbIE
pe3epBHble KOMUW WM Npedblaylwe WHKPEMEHTalNbHble, TakK YTO Mpu
HEOOX0AMMOCTN BOCCTAHOBUTb AAHHbIE MOXHO OLHON KOMaHOON WHULMUPOBATb
BOCCTaHOB/EHME BCE LIeNOYKN Pe3epBHbIX KOMUIA.

*r RuBackup meHegpkep knuenTa - 0O x

Kondurypauwa Bug Jeifctens  MHdopmauma

Pe3epeHble Konvi | TnoBanbHoe pacnvcaHve  3agayn  JlokankbHoe pacnvcaHive  OrpaHnyeHins
Id = TaskID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size Created Creation duration
11 1 Free IPA FreelPA 464 full Default | 2478080 179 2020-11-11 18:47:32+03 | 00:00:07.18
22 2 FreeIPA FreelPA 464 full Default | 2478080 179 2020-11-11 18:49:00+03 | 00:00:06.72
33 18 Free IPA FreelPA 464 full Default | 6451200 179 2020-11-16 16:26:53+03 | 00:00:36.07

44 20 FreeIPA FreelPA46.4  full Default | 6471680 179 2020-11-16 16:30:27+03 | 00:00:35.43

PucyHok 11

Bo Bknapke «PesepBHble konuu» nonb3oBaTento OOCTYMHbl Ccrnenyowme
OencTBus:

Ynanutb BbIOpaHHYIO pe3epBHYIO KOMMUIO.

9710 [peiictBMEe BO3MOXHO B TOM Cny4ae, ecnu B npaewne rnobanbHoro
pacnucaHusi ecTb  COOTBETCTBylOWEee paspelweHne. Kpome Toro, npu
HEoOX0OMMOCTU BbINOMHWUTL yHaneHne pPe3epBHOM Konun notpebyetcs Bectu
naposb KMeHTa.

BoccTtaHOBUTBH LLEeMOYKY pe3epBHbIX KOMUMA.

970 peiicTBME 3aryckaeT MPOLECC BOCCTAHOBMEHUS! LIEMOYKM PE3ePBHbIX
KOMUiA Ha CUCTEME KMEHTA.

KnueHTCKuin MeHepoXep He OXuOaeT OKOHYaHUS BOCCTaHOBNEHUS BCEX
pe3epBHbIX KOMWI, Mnonb3oBartenb [HOOMXKEH MPOKOHTPONMpOoBarb BO BKNagke
«3adayv» 4YTO BCE CO34aHHble 334a4M Ha BOCCTAHOBMEHME OaHHbIX 3aBEPLUNINCH
ycrnewHo (ctatyc 3agady «Done»). Ing ycnewHoro BbINOMHEHUS 3TOro AerCTBUA
TpebyeTcs  HanMumMe  OOCTAaTOMHOrO  CBOOOOHOrO  Mecta B Karanore,
npenHasHa4YeHHOM A7 CO3[aHUS U BPEMEHHOMO XPaHEHWs pPe3epBHbIX KOMuii
(cm.onumio use-local-backup-directory).

MpoBeputb pe3epBHYIO KONUIO.

OT0 OeicTBMe MHUUMMPYET CO3LaHne 3a4ayv NpOBEPKU PE3EepPBHON KOMUMU.
B ToM cnyyae, ecnu pesepBHas konus bbina nognucaHa UMAPOoBo NOAMNMCHIO, TO
byneT npoBepeHbl pa3mep doainoB pe3epsBHo konuu, md5 cymma u nposBepeHa
cama pesepsHas konus. Ecnn pesepsBHas konus He Gbina nognucaHa LmndpoBoi
NoAanMcblo, To By yT NPOBEPEHbI pasmep ¢oanoB pe3epBHO Konum n mdS cymma.
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Bknapka «'nobanbHoe pacnucaHume»

B tabnuue Bknagkn «nobanbHoe pacnmcaHue» CoOepXUTCS UHGOPMaLUS
060 Bcex npasunax B rnobanbHom pacnucaHun RuBackup mns a1oro knveHTa.
(pucyHok 12).
RuBackup MeHeaXep KNHEeHTa — X < ]
Kondwmrypauws Bug [Jeacteus  WHdopmauus
Pesepanbie konui | [No6ansHoe pacnucanme | 3apaun | JloKansHOe pacnucaHue | OrpaHuseHns

Storage
capacity, GB

Day of

Day of Validity Validity Resource
month

ooty week start period end period type

Id Rule name Min Hour Resol
1(41 1st 10 = = = = = 2019-11-05 15:23:00+03 2020-11-05 15:23:00+03 File system fheme/andr]
2[42 2nd 10 * * * * N 2019-11-09 19:57:00+03  2020-11-09 19:57:00+03 File system fhome/andr|

343 diff 10 o] o 1 January  Monday 2019-11-12 15:29:00+03 2020-11-12 15:29:00+03 File system Jhome/andr]

PucyHok 12

Bo Bknagke «[nobanbHoe pacnvcaHve» MNoMb30BaTento  AOCTYMHbI
cnenyowune 0encTBuns:

3anpocutb HOBOE NpasuIo.

310 JJ,eVICTBVIe Bbl3blBAET OManor noarotoBkn HOBOro npaswia B rnobanbHoOM
pacnucaHum RuBackup onsi gaHHoro knuenta. 3anpoc Ha nobaeneHvie npasuna
TpebyeT opobpeHust aoMmmHuctpaTtopa RuBackup, onobpeHre MoxXeT bbiTb caenaHo
B OKOHHOM MeHexepe agMmuHucTpartopa RuBackup.

3anpocuTb yaanuTb NPaBuio U3 rnobanbHOro pacnmcaHus.

910 penictBue CQOpMMpyeT 3anpoc K aamuHuctpatopy RuBackup 06
yoaneHun BbIOPaHHOro Mofb30BaTeNeM MpaBuna M3 rnobanbHOro pacnmcaHus
RuBackup. 3anpoc Ha ynaneHue npaeuna TpebyeT onobpeHnst agMmMHUCTpaTopa
RuBackup, opobpeHne wMoxeT ObiTb COENaHO B OKOHHOM  MeHedxepe
agmuHucTparopa RuBackup.

Bknanka «3apauun»

B tabnuue Bknanku «3apayn» CooepXuUTcs nHgpopmaums ob6o Bcex 3agadax
B rnaBHoOM o4yepean 3anaHuin RuBackup ons atoro knneHTa (pucyHok 13).

B 3aBucmmocTn oT HacTpoek pesepBHOro cepsepa RuBackup BbIMOMHEHHbIE
3ajayn 1 3amayv, 3aBepLMBLLMECS HEyOaYHO, Yepe3 Kakoe-TO BPeMs MOryT ObiTb
aBTOMaTU4YeCKW yaaneHbl U3 rnaBHoM odepeamn 3anad. ViHgopmaums o BbinonHEHUN
3afaHnn oukcupyeTcs B crieumanbHOM XypHane 3agad cepsepa RuBackup, npu
HeobXxoOMMOoCTK cTaTyc noboii 3adayn, gaxe yaoanéHHoW M3 odepenn, MOXHO
yTO4HUTL Yy agmuHuctpaTopa RuBackup. Tak e wuHopmaumsi 0 BbINONHEHUN
3agay K/vMeHTa 3aHOCUTCS B JIOKaNbHbIA XypHalbHbIA hanin Ha knveHte. B
KIMEHTCKOM MEeHeIXepe MOXHO OTKPbITb OKHO OTCNEXMBaHUS XYPHaNbHOro
daiina (MeHo «MHdbopMaumnsa» — «XKypHanbHbI cpann»).
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*s°  RuBackup MeHegKep KNMeHTa

KoHudurypauma Bwa  Jefictensa  MHbopmauma

Pe3epBHele KON TNobankHoe pacnucaHve 3agaun JNokansHoe pacnvcadne  OrpaHuyeHns

Id Type Resource type Resource Backup type Rule ID Strategy ID Repository ID Pool Status Created
1 18 Backup global |Free IPA FreelPA4.6.4  full 2 3 Default |Done 2020-11-16 16:26:16+03
2 20 Backup global |Free IPA FreelPA4.6.4  full 2 4 Default |Done 2020-11-16 16:29:50+03

322 Restore Free IPA FreelPA 4,64 |full 4 Default |Done 2020-11-16 16:56:02+03

PucyHok 13
Bknapka «JlokanbHoe pacnucaHue»

Bo Bknagke «JlokanbHoe pacnucaHve» MOXHO Onpenenutb npasuna,
3aaBaeMble K/IMEHTOM A7 TeX WU WHbIX NOKaNbHbIX pecypcos. [ns paboTbl
NOKaNbHOr0  pacnuMcaHusi 3Ta  BO3MOXHOCTb  OO/MKHA  OblTb  BK/OYEHA
agMmuHuctpartopom RuBackup ons knueHra.

Bknapgka «OrpaHuyeHus»

Bo Bknagke «OrpaHnyeHunsi» MoryT ObiTb onpeneneHbl nokasnbHble Pecypchl,
PE3EpPBHOE KOMUPOBAHME KOTOPbIX HexenatenbHo. [ns paboTbl NOKanbHbIX
OrpPaHUYeHUn 3Ta BO3MOXHOCTb OOMXKHA OblTb BK/KOYEHA AOMUHUCTPATOPOM
RuBackup ons knuenra.
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YTUNuTbl KOMaHOHOM CTPOKMU KJIMEeHTa

RuBackup

na ynpaeneHns RuBackup cO CTOpPOHbI KnveHTa, MOMUMO KIMEHTCKOro
OKOHHOro MeHexepa, MOXHO BOCMO/b30BaTbCH YTUIMTAMU KOMaHOHOW CTPOKMU:

rb_archive

YTunuta npefHasHadyeHa ons npocMoTpa Cnmncka pe3epBHbIX KOMWA KNMeHTa
B CUCTEME PE3EPBHOrO KOMUPOBAHWSA, CO30aHMS CPOYHbIX PE3EPBHbLIX KOMUIA, MUX
yAaneHus, NPOBEPKN 1 BOCCTAHOBNEHMS. HuXe npeacTaBneH NpuMep BbIMOMHEHNS
KOMaHApl..

# rb_archives

Id | Ref ID | Resource | Resource type | Backup type |
Created | Crypto | Signed | Status
R R T T s
R T R R dommmm o dommmm o
1 | | FreeIPA 4.6.4 | Free IPA | full | 2020-
11-30 12:02:00 | threefish | True | Trusted
2 | | FreeIPA 4.6.4 | Free IPA | full | 2020-
12-01 15:02:08 | threefish | True | Trusted
3 | FreeIPA 4.6.4 | Free IPA | full | 2020-
12-02 10:00:11 | threefish | True | Trusted
4 | | FreeIPA 4.6.4 | Free IPA | full | 2020-
12-02 11:02:14 | threefish | True | Trusted

rb_schedule

Ytunuta npenHasHa4dYeHa Ansa npocMmoTpa MUMEKLWMXCA npaBun KineHta B
rnobanbHOM pacrnncaHnn pe3epBHOro KonmpoBaHUA. Hunxe npegcrasneH npuMep
BbIMOJIHEHNSA KOMaHObI.

#rb_schedule

Id | Name | Resource type | Resource | Backup type |
Status

B R LT R LT R LR
e

1 | Astra freeipa | Free IPA | FreeIPA 4.6.4 | full

wait
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rb_tasks

YTunuta npepgHasHadeHa AOns NpocMoTpa  3adady  KAMeHTa, KoTopble
NPWUCYTCTBYIOT B [NMAaBHOW O4Yepeay 3afay CUCTEMbl PE3EPBHOMO KOMMPOBAHWS.
Huxe npencraeneH NnpuMep BbINMONHEHVSI KOMaHIbI.

#rb_tasks

Id | Task type | Resource | Backup type | Status |
Created

e e R T R L dommmm o

e e e

1 | Backup global | FreeIPA 4.6.4 | full | Done | 2020-
12-02 12:01:16+03

2 | Backup global | FreeIPA 4.6.4 | full | Done | 2020-
12-02 13:01:53+03

3 | Backup global | FreeIPA 4.6.4 | full | Done | 2020-
12-02 14:05:26+03

4 | Restore | FreeIPA 4.6.4 | full | Error | 2020-

12-02 15:06:45+03

O3HaKOMUTBLCS C OYHKUMAMM YTUAUT KOMAHAHON CTPOKM MOXHO MNPy NOMOLLM
KOMaHAbl man unu B pykoBOACTBE «YTUANTbI KOMaHAHON cTpoku RuBackup».
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