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BBepneHue

Cunctema pesepBHOro konuvpoBaHus RuBackup no3sonsiet BbINONHATb
KNMMeHTaM TMonHoe, WHKpeMeHTanbHoe W gudpdpepeHumanbHoe pe3epBHOE
KonupoBaHue 6no4HbIX ycTpoiicTs (block devices).

NonHoe pe3epBHOe KonupoBaHWe - 3T0  CO3[aHWE pe3epBHOW
KOMWKM BCEX OaHHbIX M3 MCXOOHOro Habopa, He3aBMCUMO OT TOro, W3MEHSINCH
OaHHble NN HET C MOMEHTa BbINONHEHWS NOCNeOHe NOTHON Pe3epPBHON KOMUN.

AuddepeHumnanbHoe pe3epBHOE KOMUPOBAHUE COXPAHSET TONMbKO
JaHHble, N3MEHEHHbIE CcO BpEeMeHN BbIMONMHEHNSA npenbioyuero
MONHOro PE3EPBHOMO KOMMPOBAHMSI.

MHKpeMmeHTanbHOEe pe3epBHOE KOMUPOBaHUE COXPaHSAET TONbKO
JaHHble, N3MEHEHHblIe CO BPEMEHMU BbINONMHEHUS npenblayllen MHKPEeMEHTaIbHOM
pe3epBHON KOMWUW, a eCnu TakoW HeT, TO CO BPEMEHW BbIMOMIHEHUSA MOCNenHen
NMONHOM pe3epBHO KON,

PesepBHOe KONMpoBaHWe BbINOMHAETCS NO 3apaHee 3afaHHbIM npasunaM B
rnobanbHoM pacnucaHun RuBackup, a Tak Xe B COOTBETCTBMM C MpaBuiamm
NOKaNIbHOro pacnucaHns KNmneHTa, eCnm 310 paspeLLeHo KNEHTY aAMUHUCTPATOPOM
RuBackup. Tak Xe Kn1eHTy OOCTYNnHO CPOYHOE Pe3epBHOE KOMMpoBaHMe BnoYHbIX
YCTPOWCTB, HO B 3TOM CNy4yae BbLINOMHSETCA MONMHOE PEe3EepPBHOE KOMMPOBAHWE
BblBpaHHOro pecypca.

BoccTtaHoBneHMe pe3epBHOI KOMMM BO3MOXHO MO UHMUMATUBE KnneHTa. Ons
BOCCTAHOBNEHUS OAHHbIX MOMb30BaTENb AOMKEH BBECTV Maposib, MO3BOJSOWMIA
BbIMOIHATL BOCCTAHOBNEHNE.

MonHoe pe3epBHOE KOMMPOBAHUE MOXET OblTb BbINMONHEHO C MPYMEHEHUEM
cXaTms Ha CTOpOHe KnveHTa unm Ha CcTopoHe cepsBepa RuBackup, Bo3MoXxHO
BbINONMHWTb 3aWUTHOE NPeobpa3oBaHne Pe3epBHON KOMUK BbIOPaHHbLIM anropuTMOM
(cM. paspen «3awmTHOe NpeobpasoBaHme Pe3epPBHbIX KOMUIA»).



@ 'RuBackup

YcTtaHoBKa knmeHta RuBackup

[na BO3MOXHOCTM pPE3epPBHOr0 KOMMPOBaHUSA (QANNOBbLIX CUCTEM MpPU
nomowwm RuBackup Ha cepBep OomxeH OblTb ycTaHoBneH knveHT RuBackup.
Moaynb ONnsi pe3epBHOr0 KOMUPOBAHUS U BOCCTAHOBNEHUSI ONOYHBIX YCTPOWCTB
BK/IIOYEH B COCTaB K/IMEHTCKOro naketa. [oapobHo npouenypa yCTaHOBKU KIMEHTA
onuncaHa B «PykoBoacTee no yctaHoBke» RuBackup.

KnneHnt RuBackup npenctasnsiet coboit oOHOBOE CUCTEMHOE NMPUNOXEHNE
(nemMoH wnu  cepsuc), obecneuymBaiollee B3aUMOLENCTBME C  CEPBEPHOIA
rpynnupoekorn RuBackup. NS BbINOAHEHMS PE3epBHOr0 KOMUPOBAHWUS KIWEHT
RuBackup pomnxeH pabortatb OT MMeHW cynepnonb3oBatens (root ons Linux u
Unix).

Karanor onsa cos3paHusi pe3epBHbIX KONMUA U XpaHeHUs BpeMeHHbIX
cannos

Lna co3pgaHust pe3epBHbIX KOMWUIA  BUMPTYaNnbHbIX MalWMH W XpaHeHus
BPEMEHHbIX (PaiinoB, KOTOpble CO3[AlTCS MNPV WX BOCCTaAHOBNEHUW, Tpebyetcs
onpenenéHHoe npoCTpaHCTBO. PekomeHoyeTcs BbloenUTb Ans  9TON  Uenn
OTOENbHbIA  OWCK WM YCTPOMCTBO XpaHEHWs [OCTATOMHOro pasmepa W
npuMoHTMpoBaTb K /backup (MMbo K WHOW yOoOHOW TOYKE MOHTMPOBAHMS), BO
n3bexaHne nepenonHeHns cUcTeMHoro aucka. Heobxogumo onpepenvTb 3TOT
Karanor Kak 3HayeHve napameTpa use-local-backup-directory B
KOHcpurypaumoHHom charmne /opt/rubackup/etc/config.file n nepesarpysntb KnueHT
RuBackup. B ncknoumtenbHbIx cnyyasx OOMyCTMMO MCMONb30BaHNE BO3MOXHOCTU
cepsepa RuBackup npepoctasutb knueHty NFS katanor ans cosnaHus pesepsHom
Konuun. [1ns aToro Hy>XXHO onpenenvTb 3HadeHne napametpa nfs-share-mountpoint,
KOTOPbIA onpenensieT B Kakyl TOYKy ¢painoBoi CUCTEMbl ByOeT NMPUMMOHTMPOBAH
NFS karanor. NapameTp use-local-backup-directory B aTom cnyyae nonxeH 6biTb
OTK/MIOYEH, a Ha cepeepe RuBackup nponsseneHbl COOTBETCTBYHOLWME HACTPOMKU
NS onpeneneHns pasgensieMoro kartanora. bonee noopobHo cM. «PykoBoaCTBO
cucTteMHoro agmmHuctparopa RuBackup».
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3aluTHOe nNpeobpasoBaHue pe3epBHbIX

KONMun

Mpy HeobxoaMMoCTI, cpasy NOCNe BbINMONHEHUS PE3EPBHOMO KOMMPOBAHUS
apxmBbl MOryT BbiTb Npeobpa3oBaHbl HA XOCTe KAMeHTa. Takum 06pa3oM, BaXHbIe
JaHHble OyayT HemocTynHbl Ons agMmuHuctpatopa RuBackup wnn ppyrux nuu,
KOTOpble MOrnn 6bl NONYYNTb OOCTYN K PE3EPBHOM KOMUM (HANpUMep, Ha BHELIHEM
XpaHUNULLE KapPTPUOXEH NEHTOYHON BMBNMoTeKM UM Ha Mowanke nposanoepa
0bnayHoro XxpaHunuiLa s Balmx Pe3epBHbIX KOMUIA).

3awmnTHOE Npeobpas3oBaHme ocyLWecTBAsSETCS BXoaswei B coctae RuBackup
yTunuto rbcrypt. Knioy ans 3awmtHOro npeobpasoBaHWsi Pe3epBHbIX KOMWA
pacnonaraetca Ha XxocTe knveHTa B doanne /opt/rubackup/keys/master-key.
3awuntHoe npeobpas3oBaHNe OaHHbIX NPV NMOMOWW rbcrypt BO3MOXHO C OJIMHOM
Kntoya 256 61T (no ymonyaHwuio), a Takxe 128, 512 nnm 1024 buta B 3aBUCUMOCTYU
OT BblIOpaHHOro anroputMa Npeobpas3oBaHus.

ABTOMaTUYECKOE 3alMUTHOE Npeobpa3oBaHme U obpaTHoe npeobpasoBaHve
pe3epBHbIX konuin knveHToM RuBackup BO3MOXHbI MpW MOMOWM KMOYER LSMHON
256 6ut, ogHako ytunuTa rberyt nopoepxXuBaet knoun anvHon 128, 256, 512 n
1024 6uTa (B 3aBMCMMOCTM OT BbiOpaHHOrO anroputMa npeobpasoBaHust). Ecnu
HeobxoaMMo Onis npaBunia rnobanbHOro pacnucaHus BblbpaTb 0COObIN pexum
npeobpasoBaHnsi, C MOJIMHOW KJ/o4a, OTIMYHOM OT 256 OUT M C  KIKOYOM,
pacrionaratowemMcs B OpPyroM Mecte, TO Bbl MOXETe BOCMONb30BaATHCSA
BO3MOXHOCTbIO cAenatb 3TO MPW MOMOWM CKPUMTa, BbIMOMHAOWErocs nocne
BbIMO/IHEHNS PE3EPBHOr0 KOMUPOBaHWS (Onpemnensercs B npasune rnobanbHoro
pacnucaHus agmuHucTpatopom RuBackup). MNpy atom Heobxoommo, 4ToObl UMS
npeobpa3oBaHHOro paina ocTanocb TakMM Xe, Kak M paHee, MHaye 3amada
3aBepwntcs ¢ owwnbkoi. Mposect obpaTHoe npeobpas3oBaHVe Takoro doarina
NoCne BOCCTAHOBNIEHNSI €r0 M3 PE3EPBHON KOMUW CnepyeT BPYYHYHO NMpv NMOMOLM
yTunutbl npeobpasoBaHns. lMpy TakoM pexume paboTbl HET HEeobXO4MMOCTM
yKasblBaTb airopuT™M Npeobpas3oBaHns B NpaBuie pe3epBHOro KONMpoBaHus, nmbo
apxue byneT npeobpasosaH elWwe pa3 aBTOMATUYECKN C MCMONb30BaHMEM MacTep-
Kntoya.

Ons  BbINOMHEHNS 3aWMTHOrO MNpeobpas3oBaHNs OOCTYMHbl  anropuTMbl,
npeLcTaBneHHble B Tabnuue 1.
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Ta6bnuua 1 — ANropuTMbl 3alUTHOTO NPEo6pPa3oBaHNUst, AOCTYMHbIE B yTUAMTE

rbcrypt.
Anroputm ,D,nm-lgul(Tmoqa, MpumMeyaHue
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 ;’ggim;ocrdrmm HauMoHanbHbI ctanaapt ACTY.
Kuznyechik 556 Eogfqgc;g? 5HaLI,I/IOHaJ1beII7I craHpapt FOCT
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Speck 128, 256
Threefish 256,512, 1024
Twofish 128, 256



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
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JloKasnbHble NNCTbl OrpaHN4YeHun

B Tom cnyyae, ecnu kakne-nmbo KOHKPETHbIE PECYPCHI KNMEHTA HE OOMXHbI
nonacTb B PE3EPBHYIO KOMUID, UX MOXHO BKIOYNTL B NIOKANbHbBIVA IMCT OrPaHNYeHIi
Ha KnueHTe. JIUCT orpaHuyeHnin pacnonaraeTtcs B karanore /opt/rubackup/etc:

rubackup_restriction.block_device

HavmeHoBaHne pecypca, Onsi KOTOPOro HEeT HeobXOOMMOCTU BbIMOMHATH
PE3EpPBHOE  KOMMPOBaHWE, [HOMXHO OblTb yKasaHO B OTOENbHOW  CTPOKE
COOTBETCTBYIOLWWEro goarmna.

Lns Toro, 4T0bbl NUCTLI OrPaAHUYEHUIA UMENN CUNy, HEODBXOAUMO BKMOYUTD
STy BO3MOXHOCTb Ans KnneHTta B KoHdpurypaumm RuBackup (cm. Pykosonctso
cucteMHoro agmuHucTparopa RuBackup).
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Ucnonb3oBaHue MeHedXepa

agMuHucTpatopa RuBackup

OkoHHOe npunoxeHne «MeHeoxep agmuHuctpatopa RuBackup» (RBM)
npefHasHavyeHo Aans obwero aaMUHUCTPUPOBAHMS CEPBEPHON  rPYNMMPOBKY
RuBackup, ynpaBneHWs KnMeHTamMu pe3epBHOIO KOMMPOBaHUS, rnobanbHbIM
pacnuncaHnem pe3epBHOro KOMMpoBaHUs, XpaHuInwamm pe3epBHbIX KOMnum 1 np.

RBM MoxeT ObiTb 3anyleHO aOMWHUCTPATOPOM Ha OCHOBHOM CepBepe
pesepBHOro konnposaHus RuBackup.

3anyck MeHeoxepa aammHucTpatopa RBM:

BapwaHt 1:

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib /opt/rubackup/bin/rbm
BapwuaHrt 2:

# ssh -X you_rubackup_server

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib /opt/rubackup/bin/rbm

Ha Bknapnke OG6GbBEKTbl B NIEBOV 4acTU MPEOCTaBNEH CMMCOK K/IMEHTOB
CVCTEMbI PE3EPBHOIO KOMMPOBaHUS, B KOTOPOM yKas3aHo uMs, yHukanbHblii HWID n
onucaHve. KnueHTbl, KOTOpble B AaHHblii MOMEHT Haxoasitcs B online, 6yaoyT
OTMEeYeHbl 3eneHbIM UBeToM. KnueHTbl B cocTosiHum offline — kpacHbiM (pycyHok 1).

Ins pe3epBHOro KONMpPOBaHUS BNOYHbIX YCTPOWCTB HA XOCTE AOMXEH ObiTh
ycTaHoBneH knneHT RuBackup n cooTBeTcTByIOWMIA MOZyb, Obecneynsaiowmii
pe3epBHOE KonvpoBaHue. KnneHT oonxeH ObiTb aBTOPM30BaH aOMMHACTPATOPOM
RuBackup (cm. pasnen «KnueHTbl» MeHenxepa aammHuctparopa RuBackup).

Mpn nomowwn meHenxepa aamuHucTpatopa RuBackup mMoxHO cospatb B
rnobanbHOM pacnucaHnM OOHO WM HECKONbKO MpaBuil PE3ePBHOr0 KOMMPOBaHMSA
HNOYHbIX YCTPOMCTB.

Lng atoro H606XOD,I/IMO BbIMOMHUTb cneayrwne nencreuns:

1. BblbpaTtb KAMEHTCKMIA XOCT, Ha KOTOPOM YCTaHOBNEHbl BN0YHbIe YCTPOMCTBa U
n06aB1Tb NPaBWIO PE3EPBHOIO KOMMPOBaHMS (PUCYHOK 2).
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MeHepXep aaMHHUCTpaTopa RuBackup (on rubacku

KoHwrypaums MpocmoTp [JefAcTeva AHanMTMKa WHdopMmauus

OB6bekTsl CTpaTeruu nobankHoe pacnucaHne YnaneHHas pennukaumsa CepeepHan rpynnipoeka RuBackup
ObbexT HWID OnncaHy Cpoictea | HacTpoitku | MHdopmauus
<~ KnneHTsl
rubackup-client 4b85d152caB28ceb pmes Linux
ackup-client 93de5088bag93a3f
rubackup-client2 554a8d18dcd2faga OC pucTpubsioTep |ubuntu
Ip-ser daddc50e1372c21c Primary WD PT T ——
MAC 52:54.00:30:a8:07
1P va 192.168.122.72
IP v6 fe80::5054:ff.fe30:a807
Strategy Resource type Resource Normal execution script
1 | CTpaTeruu Mpaeuna Pe3epeHbie KONUA | YOANEHHAR PENAVKAUNA

HaWngeHsl HEAETOPW30BAHHEIE KIIMEHTEI

PucyHok 1

3apaun

Exception execution script

MnaH BOCCTAHOBNEHWA Hafr

HopmansHeIA pexciam

MeHeg kep agMuMHMCTpaTopa RuBackup

Kondwrypauws [MpocmoTp [JdenctenwA  Adanutuka MWHdopMauus

ObbeKkThl

id~ WUMA npaexna

IH Rule #1

CTpaTteruun

InobansHoe pacnucaque

Lobaeute

No6aBnTe HECKONBKO
KnoHwpoBaTe
BbIKNIOYATE

Yoanuts

BEINOAHWTE

MomcK...

CoepuHenune: rubackup@rubackup:ubuntu

4

YnaneHHas pennnKkauus

CepeepHan rpynnupoeka RuBackup

OcHoBHoe | Pacnucauwe | HacTpoiku | YeepoMmnewns | MWHgopmauus
Mepyop AeAcTENA

Hauano | 20.04.2022 14:28 |5 Myn Default = Makc.obbem PK re
Konew |20.04.2023 14:28 |5 MNpeobpa3oeanne nocrypt = MpuopnTeT 100 _‘

V| NpoEepATE pe3epBHLIE KOMWA Kaxkasle |1 5| |month =

CpoK XpaHeHWA Pe3epEHLIX KOMWA 1 |5||year i

MepeMecTuTs B Myn eC/A CTapLle 4em

V| ABTOMaTU4ECKOE yaaneHue PK WHipopmupoBaTe: | Nobody g

V| KnveHTy pa3spelueHo yOanATe pe3epEHbIE KOMWK 3TOM0 Npasnna

KOMWPOEaTE B MyJ... | | MponyckHaA cnocobHOCTk... | HACTpoRKM...
Id * Tun pecypca Pecypc Twun PK W@ pasmep PK pa3imep SN pasmep CoznaHo

»

Pe3lepEHbie Konu | 3afauu

HOpMankHEIR pexuM

PucyHok 2



2. BuibpaTtb T1n pecypca «Block device» (pucyHok 3):
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Pecypc |/dev

File system

Tun pecypca |1z][d 96 0T HacTpouTs...

LVM logical volume

Tl full -
OGpa3el, pacnUcaHKWA un PK

Bee [peobpazopaHue  nocrypt hd

BeibpaTs...

PucyHok 3

3. Bbibpatb pecypc, o518 KoToporo 6yneT BbINMONHATLCS NPABWUO (PUCYHOK 4):

Client: dev-notebook /dev/

ALl
loopls
loop2
loop3
loop4
loops
loop6
loop7
loop8
loop9
lvmi-test-group/
lvmi-test2y
mapper/
maqueue/
net/
pts/
sda
sdal
sdb
sdbl
sdc
sdcl
sdd
sddl
sde

sdf
sdg
hm!

<[ Pox | L | X cancs

(<] Pok

X cancel

]

PucyHok 4

4.YCTaHOBUTb MpPOYME HACTPOMKW: TUM PE3EPBHOMO  KOMMPOBAHWUSA
MakKCcuUMasbHblii 06beM ONs Pe3epPBHbIX KONWUIA 4aHHOro NpaBunna, CPoK XpaHeHus
(2 Hepenw), Yepes Kakoi NMPOMEXYTOK BpeMeHW TpebyeTcs BbINOMHUTL NMPOBEPKY
PEe3ePBHON KOMUU NN He NPOBEPSTb €€ BOBCE (PUCYHOK 5).

(Full),

5. Ha Bknagke «IlONONHWUTENBHO» MOXHO YCTAHOBUTb pa3peleHne Ofis KMeHTa
yOansTb pe3epBHble KOMUK, YCTAaHOBUTb aBTOMATUYECKOe yaaneHne yCcTapeBLumx
PEe3epBHbIX KOMUIA MIN ONPeaenuTb YCNoBME WX MEPEMEWEHUS B OPYron nyn

(pPUCYHOK 6).

10
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OCHOBHO® | YBefoMneHws | [ONoNHWTENLHO & ok
Wma Block device /dev/sdel full backup X Cancel
Knuent ubuntu ~ | HWID:
Nyn Default >
MakcuManbHbiM o6bem PK npaenna G, 4NA paHHOTO KAWEHTa No MNpuopureT | 100 =
Pecypc | /dev BribpaTh...
Tun pecypca | Block device ~ | |HacTpouTs...
Tun PK full -
O6Gpazey pacnUcaHua
Bece | MpeoBpazoeanme |nocrypt -
MuHyTa 0 =
Yac 0 = Mepuopn nedcTEMA NpaBuna
OeHs Mecaua 5 =
Ha4ano 01.06.2022 13:59 ~
Mecsuy January ¥
OkoHYaHwe |01.06.2023 13:59|~
[eHs Hegenu Monday -

V| NpoeepaTe PK yepez |1 &  week ~ | Cpok xpaHeumus PK |2 |5 | week b

V| BKAOYKTE NOCNE CO3AaHUA

PucyHok 5

DN063BMTL NpaBuno B rnobankHoe pacnucaHue -

OcHOBHOe = YBegomneHua | [lONONHWTENLHO o OK
% Cancel

YcTapesilue pesepBHblie KOMHMU:

v ABTOMaTHYeckoe yaaneHne PK NHDOPMUPOBaTH:

PesepBHble KONHK:

MNepemMecTUTh B MyA: ecnn ctapuwe 4yem

V! KJIMeHTY paspelleHo YafATs pe3epBHbIe KONWKW 3TOro Npasuna U3 penosnTopuA

PucyHok 6

BHOBb co3naHHOe npasmno OyneTt obnagatb CTaTycoM «wait», 8T0 03HaYaeT
4TO OHO He BydeT NopoXx.aaTb 3a4ay Ha BbIMONHEHE PE3EPBHOro KOMMPOBaHWS 10
TOV Mopsbl, NMoka aaMuHucTpatop RuBackup He 3anycTuT ero n OHO U3MEHWUT CBOWA
cratyc Ha «run». [lpu HeobxoAMMOCTM paboTy npaBuna MOXHO Oyner
NPMOCTaHOBUTb WM 3anyCTUTb B OO0 MOMEHT BpPEMEHM MO  XenaHuio
aaMuHucTpatopa. Tak Xe aOMUHUCTPATOP MOXET WHULMMPOBAaTb HeMedjieHHoe
cosfaHve 3aayv npv ctaTyce npasuna «wait».

Mpasuno rnobanbHOro pacnucaHns MMeeT CPOK XU3HKW, onpeaensieMblii npu
€ro co3faHum, a Tak Xe npeaycMaTpyuBaeT Crieayomne BO3MOXHOCTU:

1) BbIMONHWUTL CKPUMNT Ha KAMEHTE CKPWUMT Ha KIWEeHTe nepen Hayanom
pe3epBHOro KOMMPOBaHWS.

11
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2) BbINOnHWTL CKPUNT Ha K/IMEHTE MOCME YCMNEWHOro OKOHYaHUS PE3EPBHOMO
KOMMPOBAHMS.

3) BbiNONHUTL  CKPWUMNT Ha KAMEHTe MOCNe HeynayHoro 3aBepllueHus
PEe3epPBHOro KOMMPOBAHNS.

4) B OononHuTenbHbIX HACTPOMKax mnpasuia pPe3epBHOro KOMMPOBaHUS
BO3MOXHO 3a1artb:

— BbIMOMHATL NI PE3epBHOE  KOMMPOBaHWE  eCcnn  YCTPOWCTBO
NMOAMOHTUPOBAHO?

— ecnm yCTpOVICTBO NOoAMOHTUNPOBAHO, TO nonbITaTbCA nn ero
OTMOHTMPOBATb Ha BPEMS BbIMNOTHEHNSA PE3EPBHOIO KOI'II/IpOBaHVIFI?

— pasmep 6noka OaHHbIX B MerabarTtax ans onepauyun nonyyeHnst AaHHbIX
13 yCTponcTBa (PUCYHOK 7):

Block device settings For client: dev-notebook

Farameter | Data type Value | oK |
1 backup_if mounted |boolean true X cancel
2 |try_to_umount boolean true
3 dd_block_size integer 5
PucyHok 7

5) BbinonHWTb Npeobpa3oBaHne Pe3epPBHO KOMUW Ha KNNEHTE.
6) Neproanyeckn BbINONHATL MPOBEPKY LENOCTHOCTN PE3EPBHOM KOMUN.

7) XpaHuTb pe3epBHble KONy onpenenéHHbl CPoK, a Nnocne ero OKOHYaHUs
yoansaTb UX U3 XpaHUMLa Pe3epBHbIX KOMUIA 1 U3 3anncein penosutopus, nmbo
MPOCTO YBEOOMNSATb MNONb30BATENEN CUCTEMbI PE3EPBHONO KOMMPOBaHUS 06
OKOHYaHWM CPOoKa XpaHeHus.

8) Hepea onpenenéHHbii CPOK MOcne CcOo34aHus  Pe3epBHON  KOMuUn
aBTOMaTM4yecKn nepeMecTUtb e€ Ha [Opyro Nyn XpaHeHus Pe3epBHbIX KOMWiA,
HanpuUMep Ha KapTpUAX NEHTOYHOR BMONMOTEKN.

9) YBeLOMNATb MONb30BaTeNEei CUCTEMbl PE3EPBHOMO  KOMMPOBaHUS O
peaynbTatax BbIMOMHEHWSI TeX WAN WHbIX Ornepaumii, CBA3aHHbIX C MpPaBMIOM
rnobanbHOro pacnmcaHus.

Mpn co3paHnm 3apayn RuBackup oHa nosiBNSieTCS B rNaBHOW o4epenun
3apay. Otcnexmeartb UCNOMHEHNE NPaBU MOXET Kak aAMUHMUCTPATOP, C NMOMOLLbIO
RBM, Tak knneHT npu nomowmn RBC.

Mocne ycnewHoro 3aBepLleHns pe3epBHOro KONMpoBaHMsa pe3epBHas Konms
byneT pasMelleHa B XpaHUNMLLE Pe3epBHbIX KOMWiA, a MHdopMauus o Heli byneT
pa3mMelleHa B penosutopun RuBackup.
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Hactponku npasun rnob6anbHoro

pacnucaHusa RuBackup

Lns  BbINONMHEHUS PE3EePBHOrO  KOMMPOBaHMS  BNOYHOrO  YCTPOICTBA
HeobxoOoMMO Mpu Momowwm MeHepxepa agmuHuctpatopa RuBackup cospatb
npaevno B rnobanbHOM pacnucaHnv, B KOTOPOM yKasaTb COOTBETCTBYIOWMIA TUM
pecypca. lMpu cosgaHun npasuna B rnobanbHOM pacnvcaHuy agMUHUCTPATOP
RuBackup 6ygneT Buoetb CnMCOK BCEX BNOYHbIX YCTPOWCTB Ha K/IMEHTE U MOXET
Bblbpatb Tpebyemoe (ons 3TOro HeobxoOmMmo, 4TOBbl Ha kKnveHTe pabotan
KIIMEHTCKUIA OOHOBbIV MPOLLECC).

Mpy cospaHun npasuna pPe3epBHOrO KOMMPOBAaHWS MOXHO OMpPenenvTb
cnegylowme napameTpbl:

— TUN PE3epPBHOrO KOMMPOBaHUS (MOMHbIA, ANGIEPEHUMANBHBIA UK

VHKPEeMeHTanbHbIR). [ns 06pa3oB 1 KOHTEAHEPOB BbIMOMHAETCS TONbKO NOMHbIA TWM
PE3EPBHOrO KOMUPOBAaHWSA, AN TOMOB — MOMHbIA, AndpdoepeHUmanbHbii Mnn
VNHKPEMEHTaIbHBIIA;

— pa3pelleHHbli MakCUMaslbHbli 0OBbEM [N BCEX PE3ePBHbIX KOMUIA
npaswna,;

—  HeobxoauMMOCTb NpeobpasoBaHVs PE3EPBHON KOMWM TEM WU WUHbBIM
anroputMoM. MpeobpazosaHue ByneT BoIMONHSATLCS HA CTOPOHE KNMEHTA;

— wabnoH BpeMeHn 1 Oatbl CO30aHNS 3a0a41 PEe3EPBHOIO KOMMPOBaHMS;
— dpnar v nepvo aBToMaTN4YECKON NPOBEPKM PE3EPBHOA KONK;

— CPOK XpaHeHus pe3epBHbIX KON CO30aBaEMOro NpaBuna;

— Nyn XpaHeHns, B KOTOPOM ByayT pasmelleHbl Pe3ePBHbIE KOMUK;

— Heobx0OMMOCTb aBTOMAaTMYECKOrO YyOaNEeHUs PEe3ePBHOM KOMWWU, CPOK
XpaHeHns KOTOPO UCTEK;

— TMepeMelleHne pesepBHOM Konmuu B Jpyrod nyn, nNpu OOCTUXEHUN
ornpenenéHHoro cpoka ¢ MOMeHTa e€ co3fnaHus;
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— BO3MOXHOCTb A/1s1 KNNeHTa yaansiTb Pe3epPBHbIE KOMUK 13 PEerno3nTopus;

— HacTtporikm cuctembl ysepmomneHus RuBackup pona cospasaemoro
npasuna;

YBenomneHns MOTyT NPONCXOoANTb B ClieOyowmnx ciydasx:

— HopMasnbHOE UCMONHEHWE NMpoLieypbl Pe3ePBHOI0 KONMMPOBaHNS;
— WCMONHEHne Npouenypbl PE3EPBHOr0 KOMMPOBaHMS C oWwnbKamu;
— npoBepKa pe3epBHON Konuu;

— OKOHYaHve nepuoga OencTBnsa Co30aBaeMoro npasuna,

— OKOHYaHve BblOENeHHOro 06béMa NS XpaHeHUsI PEe3epPBHbIX KOMui
npaBvna;

— OKOHYaHWe cpoKa XpaHeHNs Pe3epPBHON KONWK;

— [OOnNonHUTENbHbIE HaCTpOIZKVI npasuna ansd BbINONHEHUA PE3EPBHOro

KOnMpoBaHusi 61104HOro YCTPOCTBA.
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cnonb3oBaHue KJIMeHTCKOro

MeHepXepa RuBackup

MpvHUMN  B3aMMOOENCTBMA  KJIMEHTCKOrO  MeHeoxepa C  CUCTEMOW
pe3epBHOro KONMpPOBaHNS COCTOUT B TOM, 4YTO MONb30BaTeNb MOXET CPOPMMPOBaTH
Ty WM UHYIO KOMaHAy (XXenaemoe OercTBUe) 1 OTNPaBnUTb ero cepBepy Pe3epBHOro
konuposaHusa RuBackup. B3anmonerncTemne nonb3oBartens ¢ CEPBEPOM Pe3epBHOro
KONMPOBaHWS MNPOU3BOAMTCS 4Yepes3 KmeHTa (CPOHOBbIA MPOLECC) pe3epBHOro
KONMpoBaHUs. KNWEHTCKMIA MeHenXxep OTnpaBnseTr KomaHgy nonb3oBaTens
KNIMEHTYy, KNVeHT oTtnpaenser eé cepsepy. B TOM cnyvae, ecnu pencreve
nonyctmo, 1o cepBep RuBackup otgact obpaTHyto KOMaHnmy KAMEHTY W/Wnu
nepeHanpaBuT eé Menmacepsepy RuBackup ons nanbHeiwer obpabotkn. 310
03HA4aeT, YTO K/IMEHTCKNIA MeHenxep 0OblHHO HE OXMIOAET 3aBEPLIEHMS TOrO MUIn
MHOro OENCTBMSA, HO OXMOaeT OTBeTa OT KAMEHTa, 4TO 3adaHue NPUHATO. ITO
NO3BOSMISIET MHULMMPOBATL NapasnesibHble 3anpochl KNMEHTa K CepBepy pe3epBHOro
KONMpOBaHus, HO TpebyeT OT Monb30BaTeENs CaMOCTOATENBHO KOHTPONMPOBATb
4yTobbl HE OblNO «BCTPEYHbIX» Omnepauuii, Korga MNPOWCXOAWNT BOCCTAHOBMEHME
LaHHbIX, N B 3TOT X€ MOMEHT 3TV Xe AaHHble TpebyloTcs Ans co3daHus HOBOWA
pe3epBHOM Konuu. ocne Toro, Kak Bbl OTAANU Ty WM UHYIO KOMaHZy npy NOMOLLM
KJIMEHTCKOro MeHeaxepa, Bbl MOXETE NPOCTO 3aKPbITb NPUNOXEHWE, BCe OENCTBUSA
OyLyT BbIMOMHEHbI CUCTEMOIN PE3EPBHOIO KOMMPOBaHMS (0OOHAKO CTOUT AOXOATbCA
COOOLLEHMS YTO 3afaHue MPUHSATO K UCMOMHEHWUIO U NMPOKOHTPONNPOBATbL 3TO BO
BKNagke «3anaym»).

[padpmyeckuin - MHTEPIEC  KNIMEHTCKOrOo  MeHeaxepa noanepXxmsaeTt
PYCCKWUA N aHIINACKWNIA A3bIK.

3anyck K/IMEeHTCKOro MeHeaxepa:

BapwvaHT 1:

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib/opt/rubackup/bin/rbc
BapwaHrT 2:

# ssh -X you_rubackup_client

# sudo LD_LIBRARY_PATH=/opt/rubackup/1lib /opt/rubackup/bin/rbc

Mpwn NnepBoM 3anycke KIIMEHTCKOro MeHeaXepa HeobxoAMMo 3aaaTb Naposb,
npy MOMOWM KOTOPOro BMOCNEACTBUM MOXHO OyoeT 3anpocuTb BOCCTAHOBNEHWE
pe3epBHoi konuun. bea BBoaa nNapons Nony4nTb PE3ePBHYH0 KOMUIO AN KNMEHTa 13
XpaHUNMLLA HEBO3MOXHO. X3l Maponsi BOCCTAHOBNEHNS XpaHMTCS B 6a3e AaHHbIX
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RuBackup cepsepa. MNpy HEOBXOAMMOCTU MOXHO WU3MEHWUTb NAponb MNPV NOMOLUM
KIMeHTCKoro MeHexepa (MeHio «KoHdpurypauus» — «MI3MeHUTb naponb»).

Ha rnaBHOM  CTpaHuWUe  K/IMEHTCKOrO  MeHeoXepa  pacrofoXeHsbl
nepeknioyaomMecs BKNaLKM, MO3BONSIOWME YMPaBNSTb PE3EPBHLIMY  KOMMSIMU,
pacrnucaHVeM pPes3epBHOr0 KOMMPOBAaHMS W MpocMaTpvBaTb TeKylume 3adauu
KNMeHTa.

Bknapka «Pe3epBHble Konun»

B tabnuue Bknagku «Pe3epBHble KOnMu» COOEPXMTCA MHpopmaumsi 060
BCEX PEe3epBHbIX KOMUAX KMEHTa, KOTopble XpaHAaTcs B penosuTtopun RuBackup
(pucyHok 8). HOudbdpepeHumanbHble pe3epBHbIe KOMUW CCbIatoTCs Ha MNOMHbIe
pe3epBHble KOMUKN, MHKPEMEHTaslbHble Pe3epBHbIe KOMUM CCbINaloTCA Ha MOJHbIe
pesepBHble  KOMUX  WAn  npedblgywme UWHKPEMEHTaNbHble, TaKk 4YTO MNpwu
HE0HX0AMMOCTN BOCCTAHOBWTb AAHHbIE MOXHO OLHON KOMaHOON WHULMUPOBATb
BOCCTaHOBNEHWE BCEN LIeNOYKM pe3epBHbIX KOMUIA.

RuBackup MeHeaXep KNHEeHTa

Kondurypauws Bug [Jeactswa  MHdopmauns

Pe3epeHbie Komuu rnobanbHoe pacnucaHne 3agauum JNokansHoe pacnucaHne OrpaHuyeHusa
Id Task ID Reference ID Resource type | Resource Backup type Pool | Archive size = Snapshot size Created LG

124 |72 MySQL 5.7 Jetc/mysglimysql.cnf | full Default 692076 113 2020-01-29 13:25:42+03 | 00:0
2|25 |73 24 MySQL 5.7 Jetc/mysglimysqgl.cnf incremental Default | 152659 157 2020-01-29 13:29:05+03 | 00:0

326 |86 25 MySQL 5.7 Jetc/mysglimysqgl.cnf incremental Default 152820 137 2020-01-29 13:58:09+03 | 00:0

[

PucyHok 8

Bo Bknagke «PesepBHble Komuu» Monb3oBaTento AOCTYMHbl crnegylowme
OencTBus:

Ynanutb BbIOpaHHYIO pe3epBHYIO0 KOMMUIO.

OT0 [encTBMe BO3MOXHO B TOM Cnyyae, ecnv B npasune rnobanbHoro
pacnicaHusi ecTb  COOTBETCTBylOWee paspelleHve. Kpome Toro, npwu
HEobX0OMMOCTU BbINOMHWUTL yOaneHne pe3epBHOM Konun notpebyetcs BecTu
naposb KNneHTa.

BoccTtaHOBUTBH LLEeMOYKY pe3epBHbIX KOMUMA.

970 peiicTBME 3aryckaeT MPOLECC BOCCTAHOBMEHUS! LIEMOYKM PEe3epPBHbIX
KOMUiA HAa CUCTEME KMEHTA.

KnueHTCKuiA MeHepoXep He OXuOaeT OKOHYaHUS BOCCTaHOBNEHUS BCEX
pe3epBHbIX KOMWI, MNonb3oBartenb [HOOMXKEH MPOKOHTPONMpoBarb BO BKNagke
«3afa4m» 4YTO BCE CO3AaHHble 3a4a4M Ha BOCCTAHOBMIEHME OaHHbIX 3aBEPLWUINCH
ycrnewHo (ctatyc 3agad «Done»). Ing ycnewHoro BbIMOAHEHUS 3TOr0 AENCTBUS
TpebyeTcs  HanuMuMe  OOCTaToyHOro  cBoOOOHOrO  Mecta B Kartanore,
npegHasHavYeHHoOM Ons CO30aHWS U BPEMEHHOrOo XpaHeHWs pPe3epBHbIX KOMui
(cm.onuuio use-local-backup-directory).

MpoBepuTb pe3epBHYIO KOMUIO.
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IT0 OeiCTBMe MHUUMMPYEeT co3naHre 3adayv NpoBEPKU Pe3epBHON KOMuu.
B Tom cnyyae, ecnu pesepBHas konus bbina nognucaHa LMEPOoBO NOAMNMCHIO, TO
OyneT npoBepeHbl pa3mep hainoB pesepBHo konun, md5 cymma 1 npoBepeHa
cama pesepeHas konus. Ecnn pesepsHas konusi He Gbina nognucaHa UMdopoBOi
noanucbto, To ByayT NPOBEPEHDI pa3Mep ¢oarinos pesepsHon konun n md5 cymma.

Bknapka «'nobanbHoe pacnucaHue»

B tabnuue Bknanoku «mobanbHoe pacnmcaHne» CoOepXUTCs UHGopMaUns
060 Bcex npasunax B rnobanbHoM pacnucaHui RuBackup ons atoro knveHTa.
(pucyHok 9).

KoHtwmrypauus Bupg [edcTeua  MHbopmalyus

PesepeHuie konuu | TnofankHoe pacnucasne | 3apauu  JlokankHoe pacnucadme | OrpaHvyeHus

Storage . Day of
capacity, GB My Hioun | menth

L|26 MySQL full test 2 4] 0 1 January  Monday 2020-01-28 12:55:00+03 | 2021-01-28 12:55:00+03 MySQL 5.7 Jety

Day of Validity Validity Resource

Month week start period end period type

Id Rule name

327 MySQL inc test 2 0 o E January  Monday 2020-01-28 12:56:00+03  2021-01-28 12:56:00+03 |[MySQL 5.7 fet

PucyHok 9

Bo Bknagke «[nobanbHoe pacnucaHve» MNonb30BaTento  AOCTYMHbI
cnenyowne 0encTBns:

3anpocutb HOBOE NpasuIo.

9710 nelicTBUE BbI3bIBAET AMaANor NOAroTOBKM HOBOrO Npaswna B rnobanbHOM
pacnucaHnn RuBackup pns paHHoro knueHTa. 3anpoc Ha nobaeneHue npaeuna
TpebyeT opobpeHust anMmHucTpaTtopa RuBackup, onobpeHre MoXeT BbiTb caenaHo
B OKOHHOM MeHeaxepe agmuHuctpartopa RuBackup.

3anpocuTb yaanuTb NPaBuio U3 rMobanbHOro pacnmcaHus.

910 peicTBne popmMpyeT 3anpoc K aaMmuHuctpatopy RuBackup 06
yoaneHun BbIOPaHHOro MoMb30BaTeNeM MpaBuna M3 rnobanbHOro pacnmcaHus
RuBackup. 3anpoc Ha ynaneHue npasuna TpebyeT onobpeHus agMuHUcTpartopa
RuBackup, onobpeHne MoxeTr ObiTb CHOENaHO B OKOHHOM MeHegxXepe
agmuHucTparopa RuBackup.

Bknapka «3apaum»

B Tabnuue Bknaoky «3anaqn» cooepXutcs nHpopmaums 060 Bcex 3agadax
B rnasHoOM ovepenn 3agaHun RuBackup onsa atoro knueHta (pucyHok 10). B
3aBMCMMOCTM OT HAaCTPOeK pe3epBHOro cepeepa RuBackup BbINONHEHHbIE 3a4a4m
M 3adayn, 3aBEPWMBLIMECH HEYOA4yHO, Yepe3 Kakoe-T0 Bpems MoryT ObiTb
aBTOMaTUYeCKu yaaneHbl U3 rnasHom ovyepeam 3anad. iHgopmaums o BbiIMoNHEHNN
3afaHunin pUKCMpyeTcs B crieumanbHOM XypHane 3agdad cepsepa RuBackup, npw
HeobxoamMMoCcTn cTatyc noboil 3apayn, baxe yoanéHHON M3 odepenm, MOXHO
yTo4HUTb Yy agmuHuctpatopa RuBackup. Tak Xxe vHdopmauus o BbIMONHEHUN
3afjay KAMeHTa 3aHOCUTCA B JIOKaNbHbIA XYpHanbHbIA pain Ha knneHTte. B
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KIMEHTCKOM MEeHeXepe MOXHO OTKPbITb OKHO OTCNEXMBaHUS XYPHAaNbHOro
pavina (MeHio «Hpopmauus» — «KypHanbHbIn cpainn»).

RuBackup MeHepXep KIHeHTa

Koudmrypauua Bug WHtopmauua

PesepeHuie ko | [noBankHoe pacnucanne | 334a4v | JlokansHoe pacnucane | OrpaHnHeHns
Id Type Resource type Resource Backup type Rule ID Strategy ID Repository ID Pool Status Created

1{103 |Backup global |MySQL 5.7 fetc/mysql/mysgl.cnf incrementa 27 27 Default |Transmission 2020-01-29 16:13:42+03

PucyHok 10

MprmeyaHne — ViHdpopmaums O BbINONHEHUW CyXebHbIX 3a8ay B AaHHON BKNaaKe
He oTobpaxaetcs. CnyxebHbiMM SBNAIOTCS 3a4a4n NPOBEPKW, YAANEHWS, NEPEMELLEHUS
pe3epBHbIX KOMUIA, a TakXe X KONMPOBaHUS B OPYron ny’.

Bknapka «JlokanbHOe pacnucaHue»

Bo Bknagke «JlokanbHoe pacnucaHve» MOXHO OnpenenuTb npaswna,
3a/aBaeMble K/IMEHTOM AN TeX WU WHbIX NIOKaNbHbIX pecypcos. [ns paboTbl
NOKaNbHOr0  pacnuMcaHus 3Ta  BO3MOXHOCTb  OOMXHA  OblTb  BK/OYEHA
agMmuHuctparopom RuBackup ons knveHra.

Bknapgka «OrpaHuyeHus»

Bo Bknanke «OrpaHnyeHns» MoryT ObiTb OnpeneneHbl NokKanbHble pecypchl,
PEe3epBHOE KOMMPOBAHME KOTOPbIX HexenatenbHo. [nsa paboTbl NOKanbHbIX
OrpaHUYeHnin 3Ta BO3MOXHOCTb [OMXHA ObiTb BKAOYEHA aAMUHUCTPATOPOM
RuBackup ons knueHTa.
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YTUNuTbl KOMaHOHOM CTPOKMU KJIMEeHTa

RuBackup

na ynpaeneHns RuBackup cO CTOpPOHbI KnveHTa, MOMUMO KIMEHTCKOro
OKOHHOro MeHexepa, MOXHO BOCMO/b30BaTbCH YTUIMTAMU KOMaHOHOW CTPOKMU:

rb_archive

YTunuta npenHasHa4eHa Ois ipocMoTpa Cnmncka pe3epBHbIX KOMWiA KNMeHTa
B CUCTEME PE3EPBHOIO KOMUPOBAHWS, CO3OaHMS CPOYHbIX PE3EPBHbIX KOMWUIA, UX
yaaneHus, NPOBEPKM 1 BOCCTAHOBNEHNS.

root@dev-notebook:~# rb_archives -1 block_device
Id | Ref ID | Resource | Backup type | Created Crypto | signed | Status
B Fo--mmmmm-- - R e e $-------- e

| /dev/sdel | full | 2020-01-27 13:38:08+03 | nocrypt | True | Not Verified
| /dev/sdel | full | 2020-01-27 13:40:30+03 | nocrypt | True | Not Verified
| /dev/sdel | incremental | 2020-81-27 13:58:36+03 | nocrypt | True | Not Verified

rb_schedule

YTunuta npegHasHadeHa Ons NPOCMOTPA UMEIOWWXCS MPaBui KiMeHTa B
rnobanbHOM pacnmcaHuy Pe3epPBHOro KOMMPOBaHMSI.

root@dev-notebook:~# rb_schedule
Name Resource type | Resource Backup type | Status

Rbv2z full File system | fhome/andreyk/RBv2/ | full
Rbv2 inc File system | /home/andreyk/RBv2/ | incremental |
Block device /dev/sdel full backup | Block device | /dev/sdel | full
Block device /dev/sdel inc backup Block device | /dev/sdel | incremental |

rb_tasks

YTunuta npegHasHadeHa Ons NPoOcMOTpa  3adady  KAMeHTa, KOoTopble
NPUCYTCTBYIOT B FaBHOM o4epean 3a8a4 CUCTEMbl PE3EPBHOIO KOMUPOBaHWS.

root@dev-notebook:~# rb_tasks
Id | Task type Resource | Backup type | Status | Created

10 | Backup global | /dev/sdel | incremental | Done | 2020-01-27 13:58:2f

O3HakoMUTLCA C PYHKLIMSMU YTUAUT KOMaHOHOW CTPOKM MOXHO Npu MOMOLLA
KOMaHObl man wunn B pyKOBOACTBE «YTUNUTbI KOMaHOHOW cTpoku RuBackup».
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