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BBepneHue

Cuncrema pesepsHoro konvposaHus (CPK) RuBackup nogaepxuBaet
pe3epsHoe KonuposaHme knactepos CYB[L Postgres Pro Bcex Bepcuii HaumHas ¢
10-oi.

MNpuHuMn  pesepBHOro KonupoBaHus knactepoB Postgres Pro ¢
ncnonb3oBaHnem RuBackup coctoMt B NEepuMoaMyeckoM c€o3gaHum 6as0Bbix
pe3epBHbIX konuii ak3emnnapa CYB L, no onpeaenéHHOMy pacnmcaHuio.

B penoantopmmn RuBackup 6a30Bble pe3epBHbie konum ByayT XpaHUTbCS Kak
nonHole pe3epBHble Konum  (full), a dpamnbl  backup.control n
backup_content.control, co3gaHHble nocne 6a30BOI pPe3epBHON Komun, — Kak
snap-chann c pacwupeHveMm «.snap». Ha ocHoee pannos backup.control w
backup_content.control 13 snap-cpanna nNONHOM PEe3epPBHOM KOMMM CO30aETCH
audcepeHunanbHaa pe3epBHaa konusa (differential). WHkpemeHTanbHoe
pesepsHoe konuposaHue knactepos CYB[ Postgres Pro He npedycmoTpeHo, 1 B
crnydae nonbITKM co3daHvs npasuna B rnobanbHom pacnuncaHum RuBackup aons
BbIMOTHEHNSI MHKPEMEHTANbHOW pe3epBHON konmum Oynet co3naHo NpaBuio Ais
angodpepeHumnanbHOro pe3epBHOro KonMpoBaHus.

[Mocne yCneWwHOro BLIMNOMHEHWS PE3EPBHONO  KOMMPOBaHUSA  cnepyet
NPOM3BOANTL MEPMOANYECKYKD OYMCTKY KaTtanora XpaHeHUs apXuBHbIX Coannos
WAL. ABTOMarnyeckas o4mctka He npenycMoTpeHa.

Mocne okOHYaHMS onepaumn Pe3epBHOro KoNMpoBaHns ByayT co3naHbl ABa
pavina — apxXMBHbIA W CHMMOK COCTOSIHUS — Ha Meauacepsepe, KOTOPOMY
NpUHAONEeXuT Myn, ykasaHHbIi B MNpaBuie pPe3epBHOr0 KONMpoBaHus. TovHoe
pacronoxeHne qoannos ykasaHo B 3anuvcy PernosvTopusi CUCTEMbl PE3EPBHOrO
kormposaHus RuBackup.

Mpn HeobXxoOMMOCTVM apXMBHbIA doain MoxeT ObiTb npeobpas3oBaH npu
MOMOLM anropuTMa 3alMTHOrO npeobpal3oBaHns Ha KnneHTte u cxart. CHUMOK
COCTOSHMSI He npeobpa3oBbIBAETCS, Tak kak B HEM pacronaraetcsi TOMbKO
MHdbopMaLMs 0 pecypce, O pexume, B KOTOPOM Bbina cienaHa pe3epBHast Konms u
BPEMSI CTapTa W OKOHYaHUS PE3epPBHOrO KOMUPOBaHMUS. B CHVMMKE COCTOSHMS
OTCYTCTBYIOT KOHCPMAEHUMANBHBIE AAHHbIE.

[ng BbINONHEHWS pPe3epBHOr0 KonuposaHWs knactepoB Postgres Pro Ha
XOCTe KIMEeHTa [HONMXHO OblTb AocTaToyHO CcBOOOOHOrO Mecta [nns co3naHust
pe3epBHOM konun. JlokanbHOEe MEeCTOMONOXEHNE BPEMEHHOrO Karanora Ans
co3aaHns pPEe3ePBHbIX KON onpeneneHo B Goanne
/opt/rubackup/etc/config.file (mapameTp use-local-backup-directory). Ecnu
Ha XOCTe KAMEeHTa HefOCTaTOMHO MecTa AN CO34aHUS PE3EpPBHOM KOMuKu, emy
MOXeT OblTb npepocTaBneHa ceTteBast doanosast cuctema NFS ¢ cepsepa
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PE3EPBHOr0 KOMMPOBaHWS BO BPEMEHHOE MOMb30BaHMe (CM. «PykoBoOCTBO
cuctemHoro agmuHucTparopa RuBackup»).

[nsa BbinonHeHns pesepBHOro KonuposaHws agmuHuctpatop RuBackup
MOXET HacTpauBaTb npaswna rnobanbHOro pacnucaHns B OKOHHOM MeHenxepe
Anmunnctpatopa RuBackup (RBM).

Knuentol RuBackup Moryt ocywecTtBnsiTb BOCCTAHOB/IEHWE  OaHHbIX
pe3epBHbIX KOMUIA 1N CO30aHME CPOYHbIX PE3EPBHBIX KOMWIA NPY NOMOLWM OKOHHOMO
Menepnxepa Knuenta RuBackup (RBC), a Takxxe npv nomowm yTunmT KOMaHOHOM
ctpokn RuBackup.
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NMoprotoBka xocta ¢ CYB [, Postgres Pro

Llns BO3MOXHOCTM pe3epBHOr0 KOMMPOBaHUSA OaHHbIX knactepa Postgres
Pro npn nomowm CPK RuBackup Ha cepsep cnepyer ycTaHOBUTH cnenytoume
nakeTbl:

— rubackup-client.deb — KNMEHT pe3epBHOro KONUPOBAHUS;

— rubackup-postgres-pro.deb — MoOynb pPe3epBHOr0 KOMUPOBAHUA AaHHbIX
Postgres Pro;

— pg-probackup-std-13.deb — kOHCONbHAg yTUAUTa ANa CO30aHUSA PE3EPBHbIX
Konuii knactepoB 6a3 gaHHbix PostgreSQL 1 nx BocCcTaHOBNEHWS;

— python3-psycopg2 — gparieep PostgreSQL, coBmectumbiii ¢ DB API 2.0.

YcraHoBKa knmeHTa RuBackup

[lna ocywecTBneHms pe3epBHOro KONMPOBaHUS U BOCCTAHOBNEHMS OAHHbIX
knactepa Postgres Pro npu nomowwn RuBackup Ha cepBep monxeH ObiTb
yctaHoBneH knmeHT RuBackup co Bcemu HeobxoguMbiMu moaynsimMu. KnneHTt
RuBackup npeactaBnsier coboii pOHOBOE CUCTEMHOE MPWUNOXEHUE (OEMOH WK
cepsuc), obecneyvBarollee B3aMMOLEVCTBME C CEPBEPHOW  rPYNMnMPOBKON
RuBackup. [ns BbINONHEHWS pe3epBHOro konuposaHus knactepos CYB[,
Postgres Pro knneHt RuBackup ponxeH pabotatb OT UMEHM Cyrneprnonb3oBaTens
(root B Linux n Unix). CootBeTcTBEHHO, ans Bepcun Postgres Pro 10 n Huxe
Heobxoammo, 4Tobbl cepBep Postgres Pro 6bin 3anyweH oT MMeHM root.

MonpobHo npouenypa yCTaHOBKM KAMEHTa onucaHa B «PykoBoacTee Mo
yCTaHOBKE CepBepOB pe3epBHOro konuposaHus u Linux knneHtos RuBackup», ons
onepaumoHHon cuctembl Windows — B «PykoBoactee no ycrtaHoske Windows
knneHtoB RuBackup».

YcTaHOBKa NakeToB MoAy/ei pe3epBHOro KONUPOoBaHUs

YcTtaHoBKa Naketa Momynei pesepBHOro  KonuvposaHus  RuBackup
npon3BoanTCa M3 Y4ETHOM 3anucu C agMUHUCTPATMBHBLIMUA NpaBaMy Ha yane C
CYB/ Postgres Pro nocne yctaHoBkM Ha Hero knveHTa RuBackup.

[lng yctaHoBKM naketa moaynemn Ucrnonb3ynTte cnenyowmii Bol30B:
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# dpkg -1 rubackup-postgres-pro.deb

Boibop paHee He BbibpaHHOro naketa rubackup-postgres-pro.

(YTeHne 6a3bl AAHHLIX .. HA JAHHbLIA MOMEHT ycTaHoBaeHo 137334 ¢anna wm
KaTanora.)

NMoaroToBKa K pacnakoBke rubackup-postgres-pro.deb ..
PacnakoBbiBaeTca rubackup-postgres-pro (2021-02-20) ..
HacTpamBaeTtcsa nakeT rubackup-postgres-pro (2020-02-20) ..

MoproroBka K UCNoNb30BaHUIO pg_probackup

[nga  BbINONHEHMS pPE3EepPBHOr0 KonumpoBaHus knactepa Postgres Pro
nucnonb3dyetrca  ytunuta  pg_probackup. [llepen  wcnonb3oBaHveM  Monoyns
HE0HX04MMO BbINOMHWTL Cneaytowmne NeicTBns:

1) NHnumannanposatb KaTanor pe3epBHbIX KOMNWi;
2) [o6aBUTb KONMPYEMBIA 3K3EMMNASIP B KaTanor KOmnuii;

3) Hactpoute konmpyemblli knactep 6a3 AaHHbIX Onsl MCNONb30BaHUS
pg_probackup.

MHnumnanusauusa Kkaranora pe3epBHbIX Konumn

ns nHuumanm3auum katanora pe3epBHbIX KOMUA NCMONb3yATE Cneayowyio
KOMaHay:

# pg_probackup init -B /opt/rubackup/mnt/pg_probackup

BHumaHue! He n3MeHsanTe OaHHYIo0 KoMaHpay. Ecnn
aupektopusa /opt/rubackup/mnt/pg_probackup yxe cyuiectByer, TO OHa
DOnXHa 6bITb NyCTON.

MNocne BbINONHEHWS OaHHOM KOMaHndbl ytunuta pg_probackup cospact
rnoakaranoru B katanore pesepsHbIx Konuii /opt/rubackup/mnt/pg_probackup:

— wal/ — karanor gnga cpainos WAL,

— backups/ — karanor ons gannos pesepBHbIX KOMUIA.

OnpepeneHne Konupyemoro ak3emnnsipa

Ytunuta pg_probackup MOXET COXpPaHATb pe3epBHblE KOMUM pPas3HbIX
Knactepos 6a3 [aHHbIX B OOHOM Karanore pe3epBHbIX konuin. [lns cospaHus
HeoOX0AUMbIX MOAKATaNoroB Bbl AOMXKHbI [1006aBUTb KOI'IVIpyeMbII7I aK3eMnnisap B
Karanore Konuni gns Kaxmnoro Knacrtepa 6a3 OaHHbIX, KOMNKO KOTOPOro Bbl 6yueTe
nenartb.
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Ons nobaBneHnsi KONMMpPyemoro ak3emnnsipa npu nomowm pg_probackup
BbINOJIHUTE KOMaHAy:

# pg_probackup add-instance -B /opt/rubackup/mnt/pg_probackup -D
KaTanor_faHHbIX --instance uma_3K3emnaspa (No Ha3BaHMKW KaTanora
A3QHHbIX) ,
roe Katanor_jaaHHbIX — 3TO KaTanor, B KOTOPOM XPaHATCS BCE AaHHble Knactepa
6a3 naHHbIx. Hanpumep, ons knactepa postgres CYB/[, Postgres Pro 13 katanorom
HaHHbix 6yaeT /var/lib/pgpro/std-13/datay.

BHumaHue! Umsa ak3emnnsipa [ONXHO coBnagatb C UMeHeM Karanora
DaHHbIX. Hanpumep, pob6aBnsiercss kartanor paHHbix ‘/var/lib/pgpro/std-
13/data/’, 3HauuT UMeHeM 3K3emnnsipa 6yner ‘data’.

BHumaHue! HOupektopusa ‘/opt/rubackup/mnt/pg_probackup’ n Bce
BNIOXEHHbIe B HEé nanku OONMXHbl ObiTb AOCTYNHbI ONsl 3aNUCU U YTEHUS
nonb3oBaTtento postgres, a TakXe NONb30BaTeNlo, MNoA KOHTPONEM
KoToporo paboraet knueHT RuBackup.

ObecneunTb [OCTYN MOXHO cneayowmM 06pa3om:

# sudo chgrp postgres -R /opt/rubackup/mnt/pg_probackup
# sudo chmod g+rwx -R /opt/rubackup/mnt/pg_probackup

Ecnu nnaHupyetcs ncnonb3oBaHne mMooyns ANs Pe3epBHOr0 KOMMpPOoBaHWS
knactepoB Postgres Pro B coctase patroni, To He06X0ANMO BbINONHUTL CenyoLLyo
KoMaHay:

# pg_probackup set-config -B /opt/rubackup/mnt/pg_probackup/ --
instance=patroni --pghost ip_knacrtepa,

roe 1p_knacrtepa - ip agpec KonvpyeMoro MHcTaHca patroni.

Hactponka konupyemoro knacrepa 6a3 paHHbIX Ans
ucnosib3oBaHusA pg_probackup

Lns BbINONMHEHUSI PE3EpPBHOrO KOMMPOBAHMS B  3alUMIEHHOM PEeXume
HeobxoaMMo co3aath POfb C OrpPaHNYEHHbIMM NpaBaMu 1 6a3y OaHHbIX PE3EPBHOIO
KonupoBaHus. Mg ponu, napons n 6a3bl AaHHbIX YCNOBHBI U MOTYT ObiTb M3MEHEHDI
Mo YyCMOTPEeHWIO nonb3osartens. [locnenosartenbHOCTb OENCTBUN Crieaytowas:

1. CHauana co3paiite 6a3y AaHHbIX Pe3epBHOro konmposaHus. [laHHas onepauus
NnpPOon3BOOUTCA OT UMEHU NMonb3oBartens postgres:

# su postgres
# createdb backupdb
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pPONN AN BbIMO/HEHNS PE3EPBHOrO

KonupoBaHus. B uensx obecnevyeHust 6e30MacHOCTU KOMUPYEMbIX [OaHHbIX,
cospnasaemasi ponb Oymet obnagatb MUHUMAaNbHBIMU NpaBaMu, HeoHX0aNMbIMM
LN151 BbINOMHEHNS1 PE3EPBHOr0 KONMpoBaHus ak3emnnsipa Postgres Pro. B atom
npuMepe Takow ponbio Bynet rubackup_backuper.

2.1 BeinonHute nookntodeHne k 6ase aaHHbIx backupdb ot nMeHn nonb3oBatens

postgres:

# sudo -u postgres psql -d backupdb

2.2 Nanee, B psql cospante ponb rubackup_backuper (uMsi nonb3osatens
MOXeET ObiTb M3MEHEHO) U 3ajaiiTe nNaponb (B KAYeCTBE MApPONs yKaxumTe
Xenaemblin naponb BMecto 12345). 3atem, npu noMowm npuBenEHHOrO
HUXE CKpunTa, Onpegenute crnegylowme paspeleHns Ha cepsepe

Postgres Pro
NOIKNOYEHNE):

BEGIN;

(Tonbko B 6ase [aHHbIX,

K KOTOpOW npou3BoamnTcA

CREATE ROLE rubackup_backuper WITH LOGIN;
GRANT USAGE ON SCHEMA pg_catalog TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog
rubackup_backuper;
GRANT EXECUTE ON FUNCTION pg_catalog
rubackup_backuper;
GRANT EXECUTE ON FUNCTION pg_catalog
rubackup_backuper;
GRANT EXECUTE ON FUNCTION pg_catalog

boolean) TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.

rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
TO rubackup_backuper;
GRANT EXECUTE ON FUNCTION
rubackup_backuper;

pg_catalog

pg_catalog.

pg_catalog.

pg_catalog.

pg_catalog.

pg_catalog.

.current_setting (text) TO
.set_config(text, text, boolean) TO
.pg_is_in_recovery () TO
.pg_start_backup (text, boolean,
pg_stop_backup (boolean, boolean) TO
.pg_create_restore_point (text) TO
pg_switch_wal () TO
pg_last_wal_replay_1lsn() TO
txid_current () TO
txid_current_snapshot () TO

txid_snapshot_xmax (txid_snapshot)

.pg_control_checkpoint () TO

ALTER ROLE rubackup_backuper WITH REPLICATION;

COMMIT;
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3. Cozpaliite gpaiin .pgpass B katanore ‘/root’. B doaiine /root/.pgpass Heobxoammo
ykasaTb AaHHble O/18 NMOIK/IYEHMS K paHee co3aaHHoi 6ase maHHbIX U 4ns
penkaumm.

OT0 pacnpoCTPaHEHHbIN Cnocob XpaHeHUs MHGOPMaUUM O COEAUHEHWN B
PostgreSQL BMecTO BBOOA Mapons npu KaxOOW COBEPWEHHOW onepaumern C
pg_probackup. 3TOT harin DonxeH cogepxarb CTPOKU B TaKOM ¢popmare:

cepBep:nopT:6a3a_/aHHbIX : MMA_N0/Ib30BaTeNA : Napob
[Mpumep:

localhost:5432:backupdb:rubackup backuper:12345

localhost:5432:replication:rubackup backuper:12345

BHnmaHue! dann ‘.pgpass’ o6si3aTeNbHO [ONMXEH HaxoOuTbCs B
JOMallHeM KaTanore cynepnonb3oBatens ‘/root’. He MeHsnTe Mectamun
MHdopMaLMIO B CTPOKE, OHa A0J/XKHa ObiTb YKa3aHa Kak B npumepe. Takxe,
Macka paspewleHun cphavna ponxHa cooreercrBoBatb mMacke 0600. Ecnu
OOHO M3 3TUX YCNOBMMA OyneT HapylleHO, TO BbIMOJIHEHNE pe3epBHOM
Konuu 6yaer npepBaHO OLUNOKOM.

4. Nanee HeobXx0OMMO MNPOM3BECTN M3MEHeHMs B paine pg_hba.conf. Hawtu
KOHQOUrypauMoHHbIN doarn, OTHOCSLWMNIACS K HacTpamBaeMoMy Knactepy, MOXHO
Tak:

# sudo -u postgres psql
# psql -c 'show hba_file'

BbizoBuTe psql npv nomMoLwm KoMaHabI:

# sudo -u postgres psql

Ecnn onga nonb3oBaTens postgres He yCTaHOBMEH Maposib, yCTAHOBUTE €ro N3MEHUB
‘12345’ Ha NOOXOOSALWMNIA:

# alter user postgres with password €12345°;

B koHeu cpaiina pg_hba.conf nobaebTe cnenytowme CTPOKU:

host backupdb rubackup_backuper 127.0.0.1/32 md5
host replication rubackup_backuper 127.0.0.1/32 md5

BmecTo peer Be3ne yctaHosute md>5. Mprmep utorosoro tharna:
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all all

all all 127.0.0.1/32

all all ::1/128

replication all

replication all 127.0.0.1/32
replication all 1:1/128

backupdb rubackup backuper 127.0.0.1/32
replication rubackup_backuper 127.0.0.1/32

MpoBepsieM He BbiNo N ONeYaToK 1 NEPEYMTEIBAEM KOHGUIYpaLWio:

# psql -c 'select * from pg_hba_file_rules'
# psql -c 'select pg_reload_conf()'

postgres@postgresPro-client:~5 psql -c 'select * from pg_hba_file_rules’
MNaponk nonb3oBaTens postgre
1ine_number | = address | netmask

local | {all}

host {all} 127.6.8. 255.255.255.255 md5
host {al1} Bad fEffiffff i ffffiffffiffffiffffffff:ffff | mds
local | {replicatien} | md5
host {replication} | .0.0. 255.255.255.255 md5
host {replication} | goal fEff e ffffiffffeffff:ffffiffff:ffff:ffff | mds

host {backupdb} {rubackup_backuper} | 127.8.0. 255.255.255.255 md5
host {replication} | {rubackup_backuper} | 127.0.6. 255.255.255.255 md5

(8 cTpok)

postgres@postgresPro-client:~$ psql -c¢ 'select pg_reload_conf()'
Napone nonb3osatens postgres:
pg_reload_conf

[Mocne peanu3auum OaHHbIX HACTPOEK MOIYNb CMOXET BbIMOMHATL MOMIHOEe
pe3epBHOe KonuvpoBaHue n pudpdpepeHUUnanbHoe pe3epBHOE KOMMpPOBaHWE B
pexume DELTA ucnonb3ys pexum goctaskyn WAL no ymonyaHuio (ARCHIVE).

HacTporka NOTOKOBOro pe3sepBHOro KonupoBaHus

Ona  HacTpoikym MOTOKOBOro pe3epBHOro konuposaHus (STREAM)
TpebyeTcs NPOM3BECTV U3MEHEHMsI B chaiine postgresql.conf, KOTOpbIA HaxoauTCst
BHYTPW KonumpyeMoro knactepa. Hanpumep, aupektopuen knactepa CYBI
Postgres Pro 13 sBnsetcs /var/lib/pgpro/std-13/data/. Obpatute BHUMaHWE Ha To,
4TO pacronoXeHve doana MOXeT OTAINYATLCS B 3aBUCUMOCTM OT AUCTpMOyTMBA
Linux, Bepcun Postgres Pro n knactepa 6a3 naHHbIX.

BbinonHute cnepytowmne oencTems:

10
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1) yctaHoBMTE Ons  napameTpa max_wal_senders goctatoyHo 6Honblioe
3HayeHne, npegycMaTpuBatollee MWHUMYM OOHO MOIKIOYEHUE Ons
npouecca pe3epBHOro KONMPOBaHWS;

2) 3apante ang napametpa wal_level 3Ha4yeHune Bbiwe minimal.

Ecnn Bbl He nnaHvpyeTe Npon3BoOvTb OanbHENWYy0 HACTPOWKY, TO rnocne
BHECEHHbIX W3MeHeHuiA B doaiin postgresql.conf Heobxooumo nepesarpy3utb
cepsep Postgres Pro npy noMowm KkomaHap!:

# sudo systemctl restart postgrespro-std-13.service

MNocne peanuaaumm faHHbIX HACTPOEK MOAYMb CMOXET BbIMNOMHATL MOMHOE
pesepBHOe KonunposaHne 1 audpdoepeHumnanbHoe pPe3epBHOE KOMMPOBaHWE B
pexumax DELTA ucnonb3ys notokosyto goctasky WAL (STREAM).

Hactpoinka HenpepbiBHOro apxusuposaHus WAL

Ona BbinonHeHus konupoBaHust B pexume PAGE u BOoccTaHOBNeHWS
pe3epBHbIX Konuwm Ha MOMEHT BpemeHu (recovery-target) nonxHo
OCYLLECTBNATLCSA HENPEpPbIBHOE apxmsuposaHne WAL.

Ytobbl HAacTpPOUTb HEMPEPLIBHOE APXMBMPOBAHWE, BLIMOMHWTE credyolwmne
OencTBus:

1) 3apavite ansa napametpa wal_level 3HayeHne Bbilwe minimal.

2) ecnu Bbl HacTpavBaeTe pe3epBHOE KOMUPOBaHWe Ha Befdylem cepsepe,
napameTp archive_mode nonxeH umeTtb 3HadveHue on nnu always. [ns
BbIMO/IHEHNS  PE3EPBHOTO  KOMMPOBaHUS Ha BemOMOM Tpebyetcs
3HayeHue always.

3) yctaHosuTe napametp archive_command:

archive_command = '”/NYyTb_MHCTANNAUMU/pg_probackup” archive-
push -B /opt/rubackup/mnt /pg_probackup -—instance
UMSA_dK3eMniasapa —--wal-file-path %P —-—-wal-file—-name St

[MapaMeTpbl_yaanéHHOoro_pexumal '

roe  NyTb_MHCTannsiILMM  —  NyTb K  Katanory  yCTaHOB/IEHHOM
Bepcun pg_probackup, KOTOpYtO Bbl XOTUTE UCMONb30BaTh,

UMS_3K3eMnnsapa LOMKHO yKasblBaTb Ha YXe MNPOVHULMANN3NPOBAHHbLIA ONs
haHHoro knactepa b/l konupyemblin ak3emnnsp,

napaMeTpbl_ynanéHHOro_pexXxuMa LO/TKHbl  3a4aBaTtbCa  TONMbKO B Clyyae
pacnonoxeHus apxvea WAL B yoanéHHon cucteme.

BHumaHme! Ecnum Bbl nnaHupyete BbIMOJMIHATL  CTPaHU4YHOE
KOnupoBaHue W/wunun penartb KONMUM C BeOOMOro cepBepa, UCNONb3ys
pexum poctaskmu WAL ARCHIVE, npu HepoctaTo4yHOM TpaH3aKLWOHHOW

11
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aKTMBHOCTU MOXET NoTpeboBaTbCsl A0Nro XAaTb 3ano/IHEHUSI OYepenHoro
cermeHta WAL. UYto6bl oOrpaHuuMtb BpPEeMS OXMUOAHUS, Bbl MOXeTe
BOCMOJ/Ib30BaTbCH napameTtpom archive_timeout Ha BeayLlem cepBepe.
3HaueHue 3TOro napametTpa AONMXHO ObiTb MeHbLle 3HauveHus --archive-
timeout (no ymonuaHuio 5 MUHYT), 4TOObI 3anONHEHHbIN CErmMeHT ycnen
nepepatbCca BeooOMOMY cepBepy v nonactb B apxus WAL, npexne yeMm
KonupoBaHue nNpepsBércs No Tanm-ayty, 3agaHHOMY napameTpom --archive-
timeout.

Ecnu Bbl He nnaHupyeTe NPoM3BOOUTL LaNbHENWY HACTPOMKY, TO nocne
BHECEHHbIX W3MeHeHuid B doaiin postgresql.conf HeobxoouMo nepesarpysutb
cepsep Postgres Pro npy nomowm komaHap!:

# sudo systemctl restart postgrespro-std-13.service

MNocne peanua3aumMm [aHHbIX HACTPOEK MOoOyNb CMOXET  BbIMONHATb
aundcepeHunanbHoe pesepBHOe KonvposBaHue B pexume PAGE wncnonbays
pexumbl goctaskn ARCHIVE n STREAM.

Hactponka konnposaHus B pexnme PTRACK

MNepen BbIMONHEHMEM OndddEepeHUMNanbHON Pe3epBHON KOMUM B pexume
PTRACK BbinonHuTe cnegytolme noaroToBUTENbHbIE OENCTBUS:

1. angute ot uMeHn aagmmHucTpatopa b B «bakupdb»:

# sudo -u postgres psql -d backupdb
1 BbIMOSHUTE CrneayowWwmin 3anpoc:

# CREATE EXTENSION ptrack;

2. [lanee nepengute K pPenakTMPOBaHWIO  KOHMPUrypaumoHHOro  dhanna
postgresql.conf:

1) 3apanTe ona napametpa shared_preload_libraries 3HaveHue ptrack:

2) nobaBbTe B KOHEL  KOHQUrypaumoHHOro  doaina  napameTp
ptrack.map_size 1 yctaHOB/TE €ro 3Ha4YeHne rno Cneayrowmm npaBunam:

Lnsa OnTUManbHOM NPON3BOONTENBHOCTU pekomMeHayeTcs
3aaaBatb ptrack.map_size pasHbiM N/ 1024, roe N — 06b€M knacTtepa Postgres
Pros Merabavitax. YBenuumeatb 3HayeHune ptrack.map_size ceepx
PEKOMEHOYEMOrO He WMeeT OOMbWOoro npakTM4eckoro cmbeicna. MakcumanbHo
Jonyctumoe 3HaveHne — 1024.

BHumaHue! Ecnm po 3TMX u3MeHeHMA Obina cpenaHa noJiHas
pe3epBHas KOnus, TO Nocie BCTYNeHUss N3MEHEHU B CUNly Heob6XoaMMo
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coenatb HOBYHO MOJIHYHO pe3epBHYH Konuio, nHadye audcpepeHumanbHoe
pe3epBHOe KonupoBaHue B pexume PTRACK npepBétcsi oLUMOKOM.

3. BoinonHute komaHay ons nepesanycka cepauca:

# sudo systemctl restart postgrespro-std-13.service

MNocne peanus3aumMm [aHHbIX HACTPOEK MOoAOyNb CMOXET  BbIMONHATb
anddepeHunanbHoe pesepsHoe konnposaHue B pexume PTRACK ncnonbays
pexumbl goctaskn ARCHIVE n STREAM.

3aBepLUueHue HaCTPOMKM KnacTtepa

MNocne BbINOMHEHMS NOArOTOBKWM LENEBOro knacrtepa K  BbIMOMHEHUIO
pPe3epBHOro KOMMpPoBaHUS He0bxo0AMMO nepe3anycTutb knveHTa RuBackup:

# rubackup_client stop
# rubackup_client start
B pesynbTate KAMEHT OONXEH COOOWMTbL O TOM, YTO MOAOYNb PE3EepPBHOrO
KonupoBaHus Postgres Pro rotos k pabore:

Try to check module: Postgres Pro ...

Execute 0S command: /opt/rubackup/modules/rb_module_postgres_pro -
t 2>&1

. module Postgres Pro was checked successfully
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YnaneHune knneHta RuBackup

Mpy HeobXxoaMMOCTM Bbl MOXETE ymoanuTb € xocta knueHT RuBackup u
yCTaHOBJIEHHbIE MOOYNN PE3EPBHOMO KOMMPOBAHUS.

YnaneHne «knueHta RuBackup BO3MOXHO w©3 Yy4éTHOM 3anmcu C
aOMUHCTPATUBHBIMU NMpaBaMu.

[na ynaneHns cepsuca rubackup-client ucnonb3ymnte KOMaHabl:

# systemctl disable rubackup-client
# systemctl daemon-reload

Lna ynanenvsa knnenta RuBackup v mogyns rubackup-postgres-pro-13
NCMNONb3yNTE KOMaHbI:

# apt remove rubackup-postgres-pro-13
# apt remove rubackup-client
Mpw HeobxoamMmMocTy yaanuTb knveHT RuBackup u3 koHdurypauum cucteml
pe3epBHOr0 KOMMPOBaHWUSA, 3TO MOXET caenatb CUCTEMHbIA aOMUHUCTPATOP
RuBackup ¢ nomoubto okoHHOro MeHenxepa AomunHuctpartopa (RBM).

Mocne ypaneHns knneHta RuBackup B OC Astra Linux SE 1.6 ¢
aKTUBMPOBaAHHbIM PEXVMOM 3aLMTHOM NPOrpamMMHON cpedbl cnenyer:

1. BbINONHUTL KOMaHAy:

$ sudo update-initramfs -u -k all
2. [NepesarpyaunTb onepaumoHHy0 CUCTEMY

$ sudo init 6
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NMpuHUMn 6a30BOro pe3epBHOro

KonupoBaHusa knactepa Postgres Pro

B xone 6a30BOro pe3epBHOro KOMMPOBaHWS BbIMONHAETCS B3aMMOAENCTBME
c ytmnutoin pg_probackup.

KomaHga Ha BblMONHEHWE Pe3epBHOrO KOMMPOBaHWA B pPeXume O0CTaBKu
WAL ARCHIVE:

# pg_probackup backup -B /opt/rubackup/mnt/pg_probackup --
instance=uma_sk3emnaspa --backup-mode=FULL -j 1 --
pguser=rubackup_backuper --pgdatabase=backupdb --no-password,

roe onuus -j - KONM4YeCcTBO MNOTOKOB, B KOTOPbIE BbIMOMHSIETCS NPOrpaMMa;
— pguser - ponb 4Ns PEe3ePBHOIO KONMMPOBaHMS KNacTepa;
— pgdata - 6a3a JaHHbIX PE3EePBHOM0 KOMUPOBaHUS;

- no-password - onuma ncknYaruwas nonb3oBaTebCKU BBOLA napons so
BpeMS BbINMONMTHEHUA pe3epBHOIro KonmpoBaHUA.

KomaHpoa Ha BbIMOMHEHNE Pe3epBHOrO KOMUPOBAHWA B PeXuMe OO0CTaBKu
WAL STREAM:

# pg_probackup backup -B /opt/rubackup/mnt/pg_probackup --
instance=nmA_sk3emnaapa --backup-mode=FULL --stream -j 1 --
pguser=rubackup_backuper --pgdatabase=backupdb --no-password

BHnmaHue! Ecnu nnaHupyetcsi, 4YTO pe3epBHasi Konusa Oyper
coenaHa Ha ogHoMm cepBepe Postgres Pro, a BoccraHaBnmMBaTbCs Ha
OpPYyrom, To Heo6XxoAMMO, 4YTOObl NMPMHMMAIOLLUA CepBep MMeNn Takue Xe
3HayeHusa napametpoB block_size n wal_blocksize, 4T0o 1 Ha OCHOBHOM
cepBepe “ OOMHAKOBYHO OCHOBHYK Bepcuto. B 3aBucuMmoctn ot
KOHdourypauum Knacrepa, Postgres Pro moxert HaknagbiBaTb
OOMOJIHUTENbHbIE OrpaHUYeHusl, HanpuMep, No apxuTeKType npoueccopa n
Bepcum libc/libicu.
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NpuHuun gudpdepeHUnanbHOro
pe3epBHOro KonMpoBaHUsA Knacrtepa

Postgres Pro

BbinonHeHne andpdpepeHumanbHOro pPe3epBHOro KOMMPOBaHUSA KnacTtepa
Postgres Pro MoxeT npon3soantbCs B TPEX pasHbIX pexunMax:

1. B pexvnme DELTA:

KomaHpa Ha BbINoOnHeHMEe AndodoepeHUmManbHOro pe3epBHOro KONMpoBaHus
B pexume goctaskm WAL ARCHIVE:

# pg_probackup backup -B /opt/rubackup/mnt/pg_probackup --
instance=uma_s3k3emnaspa --backup-mode=DELTA -j 1 --
pguser=rubackup_backuper --pgdatabase=backupdb --no-password

KomaHpa Ha BbINoOnHEHME AndddoepeHUmManbHOro pe3epBHOro KONMpoBaHUs
B pexume pgoctaskm WAL STREAM:

# pg_probackup backup -B /opt/rubackup/mnt/pg_probackup --
instance=nma_sk3emnnapa --backup-mode=DELTA --stream -j 1 --
pguser=rubackup_backuper --pgdatabase=backupdb --no-password

2. B pexume PAGE:

BHumaHue! [lepen BbINONHEHWEM pe3epBHOro KoNMpoBaHUs
npou3senuTe HaCTPOMKY HenpepbiBHOro apxmeuposaHus WAL.

KomaHpa Ha BbinonHeHue andpdoepeHUmManbsHOro pe3epBHOro KOnmMpoBaHus
B pexume pgoctaskm WAL ARCHIVE:

# pg_probackup backup -B /opt/rubackup/mnt/pg_probackup --
instance=nmaA_sk3emnaapa --backup-mode=PAGE -j 1 --
pguser=rubackuper --pgdatabase=backupdb --no-password

KomaHpa Ha BbinonHeHue andpbdoepeHumanbsHOro pe3epBHOro KONmMpoBaHms
B pexume pgoctaskm WAL STREAM:
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# pg_probackup backup -B /opt/rubackup/mnt/pg_probackup --
instance=uma_sk3emnaapa --backup-mode=PAGE --stream -j 1 --
pguser=rubackuper --pgdatabase=backupdb --no-password

3. B pexume PTRACK:

BHumaHune! [lepen BbINONHEHWEM pe3epBHOr0 KOMNMpPOBaHUS
npou3sBenuTe HaCTPOMKY pe3epBHOro konmposaHusi B pexume PTRACK.

KomaHga Ha BbiNnonHeHue audpdpepeHumanbHOro pesepBHOro KonmpoBaHus
B pexume poctaskn WAL ARCHIVE:

# pg_probackup backup -B /opt/rubackup/mnt/pg_probackup --
instance=nma_sk3emnaapa --backup-mode=PTRACK -j 1 --
pguser=rubackuper --pgdatabase=backupdb --no-password

KomaHpa Ha BbinonHeHue andpbdoepeHumanbsHOro pe3epBHOro KONmMpoBaHms
B pexume pgoctaskm WAL STREAM:

# pg_probackup backup -B /opt/rubackup/mnt/pg_probackup --
instance=uma_sk3emnaspa --backup-mode=PAGE --PTRACK -j 1 --
pguser=rubackuper --pgdatabase=backupdb --no-password
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[MpuHUMN BOCCTaHOBJIEHUS pe3epBHOMN

Konuu Knactepa Postgres Pro

LaHHbli MeTon MOXeT OblTb MCMONb30BaH MNPV PYYHOM BOCCTaHOB/IEHWM
cny>xebHol 6a3bl aaHHbIx cepBepa RuBackup, ecnu ans e€ paboTtbl MCNONb3yeTcs
CYB/L Postgres Pro n BbINONHANOCL €€ pe3epBHOE KOMMPOBaHME B COCTaBE
Knactepa.

BHumaHune! MNepepn, BoccTaHoBNeHUeM 6a3bl JaHHbIX peKOMeHAayeTcs
coenatb pe3epBHYKO KOMMIO BceX uMelwumxca dpannoB B Kartanore
Knactepa 6a3 paHHbIX.

Ina BocctaHoeneHusi knactepa CYBIL Postgres Pro Heobxoammo
BbINONHUTL CNeayowmne oeNcTBUS:

1. OcTaHoBuTb cepeep Postgres Pro, ecnn oH paboTaert:

# sudo systemctl stop postgrespro-std-13.service

2.Cpenatb pes3epBHyl0 KONWIO (oarinoB kartanora knactepa 6a3 AaHHbiX, Ans
BO3MOXHOCTM  oTkara (B nNpuWMepe  HWXe  WCMonb3oBaH  Kartasnor
~/emergency_copy, B HEM OOMXHO ObITb [OOCTATOMHO MecCTa LNS BbIMOSHEHUS
JNaHHOWM onepauun):

# sudo -iu postgres (cd /var/lib/pgpro/std-13/data && tar cfv - *)
| (cd ~/emergency_copy && tar xf - )

3. OuncTnTb KaTanor knactepa 6a3 fJaHHbIX:

# sudo -iu postgres rm -rf /var/lib/pgpro/std-13/data/*

4. BocctaHOBUTb AaHHbIe U3 Pe3epBHbIX KOMUiA B aMpekTopuio. [na atoro crnepsa
notpebyetcs u3MeHWTb 3HayeHne napametpa direct_restore Ha no B
KOHJoMrypaumoHHOM Joanne monoyns
/opt/rubackup/etc/rb_module_postgres_pro_13.conf, a 3aTeM BbINOMHUTb
BOCCTAHOBNIEHNE PE3EPBHON KOMUM B Kako-nnmbo KaTtanor npu MoMoLm
MeHenxepa KnueHnta RuBackup (RBC) wnu ytmnutel KOMaHOHOW CTPOKM
rb_archives.

5. 3anyctutb BoccTaHoBneHue knacrepa Postgres Pro:

18



& 'RuBackup

# pg_probackup restore -B /postgreBackups/ --instance=postgres -1i
na_pesepBHoW_konun --no-validate -I pexum_BoCCTaHOBAEHUA

6. BocctaHoBUTL npaBa Ha BrageHwe oainamu knactepa Ans  rpynnbl U
nonb3oBarens postgres:

# sudo chown -R postgres:postgres /var/lib/pgpro/std-13/data/

7. 3anyctutb cepsep Postgres Pro:

# sudo systemctl start postgrespro-std-13.service
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KoHdourypaumoHHbin oann Mmoaoyns

Ons  pabotbl mooyns HeobxoOMMO MPOM3BECTM  PYYHYKD  HACTPOMKY
KOHCpurypaumoHHoro cpanna. dopmar kKoHdurypaumoHHoro davna - YAML.
KoHdounrypaumoHHbIii doamn mMonayns pacrnonaraetcs no nyTu
/opt/rubackup/etc/rb_module_postgres_pro.conf.

CopnepxaHue KoHUrypaumnmoHHoro goanmna:

1) restore_target_action: BoamoxHble 3HaveHus - (PAUSE, PROMOTE,
SHUTDOWN). 3anaét genctaune, KOTOpoe OOMXEH BbINOMHUTL CepBep no
JOCTUXEHWUM LIENN BOCCTAHOBNEHNS;

2) restore_target: Bo3MoxHble 3HavyeHns - (IMMEDIATE, LATEST). LATEST
— BOCCTaHOBUTb MOCMedHee BO3MOXHOE COCTOSHWE, UWCXoOsd U3
conepxumoro apxvea WAL. IMMEDIATE - BocCTaHOBUTb CaMOe paHHee
N3 BO3MOXHbIX COrfiacoBaHHOE COCTOSIHME KnacTepa,;

3) restore_mode: Bo3moxHble 3HadeHuss (NONE, CHECKSUM). Ecnu
3HayeHne napametpa pasHo CHECKSUM, 710 pg_probackup npwu
BOCCTaHoBneHUM OyaeT MOBTOPHO WCMOMb30BaTb BanMAHblE CTPaHWLbI
LOCTYMHbIE B Katanore knacrepa, eCnvm OHN He M3MEHSNUCh.

4) pg_probackup: AGcontoTHbIA NyTb A0 YTUANUTBI pg_probackup;

5) direct_restore: npon3BecT BOCCTAHOBIEHME B PECYPC WU B ANPEKTOPUIO.

BHumaHue! Mepen Hayanom pabotbl ¢ Moaynem o0b6s13aTeNbHO HYXHO
yKasaTb aKTyalibHbl/ MOJIHbIA NYTb A0 YTUNUTHLI pg_probackup.

20



@ 'RuBackup

MacTtep-knioy

B xome yctaHoBkm knneHta RuBackup 6ypeTt cos3pgaH macTtep-knod ans
3alWNTHOrO NPeobpasoBaHNS PE3EPBHbIX KOMWIA, a TakXe KIYM ONst SNeKTPOHHOM
noanncu, ecnu npeanonaraetcs NCnosib3oBaTtb 3N1IEKTPOHHYIO NMOAMANCH.

BHumaHue! Mpwu yTepe knroya Bbl He CMOXETe BOCCTaHOBUTb AaHHbIe
M3 pe3epBHON KOMUU, ecnu OHa Obina npeobpasoBaHa C MOMOLLbIO
3aLLMTHbIX anropuTMOB.

BaxHo! Knioumn pekoMmeHaoyeTCcs nocne co3pnaHusa ckKkonupoBatb Ha
BHELUHUN HOCUTENb, a TaKXe pacneydyartaTtb 6yma)|(|-|y|o Kornuwo 1 y6paTb 3TN
KOMNMUM B HapEXHoe MecCTo.

MacTep-kno4 pekoMeHayeTcsl pacrnedyaratb Npu NoMowWmM yTuamntbl hexdump,
Tak Kak OH MOXET cofep>xaTb HeoTobpakaeMble Ha 3KpaHe CUMBOJbI:

$ hexdump /opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020
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3aluTHOe nNpeobpasoBaHue pe3epBHbIX

KONMun

Mpn HeobxoOMMOCTU, cpasy Nocne BbIMOMHEHUS PE3EPBHOMO KOMUPOBAHUS
BaWW pe3epBHble Konuu MoryT BblTb Npeobpas3oBaHbl Ha XOCTe KMeHTa. Takum
06pa3oM, BaxHble OaHHble BynyT HeAoCTyrmHbl Ans agMuHucTpaTtopa RuBackup
WM OpYyrux nud, KOTopble MOrnu Obl MOMyYUTb OOCTYM K PE3EPBHON KOMUM
(HanpuMep, Ha BHELWHEM XPaHUIMLWE KapTPUOXKEN NeHTOYHON BrnbnmoTekn nnn Ha
nnowaake npoeaiaepa obnayHoro XxpaHunuiLa ans Bawmnx pe3epBHbIX KOMWiA).

3awmnTHOE Npeobpas3oBaHme ocyLWecTBAsSETCS BXoaswei B coctae RuBackup
yTunuto rbcrypt. Knioy ans 3awmtHOro npeobpasoBaHWsi Pe3epBHbIX KOMWA
pacnonaraetca Ha XxocTe knveHTa B doanne /opt/rubackup/keys/master-key.
3awuntHoe npeobpas3oBaHNe OaHHbIX NPV NMOMOWW rbcrypt BO3MOXHO C OJIMHOM
Kntoya 256 61T (no ymonyaHwuio), a Takxe 128, 512 nnm 1024 buta B 3aBUCUMOCTYU
OT BblIOpaHHOro anroputMa Npeobpas3oBaHus.

ABTOMaTUYECKOE 3alMUTHOE Npeobpa3oBaHme U obpaTHoe npeobpasoBaHve
pe3epBHbIX KOMuiA kKnneHToM RuBackup BO3MOXHbI MpU MOMOLWM KIKOYER ONMHOIA
256 6ut, ogHako ytunuTa rberyt nopoepxXuBaet knoun anvHon 128, 256, 512 n
1024 6uTa (B 3aBMCMMOCTM OT BbiOpaHHOrO anroputMa npeobpasoBaHust). Ecnu
HeobxoaMMo Onis npaBunia rnobanbHOro pacnucaHus BblbpaTb 0COObIN pexum
npeobpasoBaHnsi, C MOJIMHOW KJ/o4a, OTIMYHOM OT 256 OUT M C  KIKOYOM,
pacnonaraimowemMcs B OpyroM Mecte, TO Bbl MOXETe BOCMONb30BaTbCH
BO3MOXHOCTbIO cAenatb 3TO MPW MOMOWM CKPUMTa, BbIMOMHAOWErocs nocne
BbIMO/IHEHNS PE3EPBHOr0 KOMUPOBaHWS (Onpemnensercs B npasune rnobanbHoro
pacnucaHus agmuHuctpatopom RuBackup). Mpu atom Heobxoommo, 4ToObl MMS
npeobpa3oBaHHOro paina ocTanocb TakMM Xe, Kak M paHee, MHaye 3amada
3aBepwntcs ¢ owwnbkoi. Mposect obpaTHoe npeobpas3oBaHVe Takoro doarina
NoCne BOCCTAHOBNIEHNSI €r0 M3 PE3EPBHON KOMUW CnepyeT BPYYHYHO NMpv NMOMOLM
yTunutbl npeobpasoBaHns. lMpy TakoM pexume paboTbl HET HEeobXO4MMOCTM
ykasblBaTb anroput™ npeobpasoBaHns B Npasuie Pe3epBHOr0 KONMpPoBaHusi, Moo
apxue byneT npeobpasosaH elWwe pa3 aBTOMATUYECKN C MCMONb30BaHMEM MacTep-
Kntoya.

Ons  BbINOMHEHNS 3aWMTHOrO MNpeobpas3oBaHNs OOCTYMHbl  anropuTMbl,
npeLcTaBneHHble B Tabnuue 1.
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Ta6nuua 1 — ANropuMTMbl 3alWMTHOIO Npeobpal3oBaHuns, AOCTYMNHbIE B yTUAUTE
rbcrypt

Anroputm ,D.nMHg"KTmoqa, MpumeyaHue
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 gggig;gizﬁHauMOHaHbHHﬁCTaHﬂapTLLQIX_
Kuznyechik 056 Ee;iqgfgg?;auMOHaanumCTaHuapTFT)CT
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256
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MeHepXxep agMmuHuctTpatopa RuBackup

(RBM)

OkoHHOe npunoxeHne «MeHeoxep agmuHuctpatopa RuBackup» (RBM)
npefHasHavyeHo Aans obwero aaMUHUCTPUPOBAHMS CEPBEPHON  rPYNMMPOBKY
RuBackup, ynpaBneHWs KnMeHTamMu pe3epBHOIO KOMMPOBaHUS, rnobanbHbIM
pacnuncaHnem pe3epBHOro KOMMpoBaHUs, XpaHuInwamm pe3epBHbIX KOMnum 1 np.

RBM MoxeT ObiTb 3anyleHO aOMWHUCTPATOPOM Ha OCHOBHOM CepBepe
pesepBHOro konnposaHus RuBackup.

IOna 3anycka meHenxepa agmuHuctpatopa RBM HeobxoouMo BbIMOMHUTB
KoMaHnay:

# ssh -X user@rubackup_server
# /opt/rubackup/bin/rbm&

MNMonb3oBatenb, 3anyckawowmii RBM, gonxeH BxoauTb B rpynny rubackup.

Ha Bknapke OO6GBEKTbl B NIEBOW 4aCTU MPEOCTaBNEH CMMCOK K/IMEHTOB
CVCTEMbI PE3EPBHOI0 KOMMPOBaHUS, B KOTOPOM yKas3aHo UMs, yHukanbHblii HWID n
onucaHune. KnueHTbl, KOTOpble B [HaHHbIi MOMEHT Haxogatcsi B online, OyoyTt
OTMEeYeHbI 3eneHbIM UBeToM. KnueHTbl B cocTosiHum offline — kpacHbiM (pycyHok 1).

Lna pesepsHoro konvpoBaHusa knactepa Postgres Pro Ha xocTte monxeH
6bITb ycTaHoBneH knneHT RuBackup n Heobxoanmble mooynu. KnumeHT ponxeH bbiTb
aBTOpM30BaH aaMuHucTpaTopom RuBackup.

B Tom cnyyae, ecnu knueHT RuBackup 6bin ycTaHOBNEH, HO HE aBTOPM30BaH,
B HuxXHeh uactm okHa RBM 6Oymetr coobweHvne O TOM, YTO HalgeHbl
HeaBTOPM30BaHHbIE KTMEHTDI. Bce HoBble KNMEHTDI AON>XKHbI ObITb ABTOPKN30BaHbI B
CUCTEME PE3EePBHOro KONMPOBaHUS.
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MeHeaxep agMHHHCTPaTopa RuBackup (Ha rubackup-server) - o =

Koudwurypauwsa [MpocmoTp [OedcTems  AHanuTuka WHdopmauywa

ObvekTsl | CTpaTeruw = [noBankHoe pacnucaHWe | YOaneHHas pennukaunA — CepBepHas rpynnupoBka RuBackup

OfbexT OnucaH1e CeoicTea HacTpoikn WHpopmaumra
* KnWeHThl .
cgate-client Tun OC Linux
postgresPro-client
rubackup-server Primary RuBackup server OC pucTpubibioTep |ubuntu
zfs-client.rubackup.local b e3ecofdaddddagec
MAC 52:54:00:64:72:05
IP vd 192.168.101.30
IP v& feB0::6cfd:7521:8576:f30b
Crpatervs Tun pecypca Pecypc Normal execution script Exception execution script

Crpaterum Mpasuna Pe3epBHble Konua YnaneHHas pennvkauns EELERT MnaH BOCCTAHOBNEHUA Halr

HopmaneHeln pexuM

PucyHok 1

Ona aBTopu3aumm HeaBTOpU30BaHHOro knueHta B RBM  BbinonHuTe
cnenyowne nencTens:

1) Otkporite MeHio JHOewnctBuss — KnmeHTbl — ABTOpM30BaTb KJ/IMEHTOB
(pucyHok 2):

MeHenXep agMUHMCTpaTopa RuBackup

Kondurypauma Mpocmotp RIEZSETEN AdamvTvka WHdopmauws

InobanbHble NERCTEUA ]
06bekTsl | Crpateruu

KNUeHTh! » A\ ABTOpU3IOBATH KNUEHTOR...

O6nekT

up
centes7.rubackup.local
clear
jatoba
proxmox
redos.rubackup.local
rescue
rubackup-rescue
v test Second
a Primary RuBackup server

YaanwTe offline knuenTos...

astra-ce
astra-se
media
on-front
srv.brest.loc

PucyHok 2

2) BbibepuTe Hy>XHOrO HEaBTOPU30BAHHOMO K/IMEHTA M HaxXMmuTe ABTOPM3OBaTb
(pucyHok 3):
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HeaBTOpHBOBaHHbIe K/IHEHTbI

Wma xocta Tun OC OC pucTpubtioTep 1Pv4 IPvE MocnepHui pas H:

b} postgresql m 52:54:00:9a:ce:f4|192.168.0.31 |feB0::5054:ff:fe9a:cef4 | 26.10.2020 13:09

1 3

3aKpuiTe | ABTOpW30BaTh Yoanute
PucyHok 3

Mocne aBTOpM3auMM HOBbIA KAMEHT OyaeT BuaeH B rnaBHOM okHe RBM
(pucyHok 4):
MeHepXep agMHHUCTpPaTopa RuBackup

KoHgwrypauma [pocMmoTp [edcTBMA AHanMTUKE WHQopMaumMa

ObvekTsl | CrpaTerwn = [nofanbHoe pacnucaHwe — CepeepHas rpynnuposka RuBackup

0bbekT OnucaHue

~ TPYnnkl KNHEHTOR

centos7.rubackup.local

clear

jatoba

proxmox

redos.rubackup.local

rescue

rubackup-rescue

~ test Second

S Primary RuBackup server
astra-ce
astra-se
media
on-front
srv.brest.loc

PucyHok 4

KnuneHTbl MOryT ObiTb CrpynnupoBaHbl aaMUHUCTPATOPOM MO KakoMy-nnbo
obwemy npusHaky. B cnydyae HeobxoamMMOCTV BOCCTaHaBNMBATbL PE3EPBHbIE KOMWK
Ha OPYroM XOCTe K/IMEHTbl OOMXHbI NpUHagnexarb K pasfensiemon rpynne (takas
rpynna oTMevaeTcs wpndTom italic).

YTtobbl BbINONHSATL PErynsipHoe pes3epBHOe KonumposaHue knactepa CYB[,
Postgres Pro, Heobxoommo cospatb npaswio B rnobanbHoM pacnucaHuv. [ns
9TOro BbIMOMHWTE Creaylolme 0encTBuS:

1. BbibpaTb KIMEHTCKMIA XOCT, Ha KoTopoMm Haxogutca CYBI Postgres Pro u
n06aB1Tb MPaBWIO PE3EPBHOIO KOMMPOBaHMS (PUCYHOK 5).
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MeHea)Kep agMHHMCTpaTopa RuBackup - O
Kongurypauws MpocmoTp [JedcTena AHanuTuka MWHdopmayus
OBwekTel | CrtpaTerum = nobansHoe pacnucaHme = YpanedHas pennukauws — CepsepHan rpynnmposka RuBackup
0bbexT OnucaHne CBOACTBa HacTponku WHdopmaumna
* KnWeHThl .
Tun OC Linux
rubackup-server  Primary RuBackup server OC pucTpubeioTep |ubuntu
umware-client HWID e3ecofdaddddagec
MAC 52:54:00:64:72:05
IP v 192.168.101.30
IP w6 fe80::6cfd:7521:8576:f30b
CrpaTterua Tun pecypca Pecypc CKPWMT NpU HOpMankHoW paboTe CkpunT N MNpuopuTeT

CTpaTeruua Mpaewna Pe3epeHbIE KONKUKM YnaneHHan penaukauns EELERTY MnaH BOCCTaHOBNEHWA MypHan

Coepurenue: rubackup@rubackup:localhost
HopmansHeln pexim

PucyHok 5
2. Boibpatb T1n pecypca «Postgres Pro» (pncyHok 6):

Jo6aeuTe npaesuno B rnobancHoe pacnucaHue

OcHoBHOR YBefoMaeHna JononHWTensHo w

Uma pgpro full rule X Cancel
Knuent HWID:

Myn Default -

MakcuManeHbli 06beM PK npaBnn: G, AnA paHHOTrO KNMeHTa HeT Mpuoputer 100 [T

Pecypc |/home BribpaTs...

Block device

Tun pecypca | File system HacTpowTs...

PG_dump database

PG_dump table Tun PK full -
OBpazeu pa Postgres Pro
Bce [MpeobpazoBanne  nocrypt -

MuHyTa 0 =
Yac 0 = MNepWopn AeWCTEBMA NpaBUNa
LeHs mecaua 1 =

Havano 08.07.2022 18:08 ~
Mecsay January >

OxoHyanwe | 08.07.2023 18:08 ~
LeHs Hegenw Monday hd

v MpoeepATe PK yepez |1 = month ~ | Cpok xpaHenwa PK 1 |°| year -

v BKNIOYMTL Nocne cosnaHua

PucyHok 6
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B kauvectBe pecypca Oynet aBToMatMyYeckn NOACTaBNEH MyTb OO katanora
Knactepa. Ecnm Bam HeobxoamMO croenatb pe3epBHYKO KOMMIO OpYroro pecypca -
yKaxute TmMOMHbIA MyTb [OO HEro BPy4YyHYO WAM BOCMONb3YMTECH KHOMKOM

«Bbibpartb...».

3. YcTaHoBWTbL HACTPOMKM MpaBuna: HasBaHWe npasunia, Myn XpaHeHUs OaHHbIX,
MakCUMa/ibHbIi 0OBEM Onst pe3epBHbIX konwid mpaswna (B 'B), Tvn pesepsHOro

KonmnpoBaHus,

pacnucaHue [Pe3epBHOro

KOnmMpoBaHus,

CPOK XpaHeHus W

Heobs13aTeNbHbIA BPEMEHHO MPOMEXYTOK NMPOBEPKUN PE3EPBHON KON (PUCYHOK 7):

Do6aBuTe NpaBuno B rMobanbHoe pacnucaHue X

OcHoBHO® | YeefoMneHws  [OMNOAHWTENLHO
WUma pgpro full rule

KnneHnt

Myn Default

MakcuMankHbl 06bem PK npaBun:

Pecypc |jvar/lib/pgpro/std-13/data/

Twun pecypca |Postgres Pro i

OGpaseu, pacnucaHua

MuHyTa
Yac
[eHs Mecaua

Mecay

< s s s

[eHs Hegenwn

v/ MNpoeepate PK Yepe3s |1 |5 month ~

V| BKNIOYUTE Nocne co3faHuA

6, Ana fpaHHOro KNMEHTa HeT

HacTponTs...

Tun PK full -

MpeoBpazosanue |aria -

Mepnopn AeWCTBUA NPaBHAa

Ha4ano 08.07.2022 18:08 ~

OKOH4YaHWe |08.07.2023 18:08 ~

Cpok xpaHeHua PK |1 year

PucyHok 7

| &ox

X cancel

HWID:

MNpuopureT | 100

Bribpats...

4. Ha Bknagke «IJOMONMHWTENBbHO» MOXHO YCTaHOBWTb paspelleHve ONs KNneHTa
yOansTb PE3epBHble KOMUK, YCTAHOBUTb aBTOMATUYECKOE yaaNneHne yCTapeBLumx
PE3epBHbIX KOMUIA WX ONPedenuTb YCNOBME WX MEPEMEWEHNS B OPYron nyn

(pucyHok 8).
DOo6aBuTe Nnpasuno B rno6ancHoe pacn1caHWe (]
OcHOBHO® YeenomMneHna JononHuTensHo ‘ w;-'gK |
YcTapeBLlKe pe3epBHEIe KONUM: % Cancel

v ABTOMaTH4yeckoe yaaneHve PK

Pe3sepBHbIe KONWM:

MepeMeCcTUTb B NyN:

WHbOpMHUPOBaTE:

ecnd cTaplue 4Yem

V| KNIMeHTY pa3pelueHo yanaTh pe3epBHble KoMUY 3TOro NPasu/a U3 penosnTopus

PucyHok 8
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MNpy HeobxoOMMOCTW, aOMUMHUCTPATOP MOXET MNPUOCTaHOBUTL paboTy
npasuna WM HEMEONIEHHO 3anyctmtb ero (T.e. MHUUMMPOBATb HeMensIeHHOoe
cosfaHve 3aJayv npu ctaTyce npasuna watit).

5.B cucteme npenycMoTpeHa BO3MOXHOCTb TOHKOW HAaCTPOMKM npasuna
PEe3epBHOIr0 KOMWPOBaHWS, ONS9 WX PefakTUPOBaHUS HaXMUTE Ha KHOMKY
«HactpouTtb...» (pUCyHOK 9):

Postgres Pro HacTpoWKMW Ha KnueHTe: postgresPro-client{e3ec9fdadddds... (X

MapameTp ™  TWN DaHHBIX 3Ha4eHue | & 0K |
1| threads integer 1 X Cancel
2 |differential_mode integer 0
3 |stream boolean true

PucyHok 9

34ecb NpeacTasneHbl cnegytowme napameTpbi:

— threads - KONMYECTBO NOTOKOB B KOTOPbIE By OET BbIMOMHATLCS PE3EPBHOE
KOMMpOBaHWe 1 BoccTaHoBneHue. 1o yMon4yaHmio KOnm4yecTBo NOTOKOB
pasHo 1;

— differential_mode - Bblbop pexwuma pe3epBHOro KonuvposaHus (0 -
DELTA, 1 - PAGE, 2 - PTRACK). o ymonuyaHwuio Bcerna DELTA;

— stream - Bbibop pexuma goctaskm WAL dcpaiinos. Ecnn napametp umeet
3HayeHne True, TO PEXMMOM [OCTaBKM MPW BbINOMHEHUN PE3EPBHOrO
konuposaHust 6ynetr STREAM, ecnu 3HadeHve npumet False, T0
pexumom 6yner ARCHIVE. Mo ymonyaHwio 3HaveHne pasHo True.

Mpasuna rnobanbHOro pacrmcaHnst UMeKT CPOK XMU3HW, ONpeaensiemMblii npu
MX CO3[aHNN, a TakXe NPefoCTaBNSoT CneayoLLme BO3MOXHOCTH:

1) BbINONHWTL 3aWMTHOE Npeobpa3oBaHne PE3EPBHON KON Ha KITMEHTE.

2) MNepuoanyeckn BbIMONHATL NPOBEPKY LIENOCTHOCTV PE3EPBHOI KOMUM.

29



& 'RuBackup

3) XpaHuTb pe3epBHbIE KOMUM ONpPeaenéHHbI CPOK, a NOCNe ero OKOHYaHMs
yoansTb MX U3 XpaHWMwa Pe3epBHbIX KOMWA 1 U3 3anmceit penosmTopus, nmbo
MPOCTO YBEOOMNSATb MONb30BaTeNell CUCTEMbI PE3EPBHOrO KOMMPOBaHUS 06
OKOHYaHWM CpoKa XpaHeHus.

4) Yepe3 onpenenéHHbIA CPOK MOCNe CO34aHUS PEe3epBHON  KOMuu
aBTOMAaTU4YeCKM MNEPEeMecTUTb €€ Ha APYrom MNyn XpaHeHWs Pe3epBHbIX KOMUN,
HanpuMep Ha KapTpuaX NeHTO4HO BnbnmoTteku.

5) YBegomnate nonb3oBaTteneii CUCTEMbl PE3EPBHOr0  KOMUPOBaHMS O
pesynbTatax BbINMOMHEHMSI TEX WM WHbIX OMepauunii, CBSI3aHHbIX C MPaBUIOM
rnobanbHOro pacrnmcaHmsl.

MNpu cospaHun 3apayn RuBackup oHa nossnsetcsa B rnasHOM o4epenm
3apad. OTcnexmsaTb UCMONHEHVE NPaBMA MOXET Kak aaMUHUCTPATOP, C NMOMOLLbIO
RBM, Tak knneHT npu nomowmn RBC.

Mocne ycnewHoro 3aBepLleHns pe3epBHOro KONMpoBaHMs pe3epBHas Konms
OyneT pas3MelleHa B XpaHUnvLLe pe3epBHbIX KOMuiA, a MHdopMaums o Helr bynet
pa3mMelleHa B penosutopun RuBackup.
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MeHenxep knueHta RuBackup (RBC)

MpuHUMn B3ammogencTema knneHtckoro MeHepxepa (RBC) c¢ cuctemon
PEe3epPBHOro KOMMPOBAHNS COCTOUT B TOM, YTO MOMb30BaTENb MOXET CCPOpMMPOBaTL
TY WX NHYIO KOMaHay (Xenaemoe OeVCTBME) U OTNPaBUTb Ero CEPBEPY PEIEPBHOIO
konuposaHusa RuBackup. B3anmonencTemne nonb3oBartens ¢ CEPBEPOM Pe3epBHOIro
KONMPOBaHUSA MNPOU3BOAMTCS 4Yepes3 KmeHTa (CPOHOBbIA MPOLECC) pe3epBHOro
KONMpoBaHUs. KNWEHTCKMIA MeHenXep OTnpaBnseTr KomaHgy nonb3oBaTens
KNWEHTY, KNWeHT oTtnpasnsetr eé cepsepy. B Tom cnydae, ecnu pewncreve
nonyctmo, To cepBep RuBackup otoact obpaTHyto KoMaHmy KAMEHTY W/Wnum
nepeHanpaBuT eé Menmacepsepy RuBackup ons nanbHeiwei obpabotku. 310
O3HayaeT, 41O, KakK MNpaBuNO, KINEHTCKUA MeHeoXep OObl4HO He oXupaet
3aBEPLIEHNS TOrO WM MHOrO [OENCTBUS, HO OXMOAeT OTBeTa OT KMEHTa, 4TO
3afaHune NPUHATO. OTO NO3BONSET MHULMMPOBATL NapanfenbHbie 3anpochl KNneHTa
K CepBepy pPe3epBHOrO0 KOMWPOBaHUS, HO TpebyeT OT Nonb3oBaTens
CaMOCTOSTENBHO KOHTPONMPOBATb YTOObI HE ObINO «BCTPEYHbIX>» Onepauunii, Koroa
NPOMCXOONT BOCCTAHOBNEHME [OaHHbIX, U B 3TOT XE MOMEHT 3T Xe [OaHHble
TpebyroTcs ANns co3naHns HOBOW pe3epBHOI konun. ocne Toro, kak KAMeHT oTtaan
Kakyto-nnbo komaHay npv nomowm RBC, OH MOXET NpOCTO 3aKpbiTh NPUNOXEHNE,
BCe [OeicTBMs OyayT BbINOSHEHbI CMCTEMOW PE3EPBHOINO KOMWPOBAHWUS (TEM He
MEHee, CTOUT J0XAAaTbCs COODLWEHNS O TOM, YTO 3aAaHNe NPUHSTO K UCMOMHEHWIO,
N NPOKOHTPONMPOBATbL 3TO HA BKNaAKe «3anaqn»).

padouyeckuin - UHTEPPENC  KIMEHTCKOrO  MeHenxepa noanepXxusaet
PYCCKWUIA N aHIINACKNIA A3bIKW.

Lns 3anycka RBC cnenyert BbIMOJ/IHNTb KOMaHObl:

# ssh X user@postgreshost
# [opt/rubackup/bin/rbc&
MNonb3oBatenb, 3anyckatowmn RBC, nonxeH Bxoautb B rpynny rubackup.

Mpv NepBOM 3anycke KIMEHTCKOro MeHeaxepa HeobxoamMMo 3a8aTb Naporib,
npyY NOMOLM KOTOPOro BMOCNEACTBMU MOXHO OydeT 3anpocuTb BOCCTAHOBIEHMWE
pesepsHOM Konuun. bes BBooa Napons nony4nTb pe3epBHYIO KOMUIO AN KIneHTa 13
XpaHunmwa HeBO3MOXHO. X3l Napons BOCCTAHOBNEHNS XpaHUTCS B 6a3e AaHHbIX
RuBackup cepsepa. MNpu HEOBXOAMMOCTN MOXHO WU3MEHUTb Naponb MNPV NOMOLLU
KIMEHTCKOro MeHexepa (MeHio «<KoHdpurypauusa» — «MI3MeHUTb Napornb»).

naBHas cTpaHuua RBC cogoepXut nepeknioyarowmecs  BKNaLKW,
Nno3BONSAIOWMNE YNPaBNSATb PE3EPBHbIMM  KOMUSAMW, pPacrnUcaHUeEM pPe3epBHOro
KOMMPOBaHUS, a TakXe npocMaTpvBaTb Tekylme 3adayn KAneHTa, NokanbHoe
pacnucaHvne n orpaHNYeHns.
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Bknapka «Pe3epBHble Konuu»

B tabnuue Bknagkun «Pe3epBHble KOnMu» COOEPXMTCS MHApopmaums 060
BCEX PEe3epBHbIX KOMUAX KNEHTa, KOTopble XpaHAaTcs B penosuTtopun RuBackup
(pucyHok 10). OdudpdpepeHumanbHble pe3epBHble KOMUWU CCbINATCA Ha MNOMHble
pe3epBHble KOMUWN, NHKPEMEHTalIbHble Pe3epPBHbIE KOMUW CCbINAKTCS Ha MOJHbIE
pe3epBHble KOMUW WM Npedblaylwe WHKPEMEHTalNbHble, TakK YTO Mpu
HEOOX0AMMOCTN BOCCTAHOBUTb AAHHbIE MOXHO OLHON KOMaHOON WHULMUPOBATb
BOCCTaHOB/EHME BCE LIeNOYKN Pe3epBHbIX KOMUIA.

RuBackup MeHegxep KAHEHTa - 0 &
Kougwrypauwa Bua [Oenctensa WHgopmauua
Pe3epBHble KONUM | FnobankHoe pacnucadne  3afaud | JloKanbHoe pacmucaHve — OrpaHv4eHus
Id Task ID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size Created

1/32 |116 Postgres Pro Jvar/libjpgpro/std-11/datas full Default 35130416 312276 2022-07-08 18:47:48+03
2|33 117 32 Postgres Pro jvar/lib/pgpro/std-11/data/ differential Default 468950 263013 2022-07-08 18:48:43+03
3134 120 Postgres Pro jvar/lib/jpgpro/std-11/data/ full Default| 35076011 312276 2022-07-08 18:49:15+03
4|35 121 34 Postgres Pro Jvar/libfpgpro/std-11/data/ differential Default |523347 263013 2022-07-08 18:49:35+03

5|36 122 34 Postgres Pro Jvar/libfpgpro/std-11/data/ differential Default 468950 263013 2022-07-08 18:49:55+03

PucyHok 10

Bo Bknagke «PesepBHble KOnMuu» MONb30BaTeNto OOCTYMHbI crnegylowme
OencTeuns:

Ynanutb BbIOpaHHYIO pe3epBHYIO KOMUIO.

OT0 L[encTBME BO3MOXHO B TOM Cnydyae, ecnv B npasune rnobanbHoro
pacnucaHus  eCcTb  COOTBeTCTBytlowee paspewerHne. Kpome TOro, mpw
HEeobX0AMMOCTU BbINOMHWUTL yOaneHne pPe3epBHOM Konuu notpebyetcss BecTu
naponb K/MEHTA.

BoccTtaHOBUTBH LLeMOYKY pe3epBHbIX KOMUMA.

OT0 [OencTBMe 3aryckaeT MpoLEecC BOCCTAHOBNEHWUS LIEMOYKN Pe3epBHbIX
KOMNWiA Ha NokanbHOW oannoBor CUCTEME KNNEHTA.

MNpu BOCCTAHOBNEHUWM PE3EPBHOM KOMUU WM LEMOYKN Pe3epBHbIX KOMUMA
KNMEHT OONXeH BblbpaTb MECTO 419 BOCCTAHOBNEHNS (PANOB PE3EPBHON KOMUK.
PekomeHayeTcs ncnonb3oBatb BPEMEHHbIV KaTtanor s onepauni ¢ pe3epBHbIMU
Konusamu (Hanpumep, /rubackup-tmp).

Ecom B panmne /opt/rubackup/etc/rb_module_postgres_pro_13.conf
napametTp direct_restore VMeeT 3HayeHVe yes, TO MNPOU3ONOET OCTAHOBKA
cepsuca Postgres Pro, ounctka katanora knactepa 6a3 AaHHbIX, NepeMeLleHne
BOCCTaHOBNEHHOM MOJIHON PE3ePBHOIN KOMUM B OYMLLEHHbI KaTanor knactepa 6a3
haHHbIX. Ecnn B dpamne /opt/rubackup/etc/rb_module_postgres_pro_13.conf
napameTp direct_restore MMeeT 3Ha4YeHWE no, TO BOCCTAHOBMIEHHbIE PE3EPBHbIE
Konun BynyT pacnonoxeHbl B BolbpaHHOM AJ19 BOCCTAHOB/IEHMS KaTanore v aanee
Bbl CMOXETe MPOBECTN BOCCTAHOB/IEHME KnacTepa B py4yHoM pexume. RBC He
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OXWNOAeT OKOHYaHWS BOCCTAHOB/IEHNS BCEX PE3EPBHbIX KOnui. KnMeHT ponxeH
MPOKOHTPONMPOBAaTh Ha BKNagke «3agayn» YCrewHoe 3aBepleHve CO3LaHHbIX
3a[a4 Ha BOCCTaHOB/IEHME OaHHbIX 3aBEPWUIMCh ycriewHo (ctatyc 3amnad Done).
[ns ycnewHoro BbIMNOMHEHMS 3TOro OeincTBus TpebyeTcs Hanmyme OOoCTaTOYHOro
cB0oOOOHOrO MecTa B Kartasore, nNpeaHasHaYeHHOM O/ CO30aHUS U BPEMEHHOrO
XpaHeHus pe3epBHbIX KoNuii (CM. napameTp use-local-backupdirectory).

NMpoBepuTb pe3epBHYIO KOMUIO.

OTO OENCTBME UHULMMPYET CO3haHne 3amayv NpoBEPKN PE3EPBHON KOMUK.
B Tom cnyyae, ecnu pesepBHas konus bbina nognucaHa LMEPOoBoO NOAMMCHIO, TO
byneT npoBepeHbl pasmMep doainoB pesepsBHoi konuu, md5 cymma u nposBepeHa
cama pesepBHas konus. Ecnn pesepsHas konusi He Gbina nognucaHa UMdOpPOoBOiA
NnoAanucbo, To ByyT NPoBEPEHbI pasmep doaiinos pe3epBHO Konuv n md5 cymma.

Bknapka «'nobanbHoe pacnucaHume»

B tabnuue Bknaakn «mobanbHoe pacnvcaHue» CoOepXUTCS UHGOPMaLUS
0060 Bcex npaswnax B rnobanbHoMm pacnucaHum RuBackup ons atoro knveHTta
(pucyHok 11).

RuBackup MeHepKep KNMeHTa - o =
Kondwurypauns Bug [Jeactewsa WHdopmayus
PesepeHbie konun | [nofiansHoe pacnucanme | 3agaun | JlokansHoe pacnucadne | OrpaHnHeHus

Storage
capacity, GB

18 pgpro full rule |0 0 0 1 January  Monday 2022-07-08

Day of
month

Day of Validity Validity Resource

Rlogit week start period end period type

Id Rule name Min Hour

tgres Pro

27 pgpro diff rule |0 0 0 1 January | Monday 2022-07-08 tgres Pro

PucyHok 11

Bo Bknagke «lnobanbHoe pacnucaHve» MoMb30BaTeNO  AOCTYMHbI
cnenylowune 0encTBns:

3anpocutb HOBOE NpasuIo.

970 peicTBMe BbI3bIBAET AMANOr NOArOTOBKU HOBOrO Npasuna B rnobanbHoM
pacnucaHun RuBackup ons maHHoro knueHta. 3anpoc Ha pobasneHue npasuna
TpebyeT onobpeHust aommHuctpatopa RuBackup, onobpeHne MoXeT bbiTb caenaHo
B OKOHHOM MeHepxepe agmnHucTpaTtopa RuBackup.

3anpocuTb yaanuTb NpaBuio U3 rnobanbHOro pacnmcaHms.

910 peiictBue CopMMpyeT 3anpoc K aamuHuctpatopy RuBackup 06
yhoaneHun BbIOPaHHOro Mofb30BaTeNeM Mpasuna M3 rnobanbHOro pacnmcaHus
RuBackup. 3anpoc Ha ynaneHue npasuna TpebyeT onobpeHust agMmMHUCTpaTopa
RuBackup, opobpeHne wMoxeT OblTb COenaHO B OKOHHOM  MeHedxepe
agmuHucTparopa RuBackup.
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Bknaaka «3apauun»

B Tabnuue Bknaokn «3apayn» cooepXutcs nHpopmaums 060 Bcex 3agadax
B rnasHou odvepean 3apaHuin RuBackup ons atoro knmeHta (pucyHok 12). B
3aBMCMMOCTM OT HAaCTpoeK pe3epBHOro cepsepa RuBackup BbINonHeHHbIE 3ana4u
M 3adayn, 3aBEPWMBLIMECS HEYOA4yHO, Yepe3 Kakoe-T0O BpPeMsi MoryT ObiTb
aBTOMaTU4YeCKU yaaneHbl U3 rnaBHoM ovepeam 3anad. ViHghopmaums o BbinonHEHUN
3apaHuin onkcupyeTcs B cneumnanbHOM XypHane 3agad cepsepa RuBackup, npu
HeobXxoOMMOoCTK cTaTyc noboii 3apayn, gaxe yaanéHHoW M3 odepenn, MOXHO
YyTO4HUTL Yy agmuHucTpaTopa RuBackup. Tak e wvHopmaumsi 0 BbINOMHEHUN
3agay KvMeHTa 3aHOCUTCS B JNIOKaNbHbIA XypHalnbHbI (pann Ha kveHte. B
KIMEHTCKOM MEeHe[Xepe MOXHO OTKPbITb OKHO OTCNEXMBaHUS XYPHaNbHOro
daiina (MeHo «MHdbopMaumnsa» — «XKypHanbHbl cpamnn»).

RuBackup MeHegXep KAHeHTa - 0 &
KoHourypaums  Bug WHpopMaumns
PesepBHhie Konuu  TnoBankHoe pacnucadme | 3apavw | JIoKankHoe pacnucaHne | OrpaHu4eHus
Id Type Resource type Resource Backup type Rule ID Strategy ID Repository 1D Pool Status Created
1110 |Backup global Postgres Pro fvar/lib/pgpro/std-11/data/ | full 6 30 Default | Done 2022-07-08 18:43:50+03
2|111 |Backup global Postgres Pro fvar/lib/pgpro/std-11/data/ | full 6 31 Default | Done 2022-07-08 18:43:54+03
3|116 |Backup global Postgres Pro fvar/lib/pgpro/ ‘data/ |full 6 32 Default | Done 2022-07-08 18:47:35+03
4|117 |Backup global Postgres Pro fvar/lib/pgpro/std-11/data/ | differential 7 33 Default Done 2022-07-08 18:48:27+03
5120 |Backup global Postgres Pro fvar/lib/pgpro/std-11/data/ | full 6 34 Default | Done 2022-07-08 18:48:59+03
6(121 |Backup global Postgres Pro fvar/lib/pgpro/std-11/data/ | differential 7 35 Default | Done 2022-07-08 18:49:26+03
7|122 |Backup global Postgres Pro fvar/lib/pgpro/std-11/data/ | differential 7 36 Default | Done 2022-07-08 18:49:38+03
PucyHok 12

Bknapka «JlokanbHoe pacnucaHue»

Bo Bknagke «JlokanbHoe pacnucaHve» MOXHO OnpefenuTb npasuna,
3ajaBaemMble K/IMEHTOM AN TeX WAN WHbIX NOKaNbHbIX pecypcos. [ns pabotb
NIOKaNbHOrO  pacnucaHusi 8Ta  BO3MOXHOCTb  OO/MXKHA  OblTb  BK/OYEHA
agMmuHuctpartopom RuBackup ons knveHra.

Bknapka «OrpaHuyeHus»

Bo Bknagke «OrpaHuyeHunsi» MoryT ObiTb onpeneneHbl nokasnbHble Pecypchl,
PE3epPBHOE KOMUPOBAHME KOTOPbIX HexenatenbHo. [ns paboTbl NOKanbHbIX
OrpaHMYeHnin 3Ta BO3MOXHOCTb [ONMXHA OblTb BKIKOYEHA AOMUHUCTPATOPOM
RuBackup ons knuenra.
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YTUNuTbl KOMaHOHOM CTPOKMU KJIMEeHTa

RuBackup

na ynpaeneHns RuBackup cO CTOpPOHbI KnveHTa, MOMUMO KIMEHTCKOro
OKOHHOro MeHexepa, MOXHO BOCMO/b30BaTbCH YTUIMTAMU KOMaHOHOW CTPOKMU:

rb_archives

YTunuta npenHasHa4eHa Ois ipocMoTpa Cnmncka pe3epBHbIX KOMWiA KNMeHTa
B CUCTEME PE3EPBHOIO KOMUPOBAHWS, CO3OaHMS CPOYHbIX PE3EPBHbIX KOMWUIA, UX
yaaneHus, NPOBEPKM 1 BOCCTAHOBNEHNS.

# rb_archives

| fvar/lib/pgpro/std-11/data/ Postgres Pro full 2022-07-08 :48+03 | nocrypt Trusted

| /var/lib/pgpro/std-11/data/ Postgres Pro differential | 2022-07-08 :48:43+403 | nocrypt True Trusted
| fvar/lib/pgpro/std-11/data/ Postgres Pro full 2022-07-08 18:49:15+03 | nocrypt True Trusted
| /var/lib/pgpro/std-11/data/ Postgres Pro differential | 2022-07-88 18:49:35+83 | nocrypt True Trusted
| /var/lib/pgpro/std-11/data/ Postgres Pro differential | 2022-07-08 18:49:55+03 | nocrypt True Trusted

rb_schedule

Ytunuta npenHasHa4dYeHa Ansa npocMoTpa MUMEKLWMXCA npaBun KineHta B
rnobanbHOM pacnncaHnn pe3epBHOro KonmposaHUA.

#rb_schedule

root@postgresPro-client:~# rb_schedule
Id | Name | Resource type | Resource Status

| pgpro full rule | Postgres Pro | /var/lib/pgpro/std-11/dataf | full
| pgpro diff rule | Postgres Pro | /var/lib/pgprofstd-11/data/ | differential

rb_tasks

YTunuta npepgHasHadeHa AOns NpocMoTpa  3adady  KAMeHTa, KoTopble
MPUCYTCTBYIOT B F1aBHOM 04epean 3aa4 CUCTEMbl PE3EPBHOIO KOMUPOBAHKSI.

#rb_tasks

root@postgresPro-client:~# rb_tasks
Task type Resource Created

global Jvar/lib/pgpro/std-11/data/
global Jvar/lib/pgpro/std-11/data/ full

global Jvar/lib/pgpro/std-11/data/ full

global Jvar/lib/pgpro/std-11/data/ differential | Done
global Jvar/lib/pgpro/std-11/data/ full | Done
global Jvar/lib/pgpro/std-11/data/ differential | Done
global Jvar/lib/pgpro/std-11/data/ differential | Done
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BoccTtaHOBNeHUe pe3epBHON KONUMU

Knacrtepa Postgres Pro

Xo[ BOCCTAHOBNEHUS pe3epBHOM kKonuu knactepa Postgres Pro 3asucut ot
3HayeHna napameTpa direct_restore B (oanne KoHdurypauum Mmooyns
pe3epBHOro konuposaHus /opt/rubackup/etc/rb_module_postgres_pro_13.conf.

Ecnn napametp direct_restore MMeeT 3Ha4YeHWe yes, TO MNPOU3OMOET
octaHoBka cepBepa Postgres Pro, ounctka kartanora knactepa 6a3 AaHHbIX
(tonbko  npu 3HaqeHun  restore_mode: 'CHECKSUM'), nepemelleHune
pasapxMBMPOBAHHON PE3ePBHON KoMK B KaTtanor knactepa 6a3 gaHHbIX 1 3amnyck
cepsepa Postgres Pro.

Ecnun napameTp direct_restore NMeeT 3Ha4yeHVe no, TO BOCCTAHOBNEHHbIE
pe3epBHble Konmuu OyayT pacnonoXeHbl B BblOpaHHOM [Asi BOCCTAHOBNEHWS!
Katanore, n BocctaHoBneHve CYB 1 MoxHO 6yneT NpoBECTU BPYYHY!O.

KnneHT MoXeT OCywecTBUTb BOCCTAHOBMIEHNE OAHHbIX PE3EePBHOM KoMK B
okoHHOM MeHnenxepe Knunenta RuBackup (RBC), nnbo npv nomowm yTunutbl
KOMaHLHOW CTPOKW rb_archives.

B cnyyae BoccTaHoBneHUs OvdpdhepeHumanbHoM pe3epBHoin Konun bynert
CoOpMMpOBaHa LienoYka BOCCTAHOBNEHNS: BHa4ane byner BOCCTaHOBNEHA NOMHaS
pe3epBHas  KOMWs,, Ha  KOTOpytl  OymyT  HanoXeHbl  W3MEHeHuUs U3
AnpdpepeHumnanbHOM pesepBHON KoM,

BoccraHoBneHue pe3sepsHou konuu B RBC

[na BOCCTaHOBNEHMS OAHHbIX PE3EPBHON KOMMU B OKOHHOM MeHenxepe
Knunenta RuBackup (RBC) He06X04MMO BbIMONMHUTL CNeayowme OenCcTBUS:

1. BolOennTb HyXHYI0 PE3EPBHYID KOMMIO W B KOHTEKCTHOM MEHI0 BblbpaTtb
«BoccTtaHoBUTb».

2. Beectn naponb knventa n nanee RBC BbiBeneT MHGOPMaLMOHHOE CoobLieHre 0
JanbHenwmnx 0encTBmsXx.

3. Ykazatb B KayecTBe BPEMEHHOIO MeCTa BOCCTAHOBNEHMSI PE3EPBHbIX KOMUM
Katanor, OTHOEeNbHbIA OT KOMMPYeMOro kartanora knacrepa 6a3 [aHHbIX
(/var/lib/pgpro/std-13/data/).
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4. Nanee nosBATCA WHGOPMaLMOHHOE COOOWEHME O CO34aHUM 3a4ayn Ha
BOCCTaHOBJEHVE.

5. lMpokoHTponMpoBaTb pes3ynbTar npouecca BOCCTAHOBNEHWS MOXHO rocne
asTomatnyeckoro nepekntodeHnst RBC Ha Bknagky «3agayv» (pucyHok 13):

RuBackup MeHegXep KNMeHTa - o0 X

Kondwmrypauus Bug WHdiopmauus
Pe3epsHbie Konuu InobansHoe pacnucanue 3apaun JlokansHoe pacnucadue OrpaHnseHns

Id Type Resource type Resource Backup type Rule ID Strategy ID Repository ID Pool Status Created
1 |110 |Backup global |Postgres Pro jvar/lib/pgpro/std-11/data/ full 6 30 Default  Done 2022-07-08 ...
2 (111 |Backup global |Postgres Pro fvar/lib/pgpro/std-11/data/ full 6 31 Default Done 2022-07-08
3 |116 | Backup global Postgres Pro jvar/libjpgpro/std-11/data/ full 6 32 Default Done 2022-07-08
4 |117 |Backup global Postgres Pro fvar/libjpgpro/std-11/data/ differential 7 33 Default Done 2022-07-08 ...
5 |120 |Backup global |Postgres Pro jvar/libjpgprofstd-11/data/ full 6 34 Default Done 2022-07-08 ...
6 |121 | Backup global |Postgres Pro fvar/lib/pgpro/std-11/data/ differential 7 35 Default  Dene 2022-07-08 ...
7 |122 |Backup global |Postgres Pro jvar/lib/pgpro/std-11/data/ differential 7 36 Default Done 2022-07-08
8 (128 |Restore Postgres Pro jvar/libjpgpro/std-11/data/ full 6 32 Default Done 2022-07-08
9 (129 |Restore Postgres Pro jvar/libjpgprofstd-11/data) full 3 34 Default | Done 2022-07-08 ...
10130 | Restore Postgres Pro jvar/libjpgprofstd-11/data/ differential 7 35 Default Done 2022-07-08 ...

PucyHok 13
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BoccraHoBneHue npu noMoLuu ytunutbl rb_archives

[na BOCCTaHOBNEHWS pPe3epPBHbIX KOMWIA KIMEHT MOXET MCronb30BaTb
YTUNUTY KOMaHOHOW CTPOKW rb_archives. Bbi3oB cnenyowmi:

# rb_archives

root@postgresPro-client:~# rb_archives
| Ref ID | Resource

| /var/lib/pgpro/std-11/data/ Postgres Pro | full | 2022-87-08 ] nocrypt Trusted

| fvar/lib/pgpro/std-11/data/ Postgres Pro | differential | 2022-07-08 nocrypt True Trusted
| /var/lib/pgpro/std-11/data/ Postgres Pro | full | 2022-87-08 8 nocrypt | True Trusted
| fvar/lib/pgpro/std-11/data/ Postgres Pro | differential | 2022-07-08 18:49:35+03 nocrypt True Trusted
| /var/lib/pgpro/std-11/data/ Postgres Pro | differential | 2022-87-08 18:49:55+83 | nocrypt | True Trusted

B npvBenoéHHOM npuMepe B CUCTEME PE3EPBHOr0  KOMMPOBAHUS
NPUCYTCTBYIOT NSATb Pe3epBHbIX KONur ¢ nageHtndoukatopamu 32, 33, 34, 35 u 36.
Llnsi BOCCTAHOBNEHMS pe3epPBHOM KOmnnn 32 HE0OX0AMMO BbIMONTHUTL KOMaHY:

# rb_archives -x 32
root@postgresPro-client:~# rb_archives -x 32
Password:
The archive will be restored in the directory: /rubackup-tmp
----> Restore archive chain: 32 < ----
Record ID: 32 has status: Trusted
TASK WAS ADDED TO QUEUE:131

B cnyyae ycnewHo npuHATOM 3aaady koMaH4a BEPHET CMMCOK CO3AaHHbIX
3a4ad, a BOCCTaHOBNEHME By 1eT MPOMCXOANTb B OOHOBOM PEXMME.

rlpOKOHTpOfII/IpOBaTb npouecc BOCCTaHOBIEHNA MO>KHO Mpu NoMown yTunnTbl
rb_tasks:

#rb_tasks
root@postgresPro-client:~# rb_tasks
| Task type Resource Backup type Status | Created

+
| global fvar/lib/pgprofstd-11/data/f e 2022-07-08
| global Jvar/lib/pgpro/std-11/data/ full e 2022-07-08
| global fvar/lib/pgpro/fstd-11/data/ full e 2022-07-08
| K global Jvar/lib/pgprofstd-11/data/f differential e 2022-07-08
| global fvar/lib/pgpro/std-11/data/ full e 2022-07-08
| global fvar/lib/pgpro/fstd-11/data/ differential e 2022-07-08
| global fvar/lib/pgprofstd-11/data/ differential e 2022-07-08
|
|
|
|

Restore Jvar/lib/pgpro/std-11/data/ full e 2022-07-08
Restore fvar/lib/pgprofstd-11/data/f full e 2022-07-08
Restore Jvar/lib/pgpro/std-11/data/ differential e 2022-07-08
Restore fvar/lib/pgpro/fstd-11/data/ full e 2022-07-08

Bbl MOXeTe NPOKOHTPONMPOBaTb MNPOLECC BOCCTaHOBNEHWS B dpaiine
XypHana npu noMoLy Bbi3oBa:
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# tail -f /opt/rubackup/log/RuBackup.log

root@postgresPro-client:~# tail -f fopt/rubackup/log/RuBackup.log

Fri Jul 8 208:41:17 2822: INFO: Backup files are restored. Transfered bytes: 32MB, time elapsed: 1s
Jul
Jul

INFO: Restore incremental ratio (less is better): 6% (32MB/575MB)
INFO: Syncing restored files to disk
INFO: Restored backup files are synced, time elapsed: 2s
INFO: Restore of backup REPL7B completed.
: The beginning of the process to clean up the '/opt/rubackup/mnt/pg_probackup/' directory
INFO: Resident data size to free by delete of backup REPL7B : 575MB
INFO: Delete: REPL7B 2022-07-08 18:47:38+03
: The clean up process is completed.
: Task was done. ID: 131

Jul
Jul

Jul
Jul
Jul
Jul
Jul

0000000000000
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