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BBepneHue

Cunctema pesepBHOro konvpoBaHuss RuBackup no3BonsieT BbINOMHATL
KNMEHTaM MOSMHOE M MHKPEeMeHTanbHoe pesepsHoe konvposaHve NoSQL CYB[
Redis.

NonHoe pe3epBHOEe KoNuWpoBaHWe — 3TO CO3[aHVE PEe3epPBHON KOMuu
BCEX AaHHbIX 13 UCXOAHOro Habopa, HE3ABNCKMO OT TOr0, M3MEHSNIUCH AaHHbIE UM
HET C MOMEHTA BbIMONHEHWNS NOCNeAHEN NONHOW Pe3epPBHON KOMUK.

AuddepeHumnanbHoe pe3epBHOE KOMUPOBAHUE COXPAHSET TONMbKO
JdaHHble, N3MEHEHHbIE CO BPeMeH BbIMONHEHNA npenblioywero nonaHoro
PE3epPBHOr0 KOMUPOBaHUS.

MHKpemeHTanbHOE pe3epBHOE KOMUpPOBaHUE COXPaHSET TONbKO
JaHHble, N3MEHEHHbIE CO BPEMEHU BbINONMHEHUS npenblayllein MHKPEeMEHTabHOM
pe3epBHON KOMWUW, a eCnu TakoW HeT, TO CO BPEMEHW BbIMOMHEHUS MocnenHen
NMONHOW pe3epBHOI KOnuu.

[lna BbINONHEHNS PE3epPBHOIO KOMUPOBAHUS BUPTYaNbHbIX MAWWH Ha XOCT,
roe yctaHosneH Redis, Tpebyetcst yctaHoBUTL kKnneHTa RuBackup u mogynb redis
ans knnenta RuBackup.

PesepBHoe konvpoBaHWe BbIMONHSAETCS MO 3apaHee 3a4aHHbIM Npasunam B
rnobanbHoM pacnucaHun RuBackup. KnueHty poctynHO cpoyHOe pesepBHoe
konuposaHue ak3emnnspa CYBI, HO B 3TOM cnydae BbINOMHSAETCS MOMHOE
pe3epBHOE KONMpPOBaHWe BbIBpaHHOMO pecypca.

BoccTaHoBneHWE pe3epBHOM KOMMM BO3MOXKHO MO MHMLUMATVBE KnveHTa. Ins
BOCCTaHOBNIEHUS! OaHHbIX MONb30BaTeNb OONXKEH BBECTU Maposib, MO3BONSOWMIA
BbINOMHUTL BOCCTAHOBNEHNE.

MonHoe pe3epBHOE KOMMPOBAHUE MOXET OblTb BbIMONHEHO C MPVMEHEHUEM
CXatns Ha CTOPOHE KNMEeHTa uim Ha CTopoHe cepsepa RuBackup, BO3MOXHO
npeobpas3oBatb PE3EPBHYI0 KOMMM BblOpaHHBLIM  anropuTMOM (CM. pasnen
“3awwmTHoe Npeobpas3oBaHme Pe3EPBHbIX KOMWA”).
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YcTtaHoBKa knmeHta RuBackup

[lnsa BO3MOXHOCTU pe3epBHOro konvposaHus npu rnomowwn RuBackup Ha
cepBep [HOonxeH OblTb ycTaHoBneH knueHT RuBackup. MogpobHo npouenypa
YCTaHOBKW K/IMEHTa onucaHa B «PykoBOOCTBE MO YCTaHOBKE CEPBEPOB PE3ePBHOro
kornmposaHus un Linux knneHtos RuBackup».

Knuent RuBackup npeancraBnsiet coboii hOHOBOE CUCTEMHOE MPUNOXEHNE
(nemMoH wnn  cepsuc), obecneynBarowee B3aUMOLOENCTBME C  CEPBEPHON
rpynnupoekori RuBackup. Ins BbinonHeHWsi pesepBHOro konuposaHue Redis
knneHT RuBackup nonxeH paboTaTb OT MMeHU cynepnonb3oBatens (root ons Linux
1 Unix).
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NMopnrotroBka xocrta ¢ Redis ons
BbIMOJ/IHEHUS pe3epPBHOro KONMpPoBaHUA

cpeacteamMmmn RuBackup

1. YcraHoBka moaynsa Redis RuBackup
B 3aBncumocTy OT TMna ornepaumoHHOM CUCTEMBI:
# sudo dpkg -i ./rubackup-redis.deb
nnm
# sudo rpm -I ./rubackup-redis.rpm

2. Katanor ons cospaHusi pe3epBHbIX KOMUMA M XpaHEHUS BpPEMEHHbIX
cannos

Ons cos3paHns pe3epBHbIX KOMWIA  BUPTYyaNbHbIX MaWWH W XpPaHeHWs
BPEMEHHbIX (PalnoB, KOTOpbIE CO3[AKTCA MPW MX BOCCTaHOBNEHWM, Tpebyetcs
onpenenéHHoe npocTpaHCTBO. PekomeHoyeTcs BblOenUTb Ons  9TOM  uenn
OTOENbHbIA  OUCK WM YCTPOWMCTBO XpPaHEeHWs [OoCTato4yHOro pasMepa WU
NpUMOHTMpPOBaTh K /redis-backup (nMbo K uHON yooBHOW TOUYKE MOHTUPOBAHWS), BO
n3bexaHne nepenonHeHNs CUCTEMHOro aucka. Heobxoommo onpegenutb aToT
KaTanor kKak 3HadYeHue  napamertpa use-local-backup-directory B
KOHpurypaumoHHom charne /opt/rubackup/etc/config.file n nepesarpyanTtb KnmeHT
RuBackup.

B wucknountenbHbIX cnydasax OONyCTUMO WCMONb30BaHME BO3MOXHOCTU
cepsepa RuBackup npepnoctaeutb knmeHty NFS katanor ans cosnaHus pesepsHoi
konuu. L1ns aTOro Hy>XHO onpefenUTb 3Ha4YeHne napameTpa nfs-share-mountpoint,
KOTOpbIA ONpenensieT B Kakylo TOYKY ¢hainoBoi cuctembl ByaoeT NMpUMOHTUPOBAH
NFS «karanor. MapameTp use-local-backup-directory B aTomM cnyy4ae [onxeH ObiTb
OTKMIOYEH, a Ha cepeepe RuBackup npon3seneHbl COOTBETCTBYHOWME HACTPOMKMU
INs onpeneneHns pasgensiemoro kartanora. bonee noopobHo cM. «PykoBOACTBO
cucTeMHoro aagmuHuctpartopa RuBackup».
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3alwuTHoe npeobpasoBaHne pe3epBHbIX

KONMun

Mpy HeobXxoauMOCTW, cpasy Nocne BbIMONHEHUS PE3EPBHOTO KOMMPOBAHUS
apxmBbl MOryT 6biTb Npeobpa3oBaHbl HA XOCTE KAneHTa. Takum 0bpa3oM, BaXHbIE
LaHHble OyayT HepocTynHbl Ang agMmuHuctpatopa RuBackup win gpyrux nud,
KOTOpble MOrnn 6bl MONYYNTb OOCTYM K PE3EPBHON KONUM (HanpuMep, Ha BHELLHEM
XpaHUMwe KapTpuaxein NeHTo4Ho Bubnuotekn unv Ha nnowanke nposaiaepa
06na4yHoOro xpaHnnmwa 4ns Balwmx pe3epBHbIX KOMUIA).

3awmtHoe Npeobpa3oBaHme OCyLLEeCTBASIETCS Bxoaswer B coctas RuBackup
yTunutoi rbcrypt. Knoy ons 3awmTtHoro npeobpas3oBaHUsi pPe3epBHbIX KOMui
pacnonaraetca Ha XxocTe kiaveHTa B doanne /opt/rubackup/keys/master-key.
3awuntHoe Npeobpas3oBaHne OaHHbIX MPW NMOMOWW rbcrypt BO3MOXHO C O/IMHOWA
Kntoya 256 61T (no ymonyaHuio), a Takxe 128, 512 nnm 1024 6uta B 3aBUCUMOCTY
OT BblOpaHHOro anropmTmMa Npeobpas3oBaHus.

Ecnn nns npasuna rnobanbHOro pacnucaHmst HeobxoamMo BblbpaTb 0cobbll
PEXUM 3aWUTHOrO NPeobpasoBaHNs C O/MHOW K/o4Ya, OTANYHOW OT 256 6uT, 1 C
KNIOYOM, PacronoXeHHbIM B OPYroM MECTe, TO Bbl MOXETE cAenatb 9T0 Npv NOMOLLM
CKpPUMTa, BLINOMHSIIOWErOCS MOCNEe BbINOMHEHUS PE3EPBHOO  KOMMPOBAHUS
(onpepnensieTcs B npasBuie  rnobanbHOr0  pacnmMcaHns  aaMUHUCTPATOPOM
RuBackup). lMpn atom Heobxoommo, 4TOObI MMS Mpeobpa3oBaHHOro dpaina
OCTaNnoCb TakUM Xe, KaKk U paHee, MHadye 3agaya 3aBeplmnTcs € OWMOKOIA.
MpoBecTn obpatHoe npeobpasoBaHne Takoro doaina nocne BOCCTAHOBNEHWUS €ro
N3 apxuBa crnemnyet BPYYHylO Mpu nomowm ytunutel rberypt. MNpu Takom pexnme
paboTbl HET HEOOXOAMMOCTM yKasbiBaTb anroputM npeobpas3oBaHus B MpaBune
PE3epBHOr0 KOMMPOBAaHUS, WHa4ye apxvB OyaeT MOBTOPHO npeobpal3oBaH C
NCMONb30BaHNEM MaCTeP-KoYa.

Lns BbINOMHEHUS 3aWWUTHOrO npeobpas3oBaHMs OOCTYMHbI  anropUTMbI,
npeacTaBneHHble B Tabnuue 1.

Ta6bnuuya 1 — ANropuTMbl 3alLMTHOTO NPeobpa3oBaHnst, AOCTYMNHbIE B YTUAUTE
rbcrypt.

Anroputm ,D.nMHg"KTmoqa, MpumeyaHue
Anubis 128, 256
Aria 128, 256
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AdnunHa knoua,

Anroputm 6uT MpumeyaHue
CAST6 128, 256
Camellia 128, 256
YKpavHCKnin HaumoHanbHbii ctangapt ACTY
Kalyna 128, 256, 512 7624:2014
. Poccuitcknii HaumoHanbHbin ctaHgapt FOCT
Kuznyechik 256 P 34.12.2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Kutaickmin HaumoHanbHbli cTaHaapT ans
SM4 128 6ecnpoBOaHbIX CeTel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
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JloKanbHbIU TIUCT OrpaHN4YeHnn

B Tom cnyyae, ecnu kakne-nmbo KOHKPETHbIE PECYPCHI KIMEHTA HE OOMXKHbI
nonacTtb B PE3EPBHYIO KOMUIO, X MOXHO BKJIKOYUTE B TOKABHBI NINCT OrPaHNYeHniA
Ha KNMeHTe. Nuet OrpaHnyeHuni pacnonaraetcs B karanore
/opt/rubackup/etc/rubackup_restriction.list.redis.

HavnmeHoBaHne pecypca, Ansi KOTOPOro HeT HeobXOAMMOCTU BbIMOHATH
PE3EpPBHOE KOMMPOBaHWE, [HOMXKHO OblTb yKasaHO B OTOENbHOW  CTPOKe
COOTBETCTBYIOLWEro goarna.

Lns Toro, 4t06bl NMNCTLI OrPAHUYEHUIA UMENW CUNY, HEOOXOAMUMO BK/IOYUTH
3Ty BO3MOXHOCTb 0N KnmeHTa B KoHdgourypaumm RuBackup (cMm. Pykosoactso
cuctemHoro agmuHucTparopa RuBackup).
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Mcnonb3oBaHMe MeHedXepa

agMuHucTtpatopa RuBackup

OkoHHOe npunoxeHne «Meneoxep agmunHuctpatopa RuBackup» (RBM)
npefHasHa4yeHo Ans obwero aaMUMHUCTPUPOBAHWMS CEPBEPHON  rPYNMMPOBKM
RuBackup, ynpaBneHus KAMeHTamn pe3epBHOrO KOMMPOBaHMUS, rnobanbHbIM
pacnucaHnem pe3epBHOro KOMMpPOoBaHUA, XpaHUInLWaMmn pe3epBHbIX KOnui 1 np.

RBM MoxeT ObiTb 3anyleHO aOMWHUCTPATOPOM Ha OCHOBHOM CepBepe
pesepBHOro konuposaHus RuBackup.

3anyck MeHeoxepa agMvHucTpatopa RBM:

BapwaHr 1:

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib /opt/rubackup/bin/rbm
BapwuaHT 2:

# ssh -X you_rubackup_server

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib /opt/rubackup/bin/rbm

Ha Bknagke OO6GBEKTbl B NEBOA 4acTy MNPEOCTaBNEH CMMCOK K/IMEHTOB
CVCTEMbI PE3EPBHOI0 KOMMPOBaHUS, B KOTOPOM yKasaHo uMs, yHukanbHblii HWID n
onucaHve. KnueHTbl, KOTOpble B AaHHbIA MOMEHT Haxoasitcs B online, 6ynyT
OTMeYeHbI 3eneHbIM LBeToM. KnueHTbl B cocTosiHum offline — kpacHbIM (pyucyHok 1).

Ons pesepBHoro konvpoBavusi CYB[, Redis Ha xocTte pomxeH ObiTb
ycTaHoBneH knueHT RuBackup n cootBetcTByOWMIA MOZynb, Obecneymsaiowwmii
pe3epBHOE KonvpoBaHue. KnneHT oonxeH ObiTb aBTOPM30BaH aaMUHMCTPATOPOM
RuBackup (cM. pasgen «KnuneHTbl» MeHeoxepa agmmHuctpaTopa RuBackup).

[Mpn nomowm meHenoxepa aamuHucTpatopa RuBackup mMoxHO cospatb B
rnobanbHOM pacnucaHnM OOHO WNN HECKONbKO MpaBui PEe3ePBHOr0 KOMMPOBaHMS
CYB/ Redis.

Lng atoro HeOGXO,EI,I/IMO BbINONTHATb cneaywne nencreuns:

1. Bbibpatb KAMEHTCKMIA XOCT, Ha KOoTopoM ycTaHoBneHa CYBL Redis u nobasutb
NpasuIo Pe3epPBHOro KONMPOBaHMS (PUCYHOK 2).
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MeHenxep agMHHKCTPaTopa RuBackup

KoHdwrypauma MpocmoTp  [edcTews AHaiWTMka  WHgopMauws

O6LeKThI CTpateruun nobankHoe pacnucaHne RuBackup servers

06bekT OnucaHue

~ Tpynnbl KNHEHTOR
b dev

alt-linux.localdomain
astra

centos

docker

pg-test

redis

rubackup

small

test

PucyHok 1

Do063aBuTE NpaBuno B rnobaneHoe pacnucaHne

OcHoBHOE | YBepomnenws JononHUTeNbHD
WUma
Knuenr

Myn Default

MaKcuMankeHel 06bem PK npaBuna 0 G, BNA NAHHOTO K/IWeHTa

Pecypc |/home

Tun pecypca | File system

Block device

LVM logical volume

Tun PK full

OGpaszey pa
Bce MMpeobpazoBanue |nocrypt

MuHyTa 0 =

10 |M3MeHUTE...

BribpaTs...

X Cancel

PucyHok 2

2. BbibpaTtb 1N pecypca «Redis» (pucyHok 3):

10
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No6aenTe NpaBuno B rnobansHoe pacnucaHne o

OcHoBHOE | YeepnoMmieHuA | [ONONHUTENEHO ok
. X cancel
Knnent

Nyn Default -

MakcuManeHeli 06bem PK npaeuna 0 6, pna paHHoro Knuenta 10 M3MeHWUTE...

Pecypc |[home BribpaTs...

Tun pecypca | File system
Block device

LVM logical volume

Tun PK full =
Obpazey pa un

Bce MNpeobpazosanne |nocrypt -

MuHyTa 0 =

PucyHok 3

3. Bbibpatb pecypc (koHpurypaumoHHblii goain CYBL), nns kotoporo 6ynet
BbIMONMHATLCS NPaBUO (PUCYHOK 4):

OcHOBHOE Client: redis fetc/redis/ o
Wma E Wms Fok
Knwewt | X cancel
Myn Defaull
MaKcMMankHbIW
Pecypc |/etc/red

PucyHok 4

4.YCTaHOBUTb MpOYMe HACTPOMKW: Tun pesepBHOro konuposaHus  (Full),
MaKCUMasbHbli 06 beM NS pe3epBHbIX Konuii gaHHoro npasuna (150 6), cpok
xpaHeHus (1 Hepens), Yepes Kakow NPOMEXYTOK BPEMEHN TpebyeTCs BbIMOMHUTD
NPOBEPKY PE3EPBHOM KOMWUM NN HE NMPOBEPSATb €€ BOBCE (PUCYHOK 5).

5. Ha Bknagke «IlONOMHWUTENbHO» MOXHO YCTaHOBWUTb paspelleHvne NS KMeHTa
yOansaTtb pe3epBHble KONuu, yCTaHOBMUTb aBTOMATUYECKOe yaaneHne ycTapesLmnx
pe3epBHbIX KOMWA MUK OMpenenuTb YCNoBue WX MepemMelleHns B Opyron nyn
(pUCyHOK 6).

11
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Oo6aBUTE NpaBuno B rnobankHoe pacnucaHue (]

OcHoBHOE YBeQoMNEHWA JononHWTensHo | 00'( |
Nmsa X Cancel
KnneHT

Myn Default -

MakcuMankHbl 06bem PK npaBuna |10 ~ 6, pna panHoro knueHta 10 M3MeHWUTE...

Pecypc |/etc/redis/redis.conf Brifipats...

Tun pecypca |Redis -

Tun PK full -
OGpazel, pacnUCaHWA un

Bce [MpeobpazoeaHme  nocrypt v

MuHyTa 0 =
Yac 0 = Mepuon AeACTBMA NpaBMna
[eHs mecaua v
Havano 20.01.2020 12:19 |~
Mecay, v
OkouyaHwe | 20.01.2021 12:19 ~
OdeHs Henenu Vv
MpoeepAaTe PK 4yepe:s Cpok xpaHeHua PK | 1 = week v

PucyHok 5

JAob6aBute npasuno B rnobansHoe pacnucauue 2]

OcHoBHOe = YBegomneHua | [ONOAHWTENbHO ‘;r;"'QK
YcTapeslune pesepBHbIe KOMHN: ® cancel

v ABTOMaTH4ecKoe yaaneHne PK WHdOpMUpOBaTL:
PesepBHble KONHK:

MepemecTUTh B NyA: ecnK Ctapuwe 4em

V| KNMeHTy pa3peLueHo YAANATL pe3epBHLIe KONMMW 3TOro NPaBMa U3 PENO3MTOpHUA

PucyHok 6

BHoBb co3aaHHOe npasuno bynet obnagatb CTatycoM «wait», 3T0 03HavaeT
4TO OHO He ByneT nopoxaaTb 3a4ay Ha BbINOHEHNE PE3EPBHOMO KOMMPOBAHUS [0
TOM nopbl, Noka agMmmHuctpaTop RuBackup He 3anyctuT ero n OHO U3MEHUT CBOM
ctatyc Ha «run». [lpun HeobxoommocTn paboTy npasBuna MOXHO Oynert
MPUOCTAHOBUTb WM 3anyCcTUTb B OO0 MOMEHT BPEMEHW MO XENaHuio
agMyHucTpartopa. Tak Xe agMUHUCTPATOP MOXET WHMLMUPOBATb HeMenjieHHOoe
cosfaHvie 3agayv npu cratyce npasuna «wait».

MpaBuno rnobanbHOro pacnucaHnsi UMEeeT CPOK XU3HM, OnpenensieMblii npu
ero co3gaHuu, a Tak Xe npegycMaTpuBaeT cnefyowme BO3MOXHOCTH:

1) BoinONHWTL  CKPUNT Ha  KAMEHTE MNepel HayanoM  Pe3epBHOro
KOMMpOBaHUSI.

12
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2) BbINONHWTL CKPUNT Ha KIMEHTE Noce YCNeWHOro OKOHYaHNsi Pe3epPBHOr0
KOMMPOBaHUSI.

3) BbiNONHUTL  CKPUMNT Ha KAMEHTE MOCNe HeydayHoro 3aBeplleHus
PEe3epBHOro KOMMPOBAaHWS.

4) BbinonHuTb NpeobpasoBaHne Pe3epPBHON KON Ha KITMEHTE.
5) MNepuoanyeckn BbINMONHATL NPOBEPKY LIENOCTHOCTM PE3EPBHOI KOMUM.

6) XpaHuTb pe3epBHbIe KOMUW OnpenenéHHbIi CPOK, a NMocne ero OKOHYaHMs
yOoansdTb UX U3 XpaHWIULLA PE3EPBHbIX KOMUIA 1 M3 3anuceii penosutopus, nmbo
NPOCTO YBELOMNSATb MOMb30BaTENel CUCTEMbl PE3EPBHONO KOMUPOBAHWS 06
OKOHYaHWK CPOKa XpaHeHWsl.

7) Yepes onpenenéHHbii CPOK MOCne Co3haHus pPe3epBHOM  Konun
aBTOMaTU4yecKn nepemMecTUTb e€ Ha Opyrov Nyn XpaHeHUsl pPe3epBHbIX KOMWiA,
HanpuMep Ha KapTpuaX NEHTOYHO BrubnmoTteku.

8) YBegomnatb nofb3oBaTenieli CUCTEMbl PE3EePBHOr0  KOMUPOBaHMS O
pe3ynbTatax BbIMOMHEHMS TeX WM WHbIX Onepauunii, CBSI3aHHbIX C MPaBUIOM
rnobanbHOro pacnmcaHms.

Mpw cospaHum 3apayn RuBackup oHa rnosiBngetcs B rmaBHOW O4yepenm
3apad. OTcnexmBaTb UCMOMHEHVE NPaBUI MOXET KakK agMUHUCTPATOP, C NMOMOLLbIO
RBM, Tak knneHT npu nomowm RBC.

Mocne ycnewHoro 3aBepLieHnsi pe3epBHOro KONMpPOBaHUS pe3epBHas Konms
OyneT pasMelleHa B XpaHUIMLLE Pe3epBHbIX KOMuiA, a MHdopMauus o Helr byneT
paamelleHa B penosutopun RuBackup.

13
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Hactponku npasun rnob6anbHoro

pacnucaHusa RuBackup

[ns BbINonHeHwst pesepsHoro konvposaHus CYB Redis Heobxoanmo npw
noMowm MeHeaxepa aamuHuctpatopa RuBackup cospartb npasuno B rnobansHoM
pacnmcaHun, B KOTOPOM yKasaTb COOTBETCTBYWOWMIA TN pecypca. lNpu cospaHnm
npaeuna B rnobanbHOM pacnucaHum agmuHuctpatop RuBackup 6yoeTr umetb
BO3MOXHOCTb BblOpaTh HE0HX0AMMbI KOHGPUIrypaLumnoHHblii dpainn CYB/, Redis, ons
KOTOPOro HEOOXO0AMMO BbINONHATL PE3EPBHOE KONMPOBAHME.

Mpy cosmaHun npasuna PEe3epBHOrO KOMMPOBAHWMSA MOXHO OMpPemnenvTb
crnenytoulme napameTpbl:

— TUN pPEe3epPBHOr0 KOMMPOBaHWUS (MOMHBIA, AUdIdEPEHUMANbHBIA 1K

VHKPEMeHTanbHbIN). [1ns 06pa3oB 1 KOHTEMNHEPOB BbIMOMHAETCS TONbKO MOMHbIA TUM
pe3epBHOro KOMMPOBaHWSA, 0N TOMOB — MOMHbIA, AudodoepeHunanbHbl  vnu
WHKPEMEHTa/bHbIN;

— paspelleHHblii MakcUManbHbli 00beM [Ons BCEX PE3EPBHbIX KOMWiA
npaeuna;

—  HeobxoamMMoCTb NpeobpasoBaHVs PE3EPBHON KOMUM TEM WU UHBIM
anroputMoM. MpeobpasoBaHue 6yneT BbiMOMHATLCS HA CTOPOHE KIMEHTa;

— wabnoH BpeMeHu 1 aatbl CO30aHNS 3a0a41 PE3EPBHOMO KONMMPOBaHMS;
— donar 1 neproa aBTOMaTNYECKO NPOBEPKM PE3EPBHOI KOMNnuK;

— CPOK XpaHeHWs pe3epBHbIX KONuiA CO34aBaEMOro NPaBuna;

— Myn XpaHeHus, B KOTOPOM Oy lyT pa3MelleHbl Pe3epBHbIe KOMUK;

— HeobX0OMMOCTb aBTOMATUYECKOrO YyHaneHusi Pe3epBHOA KOmuW, CPOK
XPaHEHWUs1 KOTOPOW NCTEK;

— nepeMelieHne pes3epBHOA Konuu B OPYyroil nyn, nNpu OOCTUXEHWUM
onpenenéHHOro cpoka c MOMeHTa e€ Co3naHus;

— BO3MOXHOCTb ONn4 KNUeHTa yaandatb pe3epBHbl€ KoM N3 PENO3NTOPUS;

14



& 'RuBackup

— HacTporkn cuctembl yeepomneHmss RuBackup nona cospnaBaemoro

npasuna;

YBEOMNEHNS MOTYT NPONCXOANTb B CNEAYIOWMX CyYasX:

— HOpMasibHOe UCMonHeHue npoLenypbl pe3epBHOro KONNMPOoBaHNUS;
— VICMONHEHWE NpoLeaypbl Pe3epBHOro KOMMPOBaHNUS € OwmbKamu;
— MpoBepKa pe3epBHON Konuu,

— OKOHYaHWe nepuoaa OencTBMsi CO34aBaeMOoro npasuna;

— OKOHYaHVe BblOENeHHOro O0b6béMa NS XpaHeHMs PEe3epPBHbIX KOMU

npasuna;

— OKOHYaHWe cpoka XpaHeHNs Pe3ePBHOMN KOMWM.
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Ncnonb3oBaHuUe KJIMeHTCKOro

MeHepXepa RuBackup

MpyvHUMN  B3aMMOOENCTBMS  KJIMEHTCKOrO  MeHegxepa C  CUCTEMOW
pe3epBHOro KONMpPoBaHNSA COCTOUT B TOM, YTO MO/MIb30BaTeNb MOXET CPOpMNPOBaTL
Ty WM UHYIO KOMaHay (kenaemoe OencTBne) 1 OTNpaBnTb ero cepsepy pPe3epBHOro
konuposaHusa RuBackup. B3anmonencTemne nonb3oBartens C CEPBEPOM Pe3epPBHOIro
KOMMPOBaHUS MPOU3BOAMTCSH Yepe3 KneHTa (CPOHOBbIM MPOLIECC) Pe3epBHOro
KormposaHus. KnueHtckuii  MeHegXxep OTNpaBnsier KomaHdy nonb3osartens
KIMEHTY, KNWeHT oTtnpaenser eé cepsepy. B TOM cnyvae, ecnu pencreve
gonyctmo, To cepBep RuBackup otoact obpaTHyto KOMaHOy KMEHTY W/Wnu
nepeHanpaenTt eé€ Meomacepsepy RuBackup ons panbHeiwer obpabotku. 310
03Ha4aeT, YTO K/IMEHTCKMIA MeHenxep 0OblHHO HE OXMIOAET 3aBEPLIEHMS TOrO Mn
WHOTO OENCTBUS, HO OXMOAeT OTBeTa OT K/MEHTa, YTO 3afaHuve MPUHSATO. ITO
No3BONSET NHMLMNPOBATL NapansienibHble 3anpochl KNNEHTa K CepBepy pe3epBHOro
KOMMpOoBaHMs, HO TpebyeT OT MoMb30BaTeNs CaMOCTOATENbHO KOHTPONMPOBATb
4yTobbl HE ObINO «BCTPEYHbIX» Omnepauuii, Koraa MNPOWCXOAUT BOCCTAHOBNEHWE
LaHHbIX, U B 3TOT X€ MOMEHT 3T Xe AaHHble TPebyloTcs Ans co3naHus HOBOWA
pesepsHOM Konuu. [locne Toro, Kak Bbl OTAAN Ty WKW MHYIO KOMaHOy npv NOMOLLM
KIMEHTCKOro MeHenxepa, Bbl MOXETE MPOCTO 3aKPbITb MPUMIOXEHWNE, BCE OENCTBUS
OyLyT BbIMOMHEHbI CUCTEMOI PE3EPBHOIO KOMMPOBAHMS (OOHAKO CTOUT OOXAATbCS
COODLLEHNS YTO 3afaHue MPUHATO K UCMOMHEHUIO U MPOKOHTPONMPOBATbL 3TO BO
BKNagke «3ajaym»).

[padpnyeckuin - MHTEPGOEC  KNIMEHTCKOrOo  MeHeaxepa noaaepxmsaeTt
PYCCKWUIM W aHTNINACKWNIA A3bIKA.

3anyck K/IMEHTCKOro MeHeaxepa:

BapwuaHT 1:

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib/opt/rubackup/bin/rbc
BapwaHTt 2:

# ssh -X you_rubackup_client

# sudo LD_LIBRARY_PATH=/opt/rubackup/1lib /opt/rubackup/bin/rbc

Mpv NepBOM 3anycke KIMEHTCKOro MeHeaxepa HeobxoaMMo 3aaaTb Naporib,
MpWY MOMOLM KOTOPOro BMOCNEACTBMM MOXHO OyaeT 3anpoCWTb BOCCTAHOBNEHWE
pe3epBHoit konun. bes BBoaa Naponsi Nony4YnTb PE3EPBHYIO KOMUIO ANS KNMEHTa U3
XpaHUMia HEBO3MOXHO. X3l Naponsi BOCCTAHOBNEHNS XpaHUTCS B 6a3e OaHHbIX
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RuBackup cepeepa. Npy HEOBXOAMMOCTU MOXHO WU3MEHUTb NApPOsb NPV NOMOLLN
KIMeHTCKoro meHenxepa (MeHio «KoHdpurypaumsa» — «MI3MeHUTb naponb»).

Ha rnaBHOM cTpaHuWue  KIMEHTCKOrO  MeHenXepa  pPacnofioXeHbl
NepekioyaloLmMecs BKNaLku, MO3BONSIOWME YMPaBsSTh PE3EPBHBIMY  KOMMSIMU,
pacnucaHVeM pPEe3epPBHOr0 KOMMPOBAHWS W MpocMaTpvBaTb TeKylme 3adadu
KNMeHTa.

Bknapka «Pe3epBHble Konun»

B tabnuue Bknagkm «Pe3epBHble konum» comepXutcs nHdopmaumsi 060
BCEX PEe3epBHbIX KOMUAX KMEHTa, KoTopble XpaHatcs B penosutopum RuBackup
(pucyHok 7). OudpdpepeHumanbHble pe3epBHble KOMWM CCbINATCA Ha MOMHbIE
pe3epBHble KOMUW, MHKPEMEHTaslbHble Pe3epBHble KOMUM CCbINaloTCA Ha MOMHbIe
pesepBHble  KOMUU  UAn  npedblgywme WHKPEMEHTaNbHble, TakKk 4YTO MNpwu
HEeobX0aMMOCTN BOCCTAHOBWTb AAHHbIE MOXHO OOHON KOMaHAOM MHULMUPOBATb
BOCCTaHOB/NEHME BCEN LIeNoYKn pe3epBHbIX KOMWIA.

RuBackup MeHeOXXep KNHeHTa

KoHdurypauwa Bug  [Oeactewa  WMHpopmauuns

Pe3epBHble Konuu MobansHoe pacnucaHwe SEVLEET NokansHoe pacnucaxdme OrpaHn4eHna

Id Task ID Reference ID Resource type Resource Backup type Fool Archive size

74|1080 3285 Docker image 775349758637 full Default 25806190 35
751081 3286 Docker image 775349758637 full Default 125806190 35
76(1083 3288 Docker image 775349758637 full Default 125806190 35

77(1116 3655 Redis Jetc/redis/redis.conf  full Default 311 64—

4 3

PucyHok 7

Bo Bknapke «PesepBHble konuu» Monb3oBaTeNto LOOCTYMHbI cnenytowme
OEencTBuUS:

Ypanutb BbiGpaHHYIO pe3epBHYI0 KOMMIO.

9710 [peiictBME BO3MOXHO B TOM Cny4Yae, ecnu B npasune rnobanbHoro
pacnMcaHusi ecTb  COOTBETCTBylOWee paspelweHve. Kpome TOro, npwu
HEeobX0aMMOCTU BbINONHWUTL yHaneHne pPe3epBHON Konuu noTpebyetcs BecTu
naposib KNMeHTa.

BoccTtaHOBUTH LLEeMOYKY pe3epBHbIX KOMUMA.

OTO [OeincTBMe 3arnyckaeT MNpoLecC BOCCTAHOBIEHUS LIEMOYKN PEe3EePBHbIX
KOMWI Ha cucteme KnueHta. [1pn BOCCTaHOBNEHUN PE3EPBHOM KON UM LEMOYKM
PE3EPBHbIX KOMWIA MOMb30BaTENb MOXET BbIOpPaTb MECTO BOCCTaHOB/IEHMWSA
pe3epBHOA Konuu.

KnueHTckuin meHepXxep He OXMOaeT OKOHYaHUS BOCCTAHOBMIEHUS BCEX
pe3epBHbIX KOMWA, MNONb30BaTE/lb OOMKEH MPOKOHTPONMPOBATb BO BKIaLke
«3aga4yn» 4YTo BCE CO34aHHble 3a4ayv Ha BOCCTAHOBNEHME OaHHbIX 3aBEPWUINCH
ycnewHo (ctatryc 3agad «Done»). [Ins ycnewHoro BbIMNOMHEHUS 3TOr0 OENCTBUS
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TpebyeTcs  HanMume  OOCTAaTOMHOrO  CBOOOOHOrO  Mecta B Karasore,
npeaHa3Ha4YeHHOM ON18 CO34aHUS W BPEMEHHOrO XPaHEHWS PEe3epBHbIX KOMWiA
(cm.onumio use-local-backup-directory).

MpoBepuTb pe3epBHYIO KOMUIO.

970 peincTBre MHULMMPYET Co3aaHne 3am4aqn NPOBEPKM PE3EPBHOMA KOMWM.
B Tom cnyyae, ecnu pesepBHast konusi 6bina noanvMcaHa LUMdpoBoi NoAMUCkE, TO
6yneT npoBepeHbl pa3Mep hainoB pesepsHoi konun, md5 cymma 1 npoeepeHa
cama pesepBHas konusi. Ecnm pesepBHas konusi He Bbina nomnvMcaHa LndopoBoi
noanucbio, To ByayT NPOBEPEHbI pas3Mep (oaiinos pesepsHoi konum 1 md5 cymma.

Bknapka «Fnob6anbHoe pacnucaHue»

B tabnnue Bknagku «nobanbHoe pacnmcaHne» CoAepXUTCs MHgopMaLums
060 Bcex npasunax B rnobanbHoMm pacnvcaHum RuBackup nnsi aToro knveHTa
(pucyHok 8).

RuBackup MeHeOXep KNHeHTa

Kondwrypaums Bwp  Oeactems  WuHdopmauws

PesepBHble konuk | [nobanbHoe pacnucadHWe | 3agaym | JlokanbHoe pacnucadve | OrpaHu<eHus

Storage Day of Day of validity =
capacity, GB rmonth week start period

242 2nd 10 0 = = * * 2019-11-09 19:57:00

Id Rule name Min Hour Month

3|43 | diff 10 0 0 1 January  Monday 2019-11-12 15:29:00
41100 |Redis test full 10 0 0 1 January | Monday 2020-01-17 13:21:00

51104 |Redis test incremental 10 0 0 1 January  Monday 2020-01-20 12:26:00 |

4 ¥

PucyHok 8

Bo Bknagke «[nobanbHoe pacnvcaHve» MNOMb30BaTento  AOCTYMHbI
cnenyowne 0encTBns:

3anpocutb HOBOE NpasuIo.

310 ,D,GVICTBVIG Bbl3blBAET Onasior noaroToBkKki HOBOro npaswuia B rnobanbHOM
pacnucaHum RuBackup onst paHHoro knveHta. 3anpoc Ha nobaeneHve npasuna
TpebyeT onobpeHusi aoMmnHucTpatopa RuBackup, onobpeHre MoxXeT bbiTb caenaHo
B OKOHHOM MeHexepe agMmuHucTparopa RuBackup.

3anpocuTb yaanuTb NPaBuIO U3 rMo6anbHOro pacnucaHus.

910 peiictBe popmmpyeT 3anpoc K aamuHuctpatopy RuBackup 06
yoaneHun BblIOpaHHOro Monb30BaTeNEM MpaBuna M3 rnobanbHOro pacnmcaHus
RuBackup. 3anpoc Ha ynaneHue npasuna TpebyeT onobpeHust aaMuHUCTpaTopa
RuBackup, opobpeHune MoxeT ObiTb cOenaHo B OKOHHOM  MeHeaXxepe
agmnHuctparopa RuBackup.

Bknapka «3apaumn»

B tabnuue Bknaoku «3apaqn» cooepXxutcs nHpopmaums 060 Bcex 3agadax
B rnaBHoi oyepean 3agaHnii RuBackup ona atoro knmeHta (pucyHok 9). B
3aBMCMMOCTM OT HaCTpPoeK pe3epBHOro cepesepa RuBackup BbiINoNHEHHbIE 3anaym
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M 3adayn, 3aBEPWMBLUMECS HEYOAYyHO, Yepe3 Kakoe-TO BpPemsi MoryT ObiTb
aBTOMaTU4YeCKu yaaneHbl U3 rnaBHov ovepeam 3anad. ViHgopmaums o BbInonHEHUN
3ajaHnii (pukcmpyeTcs B cneumanbHOM XypHane 3agady cepsepa RuBackup, npu
HeobxoamMMocTn cTatyc noboi 3apayn, Aaxe yAoanéHHON M3 odepenm, MOXHO
yTo4HUTb Yy agmuHucTpaTtopa RuBackup. Tak xe wmHgopmaums O BbINOMHEHUN
3afay KvMeHTa 3aHOCUTCS B NIOKaNbHbIA XXypHanbHbIA panin Ha KniveHte. B
KIMEHTCKOM MEHeOXEepe MOXHO OTKPbITb OKHO OTCMEXMBAHUS XYPHaNbHOro
doanna (MeHio «UHpopmauus» — «KypHanbHbIn chann»).

RuBackup meHegXep KNHeHTa

Koudurypauwa Bup WHdopmauna

PesepeHble konuu | TnoBanebHoe pacnucadwe | 3aAa4W | JlokanbHoe pacnucadve | OrpaHvLeHns
Id Type Resource type Resource Backup type Rule ID Strategy ID Repository ID
1|3687 | Backup global Redis fetc/redis/redis.conf | full 100 1120 De

PucyHok 9
Bknapka «JlokanbHoe pacnucaHue»

Bo Bknagke «JlokanbHoe pacnucaHve» MOXHO OnpefennTb npasuna,
3aaBaeMble K/IMEHTOM A1 TeX WU WHbIX NOKaNbHbIX pecypcos. [ns pabotbl
NOKaNbHOr0  pacnuMcaHusi 9Ta  BO3MOXHOCTb  OO/MXHA  OblTb  BKAOYEHA
agMmuHucTparopom RuBackup ons knveHra.

Bknapka «OrpaHuyeHus»

Bo Bknagke «OrpaHuyeHnsi» MoryT 6biTb onpeneneHbl nokanbHble pecypchl,
PE3EpPBHOE KOMUPOBAHME KOTOPbIX HexenaTtenbHo. [ns paboTbl NOKanbHbIX
OrpPaHUYeHMn 3Ta BO3MOXHOCTb OOMXHA OblTb BK/KOYEHA AOMUHUCTPATOPOM
RuBackup ons knueHta.
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YTUNuUTbl KOMaHOHOM CTPOKMU KJIMEHTa

RuBackup

Ina ynpaeneHns RuBackup €O CTOpPOHbI KnneHTa, MOMUMO KIMEHTCKOro
OKOHHOro MeHeaxepa, MOXHO BOCMO/b30BaTbCH YTUIMTAMU KOMaHOHOM CTPOKMU:

rb_archive

YTunuta npenHasHa4eHa ons ipocMoTpa Cnmcka pe3epBHbIX KOMWA KNMeHTa
B CUCTEME PE3EPBHOIO0 KOMUPOBAHWS, CO34aHMS CPOYHbIX PE3EPBHbIX KOMWUIA, UX
yaaneHusl, NPOBEPKMN 1 BOCCTaHOBNEHNS.

root@redis:~# rb_archives
Id | Ref ID | Resource | Resource type | Backup type | Created | crypto | Signed | Status
+ + +

————— R R R D et A R et GRS L

| /etc/redis/redis.conf | Redis | full | 2020-01-20 12:51:11+03 | nocrypt | True | Not verified
1123 | 1122 Jetc/redisfredis.conf | Redis | incremental | 20620-01-20 12:51:30+83 | nocrypt | True | Not Verified
root@redis:~#

rb_schedule

Ytunuta npenHasHa4dYeHa Ansa rnpocMmoTpa UMEKLWNXCA npaBun KineHta B
rnobanbHOM pacnmcaHnm pe3epBHOro KonmnposaHus.

root@redis:~# rb_schedule

Id | Name | Resource type | Resource | Backup type | Status
B R e Frmmmm - e e L LT - L
103 | Redis full backup every day | Redis | /etc/redis/redis.conf | full | wait

185 | Redis incremental backup every hour | Redis | /etc/redis/redis.conf | incremental | wait
rootiredis:~#

YTunuta npeOHasHadeHa AOns NpocMoTpa 3amdad  KAWeHTa, KoTopble
MPUCYTCTBYIOT B FNIaBHOM o4epean 3a8a4 CUCTEMbl PE3EPBHOI0 KOMUPOBaHWS.

root@redis:~# rb_tasks

1d | Task type | Resource | Backup type | Status | Created
————— i i e s s
3689 | Backup global | /etc/redis/redis.conf | full | Done | 2020-81-20 12:51:09+03

3690 | Backup global | /etc/redis/redis.conf | incremental | Done | 2020-81-20 12:51:29+03
root@redis:~#

O3HaKOMUTBLCA C PYHKLUMSIMM YTUNUT KOMaHAHOW CTPOKN MOXHO NP NOMOLLM
KOMaHZbl man 1 B pyKOBOACTBE «YTUNNTLI KOMaHOHON cTpoky RuBackup».
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BocctaHoBneHue Redis

U3 pe3epBHbIX KONUN

BoccTaHoBneHVEe pe3epBHbIX KOMUA MOXHO MHULMUPOBATbL MPU MOMOLUM
RBC mnu n3 KoMaHOHON CTPOKM NpY NMOMOLLb Cneaytowel KoMaHapl:

# rb_archive -x ID -d /path_to_restore,

roe ID - MOeHTMAKATOP PEe3EPBHON KOMUKU, KOTOPYID HEOOXOAMMO BOCCTAaHOBUTb
(Npn BOCCTAHOBNEHUWN LEMOYKM PE3epPBHbIX KOMUIA O0CTATOYHO OaTb KOMaHay Ha
BOCCTAHOB/IEHWE TMOCNEOHEN pPEe3epBHON Komuu, BCe nMpendbloywme OynyT
BOCCTaHOB/EHbl aBTOMATUYECKW),

path_to_restore - kaTanor, B KOTOpoM 6yOyT BOCCTaHOBNEHbl PE3EPBHBLIE KOMUN.
Mocne BbINONHEHMS onepauuMn B 3TOM katanore OyneTr co3gmaH  kaTanor
redis_restore. B TOM cnyyae, ecnu 3TOT Katanor CywWeCTBYeT, TO onepauus
BOCCTaHoBneHns Oynet 3aBepluieHa C OwwbKoW, nepen BOCCTAHOBNEHMEM 3TOT
Karanor cnemyeT yoanutb UM nepeumeHosatb. B Tom cnyyae, ecnv onuus -d He
Hbina ykasaHa, TO BOCCTaHOBNIEHME NPON30MAET B TEKYLLMIA KaTanor.

Mpy BoccTaHOBNEHUM pe3epBHO kKonum npu nomowm RBC oHa 6Gynpet
BOCCTaHOBNIEHA B BbIOpaHHbIA nonb3oBaTtenem kartanor. [pyv MCNonb3oBaHUM
yTunutbl rb_archive (cm. onumio -x) oHa OyOeT BOCCTAHOBNEHA B NIOKANbHbIN
KaTanor, n1bo Xe B TOT, KOTOpbIV Bbin 3a8aH onuuen -d.

B BbibpaHHOM nonb3oBaTenem nytv Oyoem co3pmaH dpaiin 6asbl OaHHbIX
dump.rdb.
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