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BBepneHue

Cunctema pesepBHOro konvpoBaHuss RuBackup no3BonsieT BbINOMHATL
KNMEHTaM TMOMHOE W WHKPEMEHTaNlbHOE pe3epBHOE KOonupoBaHue ¢oanioBbiX
CUCTEM, KaTanoros 1 OTAENbHbIX doannos.

Cunctema pesepsHoro konvpoBaHus RuBackup nopnoepxuBaer Bce
goavnosble cuctembl Kak ans Linux, Tak n gna Windows knueHToB. [lpn atom
KOHCUCTEHTHOCTb [aHHbIX rapaHTMpyeTcs TONbKO Ha hannosbix cuctemax ZFS u
BTRFS.

MonHoe pe3epBHOE KOMUPOBaHME — 3TO CO3QaHWE PE3EePBHON KoMUY
BCEX AaHHbIX 13 UCXOAHOro Habopa, He3aBMCUMO OT TOro, USMEHSNIUCH OaHHbIe UMK
HET C MOMEHTa BbIMOMHEHNs NOCNeaHEN NOMHON Pe3ePBHON KOMWN.

AudochepeHumanbHoe pe3epBHOE KOMUPOBaAHUE COXPaHSET TOMNbKO
JaHHble, W3MEHEHHble CO BPEMEHV BbINONHEHMS Npenblaywero  MofHOoro
PEe3epPBHOro KOMUPOBaHUS.

MHKpeMeHTanbHOe pe3epBHOE KOMUPOBaHME COXPaHSeT TONMbKO
JaHHble, N3MEHEHHbIE CO BPEMEHU BbINOMHEHNS NMpeablaylein NHKPeMeHTanbHOM
pe3epBHON KOMUM, a eCnv TakOoW HEeT, TO CO BPEMEHWN BbINOMHEHUS MNOCneaHewn
NMONHOW pe3epBHO Konuu.

PesepBHOE KONMpOBaHWE BbINOMHAETCS MO 3apaHee 3afaHHbIM npasunamM B
rnobanbHomM pacnucaHum RuBackup, a TakXke B COOTBETCTBMM C MpaBuiamu
NOKanbHOro pacnncaHns KImneHTa, ecnm 310 paspeLLeHo KMNEHTY aaMUHNCTPATOPOM
RuBackup. Takxe KnneHTy OOCTYNHO CPOYHOE PE3EPBHOE KOMUPOBAHME TEX WA
WHbIX PaNNoB, HO B 3TOM CNy4Yae BbIMNOMHAETCS MOSIHOE PEe3epBHOE KOMMpoBaHue
BblOpaHHOro pecypca.

BoccraHoBneHue pe3epBHO|7| KOMW BO3MOXHO MO MHUUMaTUBe KnmeHTta. [ns
BOCCTAHOBNEHNA OaHHbIX NONb30BaTeslb OO0JIKEeH BBECTW MNaposb, NO3BONSAOLWNIA
BbIMOJIHUTb BOCCTAHOBJIEHME.

MNMonHoe pe3epBHOE KOMMPOBaHME MOXET ObiTb BbIMOMHEHO C NMPUMEHEHNEM
CcXatns Ha CTOPOHE KAMEHTa WM Ha CTopoHe cepeepa RuBackup, BO3MOXHO
npeobpasoBaTb PE3EPBHYD KOMWM BbIOPaHHBLIM ~ anropuTMoM  (CM.  pasgen
«3awmTHOE Npeobpa3oBaHne PE3EPBHbIX KOMUiA».
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YcTtaHoBKa knmeHTa RuBackup

[ns BO3MOXHOCTM pe3epBHOr0 KOMMPOBaHUSA (OAMNOBbIX CUCTEM MpPU
nomowm RuBackup Ha cepBep OonxeH OblTb ycTaHoBneH knveHT RuBackup.
Mogoynb Ons pe3epBHOrO KOMMPOBAHUS M BOCCTAHOBNEHUS (PAWMNOBbIX CUCTEM
BKNIOYEH B COCTAB KNMEHTCKOro naketa. NoapobHo npouenypa yCTaHOBKM KMEHTA
onucaHa B «PykoBOACTBE MO YCTaHOBKE CEPBEPOB PE3EpPBHOrO KOMMPOBaHUS W
Linux knueHntoB RuBackup». Insa onepaunoHHoi cuctembl Windows — B
«Pykosognctse no ycraHoske Windows knneHtos RuBackup».

Knnent RuBackup npencraBnsiet coboit (OOHOBOE CUCTEMHOE MPUIOXEHUE
(beMoH wnu  cepsuc), obecneumBalolwee B3aUMOLEWNCTBME C  CEPBEPHOIA
rpynnvposkon RuBackup. Insi BbiNONHEHMS pe3epBHOrO KOMUPOBAHWUS KIINEHT
RuBackup gonxeH pabotate OT MMeHM cyneprionb3oBaTens (root ans Linux w
Unix).

Kartanor gnsa co3paHusi pe3epBHbIX KONMWA U XpaHEeHUS BPEMEHHbIX
cannos

[na cospaHua pesepBHbIX KOMWA  BUPTyaNbHbIX MaWWH W XpPaHeHUs
BPEMEHHbIX (halnoB, KOTOpble CO3[AKTCA MPW MX BOCCTaHOBNEHWUM, TpebyeTcs
onpenenéHHoe npocTpaHcTBO. PekomeHaoyeTca BblOeNUTb Ona  9TOM  Lenu
OTOENbHbIA  OUCK WM YCTPOWMCTBO XpPaHEeHWs OOoCTato4yHOro pasMepa WU
NpUMOHTMpOBaTb K /backup (MMBO K WMHON yAOOHOW TOYKE MOHTMPOBAHWS), BO
n3bexaHne nepenonHeHNs CUCTEMHOro aucka. Heobxoommo onpegenutb 3ToT
KaTanor Kak 3HayeHne napameTpa use-local-backup-directory B
KOHpurypaumoHHoM coaine /opt/rubackup/etc/config.file n nepesarpy3ntb KINEHT
RuBackup. B ncknountenbHbIx cnydasx oornyctumMo UCNONb30BaHNE BO3MOXHOCTU
cepeepa RuBackup npegocrtasuts knmeHty NFS katanor ons cos3naHvs pesepBHOi
Konuu. [ns aToro Hy>XXHO onpenenuTb 3HaYeHne napametpa nfs-share-mountpoint,
KOTOpbIA OnpenensietT B Kakylo TOYKY ¢paiinoBoi cuctembl ByaeT NMpUMOHTUPOBAH
NFS karanor. MapameTp use-local-backup-directory B aToOM cny4yae OONXeEH ObiTb
OTK/MOYEH, a Ha cepeepe RuBackup npovsseneHbl COOTBETCTBYOWME HACTPOMKM
INna onpeneneHvs pasgensemoro kartanora. bonee noopobHo cM. «PykoBoACTBO
CUCTEMHOro agMuHuctpartopa RuBackup».
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3alwuTHoe npeobpasoBaHne pe3epBHbIX

KONMun

Mpy HeobXxoauMOCTW, cpasy Nocne BbIMONHEHUS PE3EPBHOTO KOMMPOBAHUS
BalW pe3epBHbIe Konun MoryT ObiTb Npeobpa3oBaHbl Ha KNeHTe. Takm 06pasom,
BaXXHble AaHHble B6ynyT HeooCTyNHbl Ans agMuHucTpatopa RuBackup vnu gpyrux
N1, KOTopble MOrin Obl NONMy4nTb OOCTYM K PE3epBHOM KOnuu (Hanpumep, Ha
BHEIWHEM XpaHWIMWE KapTPUOXKEA NEeHTOYHON OmbnuotTekn WnnM Ha Mnowanke
npoBaiiaepa 0611a4yHOro XpaHunua ons Bawmx Pe3epBHbIX KOMMIA).

3awmtHoe Npeobpa3oBaHme OCyLLEeCTBASIETCS Bxoaswer B coctas RuBackup
yTunutoi rbcrypt. Knoy ons 3awmTtHoro npeobpas3oBaHUsi pPe3epBHbIX KOMui
pacnonaraeTtcs Ha XocTe KnveHtTa B pawnne /opt/rubackup/keys/master-key.
3awuntHoe npeobpasoBaHMe OaHHbIX NPV Nomowm rberypt BO3MOXHO C O/IMHOWA
Kntoya 256 61T (no ymonyaHuio), a Takxe 128, 512 nnm 1024 6uta B 3aBUCUMOCTY
OT BblOpaHHOro anropmTmMa Npeobpas3oBaHus.

Ecnn nns npasuna rnobanbHOro pacnucaHmst HeobxoamMo BblbpaTb 0cobbll
PEXUM 3aWUTHOrO NPeobpasoBaHNs C O/MHOW K/o4Ya, OTANYHOW OT 256 6uT, 1 C
KNIOYOM, PacronoXeHHbIM B OPYroM MECTe, TO Bbl MOXETE cAenatb 9T0 Npv NOMOLLM
CKpPUMTa, BLINOMHSIIOWErOCS MOCNEe BbINOMHEHUS PE3EPBHOO  KOMMPOBAHUS
(onpepnensieTcs B npasBuie  rnobanbHOr0  pacnmMcaHns  aaMUHUCTPATOPOM
RuBackup). lMpn atom Heobxoommo, 4TOObI MMS Mpeobpa3oBaHHOro dpaina
OCTaNnoCb TakUM Xe, KaKk U paHee, MHadye 3agaya 3aBeplmnTcs € OWMOKOIA.
MpoBecTn obpatHoe npeobpasoBaHne Takoro doaina nocne BOCCTAHOBNEHWUS €ro
N3 apxuBa crnemnyet BPYYHylO Mpu nomowm ytunutel rberypt. MNpu Takom pexnme
paboTbl HET HEOOXOAMMOCTM yKasbiBaTb anroputM npeobpas3oBaHus B MpaBune
PE3epBHOr0 KOMMPOBAaHUS, WHa4ye apxvB OyaeT MOBTOPHO npeobpal3oBaH C
NCMONb30BaHNEM MaCTeP-KoYa.

Lns BbINOMHEHUS 3aWWUTHOrO npeobpas3oBaHMs OOCTYMHbI  anropUTMbI,
npeacTaBneHHble B Tabnuue 1.

Ta6bnuuya 1 — ANropuTMbl 3alLMTHOTO NPeobpa3oBaHnst, AOCTYMNHbIE B YTUAUTE
rbcrypt.

Anroputm ,D.nMHg"KTmoqa, MpumeyaHue
Anubis 128, 256
Aria 128, 256
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AdnunHa knoua,

Anroputm 6uT MpumeyaHue
CAST6 128, 256
Camellia 128, 256
YKpavHCKnin HaumoHanbHbii ctangapt ACTY
Kalyna 128, 256, 512 7624:2014
. Poccuitcknii HaumoHanbHbin ctaHgapt FOCT
Kuznyechik 256 P 34.12.2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Kutaickmin HaumoHanbHbli cTaHaapT ans
SM4 128 6ecnpoBOaHbIX CeTel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
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JloKanbHbIU TIUCT OrpaHN4YeHnn

B Tom cnyyae, ecnm kakne-nmbo KOHKPETHbIE PECYPCHI KNMEHTA HE OOMXHbI
nonacTb B PE3EPBHYIO KOMUIO, UX MOXHO BKIOYNTL B NIOKANbHBIV IMCT OrpPaHnYeHni
Ha KnueHTe. JICT orpaHuyeHnii pacnonaraeTtcs B karanore /opt/rubackup/etc:

rubackup_restriction.list.mysql57

HavnmeHoBaHne pecypca, Onsi KOTOPOro HeT HeobXOAMMOCTU BbIMOMHATH
PE3EPBHOE KOMMPOBaHWE, [HOMXKHO OblTb yKasaHO B OTOENbHOW  CTPOKe
COOTBETCTBYIOLWEro goamna.

Lns Toro, 4t06bl NUCTHI OrPAHUYEHUIA UMENN CUIy, HEOOXOAMMO BKOYNTb
9Ty BO3MOXHOCTb A1 KIveHTa B KoHdourypaumm RuBackup (cMm. Pykosooctso
cuctemHoro agmuHucTparopa RuBackup).

Ona ¢pannosbix CUCTEM B NNCTE OrPaHUYEHUA BO3MOXHO WCMONb30BaHWeE
PErynsipHbIX Bblpa>XeHWUiA, HanpuMep Ons UCKIOYEHUS! U3 PE3EPBHON KOMMM BCEX
chalinos ¢ pacwmpeHmemM tmp HeobxoaMmMo 0oHaBUTb CTPOKY:

*tmp

BHumaHue! B HekoTopbix cryyasix onepaumoHHasi cuctema Onokupyet
BPEMEHHble doaiiiibl 1 Katanorn Takum o6pas3oM, YTO K HUM He MOXET MOonyyuTb
JOCTYyNn f[axe cynepnonb3oBatenb. IJTO MOXET MPOMCXOAWUTb MNpU  YOANEHHOM
JOCTyne K Y4YeTHOW 3anucu nonb3oBaTtens, B 3TOM Cryyae MoryT ObiTb
3abnokmpoBaHbl katanorun ~/.session, ~/.cache, ~/gvfs wn np. Ecnu npwm
NCMOMIHEHNN PE3EPBHOIO KOMMPOBaHUS MNOAO6HbIE painoBble pecypcbl OyoyT
3abn0oKMpoBaHbl, PE3EePBHOE KOMMpPoBaHME OyAeT 3aBepweHO C Owmbkoi. YTobbl
npenoTBpatutb  MOAOOHYKD cuTyaumto pekomeHgyetcs nobasButb MoaobHbIe
KaTtanoru B dpain /opt/rubackup/etc/rubackup _restriction.list.filesystem v BKNIOYUTb
ONS KNMEeHTa BO3MOXHOCTb MCMONb30BaHMA NMcTa 3anpetoB (cM. PykoBoOcTBO
cucTteMHoro aamuHuctpatopa RuBackup).
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Mcnonb3oBaHMe MeHedXepa

agMuHucTtpatopa RuBackup

OkoHHOe npunoxeHne «Meneoxep agmunHuctpatopa RuBackup» (RBM)
npefHasHa4yeHo Ans obwero aaMUMHUCTPUPOBAHWMS CEPBEPHON  rPYNMMPOBKM
RuBackup, ynpaBneHus KAMeHTamn pe3epBHOrO KOMMPOBaHMUS, rnobanbHbIM
pacnucaHnem pe3epBHOro KOMMpPOoBaHUA, XpaHUInLWaMmn pe3epBHbIX KOnui 1 np.

RBM MoxeT ObiTb 3anyleHO aOMWHUCTPATOPOM Ha OCHOBHOM CepBepe
pesepBHOro konuposaHus RuBackup.

3anyck MeHeoxepa agMvHucTpatopa RBM:

BapwaHr 1:

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib /opt/rubackup/bin/rbm
BapwuaHT 2:

# ssh -X you_rubackup_server

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib /opt/rubackup/bin/rbm

Lns pe3epBHOro KOMMPOBAHMS Ha XOCTE AOMXEH OblTb YCTAHOBNEH KMEHT
RuBackup. KnneHT gonxeH 6biTb aBTOpM30BaH aaMmHUcTpatopom RuBackup (cm.
pasnen «KnueHTbl» MeHeaxepa aamuHuctparopa RuBackup).

Ha Bknagke O6BbeKTbl B NEeBOM 4acTy MPeACTaBNeH CMUCOK KIMEHTOB
CVCTEMbI PE3EPBHOr0 KOMMPOBaHUS, B KOTOPOM yKasaHo uMs, yHukanbHblii HWID n
onucaHve. KnueHTbl, KOTOpble B AaHHbIA MOMEHT HaxogsdTtcs B online, 6ynyT
OTMeYeHbl 3eneHbIM LBeToM. KnneHTbl B cocTosiHum offline — kpacHbIM (pucyHok 1).

KoHdgwmrypauwa MpocmoTp [JencTtena  AdHanuTuka WMHdopmauwns

O6LekThl CTpaTteruu nobansHoe pacnucaHwe CepeepHas rpynnnpoeka RuBackup

OfbekT OnwucaHue

~ Fpynnel KAMeHTOB
b dev

PucyHok 1
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MNpun nomowwn MeHepxepa agmuHucTpaTopa RuBackup MoxHO cospatb B
rnobanbHOM pacnmMcaHnuyM OOHO WM HECKONbKO MPaBui PE3EPBHOr0 KOMMPOBaHMS
doannos M1 KaTanoros.

[nsa aT0ro He06x0AMMO BbINONHUTL CNeayloWme JeNCTBUS:

1. Bblbpatb KAMEHTCKUIA XOCT M [06aBWTb NPaBUIO PE3EPBHOrO KOMMPOBAHMS
(pucyHOK 2).

MeHegXep aAMMHMCTpaTopa RuBackup

KoHdurypauwa MpocmoTp [HeicTens  AHanmTuka WHdopmauua

06BLeKThl CrpaTerun nobansHoe pacnucaHne CepeepHas rpynnupoeka RuBackup

O6LekT OnwncaHue CrOlCTBa HacTpowrkn MHopmau s
~ TFpynnbl KNAKEHTOB
v dev Tpynna No group -
* No grou,
o ' Myn onA nokankHsX 33434 Default =

JlokaneHoe pacnucadue BknodeHo |false >

JIUCT 3aNpeToB BKAKYEH false -

Obbem PK mpaeuna, 6 10 .
MNponyckHaa cnocobHoCTk. ..

HeHs
Mecaua

KnoHwpoBaTb

OeHe

R — HauHe

NMsa npaeuna MuH Yac MecAw

Yoanute
BLINOAHWTL
4 ]

CTpaTervm | MMpaewna = Pe3epeHLIE KOMMW | 3afa4n | MypHan

HopManbHLIA pemuM

PucyHok 2
2. BbibpaTtb 1N pecypca «File system» (pucyHok 3):

Pecypc |/home BribpaTs...

Block device

LVM logical volume
Tun PK full -
OGpa3sew, pacnucaHna

PucyHok 3

3. Bbibpatb pecypc, ans KOToporo 6yaeT BbiNOMHATLCS NPaBuio (PUCYHOK 4).

4.YCTaHOBUTb MpOYME HACTPOMKK: Tun pesepBHOro konuposaHus  (Full),
MaKCUMasbHblA 0OBbEM 0N Pe3epBHbIX KOMWIA AaHHoro npasuna (506), cpok
XpaHeHus (2 MecsiLa), Yepes Kakoi NPOMeXYTOK BpemMeHn TpebyeTcs BbINOMHUTD
NPOBEPKY PE3EPBHOM KOMWUM NN HE NPOBEPSTb €€ BOBCE (PUCYHOK 5).
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OcHoBHoE Client: centos fhomefandreyk/ £ m
e Firs  ma Jox | |
Knnent | centos tiCEautharity X Cancel
Kauthority
ke [ Defaull .bash_history
.bash_logout
.bash_profile
MaKcHuMansHLIN ‘bashrc
.cache/
.config/
.esd_auth
Pecypc |/home lesshst j
localf
.mozilla/
pki/
Tun pecypca E ,E;h,r
wvimf
wviminfo
.zshrc
OBpazen pacn Desktop/
Downloads/

PucyHok 4

Do6aBuTe NpaBuno B rnobanbHoe pacnucaHne (>

OcHoBHOE | YBefoMAEHWA = [OMOAHUTENBHD
Nma First rule

Knuenr

NMyn Default

MakcuMansHbeli 06LeM PK npaeuna |5

Pecypc /homefandreyk/Documents/

Tun pecypca | File system -

+| 6, pna pavHoro KnueHTa 100 |M3MeHUTE...

BrifpaTs...

Fox

X cancel

Tun PK full -
0OGpazel pacnUCaHKA
Bce | MpeobpazoeaHue |nocrypt -
MnHyTa 0 =
Yac 0 = Mepnopn neWcTEMA NpaBuna
OeHs Mecaua 1 =
Ha4ano 27.01.202012:41 ~
Mecsay, January b
OkoH4aHue | 27.01.202112:41 -
[eHs Hegenu Monday -
v/ Mpoeepatb PK 4epez |1 |&| day * | Cpok xpanenun PK |1 |©| | week -

PucyHok 5

5. Ha Bknagke «IONOMHWUTENbHO» MOXHO YCTaHOBWUTb paspeleHne ONns KMeHTa
yLoanatb pe3epBHble KONUW, YCTaHOBUTb aBTOMATUYECKOE yaaneHne yCTapesLumx
pe3epBHbIX KOMWUIA WK ONpemenvTb YCNoBMe WX MepeMeleHns B ApYyron nyn
(pUCyHOK 6).
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Do6aBuTe Nnpasuno B rnobancHoe pacnucaHWe

OcHoBHOE = YBegomnenns | JononHWTenbHO | ' OK |

YcTapeBuwue pesepBHbIe KONHK: % Cancel
v ABTOMaTH4eckoe yaaneHve PK WHdopmmpoBate:
PesepBHble KONKUK:

MepeMecTiTb B Ny: eC/In CTaplue Yem

¥ KNnueHTy paspelueHo yAanATL pe3epBHble KONMW 3TOro NpaBuna M3 PEnosnTopua

PucyHok 6

BHoBb co3naHHoe npasuno byneTt obnagatb CTaTycoM «wait», 3T0 o3Ha4aeT
4TO OHO He BymeT nopox.aaTb 3a4ay Ha BbIMNOMHEHNE PE3EPBHOIO KOMMPOBAHUS 100
TOW nopbl, Noka agMuHucTpatop RuBackup He 3amyCcTUT ero 1 OHO U3MEHWT CBOM
cTatyc Ha «run». [lpu Heobxoammoct paboTy npaBuna MOXHO Oynet
NPUOCTAHOBUTb WK 3anyCTUTb B OO0 MOMEHT BPEMEHM MO0 XEenaHuio
aOMVHMCTpaTopa. Tak Xe aOMUHUCTPATOP MOXET MHMUMMPOBAaTb HeMemOneHHoe
co3naHvie 3aa4v npu ctatyce npasuna «wait».

MpaBuno rnobanbHOro pacnucaHns UMEET CPOK XU3HWU, ONpenenseMblii npu
ero cosfaHuu, a TaK Xe npegycmatpvsaeT cneayiolme BO3MOXHOCTY:

1) BbIMOMHWUTL CKPUMT Ha KAWEHTE CKPWUMNT Ha KAMeHTe neped Hadanom
PEe3epBHOro KOMMPOBaHWS.

2) BbinonHuTb CKpMNT Ha KNneHTe nocne ycnewHoro okoH4aHuns pe3epBHOro
KonmpoBaHus.

3) BbinOMHUTE  CKPUNT  Ha KAMEHTE MOCMe HEeydayHOoro 3aBeplieHus
pPEe3epPBHOro KOMMPOBAHUS.

4) BbinonHnTb NpeobpasoBaHne pPe3epBHON KON Ha KINEHTE.
5) lNeproanyeckn BbINOMHATL MPOBEPKY LENOCTHOCTN PE3EePBHOM KOMUN.

6) XpaHnTb pe3epBHbIE KONMUN ONPEOENEHHBINA CPOK, a NOCNe ero OKOH4YaHUs
yoansaTb UX U3 XpaHUMWa Pe3epBHbIX KOMUIA U U3 3anncein penosutopus, nmbo
MPOCTO YBEOOMNSATb MOMb30BAaTENEN CUCTEMbI PE3EPBHONO KOMMPOBaHUS 06
OKOHYaHMKM CpoKa XpaHeHns.

7) Yepe3 onpenenéHHbli CpOK MOcne CO3[4aHus PEe3epPBHOM  KOMUM
aBTOMATUYECKN MEPEMECTUTb €€ Ha APYrol Nyn XpaHeHUsl Pe3epBHbIX KOMWiA,
HanpuMep Ha KapTpUaX NeHTO4HO B1MbnmMoTekn.

8) YBelOMNsTb  Monb3oBaTeNeil CUCTEMbl PE3EPBHOMO  KOMUPOBaHMS O
pesynbTatax BbIMO/HEHWSI TeX WU WHbIX Onepauunii, CBA3aHHbIX C MpPaBMIOM
rnobanbHOro pacnmcaHus.

MNpu cospaHun 3apay4nm RuBackup oHa nosBnsetcsa B rnasHOM o4vepenu
3agay. OTcnexmsartb UCNONHEHNE NPaBU MOXET Kak aAMUHUCTPATOP, C NOMOLLbIO
RBM, tak knueHT npu nomowwm RBC.

11
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Mocne ycnewHoro 3aBepLlieHnsi pe3epBHOro KONMpPOBaHMS pe3epBHas Konms
OyneT pasMelleHa B XpaHUMLLEe Pe3epBHbIX KOMuiA, a MHdopMauus o Helr bynet
pa3mMelleHa B penosutopun RuBackup.

12
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Hactponku npasun rnob6anbHoro

pacnucaHusa RuBackup

Lns BbINONHEHMSI PE3EPBHOr0 KOMMPOBaHWS HeobXO0AMMO MPW  MOMOLL
MeHeoxepa aamuHuctpatopa RuBackup cospate npasBuno B rnobanbHOM
pacnucaHun, B KOTOPOM ykasaTb COOTBETCTBYHOWMA TN pecypca. Npun cospgaHum
npaeBuna B rnobanbHOM pacnvcaHum agmuHuctpatop RuBackup 6yner Buoetb
CMMCOK BCEX (oaiifioB 1 KaTanoroB Ha KiMeHTe 1 MOXET BblbpaTb TpebyeMblii (Ons
3TOro HeobxoAamMMo, 4TobbI Ha KNeHTe paboTan KNMMEHTCKUIA GOOHOBbI MPOLIECC).

Mpy cosmaHun npasuna PEe3epBHOrO KOMMPOBAHWMSA MOXHO OMpPemnenvTb
crnenytoulme napameTpbl:

— TUN pPEe3epPBHOr0 KOMMPOBaHWUS (MOMHBIA, AUdIdEPEHUMANbHBIA 1K

VHKPEMeHTanbHbIN). [1ns 06pa3oB 1 KOHTEMNHEPOB BbIMOMHAETCS TONbKO MOMHbIA TUM
pe3epBHOro KOMMPOBaHWSA, 0N TOMOB — MOMHbIA, AudodoepeHunanbHbl  vnu
WHKPEMEHTa/bHbIN;

— paspelleHHblii MakcUManbHbli 00beM [Ons BCEX PE3EPBHbIX KOMWiA
npaeuna;

— HeobXoOMMOCTb npPeobpasoBaHUs PE3EPBHOM KOMUM TEM WM WHbBIM
anroputmoM . MNpeobpasoBaHne byaeT BbINONHATLCS HA CTOPOHE KIUEHTA;

— wabnoH BpeMeHu 1 aatbl CO30aHNS 3a0a41 PE3EPBHOMO KONMMPOBaHMS;
— donar 1 neproa aBTOMaTNYECKO NPOBEPKM PE3EPBHOI KOMNnuK;

— CPOK XpaHeHWs pe3epBHbIX KONuiA CO34aBaEMOro NPaBuna;

— Myn XpaHeHus, B KOTOPOM Oy lyT pa3MelleHbl Pe3epBHbIe KOMUK;

— HeobX0OMMOCTb aBTOMATUYECKOrO YyHaneHusi Pe3epBHOA KOmuW, CPOK
XPaHEHWUs1 KOTOPOW NCTEK;

— nepeMelieHne pes3epBHOA Konuu B OPYyroil nyn, nNpu OOCTUXEHWUM
onpenenéHHOro cpoka c MOMeHTa e€ Co3naHus;

— BO3MOXHOCTb ONn4 KNUeHTa yaandatb pe3epBHbl€ KoM N3 PENO3NTOPUS;
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— HacTporkn cuctembl yeepomneHmss RuBackup nona cospnaBaemoro

npasuna;

YBEOMNEHNS MOTYT NPONCXOANTb B CNEAYIOWMX CyYasX:

— HOpMasibHOe UCMonHeHue npoLenypbl pe3epBHOro KONNMPOoBaHNUS;
— VICMONHEHWE NpoLeaypbl Pe3epBHOro KOMMPOBaHNUS € OwmbKamu;
— MpoBepKa pe3epBHON Konuu,

— OKOHYaHWe nepuoaa OencTBMsi CO34aBaeMOoro npasuna;

— OKOHYaHVe BblOENeHHOro O0b6béMa NS XpaHeHMs PEe3epPBHbIX KOMU

npasuna;

— OKOHYaHWe cpoka XpaHeHNs Pe3ePBHOMN KOMWM.
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Ncnonb3oBaHuUe KJIMeHTCKOro

MeHepXepa RuBackup

MpyvHUMN  B3aMMOOENCTBMS  KJIMEHTCKOrO  MeHegxepa C  CUCTEMOW
pe3epBHOro KONMpPoBaHNSA COCTOUT B TOM, YTO MO/MIb30BaTeNb MOXET CPOpMNPOBaTL
Ty WM UHYIO KOMaHay (kenaemoe OencTBne) 1 OTNpaBnTb ero cepsepy pPe3epBHOro
konuposaHusa RuBackup. B3anmonencTemne nonb3oBartens C CEPBEPOM Pe3epPBHOIro
KOMMPOBaHUS MPOU3BOAMTCSH Yepe3 KneHTa (CPOHOBbIM MPOLIECC) Pe3epBHOro
KormposaHus. KnueHtckuii  MeHegXxep OTNpaBnsier KomaHdy nonb3osartens
KIMEHTY, KNWeHT oTtnpaenser eé cepsepy. B TOM cnyvae, ecnu pencreve
gonyctmo, To cepBep RuBackup otoact obpaTHyto KOMaHOy KMEHTY W/Wnu
nepeHanpaenTt eé€ Meomacepsepy RuBackup ons panbHeiwer obpabotku. 310
03Ha4aeT, YTO K/IMEHTCKMIA MeHenxep 0OblHHO HE OXMIOAET 3aBEPLIEHMS TOrO Mn
WHOTO OENCTBUS, HO OXMOAeT OTBeTa OT K/MEHTa, YTO 3afaHuve MPUHSATO. ITO
No3BONSET NHMLMNPOBATL NapansienibHble 3anpochl KNNEHTa K CepBepy pe3epBHOro
KOMMpOoBaHMs, HO TpebyeT OT MoMb30BaTeNs CaMOCTOATENbHO KOHTPONMPOBATb
4yTobbl HE ObINO «BCTPEYHbIX» Omnepauuii, Koraa MNPOWCXOAUT BOCCTAHOBNEHWE
LaHHbIX, U B 3TOT X€ MOMEHT 3T Xe AaHHble TPebyloTcs Ans co3naHus HOBOWA
pesepsHOM Konuu. [locne Toro, Kak Bbl OTAAN Ty WKW MHYIO KOMaHOy npv NOMOLLM
KIMEHTCKOro MeHenxepa, Bbl MOXETE MPOCTO 3aKPbITb MPUMIOXEHWNE, BCE OENCTBUS
OyLyT BbIMOMHEHbI CUCTEMOI PE3EPBHOIO KOMMPOBAHMS (OOHAKO CTOUT OOXAATbCS
COODLLEHNS YTO 3afaHue MPUHATO K UCMOMHEHUIO U MPOKOHTPONMPOBATbL 3TO BO
BKNagke «3ajaym»).

[padpnyeckuin - MHTEPGOEC  KNIMEHTCKOrOo  MeHeaxepa noaaepxmsaeTt
PYCCKWUIM W aHTNINACKWNIA A3bIKA.

3anyck K/IMEHTCKOro MeHeaxepa:

BapwuaHT 1:

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib/opt/rubackup/bin/rbc
BapwaHTt 2:

# ssh -X you_rubackup_client

# sudo LD_LIBRARY_PATH=/opt/rubackup/1lib /opt/rubackup/bin/rbc

Mpw NnepBoM 3anycke KIMEHTCKOro MeHeaxXepa HeobxoanmMo 3aaaTb Naponb,
MpW MOMOLLM KOTOPOro BrOCNEACTBMU MOXHO OydeT 3anpocuTb BOCCTaHOBNEHME
pe3epBHON KON (PUCYHOK 7).

Bes BBOOA Napons nonyynTb pe3epBHyo KOMMIO A8 KNAMEHTa U3 XpaHunuwa
HEBO3MOXHO. X3l Naponsi BOCCTAHOBNEHUSI XpaHUTCs B 6a3e maHHbix RuBackup
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cepsepa. Npn He06XOAUMOCTM MOXHO M3MEHWUTb NAPOSb NMPW NMOMOLLM KITIMEHTCKOrO
MeHenxepa (MeHio «KoHdpurypauusi» — «M3MeHUTb Naposnb»).

First time password generator ,

Please specify the password for operations ¢
with RuBackup server for this client X
Password: ||

Repeate:

Show password
v Create master key

V| Create key pair for digital signature

PucyHok 7

Ha rnasHOM CTpaHuue KNMNeHTCKoro MeHe[Xxepa pacnonoXxexbl
nepexknyarlumnecs BKNadky, NO3BONAKOWME YnNpaBnATb pe3epBHbIMA  KOMAMU,
pacnmncaHmeMm pe3epBHOro KonvmpoBaHMA W MnpocMatTpuBatb TeKylne 3anadun
KnneHTta.

Bknanka «Pe3epBHble konun»

B tabnuue Bknagkm «Pe3epBHble konumu» comepXutcs nHdopmaums 060
BCEX PEe3epBHbIX KOMUAX KMeHTa, KoTopble XpaHaTcs B penosutopum RuBackup
(pucyHok 8). HudpbdoepeHumnanbHblie pe3epBHble KOMWM CCbINatoTCs Ha MOJMHble
pe3epBHble KOMUKU, MHKPEMEHTalIbHble Pe3epBHbIE KOMUM CCbINATCS Ha MOSHbIe
pe3epBHble KOMUW WM Npedblayle WHKPEMEHTaNbHble, TakK 4TO Mpu
HEeobXx0aAMMOCTU BOCCTAHOBUTb AAHHLIE MOXHO OOHOW KOMaHAOM WHULMUPOBATb
BOCCTaHOB/NEHME BCE LIeNOYKN pe3epBHbIX KOMUIA.

RuBackup meHepXep KNMeHTa X -]
Kouurypauma Bug [Jedctena WHgopmauwa
Pe3epeHbIe Konuu rnofaneHoe pacnucanne 3apaun JokansHoe pacnucaHve OrpaHnyeHns
Id Task ID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size Created Creation duratig
1(2 3 File system /home/andreyk/RBv2/ full Default 43294720 23789 2020-01-26 21:22:02+03 | 00:00:01.15
2(3 5 File system fhomejandreyk/RBv2/ full Default 43284480 23788 2020-01-27 12:51:01+03  00:00:01.15
34 6 3 File system fhomejandreyk/RBv2/ incremental Default 133120 23787 2020-01-27 12:51:11+03  00:00:00.08

Bo Bknapke «PesepBHble konuu» Monb3oBaTento LOOCTYMHbI Crenytowme
OencTBus:

Ynanutb BblOpaHHY0 pe3epBHYI0 KOMNUIo.

970 [eiicTBME BO3MOXHO B TOM Cly4ae, ecnv B npaswune rnobanbHoro
pacnucaHns ecTb  COOTBETCTBylolwlee paspeweHve. Kpome TOro, npwu
HEeobXoaMMOCTN BbIMOMHUTL yOaneHne pPe3epBHON Konuu notpebyetcss BECTu
naponb KNneHTa.

16



& 'RuBackup

BoccTtaHOBUTH LLEeMOYKY pe3epBHbIX KOMUMA.

970 pOeicTBME 3aryckaeT MPOLECC BOCCTAHOBMEHUS! LIEMOYKM Pe3epBHbIX
KOMUiA HA CUCTEME KNMEHTA.

KnueHTckun MeHepoXxep He OXuOaeT OKOHYaHUSI BOCCTaHOBNEHUS BCEX
pPe3epBHbIX KOMWI, MNOMb3oBaTtenb [HOOMXKEH MPOKOHTPONMPOBaTb BO BKNagke
«3afa4m» 4YTO BCE CO3AaHHble 3a4ayv Ha BOCCTAHOBMIEHME OaHHbIX 3aBepLMINCh
ycrnewHo (ctatyc 3agad «Done»). Ing ycnewHoro BbIMOAHEHUS 3TOr0 AENCTBUS
TpebyeTcs  HanMume  OOCTaTodHOro  cBobogHOro  Mecta B Katanore,
npegHasHa4YeHHoOM On8 CO30aHWS U BPEMEHHOr0 XpaHeHWs pes3epBHbIX KOMui
(cm.onumio use-local-backup-directory).

MpoBepuTb pe3epBHYIO KOMUIO.

OT0 OeiCTBMe MHUUMMPYET CO3haHve 3a4ayy NPOBEPKU PE3EPBHON KOMUN.
B ToM cnyyae, ecnm pesepBHas konusi bbina nognucaHa UMPoBol NOAMNMCHIO, TO
byneT npoBepeHbl pasmep doainoB pesepBHoi Konuu, md5 cymma u npoBepeHa
cama pesepsHas konus. Ecnn pesepsBHas konust He Bbina nognucaHa UndopoBoi
NoANMCHIO, TO By IyT NPOBEPEHbI pa3mep hainoB pe3epBHO Konun n md5 cymma.

Bknapka «'nob6anbHoe pacnucaHue»

B tabnnue Bknagku «nobanbHoe pacnmcaHne» CoAepXUTCs MHdopMaums
060 Bcex npasunax B rnobanbHoMm pacnucaHum RuBackup onsi atoro knveHTa.
(pucyHok 9).
RuBackup MeHepXep KNMeHTa @ |
Kagwarypetin” By Aciceam iigopiaiin
PesepsHble KonaW | [/106ansHoe pacnicaHne | 3apasi  JIOKaNkHOE pacniucaHne | OrpaHMueHus

Storage
capacity, GB

Day of
month

Day of Validity Validity Resource

gleath week start period end period type

Id Rule name Min Hour Resource

1/8 Rbv2 full 5 0 0 1 January | Monday 2020-01-27 12:49:00+03  2021-01-27 12:49:00+03 |File system /home/andreyk/l

29 Rbv2 inc 5 0 0 1 January | Monday 2020-01-27 12:50:00+03 2021-01-27 12:50:00+03 File system /home/andreyk/i

PucyHok 9

Bo Bknagke «[nobanbHoe pacnvcaHve» Monb30BaTentd  AOCTYMHbI
cnegnyowune nencTBus:

3anpocutb HOBOE NpaBuIo.

970 OencTeme BbI3bIBAET AMANOr NOAroTOBKN HOBOrO Npaswuna B rnobanbHOM
pacnucaHun RuBackup ans naHHoro knueHTta. 3anpoc Ha aobasneHwe npasuna
TpebyeTt onobpeHust aommnHucTpatopa RuBackup, onobpeHre MoXeT bbiTb caenaHo
B OKOHHOM MeHenxepe agmuHuctpartopa RuBackup.

3anpocuTb yaanutb NpaBuno U3 rnobanbHOro pacnmcaHus.

910 peitctBre hopmmpyeT 3anpoc kK agmuHuctpatopy RuBackup 06
yoaneHnn BblIOPaHHOrO MONb3oBaTeENEM MpaBwuna M3 rnobanbHOro pacnmcaHns
RuBackup. 3anpoc Ha ynaneHvne npasuna TpebyeT ooobpeHns agMUHUCTpaTopa
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RuBackup, opobpeHne MmoxeT ObiTb COEnaHO B OKOHHOM  MeHedXxepe

agmuHuctparopa RuBackup.
Bknapka «3apaun»

B tabnuue Bknanku «3apayn» COLEPXUTCS MHpopMaums 060 Bcex 3atadax
B rnasHoOM ovepenn 3agaHun RuBackup ons astoro knmeHnta (pucyHok 10). B
3aBMCUMOCTM OT HacTpoek pesdepsBHOro cepsepa RuBackup BbiNONHEHHbIE 3a0a4u
M 3adayn, 3aBEPWMBLIMECS HEYOAAYyHO, Yepe3 Kakoe-TO BpPemsi Moryt ObiTb
aBTOMaTU4YeCKU yaaneHbl U3 rnasHov odepeamn 3anad. ViHgopmaums o BbinonHEHUN
3afaHunin oukcmpyeTcs B crieumanbHOM XypHane 3adad cepsepa RuBackup, npu
HeobxoamMMocTn ctatyc noboit 3apayn, Aaxe yaanéHHON M3 odepeam, MOXHO
yTo4HUTL Yy agmuHucTpaTtopa RuBackup. Tak xe wmHgopmaums O BbINOMHEHUN
3agay K/vMeHTa 3aHOCUTCS B NOKaNbHbIA XXypHanbHbI pain Ha KineHte. B
KIMEHTCKOM MeHe[Xepe MOXHO OTKPbITb OKHO OTCNEXWBaHUS XYPHaNIbHOro
doanna (MeHio «MHpopmaums» — «KypHanbHbin chann»).

RuBackup MeHepXep KNMeHTa

Kondurypauwa Bug

Pe3epeHLIe KOmAn
Id Type

1|5 Backup global

Wndropmauua

FnofankHoe pacnKcaHne
Resource type

File system

EELERT

Resource

TNokankHoe pacnucaHne

Backup type

{homejandreyk/RBv2/ | full 8

Rule ID

OrpaHuyeH1A

Strategy ID

Repository ID Pool Status

3 Default  Done

4

Default  Done

Created
2020-01-27 12:50:58H

2020-01-27 12:51:10H

2|6 Backup global | File system fhomejandreyk/RBv2/ |incremental 9

PucyHok 10

MpumMeyaHne — VHdopMaums 0 BbIMONHEHMM ClyXXebOHbIX 3a4a4 B AaHHOM BKNaake
He oTobpaxaetcs. CnyxebHbiMM SBNSIOTCA 3a4a4n NPOBEPKW, YAANEHWUS, NEPEMELLEHNS
PEe3epPBHbIX KOMWIA, @ TaKXe MX KONMPOBaHNS B APYroi ny.

Bknapka «JlokanbHoe pacnucaHue»

Bo Bknagke <«JlokanbHOe pacnuncaHve» MOXHO OnpeaenvTb npasuna,
3a1aBaeMble KNMEHTOM [/1s TEX UMW UHbIX NIOKaNbHbIX PECYPCOB (PUCyHOK 11).

Ons paboTbl NOKanbHOrO pacnMcaHnWs aTta BO3MOXHOCTb A0MXHa ObliTb
BK/OYeHa agMmuHucTpaTopom RuBackup ons knveHra.

RuBackup meHepxep KnMeHTa y

KoHgwrypauua Bug [eiictens WHdopmayus

3agauw | JlokankHoe pacnucaHne

Month

PesepeHble konuu | MnofansHoe pacnncanne OrpaHMyeHus

Type Crypt Keyfile Script Na

I = .

Resource type Minute Hour Day of month Day of week Resource

1 FESEE /home

PucyHok 11
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Bknapka «OrpaHuyeHus»

Bo Bknanke «OrpaHnyeHns» MoryT ObiTb OnpeaeneHbl NoKanbHble PECYPCHI,
PE3EPBHOE KOMMPOBAHME KOTOPbIX HexenatenbHo. [nsa paboTbl NOKanbHbIX
OrpaHMYeHnin 3Ta BO3MOXHOCTb [HONMXHA ObiTb BKIKOYEHA AOMUHUCTPATOPOM
RuBackup ons knneHTta (pucyHok 12).

RuBackup MeHegXep KAMeHTa

Kondwmrypauwa Bug [Oeidctews  WMHbopMauws

PEEEPEIH!:IE Konu|w MobansHoe pacnucaHwne 3apayu NokanbHoe pacnucaHne OrpaHI-"I"IEHHH

File system v
*tmp|

PucyHok 12

Mpv pobaBneHMM HOBOW 3amnMCX B NOKaNbHbIE OrpaHUYEHWSI OKOHHbI
MEHeIXep crnepea npPennoXuT BbiOpaTb Kakoin-nmbo pecypc npv  MOMOLL
chaiinoBoro b6paysepa. Ecnvm HeobxoouMo BBECTU B JIOKaNIbHOE OrpaHuyeHune
3anuncb C PErynsipHbIM BbIPaXXEHMEM, TO 3TOT AManor HeobXxo4MMo 3aKpbITb, NOCne
4ero mMosIBUTCS BO3MOXHOCTb OTPEeAakTMpOBaTb 3anUCb HEMOCPEOCTBEHHO B
Tabnuue.
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YTUNuUTbl KOMaHOHOM CTPOKMU KJIMEHTa

RuBackup

Ina ynpaeneHns RuBackup €O CTOpPOHbI KnneHTa, MOMUMO KIMEHTCKOro
OKOHHOro MeHeaxepa, MOXHO BOCMO/b30BaTbCH YTUIMTAMU KOMaHOHOM CTPOKMU:

rb_archive

YTunuta npenHasHa4eHa ons ipocMoTpa Cnmcka pe3epBHbIX KOMWA KNMeHTa
B CUCTEME PE3EPBHOIO0 KOMUPOBAHWS, CO34aHMS CPOYHbIX PE3EPBHbIX KOMWUIA, UX
yaaneHusl, NPOBEPKMN 1 BOCCTaHOBNEHNS.

Ll DULECEIILUS ~ |
[root@centos ~]#

[root@centos ~]# rb_archives

|Id | Ref ID | Resource | Resource type | Backup type | Created | Crypto | Signed | Status

P ] L R R L Frm e Frr e L L L L R R LA E LT e e
| /home/andreyk/ | File system | full | 2020-01-26 21:08:23+03 | nocrypt | True
| /home/andreyk/Documents/ | File system | full | 2020-81-27 13:05:37+03 | nocrypt | True
[root@centos ~]#

rb_schedule

YTunuta npegHasHadeHa Ons NPOCMOTPA UMEIOWWXCS MpaBui KAvMeHTa B
rnobanbHOM pacnmcaHum Pe3epPBHOro KOMMPOBaHMSI.

[[root@centos ~]# rb_schedule

Id | Name | Resource type | Resource | Backup type | Status

B e s e e s s e s s e m e ma o - e +-------
| First rule | File system | fhome/andreyk/Documents/ | full

110 | First rule inc | File system | fhome/andreyk/Documents/ | incremental | wait

[root@centos ~]# I

rb_tasks

Ytunuta npenHasHa4YeHa nOjid4 nnpocMoTpa 3adad KiAneHTa, KOTopble
NPUCYTCTBYIOT B rMaBHOW o4depenn 3anad CMCTeMbl pe3epBHOIro KonmposaHUA.

LI UOL@CENLUS ~ |#

[root@centos ~]# rb_tasks

1Id | Task type | Resource | Backup type | Status | Created

R T Hrommemmmmeeeececeaoaoaos R Hrmmmme- e

| Backup global | /homefandreyk/Documents/ | incremental | Done | 2020-081-27 13:05:36+03
[root@centos ~]#
i[root@centos ~]1# I

O3HaKOMUTBLCS C OYHKUMSMM YTUIUT KOMAHAHON CTPOKU MOXHO NP NOMOLLM
KOMaHabl man unv B pykoBOACTBE «YTUNNTbI KOMaHAHOM cTpokn RuBackup».
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