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BBepneHue

Cuncrema pesepBHOro konvpoBaHus RuBackup no3BonsieT BbINONHATbL
nonHoe pesepsHoe konnposaHue aaHHbix FreelPA B OC Linux.

MonHoe pesepBHOE KOMMPOBAHWE — 3TO CO3AAHVE PEe3EPBHOM KOMUW BCEX
HOAHHbIX U3 MCXOOHOro Habopa, He3aBMCUMO OT TOTO, U3MEHSIUCL N OAHHbIE C
MOMEHTa BbIMOMIHEHNS NMOCNEOHEN MOMHOM Pe3ePBHON KOMMWN.

FreelPA aBnsetcs MHTErpMpOBaHHOW CUCTEMOIN MPOBEPKW MOASIMHHOCTM U
aBTopm3aumm B ceteBo cpepe Linux. FreelPA cepBep obecneunBaet
LEeHTPann3oBaHHyo NPOBEPKY MOASIMHHOCTW, aBTOPM3aLMIO N KOHTPOMb akKayHTOB
nonb3oBaTeNen, CoOXpaHsas CBeOeHMs O Monb3oBartene, rpynnax, yanax u opyrux
obbekTax, HeobxoOuMMbix [Onsi obecnevyeHnst ceTeBoit BHesonacHocT. ITo
KOMMNEKCHOE pelleHne no ynpaBneHuto 6e3onacHocTbio  Linux-cuctem, 389
Directory Server, MIT Kerberos, NTP, DNS n Dogtag. FreelPA nopnepxusaet
BEO-UHTEPAPENC N NHTEPCPENC KOMAHOHOW CTPOKW.

[ng BbINONHEHNS pe3epBHOro KonMpoBaHus daHHbix FreelPA Ha knueHTe
RuBackup nonxeH 6biTb yctaHoBneH moaynb RuBackup rb_module_freeipa.
Pabota aTOro Momyns Ha KAMeHTe BO3MOXHA TOMbKO B TOM Cilyyae, ecnv Ha HEM
ycTaHoBMneHbl Heobxoaumble nakeTol FreelPA, n aktueHa cnyxba ipa.service.

PesepBHOEe KONMpoBaHWeE BbIMNONHSAETCS MO 3apaHee 3a4aHHbIM npasunam B
rnobanbHoM pacnucaHum RuBackup. TakXe KIMEHTY [OOCTYMHO CPOYHOE
pes3epBHOEe KonunposaHme aaHHbix FreelPA.

BocctaHoBneHne OaHHbIX M3 apxvBa BO3MOXHO MO WHMLMATMBE KIMEHTA.
Ins  BOCCTAHOBNEHWS  OaHHbIX MONb30BaTENb  AOMXEH BBECTU  Maponb,
MO3BONSIOLWMIA BbINONHUTL BOCCTaHOBNEHME. Pe3epBHOE KONMPOBaHME MOXET BbiTb
BbIMNOHEHO C MPUMEHEHNEM CXaTNs Ha CTOPOHE KNIMEHTA UM Ha CTOPOHE cepaepa
RuBackup. Mpw HeobXxoOMMOCTH, BO3MOXHO BbIMONHUTb 3auwmnTHoe
npeobpas3oBaHMe pPE3EPBHON KOMMM BblIOPAHHBIM  A@nropuTMOM  (CM. pasnen
«3almnTHoe Npeobpas3oBaHne PE3EPBHbIX KOMWUIA»).
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YcTtaHoBKa knmeHTa RuBackup

Ina Bo3mMOXHOCTM pe3epBHOro konuposaHus FreelPA npu nomouwm
RuBackup Ha cepBep mnonxeH ObiTb yctaHoBneH knneHT RuBackup w
cooTBeTcTBytowme mMomynu. MNoapobHo mpouenypa yCTaHOBKM K/IMEHTA OnvcaHa B
«PykoBoaCTBe Mo yCTaHOBKE CEpBEPOB PE3EePBHOr0 KONMMPOBaHNS 1 Linux KNneHToB
RuBackup».

Knuent RuBackup npencraenser coboit (0OHOBOE CUCTEMHOE MPUSTIOXEHNE
(nemMoH wnu  cepsuc), obecneuymBaiollee B3aUMOLENCTBME C  CEPBEPHOIA
rpynnupoekorn RuBackup. [ns BbinonHeHusi pesepsBHOro konuposaHus FreelPA
knneHT RuBackup nonxeH paboTtaTtb OT UMeHM cyneprionb3oBatens (root ons Linux
1 Unix).
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NMonrotoBka xocrta FreelPA

[na noporotoBknm xocta € YycraHoBneHHbiM FreelPA ona  BbinonHeHWUs
pe3epBHOr0 KOMMPOBaHMS WM BOCCTAHOBNEHUS OaHHbIX cpenctBamm RuBackup
HE0HX0AMMO BbINONHWTL Cneaylowmne NeicTBns:

1. YcraHoButb Momynb RuBackup rb_module_freeipa. B 3aBucumoct ot
ncnonbdyemon B OC cuctembl ynpasneHWs naketamu cnemyet BbINOMHUTb
KoMaHay:

# sudo dpkg -i rubackup-freeipa.deb
NN

# sudo rpm -i rubackup-freeipa.rpm
2. BbinonHuTb KOMaHay:

# sudo apt install python3-yaml
3. OuuctuTb katanor /var/lib/ipa/backup.

MNMepen wWcnonb3oBaHWEM MoAynsl HeobxoOuMmo YybeouTbCs, YTO Karasnor
/var/lib/ipa/backup nyct. Ecnn no Toro, kak Momoynb Obin yCTAaHOBNEH, B STOM
KaTtasnore npucyTCTBYIOT Pe3epBHbIE KOMUW, PEKOMEHAYETCS NMEPEHECTU UX B APYroe
MEeCTO BO M3bexaHune owmnbok.

4. oarotoBuTb goamn KOHdourypauum Mooy
/opt/rubackup/etc/rb_module_freeipa.conf. 3tot dhan copepxut aa nons:

- password - none ona sBBoga napons agmuHuctparopa FreelPA;

- direct_restore - 3HayeHuwe 3TOro Monsi ykasbiBAeT, HYXHO NN MPOCTO
pacnakoBaTb PE3epBHYIO KOMUIO B ONPEedenEHHbl Katanor (3HadeHue No) wunm
BbIMO/IHUTL BOCCTAHOBNEHNE PE3EPBHOM KoMK (3HaYeHNe Yes).

#KoHourypaLumoHHbIn dpann 3anonHAeTCs Nosib30BaTeNieM BPy4HYHO
#lMaponb agMnHucTpatopa FreelPA

password:'12345678'
#BoccTaHoBNeHMe B pecypc? [yes | no]

direct _restore: 'yes'

Ecnu B gpaiine KoHdpurypaumm Mogyns none password conepxuT naponb, a
none direct restore 6bin0 ocTaBneHo MycTbiM, TO MO ymonyaHuto Oynet
NPOu3BeLEeHO BOCCTAHOB/IEHNE NOSTHOW PE3EePBHOM KOMMWN.
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daiin rb_module_freeipa.conf nNcnonb3yeTcs TONbKO npw
BOCCTaHOBNEHNN pe3epBH0|7| Kornumu, no3TOMYy nMocCne BOCCTAHOBNEHUA OAHHbIX
PEKOMEHAYETCS OCTaBNSATb €ro NyCTbiM BO N30eXaHne yTeukn naponsi.

BHumaHue! Ecnum KoHdourypaumoHHbin cpainn oOTCyTCTBYET, TO
pe3epBHas konusi byaet pacnakoBaHa B 3afaHHYI0 OUPEKTOPUIO.
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Pe3epBHOoe konupoBaHue FreelPA

Cuncrema pesepsBHOro konvposaHus RuBackup no3BonsieT BbINOMHATbL
NoNHOe pe3epBHOe konmpoBaHne cepeepa FreelPA nnbo pesepBHOE KOMMPOBaHME
TONbkO AaHHbix FreelPA. MoopobHo npouenypa HacTpOWKW onvcaHa B pasnene
«MeHenxep agmuHucTtparopa RuBackup (RBM)».

NMonHoe pe3epBHOe KonuposaHue cepBepa FreelPA

[MonHoe pes3epsBHOe konuvpoBaHue cepsepa FreelPA co3paét konmio Bcex
goamnos cepeepa FreelPA, a takxe paHHbix LDAP. FreelPA 3atparvBaet coTHU
doalnoB M Kartanoros, a TakXe KOoHdourypauum u dpannbl XypHanoB, KOTOpble
OTHOCSTCS HEMOCPELACTBEHHO K IPA unm K pasnmyHbiM ero cnyxoam.

Mooynb  RuBackup rb_module_freeipa npoussoout pesepsHoOe
KOnuMpoBaHue Npu nomowm ytmnntel ipa-backup.

Mpy BbINOMHEHUM MOMHOrO PE3EPBHOIO KOMMPOBaHWUA yTunanTa ipa-backup
octaHaBnmeBaeT Bce cnyxbbl FreelPA, uytobbl obecneuntb 6esonacHblii xon
npoLecca pe3epBHOro KONMpoBaHUS.

PesepBHoe konmpoBaHue nponasoautcs B katanor /var/lib/ipa/backup/.

BoccraHoBneHne nonHOM pesepBHOM Komuu M3 doaina npoucxXoouT npu
MOMOLLM YTUNUTBI ipa-restore, KOTopas UMEET CneayoWwmnii CUHTaKCHUC:

# ipa-restore path_to_backup -U --password=password [ --
data [ --online ] ]
3HaveHvne path to backup 3apaét nytb K panny pesepBHON KOMuu.
3HayeHue password copepXuT Naponb agMuHMCTparopa xocrta. Napametp --data
MO3BONSET 3a4aTb BOCCTAHOBNEHUE TONbKO AAHHbIX U3 MONHOW PEe3epBHOM KOMMU
cepBepa FreelPA. Tpu BOCCTAHOBNEHWM TONMbKO [HaHHbIX napameTp --online
MO3BONSET BbINOMHUTL BOCCTAHOBNEHME 6e3 ocTaHOBKM cnyxb FreelPA.
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Pe3epBHOe konnpoBaHue ToNbKo AaHHbIX FreelPA

PesepBHas konmsa Tonbko AaHHbIX FreelPA cos3naét konuto aaHHbix LDAP n
XypHana nU3MeHeHuin. OTOT TUM PEe3EePBHOr0 KOMUPOBaHNS TakXe NoanepXusaeTt
3anucb cogepxumoro LDAP, xpaHswerocs B LDIF.

Mogyne  RuBackup rb_module_freeipa npoussoont pesepsBHOe
KOnuMpoBaHue Moay/b NPOM3BOAMT NPW MOMOLWM yTunuThl ipa-backup. Bbi3os:

# ipa-backup --data [ --online ]

Pe3epBHas Konusi AaHHbIX MOXET BbIMNONHATLCS Kak B pexuMe oHnaiH (6e3
ocTaHoBKM cnyx6 FreelPA), Tak u B aBTOHOMHOM peXuMe.

PesepBHoe konmpoBaHue nponasoautcs B katanor /var/lib/ipa/backup/.

BoccraHoBneHne pesepBHOM KOMWM HOaHHbIX M3 dbaina npomcxoguT npu
MOMOLLW YyTUAUTBI ipa-restore, koTopas UMeeT CNeayoLLniA CUHTaKCUC:

# ipa-restore path_to_backup -U --password=password [ --
data [ --online ] ]

3HayeHve path to backup 3apaét nytb K painy pes3epBHON Konuu.
3HadveHue password cogepXxuT naponb aaMMHUCTpaTopa xocta. MapaveTp --data
MO3BONSIET 3a4aTb BOCCTAHOBNEHMNE TONbKO OAHHbLIX U3 MOJHOA PE3EPBHON KOMUM
cepBepa FreelPA. Tpu BOCCTAHOBNEHWM TONMbKO [HaHHbIX MnapameTp --online
MO3BONSET BbIMOMHUTL BOCCTAHOBNEHNE 6e3 ocTaHOBKM cry X6 FreelPA.
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MacTtep-knioy

B xome yctaHoBkm knneHta RuBackup 6ypeTt cos3pgaH macTtep-knod ans
3alWNTHOrO NPeobpasoBaHNS PE3EPBHbIX KOMWIA, a TakXe KIYM ONst SNeKTPOHHOM
noanncu, ecnu npeanonaraetcs NCnosib3oBaTtb 3N1IEKTPOHHYIO NMOAMANCH.

BHumaHue! Mpwu yTepe knroya Bbl He CMOXETe BOCCTaHOBUTb AaHHbIe
M3 pe3epBHON KOMUU, ecnu OHa Obina npeobpasoBaHa C MOMOLLbIO
3aLLMTHbIX anropuTMOB.

BaxHo! Knioumn pekoMmeHaoyeTCcs nocne co3pnaHusa ckKkonupoBatb Ha
BHELUHUN HOCUTENb, a TaKXe pacneydyartaTtb 6yma)|(|-|y|o Kornuwo 1 y6paTb 3TN
KOMUN B HapEéXHOe MecCTo.

MacTep-knto4  pekoMeHOyeTcs pacrnedyatatb MNpY  MOMOWW  YTUAUTHI
hexdump, Tak kak oH MOXET coepXaTb HeoTobpaxxaeMble Ha 3KPaHe CUMBOJIbI:

$ hexdump /opt/rubackup/keys/master-key
0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 €183 1528 a343
0000020
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3aluTHOe nNpeobpasoBaHue pe3epBHbIX

KONMun

Mpy HeobxoaMMoCTI, cpasy NOCNe BbINMONHEHUS PE3EPBHOMO KOMMPOBAHUS
apxmBbl MOryT BbiTb Npeobpa3oBaHbl HA XOCTe KAMeHTa. Takum 06pa3oM, BaXHbIe
JaHHble OyayT HemocTynHbl Ons agMmuHuctpatopa RuBackup wnn ppyrux nuu,
KOTOpble MOrnn 6bl NONYYNTb OOCTYN K PE3EPBHOM KOMUM (HANpUMep, Ha BHELIHEM
XpaHUNULLE KapPTPUOXEH NEHTOYHON BMBNMoTeKM UM Ha Mowanke nposanoepa
0bnayHoro XxpaHunuiLa s Balmx Pe3epBHbIX KOMUIA).

3awmtHoe Npeobpa3oBaHme OCYLECTBASIETCS BXxoaswel B coctas RuBackup
ytunutoi rbcrypt. Knioy gna 3awutHoro npeobpa3oBaHus pPe3epBHbIX KOMui
pacrnonaraeTcs Ha xocte knueHTta B doanne /opt/rubackup/keys/master-key.
3awnTHoe NpeobpasoBaHMe AaHHbIX NPV NoMowm rbcrypt BO3MOXHO C OAMHOM
Kntoya 256 61T (no ymonyanuio), a Takxe 128, 512 nnm 1024 6uta B 3aBUCUMOCTN
OT BblIBpaHHOro anroputMa Npeobpas3oBaHums.

Ecnu onsa npasuna rnobanbHOro pacnmcaHns Heobxoammo BbibpaTh 0CoObI
PEXUM 3aALWMUTHOTO NPeodbpal3oBaHNs C OAVMHOM Kfo4a, OTAMYHO OoT 256 6uT, 1 C
KNKOYOM, PacronoXeHHbIM B IPYroM MECTE, TO Bbl MOXETE cienatb 3TO NPY NMOMOLLM
CKpWNTa, BLIMOMHAIOWErOCS MNOCNE  BLINMOMHEHWUS PE3EPBHOMO0  KOMMPOBAHUS
(onpenmenseTcs B npaBune  rnobanbHOr0  pacrnucaHvus  aaMUHUCTPATOPOM
RuBackup). lMpu 3tom Heobxoammo, 4TOObl MMsi Mpeobpa3oBaHHOrO doaina
OCTaNoCb TaKMM Xe, KaKk W paHee, MHaye 3a4aya 3aBeplmtcst C  OLWMOKON.
Mposectn obpatHoe nNpeobpal3oBaHMe Takoro dpaina nocne BOCCTAHOBNEHUS €ro
13 apxmBa cnegyeT BPy4yHyo npu nomowwm ytunmtel rbcrypt. Mpu takom pexnme
paboTbl HET HEOOXOOMMOCTU yKasblBaTb anropuTM MpPeobpal3oBaHWs B MnpaBune
PE3EPBHOrO KOMMPOBAHUS, MHavye apxue Oynetr nOBTOPHO npeobpasoBaH C
1CMOMb30BaHNEM MacTep-Ktoya.

Ons BbINONMHEHNS 3awWMWTHOrO npeobpas3oBaHNs OOCTYMHbl  anropuTMbl,
npencTaBneHHble B Tabnuue 1.

Tabnuua 1 — ANroputMbl 3alMTHOTO NPeobpa3oBaHus, AOCTYMHbIE B YTUIMTE
rocrypt.

Anroputm ,D,nvmg Kitota, MpumeyaHune
uT
Anubis 128, 256
Aria 128, 256

10
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AdnuHa knroua,

Anroputm 6uT MpumeyaHue
CAST6 128, 256
Camellia 128, 256
YKpaunHCcKuin HaumoHanbHbln ctaHoapTt ACTY
Kalyna 128, 256, 512 76242014
. Poccuiicknii HaumoHanbHbIi ctaHgapt FOCT
Kuznyechik 256 P 34.12.2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Kutaickmin HaumoHanbHbl cTaHaapT ans
SM4 128 6ecnpoBOaHbIX CeTel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256

11
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https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
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JlokanbHble IMCTbl OrPpaHN4YEeHUN

Mpwn pabote momynsa rb_module_freeipa nokanbHble CINCKK OrpaHnyeHuiA
He NPUMEHSAIOTCA.

12
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MeHepXxep agMmuHuctTpatopa RuBackup

(RBM)

OkoHHOe npunoxeHne «MeHeoxep agmuHuctpatopa RuBackup» (RBM)
npefHasHavyeHo Aans obwero aaMUHUCTPUPOBAHMS CEPBEPHON  rPYNMMPOBKY
RuBackup, ynpaBneHWs KnMeHTamMu pe3epBHOIO KOMMPOBaHUS, rnobanbHbIM
pacnucaHnem pe3epBHOro KONMpoBaHUa 1 XpaHunuiLamMm pe3epBHbIX KOMWA.

RBM MoxeT ObiTb 3anyleHO aOMWHUCTPATOPOM Ha OCHOBHOM CepBepe
pesepBHOro konnposaHus RuBackup.

Lns 3anycka RBM cnenyet BbINOMHNTL KOMaHAY:

# ssh -X user@rubackup_server
# /opt/rubackup/bin/rbmé&

lNonb3oBarens, 3anyckaownin RBM, nonxeH BxoauTb B rpynny rubackup.

Ha Bknapke OOGBEKTbl B NIEBOW 4acTU MPEnCTaBNEH CrMCOK K/IMEHTOB
CUCTEMbI PE3EPBHOr0 KOMMPOBaHWS, B KOTOPOM yKasaHo UMS, yHukanbHblin HWID u
onucaHve. KnueHTbl, KOTOpble B AaHHbli MOMEHT HaxogsTcs B online, OyaoyT
OTMeuYeHbl 3eneHbIM LseToM. KnneHTbl B cocTosHum offline — kpacHbiM (pyucyHok 1).

13
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"'l
Ru a @
3apauun Mpaewna Mpaewna cTpaTerum Penozutopwii YnanéHHaa pennvkaumna MnaH BOCCTaHOBNEHUA

- T
; .

2 O6bekTh

Crpaterum ID  Wma rnoBansHoro pacnucaHna Ctatyc ID kaveHTa Wma knveHTa HWID Wma nynd

rbfd-stress-media02
[El FnobansHoe pacnucaHwe rbfd-stress-pgclient
B YnanéHHas penavkaums [@ rbfd-stress-primary Jdil

[d rbfd-stress-secondary

[2) Peno3uTopui
O4epenb 3anay

&= Cepeepbl RuBackup
[s] XKy pHanbi

& AAMWHNCTPUpOBaHWe

A  rubackup@rbfd-stress-primary

B  1HeasTOpH30BAHHLIX KNMEHTOB

PucyHok 1

Ina pe3epBHOro KOMMPOBAHUS HA XOCTE LOMXEH OblTb YCTAHOBNEH KNEHT
RuBackup 1 cootBeTcTBylOWMA  Modynb, obecnevvBalOWwmii  pe3epBHOe
KonupoBaHue. KnmeHT monxeH ObiTb aBTOpM30BaH aaMuHucTpaTopom RuBackup
(cMm. pasgen «KnuneHTtbl» MeHeoxepa agMuHucTpartopa RuBackup).

Ecnu knnent RuBackup yctaHoBneH, HO He aBTOPU30BaH, B HUXHEN YacTu
okHa RBM nosiBuTcst coobuieHne o TOM, YTO HaaeHbl HEaBTOPU30BaHHbIE KINEHTDI.
Bce HoBble KMEHTbI [LOMKHbI ObiTb @BTOPM30BaHbI B CUCTEME PEIEPBHOMO
kornmposaHus RuBackup.

Ona aBTopu3aumm HeaBTOpU30BaHHOro knueHta B RBM  BbinonHuTe
cnenyowne oencTens:

1. HaxMute Ha Bknagky «AOMUHUCTPUpPOBaHME» U BblbepuUTe  MKOHKY
«KnueHTbl» (PUCYHOK 2).

14
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& O6rekTsi

@&l CrpaTterun

[El rnobansHoe pacnucaHue
YnanéHHas pennvkauua
(&) Penosutopui

E] O4epenb 3ana4

5 Cepeepbl RuBackup

[ XKypHane!

& ABMUHUCTPUPOBaAHUE

B  rubackup@rbfd-stress-primary

B 1 HeasTopusoBaHHbIX KNMeHTOB

& 'RuBackup

Monb3oBaTenun

8 MNone3osaTtenn

Cynepsaiizepbl

Q@

pynnel
noJib3oBaTenei

ConposoxgatoLne
e

ALMUHUCTPATOPSI

O6BeKThI

KnvenTsl

Ipynnbl KNMEHTOB

i o

Mepnacepsepsb!

XpaHunnuwa

MNynbl

@

@ Ipynnel nyaos

PucyHok 2

2. Ha BepxHeln naHenu nepengnte Ha Bknaaky «HeaBTOpu3oBaHHbIe KTUEHTbI»

(pUCyHoOK 3).
¢ Ru

& O6wextul

@ Crparerun

B Mo6ansHoe pacnucarie
[@ YaanénHas pennukauus
(2 PenozuTopuii

E] Ouepear 3apau

£ Cepsepsi RuBackup

[= XypHane!

& AAMUHUCTPUpOBaHe

3. BblbepuTte HyXHOro

(pucyHok 4).

rb-clientol 2 3

RuBackup manager (Ha rb-primary) x
B
HeaBTOpU30BaHHbE KIMEHT!
& AeTopusosate @ Yaanuts B
D Wma Tun OC  OC auctpubeioTop MAC IPv4 1Pv6 HWID Bepcus

10.177.32.108 afBff269c771bd33  2023.02.2110:35

PucyHok 3
HeaBTOPM30BaHHOIO KMEHTa MU Haxmute ABTOpM3OBaTb

15
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RuBackup manager (a rb-primary)

Bonpoc

ABTOPU30BaTb BbIGPaHHBIX KINEHTOB?

PucyHok 4

Mocne aBTOpM3auUUM HOBbI KNMeHT OyneT BMaoeH B rnaBHoM okHe RBM
(pucyHoK 5):

& Ru & @

3apaun Mpasuna cTpaTeruu  PenosuTopwit  YaanéHHas pennvkauus  MnaH BOCCTAHOBNEHUS

rbfd-stress-fsclient 5]
=

& Ob6bekTbl

(] CtpaTeruu

Wmanyna  EmkocTs

>

jdl rbfd-stress-media0l ID  Wms rnobanbHoro pacnucanna Cratyc ID kaveHTa WmMs knveHTa
[} rbfd-stress-media02

[} rbfd-stress-pgclient

YanéHHan pennukaums [ rbfd-stress-primary gl
[ rbfd-stress-secondary

El FnobanbHoe pacnucaHue

[2) Penozutopuit
E] O4epeab 3amay
=2 Cepsepbl RuBackup

[ Ky pHans!

& ADMUHMCTPUpPOBaHUe

PucyHok 5

Mpn nomowwn meHenxepa aamuHucTpatopa RuBackup mMoxHO cospatb B
rnobanbHOM pacnucaHnM OOHO WM HECKONbKO MpaBui PEe3ePBHOr0 KOMMPOBaHMS
naHHbIx FreelPA.

Lnsi 3T0ro HeO6X0AMMO BbINONHUTL CNeayowmne AenCTBrs:

1. Haxonsce B pasnene «O6bekTbl», BoibepuTte Bknaaky «MpaBuna» n Haxmute
Ha WUKOHKY «+» (PUCYHOK 6).
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¢ Ru 8 @

3apaumn MNpaewna Mpasuna cTpaternm PenosnTopuin YpanénHas pennukauma MnaH BOCCTaHOBNEHWUA

[X rbid-stress-fsclient 2
il 1fd stress mediag] ID  Wma rnobaneHoro pacnucaHna CraTyc D kaneHTa Mms kaveHTa Wmsinyna  EmkocTe
[l rbfd-stress-media02

[ rbfd-stress-pgclient

| YaanéHHas penaukauus [ rbfd-stress-primary il
[ rbfd-stress-secondary

) O6bekTh

[l CtpaTterum

[El MnobanbHoe pacnucaHue

[5) Peno3utopwnin

) Oyepenb 3apa4

= Cepeeptl RuBackup
[ XKypHansi

& ALMUHUCTpUpOBaHUE

B  rubackup@rbfd

& 1 HeasTopusos

PucyHok 6
2. Boibepute tvin pecypca «Free IPA» (pucyHok 7):

" Ru a8 @

[No6aBuTk rnobankHoe pacnicaHue + MpuMeHuTs

£ O6bekThi
E‘Ipasuna rnobansHoro pacnucaHna
B CrpaTterun

E] rno6ansHoe pacnucaHme NapameTpui npasuna

@ YnanéuHas pennukaus HazeaHwe npaesuna Free IPA * ]
_ Knuent rbfd-stress-fsclient (alcb3af348100633) .

[5) Peno3uTopuii

Twun pecypca Free IPA b4 -
[F) Ouepenb 3a0a4

&
B Ce
Cepeepbl RuBackup Tun PK full ”
[ XKypHanst

[ononHuTensHele NapaMeTpsl Npaeuna

& ALMWHUCTPUpPOBaHUe

EMKOCTb XpaHunmwa Inf ré

EMKOCTb XpaHWnuMwwa KnneHTa Inf re

MNpuoputet 100

3awmnTHoe npeobpazoBaHue nocrypt

CKpVMNT NPW HOPMankHOM BbINONAHEHWMW

ae -
[o]

CKPMI’\T Npy BeINOAHEHWK C owunbkammn

A rubackup@rbfd-stress-primary [Lo6aeuTe npaswno B wabnoH ‘

f 1 HeasTopusoBaHHEIX KnMeHTOB

PucyHok 7
3. Bblbpatb pecypc, anst Kotoporo 6yaeT BbiMONHATLCS NPaBUNO:

4.YcTaHOBUTE HACTPOWKM MpaBunia: HaseaHWe npaswuna, Nyn XpaHeHWs OaHHbIX,
MakcuMasbHbli 06bEM Ons pesepBHbIX Konuii npasuna (B 'B), TN pe3epBHOro
KOMUPOBaHUS, pacnucaHue pe3epBHOro KOMMPOBaHUS, CPOK XPaHEHUs U
Heobsa3aTeNbHbIA  BPEMEHHOA MPOMEXYTOK MPOBEPKM  PE3EPBHOA KoMK
(pucyHok 8).
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rs
Ru & @
= Lo6asuTs r/106ansHoe pacnncanie ~ NpumenuTs
J O6bexTsl
Mpasuna rnof 6anLHOro pacnucanms
B Crparerun
e T e Napamerpsi npaswna LloNO/HATENsHbIE NapaMETps Mpasuna
: H Free IPA 3 Inf re
Knuent rbfd-stress-fsclient (alcb3af348100633) v EMKoCTb XparmAMLa KHeHTa Inf r6
[ Penozutopuit
Tun pecypca Free IPA v B nevopurer 100 +
Ouepenb 3aaa4
Pecypc B ouvmoe npeospasosanne nocrypt v
Cepsepbl RuBacku|
BCepeep P Tun PK full v CKPUNT MPY HOPMANLHOM BHINOAHEHM -
(1 KypHans! CKPUAT MPU BLINOAHEHUM C OWMGKaMY &=
& ARMUHUCTPUPOBaHNE
WabnoH Fo6ansHoro pacnucaria
HacTpoitku Pacnucanne
BKAIOUNTS NoCAe Co3naHmn [ @) BLIGPaHO: KpOH-BbIpaxkeHme 0 0 1% *
Myn dedup-4T v Neprioanseckuis sanyck
22.05.202313:41 (@) MuryTa [ @) 0 + |o
5 | 22.05.2024 13:41 ) Yac [ @) o +
Rexb mecsua & ! +
Mecsauy
Rens wenenu
5.HaxaB Ha WKOHKY «..» PSOOM C BblOpaHHbIM TUNoM pecypca «Free IPA»
)

yCTaHOBUTE OOMNONHUTENbHbIE HaCTpOVIKM npasuna pe3epBHOro KOnMpoBaHUA.

YcraHoBka 3HauveHus true gona Hactpoikm online_backup pobasnset B
KoMaHmy napametp --online, KOTOpbIi MO3BONSET BbINOMHUTL PE3EPBHOE
KOMMpOBaHWE B peXnMe OHNaliH, 6e3 octaHoBky cnyx6 FreelPA.

YcraHoBka 3HayeHus true ons Hactpoiikm only _data_backup nobaensert B
KomaHoy napameTp --data, KOTOpbIA MO3BONSIET BbIMNOMHUTL  PE3EepPBHOE
KOMMpoBaHue TOMbKo AaHHbIx FreelPA.

BknoueHne Hactpoiikm online_backup astomatnyecku noppasymesaeTt
ncnonb3oBaHne napametpa only data backup, u npu cpabatbiBaHun npasuna
OyLeT Npon3BeaeHO PE3EPBHOE KOMUPOBAHME TONbKO AAHHBIX B PEXUME OHNAH.

6. [lns npaBmna pe3epBHOro KONMMPOBAHWS TakXXe MOXHO HAaCTPOUTb YBELOMIEHUS
NPV HOPMaNbHOM €ro BbIMOMHEHWN AW NPU BO3HUKHOBEHWM OWKOKM B NpoLiecce
BbINONHEHUS,, YBEOOMNIEHNS MPW OKOHYaHWM Cpoka MOEenCcTBUS Mpasuna,
YBELOOM/IEHUS! MPU OKOHYaHWN EMKOCTV B Myne, YBEOOM/EHUS NMpu yaaneHum
YCTapPEBLNX PE3EPBHBIX KOMUIA, BO3MOXHOCTb U NEPUOANYHOCTb NepeMeLLEeHNs
PEe3epBHbIX KOMWiA B APYrol Nyn AaHHbIX (PUCYHOK 9):
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'
Ru & @
= [lo6asuTh r/106ankHoe pacnncaie + NpumenuTs
J O6bexTsl
Mpasuna rnof 6anLHOro pacnucanms
B Crparerun
B PG e batamaine NapameTpsi npaguna LloroNHATE NibHEIE NapaMETpsI Mpasuia
g H Free IPA ]I & Inf r6
B Ynanéhmas pennukauus P ree MKOCTS XpaHuMLLa n
Knment rbfd-stress-fsclient (alcb3af348100633) v EMKOCTS xpaHimLLa KnmeHTa Inf r6
[ Penozutopuit
Tun pecypca Free IPA v - Npuopurer 100 +
Ouepenb 3aaa4
pecyrc [ — oot .
Cepsepbl RuBacku|
£5 Cepaep P Tun PK full v CKPUNT MPY HOPMANLHOM BHINOAHEHM -
@Xyprans O O
& ARMUHUCTPUPOBaHNE
HoGaswrs npasnso s wabnon ]
LWaGrioH rno6ankHoro pacnvcatis
HacTpoitku Pacnucaxne
BKAIOUNTS NoCAe Co3naHmn [ @) BLIGPaHO: KpOH-BbIpaxkeHme 0 0 1% *
nyn dedup-4T v Neproausieckuit sanyck
22.05.202313:41 (@) MuryTa [ @) 0 + | @
5 | 22.05.2024 13:41 ) Yac [ @) o +
Rexb mecsua & ! +
Mecsauy
ReHb Hepenn

7. Haxmnte Ha kHonky «MpuMeHUTb» B NpaBOM-BEPXHEM Yriy O/si 3aBEpLIEHNS
HaCTPOWKM 1 CO3aHMsl NpaBuna.

BHoBb co3aaHHoe npaeuno bynet obnagatb CTaTycoM «wait», 9T0 03Ha4aeT
4TO OHO He ByneT nopoxaaTb 3a4ay Ha BbIMONHEHNE PE3EPBHOMO KOMMPOBAHWUS [0
TOM nopsbl, Noka agmmHuctpatop RuBackup He 3anycTuT ero u oHO U3MEHWUT CBOW
ctatyc Ha «run». [lpun HeobxogmMocTn paboTy npaBuna MOXHO Oynert
MPUOCTAHOBUTL WM 3anyCTUTb B OO0 MOMEHT BPEMEHU MO XENAHMIO
agMUHMCTpaTopa. Tak Xe aOMMHUCTPATOP MOXET MHUUMMPOBATb HEMEeO/IEHHOe
co3haHve 3aJaym Npum cTatyce npasmna «wait».

Mpasuno rnobanbHOro pacnucaHs MMEET CPOK XU3HWU, ONpenensieMblii Npu
ero cosfaHuu, a Tak Xe npegycmatpvsaeT cneayiolme BO3MOXHOCTH:

1) BoinOnHUTE  CKPUNT  Ha  KMEHTE MNepen  HayanoM  pPe3epBHOro
KOMMPOBaHWSI.

2) BbINnOnHWTL CKPUNT Ha KIMEHTE NMOCME YCMNEWHOro OKOHYaHUS Pe3epPBHOro
KOMMPOBaHMS.

3) BbinonHUTE  CKPUNT Ha KAMEHTE MOCNEe HEeydayHoro 3aBeplieHus
PEe3epPBHOIr0 KOMMPOBAHUS.

4) BbINonHWTL 3aWmMTHOE Npeobpa3oBaHne PE3EPBHON KON Ha KITMEHTE.
5) lNeproanyeckn BbINONHATL MPOBEPKY LENOCTHOCTN PE3EPBHOM KOMUN.

6) XpaHnTb pe3epBHble KONUN ONPEOENEHHBIN CPOK, a MOCNE ero OKOHYaHUs
yoansitb UX U3 XpaHWMLWa Pe3epBHbIX KOMWiA 1 U3 3anucelit penosutopus, nmbo
MPOCTO YBEOOMNSATb MONb30BaTENE CUCTEMbl PE3EPBHOrO KOMMPOBaHMS 06
OKOHYaHMKN CpoKa XpaHeHUs.

7) Yepe3 onpenenéHHbli CPOK MOCME CO34aHUS PE3EpPBHOM  KOMUK
aBTOMatM4yecKn nepeMecTutb €€ Ha [Opyrov Nyn XpaHeHusi Pe3epBHbIX KOMWNA,
HanpUMep Ha KapTpUAX NEHTOYHOR BMONMOTEKN.
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8) YBeoomnatb nonb3oBartenen CUCTEMbl PE3EPBHOINO0  KOMUPOBAHWUS O
pesynbTatax BbINMOMHEHMSI TEX WM WHbIX OMepauuii, CBSI3aHHbIX C MPaBUIOM
rnobanbHOro pacnmcaHmsl.

9) YcTaHOBUTL ~ OOMONHWUTENbHbIE  MApPaMeTpbl  npasBwna  Pe3epBHOMO
konuposaHus (Hactpoikn only data backup wu online_backup ana pecypca
FreelPA)

MNpu cospaHun 3apayn RuBackup oHa nossnsetcsa B rnasHOM o4epenm
3apad. OTcnexmsaTb UCMOMHEHVE NPaBMA MOXET Kak adMUHUCTPATOP, C NMOMOLLbIO
RBM, Tak knneHT npu nomowm RBC.

Mocne ycnewHoro 3aBepLleHns pe3epBHOro KONMpoBaHMS pe3epBHas Konms
OyneT pas3MelleHa B XpaHUMLLe Pe3epBHbIX KOMuiA, a MHdopMaums o Held bynet
pa3mMelleHa B penosutopun RuBackup.
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Hactponku npasun rnob6anbHoro

pacnucaHusa RuBackup

Llnsi BbINONHEHNS pe3epPBHOro KonupoeaHust pecypcos FreelPA Heobxoammo
npu nomowmn MeHeoxepa aamuHuctpatopa RuBackup cosparb npasuno B
rnobanbHOM pacnucaHum, B KOTOPOM ykasaTb COOTBETCTBYHOWMIA TUN pecypca. MNpu
co3faHun npaevna B rnobanbHOM pacnucaHun agmmHuctpatop RuBackup 6ynet
BUIETb CMNCOK BCcex pecypcoB FreelPA Ha knneHTe n MOXET BblbpaTb TpebyeMbiii
(ons atoro HeobxoauMo, 4TOObl Ha KNIMeHTe paboTtan KAMEHTCKWA (OOHOBBLIV
npouecc).

Mpy cospaHun npasuna pPe3epBHOrO KOMMPOBAaHWS MOXHO OMpPenenvTb
cnegylowme napameTpbl:

— TN pesepsHoro konuposaHus (full);

— paspeleHHbli  MakCMManbHbli OObEM [ONSi BCEX PE3EPBHbIX KOMUIA
npasuna,;

— HeobX0aMMOCTb 3aWMTHOrO NPeobpas3oBaHUS PE3EPBHON KOMUM TEM WK
MHbIM anroputMoM. [NpeobpasoBaHune ByaeT BbINONHATLCA HA CTOPOHE KNNEHTA;

— BKJ/IOYEHVE 1 MEPUOA aBTOMATMYECKON NPOBEPKM PE3EPBHON KOMUK;
— CPOK XpaHeHUs pe3epBHbIX KOMWii CO34aBaeMoro Npasuna;
— Myn XpaHeHusi, B KOTOPOM ByayT pasMeLLeHbl Pe3epPBHbIE KOMUK;

— HeobXOOMMOCTb aBTOMATUYECKOrO YOANEHUS PE3EPBHON KOMWUW, CPOK
XpaHeHns KOTOPO UCTEK;

— nepemMelleHne pes3epBHOM KOonuuM B APYron nyn, nNpyv  OOCTUXEHUN
ornpenenéHHoro cpoka ¢ MOMeHTa e€ co3faHus;

— BO3MOXHOCTb OJ14 KNeHTa yoansatb pe3epBHbIe KON N3 peno3nTopns;

— HacTpoikn cuctembl YyeemomneHnss RuBackup nns cospmasaemoro
npasuna;

YBELOMNEHNSt MOrYT MPOUCXOANTb B CNELYIOWMX CyYasX:
— HOpMasibHOEe UCMOMHEHME MpoLieaypbl PE3EPBHOr0O KONMMPOBAHUS;
— WCMOMHEHWE NPoLEeaypbl PE3EPBHOrO KOMMPOBAHUS C OWMOKaMu;

— MpoBepKa pe3epBHON Konuu,
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— OKOH4YaHune nepunona OencTems co3naBaemoro npasuna;

— OKOHYaHMe BbloeneHHoro obbEéma [Ons XPaHEeHUs PE3EPBHbIX KOMUI
npaBuna;

— OKOHYaHWe cpoka XpaHeHUs pe3epBHO KON,

— [OMNONHWTENbHbIE HACTPOVKW npasuna [Ons BbINOMHEHUS PEe3epBHOro
KonuposaHus pecypcos FreelPA.
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MeHenxep knueHta RuBackup (RBC)

MpyHUMN  B3aUMOLEWCTBUSA  KIMEHTCKOrO  MeHeoxepa C  CUCTEMOW
PEe3epPBHOro KOMMPOBAHNS COCTOUT B TOM, YTO MOMb30BaTENb MOXET CCPOpMMPOBaTL
TY WX NHYIO KOMaHay (Xenaemoe OeVCTBME) U OTNPaBUTb Ero CEPBEPY PEIEPBHOIO
konuposaHusa RuBackup. B3anmonencTemne nonb3oBartens ¢ CEPBEPOM Pe3epBHOIro
KONMPOBaHUSA MNPOU3BOAMTCS 4Yepes3 KmeHTa (CPOHOBbIA MPOLECC) pe3epBHOro
KONMpoBaHUs. KNWEHTCKMIA MeHenXep OTnpaBnseTr KomaHgy nonb3oBaTens
KNWEHTY, KNWeHT oTtnpasnsetr eé cepsepy. B Tom cnydae, ecnu pewncreve
nonyctmo, To cepBep RuBackup otoact obpaTHyto KoMaHmy KAMEHTY W/Wnum
nepeHanpaBuT eé Menmacepsepy RuBackup ons nanbHeiwei obpabotku. 310
03Ha4aeT, YTO K/IMEHTCKNIA MeHenXep 0OblHHO HE OXMIOAET 3aBEPLIEHMS TOr0 UK
MHOrO OENCTBMSA, HO OXMOaeT OTBeTa OT KAMEHTa, 4TO 3adaHue NPUHATO. ITO
NO3BONSET MHULMMPOBATL NapannefibHble 3anpochl KMNEHTA K CepBEPY PE3EPBHOIO
KONMpoBaHUsl, HO TpebyeT OT MONb30BaTeNst CaMOCTOSITENbHO KOHTPONMPOBATb
4yToObl He ObIN0 «BCTPEYHbIX» OMnepauui, koraa MNPOUCXOOMT BOCCTaHOB/IEHME
JaHHbIX, 1 B 3TOT XE& MOMEHT 3TV Xe OaHHble TpebyloTca Ons co3haHusi HOBOM
pe3epBHOM Konuu. locne Toro, Kak Bbl OTAANN Ty WM UHYIO KOMaHZy npy NOMOLLM
KNIMEHTCKOro MeHeXepa, Bbl MOXETE MPOCTO 3aKPbiTb MPUNOXEHNE, BCE OENCTBUS
6ynyT BbINOSHEHBI CUCTEMOI PE3EPBHOIO KOMMPOBAHMS (0QHAKO CTOMT A0XOATbCS
COOBLEHNS YTO 3adaHNe MPUHSATO K UCMONHEHWMIO U MPOKOHTPONMPOBATb 3TO BO
BKNagke «3anaym»).

padouyeckuin - UHTEPPENC  KIMEHTCKOrO  MeHenxepa noanepXxusaet
PYCCKWUIA N aHIINACKNIA A3bIKW.

Insa 3anycka RBC cnepnyet BbINOMHUTL KOMaHy:

# ssh -X user@freeipa_host
# /opt/rubackup/bin/rbc&

MNMonb3oBatens, 3anyckarowmin RBC, nonxeH Bxoauts B rpynny rubackup.

MNpw NepBoM 3anycke KIMEHTCKOro MeHeaxXepa Heobxoamnmo 3aaaTb Naponb,
MpyY NMOMOLWM KOTOPOro BMOCNEACTBMU MOXHO OyAeT 3anpocuTb BOCCTAHOBIEHWE
pesepsHOM konuun. Bes BBoga Napons nony4nTb Pe3epBHYIO KOMUIO AN KMeHTa 13
XpaHunmiwa HeBO3MOXHO. X3l Napons BOCCTAHOBNEHNS XpaHUTCS B 6a3e AaHHbIX
RuBackup cepsepa. Npn HE0OXOAUMOCTM MOXHO WU3MEHWUTb NMapoNb NPV MOMOLLM
KnmeHTckoro meHenxepa (MeHio «KoHdourypauusa» — «MA3MeHUTb Napornb»).

Ha rnaBHOM CTpaHuMUEe  K/IMEHTCKOrO  MeHeoXepa  pacrofioXeHsbl
nepeknioyatoWmMecs BKNaakyM, MNO3BOMSIOWME YMPaBNsSTb PE3EPBHLIMY  KOMUSIMU,
pacrnucaHVeM pPe3epBHOr0 KOMMPOBAHWS W MpocMaTpvBaTb TeKyllme 3adaduu
KNMeHTa.
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Bknapka «Pe3epBHble konuun»

B tabnuue Bknagkun «Pe3epBHble KOnMu» COOEPXMTCS MHApopmaums 060
BCEX PEe3epBHbIX KOMUAX KNEHTa, KOTopble XpaHAaTcs B penosuTtopun RuBackup
(pucyHok 10). OdudpdpepeHumanbHble pe3epBHble KOMUWU CCbINATCA Ha MNOMHble
pe3epBHble KOMUWN, NHKPEMEHTalIbHble Pe3epPBHbIE KOMUW CCbINAKTCS Ha MOJHbIE
pe3epBHble KOMUW WM Npedblaylwe WHKPEMEHTalNbHble, TakK YTO Mpu
HEOOX0AMMOCTN BOCCTAHOBUTb AAHHbIE MOXHO OLHON KOMaHOON WHULMUPOBATb
BOCCTaHOB/EHME BCE LIeNOYKN Pe3epBHbIX KOMUIA.

*r RuBackup meHegpkep knuenTa - 0O x

Kondurypauwa Bug Jeifctens  MHdopmauma

Pe3epeHble Konvi | TnoBanbHoe pacnvcaHve  3agayn  JlokankbHoe pacnvcaHive  OrpaHnyeHins
Id = TaskID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size Created Creation duration
11 1 Free IPA FreelPA 464 full Default | 2478080 179 2020-11-11 18:47:32+03 | 00:00:07.18
22 2 FreeIPA FreelPA 464 full Default | 2478080 179 2020-11-11 18:49:00+03 | 00:00:06.72
33 18 Free IPA FreelPA 464 full Default | 6451200 179 2020-11-16 16:26:53+03 | 00:00:36.07

44 20 FreeIPA FreelPA46.4  full Default | 6471680 179 2020-11-16 16:30:27+03 | 00:00:35.43

PucyHok 10

Bo Bknapke «PesepBHble konuu» nonb3oBaTento OOCTYMHbl Ccrnenyowme
OencTBus:

Ynanutb BbIOpaHHYIO pe3epBHYIO KOMMUIO.

9710 [peiictBMEe BO3MOXHO B TOM Cny4ae, ecnu B npaewne rnobanbHoro
pacnucaHusi ecTb  COOTBETCTBylOWEee paspelweHne. Kpome Toro, npu
HEoOX0OMMOCTU BbINOMHWUTL yHaneHne pPe3epBHOM Konun notpebyetcs Bectu
naposb KMeHTa.

BoccTtaHOBUTBH LLEeMOYKY pe3epBHbIX KOMUMA.

970 peiicTBME 3aryckaeT MPOLECC BOCCTAHOBMEHUS! LIEMOYKM PE3ePBHbIX
KOMUiA Ha CUCTEME KMEHTA.

KnueHTCKuin MeHepoXep He OXuOaeT OKOHYaHUS BOCCTaHOBNEHUS BCEX
pe3epBHbIX KOMWI, Mnonb3oBartenb [HOOMXKEH MPOKOHTPONMpOoBarb BO BKNagke
«3adayv» 4YTO BCE CO34aHHble 334a4M Ha BOCCTAHOBMEHME OaHHbIX 3aBEPLUNINCH
ycrnewHo (ctatyc 3agady «Done»). Ing ycnewHoro BbINOMHEHUS 3TOro AerCTBUA
TpebyeTcs  HanMumMe  OOCTAaTOMHOrO  CBOOOOHOrO  Mecta B Karanore,
npenHasHa4YeHHOM A7 CO3[aHUS U BPEMEHHOMO XPaHEHWs pPe3epBHbIX KOMuii
(cm.onumio use-local-backup-directory).

MpoBeputb pe3epBHYIO KONUIO.

OT0 OencTBME MHULMMPYET co3haHune 3a0a4un NPOBEPKU PE3ePBHOA KOMUMU.
Ecnn pesepBHas konus Obina noanucaHa UMGOPOBOM noanucbto, To Oynet
NPOBEPEH pa3mep painos pe3epBHOM KON 1 cama pe3epBHas Konus.

24



& 'RuBackup

Bknapka «'nobanbHoe pacnucaHume»

B tabnuue Bknagkn «nobanbHoe pacnmcaHue» CoOepXUTCS UHGOPMaLUS
0060 Bcex npaewnax B rnobanbHoMm pacnucaHum RuBackup ons atoro knveHTta
(pucyHok 11).

RuBackup MeHeaXep KIHEHTa _ X
Kondwmrypauws Bug [Jeacteus  WHdopmauus

Pe3epeHbie konuu | [NofanswHoe pacnicakme | 3apaun | /loKansHOE pacnucaHne | OrpaHuueHns

Storage

Day of
capacity, GB

month

Day of Validity Validity Resource

Id Rule name week start period end period type

Min Hour Month Resol
1(41 1st 10 = = = = = 2019-11-05 15:23:00+03 2020-11-05 15:23:00+03 File system fheme/andr]
2[42 2nd 10 * * * * N 2019-11-09 19:57:00+03  2020-11-09 19:57:00+03 File system fhome/andr|

343 diff 10 o] o 1 January  Monday 2019-11-12 15:29:00+03 2020-11-12 15:29:00+03 File system Jhome/andr]

PucyHok 11

Bo Bknagke «[nobanbHoe pacnvcaHve» MNoMb30BaTento  AOCTYMHbI
cnenyowune 0encTBuns:

3anpocutb HOBOE NpasuIo.

310 JJ,eVICTBVIe Bbl3blBAET OManor noarotoBkn HOBOro npaswia B rnobanbHoOM
pacnucaHum RuBackup onsi gaHHoro knuenta. 3anpoc Ha nobaeneHvie npasuna
TpebyeT opobpeHust aoMmmHuctpaTtopa RuBackup, onobpeHre MoxXeT bbiTb caenaHo
B OKOHHOM MeHexepe agMmuHucTpartopa RuBackup.

3anpocuTb yaanuTb NPaBuio U3 rnobanbHOro pacnmcaHus.

910 penictBue CQOpMMpyeT 3anpoc K aamuHuctpatopy RuBackup 06
yoaneHun BbIOPaHHOro Mofb30BaTeNeM MpaBuna M3 rnobanbHOro pacnmcaHus
RuBackup. 3anpoc Ha ynaneHue npaeuna TpebyeT onobpeHnst agMmMHUCTpaTopa
RuBackup, opobpeHne wMoxeT ObiTb COENaHO B OKOHHOM  MeHedxepe
agmuHucTparopa RuBackup.

Bknapka «3apauun»

B tabnuue Bknankm «3apayn» cogepXutcsa nHdopmaums obo Bcex 3agadax
B rnaBHOM o4yepenmn 3anaHuii RuBackup ons atoro knveHTa (pucyHok 12).

B 3aBucmmocTn oT HacTpoek pesepsHOro cepsepa RuBackup BbINOMHEHHbIE
3ajayn 1 3amayv, 3aBepLMBLLMECS HEyOaYHO, Yepe3 Kakoe-TO BPeMs MOryT ObiTb
aBTOMaTU4YeCKW yaaneHbl U3 rnaBHoM odepeamn 3anad. ViHgopmaums o BbinonHEHUN
3afaHnn oukcupyeTcs B crieumanbHOM XypHane 3agad cepsepa RuBackup, npu
HeobXxoOMMOoCTK cTaTyc noboii 3adayn, gaxe yaoanéHHoW M3 odepenn, MOXHO
yTO4HUTL Yy agmuHuctpaTopa RuBackup. Tak e wuHopmaumsi 0 BbINONHEHUN
3agay K/vMeHTa 3aHOCUTCS B JIOKaNbHbIA XypHalbHbIA hanin Ha knveHte. B
KIMEHTCKOM MEeHeIXepe MOXHO OTKPbITb OKHO OTCNEXMBaHUS XYPHaNbHOro
daiina (MeHo «MHdbopMaumnsa» — «XKypHanbHbI cpann»).
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*s°  RuBackup MeHegKep KNMeHTa

KoHudurypauma Bwa  Jefictensa  MHbopmauma

Pe3epBHele KON TNobankHoe pacnucaHve 3agaun JNokansHoe pacnvcadne  OrpaHuyeHns

Id Type Resource type Resource Backup type Rule ID Strategy ID Repository ID Pool Status Created
1 18 Backup global |Free IPA FreelPA4.6.4  full 2 3 Default |Done 2020-11-16 16:26:16+03
2 20 Backup global |Free IPA FreelPA4.6.4  full 2 4 Default |Done 2020-11-16 16:29:50+03

322 Restore Free IPA FreelPA 4,64 |full 4 Default |Done 2020-11-16 16:56:02+03

PucyHok 12
Bknapka «JlokanbHoe pacnucaHue»

Bo Bknagke «JlokanbHoe pacnucaHve» MOXHO Onpenenutb npasuna,
3aaBaeMble K/IMEHTOM A7 TeX WU WHbIX NOKaNbHbIX pecypcos. [ns paboTbl
NOKaNbHOr0  pacnuMcaHusi 3Ta  BO3MOXHOCTb  OO/MKHA  OblTb  BK/OYEHA
agMmuHuctpartopom RuBackup ons knueHra.

Bknapgka «OrpaHuyeHus»

Bo Bknagke «OrpaHnyeHunsi» MoryT ObiTb onpeneneHbl nokasnbHble Pecypchl,
PE3EpPBHOE KOMUPOBAHME KOTOPbIX HexenatenbHo. [ns paboTbl NOKanbHbIX
OrpPaHUYeHUn 3Ta BO3MOXHOCTb OOMXKHA OblTb BK/KOYEHA AOMUHUCTPATOPOM
RuBackup ons knuenra.
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YTUNuTbl KOMaHOHOM CTPOKMU KJIMEeHTa

RuBackup

na ynpaeneHns RuBackup cO CTOpPOHbI KnveHTa, MOMUMO KIMEHTCKOro
OKOHHOro MeHexepa, MOXHO BOCMO/b30BaTbCH YTUIMTAMU KOMaHOHOW CTPOKMU:

rb_archive

YTunuta npefHasHadyeHa ons npocMoTpa Cnmncka pe3epBHbIX KOMWA KNMeHTa
B CUCTEME PE3EPBHOrO KOMUPOBAHWSA, CO30aHMS CPOYHbIX PE3EPBHbLIX KOMUIA, MUX
yAaneHus, NPOBEPKN 1 BOCCTAHOBNEHMS. HuXe npeacTaBneH NpuMep BbIMOMHEHNS
KOMaHApl..

# rb_archives

Id | Ref ID | Resource | Resource type | Backup type | Created
| Crypto | Signed | Status

e sEEEEEREE F oo oo oo B
+ e + - + -

1 | | FreelPA 4.6.4 | Free IPA | full | 2020-11-30
12:02:00 | threefish | True | Trusted

2 | | FreelPA 4.6.4 | Free IPA | full | 2020-12-01
15:02:08 | threefish | True | Trusted

3| | FreelPA 4.6.4 | Free IPA | full | 2020-12-02
10:00:11 | threefish | True | Trusted

4 | | FreelPA 4.6.4 | Free IPA | full | 2020-12-02

11:02:14 | threefish | True | Trusted

rb_schedule
YTunuta npenHasHadeHa Ons npocMoTpa UMEKWMXCS NpaBun KIMeHTa B

rnobanbHOM pacnmcaHnn pe3epBHOro KonMpoBaHUA. Hunxe npencrtasneH npuMmep
BbIMOJIHEHNA KOMaHObI.
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#rb_schedule

Id | Name | Resource type | Resource | Backup type |

Status

e S e e + - +------

1 | Astra freeipa | Free IPA | FreelPA 4.6.4 | full | wait
rb_tasks

YTunuta npepgHasHadeHa AOns NpocMoTpa  3adady  KAMeHTa, KoTopble
NPWCYTCTBYIOT B NaBHOW O4Yepeny 3aday CUCTEMbl PE3EPBHOrO KOMMPOBAHWUS.
Huxe npencraeneH npuMep BbINONHEHVSI KOMaHIbI.

#rb_tasks

Id | Task type | Resource | Backup type | Status | Created
Gt EEEEEEE oo oo + - F oo
1 | Backup global | FreelPA 4.6.4 | full | Done | 2020-12-02
12:01:16+03

2 | Backup global | FreelPA 4.6.4 | full | Done | 2020-12-02
13:01:53+03

3 | Backup global | FreelPA 4.6.4 | full | Done | 2020-12-02
14:05:26+03

4 | Restore | FreelPA 4.6.4 | full | Error | 2020-12-02
15:06:45+03

O3HaKOMUTBLCH C OYHKLMAMU YTUAUT KOMaHOHON CTPOKM MOXHO NP NoMoLum
KOMaHZbl man unv B pyKOBOACTBE «YTUNNTbI KOMaHAHOW CTpokn RuBackup».
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