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BBeneHue

Cuncrema pesepBHOro KONMPOBaHMSA M BOCCTaHOBNEHMSA daHHbIX RuBackup
npenocTaeBngeT nonb3oBaTeNto BO3MOXHOCTb B3auMMOLEWCTBUS C  aKTMBHbIM
CEPBEPOM pPE3EPBHOr0 KonvmpoBaHus nocpeactsom HTTP-3anpocoB kK  ero
pecypcam.

MNporpammHbii HTepdpenc RuBackup peanu3oBaH u OOKYMEHTUPOBAH C
NCNoNb30BaHMeM Habopa WHCTpymeHTOB Swagger. Ons onucanus REST API
Swagger ucnonbadyet goopmat JSON. Swagger ncnonb3lyetcs BMecte ¢ HAboOpom
NPOrpamMMHbIX CPEACTB C OTKPbITbIM WUCXOLAHBbIM KOOOM 0715 MPOEKTUPOBAHUS,
C030aHust, 0OKYMEHTMPOBaHNS 1 UCMONb30BaHMs Beb-cnyx6 REST.

Hacrosiwee pykoBoACTBO onucbiBaeT 6a3oBble Warn YCTaHOBKW, HACTPONKMN
n akcnnyataumm RuBackup REST API. PykoBoacTBO npenHasHayeHo Aans
CUCTEMHbIX aAMVHUCTPATOPOB, OTBEYarowWwmx 3a conposoxaeHne CPK.
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Nepen ycraHoBko RuBackup REST API

Ba3oBblie TpeboBaHusA

Mepen wHcTtannsumein  RuBackup APl Heobxooumo ybenmtbes, 4TO
BbINONHEHbI BCe aenctens ans yctaHoskn CPK RuBackup cornacHo nokymeHtaumm
«PykoBoACTBE MO YCTAHOBKE CEPBEPOB pPE3EpPBHOIO KOMMpoBaHMs U Linux
KJIMEHTOB»:

1.CkavaHbl Bce HeobxoOuMble nakeTbl akTyanbHOM Bepcum rubackup-
common, rubackup-client, rubackup-server n rubackup-rest-api

2.MNakeTbl rubackup-common, rubackup-client, rubackup-server
YyCTaHOBNEHbI

3.lMpoBeneH rb_init ¢ KoHGUrypaumen tmna primary CornacHo akTyasnbHOW
JOKyMeHTaumm

MonpobHee o BapuaHTax yctaHoekn REST API MoxHo npouuntath B pasgene
“YcraHoska RuBackup REST API”.

Takxe, nposepbTe Hanuuue cpanmnos-ceptudomkatos RuBackup, kotopble
MCMOMb3YyOTCA  MPOrpamMMHbIM -~ MHTEPMPEncoM Onis  COo34aHus  3alUEHHOro
coeanHeHus. PacnonoxeHne ceptugomkaTtos B doaiioBoO CUCTEME:

1. /opt/rubackup/keys/server/serverCert.crt

2. /opt/rubackup/keys/server/serverKey.key

3. /opt/rubackup/keys/client/clientCert.crt

4. /opt/rubackup/keys/client/clientKey.key

5. /opt/rubackup/keys/rootCA/serverRootCACert.crt
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Ocob6eHHOCTM YCTaHOBKMW NakeToB B Linux

Ouctpnbytne RuBackup REST API noctaensietcsa B Buaoe deb m rpm
naketoB. [ns pasHbix AUCTPMOYTMBOB Linux, MO NpPUYMHE WX OTAUYMIA Opyr OT
[pyra, npeaycMOTPeHbl cneumanbHO NoAroToBneHHbIe nakeTbl RuBackup.

B 3aencmMoctn OT TMNa MCnonb3yemMoro nakeTHoOro MeHenXxepa B BalleMm
anctpmbytmee Linux, npouedypa YCTAHOBKM W yOaneHWs NakeToB MOXET
ncnonb3osatb komaHabl dpkg, rpom, apt, yum u np. B HacTosiwem pykoBOoACTBE
npouenypbl YCTAHOBKM OMUCaHbl s NakeTHOro MeHeaxepa, KOTopbii onepupyet
naketamy deb. Hanpumep, npouenypa yCTaHOBKM naketa B OnepauvoHHOMN
cucteme Ubuntu 20.04 Bbirnagut cnegyowmm obpasom:

$ sudo dpkg -i rubackup-rest-api.deb

IOnsa yctaHoBkn APl B OC ¢ nakeTHbIM MEHEeOXEPOM, KOTOpbIA onepupyet
rpm nakeTtamu, BMECTO BbllleyKa3aHHOW KOMaHbl crneayeT BbiMOMHUTb KOMaHAy:

$ sudo rpm -i rubackup-rest-api.rpm

I'Ipoueuypbl yoaneHunsa naketoB B HACTOSWEM pPyKOBOACTBE OnuUcCaHbl OJis
NakeTHOro MeHeaXxepa, KOTopbli onepupyeT naketamu deb. Hanpumep,
npouenypa ynaneHns naketa RuBackup API Bbirnsaut cnenyowmm obpasom:

$ sudo apt remove rubackup-rest-api

Ina ypnaneHns RuBackup APl B onepauvoHHOR cuUCTEME C MaKeTHbIM
MEHEeOXepOM, KOTOpblA OnepupyeT rpm naketamu, BMECTO BblleyKa3aHHON
KOMaHbl cnefyet BbINOMHUTb:

$ sudo yum remove rubackup-rest-api
nmbo:
$ sudo rpm -e rubackup-rest-api

HekoTopble onepaunoHHble cUCTeMbl, Takme kak Alt Linux, wucnonbaytor
NakeTHYK CMCTEMY rpm, HO BMECTO Yum ucnonb3ytoT apt. Nepen yctaHOBKON nnm
yoaneHnem naketa RuBackup REST APl cnegyeT yTO4HUTb, Kakme KOMaHmObl
HeobxoMMO MCNob30BaTh A4J19 Balwero aMcTpmbyTtmea Linux.
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YcraHoBka RuBackup REST API

Mepen wcnonb3oBaHWEM rest-api PeKOMeHOyeTCs BHECTW W3MEHeHUs B
KOHQOUrypauVoHHbIA ~ coalin  postgres  anst  yBenuYeHUs  KonuyecTea
3ape3epBrNPOBAHHBIX NOAKIOYEHNIA Cynepaonb30BaTens:

Hanpumep, KoMaHgom nano /etc/postgresql/12/main/postgresql.conf

roe 12 — Homep Bepcuu postgresql

HeobxoauMo BbICTaBUTb 3HAYEHME:
superuser_reserved_connections = 50

Onsa wHctannaumm RuBackup APl yctaHosute naket rubackup-rest-api,
Hanpumep, KOMaHOoM:

$ sudo dpkg -i rubackup-rest-api.deb
VIms gbaiina naketa MOXET OT/IMHaTbCsl B 3aBUCUMOCTY OT COOPKM.

[Mocne ycTaHOBKM nakeTa Bbl MOXETE cpady 3anyctuTb npouecc RuBackup
API, ecnn y Bac yxe onpenenéH FQDN ons xocta n oH SBHO ykasaH B coanne
/etc/hosts.

HacTtpomnka RuBackup REST API

Hactporika RuBackup APl ocyuwectensetrca nonb3oBaTteneM npyv nomoLm
N3MEeHeHNs nepemMeHHbIX okpyxerns. Onsa RuBackup APl n3 koH(urypaumoHHoro

danna RuBackup (/opt/rubackup/etc/config.file) naHHblie HE ncnonb3aytorcs.

Huxe npencraBneH nepeyeHb MEPEMEHHBIX OKPY>XEHUS OOCTYMHbIX ONS
n3meHeHus n3 pana /opt/rubackup/etc/rubackup_api.env:

Nma OnucaHue Bo3MoOXHble
nepeMeHHOU 3HayeHus
APP_HOST Xenaembih IP agpec nnn FQDN, koTopbiii IP/FQDN
ByneT Mcnonb3oBaThCs Kak YacTb agpeca localhost
cepeepa API. (localhost)

Ecnv oH yka3aH HEKOPPEKTHO, TO Mpu 3arycke
RuBackup API He 6yayT 3anvcbiBaTscs
access_token u refresh_token B cookies

APP_PORT Xenaemblii NopT, KOTOpPbLI byaeT Mopt
MCMNONb30BaTbCH Kak 4acTb agpeca
cepsepa API (5656)
DB_HOST IP unn FQDN cepeepa PostgreSQL ¢ IP/FQDN

6asoit naHHbIx RuBackup (localhost)
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DB PORT MopT cepeepa PostgreSQL ¢ 6azoii MopT
naHHbix RuBackup (5432)
RB_SERVER_ | IP unn FQDN ocHoBHoro cepsepa IP/FQDN
HOST RuBackup
(localhost)
DEBUG Pexum paclumpeHHoro normposaHuns True/False

OnuncaHHble NepeEMeHHbIE MOTYT ObITb NPVYMEHEHDI NOKAIbHO, YEPE3 KOMaHay
export. Hanpumep:

# export APP_HOST=api.rubackup.local

Takxe, y nonb3oBaTens ecTb BO3MOXHOCTb 3adoMKCMpOoBaTb 3HAYEHMWS
OMMCaHHbIX nepeMEHHbIX rnobanbHo onvcas nx B chaiine
‘lopt/rubackup/etc/rubackup_api.env’. Mpumep:

i.env

GNU nano 6.2 rubackup ap

3anyck Swagger u Tucana 6ynmer npou3senéH Mo agpecy, ykasaHHOMY B
napametpe APP_HOST.

1) [ns Toro, 4to 3anyck Obin NPoON3BEAeH N0 LOMEHHOMY UMEHW, yKasaTb HYXXHO
VIMEHHO €ero, Harnpumep

APP_HOST=api.rubackup.local

Takxe ans xe ons atoro B /etc/hosts nonxeH 6biTb ykazaH a1ot FQDN.

2) Nnsa 3anycka 4yepes localhost MOXHO 0CTaBUTb NapameTpbl MO YMOMYAHUIO:
APP_HOST=localhost

Hactpownka xypHanuposaHus RuBackup REST API

Ins obecneyeHns rmbkocTi npoLecca XypHanMpoBaHus OENCTBuUiA cepeepa
npenycMOTPEH CneumanbHbIi KOHPUIYPaLMOHHbIA dpain, pacrnonoXeHHbIn No Nyt
«/opt/rubackup/etc/rubackup_api_logger.conf».  Jlor-cpavnbl  pacnonratotca B
OMpekTopumn no nyTu: «/opt/rubackup/logs/rubackup-api».
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Norrepsl

B KOHGUrypauroHHOM doaiin NpucyTCTByeT YeTbIpe TMMNa NorrepoB:

e Jogger_root — norrep, OT KOTOPOro AOMXHbl HACNEN0BATbCS BCE OCTallbHblE.
Mo ymonyaHmto 3anucbiBaeT coobieHns yposHs INFO u Bbiwe;

e Jogger rb_api — norvpyeT obwue owmnbKn N MHPOPMaLMOHHbBIE COOBLLEHNS
no APIL. Tlo ymonyaHuto 3anucbiBaet coobueHns ypoBHst INFO u Bbiweto.
Benét 3anucb B KOHCONMb 1 B goaiirn;

e Jogger rb_access — nornpyeTt UHUNOEHTbI, CBA3aHHbIe C aBTopu3aumen. o
yMOn4YaHmio 3anucbiBaeT coobuweHunst yposHs INFO u Bbiwe. Benét 3annch B
KOHCO/b 1 B cpawn.

e Jogger tornado — norupyert ownbkn web-cepsepa Tornado. Mo ymonyaHuto
3anucbiBaeT coobueHns yposHst INFO 1 Bbiwe. Ben€t 3anmcb B KOHCOMb 1 B
goann.

XaHanepsbl

Ona kaxmporo forrepa B KOHPUIYpaUMOHHOM dpaine MpucyTCTBYIOT
X3HONEPbI, B KOTOPbIX HaMMCaHO Kak M kakve obpabartbiBaTb OWMOKKW, Kyoa WX
3anuncbIBaTb.

B HaweM cnyyae npucyTCTBYIOT TPW X3HANepa:

- handler_file — nepexBaTbiBaeT coobweHusi ypoBHsi INFO, npumenset
onpenenéyHoe doopmaTmpoBaHue, 3anucoisaeTt nx B /opt
rubackup/log/rubackup_api/access/rubackup-api.log. Takxe nocne nonyHo4u
co3paértca HOoBbIM dpan ons 3anucyu noros. Konnyectso (painos XypHana He
npesbiwaet 15.

- handler_console — nepexsartbiBaeT coobieHns yposHs INFO, npumeHsieT
onpenenéHHoe hopMaTMpoBaHUe 1 BbIBOOUT UX B KOHCONb;

- handler_access — nepexsaTtbiBaeT coobueHns yposHs INFO, npumeHset
onpenenéHHoe dpopmaTtvpoBaHue, 3anucbiBaeT WHUWAEHTbl, CBA3a@HHble C
[OCTYMNOM, B /opt/rubackup/log/rubackup_api/access/rubackup-
api.access.log. Takxe nocne nonyHo4n co3[aETCA HOBbI pan gns 3anucu
noros. KonnyecTso hannos XypHana He npesblwaeT 15.

dopmartepbl

OnuncbiBaloT chopmaTt, B KOTOPOM HYXXHO 3anucbiBaTb W/wnm otobpaxaTtb
coobLieHns B doaine u/vnm KOHConu.

JlornonHuTenbHy0 MHGOpMaUmMio No XypHaNMpPOBaHUIO MOXHO HaWTXW Mo
CCbIfKe: https://docs.python.org/3/library/logging.config. html#configuration-file-
format
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Hactponka 3anycka RuBackup REST API

[Mocne ycTaHOBKM Naketa W HACTPOMKU MEPEMEHHbLIX OKPYXEHUS MOXHO
nponssoamnTb 3anyck RuBackup API.

CepBep RuBackup APl npegncrtaensier coboii (OOHOBOE MPUNOXEHUE
(cepBuc, OEMOH).

PacnonoxeHwe:
/opt/rubackup/bin/rubackup_api

3anyck B TEPMMHANBHOM pPeXUME:
$ rubackup_api --start

OcraHoBka:
$ rubackup_api --stop

[Nepesarpyaka:
$ rubackup_api --restart

Lna wratHon skcnnyataumm RuBackup APIl pekomeHayeTtcst 3anyCTuTb ero
Kak cepsuc. [1ns aTOro BbIMNONHUTE Cneayowme OencTBus:

1. Bkmounte cepeuc RuBackup API:

$ sudo systemctl enable \
/opt/rubackup/etc/systemd/system/rubackup_api.service

2. MNepesarpyaunte systemctl:

$ sudo systemctl daemon-reload
3. 3anyctute cepsuc rubackup_api:

$ sudo systemctl start rubackup_api.service
YT1ouHuTb ctatyc RuBackup APl MOXHO npu NoOMoOLWmM KOMaHAab!:

$ systemctl status rubackup_api.service

rubackup_api.service - RuBackup API
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Loaded: loaded (/etc/systemd/system/rubackup_api.service; enabled; vendor preset:
enabled)

Active: active (running) since Tue 2024-05-07 22:06:24 MSK; 24min ago
Main PID: 69213 (rubackup_api)
Tasks: 2 (limit: 9430)
Memory: 61.0M
CGroup: /system.slice/rubackup_api.service
F—69213 /bin/sh /opt/rubackup/bin/rubackup_api --start
L—69214 /opt/rubackup/lib/rubackup_rest_api_lib/rubackup_api.bin --start
mas 07 22:06:24 rb-primary systemd[1]: Started RuBackup API.
mas 07 22:06:25 rb-primary rubackup_api[69214]: RuBackup API Logger initializing

mas 07 22:06:26 rb-primary rubackup_api[69214]: 2024-05-07 22:06:26,066 -
[WARNING] - 'The rubackup database has not been initialized. Please authenticate'

mas 07 22:06:26 rb-primary rubackup_api[69214]: 2024-05-07 22:06:26,070 - [INFO] -
'RuBackup REST APl is running on [https://rubackup.api.local:5656]'

CoobuweHue 'The rubackup database has not been initialized. Please authenticate'
ABNSETCS NPenynpexAeHNEM NoNb30BaTeNs 0 HEOOXOAUMOCTM NPONTH
ayTeHTUgoMKauUmMio XoTs Bbl 0AMH pa3 Anst NPOLONXeHWs paboTbl ¢ cepemcoM. s
NPOXOXAEHUS ayTeHTUdmKaumm Bocnonbayintecb metogom POST /login HanpsiMyto
nnn web-nHTepaecom.

YcraHoBka RuBackup REST API Ha BbigeneHHbIN XOCT

Mepen wHcTtannsumein  RuBackup APl Heobxooumo ybenmtbes, 4TO
BbINONHEHbI BCe aenctens ans ycraHoskn CPK RuBackup cornacHo ookymeHTauum
«PykoBOoACTBE MO YCTAHOBKE CEPBEPOB PE3EePBHOr0 KOMMpoBaHWS W Linux
KIMEHTOB»:

1. CkayaHbl Bce HeobxoaMMble NakeTbl akTyanbHOR Bepcum rubackup-common,
rubackup-client, rubackup-server un rubackup-rest-api

2. [lakeTtbl rubackup-common, rubackup-client, rubackup-server yctaHoBNEHbI,
rb_init nposoauts HE HyXHO

3. CywectByeT XOCT C YCTaHOBNEHHbIM, HACTPOEHHbIM U  3anyLWeHHbIM
OCHOBHbIM CepBepoM rubackup

4. CywecTtsyeT XocT ¢ 6a30i faHHbIX rubackup

Onsa wHctannaumm RuBackup APl yctaHosute naket rubackup-rest-api,
Hanpumep, KOMaHOoMn:

$ sudo dpkg -i rubackup-rest-api.deb

Vimsa cpaﬁna riaketra MO>XXert oT/in4artbCs B 3aBUCUMOCTU OT Cé0,0KI/I.

10
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Hactpoinka RuBackup REST API Ha BblaeneHHOM xocTe

Hactporika RuBackup API ocyuwectensetrca nonb3oBaTteneM npyv nomoLm
N3MEHeHNs nepemMeHHbIxX okpyxeHns. Onsa RuBackup APl n3 koHurypaumoHHoro
anna RuBackup (/opt/rubackup/etc/config.file) naHHble HE ncnonbaytorcs.

Hunxe npenctasneH nepedyeHb nNepeMEeHHbIX OKPY>XEeHWA OOCTYMNHbIX ONA
n3meHeHnsa 13 goamna /opt/rubackup/etc/rubackup_api.env:

Nma OnucaHwue Bo3MoOXHble
nepeMeHHOM 3HayeHus
APP_HOST Xenaewmbiti IP agpec nnn FQDN, koTopbii IP/FQDN
ByeT MCcnonb30BaThCs Kak YacTb agpeca
cepsepa API. (localhost)

Ecnun oH yka3aH HeKOPPEKTHO, TO MNpu 3arycke
RuBackup API He 6yayT 3anvcbiBaTsCs
access_token u refresh_token B cookies

APP_PORT XenaeMblii nopT, KOTOPbLIA Bynet Mopt
gggggzzoxgibm Kak YacTtb agpeca (5656)
DB_HOST IP nnn FQDN cepsepa PostgreSQL ¢ IP/FQDN
6a3oin aaHHbIx RuBackup (localhost)
DB_PORT MopT cepeepa PostgreSQL ¢ 6a3oi MopT
naHHbIx RuBackup (5432)
RB_SERVER_ | IP unn FQDN ocHoBHoro cepsepa IP/FQDN
HOST RuBackup (localhost)
DEBUG PexuM paclumpeHHoro n1ormpoBaHns True/False

OnuncaHHble NepeMeHHble MOryT ObITb NPYMEHEHbI NOKANIbHO, YEPE3 KOMaHay
export. Hanpumep:

# export APP_HOST=api.rubackup.local

Takxe, y nonb3oBaTens ecTb BO3MOXHOCTb 3adoMKCMpOoBaTb 3Ha4YeHus
OnMcaHHbIX NePEMEHHbIX rnobansHo onuncas 1x B dpaine ‘.bashrc’. Mpumep:

11
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GNU nano 4.8 root/.bashrc

Mocne 3aToro HeOHX0OMMO Nepe3arpy3nTb NEPEMEHHBIE OKPYXEHNS:
# . .bashrc

Ina 3anycka Swagger n Tucana Ha BblOENEHHOM XOCTe B (paiin nepeMeHHbIX
OKpYyXeHusd Hy>KHO YCTaHOBWUTb cniedytoume napameTpbl:

APP_HOST=IP wnn FQDN xocta, Ha KOTOpPOM YCTaHOB/leH u Oyper
3anyueH rest-api

APP_PORT=5656

DB_HOST=IP unn FQDN xocta ¢ 6a3o#1 paHHbIX

DB_PORT=5432

RB_SERVER_HOST=IP unn FQDN xocta ocHOBHOro cepsepa rubackup

Hactpowuka 3anycka RuBackup REST APl Ha BbipeneHHOM xocTe

[Mocne ycTaHOBKM Naketa W HACTPOMKU MEPEMEHHbLIX OKPYXEHUS MOXHO
nponssoanTb 3anyck RuBackup API.

Cepeep RuBackup API| npegnctaBnsier coboit QoOHOBOE MpPUNOXeHne
(cepBunC, OEMOH).

PacnonoxeHwe:
/opt/rubackup/bin/rubackup_api

3anyck B TEPMUHAIIBHOM PEXUME:
$ rubackup_api --start

OcraHoBka:
$ rubackup_api --stop

MNepeszarpyaka:

$ rubackup_api --restart

12
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Lna wratHon skcnnyataumm RuBackup APIl pekomeHayeTtcst 3anyCTuTb ero
Kak cepsuc. [1ns aT0ro BbIMNONHUTE Cneayrowme OencTBus:

4. Bkniouute cepsuc RuBackup API:

$ sudo systemctl enable \
/opt/rubackup/etc/systemd/system/rubackup_api.service

5. MNepesarpyaunte systemctl:

$ sudo systemctl daemon-reload
6. 3anyctute cepsuc rubackup_api:

$ sudo systemctl start rubackup_api.service

YT1ouHuTb ctatyc RuBackup APl MOXHO npu NoOMOLWM KOMaHAab!:

$ systemctl status rubackup_api.service

rubackup_api.service - RuBackup API

Loaded: loaded (/etc/systemd/system/rubackup_api.service; enabled; vendor
preset: enabled)

Active: active (running) since Tue 2024-05-07 22:06:24 MSK; 24min ago

Main PID: 69213 (rubackup_api)

Tasks: 2 (limit: 9430)

Memory: 61.0M

CGroup: /system.slice/rubackup_api.service

69213 /bin/sh /opt/rubackup/bin/rubackup_api --start

L—69214 /opt/rubackup/lib/rubackup_rest_api_lib/rubackup_api.bin --
start

mas 07 22:06:24 rb-primary systemd[1]: Started RuBackup API.

mas 07 22:06:25 rb-primary rubackup_api[69214]: RuBackup API Logger
initializing

mas 07 22:06:26 rb-primary rubackup_api[69214]: 2024-05-07 22:06:26,066 -
[WARNING] - "The rubackup database has not been initialized. Please
authenticate'

masa 07 22:06:26 rb-primary rubackup_api[69214]: 2024-05-07 22:06:26,070 -
[INFO] - 'RuBackup REST API is running on [https://rubackup.api.local:5656]'

B naHHoM cnyyae coobueHmne 'The rubackup database has not been initialized.
Please authenticate' — o3Ha4aeT, 4TO CepBMC yCMNEWHO 3anyLeH, HO elle He
BbINONHEHA aBTopM3aumns B Swagger nnm Tucana.

13
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Ucnonb3oBaHne RuBackup REST API

OTOT pasgen onucbiBaeT MPOLECC ayTeHTUdgMKauuu, aeTopu3auum u
B3aMMOAECTBMS MONb30BaTeNs C NPOrpaMMHbIM MHTepdoeiicom RuBackup.

AyTeHTUdpMKaUMUa nonb3oBatens

Mepen Tem kak Monb30BaTeNb CMOXET 0OpatUTbCs K pecypcam cepeepa
RuBackup, oH ponxeH npodtn ayTeHTUMKaumio 1 NOnyYnTb TOKEHbl OOCTyna:
access_token, refresh_token u csrf_token.

CreHepupoBaHHbI access_token Bynet neictBoBaTtb B TedeHne 15 MUHyT ¢
MOMEHTa nony4veHuns, refresh token — 24 4yaca ¢ MOMeHTa nonyyenHns, csrf_token
JeNCTByeT [0 nepesarpysku cepauca rubackup_api.

Mo mncrtevyeHUn cpoka XW3HU access_token ero MOXHO MNepeBbinyCTUTb C
nomowbto refresh_token. Ecnun uctek cpok Xu3Hu refresh_token, Heobxoaommo
nepeBbiNyCTUTb HOBYIO Mapy TOKEHOB C MOMOLWbIO normHa wu napons. [locne
nepesanycka rubackup_api 7akxe HeobxoOMMO NEpPEeBbINYCTUTb HOBYKD napy
TOKEHOB C MOMOLLbIO NIOrMHA 1 NAPOons.

Boinyck AccessToken, RefreshToken u CSRF-Token yepe3 6pay3ep

Lns nony4eHns napbl TOKEHOB Heobx04UMO BbIMNONHUTb cneaywune OEencTBuS:

1. MNMepengute no agpecy https.//<app _host>:<app_port>/api/v1/:

Q api.local

RuBackup API®

[ Base URL: fapi/vl ]

A RuBackup REST API documentation

Auth authorization endpoints v

Administrators some description for namespace e
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2. Mepeoute Ha Bknagky «Auth» 1 BbibepuTte aHANOMHT “/auth/login”:

Auth Authorization endpoints

~
m /auth/login /\| B
Parameters

Name Description

payload * reauired
object
(body)

Example Value | Mode

arame nten
application/json ~

3. Haxwmure kHonky “Try it out”, 3anonHute payload akTyanbHbIMA OaHHBIMK U
HaxmuTe “Execute”:

Auth Authorization endpoints

~
m /auth/login A B
Name Description
payload * reauired
et Edit Value | Model
(body)
{
" [7: “Testingl2345*"
}
#
Parameter content type
application/json ~
| |
Responses Response content type | application/json ~

B pesynbTate npoaenaHHbix onepauumii 6yoyT nonyyYeHbl access_token,
refresh_token v csrf_token, a Takxe conyTCTBYOLWASA MHPOPMALUMS O Nob3oBarene
npowenwem asTopusaumio. Takxe cepBnc aBToMaTnyeck pa3amecTut
access_token v refresh_token B cookie-channax.

15
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Request URL

https://api.rubackup. local :5656/api/v1/auth/login

Server response

Code Details

200 s Response body
1{
"data": {

"access_token": "eyJ0eXAi0iJKV1QilLCJhbGei0ilIUZIINiI9.eyImemVzaCI6ZmFsc2UsImLhdCIGMTcxNTExMTgwtiwianRpIjoiMDOOOGViOTYNzQzZCBO0DMWLTg3YTE tNDUWMDCANZBjNmNIiTividHlWZSI6ImF Y2V
zcyIsInN1YiI6InJ1YmFja3VwliwibmImIjoxNzELMTEXODAYLC]jc3ImIjoiNGM4YZMONT ctNDAWNSOOYZZiL Thk2MWMEMGMIMDUSN] cxZTA2IiwiZXhwl joxNzEIMTEyNzAYLCImYW1pbHki0iJvbGp2cHlrZmp6emZtZHpoIng.wy3l
QN8kalMMXhY7507A) '6BCNTMLuaBEouJ4",

"csrf_token" 457-4005-4c6b-961c-0c5059671e06",

"refresh_token": "eyJ0eXAi0iJKV1QiLCJhbGci0ilIUzIINiI9.eyImcmVzaCI6ZmFsc2UsImLhdCIGMTCXNTEXNTgwMiwianRpIjoi0DkeYTYONDHODE]0COOZNZLLWIMMDCtYTAIN]LhOGY2NTh] IiwidHlwZSI6Ind1Zn
Jlc2gilCIzdWIi0iJydWIhY2t1cCISImSiZiI6MTCxXNTEXMTgwMiwiY3NyZil61jR]0GMZNDUSLTQWMDUENGH2Yi05N]FjLTBNTALOTY3MWUWNLITSImV4cCIGMTCXNTESODIwMiwiZnF taWx51jeib2xqdnB5a2ZgenpmbWR6aC19. HE
_ZhnAX5ckdD3bk689pu-DVaYOraTDO3Xs6u2ub_uc”,

"role": [

"superuser"

"rubackup_server_address": "10.177
backup'

B Download

rubackup. Local :5656

Responses

Code Description

Bbinyck AccessToken, RefreshToken u CSRF-Token uyepes CLI

Y106bI NPON3BECTM BbINYCK Napbl TOKEHOB Yepes3 TeEpMUHAN, HEOBXOAUMO OTNPAaBUTb
POST-3anpoc ¢ NoMOLb KOHCONbHOW yTUAWTbI curl nn ntobbiM ApYrM ya06OHbIM
cnocobom. B naHHOM npumepe ncnonbadyetcs curl:

$ curl -k -X POST 'https://api.rubackup.local:5656/api/v1/auth/login’ \
-H 'accept: application/json’ |

-H 'Content-Type: application/json’ |

-d '{"rubackup_database": "rubackup", "rubackup_user": "rubackup”,
"password": "Testing12345*"})’

roe

https://api.rubackup.local — agpec, roe 3anyuweH rubackup_api

5656 - nopT, KOTOPbIA ByAeT MCMoNb30BaThCS KakK YacTb aapeca cepaepa API
/api/v1/auth/login — nyTb 0O 3anpoca Ha aBTopu3aumto

-H <argument> - 3HaueHus, nepenasaemole B Headers

rubackup_database — vnms cnyxebHoii 6a3bl 4aHHbIX

rubackup_user — uUMs cyrnepnonb3oBatest

password — napornb cynepnonb3oBartens

PesynbTat BepHéTCS B dhopmate JSON:

{
"data ".. {

"access_token":
"eyJ0eXAiOiJKV1QILCJhbGciOiJIUzI1NiJ9.eyJmemVzaCl6ZmFsc2UsImlihdCIEM
TexNTE 10Dc2MCwianRpljoiNThiZiQ5MDALZESNIOOOTZILThkZiQtMThmZjlh Y2
M3Y2QxliwidHIwZSI6ImFjY2VzcylsinN1Yil6Ind 1 YmFja3VwliwibmJdmljoxNzE1MT
U4NzYwLCJjc3JmljoiINGM4YzMONTctNDAwNSO00YzZiL TKR2eMWMIMGM1MDUS5SN
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JjexZTA2liwiZXhwljoxNzE 1MTUSN]YwLCJmYW1pbHkiOiJ4cnByeHR3ZHJyZ3Fsa
mN4In0.VK5K6v-0_NxSx42bU5AEMIQAY Yzxn-GTxmbjhxXjYSs",

"csrf_token": "4c8c3457-4005-4c6b-961c-0c5059671e06",

"refresh_token":
"eyJ0eXAiOIiJKV1QILCJhbGciOiJIUzI1NIiJ9.eyJmemVzaCl6ZmFsc2UsImlihdCIEM
TexNTE10Dc2MCwianRpljoiOTUzZJAXZWYMTMA4Zi00Y2ZhL Tg4ODItINGIONWQ
ON2YxM2I2liwidHIwZS16IndIZndIc2giLCJzdWIiOidydWJhY2t1cClsim5iZil6MTcxN
TE10Dc2MCwiY3NyZil6ljRjOGMzNDU3SLTQWMDUINGMZ2Yi05NjFLTBJNTA10T
YSMWUwNIlsIimV4cCI6MTexNTIONTE2MCwiZmFtaWx5ljoieHJwenhOd2Rycmdxb
GpjeCJ9.7TmdI0Cmm4knApNINDo YJudIYdRIzuuc1hS-1c4Y8Ws",

“role": [
"superuser”

I
"rubackup_server_address": "10.177.xx.xxx",

"user_name": "rubackup"

4

"errors": {},
"is_error": false,
!Vmessage ".. nn

/

Ecnn Heobxogumo nonyuntb ewe u access_token u refresh _token wu3
cookies, To B koMaHe curl cnegyet ykasatb onuuto “--cookie-jar -”, Hanpumep:

$ curl -k --cookie-jar - -X POST
‘https://api.rubackup.local:5656/api/v1/auth/login’

-H ‘'accept: application/json’ |

-H 'Content-Type: application/json’ |

-d '{"rubackup_database": "rubackup", "rubackup_user": "rubackup”,
"password": "Testing12345*"})’

C aToii onuueit k BoiBoay [obaBMTCS cneayowas nHopmaums:

#HttoOnly _.rubackup.local TRUE / TRUE 0 refresh_token_cookie

eyJ0eXAiOiJKV1QILCJhbGciOiJIUzI1NiJ9.eyJmemVzaCl6ZmFsc2UsImIhdCI6MT
cxNTE2MDUZzNywianRpljoiYzM4MTEON2YtNDIOMSO00YZ2N,LTIhZjYtNDcwODAx
MWFmOTRjliwidHIwZSI6InJIZnJdIc2giLCJzdWIiOiJydWJhY2t1cClsim5iZil6M TexN
TE2MDUzNywiY3NyZil6ljRjOGMzNDU3LTQwMDUtNGMZ2Yi05NjFLTBINTA10T
YSMWUwNIlsImV4cCI6MTcexNTIONjkzNywiZmFtaWx5ljoieXRqemR4dG1xd212b
HlyayJ9.g0aFkoob7jAwZ5Bv6FzbOPo3_Q6y-vBpASqXXk19tyw

17



& 'RuBackup

#HttoOnly .rubackup.local TRUE / TRUE 0 access_token _cookie

eyJ0e XAiOiJKV1QILCJIhbGciOiJIUzI 1NiJ9.eydJmemVzaCl6ZmFsc2UsImIhdCI6MT
cxNTE2MDUzNywianRpljoiODhmNDION2QtN)jJIMy00ZjFjLTk4NzgtNDY4OTMZ2Y|
RINTImliwidHIwZSI6ImFjY2VzcylsinN1Yil6Ind 1 YmFja3VwliwibmJmljoxNzE1MTY
wWNTM3LCJjc3JmljoiNGM4YzMONTctNDAwWNSO00YzZiL TkK2MWMIMGM 1 MDU5N)

cxZTA2liwiZXhwljoxNzE1MTYXNDM3LCJImYW1pbHkiOiJ5dGp6ZHhObXF3bXZs

eXJrin0.nj-Ubudgy YQGmopRpK9du9gPaZcn jO_5yhpO0A5DLw8

MepesBbinyck AccessToken Ha ocHoBe RefreshToken yepes 6pay3ep

,ﬂ,ﬂﬂ nepesblnyCckKa napbl TOKEHOB H606XO,D,I/IMO BbINOMHUTb cneaylowne DencTBms:
1. [epenante no appecy htips.//<app host>:<app port>/api/vi1/:

Q api.local

RuBackup API®

[ Base URL: fapi/vl ]

A RuBackup REST API documentation

Auth Authorization endpoints v

Administrators some description for namespace <

2. [lepeiounte Ha Bknagky «Auth» n Bbibepute aHanouHT “/auth/refresh”:

Auth Authorization endpoints ~

/auth/login ~
| /auth/logout ~ ‘
| /auth/refresh /\l

Name Description

Authorization-
Access-Token Put access token with prefix ‘Bearer ' in value of Authorization-Access-Token header

string
(heade

Authorization
string Put refresh token with prefix 'Bearer ' in value of Authorization header

header)

Responses Respo application/json v

3. Haxmute kHonky “Try it out”. Ecnn aBTopm3aums bbina npoilnoeHa B 9TOM Xe
bpay3epe n access_token, n refresh_token Bce ewé HaxonsTcs B cookie, TO
Haxmute KHorky “Execute”. B WMHOM cnyyae, SIBHO yKaXuTe TOKEHbl C
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npedoukcom Bearer pgna napametpoB  Authorization-Access-Token wu
Authorization.

Auth Authorization endpoints ~
POST Jauth/login v
I /auth/logout v @ ‘
ey Jauth/refresh ~ @

‘ e cancel | ‘

Name Description

Authorizationy
Access-Token| Put access token with prefix 'Bearer ' in value of Authorization-Access-Token header

string

e uj3s9b9ymmw-JZanYHuUlhzzbF-jJHURQs

Authorization|

string Put refresh token with prefix 'Bearer ' in value of Authorization header
(header)

iNT1liHq)DcEDZWHBBYt3H99zYBEOMeil

‘ Responses Response content type | application/json ~ ‘

B pesynbTrarte npogenaHHbix ornepawmin Bam BepPHETCS NepeBbinyLLEHHbIR
access_token, nepesbinyleHHbI refresh_token w csrf_token, a Takxe
CONyTCTBYIOLWAs MHdpOpMaLUMs O Nonb3oBarene npoweawem asTopusauunio. Takxe
CEPBMC aBTOMATUYECKN Pa3MeCTUT NEPEBbINYILEHHbIE access _token u
refresh_token B cookie-tparnax.

Curl

Server response

Code Details

20 Response body
“data": {

"access_token”: "eyJ0eXAiDiJKV10ilCIhbGci0ilTUzTINLIG. ey. 2aC16ZnF s c2UsInlhd CIGMTcxNTE2MDkzMSwianRpl joiYTkONDCOM] ktHGQONyBBN2U3LThkYzY thzFhOWI3NDC nLiwidHLWZST6InF{ Y2V
N1Y. ] 1MTYWOTMXLC] Y ZMONT CtNDAWNSOOY2ZiLTKZMAMtMGHIMDUSN ] cXZTA21iwiZXhwI j oxNZELMTYX0DMXLCINYW1pbHki0id1a bApZ2V1LWFOIne . ch7s

ITEZMDkzMSwianR] jQyNDQ3ZTctZWRj0S8AY2YSLThmNWULYWMSMAQZYWIXMD Ik iwidHlwZSI6InJ1Zn
il 1dydWIhY2tlc 6MTcXNTEZMDkZMSWiY3NyZiI6IjR]0GHZNDUSLTOw GM2Y: FJLTBINTALOTY. mV4cCIGMTcxNTIONZMyMywiZnF taWx5I joidXZpdnFieG53aWd1dWlhdC19. pe
0B3n00BJi0WSINRVLBLTEYDUZMS1Ss1bkaal" ,
e

superuser”

backup_server address": "10.177.
"user_name”: "rubackup”

Response headers

19
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MepeBbinyck AccessToken Ha ocHoBe RefreshToken yepes CLI

YT106bl NPOU3BECTM MEPEBbLINYCK Mapbl TOKEHOB 4Yepe3 TepMuHan, Heobxoaumo
otnpaBuTb POST-3anpoc ¢ NOMOLLbIO KOHCONbHOM YyTUANTBI cur! unun ntobbiM ApyrMm
yno6HbIM cnocobom. B aaHHOM npumMepe ucnonbayetcs curl:

$ curl -k -X POST 'https://api.rubackup.local:5656/api/v1/auth/refresh’
-H 'accept: application/json’ |

-H 'Authorization-Access-Token: Bearer <access tokens' |

-H 'Authorization: Bearer <refresh_token>'\

-d"

roe
https://api.rubackup.local — agpec, roe 3anyuweH rubackup_api

5656 - nopT, KOTOPbIA ByeT MCNoNb30BaTbCA Kak YacTb aapeca cepeepa API
/api/v1/auth/refresh — nytb go 3anpoca

-H <argument> - 3HayeHus, nepenasaemole B Headers

Authorization-Access-Token — 3Ha4eHne nony4eHHOro Npy aBTopusaumn access_token
¢ npegomkcom Bearer

Authorization — 3HaueHve nony4eHHoro npwv asTopusauum refresh_token ¢ npedomkcom
Bearer

PesynbTat BepHéTCS B dhopmate JSON:

{
"data": {

"access_token":
"eyJ0eXAiOIiJKV1QILCJIhbGciOiJIUzI1NIiJ9.eyJmemVzaCl6ZmFsc2UsImlihdCIEM
TexNTE2MjAwOSwianRpljoiODhIZDewYzUtM2Y4Yi0OMDVmLWJIMjMtYzcwNTA
3YzA5MmViliwidHIwZSI6ImFjY2VzcylsinN1Yil6Ind1YmFja3VwliwibmJmljoxNzE 1
MTYyMDASLCJjc3JmljoiNGM4YzMONTctNDAwWNSO00YzZiL TkeMWMIMGM1MD
U5SNjexZTA2liwiZXhwljoxNzE1MTYyOTA5LCImYW1pbHkiOiJleXh1Y250cWVja2
9ma2p0In0.XHppz9B-e YoEcxZAwcf-nbXKnu8rC_kXIMRWIU4gZXc",

"csrf_token": "4c8¢c3457-4005-4c6b-961c-0c5059671e06",

"refresh_token":

"eyJ0eXAIOiJKV1QILCJhbGciOiJIUzI1NiJ9.eyJmem\VzaCl6 ZmFsc2UsImlihdCI6M
TexNTE2MjAwOSwianRpljoiOGNIYmY4NGMtOTMA4AMSO00Y TIhLWE 10GItNmU4Z
DM3OTgxMTI0liwidHIwZSI6InJIZnJIc29iLCJzdWIiOidydWJhY2t1cClsim5iZil6MTe
XNTE2MjAwOSwiY3NyZil6ljRIOGMzNDUSLTQwWMDUINGMZ2Yi05NFJLTBiNTA1
OTY3MWUwNIlsImV4cCI6MTcxNTIOODM3MCwiZmFtaWx5ljoiZXI4dWNudHFI1Y
2tvZmiqdCJ9.H_TPOn-CF70bYUKa5AP4UIOMsiPEnzy5fox TZXHIiOdE",

"role": [
"superuser”

)
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"rubackup_server_address”: "10.177.xx.xxx",

r

"user_name": "rubackup"

4

"errors": {},
"is_error": false,

”message ".. nn

/

Ecnn Heobxogumo nonyuntb ewe u access_token u refresh _token wu3
cookies, To B kKOMaHge curl cnenyet ykasatb onuuio “--cookie-jar -”, Hanpumep:

$ curl -k --cookie-jar - -X POST
‘https://api.rubackup.local:5656/api/v1/auth/refresh’\

-H ‘'accept: application/json’ |

-H 'Authorization-Access-Token: Bearer <access token>' |
-H 'Authorization: Bearer <refresh_tokens'\

-d L4

C aToii onuueit k BoiBoay fobaBnTcs cneayowas nHopmaums:
#HttpOnly_.rubackup.local TRUE / TRUE 0 refresh_token_cookie

eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eydmemVzaCl6ZmFsc2UsImlhdCI6M

TcxNTE2MjAwOSwianRpljoiOGNIYmY4NGMtOTM4MSO00Y TIhLWE1OGItNmU4

ZDM3OTgxMTIO0liwidHIwZSI61IndIZnJlc2giLCJzdWIiOidydWdJhY2t1cClsIim5iZil6M
TexNTE2MjAwOSwiY3NyZil61jRjOGMzNDU3LTQWMDUNGM2Yi05NjFjLTBJNT

A10TY3MWUwNIlsImV4cCI6MTcxNTIOODM3MCwiZmFtaWx5ljoiZXI4dWNudHF
IY2tvZmtqdCJ9.H_TPONn-CF70bYUKa5AP4UIOMsiPEnzy5foxTZXHIOdE

#HttpOnly_.rubackup.local TRUE / TRUE 0 access_token_cookie

eyJ0eXAiOiJKV1QILCJhbGciOidlUzI1NiJ9.eydmemVzaCl6ZmFsc2UsImIihdCI6M
TcxNTE2MjAwWOSwianRpljoiODhIZDewYzUtM2Y4Yi00OMDVmLWJIMjMtYzcwNT
A3YzA5MmViliwidHIwZSI6ImFjY2VzcylsInN1Yil6Ind1YmFja3VwliwibmJmljoxNz
E1MTYyMDAS5LCJjc3JmljoiNGM4YzMONTCctNDAWNSO00Y zZiLTk2MWMIMGMH1

MDU5SNjexZTA2liwiZXhwljoxNzETMTYyOTASLCImYW1pbHkiOidleXh1Y250cW
Vja29ma2p0In0.XHppz9B-eYoEcxZAwcf-nbXKnu8rC_kXIMRWIU4gZXc

OT13biB TOKeHOB AccessToken u RefreshToken uepe3 6paysep

L1ns oT3bIBA TOKEHOB H806X0,D,I/IMO BbIMONMHNTb chenylowne nencrens:

1. MNepenaute no agpecy https.//<app_host>:<app_port>/api/vi/:
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Q  htt api.local

RuBackup API®

[ Base URL: /api/vl ]

A RuBackup REST AP| documentation

Auth Authorization endpoints

Administrators some description for namespace

2. Mepenonte Ha Bknagky «Auth» n Bblibepute aHanouHT “/auth/logout”.
MpenBaputensHo ybeaouTechb, 4YTO BbIMOMHEHA asTopu3aums (nogpobHee 06
aBTOpM3aumMn HanMcaHo B paspgene «ABTopu3aumus nonb3oBatens B BeO-
nHTEpPQOErce»).

Auth Authorization endpoints ~

‘ POST /auth/login

m /auth/logout

Parameters

™

~ @

| Tryitout |

Name Description

Authorization X . o
ey Put access or refresh token with prefix 'Bearer ' in value of Authorization header
(header)

Responses

Response content type | application/json v

3. Haxmure kHonky “Try it out”. Ecnu aBTopu3auus 6eina npoigeHa B 3TOM
xe bpaysepe n access_token u refresh_token Bce ewé Haxomstcs B cookie, TO
HaxmuTe KHorky “Execute”. B nHoM cnyyae, SIBHO yKaXute OT3blBaeMbIi TOKEH ONst

napametpa Authorization (noponnet access token u refresh_token ¢ npedpoukcom
Bearer).
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Auth Authorization endpoints ~
/auth/login v
/auth/logout A~ B
Parameters m‘
Name Description

Authorization
string
(header)

Put access or refresh token with prefix 'Bearer ' in value of Authorization header

uhozAYENycw4oghVXMWKMWscdRD1Q

Responses Response content type | applical

Code Description

HTTPStatus.INTERNAL SERVER_ERROR
Unexpected error

HTTPStatus.UNAUTHORIZED
Verification failed

HTTPStatus.OK
Token was successfully revoked

4. B pe3ynbTate NpoaenaHHbix ornepaunii BepHETCS MHAPOPMaLIMOHHOE CoobLWeHve
O TOM, YTO TOKEHbI AEeaKTUBMPOBAHbI.

Curl

curl -X 'DELETE' \

"htt ‘api.rubackup.local:56! pi/vl/auth/logout’ \
pt: application/ iy,
-H 'Authorization: Bearer eyJOeXAiQilKV1QilLCIhbGciOilIUzIINil9.eyImecmVzaCI6ZmFsc2UsInLhdCIGMTcXNTEZNDgaMywianRpIjoiYzc2ZTUXNTELY ] I3My00YWUBLThnYzgtNjQo0DdmMDowHGMxI iwidHlWZSI6InI1Znl1c2ai |
-H 'X-CSRF-TOKEN: 4c8c3457-4005-4c6b-961c-0c5059671e06"

-H 'accey

Request URL

Local: 565! logout

Server response

Code Details

"message”: "Authentication data has been revoked” f Download

Response headers

access-control-allow-credentials: true
access-control-allow-origin: http pi.rubackup.local:5656
content-length: 118

content-type: application/json
server: TornadoServer/6.2
vary: Origin
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NMpumeHeHne nonydyeHHoro CSRF-tokeHa B Swagger

Ons Havana pabotbl C pecypcamu cepBepa nepenaute Mo agpecy
https://<app _host>:<app _port>/api/v1/ B Bawem bpay3epe, BbINONHATE NONyYeHne
TOKEHOB NMt0ObIM YA06HBIM CNOCOOOM 1 HAaXMUTE Ha KHOMKY «Authorize» (prcyHoK

1):

Q& rubackup.local 90%

RuBackup API®

[ Base URL: /api/vl ]

A RuBackup REST API documentation

Auth Authorization endpoints v

Administrators some description for namespace v

PucyHok 1

B oTkpbiBweiics dpopme 3anonHute none «Value». B nqaHHoM rone HeobxoanMMo
BBECTY paHee NonyyYeHHbIV csrf_token. 3atem HaxmuTe KHorky «Authorize»
(pucyHok 2):

Available authorizations X

CSRF-Token (apiKey)

Name: X-CSRF-TOKEN
In: header

Value:

-4c6b-961c-0c5059671e06

| Close |

PucyHok 2
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3akponte hopMmy HaxaTtnem Ha kHorky «Close» (pucyHok 3). Tenepb Bbl
aBTOPW30BaHbl 1 MOXeTe paboTtaTtb ¢ pecypcamm cepeepa RuBackup.

Available authorizations

CSRF-Token (apiKey)

Authorized

Mame: X-CSRF-TOKEN
In: header

Value: PSS

| Logout | Close |

PucyHok 3
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ll:',OCTyﬁHble Ang ncnonb3oBaHusa pecypcChbl U UX metonbl

B nporpammHoM uHTepdoerice RuBackup nepeuucneHbl Heobxoommbie
Pecypchbl Ans B3aMMOAENCTBMS C CEPBEPOM PE3EPBHOIO KONMPOBaHus (Tabnuua 1).
Monb3oBaTtenb MOXET obpawatbCs K KaxaoMmy npenctaBleHHOMY pecypcy nnbo
yepes bpaysep, 1Cronb3ys crneungoukaunio, Kotopas npeaocrasnseTcs Swagger,
nMbo Yepes KOHCOMbHYIO YTUANTY curl.

Tabnnua 1 - ,D,OCTyI'IHbIe Ons NCNonb30BaHWUA pecypcbl X MeTobl

Ha3Banue pecypca JlocTynHbIe MeTo/bI
POST login
Auth DELETE logout
POST resfesh

GET administrators

DELETE administrators

Administrators POST administrators

GET administrators/{id}

DELETE administrators/{id}

PATCH backup_strategies

GET backup_strategies

DELETE backup_strategies

POST backup_strategies

Backup Strategies

PATCH backup_strategies/{id}

GET backup_strategies/{id}

DELETE backup_strategies/{id}

Backup Types GET backup_types
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Ha3zpaHnue pecypca JocTynHble MeTo/IbI
GET clients
DELETE clients
POST clients/authorize
POST clients/tree
Clients
PATCH clients/{id}
GET clients/{id}
DELETE clients/{id}
GET clients/{id}/resourse_type
GET client_groups
DELETE client_groups
POST client_groups
Client Groups
PATCH client_groups/{id}
GET client_groups/{id}

DELETE client_groups/{id}

GET clients_log

Clients Log
GET clients_log/{id}
Compression Type GET compression_type
Crypto GET crypto
Dedupllcatlon Hash GET deduplication_hash_algorithm
Algorithm
Destination Storage Types GET destination_storage_types
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Ha3zpaHnue pecypca

Disaster Recovery Plan

Global Configuration

Global Schedule

Global Schedule Log
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GET disaster_recovery_plan

DELETE disaster_recovery_plan

POST disaster_recovery_plan

PATCH disaster_recovery_plan/{id}

GET disaster_recovery_plan/{id}

DELETE disaster_recovery_plan/{id}

POST disaster_recovery_plan/{id}/checking

PATCH global_configuration

PATCH global_configuration/service_mode

GET global_configuration

PATCH global_schedule

GET global_schedule

DELETE global_schedule

POST global_schedule

GET global_schedule/extension

PATCH global_schedule/{id}

GET global_schedule/{id}

DELETE global_schedule/{id}

POST global_schedule/{id}/execution

GET global_schedule_log

GET global_schedule_log/{id}



& 'RuBackup

Ha3zpaHnue pecypca

License Types

Maintainers

Media Servers

Media Servers Log

Notifications

Notification Status

OS Types
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GET license_types

GET license_types/{id}

DELETE maintainers

GET maintainers

POST maintainers

DELETE maintainers/{id}

GET maintainers/{id}

DELETE media_servers

GET media_servers

POST media_servers/authorize

GET media_servers/tree

PATCH media_servers/{id}

DELETE media_servers/{id}

GET media_servers/{id}

GET media_servers_log

GET media_servers_log/{id}

GET notifications

GET notifications/{id}

GET notifications_status

GET os_types
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Ha3zpaHnue pecypca

Pool List

Repository

Repository Log

Reports
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DELETE pool_list

GET pool_list

POST pool_list

GET pool_list/available_for_copy_or_move

PATCH pool_list/{id}

DELETE pool_list/{id}

GET pool_list/{id}

GET repository

GET repository/extension

GET repository/{id}

PATCH repository/{id}

DELETE repository/{id}

POST repository/{id}/copying

POST repository/{id}/moving

POST repository/{id}/restoring

POST repository/{id}/verification

GET repository_log

GET repository_log/{id}

PATCH reports

DELETE reports
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Ha3zpaHnue pecypca JocTynHble MeTo/IbI

GET reports
POST reports
PATCH reports/{id}
DELETE reports/{id}
GET reports/{id}
GET resourse_types
Resourse Types

GET resourse_types/{id}

GET rubackup_server_system_monitoring
Rubackup Server System

Monitoring
GET rubackup_server_system_monitoring/{id}
GET servers_hw_id_tmp
Servers HWID
GET servers_hw_id_tmp/{id}
Status Of Rule GET status_of_rule

DELETE storage_block_devices
GET storage_block_devices
POST storage_block_devices
Storage Block Devices
PATCH storage_block_devices/{id}
DELETE storage_block_devices/{id}
GET storage_block_devices/{id}

Storage Local Catalogs DELETE storage_local_catalogs

GET storage_local_catalogs
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Ha3zpaHnue pecypca JocTynHble MeTo/IbI

POST storage_local_catalogs
PATCH storage_local_catalogs/{id}
DELETE storage_local_catalogs/{id}
GET storage_local_catalogs/{id}
DELETE strategy_rules
GET strategy_rules
POST strategy_rules
Strategy Rules GET strategy_rules/extension
PATCH strategy_rules/{id}
DELETE strategy_rules/{id}
GET strategy_rules/{id}
DELETE supervisors
GET supervisors
Supervisors POST supervisors

DELETE supervisors/{id}

GET supervisors/{id}
Task Status GET task_status
Task Log GET task_log

GET task_log/{id}

Task Queue GET task_queue
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Ha3zpaHnue pecypca

Unauthorised Clients

Unauthorised Media Servers

User Groups
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POST task_queue

DELETE task_queue

GET task_queue/extension

GET task_queue/{id}

DELETE task_queue/{id}

DELETE task_queue/{status}

DELETE unauthorised_clients

GET unauthorised_clients

DELETE unauthorised_clients/{id}

GET unauthorised_clients/{id}

DELETE unauthorised_media_servers

GET unauthorised_media_servers

DELETE unauthorised_media_servers/{id}

GET unauthorised_media_servers/{id}

DELETE user_groups

GET user_groups

POST user_groups

PATCH user_groups/{id}

DELETE user_groups/{id}

GET user_groups/{id}
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Ha3zpaHnue pecypca

Users

Verification Status
Client Task Info
Continue Task Working
Kill Task
List Client Block Devices
List Client Filesystem
Pause Task
Restart Task
Server Hello

Server Task Info
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DELETE users

GET users

POST users

PATCH users/change_password

PATCH users/{id}

DELETE users/{id}

GET users/{id}

GET verification_status

GET client_task_info

POST continue_task_working

POST kill_task

POST list_client_block_devices

POST list_client_filesystem

POST pause_task

POST restart_task

GET server_hello

GET server_task_info
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