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BBepneHue

B komnnekte noctaekm RuBackup ectb Heobxoaumble ons pabotbl SSL-
cepTuchukatbl KNMeHTa 1 cepeepa. B aTomM pykoBoOCTBE OnmncaH NpoLecc co3aaHms
COOCTBEHHbIX KNOYER 1 CEePTUCONKATOB BMECTO TEX, KOTOPbIE BXOAAT B
CTaHLAPTHYO NOCTAaBKY.

CepTudomkartbl, Heobxoaumble ons pabotel RuBackup, pacnonaratorcs B
katanore /opt/rubackup/keys n npenocTaBnsaOTCA B COCTaBe nakeTa rubackup-
common.

B npouecce noaoknto4eHns K cepBepy KIMEHT OTNpaBnsieT CBOM
cepTudpomkar /opt/rubackup/keys/client/clientCert.crt ona nposepku NOAIMHHOCTH
KnmeHTa cepBepoM. Takxe KNMEHT NPUHMMAET OT CepBepa ero ceptudpmkart
/opt/rubackup/keys/server/serverCert.crt n npoBepseT ero NOAMHHOCTb C
NCMNOMb30BaHNEM CEPBEPHOIO KOPHEBOMO cepTMdomkara
/opt/rubackup/keys/rootCA/serverRootCACert.crt. Cepeep nposepsiet
NOLSIMHHOCTb MONYYEHHOMO KIIMEHTCKOrO cepTndomkara C NOMOLLbIO KIMEHTCKOro
KopHeBoro ceptugomkata /opt/rubackup/keys/rootCA/clientRootCACert.crt.

MNpw NOAKNIOYEHNN K CEPBEPY OKOHHbIN MEHEOXEP OTNPaBNSET CBOW
cepTudomkar /opt/rubackup/keys/rbom/rbmCert.crt Ha npoBepky. Takxe oH
NPVHUMAaET OT cepaepa ero ceptmgomkart /opt/rubackup/keys/server/serverCert.crt n
NpPOBEPSET €ro NOAJIMHHOCTL C MCMONb30BAHNEM CEPBEPHOr0 KOPHEBOIO
ceptudcpukara /opt/rubackup/keys/rootCA/serverRootCACert.crt. Cepsep
npoBepsieT NOAJIMHHOCTL MOJTY4YEHHOro cepTmdonkara OKOHHOro MeHexepa c
MOMOLLbIO KJIMEHTCKOrO KOPHEBOrO cepTmdonkara
/opt/rubackup/keys/rootCA/clientRootCACert.crt.

[na B3aumMogencTsns C cepBepoM NULEH3NIA U NMPOBEPKM ero Ha
NOOMHHOCTb UCMONb3YETCA KOPHEBOWN CepTndpmukar cepaepa NmLeH3uni
/opt/rubackup/keys/rootCA/licenseServerRootCACert.crt.
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lNMpouenypa co3pgaHugd Kno4yen u

cepTudmukartoB

Co3paHue cepBepHOro ceptudomkara:

Y106bI CO30aTh CEPBEPHDI CEPTUCIMKAT, BLINMOMHWTE CReayowme Wwarkn:

1. Co3parite npuBaTHbIA K4 [ONS CEPBEPHOr0 KOPHEBOrO cepTudomkarta

KOMaHOon:

# openssl genrsa -out serverRootCAKey.key 2048

lMpmeyaHne: XpaHWTe 3TOT K/AWY B HajexHoMm mecTe!

2. Cospante cepBepHblii KOPHEBON cepTudomkat. B npencrasneHHoOM npumepe
ceptudomkar geincteyet 20000 gHe:
# openssl req -x509 -new -nodes -key serverRootCAKey.key
-days 20000 -out
/opt/rubackup/keys/rootCA/serverRootCACert.crt

3. B WHTEpakTVBHOM MeHO BBeAuTe OBYXOYKBEHHbI KOO CTpaHbl, MPOBUHLMIO,
ropof, opraHusauuio, nogpasaeneHne, Common Name n e-mail agpec.

4. CospanTte npuBaTHbI K04 cepeepa:

# openssl genrsa -out

/opt/rubackup/keys/sexrver/serverKey.key 2048
5. Co3paiTte 3anpoc Ha NoanNucs:

# openssl req -new -key
/opt/rubackup/keys/server/serverKey.key -out

/opt/rubackup/keys/server/serverCert.csr
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6. B MHTEpPaKTMBHOM MEHIO BNULIMTE OTBET Ha T€ Xe BOMPOCHI, 4TO U NPU CO3OaHNM
KOpHeBOro ceptudgpmkara. BeegeHHbin Common Name ponxeH otnmyatbest OT
Common Name y KOpHEBOro ceptudpukara.

7. Co3parite cepBepHbli cepTudomkar 1 NoanunTe ero CepBepHbIM KOPHEBbLIM
ceptugomkaTtoM. B npencrasneHHoM npumepe ceptudpukat gencteyet 20000 gHen:

# openssl x509 -req -in
/opt/rubackup/keys/server/serverCert.csr -CA
/opt/rubackup/keys/rootCA/serverRootCACert.crt -CAkey
serverRootCAKey.key -CAcreateserial -out

/opt/rubackup/keys/server/serverCert.crt -days 20000

8. MNpun HeobxooMMmoCTM nepeco3pante doain, WCMoNb3yeMbli B anroputMe
Oudbdpm-Xennmana, ons obMeHa CECCMOHHBIMU KITOYAMU C KITMEHTOM:

# openssl dhparam -out

/opt/rubackup/keys/sexver/dh_2048.pem 2048

Co3paHue KNneHTcKoro ceprudomnkara:

YT106bl CO3aaThb KNMEHTCKNIA cepTmdomkar, BbINnoNHUTE cneayrowme waru:

1. Co3parite npuBaTtHbIA KAKOY ONS  KAMEHTCKOrO  KOPHEBOro ceptudhmkara
KOMaHOo:

# openssl genrsa -out clientRootCAKey.key 2048
MpumeyaHne: XpaHuUTe 3TOT KJIWY B HajexHoMm mecTe!

2. Co3pante KNWMEHTCKMIA KOPHEBOW ceptudoukar. B npepncraBneHHOM npuMepe
ceptudpukar gerncreyet 20000 oHen:
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# openssl req -x509 -new -nodes -key serverRootCAKey.key
-days 20000 -out
/opt/rubackup/keys/rootCA/clientRootCACert.crt

3. B WHTEpakTMBHOM MEHK BBeAMTE OBYXOYKBEHHbIA KOO CTpaHbl, MPOBUHLMIO,
ropof, opraHusaumio, nogpasaeneHne, Common Name n e-mail agpec.

4. CospanTe npuBaTHbIA KMOY KNMEHTa:

# openssl genrsa -out

/opt/rubackup/keys/client/clientKey.key 2048
5. Cospaite 3anpoc Ha Noanmchb:

# openssl req -new -key
/opt/rubackup/keys/client/clientKey.key -out

/opt/rubackup/keys/client/clientCert.csr

6. B MHTEPaKTUBHOM MEHIO BMUWKUTE OTBET HA TE Xe BOMPOChHI, YTO 1 NPV CO30aHNM
KOpHeBOro ceptudonkara. BeegeHHbln Common Name OOnXeH oTnuyaTtbcst oT
Common Name y KopHeBoro ceptugukara.

7. Co3panite KNMEHTCKUA cepTudpmrkaT v noanucatb ero KAMEHTCKMM KOPHEBLIM
cepTtudprkartom. B npencraBneHHoM npumMepe ceptudomkart gencteyet 20000 gHen:

# openssl x509 -req -in
/opt/rubackup/keys/client/clientCert.csr -CA
/opt/rubackup/keys/rootCA/clientRootCACert.crt -CAkey
clientRootCAKey.key -CAcreateserial -out

/opt/rubackup/keys/client/clientCert.cxt -days 20000

CospaHue cepmcpMKaTa ANnA OKOHHOIro MeHenxXxepa.

YTo6bl co3pmate cepTvdpmkaT Ansi OKOHHOrO MeHedXxepa, BbIMOMHWUTE Crenylolme

warm:
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1.Cospavite npyBaTHbIN K/HOY OKOHHOIO MeHeaxepa:

# openssl genrsa -out /opt/rubackup/keys/rbm/rbmKey.key
2048

3. Cozpaiite 3anpoc Ha NoANMC:

# openssl req -new -key
/opt/rubackup/keys/xrbm/xrbmKey.key -out
/opt/rubackup/keys/rbm/xbmCert.csx

3. B nHTEpakTMBHOM MEHIO BNNWNTE OTBET HA TE Xe BOMNPOChHI, 4TO U NPV CO34aHNN
KOpHeBoro ceptudpukara. BeegeHHbin Common Name ponxeH otnuyarbes oT
Common Name y KopHeBoro ceptudukara.

4. Co3pante ceptupmrkar OKOHHOrO MeHeoXxepa W MOANUWNTE €ro KINEHTCKUM
KOPHEBbIM cepTudpnkatoM. B npencrasneHHOM npumepe ceptudomkaT aencTsyet
20000 gHen:

# openssl x509 -req -in
/opt/rubackup/keys/rbm/xbmCert.csx -CA
/opt/rubackup/keys/rootCA/clientRootCACert.crt -CAkey
clientRootCAKey.key -CAcreateserial -out

/opt/rubackup/keys/xrbm/rbmCert.crt -days 20000
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Ncnonb3oBaHUe Lenodyku

cepTudoukartoB

WHorpa knveHTtckuin unm
CepBepHbIN ceptudpukar
noanncbiBaeTCd He KOPHEBbLIM
KMMEHTCKUM UMW CepBEepHbIM
CepTugmKaToM, a Intermediate CA
NMPOMEXYTOYHbIM CepTUdPUKATOM, 1
KOTOpbIA, B CBOKW oO4epenp,
nognucax KOPHEBbIM nnu

Intermediate CA
cnesyrowmm NPOMEXYTOYHbIM 2

cepTudoukatom. 310 HasblBaeTCs
LLenoyKol cepTnemKaToB.

SSL Certificate

Ytobbel RuBackup Mor
pabotatb C TakOW LIEMOYKOM
cepTMmkaToB, HeobxoOMMo OOBbeaMHWTb BCE MPOMEXYTOYHble W  KOPHEBOWA
ceptTudomkaThl B €4MHbIA KOPHEBOW KIIMEHTCKUIA UM CEPBEPHbIA cepTndonkar.

MoproroBka ceptucpukaToB Ons cepeepa

Y106bl NOArOTOBUTL cepTudomkatbl onsa cepsepa, BbIMONHUTE cneayollme Wwaru:

1. PaamecTtute B OTOENbHOW Manke MpoOMEeXYyTO4YHble cepTudonkartbl U KOPHEBOM
ceptudukar.

2. Ecnn HekoTopble M3 MPOMEXYTOYHbIX WA KOPHEBOW CepTudomKaT UMET
pacwvpeHne .cer U .pem, KOHBEPTUPYNTE X B oopmar .Crt C MOMOLLbIO OOHON U3
cnenyowWwnx KoMaHm:

# openssl x509 -in '<uma  ceptTucbukaras.pem' -out ‘'<umsa
ceptucukaras.crt' -outform DER

# openssl x509 -inform PEM -in '<umMsa ceptuchukaras.cer' -out '<ums
ceptucukaras.crt’

3. ObbeanHNTE NPOMEXYTOYHbIE CepTUCIMKATbl U KOPHEBOW cepTudmkaTbl B
e[VHbIi KOPHEBOW CepBEpPHbI cepTndomKar:
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# cat <nyTb K TMpPOMEXyTOYHOMY cepTupukaty 1> <nyTb K
NPOMEXyTOYHOMY cepTuPuKaTty 2> <nyTb K KOpPHEBOMY cepTupukaTy>
/opt/rubackup/keys/rootCA/serverRootCACert.crt

MoproroBka cepTuchuKaToB oS KIMEHTa

Y106bI NOArOTOBUTL cepTndomnkatbl onsa KNMeHTa, BbiMONHUTE cneayolme waru:

1. 1. Pasmectute B o1O€NbHON Nanke npoMeXyTo4YHble cepTndmkaTbl 1 KOPHEBON
cepTudomkar.

2. Ecnn HekoTOpble M3 MPOMEXYTOYHbIX WAM KOPHEBOW CepTUchMKaT WUMEoT
pacLMpeHne .Cer Unm .pem, KOHBEPTUPYITE 1X B doopMaT .crt C MOMOLLbIO OOHO U3
Crnefytowmx KoMaHa;

# openssl x509 -in '<uma  ceptTucdukaras.pem' -out ‘'<umsa
ceptucukaras.crt' -outform DER

# openssl x509 -inform PEM -in '<umsa ceptudpukaras.cer' -out '<ums
ceptudukaras.crt'

3. O6benmHMTE NPOMEXYTOYHbBIE CEPTUIMKATBI M KOPHEBOI CEpTUCOUKAT B €AMHbINA
KOPHEBOW KNMEHTCKMI cepTnudoukar:

# cat <nyTb K nNpoMeXyTOuyHOMYy cepTuPukaty 1> <nyTb K
NPOMeXyTOYHOMY cepTUPuMKaTy 2> <nyTb K KOpPHEBOMY cepTudukaTty>

/opt/rubackup/keys/rootCA/clientRootCACert.crt
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[MpoBepka co3aaHHbIX KNHOYEeUu n

cepTudoukartoB

[nsi NpoBEpPKM CO3AaHHbIX KNOYe U CepTUdOUKATOB BbINONHUTE Cneaytowwme
warm:

2. [lpoBepbTe cepTudhukar cepsepa:

# openssl verify -no-CApath -CAfile
/opt/rubackup/keys/rootCA/serverRootCACert.crt
/opt/rubackup/keys/server/serverCert.crt

BbiBoa komMaHabl fonxeH cogepxarb: OK.

3. TlpoBepbTe cepTndomKat KaneHTa:

# openssl verify -no-CApath -CAfile
/opt/rubackup/keys/rootCA/clientRootCACert.crt

/opt/rubackup/keys/client/clientCert.crt

BbiBon koMaHapl fonxeH cogepxarb: OK.

4. TlpoBepbTe cepTndonKaT OKOHHOrO MeHeaXepa:

# openssl verify -no-CApath -CAfile
/opt/rubackup/keys/rootCA/clientRootCACert .crt

/opt/rubackup/keys/xrbm/rbmCert.crt

BbiBoa koMaHabl fonxeH cogepxarb: OK.
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Pa3MelleHue cepTUcpMKaToB U K/ouen

darinbl  NpuBaTHbIX K/KOYEN crnemyetr XpaHWTb B HAOEXHOM  MecCTe,
HeOOCTYMNMHOM HU C cepBepa, HY € knmeHTa RuBackup.

Mpn 3aMeHe cepTndUKaToB HA COBCTBEHHbIE HEOOXOAMMO yHeanTbCs, YTO
BCE cepTucdpmkaTtbl OBHOBNEHbI HA BCEX y3nax, FOe YCTAHOBMEHbl KOMMOHEHTbI
RuBackup: knueHT, cepBep, MeOuacepBep, PE3EPBHbI CEPBEP, OKOHHbIN
meHenxep, REST API cepsuc n gpyrue.
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