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BBeneHue

Cwncrtema pesepBHOro konuposaHus RuBackup no3BonsieT BbIMOMHATb
pe3epBHOE KonmupoBaHue WabnoHoB (femplate) v BuUpTyanbHbix MawwH (BM)
MporpammHoro komnnekca «Cpepnctesa Buptyanu3aumm «BPECT» (MK CB
«BPECT?»).

Ons wabnoHoB LOOCTYNHO MONMHOE PEe3epBHOE KomvpoBaHue, ans BM —
NONHOE, UHKpPeMeHTanbHoe 1 andodoepeHumansHoe. PesepeHoe konnposaHne BM
MOXET NponcxXoanTb 6e3 nx OCTaHOBKM.

NonHoe pe3epBHOE KOMUpoBaHWE — 3TO CO34aHWE PEe3epBHOWN KOMuu
BCEX AaHHbIX N3 UCXOAHOro Habopa, HE3ABNCKMO OT TOr0, M3MEHSANUCH AaHHbIE N
HET C MOMEHTA BbIMONIHEHNS NOCNefHEN NONHOW pe3epBHON KOMUK.

AdudpdpepeHumnanbHoe pes3epBHOe KOMUPOBaHWUE COXPAHSET TONMbKO
OaHHble, W3MEHEHHble CO BPEMEHW BbINONHEHMS NPedblayWero MofHOro
pe3epBHOro KOMMPOBaHUS.

MHKpeMeHTanbHoe pe3epBHOEe KOMUpPOBaHMWE COXpaHsSeT TOMbKO
JaHHble, N3MEHEHHbIE CO BPEMEHM BbIMNOMHEHUS Npenblaylein NHKPEeMeHTanbHom
pe3epBHO KOMUK, a eCnv TakOW HEeT, TO CO BPEMEHW BbINOMHEHUS MOCneaHemn
NMONHOW pe3epBHOI KOnMuu.

Ons  BbIMONHEHUS  PE3EPBHOIMO  KOMUPOBAHWS  BUPTYaNbHbIX  MalMWH
MK CB «BPECT» Ha xOCT (OpOHTanbHOM MawwmHbl TpebyeTcs yCTaHOBUTL KMEHTA
RuBackup v mooynu rb_module_brest template, rb_module brest vm. Ha BM,
[Ns KOTOPbIX NpeAarnonaraeTcs BbINOMHATL PE3ePBHOE KOMMPOBaHME, AOMXKHbI ObiTh
YCTaHOB/EHbI JOMOMHEHNSI FOCTEBOW CUCTEMBI.

PesepBHOe konNnpoBaHWe BbINONHSAETCS MO 3apaHee 3a4aHHbIM npasuiam B
rnobanbHoM pacnucaHum RuBackup. KnuneHTy [OOCTYNHO CpO4YHOE pe3epBHOE
KonmposaHue BuptyanbHblx MawuH MK CB «BPECT», a Ttakxe nokanbHoe
pacnucaHue, ecnu 9TO paspeleHO agMUHUCTPATOPOM CUCTEMbl  PE3EpPBHOMO
KOMMpPOBaHUSI.

BoccTtaHoBneHme pe3epBHOi KON BO3MOXHO MO UHMUMATMBE KnveHTa. [ns
BOCCTAHOB/IEHUS! AAHHbIX MONb30BaTeNb OOMXKEH BBECTV Maposb, NMO3BOJSOWMIA
BbIMOIHNTL BOCCTAHOB/EHNE.
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MonHoe pe3epBHOE KOMMPOBaHME MOXET ObiTb BbINMOMHEHO C MPUMEHEHNEM
cxatns Ha cTopoHe knuneHta RuBackup. Takxe B03MOXHO npeobpa3oBatb
Pe3epBHbIE KOMUM C MOMOLLBIO anropuTMa 3awWwmnTHoro NnpeobpasoBaHns (CM. pasnen
«3almnTHOEe NpeobpasoBaHne Pe3ePBHbIX KOMUIA»).

Pe3epBHoe konupoBaHue WwabnoHa MoXeT ObiTb BbIMOHEHO Kak TOMbKO OfS
ero KOHdpurypaumu, TaKk M COBMECTHO C obpasamu, accouMMpOBaHHbIMK C
wabnoHoM. B xone BbINONHEHNS1 Pe3ePBHOMO KOMMPOBaHMSA WabnoHa Ucnonb3yeTcs
TEXHONOTNS KNTOHMPOBAHMUSI.

BHumaHme! Ecnn Ha ©6Oase wabnoHa co3paHa BM, o6pas3sbl,
accouMmpoBaHHblie C LWAbGMoHOM, OyayT HemoCTyrnHbl Onsi KAOHMpoBaHus. Mpwu
XenaHunm no6aBvUTb B TaKOM Cllyyae B pe3epBHYH KONuKo obpa3bl peKkomeHayeTcs
ncnonb3oBaTb Moaynb rb_module_brest _vm.

Pe3epBHoe konuposaHne BM BO3MOXHO B Tpex BapuaHTax:

1) pesepBHOEe  KOMMpPOBaHWe  TOMbKO  KOHqourypauum  BM.  Tlpwm
BOCCTAHOBNIEHUW TaKol pe3epBHol Konun BM 6ynet co3paHa TOYHO Takoi, Kakoi
OHa co3jaeTcs M3 wabnoHa. BocCcTaHOBMTL Takylo PEIEPBHYID KOMUKD MOXHO
TONbKO B TOM CnyyYae, ecnM B CUCTEME MPUCYTCTBYIOT OpuUrnHanbHble 06pasbl,
KOTOpble ObINn C Hel aCCOoLMMPOBaHbI HA MOMEHT CO3aHVS PE3EPBHOIN KOMUU;

2) pe3epBHOE KOMUPOBaHME KOHUrypaumm W 4YacTHbIX JaHHbiXx BM,
KOTOpble 06pa3oBannCb C MOMEHTA ee co3naHus. BoccTaHOBWTbL Takyto pe3epBHYHO
KOMUIO MOXHO TONMbKO B TOM Cly4Yae, ecnv B CUCTEME NPUCYTCTBYHOT 06pasbl,
KOTOpble ObiN aCCOLMNPOBAHbI C HEN HA MOMEHT CO34aHUst PE3ePBHOI KOMUK

3) pe3epBHOE KOMMPOBaHME KOHAUrypaumm, YacTHbIX fAaHHbix BM un
06pa30B, KOTOPbIE OHA UCMONb3YET.

B xome BbinonHeHWs pesepBHOro konvposaHuss BM  ucnonbayertcs
TEXHONOrMA CO34aHus MOMEHTaNbHbIX CHUMKOB AuckoB BM. lNepen cospaHvem
CHMMKa W cpasy nocne co3naHnsi CHMMKA, BHyTpy BM MoXeT 6biTb BbIMOMHEH
CKPWNT,  KOTOPbIAi ~ 0BEecneynt  KOHCUCTEHTHOCTb  OaHHbIX  MPUNOXEHUS,
hyHkumoHupytowero B BM. Konnyectso auckos B BM MoxeT 6biTb 60bLue 0OHOrO -
B 9TOM Cly4ae pe3epBHOe KOMNMpoBaHWe BbIMOHSAETCS AJ15 BCEX ANCKOB.
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B RuBackup 1.9 nopnoepxwuBaetrcs  pe3epBHOE  KOMMpOBaHWE
n BocctaHoBneHue MK CB «bPECT» Bepcum He Bbiwe 2.9.

Ins BbINONHEHUS PE3EPBHOrO KOMMpPoBaHUS paboTatowein BM Ha Hein
JOMXHbI ObITb YCTAHOBNEHbI FOCTEBLIE PACWMPEHNS, A TakK Xe Npu ee co3naHun B
MK CB «BPECT» Heobxogumo BKMouYATb doyHKkUMo QEMU guest agent
communication (oHa MoxeT ObITb BKNtodeHa kak onsi Bcero MK CB «BPECT», Tak 1
LN OTAENbHOro wabnoHa ns kotoporo cospatotcs BM). Bes rocteBbix pacwmpeHuii
pe3epBHOE KOMMPOBAHME BO3MOXHO TOMbKO A5 BbIK/IOYEHHbIX BM.
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YcTtaHoBKka knmeHTa RuBackup

Ins pesepsHoro konnposaHus MK CB «BPECT>» HeobxoauMbl cneaytowme nakeTbi:
rubackup-common_signed.deb
rubackup-client_signed.deb — knuneHT pe3epBHOro KONMPOBaHNS;

rubackup-brest_signed.deb — monynu pesepsHoOro konvposaHums.

YctaHoBka naketoB knueHta RuBackup npow3sogutcst m3-nof y4eTHOW
3anMcy ¢ agMMHUCTPATMBHBIMK MpaBaMu Ha y3en gopoHTanbHon MawuHbl K CB
«BPECT>» npu noMowm cneayowmx KoMaHA;

# dpkg -i rubackup-common_signed.deb
# dpkg -i rubackup-client_signed.deb
# dpkg -i rubackup-brest_signed.deb

root@srv:~# dpkg -i rubackup-client-brest signed.deb

Bebop paHee He BubpaHHoro naketa rubackup-client-brest.

(YTeHuwe 6a3pl JAHHBIX .. HA QAHHHA MOMEHT YCTaHOBNEeHO 137286 ¢aMnoB W KaTanoroe.)
MoaroToBKa K pacnakoBke rubackup-client-brest_signed.deb ..

PacnakoBwBaeTcA rubackup-client-brest (2020-04-22) ..

HacTpamBaeTcA nakeT rubackup-client-brest (2020-04-22) ..

root@srv:~# dpkg -i rubackup-brest_signed.deb

Bebop paHee He BuOpaHHoro naketa rubackup-brest.

(YTeHne 6a3bl OaHHBIX .. HA [aHHBIA MOMEHT ycTaHoBneHo 137334 ¢aﬁﬂa M KaTanora.)
MoaroToBkKa kK pacnakoBke rubackup-brest_signed.deb ..

PacnakoBwBaeTcA rubackup-brest (2020-04-22) ..

HacTpauwBaeTcAa nakeT rubackup-brest (2020-084-22) ..

root@srv:~# I

HacTtponka knueHta C NOMOLLbLIO WHTEPaKTUBHOM
yTununTbl rb_init
[MopsmoK HACTPONKM KNMEHTA C MOMOLLUbIO MHTEPAKTUBHOM YTUAWUTLI  rb_init

M3NOXeH B [OKyMeHTe «PykoBOACTBO MO YCTAHOBKE CEPBEPOB pPE3EpPBHOrO
konuposaHus u Linux knneHtos RuBackup».
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Mpu yctaHoeke knneHta RuBackup B OC Astra Linux 1.6 CMoneHck c
aKTVBMPOBAHHBIM PEXMMOM 3aLWUTHOV NPOrpaMMHOl cpeabl He06X0AMMO:

1. BbINONHWTL KOMaHOy
# sudo update-initramfs -u -k all
2. NepesarpyaunTb onepaumoHHyO CUCTEMY

# sudo init 6

Komnpeccop pigz

HeobxoouMo coenatb CUMMBOMBbHYIO CCbINKy Ans umutaumm Hannyms B OC
KoMMpeccopa pigz (3To aHanor gzip, HoO Ncnonb3yowmnii B pabote HECKONbKO Saep
npoueccopa):

# 1n -s /bin/gzip /usx/bin/pigz

HacTtponka SSH-pocTtyna

Heobxonmmo obecneuntb GecnaponbHbiii 4OCTYN ANS NONb30BaTens root ¢
y3na cppOoHTanbHOM MalWuHbI root@srv.brest.loc Ha y3nbl C rMNepPBU30POM

root@srv.brest.loc# ssh-keygen -t rsa

root@srv.brest.loct# cat /root/.ssh/id_xrsa.pub

OT0T Ny6NMYHBIA KoY HYXHO fo6aBuTb B doaiin ~/.ssh/authorized keys Ha
y3nax Cc rmnepsr3opoM ang nonb3osartenen root, brestadmin v oneadmin.
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INobaBneHne nonb3oBatensa root B Heobxoaumbie
rpynnbl

Ons Toro 4tobbl Mmomynb rb_module_brest_vm umen Bo3MOXHOCTb cO34aBaTtb
MOMEHTaslbHble CHUMKW OuckoB BM, Ha y3ne (opoOHTanbHOW MawwHbl K y3nax
rmnepen3opoB Tpebyetcs nobasutb nonb3osatens root B rpynnbl astra-console,
astra-admin, kvm, libvirt, libvirt-gemu, libvirt-admin, oneadmin.

# usermod -a -G astra-console root
usermod -a -G astra-admin root
usermod -a -G kvm root

usermod -a -G libvirt root
usermod -a -G libvirt-gemu root

usermod -a -G libvirt-admin root

*+= # #H O H H  HF

usermod -a -G oneadmin root

JdononHutenbHble HacTpounku NK CB «BPECT»

B cnyvae ecnu dopoHTtanbHble MawwuHbl MK CB «BPECT» ycTtaHoBneHbl
OTOENbHO OT Y3M0B BUPTyanu3aumu, a BHYTPW NAatgopMbl UCMONb3YHOTCS
xpaHunuwa Ceph, ons pabotbl mMomyneit RuBackup HeobxoOuMMoO BbIMOMHWTbL
cnepytowme HaCcTporKMK:

1 . ABTOpU3YMTECH MO NOMb30BaTeNnem root n ycraHosute ceph-deploy Ha Kaxaom
ppoHTaNbHOM MaLmnHe:

$ sudo -i
# apt install ceph-deploy
2 . Coapaite nonb3osartens ceph-adm Ha Kaxaon (PPOHTaNbHOM MaWVHE:

# adduser ceph-adm
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BHumaHue! YcraHoBUTe TakoM Xe naponb, KOTOpbIA Bbl 3aganu
npun KoHcpurypauum Ceph.

3. [ob6asbTe nonb3osatens B rpynmny sudoers:

# echo "ceph-adm ALL = (root) NOPASSWD:ALL" |sudo
tee /etc/sudoers.d/ceph-adm chmod 0440
/etc/sudoers.d/ceph-adm pdpl-usexr -i 127 ceph-adm

4 . Cospante OMPeKTOpuio ONS XpaHeHus ssh-kniouyein nonb3osatens ceph-adm
Ha KaXXOon qopoHTaNbHOW MallNHE:

$ su - ceph-adm
$ ssh localhost

5. Astopmayintecb Ha y3ne Ceph-knactepa no ssh, nepekntounTech
Ha nonb3dosartens ceph-adm u ckonupyinte ssh-kmounm u authorized_keys
NoNb30BaTeNs Ha BCe PPOHTalIbHbIE MALMHbI:

$ ssh <umsa Hoppl Ceph-knactepa>
$ su - ceph-adm

$ scp /home/ceph-adm/.ssh/id_xsa* <umsa ¢poHTanbHom
mawuHb> : /home/ceph-adm/.ssh/

$ scp /home/ceph-adm/.ssh/authorized_keys <ums
¢poHTanbHOM mawmHbl>:/home/ceph-adm/.ssh/
6 . ABTOpM3yinTecb non nonb3oBatenem ceph-adm Ha xocte Ceph-knactepa

W 3anycTuTe YCTAHOBKY YMPaBASIOWMX KOMMOHEHTOB  Ha (PPOHTasNbHbIE
MalnHbI:

$ su - ceph-adm ceph-deploy --username ceph-adm install
--cli <uma ¢poHTanbHON MawWWHLI>

$ ceph-deploy --username ceph-adm admin <wums
¢pOHTaNbHON MaWWHbI>

7 . Ckonupynte ¢ y3na knactepa Ceph dpann /etc/ceph/ceph.client.libvirt.keyring
Ha OPOHTaSIbHbIE MALLUVHBbI:
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$ scp /etc/ceph/ceph.client.libvirt.keyring <ums
¢poHTanbHOM mawwmHbl>:/etc/ceph/

KoHdourypaumoHHbin chann monynsa

B xome wHctannsuum naketa momyns B cucteme Oymet cospaH doaiin
HacTpoek /opt/rubackup/etc/rb_module_brest_vm.conf.

Copnepxmnmoe KOHUrypaLmoHHoro dpaiina:

# KoHpmrypaumoHHbI goarin 3anonHaeTcs nonb3osartenem BpyyHyo
#
# CumBon "#" B HaYane CTPOKM BOCMPUHMMAETCS Kak KOMMEHTapuii

# "#" B cepeOnHe CTPOKM BOCMNPUHMMAETCS KaK 3Ha4YeHre napameTpa

# Mo aTolh NpnYMHE He CTOMT [OOaBNATL KOMMEHTAPUM HA OOHOW CTPOKE
# C IMeHeM 1 3Ha4YeHneM napameTpa

#
# XocTt ¢ Termidesk API

termidesk_url: <URL>

# Bepcunga Termidesk api, Hanpumep draft, v1, v1.1, v2
termidesk_api_version: <API version>

# YuyeTHble pnaHHble agmuHucTpaTopa Brest ons Termidesk api
termidesk username: <username>

termidesk_password: <password>

# Bpems oXuaaHus B CeKyHOAx C MOMeHTa 3anpoca Ha cosfjaHve BM po ee
rnepexoda B COCTOsIHME

# "POWEROFF" (8) npn BoccTtaHoBneHun n3 PK.
# 3HayeHve no ymonyaHuo: 300 cekyHA,

# MyHumanbHoe 3HadeHue: 10 cekyHn

# MakcumanbHoe 3Ha4veHue: 900 cekyHa

10
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vm_state_timeout: 300

# Onuma aktyanbHa ecnu BM, pns  KoTopol  BbIMOMHSIETCS  PEe3epBHOE
KOMMPOBaHWe:

# - conepxuT oucku Ha 6ase LVM-LVM xpaHnnmwa;

# - pacnonoxeHa Ha XocTe, OTIMYHOM OT TOrO, Fae 3anyleHa npouenypa 6akana.
# BO3MOXHbIe 3Ha4YeHMs: yes, no.

# 3HayeHVe No yMo4YaHuio: No.

# Ecnu yctaHoBneHo 3Ha4eHne "yes", To guckm BM otnpasnstorcs B PK

# HenocpencTBeHHO C XOCTa, Ha kOoTopoM ata BM pacnonoxeHa, T.e. He
NPONCXOONT MPOMEXYTOYHOrO

# konupoBaHusi omMckoB BM Ha dppoHTanbHbIA XOCT, roe 3anyleHa npouenypa
6akana.

# BaxHO OTMETUTb, YTO MPW STOM HEeOOCTYMHbl OMuUUM  3ALUMLEHHOrO
npeobpasoBaHns 1 umdpposoii nognmcy PK.

#

enable_remote_backup: no

MapameTtpbl KOHdUrypaumoHHoro cpavna

* vm_state_timeout — napameTp BocctaHoBneHnss BM 13 pesepsHoit konuu
(cM. pasgen LleHTpanu3oBaHHOE BOCCTAHOBNEHME PE3EPBHbIX KOMUIA).

* enable_remote_backup — napameTp yckopeHusi npouenypbl pes3epBHOro
KONMpoBaHUS.

Bo3MoXHble 3Ha4YeHus:
enable_remote_backup: no (3HayeHne no yMonyaHumio)
enable_remote_backup: yes

lMapametrp npegHasHadyeH nONns  YCKOPEHUS npouenypbl  pe3epBHOro
konuposaHus BM, B cny4ae ecnu paHHas BM 3anyweHa Ha y3ne «bpect»,
OT/IMYHOM OT TOro, Ha KOTOPOM 3arnylieHa npouenypa pe3epBHOro KONMpoBaHus, a
anckn BM Haxogarcs B xpaHunumwe trna LVM_LVM.

11
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Ytobbl NpoLiesypa pe3epBHOro KonmposaHus paboTtana KoppekTHO Ans

3Ha4veHns enable_remote_backup: yes:

1.

HacTpoiite ans nonb3osatens root ssh-goctyn ¢ ayteHTMdpmkaumei no
KN4y MEXAY Y3M10M, Ha KOTOPOM 3arylieHa npoueaypa pe3epBHOro
KOMMPOBaHWSI, 1 Y3/10M, Ha KOTOPOM HaxoauTcs BM, ons KoTopoli Hy>XXHO
OCYLLECTBUTb NPOLIeAypPY PE3EPBHOrO KOMMPOBAHUS.

Ha y3ne ¢ BM, ons Kkotopor Hy>XHO OCYLLECTBUTbL Orepaumio pe3epBHOro
KOMMpOBaHus, Hy>XHO ycTtaHoBuTb knneHT CPK RuBackup Toi xe Bepcuu,
4TO 1 Ha y3ne, ¢ KoToporo ByaeT oCyWecTBNATLCS NpoLieaypa pe3epBHOro
KOMMpOBaHMs.

Ha yane ¢ BM, ons KOTOpOW Hy>XHO OCYLLECTBUTbL OMnepauunio pe3epBHOro
KOMMPOBaHUS, HY>XHO CO34aTb narky B TOM Xe MecTe, KOTOpoe ykasaHo B
napametpe use-local-backup-directory cpainna
/opt/rubackup/etc/config.file Ha y3ne, ¢ KOTOPOro ocyuwecTenseTcs
npouenypa co3naHvsa pesepBHOro Konum.

B cnyyae 3HayeHuns onuun enable_remote_backup: yes nns npouenypbl
CO30aHNs Pe3epPBHO Konum By oyT HEAOCTYMHbI ONepaLun 3aWwmnieHHOro
npeobpaszoBaHns 1 undoposoi nognucy PK.

MapameTpbl, HeobXoOUMble [OS1 BbINOMHEHUS PE3EePBHOIO KOMMPOBAHUA

BUPTYyasnbHbIX MaWVH «bpecT», Haxopoawmxcs B knactepe Termidesk:

termidesk_url — agpec xocta ¢ Termidesk API.

termidesk_api_version — Bepcusa Termidesk API.

termidesk_username — norvH agmuHucTparopa Brest ona Termidesk API.
termidesk_password — naponb agmuHucTpatopa Brest ons Termidesk API.

Nocne 3anonHeHNs OaHHbIX NapameTpoB Bbl cMoxeTe ykasaTtb ogHy n3 BM
Termidesk npwn Bbibope pecypca konnpoeaHus. Mpouecc BOCCTAHOBNEHUS
BM B Termidesk Takxe mnpoMcxoouT Ha OCHOBE [OaHHbIX U3
KOHOOUrypaumoHHOro dparna Mooyns.

12
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MacTtep-knioy

B xome wHcTtannsumm OygoeT co3oaH  MacTep-kmod  Ons  3alMTHOro
npeobpasoBaHNst PEe3EPBHbIX KOMWIA U KMOYW NS SNEKTPOHHOW MOoAMMCK, €Cnun
3MEKTPOHHYIO NOAMNMCb NpearnonaraeTcs UCrnonb3oBaTb.

BHumaHme! lMpu notepe ka4a Bbl He CMOXeTe BOCCTAaHOBUTb
DaHHble U3 pe3epBHOW KONuW, ecnu nocnepHss 6bina npeobpa3oBaHa C
NMOMOLLLbIO 3ALLUTHBIX aNrOPUTMOB.

BaxHo! lNocne co3paHuMs KNOYM peKkoMeHOyeTcsi CKonupoBaTb Ha
BHELLUHMN HOCUTENb, a TaK Xe pacrneyaratb 6yMaxHyr Konuio u ybparb 3Tu
Konuum B HapeXHoe MecTo.

MacTep-kno4 pekoMeHIyeTcst pacrnedarartb npu noMowm ytunutel hexdump,
Tak Kak OH MOXET coepxaTb HeoTobpaxaemble Ha aKpaHe CUMBOSIbI:

brestadmin@srv:~5 hexdump Jfopt/rubackup/keys/master-key
0000000 e973 053d 10al cOcl 40e8 d332 9463 afee

0000010 8965 f275 d5e4 ab®4a dO7d a625 d4eB8 755T
0000020

13
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YpaneHue knneHta RuBackup

Mopsimok penctsuini npu  yoaneHun knveHta RuBackup wanoxeH B
IokyMeHTe «PykoBOOCTBO MO yCTaHOBKE CEpPBEpPOB PE3EPBHOr0 KOMUPOBAaHUS U
Linux-knnenTtoB RuBackup».

Mocne ynanenns knueHta RuBackup B OC Astra Linux 1.6 CMoneHck ¢
aKTUBMPOBAHHBLIM PEXVMOM 3aLMTHO NPOrpaMMHoOl cpeabl, HE06X0AMMO:

1. BbINONHWTL KOMaHOy
# sudo update-initramfs -u -k all
2. MNepe3sarpy3nTb OnepaLmoHHy0 CUCTEMY

# sudo init 6
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& RuBackup
MoarotoBka BUpTYyaZibHOU MalLUUHbI
MK CB «BPECT» pnsa BbinonHeHUs
pe3epBHOro KonmMpoBaHUs cpeacTBaMu

RuBackup

Ins wabnoHa, Ha 6a3e koToporo OyayTt cospmaBaTbess BM, Heobxoammo
BK/IOYMTb BO3MOXHOCTb B3aVMOOENCTBUS C rOCTEBbIMU LOMONHEHNAMI (PUCYHOK 1):

& brestadmin @ OpenNebula

Update VM Template

ACPI PAE
HYPERY

Lecaltime QEMU Guest Agent

Yes

Storage —

PucyHok 1

Linux

15
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B onepauvoHHoit cucteme BM HeobxoamMMo yCTaHOBMTb NakeT gemu-guest-
agent B 3aBUCMMOCTU OT TUNa OrnepaLmoHHON CUCTEMBI:

# apt-get install gemu-guest-agent
nnm
# yum install gemu-guest-agent

Ins Astra Linux CMoneHck:

Heobxooumo ncnonb3oBath AMck pa3paboTku 1 4ob6aBmTb COOTBETCTBYOLNI
iso image B onepaunoHHyto cucteMmy BM kak BupTyanbHbiin CDROM.

Mocne aToro HeoHXxoAMMO BbINOHUTD cnenyroune KoMmaHobl:

# sudo apt-cdrom add
# sudo apt update

# sudo apt install gemu-guest-agent

XpaHunuwa gaHHbix (Datastores) cnyxar ons xpaHeHust 6a30Bbix 06pa3os
BM.

B MK CB «BPECT>» nocTynHbl cneaytolme 6a30Bble TEXHONOMN XPaHEHNS:

* Filesystem — dpannoBast TexHonorus xpaHeHus. [aHHas TexHonorus
XpaHeHMs Takxe BKto4aeT ceTesyto goannosyto cuctemy (Network File System —
NFS);

* LVM — 6no4yHas TexHonorns xpaHeHus ¢ ucrnonb3osaHnem LVM (Logical
Volume Manager — mMeHeXep norm4eckmx TOMoB);

» Ceph — nporpammHo-onpeaensiemas TexHonorust xpaHeHusi Ceph;

* Raw Device Mapping — npsamoe nogknodeHne Kk BM cyuwecTsyowmx
HNOYHbIX YCTPONCTB, MCMONb3YETCS TONMbKO AJ1 OpraHn3aummn xpaHunmwa obpasos;

* iSCSI-Libvirt — npsimoe nogknodeHve Kk BM cywecTsytowmx yCTpoONCTB
iISCSI, ncnonbayeTtcs ToNbKO ANst OpraHn3aum XpaHunuila obpasos.

B tabnuue 1 npveeneHo onucaHve OOCTYMHbLIX METOMOB nepeaaqn AaHHbIX
(DpaliBepoB) 45 MCMOMb3yeMblx 6a30BbIX TEXHONOMMiIA XpaHEHMSI.

16
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Tabnuua 1 — TexHonorum xpaHeHns 1 MeToabl Nepeaaqn NaHHbIX

TexHonorum
XpaHeHus

MeToabl nepenaym gaHHbIX MEXAY XpaHUnuLL.eMm
oﬁpaaoB U CUCTEMHbIM XpaHUnuu,em

Filesystem

ssh — 06pa3sbl KONMPyTCS C NOMOLLBIO SSh-NPOTOKONA;
shared — 06pa3sbl 3KCNOpPTMPYIOTCS B COOTBETCTBYHOLIMIA
Katanor CUCTEMHOro XpaHUnuwa Ha ysne supTyannsauuu;
gcow2 — aHanornyHo shared, Ho ons 0bpa3os chopmara
gcow2. Obpasbl €cO3[alTCa U NepematTcs C MOMOLLbO
KOMaHObl gemu-img C WCNONb30BaHUEM OPUrMHANbLHOrO
obpasa B ka4yecTBe ONopHOro doarna.

Ceph

ceph — Bce obpasbl akcnoptupytotcst B Ceph-nynbi;

ssh — rbd-cbaiin, accoummpyembii Cc  0bpasom,
aKcnopTvpyeTcs B doarn nokanbHOW (oannoBO CUCTEMbI
y3na BupTyanusauum.

LVM

fs_lvm — o6pasbl xpaHaTcs kak 00blyHble chainbl, npu
cosnaHuv BM oHu Bbirpyxatotcs B normdeckume toma (LV);
lvm_lvm — co3patotca otaenbHble rpynnbl LVM-Tomos
0151 XpaHWUIULLa 06pasoB 1 CUCTEMHOIO XPaHUNLLA;
Ivm_thin — co3spatorca otgenbHblie rpynnbl LVM-TomoB
ONS XpaHunuwa obpa3oB M CUCTEMHOrO XpaHWnuwa, Ho
CVCTEMHOE XpaHUnuLLe opraHn3yeTcs UHOMBUAYaNnbHO 014
Kaxgoro y3na BupTyanMsauun.

Raw Devices

dev — o6pasbl npenctaBnsoT coboi  CywecTByowme
6104HblE YCTPOICTBA B Y3nax.

iISCSI libvirt

iscsi — o6pasbl npeacraBnstoT o060t KOMNOHEHTbI iISCSI
target.

17
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Ha paHHbin MoMeHT B Momynsx RuBackup (rb_module_brest template w
rb_module _brest vm) peannsoBaHa NogdepXka crnemylowmx — KoMbuHaumii
TEXHONOTUIA XPaHEHNS N METOLOB Nepeaayn AaHHbIX MeXAay XpaHunuiem obpasos
N CUCTEMHBIM XPaHUNNLLEM:

* Filesystem c npaneepom qcow2;

* Filesystem c gpaiisepom shared (NFS);
» Ceph ¢ opansepom ceph;

* LVM c nparisepom lvm_lvm.

MpumeyaHus:

Mpu ncnonb3oBaHun BapuaHta xpaHunuwa Ceph ¢ ppansepom Ceph aons
KOppekTHoin pabotbl Mopyns RuBackup Tpebyetcsi, 4T0Obl Ha CPPOHTaNbHbIE
mawnHbel K CB «BPECT» 6bina yctaHoBneHa ytunmta rbd (ytunuta ons
mMaHunynsiumm ¢ obpasamu rados block device).

B CPK RuBackup Bepcun 2.0.99 U1 HepocTynHO BoccTaHoBneHvne BM,
pacnonoxeHHbIx Ha xpaHunuwe Ceph ¢ HEMOCTOSIHHBIM 0BPa3oM.
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3awuTtHoe npeobpasoBaHne pe3epBHbIX

KOMNMUN

Mpy HeobXx0OMMOCTM BawWwW Pe3epBHbIE KOMUU MOryT ObiTb Npeobpas3oBaHb
Ha KNWeHTe cpasy Moc/e BbIMOMHEHWS PE3EPBHOMO KONMPoBaHMs. Takum obpasom,
KPUTUYHbIE OaHHble BynyT HeLOCTyMHbl Ans agMuHucTpatopa RuBackup vnn ons
VHBIX AL, KOTOPbIE MOrK Obl NONYYMTb OOCTYN K PE3EPBHON KONWUKU (HanpuMep, BO
BHELWHEM XPaHWIMWE KaPTPUOXENA NEHTOYHON OmbnnoTeknm MM Ha nnowanke
npoBariaepa 06nayHoro XpaHunmwa ons Bawmx pe3epBHbIX KOMWiA).

Knioy ans npeobpasoBaHns pe3epBHbIX KOMWUIA pacronaraeTcst Ha KiMeHTe B
goanne /opt/rubackup/keys/master-key. Nonb3oBatenb cam OONXEH 3agatb KoY
OnvHown 256 6ut (32 bariTta).

MNpeobpasoBaHne ocylecTenaeTcs cneunanbHon YTUNNTON
npeobpasoBaHust rbcrypt. ABTOMaTMYeckoe 3awMTHoOe npeobpasoBaHe W
obpatHoe npeobpasoBaHne pe3epBHbIX Konuii knmeHToM RuBackup BO3MOXHbI npw
MOMOLWM KNtoYel onuHoi 256 6uT, ogHako ytunuta rbcrypt noonepXunBaeT Koum
anuHon 128, 256, 512 n 1024 6uta (B 3aBMCUMOCTM OT BbIOPAHHOr0 anropvTma).
Ecnn Heobxoammo ans npasuna rnobanbHoro pacnmcaHust BelopaTtb 0Cobbli pexiunm
npeobpasoBaHnsi, C MJIMHOW K/oYa, OTAMYHOM OT 256 O6UT M C  K/OHYOM,
pacrnonaratoweMcs B OpyroM Mecte, TO Bbl MOXETe chenatb 3TO Mpu MOMOLLM
CKpWNTa, BbINOMHAIOWEroCs MOCMe BbIMNOMHEHUS  PE3EePBHOr0  KOMMPOBaHMA
(onpenensieTcs B npasBuie  MobanbHOrO  pacnucaHns  aaMUHUCTPATOPOM
RuBackup). lMpu 3tom Heobxoammo, 4TOObl MMsi Mpeobpas3oBaHHOrO doaina
OCTalloCb TaKMM Xe, Kak W paHee, MHaye 3ajaya 3aBeplumTcsi C OLMOKON.
BbinonHnTb 06patHoe npeobpasoBaHre Takoro doaina nocne ero BOCCTaHOBNEHUS
N3 PEe3epBHON KOMUW CnemyeT BPYYHYIO MPU MOMOWM YTUIUTBHI Npeobpa3oBaHus.
Mpyn TakoM pexume paboTbl HeT HeobxoOMMOCTU yKasblBaTb — anropuTM
npeobpas3oBaHnsi B MNpaBune Pe3epBHOrO KOMUPOBaHUS, nnbo apxme Oyoet
npeobpa3oBaH elle pa3 aBToOMaTUYECKM C UCMONb30BAHMEM MaCTeP-KNoYa.
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,D,OCTyrIHbIe Ons BbIMOJIHEHUSA npeoépasoBaHMﬂ anropumtMmbl npeanctaBneHbl B

Tabnuue 2.

Tabnuua 2 — AnroputMmbl NpeobpasoBaHuns

HavmeHoBaHMue Mopnpepxusaemas
anroputMa rbecrypt pnuHa kntoua, 6ut flpumesanme

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpanHCKUin HauMoHanbHbIN
cTaHzapt
OCTY 7624:2014

Kuznyechik 256 Poccwuiickuii HaumoHanbHbI
ctaHgapT roCcT
P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Chinese national standard
for Wireless LAN

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256
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& RuBackup

JloKanbHbIX CNIUCOK OrpaHU4YeHUuwU

B ToM cnyyae, ecnu kakune-nnbo KOHKPETHbIE PECYPChI KNMEHTA He AOMXHbI
nonactb B PE3epPBHYID KOMUIO, WX MOXHO BKMOYUTb B JIOKaSIbHbIA CMUCOK
orpaHuyeHnn Ha knneHTe. CnnMcky orpaHnyYeHni pacnonaratoTcs B coannax:

/opt/rubackup/etc/rubackup_restriction.list.brest_vm

/opt/rubackup/etc/

rubackup_restriction.list.brest_template

HanmeHoBaHve pecypca (ID BM wnm wabnoHa), Ons KOTOPOro HeT
HEeobX0OMMOCTN BbIMONHATL PE3EPBHOE KOMUPOBAHUE, OOMKHO ObiTb yKasaHo B
OTHENbHOWN CTPOKE Cnmncka orpaHnyeHun.

Ins Toro, 4tobbl CANCKM OrpaHUYeHniA UMENn cuny, HeObXO0AMMO BKIIOYUTD
3Ty BO3MOXHOCTb Ons KnneHta B KoHdourypaumm RuBackup (cm. «PykosoacTtso
cuctemMHoro aagmuHuctpatopa RuBackup»).

Mo yMonyYaHWiO B NPEeayCTaHOBMEHHbIX MNakeTax HeT BblleyKa3aHHbIX
chaiinos. Mpy He06X0AMMOCTI NCNONb30BaTb CMUCKU OrpaHNYeHnin nx HeobXoanUMO
co34aTb 13-MofA y4ETHOM 3anMcu ¢ aAMUHUCTPATVBHBIMU MPUBUNErNSIMU.
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Ucnonb3oBaHne MeHepXxepa

agMuHuctparopa RuBackup (RBM)

OxoHHoe npunoxeHne «MeHepxep anmuHuctpatopa RuBackup» (RBM)
npegHasHavyeHo nans obwero agMUHUCTPUMPOBAHWMS CEPBEPHON  TPymnMUMPOBKU
RuBackup, ynpaBneHusi KnvMeHTamn pPe3epBHOrO KOMMPOBaHMS, rnobanbHbIM
pacnmcaHnemM pes3epBHOro KOMUPOBaHWUS, XPaHUILLAMN PE3EPBHbIX KOMWA 1 Mp..
RBM moxeT 6bITb 3anyleHo aagMMHUCTPATOPOM Ha OCHOBHOM CEpBEPE PEe3EPBHOIO
konnposaHusa RuBackup.

3anyck MeHeOxepa agmuHucTpaTopa RBM:

BapwvaHrt 1:

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib

/opt/rubackup/bin/xbm
BapwaHT 2:

# ssh -X root@you_rubackup_server

# /opt/rubackup/bin/xbm
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B Tom cnyyae, ecnu knueHT RuBackup 6bin ycTaHOBNEH, HO HE aBTOPU30BaH,
B HWXHel 4Yactm okHa RBM 6ymetr coobuweHve O TOM, 4TO HaiOeHbl
HeaBTOPWN30BaHHbIE KNeHTb! (PncyHok 2).

RuBackup manager (Ha astra-primary)
&
Ru

= ¢ KnveHTs:

O6exTh
- HobasuTs  § HeasTopusoBaHHsie KMeHTbI

Crpatervn

Craryc  MAC

icanme Myn  CMCOK orpaHueHi  EwKocTs )
] fobansHoe pacnucaHme 2 astra-primary 1 2 8 9ba71be26258c6d0 52:5400:48:0b:05  192.168.122.209  feB0:5054:fffed8:b05 false 1 false 10

YaanéHHas pennvkaums

(@ Penosuropuii

Ouepeab 33434
S Cepsepsl RuBackup
[ XypHansi

& Aavunvicrpuposanie

PucyHok 2
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Bce HoBble KNMEHTbI AOMXHbI ObiTb aBTOPU30BaHbI B CUCTEME PE3EPBHOMO
KonupoBaHusl. [N 3TOro  HyXHO BbiOpaTb KAMEHT W HaxaTb KHOMKY
«ABTOpPM30BaTb» NMOO BbIOPaTh «ABTOPM30BATb» M3 MEHIO MO LENYKy NpaBoii
KHOMKOM MbIwn (PncyHok 3).

RuBackup manager (4a astra-primary)

PucyHok 3
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[Mocne aBTOpPM3aUMM HOBbIA KAWEHT MOSBUTCA B rnaBHOM okHe RBM

(pucyHok 4).

RuBackup manager (Ha astra-primary) S =
“R
= ﬁ {?} 3apaumn Mpasuna Mpaswuna crparerun Penosutopuii YaanéHHas penankauus MnaH BoCCTaHOBA

& O6bekTsI M astra-front.brest.test =

Brest template ID Twvn ID knveHTa Wma knmeHta HWID Cratyc Twn pecypca Pecypc 1D nif

&l Crpaterum

El rno6ansHoe pacnucatie
[d YpanénHaa pennvkauma
[2) PenozuTopuii

Ouepepb 3aja4

5 Cepsepbl RuBackup

[es] XKypHanbi

& AAMUHMCTpUpOBaHWe

A  rubackup@localhost

PucyHok 4

KnueHTtbl MoryT 6biTb CrpynnupoBaHbl aAMMHACTPATOPOM MO KakoMy-nnbo
obwemy npusHaky. B cnyyae HeobxoOMMOCT BOCCTAHABNMBATL PE3EPBHbLIE KOMUM
Ha OpYyroM XOCTe K/IMEHTbl OOMXHbI NpuHaniexarb K pasaensemon rpynne (takas
rpynna otmevaeTcs wpudTom italic). Hanpumep, ecnn B Takyo rpynny BKAKOYUTb
IBa cepsepa OpoHTaNbHON MawuHbl Asyx pasHbix MK CB «BPECT», T0 MOXHO
pennMumMpoBatb Mexay HumM wabnoHsl 1 BM unm nepeHocuTb MX C OOHOroO
KOMMnekca Ha opyroi.

MepeBecTn KNMeHTa M3 OOHON rPynMbl B APYryl0 MOXHO, BbIOpaB KNneHTa B
MeHI0 AOMUHUCTpUpOBaHMe — KnueHTbl M Haxas Ha KHOMKYy «PepaktnpoBaTb»
(pucyHok 5):
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# RuBackup manager o B sR
o
Ru a @
&« PeflakTupoBaTe knueHTa: front.brest.local V" MNpumennTe
& Obvekthl
Fpynna No group v
B Crpaterum
Myn nokaneHoro xpaHnnuwa:  Default ~

[E Mo6anbHoe pacnucanne
NokansHoe pacnncaHue:

[d Yaanénnaa pennvkauua

CNWCOK OrpaHUYeHUA:
=) Penosuropuii KonvposaHue co CTOPOHbI KIMeHTa:
Ouepear 3ajau BOCCTaHOBAGHWE CO CTOPOHbI KAMEHTa:
B Cepeepsi RuBackup EmKkocTb xpanunuwa: 10

[e2] XXypHans!

& AamuHncTpUpoBaHue

PucyHok 5

[ns Toro, 4T06bl BLINONHSATL PErYNSPHOE PE3EPBHOE KONMPOBaHWe WwabnoHa
nnm BM, HeobxoaumMo cosnatb npasuio B rnobanbHOM pacnncaHmm.

Bbibepnte KNMEHTCKMIA XOCT, Ha KOTOPOM YCTaHOBNEHA (PPOHTaNbHAsA
mawmHa MK CB «BPECT» u pobaBbTe NpaBuMnO pPe3epBHOrO0 KOMUPOBAaHWA
(pucyHoK 6):

RuBackup manager (4a astra-primary)

P

Ru a @

« 2 @ somewm pasuna cparer G Saartan s

ElCareed i astra-front.brest.test JIESRICELEVLS ®
] =sira-primary ] D Vunrmobamoropacnacaun  Craye  IDimenta  Mwmmenra  HWID Vmmyia  EMKOCTXPIMWMALA,T6 MMM Yac  AeMsMecAUS  MECRL  Aehs Hegenn

Crpatervn

[l fno6ansHoe pacnucative
YaanéHHas pennvkaums
(@ Penosuropuii

Ouepeab 33434

S Cepsepsl RuBackup

[ XypHanst

& AaMuHUCTPUpOBaHMe

PucyHok 6

Bbibepute VN pecypca «Brest VM» ona BM wnu «Brest template» ons
wabnoHa (pPUCyHOK 7).
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PucyHok 7
BbibepuTe pecypc, ons KoToporo 6yaeT BbIMONHATLCA NPaBUNO (PUCYHOK 8).

Bribpatk

ID NAME
24 test
21 ceph11

PucyHok 8

YctaHoB/TE Mpoyne Heobxooumble HacTporiku (pucyHok 9). MNoopobHee o
cO34aHuKN NpaBun rnobanbHOro pacnucaHvs YiTanTe B LOKYMEHTe «PykoBOACTBO
cucteMHoro agmuHucTparopa RuBackup».
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¢ Ru $ 8 @

<« [06a8UTE NpaBo r106aNEHOrO pacucanws +/ Mpumenute

83 NaHenb MoHMTOPUHTa

Mpasuna rnoGansHOro pacniucaHms

& O6vexTbl
M crperemin Napamepsi npasuna [lononHuTenbHbie NapameTps npaswna

Haseanwe npaeuna EmocTs xparunmia Inf 6
5] MobansHoe pacnncatime P panmnL

Knvent node10 (806aacefc80e3900) v EmMKocTs xparwMLLa KnveHTa Inf 6

/nanéHHan pennukauna
Tun pecypca ((Brest vm v I rovopnrer 100 +
enoauropiii
Pecypc * B owvvoe npeospasosane nocrypt v
Ovuepens 3aaau

] Ouepens 3an Tun PK Monwasn v CKPUNT NpY HOPMANBHOM BINOAHEHNN -
§ Cepsepsi Rusackup CKpUNT NpW BLINOAHEHMY € OWIMEKaMA =
[ XypHansi CKpunT npw BOCCTaHOBREHIM &=

£ AamuHncTpUpoBaHmue

Rosasus npaswo s watron

LWaboH rnoBansHoro pacnucanns

HacTpoitku Pacnucanne
BraI04MTb NOCNE CO3AaNMA @  Bupano: kpor-Bupaxerme 00 1%+
nyn Default v Mepuoanseckuit 3anyck
Havano nepviona aeficTeus 04.04.2024 10:03 A MunyTa [ @) 0 +
OkoHuaHve nepvona AevicTens  04.04.2025 10:03 (@] Yac [ @) 0 +
Rexs mechua a@ +

Mecsu

ReHb Hepenu

Mposepka CpoK xpaHeHms

MposepKa pesepsHbx KonWi Kaabie O T rmp— @

+ v .
B rubackup@10177325 . Mecsues T o

PucyHok 9

MMpaBuna pnna BbINOMHEHWS pes3epBHbIX konun BM  moryt  umeTtb
LOMONHUTENbHbIE HACTPOWKM - HAXMUTE HA MKOHKY «...» PSOOM C BolbopoM Twuna
pecypca (pucyHok 10, Tabnuua 3).
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BrestVM
backup_if shutdown
dd_block size 5
script_before_snapshot
script_after_snapshot
execution_script_timeout 5

backup_only config

harlon Aanlag Aalta

3HavYeHWA No yMond4aHuw

b

PucyHok 10

Tabnuua 3 — 3HavyeHusi NapaMeTPOB BUPTYaNbHbIX MaLIWH

MapameTtp OnucaHue 3HaueHue | [Jonyctumbie
no 3HauYeHus
YMOMYaHUo
backup_if s | BbinonHaTb nn pesepsHOe true true, false
hutdown KornvposaHwue, ecnn BM
BbIK/TOYEHA.
dd_block_siz | Paamep 6noka B M6 onsi onepaumin | 5 >=1
e DD.

script_before
_snapshot

Ckpwunt BHyTPY BM, KoTOpbI Bynet
BbINOIHEH Nepen onepaumnen
MIHOBEHHOI0 CHUMKaA.

script_after
snapshot

Ckpwunt BHYyTPY BM, KoTOpbI Bynet
BbINOJIHEH Nocre onepaunmn
MIHOBEHHOI0 CHUMKaA.

29



& 'RuBackup

MapameTtp

OnucaHue

3HaueHue
no
YMOJTYaHUIO

Jonyctumbie
3HauyeHusi

execution_sc
ript_timeout

MNepuop B cekyHOax B TEHEHWE
KOTOPOro CKpWNT JOMXEH ObiTb
3aBeplueH. Ecnu ckpunt He bynet
3aBepLUeH, onepaums pe3epBHOro
KonupoBaHus ByneT npepsaHa.

5

I
—

>

backup_only
_config

BbinonHaTb pe3epBHoOe
KOMMPOBaHME TOMbKO
KoHpurypaumm BM. Bynet
BbIMONIHATLCS TONBbKO MOSHOE
pe3epBHOE KONMMpoBaHve.

Ecnn 3HayeHne napameTpa true,
3Ha4YeHVe napameTpa
backup_only_delta yuntbiBarbcs
He byner.

Ecnn 3HayeHne napameTpa false,
OyOeT BbiMONHSATLCA PE3EPBHOE
KONMpOBaHWE 1 KOHGoMrypaumum
BM, n onckos, BXoosiwmx B €é
COCTaB.

false

true, false

backup_only
_delta

B cnyyae true BbinonHseTt
pe3epBHOE KOMMPOBaHME TONbKO
4acTHbIX AaHHbIX BM, koTopble
NoSIBUNNCHL NOCNE ee CO3aaHuns,
JaHHble N3 06pa30B B PE3EPBHYHO
KOMMIo He nonaaatorT.

B cnyyae false pesepsHas konus
Oy et BbiNOMHEHA B TOM YMcne ans
obpazos BM, nckntoyas CDROM.

true

true, false

new_name

Nms BM, koTopoe bynet
MCMNOMb30BaTbCS B COXPAHAEMOMN
KoHgourypaumm BM npu cosnaHum
pesepsHOM Konun. B ToM cnyyae,
€Cnn 3TOT NapameTp nycrT,
KOHdpurypaums BM Gynet

COXpaHeHa C NPEeXHUM e€ NMEHEM.
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B TOM cnyyae, ecnu OONONHUTENBHBIMU HACTPOKaMN He 3adaHbl CKPUMTHI,
KOTOpble MOrnu Bbl BoINOAHUTECA B BM, HO B HEl CyLLeCTBYET UCMONHSAEMbIA CKPUMT

/opt/rubackup/scripts/rubackup-brest.sh, nepen  BbinonHeHMEM
MOMEHTA/IbHOrO CHUMKa OH OyneT BbIMONHEH ¢ napameTpom before, a nocne
BbIMOMHEHNSI MOMEHTANIbHOMO CHIMKA OH Oy eT BbiMOMHEH ¢ napametpom after.

MpaBuna pons BbIMOMHEHUS PE3EPBHbLIX KOMMWA WAbNOHOB MOryT WMETb
LOMOMHUTENbHbIE HACTPOWKW - HAXMUTE Ha MKOHKY «...» PSiOOM C BblbopoM Twuna
pecypca (pucyHok 11, Tabnuua 4).

P 5

Brest template

dd_block_size 5 - +
backup_only_config

new_name

3HavYeHWA No yMon4aHuw m

PucyHok 11

Tabnuua 4 — 3HayeHVs NapameTpoB Pe3ePBHbLIX KOMUIA WabnoHoB

Mapametp OnucaHune 3HauyeHue | [onyctumbie
no 3Ha4yeHus1
YMOJT4aHUIO
dd_block | Pasmep 6noka B M6 onst onepauunin | 5 >=1
size DD.
backup_on | BeinonHATb pe3epBHOE false true, false

ly_config KonunpoBsaHme TONbkKo
KOHdpurypaumu wabnoHa, 6e3
aCCOLMMPOBAHHBIX C HM 06pa30B.

new name | ImMsi, c KOTOpPbIM WaboH
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COXPaHSAETCs B Pe3ePBHY0 KOMUIO.
B Tom cnyyae, ecnu aTOT NapameTp
nycT, wabnoH byner co3naH ¢
NPEXHUM UMeHeM. Ecnmn Takoe nms
yXe eCTb B CUCTEME, K HEMY ByaeT
nobaBneH NoCcTVKC.

B 6nokax «Pe3epBHble konum» 1 «YcTapeBwmne pe3epBHbIE KOMUU» MOXHO
onpenenvTb yCnoBue nepeMelleHns PesepBHbIX KOMWA B OPYron nyn, a Takxe
BK/TIIOYUTb aBTOMATMYECKOE yOaneHue yCTapeBLUMX Pe3epBHbIX KOMWA, HaACTPOUTb
yBeIOMNeHNe 00 ypaneHun W paspewmnTb KIMEHTY yOansTb PEe3epBHbIE KOMuM
npasuna (pucyHok 12).

Pe3epBHbLIE KOMWK

MepemMecTUTs B Ny Y4epes

YCTapeBlWwWe pe3epeHLIe KoMK

ABTOMaTWYECKOE yaaneHne

YeepgomnaTe | Nobody v |

KnueHT MOXKeT yOanuTe Pe3epBHbIe KOMWK 3TOro Npasuna ()

PucyHok 12

BHoBb co3paHHoe npasuno bynet obnagatb CTaTycoM «wait», 3T0 03Ha4aeT
4TO OHO He ByneT nopoxaaTb 3afay Ha BbIMOHEHNE PE3EPBHOIO KOMMPOBAHUS L0
TOM Nnopbl, Noka agMmuHucTpatop RuBackup He 3anyctut ero n OHO U3MEHWUT CBOWA
cratyc Ha «run». [lpu HeobxoommocT paboTy npaeuna MOXHO Oynet
NPUOCTAHOBUTL MAN  3anyCTUTb B OO0 MOMEHT BPEMEHM MO XENaHuio
agMuHucTpartopa. Tak Xe agMUHUCTPATOP MOXET MHMUMMPOBATb HEMELEHHOE
co3gaHune 3aJadu npy cTatyce npaswna «wait».

MpaBuno rnobanbHOro pacnmncaHns MMEET CPOK XM3HU, ONpPenensieMblii npu
ero cosfaHuu, a TaK Xe npegycmatpvsaeT cneayoLme BO3MOXHOCTH:

1) BbIMONIHEHME CKPUNTA Ha KIMEHTE (TO €CTb Ha XOCTe (PPOHTasIbHOWN
mawwuHbl K CB «BPECT») nepen Ha4anom pesepBHOro KOnMpoBaHnS;
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2) BbIMOMIHEHNE CKPWMNTAa Ha K/IMEHTE TOCfe YCMewHOro OKOHYaHWs
PE3EePBHOr0 KOMMPOBaHUS;

3) BbIMONMHEHNE CKpUMTa Ha KAMEHTE MOCNe HeydayHOoro 3aBepleHust
PE3ePBHOr0 KOMMPOBAHUS;

4) BbINONHEHNE NPeobpal3oBaHNS PE3EPBHOM KOMMN HA KNNEHTE;
5) BbINOMHEHNE CXaTtns pe3epBHON KOMUU Ha KIINEHTE;
6) Neprnoanyeckoe BbINOMHEHNE NPOBEPKYM LENOCTHOCTN PE3EPBHOM KOMUK;

7) XpaHeHne pe3epBHbIX KOMWIA B TeYEHUe OnpedeneHHoro cpoka, a rnocne
€ro OKOHYaHWS yHaneHne KX U3 XPaHWIUWA Pe3epBHbIX KOMUA U K3 3anucei
penoaunTopus, NMbo NpPOCToe yBedoM/eHMe MOoNb30BaTeNeil CUCTEMbl PE3EPBHOIO
KOMMPOBaHMSi 06 OKOHYaHUM CPOKa XPaHEHWS;

8) aBTOMaTU4YECKOE NEepeMeLLeHe Pe3epPBHOM KONUK CNYCTS OnpeaeneHHbI
CPOK Mnocre ee co3naHns B Apyron Nyn XxpaHeHns pe3epBHbIX KOMNWi, Hanpumep, Ha
KapTpuaX NEHTOYHON BMONMOTEKY;

9) yBeoMneHe nonb3oBarteneinl CUCTEMbl PE3epPBHOr0 KOMMPOBAHUSA O
pe3ynbTatax BbINOMHEHMS TEX WM WHbIX OMepauuii, CBSA3aHHbIX C MNPaBUIOM
rnobanbHOro pacnmcaHus.

Mpu co3paHumn 3apaym B RuBackup oHa nosiBnseTcs B rnaBHOW o4vepenm
3apad. OTcnexmBaTb UCMONMHEHME NPaBUI MOXET KakK agMUHUCTPATOP, C NMOMOLLbIO
RBM, Tak n knmeHT npu nomowm RBC.

Mocne ycnewHoro 3aBepleHns pe3epBHOro KONMpoBaHUs pe3epBHas Konus
byneT pasMelleHa B XpaHUNMLLEe Pe3epBHbIX KOMWUiA, a MHdopMaums o Heli byoet
pa3melleHa B penosutopum RuBackup.
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Hactpounka yoaneHHOM penivkauum

Insa ocywecTBneHns ynoaneHHoW pennukaumm Ha cepBepe pPes3epBHOro
KOMMPOBaHMS [ONXEH OblTb HAcTpoeH x0T Obl oovH nyn Tuna «bnoyHoe
YCTPOWCTBO»,  COOEPXAalMid  MUHMMYM OOHO OnoYHOE  YCTPOWCTBO  ONS
NCNONb30BaHNSA B KayecTee OefyrnnvuUMPOBaAHHONO XpaHWnuiLa pe3epBHbIX KOMui
(bonee nomopobHYlD MHCpopMauMld CM. B pykoBoacTee  «J[emynnukaums
B RuBackup»).

Pennukauma BM nopnepxusaercs He Os19 BCEX METOOOB rnepefayun faHHbIX
(DpaiiBepoB) Ons MCMNONb3yembix 0a30BbIX TEXHONOTUA XpaHeHws. JLlocTynHble
MEeTOAbl Nepefayn AaHHbIX NS penankaumm nepeymncnedsl B Tabnmue 5.

Tabnuua 5 — lMopoepxvBaeMble oS PeENIUKaLMN TEXHONOMMM XPaHEHNS U
MeTOAbl Nepefadn AaHHbIX

TexHonorum MeTtoabl nepenaym gaHHbIX MEXAY XPaHUIULLLEM
XpaHeHus 06pa30B M CUCTEMHbIM XpPaHUIULLLEM
Filesystem ssh

shared
gcow2
LVM lvm_Ivm

YnpaeneHve npasuiamMn yaaneHHoW penavkauum OCyWecTBNsSieTCs npwu
nomowmn MeHepnxepa agmuHuctpatopa RuBackup (RBM). Bknagka «YpanéHHas
pennukaums» B rnaBHoM okHe RBM conepxunt nHdopmaumio 060 Bcex npasmnax
HenpepbIBHOW yoanéHHoW pennvkaunn. BkniodeHHble npasuna UMEKoT CTaTyc «run»,
BbIK/TIOYEHHbIE - «wait» (pucyHok 13).
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a8 @

[E fo6aeuts (I Knowmposats [ PepakTuposaTs @ Yaanute [B]Buinonwute Brniowuts @) B

MocneaHuii 3anyck

T

e Brest VM 4 astra-front2.brest.back /backup_tmp/

block_pool  00:01:00

1 astra-front1.br

PucyHok 13

YnpaBneHne npasBunamy  yOanéHHOM — pennvkauum - OCyLWecTBRsieTcst
C MOMOLLbI0 KHOMOK Ha BEPXHEN MaHenm UnM B KOHTEKCTHOM MEHIO, Bbi3bIBAEMOM
HaXxaTmeM npaBoi KHOMKM Mbilwm (PUCYHOK 14).

DobasuTts
KnoHuposaTs
PepakTuposaTe
BbinonHmTL
MprocTaHoBUTE

Ypanute

PucyHok 14
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JloctynHbl cnenyowme OencTens:

» Jlo6aBnTb HOBOE NPABWNO yOANEHHON pennmkaumu.

*  KnoHwupoBarb npasuso.

* Pepaktuposarb npasuno.

*  BbinonHutb Npasuno HemeoneHHO.

e 3anycTuTb/MPMOCTaHOBUTL — MNEPEeBEeCcTV MPaBUNO U3 «wait» B «run»
N HaobOopOT.

*  Ypanutb npaswuio perinkaunn.

Mpn pnobaBneHU HOBOrO MpaBuia HEMPEPbIBHOW yoanéHHoW pennmkaummn
Heobx04MMO YCTaHOBMTb creaytolme napameTpbl (pucyHok 15):

Y
¢ Ru

£l 06nexThI

& Crpaterum

[l rnobansHoe pacnucanme

[ YaanénHan pennvkauma

[2) PenosuTopuii

) Ouepeab 3apa4

Cepeepbl RuBackup

[+ XKypHans!

& AZMUHWCTpUpOBaHUe

a

rubackup@localhast

a @
No6aBuTk yAanEéHHYIO pennukaumo v MpyMeHuTs
WcTouHuk
KnueHTt astra-frontl.brest.backup (6647366f1a7276ch) ~
Pecypc * 10 -
Twn pecypca [ Brest VM v ]-

MecTo HasHaveHns
KnueHTt astra-front2.brest.backup (0e64d13ffd3... v

KaTanor pacnakoskm * fbackup_tmp/ -

MapameTpsl BOCCTAHOBNEHWA ANA MOOYNA: Brest VM

MNapameTpsl
3anyckaTb Kamabli 1 + | mins v
XpaHeHwe pennnk 1 +
Ha4ano nepuoga AeAcTBMA 28.08.2023 14:46
OkoHYaHwe nepvoaa gercTema  28.08.2024 14:46
Havano paboyero okHa 14:46:00.000 @
Koney paboyero okHa 14:46:00.000
Nyn block_pool v
YBegomneHun
PucyHok 15
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o KnneHT — BblbepnTe KINEHT CUCTEMbI PE3EPBHOIO KOMMPOBAHUS, OTKYAa

6ynyT nepenaBaTtbCs AaHHbIE.

o Pecypc — HaXMmuTe Ha WKOHKY «..» PAOOM C Haanucblo «Pecypc»
1 Bblbepute Heobxoommyio BM (PucyHok 16). Mocne Bbibopa, B none

oTobpasntcst naeHTudomkatop BM.

Bribpate

ID NAME

11 PERSISTEN_LVM_BACKUP

10 PERSISTEN_OCFS2_BACKUP

9 NOPERSISTENT_LVM_BACKUP

4 NOPERSISTENT_OCFS2_BACKUP

PucyHok 16

o Tun pecypca — Bblbepute «Brest VM».

Bnok «MecTo Ha3Ha4YeHUs»:

o KnuneHt — BblﬁepI/ITe KNMMEeHT CUCTEMbl pPE3EepPBHOro KornmpoBaHWA,

Ha KOTOpbIin By oyT NnepenaBaTbCs AaHHbIE.
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o KaTanor pacnakoBku — BblbepuTe AMPEKTOPUIO, B KOTOpyl OymyT
nepenaHbl PENMMUMPOBAaHHbIE OaHHble. Pennvkauus MOXeT ObiTb
BbIMOMHEHA HEMNoCpeaCTBEHHO Ha LPYryto VHCTaNNSUMo
MK CB «BPECT» B pabouyto ompektoputo. [Ins yCrnewHoro BbINoaHEHNS
pennukauun Tpebyetcst Hanmune cBoBOOHOro MecTa B JaHHOM KaTasnore,
KOTOPOE NpeBbILAeT 06beM HakanMpyembix JaHHbIX.

MpumevaHwue: [lpn pennvkaumm BM, passepHyTO Ha OOHON
nmHctannaumm MK CB  «bPECT» Ha  ppyryto  mHcTannaumio
MK CB «bPECT» Heobx0OUMO Y4MTbiBaTb, YTO OAHHbIE WMHCTaNNSLUMK
LOMXHbl OblTb MOEHTUYHBIMU (0OMHaKoBble ID yCTPOMCTB: XpaHUNWLL,
BUPTYaNbHbIX CeTeli K AOp.). Takxke [OMKHbl ObiTb  UOEHTUYHbI
XpaHunuia, Ncnonb3yemble B cpeae BupTyanmsaumm.

o [lapameTpbl BOCCTAHOBNEHMS ANns MoLyns — Bblbepute «Brest VM».
MNepwvop pennukaumn.
XpaHeHve pennuk (KoNnM4ecTBo XpaHUMbIX PENNK B PENO3UTOPUN).
Jlata Ha4yana n oKoH4YaHWs OEencTBUS npasuna.

[Myn ona xpaHeHust pes3epBHbIX KOMUA (MOXHO WCMONb30BaTb TOMbKO Myn
TMna «bnoyHoe yCcTponCTBO»).

Hactpoliku yBeaomMneHuii 0 cobblTusix npasuna.

MpumeyaHus:

Mpn pennvkauun 6ynetr cumtaHo ums BM 13 eé KoHdurypaumm,
coxpaHeHHo B pesepsHoii konun. Ecnn BM ¢ Taknm nmeHeM He cyulecTtsyeTt
B cucteme, T0 oHa ByaeT cosnaHa ¢ Hynsl. B gpyrom cnyyae AaHHble OMCKOB
BM u3 pezepsHoii konun 6yoyT pennvumMpoBaHbl B COOTBETCTBYIOLME ONCKM
cywectsyowen BM. Ecnn B pamkax onuum BOCCTAHOBMIEHUS «New_name»
3aaaHo Tpebyemoe nms BM, To npu npoeepke Hannumsa BM B cucteme bynet
NCMNOMb30BaHO 3TO MMS, a HE TO, KOTOPOE COXPaHEHO B KOHGourypaumm BM B
pesepsHOM Konuwu. [ns nHghopMaumm 0 napameTpax BOCCTaHOBNEHUS ANS
monyneii Brest VM n Brest Template cm. Tabnuupl 6 n 7 COOTBETCTBEHHO.

3HadyeHne napameTpa BOCCTaHOBNeHUst «restore_only_config» mogyns
Brest VM He yuntbiBaeTCS Npu NpUMEHEHUN pPenmnku.
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Mepen HaCTPOKOM HENPEPbLIBHON penankauum HeobXoaMMO OLEHUTb
BpeMsl, HeOBX0AMMOe N [OCTATOYHOE ONS 3aBEPLEHNS onepaunii Mo CO3AaHNI0 U
NPUMEHEHNIO PENNKK, U B COOTBETCTBMM C 3TUM HacTpauBaTtb Nepuos pennnkauum
npasuna. Bbl Takxe MoOXeTe N3MEeHUTb HACTPOWKWN npasuna nocne ero Cos3gaHus

(pucyHok 17).

Y
¢ Ru

& O6bexThl

£ Crpaterun

El ro6ansHoe pacnucanme
d VYaanénHas pennuvkauus
[ PenosuTopuid

[#) Ouepeab 3apau
Cepsepbl RuBackup

[+ XKypHans!

& AZMWUHWCTpUpOBaHUe

£ rubackup@localhost

a4 &
Lo6aBUTb yaanéHHy0 peniuKauuo v TpuMeHnTL
WcTounmnk
KnueHT astra-frontl.brest.backup (6647366f1a7276ch) A4
Pecypc * 10 -
Twn pecypca [ Brest VM v ]-
MecTo HasHaveHuns
KnuenTt astra-front2.brest.backup (0e64d13ffd3... v
KaTanor pacnakoekm * /backup_tmp/ -
MapameTpsl BOCCTAHOBNEHWA ANA MOOYNA: Brest VM -
NapameTpsbl
3anyckaTb Kamobld 1 + mins ~
XpaHeHuWe pennvk 1 +
Ha4ano nepuoga oencTenA 28.08.2023 14:46
OkoH4aHwe nepmoga gercTems  28.08.2024 14:46
Ha4sano patoyero okHa 14:46:00.000 ®
KoHeu paboyero okHa 14:46:00.000 E
Myn block_pool v
YeefomMneHua
PucyHok 17
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Pennvkun pacrnonaratorcs B peno3vTopuu B BUOE 3anvcer ¢ TUMOM 3a4auu
«Create replica» (pucyHok 18).

.y
¢ Ru

Cratyc nposepkn  WmA xocta Tun pecypca  Pecypc

ID Ccwinka ID 3agaum  Tun 3agadn

2 O6BekTh
1 0 1 Create replica Not Verified astra-client-1 Brest VM 10

& Crpaterum

[El Mo6ankHoe pacnucanve
[ YaanénHas pennukauus
[2) PenozuTopuii

E] Ouepeas 3agau

Cepeepb! RuBackup

[rs] XKypHane

& AAMWHUCTPUpPOBaHMWe

A  rubackup@astra-server

PucyHok 18
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(pucyHok 19).

" Ru

& O6vekTsI

@ Crparervn

El ro6ansHoe pacnucanmve
[d ¥Yaanéunan pennukauus
[2) PenozuTopwii

Ouepeap 3apad

CepBsepbl RuBackup

[= XKypHans!

& AAMUHUCTPUPOBaHUE

8 rubackup@astra-server

& 'RuBackup

B xone pabotbl cTtapble pennuku GyayT yoanstbCs U3 pPenosvTopusi, Ons
4ero B rNaBHON oyepedn 3apady OynyT co3gaBaTbCsi COOTBETCTBYHOWME 3a4auu

1

2 Apply replica

Create replica

ID knveHTa WMMA KIMeHTa

2
3

8] Yoanuts v

astra-server b10142c¢1073cealc Brest VM
astra-client-1  9da46eb6d34as3f3 Brest VM

Cratye Tun pecypea

Pecypc

10

10

PucyHok 19
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Ucnonb3oBaHne MeHenxepa KnveHTa

RuBackup (RBC)

MpuHumn B3ammopencteua MeHenxepa knuenta RuBackup (RBC) c
CUCTEMOI PE3EPBHOMO KOMUPOBAHWSA COCTOUT B TOM, YTO MONMb30BaTEflb MOXET
ccoopMupoBaTtb Ty WM MHYIO KOMaHOy (Xenaemoe [OencTsvne) U OTnpasBuTb ee
cepsepy pesepsHoro konvposaHus RuBackup. B3aanMopenctesmne nonb3osartens ¢
CEpBEPOM PE3EPBHOr0 KOMUPOBaHUS MPOU3BOAUTCA Yepe3 KneHTa (¢POoHOBbIA
npouecc) pesepsHoro konvposaHus. RBC ortnpaensetr komaHoy nonb3oBaTtens
KNMWEHTY, a KAMEeHT oTnpaBnser ee cepsepy. B ToMm cnyyvae, ecnu pencreve
nonyctumo, cepBep RuBackup otmact o6paTHyto KoMaHOy KAMEHTY W/unu
nepeHanpaeut ee megmacepsepy RuBackup ons panbHenwein obpabotku. 310
o3Hauyaert, 4To RBC 06bI4HO HE OXMOAEeT 3aBEPLUEHNS TOFO U MHOTO OENCTBUS, HO
oXuaaeT 0TBeTa OT KNMEHTA, YTO 3af4aHne NPUHATO. DTO NO3BONSET UHULMNPOBATb
napannenbHble 3anpochl KIMEHTA K CEPBEPY PE3EPBHOIr0 KOMMPOBAHUS, HO TPebyeT
OT MONb30BATENS CAMOCTOSATENBHO KOHTPONMPOBATh YTOObI HE ObINO «BCTPEYHbIX»
onepauuii, Koraa npovcXOAMT BOCCTAHOBNIEHWNE OaHHbIX, U B 3TOT XE MOMEHT 3Tu
Xe AaHHble TPebyTCs Ans co3aaHns HOBOM pe3epBHO konuu. ocne Toro, Kak Bbl
oToann Ty UM WMHYIO KomaHgy npv nomowm RBC, Bbl MOXETe NPOCTO 3aKpbiTb
npunoXxeHve, Bce AenicTBms OyayT BbINONHEHbI CUCTEMOIN PE3EPBHOIO KOMMPOBaHMS
(0OHAKO CTOMT JOXAAaTbCs COODLWEHNS O TOM, YTO 3a4aHNe NPUHSATO K UCMOMHEHMIO
1 NPOKOHTPONNPOBATbL 3TO HA BKNaOKe «3agayn»).

[padouyecknin - MHTEpPPENC KIMEHTCKOro MeHenxepa nogaepxunsaert
PYCCKWUW 1 aHTNINACKNIA A3bIKN.

42



& 'RuBackup

3anyck KIWEHTCKOro MeHeaxepa (4ns npuMepa  WCNOnb30BaH XOCT
gopoHTanbHon MawmHbl MK CB «BPECT» srv.brest.loc):

# ssh -X root@srv.brest.loc

# rbc&

B TOM cnydae, ecnm KIMEHTCKas onepaursi BbIMOMHAETCS BrepBblE,
noTpebyeTcs BBeCTV Naponb knmeHTa (pucyHok 20). bes BBoga mapons nony4ntb
pe3epBHYIO KONUIO ONS KNMEHTa U3 XpaHumia HEBO3MOXHO.

First time password generator (Ha srv.brest.loc) %

Please specify the password for operations with &

RuBackup server for this client P

Password: sssssssssss

Repeate:

[ ] show password
[ ] create master key

[ ] Create key pair for digital signature

PucyHok 20
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B cnyyae ycnewHoro BbINoMHEHWS MOSBUTCS OKHO (PUCYHOK 21).

Information (Ha srv.brest.loc) -

SERVER SET FIRST TIME PASSWORD SUCCESSFULLY

PucyHok 21

Xaw napons BOCCTAHOBNEHUS XpaHUTCS B 6a3e faHHbix RuBackup cepsepa.
Mpn HeobxoOMMOCTM MOXHO W3MEHWTb MNapoib MNPV  MOMOLWM  KJIMEHTCKOrO
mMeHenxepa (MeHo «KoHdourypauusa» — «MA3aMeHNTb Naponb»).

Ha rnasHon ctpaHumue RBC pacnonoxeHbl nepeknoyarwmnecs BKNaaku,
Nno3BONSAIOWMNE YNPaBNSATb PE3EPBHbIMU  KOMUSAMW, PacrUCaHUEM PE3EePBHOro
KOMMPOBaHUS 1 MpocMaTpueaTh TEKyLWME 3a0a41 KINEHTa.

Bknapka «Pe3epBHble KOnuu»

RuBackup meHepep KnneHTa (Ha srv.brest.loc) (]

KoHpurypauws Bua  [Jeifctena  MHpopmaums

PezepeHele konuy | TnoGankHoe pacnvcaHne 3apaun NokaneHoe pacnucaHne  OrpaHWyeHua

Id Task ID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size Created Creation du
153 638 Brest template 9 full Default 4001177600 10240 2020-04-1415:17:57+03 | 00:01:39.03

27N 809 File system /home/andreyk/RBv2/ |full Default |119562240 28641 2020-04-20 14:59:57+03 |00:00:00.63

PucyHok 22

B T1abnuue Ha Bknapoke «Pe3epBHble KOMMU» (PUCYHOK 22) COOEPXUTCS
nHopopMaumsi 060 BCEX PEIEPBHbIX KOMMWSIX K/MEHTA, KOTOPblE XPaHATCS B
penoautopun RuBackup. OudbdhepeHumnanbHblie pe3epBHble KOMMU CCbiNaroTcs Ha
MoSiHble Pe3epBHble KOMWUKW, MHKPEMEHTallbHble pe3epBHble KOMUWM CCbINaloTCs Ha
MoMHble pPe3epBHble KOMUW WMNW NPenblaylmne WHKPEMEHTAaNbHbIE, TaK 4YTO Mpwu
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HEoHX0AMMOCTN BOCCTAHOBWTb AAHHbIE MOXHO OOHON KOMaHAON MHMLMUPOBATb
BOCCTaHOBNEHWE BCEW LIENOYKM Pe3epBHbIX KOMUIA.

Bo Bknagke «PesepBHble Konuu» Monb3oBatento AOCTYMHbI crnegyowme
OEencTBuUS:

1) Yoanutb BolbpaHHyt0 pe3epBHYHO KOMMIO.

9T0 OeincTBre BO3MOXHO B TOM  Cllyyae, ecnum B npaevne rnobanbHoro
pacnmcaHunsi eCTb COOTBETCTBYHOLEE paspeLleHue. Kpome  TOro  npwm
HeobXoaMMOCTN BbINOMHUTL yOaNneHne pe3epBHON Konuu notpebyetcs BecTn
naporb KneHTa.

2) BoccTaHoBWTb LIEMOYKY PE3EPBHbIX KOMWIA.

OTO [eicTBMe 3anyckaeT MpouecC BOCCTAHOBMNEHUS LEMOYKN Pe3epBHbIX
KOMWIA Ha nokanbHOM dpannosoin cucteme Knmenta. [lpu BoccTaHOBREHUN
PE3EPBHOM KON NNK LIENOYKN PEIEPBHBIX KOMMWIA MONb30BaTENb OOMXEH BblbpaTh
MECTO [N BOCCTAHOBMEHMS painoB pesepBHOM Konuu. PekomeHpyetcs
1cnonb3oBaTtb MO0 BPEMEHHbIV KaTtanor s onepauuii C pe3epBHbIMA KOMUSIMIA
(Hanpwumep, /rubackup-tmp), nnéo SAFE_DIRS nons xpaHunuuw, MK CB «BPECT ».

BaxHo! Mpu BoccTtaHOBNeHUM ob6pa30B, accouumpoBaHHbix ¢ BM
wnn wabnoHamu, channbl 06pa3oB, N3BNEYEHHbIe U3 pe3epBHON Konuw,
nomewiarotcss moaynem RuBackup B ooHy u3 6e3onacHbiX AUPEKTOPUNA
(SAFE_DIRS), onpeneneHHbix BIK CB «BPECT» pgna XxpaHunuwa
obpazos. o ymonuyaHulO pns 3TUX UeNnen onpepenaHa AUPEKTOpuUs
/var/tmp. Mpu BocctaHoBneHun BM unu wabnoHa Bmecte ¢ obpasamu u3
pe3epBHOM KONMUU Heob6XoouMO yuuTbiBaTb 06beM CBOOGOOHOro Mecra B
6e3onacHoM  AoupeKTopuun Ha  XocTe chbpoHTanbHOM MaLLWHBbI.
PacnpoctaHeHHOM NMpPakTUKON SIBASIETCA MOHTUpPOBaHWE OOMONMHUTENbHOW
c¢hannoBom cuctembl B 6€30NacHy0 OUPEKTOPUIO.

RBC He oXupoaetr OKOHYaHWS BOCCTAHOB/IEHUS BCEX PE3EPBHbLIX KOMUIA,
nonb3oBate/b [OOMKEH MNPOKOHTPONMPOBaTb BO BKNagke «3apaun», 4YTO BCe
CO30aHHble 3a4ayM Ha BOCCTAHOBMEHME OAHHbIX 3aBEPWWINCH YCMEWHO (CTaTyc
3apay «Done»). [Ins ycnewHoro BOCTAHOBNEHUS HEOOXOAMMO, 4TOObI B Katanore,
npefHasHa4YeHHOM Ans CO34aHNS N BPEMEHHOrO XPaHEHNS PE3EPBHbIX Konuii Bbino
cB0OOHOE MECTO, KOTOPOE MpeBbiwaeT 06bem 6akanMpyembix JaHHbIX (CM. OMLMIO
use-local-backup-directory).

3) MNpoBepuTb pe3epBHYO KOMUIO.
OTO OeNCTB/ME MHMUMMPYET CO34aHME 3a4ayv NPOBEPKM PE3EPBHOM KOMUMU.

B Tom cnyyae, ecnu pesepBHast konusi 6bina noanvMcaHa LUMdpoBoi NoAMUCkE, TO
6yner npoBepeHbl pa3Mep (paifioB Pe3epBHO KOMMM U MpOBEpeHa cama
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pe3epBHas Konusi. Ecnn pesepBHasi konusi He Obina mnognucaHa UMAOPOBOIA
noanucbto, To ByneT NPOBEPEH pa3Mep oaiiioB PE3EPBHOA KOMUK.

Bknagka «I'nobanbHoe pacnucaHme»

RuBackup MeHeaXep KNHeHTa (Ha srv.brest.loc)

Kowdurypauws Bua [Jeiictens  WHdopmauma

Pe3epBHble konuk | MnoGanbHoe pacnncaxne 3agaun NokansHoe pacnucadne  OrpaHWyeHua

Storage . Day of Day of Validity Validity
capacity, GB Min Hour month pont week start period end period

130 PesepBHOe KONMPOBaHWe BAPTYaNbHON MalkHel MK Bpect |50 [} 0 * * Sunday | 2020-04-23 16:18:00+03 | 2021-04-23 16:18:00

Id Rule name

2 3 wabnoH 50 0 0 1 January Monday | 2020-04-23 17:06:00+03 | 2021-04-23 17.06:00

PucyHok 23

B tabnuue Bknanokm «'nobanbHoe pacnmcaHne» CoOepXUTCS UHGopMaUns
060 Bcex npasunax B rnobanbHoM pacnucanmn RuBackup ons atoro knveHTa.

Bo Bknagke «[nobanbHoe pacnucaHne» MONb30BaTENO  AOCTYMHbI
cnepytowme oencTeuns:

1) 3anpocuTb HOBOE NMpPasmno.

910 [eicTBME BbI3bIBAET AMaNor NoAroToBKU HOBOMO Npasuna B rnobanbHoM
pacnucaHun RuBackup ons maHHoro knueHta. 3anpoc Ha nobasneHwe npasuna
TpebyeT onobpeHust aommHuctpatopa RuBackup, onobpeHne MoXeT bbiTb coenaHo
B OKOHHOM MeHegxepe agmmHucTpartopa RuBackup.

2) 3anpocuTb yaaneHve npaevna u3 rnobanbHOro pacnmcaHmsl.

910 peiicTBUE dpopMMpyeT 3anpoc K agMmuHuctpaTtopy RuBackup 06
yOoaneHun BbIOPaAHHOro Monb30BaTeNeEM MpaBuna M3 rnobanbHOro pacnmcaHus
RuBackup. 3anpoc Ha ynaneHue npasuna TpebyeT onobpeHust agMuHUcTpaTtopa
RuBackup, onpobpeHne MoxeTr ObiTb COenaHo B OKOHHOM  MeHemXepe
agmnHucTparopa RuBackup.
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Bknapoka «3apaumn»

RuBackup meHeaxep knueHTa (Ha srv.brest.loc)

Kowdurypauws  Bua  Jeictens  MHGopMauma

Pe3epeHble konuy  MnoGaneHoe pacnncaxdne 3agauwn NokaneHoe pacnucadne  OrpaHvyeHma

Id Type Resource type Resource Backup type Rule ID Strategy ID Repository ID Pool Status Created

1 983 | Backup global BrestvM 1 full o Default |Execution 2020-04-23 17:08:32+03

PucyHok 24

B tabnuue Bknaaky «3apadn» (PUCYHOK 24) copepXnTcst uHgphopMaumsi 060
BCEX 3agayax B rnmaBHOM ovepeon 3amdaHui RuBackup ons atoro knveHrta. B
3aBMCMMOCTM OT HACTpPoeK pesepBHOro cepsepa RuBackup BbiNonHeHHbIE 3anaym
M 3adayv, 3aBEpPWMBLLMECH HEYOAA4yHO, Yepe3 Kakoe-T0 Bpems Moryt ObiTb
aBTOMATMYECKU yaaneHbl U3 rNaBHOM ovepeaun 3agad. ViHdhopmaums 0 BbiINONHEHUN
3agay ouKkcupyeTcs B crieumanbHOM XypHane 3agjady cepsepa RuBackup, npu
HeobxoamMMoCTn cTatyc noboi 3apayn, Oaxe yAaneHHON U3 o4Yepeam, MOXHO
yTO4YHUTb Y agMmnHmcTpaTopa RuBackup. Takxe nHdopmMaums o BbINOMHEHUM 3a4a4
KNMEeHTa 3aHOCUTCS B NOKa/bHbIA XypHalbHbIA hann Ha KnneHte. B knveHTckoMm
MEHeLXepe MOXHO OTKPblTb OKHO OTCMEXMBAHWUS XYpHanbHOro doavna (MeHo
«AHpopmauusi» — «KypHanbHbIA coann»).

BaxHo! UHcbopmaumsa O BbINONHEHUMN CNYyXeOHbIX 3aday B JaHHOW
BKNagke He otobpaxaetrcs. CnyXeOHbIMM SIBNAKOTCA 3adadu NpoBepKM,
yoaneHusi, nepeMeLL,eHUsl pe3epBHbIX KOMUN, a TaKXe UX KONMMpoBaHUs B

apyrown nyn.

Bknapka «JlokanbHOe pacnucaHue»

Bo Bknagke «JlokanbHoe pacnucaHne» MOXHO OnpenenuTb npasvna,
3aJaBaeMble KIMEHTOM AN TeX WM WHbIX NOKanbHbIX pecypcos. [ns pabotbl
NIOKanbHOrO  pacnucaHusi ata  BO3MOXHOCTb  [OO/XHA  OblTb  BKIOYEHA
agmnHuctparopom RuBackup ons knveHTa.

Bknagka «OrpaHuuyeHus»

Bo Bknagoke «OrpaHnyeHus» MoryT ObiTb ONpeaeneHbl noKanbHble Pecypchl,
PE3EPBHOE KOMMPOBAHME KOTOPbIX HexenatenbHo. [nsa paboTtbl NoKanbHbIX
OrpaHUYeHnn 3Ta BO3MOXHOCTb [HOMXHA ObiTb BKAOYEHA aAMUHUCTPATOPOM
RuBackup onst knueHTa.
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YTMnuThl KOMaHOHOW CTPOKM K/MeHTa

RuBackup

Lns ynpasneHus RuBackup CO CTOpPOHbI KNneHta, NoOMMMO KITMEHTCKOro
OKOHHOr0 MeHeXepa, MOXHO BOCMONb30BaTbCS YyTUNUTAMM KOMaHAHOW CTPOKMW:

rb_archives

Ytnnuta npenHa3sHa4vyeHa oJig npocMoTpa Crnncka pe3epBHbIX KOMWIn KNneHTa
B CUCTEME pPe3epBHOro KonmpoBaHWA, CO30aHNA CPOYHbIX PEe3epPBHbIX KOMnin, nx
yoaneHus, npoBepkn N BOCCTAHOB/TIEHNA.

‘root@srv:~# rb_archives
Id | Ref ID | Resource | Resource type Backup type Created

+
| Brest template -04-1 galyg nocrypt e Not Verified
| Brest template full -04- :54: nocrypt e Not Verified
|
|
|
|
I

Brest WM full -04- :54: nocrypt e Not Verified
OpenNebula VM full -04- :16: nocrypt e Not Verified
OpenNebula template full -04- :18: nocrypt e Not Verified
Brest VM full -04- galzg nocrypt e Not Verified
Brest WM full -04- 1461 nocrypt e Not Verified

rb_schedule

Ytunuta npenHasHa4dYeHa And npocMoTpa MMEKoWnXca npasun KaneHTta B
rnobanbHOM pacnmncaHnn pe3epBHOro KonnpoBaHMA.

‘root@srv:~# rb_schedule

‘Id | Name | Resource type | Resource | Backup type | Status
R e R Smmmmmmm o e Tt fmmm o
‘37 | Brest template | Brest template | 117 | full

‘39 | Brest VM test 131 | Brest VM | 131 | full | wailt
‘42 | Astra test | Brest UM | 1 | full | wait
‘root@srv:~#

rb_tasks

YTunuta npegHasHadeHa mOns NpocMoTpa  3amdady  KAWeHTa, KoTopble
NPUCYTCTBYIOT B FNaBHOM o4epean 3a8a4y CUCTEMbl PE3EPBHOI0 KOMMPOBAHUS.

root@srv:~# rb_tasks
| Task type | Resource | Backup type | Status | Created

----- B e e R e e e

1116 | Restore | 131 | full | Done | 2020-84-30 10:03:27+03
root@srv:~# I
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rbcrypt

Ytunuta knmeHta RuBackup ons sawutHoro npeobpasoBaHusi ¢paiiioB Ha
ctopoHe knueHTa RuBackup.

Bonee noapobHO 03HAKOMUTLCA C CPYHKUMSMW YTUAUT KOMaHOHOW CTPOKM
MOXHO NpW MOMOWM KOMaHObl Man unuM B PYKOBOACTBE «YTWUNWUTbI KOMaHIHOW
ctpokn RuBackup».
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LleHTpann3soBaHHOe BOCCTaHOBJIeHUe

pe3epBHbIX KONUNn

Cunctema  pesepBHoOro  konupoBaHuss RuBackup npenycmatpusaert
BO3MOXHOCTb BOCCTAHOB/IEHNSI PEe3epBHbIX KOMUA Kak CO CTOPOHbl K/MeHTa
CUCTEMbI, Tak W CO CTOpOHbl agmumHuctpatopa CPK. B Ttex cnyuyasax, korma
LeHTpann3oBaHHOE BOCCTAHOB/NEHME Pe3epPBHbIX KOMUIA HEXEeNaTtenbHo, Hanpumep,
Korga BOCCTAHOB/EHWE [aHHbIX $BNSIETCS 30HOW OTBETCTBEHHOCTWM Bnagenbua
KNMEHTCKON CUCTEMBI, 3Ta (PYHKLIMOHANIBHOCTb MOXET ObiTb OTK/OYEHA HA KNNEHTE
(cMm. «PykoBonocTteo cuctemHoro agmuHucTtpatopa RuBackup»). B 1ex cnydasx,
Korga LEeHTpanM30BaHHOE BOCCTAHOBMEHWE Ha KAMEHTEe OOCTYMNHO, ero MOXHO
nHUUMMpPOBATb, Nepeinas BO BKnaaky «Penoautopuin» Ha BepxHen naHenn RBM.
IOna a1oro Hanoute B cnucke Tpebyemyio PesepBHYIO KOMUID, HAXMUTE Ha Hee
npaBoOA KHOMKOWA MblwWK K BblbEpUTE B KOHTEKCTHOM MeHI0 «BoccTaHoBWTL»
(pucyHok 19):

BoccTaHosuTe

MNposepnTb

KonupoeaTs

MNepemecTuTs

Ypanute

PucyHok 25
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B OkHe LeHTpann3oBaHHOrO BOCCTAHOBMEHUS MOXHO YBUAETb OCHOBHbIE
napameTpbl pPe3epBHON Konuu, BblbpaTb Yy3en KAMeHTa, Ha KOoTopbii Oyaet
BOCCTaHOBNEHA pes3epBHas Konus, 3adartb NyTb Ha3Ha4YeHUs ONS BOCCTAHOB/IEHMS
pes3epBHO Konuu.

B TOM cnyyae, ecnn HeobXO0OMMO BOCCTAHOBWUTb PE3EPBHYIO KOMWIO B
NOKanbHbIA Katanor Ha OPOHTAaNbHON MalwnHe 6e3 pa3BepTbiBaHUS WabnoHa unu
BM, cHumuTe oTMeTKy «Pa3BepHyTb, ecnn npMeHnMo» (PUCYHOK 26).

MecTo BOCCTaHOBNEHWA

BOCCTAaHOBUTE Ha KNWeHTa: astra-frontl.brest.local A ]

MyTe HazHa4YeHwma: * ftmp/ -

Pa3BepHyTh, ECNK MPMMEHWUMO:

PucyHok 26

BoccTtaHoBNneHue pe3epBHOW KOMUM C pa3BEPTbIBaHUEM [OO0NXHO
BbIMONHATLCA TO/IbKO Ha TOT y3e, KOTOpbIA SABNSIeTCA NNAEePOM B AAaHHbIN
MOMEHT.

Y3Hatb CcTaTtyc y3n0B KacTtepa MOXHO C MOMOLLb0 KOMaHbI:

onezone show 0
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root@astra-frontl: /home/suser# onezone show @
ZONE 0 INFORMATION

HI

: OpenNebula

ZONE SERVERS

ID NAME ENDPOINT

astra-frontl.br http://astra-frontl.brest.local:2633/RPC2

K
1 astra-front2.br http:/fastra-front2.brest.local:2633/RPC2
2 astra-front3.br http:/f/astra-front3.brest.local:2633/RPC2

HA & FEDERATION SYNC STATUS

ID

NAME

astra-frontil.
astra-front2.

STATE
br follower
br follower

INDEX
295465
295465

COMMIT
295465
295465

VOTE FED_INDEX
2 -1
=l =l

astra-front3.br leader 295465 295465 2 -1
ZONE TEMPLATE

ENDPOINT="http://localhost:2633/RPC2"

B npaHHOM npuMmepe nuoepoM ssnsetca y3en astra-front3.brest.local wn
VMEHHO Ha 3TOM y3/ie He0OX0AMMO BbINONIHATL KOMaHAb! NS BOCCTAHOB/IEHUS.

Mpwn BOCCTAHOBNEHUWN pPe3epBHOV Konuu ¢ nomowpbio RBM Heobxoaoumo
BblOpaTh HyXXHYIO PE3EPBHYIO KOMWIO, KIMKHYTb MO HE NMPaBOi KHOMKOW MbIWW 1
BblOpaTb «BoccTaHOBMTL» 13 BbiNadatoLero cnmcka (PUCyHoK 27).
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MposepuTs

Konuposate

Nepemectuts

YaanuTe

PucyHok 27

3atem Heobx0aMMOo BblibpaTh HyXHble NapameTpbl B 6noke «MecTo BOCCTaHOBNEHNS»
(pucyHok 28).

e
a8 @
+/ MpumennTs
& O6vexTsi
WHbopmMauus o pesepeHoil konum MecTo BoccTaHoBNEHNA
@ Crpatervm
Wms xocTa: front.brest.local BOCCTaHOBWTE Ha K/MEeHTa: front.brest.local v
HWID: dd9f8011cbf39346
T T FER— =
Pecypc: 0 MapaMeTpbl BOCCTaHOBNEHNA ANA MORYNS: Brest template -
e nyn: Default PassepHyTe, ecnn MpMMEHUMO:
Tun PK: full
pel RuBackup
Cospako: 2023-06-07T18:14:11.687
BOCCTaHOBUTb LENOYKY: 4
Vs npaswna:
CraTyc PK: Not Verified

IpanynspHoe BoccTaHoBNEHIE

PucyHok 28

53



& RuBackup

Ins HacTporikm napameTpoB BOCCTAHOBMEHMS, KOTOPblE OTHOCATCA K
MOOYNSIM PEe3epPBHOr0 KOMMPOBaHWS W BOcCTaHoBneHuss Brest VM w Brest
template Haxmute Ha WKOHKY «..» psgoM c nonem «lMapameTpbl
BOCCTaHOBNEHUS ans moayns:» (Tabnuua 6, Tabnmua 7).

Tabnuua 6 — MapamMeTpbl BOCCTAHOBNEHUSI PE3EPBHbIX KON WwabnoHa

MapameTtp OnucaHue 3HauyeHue | JlonycTtuMmblie
no 3HayeHusa
YMOJ4aHuUIo
new_name Nms, ¢ koTopbiM WwabnoH

OyneT co3naH npm
BOCCTaHOB/IEHUM U3
pe3epBHO Konun. B ToM
cnydyae, ecnv 3T0T napameTp
nycT, wabnoH bynet co3naH ¢
NPeXHUM nmeHeM. Ecnn
WabnoH C TakMM MEHEM yXe
€CTb B CUCTEME, K IMEHY
Oynet nobaeneH NoCTUKC.

set_images_persis | YCTaHOBUTb 0119 BCEX false true, false
tent 06pa3o. wabnoHa napameTp

PERSISTENT=yes npwu

BOCCTaHOBIEHUN.
restore_only_confi |BbinonHutb BocctaHoBneHue |false true, false
g N3 PE3EPBHO KONM TONBKO

KOHdpurypaumm wabnoHa,
6e3 acCOLMMPOBAHHbBIX C HUM
0bpa3os..

dd_block_size Paamep 6noka B M6 ansi 5 >=1
onepauuin DD.

Tabnuua 7 — MapameTpbl BOCCTAHOBNEHWS BUPTyaNbHOW MalWWHbI U3 PE3EPBHON
Komum
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Mapametp

OnucaHue

3HauyeHue no
YMON4YaHuio

JonyctuMble
3Ha4yeHus

new_name

Nms, ¢ koTopbiM BM byanet
co3naHa npv BOCCTaHOBNIEHNM
13 pe3epBHO Konun. B Tom
cnydyae, ecnv 3T0T napameTp
nyct, BM 6yneT cospnaHa ¢
npexHuMm umeHem. Ecnn BM ¢
TaknM UMEHEM yXe eCTb B
cucTeme, K UMeHn bynet
nobaBneH NocTuKC.

restore_only_co
nfig

BbinonHuTb BOCCTAaHOBNEHME N3
pe3epBHO KONUKN TONbKO
KOHdpurypaumm BM, 6e3
BOCCTaHOBNEHUSA
aCCOLMMNPOBAHHbIX C HEN
JNCKOB.

false

true, false

dd_block_size

Pasavep O6noka B M6 Aans

onepauuin DD.

Il
—

>

vm_state_timeo
ut

Bpems oxnoaHusa B cekyHOax C
MOMEHTa 3anpoca Ha co3faHune
BM 0o ee nepexogma B
coctosHne «POWEROFF».

Ecnn no wucrteyeHwn paHHOro
nepunoga BM He nepewna B
COCTOSIHME «POWEROFF»,
3agjaya Ha BOCCTaHOBNEHWE
pes3epBHON KOMuW 3aBepLlunTCs
C OWWOKOIA.

300

10 — 900

keep_cdrom

Ecnu Ha MOMEHT
CcO30aHNs pe3epBHOM Konun K
BM 6bin nogkntodeH CDROM,
TO WHdpopMaums 06 3TOM
CDROM coxpaHsieTcs B
pe3epBHON Konuu.
Ecnu BbINONHSAETCH
BOCCTaHOBNEHME  pPe3epBHOW
kornun, a onuma keep_cdrom

false

true, false
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umeeT 3HayeHme false, TO
nepeng co3faHvem BM
nHcpopmaums o CDROM 6ynet
yboaneHa w3 KoHdourypauum
BM, 10 ectb B CO3OaHHON B
npouecce BOCCTaHOBNEHMS
BupTyanbHo mawnHe CDROM
He oynet MOLK/OYEH.
Ecnu BbIMOSHAETCA
BOCCTaHOBNEHWNEe pe3epBHON
konuu, a onums keep_cdrom
nMeeT 3HadeHue true un npwu
9TOM  OpWrMHanbHbI  06pas,
oteevarowun 3a CDROM, Ha
MOMEHT pes3epBHOro
konuposaHus BM otcyTtcTtByeT
BHyTpn nnatgoopmbl MK CB
«BPECT», 3ajayva Ha
BOCCT@HOBNEHME U3 PE3EPBHOW
KOMWM 3aBEPLLNTCS C OLIMOKOIA.

MpumeyaHus
Mpwn ycTtaHoBNeHHOM pnare restore_only_config nponcxoaut cnenytouee:

1. Monynb NnpoBepsieT HanMune 06pa3oB ANCKOB, KOTOPbIE NMPUCYTCTBOBANM B
KOoHgourypaumm BM Ha MOMEHT pe3epBHOro KOnMpoBaHus..

2. Ecnn opurvHanbHble 06pasbl OTCYTCTBYIOT, 3adada BOCCTAHOBNEHMS
3aBEpPLLAETCS C OWMOKONA.

3. Ecnm B KoHQourypaumm BM ecTb gucku, co3gaHHble Ha OCHOBe
«MOCTOSIHHOrO 0bpasa» M Ha MOMEHT BOCCTAHOB/IEHWS OHW MPUCYTCTBYIOT BHYTPYU
nnargopMbl, HO He B COCTOSIHMM ready, 3afaYa BOCCTAHOBMEHUS 3aBepliaeTcs C
OLIMOKONA.

4. Ecnn BHyTpM nnatdpopmbl ectb BM C opuruHanbHbiM - MMEHEM,
reHepupyeTcs HOBOE MMs (H0OaBnseTcs MOCTGUKC K MMEHW) - MHGOPMauMs o
HOBOM MMeHn BM nomewaetcs B vm.xml-cpbaiin, KOTopblid 6bin CHOPMUPOBaH Mpw
pe3epBHOM KONUPOBaHWMN.

5. N3 pesynbtupytrowero vm.xml cosgaetca BM BHyTpu nnatgpopmsi.
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6. [aHHble auckoe BM (maxe ecnv oHu Bbinv CoXpaHeHbl NpU pe3epBHOM
KOMMPOBaHUN) HE MOAMEHSAIOTCS Y BHOBb CO34aHHOW Npu BOCCTaHOBNeH BM - T.e.
Ha Bbixoge nonydaercs BM c Ttakom Xe koHdourypauuen, Kak M Ha MOMEHT
Pe3epBHOIO KOMUPOBaHWUS, KoTopas 6asvpyetcss Ha opurMHanbHbiX obpasax
JVCKOB.

[ns BocCTaHOBNEHUS pe3epBHOM Konun wabnoHa miv BM ¢ nomoubto
YyTUNMTbl  KOMaHgHon  ctpoku  rb_archives  Heobxogumo — onpenenvtb
NOEHTUCMKATOP PE3EPBHOM  KOMWKW, KOTOPYD HeobxoAMMO BOCCTAHOBUTH,

Hanpvmep, Npv nomowm komanael rb_archives:

root@srv:~# rb_archives
Id | Ref ID | Resource | Backup type Created

Brest template 2020-04-14 ] nocrypt Not verified
Brest template full 2020-04-28 ] nocrypt True Not Verified
Brest VM full 2020-04-28 20 g nocrypt True Not Verified
OpenNebula VM full 2020-04-29 14 ] nocrypt True Not Verified
OpenNebula template full 2020-04-29 14 g nocrypt True Not verified
Brest VM full 2020-04-29 19:12: nocrypt True Not verified
Brest VM full 2020-04-30 09:46:47+03 nocrypt True Not verified

A
|
|
|
|
|
|
I

root@srv:~# [l

B npuBeoeHHOM npumepe B CUCTEME PE3EPBHOMO  KOMMPOBAHWUSA
MPUCYTCTBYIOT CEMb pe3epBHbIX Konuid. BM ¢ naoeHTtudomnkatopom 131 Moxet BbiTb
BOCCTaHOBNEHA N3 MOJHOM PE3EepPBHON KONUKU ¢ naeHtudoukatopom 137. Ing atoro
HeobX0OMMO BbIMOMHWUTb KOMaHAy:

# rb_archives -x 137

B cnyyae ycnewHo nMpuHATON 3agaynM koMaHAoa BEPHET «OoK», a
BOCCTaHOBNEHNE Oy AeT MPOMCXOANTL B (DOHOBOM PEXMME.

roof@srv:~# rbiarchives‘-x 137
Password:
i

‘Restore archive chain: 137
I[RBC] Request to restore next archive(s) ID from repository: 137 to: /root
ok

[MpOKOHTPONMPOBATL MPOLECC BOCCTAHOBMEHUS MOXHO MpU  MOMOLLM
rb_tasks:

root@srv:~# rb_tasks
1d | Task type | Resource | Backup type | Status | Created

----- e e R e T T
1116 | Restore | 131 | full | Done | 2020-04-30 10:03:27+03
root@srv:~#

nnm npy nomowm RBC (pucyHok 29):
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& 'RuBackup

RuBackup MeHemxep KaueHTa (Ha srv.brest.loc)

Konpurypaums  Bug  [eiiciens  Mngopmams

Pesepenbie konvv  [noBansHoe pacnucakve | 3agauv | JlokankHOe pacnucakme  OrpaHuueHus
Id | Type  Resourcetype  Resource  Backuptype  RuleID | StrategyID | RepositorylD  Pool  Status Created

1 1116 |Restore |BrestVM 131 full 137 Default |Done 2020-04-30 10:03:27+03

PucyHok 29

MpPOKOHTPONMPOBATL NPOLIECC MOXHO NPV MOMOLWM XypHana:

root@srv:~# tail -f Jopt/rubackup/log/RuBackup.log

Thu Apr 30 HLH 2020: Virtual machive with name: WM test disk snapshots-3 is exists.

Thu Apr 30 :04:14 2020: Check new virtual machine name: VM test disk snapshots-4

Thu Apr 30 :04:14 2020: Virtual machine will be restored with the name: VM test disk snapshots-4

Thu Apr 30 104: 2020: Image: Ubuntu 18.04 180G is exist

Thu Apr 30 10:84:14 2028: Create new virtual machine from: /root/srv.brest.loc_TaskID_1114_RuleID_39_D2020_4_38HO9_44_24 BackupTyp
e_1_ResourceType_17/vm.xml

Thu Apr 30 10:04:15 2020: Check VM creating...

Thu Apr 38 10:07:56 2020: VM created ID: 143

Thu Apr 3@ 10:07:56 2020: Restore VM data to: /var/lib/one/datastores/101/143

Thu Apr 3@ 10:87:56 2028: Required commit for: /root/srv.brest.loc_TaskID_1114_RuleID_39_D2020_4_30H@9_44_24 BackupType_1_Resource
Type_17/hda.2

Thu Apr 30 10:88:07 2028: Task was done. ID: 1116

B ™ogynsx RuBackup Takxe npenycMOTpPeHO BefeHWe OTAeNbHOro
XypHana, B KOTOpPOM (buKcupyeTcs noapobHas MHGOopMauMs O BbIMOAHEHUN
3a4a4v Ha co3aaHune pesepBHOM KOMUM UM BOCCTAHOBNEHNE N3 PE3ePBHON KOMUK.
Hu>xe nepedyuncneHbl NyT K COOTBETCTBYIOWMM oainam XypHasnos:

« /opt/rubackup/log/rb_module_brest_template.log
+ /opt/rubackup/log/rb_module_brest_vm.log

B cnyyae BOCCTAHOBNEHUS VHKPEMEHTANbHOW pPe3epBHOM konuu Oynert
CCOpMUPOBaHa Lienoyka BOCCTaHOBNEHNS: BHAaYane bynet BOCCTAaHOBNEHA MOMHas
pe3epBHas Konust U Ha Hee OynoyT HanoXeHbl M3MEHEHMSI U3 UHKPEMEHTaNbHbIX
pe3epBHbIX KOMWIA.
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pe3epBHOro KonvposaHus (pucyHok 30):

Dashboard E

Instances

— Used Used
Templates U ID y Name Grou| Status

= ¥ P CPU Memory
Storage

] 4gs iestdisk oneadmin  POWEROFF 0 0KB
Network ° snapshots-4 )
Infrastructure [J 131 wMtestdisksnapshots oneadmin  POWERGFF 00 KB
System O

U 120 VM ubuntu test oneadmin POWEROFF 0.0 OKB
Settings e

] astra-1 oneadmin POWEROFF 0.0 KB

10 ¥ Showing 1to4of 4entries

4rota Oacrive 4 oFF

PucyHok 30

0 renping

& 'RuBackup

Mocne BbinonHeHuns BocctaHoBneHns B MK CB «BPECT» nosiBunacb HoBas
BM (ID 143), nonHOCTbIO MAEHTUYHAS TOK, KoTopas bbina B CUCTEME B MOMEHT

& brestadmin @ OpenNebula

User .
Host IPs = MAC Connection
Running
nodel.brestloc -
node2brestloc —
nodelbrestioc -
node2brestloc -
1
0 raiLep
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