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BBepneHue

Cuncrema pesepBHOro konvpoBaHus RuBackup no3BonseT BbINONHATb
nonHoe pesepsHoe konuposaHue aaHHbix FreelPA B OC Linux.

MonHoe pe3epBHOE KOMMPOBAHWE — 3TO CO3AAaHVNEe PEe3EPBHOM KOMWK BCEX
HOAHHbIX U3 MCXOOHOro Habopa, He3aBMCUMO OT TOTO, U3MEHSIUCL N OAHHbIE C
MOMEHTa BbIMNOIHEHNS NOCNeOHEN MOMHOM Pe3ePBHON KOMMWN.

FreelPA aBnsetcs MHTErpMpoOBaHHOW CUCTEMON MPOBEPKM MOASIMHHOCTM W
aBTopm3aumm B ceteBol cpepe Linux. FreelPA cepBep obecneunBaet
LEHTPann3oBaHHy0 NPOBEPKY MOAMHHOCTM, aBTOPM3aLMIO N KOHTPOJb akKayHTOB
nonb3oBaTenen, CoXpaHas CBeOeHMs O Monb3oBartene, rpynnax, yanax u opyrux
obbekTax, HeobxoOuMMbIx [Onsi obecneyeHust ceTeBoit 6HesomacHocTM. 31O
KOMMNEKCHOE pelleHne no ynpaBneHuto 6e3onacHocTbio  Linux-cuctem, 389
Directory Server, MIT Kerberos, NTP, DNS n Dogtag. FreelPA nopnepxusaet
BEO-UHTEPAPENC N MHTEPCPENC KOMAHOHOW CTPOKM.

[ng BbINONHEHNS pPe3epBHOro KonMpoBaHus AaHHbix FreelPA Ha knueHTe
RuBackup nonxeH 6biTb yctaHoBneH moaynb RuBackup rb_module_freeipa.
Pabota aTOro Momynsi Ha KAMeHTe BO3MOXHA TONMbKO B TOM Cilyyae, ecnv Ha HEM
ycTaHoBMneHbl HeobxoauMmble nakeTol FreelPA, n aktueBHa cnyxba ipa.service.

Pes3epBHOE KONMpOBaHWE BbINOMHSAETCS NO 3apaHee 3af4aHHbIM npasunaM B
rnobanbHoM pacnmcaHum RuBackup. Takxe KnMeHTy [OoCTynmHO CPO4YHOe
pe3epBHOE KonuposaHue aaHHbIX FreelPA.

BoccTaHoBneHNe OaHHbIX M3 apxvBa BO3MOXHO MO MHMLMATMBE KIMEHTA.
Ins  BOCCTAHOBNEHWS  OaHHbIX MONb30oBaTEflb  LOMKEH BBECTU  MNaponb,
MO3BONSIOWMIA BbIMONHUTL BOCCTaHOBNEHME. Pe3epBHOE KONMPOBaHME MOXET BblTb
BbIMOHEHO C NMPUMEHEHNEM CXAaTUs Ha CTOPOHE KIIMEHTA MM Ha CTOPOHE cepBepa
RuBackup. Mpw HeobXxoOMMOCTH, BO3MOXHO BbIMOMHUTb 3awuTHoe
npeobpas3oBaHMe pPE3EPBHON KOMMM BbIOPAHHBIM  anropuTMOM (CM. pasnen
«3almnTHoe Npeobpas3oBaHme PE3EPBHbIX KOMWUIA»).
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YcTtaHoBKa knmeHTa RuBackup

Ina Bo3mMoxXHOCTM pesepBHOro konuposaHus FreelPA npu nomoum
RuBackup Ha cepBep mnonxeH ObiTb ycTaHoBneH knueHT RuBackup w
cooTBeTcTBytowme Momynu. MNoapobHo mpouenypa yCTaHOBKM KMEHTa onucaHa B
«PykoBoacTBe Nno ycTaHOBKE CEepBEPOB PE3EePBHOr0 KONMMPOBaHNS 1 Linux KNneHToB
RuBackup».

Knuent RuBackup npeancraensier coboit 0OHOBOE CUCTEMHOE MPUTIOXEHNE
(beMoH wnu  cepsuc), obecneuymBaiollee B3aUMOLENCTBME C  CEPBEPHOIA
rpynnupoekorn RuBackup. [ns BbinonHeHusi pesepsBHOro konuposaHus FreelPA
knneHT RuBackup ponxeH pabotaTtb OT UMeHM cyneprionb3oBatens (root ons Linux
1 Unix).
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NMopnrotoBka xocrta FreelPA

[ng noarotoBkm xocta C ycTaHoBNEHHbIM FreelPA nona  BbiNONHEHUS
pe3epBHOr0 KOMWPOBaHMUS M BOCCTAHOBNEHUS OaHHbIX cpenctBamm RuBackup
HeobX0MMO BbIMOMHUTbL CReayowwmne NencTeus:

1. YcraHoeutb Mogynb RuBackup rb_module_freeipa. B 3aeucumoct ot
ucnonbdyemon B OC cuctembl ynpasneHWs naketamy cnemyet BbINOMHUTb
KoMaHmay:

# sudo dpkg -i rubackup-freeipa.deb
nnu:

# sudo rpm -i rubackup-freeipa.rpm
2. BbinonHuTb KOMaHay:

# sudo apt install python3-yaml
3. Ounctutb karanor /var/lib/ipa/backup.

MNMepen wWcnonb3oBaHWEM Moaynsl Heobxooumo ybeouTbCsl, YTO Karasnor
/var/lib/ipa/backup nyct. Ecnn po Toro, kak Momynb Obln yCTaHOBNEH, B 3TOM
KaTanore npucyTCTBYIOT Pe3epBHble KOMUW, PEKOMEHAYETCS NMePEHECTU UX B APYroe
MECTO BO n3bexaHne owmnboK.

4. MNopnroToBuTb goamn KOHdourypaumm monoyns
/opt/rubackup/etc/rb_module_freeipa.conf. 3tot chann copepxut gsa nons:

- password - none onsa BBoga napons agmuHuctparopa FreelPA;

- direct_restore - 3HaueHme 3TOro NONs ykasbiBAEeT, HY>XHO NM MPOCTO
pacnakoBatb PE3epBHY0 KOMUIO B OMNPemdenéHHbIA Katanor (3HavyeHue Nno) mnu
BbINOHWUTb BOCCTAHOBNEHNE PE3EPBHON KON (3HAYEHME Yes).

#KoHMrypaLmMoHHbI ¢pain 3anonHseTcs nonb30BaTeNeM BpyYHyO

#MNaponb agmuHucTparopa FreelPA



@ 'RuBackup

password:'12345678'
#BoccTaHoBNeHMe B pecypc? [yes | no]

direct _restore: 'yes'

Ecnun B dhaiine KoHdpurypaumm moaynsi none password coaepXut naponb, a
none direct restore 6bin0 OCTaBneHO MyCTbiM, TO MO YymonyaHwio Oynet
npon3BefeHO BOCCTAHOB/IEHME MONHOM Pe3epBHOM KOnuu.

dain rb_module_freeipa.conf NCnonb3yeTcs TONbKO npw
BOCCTAHOB/IEHUWN PE3EPBHOM KOMWM, MO3ITOMY MOCMe BOCCTAHOBMEHUS OaHHbIX
PEKOMEHAOYETCS OCTABNSATb €r0 MyCThbiM BO N36eXaHne yTeukun naporsi.

BHumaHue! Ecnu KoHdurypauumoHHbin coanWn OTCYTCTBYeT, TO
pe3epBHas konus bypet pacnakoBaHa B 3afaHHY OUPEKTOPUIO.
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Pe3epBHOoe konupoBaHue FreelPA

Cunctema pesepsHOro konvposaHus RuBackup no3BonseT BbINOMHATb
NoNHOe pe3epBHOe konmpoBaHue cepeepa FreelPA nnbo pesepBHOE KOMMPOBaHME
TONbKO AaHHbix FreelPA. MoopobHo npouenypa HacTpOWKW OonvcaHa B pasnene
«MeHenxep agmmHucTtparopa RuBackup (RBM)».

NMonHoe pe3epBHOEe KonupoBaHue cepBepa FreelPA

[MonHoe pes3epsBHOe konuvpoBaHue cepsepa FreelPA co3paét konumio Bcex
goamnos cepeepa FreelPA, a takxe paHHbix LDAP. FreelPA 3atparveaet coTHu
goalnoB 1 Kartanoros, a TakXe KoHdgourypauum u pannbl XypHanoB, KOTOpble
OTHOCSTCS HENMOCPELACTBEHHO K IPA unm K pasnmyHbIM ero cnyxoam.

Mooynb  RuBackup rb_module_freeipa npoussoout pesepsHoe
KonupoBaHue npu nomowm ytmnutel ipa-backup.

Mpy BbINOAHEHUM MOMHOrO PE3EPBHOIO KOMMPOBaHWA yTunanTa ipa-backup
ocTaHaBnmBaeT Bce cnyxbbl FreelPA, ytobbl obecneuntb 6esonacHblii xon
npoLecca pe3epBHOro KOMMpoBaHUS.

PesepBHoe konmpoBaHue nponasoautcs B katanor /var/lib/ipa/backup/.

BoccTtaHoBneHne nonHOM pes3epBHOM Komuu K3 doaina npouvcxXoouT mMpu
MOMOLLM YTUNUTBI ipa-restore, KOTopas UMEET CneayoWwmnii CUHTAKCHUC:

# ipa-restore path_to_backup -U --password=password [ --
data [ --online ] ]
3HaveHve path to backup 3apaét nytb K panny pesepBHON KOMuu.
3HayeHue password cCopepXuT Naponb agMuHMCTparopa xocrta. Mapametp --data
MO3BONSET 3a4aTb BOCCTAHOB/IEHNE TONbKO AAHHbIX U3 MOMHOW PEe3epBHOM KOMWU
cepBepa FreelPA. Tpu BOCCTAHOBNEHWM TONMbKO [HaHHbIX napameTp --online
MO3BONSET BbIMNOMHUTL BOCCTAHOBNEHME 63 ocTaHOBKM cnyx6 FreelPA.
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Pe3epBHOe konupoBaHue ToNbKo AaHHbIX FreelPA

PesepsHas konus Tonbko aaHHbIX FreelPA co3paét konuio aaHHbix LDAP u
XypHana U3mMeHeHuin. ITOT TUM PE3EPBHOr0 KOMUPOBAaHWS TakXe noanepXusaeTt
3anucb cogepxumoro LDAP, xpaHswerocs B LDIF.

Mooyne  RuBackup rb_module_freeipa npoussoont pesepsBHoe
KOnuMpoBaHWe Moay/b NPOM3BOAWT NPV MOMOLWW yTunuTel ipa-backup. Bbi3os:

# ipa-backup --data [ --online ]

Pe3epBHas KOnusi AaHHbIX MOXET BbIMONMHATLCS Kak B pexuMe oHnaiH (6e3
ocTaHoBkuM cnyx6 FreelPA), Tak n B aBBTOHOMHOM peXuMe.

PesepBHOoe konmpoBaHue npondsoautcs B katanor /var/lib/ipa/backup/.

BocctaHoBneHne pesepBHOM KONWM OaHHbIX M3 doaina npoucxogut npu
MOMOLLW YTUAUTBI ipa-restore, koTopas UMeeT CNeayoLLnii CUHTaKCUC:

# ipa-restore path_to_backup -U --password=password [ --
data [ --online ] ]

3HayeHve path to backup 3apaét nytb K painy pes3epBHON KOonuu.
3HauveHue password cogepXxuT naponb aaMMHUCTpaTopa xocta. MapaveTp --data
MO3BONSIET 3a4aTb BOCCTAHOBMEHNE TONbKO OAHHbLIX U3 MOMHON PE3EPBHON KOMUM
cepBepa FreelPA. Tpu BOCCTAHOBNEHWM TONMbKO [HaHHbIX napameTp --online
MO3BONSET BbIMOMHUTL BOCCTAHOBNEHNE 6e3 ocTaHOBKM cry X6 FreelPA.



@ 'RuBackup

MacTtep-knioy

B xome yctaHoBkm knmeHta RuBackup 6ypeTt cos3pgaH macTtep-knod ans
3alWNTHOrO NPeobpasoBaHNS PE3EPBHbIX KOMWIA, a TakXe KII4YM ONst SNeKTPOHHOM
noanncu, ecnu npeanonaraeTcs NCnosib3oBaTb 3NIEKTPOHHYIO NMOAMANCH.

BHumaHue! Mpu yTepe Knroya Bbl He CMOXETe BOCCTaHOBUTb AaHHbIEe
M3 pe3epBHOW KOMUU, ecnu OHa Obina npeobpa3oBaHa C MNOMOLLbIO
3aLLUTHbIX aNropuMTMOB.

BaxHo! Knroum pekomMeHAoyeTCs nocne co3paHvsa cKonuposatb Ha
BHELUHUN HOCUTEJb, a TaKXe pacneydyartartb 6yma)K|-|y|o Kornuwo 1 y6pa‘rb 3TN
KONMUMN B HapEéXHoe MecCTo.

MacTep-knio4  peKoMeHOyeTcsi pacrnedyatatb NpW  MOMOWM  YTUANUTBI
hexdump, Tak kak oH MOXET coepXaTb HeoTobpaxxaeMble Ha 3KpaHe CUMBOJIbI:

$ hexdump /opt/rubackup/keys/master-key
0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 €183 1528 a343
0000020
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3alwuTHOe npeobpasoBaHne pe3epBHbIX

KONMun

Mpn HeobxoauMOCTW, cpasy Nocne BbIMONHEHUS PE3EPBHOO KOMMPOBAHUS
apxuBbl MOryT ObITb Npeobpa3oBaHbl HAa XOCTe KMEHTa. Takum 06pa3oM, BaXXHbIe
LaHHble OyayT HepocTynHbl Ans agMmuHuctpatopa RuBackup wnn gpyrux nuu,
KOTopble MOrnn 6bl MONyYUTb OOCTYM K PE3EPBHON KOMUM (HanpuMep, Ha BHELLHEM
XpaHUnmwe KapTpuoxen NeHTO4HOW Bubnuotekn nnm Ha nnowanke nposaiaepa
06nayHoro xpaHnnmuwa 418 Balmx pe3epBHbIX KOMUIA).

3awmtHoe NpeobpasoBaHme OCyLWECTBASIETCS Bxoaswel B coctas RuBackup
ytunutoi rbcrypt. Knioy gna 3awutHoro npeobpa3oBaHMs pPE3epPBHbIX KOMWiA
pacrnonaraeTcs Ha xocte knueHTta B doanne /opt/rubackup/keys/master-key.
3awunTHoe NpeobpasoBaHne AaHHbIX NMPW NoMowm rbcrypt BO3MOXHO C OJVHOM
Kntoya 256 61T (no ymonyaHmio), a Takxe 128, 512 nan 1024 6uta B 3aBUCUMOCTYU
OT BblIBpaHHOro anropmTMa npeobpasoBaHus.

Ecnu ons npasuna rnobanbHOro pacnmcaHns Heobxoammo BbibpaTh 0CoObI
PEXUM 3alUTHOrO NpPeodbpas3oBaHNs C OJMHONM Kfo4a, OTAUYHOM OoT 256 6uT, 1 ¢
KNOYOM, PacronoXeHHbIM B IPYroM MECTE, TO Bbl MOXETE cienatb 9TO MPY NMOMOLLM
CKpWNTa, BLIMOMHAIOWErOCS MNOCNE  BbINMOMHEHWS PE3EPBHOMO0  KOMMPOBAHUS
(onpenmensetcs B npaBune  rnobanbHOro  pacrnucaHvisl  aaMUHUCTPATOPOM
RuBackup). lMpu 3tom Heobxoammo, 4TOObl MMsi Mpeobpas3oBaHHOrO doaina
OCTaNoCb TaKMM Xe, KaKk W paHee, MHaye 3ajaya 3aBeplumtcs C  OWMOKOW.
Mpoeectn obpatHoe npeobpal3oBaHMe Takoro gpaina nocne BOCCTAHOBNEHUS €ro
13 apxvBa cnemyeT BPy4YHyo npu nomowm ytunutel rbcrypt. Mpu takom pexnme
paboTbl HET HEOOXOOMMOCTU yKasbiBaTb anropuTM NPeobpasoBaHWs B MNpasune
PE3EPBHOrO KOMMPOBaHUS, MHavye apxue Oyner nOBTOPHO npeobpas3oBaH C
MCMoNb30BaHNEM MacTep-Ktoya.

Ons BbINONMHEHWs 3awWuWTHOrO npeobpas3oBaHNs OOCTYMHbI  anropuTMblI,
npencTaeneHHble B Tabnuue 1.

Tabnuua 1 — ANroputMbl 3alUTHOTO NPeo6pas3oBaHns, AOCTYMHbIE B YTUIMTE
rocrypt.

Anropntm ,D,nvmg Kitota, MpumeyaHue
uT
Anubis 128, 256
Aria 128, 256

10
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OdnuHa knroua,

Anroputm 6uT MpumeyaHue
CAST6 128, 256
Camellia 128, 256
YKpanHcKuin HaumoHanbHbln ctaHgapt ACTY
Kalyna 128, 256, 512 76242014
. Poccuiicknii HaumoHanbHbIi ctaHgapt FOCT
Kuznyechik 256 P 34.12.2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Kutaickmin HaumoHanbHblA cTaHaapT ans
SM4 128 6ecnpoBOaHbIX CeTel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256

11



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
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JlokanbHble IMCTbl OrPpaHN4YeHUHN

Mpwn pabote momynsa rb_module_freeipa nokanbHble CINCKM OrpaHnyeHuia
HE NPUMEHSAIOTCA.

12
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MeHepXxep agmuHuctpartopa RuBackup

(RBM)

OkoHHOoe npunoxeHne «MeHeoxep agmuHuctpatopa RuBackup» (RBM)
npefHasHavyeHo Aans obwero aaMUHUCTPUPOBAHMS CEPBEPHON  rPYNMMPOBKM
RuBackup, ynpaBneHus KAMeHTamn pe3epBHOIO KOMMPOBaHMS, rnobanbHbIM
pacnucaHnem pe3epBHOro KONmMpoBaHUa 1 XpaHUnuiLamMm pe3epBHbIX KOMWUA.

RBM MoxeT ObiTb 3anyleHO aOMWHUCTPATOPOM Ha OCHOBHOM CepBepe
pesepBHOro konuposaHus RuBackup.

Lns 3anycka RBM crnenyet BbINOAHUTL KOMaHAY:

# ssh -X user@rubackup_server
# /opt/rubackup/bin/rbm&

lNonb3oBarens, 3anyckatowmii RBM, nonxeH BxoauTb B rpynny rubackup.

Ha Bknaoke OG6bBEeKTbl B NIEBOA 4acT! MPEOCTaBNEH CrMCOK K/IMEHTOB
CVCTEMbI PE3EPBHOI0 KOMMPOBaHUS, B KOTOPOM yKas3aHo uMs, yHukanbHblii HWID n
onucaHve. KnueHTbl, KOTOpble B AaHHblA MOMEHT HaxoasTtcs B online, 6ynyT
OTMeYeHbI 3eneHbIM LBeToM. KnneHTbl B cocTosiHum offline — kpacHbIM (pyucyHok 1).

13
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"'l
Ru a @
3apauun Mpaewna Mpaewna cTpaTerum Penozutopwii YnanéHHaa pennvkaumna MnaH BOCCTaHOBNEHUA

- T
; .

2 O6bekTh

Crpaterum ID  Wma rnoBansHoro pacnucaHna Ctatyc ID kaveHTa Wma knveHTa HWID Wma nynd

rbfd-stress-media02
[El FnobansHoe pacnucaHwe rbfd-stress-pgclient
B YnanéHHas penavkaums [@ rbfd-stress-primary Jdil

[d rbfd-stress-secondary

[2) Peno3uTopui
O4epenb 3anay

&= Cepeepbl RuBackup
[s] XKy pHanbi

& AAMWHNCTPUpOBaHWe

A  rubackup@rbfd-stress-primary

B  1HeasTOpH30BAHHLIX KNMEHTOB

PucyHok 1

Ina pe3epBHOro KOMMPOBAHUS HA XOCTE LOMKEH ObiTb YCTAHOBNEH KNNEHT
RuBackup 1 cootBeTcTBylOWMA  Mooynb, obecnevvBaloWwmini  pe3epBHOe
KonupoBaHue. KnveHT nonxeH ObiTb aBTOpM30BaH aaMmuHucTpaTopom RuBackup
(cM. pasgen «KnneHTtbl» MeHeoxepa agMuHucTpartopa RuBackup).

Ecnu knnent RuBackup yctaHOBneH, HO He aBTOPU30BaH, B HUXHEN 4YacTu
okHa RBM nosiBuTcst coobuieHne o TOM, YTO HaaeHbl HEaBTOPU30BaHHbIE KIVEHTDI.
Bce HoBble KMEHTbI [LOMXHbI ObiTb @BTOPM30BaHbl B CUCTEME PEIEPBHOMO
kornmposaHus RuBackup.

Ona aBTOopu3aumm HeaBTOpU30BaHHOrO knuveHta B RBM  BbinonHuTe
cnenyowne nencTBns:

1. HaxMute Ha Bknagky «AOMUHUCTPUpPOBaHME» U BblbepUTE  MKOHKY
«KnueHTbl» (PUCYHOK 2).

14
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) OBnekTh Monb3oBaTenun Q

@&l CrpaTterun
8 MNone3osaTtenn

[El rnobansHoe pacnucaHue

pynnel
noJib3oBaTenei

YnanéHHas pennvkauma

(&) Penosutopui

Cynepsaiizepbl % ConpoBoxpawowme

E] O4epenb 3ana4

5 Cepeepbl RuBackup

AAMUHKUCTPaTOPEI
[ XKypHane!
& ALMUHUCTPUpPOBaHUE O6BbeKThI
|
KnvenTsl -—i— Ipynnbl KTMEHToB
-,
E Mepnacepsepsb!
=)
(e
XpaHunnuwa

@

MNynbl @ Ipynnel nyaos

PucyHok 2

B  rubackup@rbfd-st primary

B 1 HeasTopusoBaHHbIX KNMeHTOB

2. Ha BepxHel naHenu nepengnte Ha Bknaaky «HeaBTOpu3oBaHHbIe KNTUEHTbI»
(pUcyHoK 3).

RuBackup manager (1a rb-primary) x
P
:{T] a @
< HeaBTOpH30BaHHbIE KIHEHTHI
2 O6wbexThl & AsTopusosaTs @ Yaauts B
gc D Uus Tun OC  OC AucTpHGLITop MAC 1Pva 1PV6 HWID Bepcus
TpaTerum
1 rbclientol 2 3 6e:13:86:02:68:00  10.177.32.108  feB0:6cf3:86fffeda:6800  afBff269c771bd33  2023.02.2110:35

[ rno6ansHoe pacnucarve
[@ YaanénHas pennukauus
(3 PenozuTopuit

) Ouepeas 3apau

£ Cepsepsi RuBackup

[= XypHane!

& ABMUHUCTPUpOBaHe

PucyHok 3

3. BblbepuTe HyXHOro HeaBTOPU3OBAHHOrO KIMEHTA U Haxmute ABTOPM3OBaTb
(pucyHok 4).
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Mocne
(pucyHok 5):

" Ru

& Ob6bekTbl

(] CtpaTeruu

El FnobanbHoe pacnucaHue
YaanéHHasa penankauus
[2) Penozutopuit

E] O4epeab 3amay
Cepsepbl RuBackup

B
[ XKypHans!

& ADMUHMCTPUpPOBaHUe

& 'RuBackup

RuBackup manager (wa rb-primary)

Bonpoc

ABTOPU30BATH BLIGPAHHBIX KANEHTOB?

Orvena

PucyHok 4

aBTOPU3aUMN HOBbIA KAMEHT OyneT BMAEH B rnaBHOM okHe RBM

8 i siressicient
- T
- T
- CEEETTD

[ rbfd-stress-secondary

3apaun Mpasuna cTpaTeruu  PenosuTopwit  YaanéHHas pennvkauus  MnaH BOCCTAHOBNEHUS

i

ID  Wms rnoBansHoro pacnucanusa Cratyc ID kiventa Wms knvenTa

Wmanyna  EmkocTs

PucyHok 5

[Mpn nomowwn meHenxepa aamuHuctpatopa RuBackup mMoxHO cospatb B
rnobanbHOM pacnucaHnyM OOHO WM HECKONbKO MpaBui PEe3ePBHOr0 KOMMPOBaHMS
naHHbIx FreelPA.

Lnsi 3T0ro HeO6X0AMMO BbINONHUTL CReayoWwmne AenCTBus:

1. Haxomsce B paspnene «O6beKkTbl», BblbepuTe Bknaaky «MpaBuna» n Haxmute
Ha WKOHKY «+» (PUCYHOK 6).
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R 8
3apaumn MNpaewna Mpasuna cTpaternm PenosnTopuin YpanénHas pennukauma MnaH BOCCTaHOBNEHWUA

rbfd-stress-fsclient BB
stift Stress media01 ID  Wma rnobaneHoro pacnucaHna CraTyc D kaneHTa Mms kaveHTa Wmsinyna  EmkocTe
rbfd-stress-media02
rbfd-stress-pgclient
| YaanéHHas penaukauus [ rbfd-stress-primary il
[ rbfd-stress-secondary

) O6bekTh

>
>
[l CtpaTterum
»
»

[El MnobanbHoe pacnucaHue

[5) Peno3utopwnin

) Oyepenb 3apa4

= Cepeeptl RuBackup
[ XKypHansi

& ALMUHUCTpUpOBaHUE

&  rubackup@rbfd
& 1 HeasTopusos

PucyHok 6
2. Boibepute tvin pecypca «Free IPA» (pucyHok 7):

¢" Ru g 8 @

NobaewnTe Npasuno rnobankHoro pacnucaHna \/ NpuMeHnTL

MaHens MOHUTOPKWHIa

Mpasuna rnobankHOro pacnucaHus
O6beKTbl

Crpaternn NapameTpsl Npasuna

Hassanue npasuna

m @ ol

nobanbHoe pacnucaHve

7 KnneHT nodel0 (806aacefc80e3900) v

YpanéHHan pennukaumua

Tun pecypca Free IPA X W J-
& PenoauTopwuii

Pecypc * -
SR SRR Tun PK NonwHas ~
] Cepsepbl RuBackup

[ONoNHUTENBHLIE NapaMeTPsI NpaBmna

[=] XKypHane
~ EmMKrocTb xpaHunuwa Inf ré
(3 AAMWHWCTPUPOBaHKWe B

EMKOCTL XpaHWnuWa KnneHTa Inf re

MpuopuTteT 100

3awnTHoe npeobpasoeaHne nocrypt
CKpUNT NPY HOPMabHOM BLIMOAHEHWUN
CKPUNT NpM BBINGIHEHWW C OWNBKaMK

CKpWNT Npyu BOCCTRHOBNEHUK

aea - -
©

Lob6aeuTb NnpasmMno B wabnoH

5 rubackup@10.177.32.5 LWabnoH rnobansHOro pacnucaHus

PucyHok 7

3. Bblbpatb pecypc, anst Kotoporo 6yaeT BbiNONHATLCS NPaBUNO:

4.YcTaHOBUTE HACTPOWKM MpaBufia: HaseaHWe npaswuna, nyn XpaHeHUs OaHHbIX,
MakcuManbHbii 06bEM Ans pe3epBHbIX Konwid npasuna (B 'B), Tmn pesepBHOro
KOMUPOBaHUs, pacnucaHue pe3epBHOro KOMMPOBaHUS, CPOK XPaHEHUs U
Heobsa3aTeNbHbIA  BPEMEHHOA MPOMEXYTOK MPOBEPKM  PE3EpPBHOA KoMK
(pucyHok 8).
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2 8 @
[10628UTS NaEWI0 [106aNLHOTO paCTACaHMS / Mpawesnte
NapameTpsl npasuna
Hazganue nj pasuna e
Knenr node10 (806aacefc80e3900) s
Tun pecypca [ Free IPA +
Pecypc v
Ouepesb 33aa4 Ton PK Honan -
B Cepsepbi RuBackup -
[ XypHane! -
HacTpoitkun Pacnucanme
BKnoUTH N0CAE CO3, ks [ @) BuiGparo: KpoH-Buipaxenyie 00 1
nya Default v Nepnoa ¥
Hauano nej pU0Aa ASACTBUS 04.04.2024 10:03 A MunyTta Q 0
OkoHuakve nej prona aeiicTems 04.04.2025 10:03 A Yac [ @) 0
Renb Mech a@
Mecsu @
Rews Henen
Nposepka CpoK xpaHeHus
MpoBepKa pe3epaHbIX KON KaXA [ @) XpaHuTe Pe3epBHbIe KONWUK B TeveHme [ @)
1 Mecaues v 1 n v
PucyHok 8
5.HaxaB Ha WKOHKY «...» psiOoM C BblbpaHHbIM TUnom pecypca «Free IPA»,

yCTaHOBUTE OOMNONHUTENbHbIE HaCTpOI7IKI/I npaswuia pe3epBHOro KonMpoBaHMA.

YcraHoBka 3HauveHus true gnsa Hactpoikm online_backup pobasnser B
KOMaHgy napametp --online, «KkOTopbii MO3BONSET BLINOMHUTL pPEe3epBHOE
KONMpOoBaHWE B PeXMMe OHNariH, 6e3 octaHoBkyM cnyx6 FreelPA.

YcTaHoBka 3HaueHus true ons Hactpoiikm only data_backup nobasnset B
komaHoy napameTp --data, KkoTopbIi MO3BONSIET  BbIMNONHUTL  PE3EPBHOE
KonmMpoBaHue TONbKo AaHHbIX FreelPA.

BkntoyeHne Hactporku online _backup aetomatmyeckn noppasymeBaeTt
ncnonb3oBaHne napameTpa only data backup, n npu cpabatbiBaHun npasuna
6yneT Npon3BeAeHO PE3EePBHOE KOMMPOBAHUE TOMBbKO AAHHBIX B PEXUME OHNAWH.

6. [na npasuna pesepBHOro KOMMpPoBaHUS TakXe MOXHO HacTpOUTb YBEOOMIIEHNS
NPV HOPManbHOM Ero BbIMOHEHUN UK NPY BO3HMKHOBEHMM OWMOKKM B Npouecce
BbIMNONHEHWS, YBEOOM/IEHUS TMPW OKOHYaHUW Ccpoka [OEeWCTBUS npasuna,
YBEOOMNEHNS MPU OKOHYaHWM EMKOCTW B Myne, YBeOOMNEHUs npu yoaneHuu
yCcTapeBLlWnX pe3epBHbIX KOMUA, BO3MOXHOCTb U MEpUOANYHOCTb NepemelleHmns
pe3epBHbIX KOMWA B OpYron nyn AaHHbIX (PUCYHOK 9):
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¢ Ru 2 8 @

[10638UTE NPaBIIO FNOGATLHOTO PACTIACAHIS / NpaveruTs

83 NaHenb MoHMTOPUHTa

& O6vexTo
Gipsterm MapameTpsl npasuna HonosHuTenbHbIE NapaMeTpsl npasuna

[E mo6anbHoe pacnucanme

Knvent node10 (806aacefc80e3900) Inf 3

Tun pecypca [ Free IPA

+
v
Ouepesb 33aa4 Ton PK Honan -
B Cepsepbi RuBackup -
[=] XypHanst -
Hactpoiiku Pacnucanme
Brio; n @  subpano: kpon-eupaxerme 00 1
nyn Default M Nepron v
Havano nej puona aeAcTBNA 04.04.2024 10:03 A MunyTa [ @) 0
OkoHuakve nej puona AeiicTenA 04.04.2025 10:03 A [t [ @) 0
A 1 a@
= (@
A lenen
Mpoeepka Cpok xparenvs
MpoBepKa pe3epeHbIX KONMI KaX Al [ @) XpaHuTh pesepBHbIe KONMM B TevdeHe [ @)
1 Mecsues v 1 n v
PucyHok 9

7. Haxwmunte Ha kHOMKy «MpuUMeHUTb» B NpaBOM-BEPXHEM Yriy 018 3aBeplieHns
HaCTPOWMKN 1 co30aHNA npasuna.

BHoBb co3gaHHoe npasuno byaeTt obnagaTtb CTaTycoM «wait», 9T0 03Ha4aeT
4TO OHO He ByneT nopoxaaTb 3a4ay Ha BbIMOHEHNE PE3EPBHOMO KOMMPOBAHUS [0
TOM nopbl, Noka agmmHuctpaTop RuBackup He 3anycTtuT ero n OHO U3MEHMUT CBOM
ctatyc Ha «run». [lpun HeobxoommocTn paboTy npasBuna MOXHO Oynert
MPUOCTAHOBATb WM 3anycTUTb B /OO0 MOMEHT BPEMEHU MO XENnaHuio
agMyHucTpartopa. Tak Xe agMUHUCTPATOP MOXET WMHUMLMUPOBATb HeMenjIeHHOoe
cosfaHuve 3adayv npu cratyce npasmna «wait».

Mpasuno rnobanbHOro PacnucaHns MMeeT CPOK XU3HM, onpeaensieMblii npu
ero co3gaHum, a Tak Xe rnpeaycMaTpuBaeT Creayowmne BO3MOXHOCTU:

1) BoInoOnHWTL  CKPUNT Ha  KAMEHTE Mepefl HayanoM pPe3epBHOro
KOMMPOBaHUSI.

2) BbINONHUTBL CKPUNT Ha KAMEHTE NoCne YCNELWHOro OKOHYaHUs pe3epBHOro
KOMMPOBaHUSI.

3) BbinONHWTL  CKPWNT Ha K/AMEHTE MOCNEe HeyoayHoro 3aBeplueHust
PE3EePBHOr0 KOMMPOBAHUS.

4) BbinonHuTb 3aWwmTHOE NPeobpal3oBaHme PE3EPBHON KOMUW Ha KITMEHTE.
5) MNepuoanyeckn BbINONHATL NPOBEPKY LIENOCTHOCTY PE3EPBHO KOMKUM.

6) XpaHnTb pe3epBHble KONUN ONpenenéHHbIA CPOK, a Nocne ero OKOH4YaHus
yoansTe MX U3 XpaHWMWa Pe3epBHbIX KOMWA 1 13 3anuceil penosutopus, nmbo
MPOCTO yBEOOMNSATb MONb30BaTENE CUCTEMbl PE3EPBHOrO KOMMPOBaHMS 06
OKOHYaHMWM CpoKa XpaHeHus.
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7)Yepes onpenenéHHbii CPOK MOCne Co3haHus pPe3epBHOM  Konuu
aBTOMaTU4YecKn nepemMecTuTb €€ Ha Opyrov Nyn XpaHeHusi Pe3epBHbIX KOMWiA,
HanpuMep Ha KapTpuaX NEHTOYHO BnbnmoTteku.

8) YBenomnatb nonb3oBaTenel CUCTEMbl PE3EPBHONO  KOMMPOBAHUS O
pe3ynbTatax BbINOMHEHMS TEX WM WHbIX OMNepauuii, CBA3aHHbIX C NPaBUIOM
rnobanbHOro pacrnmcaHmsl.

9) YctaHOBUTb  OOMONHUTENbHbIE  MapaMeTpbl Mpasuna  Pe3epBHOro
KonupoBaHusi (Hactpoikm only data backup wu online_backup ana pecypca
FreelPA)

MNpu cospaHvn 3apay4nm RuBackup oHa nosiBnsetrcsa B rnaBHOW o4vepenm
3apay. OTcnexmsaTb UCMONMHEHVE NPaBUI MOXET Kak agMUHUCTPATOp, C NMOMOLLbIO
RBM, tak knueHT npu nomowwm RBC.

MNocne ycnewHoro 3aeepLieHns pe3epBHOro KONMpOBaHNS pe3epBHast KOnms
OyLeT pasMelleHa B XpaHUMLE Pe3epPBHbIX KOMWA, a MHGopMaums 0 Hein Bynet
pa3mMelleHa B penosutopum RuBackup.
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Hactponku npasun rnob6anbHoro

pacnucaHusa RuBackup

Lns BbINONHEHNS PE3epPBHOro kKonupoBaHus pecypcos FreelPA Heobxoaumo
npu nomown MeHeoxepa agmuHuctpatopa RuBackup cospatb npasuno B
rnobanbHOM pacnucaHum, B KOTOPOM ykasaTb COOTBETCTBYHOWMIA TUN pecypca. MNpu
co3faHun npaeuna B rnobanbHOM pacnucaHun agmmHuctpatop RuBackup 6ynet
BUIETb CNCOK BCcex pecypcoB FreelPA Ha knneHTe 1 MOXET BblbpaTb TpebyeMbiii
(ons atoro HeobxoauMo, 4TOObI Ha KNIMeHTe paboTtan KAMEHTCKMIA (POHOBLIV
npouecc).

Mpn cospaHun npasuna pPe3epBHOrO KOMMPOBAaHWS MOXHO OMpPemenvTb
cnenylowme napameTpbl:

— TN pesepsHoro konuposaHus (full);

— paspeleHHbli MakCUManbHblA OBbEM [ONS BCEX PE3EPBHbIX KOMWUIA
npasuna,;

— HeobX0AUMOCTb 3aWMTHOrO NPeobpas3oBaHUsl PE3EPBHON KOMUM TEM WK
MHbIM anroputMoM. NpeobpasoBaHune ByaeT BbINONHATLCA HA CTOPOHE KNNEHTA;

— BKJ/IOYEHVE 1 NEPU0A aBTOMATMYECKON NPOBEPKM PE3EPBHON KOMUK;
— CPOK XpaHeHUs pe3epBHbIX KOMWiA CO34aBaEMOro Npasuna;
— Myn XpaHeHusi, B KOTOPOM ByoyT pasmelleHbl pe3epBHble KOnuuy;

— HeobX0OMMOCTb aBTOMATMYECKOro YyOaneHusl PesepBHOV KOMuM, CpOoK
XPaHEHUs1 KOTOPOW NCTEK;

— nepemMelleHne pes3epBHOM Konuu B APYrod nyn, npu  OOCTUXEHUN
ornpenenéHHoro cpoka ¢ MOMeHTa e€ co3faHus;

— BO3MOXHOCTb OJ14 KNNEeHTAa yOansAaTb pe3epBHbIE KON N3 PENO3NTOPUS;

— HacTponkm cuctembl YyeemomneHnss RuBackup nns cospasaemoro
npasuna;

YBEOOMNEHNSt MOTYT MPOUCXOANTb B CNELYIOWMX CyYasX:
— HOpMaslbHOEe UCMOMHEHME MpoLeaypbl PE3EPBHOrO KONMMPOBAHNS;
— VCMOMHEHME NpoLEeaypbl PE3EPBHOMO KOMMPOBAHUS C OlWMOKamu;

— MpoBepKa pe3epBHON Konuu,
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— OKOHYaHue nepumona OenCTBUA CO34aBaEMOro npasunna;

— OKOHYaHMe BbloeneHHoro obbéma [Ons XpPaHeHUs PEe3EPBHbIX KOMUI
npaBuna;

— OKOHYaHWe cpoka XpaHeHUs pe3epBHO KONuu.

— [OOMONHWTENbHbIE HACTPOVKX npasBuna [Ons BbINOMHEHUS PEe3epBHOro
KonuposaHus pecypcos FreelPA.
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MeHenXxep knueHta RuBackup (RBC)

MpyHUMN  B3aUMOOENCTBUSA  K/IMEHTCKOrO  MeHeoxepa C  CUCTEMOM
PEe3epPBHOro KOMMPOBAHNS COCTOUT B TOM, YTO MOMb30BaTENb MOXET CCPOpMMPOBaTL
TY WX NHYIO KOMaHay (Xenaemoe OeVCTBME) U OTNPAaBUTb Ero CEPBEPY PEIEPBHOIO
konuposaHusa RuBackup. B3anmonencteme nonb3oBaTens ¢ CEPBEPOM pe3epBHOIO
KONMMPOBaHUSA MNPON3BOAMTCS 4Yepes3 KmeHTa (CPOHOBbIA MPOLECC) pe3epBHOro
KONMpoBaHUs. KNWEHTCKMIA MeHegXxep OTnpaBnseTr KomaHay nonb3oBaTens
KNWEeHTY, KNWeHT oTtnpasnsetr eé cepsepy. B Tom cnydae, ecnu pencreve
monyctumo, To cepBep RuBackup otoact obpaTHyio KOMaHmy KJMEHTY W/Wnu
nepeHanpaent eé Meomacepsepy RuBackup ons panbHeiwei obpabotku. 310
03Ha4aeT, YTO K/IMEHTCKNIA MeHenxep 0OblHHO HE OXMIOAET 3aBEPLIEHMS TOro UIn
WMHOTO OENCTBUS, HO OXMOAEeT OTBeTa OT K/MEHTa, YTO 3afaHve MPUHSATO. ITO
NO3BONSET MHULMMPOBATL NapanniefbHble 3anpochl KMUEHTA K CepBEPY PE3EPBHOI0
KONMpoBaHUsl, HO TpebyeT OT MONb30BaTeNst CaMOCTOSITENbHO KOHTPONMPOBATb
4yToObl He ObIN0 «BCTPEYHbIX» OMnepauui, korgaa MPOUCXOOWUT BOCCTaHOB/EHME
HaHHbIX, 1 B 3TOT XE& MOMEHT 3TV Xe OaHHble TpebyloTcsa Ons co3naHust HOBOM
pe3epBHONM Konuu. locne Toro, Kak Bbl OTAANU Ty WAN UHYIO KOMaHZy npu NOMOLLM
KNIMEHTCKOro MeHeaXepa, Bbl MOXETE MPOCTO 3aKPbITb MPUNOXEHNE, BCE OENCTBUS
6ynyT BbINOMHEHbI CUCTEMOI PE3EPBHOIO KOMMPOBAHMS (0QHAKO CTOUT O0XAATbCs
COOBLEHNS 4YTO 3a4aHNe MPUHSATO K UCMONHEHWUIO U MPOKOHTPONMPOBATb 3TO BO
BKNagke «3ajaym»).

padouyeckuin - UHTEPPENC  KIIMEHTCKOrO  MeHenxepa noanepXxusaet
PYCCKWUIA 1N aHTAINACKWNIA A3bIKW.

Insa 3anycka RBC cnepnyet BbINOMHUTL KOMaHAy:

# ssh -X user@freeipa_host
# /opt/rubackup/bin/rbc&

MNMonb3oBatenb, 3anyckatowmii RBC, nonxeH BxoauTtb B rpynny rubackup.

Mpw NepBoM 3anycke KIMEHTCKOro MeHeaxXepa HeobxoanMo 3aaaTb Naponb,
MpW MOMOLLM KOTOPOro BMOCNEACTBMU MOXHO OyAeT 3anpocuTb BOCCTaHOB/IEHME
pe3epBHOI konuu. Be3 BBoga Naponst Nony4ntb Pe3EPBHYHO KOMWIO 4SS KIMEHTa 13
XpaHUNULLA HEBO3MOXHO. X3l Mapons BOCCTAHOBNEHUS XpaHUTCS B 6ase AaHHbIX
RuBackup cepsepa. MNpy HEOBXOAMMOCTU MOXHO WU3MEHUTb NApPOnb NPV MNOMOLLM
KNMeHTCKOro meHenxepa (MeHio «KoHdourypauusa» — «MA3MeHUTb Naposnb»).

Ha rnaBHOM CTpaHuMUe  K/JIMEHTCKOrO  MeHeLXepa  pacrofoXeHsbl
nepeknioyaloWmMecs BKNaLKM, MO3BONSIOWME YNPaBNsSTb PE3EPBHbIMY  KOMMSIMU,
pacrnucaHVeM pPe3epPBHOr0 KOMMPOBAaHWS W MpocMaTpvBaTb TeKyllme 3adadu
KNMeHTa.
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Bknapka «Pe3epBHble konun»

B tabnuue Bknagkn «Pe3epBHble KONMMU» COOEPXMTCA MHApopmaums 060
BCEX PEe3epBHbIX KOMUAX KMEHTa, KoTopble XpaHaTcs B penosutopun RuBackup
(pucyHok 10). JdudpbdpepeHumanbHble pe3epBHble KOMUWM CCbINAKTCA Ha MOMHbIe
pe3epBHble KOMUWN, NHKPEMEHTallbHble Pe3epBHbIE KOMUW CCbINATCS Ha MOSHbIEe
pe3epBHble KOMUW WM Npedblaylwe WHKPEMEHTaNbHble, TakK 4TO Mpwv
HEOOX0AMMOCTN BOCCTAHOBUTb AAHHbIE MOXHO OLHON KOMaHOOW WHULMUPOBATb
BOCCTaHOB/EHME BCE LIeNOYKN pe3epBHbIX KOMUIA.

*r RuBackup meHegpkep knuenTa - 0O x

Kondurypauwa Bug Jeifctens  MHdopmauma

Pe3epeHble Konvi | TnoBanbHoe pacnvcaHve  3agayn  JlokankbHoe pacnvcaHive  OrpaHnyeHins
Id = TaskID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size Created Creation duration
11 1 Free IPA FreelPA 464 full Default | 2478080 179 2020-11-11 18:47:32+03 | 00:00:07.18
22 2 FreeIPA FreelPA 464 full Default | 2478080 179 2020-11-11 18:49:00+03 | 00:00:06.72
33 18 Free IPA FreelPA 464 full Default | 6451200 179 2020-11-16 16:26:53+03 | 00:00:36.07

44 20 FreeIPA FreelPA46.4  full Default | 6471680 179 2020-11-16 16:30:27+03 | 00:00:35.43

PucyHok 10

Bo Bknapgke «PesepBHble konuwu» Monb30BaTento OOCTYMHbI cnenytowme
OEencTBuUS:

Ynanutb BbIOpaHHYIO pe3epBHYIO KOMMUIO.

9710 [peiictBMEe BO3MOXHO B TOM Cny4ae, ecnu B npasune rnobanbHoro
pacnucaHusi ecTb  COOTBETCTBylOLWee paspelweHne. Kpome TOro, npu
HEoOX0AMMOCTU BbINONHWUTL yOaneHWe pe3epBHON Konun noTpebyetcs BecTn
naposb KNMeHTa.

BoccTtaHOBUTH LLEMOYKY pe3epBHbIX KOMUMA.

970 peiicTBME 3aryckaeT MPOLECC BOCCTAHOBMEHUS! LIEMOYKM Pe3epPBHbIX
KOMUiA Ha CUCTEME KNMEHTA.

KnueHTCkuin MeHepoXxep He OXWOaeT OKOHYaHUsl BOCCTaHOBNEHUS BCEX
pPe3epBHbIX KOMWI, MNONb3oBaTtenb [HOONMXKEH MPOKOHTPONMPOoBaTb BO BKNagke
«3adayv» 4YTO BCE CO3OaHHble 32[4a4M Ha BOCCTAHOBMEHME OaHHbIX 3aBEPLMINCH
ycnewHo (ctatyc 3agad «Done»). [Ina ycnewHoro BbIMNOMHEHWUS 3TOrO0 AENCTBUS
TpebyeTcs  HanMumMe  OOCTaTOMHOrO  CBOOOOHOrO  Mecta B Karanore,
npegHasHa4YeHHOM Ons CO30aHUS W BPEMEHHOrO XPaHEHWS PEe3EpPBHbIX KON
(cm.onumio use-local-backup-directory).

MpoBepuTb pe3epBHYIO KOMUIO.

OT0 OeiCcTBMe MHUUMMPYET CO3h4aHne 3a4ayy NPOBEPKU PE3EepPBHON KOMuu.
Ecnn pesepBHas konusi 6bina noanucaHa UMGOPOBOA Moanvcbio, To Oydet
NPOBEPEH pa3mep painos pe3epBHON KOMUN 1N cama pe3epBHas Konus.
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Bknapka «FnobanbHoe pacnucaHue»

B tabnuue Bknagku «nobanbHoe pacnvcaHue» CoOepXUTCS UHGOpMaLUS
0060 Bcex npaswnax B rnobanbHoM pacnucaHum RuBackup ons atoro knveHTta
(pucyHok 11).

RuBackup MeHeaXep KJHEHTa
Kondwmrypauws Bug [Jeacteus  WHdiopmauyus

Pe3epaHbie konuu | [NofanswHoe pacnicakme | 3apaun | JloKansHOE pacnucaHne | OrpaHuueHns

Storage
capacity, GB

Day of

Day of Validity validity Resource
month

ooty week start period end period type

Id Rule name Min Hour Resol
1(41 1st 10 = ® = = = 2019-11-05 15:23:00+03 2020-11-05 15:23:00+03 File system fheme/andr]
2[42 2nd 10 * * * * * 2019-11-09 19:57:00+03  2020-11-09 19:57:00+03 File system fhome/andr|

343 diff 10 0 o 1 January  Monday 2019-11-12 15:29:00+03 2020-11-12 15:29:00+03 File system Jhome/andr]

PucyHok 11

Bo Bknagke «[nobanbHoe pacnvcaHve» MNOMb30BaTeNtd  AOCTYMHbI
cnegywowne nencTens:

3anpocutb HOBOE NpasuIo.

310 ,D,eVICTBVIe Bbl3bIBAET OMasior noaroTtoBKk HOBOro npaswia B rnobanbHOM
pacnucaHum RuBackup onsi pgaHHoro knueHta. 3anpoc Ha nobaeneHve npasuna
TpebyeT opobpeHust aoMmnHuctpatopa RuBackup, onobpeHre MoXeT bbiTb caenaHo
B OKOHHOM MeHexepe agMmuHucTparopa RuBackup.

3anpocuTb yoanuTb NPaBuIo U3 rMo6anbHOro pacnucaHums.

910 pevictBue doopMmupyeT 3anpoc K aamuHuctpatopy RuBackup 06
yOoaneHun BbIOPaHHOro Mofb30BaTeNEM MpaBuna M3 rnobanbHOro pacnmcaHus
RuBackup. 3anpoc Ha ynaneHue npasuna TpebyeT onobpeHus agMuHUcTpaTtopa
RuBackup, opobpeHne wMoxeT ObiTb COenaHO B OKOHHOM  MeHedxepe
agmnHucTparopa RuBackup.

Bknapka «3apauun»

B tabnuue Bknanku «3agayn» CoAepXUTCS nHdpopMaums ob6o Bcex 3amadax
B rnaBHoOM o4yepean 3anaHuin RuBackup ons atoro knneHTa (pncyHok 12).

B 3aBucmmocTn 0T HacTpoek pesepsBHOro cepsepa RuBackup BbINOMHEHHbIE
3ajayn 1 3amayv, 3aBepLMBLLMECS HeyOaYyHO, Yepe3 Kakoe-TO BPeMS MOryT ObiTb
aBTOMaTU4YeCKU yaaneHbl U3 rnaBHon odepeamn 3agad. iHgopmaums o BbINONHEHUN
3afaHuin oukcmpyeTcs B crieumanbHOM XypHane 3ajad cepsepa RuBackup, npu
HeobXxoOMMoCTK cTaTyc noboii 3apayn, gaxe yaanéHHoW M3 odepenn, MOXHO
yTO4HUTL Yy agmuHucTpaTopa RuBackup. Tak xe wuHpopmaums o BbINOMHEHWUU
3agay K/vMeHTa 3aHOCUTCS B NIOKaNbHbIA XypHanbHbI (hain Ha knveHte. B
KIMEHTCKOM MEHeIXepe MOXHO OTKPbITb OKHO OTCNEXMBaHUS XYPHaNIbHOro
doanna (MeHio «MHpopmaums» — «KypHanbHbIn chann»).
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*s°  RuBackup MeHegKep KNMeHTa

KoHudurypauma Bwa  Jefictensa  MHbopmauma

Pe3epBHele KON TNobankHoe pacnucaHve 3agaun JNokansHoe pacnvcadne  OrpaHuyeHns

Id Type Resource type Resource Backup type Rule ID Strategy ID Repository ID Pool Status Created
1 18 Backup global |Free IPA FreelPA4.6.4  full 2 3 Default |Done 2020-11-16 16:26:16+03
2 20 Backup global |Free IPA FreelPA4.6.4  full 2 4 Default |Done 2020-11-16 16:29:50+03

322 Restore Free IPA FreelPA 4,64 |full 4 Default |Done 2020-11-16 16:56:02+03

PucyHok 12
Bknapka «JlokanbHoe pacnucaHue»

Bo Bknagke «JlokanbHoe pacnucaHve» MOXHO OnpefenuTb npasuna,
3aaBaeMble K/IMEHTOM A1 TeX WU WHbIX NIOKaNbHbIX pecypcoB. [ns paboTbl
NOKaNbHOr0  pacnMcaHusi 3Ta  BO3MOXHOCTb  [OMXHA  OblTb  BK/HOYEHA
agMmuHuctparopom RuBackup ons knueHra.

Bknapka «OrpaHuyeHus»

Bo Bknagke «OrpaHuyeHnsi» MoryT BbiTb onpeneneHbl nokasnbHble pPecypchl,
PE3EpPBHOE KOMUPOBAHME KOTOPbIX HexenatenbHo. [ns paboTbl NOKanbHbIX
OrpPaHUYeHMn 3Ta BO3MOXHOCTb OOMXHA OblTb BK/KOYEHA AOMUHUCTPATOPOM
RuBackup ons knueHra.
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YTUNuTbl KOMaHOHOM CTPOKMU KJIMEHTa

RuBackup

na ynpaeneHns RuBackup €O CTOpPOHbI KnueHTa, MOMUMO KIMEHTCKOro
OKOHHOro MeHeaxepa, MOXHO BOCMO/b30BaTbCH YTUIMTAMU KOMaHOHOM CTPOKMU:

rb_archive

YTunuta npefHasHa4yeHa aons npocMoTpa Cnmcka pe3epBHbIX KOMWA KNMeHTa
B CUCTEME PE3EPBHOIO KOMUPOBAHWSA, CO30aHMNS CPOYHbIX PE3EPBHbIX KOMUIA, UX
yAaneHus, NPOBEPKN 1 BOCCTAHOBNEHMS. HuXe npeacTaBneH NpuMep BbIMONHEHNS
KOMaHApl..

# rb_archives

Id | Ref ID | Resource | Resource type | Backup type | Created
| Crypto | Signed | Status

e sEEEEEREE F oo o oo F o
- + - + -

1 | | FreelPA 4.6.4 | Free IPA | full | 2020-11-30
12:02:00 | threefish | True | Trusted

2 | | FreelPA 4.6.4 | Free IPA | full | 2020-12-01
15:02:08 | threefish | True | Trusted

3| | FreelPA 4.6.4 | Free IPA | full | 2020-12-02
10:00:11 | threefish | True | Trusted

4 | | FreelPA 4.6.4 | Free IPA | full | 2020-12-02

11:02:14 | threefish | True | Trusted

rb_schedule
YTunuta npenHasHadeHa Ons npocMoTpa UMEKWMXCS NpaBun KIWEHTa B

rnobanbHOM pacnmncaHnn pe3epBHOro KonmnpoBaHUA. Hunxe npeancrasneH npuMmep
BbIMOJIHEHNA KOMaHObI.
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#rb_schedule

Id | Name | Resource type | Resource | Backup type |

Status

e S e oo + oo +-----

1 | Astra freeipa | Free IPA | FreelPA 4.6.4 | full | wait
rb_tasks

YTunuta npegHasHadeHa AOns NpocMoTpa  3adady  KAMeHTa, KoTopble
MPUCYTCTBYIOT B [/IABHOW ouvepean 3adad CUCTEMbl PE3EPBHOrO KOMMPOBAHUS.
Huxe npenctaeneH npuMep BbINMONHEHVSI KOMaHIbI.

#rb_tasks

Id | Task type | Resource | Backup type | Status | Created
et EEEEEEE oo oo + - F oo
1 | Backup global | FreelPA 4.6.4 | full | Done | 2020-12-02
12:01:16+03

2 | Backup global | FreelPA 4.6.4 | full | Done | 2020-12-02
13:01:53+03

3 | Backup global | FreelPA 4.6.4 | full | Done | 2020-12-02
14:05:26+03

4 | Restore | FreelPA 4.6.4 | full | Error | 2020-12-02
15:06:45+03

O3HaKOMUTBLCH C PYHKLMAMUN YTUAUT KOMAHOHON CTPOKM MOXHO MY NOMOoLLM
KOMaHZbl man unv B PyKOBOACTBE «YTUANTbI KOMaHOHOM cTpokn RuBackup».
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