RuBackup
Cucrema pe3epBHOro KONMpoBaHNS U BOCCTAHOBNEHUS OaHHbIX

Pe3epBHOe KOonNnupoBaHue

U BOCCTaHOBJIeHUue pannoBbiX CUCTEM

RuBackup

Bepcusa 2.1 25.04.2024 .



& 'RuBackup

CopnepxaHue
BBEOEHUIE. ...ttt a et 3
YctaHoBka KNMMeHTa RUBACKUP......coo i 4
3awmnTHoe NPeobpas3oBaHNE PESEPBHDBIX KOMUM........ccrereererrererereereeresereeseneenens 5
J1OK@NbHBIA NINCT OFPAHUYEHU. .......eveeeeeerieeeereeseesese s e e esesse e se e see e esesee e eseses 7
Cnocobbl 3aaaHns pecypca Anst PE3€PBHOTO KOMUPOBAHMS. ....c.cveveeererrenenne. 8
cnonb3oBaHne meHenxepa agmuHuctparopa RuBackup.........cccevenee. 10
Hactpoiiku npasun rnobanbHoro pacnucanmst RuBackup.........occcveeveveueeee. 15
PesepBHOE KONMPOBaHUE C MCMOMb30BAHNEM CHAMWOTA. ....ccveeereereereeraeenaenss 16
HacTporkn yOANEHHOM PEMIUKALMM.......eeeueeereeeereesseesseeeesseesseeesesesseessssesasees 21
cnonb3oBaHme knmeHTcKkoro meHeaxepa RuBackup........cccocvvvevecieriecnene. 27
YTUnnTbl KOMaHOHOM CTPOKM KneHTa RUBACKUP. ......ccoveeeerie e 32



@ 'RuBackup

BBepneHue

Cuncrema pesepBHOro konvpoBaHus RuBackup no3BonseT BbINONHATb
KnneHtamMm nosHoe " WHKpeMEeHTallbHOE pe3epBHOE KonunpoBaHne C*)aI7IJ'IOBbIX
CUCTEM, KaTanoros 1 OTOENbHbIX oaisos.

Cuncrtema pesepsHoro konvposaHus RuBackup noponepxwuBaer Bce
goavnosble cuctembl kak ans Linux, tak n gns Windows knueHToB. [lpn atom
KOHCUCTEHTHOCTb AaHHbIX rapaHTUPyeTCs TONMbKO Ha doannosbix cuctemax ZFS u
BTRFS.

MonHoe pe3epBHOE KOMUPOBaHME — 3TO CO3OaHWE PE3EePBHON KOomuu
BCEX QaHHbIX 13 MCXOAHOro Habopa, He3aBMCUMO OT TOr0, USMEHSNIUCH OaHHbIe UMK
HET C MOMEHTA BbIMOMHEHWs NOCNeaHEN NOMHON Pe3ePBHON KOMUM.

AudochepeHunanbHoe pe3epBHOE KOMUPOBaAHUE COXPAHSET TONbKO
NaHHble, W3MEeHEHHble CO BPEMEHWN BbINONHEHMS NpPenblaywero  MofHoro
PEe3epPBHOro KOMUPOBaHNS.

MHKpeMeHTanbHOe pe3epBHOE KOMUPOBaAHME COXPaHSeT TONMbKO
JaHHble, N3MEHEHHbIE CO BPEMEHU BbIMNOMHEHNS Npeablaylein NHKPeMeHTanbHOM
pe3epBHOA KOMUK, a eCnv TakOoW HEeT, TO CO BPEMEHWN BbINOMHEHUS NOCneaHen
NMONHOW pe3epBHOM KOMUN.

PesepBHOe KONMpoBaHWE BbINOMHAETCS MO 3apaHee 3afaHHbIM npasunamM B
rnobanbHoM pacnucaHum RuBackup, a Takke B COOTBETCTBMM C MpaBunamu
NOKanbHOro pacnucaHns KImeHTa, ecnv 310 pas3peLLeHo KINEHTY aaMUHNCTPATOPOM
RuBackup. Takxe KnMeHTy OOCTYNHO CPOYHOE PE3EPBHOE KOMUPOBAHME TEX WK
WHbIX OaNNOB, HO B 3TOM Ciy4Yae BbIMNOMHAETCS MOSIHOE PE3EPBHOE KOMUPOBaHWE
BbIOpaHHOro pecypca.

BoccraHoBneHue pe3epBHO KON BO3MOXHO MO UHULIMATUBE KIIMEHTA. Ins
BOCCTAHOB/EHNS OaHHbIX MONb30BaTeNlb OOMXKEH BBECTM Mapofib, NMO3BONAOWNNA
BbIMOJ/IHUTb BOCCTAHOBJIEHNE.

MonHoe pe3epBHOE KOMMPOBAHUE MOXET ObiTb BbIMONHEHO C MPUMEHEHUEM
cXaTus Ha CTOpOHe KnveHTa unm Ha cTopoHe cepsepa RuBackup, BO3MOXHO
npeobpasoBaTb PE3EPBHYD KOMWUM  BblOpPaHHLIM  anropuTMOM  (CM.  pasgen
«3awmTHoe Npeobpa3oBaHre PE3EPBHBIX KOMUIA».
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YcTtaHoBKa knmeHTa RuBackup

[na BO3MOXHOCTM pPe3epBHOr0 KOMMPOBAHUSA (OANNOBLIX CUCTEM MpU
nomowwy RuBackup Ha cepBep OonxeH OblTb ycTaHoBneH knveHT RuBackup.
Mogynb Ons pe3epBHOrO KOMMPOBAHMS M BOCCTAHOBNEHUS (PAMNOBbIX CUCTEM
BK/OYEH B COCTAB KNMEHTCKOro naketa. NoapobHo npouenypa yCTaHOBKW KMEHTA
onucaHa B «PykoBoACTBe MO YCTaHOBKE CEPBEPOB PE3EpPBHOrO KOMMPOBAaHUS W
Linux knueHtos RuBackup». Insa onepauvoHHon cuctembl Windows — B
«Pykosogactee no ycraHoske Windows knneHtos RuBackup».

Knnent RuBackup npeancraBnsiet coboit (OOHOBOE CUCTEMHOE MPUIOXEHNE
(beMoH wnu  cepsuc), obecneumBaiolwlee B3aUMOLEWCTBME C  CEPBEPHOIA
rpynnuposkon RuBackup. HOns BbiNOMHEHMS pe3epBHOrO KOMUPOBAHWUS KIIMEHT
RuBackup ponxeH pabotate OT UMeHM cyneprionb3oBatens (root ans Linux w
Unix).

Kartanor gnsa co3paHusi pe3epBHbIX KONMUIA U XpaHEeHUSA BPEMEHHbIX
cannos

[na cospaHna pesepBHbIX KOMWUA  BUPTyaNbHbIX MaWWH W XpPaHEHUs
BPEMEHHbIX (PainoB, KOTOpble CO3[AKTCSA MPW MX BOCCTaHOBNEHWUM, TpebyeTtcs
onpenenéHHoe npocTpaHCTBO. PekomeHoyeTcs BblOeNUTb AN  3TON  Uenn
OTOENbHbIA  OMCK WM YCTPOMCTBO XPaHEeHUs [OOCTaTO4HOro pasmepa U
NpUMOHTMpoBaTb K /backup (nmMBO K WMHOM ynOOHOW TOYKE MOHTMPOBAHWS), BO
n3bexaHne nepenosHeHNs CUCTEMHOro aucka. Heobxoommo onpenenvtb 3ToT
KaTanor Kak 3HayeHne napameTpa use-local-backup-directory B
KOHpMrypaumoHHOM doanne /opt/rubackup/etc/config.file n nepesarpy3ntb KINEHT
RuBackup. B nckntountenbHbIX crnydasix f4onyCTUMO MCMONMb30BaHWE BO3MOXHOCTU
cepaepa RuBackup npegocrtasutb knmeHty NFS katanor ons co3naHms pesepBHOi
Konuu. [ns aToro Hy>XXHO onpenenuTb 3Ha4YeHne napametpa nfs-share-mountpoint,
KOTOpbIA OnpenensieT B Kakylo TOYKY ¢hainoBoi cuctembl ByaeT NMpUMOHTUPOBAH
NFS karanor. MapameTp use-local-backup-directory B aToM cnyyae OONXeH ObiTb
OTK/MOYEH, a Ha cepeepe RuBackup npovsseneHbl COOTBETCTBYIOWME HACTPOMKM
INna onpeneneHvs pasgensemoro karanora. bonee noopobHo cM. «PykoBoacTeo
CUCTEMHOro agMuHucTtpartopa RuBackup».
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3alwuTHOe npeobpasoBaHne pe3epBHbIX

KONMun

Mpn HeobxoauMOCTW, cpasy Nocne BbIMONHEHUS PE3EPBHOO KOMMPOBAHUS
BalW pPe3epBHbIE KONuM MOryT ObiTb Npeobpa3oBaHbl Ha KNeHTe. Takm 06pasom,
BaXHble AaHHble OyayT HeooCTynHbl Ans agMuHuctpatopa RuBackup vnu gpyrux
N1, KOTOpble MOrin Obl NMONy4UTb OOCTYM K PE3epBHOM KOMuMM (Hanpumep, Ha
BHEIWWHEM XPaHWIMWE KapTPUOXEA NEeHTOYHON OmbnnotTekn WnM Ha nnowanke
npoBaiaepa 0611a4HOro XpaHunuLLa ons Bawmx Pe3epBHbIX KOMWiA).

3awmtHoe NpeobpasoBaHme OCyLWECTBASIETCS Bxoaswel B coctas RuBackup
ytunutoi rbcrypt. Knioy gna 3awutHoro npeobpa3oBaHMs pPE3epPBHbIX KOMWiA
pacnonaraeTcsa Ha XocTe KnueHta B pawnne /opt/rubackup/keys/master-key.
3awutHoe npeobpa3oBaHne OaHHbIX NPV nomowm rberypt BO3MOXHO C OJIMHOM
Kntoya 256 61T (no ymonyaHuio), a Takxe 128, 512 nnn 1024 6uta B 3aBUCUMOCTY
OT BblIOpaHHOro anropmTMa npeobpas3oBaHus.

Ecnn nns npasuna rnobanbHoOro pacnmcaHmst HeobxoamMMo BblbpaTb 0CcobbIl
PEXUM 3aALMUTHOTO NPeodbpasoBaHNs C OMHOW Kfo4ya, OTAMYHOW oT 256 6uT, 1 C
KNOYOM, PaCronoXeHHbIM B PYroM MECTe, TO Bbl MOXETe cenatb STO MNPy NMOMOLLM
CKpUMTa, BbLIMOMHSIIOWErOCS MOCNe BbINOMHEHUS PE3EPBHOMO  KOMUPOBAaHUS
(onpepnensieTcs B npasBuie  rnobanbHOrO0  pacnucaHns  aaMUHUCTPATOPOM
RuBackup). lMpn atom Heobxooumo, 4TOObI MMS MNpeobpa3oBaHHOro dpaina
OCTanoCb TakKMM Xe, KaKk W paHee, MHaye 3ajaya 3aBepuwunTcst C  OWMOKONA.
Mpoeectn obpatHoe Npeobpas3oBaHMe Takoro dpaina nocne BOCCTAHOB/EHMSI €ro
13 apxuea cnemyet BPY4YHYIO npw nomowm ytunutel rbcrypt. Mpu takom pexnme
paboTbl HET HEOOXOOMMOCTU yKasbiBaTb anroputM npeobpasoBaHusl B npaBune
PE3EPBHOrO KOMMPOBAHUS, MHaye apxue OyneT NOBTOPHO npeobpasoBaH C
NCMNONb30BaHNEM MacTep-Koya.

[ns BbINOMHEHNS 3aWMUTHOrO Mpeobpas3oBaHNs OOCTYMHbl  anropuTMbl,
npeAcTaeneHHble B Tabnuue 1.

Ta6bnuua 1 — ANropuTMbl 3alMTHOTO NPeobpasoBaHns, AOCTYNHbIE B YTUIUTE
rbcrypt.

Anroputm ,D,nm-lg Kntoua, MpumeyaHue
uT
Anubis 128, 256
Aria 128, 256




@ 'RuBackup

OdnuHa knroua,

Anroputm 6uT MpumeyaHue
CAST6 128, 256
Camellia 128, 256
YKpanHcKuin HaumoHanbHbln ctaHgapt ACTY
Kalyna 128, 256, 512 76242014
. Poccuiicknii HaumoHanbHbIi ctaHgapt FOCT
Kuznyechik 256 P 34.12.2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Kutaickmin HaumoHanbHblA cTaHaapT ans
SM4 128 6ecnpoBOaHbIX CeTel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
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JloKanbHbIU TUCT OrpaHN4YeHnn

B Tom cnyyae, ecnu kakne-nmbo KOHKPETHbIE PECYPCHI KNMEHTA HE OOMXHbI
nonacTb B PE3EPBHYIO KOMUID, NX MOXHO BKMIOYNTb B JIOKANbHBIV IMCT OrPaHNYeHui
Ha KnueHTe. JIUCT orpaHuyeHnii pacnonaraeTtcs B karanore /opt/rubackup/etc:

rubackup_restriction.list.mysql57

HanmeHoBaHne pecypca, Ans KOTOPOro HET HEeoOXOAUMOCTW BbINMONHATb
pe3epBHOE KOMUPOBAHWE, [HOONMXHO ObiTb yKa3aHO B OTAENbHOW  CTPOKE
COOTBETCTBYIOLLEro doamna.

IOns Toro, 4t0bbl NMNCTLI OrPAHUYEHUIA UMENW CUNY, HEOOXOAMMO BK/IOYUTH
STy BO3MOXHOCTb Ons KnmeHta B KoHdourypaumm RuBackup (cMm. Pykosogctso
cuctemHoro agmmHuctparopa RuBackup).

[na goannosbix CUCTEM B NIMCTE OrpPaHUYEHUn BO3MOXHO MCMONb30BaHWE
PerynspHbIX BblpaXXeHWUn, HanpuMep Ons UCKNIOYEHUS U3 Pe3epBHOM KOMuu BCEX
chalinoB ¢ pacwmpeHmem tmp HeobxoamMmMo 006aBUTb CTPOKY:

*tmp

BHumaHue! B HekoTOpbiXx cnyyasix onepaumoHHasi cuctema onokmpyet
BPEMEHHble dhaiibl 1 Katanorn Takum obpasoM, YTO K HUM He MOXET MOonyyuTb
[OCTyn Oaxe Ccynepronb3oBaTenb. ITO MOXET MPOUCXOAMTb MNpY  yOaneHHOM
[OCTyne K Y4YeTHOW 3anucu mnonb3oBaTens, B 3TOM Ccfiyyae MoryT ObiTb
3abnoknpoBaHbl Kartanorn ~/.session, ~/.cache, ~/.gvfs wn np. Ecnn npwn
NCMONHEHNN PE3EePBHOMO KOMMPOBaHWS NodobHble dpainoBblie pecypcbl OyaoyT
3a6n0KMpOoBaHbl, PE3ePBHOE KOMMpoBaHWe OyneT 3aBeplweHO C Oownbkoi. YTobbl
npenoTBpatutb  MNOAOOHYID cuTyauuto pekoMeHayetcs nobaBuTb MoOOOHbIE
KaTanoru B cpainn /opt/rubackup/etc/rubackup _restriction.list.filesystem v BKNOYNTb
ONS KNMeHTa BO3MOXHOCTb MCMONb30BaHMA NMcTa 3anpetoB (CM. PykoBoacTtBo
cucTeMHoro aagMuHuctpatopa RuBackup).
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Cnocobbl 3apaHns pecypca ons

pe3epBHOro KONMpoBaHUS

Pecypcom ons pe3epBHOro KONMpoBaHWS MOXET BbICTyNaThb:

. OToenbHbI goain.

Kartanor

Cninucok tharnmnos/katanoros, 3agaHHbI C MOMOLLBIO TEKCTOBOMO oanna.
YT06bI 3a4aTh CMMCOK PaiiNoB/KaTanoroB, HAYHNTE TEKCTOBBIV ¢paiis co
CTPOYKMN:

RBFD file list:
MNpumep goanna:
RBFD file list:
/aaa

/bbb

/ccc

Cnincok dpamnos/katanoros, 3agaHHblin ¢ nomolbio JSON-cTpokn. JSON-
CTpOKa OOMKHA MMETb Cneayowmii BUA:

[{"path™: "path_to_resource_1"}, ... ,{"path": "path_to_resource_n"}]

NMpumeyaHuns:

OrtpenbHbIl doaiin, Katanor 1 CNMCoK doannos/KaTanoros, 3a4aHHbI C
nomolbio JSON-CTpoKM, MOXHO yKa3aTb B BUIE pecypca npv obasneHnm
npasuna rnobanbHoro pacnucaHus B MeHenxepe agMmHucTparopa
RuBackup (pucyHku 1, 2)
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&« LobaeuTe NpaBuno rnobankHoOro pacnucaHua v MpumMeHnTs
Mpaewna rnobansHOro pacnucaHua

MapameTpel Npaevna

HazeaHuwe npaeuna test_name % ]
KnuenT ibezborodyi-astra.rubackup.local (5cf24ba7leech9df) A4
Twn pecypca File system ~ -
Pecypc * fhome/ -
Twun PK full v

PucyHok 1

OobaenTe NpaesyMno rnobaneHoOro pacnucaHMs v/ MpyvmennTs

Mpaeuna rnobaneHoro pacnucaHnAa

MapameTpsel Nnpaevna

Haseanwe npasuna test_name

KnwenT ibezborodyi-astra.rubackup.local (5cf24ba7leecb9df) v
Twn pecypca File system W -
Pecypc * [{"path":"path_to_resource_l"},{"path":"path_to_resource_n!-k}] -
Twun PK full v

PucyHok 2

2) Ecnu pecypcom BbicTynaeTt oTaenbHbIn doarin, To cCHavana npoBepsieTcs,
ABNSAETCS NI OH TEKCTOBbIM (paiinom, coaep>Xxallnm Crnmcok
dpaiinos/karanoros. Ecnu He sBnsieTcs, T0 OH obpabaTbiBaeTcs Kak
OTAeNbHbIV doann.

3) Ecnwn pecypc 3anaH B BUAe cnucka gpannos/katanoros, T0 Npu
BOCCTAHOB/IEHUM B YKa3aHHYO AVNPEKTOPUIO PacnakoBKu BHYTPY Heé byneTt
CcO3[aHa BCS nepapxms Ons AaHHbIX goaiinos KatanoroB OTHOCUTENBHO
OVPEKTOPUM pacnakoBKM.
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Ucnonb3oBaHMe MeHedXepa

agMuHucTtpatopa RuBackup

OkoHHOoe npunoxeHne «MeHeoxep agmuHuctpatopa RuBackup» (RBM)
npefHasHavyeHo Aans obwero aaMUHUCTPUPOBAHMS CEPBEPHON  rPYNMMPOBKM
RuBackup, ynpaBneHus KAMeHTamn pe3epBHOIO KOMMPOBaHMS, rnobanbHbIM
pacnuncaHnem pe3epBHOro KOMMpoBaHUs, XpaHUInLwammn pe3epsHbIX KOMnui 1 np.

RBM MoxeT ObiTb 3anyleHO aOMWHUCTPATOPOM Ha OCHOBHOM CepBepe
pesepBHOro konuposaHus RuBackup.

3anyck MeHenxepa agMvHucTpartopa RBM:

BapwaHr 1:

# sudo LD_LIBRARY_PATH=/opt/rubackup/lib
/opt/rubackup/bin/rbm

BapuaHT 2:
# ssh -X your_rubackup_server

# sudo LD_LIBRARY_PATH=/opt/rubackup/1lib
/opt/rubackup/bin/rbm

Lns pe3epBHOro KOMMPOBAHMS Ha XOCTE AO0MKEH OblTb YCTAHOBNEH KIMEHT
RuBackup. KnueHt ponxeH ObiTb aBTOpu3oBaH aaMmuHucTpatopom RuBackup
(cM. pasgen «KnueHTbl» MeHeaXxepa aaMuHucTpatopa RuBackup).

10
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Mpwn 3anycke RBM Bam noTpebyeTcs NpoiTy ayTeHTMiprKaumo. YTOUHUTE
login/password nns Bawein paboTbl y rnaBHoro agmuHuctpatopa CPK. Ecnn Bbl
rnasHblA agMUHUCTPATOP, TO WUCMONb3ynTe O asTopu3aunn cyneprnonb3oBartens
rubackup v TOT Naponb, KOTOPbIV Bbl 3a4anv eMy Npu MHCTanNSaUMmn (PUCYHoOK 3).

RuBackup manager (on canopus.rubackup.local)

‘“\

RuBackup Manager

Wms cepeepa

localhost

Wma nons3osatens

rubackup

Maponb

Bo#Tun

PucyHok 3

Ha Bknanke O6beKTbl NpeacTaBneH CMCOK KIIMEHTOB CUCTEMbI PE3EPBHOIO
KOMMPOBaHUS, B KOTOPOM yKasaHo uMS, yHukanbHbin HWID n onucaHune. Ecnu
pa3BEPHYTb 3an1Cb AN Kakoro-nmbo 13 KIMEHTOB, B BbiNaatoweM crnvcke byanyt
OTOOpaxeHbl TUMbl PECYPCOB, ONS KOTOPbIX OAHHbIA KIMEHT MOXET co3naBatb
pe3epBHble Konun. KnmeHTbl, KOTOpble B AaHHbIi MOMEHT HaxoasaTtcs B online, 6y oyt
OTMEeYeHbI 3eneHbIM LBeToM. KnueHTbl B cocTosiHum offline — kpacHbIM (prcyHOK 4).

11
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4" Ru 8 @

L © Npasuna  MpaBuna cTpaTeruin  PenosvTopuii  YAanéHHas penaukaumsi  1aH BOCCTaHOBNEHWS
£ O6bexTui M astra-postgres =

ID  Tun  IDkamenta Wms kmenta  HWID  Cratye  Tunpecypca  Pecypc  IDnpasuna  ID crpaterwm

Crparerum

[ MmobankHoe pacnucanve Postgre niversa
o e e e et B smolensk.test.rubackup JISEERTRET:
[2) Penoautopuii

) Ouepeas 3apau

5 Cepsepbl RuBackup

[ XypHanet

& AaMuHucTpUpoBaHUe

PucyHok 4

Mpn nomowwn meHeoxepa agmuHucTpatopa RuBackup MOXHO co3patb B
rnobanbHOM pacnucaHnyM OOHO UMM HECKONbKO MpaBui Pe3epPBHOr0 KOMMPOBaHMSA
goalnnos Unu Katasnoros.

Llns 3T0r0 HE06X0ANMO BbIMONHUTD cnenywuune OencTeus:

1. Haxopsicb B pasnene «O6beKTbl», Bbibepute Bknaaky «MpaBuna» n Haxmure
Ha MKOHKY «+» (PUCYHOK 5):

¢ Ru a @

L @ sommn " e
& O6wekTbl M astra-postgres .

File system ID  VMA ro6ankHoro pacnucanua Cratyc ID KiveHTa  Ums kanenTa HWID Vms nyna  EMKOCTS XpaHunmuwia,
Crparterun

1 test (wait) 3 astra-postgres  404dbcSfb7S1edac  Default 0

B ro6anbHoe pacnucaHue 3 versal
Vaanéan penkau » COTTRMERETRY =y Rusackup serve
[@ PenozuTopuii

) Ouepeas 3apau

= Cepsepbi RuBackup

(= XypHanb!

& AaMUHUCTPUpOBaHUe

PucyHok 5

12
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2. Bbibepute Tvin pecypca «File system» (pucyHok 6):

“Ru
& O6nekthi

& Crpaterim

El fno6ansHoe pacnucaHue
YpanéHHasa pennvkauuna

[2) Penosutopuii

E) Ouepeak 3apau

2 Cepeepbi RuBackup
=] XKypHansi

& AAMWHNCTPVpOBaHWEe

No6aeuTe rnobansHoe pacnucaHue ' MpumernTs
I'Ipamna rnobansHoro pacnucaHua

NapameTpel Npasuna

Haseanwue npaeuna
v

KnueHt primary-server (a8858bed44583fc1)

Twun pecypca File system ~ -

Pecypc File system

Tun PK full

JlononHUTENbHBIE NapameTpbl Npasuna

EMKOCTB xpaHuanwa Inf re

EMKOCTb XpaHWAMLLA KNUEHTA Inf
MpuoputeT 100
WwndposaHne nocrypt

+
v
CKpUNT NPy HOPMANLHOM EBINONHEHUA -

CKpUNT NpY BLINOMHEHUM C OLWKMBKaMK

.. ) ]
PucyHok 6

3. Bbibepute pecypc, anst kotoporo 6yaeT BbINMONHATLCS NPaBuio (PUCyHoK 7). (Cwm.
«Cnocobbl 3aaaHns pecypca 415 Pe3ePBHOIO KOMMPOBaHMSI»)

Beibpats

pdp/

andreyk/

dsidorin/
serder/

u/

PucyHok 7

13
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4.YCTaHoBUTE NpPOYME HACTPOWKK: Tun pe3epBHOro konuposaHusa (Full),
MakCuManbHbIi 06beM Ons pe3epBHbIX KOMWA gaHHoro npaswuna (506), cpok
XpaHeHus (2 Mecsiua), Yepes Kakor MPOMEXYTOK BPeEMEHN TpebyeTCs BbIMOMHNUTD
NMPOBEPKY Pe3epBHOI KOMUW U He NPOBEPSATL €€ BOBCE (PUCYHOK 8).

e Ru a8 &

Nob6asuTh rnobanbHoe pacnucaHue ~/ TpumeruTs

2 o6vexThi
Hpaavma rnobaneHoro pacnucaHusa
B Crparerum

[El MobansHoe pacnucaqne MapameTpsl Npaeuna

i Hassanwe npaswna File system
[d YaanénHas pennukaums

KnvenT primary-server (a8858bed44583fcl)
[2) Penozutopwid

Twn pecypca File system v ]

Ouepeapb 3aga4d
BEE . Pecypc /home/

= Cepeepbl RuBackup Twun PK full

[ee] XypHanel

JononHnTensHele napaMeTpsl npasnna

& AAMVHWCTPUpPOBaHUe

EMKOCTL XpaHunnuia Inf re
EMKOCTB XpaHunmwa KameHTa Inf re
MpuoputeT 100

LWndpoeaHune nocrypt

CKpUNT NPY HOPManbHOM BbINOIHEHWN

CKpWUNT MpH BEINCAHEHWUK C ownbramu

.. ¢ i

A rubackup@localhost T - ]
PucyHok 8

BHoBb co3naHHOe npasuno bynet obnagaTb CTaTtycoMm «wait», 9710 03HavaeT
4TO OHO He ByneT nopoxAaTb 3afay Ha BbINOMHEHNE PE3EPBHOMO KOMUPOBAaHWUS 00
Tex nop, noka agmuHuctpatop RuBackup He 3anyCTuT ero n OHO M3MEHUT CBOW
ctatyc Ha «run». [lpu HeobxoommocTn paboTy npasBuna MOXHO Oynert
MPUOCTAHOBATb WM 3anyCcTUTb B /OO0 MOMEHT BPEMEHU MO XENaHuio
agMyHucTpartopa. Tak Xe agMUHUCTPATOP MOXET WMHMLMUPOBATb HeMenjieHHOoe
cosfaHve 3agayv rnpu cratyce npasuna «wait».

MpaBwno rnobanbHOro pacnucaHusi UMeeT CPOK XM3HM, OrnpeaensieMblii npu
ero co3gaHuu, a Tak Xe npegycMaTpuBaeT Cnefyowme BO3MOXHOCTH:

1) BbINOMHUTE CKPUMT Ha KNMEHTE CKPWUMNT HAa KAWEHTe Mnepen Hayanom
PE3ePBHOr0 KOMMPOBAHUS.

2) BbINnOnHWTL CKPUNT Ha KIMEHTE NOC/E YCNEWHOro OKOHYaHUS PE3EPBHOMO
KOMMPOBAHMS.

3) BbIMOMHUTL  CKPUNT Ha KAMEHTe MOoCNe HEeyOayHoro 3aBeplleHus
Pe3epPBHOro KOMMPOBAHWS.

4) BoinonHUTb NpeobpasoBaHne pe3epBHON KOMUW Ha KIIMEHTE.
5) Meproanyecky BbINONHATL NPOBEPKY LIENOCTHOCTY PE3EPBHOM KOMMWN.

6) XpaHuTb pe3epBHbIE KOMUK onpeaenéHHbIi CPoK, a Nocne ero OKOHYaHms!
yoansaTb UX U3 XpaHUnuwa Pe3epBHbIX KOMUIA U U3 3anuncein penosutopus, nmbo
NPOCTO YBEOOMNATH MOMb30BaTeNeli CUCTEMbl PE3EPBHOr0 KOMUPOBaHUS 06
OKOHYaHMM CPOKa XPaHeHWs.
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7)Yepes onpenenéHHbii CPOK MOCne Co3haHus pPe3epBHOM  Konuu
aBTOMaTU4YecKn nepemMecTuTb €€ Ha Opyrov Nyn XpaHeHusi Pe3epBHbIX KOMWiA,
HanpuMep Ha KapTpuaX NEHTOYHO BnbnmoTteku.

8) YBenomnatb nonb3oBaTenel CUCTEMbl PE3EPBHONO  KOMMPOBAHUS O
pe3ynbTatax BbINOMHEHMS TEX WM WHbIX OMNepauuii, CBA3aHHbIX C NPaBUIOM
rnobanbHOro pacrnmcaHmsl.

MNpu cospaHun 3apay4nm RuBackup oHa nosBnsetrca B rnaBHOW o4vepenm
3apad. OTcnexmBaTb UCNONHEHVE NPaBUI MOXET KakK agMUHUCTPATOP, C NMOMOLLbIO
RBM, Tak knneHT npu nomowmn RBC.

Mocne ycnewHoro 3aBepLleHnsi pe3epBHOro KONMpoBaHUs pe3epBHas Konms
OyneT pasMelleHa B XpaHUMLLE Pe3epBHbIX KOMuiA, a MHdopMaums o Hel bynet
pasmelleHa B penosutopun RuBackup.
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Hactponku npasun rnob6anbHoro

pacnucaHusa RuBackup

Ins BbINONHEHUS PE3EPBHOr0 KOMMPOBaHMS HeobXxoOMMO MpWU MOMOLM
MeHeoxepa agmuHucTpatopa RuBackup cospate npasBuno B rnobanbHOM
pacnvcaHun, B KOTOPOM ykKasaTb COOTBETCTBYWOWMIA TN pecypca. lNpu cospaHnm
npaeuna B rnobanbHoM pacnucaHum agmuHucTpatop RuBackup 6yneTt Buoetb
CMMCOK BCEX (PAlNIOB 1 KaTanoroB Ha KAMEHTE U MOXET BblbpaTb TpebyeMblin (ans
3TOro HeobxoaMmo, 4Tobbl Ha KNMeHTe paboTtan KNMEHTCKMIA (OOHOBbIN NPOLIECC).

Mpy cospaHun npasuna Pe3epBHOrO KOMMPOBAHWMSA MOXHO OMPenEnvTb
cnegylowme napameTpbl:

— TN PEe3epBHOro KOMNMpoBaHusa (MONHbIA, AudepeHUmanbHbIn  1u
VHKPEMeHTanbHbIN). [1ns 06pa3oB U KOHTEAHEPOB BbIMOMHAETCS TONbKO NOMHBIA TWM
pe3epBHOro KOMMPOBAHWA, ONA TOMOB — MOMHbIA, AudodoepeHunanbHbld vnm
WHKPEMEHTa/bHbIMN;

— paspeleHHbIi  MakCUManbHblii OObeM [Onsi BCEX PE3EPBHbIX KOMWUiA
npaBuna;

— HeobxoaMMOCTb MNpeobpa3oBaHMs PE3EPBHOM KOMUMU TEM WAN  WHbBIM
anroputmoM. NMpeobpasoBaHune byneT BoIMONHATLCS HA CTOPOHE KIMEHTa;

— wabnoH BpEMEHM 1 AaThbl CO30aHUS 3a4a4M PE3EPBHOr0 KOMMPOBAHNS;
— donar 1 nepvon asToMaTMyeCcKon NPoBEPKN Pe3epPBHON KOMUK;

— CPOK XpaHeHusl pe3epBHbIX KOMWIA CO34aBaeMOoro npasuna;

— NyN XpaHeHWs, B KOTOPOM ByayT pa3MelLeHbl pe3epBHbIE KOnuu;

— HeobXOOUMOCTb aBTOMATUYECKOrO YOANEHUS PE3EPBHON KOMWUW, CPOK
XpaHeHns KOTOPOM UCTEK;

— nepemMelleHne pes3epBHOM KonuuM B APYro nyn, npu  OOCTUXEHUN
ornpenenéHHoro cpoka ¢ MOMeHTa e€ co3fnaHus;

— BO3MOXHOCTb 014 KNNeHTa yOansAaTb pe3epBHbIE KON N3 peno3nTopuns;

— HacTpoikn cuctembl yBefnomneHuss RuBackup nns cospnaBaemoro
npaBsuna;

YBeoomMneHns MOryT NPONCXOo4NTb B ClieAyoWunx ciydasx:

— HOpMarbHOe MCMOJIHEHME NPOoLEeIypbl PE3EPBHOIr0 KOMUPOBaHWS;
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— WCMONHeHWe npoLeaypbl PE3EPBHOro KOMMPOBaHKS C olWwmbKamm
— NpOBepKa pPe3epBHON KONWu;

— OKOHYaHWe nepuoga OenCTBUA CO34aBaEMOro npasunna;

— OKOHYaHMe BbloeneHHOro obbéma [ONS XPaHEHUS PE3EPBHbIX  KOMUIA

npaswna;

— OKOHYaHWe cpoKa XpaHeH sl pe3epPBHO KOMWK.
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Pe3epBHOe KonupoBaHue C

UCcnoJjib3oBaHUEM CHarwioTta

Ons Toro 4tobbl HACTPOUTL PE3EPBHOE KOMMPOBAHUE C WCTONb30BaHVEM
CHarwoTa, BbINONMHUTE Creayolue Wwarw:

1. Otkponite B MeHeoxepe agmuHuctpatopa RuBackup  Bknagky
«["nobanbHoe pacnuncaHne» (PucyHok 9).

.
¢ Ru 2 A @

ID  WmA rnobansHoro pacnucaina Cratyc WmAa knuwenta HWID Wma nyna Havano nepuopa AelcTBUA

98 MNaHenb MOHWTOPUHra
b test run dima c475aa05b90bdee3 Default 2024.04.03 11:37:00
L O6bekTh —

Crpateruu

E] rnobansHoe pacnucaHue

YOanéHHas pennukaums

& Penoautopwuit

] Ouepens 3anau
B Cepsepbl RuBackup
[=] XKypHansi

£ AOMWHUCTpUpOBaHWe

[©]

8 rubackup@dima

PucyHok 9

2. HobaBbTe, KnoHWpyiTe wnn pepaktnpyinte [Mpaeuno [nobanbHoro
pacnucanns (PucyHok 10).
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[ Ru £ & &

[lo6aBUTE NpaBUNo rnobankHOro pacnucaHna + NpuMeHnTs

82 MaHens MOHWTOPUHIa

MpaBuna rnobansHoro pacnucaHna
[J O6bekThl

E Crparteruvn MapameTpsl npaenna

= HazsaHwe npasuna
[E] rnobanbHoe pacnucaHue

Knuent dima (c475aa05b90bdee3) hd
¢| YnanéHHas pennvkauma
Twn pecypca File system ~ -
eno3vnTopuia
HERENE 23 0aY Tun PK MonHas v
epsepbl RuBackup
i [ononxuTensHbie NapaMeTpsbl Npaevwna
[=] XypHansi
. EMKOCTb XpaHunuwa Inf ré
& AAMUHWCTpUpOBaHWe N
EMKOCTb xpaHunuwa KnmeHTa Inf ré
MpuopuTeT 100
3awuTHoe npecbpa3oBaHue nocrypt @

CKpUNT NpPY HOPMAALHOM BLINMOAHEHUW

CKPIM'\T NPK BbINONHEHWW C owKUbKamMn

CKPMI‘\T npy BOCCTAaHOBNEHWUK
rubackup@dima

PucyHok 10

3. Beblbepute TMN pecypca «File system» 1 0TKpoIATE HACTPOKMN NapameTpoB
MOZYNA HaXaTneM Ha «...» crpasa OT ero HaseaHus (PucyHok 11).

File system

file_list

numeric_owner
use_snapshot
ignore_errors_snapshot

snapshot_type

snapshot_size 10

script_before_snapshot

3Ha4YeHus No yMon4aHuio

PucyHok 11

4. BbibepuTe napameTp «use_snapshot» o BbINONHEHUS PE3EPBHOr0
KOMMPOBaHUs C NCMNoMb30BaHMeM cHanwoTa (PucyHok 12).
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File system

file_list
numeric_owner

use_snapshot

ignore_errors_snapshot

snapshot_type { Ivm|

snapshot_size 10

script_before_snapshot

3Ha4YeHUs No yMOoN4aHWio

PucyHok 12

Ecnn napameTp «use_snapshot» BbikntoyeH, 1o CPK npovrHopupyet
oCTalnbHble MapaMeTpbl, CBSA3aHHbIE C CO3AaHNEM CHaNWoTa (NyHKTbI 5-8).

5. BblbepuTe cnocob co3paHns cHanwoToB «lvm» unm «dattobd» 1 nponuwmTe
ero B napametpe «snapshot_type» (PucyHok 12):

« Ecnn gpannosas cuctema Haxogutcs Ha Tome LVM, MoxeT npuMeHaTbes
noboii cnocob:

1) lIvm — ncnonb3osaHme cHanwoTtos LVM;

2) dattobd — wucnonb3oBaHve momoynsa sgpa dattobd, nossonstowero
[enatb CHUMKM BNoYHOro YCTPOMCTBA.

« Ecnu cpbannosas cuctema He Haxogutcs Ha Tome LVM, ons cospaHus
CHanwoTa MOXeT NPUMEHATLCSA TONbKO MOAyNb sapa dattobd.

Mpw BbIBOPE cnocoba co3naHns cHarmwoTa He NPoBEPSIETCS AOCTYMHOCTb
HaHHoro mexaHmama Ha Knuerte CPK. Ecnv ncnonb3osatb BblGpaHHbIi
cnocob Ha KnmeHTe HEBO3MOXHO Mo Ntobo NpUYMHE, TO 3a4a4a PE3EPBHOIO
KonvpoBaHus ByaeT BbINONHATLCA B COOTBETCTBUM C MYHKTOM 8.

6. Ykaxwure B none «snapshot_size» pasamep cHanwoTa B NpoLeHTax ot
obbema 6noYHOro YCTPONCTBA, HAa KOTOPOM PacronoXeH pecypc (PyucyHok
12). o ymonyaHuio — 10%.

[N ycnewHoro co3faHus cHanwoTa no3aboTbTech 3apaHee 0 HaNYm
ceoboaHoro mecta B Volume Group, eCnn pecypc pacronioXeH Ha ToMe
LVM, nnn B channoson cnucteme, roe pacnonoXeH pecypc, ecnm pecypc
pacnonoxeH He Ha Tome LVM.
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7. [obaBbTte abcontoTHbIN NyTh B ¢hainosoii cucteme Knmenta CPK k
cKpunTam, KoTopble AOMKHbI ObITb BbINOMHEHDbI (PrcyHoK 13):

File system

use_snapshot

ignore_errors_snapshot

snapshot_type [

snapshot_size 10
script_before_snapshot
script_after_snapshot

script_error_snapshot

3HayYeHuA Mo YMONYaHuio

PucyHok 13
1) script_before_snapshot — 0o cosnaHns cHanwora;

2) script_after_snapshot — nocne co3paHns cHanwota. Ckpunt He Bynet
BbIMOJSIHEH, €CMNW CHANMLWOT He Obl co3aaH;

3) script_error_snapshot — npu BO3HUKHOBEHMM OLWIMOOK BO BpeMs
CO3[aHns cHanwora.

TpeboBaHus K ckpUnTam:

»  CkpwvnT gonxeH bbiTb nobasneH B katanor /opt/rubackup/scripts Ha
KnuneHte

»  CkpvnT gOXeH ObITb NCMONMHAEMbIM
*  WHTepnpeTatop ckpunra - bash

MpumMeueHue 1: ckpunTbl He By OyT BbINOMHEHbI, ECNV NapamMeTp
«use_snapshot» BbIKOYEH.

MpumeuyaHue 2: ecnn npu 3anycke ckpunrta before npomsowna owwnbka,
cHanwoT He ByneT co3naH, 3agaya Pe3epBHOr0 KOMMPOBAaHMS MPOJOMXUT
BbINOJIHEHME COrNacHO MyHKTY 8.

MpumeuaHme 3: ecnn npu 3anycke ckpunta after npomsowna owunbka,
cHanwot yxe Obin co3paH, HO He Oyder ucnonb3oBaTthbCs, 3adava
PE3ePBHOIO KOMMPOBAHNS NPOLOIXUT BbINOIHEHME COrNacHO MyHKTy 8.
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MpumeuyaHune 4: ecnu npy 3anycke cKpunta error npov3owna owwnbka,
3ajaya pes3epBHOro KOMMpPOBaHUS MNPOOOMXKMUT BbIMOMHEHNE COrnacHo
NyHKTY 8.

Wcnonbayitte napametp «ignore_errors_snapshot», 4tobbl Bolbpath, byaet
NN NPOJOMXEHO BbIMOMHEHNE 3a4a4M PE3EPBHOMO KOMMPOBAHUS B ClyyYae
BO3HVKHOBEHWS OWMOOK NpW CO34aHUM cCHaNwWoTa:

* napameTp BKMKHYEH — 3a4adva npoaoosyi>xkMT BbiMONHEHNE;

* NapameTp BbIK/IO4EH — 3a4aya 3aBeplumnTcs ¢ ownbkoi. B xypHane
3a8aun bynet ykasaHo, YTO CHarnLWoT He Co3aancs.

HacTtponte [lpaBuno no AOokymeHTaumm «PykoBOOCTBO CUCTEMHOrO
agmnHuctpatopa  RuBackup» w©n  «Pe3epBHoe  konuposaHue U
BOCCTaHOBNeHMe ¢oannoBbiX CUCTEM».

[MpuMeHWTe HaCTPOMKK, HaXas Ha KHOMKY «[1pUMEHNTb».

BHoBb co3naHHoe npaBuno byaeTt obnagartb CTaTycoM «wait», 3T0 03Ha4aeT
4yTo OHO He OymeT nopoxpnaTb 3aJady Ha BLIMONHEHVWE PE3ePBHOro
KOMMpoBaHMs 4o Tex nop, noka agMuHucTpatop RuBackup He 3anyctut ero
N OHO U3MEHUT CBOW CTaTyC Ha «run». Mpn HeobxoamMmocTy paboTy npasuna
MOXHO OyOeT NPUOCTaHOBUTL MK 3anyCTUTb B OO0 MOMEHT BPEMEHW MO
XenaHuio agMMHUCTpaTtopa. Tak Xe agMUHUCTPATOP MOXET MHULMMPOBATh
HEeMe[/IeHHOe Co3[aHne 3aJaqv nNpu cTatyce npasuna «wait».
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HacTtponku ypaneHHOU pennvkauuu

Lns ocylwecTBNeHUs yOaneHHOW Penaukauum Ha CepBepe Pe3epBHOro
KOMMPOBaHWS OOMXeH OblTb HACTpoeH xoTs Obl oauH nyn Tuna «bno4Hoe
YCTPOCTBO», coOepXaluiA  MWHAMYM OOHO OnoyHoe  YCTPOMCTBO — Ans
MCMONb30BaHNSA B KAYecTBE AeLynULMPOBAHHOMO XPaHUIMILA PE3EPBHbIX KOMMii
(bonee nogpobHyld WMHGpOpMauUMO CM. B pyKoBoacTeBe  «J[emynnukaums
B RuBackup»).

LOoCTyrnHble TEXHOMOrUM  XpPaHeHWs W MeTodbl Mnepejayn  AaHHbIX
NS pennvkaumm nepeyncneHsl B Tabnuue 2.

Tabnuua 2 — lMopaepxvBaeMble Ans PENINKaLMN TEXHONOTUN XPaHEHNS 1
MeToAbl Nepeady AaHHbIX

TexHonoruu MeTtoabl nepenayn paHHbIX MEXAY XpaHUIULLLEM
XpaHeHus 06pa30B U CUCTEMHbIM XpPaHUIULLLEM
Filesystem ssh

shared
gcow2
LVM lvm_Ivm

YrpasneHne npasuvnamn yOaneHHoOW pennvkauun OCyLEeCTBNSeTcs npu
nomowm MeHenxepa agmuHuctpatopa RuBackup (RBM). Bknagka «YpanéHHas
pennukaums» B rnaBHoM okHe RBM copepxut nHdopmaumio 060 Bcex npasmnax
HenpepbIBHON yaanéHHoM pennnkaunn. BKoYeHHbIE NpaBmna NMEKT CTaTyC «run»,
BbIK/TIOYEHHbIE - «wait» (pUcyHOK 14).
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¢ Ru A @

S [# Dobasute (3 Knonuposate (7 PepakTuposatb [ Yoaomte [ Boinonnute Brawuwuts @D B

1D WmA knueHTa Craryc Twn pecypca Pecypc YaanéHHbI KnueHT Pecypc HazHauyeHWn Wms nyna Mepuog MNocnegHuid 3anyck

& O6bekTbI
2 astra-frontl.bre@ File system 10 astra-front2.brest.back /backup_tmp/ block pool  00:01:00
1 astrafront.bred wait ) File system 4 astra-front2.brest.back /backup_tmp/ block_pool  00:01:00

B Crpaterun

[ rno6ansHoe pacnncare
YAanéHHas penivkauns
[&) Penosutopuii

) Ouepegp 3apau

{8 Cepsepsl RuBackup

] XypHanst

& AOMWUHUCTPUPOBaHWE

PucyHok 14

YnpaeneHve npaeunamv  yOoanéHHOM  pennukaumu - OCyLeCTBRseTCs
C NOMOLLbBIO KHOMOK Ha BEPXHEN naHenu Win B KOHTEKCTHOM MEHIO, Bbli3blBAEMOM
HaXxaTneM rnpasowi KHOMKW Mblwn (pUCyHoK 15).

NobasuTe
KnoHuposaTs
PegakTupoBaTs
BoInonHuTs
3anycTuts

Ypanute

PucyHok 15

JocTtynHbl cnenyowme oencTBus:

« [obaBnTb HOBOE NPaBWIO YOANEHHOM pennkaumm.
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° KJ'IOHVIpOBaTb npaswuio.
® Pe,D,aKTVIpOBaTb npasuno.
*  BbInonHUTb npasuiio HeMeOJ1IeEHHO.

*  3anyctnTb/NproCcTaHOBUTbL — MEPEBECT MPABMIO U3 «wait» B «run»
1 HaobopoT.

* Ypanutb Npasunno pennvkauumn.

Mpy DobaBneHWn HOBOro MpaBuna HEMpPepbIBHOW yOANEHHON penaunkaumm
HeobXxoOMMO YCTaHOBUTb Cnedytolmne napameTpbl (PUCyHOK 16):

- &
¢ [ 2{T] 8 @
= LoB6aBUTh YAANEHHYIO PENIMKALMIO ' NpumenuTs
& O6vexThi
MCTOMHMK

@ Crparerum

Knvent astra-client-1 (9dad6eb6d34a53f3) N
El ro6ansHoe pacnucanue Pecypc * mome! -
[ Yaanénwan pennucauma Tun pecypca | File system ' - |
(=) PenosuTopumii

MecTo Ha3HaueHus

[] Ouepeas 3agau

Knneur astra-client-2 (c13e8536c7e813ef) v \
= Cepsepbl RuBackuy
8 Cep P! P Kartanor pacnakoekn * /home/ -
[ XypHanei
& AamuHncTpupoearve

NapameTpol

3anyckaTe Kax At 1 + mins v

XpaHeHuwe pennmk 1 +

Havano nepuoaa aeicTens 06.09.2023 17:20 [l l @

OxoH4aHWe nepuona aeicTens  06.09.2024 17:20 [

Havano paboyero okHa 17:20:00.000 [

Koweu paboyero okHa 17:20:00.000 &l

e Bnok «cTouYHuK»:

o KnmeHT — BblibepuTte KNNEHT CUCTEMbI PE3EPBHOr0 KOMMPOBaHUS, OTKYda
6ynyT nepenaBaTtbCs OaHHbIE.

o PecypC — HaXmuTe Ha WKOHKY «..» PAOOM C Haanuceio «Pecypc»
1 BbibepuTe pecypc, oTkyna byayT nepenasatbCs AaHHble (PucyHok 17)
(Cm. «Cnocobbl 3amaHns pecypca ons pe3epBHOro KONMpoBaHUS»).
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BribpaTh

.pdp/

| andreyk/
dsidorin/
serder/

u/f

PucyHok 17

Tun pecypca — BbibepuTe «File system».

Bnok «MecTo HasHaYeHns »:

[¢]

KnneHt — BbIbEpUTE KAWEHT CUCTEMbI PE3EPBHOrO  KOMMPOBAHWS,
Ha KOTopbI ByoyT NepenaBatbCst AaHHbIE.

Kartanor pacnakoBkm — BblbepuTe OMPEKTOPUID, B KOTOpyto OyayT
nepenaHbl PenIMUMPOBaHHble AaHHble. [Ins yCcnewHoro BbINONHEHUS
pennvkauun TpebyeTtcs Hanuyme cBoBOOHOrO MecTa B AaHHOM KaTasnore,
KOTOPOE MpeBbiwaeT 06beM Hakanmpyembix JaHHbIX.

MpumMeyanwve: ecnu B 6noke «VIcTouHMK» y nons «Pecypc» n B 6noke «MecTo
HasHayeHus» y nons «Karanor pacnakoBku» ykaszaTb OOHYy W Ty Xe
avpekTopuio, Hanpumep /home/user, To nanka user u3 gupekTopun /home co
BCEM COOEPXMMbIM OyneT pennuumpoBaHa U3 UCTOYHMKA B MECTO Ha3HAYEHUS
B AMpekTopuio /home/user, T0 eCTb KOHEYHbIA MyTb PerMuUMpPOBaHHON narnku
6ynet: /home/user/user. Ytobbl 3T0r0 n3bexatb, Heobxoaumo B 6noke «MecTo
HasHavyeHus» y nonsa «Karanor pacnakoBku» yCTaHOBUTb MyTb HA OJMH KaTtanor
HUXE, HanpuMmep, Npy Nyt UCTOYHUKA /home/user nyTb Ha3HAYEeHUS OOMXKEH
6bITb /home.

Mepuvopg pennukauunu.
XpaHeHue pennuk (KONM4eCcTBO XpaHUMbIX PEMIVK B PENO3UTOPUN).

[aTa Havana v oKoOHYaHWUsi AencTBMS Npasuna.
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* [lyn ona xpaHeHWs pe3epBHbIX KOMWIA (MOXHO MCMONb30BaTb TOMBLKO Myn
TMna «bnoyHoe yCTponCTBO»).

» HacTpoiikn yBegoMneHuii o cobbiTnsx npasuna.

MNMepen HaCTPOMKOM HEMPEepbIBHON pennvkauuym HeobXoauMO OLEHWUTb
BPEMSl, HEOOXOAMMOE N [OCTATOYHOE ONS 3aBEPLWEHNS Onepaunii N0 CO3AaHNI0 Y
NPUMEHEHNIO PENNKK, U B COOTBETCTBMM C STUM HAcTpauBaTtb Nepuos pennmkauum
npasuna. Bbl TakxXxe MOXeTe U3MEHUTb HACTPOWKW MpaBuna rnocne ero co3aaHus
(pucyHok 18).

™
“"Ru 8 @
= No6aBnTs YAANEHHYIO PENAUKALWIO + MNpumennts
& 06bexThl
WcTouHmK

E Crparerum -

Kavent astra-client-1 (9da46eb6d34a53f3) N
El ro6ansHoe pacnucarue Pecypc * Mmome/ -
[ Ynanénnas pennuxauua Tun pecypca  File system v -

(2) PenosuTopuii
MecTo HasHaueHus

[] Ouepeas 3agau

Knnenr astra-client-2 (c13e8536c7e813ef) |

Kartanor pacnakoekn * /home/ -

= Cepsepbi RuBackup
[=) XypHanst

& ABMUHNCTPUpOBaHKe

NapameTpol
3anyckaTb KaxAabif 1 + mins v
XpaHeHue pennuk b | ¥
Havano nepuoaa aeicTeua 06.09.2023 17:20 @] [ @

OKOH4aHWE Nepuona aeicTena  06.09.2024 17:20 [
Havano paboyero okHa 17:20:00.000 [

Koreu paboyero okHa 17:20:00.000 Gl

PucyHok 18
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Pennvkun pacnonaratotcs B peno3vTopuv B BUAE 3anvceit C TUMoM 3anayn
«Create replica» (pucyHok 19).

Y
¢ Ru

& ObbexTh

& Crpareruu

El ro6ansHoe pacnucamue
@ Yaanénmas pennukauwma
[3) Penoautopuid

[#) Ouepegb 3agau

Cepaepbl RuBackup

[edl XKypHank!

& AnMuHUCTprpOBaHUe

ID Cceinka ID3ajaun  Tun 3agauu

A  rubackup@astra-server

(pucyHok 20).

¢ Ru

& O6nbexTh

& Crpaterum

El rno6anbHoe pacnucaHue
[d YaanénHas pennvkaums
[2) PenozuTopui

Ouepesb 3aau

Cepeepbl RuBackup

e XKypHans

£ AAMUHWCTpUpOBaHUKe

A  rubackup@astra-server

Create replica Not Verified

CraTyc npoBepku  Wma xocTa

Twn pecypca  Pecypc

astra-client-1 File system

ID npaenna HassaHwe npaewnal

rhome/u/backup

No name

PucyHok 19

B xope pabotbl cTapble pennvku OynyT yoansteCa M3 Peno3uTopusi, Ans
4yero B rNaBHOW ovepenn 3apad OydyT co3paBaTbCs COOTBETCTByKOWME 3anauut

1D
2
1

T™n
Apply replica

Create replica

ID KnMeHTa  MIMA KNKWeHTa
2 astra-server

3 astra-client-1

o Yaanutes v

CTatyc

b10142¢1073cea0c File system
9dad6eb6d34a5313 File system

Tvn pecypca  Pecypc

rhome/u/backup

fhome/u/backup

ID npaeuna ID cTpar

PucyHok 20
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Ncnonb3oBaHue KJIMeHTCKOro

MeHepXepa RuBackup

MpvHUMN  B3aMMOOENCTBMS  KJIMEHTCKOrO  MeHegxepa C  CUCTEMOW
pe3epBHOro KONUPOBaHNS COCTOUT B TOM, 4YTO MONb30BaTENb MOXET CPOPMMPOBaTH
Ty WM UHYIO KOMaHAy (XXenaemoe OercTBUe) 1 OTNPaBuUTb ero CepBepy Pe3epBHOro
konuposaHusa RuBackup. B3anmonencteme nonb3oBaTens ¢ CEPBEPOM pe3epBHOIr0
KONMPOBaHUSA MNPOU3BOAMTCS 4Yepes3 KmeHTa (CPOHOBbIA MPOLECC) pe3epBHOro
KONMpoBaHUS. KNWEHTCKMIA MeHegXxep OTNpaenseTr KomaHay nonb3oBaTens
KNMEHTY, KNveHT oTtnpaenser eé cepsepy. B TOM cnyvae, ecnu pencreve
monyctumo, To cepBep RuBackup otaoact obpaTHyto KOMaHmy KMEHTY W/Wnu
nepeHanpaenT eé Menmacepsepy RuBackup ons nanbHeiwei obpabotku. 310
03Ha4aeT, YTO K/IMEHTCKNIA MeHenxep 0OblHHO HE OXMIAET 3aBEPLIEHMS TOrO MK
WHOTO OENCTBUS, HO OXMOAeT OTBeTa OT K/MEHTa, YTO 3afaHve MPUHSATO. ITO
NO3BOMISIET MHULMMPOBATL NapasnefibHble 3anpochl KNMEeHTa K CepBepy pe3epBHOro
KONMMpOBaHus, HO TpebyeT OT Monb30BaTeENs CaMOCTOATENBHO KOHTPONMPOBATb
4yTobbl HE OblNO «BCTPEYHbIX» Omnepauuii, Koraa MNPOWCXOAWUT BOCCTAHOBMEHWE
LaHHbIX, N B 3TOT X€ MOMEHT 3TV Xe AaHHble TpebyloTcs Ans co3naHus HOBOWA
pe3epBHOM Konuu. locne Toro, Kak Bbl OTAANN Ty WAN UHYIO KOMaHZy npu NOMOLLM
KJIMEHTCKOro MeHexepa, Bbl MOXETE NPOCTO 3aKPbITb NPUNOXEHWE, BCe OENCTBUSA
OyLyT BbIMOMHEHbI CUCTEMOI PE3EPBHOMO KOMMPOBAHMS (OOHAKO CTOUT OOXAATbCS
COOOLLEHNS YTO 3afaHue MPUHSATO K UCMOMHEHWUIO M NMPOKOHTPONNPOBATbL 3TO BO
BKNagke «3ajaum»).

[padpnyeckuin - MHTEPGIEC  KNIMEHTCKOro  MeHeaxepa noanepXxmsaeTt
PYCCKUIM W aHTIINACKWNIA A3bIK.

38.I'IyCK KNMEeHTCKOro MeHenXxepa.

BapwaHr 1:

# sudo
LD_LIBRARY_PATH=/opt/xubackup/lib/opt/rubackup/bin/rbc

BapwvaHr 2:

# ssh -X you_rubackup_client

# sudo LD_LIBRARY_PATH=/opt/rubackup/1lib
/opt/rubackup/bin/rbc
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Mpv NepBOM 3anycke KIMEHTCKOro MeHeaxepa HeobxoamMMo 3a8atb Naporib,
npyY NOMOLM KOTOPOro BMOCNEACTBMU MOXHO OydeT 3anpoCuTb BOCCTAHOBMEHMWE
pe3epBHON KOMuK (PUCYHOK 21).

Bes BBOOA napons nonyynTb pe3epBHyo KON A8 KNMEHTa U3 XpaHunuwa
HEBO3MOXHO. X3l Naponsi BOCCTAHOBNEHUSI XpaHUTCs B 6a3e maHHbix RuBackup
cepsepa. [Npn HE0BXOAUMOCT MOXHO M3MEHWUTb NAPOSb NPW NMOMOLLM KIIMEHTCKOrO
mMeHenxepa (MeHio «KoHdurypauusa» — «MA3MeHUTb Naponb»).

First time password generator o

Please specify the password for operations ¢

with RuBackup server for this client X
Password: || |
Repeate:

Show password
v Create master key

v Create key pair for digital signature

PucyHok 21

Ha rnaBHOM cCTpaHuMUe  K/IMEHTCKOrO  MeHeLXepa  pacrofoXeHsbl
nepeknioyaloWmMecs BKNaLKM, MO3BONSIOWME YNPaBNsSTb PE3EPBHLIMY  KOMMSIMU,
pacnucaHNeM pPEe3epPBHOr0 KOMMPOBAHWS W MpocMaTpvBaTb TeKylume 3adadu
KNMeHTa.

Bknanka «Pe3epBHble konuu»

B tabnuue Bknaokm «Pe3epBHble KOMWMU» COAEPXMUTCA WHGopMauus 060
BCEX PEe3epBHbIX KOMUAX KIWEHTa, KOTopble XpaHsaTca B penosutopun RuBackup
(pucyHok 22). OudpdpepeHumnanbHble pe3epBHblE KOMUW CCbINATCA Ha MOSHbIE
pe3epBHbIE KOMUW, MHKPEMEHTASNIbHbIE PE3epPBHbIE KOMUW CChINAKTCS Ha MOMHbIE
pesepBHble KOMUM UM npedblayline  WUHKPEMEHTallbHble, TakK 4YTO Mpu
HeobX0OMMOCTM BOCCTAHOBUTb [aHHbIE MOXHO OLHOM KOMaHOOW WMHMLMMPOBATb
BOCCTaHOBNEHWE BCEW LIENOYKN pe3epBHbIX KOMUIA.

RuBackup MeHeXep KnMeHTa (]
KoHgurypauwa Bupg  Jlenctans  WHdopmauus
Pe3epeHble Konuu rnofankHoe pacnucanne 3apaum JokansHoe pacnucaHue OrpaHnyeHus
Id Task ID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size Created Creation duratig
1(2 3 File system /home/andreyk/RBv2/ full Default 43294720 23789 2020-01-26 21:22:02+03 | 00:00:01.15
2(3 5 File system fhomejandreyk/RBv2/ full Default 43284480 23788 2020-01-27 12:51:01+03 | 00:00:01.15
34 6 3 File system fhomefandreyk/RBv2/ incremental Default 133120 23787 2020-01-27 12:51:11+03 | 00:00:00.08

Bo Bknapke «PesepBHble konuwu» Monb3oBaTento LOOCTYMHbI cnenytowme
OencTBuUS:
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Ynanutb BblIOpaHHYO0 pe3epBHYIO KOMNUIO.

OT0 [eicTBME BO3MOXHO B TOM Cny4Yae, €cnv B MpaBuie rnobanbHoro
pacnucaHnsi ecTb  COOTBETCTBytlowee paspeleHne. Kpome TOro, npw
HEeobX0OMMOCTM BbIMONHUTL yAaNeHNe pPEe3epPBHOM KOMMKU MoTpebyeTcs BECTU
naposb KMEHTA.

BoccTaHOBUTb LLEMOYKY pe3epBHbIX KOMUMA.

OTO [OelcTBMe 3arnyckaeT MpoLecC BOCCTAHOBEHUS LIEMOYKN PE3EPBHbIX
KONWiA Ha cucTeme KineHTa.

KnueHTckuin MeHeoXep He OXWOAeT OKOHYaHUS BOCCTaHOBNEHMS BCEX
PE3€epPBHbIX KOMWIA, MNONb30BaTeNb [HOMXKEH MPOKOHTPONMPOBaTb BO BKNagke
«3aga4yn» 4YTo BCE CO34aHHble 3aayv Ha BOCCTAHOBNEHWE LAAaHHbIX 3aBEpPWUINCH
ycnewHo (ctaryc 3agady «Done»). [Ins ycnewHoro BbIMNOMHEHUS 3TOr0 OENCTBUS
TpebyeTcs  HanMumMe  gocTatoyHoro  cBobOOHOrO  Mecta B Karasnore,
npeaHa3Ha4YeHHOM 0N CO34aHUS W BPEMEHHOrO XPaHEHWs PEe3EpPBHbIX KOMWiA
(cM. onuuio use-local-backup-directory).

NMpoBepuTb pe3epBHYIO KOMUIO.

OTO OENCTBME UHULMMPYET CO3haHve 3amayv NpPOBEPKN PE3EPBHON KOMUK.
Ecnn pesepBHass konus Obina noanucaHa UMGOPOBOA MOANMCbIO, TO Oyaer
npoBepeH pasmep painos pe3epBHON KOMUN 1 cama pe3epBHas Konums.

Bknapka «'nob6anbHoe pacnucaHue»

B tabnuue Bknagkn «[nobanbHoe pacnvcaHne» CoOepXUTCs UHAopMaLmns
060 Bcex nmpasunax B rnobanbHoM pacnuncaHun RuBackup ons atoro knuveHTa
(pucyHok 23).
KoHdurypauna Bwa [edcTena MHbopMauus
PesepaHbie konu | [n0GansHoe pacnucarve | 3apasi  JIOKAnkHOE pACnWCAaHME | OrpaHMseHus

Storage
capacity, GB

18 Rbv2 full 5 0 0 1 January | Monday 2020-01-27 12:49:00+03 2021-01-27 12:49:00+03 File system /home/andreyk/H

Day of
month

. Day of Validity Validity Resource
Id Rule name Min Hour Month T start period end period type Resource

29 Rbv2 inc 5 [ [ 1 January | Monday 2020-01-27 12:50:00+03 2021-01-27 12:50:00+03 |File system /home/andreyk/i|

PucyHok 23

Bo Bknagke «[nobanbHoe pacnucaHue» Monb30BaTentd  OOCTYMHbI
cnenywowune oencTBns:

3anpocutb HOBOE NpaBuIo.

OT0 LevicTBME BbI3bIBAET AMANIOr NOATOTOBKM HOBOrO npasusa B rnobansHOM
pacnucaHun RuBackup ons mnaHHoro knueHTta. 3anpoc Ha pobasneHwe npasuna
TpebyeTt onobpeHust aommHucTpatopa RuBackup, onobpeHre MoXeT bbiTb caoenaHo
B OKOHHOM MeHenxepe agmuHuctpartopa RuBackup.

3anpocuTb yaanutb NpaBuno U3 rnobanbHOro pacnmcaHus.
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910 peictBne hopmmpyeT 3anpoc K agmuHuctpatopy RuBackup 06
yOoaneHun BbIOPaAHHOro Monb30BaTeNneM npasuna M3 rnobanbHOro pacnmcaHus
RuBackup. 3anpoc Ha ymaneHvne npasuna TpebyeT ooobpeHust agMUHUCTpaTopa
RuBackup, opobpeHvne MoxeT OblTb COenaHo B OKOHHOM — MeHepxepe
agmuHmctparopa RuBackup.

Bknapka «3apaun»

B Tabnuue Bknaokm «3apayn» coaepXuntcs nHdopmaums obo Bcex 3aaadax
B rnaBHoM odvepean 3apdaHuin RuBackup ons atoro knmeHta (pucyHok 24). B
3aBMCUMOCTM OT HacTpoek pesepsBHoro cepsepa RuBackup BbINONHEHHbIE 3a0a4u
W 3adayn, 3aBEPWMBLUMECS HEYOAA4yHO, Yepe3 Kakoe-TO Bpemsi MoryT ObiTb
aBTOMAaTU4YeCKU yaaneHbl U3 rnaBHoM ovepeamn 3agad. MiHdopmaums o BbinonHEHUN
3afaHuin oukcmpyeTcs B crieumanbHOM XypHane 3adad cepsepa RuBackup, npu
HeobxoauMOCTM cTaTyc Noboi 3amayn, gaxe yaanéHHoW W3 odvepeau, MOXHO
YyTO4HUTL Yy agmuHucTpaTopa RuBackup. Tak xe wuHpopmaums o0 BbINONHEHWUU
3agay K/MeHTa 3aHOCUTCS B NIOKaNbHbIA XypHanbHbI (pann Ha kveHte. B
KIMEHTCKOM MEHe[Xepe MOXHO OTKPbITb OKHO OTCNEXMBaHUS XYPHaNbHOro
goanna (MeHio <UHpopmaumnsa» — «KypHanbHbi doann»).

RuBackup MeHepXep KJMeHTa

Koudurypauwa Bug WHdropmayua

Pe3epeHbie Konuu | TnoBansHoe pacnucadme | 3apasu | JIoKanbHOE pacnucaHwe | OrpaHWHeHns
Id Type Resource type Resource Backup type Rule ID Strategy ID Repository ID Pool Status Created|
1|5 Backup global  File system fhome/andreyk/RBv2/ | full 8 3 Default Done 2020-01-27 12:50:58+4]

2|6 Backup global  File system fhomefandreyk/RBv2/ incremental 9 4 Default Done 2020-01-27 12:51:10+4

PucyHok 24

MpumeyaHne — VHdopMaums o BbIMONMHEHUN CNyXXebHbIX 3a4a4 B AaHHOM BKNaake
He oTobpaxaetcs. CnyXebHbIMU SBNSIOTCS 3a4a4n NPOBEPKM, YOANEHNS, NEPEMELLEHNS
pe3epBHbIX KOMUIA, a TakXe X KOMMPOBaHUS B APYro ny’.

Bknapka «JlokanbHoe pacnucaHue»

Bo Bknapgke «JlokanbHoe pacrnmcaHue» MOXHO OrnpeaenuTb npasuna,
3a[aBaeMble KJIMEHTOM NS TEX UMM UHbBIX NTOKaNbHbIX PECYPCOB (PUCYHOK 25).

Ons paboTbl NOKanbHOro pacnucaHWs aTa BO3MOXHOCTb [OMXHa ObiTb
BKNOYeHa agMuHucTpatopom RuBackup ans knneHra.
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RuBackup MeHegXep KNHeHTa

Kougwrypauma Bup [eicTena Wudopmayus

Pe3epeHble konuu | [noGansHoe pacnncaHne | 3afaym | JIOKanbHOE pacnucaHme | OrpaHuHeHus
Resource type Minute Hour Day of month Month Day of week Resource Ty Crypt Keyfile Script Na

pe
O O = S S

PucyHok 25
Bknapka «OrpaHuyeHus»

Bo Bknanke «OrpaHunyeHunsi» MoryT ObiTb OnpeneneHbl NoKanbHble PeCcypChl,
PE3EPBHOE KOMMPOBAHME KOTOPbLIX HexenatenbHo. [ns paboTbl NoKanbHbIX
OrPaHMYEHWn 3Ta BO3MOXHOCTb [JONMXHA ObiTb BKIKOYEHA AOMUHUCTPATOPOM
RuBackup ons knneHTta (pucyHok 26).

RuBackup mMeHepXep KNMeHTa

Kondwrypauwa Bwg [Oeidctens  WHdopmauus

PE}EPEIH!:IE Konu|u MobansHoe pacnucaHne 3apayu NokanbHoe pacnucaHne DrpaHD‘I"IEHHH

File system v
“tmp|

PucyHok 26

Mpn nobaBneHMM HOBOWA 3amMCy B NOKA/bHble OrPaAHUYEHUS OKOHHbINA
MeHedXep crepea MpPemsioXnT BblbpaTb Kakol-nMbo pecypc Mpv MOMOLWM
thaiinosoro 6paysepa. Ecnu HeobxoouMo BBECTU B JIOKAlbHOE OrpaHuyeHue
3anncb C PErynsipHbIM BblpaXXeHUeM, TO 3TOT Auanor HeobxoaMMO 3aKpbiTb, Nocne
4ero MOSIBUTCS BO3MOXHOCTb OTPEAAKTMPOBaTb 3anMCb HEMOCPEACTBEHHO B
Tabnmue.

33



& 'RuBackup

YTUNuTbl KOMaHOHOM CTPOKMU KJIMEHTa

RuBackup

na ynpaeneHns RuBackup €O CTOpPOHbI KnueHTa, MOMUMO KIMEHTCKOro
OKOHHOro MeHeaxepa, MOXHO BOCMO/b30BaTbCH YTUIMTAMU KOMaHOHOM CTPOKMU:

rb_archive

YTunuta npefHasHa4eHa Ons IpocMoTpa Cnmcka pe3epBHbIX KOMWi KNMeHTa
B CUCTEME PE3EPBHOIO KOMMUPOBAHWS, CO3OaHMS CPOYHbIX PE3EPBHbIX KOMUIA, UX
yaaneHusl, NPOBEPKM 1 BOCCTaHOBNEHNS.

JLI UULELEIILUS ~ |
I[root@centos ~]#

[root@centos ~]# rb_archives

|Id | Ref ID | Resource | Resource type | Backup type | Created | Crypto | Signed | Status

P L R L L L R Frm e Frr e R R T LT e e
1 | | /home/andreyk/ | File system | full | 2020-01-26 21:08:23+03 | nocrypt | True

is | | /home/andreyk/Documents/ | File system | full | 2020-81-27 13:05:37+03 | nocrypt | True
[root@centos ~]#

rb_schedule

YTunuta npegHasHadeHa Ons MPOCMOTPA UMEIOWWXCS MPaBun KAMeHTa B
rnobanbHOM pacnmcaHum Pe3epBHOro KOMMPOBaHMSI.

[[root@centos ~]# rb_schedule

Id | Name | Resource type | Resource | Backup type | Status

e e e e B e +-------
| First rule | File system | fhome/andreyk/Documents/ | full |

110 | First rule inc | File system | fhome/andreyk/Documents/ | incremental |

[root@centos ~]# I

rb_tasks

Ytunuta npenHasHa4YeHa nOjid npocMoTpa 3adad KianeHTa, KOTopble
NPUCYTCTBYIOT B rnaBHOW odepenn 3anad CUCTEMbI pe3epBHOIro KornnposaHUA.

LI UOL@CENLUS ~ |#

[root@centos ~]# rb_tasks

1Id | Task type | Resource | Backup type | Status | Created

R T e T Hrmmmme- e

| Backup global | /homefandreyk/Documents/ | incremental | Done | 2020-081-27 13:05:36+03
[root@centos ~]#
i[root@centos ~]# I

O3HaKOMUTLCS C YHKUMAMM YTUAUT KOMAHAHOM CTPOKM MOXHO MY NOMOLLM
KOMaHAbl man unv B pyKoBOACTBE «YTUNNTbI KOMaHAHOM cTpokn RuBackup».
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