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BeeneHune

Cucrtema pe3epBHOro KONMpPoBaHUsA 1 BOCCTaHOBNEHMS AaHHbIXx RuBackup (nanee
— Cuncrtema, CPK) — cucteMHoe KNnMeHT-cepBepHoe NpunoXxeHne, npeaHa3Ha4yeHHoe AN
aBTOMaTU3MPOBAHHOIO BbIMOIHEHMS NpoLeayp Pe3epBHOro KONMPOBaHWS OaHHbIX CepBe-
POB, BUPTYyasNbHbIX MaWWH, 6a3 OaHHbIX 1 NPUIOXEHWUA B LleHTpax 06paboTkm AaHHbIX, a
TakXe ONS BOCCTAHOBNEHUS OaHHbIX M3 PE3epBHbIX KOMWA MO pacrnvcaHuto, 3anpocy
nonb3oBartens NaM CUCTEMHOro agMMHUCTparTopa.

RuBackup siBnsietcs MOWHBIM U TMOKMM CPEACTBOM aBToOMaTu3aumun, npenHasHa-
YEHHbIM ANS 3aWMnTbl MHPOPMaUMKN LeHTpa 06paboTky AaHHbIX U KOPMNOpPaTUBHON ceTu
npeanpusaTus.

MNMepen pa3BepTbiBAHWEM CMCTEMbI PE3EPBHOM0 KOMMPOBAHNS B BalleM LIEHTpe 06-
paboTkn AaHHbIX HEOHOXOAUMO NPOBECTM MNAaHMPOBaHME HEOOXOAMMbIX PECYPCOB, KOTO-
pble noTpedbytoTca ans ee paboTbl. CneagyeT y4ecTb ANS KakKUX OaHHbIX TpebyeTcs Bbl-
MONHSATb PE3epPBHbIE KOMWW, Kak 4acTo, Kakne BPEMEHHble OKHa LOMNyCTMMbI ANS NPoBe-
LEeHUs onepauunii pe3epBHOro KONMPOBaHMS AaHHbIX, Kakoe OOMnycTMMOe BPeMs BOCCTa-
HOBMIEHUSI OaHHbIX OONXHO OblTb B ClyYyae UX yTpaTbl MO OCHOBHOMY MECTY XPaHEeHus U
MHOrO OPYrux HIAHCOB.

HacTosllwee pykoBoACTBO onucbiBaeT 6a30Bble Wark ycTaHOBKW cepBepa U KNNeH-
Ta PE3epBHOro KOMMPOBaHUS M NpeaHa3Ha4YeHo AN CUCTEMHbIX agMUHUCTPATOPOB, OT-
BeYyawwWwmx 3a BHeapeHne n conposoxaeHmne CPK .

MpuHumMnbl paboTel CPK 1 Bonpochbl ee agMUHUCTPUPOBAHWS U30XEHbI B LOKY-
meHTe «RuBackup. PykoBoOCTBO CUCTEMHOrO aAMMHUCTpaTOPa».
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* FreelPA 4.7
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daitnosbie cucTeMbl U gp.

Linux:
+ Ext4
 Ext3
+ Ext2
« XFS
+ LVM2



CucrteMHble TpeboBaHus

B naHHOM paspene npenctaBneHbl akTyaNibHble CUCTEMHbIE TPEOOBAHMSA ONS BCEX
KOMMOHeHTOB rpynnuposky RuBackup, koHdurypaumoHHoi 6a3bl aaHHbix RuBackup, no-
CTYMHbIX MOAynen pesepsBHOro konuposaHns, Menenxepa agMuHucTpatopa RuBackup,
a Takxe ons ycraHosku "Bce B ogHOM". [JaHHbIN pasnen ookyMeHTa obHOBNSETCS No Me-
pe BbiXxOa HOBbIX MOAYNE PE3EPBHOIO KONMPOBaHMSA 1 AobaBneHns NoaaepXKku onepa-
LIMOHHbBIX CUCTEM NyTeM Bbinycka 0OHOBMEHHbIX cbopok RuBackup. HacTositTenbHo peko-
MEHIYEeTCS CnefoBaTb HMXEYKasaHHbIM pekoMmeHaauvsMm ans obecneyveHus OOSIXHOro

ObICTPOAENCTBUSA PELIEHNS.

YcTtaHoBka "Bce B ogHOM"

& 'RuBackup

O6opynoBaHue
Tabnuua 1 — ObopynosaHune

AnnapaTHbIiA KOMMOHEHT 3HayeHue MNpumeyaHue

Mpoueccop 4 anpa

OnepatueHas namsTb oT4lb Ecnu KknneHT pe3epBHOro KONMPOBaHMS UCNOSb-
3yeTcs Ha 0OHON MaWmHEe C OCTanbHbIMWU KOMMO-
HeHTamu RuBackup, paccuntaTtb Heobxoammoe
KONMYeCTBO ONepaTUBHOM NamMATn Ans onepa-
LWIA KNMEHTA PE3ePBHOIO KOMMPOBAHMS MOXHO
no coopmyne n3 pasnena "KnmeHTt pesepsHoro
KonvposaHus".

JuckoBoe NpocTpaHCTBO 480 I'b Bes yyeTta coBoKynHOro o6 bema xpaHuMbIx pe-

3€PBHbIX KOI'II/IIZ, B Chy4dae Korna xpaHeHue
MPOV3BOANTCS HEMOCPEACTBEHHO Ha Meauacep-
Bepe.

OnepaunoHHble CUCTEMBI
* Astra Linux 1.8

* Astra Linux 1.7
* Astra Linux 1.6
* Debian 12
* Debian 10

10
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* Ubuntu 22.04

*  Ubuntu 20.04

* Ubuntu 18.04

+ CentOS 8

+ CentOS7

* Red Hat Enterprise Linux 9
* Rosa Cobalt 7.3
* Rosa Cobalt 7.9
* Rosa Chrome 12
* Alt Linux 10

« PEOOCS8

[MoNHbIE CMMCKM ONEPaUNOHHbIX CUCTEM, NOAOEPXMBAEMbIX PA3/TUYHLIMA KOMMO-
HeHTamun, Takumn kak Cepsep RuBackup, Meaunacepsep, a Takxe KnmeHT pe3epBHOro
KOMMPOBaHUS, MOryT ObiTb WKMPE, YeM yKasaHo B CMMCKE ONepauroHHbIX CUCTEM ONS
yctaHoBku "Bce B ogHoM". [1ns nonyyeHns netanbHOW MHgopmauum no noggepxueae-
MbIM OMepaumoOHHbIM CUCTEMAM ON15 KaXA0ro U3 KOMNOHeHToB rpynnupoeku RuBackup
obpatnTecb K COOTBETCTBYIOWMM pa3nenam HuxXe.

Cnncok onepaumoHHbIX CUCTEM, NOAOEPXMBAEMbIX PA3NNYHbIMU MOOYNsSIMU pe-
3epBHOr0 KOMUWPOBAaHWA, MOXET OT/AM4YaTbCA OT ChMcKa OnepauuoHHbIX CUCTEM AN4
yctaHoBku "Bce B ogHoM". [1ns nonyyeHus netanbHON nHgpopmauum no nognepxueae-
MbIM OMepaunoHHbIM CUCTEMaM AN KaXgoro M3 Moayneh pes3epBHOro KOnMmMpoBaHWUS
obpatutechb Kk pazgeny "Moaynu pe3epBHOro KonmpoBaHns'".

Cepsep RuBackup

ObopynoBaHue

PekomeHoyemas koHpurypaums cepsepa RuBackup 3aBucut OT COBOKYMHOrO
obbema XpaHuWMbIX OaHHbIX. [lns nnaHMpoBaHWS KOHOUrypaumm cepsBepa BOCMONb3Yid-
Tecb Tabnuuein Huxe.

11



4 'RuBackup

AnnapaTtHbIiA KOMMOHEHT

O61beM XpaHUMbIX AAHHBIX

lNpumeyaHne

Mpoueccop

48 Tb 96 Tb |1447Tb

10 anep, 20 NOTOKOB (2 NOTO-
ka Ha 1 sgpo unu 6onee)

PekomeHgyembie Mmogenu: Intel
Xeon 4210, AMD EPYC 7000
unm 6onee CoBPEMEHHbIE

OnepartneHas namsiTb

12876 | 256 6 | 256 I'6

Jwuckosoe npo-
CTPaHCTBO

TBepooTenbHbI
HakonuTenb (SSD)

RAID 1, 2 nuckano 480 I'b
Kaxabin

O61béM nMckoBOro npo-
CTpaHCTBa A1S YCTaHOBKM
ornepaunoHHOR CUCTEMbBI 1
komnoHeHToB RuBackup, 3a
NCKNIOYEHNEM KOHpUrypaum-
OHHOW 6a3bl AaHHbIX
RuBackup.

TBepaoTenbHbINA
HakonuTenb, Noa-
KNIOYEHHbIA Yepes
wuHy PCI Express
(NVMe SSD)

3.84 Tb

+ PekomeHpyetcs B cny-
Yae passBepTbiBAHUS
nHcTaHca PostgreSQL
Oona  KOHUrypaumoH-
HO/  6asbl  AaHHbIX
RuBackup Ha TOM Xe
MawwuHe, rae ycTaHoB-
neH cepsep
RuBackup.

+ JHwuckm NVMe SSD
NO3BONSIOT MOBbICUTb
Npon3BOAMNTENBHOCTD
onepauun B unbTpe
Bnyma u ckopocTb 06-
paboTky LaHHbIX Mpu
BbIMONIHEHUM  MpOLEec-
COB HeaynavKauuu.

+ 3.84 T6 npenycmatpu-
BAlOT MOTEeHUUasbHbINA
poct obbemoB o0bpa-
6aTblBaeMbIX JaHHbIX.

IOnsa obecreyeHunst
MakCuManbHOro YypoB-
HA 0TKa3oyCTOW4MBO-
cTm u  6bicTponeir-
CTBMS MpPU MNPOMbIL-
NeHHon akcnnyartauuu
pekoMeHayeTcs uc-
nonb3oBatb B Kaye-
CTBE KOH(UrypaumoHr-
Holi 6asbl RuBackup
CYBbL, PostgreSQL B
0TKa30yCTON4MBON
KOHourypaumu,
HanpuMmep, C WCMoJb-

12
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AnnapaTtHbIiA KOMMOHEHT

O61beM XpaHUMbIX AAHHBIX

lNMpumeyaHue

30BaHMEM  pelleHns
Patroni, passepHyTOM
Ha OTOEeNbHOCTOAWMX
MallrHax.

XecTkuii amuck
(HDD) unu pnaw-
HakonuTenb (flash
drive)

RAID 50,
12 ouc-
KoB no 4
TB kax-
ObliA

RAID
50, 12
OUNCKOB
no8 Thb
Kax bl

RAID
50,12
OUCKOB
rno 12
Tb kax-
Obli

PekomeHpayeTcs B cny-
Yyae aKkTUBHOrO 1C-
NoMb30BaHMS MaWWHbI
C OCHOBHbIM CEPBEPOM
B KayecTBe meaunacep-
Bepa, 415 BO3MOXHO-
CTW paclumpeHmns guc-
KOBOrO MpoCTpaHcTBa
non xpaHeHue peseps-
HbIX KOMWIA.

B cnyyae xpaHeHus
OaHHbIX HAa onocpeno-
BaHHbIXx CX ], naHHbIRA
KOMIMOHEHT He 1Ucronb-
3yeTcs.

Cetb

IlBa ceTeBbix apantepa c
MPONYCKHOW CNOCOBHOCTLIO
10 6 kax b, ¢ 2 nopTamu

(dual port)

OnepaunoHHble CUCTEMDI
e Astra Linux 1.8

* Astra Linux 1.7
* Astra Linux 1.6
* Debian 12

» Debian 10

* Ubuntu 22.04
* Ubuntu 20.04
* Ubuntu 18.04
+ CentOS 8
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« CentOS7

* Red Hat Enterprise Linux 9

 Rosa Cobalt 7.3
* Rosa Cobalt 7.9

* Rosa Chrome 12

« AltLinux 10
« PENOCS

Ba3za paHHbIX RuBackup

ObopynosaHue

Tabnmua 2 — ObopynoBaHune

4 'RuBackup

AnnapaTtHbIiA KOMMOHEHT 3HayeHue
Mpoueccop 4 anpa
OnepartveHas namsTb 64 I'E
JluckoBoe NpocTpaHCTBO 3,84 TH

SSD).

Insa obecnevyeHms MakCMManbHOro YPOBHS 0TKa30yCTONYMBOCTN M ObICTPOLENCTBMUS
NPV NPOMbIWNEHHOW 9KCrnyaTaumm, peKOMEHAYeTCS MCMONb30BaTh B KAYECTBE KOHMU-
rypaumoHHoi 6asbl RuBackup CYB /L, PostgreSQL B 0Tka30ycTONYNBOM KOHCPUIYpaLmm
C MCMONb30BaHMeM peleHns Patroni, pa3asepHyTOM Ha OTAENbHO CTOSAWMX MaALNHAX, C
COBOKYMHbIM 06 bEMOM AUCKOBOro npocTtpaHcTea 3.84 Th, nocTpoeHHOro ¢ Ncnonb30Ba-
HMEM TBEPOOTENbHbIX HAKONUTENEN, NoaKNtoYeHHbIX Yeped winHy PCl Express (NVMe

Moppepxuaemble Bepcun CYB [ B ka4ecTBe 6a3bl AaHHbIX RuBackup

» Tantor Special Edition 15

* PostgreSQL 16
* PostgreSQL 15
» PostgreSQL 14

14



* PostgreSQL 13
* PostgreSQL 12
* PostgreSQL 11
« Patroni 3.0

Menwacepsep

ObopynoBsaHue

4 'RuBackup

PekomeHoyemasi KOHpUrypaums meomnacepsepa 3aBUCUT OT COBOKYMHOro obbema
XpaHUMbIX OaHHbIX M CX0Xa C KOHourypaumen cepsepa RuBackup. [na pacyeTta KOHu-
rypaumm megumacepsepa BoCMnob3ynTecb Tabnuuein Huxe.

Tabnuua 3 — ObopynoBaHue

AnnapaTHbIA KOMMOHEHT

Ob61beM XxpaHUMbIX AAHHbIX

48Tb |96 Tb 144 Tb

Mpumeuaxve

Mpoueccop

10 anep, 20 NOTOKOB (2 NOTO-
ka Ha 1 sgpo unu 6onee)

PekomeHnayemble Mogenu: Intel
Xeon 4210, AMD EPYC 7000
nnun 60nee COBPEMEHHbIE

OnepartvBHas namMsitb

128I'b | 256 b ‘ 256 I'b

Hwuckoeoe npo- | TBepaoTenbHblin | RAID 1, 2 nncka no 480 I'b O61bém aMCcKoBOro npo-
CTpaHCTBO Hakonutenb Kaxaplii CTpaHCTBa A5 YCTAHOBKM One-
(SSD) PALIMOHHO CUCTEMBI U KOMMO-
HeHTOB RuBackup.
XecTkuin guck RAID 50, | RAID 50, |RAID  [Ina BO3MOXHOCTU
(HDD) vnu conaw- |12 guc- |12 gnue- |50, 12 paclMpeHns AUCKOBOrO
Hakonutenb (flash [koB no 4 (ko no 8 |anckos MpPOCTpaHCTBa Mo Xpa-
drive) Tb kax- |TBbkax- |no 12 HeHne pe3epBHbIX KO-
Ibln nbliA Tb kax- i,
Ibli
+ B cnyyae xpaHeHus
IaHHbIX Ha ornocpeno-
BaHHbIXx CXJI, paHHbInA
KOMMOHEHT He WCMofb-
3yertcs.
CeTtb IlBa ceTeBbIx aganTtepa ¢ npo-

nyckHow cnocobHocTbio 10 6
Kaxgpli, ¢ 2 noptamu (dual
port)
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4 'RuBackup

OnepaunoHHble CUCTEMBI
* Astra Linux 1.8

* Astra Linux 1.7

* Astra Linux 1.6

* Debian 12

* Debian 10

*  Ubuntu 22.04

* Ubuntu 20.04

* Ubuntu 18.04

+ CentOS 8

+ CentOS7

* Red Hat Enterprise Linux 9
* Rosa Cobalt 7.3
* Rosa Cobalt 7.9
* Rosa Chrome 12
* AltLinux 10

« PEOOCS8

KnueHT pesepBHOro KonupoBaHus

ObopynoBsaHue
Mpoueccop
1 anpo
OnepaTvBHasi naMsTb

Ob61beM onepaTnBHOi namaTu (B bainTax) ons ogHoro obpabaTtbiBaeMOro pecypca
paccuyMTbiBaeTCAa No cnenyoLlen gopmyne:

OnepatmBHas namaTb ang ogHoro pecypca = 1I'b + 4% 0T pasmepa uenesoro pe-
cypca.

16



4 'RuBackup

Lnsa pacyeTta oblwero KonmyecTsa onepaTvBHON NaMsTK ONs KNMeHTa Pe3epBHOro
KOMMPOBaHMS HEOOX0OUMO CNIOXUTb MOJYYMBIIMECS 3HAYEHNS ONepPaTyBHON Nams-
T 0N BCeX 3afla4y Pe3epPBHOr0 KOMMPOBAHMSI, BbIMOHAEMbIX €MHOBPEMEHHO.

Ol'lepaTI/IBHaFI namMAaTb Ongd KnmeHta = OﬂepaTMBHaﬂ namaTb Ond pecypca Net1 +

OnepatumBHasa namsaTb Ans pecypca Ne2 + ... + OnepaTuBHas namsiTb ONs pecypca
NeN

Ons nyna Tuna "Block device" pasmepa 6noka moxeT ObiTb 3aaH Npy co34aHnm
nyna. 3Ha4yeHneM no ymonyanuio siensetca 131072 b. [na nonyyeHms 6onee no-
npo6HOW MHCpOpMaLMK NO HACcTporike NynoB obpatmtech K cekumm "TMynbl" pas-
nena "Xpannnmwa" Pykosoactea cucteMHoro agmmHmuctparopa RuBackup.

Ons nynos Tunos "File system", "Tape library", "Cloud" pa3mep 6noka siBnsercs
JOMKCMPOBaHHbLIM 1 paBeH 16384 b.

[ns Bcex TMNOB NynoB AnMHA KtoYa Xew-gyHKLMN 3aBMCUT OT BbIOPaHHOW Xelw-

PYHKUUKW B HaAcTporkax nyna. Hanpumep, ona xew-gyHkumm SHA1 onvHa knoya
coctasnset 20 b.

[unckosoe npocTpaHCTBO

* PesepBHoe konupoBaHue: 06bEM CBOOOLHOrO AMCKOBOrO MPOCTPaHCTBA, CO-
CTaBnsiloWmMin He MeHee 3% OT COBOKYMHOro 06 bEéma HdaHHbIX, Pe3epPBHOE KOMMPOBaHME
KOTOpPbIX OCYLECTBNAETCA e ANHOBPEMEHHO.

+ BoccTaHoBneHue aaHHbIX: 06beM cBOOOLHOrO AMCKOBOrO MPOCTPaHCTBA AO0/-
XeH 6blTb HE MEHEE COBOKYMHOro o6 bemMa eAMHOBPEMEHHO BOCCTAHABIMBAEMbIX OaHHbIX
C MCNONb30BaHNEM [AHHOr0 KIMEHTa.

* MHoronoToyHoe pesepBHOEe KonupoBaHue: 06bEM CBOOOAHOrO AUCKOBOrO
MPOCTPaHCTBA 3aBUCUT OT BblOpaHHbIX MapaMeTpoB: KONMYeCcTBa NOTOKOB, pa3mepa 610-
Ka 1 AnuHbl Xewa. Yem 6onbwe ncnonb3yeTcs NOTOKOB, TeM Bonblue Tpebyembit 06 BHEM.
Yem MeHble BblbpaHHblii pasmep 6noka, Tem 6onbwe Tpebyetcs OOCTYMHOroO MNpo-
CTpaHcTBa Ha Ancke. Yem bonblwe anvHa xewa, Tem 6onble TpebyeTtcs namaTu.

« Pacuét Tpebyemoro o6béma: MNpnbnnsnTtenbHolit pacyét Tpebyemoro obvéma
LOCTYMHOrO MPOCTPaHCTBA B  MHOrOMOTOYHOM PEXMME MOXHO OUEHUTb  Kak
(worker_parallelism *)% oT pecypca. 970 03HayaeT, 4TO ANS Kax.[oro paboyero notoka,
KOTOPbI OyOeT 1UCnonb30BaTbCA NPY MHOMOMOTOYHOMW 006paboTKke AaHHbIX, NOTPebyeTcs
onpenenéHHblii 06 bEM OOCTYNHOro NPOCTPAHCTBA Ha AMCKE.

* - Worker_parallelism oTHOCMTCA K BO3MOXHOCTM OLHOBPEMEHHOI0 BbIMOJIHEHMS
HEeCKO/IbKNX MPOLIECCOB B paMkKax O4HOro NpunoXeHus.
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4 'RuBackup

Bonee To4HbIN pacyéT MakcumanbHo Tpebyemoro o6béma cBoOOAHOro NPOCTPaHCTBA Ha
nmcke npu 6ekane MOXHO OLEHNTb N0 OOPMYy ne:

V= ObvéM pecypea
Pasmep 6noka

( Pasmep xewa+20) x ( K +1)+ Pazmep memadaHHbIx

roe:
* K=1npu ooHONOTOYHOM PEXUME;

. K = worker_parallelism, ecnn 3agaHbl MHOrOMOTOYHBIA  PEXUM
(enable_multithreading) n cnabas nepynnukauus (enable_flexible_dedup).

91a hopmyna no3sonseT paccyntatb 06bEM NamMAaTh, HEOOXOAUMBIV AN XPaHEeHWs AaH-
HbIX BO BpeMms npotecca 6akana.

B dpopmyne ncnonbayotcsa cnepytowme 0603Ha4YeHms:
*+  O61bém pecypca — 0bwmint 06 bEM JaHHbIX, Noanexawmx 6akany;

» Paamep 6noka — pasmep 610ka OaHHbIX, MCNofb3yeMoro anst 06paboTku naH-
HbIX BO BpeMs 6akana;

+ Pa3smep xewa — pa3mMep xela, UCrnonb3yemMoro Ans MaoeHTUgmMKaunum gaHHbIx;

» worker parallelism — konnyecTBo pabo4ymx MOTOKOB, UCMONb3YEMbIX ONS Bbl-
nonHeHns 6skana;

* enable multithreading — donar, ykasbiBawwWwmin Ha MCNONb30BaHWE MHOroOMo-
TOYHOCTW;

» enable flexible dedup — donar, ykasbiBaowmii Ha UCNONb30BaHMe rnbkon ae-
aynnukauum;

* 20 — makcumanbHbIil pa3mep cepnann3oBaHHOM No3nuumn B goarnne;

1 — BpeMeHHas 6as3a ONs BbIYUCNEHNS CUrHATYpbl UAK OTNPaBKK Xelwelh Ha
cepsep;

* pasmep MeTagaHHbix — 310 0.02 * 06BEM pecypca.

Huxe npenctaeBneHa Tabnmua c npyMepamm pac4yeTos.

Pecypc Xew Bnok K Pa3mep meTagaHHbIX Hwucklpo-
ctpaHcTBo ([B)
536870912000 64 8192 8 10737418240 56
536870912000 64 8192 32 10737418240 179
536870912000 64 8192 64 10737418240 343
536870912000 64 8192 128 10737418240 671
536870912000 64 1048576 8 10737418240 10
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Pecypc Xew
536870912000 64
536870912000 64
536870912000 64
1099511627776 64
1099511627776 64
1099511627776 64
1099511627776 64
1099511627776 64
1099511627776 64
1099511627776 64
1099511627776 64

OﬂepaLI.VIOHHbIe CUCTEMDI

Astra Linux 1.8
Astra Linux 1.7
Astra Linux 1.6
Debian 12
Debian 10
Ubuntu 22.04
Ubuntu 20.04
Ubuntu 18.04
CentOS 8
CentOS 7

Alt Linux 10

Bnok

1048576
1048576
1048576
8192
8192
8192
8192
1048576
1048576
1048576
1048576

Red Hat Enterprise Linux 9

Rosa Cobalt 7.3
Rosa Cobalt 7.9
Rosa Chrome 12

K

32
64
128

32
64
128

32
64
128

& 'RuBackup

Paamep meTagaHHbIX

10737418240
10737418240
10737418240
21990232555
21990232555
21990232555
21990232555
21990232555
21990232555
21990232555
21990232555

Hwucklpo-
ctpaHcTtBo ([B)

11
12
15
114
366
702
1374
21
23
25
31
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4 'RuBackup

. Alt Linux 10
. PEL OC 8

Moaynu pe3epBHOro KonMpoBaHWs

OnepauunoHHble CUCTEMBI

MnaTcopMbl BUPTYanusauum

Mogaynb gnsa ISPsystem VMmanager

Astra Linux 1.7

Astra Linux 1.6

Ubuntu 20.04 (B akcnepuMMeHTanbHOM pexume)
Ubuntu 18.04 (B aKCneprMeHTanbHOM pexunme)
CentOS 8 (B akcnepuMeHTanbHOM pexunme)
CentOS 7 (B aKcrnepMeHTanbHOM pexume)

Alt Linux 10 (B akcnepunMeHTanbHOM pexume)

PEL OC 7.3 (B aKCnepuMeHTanbHOM pexunme)

Moaynb gns K CB "bpect”

Astra Linux 1.7
Astra Linux 1.6

Moaynb gna PYCTOK

Astra Linux 1.7
Astra Linux 1.6
Ubuntu 22.04 (B akcnepuMMeHTanbHOM pexume)
Ubuntu 20.04 (B akcnepuMMeHTanbHOM pexume)

Ubuntu 18.04 (B skCnepvMeHTanbHOM pexunme)
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4 'RuBackup

Moaynb ona ASPOLONCK VAIR

Astra Linux 1.7
Astra Linux 1.6
Debian 10
Ubuntu 20.04
Ubuntu 18.04

Alt Linux 10 (B aKcnepnMeHTanbHOM pexume)

Moaynb ona VMware vSphere

Ubuntu 20.04

Moaynb ons zVirt

CentOS 8

CentOS 7 (B aKCnepuMeHTanbHOM peXxunme)
Alt Linux 10 (B aKCnepuMeHTanbHOM pexunme)
PEL OC 7.3 (B akCnepuMeHTanbHOM pexume)

Rosa Cobalt 7.9 (B akcnepnMeHTanbHOM pexunme)

Mogaynb ons oVirt

CentOS 8

CentOS 7 (B aKCnepuMeHTanbHOM pexunme)
Alt Linux 10 (B aKcnepnMeHTanbHOM peXxume)
PEL OC 7.3 (B aKCNepuMeHTanbHOM pexunme)

Rosa Cobalt 7.9 (B skcnepuMeHTanbHOM pexume)

Moaynb ona REDVirt

CentOS 8

CentOS 7 (B aKcrnepMeHTanbHOM pexume)
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4 'RuBackup

Alt Linux 10 (B akcnepnMeHTanbHOM pexume)
PEL OC 7.3 (B akCnepuUMeHTanbHOM pexume)

Rosa Cobalt 7.9 (B akcnepnMeHTanbHOM pexunme)

Moaynb onsa P-BupTtyanusaums

CentOS 7

Moaynb gnsa OpenStack

Astra Linux 1.7

Astra Linux 1.6

Ubuntu 20.04 (B akCrneprMeHTanbHOM pexunme)
Ubuntu 18.04 (B aKCneprMMeHTanbHOM peXxunme)
PEL OC 7.3

Mogaynb ons Tionix

Astra Linux 1.7 (B aKCnepuMeHTaNbHOM pPeXUnME)
Astra Linux 1.6 (B akCnepuMeHTanbHOM pexunme)
Debian 10 (B akcnepuMeHTanbHOM pexunme)
Ubuntu 20.04 (B akcnepuMMeHTanbHOM pexume)
Ubuntu 18.04 (B aKcnepMMeHTanbHOM peXxume)
CentOS 8 (B akCnepuMeHTanbHOM peXxunme)
CentOS 7 (B aKCnepuMeHTaNbHOM pexunme)
PEL OC 7.8 (B aKCnepuMeHTanbHOM peXxume)
Alt Linux 10

Rosa Cobalt 7.9 (B akcnepnMeHTanbHOM pexunme)

Moaynb ong DynamiX

Astra Linux 1.8 (B akCnepuMeHTanbHOM pexunme)
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4 'RuBackup

Astra Linux 1.7

Astra Linux 1.6 (B aKCnepuMeHTanbHOM pexXunme)
Debian 10 (B skcnepumeHTanbHOM pexume)
Ubuntu 20.04 (B akcnepuMMeHTanbHOM pexume)
Ubuntu 18.04 (B aKCnepuMeHTanbHOM pexunme)
Alt Linux 10 (B aKCnepnMeHTanbHOM pexunme)
CentOS 8 (B akcnepuMeHTanbHOM peXxunme)
CentOS 7 (B aKCnepuMeHTaNbHOM pexunme)
PEL OC 7.3 (B akCNepuUMeHTaNbHOM pexunme)

Rosa Cobalt 7.9 (B akcnepnMeHTanbHOM pexunme)

Mogaynb gns Greenpum

Alt Linux 10 (B akcnepnMeHTanbHOM pexume)
CentOS 8 (B akCnepuMeHTanbHOM pexunme)
CentOS 7 (B akCnepuMeHTanbHOM peXxunme)

PEL OC 7.3 (B aKCNepuUMeHTanbHOM pexunme)

Moaynb gna KVM

Astra Linux 1.8 (B akCnepuMeHTanbHOM pexunme)
Astra Linux 1.7

Astra Linux 1.6 (B aKCnepuMeHTanbHOM pPexXunme)
Debian 10 (B akcnepuMeHTanbHOM pexunme)
Ubuntu 20.04 (B akCnepMeHTanbHOM pexunme)
Ubuntu 18.04 (B aKCnepuMeHTanbHOM peXxunme)
Alt Linux 10 (B aKcnepnMeHTanbHOM pexume)
CentOS 8 (B akcnepvMeHTanbHOM pexume)
CentOS 7 (B akCnepuMeHTanbHOM pexmnme)

PELO OC 7.3 (B aKCnepuMeHTanbHOM pexunme)
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4 'RuBackup

. Rosa Cobalt 7.9 (B akcnepnMeHTanbHOM pexunme)

Moaynb onsa ECP VeilL
. Astra Linux 1.8 (B akCnepuMeHTanbHOM pexXunme)

. Astra Linux 1.7 (B akCnepuMeHTanbHOM pexunme)

. Astra Linux 1.6 (B aKCnepuMeHTanbHOM pexunme)
. Debian 10 (B akcnepuMeHTanbHOM pexume)

. Ubuntu 20.04 (B aKCneprMMeHTanbHOM peXxunme)

. Ubuntu 18.04 (B aKcnepuMeHTanbHOM peXxume)

Basbl paHHbIX

Mogaynb ons PostgreSQL n Patroni (Universal)
. Astra Linux 1.8
. Astra Linux 1.7
. Astra Linux 1.6
. Debian 10
. Ubuntu 20.04
. Ubuntu 18.04
. CentOS 8
. CentOS 7
. Alt Linux 10
. Red Hat Enterprise Linux 9
. PEL OC 7.3

Moaynb ana PostgreSQL (pe3epBHOe KONUPOBAHWE U BOCCTAHOBNEHNE NHONBUAY-
anbHbix 6a3 gaHHbIX 1 Tabnuu)

. Astra Linux 1.8

. Astra Linux 1.7
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4 'RuBackup

. Astra Linux 1.6
. Debian 10

. Ubuntu 20.04
. Ubuntu 18.04
. CentOS 8

. CentOS 7

. Alt Linux 10

. PEL OC 7.3

Mognynb ons Postgres Pro
. Astra Linux 1.7
. Astra Linux 1.6
. Ubuntu 20.04
. Ubuntu 18.04
. CentOS 8
. CentOS 7
. Alt Linux 10
. PEL OC 7.3

BusHec-npunoxeHus
Moaynb gns CommuniGate Pro
. Astra Linux 1.7
. Astra Linux 1.6
. Ubuntu 20.04
. Ubuntu 18.04
. CentOS 8
. CentOS 7
. Alt Linux 10
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4 'RuBackup

. PEL OC 7.3

Moaynb onsa FreelPA
. Astra Linux 1.7
. Astra Linux 1.6
. Ubuntu 20.04
. Ubuntu 18.04
. CentOS 8
. CentOS 7
. Alt Linux 10
. PEL OC 7.3

Mogaynb ona Mailion
. Astra Linux 1.7

daitnosble CUCTEMBI U Ap.
Mogynb goannosbix cuctem Linux (BXoouT B COCTaB K/IMEHTA PE3epPBHOr0 KOMMpo-
BaHWS)
. Astra Linux 1.8
. Astra Linux 1.7
. Astra Linux 1.6
. Debian 10
. Debian 12
. Ubuntu 22.04
. Ubuntu 20.04
. Ubuntu 18.04
. CentOS 8
. CentOS 7

26



Red Hat Enterprise Linux 9
Rosa Cobalt 7.3

Rosa Cobalt 7.9

Rosa Chrome 12

Alt Linux 10

PELOC 7.3

PEO OC 8

4 'RuBackup

Moaynb ona LVM (Bx0OWT B COCTaB KNIMEHTa pe3epBHOro KONMpOBaHNS)

Astra Linux 1.8
Astra Linux 1.7
Astra Linux 1.6
Debian 10
Debian 12
Ubuntu 22.04
Ubuntu 20.04
Ubuntu 18.04
CentOS 8
CentOS 7

Red Hat Enterprise Linux 9
Rosa Cobalt 7.3
Rosa Cobalt 7.9
Rosa Chrome 12
Alt Linux 10
PEL OC 7.3
PEL OC 8
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MeHenxep aamMuHuctpartopa RuBackup (RBM)

ObopynoBsaHue

Tabnuua 4 — ObopynoBaHue

4 'RuBackup

AnnapaTtHbIiA KOMMOHEHT 3HayeHue
Mpoueccop 4 anpa
OnepartneHas namsTb 4TB
JuckoBoe NpocTpaHCTBO 30IB

OnepaunoHHbIE CUCTEMBI:

* Microsoft Windows (akcnepvMeHTanbHbI pexuMm, npowen ansanH-TecTupoBaHue)

* Astra Linux 1.8
* Astra Linux 1.7
* Astra Linux 1.6
* Debian 12

* Debian 10

* Ubuntu 22.04
*  Ubuntu 20.04
* Ubuntu 18.04

+ CentOS 8

+ CentOS7

* Red Hat Enterprise Linux 9
- PEOOC7.3

« PEOOCS

* Rosa Cobalt 7.9
* Rosa Chrome 12
 Alt Linux 10
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4 'RuBackup

OﬂepaLI.VIOHHbIe CUCTEMBbI.

Astra Linux 1.8

Astra Linux 1.7

Astra Linux 1.6

Debian 12 (akcneprvMeHTanbHbI pexum)
Debian 10

Ubuntu 22.04

Ubuntu 20.04

Ubuntu 18.04

CentOS 8 (akcnepuMeHTasnbHbIR Pexum)
CentOS 7 (akcnepuMeHTanbHbIA Pexum)
Alt Linux 10 (skcnepuMeHTanbHbIA PexXum)
Red Hat Enterprise Linux 9

PEL OC 8 (skcnepuMeHTanbHbIn pexXunm)
PELO OC 7.3 (akCnepvMeHTanbHbIA pexXum)
Rosa Cobalt 7.9 (akcnepuMeHTanbHbIA pexXum)

Rosa Chrome 12 (skcrnepuMeHTasnbHbIi pexunm)

CeTeBble NOPTHI

BesonacHoe coennHeHne komnoHeHToB CPK RuBackup n obmeH mHgopmaumeit
MEXAY HUMM noapasyMeBaeT TEXHUMYECKYH) BO3MOXHOCTb KOMMYyHUKaLMM MO CEeTW.
MNepen ycTaHOBKOWM npoaykTa Heobxoommo obecneynTb B3aMMOLENCTBME KOMMOHEHTOB
CPK nyTeM oTKpbITMUS COOTBETCTBYIOWMX MOPTOB A5 BXOAAWErO 1 UCXOAAWEro Tpagmka
MeX Ay cepBepamu, Ha KOTOPbIX yCTaHOBMAEHbI KOMNOHeHTbl CPK.

B tabnuue 5 npepnctasneHbl komnoHeHTbl CPK RuBackup, koTopble npuHuMmaroT
BXO4AWME COeAMHEHMNS NO YKa3aHHbIM NOPTaM 1 NPOTOKONaM.
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Tabnuua 5 — CeTteBble MOPThHI

& 'RuBackup

KoMmnoHeHT eneBom
> Mpotokon | MopTt Onucanwne
oT no cepsuc
) YnpasneHve onepaumsamm
) rubackup-cmd TCP 9991 Ha MeaViacepBepe
OcHosHol1 cepeep Menwnacepsep
rubackup- TCP 9993 YnpasneHve onepaumsamu
media C OaHHbIMK
Eﬁeéaagﬁ:' Hz'; CoxpaHeHwne KoHdurypa-
OcHoBHOI cepBep omeanogTog- postgresql TCP 5432** | UMOHHOW N onepaTUBHOWA
wen mawmHe MHCpOpMaLM
Ob6ecneyeHne 0TKa3o-
rubackup-cmd TCP 9991 YCTOMUMBOCTH
PesepBHbIl | o\ oeoi cepsep Mepenada AaHHbIX MEX Oy
cepsep rubackup- TCP 9993 | MeAnacepsepamu B cocTa-
media BE OCHOBHOIO 1 Pe3epBHO-
ro cepeepoB
Baza naHHbIX
PesepBHbliii cep- RuBackup Ha Coxparienme kodpurypa-
* postgresql TCP 5432 LIMOHHOW 1 onepaTuUBHOM
BEP OTAENbHOCTOSA- MHCDOPMALIMM
wen malmvHe P
Menunacepsep Menunacepsep rubacKup- TCP 9993 lMepenadya oaHHbIX MEX OY
media Meaunacepsepamu
i YnpaBneHve onepaumsmu
; ) rubackup-cmd TCP 9991 Ha MeavacepBepe
€3epBHbIli cep-
Menmnacepsep psep* P rubackup- YnpasneHve onepaumsamm
media TCP 9993 C OaHHbIMK
basa natHeix CoxpaHeHwne KoHurypa-
RuBackup Ha - - ”
Menunacepsep o postgresql TCP 5432 LIMOHHOR 1 onepaTUBHOM
oTOenbHocTosIWelnR MHCDOPMALIMM
malmHe p
KnueHT peseps- YnpaBsneHve onepaumsmu
Horo konunposa- | OcHoBHol cepBep | rubackup-cmd TCP 9991 Ha KNIMeHTe pe3epBHOro
HYs KOMMpPOBaHWs
KnneHT peseps- Mepenaya paHHbIX MeX Oy
Horo konuposa- | MeAnacepsep rubackup TCP 9993 | MeaMacepBepoOM 1 KNneH-
media
HYS TOM
YnpasneHve onepaumsamu
K rubackup-cmd TCP 9991 Ha KNMeHTe pe3epBHOro
NINEeHT peseps- o i KOnMpoBaHus
HOro KonupoBa- Pe?’epBHbiM cep P
HUS Bep rubackup- Mepenaya faHHbIX MEXOY
mediap TCP 9993 | MeonacepBepoOM 1 KNEH-

TOM
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REST API

KoMnoHeHT LleneBoﬁ
or 10 cepeic MpoTtokon | lMopTt OnucaHne
RuBacku Otnpaska 3anpocos Ha
REST AIEI OcHoBHoli cepBep | rubackup-rbm TCP 9995 | cepBep ¥ NONy4YeHNE WH-
doopmanmm
basa naHHbIx
RuBackup RuBackup Ha « | [lonyyeHune nHdpopmaumm
REST AP[*** OTOeNbHOCTOSWEN postgresq| TCP 5432 13 6a3bl AaHHbIX
malmHe
. OTnpaBka 3anpocoB Ha
Eggﬁpgﬁﬁ Peseﬁz¥§mcep- rubackup-rbm TCP 9995 | cepBep 1 NONy4YeHUe WH-
goopmarmm
MeHenxep Basa naHHbIx CoxpaHeHue KoHdurypa-
RuBackup (RBM) Ha RuBackup Ha - | postgresql TCP 5432** | UMOHHOW N onepaTUBHOWA
OTAENbHO CTOAWEN| OTAENbHOCTOSIWEN MHCDOPMALIN
MawuHe MawuHe
MeHenxep
RuBackup (RBM) o ) YnpaeneHuve onepaumsamm
Ha OT OENbHO CTO- OcHoBHol cepBep | rubackup-rbm TCP 9995 RuBackup
dlWen MawmnHe
MeHenxep
RuBackup (RBM) | PesepBHbIi cep- ) YnpaeneHuve onepaumamm
Ha OTOe/NbHO CTO- Bep* rubackup-rbm TCP 9995 RuBackup
dlWen MawmnHe
EHTA%HJASOSZI{]Z YnpaBneHve onepauusmm
i P OcHoBHol cepBep | rubackup-api HTTPS 443*** | RuBackup yepes REST
pe3 Rubackup AP
REST API
E&TA?ZH;égggzlﬂz: PesepsHbIit cep- ; ngaBBniHVle Onepal:'{'lé';'?.m
pea Rubackup Bep* rubackup-api HTTPS 443+ uBackup uyepes3 RES

API

* Mpw Hann4nn pesepBHOro cepeepa.

“* Ecnmn 6a3a gaHHbIX CKOHGOUIypupoBaHa ¢ MCnosib30BaHMEM HECTAHOAPTHOrO NopTa, To
ONa NoAkYeHus Kk Heid npoaykta RuBackup mopT MoxeT ObiTb M3MEHEH BPY4YHYHO B
KOHJourypaumoHHom goavine /opt/rubackup/etc/config.file.

“** Ecnn 6a3a OaHHbIX UCMOMb3yeT HeCTaHOAPTHbIA MOPT, TO ANS NMOOK/IIOYEHNUS K Hei
RuBackup REST API nopT MOXHO NOMEHSITb BPY4YHYIO B KOH(pUrypaLunoHHOM paine /
opt/rubackup/etc/rubackup_api.conf

*kkk

Ecnn HGO6XO,£I,VIMO MCronb3oBaTb HeCTaH,EI,apTHbIVI nopt AOnsa nooKn4YeHns

kK RuBackup REST API, ero MOXHO NOMEHATb BPYYHYIO B KOHOMUIypaunoHHOM doarnne [/
opt/rubackup/etc/rubackup_api.conf.
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OcobeHHOCTN YCTaHOBKM NakeToB B Linux

OucTtpubyTmebl cepepa u knmeHta RuBackup moryT noctaenatbcs B Buge deb u
rpm-nakeToB. [ns pasHbix aucTpunbyTmBoB Linux, No npuynHe nx oTANYUiA pyr oT Apyra,
npenycMOTpPEHbI crieunanbHO NoaroToeneHHble nakeTbl RuBackup.

MNepen yCTaHOBKON KNMEHTCKOrO U CEpPBEPHOro NakeToB HEOOXOAMMO YCTAHOBUTL
nakeT rubackup-common Heobxoanmoi Bepcun, noaxoasawmin ons Bawero auctpmnbytmea
Linux. Hanpumep:

$ sudo dpkg -i rubackup-common_<version>_amd64.deb
nnu
$ sudo rpm -1 rubackup-common_<version>.x86_64.rpm

MepeyeHb KNMEHTCKMX W CEepPBEPHbIX MaKeToB, YCTaHaB/NMBAEMbIX B Pa3/INYHbIX
onepaunoHHbIX cMcTeMax, NpeacTaBeH B NpunoxeHun (cM. MpunoxeHue b).

B 3aBmcmMOCTM OT TrNa nCnosib3yemMoro nakeTHoro MmeHenxepa B Bawem ouctpum-
6yTuBe Linux, mpouenypa yCTaHOBKM W yOaneHUs NakeToB MOXET WCMOonb30BaTb KO-
mMaHabl dpkg, rpm, apt, yum u np. B HacToswem pykoBoacTee npouenypbl yCTAHOBKW OMKU-
caHbl AN NaKeTHOro MeHenXxepa, KoTopbii onepupyeTt naketammn deb. Hanpumep, npo-
Lelypa yctaHoBkM naketa knneHTa RuBackup BbirnsauT cnegytowmm obpasom:

$ sudo dpkg -i rubackup-client_<version>_amd64.deb

Ona yctaHoeku knneHta RuBackup B OC ¢ nakeTHbIM MEHEeAXEePOM, KOTOpPbIN one-
pupyeT rpm-naketamu, BMECTO BblleyKa3aHHOM KOMaHObl cnefyeT BbiMOIHUTL KOMaHay:

$ sudo rpm -1 rubackup-client_<version>.el8.x86_64.rpm

[Mpouenypbl yoaneHnsa nakeToB B HACTOSLWEM PYKOBOACTBE OnucaHbl ANs NakeTHo-
ro MeHenxepa, KOTopbIi onepupyeT naketamm deb. Hanpumep, npouenypa ynoaneHus
nakeTa knmeHta RuBackup Bbirnsaant cnegytowmnm obpasom:

$ sudo apt remove rubackup-client

Ona yonanenunsa knueHta RuBackup B onepaunoHHOM CUCTEME C NaKeTHbIM MEHe-
IXepoM, KOTOpbI onepupyeT rpm-naketamu, BMECTO BbllleyKa3aHHOW KoMaHabl cnenyeT
BbINO/HUTD:

$ sudo yum remove rubackup-client
Nunbo:
$ sudo rpm -e rubackup-client

HekoTopble onepaunoHHble CUCTEMbI, Takne kak Alt Linux, MCNonb3yloT NakeTHYIo
CUCTEMY rpm, HO BMECTO yum KUcnonb3ytoT apt. lNepen yctaHOBKOW unu yaoaneHnem nake-
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ToB RuBackup cnenyet yTo4yHUTb, Kakme KomaHabl HEOOX0AMMO MCMONb30BaTh ANS Ba-
wero amctpubyTmea Linux.

KoHpurypuposaHue nokanu

Mpwn 3anycke anemeHToB CPK RuBackup B py4HOM pexuMme yepes TepMuHan Bos-
MOXXHO BO3HUKHOBEHME OWNOKKN nokanu (owmnbka MoXeT BCTPETUTLCS B NpoLiecce ycTa-
HoBky CPK un Bepcumn ALSE 1.8). NMoao6bHoe cBA3aHO C OWMOOYHO CKOHMPUMYPUPOBaHHOA
nokKanbto.

Ins npoBepkn nokanu cnepyeTt 3anycTuTb KOMaHay u ybeouTbcs, 4TO KoMaHaa

npoxoamT 6e3 ownbok:
$ sudo locale

Ecnu Bo3HMK M ownbkmn nocne NpoBeEPKU cTatyca nokanu, To cnegyet NpUMEHUTb
cnepytoLlyto KoMaHay Onsi eé peKOH(UrypupoBaHus :

$ dpkg-reconfigure locales

AﬂbTepHaTVIBHbIM BapnaHTOM 4BNsdAeTCA 3anyCck C 4BHbIM yKa3aHMeM nokanwu.
Hanpumep, ons nonyyeHust harware id ons cepeepa KomaHaa MOXeT BbirnsaaeTb cnenyto-
Wwmm obpaszom:

$ sudo LANG=C LC_ALL=C opt/rubackup/bin/rubackup_server hwid

JNTvueHsunposaHne CPK RuBackup

Lna ncnonb3oBaHUsa NONHOIO (PyHKLUMOHANA CUCTEMbI PE3EPBHOr0 KOMMPOBAHUS U
BOCCTaHoBNeHMs paHHbIx RuBackup Tpebyetcs ycTaHOBWTb NULEH3VMOHHBIA chaitn ans
KaX,aoro pasBépHyTOro CepBEpPHOro KOMMOHEHTA — OCHOBHOrO, PE3EePBHOro U mMeama-
CcepBepos.

MNMpumeyaHue. JinueHsnposaHuio nognexunt kaxabii cepsep CPK RuBackup. Jln-
ueHaupoBaHue knuneHtoB CPK RuBackup He TpebyeTcs.

JNlvueHanoHHbIn norosop (EULA) Ha npaBo ncnonb3oBaHMsa NporpamMmMHOro Npoayk-
Ta CPK RuBackup HaxoouTcs B nanke /opt/rubackup/copyrights/, a Takxe [OCTyneH ans
03HaKOMJIeHMs Ha odomumanbHoM canTe https://www.rubackup.ru/. Vicnonb3ys nporpamm-
HbIA NPOAYKT NOJSib30BaTENb NPUHUMAET YCNOBUSA NNLEH3NOHHOrO 4OroBopa.
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Twunbl NUUEH3WIA

Nuuenauns Ha CPK RuBackup MoxeT 6biTb HECKONbKUX TUMOB, B 3aBUCMMOCTM OT
orpaHuyeHnii onsa nuueHsmnata. Cnocobbl NMUEH3NPOBAHMS CUCTEMbl PE3EPBHOIO KOMU-
poBaHust RuBackup npueeneHbl B Tabnuue 6.

4 'RuBackup

Bce cepBepHble KOMMOHEHTbI CUCTEMbl pe3epBHOro konuposaHus RuBackup
nognexar eauHOMY TUMy NNLEH3NPOBAHUS.

Tabnuua 6 — Tunbl nuuenaunin CPK RuBackup

MapameTp
JINLEH3n-
poBaHus

Twvn nn-
LeH3uu

backend

frontend

Mo
KoHVIrypaLmA

backend
TecToBasd

BpemeHHas

KoHdurypa- O6béM pesepBupye-

uus MbIX BaHHbIX
CyMMapHbI 06BHEM
bes orpaHu- BCex XpaHUMbIX pe-
YEeHUN 3epBHbIX KONWN B Cn-
cteme CPK”
CyMMapHbI 06BEM
be3 orpaHu- MOJIHbIX YHMKANbHbIX
YeHUN pe3epBHbIX KOMUA UC-
TOYHMKOB AaHHbIX™
Konu4yectso
KJINEHTOB Cu-
CTeMbI pe- MakcuManbHbIN
3epBHOro KO- 06BHLEM XpPaHMMbIX pe-
nMpoBaHWs,  3epBHbIX Konui 250
KOJIN4YEeCTBO TB"
COKeTOB cep-
Bepa***
1 cepsep 1Tb
Mo 3anpocy Mo 3anpocy

Cpok nen-
CTBMA

beccpoyHas
N
CpoYHas

BeccpoyHas
U CpoYHaA

beccpoyHas
U CpoYHas

1ron

Mo 3anpocy

OrpaHuyeHue

Mpn wncyepnaHmm ob6bLEMa
JINLEH3NN HEBO3MOXHO Bbl-
NMOJSIHNTL pe3epBHOE KOmMu-
poBaHMe, HO BOCCTaHOBJe-
HMe OaHHbIX O4OCTYMHO.
MUHUManbHaa NMLEH3UA —
176

YynTbiBaeTCA TOJIbKO Hawu-
bonbluas pesepBHas Konus
knneHta CPK RuBackup.
MuWHMManbHas NMUEH3NA —
1Tb

MuHManbHaa KoOHUrypa-

umnsa: 1 cepsep 1 10 kKnmeH-

TOB.

Onsa KaXKaoro KnmeHTta (He

3aBUCUMO OT KOHpMIrypaumm)
OOCTYMHO pe3epBHOE KOMNu-
poBaHue (pansoBon cncTe-

Mbl 1 LVM-ToMOB

lMony4yeHne aBTOMaTUYECKOe

npu 3anycke OCHOBHOMO
cepsepa
MpenocTasnseTcs no
3anpocy
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MapameTp
JIMLEeH3n-
oBaHMA . -- } o
P KoHdurypa- O6bémM pesepBupye- Cpok aeun OrpaHnueHme
uus MbIX AaHHbIX cTBMSA
Tun nu-
LeH3umn

" yunTbiBaeTCcsi 06bEM BCEX pe3epBHbIX KOMUI Moc/e COKaTUsA U geaynankaumm, o6 bEmM xpaHu-
MbIX Me€TaZlaHHbIX;

“ yynTbiBaeTcs 06bEM pe3epBHbIX KOMUIA Moc/e CxXaTus, HO A0 AefynanKauun, ecam oHa uc-
Nob3yeTCs, TaKXXe YYUTbIBAETCA 06BbEM XpPaHUMbIX MeTalaHHbIX;

“ YYNTBIBAIOTCSA TOJIbKO UCMOJIb3yeMble (3amnoJIHeHHbIE) COKeTb!

dann nMueH3uu

+ dainn nMueH3n uMeeT pacwupeHue ./c N OONXEH HaxoouTcs B KaTtanore /opl/
rubackup/efc/ c imeHem panna rubackup.lic.

* Mpun 3anycke CPK RuBackup cuctema nporpaMMHoOro nuueHavpoBaHus byaoeT ocyule-
CTBNATb MOUCK NULEH3UWN B KaTanore /opt/rubackup/etc.

* MpoBepka haina NUUEH3Un OCyLLEeCTBASETCS KaXablih Yac nocne 3anycka cepeepa o
cnemyowyM napameTpam:

—Tun cepsepa CPK RuBackup: oCHOBHOW, pe3epBHbIii, Meana;
—MOEHTNGUKATOP XoCcTa NULEH3NPYEMOro cepeepa haraware id.
—B 3aBUCMMOCTU OT TUNa NULLEH3NN:

—CyMMapHbIi 06 bEM pe3epBrpyeMbIX AaHHbIX;

— CyMMapHbIi 06 EM CO30aHHbIX NMONMHbIX PE3ePBHbIX KOMWIA;
—CpPOK OenCcTBuS;

—Konn4yectBo 0JHOMOMEHTHO NMOAK/TIOYEHHbIX KNTMEHTOB pPe3€epPBHOIN0 KONMpoBaHUA.

MonyyeHne nMUEH3NOHHOIO doaiina

[ns nonyyeHus NULEH3MOHHOrO cpaina cepsepa (OCHOBHOIO, Pe3epPBHOr0 U Me-
LOMacepBepoB) y NocTaswmka Heobxoamnmo:

1. TlMonHOCTbIO pasBepHyTb CEepPBEPHYIO rPYNMNUPOBKY 3annaHNPOBaAHHOW apXUTEKTY-
pbl CUCTEMbl pe3epBHOro konvposaHua RuBackup, ycTaHOBUB nakeTbl CEPBEpPHON
vyactn CPK RuBackup Ha xocTax.

2. BbINONHMTL KOHUrypnpoBaHue cepBepoB, B pe3ynbTaTe Nony4yms KOHGUrypaum-
OHHbI chann /opt/rubackup/etc/config. file.
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3. Onpepenntb cnocob reHepupoBaHus naeHtTudomnkarTopa hardware id, ykasas 3Ha-
yeHWe napameTpa wse product uuid B KOH(pUrypaumoHHoMm panne /opt/
rubackup/etc/config. file.

4. Ha kaxnom cepsepe nony4utb naeHtTudukartop hardware id, BbinonHMe komaHay:
rubackup_server hwid

3adomkenpoBaTb nobbiM yaoo6HbIM cnocoboM Ons Kakoro Tuna cepeepa (OCHOB-
HO, pe3epBHbI, Meana) NoNyYeH NAeHTUEMKaToP.

5. lpepocTaBnTb NOCTABIWUKY NONYYEHHbIE NAEHTUPUKATOPBI YAOOHBIM CNOCOOOM 1
NONy4YnUTb NULEH3NOHHbIE hannbl onsa cepeepHbix komnoHeHToB CPK RuBackup
Ha agpec 3NeKTPOHHOW NOYThl NONb3oBaTENS.

YcraHoBKa NUMLEeH3NOHHOro aiina

YcTaHOBMTE NUUEH3VMOHHbLIA oann Ha KaXOoM XOCTe NNUEH3MPYyeMoro cepsepa
CPK RuBackup.

LN ycTaHOBKM NMUEH3MOHHOMO cparina HeobxoanmMo:

1. [MpmBecTn nma nonyyvyeHHOro doamna nuueH3nn K Buay rubackup./ic, BbINONHNB KO-
MaHL4y, Haxo4sCb B Narke ¢ gpannom:

mv <old_filename.lic> rubackup.lic

roe <old_filename.lic> - Tekywee nMs panna MMLEH3NOHHOMO KMKYa.

2. lMepemectnTb nnn 3ameHnTb' (B cnyvyae 0OHOBNEHMS NULEH3UN) chaiin NNLEH3UM
B nanke /opt/rubackup/etc/; BbINONHMB KOMaHAy, Haxogacb B narnke ¢ nNoaroToBs-
NEeHHbIM (pannoM NMNUEH3NOHHOIO KNKoYa:

cp rubackup.lic /opt/rubackup/etc/rubackup.lic
MpuMeyaHue. AkTnBauns nMUEH3UN NPOM3ONAET Nocne 3anycka cepsepa.

3. OnumoHanbHO: NPV BbINONHEHUN MEPBUYHOMO NNLIEH3UPOBAHNS WA OOHOBNEHUS
NMLEH3NN B CneacTBumn nameHeHns apxmtektypol CPK RuBackup TpebyeTtcst Bbl-
NOSIHUTb KOHPUIypuUpoBaHMEe KaxXOoro KOMMOHEHTa C NOMOLWbIO YTUANTLI rb_init,
cobnonas nopsmook:

* OCHOBHOW cepBep;

pe3epBHbIi cepsep;

Meauacepsepa;

¢ KJINeHTbl CUCTEMbI pe3epPBHOIro KonnpoBaHms.

1 PekoMeHAOyeTCsl COXpaHWUTb CyLWeCTBYIOWMWA doain nUeH3nm
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B cnyyae obHOBNEHMS NUUEH3UN B CNEACTBUU M3MEHEHMS CpPOKA OENCTBMSA WU
obbéma pesepBMpPyeEMbIX OaHHbIX KOHGMrypuposaHme komnoHeHToB CPK RuBackup He
TpebyeTcs.

4. OnumoHanbHO: Npu OBHOBNEHWMM NULEH3UM, NPOU3BEANTE Mepesanyck cepsepa,
BbINOSIHMB B TEPMMHANE KOMaHIy:

* eC/ CepBep paHee 3anylleH B pyYHOM pexrme Yepes TepMuHan:

sudo rubackup_server restart
* €CN1 CepBep paHee 3anyuleH Kak CepBUC:

sudo systemctl restart rubackup_server

OG6HoBNEHME NULIEH3WOHHOrO haiina
» OBHOBNEHNE NMLEH3NOHHOrO doaina HeobxoamMMo B cryyae:
—UN3MEeHeHnsa naeHTndomkaTopa Xxocta nMUeH3NpyeMoro cepeepa haraware id,

—OKOHYaHue NuueH3nm (Mo KakoMy-nmbo napameTpy NMUEH3MPOBAHNS B 3aBMCMMOCTU OT
TMna NMUeH3nn);

—n3meHeHus cyuwectsytowen apxmtekTypbl CPK RuBackup, Hanpumep, yctaHoBkn Moay-
nen Ons pacwmpeHns BO3MOXHOCTEN pe3epBHOr0 KOMMPOBAHWS UM BOCCTaHOBMEHUS
LaHHbIX, NPV UCMONb30BaHMM TUMNA NMUUEH3UN «M0 KOHUrypaumnm».

 [1ns o6HOBNEHNS NULEH3NOHHOMO dhaina:

—nony4nte obHoBnéHHY0 nuueHanio CPK RuBackup y noctaBwmka B COOTBETCTBUU C
nogpasnenom «flonyyeHne NUUEH3NOHHOro dhanna»;

—npoun3eeantTe OOHOBMEHWE YCTAHOBMEHHOTO NMUEH3VWOHHOTO (paina Ha cepsepe
RuBackup B COOTBETCTBMM C NOAPA30EN0M HACTOSAWEro AOKYMEHTA.

MonyyeHne cBepeHuit 0 NMUEH3UN

CeepneHuns 06 yCTaHOBNEHHOWM NMUEH3UN OOCTYMNHbI AN MPOCMOTPAa B XYypHane co-
ObITUA Ha XOCTE NMLUEH3MPOBAHHOrO cepeBepa M B MeHenxepe agMuHucTpaTopa
RuBackup.

MpocMOTp CBEAEHUI O NULEH3MK B XypHane cobbiTuit

Ins npocMoTpa cBeAeHWin 0 NULEH3UN B XypHane cobbiTuii RuBackup.log:

1. IobaBbTe cBeaeHns 06 yCTaHOBNEHHON NULEH3MM Ha XOCTE NULEH3UPOBAHHOIO
cepBepa CPK RuBackup (nocne ero 3anycka) B XypHan cobblTUiA, BbINOHUB KO-
MaHAOy B TepMuHane:
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rubackup_server license

KomaHpoa pobaensieT B XypHan cobblTuin /opt/rubackup/log/RuBackup.log naHHble
06 ycTaHOBNEHHOI Ha CepBEPE NULIEH3NN.

2. [lna npocMmoTpa CBeLEHWA O NMLEH3UN B XypHane cobbiTuii, HanpuMep, BbINOIHM-
Te, KOMaHay B TepMuHane:

sudo tail -f /opt/rubackup/log/RuBackup.log
B TepMmunHane 6y,ueT BbiBeeHa cnenyouwas I/IHCpOpMaLI,I/IFI O NNUEeH3nn.

* 1MS XOCTa, Ha KOTOPOM pa3BEPHYT CEPBEP, U Er0 ONUCAHUE;
* pOnb cepBepa (OCHOBHOW, pe3epBHbIN, Meana);

* naeHTudukaTop xocTa NMUEH3NPOBAHHOIO cepeepa Awid,

e [aTty Hayana oevcTBUS NMULEH3UU;

* [aTy OKOHYaHWUS OENCTBUS NMULEH3UU;

* TWM NNUEH3UN;

* MakcumasbHbIl pa3mep pe3epBupyeMblX OaHHbIX;

* pasMep UCMONb30BaHHbIX PE3EPBUPYEMbIX OAHHbIX.

MpocMoTp cBegeHuit O nuueHsuM B MeHepxepe aaMUHUCTpaTopa
RuBackup

Ins npocmoTpa cBeaeHuin 06 yctaHoBNeHHbIX Ha cepBepax CPK RuBakup nuueH-
31sx:

1. 3anyctute MeHepnxep agmmnHuctpaTtopa RuBackup (RBM).
2. BbinonHuTe aBTOPMU3aLMIO NONb30BATENS.

3. B BepxHeit naHenn RBM HaxmuTe kHonky Hactpoiika (& 1 B Bbinafatowem MeHio
(pucyHok 1) BbibepuTe NyHKT «JILEeH3Ust».

(1) CepsucHbiin pexkum (D)

[23) NokaneHas koHbWrypauws
-.[-JJ NueHznag...

;) NMogpepxka...

(i) O RuBackup...

Pucyrok 1 — OxkHo RBM «HacTpoiku»
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4. B oTKpbIBWEMCS OKHE «JlMLeH3nmn» (PUCYHOK 2) NpuBELeHbl CBeAeHUS 00 yCTaHOB-
NEHHBIX TEKYLWMX NuueH3usix cepsepHoit yacTn CPK RuBackup, aaHHble 6ynyT Bbl-
BEeLEHbl B COOTBETCTBUN C TUMOM NNLEH3UN:

MMS$ XOCTa, Ha KOTOPOM PasBEPHYT NNLEH3NPYEMbI CEPBEP;
onucaHue XocTa, Ha KOTOPOM PasBEPHYT NNLEH3NPYEMBI CEPBEP;
TN y3na — TUMN NTULEH3VPYEMOro cepBepa (OCHOBHOW, Pe3epBHbI N MeanacepBep);

TUN NMUEH3MN — BO3MOXHbIE 3Ha4YeHus: backend, frontend, configuration (cm. Tabnuuy
6);

EMKOCTb — MakcumarnbHbI pasmep pesepsrpyemblx gaHHbIX (Th);

NCnonb30BaHHash EMKOCTb — pasMep WCMONb30BaHHbIX PEe3ePBUPOBAHHBIX [OaHHbIX
(6ainT);

JaTta Hayana nuueHamm — pgaTta yYCTaHOBKM W 3anycka NuUUeH3MpyemMoro cepseepsa B
gopmate YYYY.MM.DD, ¢ npencrasneHnem BpemMeHu B 24-4acOBoi HoTaumm hh:mm;

farta OKOHYaHUSa OeNCTBMSA NMULEH3MM — OaTa aHHYIMPOBaHUS NMMLEH3UN 1 npekpalle-
HUS [oCTyna K OYHKUN pe3epBHOr0 KONMUPOBaHUS OaHHbIX (PYHKUUS BOCCTAHOBNEHUS
HaHHbIX N3 paHee coenaHHbIX pe3epBHbIX Konuin goctynHa) B goopmate YYYY.MM.DD,
C npefncTasfieHneM BpeMeHn B 24-4yacosom HoTauum hh:mm;

3akasyuk, no 3anpocy KOTOPOro NpeaocTasfieHa NMUEH3Ns;
COKEeTbl — KONMYECTBO NNLEH3NPYEMbIX Pa3bEMOB Ha MAaTEPUHCKOM NnaTte cepBepa;
knmneHTbl CPK RuBackup;

HWID — noeHTngomkaTtop xocra, Ha KOTOPOM Pas3BEPHYT JIMLIEH3UPYEMbI CepBEp.

¢ Ru &2 8 @

-

88 NaHens MoHUTOPUHIa
oo P ® i)

L) ObbekTsi v Ums xocTa Onvcarine Tun y3na Tun amuersmn | Ewmkocts | Wcnonb3osakwas émkocTs | [laTa Havana Data

Crpatervm tw-secondary Secondary RuBackup server Backend 5 10927482388 2024.05.03 00:00 2025.(
tw-primary Primary RuBackup server  Primary RuBackup server Backend 5 10927482388 2024.05.03 00:00  2025.(
B rnobansHoe pacnucaHne
tw-media Media RuBackup server Backend 5 10927482388 2024.05.03 00:00 2025.(

YpanéHHas pennukaumns

E PenozuTopuii

[] O4epens 3apad
9 Cepsepsl RuBackup
[=] KypHans

£ AnmuHUCTpUpoBaHue

PucyHok 2 — KapTtodka yctaHoBneHHbix nuueHsnin CPK RuBackup
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5. Inga nuueHsnn tuna «no KOHoUrypaumm» BO3MOXEH MPOCMOTP YCTAHOBMEHHbIX
pacwupeHunin: Nno asoHoMy Haxatuto JIKM Ha nuueH3uio nnun Bblgenme NNUEH3NI0

M Haxas noseumallylocs kHonky (D . B okHe «Pacwmperns nuueHsum» 6yayT Bbi-

BeJEeHbl BCE paclupeHns, onpemenswolme, Kakme WUMEHHO WMCTOYHUKWU OaHHbIX
MO>XHO WCMO/Ib30BaTb AN CO34aHUA Pe3epBHbIX KOMUA, noaaepXmnsaemble cooT-
BeTcTByowmumMn moaynamm CPK RuBackup.

"eHepupoBaHue hardware id

NoeHTudukatop xocta NUuUeH3npyemoro cepsepa hardware id reHepupyetcsa Ha
OCHOBaHWM LaHHbIX, NPpBEOEHHbIX B Tabnuue 7.

Tabnuua 7 — Ycnosusi oopmmnpoBaHma ngeHtudukatopa hardware id

3Haue-
Bepcus ocC HaHHble ana popMUpPOBaHUA MapameTp HUe no
RuBackup hardware id config.file ymMmonua-
HMIO
LaHHble ncesao-hanna sys/class/
dmifid/product uuid, copepxauwiero
YCTaHOBKa Linux naeHTudukatTop YUID maTeprnHCcKon

naaTbl, YCTAHOBAEHHbI MPOU3BOAN-
Tenem nnaTbl, U 3aKOANPOBAHHON UH-
dopmaumm 8 DMI BIOS

Bepcum 2.1 un use_product_uuid true

6osiee no3aHAA

Windows wumsa xocta hostname,

YcTaHoBJ/IEHA
Bepcus paHee HeT HeT

21 naoeHTudunkaTop /etc/machine-id

Linux 7]

ObHoBEeHNE
nMsa XocTa /etc/hostname

YyCTaHOBJIEHHOM
BepcCumn paHee
2.1

use_product uuid  false

YBeJOMNEHNe 0 HACTYNNEeHUN OrpaHN4YeHNs NIULIeH3NK

* Y106bI 06ecneunTb becnepeboiiHyto paboty CPK RuBackup, neiictBue nuueHswuii pe-
KOMeHIyeTcs NpoAaneBatb A0 UCTEYEHMS NapaMeTpoB NNLEH3NPOBaHNS.

* B cnyyae cpoyHoit nuUeH3nn cnuctema yBenomnsieT KnimeHTa o6 OKOH4YaHUM cpoka aeit-
CTBMA NULEH3NN He No3aHee, YeM 3a 45 oHeln npu 3anycke cepBepa — B TepMuHarne
byneT BbiBEAEHO NpenynpexaeHne ob ncteveHnn cpoka AencTems NMLEH3UN.
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* Takxe aKkTyanbHOCTb NULEH3UN BCErga MOXHO NPOBEPUTb B KOHconn MeHenxepa
agMuHncTpaTtopa RuBackup nnm BbiBECTM CBEAEHMS O TEKYLWEA NULEH3UN B TEPMUHATT.

OncTprbyTuBbI yCTAaHOBOYHBIX NAKETOB

nsa passépTbiBaHMS KOMMNOHEHTOB CUCTEMbI PE3EPBHOIO KONMPOBAHUSA W BOCCTa-
HOBNeHMs aaHHbiX RuBackup nonyynTb akTyanbHble YCTaHOBOYHbIE deb/rpm nakeTbl BO3-
MO>HO OLHWUM 13 cnocoboB:

* Ha KOMNakKkT-gucke, nony4yeHHOM OT N3rOTOBUTENA;

* N3 OOMONHUTENbBHO NoAKoYaemMoro, nybnuyHoro peno3ntopusi. CeeaeHust no
NOLK/IOYEHMIO PEMO3NTOPUS N YCTAHOBKE U3 Hero npueeneHbl B «lpunoxeHue A» Ha-
CTOSILEro NOKYMEHTA;

* cKayaB akTyanbHble ycTaHoBOYHbIe nakeTbl CPK RuBackup 13 o6nayHoro amc-
ka Actpbl Ha odmumanbHoM  cainte  komnauunm  https://disk.astralinux.ru/s/
y3Xg57z3JyYiNbg. Ha aucke Bbl Hanpére:

* Manku C Ha3BaHWSIMM OMepauMOHHbIX CUCTEM, COAepXallne COBMECTMMbIE C
ykazaHHoii OC ycTaHOBOYHble nakeTbl Ans pas3BépTbiBaHMs KoMmnoHeHToB CPK
RuBackup:

 Alt Linux 10;

* Astra Linux 1.6;
* Astra Linux 1.7;
* Astra Linux 1.8;
» CentOS 7;

*» CentOS 8;

* Debian 10;

* Debian 12;

* RedOS 7.3;

* RedOS 8;

* RHEL 9;

* Rosa Chrome 12;
* Rosa Cobalt 7.3;
* Rosa Cobalt 7.9;
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* Ubuntu 18.04;
* Ubuntu 20.04;
* Ubuntu 22.04;

* nanky «Experimental», cogepxxaltlyto nanku ¢ Ha3saHUsMN OrnepaunoOHHbIX CU-
CTeM, cofepxalme coBMecTuMble ¢ ykadaHHoW OC akcnepuMeHTanbHble YCTaHOBOYHbIE
nakeTbl ons passéprbiBaHma KomnoHeHToB CPK RuBackup, npoweawme Tonbko An3aimH-
TEeCTMpOBaHWe, 1 nanky, CoaepXallyt aKCnepuMeHTanbHble CKPUNTbI:

« Alt Linux 10;

* Astra Linux 1.6;
* Astra Linux 1.7;
* Astra Linux 1.8;
» CentOS 7;

*» CentOS 8;

* Debian 10;

* Debian 12;

* RedOS 7.3;

* RedOS 8;

* RHEL 9;

* Rosa Chrome 12;
* Rosa Cobalt 7.3;
* Rosa Cobalt 7.9;
» Ubuntu 18.04;

» Ubuntu 20.04;

» Ubuntu 22.04;

* WinOS — nanka cooepXuT aKcnepumeHTanbHyto Bepcunio MeHegxepa aaMuUHN-
ctpatopa RuBackup ona OC MS Windows;

* Scripts — conepXunT aKCnepuMeHTanbHbIE BEPCUM CKPUMTOB :

» script_block_device_metadata.sh ckpunT pe3epBHOro KONMPOBaHUSA MeTanaH-
HbIX OeOynnnumupoBaHHOro nyna;

« upgrade_rubackup_packages.sh ckpunt aBToMaTn4eckoro 06HOBNEHNS;
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Komnanus «Pybakan» 6yneTt npuaHatenbHa 3a 06paTHyto CBsA3b No paboTe akcne-
pYMeHTanbHbIX Bepcuii naketoB komnoHeHToB CPK RuBackup ntobbiM ynobHbIM onsi Bac
cnocoboMm — obpaTtuBwMcb B  cnyxby TexHuyeckoi  nopmepxku  hitps://
support.rubackup.ru  mnum nonb3oBaTeNbCKyld rpynny B Telegram https://t.me/
rubackup_user_group. Bbl noMoraete Ham CTaHOBUTbCA Ny4we!

* nanky «Prev_Version», cogepxatlyt yCTaHOBOYHbIA NakeT MOLYyNs pe3epBHO-
ro KONUPoOBaHUS M BOCCTaHOBNEHWs OaHHbIx knactepos CYB[M PostfreSQL gnsa noa-
LEepP>XKN HOBOro (PyHKLIMOHanNa cepBepHO 1 KNMEHTCKONW rpynnMpoBoK pennsa 2.1;

* RB_key.iso — cneunannanpoBaHHbIii 3arpy304Hblii 06pa3 RuBackup.
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MoprotoBka knactepa CYBI, PostgreSQL k ycraHoBke
cnyxebHom 6a3bl AaHHbIX RuBackup

CYB/M PostgreSQL ncnonb3dyeTtcs ons xpaHeHUs MeTagaHHbIX pe3epBHbIX KOMUn 1
KOHUrypaLmMOoHHbIX NapamMeTpoB CUCTEMbI pe3epBHOro KonuposaHns RuBackup.

B Havane npouenypbl noarotokn knactepa CYBI PostgreSQL yctaHoBuTe na-
KeT postgresql ans nHctannsaumm PostgreSQL:

$ sudo apt install postgresql
n naket postgresql-contrib, cogepxalunin 4LONONHUTENbHbIE MOLOY NN:

$ sudo apt install postgresql-contrib

Mpwn yctaHoBke cepsepa PostgreSQL B OC Astra Linux SE 1.6 Heobxo-
OMMO yCTaHOBUTb NakeT postgresql-contrib-9.6!

lMepepn yctaHoskon cepeepa RuBackup B KOHGUrypaunoHHbii ¢oann pg_hba.conf
Heobxoaumo [ob6aBNTb BO3MOXHOCTb noakntodeHms k CYB, ons Bcex cepBepoB, KOTO-
pble ByayT BXOAMTb B cepBepHyto rpynnuposky RuBackup. Hanpumep:

local all postgres peer

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all all md5
# IPv4 local connections:

host all all 127.0.0.1/32 md5
host all all 192.168.0.50/24 md5
host all all 192.168.0.51/24 md5
host all all 192.168.0.52/24 md5
host all all 192.168.0.53/24 md5

[Mpn 3TOM MOXHO OoCcTaBuUTb CTPOKY local all postgres peer.
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B dbaiine postgresql.conf Heob6xoamnmMo HacTpouTs listener:

# - Connection Settings -

#listen_addresses = 'localhost’ # what IP address(es) to listen on;
listen_addresses = '*'
# comma-separated list of addresses;
# defaults to 'localhost'; use '*' for all
# (change requires restart)

port = 5432 # (change requires restart)
max_connections = 100 # (change requires restart)
[MpnmeyaHus:

1. BoamoxHocTb nogkntodeHus k CYBL, ons Bcex cepBepoB, KOTopble OyayT BXO-
LNTb B cepBepHyto rpynnupoeky RuBackup, MoXxHO 0o6aBuTb 1 MNOC/E YCTaHOBKU CepBe-
pa RuBackup B kOHGoMrypaunoHHblid chann pg_hba.conf, nocne 4ero Heob6xoouMo ne-
pesanyctutb PostgreSQL.

2. Pasmepbl napameTpoB B hanne postgresqgl.conf shared_buffers ~50 % o1 pas-
Mepa onepatumBHOV namaTtu. Mpu ucnonb3oBaHUM Aenynnvkaumm peKOMeHOyeTCs MUHU-
ManbHbIi 06beM onepaTmBHON NamsiTu cepepa 64 GB effective_cache_size ~70 % ot
pasmepa onepaTtmeHoin namatn work_mem 32 MB.

3. max_parallel_workers — He MeHee 50 % OT Konu4yecTBa MPOLECCOPHBbIX A4ep,
ecnu cepeep CYB/L cosmeuweH ¢ cepsepom RuBackup n 100 %, ecnu cepsep CYBL, aB-
NSETCS BblAENEHHbIM.

4. MNapameTp default_transaction_isolation gonxeH npuHuMaTtb 3HaveHue «read
committed».

Mocne BHECEHUS 3TUX N3MEHEHWUIT HEODXOAUMO:

1. MNepesarpy3nTb cepsuC postgresql:
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$ sudo service postgresql restart
2. Mpoeeputb nogknoveHne Kk CYB;:

$ sudo -u postgres psql
psql (12.5 (Ubuntu 12.5-Oubuntu0.20.04.1))
Type "help" for help.

postgres=#

3. 3apatb naponb Ans nonb3oBartenst 6asbl 4aHHbIX postgres:

$ sudo -u postgres psql
psql (12.5 (Ubuntu 12.5-Oubuntu0.20.04.1))
Type "help" for help.

ALTER ROLE
postgres=# alter user postgres password '12345';

Mpwn yctaHoeke CYB/M PostgreSQL B OC Astra Linux Special Edition c
MakKCUMasnbHbIM YPOBHEM 3alULLEHHOCTU («CMOoneHck»), 4Tobbl n3bexaTtb owwn-
60K NonyYyeHust MaHLATHOrO KOHTPONS LENOCTHOCTM ANS NoNnb30BaTens, Heob-
X0MMO:

BapnaHt 1 (pekomeHnoyembih). B paiine [fetc/parsec/mswitch.conf pna
napameTpa zero_if_notfound ycTaHoBuTe 3HauyeHne yes. [locne aTtoro
nepesarpysnTte cepsuc postgresql:

$ sudo systemctl restart postgresql

BapwuaHr 2.
1. CospanTe nonb3osartens rubackup B OC Astra Linux Special Edition:

$ sudo useradd --system --no-user-group rubackup

2. YcTaHoBuTe npasa nonb3oBatens rubackup, a Takxe paspewuTb
nonb3oBaTento postgres 4yTeHue MaHOATHbIX METOK:

$ sudo pdpl-user -1 0:0 rubackup

$ setfacl -d -m u:postgres:r /etc/parsec/macdb
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$ setfacl -R -m u:postgres:r /etc/parsec/macdb

HacTtpoiika SSL coeanHeHwuii

[ns nosblweHns 6e3onacHocTn cepeepa Hasbl AaHHbIX BO3MOXHO UCMONb30BaHNe
Ha[4eXHOro WMPOBaHNS COeaNHEHWNIA ¢ 6a30li AaHHbIX.

Ins HacTporikn SSL coeanHeHwiA:

1. Cospante cepTudomkatbl ana cepsepa PostgreSQL u ero knneHtos (postgres-
K/IMEHTOB) (CM. MYHKT HAaCTOSLWEro 4OKYMEHTA).

2. BbinonHuTe HacTporky KOHGUrypaLumoHHbIX dpainnos Ha cepsepe PostgreSQL (cm.
MYHKT HacToAWero 4OKYMEHTa).

3. Tllocne yctaHoBkM nakeToB komrnoHeHToB CPK BbinonHUTE HacTponky SSL coenm-
HEHWA ONns postgres-KNMMEeHTOB (Ha XocTax, rae pasBépHyTbl KOMMNOHEHTb CPK),
npensapuTenbHo fo6aBMB NONyYEHHbIE CepTUMUKATBI (CM. MYHKTbl U HACTosALWe-
ro OOKYMEeHTa).

CospnaHue cepTudmKaToB

AyTeHTUMKauns KnmeHTa no ceptmdukaTty nos3sonseT cepsepy NPoOBEPUTb NNY-
HOCTb MoJAKoYawouerocs, noareepxapnas, 4ro ceptudgumkar X.509, npencraBfeHHbIN
KNMEHTOM, NOANUCAaH AOBEPEHHbIM LEHTPOM cepTudpukaumm (CA).

Ceptudpukatbl SSL nposepsoTcs n BblgatoTcs LieHTpom cepTudomkaumm.

Ecnun Bbl He nmeete PKI uHQpacTpykTypbl OTKPbITbIX K/OYen, TO Ha OTAENbHOM
XOCTe, KOTOPbIA MOXET BbINOMHATL ponb LleHTpa cepTudpukaumm:

1. CospaiTe oupekTopun, B KOTOPYo OyayT creHepupoBaHbl cepTudpukatbl LieHTpa
cepTudoukaumn, cepsepa PostgreSQL n ana Bcex postgres-knMeHToB (B 3aBUCK-
MOCTM OT apxutekTypbl Bawen CPK):

* LleHTpa cepTudmkauuu (ca);

» cepsepa PostgreSQL (pg-serven);

» ocHoBHoro cepsepa RuBackup (rb-servern);
* Megwacepsepa (rb-media);

* APM agmuHuctpatopa, ecnn MeHepnxep agmumHunctpatopa RuBackup (RBM) pasBép-
HYT Ha OTAENbHOM XocTe (rb-rbm),

BbINOJIHMB KOMaHOy:

mkdir certs && cd certs && mkdir ca pg-server rb-server rb-media rb-rom
2. Coaparite 3akpblThii KoY LieHTpa cepTudoukaumm, ong atoro:
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* [lepenanTe B paHee co3aaHHyo nanky:

cd ca
» CreHepupynTe 3akpblTbii kKN4 ona CA (ca.key), BbINONHUB KOMaHAy, Hanpumep:

openssl genrsa -out ca.key 2048
» Cospaite camonoanucaHHbli ceptudgomkat LleHTpa cepTudoukaumn (ca.cri) cpokom
nencrtens 1 rofd, BbINOMHMB KOMaHAOY:
openssl req -new -x509 -days 365 -key ca.key -out ca.crt
roe CN — ato nonHoe umsa xocta (FQDN), Ha koTopom pa3sépHyT CA.

3. Bbinyctute cepTudpmkat 1 3akpbiTbiii KNoY ons cepeepa PostgreSQL, nns aTtoro:

* MNepeirionTe B paHee co3aaHHyto Narnky, BbINOMHMB KOMaHAy:

cd pg-server
* CreHepupyiiTe 3akpbiThlii kKN4 onsa cepsepa PostgreSQL /pg-server/server.key, Bbl-
NMONMHMB KOMaHLY:
openssl genrsa -out server.key 2048
» CreHepupyiTe 3anpoc Ha cepTudpukat cepsepa PostgreSQL /pg-server/server.csr, Bbl-
NONHUB KOMaHAY:
openssl req -new -key server.key -out server.csr
roe CN — 910 nonHoe umsa xocta (FQDN), Ha kOTOpOM pasBEpHYT cepsep
PostgreSQL.

* [NoanuwunTe 3anpoc Ha cepTudukat cepsepa PostgreSQL 3akpbiThiM KNto4oM LleHTpa
cepTudmkaumm, BbiNnoNHNB KOMaHay:

openss| x509 -req -in server.csr -CA ../ca/ca.crt -CAkey ../ca/ca.key -CAcreateserial

-out server.crt -days 365

4. TlosTopuTe war 3 oNns Kaxaoro postgres-kKnmeHTa, CreHeprnpoBaB 3aKpbITbIA KO
(postgresql.key) n Bbinyctmne ceptudomnkat (postgresqgl.crt) ons sBcex postgres-knum-
EeHTOB, ykasaB B cepTudukarte coorsetcteyowee FQDN xocTa, Ha KOTopom pas-
BEPHYT KomnoHeHT CPK.

HacTpouka SSL coeauHeHus Ha cepBepe PostgreSQL

BbinonHnTe nprvBenéHHble HUXE HacTPOWKKM, 4Tobbl cepeep PostgreSQL npocny-
wmBan kak obblyHble, Tak U SSL coeamHeHns Yepes oauH 1 1ot xe TCP-nopT u cornaco-
BblBaN Mcnonb3osaHve SSL ¢ nobbiM NOAKNOYAOWMMCS poStgres-KNIMEHTOM.

1. CkonupyiTe , Hanpumep, B nanky /efc/postgresql/16/main va cepsep PostgreSQL
13 nankun /pg-server LleHTpa ceptmdunkaumm noaroToBAEHHbIE:
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* ceptudoukat LleHTpa ceptudomkaunm (ca.cri;
* noanucaHHblin ceptudpukart cepsepa PostgreSQL (server.cri);
* CreHepupoBaHHbI 3aKkpbIThl KoY cepepa PostgreSQL (server.key).

2. Ins darinos ceptudmkarta u 3aKkpbiTOro kfio4a yCTaHOBMTE MOMHbIA AOCTYN Ha
YTEHMEe M 3annCb TONbKO ANS BNafenbLes, BbINOMHUB KOMaHAY, HANpUMep:

chmod 600 server.crt server.key ca.crt
Cpoenaiite Bnagenbuem cannos Nonb3oBaTens M rpynny noib30BaTens posigres,
BbIMNO/THUB KOMaHAY:
chown postgres:postgres server.crt server.key ca.crt
3. OrtpepakTupyrite KOHOUrypaumoHHbI daiin positgresql.conf:

* BK/IOYUTE NOAAEPXKY 3aWNPPOBAHHBIX COEANHEHWIA:

ssl=on
* yKaxuTte nyTb K (panny ceptudumkara LleHTpa cepTudomkaumm (Mnu uenoyke cepru-
domKartos):
ssl_ca_file = "/etc/postgresql/16/main/ca.crt'
CepTudpukatr CA npoBepsieT, 4TO cepTudmkaT postgres-knmeHTa nognucaH gose-
PEHHbIM LIEHTPOM cepTudukauum.
* yKaxwuTe nyTb K (panny ceptupukarta cepsepa PostgreSQL:

ssl_cert_file = '/etc/postgresql/16/main/server.crt'

Ceptudomkat byaet oTnpaBneH postgres-knMeHTy ONns ykasaHus MnoOSIMHHOCTU
cepsepa PostgreSQL.

* yKaxwuTe nyTb K (painy 3akpbiTOro Knoya cepeepa PostgreSQL:

ssl_key_file = '/etc/postgresql/16/main/server.key'

3akpbIThlil KNOY J0Ka3bIBAET, 4TO cepTudpukaTt cepeepa PostgreSQL 6bin otnpas-
NeH BNanenbLeM; He yKasblBaeT, YTO BnageneL ceptugpukara sacnyxmsaeT 4OBEPUS.

4. Ytob6bl NOTpeboBaTb OT postgres-knneHTa NpPenocTaBNeHUs NOBEPEHHOrO CEpPTU-
dovkara, oTpenakTUpynTe KoOHPUrypaumoHHblin doann pg hba.conf:

» pnobaBbTe onuuto ayTeHTudpukaummn clientcert=verify-ca vnn clientcert=verify-full B cooT-
BETCTBYIOWME A0SISS/CTPOKM, rae:

— clientcert=verify-full cepsep PostgreSQL He Tonbko NpoBepseT LEenoyky cepTudmkaTos,
HO TakXe MpPOBEPSET, COBNadaeT N1 MMs Nonb3oBaTens unm ero conoctasnexme ¢ CN
NpPeLnoCTaBNIEHHOro cepTndukara;
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— clientcert=verify-ca cepsep NpoBepsieT, 4TO cepTudmkaTt postgres-knmeHTa noanmcaH
OOHMM N3 NOBEPEHHbIX LEHTPOB cepTudpmkauum.

Takxe xenaTenbHO 3aKOMMEHTUPOBATb BCE CTPOYKM A0St Hanpumep:

#host  all all 0.0.0.0/0 md5

hostssl all all 0.0.0.0/0 [md5,cert] clientcert=[verify-ca,verify-
full] (8 cTapbix Bepcusx [0,1])

roe:
ma5— 3anpocuTb Naposb Nonb3oBaTens,
cert— ayTeHTudgunkaumsa no ceptmgukary.

Ecnn napameTtp clientcert He ykasaH, cepBep NpoBepsieT ceptudomukar postgres-
KnmeHTa no ceoemy panny CA, ToNbKo ecnu cepTudpukart postgres-knmeHTa npencras-
neH n CA HacTpoeH.

5. TpoussennTe HACTPOIKY KapTbl UMEH NONb30BaTENEN.

[Mpn ncnonb3oBaHMM BHELWHEN CUCTEMbl ayTeHTUdMKaumm, Takon kak ldent, nms
nonb3oBartens OonepaunuoHHONW CUCTEMbI, WHULMMPOBABLIErO MOAK/OYEHNE, MOXET He
coBnapartb C UMeHeM nonb3oBatens 6asbl AaHHbIX (PONK), KOTOPbIA OONXEH UCMONb30-
BaTbCA. B aTOM cnyyae kapta MMeH nonb3oBaTenen MOXeT ObiTb MPpMMEHeHa Ans cono-
CTaBNEHMS MEHUN NONb30BaTENS ONepauUNOHHON CUCTEMbI C UMEHEM MoNb3oBaTens 6asbl
JaHHbIX

Y106bl NCNONb30BATL COMOCTABNEHME UMEH NONb30BaTENEN, OTPEeAaKTUPYITE:

* KOH(OWUrypauMOHHbI han pg hba.conf — ykaxwute B 3HAYeHWM napameTpa
map=map-name :
hostssl all all 0.0.0.0/0 md5 clientcert=verify-full map=ssimap

* KOHQOUrypauunoHHbI qoann pg_ident.conf, XpaHAWNNCS B Katanore OaHHbIX Knacrepa
— HaCTpoWTe KapTbl MMEH NONb30BaTENEN, f0baBbTE, HANPUMeEP:

# MAPNAME SYSTEM-USERNAME PG-USERNAME

ssimap postgres postgres
ssimap postgres rubackup
roe:

—B cTtonbue « SYSTEM-USERNAME» yxasbiBaem CN cepTundukara postgres-KnmeHTa;

—B cTonbue «PG-USERNAME>» ykasbiBaeM 1Msi NONb30BaTeNst, C KOTOPbIM HY>XHO COMo-
CTaBUTb.

6. Lnsa NPUMEHEHNA N3MEHEHUI, nepe3anyctnte cepeep , BbiNOJIHMB KOMaHLOY:
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sudo systemctl restart postgresql

HacTtpounka SSL coeauHeHus Ha cepBepe/knmeHte CPK

Ona nogknioyeHns k 6ase naHHbix PostgreSQL yepes 3awmwéHHoe coeanHeHne
BbINONHUTE NPMBEAEHHBIE HUXE HACTPOWKM Ha XOCTax, Ha KOTOPbIX Pas3BEpPHYTbl KOMMO-
HeHTbl CPK (postgres-knuneHTbl):

1. lNepeHecuTe M3 COOTBETCTBYIOWEN postgres-KNMeHTy nankum Ha xocte LleHTpa
cepTuduKkaLmm NnoaroToBNEHHbIE:

» ceptudomkart LleHTpa ceptucpukaumm (ca.crt), 4t1o6bl knneHT CPK Mor npoBepuTb, 4TO
KOHeYHbI cepTudomkat cepeepa PostgreSQL 6bin noanvcaH ero NOBEPEHHBIM KOPHE-
BbIM CEPTUPUKATOM;

» ceptudukar cepsepa/knueHta CPK (postgresql.crt);
* CreHepupoBaHHbI 3akpbIThl KNtoY cepepa/knueHTa CPK (postgresqgl.key).

2. Lna dannos cepTuurkara n 3akpbiTOro Kfwya yCcTaHoBMUTE MOMHbIA OOCTYN Ha
YyTeHue 1 3anncb TONMbKO ON4 BnagenbLes, BbiNOMHUB KOMaHAy, HanpuMep:

chmod 600 server.crt server.key ca.crt
3. Cpenaiite BnagenbueM goainos nonb3oBaTens, 0T UMEHM KOToporo bynet 3any-
weH komnoHeHT CPK (postgres-knveHT), BbINONHNB KOMaHay:

chown suser:suser server.crt server.key ca.crt

4. BbinonHuTe KOHQUrypupoBaHue, 3anyCcTuB YTUAWUTY rb_/nif nocne yCTaHOBKW na-
ketoB kKoMnoHeHta CPK n HacTpoiTe 3awuueHHoe SSL-coeanHeHne ¢ cepBepoM
PostgreSQL.

Ecnu paHee cepeep/knneHt CPK 6bin ckoHGUrypupoBaH, To yCTaHOBUTE HEOOXO-
OVMbIA  pexum paboTel SSL, oTpepakTMpoBaB 3Ha4yeHWe mnapameTpa
SSLMode=verify-full, ycazaHHoe Ha ware 4 nyHkTa , B KOH(PUrypaumoHHoOM doaine
/opt/rubackupr/etc/config. file.

5. [na npumeHeHus nameHeHun nepesanyctute cepsep/knmeHT CPK, BbINONHUB KO-
MaHgy COOTBETCTBEHHO HacTpamBaemMoMy KoMnoHeHTy CPK:

Cepsep/meauacep- sudo systemctl restart rubackup_server
Bepa RuBackup
KnneHT CPK sudo systemctl restart rubackup_client

6. BbinonHMTe NpoBepky cepTugomkaTta:

51



4 'RuBackup

openssl verify -verbose -CAfile RootCert.pem Intermediate.pem
HacTtpounka SSL coepuMHeHMss Ha oTaenbHOM Xxocte MeHep)kepa
agMuHucTpaTtopa RuBackup

Ona nogknioveHns Kk 6ase PostgreSQL paHHbIX Yepes3 3awuwéHHoe CoeauHeHne
BbINOMIHUTE NPUBEAEHHBIE HNXE HACTPOMKM Ha TEKYLEM XOCTE:

1. TlepeHecuTe n3 COOTBETCTBYIOWEN postgres-knneHTy nankum Ha xocte LleHTpa
cepTudomkaumm noaroToBNEHHbIE!

» ceptudomkart LeHTtpa cepTtndpmkaumm (ca.crt), 4Tobbl KNIMEHT MOr MPOBEPUTbL, YTO KO-
HeYHblin cepTudmkat cepeepa PostgreSQL 6bin nognucaH ero 4OBEPEHHbIM KOPHEBbLIM
cepTngmkaTom,

* cepTudoukat knneHTa (postgresql.cri);
* CreHepupOBaHHbIV 3aKpPbITbIA KNOY KNneHTa (postgresgl.key).

2. Pasmectute cepTndukaTtbl 3aKprTbII7I KNKOY B KaTtasore rno yMmon4aHuio:

Insa OC Linux ~/.postgresql/

Ins OC Windows Y%appdata%\postgresql\

3. Ing dannos cepTudukara n 3akpbiTOro Kfaw4a yCTaHOBUTE MOSMHBIA OOCTYN Ha
4YTeHWe 1 3anucb TONbKO ANS BlagenbLes, BbINOMHUB KOMaHAy, Hanpumep:

chmod 600 server.crt server.key ca.crt

4. Ilnsa dpannos ceptudomkara 1 3akpbliTOro Kfawya coenamte snagenbuem dannos
nonb3oBaTens, OT MMEeHU KoToporo Oymet 3anyweH KoMrnoHeHT CPK (knueHT
PostgreSQL), BbINOMHMB KOMaHAY:

chown suser:suser server.crt server.key ca.crt

5. TlMocne yctaHoBkn naketoB RBM BbinonHuTe HacTporky napametpa SSLMode B
KOHQUrypaLuMoHHOM doanne ~/LrbmZ2/.rb_gui main_settings wnn B rpacuny4eckomn
ytunute RBM B okHe «HacTpoikn — JlokanbHasa koHdurypaums» napametp Pe-
xum SSL coequHerms ¢ PostgreSQL, ycTaHOBMB 3HA4YeEHME, ykasaHHoe Ha ware 4.

6. [lns NnpuMeHeHUs N3MEHEHWIH NepesanycTUTe HacTpanBaeMblii KNIMEHT, BbIMOHUB
KOMaHzy:

opt/rubackup/bin/rbom
7. BbinonHute npoBepky cepTudomkara:

openssl verify -verbose -CAfile RootCert.pem Intermediate.pem
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YctaHoska "Bce B ogHOM"

PaseepTbiBaHne RuBackup B cpopmarte "Bce B ogHOM" nogpasymeBaeTt yCTaHOBKY
BCEX KOMMOHEHTOB rpynnuposky RuBackup Ha ogHOM domanyeckon nnm BupTyanbHON ma-
wuHe. JaHHbIA TMN YCTAaHOBKN MOXET ObiTb MCMONb30BaH B Cnyyasx, korga Heobxoommo
NPOBECTM NMUNOTHYIO 3KCNayaTauunio OYHKUNOHANbHbIX BO3MOXHOCTEN PELIeHNs Unm Tpe-
byeTcs 3awmwaTtb Hebonbwmne 06 bEeMbI AaHHbIX, HANPUMEP, NPU UCNONb30BaHUK AN ae-
MOHCTpauni OYHKLMOHANbHbIX BO3MOXHOCTEN, B AOMALWHEM OKPYXEHUK, B "necoyHuue"
MM B HEOONbLON OpraHM3aunm.

BHumaHume! PassepTbiBaHne RuBackup B doopmate "Bce B 0gHOM" He npeanonara-
eT MCMoNb30BaHWE PE3EepPBHOr0 cepBepa M AOMONHUTENbHbIX MeamacepBepoB. YTobbl
BK/IOYNTb AaHHble KOMNOHEHTbI B cocTaB RuBackup, nepenante K pasneny PassepHyTtas
yCTaHOBKaA .

Moaroroeka K yctaHoBKe

Mepen yctaHoBkoW "Bce B ogHOM" HeobxoamMo, 4Tobbl B cucTeMe Obiin yCTaHOB-
neHbl 3aBucuMocTn nakeTtos Linux (cM. MNpunoxeHune b).

Ytobbl cuctema yeegomneHmin RuBackup paboTtana KoppekTHO, HeobxoauMo Ha-
CTPOUTb OTMPAaBKy 3NeKTPOHHOW NoyThbl ¢ cepsepa RuBackup. Ons oTnpaBku 31eKTPOH-
Hol noyTbl cepsep RuBackup ncnonbayet ytnunuty /usr/bin/mail.

Mpn ncnonb3oBaHUN NEHTOYHOW BMBNNOTEKN C CEPBEPOM PE3EPBHOIO KOMMPOBa-
HWS1, HACTPOIKY CM. B pykoBoacTBe «PaboTa ¢ neHTo4YHon 6MbnnoTekoin».

MHcTtannaumusa naketos RuBackup

Ons ycraHoBkn CPK RuBackup «Bce B ogHOM» BbIMONHUTE cnegywowme nen-
CTBUSA:

1. ABTOpM3YyiiTECH NOA NOMb30BaTENeM root, KOMaHaoM:
$ sudo -i

2. HacTpoiite nepemMeHHble cpenbl Ons nonb3oBatens root. [Ins atoro nobasbTe
cnepytwowue cTpokun B goain /root/.bashrc:

PATH=$PATH:/opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

ST NepeMeHHble TakXe MOXHO onpenennTb B ¢panne /etc/environment.
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3. [1na nepexopna B katanor /root/, BbINOMHUTE KOMaHAY:

cd /root

4. MNepesarpy3nte NepeMeHHble OKPYXEeHUs, KOMaHOO:

# . .bashrc

5. YctaHosute nakeT rubackup-common, kak npeacTtasneHo Ha npuMepe:

$ sudo dpkg -1 rubackup-common_<version>_amd64.deb

6. Ins oTtobpaxeHns noNnb30BaTeNbCKOro WHTepderica ycTaHOBUTE nNakeT
rubackup-common-gui, Kak npeactaBneHo Ha npumepe:

$ sudo dpkg -1 rubackup-common-gui_<version>_amd64.deb
7. YctaHosute nakeT rubackup-client, kak npeacrasneHo Ha npumepe:

$ sudo dpkg -1 rubackup-client_<version>_amdé64.deb
8. YcTtaHoBuTe nakeTt rubackup-rbc, kak npeactaBneHo Ha npuMepe:

$ sudo dpkg -1 rubackup-rbc_<version>_amd64.deb
9. YctaHoBuTe nakeT rubackup-server, kak npenctasneHo Ha npumepe:

$ sudo dpkg -1 rubackup-server_<version>_amdé64.deb
10. YctaHoBuTe nakeTt rubackup-rbm, kak npencrasneHo Ha npumepe:

$ sudo dpkg -1 rubackup-rbm_<version>_amd64.deb

Nmsa cpaina naketa MOXET 0TIMYATLCS B 3aBUCMMOCTM OT COOPKMN.

Mo okoHYaHMM yCcTaHOBKM nakeTa rubackup-common 6yneTt co3paHa nokanbHas
rpynna rubackup, B KoTopyto cnenyet nobaBuTb BCEX Mofb3oBaTtenei, KoTopble ByayT
pabotatb ¢ RuBackup.

Mpwn yctaHoeke cepepa RuBackup B OC Astra Linux Special Edition 1.6
nnu 1.7 ¢ aKkTUBMPOBAHHBIM PEXUMOM 3AWMTHON NPOrpamMMHOl cpegpbl, nocne
yCcTaHoBKM nakeTa rubackup-server BbINONHUTE Waru:

1. BbINONHWTE KOMaHAy:

$ sudo update-initramfs -u -k all

2. [Nepe3arpy3uTte onepaumoHHy CUCTEMY:

$ sudo reboot

54



4 'RuBackup

YcTaHoBKa nUuUeH3un

CepBep RuBackup copnepxut B cebe TECTOBYIO NMLIEH3UIO HA BbINOJIHEHNE pe-
3€epPBHOro KONMpPoBaHns 0bwmm o6beMoM pedepBHbIx konuii 1 TB. MNpu nepeom 3anycke
cepeep RuBackup nony4nt numueH3MoHHbIA chaiin 0T rnobanbHOro NULEH3NOHHOIO cep-
Bepa RuBackup. Ecnu Bbixon B VIHTEpHET C cepBepa HEBO3MOXEH, 06paTtnTech kK CBOEMY
NOCTaBLWMKY C yKasaHueM hardware /D npns nonyy4eHus NMUEH3NOHHOro dpanna.

Hardware /D MOXHO y3HaTb Npy NOMOLWWM Cneaytolwein KoMaHabl:
# rubackup_server hwid

RuBackup hardware ID:
5253096d055899485ed2787eccfc57ae54ff04e76104856726c913732aa0c2b8

dannbl nuueH3nn TpebyeTcs neperMeHoBaTb kak rubackup.lic n pasmecTutb B /
opt/rubackup/etc/rubackup.lic, 3ameHnB TECTOBYIO TNLEH3NIO HA BblOAHHYIO.

Onsa Ttoro 4ytobbl MONYy4YMTb MHAPOPMALMIO O NULEH3UN, BbIMNOMHUTE Clenyowmne
OencTBus:

1. BoinonHuTe KomaHay:
# rubackup_server license

2. MNepenonte B XypHanbHbI goann /opt/rubackup/log/RuBackup.log. B xypHanb-
HOM goanne oTobpasnTcs NHGOopMauns o] NNUEH3NN:

Server: 'dima' description: 'Primary RuBackup server'

Node type: Primary RuBackup server

HWID: 3aala74636919cbc7ab0bfc012339e868171157F4adb47c4a3959b75a04ab2c3
License start date: 2024-02-20, end date: 2025-02-20

The license issued to the customer: localhost
License type: 'Backend', Maximum capacity: 1 TB
Used: G.06068880 TB

» Server, description - VIMa y3na cepeepa 1 onucaHue

* Node type (primary, secondary, media) - Ponb cepsepa (0OCHOBHOW, pe3epBHbIN,
mMeanacepsep)

e HWID - Hardware ID
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* License start date, end date - Ilata Hayana n pata OKOHYaHWUS OENCTBUSA NW-

LEeH3nN

* The license issued to the customer - [Nonb3oBaTtenb, BnaageowWwmin nMLeH3nen

» License type, Maximum capacity - Tun nuueH3umn, MakcMmanbHblii 06 beM AaH-

HbIX, KOTOprI7I NO3BONAET pe3epBnpoBaTtb NMUEH3NA OAHHOIo Tnna

* Used - O6bem 3ape3epBMpoOBaHHbIX AAHHbIX

MaponbHass nonuTMKa AONs  NOKaNbHbIX  Y4YETHbIX 3anucew
RuBackup

OcCHOBHble acnekTbl napoanoM NOJINTUKN ONA YHETHbIX 3anucen RuBackup cne-

nytowue:

[nvHa napons u McCnonb30BaHME CMELICMMBOJIOB:. [Taponb 0653aTenbHO OONXEH
UMeTb ONNHY He MeHee 12 CMMBOJIOB 1 cofepxartb MUHUMYM 1 undopy, 1 3arnas-
Hyt0 OyKBY M MUHMMYM 1 cneumanbHbIn CUMBO. OTO NOBLIWAET CNOXHOCTb Napons
n nenaet ero 6bonee ycTonymBbIM K noadopy.

PekoMeHayeMas 3amMeHa TpaHCMOPTHOro napons (BblAaHHOrO aAMUHUCTPATOPOM
RuBackup nonb3oBartenio) npu NnepBoM BXOAe B NOKaNbHYIO YY4ETHYIO 3anuch: Pe-
KOMeHayeTcs OOHOBNEHME BPEMEHHOrO (TPAHCMOPTHOrO) Naposs NMocne nepBoro
BXOa B YYETHYIO 3anucb, OTO rapaHTUpyeT, 4TO Nofb30BaTe/b UCMONb3YET YHU-
KanbHbI N HAAEXHbIN Napo/b, KOTOPLIA HE ObiN N3BECTEH paHee.

PerynsipHas cMeHa naponeii: PekomeHayeTcsi perynsipHo, He MeHee 0[HOro pasa
B 3 MecsLa, MeHATb Naponun, 4To6bl MUHUMU3UPOBATb PUCK KOMMPOMETALINN.

Maponb He oTobGpaxaeTcs Ha aKpaHe Npu BBode: STO NpeaoTBpallaeT BU3yalb-
HObIV MepexBaT Napons APYrMMn NOAbMU, KOTOPbLIE MOTYT HAXOAUTLCS PALOM.

XpaHeHue naponeii B 3awngpoBaHHOM BUAE UK XpaHeHue xawa napons: Cucte-
Ma MCMo/b3yeT anropuTM WdpoBaHus ans npeobpasoBaHusi Napons B 3awmndpo-
BaHHbI TEKCT, KOTOPbIA 3aTeM coxpaHsieTcs B 6ase AaHHbIX. [1ns npoBepkn napo-
NS NpyY BXOAE B CUCTEMY, CUCTEMA PacWNCPPOBbLIBAET NPELOCTABNEHHDbIV NOMb30-
BaTeNIeM Nnaposib N CPaBHMBAET €ro C COXPaHEHHbBIM 3aWMEPOBaHHbLIM NMAPOJIEM.

YHUKanbHOCTb Naponeii: He pekomMeHayeTcs NOBTOPHOE MCMO/b30BaHME Naponei.
HeobxoamMMo 1crnonb3oBaTh YHUKaNbHbIE NAPOAN AN Pa3HbIX YYETHbIX 3anvcen,
4TOObl YMEHbLWMNTb PUCK KOMMPOMETALMMN YYETHO 3anuncu.
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Hactpoiika CPK RuBackup B doopmaTe «Bce B ogHOM>»

BHumaHune! lNpouenypa HaCTpokn cepBepa TakXe BbINONHAET HACTPOWNKY K/IUEH-
Ta. lNocne HacTponkn cepsepa RuBackup He cnepyeT BbINONHATb HA HEM HACTPOWNKY
KNMneHTa, Tak Kak 3TO noBJied4eT 3aMeHy CepBepHbIX HACTPOEK KNIMEHTCKMU U CepBep
nepecTtaHeT paboTaTb.

lMepBoHavyanbHas HacTporka cepsepa RuBackup ocywecTBnseTcs ¢ NOMOLWbIO UH-
TepakTuBHoW yTunnTel rb_init. YTunuta rb_init nobasut HeobxoanMble ceTeBble CEPBU-
Cbl B dpann /etc/services. BoinonHute cnenyowme oencTems:

1. 3anyctnte rb_init oT nonb3osarens root:

root@rubackup-primary:~# rb_init
2. [Ina npomonxeHus BbINONHeHMS KoHdurypuposaHus CPK RuBackup Heobxonnmo
NPUHATb NNLLEH3NOHHOE CornalleHue:

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

3. Boibepute cueHapuii KOHPUIypMpoBaHUsi OCHOBHOro (primary) cepsepa. nsi aToro
HaXXMuUTe Knasuuy p.

Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?

Primary RuBackup server configuration...

4. YxaxuTte agpec cepsepa CYBLl PostgreSQL (no ymonyaHuio npu Haxxatum Knasuwm
Enter B kayecTBe agpeca cepsepa ucrnonb3yetcs localhost):

Enter hostname or IP address of PostgreSQL server [ localhost ]:
5. YkaxuTe naponb nonb3osatens 6asbl AaHHbIX postgres:
Please enter password for "postgres" database user:

6. Ykaxute, HeobxooMMo Ny UCNONb30BaTh 3awuiieHHoe SSL-coeanHeHne ¢ 6a3oi oaH-
HbiXx CPK «RuBackup»:

Do you want to use a secure SSL connection to the database 'rubackup' (y/n/
q)?

Danee BbibepnTe 1 BBEANTE Ha3BaHMe BbIOpaHHOro pexuma SSL B cooTBETCTBUM
¢ Tabnuueii 8. Mo ymonyaHuio BolbpaH pexum require.

57



4 'RuBackup

Tabnya 8 — OnncaHne pexunmosB SSL

3awmnTa oT
ti 3awunTa oT
ssimode npocnywu- MITM YTBepxageHue
BaHUA
. MHe He Ba)xHa 6e30MacHOCTb 1 9 He NpUueMIIo
disable HeTt HeT P

N30EpP>XXKK, CBAA3aHHbIE C UMD POBAHNEM.

MHe He Ba>kHa 6e€30MaCcHOCTb, HO A MPUEMIJIIO
allow Bo3MoXxHO HeT U30Eep>KKW, CBA3aHHbIE C LN POBaHNEM, eCin
Ha 3TOM HaCTamBaeT cepBep

MHe He Ba>kHa 6e30MacHOCTb, HO A NpennoYyun-
prefer Bo3moxxHO HeT Tak WugpoBaHue (M NpUemMso CBSA3aHHbIE U3-
OEPXXKWN), ecnv 3TO Nogaep>XMBaeT cepBep

1 xo4y, 4Tobbl MOV AaHHbIE LWNHPOBANCH, U
A NPMEMII0 CONyTCTBYOLWME U3aepXKu. S Oo-
BEpso CETM B TOM, YTO OHa obecneymBaeT
NOAKJIIOYEHNE K HY>)XHOMY CcepBepy

require Ia HeT

A1 xo4y, 4TOBbLI MOV AaHHbIe WN(HPOBAUCH, U
3aBUCUT OT A MPUEMJIIO COMYTCTBYOLWMNE U3oepXKU. MHe
nonnTukn UC Hy>KHa yBEepPeHHOCTb B TOM, 4YTO A NOAKJI0Ya-

lOCb K JOBEPEHHOMY CepBepy

verify-ca [a

A xo4y, 4TOObl MOM OaHHbIE LWUNGPOBANNCH, U
A NpUeMsIo CoONyTCTBYOWMNE N3nepXKn. MHe

verify-full LOa Oa HY>XHa yBepeHHOCTb B TOM, 4TO A NOAKJI0Ya-
l0Cb K JOBEPEHHOMY CepBepPYy N 3TO UMEHHO
yKa3aHHbIA MHOW cepBep

Ykaxute pacnonoxeHme noaroToBNEHHbIX CepTVICpVIKaTOBZ

* B rnone ss/roofcert — ykaxuTe pacnosioxXeHue ceptmdukara KOpHEBOro LeHTpa cep-
TMgounkaumu,

* B Mone Ss/cert— ykaxuTe pacrnonoxeHne ceptmgrkara OCHOBHOIO CepBepa;
* B none sslkey— ykaxuTe pacrnonoXeHune 3aKpbiTOro Koya OCHOBHOMO cepeepa.

Ecnn HacTpoiika SSL-coeauHeHusi ¢ B, He TpebyeTcsi, HAXMUTE KNaBuly <n>.
Mo ymonyaHuio noaknoyeHne byaneT yCTaHOBNIEHO C NapaMeTpoM ss/mode=allow, B 3TOM
cnyyae ons nogkntoyeHms K BI 6ynyT MCnonb3oBaHbl goainbl cepTUUKaToB 1 3aKpbl-
ThIX K/KOYEN, KOTOPbIE PACMONOXEHbl B nanke /optrubackup/keys, Npn Nookno4YeHnn K
BL naHHble 6yayT wnopoBaTbCs.

Ecnn B koHurypauum postgresql SSL BbiknOYeH, TO MO yMONYaHuw ss/mode 6ynet
disable.
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7. Beegute nma cynepnonb3osatens RuBackup (no ymonyaHunio npu HaxaTtuy Knasuwm
Enter B kayecTBe MeHM cynepnonb3oBaTens ucnonbadyetcs rubackup):
BHumaHve! B umeHn cynepnonb3oBatens 3anpeweHo ucnofib30BaTh creayoowmne
CMMBoan np06en; \s $5 #! \a /’ ?s *! LEREE] ;; :s 0/0, Aa &a <5 >

Enter name of RuBackup superuser [ rubackup ]:

8. CospaiiTe cynepronb3oBaTtens 6asbl  OaHHbIX W 3apaiTe naponb  Ans

cynepnonb3oBaTens 6asbl AaHHbIX (MO yMon4aHuio — rubackup):
Database user "rubackup" doesn't exist. Do you want to create database

user "rubackup" (y/n)?
Please enter password for "rubackup" database user:

Repeat password:

9. Beeoute mmsa 6a3bl AaHHbIX (MO yMONYaHUIO Npu Haxartuu Kknaeuwmu Enter B kavectse
nmeHun 6asbl oaHHbIX Ucnonb3yetcs rubackup):

BHumaHue! B nmeHn 6a3bl JaHHbIX 3anpeweHo MCnonb3oBaTth cneayolme CMMBOSIbI: NPo-
6en, \! $’ #! \’ /J ?! *! "y ;’ :! o/o! A’ &’ <’ >

Enter RuBackup database name [ rubackup ]:

10. MoateepanTe cos3paHue cnyxebHoi 6asbl 4aHHbIX:

Database "rubackup" doesn't exist. Do you want to create database
"rubackup” on "localhost" host (y/n)?

11. [lobaBbTe NnokanbHOEe hainnoBoe XxpaHunuwe Ans nyna no yMona4yaHuio:
Do you want to add a required file system to the 'Default' pool in the
configuration? (y/n)?

12. Beeaute nyTb K AupekTopun, kotopas OymeT accoumvMpoBaHa C  My/foM Mo
yMonyaHuio. Ecnm ykaszaHHoM OMpekTopum He CyWwecTByeT, TO oHa byaeT co3pnaHa:
Enter path:

13. YctaHoBka «Bce B omHOM» He npepnonaraet Hanuuve pe3epBHOro cepsepa.
Bbibepute n.

Will you use secondary server (y/n)?

14. Nlanee 6yneT BbINONHATbCS HacTpoika knmeHta RuBackup. BbibepuTte ceTtesoi
NHTEpdenc, nocpencTsoM KOTOpOro KMUEHTY RuBackup paspeLeHo
B3aVMOAENCTBOBATb C CUCTEMON PE3EPBHOro KONMMPOBAHUS:

Choose client net interface ID for use:
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15. Ykaxute, MOXHO nu Oynmetr apgmuHuctpaTtopy cuctembl CPK  RuBackup

16.

17.

BOCCTaHaBNMBaATb KOMmn, coenaHHble ongd 0aHHOro KaneHTa.

Do you allow centralized recovery (y/n)?

Ykaxwure, 6y,ueT nn ncnonb30BaTbCA HeErMnpepbiBHAA yoaneHHasa pennmkaumsa Ha 3ToM
KNNEeHTe:

Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

YKaxute OUPEeKTopuIO AN BPEMEHHbIX Ornepaunin ¢ goannamm pesepBHbIX KONUi (rno
YyMOJ/IHaHWIO Mpu Haxartuu knasuwm Enter B kayectse OMpPeKToOpUU ONS BPEMEHHbIX
onepaum C dpamnamum pes3epBHbIX KOMuh ucrnonbadyetcs /tmp). Ecnu ykasaHHas
OVPEKTOPMS He cyllecTByeT, To fanee byneT npeanoxeHo eé co3pathb:

Enter local backup directory path [/tmp] :
Would you like to create /rubackup-tmp (y/n)?

18. YKkaxuTe KOnmM4yectBo NOTOKOB A/1S OOHOBPEMEHHOW 06paboTkM 3apady pPe3epBHOro
KONMMPOBAaHUS Ha OCHOBHOM cepBepe (KaXblii NOTOK MMeeT OTAeNbHOe CoedNHEHMEe CO
cnyxebHoi 6asoit faHHbIXx CPK):

Set amount threads parallelizm for server [ 8 ]:

19. YKkaxuTe KOnmM4yecTBo NOTOKOB AO/1S OOHOBPEMEHHOW 06paboTkM 3a4ay pPe3epBHOro
KONMpoOBaHUA Ha MeguacepsBeBpe (KaxnOblii MOTOK UMeeT OTAeNlbHOe COeOWHEHWE CO
cnyxebHoi 6asoii faHHbIXx CPK):

Set amount threads parallelizm media server [ 8 ]:

20. ABTOMaTUYeCcKOE Co3aaHne MacTep-Knoya:

21

Create RuBackup master key..

. YKaxuTe, XOTUTe N1 Bbl UCMOJIb30BaTb K/HOYM 3NEKTPOHHO-LMIPPOBOA NOAMMUCH:

Will you use digital signature (y/n)?

22. YKaxuTe, XOTUTE N Bbl BK/IIOYNTb CUCTEMHbINA MOHUTOPWHI Ong 0aHHOro KnnueHTta:

Do you want to enable system monitoring of this client (y/n)?
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23. YKkaxuTte, XOTUTE NN Bbl YyCTAHOBUTb BEPXHUI Npenen onepaTtuBHOM NamMsaTn, Kotopas
MOXET WCMONb30BaTbCA MNPU PE3EPBHOM KOMUPOBAHUW Ha KAMEHTE (TOYHOCTb
BEPXHel rpaHmubl 06 bema NnamMsiTy He rapaHTUPYeTCS):

Do you want to set a soft memory threshold? (y/n)?

24. Ecnn ucnonb3yeTcs OrpaHWyY4eHMe BEPXHEro npenena onepaTtuBHON MNaMATU, TO
ykaxute obbeM onepaTUBHOW NaMsiTM, KOTOPbIA MOXET WCMONb30BaTbCS MNpU
pe3epBHOM KOnMpoBaHuu Ha KNNEeHTe B b (uenoe 4yncno):
Enter the allowed amount of memory for backup in GB (integer value):

25. BoibepuTte kakune nybnnyHole nmeHa byayT ncnonb3oBaHbl DNS-cepeepom:
Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

26. YKaxuTe, XoTUTE N Bbl BKNIIOYNTb ayamMT 6e30nacHOCTU:
Do you want to enable RuBackup security audit ([yles, [n]o,

[qluit)(y/n/q)?

27. YKaxuTte, Kakon TUn ayamTa Bbl XOTUTE BKIHOUYNTD:
 essential only — XypHanupoBaHue Bcex 3HaYUMbIX Tabnuu, Kpome o4epenei 3a-
[ay 1 BPeEMeHHbIX Tabnuu;

» tasks (additionally to essential) — XxypHannpoBaHume Bcex 3Ha4MMbIX Tabnuu n 3a-
ay B 04epensix.

MNMo3nHee BO3MOXHO BKIOYUTH/OTKIIOYATD LAHHYIO OMUMIO U U3MEHWUTb BblOpaH-
HbI/A TMN ayauTa C NOMOLWbIO YTUNUTLI NS paboTbl C XYypHANOM COObITUA MHOPMALMOH-
Hoi B6e3onacHocTu rb_security.

Choose security audit type ([e]ssential only, [t]asks (additionally to
essential), [q]uit)(e/t/q)?e

BHumaHue! Mo okoHYaHWM paboTbl yTUAUTHI rb_init OyaeT cpopMMPOBAH rNMaBHbIA KOH-
ouUrypaumoHHblii ¢paitn /opt/rubackup/etc/config.file. B aToM paitne napametp
server-inet-interfaces onpepensier ceTesble MHTEpENCbl, NOCPEACTBOM KOTOPbIX
cepBepy pes3epBHOro KOMUMPOBaHMS paspelieHo B3auMogeincTBoBaTtb C KnveHTamu. B
cnucke UHTepdpeiicoB He06X0AUMO OCTaBUTb TOMBbKO Te, KOTOpble HEOOXoAMMbI, U yaa-
NUTb BCE NULWHNE MHTepdeiCbl, eCNv OHN NPUCYTCTBYIOT (vnet, virbr u T.M1.).

28. [lanee nony4nTte NNUEH3NOHHLIA dhain y NnocTaslinka 1 Npou3BeanTe yCTaHOBKY Nn-
LeH3Un B COOTBETCTBUM C nogpasaenom JinueHsnposaHne CPK RuBackup.
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HacTpoiika nonb3oBareneit Ha cepsepe RuBackup

MNMonb3oBaTtenu, OT MMEHU KOTOPbIX OyneT OCYLWeCTBASATbCSA 3anyck YTUAUT KO-
mMaHoHon ctpokn RuBackup n MeHenxepa anmuHuctpartopa RuBackup (RBM), 0onXHbI:

. BXOOMTb B rpynny rubackup,
. NMEeTb NPaBW/IbHO HACTPOEHHbIE NEPEMEHHbIE Cpebl.

Mpynna rubackup Obina cospaHa B nNpouecce YCTaHOBKM naketa rubackup-
common.

Ytobbl HACTPOMTHL Nonb3oBaTens Ansg BO3MOXHOCTU paboTtbl ¢ RuBackup, Bbinon-
HUTEe cnenyrowne LenCcTBUS:

1. NobaBbTe nonb3oBatens B rpynny rubackup npu nomowm KoMaHabl:

$ sudo usermod -a -G rubackup mosb3oBaresns

[Nocne aToro BBEOMTE KOMaHAy:
$ sg rubackup

2. Hactpoitte onsa noss308aresis cnepyoowme nepemeHHble cpelbl. na atoro gobaBbTe
cnepnytowme cTpoku B coann /home/ nosb3osaresisl.bashrc:

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3. MNepesarpyaunTe nepeMeHHbIe OKPYXEHUS:
$ . .bashrc

3anyck cepsepa RuBackup

Ons wrtatHoM aKcnnyaTtaumm pekoMmeHayeTtcs 3anyckatb cepeep RuBackup kak
cepsuc. [1ns 3TOro BbIMONHUTE Cneayowme 4encTBrS:
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1) LobaebTe cepsuc knneHtTa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable rubackup_client.service
2) LobaebTe cepeuc cepsepa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMBI:

$ sudo systemctl enable rubackup_server.service
3) Utobbl cnyxba systemd mepesarpysuna HacTpoViky, BBEAUTE KOMaHOy:

$ sudo systemctl daemon-reload

4) 3anycTute cepsuc rubackup_client:

$ sudo systemctl start rubackup_client
5) 3anycTute cepBuc rubackup_server:

$ sudo systemctl start rubackup_server

YTO4HUTHL cTaTyc knmeHta RuBackup MOXHO rnpy noMowm KoMaHabl:

$ sudo systemctl status rubackup_client

YT1o4HuTb cTatyc cepeepa RuBackup MOXHO npu noMowwm KoMaHabi:

$ sudo systemctl status rubackup_server

HacTtpoiika orpaHu4yeHnsi Ha KONMYECTBO OTKPbITbIX (pannoBbixX
OECKpUnNToOpoB Ha xocTe ¢ cepsepoM RuBackup

Ecnun yncno knneHToB/Meana cepsepoB B rpynnupoBKe pacTét u/mnu Ha KnneHTax
BK/IlOYEHa DYHKUUSA MHOronoTOYHOW nepenadyn AaHHbIX, TO NPy yBENUYEHUN KONNYecTBa
BXO4AwWmMx coeanHeHnin cepesep RuBackup MoxeTt goctuyb npenena BblOeNEHHbIX NUMU-
TOB Ha OTKpbITble (painosble peckpuntopbl. CeTeBble COEOANHEHMS TOXE WUCMONb3YOT
Takne geckpuntopbl. OrpaHnyeHns yctaHaeBnmeBaeT adMUHUCTPATOP XOCTa, HA KOTOPOM
3anyweH cepsep RuBackup.

LoCTNXEeHNe aTOro orpaHNYeHust MPUBOANT K ownbkam npw BbinonHeHUn 6akana\
BoccTaHoBneHusi. ViHorpa cepesep RuBackup MoxeT aBapuiiHO 3aBepwinTb paboTy.
Mpr3HakoM HepocTaTka (PainoBbiX OECKPUNTOPOB SIBASETCS HANMuue Cnemylowero co-
o6LIeHNs B XypHanax cepeepa Wam B CUCTEMHbIX XYypHanax:

error:Too many open files

Ons peweHnst npobnembl aAMVHUCTPATOPY XOCTa HeOobX0AMMO YBENNYUTDL MaKCu-
ManbHOE YMCNO (MMMUT) OTKPbITbIX LECKPUNTOPOB, a 3aTeM nepesanycTuTb cepeep. B 3a-
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BUCMMOCTM OT TOrO, KaKk Ha XOCTe 3arnyckaeTcsl CepBep, MakCUManbHOe YMCOo (MUMKUT)
OTKPbITbIX JECKPUMTOPOB MEHSIETCS MO pasHoMy.

MNpoBepbTe MO popMynam, OMWCAHHBIM HUXE, YUCNO HYXHbIX BaM palrinoBbix

OJecKpunnTopos “ yée,D,I/ITer, 4TO Ha cepBepe X OoCTaTo4vHO.

BaxHo! Ytobbl paccumtaTb HEOOXOAMMOE KONMYECTBO (PainoBbiX OECKPUNTOPOB,

yuTuTe cneayollee:

pOB:

B pexume npoctos cepsep ncrnonb3yet okono 100 coannoBbix 4ECKPUNTOPOB.

Kaxablii noaKNoYEHHbIA KNMEHT unn meanacepsep nobaBnseT no Asa OTKPbITbIX
JoannoBbIx AecKpuntopa Ha cepsepe.

BbinonHeHue noboit 3agayn Ha CTOPOHE KNIMEHTa Mpu BbIK/IIOYEHOM «CETEBOM na-
pannenuame» (network_parallelism) TpebyeT OByX LOMOMHUTENbHbLIX (OAANOBbIX
JeckpunTopa Ha cepsepe.

[Mpwn BKNOYEHHOM «CeTeBOM napannenname» (network_parallelism) knueHT oTKpbI-
BaeT N coenmHeHun kK cepsepy, roe N — 3HayveHue, 3agaHHoOe Ong napameTtpa
network_parallelism. B pamkax kaxnoro ceteBoro cCoeguHeHus, Kak npasuno, Ha
CTOPOHEe cepBepa TpebyeTcs 3anpocnTb UHPopMaunio n3 6asbl AaHHbIX, NO3TOMY
TpebyeMoe 4YnCNo OTKPbITbIX hainoBbix AeckpunTopos bynet N*2.

Obwas dopmyna ons pacyéta HeobxoaMMOro KONM4ecTea oannoBbix AECKPUNTO-

Ecnn ceTeBon napannennam BbiknodeH: 100+ MC 2+ KJT 2+ KJT *2
Ecnu ceTteBor napannennam BKMOYEH: 100+ MC 2+ KJI 2+ KJT *N
ne:

MC — 4ucno menmacepeepos.

KJ1 — y4ncno knneHToB.

N — 3HayeHue, 3afaHHoe Ang napameTpa network parallelism.
MNMpumep pacuerta 1

PaccmoTpum npumep pacyéta HeobxoOMMOro KonmyecTsa goainnoBbix OeCKpUnTo-

POB O/15 CUCTEMbI, COCTosWen n3 ogHoro cepeepa RuBackup, osyx meguacepsepos n 50
KNMEeHTOoB. [1peanonoXxmMm, 4To CeTEBON nNapannenmam OTKIOYEH.

HeobxoouMoe KonmyecTBO ¢painoBbiX OECKPUMNTOPOB PACCHUTLIBAETCS Cnenyto-

wum obpaszom:

anns cepsepa RuBackup notpebyeTtcs 100 AeckpvnTopoB;

ONS OBYX MednacepBepoB — 4 OeCcKpUnTopa;
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e ana 50 knmneHToB B npocTtoe — 100 oeckpunTopos;
* ang Bcex 50 KNMeHToB € 3aja4yamu ogHoBpeMeHHO — ewwé 100 geckpmnTopoB.

Taknm obpasom, obuiee KONM4ecTBO HeobxoauMMblx hainoBbiXx AECKPUNTOPOB CO-
ctaenget 304.

CrtaHpapTHoe 3HayeHne numnta B 1024 byaoeT 0OCTaTOYHbIM.
MNMpumep pacyeta 2

PaccMoTpum npumMep pacyérta HeobxoOMMOro KonmyecTsa goainoBblx OECKPUNTO-
POB ANS CUCTEMbI, COCTOSWEN N3 oaHoro cepeepa RuBackup, aByx meamacepsepos u 50
KNneHToB. [1peanonoxmm, 4To ceTeBo napannennam BKIOYEH Co 3HavYeHmem 40.

Heobxonumoe KonnyecTBO (PainoBbiX LECKPUMNTOPOB PACCHUTLIBAETCS Chemyto-
WwumM obpaszom:

» nans cepsepa RuBackup notpebyetcsi 100 neckpunTopoB.;

* [ON5 ABYyX MeAvacepBepoB — 4 0ecKkpunTopa;

e ana 50 knmeHToB B npocTtoe — 100 oeckpunTopos;

* ons Bcex 50 KNMeHTOoB ¢ 3agavyamm ogHoBpeMeHHo — ewé 2000 neckpunTopos.

Taknm obpasom, obuiee KoONM4ecTBO HeobxoamMMblx hanoBbiXx AECKPUNTOPOB CO-
ctaenset 2204.

CtaHpapTHoe 3HayeHne nummTta B 1024 6yneT HenocTaToOYHbIM ONs TakoW cucTe-
Mbl, MO3TOMY pPeKOMeHOyeTCs yBennynTb numut. XenaTtenbHo yctaHoBuTtb numut B 3000
doannoBbIX 4ECKPUNTOPOB A4 3anaca.

CepBep MoXeT ObITb 3anyLweH AByMs cnocobamum:
1. Py4HbIM 3anyckowm;
2. 3anyckom cepsuca cepeepa RuBackup.

Insa kax[oro u3 aTux cnocobos cyllecTeyeT COOCTBEHHOE OTAEeNbHOe OrpaHuye-
HME Ha YMCNO OTKPbITbIX (0aNoBbIX AECKpMNTOpPoB. Ecnn HeobxoanMo ycTaHOBUTL onpe-
AeneHHoe 4mcno Cpal‘/'ll'IOBbIX OEeCKpuUnTopos, BbINOJIHUTE MO OAHOMY N3 MEPEYHNCTIEHHbIX
crnocoboB:

PyuHoi1 3anyck
Ecnn Bbl BBOOUTE KOMaHObI:

rubackup_server start/stop
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3HauMT ycTaHoBKa nMMTa oannoBbiX OECKpMNTOpoB OyaeT NPOBOAUTCS PY4YHbIM
3anyckoM 1 Ho6X04MMO BBECTU KOMaHbl, ONUCAHHbIE HUXE.

Mo yMonyaHuiO YCTaAHOBMIEHO OrpaHW4YeHWe Ha YUCO OTKPbITbIX (0anoBbIX
neckpuntopos - 1024 goainna,

2. [poBepbTe TEKYWMA NNMUAT KOMAHOON OT MMEHU Nonb3oBaTens root:
ulimit -n

3. Ons BPEMEHHOro M3MEHEeHNsa 3Ha4YeHns ceccun ong nonb3oBaTens root BbINON-
HUTE KOMaHLOy:

ulimit-n N
roe N — xenaemoe 3HayeHue.

B pamkax aToi Xe ceccum MOXHO 3anyCcTuTb cepBep, Nocne 3aBepLlieHns ceccum
N3MeHeHns ByayT OTMEHEHDI.

3. [na NOCTOSIHHOrO W3MeHeHust 3Ha4vyeHusi HeobxoOuMo B dpain /etc/security/
limits.conf nob6aBbTe cnepytolmMe CTPOKN:

root hard nofile N
root soft nofile N
roe N — xenaemoe 3HavyeHue.

4. 3akponTe CEecCuMo U OTKPONTE HOBYIO, a TakXe NMPOBEPbTE 3HAYEHWe NuMmTa
koMmaHgow: ulimit -n.

5. VI3 aToin-Xe ceccun nepesanycTuTte cepsep.

3anyck cepsuca cepsepa RuBackup
1. Ecnu Bbl 3anyckaete cepsuc cepsepa RuBackup komaHgoamu:

systemctl start/stop rubackup_server

3Haunt yCTaHOBKa nnMmntTa anIZﬂOBbIX eckpuntopos 6y,ueT NnPoOBOANTCA KaK Cep-
BMC 1 HOOXOOMMO BBECTU KOMaHObl, ONMNCaHHbIE HN>XE.

Mo ymonyaHuio 3Ha4YeHne OrpaHnNyYeHns Konnm4yecTea OTKPbITbIX (painoB 3anaétcs
B cny>xbe systemd, ctaHoapTHoe 3HaYeHne — 1024 cpaiina.

2. [1ns n3meHeHns 3HayveHns nobaBbTe Cnepylowyo CTPOKY B cekuuo [Service]
goanna /etc/systemd/system/rubackup_server.service:

LimitNOFILE=N

roe N — xXxenaemoe 3HayeHue.
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3. 3arpy3nte OOHOBNEHHbI KOHMUrypaUMOHHbLIA dhaitn cepsBuca B CNyXOy
systemd komaHOom:

systemctl daemon-reload
4. MNepesanycTtute cepsuc cepsepa RuBackup, komaHoamu:
systemctl stop rubackup_server

systemctl start rubackup_server

3anyck cepBepa B TEPMUHAIbHOM peXume

B TOM cnydyae, ecnu nnaHupyetca TtecTupoBaHue RuBackup, pekomeHpyeTtcs
3anyckatb cepsep RuBackup B TepMmuMHanbHOM pexume C MOMOWbID KOMaHAOb:

# rubackup_server start

OcTtaHoBuTb cepeep RuBackup MOXHO C NOMOLIbIO KOMaHAbI:

# rubackup_server stop

HacTtpoiika xpaHunuiia pesepBHbIX KON

Ecnun B npouecce HacTporikm cepsepa npy NoMowm yTunuTbl rb_init He Obin Ha-
3HayeH KaTanor ons xpaHeHus pesepsHbix konuin ang nyna Default, To nocne HacTporikn
cepsepa RuBackup B XypHanbHoM cparine /[opt/rubackup/log/RuBackup.log nosiBATCS
3anncu o ToM, 4YTo B nyne Default HET HM OOHOW PANNOBOWN CUCTEMbI AN XPaAHEHUS pe-
3epBHbIX KOMWUIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxoanmo HasHaunTb ansa nyna Default xots 66l oonH katanor ons xpaHeHus
Pe3epBHbIX KOMWA. OTO MOXHO cAenaTtb Mpu MOMOWM YTUAUTLI KOMaHOHOW CTPOKU UK
MeHnenxepa agmnHuctpaTtopa RuBackup (RBM):

1. Hactpoitka xpaHnnuwa c nomouwbto rb_local_filesystem

MNMonb3oBatenu, OT MMEHU KOTOPbIX OyoeT OCYWeCTBNATLCSA 3anyck YTUAUT KO-
MaHoHo ctpoku RuBackup, oonXxHbl BxoaMTb B rpynny rubackup. Ytobbl nob6aeuTtb
nonb3oBaTtenen B rpynny, BHeCMTe N3MeHeHns B dpann /etc/group.
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Y106bl HA3HAYMTb NOKaNbHbIA KaTanor B Ka4ecTBe XPaHUIMWa pe3epBHbIX KOMWUNA,
cnepyeTt BbINOMHWUTL KOMaHAYy:

$ rb_local_filesystems -a /rubackupl -p 1
B aToM npuMmepe B kayecTBe xpaHunuwa gobaensertcs katanor /rubackupl.
2. HacTtponka xpaHunmuwa ¢ nomouwbto rb_local_filesystem

BHuMaHue! HacTpoiika xpaHunuwa ¢ nomouwbio RBM npoussogutcs, ecnu xpaHu-
nuuia He HaCTPOEeHbl YTUNUTOM rb_init B NpoLecce nepBoHa4yanbHOA HACTPOMKIA.

MNMopsooK HacTpOMKWM XpaHUnuwa M3NoXeH B OOKyMeHTe «PyKoBOACTBO CUCTEM-
Horo agmuHucTpatopa RuBackup».

PassepHyTas yctaHoBKa

Ona ncnonb3osaHnsa RuBackup B NpoAyKTMBHBIX OKPYXEHUSX CpegHero n npo-
MbIlWIEHHOro Macwrtaba, a TakXxe 4Nng NPoBEeAEHMS Harpy304HbIX UCMbITAHUA, PEKOMEH-
nyeTtcs passopaymBaTtb KoMmroHeHTbl RuBackup, Bknouas cnyxebHyio 6a3y OaHHbIX
RuBackup, Ha oTgenbHbIX MawuHax C peKkOMeHOyemon KoHgurypaumen. 310 no3sonuT
[OCTUYb MakCMManbHbIX MokasaTene NpPou3BOAUTENbHOCTU M BbIMNONMHUTL pPe3epBHOE
KOnnpoBaHne, BOCCTAHOBNEHNE U yOaNeHHYo pennukauuio OaHHbIX B KpaT4yanwme cpo-
KW.

YcTtaHoBKa OCHOBHOIMO cepBepa

MoaroToBka K ycTaHOBKe OCHOBHOrO cepBepa

Mepen yctaHoBkoi cepsepa RuBackup Heobxoammo, 4Tobbl B cucteme bbinm ycTa-
HOBJIEHbI 3aBMCUMOCTM nakeToB Linux (cm. MNMpunoxeHwve bB).

YTobbl cnctema ysenomneHunii RuBackup paboTtana KOppekTHO, HeobxoauMo Ha-
CTPOUTb OTMPAaBKy 3NEeKTPOHHOW NoYThbl ¢ cepsepa RuBackup. Ons oTnpaBku 31eKTPOH-
How no4yTbl cepeep RuBackup ucnonbayet ytunuty fusr/bin/mail.

MNpu ncnonb3oBaHWM NEHTOYHON BMBNNOTEKN C CEPBEPOM PE3EPBHOMO KOMMPOBA-
HWS, HACTPOIKY CM.B PYKOBOACTBE «PaboTa ¢ neHTO4YHOM BB NNOTEKOA».

UHcTannauua ocHoBHOro cepeepa RuBackup

Ina vHcTannauum ocHoBHOro cepsepa RuBackup cnenyet BbINOMHWUTH Cnegyto-
wme OencTBuma:

1. ABTOpM3ynTECH NOA NOMb30BaTENEM rOOt:

$ sudo -i
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2. HacTtponTe cnegnytowmne nepeMeHHble cpelbl Ans nonb3oBatens root. fns 3Toro O0-
6aBbTe cnenylowme CTpoku B ¢oann /root/.bashrc:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

ITN NepeMeHHble TakXe MOXHO onpenenuTb B (paine /etc/environment.
3. NepenagnTte B Katanor /root/, ON9 9TOrO BbINOMHUTE:
cd /root
4. lNepesarpysnte nepemMeHHble OKPYXEHNS:
# . .bashrc
5. YctaHoBuTe nakeT rubackup-common. lNpumep:
$ sudo dpkg -i rubackup-common_<version>_amd64.deb
6. YcTaHoBuTe nakeT rubackup-common-gui. lNpumep:

$ sudo dpkg -i rubackup-common-gui_<version>_amdé64.deb

7. YcTtaHoBuTe naket rubackup-client. Npumep:
$ sudo dpkg -1 rubackup-client_<version>_amd64.deb
8. YcTtaHoBuTe nakeTt rubackup-rbe. lNpumep:

$ sudo dpkg -1 rubackup-rbc_<version>_amd64.deb
9. YctaHoBuTe naket rubackup-server. Mpumep:

$ sudo dpkg -i rubackup-server_<version>_amd64.deb
10. YcTaHosuTe naket rubackup-rbm. Mpumep:

$ sudo dpkg -1 rubackup-rbm_<version>_amd64.deb

Nms dbalina naketa MOXET OT/IMYaTbCS B 3aBMCMMOCTU OT COOPKM.

B npouecce yctaHoBkuM naketa rubackup-common 6yneT co3pmaHa nokanbHas
rpynna rubackup, B KoTopyto cnenyeT nobaButb BCEX Monb3oBaTteneit, kotopble BynyT
paboTaTb ¢ RuBackup.
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Mpu yctaHoeke cepsepa RuBackup B OC Astra Linux Special Edition 1.6
nnu 1.7 ¢ akTUBMPOBAHHBIM PEXUMOM 3aWMTHON NPOrpamMMHOl cpegpbl, nocne
yCcTaHoBKM nakeTa rubackup-server BbINnONHUTE Waru:

1. BbiNnonHuTE KOMaHAy:

$ sudo update-initramfs -u -k all

2. [Nepe3arpy3uTte onepaumoHHy CUCTEMY:

$ sudo reboot

HacTtpoiika oCHOBHOro cepsepa

BHumaHune! lNpouenypa HacCTPOMKM OCHOBHOrO cepBepa TakXe BbIMONIHAET HaCTPOWKY
knueHTa. MNocne HacTpoliku cepeepa RuBackup He cneayeT BbIMONHATL HA HEM HACTPOWA-
KY K/IMeHTa, TaK KakK 9TO NnoB/evyeT 3aMeHy CepBepHbIX HaCTPOeK KJIMEHTCKUMU U cepBep
nepectaHet pabortartb.

[MepBoHavanbHas HacTporika cepepa RuBackup ocywecTBnseTcs ¢ NOMOWbIO UH-
TepakTueBHoW yTunuTel rb_init. YTunuta rb_init nob6aesut HeobxoonMble ceTeBble CEPBU-
Cbl B dpann /etc/services. BoinonHute cnepyowme oencTems:

1. 3anyctute rb_init (0T nonb3oBaTens root).
root@rubackup-primary:~# rb_init
2. [Ina npooonXeHns KOHQPUIrypupoBaHUs KNMeHTa pe3epBHOr0 KONMPOBAHUS NpUMUTe
NNLEH3NOHHOE COornaleHue:
You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])
3. Boibepute cueHapuii KOHPUIypMpoBaHUsS OCHOBHOro (primary) cepsepa. ns atoro
HaXXMuUTe Knasuwy p.

Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?
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4. Yxaxunte agpec cepsepa CYBLl PostgreSQL (no ymonyaHuio npu Haxxatum Knasuwm
Enter B kayecTBe agpeca cepsepa ucrnonb3yetcs localhost):

Enter hostname or IP address of PostgreSQL server [ localhost ]:
5. YkaxuTe naponb nonb3oBatens 6asbl AaHHbIX postgres:

Please enter password for "postgres" database user:

6. YkaxuTe, Heobx0aMMo N MCnonb3oBaTth 3awmueHHoe SSL-coeanHeHne ¢ 6a3ol naH-
HbiXx CPK «RuBackup»:

Do you want to use a secure SSL connection to the database 'rubackup' (y/n/
q)?
Lanee Bbibepute 1 BBEONTE HasBaHve BbibpaHHOro pexmma SSL B COOTBETCTBUM
¢ Tabnuueii 9. Mo ymonyaHuio BbibpaH pexum require.

Tabmya 9 — Onvcarne pexmnmos SSL

3awmnTa oT
Hi 3awmTta oT
ssimode npocnywun- MITM YTBepXxaeHue
BaHWA
. MHe He Ba)XXHa 6e30nacHOCTb 1 9 HEe NMpUeMJIo
disable HeT HeT P

N3Lep>XKU, CBA3aHHbIE C WWNdpoBaHMEM.

MHe He Ba>kHa 6e30MacHOCTb, HO A MPUEMIJIO
allow Bo3moxxHo Het U30ep>XXKU, CBA3aHHbIe C LUMPOBaHNEM, eCn
Ha 3TOM HaCcTauBaeT cepBep

MHe He Ba>kHa 6e30MacHOCTb, HO A Npennoyun-
prefer Bo3MoXxHO HeT Tal wudposaHmne (N NpmemMto CBA3aHHbIE U3-
OEPXXKWN), ecnv 3TO Nnogaep>XMBaeT cepBep

1 xo4y, 4Tobbl MOV AaHHbIE LWNEHPOBAINCH, U
A NPMEeMJII0 CONYTCTBYOLLME U3LEPXKKN. S O0-
BEpPSItO CETU B TOM, 4TO OHa obecneynsaeT
NOAKJIIOYEHNE K HY>XKHOMY CepBepy

require Ha HeT

A xo4y, 4TOObl MOM OaHHbIE LWNGPOBANNCH, U
3aBUCUT OT 4 NPUEeMJIIO CONyTCTBYOWME n3gepXku. MHe
nonnTukn LC Hy>KHa yBEPEeHHOCTb B TOM, 4TO S NOAKJIHO4Ya-

IOCb K JOBEPEeHHOMY cepBepy

verify-ca [a

A1 xo4y, 4TOBbLI MOV AaHHbIEe WN(HPOBAIUCH, U
A NPUeMJI0 CONyTCTBYOWME N3nepXKn. MHe

verify-full Oa Oa HY>XHa yBEepeHHOCTb B TOM, 4TO A NOAKJII04a-
I0Cb K JOBEPEHHOMY CepBepy N 3TO UMEHHO
YKa3aHHbIN MHOWN cepBep
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YKaxuTe pacrnonoxeHve noaroToBNeHHbIX CEPTUEMKATOB:

* B None sslroofcert — ykaxuTe pacnonoxeHne ceptuukara KOPHEBOro LieHTpa
cepTugoukaumnm;

e B MONe Ssslcert— ykaxuTte pacnonoxeHne ceptTugorkaTa OCHOBHOrO CEpBeEpa;
« B none sskey— ykaxuTte pacnonoxeHne 3aKpbiTOro Ki4ya OCHOBHOMO cepsepa.

Ecnu HacTpolika SSL-coeonHeHns ¢ B He TpebyeTcs, HaXMUTE KnaBuwy <n>.
Mo yMonyaHuio noaknoyeHne byaoeT yCTaHOBNEHO C NapaMeTpoM Ss/imode=allow, B 3TOM
cnyyae ona nogknoyveHms K BI 6ynyT Mcnonb3oBaHbl goannbl cepTUgUKaToB 1 3akpbl-
TbIX KNIOYEN, KOTOpble PacrnonoXeHbl B nanke /optrubackup/keys, Npu NooknoHeHNN K
B.L naHHble 6yayT WwncpoBaTbCs.

Ecnun B KoHurypauun postgresql SSL BbIkOYEH, TO MO YMONYaHuio ss/mode 6y-
nert disable.

7. Co3painTe cynepnonb3oBatenss 6asbl  OaHHbIX WM 3adaite  naponb  Ons
cynepnonb3oBaTtens 6a3bl gaHHbIX rubackup:

Database user "rubackup" doesn't exist. Do you want to create database
user "rubackup" (y/n)?

Please enter password for "rubackup" database user:
Repeat password:

8. Beeante nms 6a3bl gaHHbIX (MO YMONYaHWIO NPy HaxaTtum knasmwm Enter B kayectee
nMeHn 6a3bl 4aHHbIX UCMoNb3yeTcs rubackup) n cospalite eé B cnyyae OTCYyTCTBUS:

BHumaHue! B nMeHn 6a3bl AaHHbIX 3anpeweHo ncnosib3oBatb cnenyowmne CUMMBOJbI:
np066n! \’ $’ #’ \7 /! ?J *’ "y ;! :’ o/oi /\! &7 <7 >

Enter RuBackup database name [ rubackup ]:

Database "rubackup" doesn't exist. Do you want to create database
"rubackup" on "localhost" host (y/n)?

9. lobaBbTe NnokanbHoe oannoBoe XxpaHunuLe Ans nyna no yMonyaHuio:

Do you want to add a required file system to the 'Default' pool in the
configuration? (y/n)?

10. Beegute nyTb K nOupekTopuun, koTtopas OymeT accouumpoBaHa C  MyNnoM Mo
YMO4YaHuIo:

Enter path: /default_pool
Path "/default_pool" doesn't exist. Do you want to create it? (y/n)y

11. Echu B KOHCpurypaumm nogpasymeBaeTcsl pe3epBHbI (Secondary) cepsep, TO
BblOEpMTE 3Ty BO3MOXHOCTb!
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Will you use secondary server (y/n)?

12. YkaxunTe agpec pe3epBHOro cepseepa:
Hostname of secondary server:
13. Nanee OyneT BbINONHATLCS HacTpoitika knumeHta RuBackup. Bbibepute ceteBoi

NHTEepgenc, nocpencTsoM KOTOpOro KNUEHTY RuBackup paspelleHo
B3aMMOOEeNCTBOBaTb C CUCTEMOWN PE3EPBHOIr0 KONMUPOBAHUS:

Choose client net interface ID for use:
14. Ykaxute, MOXHO nu 6ynet agmuHuctpaTtopy cuctembl CPK  RuBackup
BOCCTaHaBNMBaTb KONWUW, COENAaHHbIE AN OAHHOrO K/IMeHTa:
Do you allow centralized recovery (y/n)?
15. YkaxwuTte, byneT M UCNoNb30BaTbCs HENpPepbIBHAS yOaneHHas pennnkauus Ha 3ToM
KNNEHTE:
Do you plan to use continuous remote replication to apply remote replicas

on this client (y/n)?y

16. Ykaxunte OMpekTopuio ANa BPEMEHHbIX onepaunin ¢ dpannamm pesepBHbIX KOnuim (no
YMOHaHWIO Mpu HaxaTtuu knasuwm Enter B kayectBe ONPEKTOpUU ONS BPEMEHHbIX
onepauui c doannamum pesepsBHbIX KOMWA ucrnonb3yetcsa /tmp). Ecnn ykasaHHas
OVPEKTOpMS He cyliecTByeT, To Aanee OyneT npeanoxeHo eé co3pathb:

Enter local backup directory path [/tmp] :

17. YKaxuTe KONM4ecTBO NOTOKOB A/ OOHOBPEMEHHOW 06paboTkM 3a4ady pPe3epBHOro
KOMMPOBAaHMS HA OCHOBHOM cepBepe (KaXIblii MOTOK MMeeT OTHOeNbHOEe COeadUHEHNe Co
cnyxebHoi 6a3oin gaHHbIXx CPK):

Set amount threads parallelizm for server [ 8 ]:
18. YKaxuTte KonM4ectBo NOTOKOB A/ OOHOBPEMEHHOV 06paboTku 3agay pe3epBHOro

KONUpoBaHMs Ha MeamacepBepe (KaXnAblii MOTOK UMeeT OTAENbHOE COEOMHEHUE CO
cnyxebHoi 6asoit naHHbIXx CPK):

Set amount threads parallelizm media server [ 8 ]:

19. ABTOMaTU4eCKOE CO34aHNe MacTep-Koya:

Create RuBackup master key..
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20. YkaxuTte, XOTUTE N Bbl CO30aTb K/IKOYM 3NEKTPOHHO-UMPPOBOA NOANUCH:

Will you use digital signature (y/n)?

21. YkaxuTte, XOTUTE NN Bbl BKJIIOYUTb CUCTEMHbIA MOHUTOPWUHT N8 OAHHOIO K/IMEeHTa:
Do you want to enable system monitoring of this client (y/n)?

22. YKaxuTte, XOTUTE NN Bbl yCTAHOBUTb BEPXHUIA Npeaen onepaTtuBHOM NamMsaTn, Kotopas
MOXET MCMNONb30BaTbCS NMPU Pe3epPBHOM KOMMPOBAHUN HA KNIMEHTE (TOYHOCTb BEPX-
Helh rpaHuUbl 06 bemMa NamsTh He rapaHTUpyeTcs):

Do you want to set a soft memory threshold? (y/n)?

23. Ykaxute 06 beM onepaTtnBHO NaMATI, KOTOPbIA MOXET UCNONb30BaTbCS NpU
pe3epBHOM KONMpoBaHun Ha KnueHTe B I'b (uenoe yncno):
Enter the allowed amount of memory for backup in GB (integer value):

24. Bblbepute kakune nybnunyHole nmeHa byayT ncnonb3oBaHbl DNS-cepeepom:
Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

25. YkaxuTe, XoTUTE N Bbl BKIOYNTb ayanT 6€30MacHOCTY:

Do you want to enable RuBackup security audit ([yles, [n]o, [qJuit)(y/n/
q)?

26. YkaxuTte, Kakol TMn ayanta Bbl XOTUTE BKOYNTD:

* essential only — XypHanumpoBaHue Bcex 3Ha4MMbIx Tabnuu, Kpome odepenel 3a-
[a4y N BPEMEHHbIX Tabnuu;

« tasks (additionally to essential) — XxypHannpoBaHme Bcex 3Ha4MMbIX Tabnuu u 3a-
hay B oyepensix.

MNMo3agHee BO3MOXHO BKKOYMTL/OTKMOYMTL OAHHYIO ONUMIO U U3MEHUTb BblOpaH-
HbI/A TUN ayauTa C MOMOLWbIO YTUNUTLI NS paboTbl C XYypHANOM COObITUn MHOPMALMOH-
Hoi 6e3onacHocTu rb_security.

Choose security audit type ([e]ssential only, [t]asks (additionally to
essential), [qluit)(e/t/q)?

BHuMaHue! Mo okoHYyaHuM paboTbl yTUAUTLI rb_init OyaeT chopMUMpOBaH rna.-
Hblii KOHGOUrypauMoHHbIv pain [opt/rubackup/etc/config.file. B aTom cpaiine napa-
MeTp server-inet-interfaces onpepensier ceteBble UHTEPdENChl, NMOCPEACTBOM KOTO-
pbIX cepBepy pe3epBHOro KONUpoBaHus paspelleHo B3aMMoaeincTBoBaThb ¢ KnneHTamu. B
cnucke uHTepdeiicoB Heo6xoaAMMO OCTaBUTb TOMBKO Te, KOTOpble HEobXxoamMbl, U yaa-
NNTb BCE NUWHKE UHTepdeiicbl, eCnv OHU NPUCYTCTBYIOT (vnet, virbr u T.0.).
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27. Nlanee nonyynTte NMUEH3VOHHbIA doain y nocTaslinka v npousBeanTe yCTaHoBKY Niv-
LeH3Un B COOTBETCTBUM C nogpasaenom JinueHsnposaHne CPK RuBackup.

HacTtpoiika nonb3oBartenei Ha cepsepe RuBackup

MNMonb3oBatenu, OT MMEHU KOTOPbIX OyAeT OCYLWeCTBNATbCSA 3anyck YTUAUT KO-
maHaHon ctpoku RuBackup n okoHHoro MeHenxepa AgmuHuctpartopa (RBM), onxHbi:

. MMEeTb NPaBWIbHO HACTPOEHHbIE NEPEMEHHbIE CPEb,
. BXOAUTb B rpynny rubackup.

Fpynna rubackup Obina cospaHa B npolecce YCTaHOBKM nakeTa rubackup-
common.

Y1obbl HACTPOMTbL NoNb3oBaTens Ansg BO3MOXHOCTU paboTtbl ¢ RuBackup, Bbinon-
HUTEe cnenyrowne LencTBUSA:

1. obaBbTe nonb3oBartens B rpynny rubackup npu nomowm KoMaHabl:

$ sudo usermod -a -G rubackup mosb3oBarens

[Nocne aToro BBEOMTE KOMaHAy:

$ sg rubackup

2. HacTpoitte ons noss308aresis cnepyoowme nepeMeHHble cpeabl. [ns atoro gobaBbTe
cnegnyowue cTpoku B doann /home/nosib3osaresis/.bashrc:

PATH=$PATH: fopt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3. lNepeasarpysnTte nepemMeHHble OKPYXEHNS:
$ . .bashrc

3anyck ocHoBHOro cepsepa RuBackup

LOna wrtatHon askcnnyaTauum pekoMeHoyeTcsl 3anyckaTb cepBep RuBackup kak
cepsuc. [1ns 3Toro BeINOMHUTE Creayowme NencTems:
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1) LobaebTe cepsuc knneHtTa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable rubackup_client.service
2) LobaebTe cepeuc cepsepa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMBI:

$ sudo systemctl enable rubackup_server.service
3) Utobbl cnyxba systemd mepesarpysuna HacTpoViky, BBEAUTE KOMaHOy:

$ sudo systemctl daemon-reload
4) 3anycTute cepsuc rubackup_client:

$ sudo systemctl start rubackup_client
5) 3anycTute cepBuc rubackup_server:

$ sudo systemctl start rubackup_server

YTO4HUTHL cTaTyc knmeHta RuBackup MOXHO rnpy noMowm KoMaHabl:

$ sudo systemctl status rubackup_client

YT1o4HuTb cTatyc cepeepa RuBackup MOXHO npu noMowwm KoMaHabi:

$ sudo systemctl status rubackup_server

Buumanune! Ecnu y Bac BoO3HMKaeT npobnema 3anycka cepsuca cepeepa RuBackup
n cnyxebHas 6asa aaHHbix RuBackup B PostgreSQL ycraHoBneHa Ha 0TAenbHOM cepBe-
pe (Hanpumep, Npu nobaBneHnn B KOHUrypauuio pe3epBHOro Unn Meguacepsepa), Bbl-
NONHUTE cnepylowme OenNCTBUA:

1. Yoanute 3aBncuUMOCTM postgresql.service B napameTpax Requires un After B
pasgene Unit B loHUT-gpanne:

Jetc/systemd/system/rubackup_server.service

2. MNepe3arpyaunte systemctl:

$ sudo systemctl daemon-reload

3anyck OCHOBHOro cepsepa B TepMnHarbHOM peXxume

B Tom cnydyae, ecnn nnaHunpyetcs TectuposaHue RuBackup, pekomeHnoyetcs
3anyckatb OCHOBHoW cepeep RuBackup B TepMUHANbLHOM pexXuMe C MOMOLLbI KOMaHAab!:
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# rubackup_server start

OcTaHoBuTb cepeep RuBackup MOXHO € NOMOLLbKO KOMaHAbI:

# rubackup_server stop

HacTpoiika xpaHunuviua pesepBHbIX KONUi

Ecnun B npouecce HacTporiku cepsepa npy NOMoWM yTUnuTbl rb_init He Obin Ha-
3HayeH KkaTanor gna xpaHeHus pesepsBHblx konui gna nyna Default, To nocne HacTpoiku
OocHoBHOro cepeepa RuBackup B XxypHanoHoM coanne fopt/rubackup/log/RuBackup.log
nosIBATCS 3anucu o ToM, 4To B nyne Default HET HWM OOHOWN panNoBON CUCTEMbI ONA Xpa-
HEHWNS pe3epPBHbIX KOMWUIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxoommo HasHaumTtb ana nyna Default xota 6bl oguH kaTtanor ons xpaHeHus
pe3epBHbIX KONWA. OTO MOXHO caenaTtb NPy MOMOWW YTUANTbI KOMaHLHOW CTPOKW UK
MeHnenxepa agmnHuctpaTtopa RuBackup (RBM):

1. Hactpoika xpaHnnuwa ¢ nomouwbto rb_local filesystem

MNMonb3oBaTtenu, OT MMEHU KOTOPbIX OyAeT OCYLWeCTBNATLCSA 3anyck YTUAUT KO-
MaHoHoh cTpoku RuBackup, oonXxHbl BxoaMTb B rpynny rubackup. Ytobbl nob6aBuTtb
nonb3oBaTtenen B rpynny, BHeCUTe N3MeHeHnsa B cpann [fetc/group.

YT06bl HA3HAYMTb NOKasbHbIA KaTanor B Ka4ecTBe XpaHunuila pe3epBHbIX Konun,
cnepgyeTt BbINONMHNTb KOMaHOy:

$ rb_local_filesystems -a /rubackupl -p 1
B aToM npuMmepe B kayecTBe xpaHunuwa gobaensertcs katanor /rubackupl.
2. HacTtponka xpaHunmuwa ¢ nomouwbto rb_local_filesystem

BHuMaHue! HacTpoiika xpaHunuwa ¢ nomouwbio RBM npoussoautcs, ecnu xpaHu-
nua He HaCTPOEHbl YTUNUTON rb_init B npouecce nepsoHa4yanbHOW HACTPOMKM.

[Mopsanok HacTPOMKU XpaHUNUWa M3NoXeH B OOKyMeHTe «PyKoBOACTBO CUCTEM-
Horo agmuHucTparopa RuBackup».

YcraHoBKa pe3epBHOro cepeepa

MoaroToeka K yCTaHOBKE pe3epBHOro cepsepa

Mepen yctaHoBkoi cepsepa RuBackup Heobxoammo, 4Tobbl B cucteme bbinm ycTa-
HOBJIEHbI 3aBUCMMOCTM nakeToB Linux (cM. MNMpunoxeHne b)
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Ytobbl cnctema ysenomneHunii RuBackup paboTtana KOppekTHO, HeobxoauMo Ha-
CTPOUTb OTMPaBKYy 3NEeKTPOHHOWM NoYThl ¢ cepepa RuBackup. ns oTnpaBkyn 3NeKTPOH-
Hon noyTbl cepBep RuBackup ncnonbayet ytunnty /usr/bin/mail.

Mpy ncnonb30BaHUM NEHTOYHOM BMOBNNOTEKM C CEPBEPOM PE3EPBHOIO KOMMPOBA-
HWS, HACTPOWKY CM. B pykoBoacTBe «PaboTa ¢ neHTo4YHOM 6MbnnoTekon».
WHcTannsumsa pesepBHOro cepeepa

Onsa vHctannauum pesepeHoro cepeepa RuBackup cnenyeT BbINONHMTL cnenyto-
wme OencTBma:

1. ABTOpPM3YyNTECHb NOA NONb30BATENEM rOOt:
$ sudo -i

2. HactponTte cnenytowme nepeMeHHble cpeabl Ans nonb3oBatens root. Ana 3toro O0-
H6aBbTe cnenytowme CTpPoky B ¢pain /root/.bashrc:

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/1lib
export PATH

export LD_LIBRARY_PATH

OTUN NepeMeHHble TakXXe MOXHO onpenennTb B hanne /etc/environment.
3. MNepenanTte B kKatanor /root/, 0N 3TOroO BbINOMHUTE:

cd /root
4. MNepesarpysnte nepemMeHHble OKPYXEHNS:

$ . .bashrc

5. YcTaHoBuTe nakert rubackup-common. Mpumep:
$ sudo dpkg -i rubackup-common_<version>_amd64.deb

6. YcTaHoBuTe nakeTt rubackup-common-gui. lNpumep:
$ sudo dpkg -i rubackup-common-gui_<version>_amd64.deb
7. YcTtaHoBuTe naket rubackup-client. Npumep:
$ sudo dpkg -1 rubackup-client_<version>_amd64.deb
8. YcTtaHoBuTe naket rubackup-rbe. lNpumep:
$ sudo dpkg -1 rubackup-rbc_<version>_amd64.deb
9. YcraHoBuTe naket rubackup-server. [pumep:
$ sudo dpkg -1 rubackup-server_<version>_amd64.deb

10. YcraHoBuTe nakert rubackup-rbm. lNpumep:
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$ sudo dpkg -1 rubackup-rbm_<version>_amd64.deb

roe <Version> B MMEHU cpa|7|na naketa MOXeT OoTnn4aTtbCsd B 3aBUCUMOCTU OT
cbopkm.

Mpwn yctaHoeke cepsepa RuBackup B OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTUBNPOBAHHBbIM PEXWUMOM 3aWNTHOW MPOrpamMMHON cpenbl, nocne
yCTaHOBKM nakeTa rubackup-server BbinofHUTE crnemyowme waru:

1. BoinonHuTe KoMaHay:

$ sudo update-initramfs -u -k all
2. [lepeszarpy3uTte onepaumoHHy CUCTEMY:

$ sudo reboot

HacTpoiika pesepsHoro cepeepa

PesepBHbIi cepBep He sBnsieTcs obsi3atenoHbIM KomnoHeHToM CPK RuBackup u
MCNonb3yeTcs ANS NOBbIWEHNS 0TKA30YCTONYMBOCTU CUCTEMBI.

Heobxoanmo 4ToObl OCHOBHOW M pPE3EpBHbI cepBep MOrnM BepuuumnpoBaTb
opyr gpyra no hostname. Ing 3T0oro Heob6xoAMMO MPOWM3BECTW COOTBETCTBYHOWME Ha-
cTpoiiku B /etc/hosts Ha oboux yanax.

Heobxoanmo pobaeutb |P-agpec pesepsHoro cepsepa B pg_hba.conf CYB.
Postgresql, conepxauwyto B rubackup.

lMepBoHavyanbHas HacTporka pesepBHoro cepsepa RuBackup ocywectensertcs ¢
NMOMOLLbIO UHTEPAKTMBHOM yTUANTHI rb_init. BoinonHnTe cnepnytowme nencTens:

1. 3anyctnte rb_init OT MMeHM cyneprnonb3oBartens (C npasamu root):

root@ secondary-server~# rb_init

2. [Ins npooonXeHns KOHOUrypupoBaHNs KNMEHTa Pe3epPBHOr0 KOMMPOBAHUS NpUMUTe
NMLEH3NOHHOE COr NaleHue:

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

3. Boibepute cueHapuii KOHGUrypupoBaHusi pe3epBHOro (secondary) cepsepa. [ns
9TOro HaXMUTE KNasuuy S.

Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?
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4. BBeonte agpec cepBepa, Ha KOTOpoM pacnonaraetcs 6asa gaHHbix RuBackup, n
naponb (N0 ymonyaHuio npu Haxatum knasuwm Enter B kayectBe agpeca cepsepa
ncnonbadyetcs localhost):

Enter hostname or IP address of PostgreSQL server [ localhost ]:
5. YkaxuTte, HeobxoomMo N Ucrnonb3oBaTb 3aumiieHHoe SSL-coennHeHne ¢ 6a3oi naH-
Hbix CPK «RuBackup»:

Do you want to use a secure SSL connection to the database 'rubackup' (y/n/
q)?
[anee BbibepnTe 1 BBEANTE Ha3BaHMe BbIbpaHHOro pexuma SSL B cooTBETCTBUM
¢ Tabnuueit 10. Mo ymonyaHuio BbIOpaH pexum require.

Tabmya 10 — OnucaHmne pexnmoB SSL

3awmnTa oT 3awnTa ot
ssimode  npocnyn- MITM YTBEpXAEHME
BaHUA
i MHe He BaXkH NACHOCTb U 5 He Npuemn
disable HeT HeT € He Ba)KHa be3onacHoc e npuemo

N30Eep>XXKK, CBA3aHHbIe C LUNPOBaAHNEM

MHe He Ba>kHa 6e30MaCHOCTb, HO A NPUeMIIO
allow Bo3MOXXHO HeT N30EepP>XXKK, CBSAI3aHHble C WM pPOBaAHMEM, eCn
Ha 3TOM HaCTauBaeT cepsep

MHe He BakHa 6e30MacHOCTb, HO S MPeaAnoYun-
prefer Bo3moxxHO  Het Tal WudpoBaHne (U NPUEMIIIO CBA3aHHbIE N3-
LEePXKKKN), €CNN 3TO NOAAEPKUBAET CEPBEP

A xo4y, 4TO6bLI MOM OaHHbIE LWN(POBANCH, U
A MPUeMJII0 CONYTCTBYOWME N3aepXKnN. A no-
BEpSo CeTM B TOM, 4TO oHa obecne4ymnBsaeT
MoOKJIlO4YEHNE K HY)KHOMY CcepBepy

require Ha HeT

A xo4y, 4TOObLI MOM AaHHbIE LWNMPOBAINCDE, U
3aBUCUT OT 4 MPUEMJIIO CONYTCTBYOWMNE U3gepxkKu. MHe
noanTukn UC Hy>KHa yBEPEeHHOCTb B TOM, 4TO A NOAKJI0Ya-

lOCb K lOBEPEHHOMY cepBepy

verify-ca [a

A xo4y, 4TOObLI MOM AaHHbIE LWNPOBANCHE, U
A NpUeMsIto CONyTCTBYIOLWME N3nepXxKn. MHe

verify-full [a Oa HY>XHa YBEPEHHOCTb B TOM, 4YTO 4 NOAKJIHOYa-
IOCb K JOBEpPEHHOMY CepBepy N 3TO MUMEHHO
YKa3aHHbI MHOWN cepBep

YkaxuTte pacnonoxeHvne noaroToBNEHHbIX CEPTUGMKATOB:

* B none sslroofcert — ykaxuTe pacrnofioXeHne cepTudukarta KOpHEBOro LieHTpa cep-
Tndpmkaumu;
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* B None Sslcert— ykaxuTe pacrnonoxeHue cepTudomkata OCHOBHOMO cepBepa;
* B none sskey — ykaxuTe pacnonoXeHne 3aKkpbITOro kno4ya 0OCHOBHOIO cepeepa.

Ecnu HacTpolika SSL-coeonHeHns ¢ B He TpebyeTcs, HaXMUTe KnaBuwy <n>.
Mo ymonyaHuio nogknoyeHne byaoeT yCTaHOBNEHO C NapaMeTpoM Ss/mode=allow, B 3TOM
cnyyae ons noakntoyeHms kK BI 6ynyT MCnonb3oBaHbl goainbl cepTUUKaToB 1 3akpbl-
TbIX KNIOYEN, KOTOpble pacrnonoXeHbl B nanke /optrubackup/keys, INpu nooknoYeHnn K
B.L naHHble 6yayT wWnpoBaTbCs.

Ecnun B KoHgourypauun postgresql SSL BbIK/OYEH, TO MO YMONYaHUo ss/mode 6y-
nert disable.

6. Ykaxunte umsa cynepnonb3osatens RuBackup (no ymon4aHuio npy HaxaTuu Knasuwim
Enter B kayecTBe nMeHn cynepnonb3oBaTens ncnonbadyetcs rubackup):

Enter name of RuBackup superuser [ rubackup ]:

7. Beeoute naponb ans cynepnonb3osatens Rubackup:
Please enter password for "rubackup" database user:
8. BBeoute uMmsi cnyxebHol 6a3bl gaHHbiX Rubackup (mo ymonyaHuio mpu Haxatuu
knaeuww Enter B kayectBe umeHn 6a3sbl JaHHbIX MCNonb3yeTcs rubackup):

Enter RuBackup database name [ rubackup ]:

9. YkaxuTte nmsa ocHoBHoro cepsepa Rubackup:
Hostname of primary server:
10. Danee 6yneT BbINONHATbCS HacTpoiika knmeHta RuBackup. Bbibepute ceTtesoi

UHTepmeic, nocpeacTBoM KOTOpOro KNUEHTY RuBackup paspeLleHo
B3aMMOAENCTBOBATb C CUCTEMOI PE3EPBHOrO KOMMPOBAHUS:

Choose client net interface ID for use:
11. Ykaxute, MOXHO nu 6ynet agmuHuctpaTtopy cuctembl CPK  RuBackup
BOCCTaHaBNMBaTb KOMUWU, coenaHHble NS 0aHHOrO KNMeHTa:
Do you allow centralized recovery (y/n)?
12. YkaxuTte, byneT v UCnoNb30BaTbCs HENpPepbIBHAS yOaneHHas pennnkaumus Ha 3ToM
KNUeHTe:

Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?
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YKaxuTte OUpeKTopuio ANnS BPEMEHHbIX onepaunii ¢ hamnamm pesepBHbIX KOMui (no
YMONYaHWIO NpU Haxatum knasuwun Enter B kayecTBe OMPEKTOPUN AN BPEMEHHbIX
onepaum Cc annamum pes3epBHbIX KOnuim ucrnonbldyetcs /tmp). Ecnu ykasaHHas
OVPEKTOpMS He cyllecTByeT, To ganee byneT npeanoxeHo eé co3pathb:

Enter local backup directory path [/tmp] :

ABTOMaTMYecKOe co3naHne MacTep-Knoya:

Create RuBackup master key..

YKaxute, XoTUTE NN Bbl CO34aTb K/OUM 3NEKTPOHHO-LMKPOBOM NOANNCH:

Will you use digital signature (y/n)?

YKa)KI/ITe, XOTUTE NN Bbl BKIIOYNTb CUCTEMHbIN MOHUTOPWHI ONng OaHHOro KNnnueHTa:
Do you want to enable system monitoring of this client (y/n)?
YKaxute, XoTUTE N Bbl yCTAHOBUTb BEPXHUI Npeaen onepaTtusHON namMaT, Kotopas

MOXXET MCMOMb30BaTbCs NPU PE3EPBHOM KOMUPOBAHUN Ha KNNEHTE (TOYHOCTb BEPX-
Hel rpaHuLbl o6 bema NamaTy He rapaHTupyeTcs):

Do you want to set a soft memory threshold? (y/n)?

Ykaxunte obbem onepaTtvBHOM NamsaTh, KOTOPbIA MOXET MCMONb30BaTbCS NpU pe-
3epBHOM KOMMpoBaHun Ha knueHTe B ['b (Lenoe 4yncno):

Enter the allowed amount of memory for backup in GB (integer value):

BbibepuTe kakune nybnmyHble nmeHa 6yayT ucnonb3osaHel DNS-cepsepom:

Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

BHumaHue! Mo okoHYaHuM paboThbl yTUnWUTbl rb_init GypeT cchopMMpoBaH rnas-

HbliA KOHGOUrypaUMOHHbIA painn [opt/rubackup/etc/config.file. B aTOM cpaiine napa-
MeTp server-inet-interfaces onpepensier cetesble MHTEpPdEnCbl, NOCPEACTBOM KOTO-
pbiX cepBepy pe3epBHOro KONMpPOBaHUs paspeleHo B3auMoaeincTBoBaTb C KNMeHTaMu. B
Cnucke MHTepgencos Heo6xoanMMo OCTaBUTb TONIbKO Te, KOTOPble He06X0aUMbI, U yaa-
NUTb BCE NULWHNE MHTepdeiCbl, eCnv OHU NPUCYTCTBYIOT (vnet, virbr u T.M1.).

20.

Llanee nonyunte NMUEH3NOHHbIA dhain y NocTaBlinka 1 NPoON3BeanTe yCTaHOBKY Nn-
LleH3Un B COOTBETCTBUM C nogpasaenom JinuensmnposaHne CPK RuBackup.
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Mo okoH4YaHWUM paboThbl rb_init 3anycTUTe KNNMEHTCKWIA U CEPBEPHbIA CEPBUCHI pe-
3epBHOro konuposaHus. Cnepnynte WHCTPyKUUW M3 pasgena « Hactpoika nonb3osa-
Tenen Ha pe3epBHOM cepsepe RuBackup».

Mo 3aBepleHn HACTPOKK pe3epBHOro cepeepa HeobxoaNMO:

1. ABTOpM30BaTb pPE3EepBHbI CepBep Mpu MNepBOM 3anycke B CUCTEME PEe3epBHOro
konmposaHus B RBM (cM. nogpobHocTm B «PykOBOACTBE  CUCTEMHOrO
anmuHuctpartopa RuBackup)..

BHumaHue! MNMocne 3anycka pe3epBHOro cepsepa Heob6xoanmMo cobniocTu NOpsSiAoOK aBTo-
pusauun. CHayana Hy>XXHO aBTOpM30BaThb B CUCTEME K/IMEHT M TONIbKO NOTOM pe3epBHbIii
cepBep. B npotuBHOM cnyyae bynet nobaeneHo nBa KNMeHTa, YTO NPUBEOET K OWwmnbKaM.

2. HasHauuTb pesepBHOMY cepBepy XoTsi 6bl oouH nyn Tvna «daitnosas cucrema» Ans
XPaHEeHNs Pe3epBHbIX KOMWIA 1 KaTanor ONs XpaHeHUsl pe3epPBHbIX KOMUIA.

ITN 3a4a4vM MOXHO BbINOMHUTL B OKOHHOM MeHenxepe AgmunHucTtpaTtopa RBM
(cM. «PykoBogcTtBo cuctemHoro agmmHuctpatopa RuBackup»).

HacTtpoiika nonb3oBateneit Ha pesepeHOM cepsepe RuBackup

MNMonb3oBaTenn, OT UMEHU KOTOPbIX OyoeT OCYyWeCTBAATbCA 3anyck yTWAUT KO-
maHaHon ctpokn RuBackup n okoHHoro MeHenxepa AomuHuctpartopa (RBM), BonxHbi:

. MMETb NPaBWIbHO HACTPOEHHbIE NEPEMEHHbBIE CPELb,
. BXOAUTb B rpynny rubackup.

Mpynna rubackup 6bina cospaHa B Mpouecce YCTaHOBKM nakeTa rubackup-
common.

Ytobbl HACTPOMTL NONb3oBaTens Ans BO3MOXHOCTU paboTtbl ¢ RuBackup, Bbinon-
HUTe cnenytowme nencTBua:

1. NobaBbTe nonb3oBaTtens B rpynny rubackup npu nomowm KoMaHabl:

$ sudo usermod -a -G rubackup mosb3oBarens

[Nocne aToro BBEAMTE KOMaHOy:

$ sg rubackup
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2. Hactpoitte onsa noss308aresis cnepylowme nepemeHHble cpenbl. na atoro nobaebte
cnenytowme cTpoku B coann /home/ nosb3osaresisl.bashrc:

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=S$LD_LIBRARY_PATH: /opt/rubackup/1ib
export PATH
export LD_LIBRARY_PATH

3. lNepesarpysnte nepemMeHHble OKPYXEHNS:

$ . .bashrc
3anyck pesepsHoro cepsepa RuBackup

Ina wratHoM akcnnyataumm pekoMmeHnyetcs 3anyckatb cepsep RuBackup kak
cepsuc. [1ns aT0Oro BbINONHUTE Cneayowmne encTeuns:

1) LobaBbTe cepeuc knneHta RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable rubackup_client.service

2) LobasbTe cepeuc cepsepa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMBI:

$ sudo systemctl enable rubackup_server.service

3) Y106kl cnyxba systemd nepesarpysunia HacTpoOWku, BBEAUTE KOMAHAY:

$ sudo systemctl daemon-reload
4) 3anycTute cepsuc rubackup_client:

$ sudo systemctl start rubackup_client
5) 3anycTute cepsuc rubackup_server:

$ sudo systemctl start rubackup_server

YTO4HUTHL cTaTyc knmeHta RuBackup MOXHO npy noMowm KoMaHabl:

$ sudo systemctl status rubackup_client

YTo4HuTb cTatyc cepeepa RuBackup MOXHO npu noMowm KOMaHgbi:

$ sudo systemctl status rubackup_server

BHumanune! Ecnu y Bac BoO3HMKaeT npobnema 3anycka cepsuca cepeepa RuBackup
n cnyxebHas 6asa naHHbIX RuBackup B PostgreSQL yctaHoBneHa npy 9TOM Ha OTheNb-

84



4 'RuBackup

HOM cepBepe (Hanpumep, nNpu nobasneHun B KOHUrypauuio pe3epBHOro Unm meamacep-
Bepa), BbINO/IHUTE cneayiowmne AeicTBUS:

1. Yoanute 3aBUCUMOCTUN postgresql.service B napameTtpax Requires u©n After B
pasgerne Unit B loHUT-Gpamne:

[etc/systemd/system/rubackup_server.service

2. MNepesarpyaunte systemctl:

$ sudo systemctl daemon-reload

3aryck pe3epBHOro cepeepa B TepMUHANBbHOM peXxuMe

B TOM cnyyae, ecnun nnaHupyetcsa TtecTtuposaHue RuBackup, pekomeHpyeTtcs
3anyckatb pes3epBHbI cepBep RuBackup B TepMMHanbHOM peXxuMe C MOMOLWbIO KO-
MaHnIbl:

# rubackup_server start

OcTtaHoBuTb cepeep RuBackup MOXHO € NOMOLLbKO KOMaHAObI:

# rubackup_server stop

HacTpoiika xpaHunuiia pesepBHbIX KONui

Ecnu B npouecce HacTporiky cepsepa npy NoMowm yTunuTel rb_init He Obin Ha-
3HayeH KkaTanor gna xpaHeHus pesepsBHbix konui gna nyna Default, To nocne HacTpoiikn
ocHOBHoOro cepsepa RuBackup B xypHanbHOM dbaiine fopt/rubackup/log/RuBackup.log
nosIBATCSA 3anucu o0 ToM, 4TOo B nyne Default HET HWM OOHOWN dpaiNoBOMN CUCTEMbI ONA Xpa-
HEeHWNS pe3epPBHbIX KOMWIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

HeobxooMMo Ha3Ha4UTb ONS nyna Default xots 66l ognH KaTanor ons XpaHeHuA
pe3epBHbIX Konuin. 3TO MOXHO caenatb npn noMmown yTunnmTbl KOMaHOHOWM CTPOKU nnn
OKOHHOIro MeHepg>Xxepa CUMCTEMHOIo agMMHNUCTPATOpPa CUCTEMbI pe3epPBHOIo KoOnnmpoBaHu4
RBM:

1. HacTtpoiika xpaHunuwa c nomouwbto rb_local_filesystem

MNMonb3oBaTtenu, OT MMEHU KOTOPbIX OyoeT OCyWeCTBAATLCSA 3anyck YTUAUT KO-
mMaHoHo ctpoku RuBackup, oonxHbl BxoauMTb B rpynny rubackup. Ytobbl nob6aeuTtb
nonb3oBaTtenen B rpynny, BHECUTE U3MEHEHNA B (pain [fetc/group.
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Y106bl HA3HAYMTb NOKaNbHbIA KaTanor B Ka4ecTBe XPaHUIMWa pe3epBHbIX KOMWUNA,
cnepyeTt BbINOMHWUTL KOMaHAYy:

$ rb_local_filesystems -a /rubackupl -p 1
B aToM npuMmepe B kayecTBe xpaHunuwa gobaensertcs katanor /rubackupl.
2. HacTtponka xpaHunmuwa ¢ nomouwbto rb_local_filesystem

BHuMaHue! HacTpoiika xpaHunuwa ¢ nomouwbio RBM npoussogutcs, ecnu xpaHu-
nuuia He HaCTPOEeHbl YTUNUTOM rb_init B NpoLecce nepBoHa4yanbHOA HACTPOMKIA.

MNMopsooK HacTpOMKWM XpaHUnuwa M3NoXeH B OOKyMeHTe «PyKoBOACTBO CUCTEM-
Horo agmuHucTpatopa RuBackup».

YcTaHoBKa Meaunacepeepa

MoaroToBka K ycTaHOBKe Meauacepeepa

Mepen yctaHoBkoi Meomacepsepa RuBackup Heobxoanmo, 4Tobbl B cucteme bbl-
NN yCTAHOB/EHbI 3aBUCUMOCTM nakeTos Linux (cM. MNpunoxexue b).

Ytobbl cuctema yeegomneHmii RuBackup paboTtana KoppekTHO, HeobxoauMo Ha-
CTPOUTb OTMPAaBKy 3NeKTPOHHOW NoyThbl ¢ cepsepa RuBackup. Ons oTnpaBku 31eKTPOH-
Hol noyTbl cepsep RuBackup ncnonbayet ytnunuty /usr/bin/mail.

Mpu ncnonb3oBaHWM NEHTOYHON BUBNNOTEKN C CEPBEPOM PE3EPBHOMO KOMMPOBA-
HWS, HACTPOWKY CM. B pyKOBOACTBe «PaboTa ¢ neHTo4HO BB NnoTeKowm».

UHcTannsuua meanacepsepa RuBackup

Ona wHctannaumnm mepuacepsepa RuBackup cnegyeT BbINOMHWUTBL cnepylowme
OencTBuns:

1. ABTOpM3yNTECH NOA NONb30BATENEM rOOt:
$ sudo -1i

2. HacTpoiiTe cnepytowme nepemMeHHble cpenbl ANns nonb3oBaTtens root. Ana atoro A0-
6aBbTe cnenyowme CTPokK B ¢pain /root/.bashrc:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib

export PATH

export LD_LIBRARY_PATH

OTN NepeMeHHble TakXe MOXHO onpenenuTb B (paine /etc/environment.

3. NepenagnTte B kKatanor /root/, ON9 9TOroO BbINOMHUTE:
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cd /root
4. [Nepe3zarpy3uTte NnepeMeHHble OKPYXEHUS:
$ . .bashrc

5. YctaHoBuTe naket rubackup-common. lNpumep:
$ sudo dpkg -1 rubackup-common_<version>_amd64.deb

6. YcTaHoBuTe nakeT rubackup-common-gui. MNpumep:
$ sudo dpkg -i rubackup-common-gui_<version>_amd64.deb
7. YcTtaHoBuTe naket rubackup-client. lNpumep:
$ sudo dpkg -1 rubackup-client_<version>_amd64.deb
8. YcTtaHoBuTe naket rubackup-rbe. Npumep:
$ sudo dpkg -1 rubackup-rbc_<version>_amd64.deb
9. YctaHoBuTe naket rubackup-server. Mpumep:
$ sudo dpkg -i rubackup-server_<version>_amd64.deb

10. YctaHoBuTe naket rubackup-rom. Mpumep:

$ sudo dpkg -i rubackup-rbm_<version>_amd64.deb

4 'RuBackup

Mpwn yctaHoBke cepepa RuBackup B OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTUBMPOBAHHBIM PEXUMOM 3aWMTHON MPOrpamMMHoOl cpenpbl, nocne

yCTaHOBKM nakeTta rubackup-server cnegyer:
1. BbInoNHUTL KOMaHAy:

$ sudo update-initramfs -u -k all

2. [NepesarpyanTb onepaunoHHY CUCTEMY:

$ sudo reboot

HacTtpoiika meaunacepsepa

Heobxoommo 4tobbI MenmacepBep MMeN BO3MOXHOCTb onpepenutb |IP-appec
OCHOBHOro cepsepa no hostname ocHoBHOro cepeepa. [ns atoro Heo6xoanMMo Npoun3aee-
CTW COOTBETCTBYIOIWME HACTPOKM B /etc/hosts Ha meanacepsepe.

Heobxoonmo pobaButb |IP-appec pesepBHoro cepsepa B pg_hba.conf CYB[

Postgresql, conep>xauwyto Bl rubackup.
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lMepBoHayanbHasa HacTponka meguacepsepa RuBackup ocywecTtsnseTcsa ¢ nomo-
WbiO  WHTEepaKTMBHOW  yTunutbl  rb_init. BbinonHute  cnepywowuve  OeiNCTBUS:

1. 3anyctnte rb_init OT MMeHN cynepnonb3oBaTens (C npasamu root).

root@rubackup-media:~# rb_init

2. Insi NpooonXeHUsi KOHPUrYPUPOBaHUS KNIMEHTA PE3EPBHOr0 KOMMPOBaHUS NpuMnTe
NMUEH3VMOHHOE COrNalleHune:

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

3. BolbepuTe cueHapuii KOHUrypupoBaHus Meonacepsepa. [ns 3Toro HaXxXMuTe Knaeu-
wy m.
Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?m
Media server configuration...
Enter hostname or IP address of PostgreSQL server [ localhost ]:

4. Beegute agpec cepsepa, Ha KOTOpoMm pacnonaraetcst 6asa maHHbix RuBackup (no
YyMON4aHWio Npu HaxaTtum knasuwm Enter B kayecTse agpec cepsepa Mcnonb3yeTcs
localhost).

Enter hostname or IP address of PostgreSQL server [ localhost ]:

5. Ykaxunte, HeobxoaOMMo Nn MCrnonb3oBaTh 3almueHHoe SSL-coeanHeHne ¢ 6a3oin naH-
HbiXx CPK «RuBackup»:
Do you want to use a secure SSL connection to the database 'rubackup' (y/n/
q)?

6. [lanee Bblbepute 1 BBEAUTE Ha3BaHWe BblbpaHHOro pexuma SSL B cOOTBETCTBUM C
Tabnuuein 11. Mo ymonyaHuto BolbpaH pexum require.

Tabmya 11 — OnucaHmne pexnmoB SSL

3awmTa oT
3awuTa oT
ssimode npocnywn- MITM YTBepxxaeHuve
BaHWA
. MHe He Ba>kHa 6€30MacHOCTb N S HE NPUEMIIIO
disable HeT HeT

N30Eep>XXKK, CBA3aHHbIe C LU POBaAHNEM.
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3awuTa ot 3awuTa oT
Im n nywmn-
sslmode pocny MITM
BaHNSA
allow Bo3mMoXXHO HeT
prefer Bo3Mo)xHO HeT
require Ha HeT

3aBUCUT OT

verify-ca  [la nonnTukm LIC

verify-full [a ha

4 'RuBackup

YTBepxaeHue

MHe He BakHa 6e30MacHOCTb, HO S MPUEMJIIO
N30EpP>XXKK, CBA3aHHbIe C LUNPOBAHNEM, €CIIN
Ha 3TOM HaCTauBaeT cepBep

MHe He Ba)kHa 6e30MacHOCTb, HO S NPeAnoYm-
Tal WwudpoBaHmne (U NPUEMIIO CBA3aHHbIE N3-
LlEPXKKKN), €CNN 3TO NOAAEPXKUBAET CEPBEP

A xo4y, 4TOObLI MOV AaHHbIE LWNPOBAINCHE, U
A NpUeMIo CoONyTCTBYOLWNE N3NEepPXKKN. A A0-
BEpslo ceTn B TOM, 4TO OHa obecneymBaeT
noak/to4eHne K HY)KHOMY cepBepy

1 xo4y, 4Tobbl MOV AaHHbIE LWNHPOBAINCH, U
S MPUeMJsIto CoNnyTCTBYOLLNE N3AEPXKKN. MHe
HY>XHa YBEPEHHOCTb B TOM, 4TO A NMoAKJtoYa-
lOCb K JOBEPEHHOMY CepBepY

A xo4y, 4TOObI MOM OaHHbIE LN POBANNCH, U
A NPUEMJII0 CONYTCTBYOWME N3LEPKKN. MHe
HY>XHa YBEPEHHOCTb B TOM, 4TO A NOAK/OYa-
lOCb K JOBEPEHHOMY CepBepy N 3TO MMEHHO
YKa3aHHbI MHOWN cepBep

Ykaxute pacrnonoxeHne NoAroToBNEHHbIX CEPTUPUKATOB:

* B none sslroofcert — ykaxmnTe pacrnonoxeHue ceptmdomkara KOPHEBOro LeHTpa

cepTudurkaunm;

B NONe Sslcert— ykaxute pacrnonoxeHve cepTngukaTa 0CHOBHOro cepeepa;

* B Mone sskey— ykaxuTe pacronoXeHne 3aKpbiTOro Kntoya OCHOBHOIO cepaepa.

Ecnu HacTpolika SSL-coeonHeHus ¢ Bl He TpebyeTcs, HaXMUTE KnaBuwy <n>.
Mo ymon4yaHuio nooknoYyeHne byaeT yCTaHOBNEHO C NapaMeTpoM Ss/mode=allow, B 3TOM
cnyyae ons nomkntodeHus Kk B, 6yaoyt ncnonb3oBaHbl haibl cepTMdnKkaToB U 3akpbl-

TbIX K/IOYEW, KOTOPble PacrnosioXeHbl B
B.L naHHble 6yayT wndpoBatbCsi.

nanke /optrubackup/keys, MNMpun NoAKNOYEHNN K

Ecnun B KoHgurypauun postgresql SSL BbIK/OYEH, TO MO YMONYaHuio ss/mode 6y-

neT disable.

7. Ykaxute ums cyneprnonb3dosartens RuBackup: (no ymonyanuio npw HaxaTtuun Kknasu-
wwn Enter B kayecTBe MMeHM cynepnonb3oBatens ucnonbadyetcs rubackup):
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Enter name of RuBackup superuser [ rubackup ]:

8. Beegute naponb ans cynepnonb3osartens RuBackup:

Please enter password for "rubackup" database user:
9. Beeonte mms 6a3bl gaHHbIX (MO YMONYaHUIO Npu HaxaTtuu knasuwn Enter B kavectse
nmeHn 6asbl 4aHHbIX Ucnonb3yeTcs rubackup):

Enter RuBackup database name [ rubackup ]:

10. Beeonte nma ocHoBHoro cepeepa Rubackup:

Hostname of primary server:

11. YkaxuTe ncnonb3syete nu Bbl pe3epsHblil cepsep Rubackup:

Will you use secondary server:

12. NMp Hannynm pesepsHoro cepeepa Rubackup BBeguTe ero nms:

Hostname of secondary server:
13. Boibepute ceTeBoit nHTepdeiic, NnocpeacTsoM KoToporo kKnneHty RuBackup paspe-
WeHO B3auMOLENCTBOBATb C CUCTEMOM Pe3epPBHOr0 KONMPOBaHUS::

Choose client net interface ID for use:
14. YkaxuTe, MOXHo nu bynet agmmHuctpaTtopy cuctembl CPK RuBackup BoccTaHaBnm-
BaTb KOMNWUW, CAENaHHble AN OAHHOr0 KNneHTa

Do you allow centralized recovery (y/n)?
15. YkaxuTte, 6yoeT nm Mcnonb30BaTbCs HEMPEPbIBHAA yOaneHHas pennvkaums Ha 3ToM
KNneHTe:

Do you plan to use continuous remote replication to apply remote replicas

on this client (y/n)?

16. YKkaxunte oupekTopuio 4N BPEMEHHbIX onepauunin ¢ goannamm pesepBHbIX KONUi (rno
YMONYaHMo Npu Haxartum knaesuwu Enter B kayecTse ONPEKTOPUN ONS BPEMEHHbIX Orne-
paunin ¢ coannamm pesepBHbIX KONUin ucnonbadyetcs /tmp). Ecnn ykazaHHas gupektopus
He cywecTByeT, To nanee byaeTt npennoXxeHo eé co3natb:
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Enter local backup directory path [/tmp] :

YKaxuTte Konn4ectBo MOTOKOB A1 OOHOBPEMEHHOW 06paboTkn 3agay pe3epBHOro
KOMMPOBaHUSl Ha OCHOBHOM cepBepe (KaXOblii MOTOK UMeeT OTHeNbHOe COelVHEeHne
co cnyxebHow 6a3oi pgaHHbIx CPK):

Set amount threads parallelizm for server [ 8 ]:
YKaxunte KonM4ecTBO MOTOKOB AN OAHOBPEMEHHO 06paboTkn 3amay pe3epBHOro

KONMPOBaHMUS Ha MenmacepBepe (KaXnblidi MOTOK MMEET OTAENbHOE COeAMHEHMNE CO
cnyxebHoi 6a3oit naHHbIXx CPK):

Set amount threads parallelizm media server [ 8 ]:

ABTOMaTUYeECKOE co3aaHme MacTep-Kno4a:

Create RuBackup master key..

YKaxute, XoTUTE N Bbl CO34aTb KNO4YN SﬂeKTpOHHO-LI,VICppOBOVI noanncu:

Will you use digital signature (y/n)?

YKaxuTte, XoTUTE N Bbl BKIKOYUTb CUCTEMHbIA MOHUTOPWUHT AN OAHHOrO cepBepa:
Do you want to enable system monitoring of this client (y/n)?
YKaxuTte, XoTUTE N Bbl yCTAHOBUTb BEPXHUI Npeaen onepaTtuBHON NamMsaTn, KoTopas

MOXET MCMOMb30BaTbCs NPV PE3EPBHOM KOMMPOBAHMUN HA KNMEHTE (TOYHOCTb BEpPX-
HeW rpaHnubl 06 bema NamsaT He rapaHTUpyeTcs):

Do you want to set a soft memory threshold? (y/n)?

Ykaxunte obbem onepaTvBHOM MamsaTh, KOTOPbIA MOXET MCMONb30BaTbCS NpU pe-
3epBHOM KONMPOBaHUKN Ha knueHTe B ['B (uenoe 4ucno):

Enter the allowed amount of memory for backup in GB (integer value):

Buibepute kakune nybnmyHble umeHa 6yayT ncnonb3osaHbl DNS-cepsepom:

Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

Lanee nonyynTte NUUEH3NOHHBIA (haitn y nocTaslwmka 1 Npou3BeanTe yCTaHOBKY -
LleH31M B COOTBETCTBUM C nogpasaenom JinueHsnposaHme CPK RuBackup.
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Mo okoH4YaHWMK paboTbl rb_init 3anycTuTe KIMEHTCKWIA N CEPBEPHbIN CEPBUCHI pe-
3epBHOro konuvposaHus. CnefnyinTe MHCTpyKUMM M3 pasgena «HacTpoika nonb3oBa-
Tenen Ha megnacepsepe RuBackup».

Mo 3aBeplweHn HACTPOKK Meanacepeepa Heobxoammo:

1. ABTOpM3oBaTb Medmacepsep nNpu MepBOM 3anycke B CUCTEME PE3epPBHOro
konvpoBaHus B RBM (cM. noapobHocTu B «PykoBoACTBE CUCTEMHOIO agMMHUCTPaTOpPa
RuBackup).

BHumaHue! MNocne 3anycka Meanacepsepa HeobxoanMMo cobniocTy NopsiaoK aBTo-
pusauum! CHayana Hy>XXHO aBTOPU30BaTb B CUCTEME K/IMEHTA U TONbKO NOTOM Meauacep-
Bep. B npoTuBHOM cnyvae 6yaeTt nob6aBneHo ABa KNMEHTA, YTO NpyMBedeT K ownbkam.

2. [Nepeszarpy3nTb Meguacepsep:

$ sudo systemctl restart rubackup_server

3. MeavnacepBepy Hy>XHO Ha3Ha4MTb XOTs Obl 0AUH Nyn Tuna «Painosas cucrema» Ons
XpaHeHNs pe3epBHbIX KOMWIA U KaTanor Ans XpaHeHWs Ppe3epBHbIX KOMWiA.

9T 3a4a4v MOXHO BbINOMHUTL B OKOHHOM MeHenxepe AgmuHucTtpaTtopa RBM
(cm. «PykoBoacTteo agmmnHuctpartopa RuBackup»).

HacTpoiika nonb3oBateneii Ha Meanacepsepe RuBackup

MNMonb3oBatenun, OT MMEHU KOTOPbIX OyAeT OCYLWeCTBNATbCSA 3anyck YTUAUT KO-
mMaHaHon ctpokun RuBackup n okoHHoro MeHenxepa AomuHuctpartopa (RBM), BonxHbi:

. MMETb NPaBWUIbHO HACTPOEHHbIE NEPEMEHHbIE CPEb,
. BXOAUTb B rpynny rubackup.

Mpynna rubackup Obina cospaHa B Mpouecce YCTAHOBKM naketa rubackup-
common.

Y106bl HACTPOMTbL NONb30BATENS AN BO3MOXHOCTU paboTtbl ¢ RuBackup, Bbinon-
HUTe cnenyowne OencTBUSA:

1. [obaBbTe nonb3oBatens B rpynny rubackup npu nomowwm KoMaHobl:
$ sudo usermod -a -G rubackup r7o0/b308ares
Mocne aToro BBEAMTE KOMaHAY:

$ sg rubackup

92



4 'RuBackup

2. HacTtpoitTe pns rno/sb3oBaresns cnepylowme nNepeMeHHble cpedbl  (nobaBbTe
cnegnyowune cTpokun B doann /home/nosib3osaresis/.bashrc):

PATH=$PATH: fopt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
export PATH
export LD_LIBRARY_PATH

3. MNepe3arpy3nTe NnepeMeHHble OKPYXEHUS:

$ . .bashrc

3anyck Meguacepsepa RuBackup

LOna wrtatHon askcnnyaTauum pekoMmeHoyeTcsl 3anyckaTb cepBep RuBackup kak
cepsuc. [1ns 3Toro BbINOMHUTE Creayowme 0encTeums:

1) LobaBbTe cepsuc knmeHtTa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable rubackup_client.service

2) LobaebTe cepsuc cepBepa RuBackup B aBTO3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable rubackup_server.service

3) YTo6bl cnyxba systemd nepesarpysuna HacTpolKku, BBeguMTe KOMAHAY:

$ sudo systemctl daemon-reload
4) 3anycTute cepsuc rubackup_client:

$ sudo systemctl start rubackup_client
5) 3anycTute cepsuc rubackup_server:

$ sudo systemctl start rubackup_server

YT1o4HuTb cTatyc knneHta RuBackup MOXHO npu nomolwwm komaHabi:

$ sudo systemctl status rubackup_client

YT104HUTb cTaTyc cepsepa RuBackup MOXHO npu NnoMoLwm KOMaHabI:

$ sudo systemctl status rubackup_server

93



4 'RuBackup

Buumanne! Ecnv y Bac Bo3HMKaeT npobnema 3anycka cepsuca cepsepa
RuBackup, u cnyxebHass 6asa paHHbix RuBackup B PostgreSQL yctaHoBneHa Ha
OTAeNbHOM cepBepe (Hanpumep, Npu JobaBneHnn B KOHUrypaumio pesepBHOro Unmn Me-
avacepsepa), BbiNoNHWUTE cnepyowme AeicTBums:

1. Ypoanute 3aBucuMocTu postgresql.service B napameTpax Requires u After B
pasgerne Unit B loHUT-gpanne:

Jetc/systemd/system/rubackup_server.service

2. lNepesarpy3ute systemctl:

$ sudo systemctl daemon-reload

3anyck Mmeguacepsepa B TepMUHANIbHOM peXuMe

B TOM cnydae, ecnu nnaHupyetcsa TtecTtuposaHue RuBackup, pekomeHmyeTtcs
3anyckatb cepsep RuBackup B TepMMHanbHOM peXxume C MOMOLWb KOMaHAbl:

# rubackup_server start

OcTtaHoBuTb cepeep RuBackup MOXHO ¢ NOMOLIbIO KOMaHAbI:

# rubackup_server stop

HacTpoiika xpaHunuiua peaepBHbIX KOnuii

B npouecce HacTpoiku Meguacepsepa rnpv nomMowm ytunutbl rb_init He HasHava-
eTCs Katanor xpaHeHus pesepBHbix konui onsa nyna Default, nostomy B XypHanbHOM
goanne [opt/rubackup/log/RuBackup.log nosiBUTCA 3anncb O TOM, 4TO B nyne Default
HeT HW O4HON PannoBON CUCTEMbI AN XPaHEHNS pe3epPBHbIX KOMUNA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxonmmo HasHaumTtb ana nyna Default xota 6bl ognH kaTanor ons xpaHeHus
pPe3epPBHbIX KOMUA.OTO MOXHO caenatb nNpu rnoMowmu yTUAUTbl KOMaHOHOW CTPOKU UK
MeHenxepa agmnHuctpartopa RuBackup (RBM):

1. HacTtpoiika xpaHunuwa c nomouwpbto rb_local_filesystem
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MNMonb3oBaTtenu, OT MMEHU KOTOPbIX OydeT OCyWeCTBAATbCSA 3anyck YTUAUT KO-
MaHoHoh ctpoku RuBackup, oonXHbl BxoaMTb B rpynny rubackup. Ytobbl nob6aBuTtb
nonb3oBaTtenen B rpynny, BHECUTE U3MeHeHnsa B cpann [fetc/group.

Y106bl HA3HAYUTb NOKaNbHbIA KaTanor B Ka4eCcTBE XPaHUIMWa pe3epBHbIX KOMWUNA,
cnepyeTt BbINOMHWUTb KOMaHAY:

$ rb_local_filesystems -a /rubackupl -p 1
B aToM npuMmepe B kayecTBe xpaHunuwa gobaensertcs katanor /rubackupl.
2. HacTtponka xpaHunuuwa ¢ nomouwbto rb_local_filesystem

BHuMaHue! HacTpoiika xpaHunuwa ¢ nomouwbio RBM npoussogutcs, ecnu xpaHu-
nuuia He HaCTPOeHbl YTUNUTOM rb_init B NpoLiecce nepBoHa4yanbHOA HACTPOMKMA.

MNMopsooK HacTpOMKKM XpaHunuwa M3NoXeH B OOKyMeHTe «PyKoBOACTBO CUCTEM-
Horo agmuHucTpatopa RuBackup».

YcTraHoBKa KNMeHTa

MoaroToeka K ycTaHOBKE K/IMEHTa

Mepen yctaHoBkoi knueHta RuBackup Heobxooumo nMpoBECTU HACTPOKKY, OMKn-
CaHHyIo B 9TOM pasgene

BHumaHue! Mepen ycTaHoBKOW ybeautech, YTO CeTEBOE UMS y3na OT/iM4yaeTcs ot
«localhost».

Maketbl ans OC 6e3 rpacdhunyeckoit 060104Ku

Ecnu Bbl ycTanaBnmneaete knmeHT RuBackup Ha OC 6e3 rpadgouyeckoint 060104k,
TO 0N BO3MOXHOCTW ucnonb3osBatb MeHenxep agmuHuctpatopa RuBackup (RBM)
Heobx04MMO YyCTAHOBUTb Cneayrowme nakeTbl:

$ sudo apt install libgli-mesa-dev

$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

$ sudo apt install libqt5gui5

B 3aBucmmocTun o1 ncnonbdyemoin OC, KpOMe yKa3aHHbIX Bbile BaM MOryT noTpe-
6oBaTbCs [OMNONHUTENbHbBIE NakeTbl. [Mpyn HeobxoanMMocTn, 0bpaTnTecb B CNyX0Oy TeXHU-
yeckon nopnepxkn RuBackup no agpecy anekTpoHHOM NoYThl support@rubackup.ru.

MucTannaumsa knneHta RuBackup
Lnga ycraHoskn knueHta RuBackup cnenyeT BbINONHUTL cnepylowme 0eicTBus:
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1 ABTOpPM3yMTECHb NOA NONL30OBATENEM rOOt:

$ sudo -i

2 HacTtponTte cnepylowmne nepeMeHHble cpefbl Ong nonb3oBartens root. Ana 3Toro
nobaebTe cnenylolme CTpoky B ¢pain /root/.bashrc:

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

OTUN NepeMeHHble TakXXe MOXHO onpeaennTb B (panne /etc/environment.

3 [llepenoute B Katanor /root/, ONS 9TOro BbINOMHUTE:

cd /root

4 [epesarpysnTte NEPeMeHHbIE OKPYXEHUS:

# . .bashrc

5 YcraHosute naket rubackup-common. Npumep:
$ sudo dpkg -i rubackup-common_<version>_amd64.deb
6 YcraHosuTe nakert rubackup-client. lNpumep:

$ sudo dpkg -1 rubackup-client_<version>_amdé64.deb

Nms q3a|7|r|a naketa MOXeT OT/In4aTbCs B 3aBUCUMOCTUN OT CﬁOpKI/I.

Mpwn yctaHoeke knueHta RuBackup B OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTUBMPOBAHHbIM PEXWMOM 3alNTHON NPOrpaMMHON cpefdbl, nocne
yCcTaHoBkM naketa rubackup-client cnegyer:

1. [lobaBuTb B paiin /etc/digsig/digsig_initramfs.conf cTpoku:

DIGSIG_ENFORCE=1
DIGSIG_LOAD_KEYS=1
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2. BbInoNHUTL KOMaHAy:

$ sudo update-initramfs -u -k all

3. MNepeszarpy3nTb onepaunoHHy CUCTEMY:

$ sudo reboot

HacTpoiika knneHTa RuBackup

BHumaHue! Ons knneHta RuBackup AonxXHo 6biTb HACTPOEHO KOPPEKTHOEe paspe-
WWeHMe UMeHN OCHOBHOro cepsepa. Ecnu knneHt RuBackup He cMoxeTt onpegenutb |P-
aapec no MMeHN OCHOBHOIO cepBepa, TO OH NMpekpaTuT cBolo paboTty. Ucnonbayiite Kop-
PEeKTHble HaCTPOWNKM DNS nnm danna /etc/hosts.

MNepBoHavanbHasg HacTpoiika knueHta RuBackup ocylectensetcs ¢ nOMOLWbIO MH-
TepakTMBHOW yTuanTbl rb_init. Jns HaCTPONKKM BEINONHUTE Cneayowme AeACTBUS:

1. 3anyctute rb_init (0T Nnonb3oBatens root).
# rb_init

2. [1na npoaonXeHns KOHQUIrypupoBaHUs KNMeHTa pe3epBHOr0 KONMPOBAHUSA NPUMUTE
NVLUEH3MOHHOE CornaweHmne:
You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

3. BolbepuTe cueHapuii KOHPUrYPUPOBaHUS KNNEHTA: KNIMEHT-CEPBEP UM aBTOHOMHbIA.
Lns Bolbopa CBSI3KU KNMEHT-CEPBEP BBEAMTE C.

Choose client mode: client-server or autonomous (c/a)?c

4. YkaxuTe agpec ocHoBHOro (primary) cepsepa CPK:

Hostname of primary server:

5. Ecnu B KOHpUrypauumn nonpasymeBaeTcsl pe3epBHbIii (secondary) cepsep, To Bbibepu-
T€ 3Ty BO3MOXHOCTb:

Will you use secondary server (y/n)?

6. YKaxuTe nMs pe3epBHOro cepeepa:
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Hostname of secondary server:

7. Ykaxute ID ceTteBoro uHtepdernca, nocpeactsoM Kotoporo knneHTy RuBackup pas-

peweHo B3aMMOAENCTBOBATb C CUCTEMON PE3EePBHOI0 KOMUPOBAHUS:

Choose client net interface ID for use:

8. Ykaxute, MoXHo nn 6ynet agmmHuctpatopy cuctembl CPK RuBackup BoccTtaHaBnu-

BaTb KONuwn, coenaHHble nongd AaHHOro KianeHTa.

Do you allow centralized recovery (y/n)?

9. Ykaxute, 6yoet nm KCnonb3oBaTbCs HEMpPepbiBHAS yOoaneHHas pennvkaums Ha 3ToM

KNNEeHTe:

Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

10. Ykaxunte nokanbHblA  Katanor AN BPEMEHHOro  xpaHeHus  pannos

11.

C MeTadaHHbIMW, CO34aBaeMblX NPy onepaunsx pe3epBHOro KonnuposaHns (No yMmos-
4aHMIO NpW HaxaTum Knasuwm Enter B kayecTse AMPEKTOPUM ONS BPEMEHHbIX onepa-
uuin ¢ chamnamm pesepsHbIX KOMUM ucnonblyetcs /tmp). Ecnm ykasaHHas OupekTo-
pvs He cywecTByeT, To fanee byneTt NnpennoXxeHo eé co3natb:

Enter local backup directory path [/tmp] :

MonteepanTe cospnaHve katanora Ans BpeMeHHbIX oainos:

Would you like to create /rubackup-tmp (y/n)?

12. ABTOMaTM4eCcKoe co3naHne MacTep-Knoya:

Create RuBackup master key..

13. Ykaxunte xotnte nun Bbl CO30aTb K/OYM 3NEKTPOHHO LIMGPPOBOM NOAMNCHK:
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Will you use digital signature (y/n)

14. YKa)KVITe, XOTUTE NN Bbl BKKOYNTb CUCTEMHbIN MOHUTOPWHI ONng OaHHOro KnneHTta:
Do you want to enable system monitoring of this client (y/n)?

15. YkaxuTte, XOTUTE N Bbl YCTAHOBUTb BEPXHUI Npeaen onepaTtuBHOM NamMmaTun, Kotopas
MOXET NCMNONb30BaTbCs NPU PE3EPBHOM KOMMPOBAHUWN HA KNIMEHTE (TOYHOCTb
BEPXHel rpaHmubl o6bema NnamsiTv He rapaHTUPYeTCS):

Do you want to set a soft memory threshold? (y/n)?

16. Ykaxute obbeMm onepaTMBHON NamsiTh, KOTOPbIA MOXET UCMONb30BaTbCA Npu pe-
3epBHOM KONMpPOBaHUKN Ha knueHTe B ['b (uenoe 4ncno):

Enter the allowed amount of memory for backup in GB (integer value):

17. BoibepuTe kakme nybnnyHbie umeHa 6yayT ncnonb3osaHbl DNS-cepsepom:

Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

Mo okoH4yaHum paboTbl rb_init knMeHT OyaeT ckoHdurypuposaH. locne atoro
HeobxoauMo 0obaBnTb NoNb3oBaTeNs B rpynny rubackup n 3anyctuTb KNMEHTCKWIA NPO-
uecc (cMm. pasgensl «HacTpoika nonb3osatenen Ha knneHte RuBackup» n «3anyck knu-
eHTa RuBackup»).

Takxe Heobxoaumo aBTopm3oBaTtb kKnneHta B CPK. 9To MoXeT caenatb CUCTEM-
Hbll agMmuHucTpaTtop RuBackup npu nomowm MeHepnxepa anmuHucTpartopa RuBackup
(RBM) nnbo ytnnmt komaHaHoi ctpoku. lNpouecc aBTopusauny KNmMeHTa onncaH B fOKYy-
MeHTe «PykoBOACTBO cucTeMHOro agMuHuctpartopa RuBackup».

HacTpoiika nonb3osatenei Ha knueHte RuBackup

MNMonb3oBatenu, OT MMEHU KOTOPbIX OyneT OCyLWeCTBASATbCS 3anyck YTUAUT KO-
maHgHon ctpoknm RuBackup u MeHenxepa knueHta RuBackup (RBC), nonxHbl umetb
npaBuNbHO HACTPOEHHbIE NEPEMEHHbIE Cpelbl.

["pynna rubackup cosnaéTcs B npouecce yctaHoBKM naketa rubackup-common.

YT06bl HACTPOMTb NONb30BaTENS AN BO3MOXHOCTM paboTbl ¢ RuBackup, Bbinon-
HUTEe cnegyrowne LENCTBUS:

1. IobaBbTe nonb3oBaTtens B rpynny rubackup npu nomowm KOMaHabl:
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$ sudo usermod -a -G rubackup mosb3oBaresns
[Mocne aToro BBeoute komaHay sg rubackup.

2. HactpoinTte ons nonb3oBaTtens cnegylowme nepeMeHHble cpenbl. [1ns aToro no-
6aBbTe cnenytowme CTpPokn B cpain /home/ nosszosaresns| .bashrc:

PATH=$PATH: /opt/rubackup/bin

LD_LIBRARY_PATH=SLD_LIBRARY_PATH: /opt/rubackup/lib

export PATH

export LD_LIBRARY_PATH

3. llepesarpysunte nepeMeHHble OKPYXeHUs:

$ . .bashrc

BaxHo! T.k. KOMaHaa UCnonb3yeTcs ANnst KOHKPETHOro goaina, eé Heo6xoaMMo

BbIMOMHATb U3 AMPEKTOPUM, IAe pacronoXeH aToT ¢aiin, nbo ykasaTtb MOJHbIA
nyTb A0 ¢oainna.

4. HacTpoeHHbIn Takum 006pa3om nonb3oBaTenb CMOXET 3anyckaTb YTUAUTbI KO-
MaHOHOW CTPOKU 1 rpadounyeckunin meHenxep knuneHta RuBackup.

3anyck knueHta RuBackup

B TOM cnyyae, ecnun nnaHupyetcsa TtecTtupoBaHue RuBackup, pekomeHpyeTtcs
3anyckatb knmeHT RuBackup B TepMnHanNbHOM peXxuMe ¢ NOMOLLbI KOMaHabl:

# rubackup_client start

OcTtaHoBuTb knneHT RuBackup MOXHO C MOMOLLbIO KOMaHabl:

# rubackup_client stop

Ons wratHoM akcnnyataumm pekoMmeHgyeTtcs 3anyckaTb knueHT RuBackup kak
cepsuc. [1ns aToro BbINONHUTE Cneayowmne oencTeus:

1. Bkniounte cepsuc knmeHta RuBackup:

$ sudo systemctl enable rubackup_client.service
2. MNepesarpyaunte systemctl:

$ sudo systemctl daemon-reload
3. 3anycTute cepsuc rubackup_client:
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$ sudo systemctl start rubackup_client

YTO4HUTHL cTaTyc knmeHta RuBackup MOXHO npy NoOMoLWwm KoOMaHgbl:

$ sudo systemctl status rubackup_client
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% RuBackup
LonoNHNTENbHbIE HACTPOKN

HacTpoiika npokcu-cepeepa
Mpwn Hannuumn npokcu-cepsepa HAProxy, npuHMMatowero 3anpockl K Cny>XebHou
6a3e naHHbIx CPK RuBackup pekomeHayeTcst BbINOMHUTL Cnenytowmne 4eiCTBUS:

1. B cpaine haproxy.cfg 3apatb 3HayeHne napameTpoB timeout client n timeout
server:

» PekomeHayemoe 3HayeHue 48h unm bonee;

« CornacHo ogouumanbHOn 0oKyMeHTaumMmn? 3HaveHms napameTpos timeout client
n timeout server [ONXHbl ObITb OANHAKOBbBIE.

2. Ybeaoutbes, 4TO B HacTpoiikax cnyxebHoin CYBJL, PostgreSQL otcyTcTtBYlOT
TamayTbl, @ €CNN MPUCYTCTBYIOT, TO BbICTABUTb TakMe Xe 3Ha4YeHus Kak U B Ha-
ctponkax HAProxy (cm. n. 1).

3. Hobaeutb B chaiin haproxy.cfg B cTpoky ¢ npoBepkoit xocta PostgreSQL napa-
meTp shutdown-sessions, Hanpumep: "server primary 192.168.122.60:3306 check
on-marked-down shutdown-sessions".

4. 3aBepwnTb BCe akTMBHbIE 3a8a4m B CPK RuBackup.
5. OctaHoBuTb cepsuc cepsepa CPK RuBackup:
$ sudo systemctl stop rubackup_server
6. lNepesanyctutb PostgreSQL:
$ sudo systemctl restart postgresq|
7. 3anycTtutb cepsuc cepsepa CPK RuBackup:

$ sudo systemctl start rubackup_server

YcraHoeka RBM Ha ynaneHHOM XocTe

CPK Rubackup npenoctaBnsieT BO3MOXHOCTb YCTAHOBKW OKOHHOro MeHepnxepa
AnomuHuctpartopa RuBackup (RBM) Ha yonaneHHOM xocTe.

2 https://docs.haproxy.org/2.6/configuration.html
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Monb3oBatenu, OT NMEHM KOTOPbIX OyaeT OCyWeCcTBAATLCS 3anyck OKOHHOro Me-
Heaxepa AaomuHuctpatopa (RBM) Ha ypnaneHHOM xocTe, OONXHbI BXOOUTb B rpynmny
rubackup.

MoaroToBka K ycTaHOBKE
1) MoaroTtoska cepeepa Rubackup

Ona nogrotoBku cepBepa Rubackup HeobxoomMmo HactpouTb doann «/etc/
postgresql/12/main/pg_hba.conf» n B ctpoke ¢ IPv4 nponucaTtb agpec xocta, Ha KOTOPOM
Oynet yctaHoBneH ynanéHyoin RBM:

# TYPE DATABASE USER ADDRESS METHOD

cal" is for Unix domain socket connections only

a

t all
Pvé local connections:
ost all all 3 gl
# Allow replication connections from localhost, by a user with the
vilege.
iron

MpumeyaHue - [llyTb HACTPOWKM (oamna MOXET OTAM4atbCa B 3aBUCUMOCTU OT BEPCUU
postgresql.

2) MoproToBka yana, ¢ kotoporo 6yneT BbINONHATLCS Bxoa B RBM
[ng noaroToBkM y3na Heo6xoAMMO BbINOMHUTL Cneayowmne 4eiCTBUS:
1. CkayanTe naket gpaneBepoB
$ sudo apt install libqt5sql5-psql

2. HacTtponTte hainnbl «/root/.bashrc» n «/home/<user_name>/.bashrc»

PATH:$ PATH: ."II = f -
LD_LIBRARY_PATH=$LD_

export PATH
export LD LIBRARY
-- BCTABKA --
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PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/1ib
export PATH

export LD_LIBRARY_PATH

3. BbinonHnTe KomaHay:
$ . .bashrc

4. Ecnn OC 6e3 rpadonyeckoii 060104kM, yCTAaHOBUTE Cneayowme nakeTb:

$ sudo apt install libgli-mesa-dev
$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

5. YcTtaHoBuTe naketbl rubackup-common v rubackup-rom. MNpumep:

$ sudo dpkg -i rubackup-common_<version>_amd64.deb
$ sudo dpkg -1 rubackup-rbm_<version>_amd64.deb

Mpw ycTtaHoBKe nakeT rubackup-rbm mMoxeT nonpocuTb YyCTaHOBUTb AOMONHM-
TeNbHble 3aBUCUMOCTM - 3TO HeobxoaMMo caenatb ANs KOPPEKTHON paboTbl Npunoxe-
HUS.

PGSYﬂbTaTbIYCTaHOBKM
B pesynbTtaTe yctaHoBkM nakeToB MeHenxepa agMuHuctpaTopa RuBackup:

» naketbl CPK RuBackup 6ynyT pa3sépHyTbl B CO34aHHY0 OANPEKTOPWUIO /opt/rubackup;

* CPOPMMPOBAH KOHMPUTrypaUNOHHbIA doann ~/.rbm2/.rb_gui_main_settings.

CTpykTypa anpektopun /opt/rubackup

CTpyKkTypa ycTaHOBNEHHbIX NakeToB npveeneHa B Mpunoxexune B.

HacTtpoika napaMeTpoB KOHGUrypaumoHHoOro doanna

Insa Hactponkn napametpoe RBM oTpepaktnpyinte KOHUrypaumoHHbIn doamn
~/.rbm2/.rb_gui_main_settings, BbiNONHWB KOMaHay:

sudo nano ~/.rbm2/.rb_gui_main_settings

Onucanue napameTpoB KOHQOUrypaLumMoHHOro goanna
~/.rbm2/.rb_gui_main_settings npuseneHo B Tabnuue 12.
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Tabnmuya 12 — OnvicaHne rnapameTpoB KOHQUrypaumm

3HayeHue
MapameTtp no ymonya- Bosmoxibie Onucanve
3Ha4yeHus
HUMIO

false Bbixon nonb3oBatensa n3 RBM 6e3
ExitWithoutConfirmation |false NOATBEPX AGHMA

true

false DyHKUMS 3KCNEPUMEHTaNBbHOrO pe-
ExperimentallLogic false XU1Ma (He NPOTeCTNPOBaHHbIE O0-

true NONHUTENbHbIE BO3MOXHOCTN RBM)

FQDN,
Hostname localhost |hostname unun  |Aopec Tekyuwero xocta

ip-anpec

IdleTimeoutinMinutes

Llenoe yucno ot

Bpemsi 6e3neiicTBrS Nonb30BaTENS
LS aBTOMATUYeCKOro Bbixona un3

5 R0 29 RBM (B MnHyTax)
InfoHints true false MNMokasbiBaTb CrpaBOYHble
true NOACKa3KM
Ru g
Lang Ru 3blK Ha 3N1IEMEeHTax rpachn4eckoro
En nHtepdperica RBM
YpOBeHb NOrMpoBaHus
0 HeT coobuweHwi
1 Fatal
LogsLevel 0 2 Critical | Fatal
3 Warning | Critical | Fatal
4 Debug | Warning | Critical | Fatal
5 Info | Debug | Warning | Critical |
Fatal
Llenoe HeoTpn- |MakcnmanbHOe KONMYeCTBO 3anu-
RecordPerPage 50 uatenbHoe ync- |celt B Tabnmue okHa RBM Ha onHol

no

cTpaHuue
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MapameTp

3HayeHne
no ymonya-
HUIO

Bo3MoXHble
3HaYeHus

Onucaxue

SSLMode’

allow

Pexwnm SSL-coeanHernsa ¢ CYB PostgreSQL (cm.

nogpasgen )

disable

MHe He BaxxHa 6e30nacHOCTb U 5
He NPUEMNI0 3OEPXKN, CBA3AHHbIE
C WngopoBaHneM

allow

MHe He BaxHa 6e30nacHOCTb, HO A
NPVEMNIO N3OEPXKU, CBA3AHHbIE C
WMgpoBaHNEM, eCNu Ha 9TOM Ha-
cTamBaeT cepsep

prefer

MHe He BaxxHa 6e30nacHOCTb, HO 4
npeano4YnTalo WmugpoBaHue (M npu-
€MJII0 CBSI3aHHbIE N3OEPXKU), ecnu
3TO NoadepXmBaeT cepeep

require

91 xouy, 4T0ObI MOV JAHHbIE WNPO-
BANVCb, U S MPUEMSIIO COMYTCTBYHO-
Wune n3nepXxku. S noBepsito cetu B
TOM, 4TO OHa obecneyvBaeT noa-
K/OYEHUNE K HYXXHOMY cepBepy

verify-ca

4 xouy, 4T06bl MOM AaHHble WKGPO-
BaNNCb, U S NPUEMITIO COMYTCTBYIO-
e napepXxkun. MHe HyxHa yBse-
PEHHOCTb B TOM, YTO S NMoaK/oya-
OCb K [JOBEPEHHOMY CEPBEpY

verify-full

4 xou4y, 4T0ObI MOM AaHHbIE WNKPO-
BaJINCb, U 9 NPUEMITIO COMYTCTBY!O-
wme nagepxkun. MHe HyxHa yBse-
PEHHOCTb B TOM, YTO S NOOKNOYa-
lOCb K JIOBEPEHHOMY CepBepy 1 3T0
NMEHHO yKasaHHbIi MHOW cepBep

SessionlsBlocked

false

false

true

ABTOMaATUNYECKUIA BbIXOO U3 CcUCTE-
Mbl, €CNW Nofib30BaTeNb HE aKTu-
BEH B TEYEHUN BPEMEHW, YKa3aHHO-
ro aAns napametpa

ldle TimeoutinMinutes

Theme

default_the
me

dark2_theme

dark_theme

HacTpoiika BHewHero suaa rpadou-
yeckoro nHtepdeca RBM
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3HayeHue
MapameTtp no ymonya- Bosmoxibie Onucanve
3Ha4YeHus
HUIO
default_theme
pink_theme
vib_theme
MNepwron BpemMeHwn, Yepes KOTOopbIii
UpdateTablePeriod 5 I{ligogggg%’éo OT | iHcpopmauwst Ha cTpanmLe Gynet
obHoBNEHa (B cekyHAaax)
false
Ncnonb3oBaHne 6a3bl AaHHbIX
UseMsAdAuthByDefault (false - MS AD 1o yMosi4aHmio
Mmsa nonb3osa- (MIMs y4é€THOM 3anucm nonb3osare-
Tens, BXOOSLEro (NS, MICNONb3yeMOol ANs BXo4a B
Username rubackup B rpynny RBM u nogkntoyerns k CYB/L]
rubackup PostgreSQL
Mms yyéTHoM 3anncu nonb3osarte-
FQDN N8, NCMONb3yeMoi Ans BXxo4a B
RBM un nogkntoyeHns k 6ase paH-
Hbix MS AD
UsernameWithDomain rubackup

Mms nonb3osa-
Tens, BXoOsuero

B rpynny
rubackup

Ecnn npoucxoomt noaknioyeHune K
CYB[ PostgreSQL, 10 ykaxute
3HayeHune napameTtpa Username

* - ONS HacTpoinkm SSL coeauHeHns BbINOMHUTE OENCTBUSA, YKa3aHHble B nogpasnene
«Hactpoiika SSL coeouHeHus Ha oTaoenbHOM XocTe MeHenxepa agMuUHUCTpaTopa

RuBackup» HacToswero gokymeHTa

Mocne coBeplueHuns aTux genctemin RBM 6yneTt rotos kK 3anycky.

Ins 3anycka MeHenxepa AomuHuctparopa RuBackup ncnonb3syinte komaHay:

$ rbm&
unm

opt/rubackup/bin/rbm

lMocne 3Toro BBEAMNTE B OTKPbLIBLWEECS OKHO «AyTeHTudukaums» HammeHoBaHue
cepsepa Rubackup, nms nonb3osatensa n naponb (PucyHok 3).
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lMpuMeyaHune: npu HacTporke MHoronosb3osaTenbckoro pexuma RuBackup B
RBM BO3MOXHO 3aiTu nog onpenenéHHOn ponblo: Cynepnonb3oBaTenb, Ccyrnepsamnsep,
COMPOBOX AAKOWNA U aAMUHUCTPATOP.

RuBackup manager (Ha node150)

RuBackup Manager

Wms cepeepa
nodel10

Wmsa nons3osatens

rubackup

Naposnk
eocee

BoiTu

PucyHok 3
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YnaneHue knueHta RuBackup

Ypnanute knueHT RuBackup npu nomolwm komaHn:

Linux deb-naker:

$ sudo apt remove rubackup-client

Linux rpom-naker:

$ sudo rpm -e rubackup-client

Ecnn Heobxoommo yoanutb knneHT RuBackup u3 koHgurypaumm CPK, aTo MoxeT
coenaTtb cuCTeMHbln aagMmuHucTpatop RuBackup npu nomowm MeHenxepa agMUHUCTpaA-

Topa RuBackup.

Mocne ynaneHus knmeHta RuBackup B OC Astra Linux Special Edition 1.6
nnu 1.7 ¢ akTUBMPOBAHHBIM PEXMMOM 3aWMTHOM NPOrpaMMHO Cpefbl:

1. BeinonHuTe KoMaHay:

$ sudo update-initramfs -u -k all
2. MNepeszarpysnte onepaumoHHY CUCTEMY:

$ sudo reboot

Ynanenue cepsepa RuBackup

Ytobbl yonanutb cepeep RuBackup, BbiNoNHWTE cneaytowme AencTems:

1. Ecnu cepsuc 6bin 3anyweH He yeped systemctl, a Bpy4Hyto, BbINONHUTE
cnepnyouyto KoMaHay:

$ rubackup_server stop
2. Ypanute cepsep RuBackup.
Insa ynanexus Linux deb naketa komaHga:

$ sudo apt remove rubackup-server
Insa ynaneHus Linux rpm naketa komaHga:

$ sudo rpm -e rubackup-server
Mpu HeobxomommocTn ypanutb Meamacepsep RuBackup n3 koHdurypauumn CPK

MOXHO npu nomowmn MeHepxepa aamumHuctpartopa RuBackup (RBM).
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MacTep-knioy

B xope HacTpolikn byoeTt co3gaH MacTep-k/od Ans 3awnMTHOro npeobpasoBaHuns
PEe3epPBHbIX KOMWIA 1 KNOYM AN 3NEKTPOHHOW NOANUCK, eCnv npeanonaraeTcs NCnonb30-
BaTb 3/1EKTPOHHYIO NOAONMNCH.

BHuumaHue! MNMpu notepe knoya Bbl HE CMOXETe BOCCTAHOBUTb AaHHbIE U3 pe3epBs-
HOW Konuu, ecnu nocnepHss 6oina npeobpasoBaHa ¢ NOMOLbIO 3AWUTHBIX aNrOPUTMOB.

BaxHo! Knioun pekomeHayeTcs nocne cosfaHusi CKonmpoeaTtb Ha BHELWHWIA HOCMK-
Tenb, a TakXe pacne4yatarb OyMaxHyio Konuio u ybpaTtb eé B HafeXHoe MecTo.

MacTep-knio4 pekoMeHayeTcsl pacnedartatb npv noMowu yTuantbl hexdump, Tak
Kak OHa MOXeT codepXxaTb HeoTobpaxaeMble Ha akpaHe cMMBO/bl. Hanpumep:

$ hexdump/opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020

BaxxHo! CekpeTHblit KNnio4 He06X0ANMMO XpaHUTb B MECTE, AOCTYMNMHOM TONbKO TEM,
KTO AONXEH UMeTb BO3MOXHOCTb Npou3BecTu obpaTHoe npeobpasoBaHue aiina. More-
psl KNlo4a fienaet HeBO3MOXHbIM 0bpaTHoe npeobpasoBaHWe daiina.
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HenHTepakTUBHbI peXuM paboToi

HenHTepakTBHbIA pexuM paboTbl HeobXxoauMM [ONS BbINONHEHWS CLEHapueB
MaccoOBOro pasBepTbiBaHUS, Hanpumep, npu ucnonb3osaHun Ansible — nporpaMMHoro
pelweHnsa ansg yaoaneHHoro yrnpasfieHns KoHgurypaumsMm cepesepos.

AOMUHUCTPATOP MMEET BO3MOXHOCTb KoHdpurypmposate CPK RuBackup B bash/
shell 0OHOCTPOYHOW KOMaHOOM U1, Kak cneacTene, UCnonb3oBaTtb 3Ty KOMaHAy B CKpWn-
Tax 4Nng asTomartmsauumn npouecca.

HacTtporika CPK RuBackup ocywecTBnsetcs ¢ NoOMOLWbO MHTEPAKTUBHON YTUANTDI
rb_init (HeMHTepakTUBHbIA pexuM). OnucaHne yTunnTbl NPUBEAEHO B OKYMEHTE «YTUNN-
Tbl KOMAHOHOW CTPOKM».
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O6HoBneHne RuBackup

Tunbl 06HOBNEHWMIA
CPK Rubackup nopnnepxwuBaet cnenytowme Tunbl 0OHOBNEHNIA:

* Kputnyeckoe obHoBneHue (hot fix). CooepXuT ucnpaBneHme KpUTUYECKMX OLWMN-
60K, He cBA3aHHbIX ¢ 6e3onacHoCTblO. [lakeT KpUTNYECKoro 06HOBNEHNS HE £B-
NAeTCs KYMyNnsATMBHbIM 1 TpebyeT yCTaHOBKM Npeablaywmx NakeToB KPUTUYECKoro
06HOBNEHUS, BbIMYLWEHHbIX 4N KOHKPETHOro onepaTtMBHOro 06HOBNEHNUS nn ny6-
NINYHOr O penunaa;

* onepaTtuBHoe obHoBneHue. CoOepXunT ncrnpaeneHne owmbok, HanOeHHbIX B MpPo-
LOyKTe C MOMEHTa nocnegHero nybnmyHoro penvaa;

* nybnuyHbin penus. Bepcus CPK Rubackup, cogepxawas HOBbIA oyHKLMOHAN,
yCTpaHeHne ownboK 1 BCE WCMpPaBNEHUs, BbiNyWEHHbIE paHee B KPUTUYECKMX U
onepaTmBHbIX OOHOBNEHMSIX.

BepcnoHHOCTb 06HOBNEHWIA

O6HoBneHMe HeobxoaMMO BbIMOMHATL MOCNEA0BaTeNbHO MO BCEM BEPCUSIM, HAYU-
Hasi co cnenylowei BepCUn OTHOCMTENBHO TEKYLLEN U 00 NOCNenHen JOCTYMHOW Bepcuu,
BK/ll04asi BCE MPOMEXYTOYHbIE.

ObpaTHasi COBMECTUMOCTb

HauuHasa ¢ Bepcum 2.1, obpaTtHas COBMECTUMOCTb K/IMEHTCKON MU CEpPBEPHON Ya-
cten CPK Rubackup Bo3moxHa Ttonbko B cnydae N Bepcumn cepsepHon 4actu u N mnm
(N-1) Bepcum knueHTckoi yactu, roe N — HoMep Bepcun onepatMBHOIO OBHOBNEHWS
ny6nunyHoro penuaa 2.1, n (N-1)=2.1.

CepBepHas rpynnupoBka

K kax oMy cepeepy M3 rpynnupoBky OOMXHO ObiTb MPUMEHEHO YCTaHaBNMBaeMoe
obHoBNEHME.

B cnyuyae, ecnn Bepcun oBHOBNEHUIA B rpynne cepeepoB ByoyT pasnnyHbiMK, TO
paboTocnocobHbIMM OCTalOTCS Te CepBepa, yCTaHOB/EHHas Bepcusi 0OHOBEHNSI KOTO-
pbIX, COBNagaeT C HOMEPOM Bepcun 06HOBNEHMS primary cepeepa.
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KnueHTtckas rpynnupoBka

O6HOBNEHHbIN cepBep WK cepeepHas rpynna byget paboTatb TOMbKO C TEMU
KNMeHTaMu OLHOW KNacTepHOM rpynmnbl, KOTopble bl 0OHOBNEHDBI, N CO BCEMU KNTMEH-
Tamu, KNacTepHOW rpynnbl B Cny4yae, €Cnm HA OAUH N3 HUX He 6bin 0OHOBNEH NPW BbINON-
HEeHWUN ycnoBusi o6paTHON COBMECTUMOCTMN.

YcraHoBka 06HOBNEHUS

Mepen yctaHoBkoW nioboro o6HOBNEHUS 03HAKOMbTECH C BEpCcuen harina, naTon
Bbiycka 1 yCnoBmsMn obpaTHO COBMECTMMOCTU. YbBenomTecb, YTO BEpPCUSI KOMMOHEHTa
CPK RuBackup cTapuwe Bepcumn, ykazaHHo B 06HOBNEHMMW, He bonee 4yem Ha 1.

Mopsinok o6HoBNEHUS

Mpwn ycTaHoBKe 0BHOBNEHWUI cepBepHo rpynnnpoekn RuBackup Heobxoaumo 06-
HOBUTb:

» OcHoBHoI4 cepBep.
* Pe3sepsHblil cepeep (Mpu HANN4YUK).

* Bce mennacepsepa (npv Hann4um).

Mpwn 3TOM JOMXHbl ObiTb OOHOBNEHBI BCE KOMMOHEHTbI CEPBEPHOW PYMNMNUPOBKY
RuBackup.

PeXxuMbl ycTaHOBKM OOHOBNEHUS
O6HOBNEHNE MOXHO BbINONHUTb:

+ O6HOBVB NakeTbl BPYYHY!IO.

« ABTOMaTU4eckKkMu.
Pexum aBToMarn4eckoro 0OHoB/IeHNSA

+ [lns aBTOMatmyeckoro ob6HOBNEeHNs NakeToB rpynnuposkn RuBackup Heobxoau-
MO:

1.Ckauarb apxvis 06HOBNEHWS, copep>xawumii B nanke Experimental/Scripts ckpynt
upgrade _rubackup_packages.sh.

2.PasapxusnpoBatb apxus.

3.BuinonHnTtb ckpunT upgrade_rubackup_packages.sh:
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$ sudo ./upgrade_rubackup_packages.sh

Mpwn BbINONHEHMM ckpunTa ByayT NPoOBEepeHbl BEPCUMU YCTAHOBIEHHbIX NAKETOB W
HOBbIX NakeToB. Ecnu Bepcusi HOBbIX NAaKeTOB CTaplie BEPCUMM YCTAHOBEHHbIX MakeToB
Ha OAWH penu3, To obHoBNEeHNe ByaeT BbINONHEHO. B NnpoTUBHOM cny4yae 0OHOBNEHME Bbl-
NMONHEHO He byner.

B pesynbtate aBTOMatmyeckoro o6HOBNEHUs OynyT OOHOBNEHbI NaKeThI
RuBackup, koTopble 6binn pacnonoXeHbl B 04HOM Nanke co CKPUMTOM.

4. B pesynbtate aBTOMaTM4eCcKOro OOHOBNEHMS HA KIMEHTCKMX y3nax OyayT o6-
HOBJIEHbl KOH(PUrypaunoHHble paiifibl C COXpaHeHWEM 3HaYeHW napameTpoB Cnepyio-
WX Mooy nen:

* communigate_pro;
* communigate_pro_mail;
* postgres_pro;
* pg_dump_database;
*  pg_dump_table;
+ freeipa;
* universal (postgresql);
* vmware;
* openstack.
Bonee nogpobHO cMOTPUTE OOKYMEHTALMIO HA COOTBETCTBYIOWMNIA MOaY Nb.
5. lna npoymx Momynewm Ha KAMEHTCKUX y3nax npvBeante KOHQUrypaunoHHbIe
chainbl COOTBETCTBYIOWMX MOAOyNel B COCTOSIHME OO OOHOBNEHMS nakeToB. VicxogHas
KOHUurypaums Moy nen HaxoONTCH B COXpaHEHHOM paHee apxvee

RuBackupConfig.tar.gz.
- [lng BoccTaHOBNEHMS pa3apXMBUPYyNTe apXmMB KOMaHLOM:

$ tar xvzf RuBackupConfig.tar.gz

- [lanee 3ameHnTe hann KoHQUrypaumm yctaHosneHHoro moayns file.conf 8 nan-
ke opt/rubackup/etc, Hanpumep, KOMaHOOW:

$ mv file.conf opt/rubackup/etc, roe file.conf — gparin koHUrypaumm moay-
ns

6. Ha Bcex y3nax, Ha KOTOopbIX 6bII0 yCTAHOBNEHO OOHOBNEHWE, BBINONHNTE KO-
MaHay:
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$ sudo systemctl daemon-reload

Pexwum py4yHoro o6HOBNEHUs

Y1066l 06HOBMTL RuBackup B py4HOM pexume, BbINONHUTE Cneayolwmne 0encTBUs:

1. 3akponte okHo RBM Ha APM agmuHncTpaTtopa CPK nnm nHom ysne, ncnonbay-
owemcs ans 3anycka rpadguyeckoro MeHenxepa agmuHuctpartopa RuBackup (RBM).

2. Ckavarite cBexyto cOopky ¢ ohuumanbHoro cata www.rubackup.ru.

3. PacnakyiitTe cnegytouwme nakeTbl Ha COOTBETCTBYIOWMX y3nax, Hanpumep, ¢ no-
MOLbIO KOMaHObl $ unzip ¢ain_apxusa.zip:

- rubackup-common, rubackup-client n Mmooynu Ha KNvMeHTe;
- rubackup-common, rubackup-client, rubackup-server Ha cepBepax;
- rubackup-common v rubackup-rom Ha APM agMuHucTpartopa.

4. YCTaHOBMTE pacrnakoBaHHbIe NakeTbl C MOMOLLbIO KOMaHA B 3aBUCMMOCTU OT TU-
na Ucnonb3yemMoro NakeTHoro MeHenxepa B Bawem onctpmbyTtuse Linux, Hanpumep, ons
naKkeTHOro MeHenxepa, ornepupytouiero deb-nakeramu:

$ sudo dpkg
$ sudo dpkg
$ sudo dpkg
$ sudo dpkg

i1 rubackup-common_<version>_amdé64.deb
i1 rubackup-client_<version>_amdé64.deb
i1 rubackup-server_<version>_amdé64.deb
i rubackup-rbm_<version>_amd64.deb

Wnn ons naketHoro MeHe[OXepa, onepupytowero rom-naketamu:

$ sudo rpm -U rubackup-common_<version>.el7.x86_64.rpm
$ sudo rpm -U rubackup-client_<version>.el7.x86_64.rpm
$ sudo rpm -U rubackup-server_<version>.el7.x86_64.rpm
$ sudo rpm -U rubackup-rbm_<version>.el7.x86_64.rpm

Buumanme! MNpu obHoBNEHMM nakeTa common ¢ Bepcun 2.0 Ha 2.1 MOryT BO3HUKHYTb
npenynpexaeHnsa (yposeHb Warning). VIx MOXHO npourHopupoBaTb, T.K. AaHHble
npenynpexXaeHns HUKaK He BAUSAKOT Ha NpoLecc ycTaHOBKU cuctemsbl. Npumep npeny-
npexaeHns:

ldconfig: /opt/rubackup/lib/1ibQt5QuickShapesRB.so.5 He sABAfeTCA CHUMBOJIbHOM
CCbinKoMm
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Mprmep naketa Momyns:

$ sudo dpkg -i rubackup-postgresql_<version>_amdé64.deb
nnu

$ sudo rpm -U rubackup-postgresql_<version>.el7.x86_64.rpm

5. Ha ocHoBHOM cepBepe RuBackup Bbi3oBuTe ytunuty rb_update ogHum 13 opyx
cnocobos:

* [pwu BbI30BE rb_init (ByaeT co3paH HOBbI KOHGUIypaLMOHHBIA dpaiin):

1) ns Boibopa 06HOBNEHNS CylecTByowWeh 6a3bl AaHHbIX NOCNe BBOAA NMe-
HM NONb30BaTenNs U HasBaHus 6a3bl JaHHbIX BbibepuTe neincTBus ¢ 6asoin aaH-
HbIX, T.K. OHa yXe cyuwecTByeT. BoibepuTte u (upgrade).

You've specified already existing database. Do you want to upgrade(u), drop(d) or
keep(k) existing database (u/d/k)?u

2) BblbepuTe BapuaHT OeACTBUiIA ¢ AaHHbIMKU 6a3bl AaHHbIX. BO3MOXHO co-
30aTb PE3EPBHYIO KOMWIO AaHHbIX, HTOObI BOCCTAHOBUTbL €€ Npy HeoHXoanMo-
ctn. [lna aToro B ware 3anpoca Ha co3faHne pe3epBHOM KOMuM AaHHbIX Cylie-
cTBytollel 6asbl JaHHbIX HYXHO BbibepuTe y(yes).

Do you want to dump the database 'rubackup' (pg_dump method) (y/n/q)? y

3) Bblbepute coopmat pesepsHoii konun. JJocTynHbl ABa doopmarta: plain
(TekcToBbIN sql-ckpunT), custom (custom-apxve, BOCCTAHOBNEHWNE BbINONHSAET-
CS C noMolbio pg_restore). Pe3sepBHasa konusa B goopmaTe custom 3aHuMMaeT
MeHblle MecTa Ha AuCcKe, N0 CpaBHEeHUIo ¢ popmaTom plain. Takxe ons gop-
maTa custom gocTyneH Bblbop cteneHn cxaTtus (0-9) - 4eM Bbilwe CTeNEeHb
cXartusa, TemM MeHblue custom-apxuB 3aHUMaeT MecTa Ha AUCKe U TeM Jofblue
BbINONIHSIETCS NpoLeaypa pe3epBHOro konnposaHns 6asbl AaHHbIX.

Enter format for dump file (c[custom], p[plain]) (c/p) [ c ]
Enter compression level (0-9) fordump file[ 1 ]:
Enter path for dump file [ /root I

4) BblbepuTe NyTb 4NS COXPaAHEHNS PE3EPBHOI KOMUU - MO YMONYAHUIO 3TO
LMpeKTopus, 0TKyaa bbina Bol3BaHa yTmamTa.

Enter path for dump file [ /root ]

5) Tllocne BbINONHEHMS BCEX AENCTBUIA HAYHETCS 0OHOBNEHWE 6a3bl AaHHbIX.
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Mpn Heo6x0aMMOCTIN BOCCTAHOBUTbL 6a3y AaHHbIX N3 CO30aHHOW Pe3epBHONA
Konuu cM. pasnen «BocctaHoBneHne 6a3bl AaHHbIX>.

Hanpsimyto ¢ noMolubto koMaHabl (B 3TOM cnyyae 6yaeT Tonbko 06HOBNEHA CTPYK-
Typa cnyxebHol 6a3bl AaHHbIX):

$ rb_update -H <hostname> -P <port> -D <database_name> -U <user_name>
-r <rubackup_superuser_password> -p <postgres_superuser_password> -I
<path_to_new_sql_scripts> -R -0 -

B DaHHOoM KOMaHOoe yKaxuTte 3HA4YEeHUA napameTpoB.

<hostname> — ums xocta 6a3bl AaHHbIX

<port> — Homep nopTa 6a3bl AaHHbIX

<database name> — nmsa obHoBNsAeMoin Has3bl JaHHbIX

<user_name> — nMs nNonb3oBaTtens 6asbl JaHHbIX
<rubackup_superuser_password> — naponb 0T cynepnonb3osatens rubackup
<postgres_superuser_password> — naponb 0T cynepnonb3oBarens postgres
<path_to_new_sql_scripts> — nyTb K KaTtanory ¢ HoBbIMA Sql-CKpUNTamu.

-R — npuHyaontenbHoe obHOBNEHMNE CywecTByOWeNn 6a3bl AaHHbIX (HNYEro Me-
HATb HE HY>XHO)

-O - — BbIBOA npoLiecca 0OHOBNEHMS B CTAHOAPTHBIA MOTOK TePMUHaNa (Hu4e-
r0 MEHSTb HE HYXHO)

6. B pe3ynbtate 06HOBNEHUS HA KNIMEHTCKMX y3nax bynyT 0OHOBNEHbI KOHCpUrypa-

LIMOHHblE goaiinbl C COXPaHEHMEM 3HAYEHUIA NapaMeTPOB CNenyoWMX Mooy Ne:

communigate_pro;
communigate_pro_mail;
postgres_pro;
pg_dump_database;
pg_dump_table;
freeipa;

universal (postgresql);
vmware;

openstack.

Bonee nonpobHo CMOTPUTE AOKYMEHTALMIO HA COOTBETCTBYOWMIA MOAY Mb.
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7. lna npoumx Momynelr Ha KAMEHTCKMX y3nax npuBeanTe KOHMUrypaumoHHbIe
chalinbl COOTBETCTBYIOWMX MOAyNei B COCTOsiHME 0O obHOBNeHus nakeToB. McxopHas
KOHGpUrypauus Moy ne HaxoamTcs B COXpPaHEHHOM paHee  apxuBe

RuBackupConfig.tar.gz.
- [lns BOCCTAHOBNEHNS pa3apXnBUPYNTe apxmB KOMaHOOM:

$ tar xvzf RuBackupConfig.tar.gz

- Hlanee 3ameHunTe hain KoHdUrypauum yctaHosneHHoro moayns file.conf B nanke
opt/rubackup/etc, Hanpumep, KOMaHOOW:

$ mv file.conf opt/rubackup/etc, roe file.conf — (painn KoHgUrypaumm moayns

8. Ha Bcex y3nax, Ha koTopbix 6b1I0 ycTaHOBNEHO OBHOBNEHWE, BbINONHNTE KO-
MaHIy:

$ sudo systemctl daemon-reload

9. 33.I'IyCTVITe BCE KJ/IMEHTCKNE N cepeepHbIE NPOoLLEeCCbl C MOMOLWbIO KOMaHA.

a) Ha knueHTCckux yanax ¢ NMoOMOLLbO KOMaHabl:
$ sudo systemctl start rubackup_client.service

6) Ha OCHOBHOM U pe3epBHOM cepBepax, a TakXe Meamacepsepe C NOMOLLbIO KO-
MaHn:

$ sudo systemctl start rubackup_client.service
$ sudo systemctl start rubackup_server.service

Kpmepvm yCnewHoCTn yCTaHOBKU 0O6HOBNEHUs
Y6enmnteco, 4uto CPK RuBackup o6HoBMNacb KOPPEKTHO:

1. lpoBepbTe, 3anyckaetca nu RBM Ha APM agmuHuctpaTtopa CPK nnn nHowm yane,
ncnonbaytouwemcs ang 3anycka Menenxepa agmmHmuctparopa RuBackup, ¢ nomo-
Wb KOMaHabl:

$ rbm&

2. YOOCTOBEPbLTECDH, YTO BCE K/IMEHThI 1 CepBEPbI HAXOASTCSA B CTATYCE OHMAWH:
a) Ha knmeHTCcKmx y3nax ¢ MoMOLWbO KOMaHbI:
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$ sudo systemctl status rubackup_client.service

6) Ha OCHOBHbIX 1 PeE3EpPBHbIX CEPBEPAX, a TakXe Ha Meamnacepsepax ¢
NMOMOLLbIO KOMaHA:

$ sudo systemctl status rubackup_client
$ sudo systemctl status rubackup_server

3. lpoeepbTe coxpaHHOCTb pe3epBHbIX konuin B RBM, B pasnene «Penosntopuin»,
nmbo Yepes TepMMHan C NOMOLLbIO KOMaHAbI:

$ rb_repository -1

MpoBepbTe COXPaHHOCTb Npasun rnobanbHOro pacnucaHus:
$ rb_global_schedule -1

N COXPaHHOCTb cTpaTerun:

$ rb_strategies -1

Mocne 06HOBNEHMS pEKOMEHAYeM BbINONHUTL 6a30BOE pe3epBHOE KONMPOBaHUE U
BOCcCcTaHoBNeHMe palina Hebonbworo pasmepa (oo 500 MB) Bo Bce Tvnbl XpaHWANLL, YTO-
6bl ybeantbcs B pabotocnocobHocTn CPK nocne obHoBneHMS.

BoccTaHoBneHue 6a3bl JaHHbIX

Mpu He06X0AMMOCTN BOCCTAHOBUTL CAENAHHYI0 BO BPEMS KOHUrypaumm peseps-
HYt0 Konuto 6a3bl faHHbIX, BbINONHUTE Cneayowne waru:

1. OcTaHOBUTE BCE MPOLIECCHI Ha BCEX y3nax, NoAK/OYEHHbIX K 6ase OaHHbIX, KO-
TOpYyt0 HEOHX0AMMO BOCCTAHOBUT:

a) Ha knueHTtckunx y3/iax C NnoMouWbio KOMaHbl:
$ sudo systemctl stop rubackup_client.service

6) Ha ocHoBHOM, pe3epBHOM 1 Meanacepsepax CPK RuBackup ¢ nomoupbto ko-
MaHA:
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$ sudo systemctl stop rubackup_client.service
$ sudo systemctl stop rubackup_server.service

B) Ha APM agmuHuctpartopa CPK nnn nHom yane, ncnonb3yowmmcsa gns sanyc-
ka MeHenxepa agmmHuctpartopa RuBackup (RBM) — 3akponTe okHo RBM.

2. Ha yane cepsepa PostgreSQL, conepxauwero cnyxebHyto 6a3y oaHHbIX, NOA-

KNnoYnTeChb K cybL B pexume cynepnofib3oBaTens:

aTy

$ sudo -iu postgres psql
(12.5 (Ubuntu 12.5-Oubuntu0.20.04.1))
Type "help" for help.

postgres=#

3. Yoanute 6a3y OaHHbIX, KOTOPYKO XOTUTE BOCCTAHOBUTb U3 pe3epBHOl7I Konunn:

postgres=# drop database <database_name>;

roe <database name> - 370 nMs 6a3bl AaHHbIX (MO yMonYaHuio — rubackup)

4. Co3paiTe HoBYlO NycTyto 6a3y OaHHbIX C yKa3aHHbIM UMEHEM 1 BNagefbLeM, B
6asy LaHHbIX 6ynet NPOMCX0aNTb BOCCTAHOB/EHME:

postgres=# create database <database_name> owner <owner_names;

roe <database name> - nMs 6a3bl JaHHbIX,

<owner_name> - ums Bnagensua BJl (no ymonyanuio — rubackup)

5. Otkntountecb ot CYB:

postgres=# \q

6. 3anycTmTe BOCCTaHOBNEHME 6a3bl AaHHbIX:
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» Jlnga pesepBHOM Konun, caenaHHom B cpopmate plain text (pann ¢ pacwmpenuem sql),
BbIMONHUTE B TepMuHane KomMaHgy:

sudo -u <admin_user_name> psql <database_name> < <file_name_and_path>.sql

roe <admin_user_name> - UMsi Nonb3oBaTens, obnagawero npasamm aaMUHUCTPATO-
pa, Mo yMOn4YaHmuio 310 postgres,

<database name> - umst 6a3bl faHHbIX,

<file_name_and_path>.sql — nyTb 0o oaiina n uMsa goaina oT pe3epBHO Konumn H6asbl
JaHHbIX

» [1nsa pe3epBHOM KONUKU, caenaHHom B dpopmarte custom (cpann ¢ pacwmpeHuem .dump),
C NOMOLWbIO YTUAUTbI Pg_restore B TepMuHane BbINOAHUTE CReaylouwylo KoMmaHay:

pg_restore -h <hostname> -p <port> -U <admin_user_name> -d <database_name>
<file_name_and_path>.dump

roe <hostnames - nmMs xocta, Ha koTopom ByaeT BoccTaHoBneHa B

<port> -HOMep nopTa

<admin_user_name> - UMs Monb3oBaTtens, obnagawolero npasamy agMUHUCTPaTopa,
Mo yMon4aHuio 310 postgres,

<database name> - umsi 6a3bl OaHHbIX,

<file_name_and_path>.dump — nyTb 00 gaitna pesepBHO konun 6a3bl AaHHbIX U UMS
goanna

7. [loxXanTecb OKOHYaHMS BOCCTAHOBNEHUSI 6a3bl AaHHbIX 1 yOeanTech, 4TO OHO
npowsno 6e3 owmnboK.

8. 3anyctute CPK RuBackup:

1) Ha Bcex y3nax, KoTopble NoAKt04YeHbl K BOCCTAHOBNEHHOM 6a3€e OaHHbIX, BbINOMHUTE:

$ sudo systemctl daemon-reload

2) 3anycTtunTe BCe K/IMEHTCKME N CEPBEPHbIE NMPOLIECCHI HA BCEX Y3Nnax, NOAKMOYEHHbIX K
BOCCTaHOB/IEHHOW 6a3e AaHHbIX, C MOMOLLbIO KOMaHA!:
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a) Ha knneHTCcKmx yanax ¢ noMoLbo KOMaHAab!:

$ sudo systemctl start rubackup_client.service

6) Ha y3nax oCHOBHOM 1 pe3epBHOM cepBepax, a Takxe Ha Meanacepsepe CPK
RuBackup ¢ nomouwbto KomaHn:

$ sudo systemctl stop rubackup_client.service
$ sudo systemctl stop rubackup_server.service

YcTaHoBKa HOBOro Mo4yns

YcTaHoBKa HOBOro moayns BMecte ¢ obHosneHnem CPK

Ha cepBepHbIX y3nax ycTaHOBKa HOBbIX MOAyNeil B pamkax ODOHOBNEHUSI Bepcuu
RuBackup npoucxoaout BMecTe € ycTaHOBKOW naketa rubackup_server.

1. Ha knneHTCcKux y3nax ycTaHoBUTE nakeT HOBOro Moaynst KOMaHOoMm:
$ sudo apt install <wma nmakera>

2. HacTtpoiTe Moaynb rno ero UHCTPyKLnu;

3. lNepesanycTute KNMEHTCKMIA CEPBUC KOMAHOOM:
$ sudo systemctl restart rubackup_client

Tenepb Bbl MoxeTe BbIOpaTh HOBbI MOAY/b (HOBBIA TN pecypca) Npu CO34aHuM
npasnn Pe3epBHOro KOMMpPOBaHMS.

YcTtaHoBka HoBoro moayns 6e3 o6HoBneHuss CPK

Lns Toro 4tobbl YCTAHOBUTL €LlEe OAMH MOLYNb K YXe UMEWeEeNcs NHCTannsumm
CPK, Bam noHapobutcs sql-ckpynT 1 nakeT ycTaHaB/IMBaeMoro Moy ns.

1. Y106bl Nnepenatb nHgopmaumio o Hosom moayne B B[ rubackup, Ha y3ne c cepse-
pom RuBackup BbinonH1TE KOMaHOy:

rb_modules -1 <nyrs « sql-dainy>

2. YcTaHoBMTE nakeT Mooyns Ha Tpebyemblii knmeHTckuin y3en RuBackup ¢ nomo-
Wbl KOMaHabl:

$ sudo apt install <wma nmakera>
3. HacTtpoiTe moaynb rno ero MHCTPyKLnu;

4. TlepesanycTnTe KNMMEHTCKUIA CEPBUC KOMAHAOM:
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$ sudo systemctl restart rubackup_client

Tenepb Bbl MoxeTe BbibpaTb HOBbI MOAY/b (HOBbIA TWUM pecypca) Npu Co34aHnu
npasnf pe3epBHOro KOMMpoBaHUS.
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[MpunoxeHue A

(cnpaBsoyHoe)

Hactpoiika ny6nnyHoro peno3utopusi RuBackup

MakeTbl CPK RuBackup TakXe MOXHO YCTaHOBUTb U3 NyBNNYHbIX PEno3nTOpUEB.
My6nnyHbIe PEno3nTopUN SOCTYMNHbI AN1S ONEPaLNOHHbBIX CUCTEM:

Astra Linux 1.8

Astra Linux 1.7

Astra Linux 1.6

Debian 10

Ubuntu 20.04

Ubuntu 18.04

Deb-based nmcTpubyTussbi

1. lobaBnsiemM KNoY peno3nTopus:

$ sudo wget -q0 - https://edge.astralinux.ru/artifactory/api/security/
keypair/gc-astra-official-repo-key/public | sudo apt-key add -

I'IpMMeanme: npn BO3HNKHOBEHNN owmnbok ¢ nobaBneHneM Kntoya y6eu|/|Ter, 4yTO

B (hpawnne /etc/resolv.conf ykasaHbl KOPpPEKTHbIE CepBEPbl LOMEHHbIX UMEH.

2. B /etc/apt/sources.list nobaBnsiem cTpoky:

$ deb https://dl.astralinux.ru/rubackup/repository-deb-main/ [0S-VERSION]
public

lne:

https://dl.astralinux.ru/rubackup/repository-deb-main/ - ocHoBHOI afnpec peno3nTo-
pusa ona deb-nakeTos;

[OS-VERSION] - Bepcus OC:

o astra_1.8;
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o astra_1.7;

o astra_1.6;

o debian_10;

o ubuntu_18.04;

o ubuntu_20.04.

public - napameTp Ny6nnM4YHOro peno3nTopusi.

Mpumep:

GNU nano 3.2 /etc/apt/sources.list

3. O6HOBNSIEM PENO3NTOPUM N MPOBEPSIEM HaNMYME NAKETOB, a Tak Xe UX BEPCUM
KomaHgamu (Hanpumep, RBM).

4. YcTaHaBNMBaeEM HYXHbI NakeT:

$ sudo apt update

$ sudo apt-cache search rubackup

$ sudo apt-cache madison rubackup-[PACKET_NAME]
$ sudo apt install -y rubackup-[PACKET_NAME]

oe:
[PACKET_NAME] - nMs Hy>XHOro Ham nakerta.

[Mpnmep:

root@rubackup-primary:~# apt-cache search rubackup
rubackup-rbm - RuBackup administrator manager
rubackup-client - RuBackup client

rubackup-common - RuBackup common files and libs
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rubackup-rest-api - RuBackup REST API
rubackup-server - RuBackup server
root@rubackup-primary:~# apt-cache madison rubackup-rbm

rubackup-rbm | 2.1.0~a3.242-1 | https://download.astralinux.ru/rubackup/
repository-deb-main astra_1.7/stable amd64 Packages

rubackup-rbm | 2.1.0~a3.242-1 | https://dl.astralinux.ru/rubackup/
repository-deb-main astra_1.7/stable amd64 Packages

root@rubackup-primary:~# apt install -y rubackup-rbm

Ecnn tpebyeTtcs opyras Bepcus (Hanpumep 6onee paHHsAS), TO YCTaHOBKY NPou3-
BOOVM C NOMOLWbKO KOMaHAbI:

$ sudo apt install rubackup-rbm=2.0.49-1

RPM-based auctpubyTmsbl

BapuaHT 1.

1. B karanore /etc/yum.repos.d/ HaxoouMm dain C TeKywWwUMn pPero3nTopusmMm
(Hanpumep, CentOS-Base.repo) n nobasnsieMm B KOHeL, paina cnenyrowmii Koa:

#rubackup

[ rubackup]

name=rubackup
baseurl=https://dl.astralinux.ru/rubackup/repository-rpm-main/

gpgcheck=0
2. O6HOBNISIEM PEMO3NTOPUN 1 YCTAHAB/IMBAEM HYXHbIA NakerT:

# yum update
# yum install -y rubackup-[PACKET_NAME]
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BapwuaHrT 2.
YcTaHaBnMBaeM nakeT Hanpsmyto.

# yum install -y https://dl.astralinux.ru/artifactory/rubackup-rpm-main/

[0S-VERSION]/public/2.0/[RELEASE-VERSION]/rubackup-[PACKET_NAME]-[RELEASE-
VERSION].el7.x86_64.rpm

pe:
[OS-VERSION] - Bepcusi OC:

o astra_1.6;

O

astra_1.7;

o astra_1.8;

o debian_10;

o ubuntu_18.04;

o ubuntu_20.04.

[PACKET_NAME] - nMs HYy>XXHOro Ham nakeTa;
[RELEASE-VERSION] - Bepcus penusa.
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(cnpaBo4Hoe)

[MepeyeHb cepBepHbIX NakeToB ANns pas3nmyHbix OC

YcTaHaBnmBaembli
nakeTr

OnepaumnoHHas
cuctema

dopmar
nakeToB
OoC

3aBucumocTy naketoB Linux

Tpebyembiit naket
rubackup

rubackup-client

Astra 1.6
Astra 1.7
Astra 1.8

Debian 10

Debian 12

deb

Ubuntu 18.04

Ubuntu 20.04

openssl,

parsec-base,

parsec-cap,

parsec-mac

wget

gnupg2

xauth (ans 3anycka RBM yepe3 SSH)

openssl

wget

gnupg2

xauth (gns 3anycka RBM yepe3 SSH)

openssl

wget

gnupg2

xauth (gns 3anycka RBM yepe3 SSH)

openssl

wget

gnupg2

xauth (gns 3anycka RBM yepe3 SSH)

openssl
wget
gnupg2

rubackup-common
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nakeTt

OnepaumnoHHas
cuctema

®dopmar
nakeToB
OoC

3aBuncumocT naketoB Linux

Tpebyembiit naket
rubackup

Ubuntu 22.04

xauth (onga 3anycka RBM yepes
SSH)

openssl

wget

gnupg2

xauth (onga 3anycka RBM yepes
SSH)

AnbT 10

CentOS 7

CentOS 8

RedOS 7.3

RedOS 8

RHEL 9

Rosa Cobalt 7.3

rom

gt5-gtbase-gui
xauth (onga 3anycka RBM yepes
SSH)

gt5-gtbase-gui

gt5-gtbase-gui

gt5-gtbase-gui

gt5-gtbase-gui

gt5-gtbase-gui

gt5-gtbase-gui
cups-libs
fontconfig
fontpackages-filesystem
glx-utils

libICE

libSM

libX11
libX11-common
libXau
libXdamage
libXext
libXfixes

libXi
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sqlite-0:3.7.17-8.res7.x86_64
ncurses-libs-0:5.9-
13.20130511.res7.x86_64
libuuid-0:2.23.2-33.res7.x86_64
zlib-0:1.2.7-17.res7.x86_64
glibc-0:2.17-222.res7.x86_64
libffi-0:3.0.13-18.res7.x86_64
glibc-0:2.17-222.res7.i686
openssl-libs-1:1.0.1e-
60.res7c.1.x86_64

rubackup-tionix

AnbT 10

rubackup-client
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YcTaHaBnmBaemblii
nakeTt

OnepaumnoHHas
cuctema

®dopmar
nakeToB
OoC

3aBuncumocT naketoB Linux

Tpebyembiit naket
rubackup

Rosa Cobalt 7.9

rpm

gt5-gtbase-gui
libicu
libxkbcommon-x11

rubackup-ovirt-client

CentOS 8

rpm

rubackup-ovirt-common

rubackup-ovirt-common

CentOS 8

rpm

BHMMAHME!

HE COBMECTUM c
nakeTom rubackup-
common

rubackup-mailion

Astra 1.7

deb

wget

gnupg2
xauth (anga 3anycka RBM yepe3 SSH)

rubackup-client

rubackup-rustack

Astra 1.6

Astra 1.7

Ubuntu 18.04

deb

openssl

libcurl3

libcurl4

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)
libldap-2.4-2

libldap-common libnghttp2-14
librtmp1

libssh2-1

openssl

libcurl3

libcurl4

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

wget
gnupg2

rubackup-client
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YcTaHaBnmBaemblii
nakeTt

OnepaunoHHas
cuctema

®dopmar
nakeToB
OoC

3aBuncumocT naketoB Linux

Tpebyembiit naket
rubackup

xauth (anga 3anycka RBM yepe3 SSH)
libcurl3

libnghttp2-14

librtmp1

rubackup-aerodisk

Astra 1.6

Astra 1.7

Debian 10

Ubuntu 18.04

Ubuntu 20.04

deb

openssl,

libcurl3 nnu libcurl4

libldap-2.4-2

libldap-common libnghttp2-14
librtmp1

libssh2-1

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

openssl,

libcurl3 nnu libcurl4

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

openssl,

libcurl3 nnu libcurl4

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

openssl,

libcurl3 nnu libcurl4

libnghttp2-14

librtmp1

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

openssl,

rubackup-client

154



YcTaHaBnmBaemblii
nakeTt

OnepaunoHHas
cuctema

®dopmar
nakeToB
OoC

3aBuncumocT naketoB Linux

Tpebyembiit naket
rubackup

libcurl3 nnu libcurl4

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

rubackup-brest

Astra 1.6

Astra 1.7

deb

openssl,

libcurl3 nnu libcurl4

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)
libldap-2.4-2

libldap-common libnghttp2-14
librtmp1

libssh2-1

openssl,

libcurl3 nnu libcurl4

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

rubackup-client

rubackup-brest-template

Astra 1.6

Astra 1.7

deb

openssl,

libcurl3 nnu libcurl4

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)
libldap-2.4-2

libldap-common libnghttp2-14
librtmp1

libssh2-1

openssl,

libcurl3 nnn libcurl4
wget

gnupg2

rubackup-client
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YcTaHaBnmBaemblii
nakeTt

OnepaumnoHHas
cuctema

®dopmar
nakeToB
OoC

3aBuncumocT naketoB Linux

Tpebyembiit naket
rubackup

xauth (anga 3anycka RBM yepe3 SSH)

rubackup-openstack

Astra 1.6
Astra 1.7

Ubuntu 18.04

Ubuntu 20.04

deb

openssl|

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

openssl

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

openssl|

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

RedOS 7.3

mm

rubackup-client

rubackup-vmware

Ubuntu 20.04

deb

openssl,

libcurl3 nnwu libcurl4

wget

gnupg2

xauth (anga 3anycka RBM yepe3 SSH)

rubackup-client

156



4 'RuBackup

Mpunoxexune B

CTpykTypa ycTaHoBNEHHbIX nakeToB CUCTEMbl pe3epBHOro KONMpOBaHUS U
BOCCTaHoBneHus naHHbix RuBackup

Mpwn ycTaHOBKE MHCTANNSUMOHHBIA rpm/deb-nakeT Gyaet aBToMaTtMyeckn pacna-

KOBaH B anpekToputo /opt/rubackup.

CTpykTypa ycTaHOBNEHHbIX MakeTOB OCHOBHOrO cepBepa npuBendeHa B Ttabnuue

13.

Tabnmya 13 — CTpyKTYPAa yCTaHOB/IEHHbIX 1aKeTOB OCHOBHOIO CEPBEPa

CTPYKTYpPHbIV 9NeMeHT

/opt/rubackup

/opt/rubackup/keys/client/

/opt/rubackup/keys/server/

/opt/rubackup/keys/rootCA/

/opt/rubackup/etc/

/opt/rubackup/etc/Id.so.conf.d/
rubackup.conf

/opt/rubackup/copyrights/

/opt/rubackup/rc/icons/

HasHauyeHve aneMeHTa

OupekTopuns, B KOTOPOWN pacnakoBaH yCTaHOBOY-
HblA komnnekT KomrnoHeHTa RuBackup, a Takxe
ncnonb3yemble AONONHUTENbHbIE MHCTPYMEHTI

Maket rubackup-common

Manka cooepXunT cepTuUKaT U 3aKpbIThIA KoY
KNMeHTa [ONns  BHYTPEHHEro B3auMMOAENCTBUS
komnoHeHToB CPK no npotokony SSL

Manka cooepXunT cepTuduKkaT 1 3aKpbIThlA KoY
cepBepa [Ans BHYTPEHHEro B3aMMOLENCTBUS
komnoHeHToB CPK no npotokony SSL

Manka cooepXunT camonoanuncaHHbli cepTudpukat
N 3aKpbiTbli KNHOY LEHTpa cepTudpukauum ons
BHYTPEHHEro B3ammonenctenst kKomnoHeHTos CPK
no npotokony SSL

Manka comepXuUT KOHGUrypaumoHHble doaknbl
CPK RuBackup

BcnomoratenbHbln  KOHUIrypaumoHHbIA  chawn,
ykasbiBawowmin OC nyTb K OONOAHUTENbHbLIM BMb-
nnotekam, ncnonbldyembix CPK RuBackup

Manka cooepXut goannbl IMUEH3UOHHbIX COrna-
LeHNI

Manka cooepXuT UKOHKU MHTepgoerica

MakeT rubackup-client
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CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/etc/systemd/system/

/opt/rubackup/etc/rubackup.isf

/opt/rubackup/etc/systemd/system/
rubackup_client.service

/opt/rubackup/scripts/

/opt/rubackup/scripts/test-script.sh

/opt/rubackup/log/

/opt/rubackup/man/

/opt/rubackup/modules/

/opt/rubackup/modules/rb_module_Ilvm

/opt/rubackup/modules/
rb_module_filesystem

/opt/rubackup/bin/

/opt/rubackup/bin/rb_schedule

/opt/rubackup/bin/rb_replicas

/opt/rubackup/bin/rb_health_check

4 'RuBackup

HasHauyeHve aneMeHTa

Manka conepxut cepsucbl CPK RuBackup

®dann nokanbHoro pacnmcaHua KnueHta cuctemsl
pes3epBHOro KoNMpoBaHS

Cepsuc KnneHtckon yactn CPK RuBackup

MNManka comepxut ckpuntbl ynpaeneHns CPK
RuBackup

Mpyvmep ckpunTta LNS BbINOMHEHUS MPU pPe3epB-
HOM KOMMPOBaHWK

Manka COOEepPXUT XypHanbl cobbiTniA 1 3aaay

Manka conepXmnT MHCTPYKLUN NO UCMONb30BaHMUIO
yTUAnT

Manka cooepXuT UCNONHUTENbHbIE MOYNN, NOA-
LepXuBawowme pes3epBHOE  KOMUMPOBaHWe U
BOCCT@HOBJIEHNE LUEeNneBoro pecypca (noonepxu-
Baemoro knmeHtom CPK)

NcnonHsemblii Mooy nb NS pe3epBHOro KonmpoBa-
HWS 1 BOCCTAHOBNEHUS NOTMYECKUX TOMOB lvm

McnonHsembii Mmooynb pe3epBHOro KOMMPOBaHWUS
harnnoBom CUCTEMbI

Manka conepXuT KOHCOMbHbIE YTUNWTLI, Noanep-
XMBAEMbIe Ha KNMEHTE ANS YyNpaBNeHUs pe3eps-
HbIM KOMMPOBAHNEM U BOCCTAHOBNEHNEM OAHHbIX

YTtunuta knveHta RuBackup ons npocmoTtpa npa-
BUN rnobanbHOro pacnMcaHns KMeHTa B CUCTEME
pe3epBHOro KONUPoBaHMA

Ytunuta knueHta RuBackup nns ynpaBneHus
npasunamy pennvkauum Ha KnvmeHTe. Bol MoXeTe
NPOCMOTPETb CMNCOK BCEX MpaBun pennukaumu, a
TakXe 3anycTuTb BbiOpaHHOe NpaBmio

Ytunuta knneHta RuBackup ons npoeepku KOH-

(pvlrypau,vlvl KNMeHTa n ero oKpy>xeHus. BbinonHs-
€TCA npoBepkKa nepeMeHHbIX OKPYXeHnsA, Bepcumn
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CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/bin/rubackup_client

/opt/rubackup/bin/rb_init

/opt/rubackup/bin/rb_archives

/opt/rubackup/bin/rbfd

/opt/rubackup/bin/rb_tasks

/opt/rubackup/bin/
rb_client_defined_storages

/opt/rubackup/rc/

/opt/rubackup/mnt/

/opt/rubackup/etc/systemd/system/

4 'RuBackup

HasHauyeHve aneMeHTa

Meaunacepsepa. MNpoBepsieTcss NOAK/OYEHNE KNU-
eHTa Kk 6ase OaHHbIX, CEpBepy, Meamacepsepy u
TONICTOMY KJIMEHTY

KnueHT pesepsHoro konuvposaHus RuBackup
npeacTasnseT cobor (OOHOBOE NPUNOXeEHNe (cep-
BMC, OEMOH), 3arnyleHHOe Ha XOCTe KAMeHTa u
B3anmMogencTeywee ¢ cepsepom RuBackup

YTtunuta agmmHuctpartopa RuBackup ons nepso-
Ha4yanbHOro KOHQUIypuvpoOBaHUSA KNveHTa cpasy
nocne pasBépTbiBaHWS Naketa WCMOJIHAEMbIX
hainoB. HeWHTEpakTUBHBLIA pPeXuUM Heobxoaum
N5 cLueHapreB MaccoBOro passepTbiBaHNSA

YTtunuta knneHta RuBackup npenHasHavyeHa ons
NpoCMOTpa CMMCKa PEe3epBHbIX KOMUA KNMEHTa B
CUCTEME pPE3EepPBHOr0 KOMMPOBAHWS, CO3OaHUS
CPOYHbIX PE3EPBHbIX KOMWIA, UX yaaneHus, npo-
BEPKM U BOCCTaHOBNEHMS. PaboTaeT TONbKO B TOM
cnydyae, ecnv Ha knueHTe paboTtaeT cnyxba (cep-
BWC, OEMOH) KnuneHTa rubackup_client

Ytunuta agmnHucTtpartopa RuBackup ons cospa-
HUS N BOCCTAHOBJIEHMS MOJHbIX U UHKPEMEHTarb-
HbIX PEe3epPBHbIX KOMUiA pecypcoB B Nobbix dpaino-
BbIX cuctemax. Pecypcom MoxeT ObiTb chaiin, Ka-
Tanor uny 65104Hoe YCTPOMCTBO

Ytnnuta «knueHta RuBackup pnng npocmoTpa
crvcka 3agad KnmeHTa B CUCTeMe pe3epBHOro Ko-
nuposaHua RuBackup

Ytnnuta agMuHuctpatopa RuBackup ona ynpas-
NEeHUs KANEHTCKMMK XpaHunuwamun. Bbl MoxeTe
npocMaTpuBaTtb, 000aBNATb U yOansaTb KIWEHT-
CKMe XpaHunuuia B KoHdUrypaumm

Manka cooepXUT KOHMPUrypauMoHHbIe CKPUNThI
CPK RuBackup

MpenocTaBnsieTcs kak BPEMEHHasi TOYKa MOHTM-
poBaHUs Ans goparnoBbiX CUCTEM

Maket rubackup-server

Manka onepxut cepaucbl CPK RuBackup
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CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/etc/systemd/system/
rubackup_server.service

/opt/rubackup/man/

/opt/rubackup/log/

/opt/rubackup/log/Rubackup.log

/opt/rubackup/log/task.log

/opt/rubackup/log/module_.log

/opt/rubackup/log/rbfd

/opt/rubackup/lib/

/opt/rubackup/bin/

/opt/rubackup/bin/rb_modules

/opt/rubackup/bin/rb_tape_libraries

/opt/rubackup/bin/rb_media_servers

4 'RuBackup

HasHauyeHve aneMeHTa

Cepsuc CepsepHoii yactn CPK RuBackup

[Manka coaepXxuT doansbl onucaHnin yTUanT

Manka cooepXxuT cpainbl XypHana cobbiTui

CuCTeMHBI XypHan cobbITUiA, TakXe COAEpPXMUT
MHgpopmMaumio 0 NULIEH3NN

XypHanbl cobbiTuii, cogepxaime cobbiTus 3anad
CPK

XypHanbl cobbITWIA UICNONHAEMbBIX MOLY NEl

NHbopmaums o npouecce BbINOMHEHNS CO3OaHNS
PK ons kaxgonm 3agayun, kotopas ucnonoayert rbfd

Manka cooepXxut 6ubnuotekn, Heobxoonmble ONs
paboTbl CPK RuBackup

Manka COOEPXUT UCNONHAEMDbIE cpa|7|nb| onsa
3anycka ytmnmt

YTtunuta agmmHuctparopa RuBackup ons ynpas-
nexHma Mogaynsamu

YTtunuta agmmHuctpartopa RuBackup ons ynpas-
NeHNs NEHTOYHbIMM BMBNMoTEKAMN B CUCTEME pe-
3epsHOro konupoeaHus RuBackup. Bbl moxete
npocMatpuBatb MHGOPMALMIO O NEHTOYHbIX 61b-
nnotekax B cepeepHon rpynnupoeke RuBackup,
CUHXPOHM3NPOBATb NEHTOYHYIO BUONMOTEKY C WH-
hopmaumein 0 Heit B 6ase LaHHbLIX,MMMNOPTMPO-
BaTb, 9KCMOPTUPOBATb M NEPEMELLATL KAPTPULXM
B NIEHTOYHOW 6UBNNOTEKE, @ TakXe NPOM3BOAUTb
LTFS dopmaTtupoeaHve kaptpuoxen, Haxons-
WKUXCS B CNOTAX NEHTOYHON BUBNNOTEKN.

YTtunuta agmmHuctpartopa RuBackup ons ynpas-
nexHma megmnacepsepamn RuBackup. Bbl Moxete
npocMatpuBatb CNWCOK MeaunacepBepoB, nobas-
NATb VX, YOANATb UAN N3MEHSATb UX OMUCaHUS. Me-
nvacepsep npegHasHayveH ons B3anMoLencTBns
KNMeHTamy npu Cco34aHUKM, BOCCTAHOBMEHUN U
nepenaye pesepsHbIX KOMUIA
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CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/bin/rb_user_groups

/opt/rubackup/bin/rubackup_server

/opt/rubackup/bin/rb_local_filesystems

/opt/rubackup/bin/rb_security

/opt/rubackup/bin/rb_clients

/opt/rubackup/bin/rb_update

/opt/rubackup/bin/rb_block_devices

/opt/rubackup/bin/rb_global_config

/opt/rubackup/bin/rb_global_schedule

4 'RuBackup

HasHauyeHve aneMeHTa

YTtunuta agmmHuctparopa RuBackup ons ynpas-
neHmsa rpynnamy nonb3osartenei. Bbl MoxeTe
npocMatpuBaTtb rpynnbl nonb3oBaTtenei, nobas-
NATb W ypansitTb UX, a TakKXe U3MEHSTb UX Ha3Ba-
HWe 1 onncaHue

CepBep pesepsHoro konuposaHus RuBackup
npeactasnseT coboit cUCTeMHOE HOHOBOE MPUO-
XeHune (cnyxba, OEMOH), BHYTPU KOTOPOro of-
HOBPEMEHHO BbINOHATCSA MHOXECTBO MOTOKOB,
OoTBEYalWwmMx 3a pasHble (OYHKUMUM CUCTEMbI pe-
3E€pPBHOr0 KOMMPOBaHNS

Ytunuta agmnHucTtpartopa RuBackup ans ynpas-
NEeHNsa  XpaHunuwamu pesepBHbIX Konui  Tuna
darnnosas cuctema. XpaHunauwa Takoro Tuna
LOONMXHbl 6bITb aCCOLMMPOBAHbLI C My/IOM TOr0 Xe
TMna

YTtunuta RuBackup onst paboTtbl ¢ XypHanom co-
ObITWIA NHCPOPMALUMOHHO He30nacHOCTU

Ytunuta agmnHucTtpartopa RuBackup ons ynpas-
neHns knveHtamm RuBackup. Bbl moxeTte rnpo-
cMaTpvBaTbh CMMUCOK KMEHTOB, a TakXxe nobas-
NATb, yoanaTb NN U3MEHATb UX.

Ytnnuta agMuHuctpatopa RuBackup ong ynpas-
neHms obHoBneHmsiMm 6a3 paHHbIx. Cospaet sql
WHCTPYKLMK, NO3BONSOWME caenatb 06HOBNEHME
6a3bl 4aHHbIX

Ytunuta agmnHucTtpartopa RuBackup ons ynpas-
neHns GNOYHBIMK YCTPOCTBAMA

Ytunuta agmnHuctpartopa RuBackup ons ynpas-
NeHns napameTpamy rnobanbHON KoHdUrypaumm
cepsepHon rpynnupoekn RuBackup. MNapameTpsbl
rnobanbHOW KOHMUrypauum OencTBUTENbHbI ANs
BCEX CEPBEPOB, BXOAAWMX B KnacTep CepBepoB
RuBackup

Ytunuta agmnHucTtpartopa RuBackup ans ynpas-
neHns rnobanbHbiM pacnucadmem RuBackup. IMno-
6anbHoe pacnucaHne cCoCTOMT U3 OTAEeNbHbIX Npa-
BW/, KOTOPbIE MOTYT BbINOJIHATLCS NO ONpenenéH-
HbIM YCNOBMAM ONa onpenenéHHoro pecypca Ha
KNMEHTEe CUCTEeMbl PEe3epBHOr0 KOMUPOBAHWUSI.
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CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/bin/rb_repository

/opt/rubackup/bin/rb_users

/opt/rubackup/bin/rb_tape_cartriges

/opt/rubackup/bin/rb_inventory

/opt/rubackup/bin/rb_interoperation

4 'RuBackup

HasHauyeHve aneMeHTa

Mo>XHO mpocmaTpuBaTtb CAUCOK Mpasun rnobanb-
HOFO pacnucaHnsl, 3KCNopTUPOBaTb HACTPOMNKMU
npaevna B oain M UMNOPTMPOBATb MPaBWIO U3
chaiina B rnobanbHoOe pacnucaHve, yoansite npa-
BUNa u3 rnobanbHOro pacnucaHusi, ocTaHaBnu-
BaTb (PYHKLMOHUPOBaHME NpaBmna niy 3anyckatb
ero B paboTy, a Takxe HeMeL/NeHHO co3naBaTb
3afayy Ha ocHoBe mpasuna rnobanbHOro pacnu-
caHus

YTtunuta agmnHuctpatopa RuBackup ons pocty-
na kK 3anucsam pernosmtopus. lossonseTt npocmar-
puBaTb CMMUCOK Pe3epBHbIX KOMWRA, ynansatb W
nepemellarb pe3epsBHbIe KONuu, NpoBeEpPsTb UX Le-
NOCTHOCTb Y BbIMOMHATb UX pPenankaumio (Konmpo-
BaHWe) B apyrue nynbl. ONns BbINOMAHEHUS 3TUX
OEenCTBMIA yTunmuta Cco30aéT COOTBETCTBYIOLWYIO
3apadvy B rnaBHOM o4vepenm 3aday U 3aKkaHymeaet
CBOE BbIMONHEHME OO0 TOr0 MOMEHTa, Kak 3ajaya
6yneT BbINONHEHA

Ytunuta agmmHucTtpartopa RuBackup ans ynpas-
neHns nonb3oBaTtenamu. Bol MoXxeTe npocmatpu-
BaTb CMWCOK Monb3oBaTtenei, nobaBnatb, yna-
NATb N NU3MEHATb UX

YTtunuta agmmHuctpartopa RuBackup ons ynpas-
NEeHNs KapTpuaxamy NeHTOYHbIX 6ubnunoTek. Bebl
MOXeTe npocMaTpmBaTb CNMCOK KapTpuaxen, no-
6aBnsATb, yoansitb UM U3MEHSATb ux. Kaxnapbli
KapTpuaX npuHagnexuT Kakomy-nubo nyny tuna
NeHToYHas bubnuoteka

Ytunuta agmnHnctpartopa RuBackup ons BHece-
Hus B 6a3y aaHHbix RuBackup nHdopmauum o pe-
3epPBHbIX KOMNWSX, KOTopble Bbinn caenaHbl BHE Te-
Kywen koHdwurypauum RuBackup, Hanpumep, B
Apyrou cepeepHoii rpynnupoeke RuBackup

Ytnnuta agMuHuctpatopa RuBackup ong ynpas-
NeHns 3agadyamu MMmnopTa Uan aKcrnoprta peseps-
HbIX KOMUA MeX Oy He3aBUCUMbIMU CUCTEMaMK pe-
3epBHOro KonuposaHus. Bbl MoxeTe ynpasnsaTb
CMNCKOM CUCTEM, ONS KOTOPbIX CylecTByeT BO3-
MOXHOCTb uMnopTa wnan akcnopta. [obaensTtb,
npocMatpusaTtb, pefakTuposaTb, yoansaTb, ocTa-
HaBnMBaTb WM 3anyckaTb MNpasuna akcrnoprta wau
umnopTta. TakXxe Bbl CMOXeETe NPOBepsATb Ouve-
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CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/bin/rb_clouds

/opt/rubackup/bin/rb_copy2pool

/opt/rubackup/bin/rb_notifications

/opt/rubackup/bin/
rb_remote_replication

/opt/rubackup/bin/rb_pools

/opt/rubackup/bin/rb_tl_task queue

/opt/rubackup/bin/
rb_block_device_check

4 'RuBackup

HasHauyeHve aneMeHTa

penpb 3a4ad v ynansTb BbiNOMHEHHbIE 3a8adyn unm
3aBeplumBLlIMecs ¢ owmnbkoii. Y Bac 6yaet BO3MOX-
HOCTb co3AaTb 3afayy Ha 3KCMopT pPe3epBHOMN KO-
M1 N3 penosmTopus

Ytunuta agmuHuctpatopa RuBackup ans npo-
CcMOTpa KOHdMrypaumm, nobasneHus unu ypane-
HUs obnakos S3 B cCMCTEME PE3epBHOro KOMMpo-
BaHUS

YTtunuta agmmHuctparopa RuBackup ons ynpas-
neHmsa pennukauven. [lpepocTaBnsieT BO3MOX-
HOCTb CO3[aBaTb TOYHble KONuUW (pennuku) pe-
3epBHbIX KONWUA NS NpaBuf Pe3epBHOro Konumpo-
BaHWS 1 ONS CTpaTeruin pe3epeBHOro KOnMpoBaHus

Ytunuta agmnHucTtpartopa RuBackup ans ynpas-
NeHns ovepenbio yBeoomneHuid. B oyepeon yse-
LOMNEHUI coOepXaTCs BCe aKkTyallbHble YBEeOOM-
neHmsa rpynn nonb3oeartenen RuBackup o npowc-
X0OsWMX B cMCTEME COObITUSIX. YBELOMNEHNSI MO-
ryT ObiTb HacTpoeHbl B MpaBwunax rnobanbHoro
pacnucaHus 1 B ctpaTerusix

Ytunuta agmnHucTtpartopa RuBackup ons ynpas-
NEeHNs HenpepbIBHOW yOanéHHOW pennukaumnen.
HenpepbiBHas ypanéHHas pennukaumsi coctouT
N3 OTHEeNbHbIX MpPaBwu, KOTOPble MOryT BbIMOJI-
HATbCA MO onpenenéHHbIM YCnoBuaAM ONns orpe-
nenéHHoro pecypca. MoxHo npocmaTtpueartb Crv-
COK MNpasw/ HErNnpepbIBHON yOanéHHom pennuka-
LUuKW, 3KCrMopTMpOBaTb HAaCTPOWKM npasuna B
doainn n nMnopTmposaTb Npasuno U3 dgparina, yna-
NATb npasuna, octaHaenMBaTb (OYHKLIMOHMPOBA-
HVe npaBsnna unu 3anyckatb ero B paboty

Ytnnuta agMuHuctpatopa RuBackup ong ynpas-
neHns nynamu. Bbl MOXeTe npocmatpmsaTtb Crv-
COK nynoB, 000aBnATb, yOansiTb U U3MEHATb MX.
Kaxgblidi nyn npvHagnexumTt kakomy-nubo megma-
cepseepy. lNynbl ucnonb3yoTcs Ons rpynnuposa-
HWS YCTPOWCTB XpaHeHNs pe3epBHbIX KOMui

Ytunuta agmnHucTtpartopa RuBackup ons ynpas-
neHms Oyepenpto 3a8ay NeHTOYHbIX 6ubnnoTek

Ytunuta agmuHuctpartopa RuBackup nns npo-
BEPKU LENOCTHOCTM pe3epBHbIX Konmuidi Ha 6noy-
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/opt/rubackup/bin/rb_client_group

/opt/rubackup/bin/rb_bandwidth

/opt/rubackup/bin/rb_task_queue

/opt/rubackup/bin/
rb_cloud_task_queue

/opt/rubackup/bin/rb_strategies

/opt/rubackup/bin/rb_log_viewer

/opt/rubackup/rc/init/

/opt/rubackup/mnt/

/opt/rubackup/bin/rubackup_api

4 'RuBackup

HasHauyeHve aneMeHTa

HOM yCTpONCTBE

YTtunuta agmmHuctpartopa RuBackup ons ynpas-
neHnsa rpynnamu KnneHTos. Bel MOXeTe npocmar-
pvBaTb rpynnbl KNMEHTOB, 0OOABNATb UX, yOANsaTb
NN U3MEHATb UX HassaHwe n onucaHve. [pynnu-
pOBKa KNMEHTOB MOXET noTtpeboBaTbCcs B cCryyae
HeobXx0AMMOCTU BbINONMHEHNS TPYNMOBbIX onepa-
LA pe3epBHOro KOMMPOoBaHUS B CTpaTernsx

YTtunuta agmmHuctparopa RuBackup ons ynpas-
NEHUSI OrpaHNYEeHUsSIMM NPOMYCKHON CNOCOBHOCTH
npwu BbINOTHEHUN OMNepaunii Pe3epBHOro KOMMpo-
BaHMWA LN KAMEHTOB MAM npasun rnobanbHoro
pacnucaHus. Bbl MOXeTe ycTaHOBUTb OOHO WU
HECKONbKO OrpaHWYeHnn MPOMnycKHoOM CnocobHo-
cTn ana onpenenéHHoro knueHta CPK wmnu gna
Kakoro-nnbo npasuna rnobanbHOro pacnucaHus

Ytunuta agmnHucTtpartopa RuBackup ans ynpas-
NeHnsa rnaBHOM o4epenbio 3adad. B oyepenm 3a-
a4y cogepxarcsl Bce aKkTyanbHble 3a4a4u Ha co-
30aHue, BOCCTAHOBNEHWe, yaaneHvue, nepeelle-
HVE 1 NPOBEPKY PEe3EPBHbIX KOMUiA

Ytunuta agmuHuctpaTtopa RuBackup ons npo-
CMOTpa 3apjay, KoTopble CBsi3aHbl C 061a4YHbIMU
onepauusamun. lNpn xpaHeHUn pe3epBHbIX KOMWA B
obnake S3 Bam MoxeT noTpeboBaTbCcs 3arpy3nTb
PE3EPBHYIO KOMUIO B 06Nako MAu BbIrpy3nTb Ka-
KoW-nnbo 13 goaiinos pe3epBHOI Konumn n3 obnaka

YTtunuta agmnHuctpartopa RuBackup ons ynpas-
NeHns cTpaTernsamm

Ytunuta agmuHuctpaTtopa RuBackup nns npo-
CMOTpa 1 yNpaBneHns XypHanamm coobweHuni

CopepXut KoHgurypaumoHHole ckpuntbl CPK
RuBackup

MpenocTaBnsieTcs kak BPEMEHHasi TOYKa MOHTM-
poBaHUs Ans goparnoBbiX CUCTEM

MakeT rubackup-rest-api

Bash-ckpunt, ccbinalowmincs Ha WCNONHAEMbI
goann no nyTu /opt/rubackup/lib/
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/opt/rubackup/etc/systemd/system/
rubackup_api.service

/opt/rubackup/etc/rubackup_api.env

/opt/rubackup/etc/
rubackup_api_logger.conf./opt/

/opt/rubackup/lib/
rubackup_rest_api_lib/
rubackup_api.bin

/opt/rubackup/rc/rubackup_api/ui/

4 'RuBackup

HasHauyeHve aneMeHTa

rubackup_rest_api_lib/rubackup_api.bin

daiin cepeuca npunoxenus rubackup_api, Heob-
XOOUMbIA AN B3aUMOOEWCTBUA C MPUNIOXEHUEM
yepes yTunutol systemctl n system

darn HacTpoeK OKPY>XeHus, NoArpyXaembiii cep-
BMCOM MNpUIoXeHus. HyXeH ona HacTpownku npu-
NOXEeHWsa B 4acTW NOAKNIOYEHNA U OTNaaku

KoHdourypaumnoHHbidi - pan  TOHKOW HACTPONKM
XypHanuposaHus B npunoxenun CPK RuBackup
REST API. He npegnonaraeTtcs BHeCeHWe u3Me-
HEHWIA CO CTOPOHbI NONb30BaTENA

NcnonHsembid dpan npunoxeHunin CPK RuBackup
REST API n Tucana

MNManka cogepXxuT dharnbl rpapuku NPUNoXeHus

Maket rubackup-common-gui

/opt/rubackup/keys/rbm/

/opt/rubackup/gui/plugins/

/opt/rubackup/gui/lib/

/opt/rubackup/gui/gml/

/opt/rubackup/gui/rc/

/opt/rubackup/gui/rc/themes/

~/.rbm2/.logs

Manka cooepXuT cepTUUKaT 1 3aKPbITbIA KoY
npunoxexnns RBM ona BHyTpeHHero B3ammomen-
ctBmsa komnoHeHToB CPK no npotokony SSL

[Manka coaoepXuT nnaruHb

Manka comoepXut 6ubnnMoTekn, WUCMNONb3ye-Mble
rpagounyeckmm npunoxexHnem RBM

Manka cogepxunt QML-6bmbnunotekn, Mcnonbaye-
Mble rpadounyeckum npunoxeHnem RBM

Manka cooepXuT HaCTPOMKM  rpadou4eckoro

oTobpaxeHus, B T.4. TEMbI, NepeBoabl MPUIoXxe-
Hus RBM

®dannbl Tem npunoxenns RBM

MNMakeT rubackup-rom

XypHan cobbiTniA, cogoepxauwuii cobbiTus B COOT-
BETCTBUM C YCTAHOBNEHHbIM YPOBHEM /OrMpoBa-
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~/.rbm2/.rb_gui_column_settings

~/.rbm2/.rb_gui_main_settings

/opt/rubackup/gui/rc/langs/

/opt/rubackup/gui/rc/info/

/opt/rubackup/bin/rbm

/opt/rubackup/gui/rc/langs/

/opt/rubackup/bin/rbc

/opt/rubackup/etc/
rb_module_rustack.conf

/opt/rubackup/modules/
rb_module_rustack

4 'RuBackup

HasHauyeHve aneMeHTa

HWS, ONS CNy>XebHOro NCnonb30BaHWs

dain HacTponkn KonoHok Tabnuuy B okHe RBM
ONa 3anoMUHaHMA HacTpoek nonb3osartens (true
— rnokasatb KONOHKY, false — CKpbITb KONOHKY)

KoHdourypaunoHHbiin tpann, cogepxawmin nHop-
Mauumio 0 napameTtpax n HacTpoikax RBM

dannbl C TEKCTaMy NepeBoaoB UHTepdperica npu-
noxenvns RBM

NHdbopMaumoHHble noackasku npunoxexHns RBM

WcnonHsiembih cpanin npunoxenns RBM

MakeT rubackup-rbc

darnbl C TEKCTaMn NepeBoLoB MHTepdenca npu-
noxenns RBC

NcnonHsembid cparin npunoxernns RBC

Maket rubackup-rustack

KoHdourypaumnoHHbin ¢oainn mMomoyns pes3epBHOro
KOMMpOBaHWSA M BOCCTAHOBNIEHUS OaHHbIX BUPTY-
anbHbIX MaWWH nnatgopMbl  BUPTyanuaaumm
RUSTACK

YTunuta pesepBHOro KONMPOBaHUS M BOCCTaHOB-
NEeHNs OaHHbIX BUPTYyanbHbIX MawWWH NnaTgopMbl
BupTtyanudauun RUSTACK

MakeT rubackup-postgres-pro

/opt/rubackup/etc/
rb_module_postgres_pro.conf

KoHgurypaunoHHblin chainn mMooynsi pes3epBHOro
KOMMpoBaHWS N BOCCTAHOBMIEHUS OaHHbIX KnacTe-
poB CYB[, Postgres Pro
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/opt/rubackup/modules/
rb_module_postgres_pro_lib/
rb_module_postgres_pro.bin

/opt/rubackup/modules/
rb_module_postgres_pro

/opt/rubackup/etc/
rb_module_postgresql.conf

/opt/rubackup/modules/
rb_module_postgresq|

/opt/rubackup/mnt/
postgresql_archives/

/opt/rubackup/etc/
rb_module_greenplum.conf

/opt/rubackup/modules/
rb_module_greenplum

/opt/rubackup/etc/
rb_module_vmware.conf

/opt/rubackup/modules/
rb_module_vmware

4 'RuBackup

HasHauyeHve aneMeHTa

WcnonHsiembii goann monyns, nognepXusarowmi
pe3epBHOE KOMMpOBaHWE 1 BOCCTAHOBNEHME OaH-
Hbix knactepos CYB[] Postgres Pro

Bash-ckpunt, ccbinalowmincs Ha WCMONHSEMbIA
goann no nyTu /opt/rubackup/modules/
rb_module_postgres_pro_lib/
rb_module_postgres_pro.bin

MakeT rubackup-postgresql

KoHdurypaunoHHbiin chainn mMomoynsi pes3epBHOro
KOMMPOBaHWS N BOCCTAHOBMIEHNS OaHHbIX KnacTe-
pos CYB [ PostgreSQL

McnonHsemblin Mooynb, noadepXusawownin pe-
3epBHOE KOMMPOBAaHWE 1 BOCCTAHOBJIEHNE OaHHbIX
knactepoe CYB[] PostgreSQL

Manka Onss BPEMEHHOro XpaHeHWsl apXuB-HblX
WAL cpannos

MakeT rubackup-greenplum

KoHourypaumnoHHbin coain Momoyns pes3epBHOro
KONMMPOBaHWS 1 BOCCTAHOBNEHNSA OAHHbIX KnacTte-
pos CYB L GreenPlum

WcnonHsembli Mogynb, noggepXuvsalowmi pe-
3epBHOE KOMVPOBaHWe N BOCCTAHOB/IEHNE OaHHbIX
knactepos CYB I, GreenPlum

Maket rubackup-vmware

KoHdurypaunoHHbiin chainn Momoynsi pes3epBHOro
KONUPOBaHWS N BOCCTAHOBNEHUS OaHHbIX BUPTY-
anbHbIX MawwH cpedbl BUpTyanuadauumm VMware
vSphere

McnonHsembin Mooynb, nognepXvearowmn Konu-
poBaHMe 1 BOCCTAHOBNEHNE OaHHbIX BUPTYabHbIX
MawuH cpegpl BupTyanmdauun VMware vSphere

MakeT rubackup-openstack
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/opt/rubackup/etc/
rb_module_openstack.conf

/opt/rubackup/modules/
rb_module_openstack

4 'RuBackup

HasHauyeHve aneMeHTa

KoHurypaumoHHbii ¢ainn Mooyns pesepsBHOro
KOMMPOBaHMSA 1N BOCCTAHOBIEHUS OaAHHbIX BUPTY-
anbHbIX MalWWH 1 TOMOB MAaTOPMbl BUPTYyanuaa-
unn OpenStack

WcnonHsemblh Mogynb, noggepXuvsawowmi pe-
3epBHOE KOMVpPOBaHWe N BOCCTAHOBIEHNE OaHHbIX
BMPTyasbHbIX MalWWH 1 TOMOB NNatdOpPMbl BUPTY-
annaaumm OpenStack

MakeT rubackup-aerodisk

/opt/rubackup/etc/rb_module_aerodisk-
vm.conf

/opt/rubackup/modules/
rb_module_aerodisk vm

KoHdpurypaunoHHbiin chainn Momoyns pes3epBHOro
KONMUPOBaHWS N BOCCTAHOBNEHUS OaHHbIX BUPTY-
anbHbIX MawwH cpenbl BupTyanusaumm Aerodisk
VAIR

VcnonHgembin  mogynb, noagepXusalowmi pe-
3epBHOE KOMVWpPOBaHWE M BOCCTAHOBNEHNE BUPTY-
anbHbIX MawwH cpenbl BupTyanusaumm Aerodisk
VAIR.

MNakeT rubackup-mailion

/opt/rubackup/etc/
rb_module_mailion.conf

/opt/rubackup/modules/
rb_module_mailion

KoHMpurypaunoHHbiin thann mMooynst pes3epsBHOro
KONUPOBaHWUS N BOCCTAHOBMIEHUS OaHHbIX KOPMO-
paTtueHoM no4Tbl Mailion

WcnonHsemblh Mogynb, noggepXuvsalowmi pe-
3epBHOE KonuMpoBaHWe N BOCCTaHOBMIEHWee [aH-
HbIX KoprnopaTtueHom no4Tbl Mailion

Maket rubackup-brest

/opt/rubackup/etc/
rb_module_brest vm.conf

/opt/rubackup/modules/
rb_module_brest_vm

KoHdpurypauunoHHbiin chann mMonoynsi pes3epBHOro
KonupoeaHus  BUpTyanbHbix MawuH 1K CB
«BPECT»

WcnonHsembin  mMogynb, noanepXusaiowmi pe-
3epBHOE KOMMpoBaHWe 1 BOCCTaHOB/IEHNE BUPTY-
anbHbix MawwuH MK CB «BPECT»

MakeT rubackup-brest-template

/opt/rubackup/etc/
rb_module_brest_template

WcnonHsiemblin  Mogynb, nopaepXuBawowuin pe-
3epBHOE KOMMPOBaHWeE N BOCCTaHOB/EHME Wwabno-
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/opt/rubackup/etc/
rb_module_tionix.conf

/opt/rubackup/modules/
rb_module_tionix

/opt/rubackup/etc/
rb_module_postgres-pro.conf

/opt/rubackup/modules/
rb_module_postgres_pro_lib/
rb_module_postgres_pro.bin

/opt/rubackup/modules/
rb_module_postgres-pro

/opt/rubackup/etc/

4 'RuBackup

HasHauyeHve aneMeHTa

HOB BupTyanbHbIx MawunH NK CB «BPECT»

MakeT rubackup-tionix

KoHdourypaumnoHHbin ¢oain MoLoyns pe3epBHOro
KONMPOBaHMS W BOCCTAHOBNEHUS BUPTYasNbHbIX
MawuH nnatopmbl BupTyanudauumn TIONIX

WcnonHsembin  mMogynb, nopogepXusalowmin pe-
3epBHOE KOMMpoBaHWe 1 BOCCTaHOB/IEHNE BUPTY-
anbHbIX MaWWH nnatgopMbl  BUPTyanuaaumm
TIONIX

MakeT rubackup-postgres-pro

Makert

rb_module_pg_dump_database.conf

/opt/rubackup/modules/

rb_module_pg_dump_table.conf

/opt/rubackup/scripts/
rb_pg_dump_script.sql

/opt/rubackup/modules/

rb_module_pg_dump_database

KoHurypaunoHHbiin thann Mooynsi pes3epBHOro
KONMpOBaHMs W  BOCCTAHOBNEHWUS  KNlacTepoB
CYBL Postgres Pro

WcnonHsiembii doann monyns, nonnepXusarowmn
pe3epBHOE KOMMpOBaHWE 1 BOCCTaHOBNEHME OaH-
Hbix knactepos CYB[] Postgres Pro

Bash-ckpunt, ccbinalowmincs Ha UCNONHSEMbIA
goann no nyTu /opt/rubackup/modules/
rb_module_postgres_pro_lib/
rb_module_postgres_pro.bin

rubackup-pg-dump

KoHdurypaunoHHbiin chainn mMomoynsi pes3epBHOro
KOMMPOBAHMA ” BOCCTAHOBNEHUs 6a3 AaHHbIX
CYB[ PostgreSQL

KoHpurypaunoHHblin chann Mooyns pes3epBHOro
KOMMPOBAHMSA M BOCCTAHOBNEHMS Tabnuy OaHHbIX
CYB[, PostgreSQL

CkpunT aBTOMaTWYECKOro YMnpaBleHUs npaBamu
POV PE3EPBHOr0 KOMUPOBAHWS B PYYHOM peXUMe

Bash-ckpunt, ccbinatowmincs Ha MCNONHAEMbIA
doann no nyTn /opt/rubackup/modules/
rb_module_pg dump_database_lib/rb_module_pg-
dump_database.bin
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/opt/rubackup/modules/
rb_module_pg_dump_database_lib/
rb_module_pg_dump_database.bin

/opt/rubackup/modules/
rb_module_pg_dump_table_lib/
rb_module_pg_dump_table.bin

/opt/rubackup/modules/
rb_module_pg_dump_table

/opt/rubackup/bin/rb_pg_dump_script

4 'RuBackup

HasHauyeHve aneMeHTa

WcnonHsiembii goann monyns, nognepXusarowmi
pe3epBHOE KOMMPOBAHWE N BOCCTaHOBNEHMe 6a3
naHHbix CYB [ PostgreSQL

WcnonHsiembii oann monyns, nognepXusarowmi
pe3epBHOE KOMWPOBAHWE W BOCCTaAHOBMIEHWE Ta-
611y paHHbix CYB, PostgreSQL

Bash-ckpunt, ccbinalowmincs Ha WCNONHAEMbIA
goann no nyTn /opt/rubackup/modules/
rb_module_pg_dump_table_lib/
rb_module_pg_dump_table.bin

KoHconbHas ytunuta Ons ynpaBneHus npasamut
POV PE3EPBHOr0 KOMUPOBAHMWS B PYYHOM pEXUME

Maket rubackup-isp-vmmanager

/opt/rubackup/etc/rb_module_isp-
vmmanager.conf

/opt/rubackup/modules/rb_module_isp-
vmmanager

KoHurypaunoHHbiin chann mMooynsi pes3epBHOro
KONUPOBaHUS U BOCCTAHOBNEHUS BUPTYyaNbHbIX
MawwuH cpepl Buptyanmdauun ISP VMmanager

WcnonHsembii Moaynb, nogaepXuvsawowmi pe-
3epBHOE KOMUPOBaHWE N BOCCTAHOBNEHWE BUPTY-
anbHbIX MawwH cpedbl  BupTtyanusaumn ISP
VMmanager

Maket rubackup-freeipa

/opt/rubackup/etc/
rb_module_freeipa.conf

/opt/rubackup/modules/
rb_module_freeipa_lib/
rb_module_freeipa.bin

/opt/rubackup/modules/
rb_module_freeipa

KoHdourypaumnoHHbin ¢oain MoLoyns pe3epBHOro
KOMUPOBAHMSA U BOCCTAHOBNEHUS AAHHbIX CNyXObl
katanoros FreelPA

WcnonHsembii doain, noonepXusatowWwmnin peseps-
HOoe KonupoBaHwe W BOCCTAHOBMEHWE [OaHHbIX
cnyx6bl katanoros FreelPA

Bash-ckpunt, ccblnaloWwWnncs Ha UCMONHAEMbIN
doann no nyTu /opt/rubackup/modules/
rb_module_freeipa_lib/rb_module_freeipa.bin

MakeT rubackup_communigate-pro

/opt/rubackup/etc/

KoHgourypaunoHHblii  dpaiin Mogynsi pesepBHOro
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rb_module_communigate-pro.conf

/opt/rubackup/etc/
rb_module_communigate_pro_mail.co
nf

/opt/rubackup/modules/
rb_module_communigate_pro_lib/
rb_modules_communigate_pro.bin

opt/rubackup/modules/
rb_module_communigate_pro_mail_lib
/
rb_modules_communigate_pro_mail.bi
n

/opt/rubackup/modules/
rb_module_communigate_pro_mail

/opt/rubackup/modules/
rb_module_communigate_pro

4 'RuBackup

HasHauyeHve aneMeHTa

KONMPOBAHMS N BOCCTAHOBNEHUS KOHMOUrypaumm
CommuniGate Pro

KoHourypaumnoHHblin coan Momoyns pes3epBHOro
KonnposaHus n BOCCTaHOB/EHUS nncem
CommuniGate Pro

WcnonHsiembid oan momyns, nognepXusarowmi
pe3epBHOE KOMWPOBaHWE N BOCCTAHOB/IEHNE KOH-
gurypaumn CommuniGate Pro

WcnonHaembin cpann mooyns, nopnepXusarowmii
pe3epBHOE KOMMpPOBaHME N BOCCTAHOB/NEHME OaH-
Hbix nucem CommuniGate Pro

Bash-ckpunT, ccbinalowminca Ha UCNONHAEMbIN
cKpunT no nyTn /opt/rubackup/modules/
rb_module_communigate_pro_lib/
rb_modules_communigate_pro_mail.bin

Bash-ckpunt, ccbinalowmincs Ha WCMONHSEMbIA
cKpunT no nyTn /opt/rubackup/modules/
rb_module_communigate_pro_lib/
rb_modules_communigate_pro.bin

MakeT rubackup-ovirt-common

/opt/rubackup/keys/

/opt/rubackup/rc/icons/

/opt/rubackup/copyrights/

Manka cooepXunT cepTuuKaT 1 3aKpbIThblA KoY
LONS BHYTPEHHEro B3aMMOOENCTBUS KOMMOHEHTOB
CPK RuBackup no npotokony SSL

Manka cooepXuT NKOHKN NHTepaeiica

Manka comepXut doannbl NMUEH3NOHHbIX COrna-
LEeHUNI

MakeT rubackup-ovirt-client

/opt/rubackup/log/rbfd

/opt/rubackup/var/tasks

NHbopmaums 0 npouecce BbINONMHEHUS CO3OaHNS
PK ons kaxgonm 3agayun, kotopas ucnonoayert rbfd

Kartanor aons XpaHeHna ceKpeToB 3adad Ha Kn-
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/opt/rubackup/etc/systemd/system/
rubackup_ovirt_client.service

/opt/rubackup/etc/rb_module_ovirt.conf

/opt/rubackup/etc/rubackup.lsf

/opt/rubackup/bin/rb_archives

/opt/rubackup/bin/rbfd

/opt/rubackup/bin/rb_init

/opt/rubackup/bin/rb_schedule

/opt/rubackup/bin/rb_tasks

/opt/rubackup/bin/rubackup_client

/opt/rubackup/modules/
rb_module_ovirt

4 'RuBackup

HasHauyeHve aneMeHTa

EHTEe

daiin cepsuca mMomyns, HeobXxoOMMbIA Ons B3au-
MOLEWCTBUSA C MNPUNOXEHVWEM 4Yepe3d YTWUIUThI
systemctl n system

KoHdourypaumnoHHblin ¢oain Momoyns pes3epBHOro
KONMPOBaHWS W BOCCTAHOB/IEHUS BUPTYasNbHbIX
MawuH cpeg suptyanuadauum oVirt/zVirt/REDVirt

dann nokanbHoOro pacnucaxHma KnneHra cucremsl
pe3epBHOro KONUPOBaHMS

Ytnnuta knuenta RuBackup npegHasHaveHa ons
npocMoTpa cnucka pes3epBHbIX KOMWIA KIWEHTa B
CUCTEME pPE3EPBHOr0 KOMMPOBAHUSA, CO34aHUS
CPOYHbIX PEe3epBHbIX KOMWIA, WX yaaneHus, npo-
BEPKU 1 BOCCTaHOBNEHUS. PaboTaeT TONbKO B TOM
cny4ae, ecnv Ha knueHTte paboTtaeT cnyxba (cep-
BUC, OEMOH) kKnneHTa rubackup_client

Ytnnuta agMuHuctpatopa RuBackup ona cospa-
HUS N BOCCTAHOBJIEHMS MOMHbIX U UHKPEMEHTarb-
HbIX Pe3€epPBHbIX KOMNUIA PecypcoB B Nobbix ¢hainno-
BbIX cucTtemax. Pecypcom moxeT 6biTb chann, ka-
Tanor unu 6104YHOE YCTPOMCTBO

Ytunuta agmmHuctpaTtopa RuBackup onsg nepso-
HayanbHOro KOHMUrypuMpoBaHUS KNUEHTa cpaay
nocne pasBépTbiBaHMA Naketa WUCMNONHAEMbIX
haiinoB. HewnHTepakTMBHLIA pPexunM Heobxooumm
ANS CLeHapueB MaccoBOro passepTbiBaHNS

YTtunuta knueHta RuBackup ons npocmoTpa npa-
BMN rnobanbHOro pacnMcaHns KMeHTa B cUcTeme
pe3epBHOro KONMpoBaHms

Ytunuta «knuneHta RuBackup nans npocmoTtpa
cnucka 3anad KnvMeHTa B CUCTEMe pe3epBHOro Ko-
nuposaHnsa RuBackup

KnueHT pesepsHoro konuvposaHus RuBackup
npeacTasnseT cobor (OOHOBOE NPUNOXEHNE (cep-
BMC, OEMOH), 3arnyleHHOe Ha XOCTe KAMeHTa u
B3anmMogencTeywee ¢ cepsepom RuBackup

Ytnnnta pe3epBHOro KonnposaHMsa n BOCCTaHOB-
NeHnsa BUpTyanbHbIX MalWWH Ccpen BUpTyann3aunn
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CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/scripts/test-script.sh
/opt/rubackup/log

/opt/rubackup/man/

4 'RuBackup

HaszHayeHve anemeHTa
oVirt/zVirt/REDVirt
MNpumep ckpunTa

Manka conepXxwuT goarnbl XypHana cobblTuii 1 3a-
nad

Manka coaepXxuT doanbl oNnUcaHnin yTUAnT
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