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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

AHHOTaLUuUA

HacTodwee pykoBOOCTBO onpepesniser nopAnokK MOArOTOBKU U
yCTaHOBKK Moy DynamiX, pe3epBHOro KONMpoBaHUA N LLeHTpPasIM30BaHHOIO
BOCCTAHOBJIEHUSA BUPTYaJibHbIX MalUMH MaaTgopMbl BUpTyanamsauum Basis
Dynamix!. B paHHOM pykoBOACTBe MpuBeAeHbl NoapobHble AeNCTBMUSA TOJIbKO
DN HEeKOTOPbIX BO3MOXHbIX CLEHapueB pe3epBHOro KOMMPOBAHUA U
BOCCTAHOBJIEHUA OaHHbIX. bonee nogpobHasa wHdoOpMauma npuBedeHa B
DOKyMeHTe «CncrtemMa pe3epBHOro KOMUPOBAHMUA N BOCCTAHOBJIEHUA OAHHbIX
RuBackup. PykoBoACTBO CUCTEMHOIN0 aAMUHNCTPaTOpPa».

Mepen 3KcnsyaTauuein MNpPOrpaMMHOro CpeacTBa PeKoMeHayeTcs
BHUMAaTe/NIbHO  O3HAKOMUTbLCA C  HACTOAWMM W PEKOMEeHO0BaHHbIM
PYKOBOACTBAMMU.

HacTodlwee pykoBOACTBO nMpefHa3Ha4YeHO ONA agMUHUCTPaTOpPOB
nPorpaMMHoOro cpencTBa «Cncrtema pe3epBHOro KONMMPOBaHUA %
BOCCTAHOBJIEHMS AaHHbIX RuBackup?».

XapakTep  WM3/I0OKEeHMs  MaTepuasla  [aHHOro  PyKOBOACTBA
npegnosiaraeT, YTO Bbl 3HAKOMbl C OMNEPALMOHHLIMA CUCTEMAMW CEeMencTBa
Linux, Ha KoTopbiXx paboTaeT NporpaMMHOe CpeAcTBO, U BrageeTe 6a30BbIMU
HaBbIKAMW aAMUHUCTPUPOBAHNA 0N PAabOThbl B HUX.

1 [anee no TekcTy — MmoAayab DynamiX
2 Janee no TekcTty — CPK RuBackup, nporpaMmmHoe cpencTBo
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

1 Obwme cBepeHus

1.1 HazHa4yeHue

Cnctema pesepBHOro konuposaHua RuBackup n Mogynb DynamiX,
BXoOAWwMM B €€ cocTas, (manee - CPK RuBackup) no3BonsoT BbINOJHATb
pe3epBHOE KOMUPOBaHME BKJIKOYEHHbIX MWW BbIKJKOYEHHbLIX BUPTYaJlbHbIX
MawunH nnaTtgopMbl BUpTyanusaumm Basis Dynamix sepcuin 3.8.8 n 4.0.0 ¢
dyHKUMen 6e3areHTHOro pe3epBHOro KONMpPoBaHUA BUPTYasbHbIX MallnH (6e3
HeobXxoAMMOCTM YCTAHOBKW AOMOJIHUTEJIbHbIX areHTOB Ha BUPTyasbHble
MaLUWHbI) 1 BOCCTaAHOBIEHNE BUPTYasibHbIX MallNH N3 PE3EPBHOW KOMUN.

1.2 Pe3epBupyemMbie paHHbIe?

Pe3epBHOe KonupoBaHWe BbINOJIHAETCS AJ19 BCeX OUCKOB BUPTYasibHOWN
MalWuHbl naaTgopMbl BUpTyanusaumm Basis Dynamix BHe 3aBUCUMMOCTU OT
COCTOAHMA BUPTYaJibHbIX MalKWH (BKJOYEHa WAM  BbiKaoYeHa). [lpu
BbINOJIHEHNN PEe3epPBHOr0 KOMUPOBAHUA MPUMEHAETCA TeXHOJI0rmMa co3faHus
MOMEHTaJIbHbIX CHWMKOB [aHHbIX AJI9 OUCKOB BUPTYaJIbHON MalUWHbI, 4TO
NO3BOJISEeT He OCTaHaB/MBaTb PaboTy Ha BpeMs pe3epBHOr0 KONMpPoBaHMUA.

B xone pe3epBHOro KONMMpoBaHUs BO BCEX CllyYasiX U3 pe3epBHOW KOMuu
yoanaiTca aybnupytowme 6,10Kn (BbIMOSHAETCA JIOKaJibHag aengynavnkaums).

1.3 Tunbl pe3epBHOro KONMpPoOBaHUSA

Moaynb pe3epBHOro KOMMPOBaHUA U BOCCTAHOBJIEHUA BUPTYaJibHbIX
MawunH nnaTtgopmbl  BupTyanmsauum Basis Dynamix nopaepxusBaeT
cnepytowime TUnbl pe3epBHOro KONMpPoBaHNA:

s TMOJIHOE pe3epBHOE KonupoBaHue. Ka)< bl pa3 Npuv BbIMOJIHEHUM 3a[a4M
pe3epBHOr0 KOMUPOBAHUS M3 MCTOYHMKA KOMMPYIOTCS BCe AaHHble 6e3
N3bATUA. DTOT TUM pPE3EPBHOrO KOMMPOBAHUS Haubosiee MeOJSIEHHbIA ©
pecypco3aTpaTHbIiN, HO obecrneymBaeT HanboNbLIyO MOJIHOTY U TOYHOCTb
COXpaHeHUs! AaHHbIX;

* WHKPEMEeHTaJlbHOe pe3epBHOE KOoMnMpoBaHMe. 3ITOT TUM pPe3epBHOro
KONMPOBaHUA npeaHa3sHayYeH A9 KOMNUPOBAHUSA TOJIbKO WU3MEHMBLUUXCS
dannos. CHa4vana co3fgaeTcsa nosHasa pe3epBHas kKonus. llocnepytouwmne
pe3epBHble KOMUN coaepxaT ansbl, NU3MEHUBLUNECH C MOMEHTa CO34aHNS
nocnegHen pesepBHonm  kKomunm  (gobaBoYHOM  MAKM  noaHon).  On4
BOCCTAHOBJIEHUSA OaHHbIX MoTpebyeTca nonHas pesepBHas Konusg, Ha base
KOTOPOW cCcoO3[daHa BOCCTaHaBJ/IMBaeMass WHKPEMeHTaJ/lbHasd pe3epBHas

3 [anee no TeKCTY — UCTOYHUK
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Konus, N Bce AobaBOYHbIe KOMUKU, CO30aHHble C MOMEHTa CO34aHnNs NoJIHON
pe3epBHOM KOMUM LO MOMEHTa CO34aHuna BOCCTaHaBJ/IMBAaeEMON pe3epBHOU
KoMuu;

s OunddepeHUnansHoe pe3epBHOE KOMMPOBaHWE. DTOT TUMN PE3epPBHOro
KOMMPOBAHUA COXPaHAET TOJIbKO [HaHHble, W3MEHEHHblIE CO BpPEMEHMU
BbIMNOJIHEHUSA NPeAblAYLLEro MoJHOro Pe3epBHOro KOMMPOBaHMS.

* pe3epBHOe KOMMpPOBaHME C UCMNOoJib30BaHMEM Aefynavkauumu (XxpaHeHue
pe3epBHON KOMUN B AeyrnNLNPOBaHHOM XpaHUINLLE).

1.4 CnocoObl BOCCTAHOBJIEHUA OaHHbIX

CPK RuBackup nogopep>xuBaeT creaytouime cnocobbl BOCCTAaHOBNEHMUSA
BUPTYaJibHbIX MalWMWH nnaaTtgopmbl BupTyanmsauum Basis Dynamix w3
pe3epBHON KOMUN:

* LUEeHTpasiIM30BaHHOE BOCCTaHOBAeHMe BM 13 pe3epBHOW KOMUW.
BoccTaHOBNeHME W3 pe3epBHOW KOMUWM BO3MOXHO AOBYyMsa criocobamu
nocpenctsoM: MeHepmxepa  agmuHuctpatopa  RuBackup, yTuanTbl
KOMaHOHOW  CTPOKW  rb_repository. PekomeHpyeTCcss  MCMOJIb30BaTb
LeHTpasn3oBaHHOe BOCCTaHoOB/IeHne BM.

* JIOKaJibHOe BOCCTaHoOBJieHNe BM un3 pe3epBHOM KoMK Ha KaueHTe PK.
BoccTaHOBNeHNE U3  pe3epBHOM  KOMUM  BO3MOXXHO  MOCpPenCcTBOM:
MeHepxepa knumeHTa RuBackup 4epe3 qui-uHTepdenc, yTUINTbI
KOMaHOHOWN CTPOKWU rb_archives.

1.5 Tunbl BOCCTAHOBJIEHUA OAaHHbIX

CPK RuBackup nopgnep»xuBaeT cneaywouwme TuUMNbl BOCCTAaHOBJIEHUS
BUPTYasibHbIX MaWWH MaaTopMbl BuUpTyanmsaumm Basis Dynamix wu3
pe3epBHON KOMUN:

* MNOJIHOE BOCCTaHOBJIEHNE B WUCXOOHYK (OpUrMHaNbHY) BUPTYaJbHYIO
MawwnHy. [lpn BOCCTAaHOB/IEHUWM B WUCXOOHYIO BUPTYaJibHYHO MallUHY U3
pe3epBHON Konum ByaeT Nnpom3BeaeHa nepes3anncb BCeX ANCKOB BM.

* MOJIHOE BOCCTAHOB/IEHWE B  HOBYK BUPTYaslbHYl0  MalwuHy. [pu
BOCCTAHOBJIEHUM N3 pe3epBHON Konuu byaeT co3gaHa HOBasi BUPTYyaJibHas
MaLlluHa.
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1.6 KoMnnekKT NnOCTaBKMU

Onctpnbytne moayna DynamiX CPK Rubackup nocTtasnsetca B Buge
deb-nakeTa nnn rom-nakeTa C NMEHEM rubackup-dynamix-
<version>_amd64.deb " rubackup-dynamix-<version>_amdé64.rpom
COOTBETCTBEHHO, rae <version> - HOMep BepCuN NOCTaB/IAEMOro MOLY 4.

1.7 OrpaHuuyeHun

« YpaneHHas pensmkauus BUPTYanbHbIX MalLVH He peasnin3oBaHa.

* FpaHynﬂpHoe BOCCTaHOBJIeEHNE BNPTYaJibHbIX MallnH He
nooaep>xmBaeTcs.
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2 YcnoBMA BbINOJIHEHUSA

2.1 TpeboBaHusA K annapaTHbIM cpeacTBaM

2.1.1 TpeboBaHuMsa K annapaTHbIM cpeacTBaM KnmeHta PK

Y3en, BbIMOJIHAOLWMA  PYHKLNN KJINeHTa PK, Ha KOTOpPOM
npepnonaraeTcsa pasBépTbiBaHME nporpammHoro moayns DynamiX, [oJikeH
obnapaTb XapakTepucTukamu, npmeenéHHoiMn B Tabnvue 1.

Tabnnya 1 - TpeboBaHMA K annapaTHbLIM cpeacTBaM kaneHTa PK

AnnapaTtHoe NMpuMmeyaHue

TpeboBaHue

OOHONOTOYHbIN MHOrOMNOTOYHbI

pexum N pexunm
Mpoueccop Konunyectso -
anep=
la
Apo KOJINYeCTBY
NMOTOKOB

*3HayeHne Tpebyemoro

TB TeJIbHbIN NCKOBOIo n T HCTB
epaore AVMCKOBOTO MPOCTPaHCTBa Ho He mMeHee 400 I'B

HaKoMuTe b MOXXEeT BbITb PacCYNTaHO Mo
dopmyne
. . [ne ornepaTuBHasd namMaTb
CyMMa 3Ha4YeHuUin ornepaTUBHOWN A P
OnepaTunBHas OLHOro pecypca pasBHa 1I'b +

namaTn Ons Bcex 3anad
namaTb A A 4% oT pa3Mepa LeneBoro
pe3epBHOr0 KOMMPOBaHUSA
pecypca

Heobxoaomm ceTeBom OOCTyn K
cepBucy BupTyanmsauum Basis
Dynamix ¢ Bepcuen APl 3.8.8;
Heobxoaum ypnanéHHbIn OoCTyn
K NFS-aupekTopumn, nogkio4eH-
HOW K rmnepsunsopy

NHTepdencHoe

YCTPOWCTBO CeTeBon aganTep

Vv = 06séu pecypea , ( Pazmep xewa+20) x| K + 1)+ Paamep MemadauHbix
Pazmep Gnoka

roe:
K=1 npn ogHOMOTOYHOM peEXXUME;

K=worker parallelism, ecnu 3agaHbl MHOrONOTO4YHbIN pexum (enable_multithreading)
n cnabas pepynnmkaumsa (enable_flexible_dedup);

worker parallelism — Konn4ecTBo pabo4ymx NOTOKOB, NCMOJIb3yEMbIX OJ18 BbINOJIHEHUS
PK;

enable multithreading — ¢ nar, yka3biBaloWMN Ha NCMNOJIb30BaHNE MHOMONOTOYHOCTW;
enable flexible dedup — <nar, ykKa3blBalWWA Ha WCMNOJb30BaHMe Tunbkon
aenynankauum,

06BEM pecypca - obwnin 06 LEM AaHHbIX, noanexxawmx PK;
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pa3mep bs1oka - pa3mep 6510Ka OaHHbIX, NCMOJb3yeMOoro onsa obpaboTkn AaHHbLIX BO
Bpemsa PK (ana nynos Tmunos "File system", "Tape library", "Cloud" pa3mep 6noka
ABNAETCHA PUKCNPOBAHHLIM N paBeH 16384 b);

pasmep xella — pasMep xela, UCNOJIb3YEMOro AN UAEHTUPUKALNN OAHHbIX;

20 — MaKCMMaJlbHbIW pa3Mep cepmanam3oBaHHON NO3NLUN B panne;

1 — BpeMeHHas 6a3a 15 Bbl4NCAEHUSA CUTHATYpPbI UK OTNPaBKN XeLen Ha cepBep;
pa3smep metagaHHbix - 310 0.02 * 06bem pecypca

2.2 TpeboBaHusA K NPOrpaMMHbLIM cpeacTBaMm

2.2.1 MporpammMmHan cpepna CPK RuBackup

Ona pyHKUMOHMPOBAHNS NporpamMmHoro moaynsa DynamiX Heobxognmo
cnepytouiee nporpammHoe obecneveHune:

+ OnepaunoHHaa cuctema, o4Ha U3 CefyoWmnX:
— Astra Linux SE 1.6;
— Astra Linux SE 1.7;
— Debian 10;
— Ubuntu 18.04;
— Ubuntu 20.04,
- AnbT 10,
— RedOS 7.3,
- CentOS 7,
— CentOS 8.
*  KnueHT pe3epBHOro konmposaHusa RuBackup:

— ™Moaynu rubackup-common w rubackup-client ycTaHOBJIeHbl Ha
BUPTYaNIbHYIO UM annapaTHYO MaLUUHY.

« [Ona ynpaBfeHUss pe3epBHbIM KOMUPOBAHMEM BUPTYasbHbIX MalUWH
nnatgopmbl Basis Dynamix pekoMeHOOBaHO cfieaylollee MporpaMMHoe
obecneyeHne Ha y3Jie KJMEeHTa Pe3epPBHOro KOMMPOBaHUS:

— MeHepxep AogMmuHucTpaTtopa Rubackup (RBM) onsa ynpasneHuns CPK

Takxe noppgepxuneaeTca ynpasneHne CPK RuBackup nocpenctsom
KOHCOJIbHbIX YTUNNUT N MeHep>xepa knneHTa RuBackup (RBC).

2.2.2 lMporpamMHas cpepa Basis Dynamix

Ona PyHKUMOHMPOBAHUA nporpamMmmHoro moaynsa DynamiX Heobxoammo
cnepymouwee nporpaMmmHoe obecnevyeHne Ha pe3epBUPYEMbIX BUPTYasbHbIX
MalUMHaX:
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* nnaTtdgopma BupTyanmsaumm Basis DynamiX sepcusa 3.8.8 nnm 4.0.0;
* Bepcusa API 3.8.8;

e ycTaHoBJieHHble yTunntbl QEMU 5.0 (1 Bbiwe) n libvirt 9.0 (1 BbiWwe) Ha
rmnepsn3sopax niaatgopMsl BUpTyanusaunm Basis DynamiX;

* TrocTeBble paClUMPeHns OonepaLnoHHON CUCTEMbI, HanNnpuMep gemu-guest-
agent onsa pe3epBHOro KOMMPOBAHUSA BUPTYasibHOW MallWHbl 6e3areHTHbIM
crocobom;

« 06bEéM NFS-gupekTopum Ha y3ne runepemlopa A0JHKeH bbITb HE MeHee
obbemMa OOHOBPEMEHHO pe3epBUPYEMbIX N BOCCTAaHAB/IMBAEMbIX AaHHbIX,
MaKCUMaJZlbHO€  KOJIM4EeCTBO  OJAHOBPEMEHHO  BbIMOJIHAEMbIX  3a4ad
onpenenseTcsa 3HadyeHneM napameTpa parallel-tasks B KOHOUrypayuNOHHOM
danne knunenTa PK /opt/rubackup/etc/config.file.
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3 YcCcTaHOBKaA

3.1 NoaroToBKa K ycCTaHOBKe MoAyns

I'Iposepre BbiMOSIHEHNE TpeboBaHWIA, YyKa3aHHbIX B pa3gene 2

HacCTodWwero 0OKyMeHTa.

3.1.1 NMoparortoBka kKaumeHTa PK

* Ha y3ne, Ha KoTopoM OypeT npousBegeHa YCTaHOBKA Moayns nNs
pe3epBHOro KONMMpoBaHUA BUPTYaJbHbIX MaLUWnH nnaTtgopmsl
BUpTyanusauum Basis DynamiX, pa3BepHYT U CKOH(pUrypupoBaH KaneHT PK,
KOTOpPbIM MOAK/0Y4EeH K OCHOBHOMY cepBepy CPK B COOTBeTCTBUU C
DOKyMeHTOM «CucrtemMa pe3epBHOro KOMMUPOBAHUA W BOCCTaHOBJIEHUSA
AaHHbIX RuBackup. PykoBOoACTBO MO yCTaHOBKE U OOHOBIEHNIO»;

* KnuneHT PK 1 mogysnb DynamiX MoryT ObITb YCTAaHOBJIEHbI Ha 1tl0O0OM y3ne
— BUPTYaJIbHOM WAN anmnapaTHOM, MMeloLWweM A0CTYN A9 MOLKJIIYEeHUA K
cepsmcaMm nnatdgopmbl BUpTyanmsaumm Basis Dynamix B COOTBETCTBUUN C
YKa3aHHbIMN NapaMeTpamMn B KOHpUrypaunoHHom canne moayna DynamiX.

* Ha y3ne, ucnonb3syemMoM ON9 pPe3epBHOr0 KOMUPOBaAHUA BUPTYasbHbIX
MaWwwuH nnaTtdopmbl BUpTyanm3aumm Basis Dynamix, pos>xkHa 6biTb
cMoHTUpoBaHa NFS-aunppekTopua oaia 4OoCTyna K KaTasory runepsuisopa, B
KOTOpPOM nMnaTopMOn BUpTyanmsaumm no 3anpocy ObyayT co3gaBaTbCH
pe3epBHble KONnun anckos BM.

* Ha KJINeHTa PK pekomMeHAyeTcA aKTuBMpoBaTb PYHKLUMIO
LLeHTPaZIM30BaHHOIO BOCCTAHOBJIEHUA B Tex cny4asx, Korpaa
npeanoslaraeTca BOCCTAHOBJIEHVWE BUPTYasibHON MallMHbI MOCPenCcTBOM
MeHepxepa agmuHuctpatopa RuBackup (RBM). YnpaBneHue qyHKUMEN
LLeHTPaaM30BaHHOI0 BOCCTAHOBJIEHUSA OaHHbLIX obecne4ynBaeTcs 3Ha4YeHUEM
rnapameTpa centralizedrecovery KOHpUrypayuMoHHOIro anna
/opt/rubackup/etc/config.file Tekywero KanMeHTa pe3epBHOro KonmMpoBaHUA
RuBackup.

* [lpegoBaputenbHO NOAroTOBbTE CleaylWMe OaHHble A9 HAaCTPOMKU
noaokato4yeHnsa K API:

—  nony4YuTe y agMuMHUCTpaTopa naatdopMbl BUPTYyanm3aunum y4é€THble
OaHHble nonb3oBaTens ans aBTOpM3aLLMN Ha nnatgopme
BUpTyanusauum Basis Dynamix;

— BbINOJIHUTE aBTOPM3aAUUD C TMOJIYyYEHHbIMU YYETHBIMU OaHHbIMU
nonb3oBaTensa Ha nnatTdopme BupTyanmsaynm Basis Dynamix https://sso-
<dynamix_host>, rane <dynamix host> — apgpec nnaThOpMbI
BUpTyanmsaumm Basis Dynamix; w©n 3aukcnpymte QOaHHble AN
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

aBTOpM3auuMM npum noakwoveHUn moayna DynamiX K nnaTtdopme
BUpTYanusaumnm Basis Dynamix — ID nipuaoxeHus vi APl ko4 (pUCyHoOK 1);

API Knwoun Cnucok OpraHvsaumin Jepeso OpraHnsaumin BesonacHocTb

Ha3ssaHue ID MpUNoMeHUs API Kniou Co3spaH Mcnonb3oBaH

test_ke FHyTiasuzvEaTw (] o 2023-10-25 22:27:32 Never
c hmndIxZKOtGM h - T

PucyHok 1 - [JaHHble Ansa aBTopm3aumm Ha niaatgopme Basis Dynamix

— nyTb 0o REST API-uHTepdenca, Tak>Xe NCNosib3yemMoro Ass co3gaHus
MoJsib30BaTesIbCKOro web-nHTepdenca nnatpopmel BUpTYyanm3saunm Basis
Dynamix;

— nNyTb 00 CepBuUCa aBToOpU3aLMKM NOJIb30BaTENbCKOro web-nHTepgeinca
naaTgopMbl BUpTyanusaumm Basis Dynamix;

3.2 YcTaHOBKa MoAayns

1. Ha nogrotoBneHHOM Yy3sie (BUPTyaslbHOM WAM annapaTHOM) kameHTa PK
npounsBenunTe yctaHoBky moaynsa DynamiX CPK Rubackup rb_module dynamix
13 nakeTa rubackup-dynamix-<version>_amd64, BbINO/IHNB KOMaHAY:

Astra Linux, sudo apt install ./rubackup-dynamix-<version> amd64.deb
Debian, Ubuntu

ANbT sudo apt-get install ./rubackup-dynamix-<version> amd64.rpm

RedOS. CentOS sudo dnf install ./rubackup-dynamix-<version> amd64.rpm

roe, <version> - HoMmep Bepcum moayns DynamiX CPK Rubackup.
2. locne 3anycka KOMaHAbl YCTAaHOBKN MOAYNS BbINOJIHAIOTCS:
* pacnakoBKa nakeTa moayna DynamiX CPK Rubackup;
* HacTpoWka nakeTa rubackup-dynamix.

3. B pe3ysnbTaTe yCcTaHOBKM nakeTa moayna DynamiX co3paHa CTpyKTypa,
npueepeHas B Tabnuue 2.

Tabnuua 2 - CTpyKTypa YCTaHOBNEHHOro naketa rubackup-dynamix

CTPYKTYPHbIN 3J1eMEHT Ha3sHayeHue 3nieMeHTa

, KoHpUrypaumMoHHbIN hann MoLynd
/opt/rubackup/etc/rb module dynamix.conf Dynamix nns HacTpoek poctyma CPK

RuBackup k API
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

CTPYKTYPHbIN 3J1IeMEeHT Ha3HavyeHue 3n1eMeHTa

YTnnnta pe3epBHOro KornmpoBaHnM4A n

/opt/rubackup/modules/rb module dynamix BOCCTAHOBNEHUA  OaHHbIX  BUPTYaJlbHbIX
MaluH naaTdopMbl BUpTyanmsaumm Basis

Dynamix

3.3 HacTpouka napaMeTpoB KOH(PUrypaLuoOHHOro
¢danna mopyna

1. OnpepennuTte  3Ha4YeHMA  MapaMeTpoB  KOHdUrypauumoHHoro  danna
opt/rubackup/etc/rb_module_dynamix.conf, npnseneHHblx B Tabnuue 3. Ons
3TOro OTpenakTUpPymnTe KOHPUIrypaLMOHHbIN halis, BbINOJIHUB KOMaHAY:

sudo nano /opt/rubackup/etc/rb _module dynamix.conf

Tabnuua 3 - NapamMeTpbl KOHPUTypPaLMOHHOIO hania
/opt/rubackup/etc/rb_module_dynamix.conf

Bo3MOXXHble
3Ha4YeHun
(3Ha4yeHue no
YMOJI4aHI0)

MapameTp

KOH(UrypauuoHHOro
cdanna

URL-appec oo REST API-
MHTepgenca, Takxe
url NCMOsIb3yeMOro Ass co34aHuns <https://path>
NnoJsib30BaTeIbCKOro web-
MHTepgenca nnaToopMbl
BUpTyanm3sauumm Basis Dynamix

URL-appec oo cepBuca
aBTOpu3aLmun
noJib30BaTesIbCKOro web-
MHTepgenca nnaTopMmsl
BUpTyanm3aumm Basis Dynamix

login url <https://path>

NoeHTudmnkaTop ans

client id aBTOpM3aLmnK rnosib3oBaTesNa Ha <ID MMpunoxeHus>
naatdgopme BUpTYyannsaunm
Basis Dynamix

Knio4 gna astTopumsaummn

client_secret nosb3oBaTens Ha naaTdopme SRFIL BT
BUpTyanmnsaumm Basis Dynamix
hypervisor backup path '1YTb K TOYKE MOHTUPOBAHWA HA  _povhs

y3ne runepsusopa. NFS-
ONpeKTopus Ha y3ne
rmnepsusopa, B KoTopyto byayT
rnomMelleHbl Konnum BUPTYasibHbIX
MaLWnH, OOCTYMHbIE B JIOKaJIbHOW
TOYKE MOHTUPOBAHUSA, YKa3aHHOMN

Moayib pe3epBHOMO KOMMPOBaHWS 1 BOCCTAHOBIEHNSA BUPTYaslbHbIX MaLuH DynamiX cTp. 13




Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

Bo3MOXXHble
3Ha4YeHuA
(3HayeHue no
VAL EETTT))

MapameTp

KOH(hUrypauuoHHOro
cdanna

B 3HA4YeHMN NapameTpa
local_backup path

JlokanibHasa To4YkKa MOHTUPOBAHUA
NFS-pecypca Ha kKnneHTe PK —
nyTb 00 AUPEKTOPUN, B KOTOPON
Moaynb DynamiX oxnpaet
MnosiBJIEHNSA KOMWU OUCKOB

local backup path pe3epBMpyeMon BUPTyasibHOW <path>
MawunHbl. laHHaa To4Ka
MOHTMPOBaHMA pa3genseT obwumn
pecypc ¢ NFS-ampekTopuen Ha
y3/ie rmnepsunsopa, NyTb K
KOTOPON yKa3aH B 3Ha4YeHUmn
napameTpa hypervisor_backup path

BpemMsa oxxugaHua moaynem
DynamiX oKOHYaHuA co3gaHuns
pe3epBHON KONun auckos BM B

MUHYyTax. Ecnv 3HavyeHue He lenoe uncno >0
3agaHo (u napameTp

backup disk timeout packoMMeHTuUpoBaH), To byneTt (Mo yMonuaHuio onuus
NCMO/Ib30BaHO BPeEMSA OXXNOAHUSA 3aKOMMEHTMpOBaHa, Bpems
10 MunHyT. ECin yKa3aHHbIN oxmpaHua 10 MUHYT)

MPOMEXYTOK BPEMEHMN UCTEK, a
pe3epBHOE KOMNMpoOBaHMe OUCKOB
BM He 3aBeplUueHO, TO 3a4a4a
byneT 3aBepLueHa C ownbkom

Bpems oxxugaHnsa mogynem

DynamiX oKOH4YaHuA

BOCCTaHOBJ/IeHNSa auckos BM B

MUHYTax. Ecnn Bpems oxxungaHuns

NCTEKJ10, @ BOCCTAaHOBJIEHME Uenoe uucno >0
Oncka BM, BbinoaHaemoe
naaTopmMon BMpTyaamsaunmm He
3aBepLumnsIoChb, TO 3aja4va Ha
BOCCTaHOBJIEHME N3 pPe3epBHOW
Konuu byneT 3aBeplueHa C
ownbkowm

restore disk timeout
(no yMonuyaHuio — 5)

BKOYNTBL" BO3MOXKHOCTb
ncnosb3oBaHma moaynsa DynamiX
allow work with incomp XAJ15 BbINMOJIHEHNS PE3EPBHOI0 ye€s, no
atible versions KonunpoBaHnda BM nnatdopmsl
= BUpTyanm3saumm Basis Dynamix
HenoaAep>XXNBaeMblX BepCcuin (CM.
n.2.2.2)"

(mo ymonyaHuio — no)

MakcumanbHO gonycTumoe

timeout
BpeMs BbinonHeHUa REST-

Uenoe uucno >0
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

Bo3MOXXHble
3HaYeHusna
(3Ha4yeHue no
VAL EETTT))

MapameTp

KOH(UIrypaunoHHOro
cdanna

3aMnpocoB K naaTdgopme

BUPTyanu3saunn Basis Dynamix g (M0 yMonuanuio — 5)

CeKyHaax
Bk1t04nTb NpoBepky ssl- yes, no
enable ssl cepTugunkaTtoB gns REST-
3anpocoB K nnatdgopme Basis (no yMon4aHuio — no)
Dynamix

MyTb 0O KOpHEBOro ssl-
cepTudunkaTta KameHTa PK ¢
YCTaHOBJIEHHbIM MOAYJIEM
ca_info DynamiX B popmaTe .pem npu <path to cert>
ncnosib3oBaHMM SSL coegnHeHns
(TpebyeTcsa ykazaTb npu
3Ha4YeHUN yes napamMeTpa
enable_ssl)

BknwounTb” cbop

OOMOJIHNTENIbHON OT/1Iafl04HON
MHopMaLnm npu yes, no
B3aMMOLENCTBMN MOLYNA
DynamiX ¢ nnatgomon
BUpTyanmnsaumen Basis Dynamix
nocpenctsom REST API

url verbose
(no ymonyaHmw - no)

" pekoMeHOyeTCsa He UCM0JIb30BaTh NpU WTAaTHOM yHKUMOHMpoBaHM CPK RuBackup
" cTabUNBHOCTb PE3EPBHOr0 KOMUPOBAHNSA AaHHbIX HE rapaHTUpyeTCcs

2. Onsa npuMeHeHMa HaCTpoeK nepe3sanyctuTte cepsuc kKameHTa PK RuBackup
Ha y3J/i1e, Ha KOTOPOM YyCTaHoBNAeH KnmeHT PK n moaynb DynamiX, BbINOJIHUB
KOMaHLy:

sudo systemctl restart rubackup client

3.4 Kputepumn ycnewHoOCTU YCTAaHOBKU MOAYNA

+ KpuTepuem ycnewHoOCTU YCTAaHOBKM W HAcTponku moaynsa DynamiX
byneT ABNATHCA 3aNMCb O ero yCnewHom NpoBepkKe KJAMEHTOM pe3epBHOro
konupoBaHua («... module 'DynamiX was checked successfully») B xypHane
cobbiTun /opt/rubackup/log/RuBackup.log.

« B cnyvyae, ecqim B XypHane cobbitunn Jopt/rubackup/log/RuBackup.log
ApMmuHucTtpatop CPK BmauT owunbky O HenpaBubHOW KOHGUrypauum
Mooyns DynamiX, TO Heobxoanmo NnpoBepuUTb HaCTPONKM
KOH(urypauvoHHoro gawnna /opt/rubackup/etc/rb_module dynamix.conf B
PYYHOM peXxume, BbINOJIHMB B TepMUHase KnmeHTa PK komaHAay:
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

/opt/rubackup/modules/rb_module dynamix -t

Ecnn ownbka He nogpaeTcsa aHanusy, To agMmuHucTpaTopy CPK cnenyet
co3faTb WHUMAEHT B CepBUCe TexHu4eckonm noppepXkm RuBackup ¢
npenocTaBsieHMEM BCen Heobxoammonm mHgopMaumm No BO3HMKLLIEN npobneme
Ha opuumanbHOM canTe https://support.rubackup.ru/bugzilla/.
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4 3awuTHOE npeodpasoBaHue pe3epBHbIX
KONuU

MNpn  HeobxoAMMOCTW, B  TMPOLIECCE  BLIMOJIHEHUS  PE3epPBHOro
KOMMPOBaHUA Konun MoryT BbiTb Npeobpa3oBaHbl Ha y3e KaneHTa PK, Takum
obpa3oM, Ba)Hble [AaHHble 6yayT HeAooCTynHbl ANns AQMUHUCTpaTOpa
RuBackup wnu opyrux nuu, Kotopble Moran 6bl Moay4YnTb AOCTYN K pe3epBHOW
KOnuu.

3awmTtHoe npeobpa3oBaHMe OCYyLWECTBASETCA BXOAsWEN B COCTaB
RuBackup ytTunuton rbfd. Knioy ansa 3awmtHoro npeobpasoBaHns pe3epBHbIX
Konunn pacrnonaraeTcs Ha y3ne KJINEeHTa PK B hanne
/opt/rubackup/keys/master-key. 3awmnTHoe npeobpa3oBaHue OaHHbIX
BO3MOXXHO C AJIMHOW KJto4a 256 6uT (No ymon4daHuto), a Takxe 128, 512 nnaum
1024 6uTa B 3aBMCUMOCTU OT BblibpaHHOro anropntMma npeobpasoBaHus.

Ecnn pna npasumna rnobanbHoro pacnmcaHua Heobxogmmo BbibpaTb
0cobbin pexxnm 3awmTHOro npeobpasoBaHnUs C ONMHOW KAOYa, OTJIMYHOMN OT
256 6uT, U C KJKOYOM, PaACMONIOXKEHHbIM B APYroM MecCcTe, TO Bbl MOXeTe
caenaTtb 3TO NpPU MOMOLLUM CKPUMTa, BbIMOJIHAKOWErocs Mnocje BbINOJIHEHUS
pe3epBHOro  KoMupoBaHua  (onpepensetca B nNpasBune  rnobanbHOro
pacnucaHms agMuHncTpatopoM RuBackup). Mpu 3ToM Heobxoanmo, 4Tobbl nMs
npeobpa3oBaHHOro (panna OoCTasoCb TaKUM Xe, KaK U paHee, nHa4ve 3ajada
3aBeplmnTca ¢ owmbkon. MNMpoeecTn obpaTHOEe nNpeobpasoBaHme Takoro ganna
rnocsie BOCCTaHOBJIEHUS e€ero W3 apxmea cjiegyeT BPYYHYIO MpY MNOMOLLMK
yTunutbl rbfd. Mpu TakoM pexmnme paboTbl HET HEOOXOAMMOCTU YyKa3biBaTb
anroputMm npeobpasoBaHMUA B MpaBuie pPe3epBHOr0 KOMUPOBAHUSA, WHaye
apxuB 6yneT MNOBTOPHO npeobpa3oBaH C WUCMNOJb30OBaHMEM MacTep-KJo4a,
MOJIYHYEHHOro B pe3yibTaTe KOHpurypuposaHus knmeHta PK RuBackup.

4.1 AnropuTMbl 3aLLLMTHOro npeodpasoBaHun

Ona BbINOJIHEHUA 3aWLMTHOrO npeo6pa3OBaH|/|$| OOCTYNMHbLI alropunTMblI,
npeactaBJieHHbIE B Tabnnue 4.

Tabnnua 4 - AMropnTMbl 3alLMTHOro npeobpasoBaHUs, AOCTYMHbIE B YTUANTE

rbcrypt
AnroputMm IDnnHa Knwoya, ouT NMpuMedyaHue
Anubis 128, 256 -
Aria 128, 256 -
CAST6 128, 256 -

Moay/ib pe3epPBHOI0 KOMMPOBAHWUS 1 BOCCTAHOBJIEHUS BUPTYaslbHbIX MaLlLMH DynamiX cTp. 17




Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

Camellia

Kalyna

Kuznyechik

MARS

Rijndael

Serpent
Simon

SM4

Speck
Threefish
Twofish

128, 256

128, 256, 512

256

128, 256

128, 256

128, 256

128

128

128, 256
256, 512, 1024
128, 256

YKpauHCKnmn HaLWOHaJIbHbIN
ctaHpapTt OCTY 7624:2014

Poccuinckunim HaUWOHaNbHbIN
ctanHpapT FOCT P 34.12-2015

Advanced Encryption Standard
(AES)

Kutanckun HaUWOHaNbHbIN
CTaHpapt ana 6ecnpoBOAHbIX
ceten
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5 PaboTta c paHHbIMM

5.1 OnucaHue paboTbl C BaHHbIMMU

Pe3epBHoe KonupoBaHwue BUPTYaJibHbIX MaLlnH nnaTtgopmebl
BUpTYyanm3auum Basis Dynamix BbinonHAeTca 6e3areHTHbIM MeTOA40M. [laHHbIN
MeTo[ WCNONb3yeTCAa [AJI1 Pe3epBHOro KOMMPOBAHUA W BOCCTaHOBJ/IEHUSA
BUPTYyasibHbIX MaWnH naaTpopMmbl BUpTyanmsaumnm Basis Dynamix 6e3
yCTaHOBKK KiaueHTa PK RuBackup m momyna DynamiX BHYTpb rocTeBoun
CUCTeMbl, 4YTO NO3BOJIAET CO34aBaTb [OJIHble, WHKPEMEeHTalslbHble =
anddepeHunanbHble pe3epBHble KoMUY 6e3 0CTaHOBKN BUPTYaJibHON MalUUHbI
(4To obecneyvymBaeT HenpepbIBHOCTb Npouecca), C MUMHMMaJsIbHOW Harpy3kKom Ha
y3en u nokanbHyto ceTb LAN.

MpepBapunTenbHO ans yCrnewHoro BbIMOJIHEHNS pe3epBHOro
KONMPOBaHUA W BOCCTAHOBJ/IEHUS BUPTYaJZIbHOM MalWWUHbI  MNAAaT(OPMbI
BUpTyanm3sauum Basis Dynamix HeobxogMMo CMOHTUpPOBaTb  0OLLMN
yoanéHHbln pecypc NFS, ykazaB AOMpPeKTOpUto, Ha y3Jie rmnepBnsopa KoTopas
bynoet pocTtynHa (url-agpec avpekTopum HeobxoOAMMO yKasaTb B 3Ha4YeHUn
napameTpa hypervisor backup path KOH(pUrypaumoHHoro canna mmoayns
/opt/rubackup/etc/rb_module _dynamix.conf) B JIoOKasIbHOM TO4YKe
MOHTUPOBAHNA — [OUPEKTOPUA Ha Yy3ne kameHTa PK, B kKoTopon mMoaynb
DynamiX oXxmnpaeT MosBAEHUSA KOMUA AWUCKOB pe3epBUpyeMon BUPTYasibHOWN
MawwuHbl (url-agpec anmpekTopum HeobxXxoaAMMO yKasaTb B 3HAYEHUM NapaMeTpa
local _backup path KOH(UIypaLOHHOIro anna Moayns
/Jopt/rubackup/etc/rb_module_dynamix.conf). Tocne MOHTMpoBaHMA  obliero
pecypca TO4YKa  MOHTMPOBAHMA  CTAaHOBUTCHA  KOPHEBbIM  KaTasiorom
CMOHTMPOBaHHOW PanlIoBON CUCTEMBI.

YTobbl ybeauTbCsA, 4TO ypaneHHas NFS-gupekTopus  ycnewHo
CMOHTUMpPOBaHa, UCNoIb3ynTe KoMaHay mount nnwn df -h.

Hanee HeobxoOMMO MNOOK/YNTL CMOHTUPOBAHHYK W HACTPOEHHYI0
NFS-onpekTopuio K runepsnsopy naaTtgopmel BUpTyanmsauyum Basis Dynamix.

Mpn 3anycke 3afjaydnm Ha co3faHMe pe3epBHOM KOMUU BUPTYaJIbHOW
MawuHbl Mmoaynb DynamiX oTnpasnseT API-3anpoc k REST APl nHTepdenca
nnatgopmbl BUpTyanusaunm Basis Dynamix no url-agpecy, ykasaHHOMY LO/14
3Ha4vYeHuns rnapameTpa url KOH(UrypaLunoHHOro hanna MoA4y s
/opt/rubackup/etc/rb_module_dynamix.conf. B pe3ynbTaTe 3Toro 3anpoca B NFS-
OVPEKTOPUN, NOAKIIIOYEHHON K TMNEpBU30PpY, A/ pe3epBMpyemMon BUPTYyasibHON
MalUWHbI ByayT co3faHbl KOMUM BCeEX €€ AUCKOB. [Mosly4eHHble KOMuu OUCKOB
pesepBupyeMon BUPTyasibHOW MaluHbl O6yayT AOCTYMHbl B JIOKAJIbHON TOYKe
MOHTUMpPOBaHUA. Takxe moaynb DynamiX ¢ nomouwbtio API-3anpoc nosy4vaert
MHGopMauno o pesepsupyemon BM un coxpaHseT e€ B OTAesNbHbIN han
MeTadaHHbIX. Pe3epBHaa konua BM dopmupyeTca u3s danmna MeTagaHHbIX WY
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Konun guckos BM, panee PK nepemewiaetca Ha Megma-cepsep RuBakup ons
nocsefyoulero XxpaHeHus. B cnyyae nepefaym pesepBHOM KOMUU B XpaHUMLLE
nenynamumnmpoBaHHbIX pe3epBHbIX KOMUK BCerga NpoucxXoauT rnepefadva TOJIbKO
Tex YHUKanbHbIX 6/10KOB (419 TOr0 XXe TuUna UCTOYHUKA LaHHbIX), KOTOPbIX eLle
HeT B XpaHunuLle.

Mocnie  BbLIMOJIHEHMS  PE3EPBHOr0  KOMWPOBAHWS  KOMWUW  OWUCKOB
pe3epBUPyeEMOI BUPTYasIbHOM MaluuHbl OynyT yhdaneHbl U3 OUPEKTopUn —
JIOKaJIbHON TOYKM MOHTUPOBAHUS.

CxemMa npouecca pe3epBHOro0 KOMUMPOBaHWA N  BOCCTAHOBJIEHUA
BUPTYaJibHbIX MalWWH NnaTgopMbl BUpTyanusaunm Basis Dynamix npueeageHa
Ha PUCYHKe 2.

VOENEHUE KOMUK
BM

‘ PesepeHOE KOMMpOBaHWe ‘ Pe3aepEHOE KONMMPOBaHWe

CpouHoe Mo pacnucaHno
A OaHa BM [ rpynmaBm

| i
l |

cozganve Mpaeuna mMoGankHoro PAcnMcaHna

co3gaHue CTpaTernm

coznaHue Mpaenna cTPaTemmu

BM 1 BM N

i

BoccTaHoBneHwe us
Pe3epBHOI KOMMK

T

YCNOBHEIE 0G03HAYEHNA:

B vovan v
- nNatiopMa BUPTYANN3aLMN

Basis Dynamix
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

MonHoOe BOCCTAHOBAEHUE BUPTYasibHbIX MallUH BbINOJIHAETCA U3
WHKpPeMeHTasibHOW, AnddepeHunanbHONn Uan MNoJHOW pe3epBHOW Konuu BM.
Mpn >TOM NPOM3BOAUTCHA BOCCTAHOBMEHME nMoOC/edHero COCTOAHUSA WIn
COCTOAHMA Ha npenbliaywnin MOMEHT BpeMeHU B C/lydae OTKasa WUCXO4HOW
BUPTYaJZibHON MalUWHbI. TOT npouecc TpebyeT H6onblLue BpeMeHN N pecypcos,
HO obecneymBaeT MOJIHYIO MPOU3BOAUTENBLHOCTL OMepaunn BBOAA-BbIBOAA
OncKa.

Mpu 3anycke 3afayn Ha BOCCTAHOBJ/IEHWE BUPTYyasJibHOW MalUWHbI U3
pesepBHOM KomnMun KameHT PK ¢ ycTaHoBAeHHbIM Moaynem DynamiX
otnpasnseT API-3anpockl kK REST APl nHTepgenca nnatgopMsl BUpTyannsaunm
Basis Dynamix no url-agpecy, ykasaHHOMY AN 3HadeHUa napameTpa url
KOH(UrypaumoHHoro tamna monynsa /opt/rubackup/etc/rb_module dynamix.conf.
B pe3ynbTaTe 3TUX 3anNpoCOB BbIMOJIHAETCA:

* ec/M napameTp BOCCTaHoBNeHUS restore to_original vm vMeeT 3Ha4YeHune
true, TO BbINOJHAETCA MpPOBEPKA Hanm4ua wucxogHom BM (B cnyyae
OTCYTCTBMA wucxogHom OypeT co3fgaHa HOBasA BUpTyasibHas MallWHa);
rnpoBepKa €€ COoCTOoAHUSA (BKJKOYEHa WM BbliKYeHa), BM nepeBoauTcsa B
CcTaTycC stopped (ecnm Ha MOMEHT BOCCTaHoBJieHMA BM 3anyuweHa). [anee
ONCKN BUPTyaZlbHOWM MalUWHbI M3 pPEe3epBHON KOMWX MNepeMellalnTca B
JIOKa/IbHY0 TOYKY MOHTUPOBAHMUSA, MyTb K AWPEKTOPUN KOTOPON yKa3aH B
3HaYeHUN napameTpa local backup_path, npn 3ToM pacnakoBaHHble ainsibl
AnckoB BM cTaHOBATCA OOCTYNHbI Ha y3/1€ rMnepBu3opa no nyTun, yKkasaHHOMY
B 3Ha4YeHUn napameTpa hypervisor backup path;

e ecsn napamMeTp BOCCTaHoBMeHUSA restore to original vm nveeT 3Ha4vyeHue
false, To npoBepka Hannyma ucxogHonm BM He BbinonHseTca mn Oyner
co3paHa HoBas BM, pa)ke ecnm cywecTByeT ncxogHasa (opurmHanoHasa) BM.
Hanee oNCKW BUPTYasibHOWN MaLnHbI N3 pe3epBHON KOMNUW NnepeMeLLaroTcs B
JIOKAJIbHYI0 TOYKY MOHTUPOBaHUA, NYyTb K AUPEKTOPUN KOTOPOW yKa3aH B
3HadyeHUn napameTpa local backup path, w Ha NFS-pecypc, nyTb K
AVNPEKTOPUN Ha y3Jie runepsBm3opa KOTOPOM yKas3aH B 3HavyeHWU napameTpa
hypervisor_backup_path n NnonHOCTbIO BOCCTaHaB/MBAOTCA B CO34aHHOU BM;

JlokanbHOe  BOCCTAHOBJIEHME  BUPTYaJIbHbIX  MaLUWH nnaTopMbl
BUpTyanm3aumm Basis Dynamix BO3MO>XHO:

* B KOHCOJZIM Ha y3Nne kanmeHTa PK c ycTaHOB/NeHHbIM MopysieM DynamiX
NnoCpeaAcTBOM yTUAUT rb_archives wnn rb_repository. NMoapobHoe onuncaHune
paboThbl C yTUINTON NPMBEOEHO B AOKYMEHTE «YTUANTbl KOMaHAHOW CTPOKMU
RuBackup»;

* nocpeactsoM MeHepxepa kKanmeHTa RuBackup. MNoapobHoe onuncaHwue
paboThbl C yTUANTON NpUBEOEHO B OOKYMeHTe «PykoBoACTBE MOJsib30BaTeNs
RuBackup».
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

LleHTpann3oBaHHOe BOCCTaHOBJIEHWE BUPTYaJibHbIX MalMH MaaTgOopMbl
BUpTYyanmsauum Basis Dynamix BO3MOXHO Takxe rnocpenctsoMm MeHepxxepa
agMmHncTpaTopa RuBackup.

5.2 OnucaHue padoTbl ¢ paHHbiMM B RBM

« PK pna opgHom BM no pacnucaHuio. [Ona BbINOJIHEHUS pe3epBHOro
KOMMPOBaHWUA [AWCKOB OAHOW BUPTyasibHOM MalWHbl MO pacrnucaHuio
Heobxoanmo:

— 3anyctutb MeHepxep AgmuHucTtpatopa Rubackup (RBM) (cMm. n.
5.4.1);

— aBTOpM30BaTbCA C NpaBaMn agMUHUCTpaTopa (cm. N. 5.4.2 );

— npoBepuTb CTaTyC KauMeHTa PK, Ha KOTOpOM pa3BEPHYT MOAYJb
DynamiX (cMm. n. 5.4.3);

— co3paTb U HacTpouTb Npaswuio (cM. N. 5.4.5 ) NONHOro pesepBHOro
KOMMUPOBaHUA ANA CO3[4aHUA MJIQHOBbIX PE3epPBHbIX KOMWUA BO3MOXHO
AByMs cnocobamu:

o B pa3pene «[nobanbHoe pacnucaHue», Ha)KaB  KHOMKY
«[obaBnTb» N HacTpoms co3gaBaemoe paBuno;

o B pa3gene «O6bekTbl», BblbpaB BkAagky «[paBuna» WM Haxxas
KHOMNKY «[106aBUTb»;

MpaBuio [O/MKHO MMeTb CTaTyC «run» (3anyLleHo) O BbIMOJHEHUS
pe3epBHOro KOMMPOBAHMSA MO PacnmMcaHuio.

— B pa3gene «O4yepelb 3ajay» [OOCTYMHO OTC/AEXMBaHMe CTaTyca
BbIMOJIHEHHbIX N X0/, BbIMOJIHAEMOW 3a4a4 pe3epBHOro KONMpoBaHUs (cMm.
n. 5.4.6);

— B pe3ynbTaTe BbINOJHEHUA 3afayn pe3epBHas Konua Oyper
nepemMelleHa B XpaHuavuwe, a eé MeTafdaHHble OOCTYMHbl B pa3gene
«PenosuTtopun».

« PK pgna rpynnel BM no pacnucaHuio. LOna BbINOJIHEHUA pe3epBHOro
KOMNUPOBaHUSA rpynrbl BUPTYyasibHbIX MaLIWH MO pacnucaHntio Heobxoomnmo:

— 3anyctntb MeHepxep AgMmnHucTpaTtopa Rubackup (RBM);
— aBTOpPM30BaATbCA C NpaBaMn aMUHUCTPaTOPA;

— npoBepuTb CTaTyC KauMeHTa PK, Ha KOTOpOM pa3BEPHYT MOAYJb
DynamiX;

— CO30aTb N HAaCTpPOUTb NnocyiegoBaTes/IbHO:
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

o CTpaTervi MOJIHOrO pPe3epBHOr0 KOMMPOBaHUSA ONs CO34aHUS
MJIAHOBbLIX Pe3epBHbIX KOMU B pa3aesie «CTpaTernm», Ha)kaB KHOMKY
«J[106aBUTb>»;

o npaBuao cTpaterunm pna kaxponm BM B paspene «CtpaTterunm»,
BblOEJINB HYXHYIO CTpaTermio W HaXaB KHOMKY «[1paBuna».
MoBTOpPUTL CO3faHMe npasuia A1 Kaxxaon BM;

MpaBuio [0/HKHO UMETb CTaTyC «run» (3ar|yu.|,eHo) a5 BbINMOJIHEHUA
pe3epBHONo KOrnnMpoBaHu4 no pacrimcCaHuto.

— B pa3gene «O4yepenb 3apa4y» [OOCTYMHO OTC/IeXMBaHWE CTaTyca
BbIMOJIHEHHbIX U X0 BbINOHAEMOW 3a4au pe3epBHOro KOrnMpoBaHA,

— B pe3yfbTaTe BbINOJIHEHUA 3a[aynN pe3epBHble KOMUU BUPTYaJsibHbIX
MawunH byoyT nepemMeuleHbl B XpaHuUamWe, a ux MetagaHHble 4OCTYMHbI
B pa3pene «Penosntopuinx.

* CpoyHoe PK. Cpo4yHOe pe3epBHOE KONMMPOBAHME BbIMOJIHAETCS AJ19 O4HOW
BM:

— 3anyctutb MeHepxep AoMunHuctTpaTopa Rubackup (RBM);
— aBTOpPM30BATbCA C NpaBaMy afMUHUCTPaTOPAa;

— npoBepuTb CTaTyC KauMeHTa PK, Ha KOTOpOM pa3BEPHYT MOAY/b
Dynamix;

— BbIMNOJIHUTb CPOYHOE pe3epBHOE KOMUPOBaHME BO3MOXXHO [ABYMS
crnocobamu:

o  BbICTPbIN AOCTYN K (PYHKLMN CPOYHOrO pe3epBHOr0 KonmpoBaHUSA
Mo Ha)kaTuto Ha KHoMKy «Cpo4Hoe PK» Ha BepxHen naHenn RBM;

o B pa3gene «0Ob6bekTbl», BbIAENMB KaneHTa PK, KoTopbin
oCywlecTBnseT yrnpaBileHUe pe3epBHbIM KonuposBaHuem BM, n Haas
MOsAIBMBLUYIOCA KHOMKY «Cpo4Hoe PK»;

— B pa3gene <<O‘-Iepe,£l,b 3ada4d4>» AOOCTYMNHO OTCJIEXUMBaAHNE CTaTyCa
BbIMOJIHEHHbIX U XO[4 BbINOJIHAEMOW 3a4au pe3epBHONo KONMMpoBaHA,

— B pe3ynbTaTe BbINOJHEHUA 3adayn pe3epBHas konusa BM byper
nepemMelleHa B XpaHuauue, a eé MeTafaHHble OOCTYNHbl B pa3gese
«PenosuTtopums.

» BoccTtaHoBsieHne un3 PK. [na BbINOJIHEHUA BOCCTaHoBJieHMa BM u3
pe3epBHON Konum Heobxoanmo:

— 3anyctutb MeHepxxep AgMmunHuctpatopa Rubackup (RBM);
— aBTOpM30BaTbCA C MpaBaMm agMUHUCTPATOPA;
— nNpoBepuTb CTaTyC kanmeHTa PK, Ha KOTOpOM pa3BEPHYT MoAYJb

Dynamix;
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

— B pa3gene «Peno3uTtopuin» BblibpaTb PK ©  HaXaTb KHOMKY
«BocCcTaHOBUTBLY»;

— B pa3sgene «O4yepedb 3ada4vy» OOCTYMHO OTC/EXMBaHME cTaTyca
BbIMOJIHEHHbIX W XO[ BbIMOJIHAEMON 3a/a4 BOCCTAHOBJIEHUS pPe3epBHOWN
Konuu;

— B pe3ynbTaTe TnMpou3BefeHO BOCCTaHOBJIEHVE YyJaJIeHHON Wan
n3MeHéHHonm BM po coCTOAHMA, B KOTOPOM OHa Oblsla Ha MOMEHT
co3[aHuUA pe3epBHON KoMNuu.

5.3 OcobeHHOocTM HacTtpoukm RBM pna PK
BUPTYaJZibHOM MALUMUHbI

Mpwn BbiNOAHEHUM NobOro cueHapus, OonNUCaHHOro B noapasgene 5.2
HacToslLero [OKYMeHTa, cjefgyeT Tnpu HaCcTpoMKe npaswui, CcTpaTeruvn,
BOCCTaHOBJIeHUs M3 PK B COOTBETCTBYWOWMUX MONSAX YKa3aTb cCreaytoume
DaHHble:

* B none «KnmeHT» BbIOpaTb M3 BbiNagaloWeEro cnmcka nmsa knameHta PK,
Ha KOTOPOM pa3BEPHYT Moaysb Dynamix n npousseneHa HacTpomka NFS-
ANPEKTOPUN, MNOAKJOYEHHOW K TruMnepBu3opy, nNpenocTaB/ieH CceTeBowu
AOCTyn K cepBucy nnatdopmbl BuUpTyanusaumm Basis Dynamix ¢
cooTBeTCcTBYlOWeEN Bepcmnen API (cm. n. 2.2.2);

* B noJsie «Tun pecypca» BbibpaTb 13 BbiNagatowero cnucka «DynamiX»;
*  Npun HeOBbXOAMMOCTN NPOU3BECTN TOHKYIO HAaCTPOMKY Moaynsa Dynamix;

« B none «Pecypc» BbiOpaTb BM, pe3epBHas konus koTopom 6yneTt
CO3[aHa;

« B none «Tun PK» BblbpaTb «[lonHoe», «WHKpemeHTanbHoe» wunaun
«AnddepeHunanbHoe».

5.4 Co3paHue pe3epBHOM KOMNUM BM no
pacnucaHmIo

5.4.1 3anyck MeHepxep ApmMmuHuctpatopa RuBackup
(RBM)

OKOHHOe npunoxeHue MeHepxep ApgmuHuctpatopa RuBackup (RBM)
npefHasHayYeHo A8 aaAMUHUCTPUPOBAHUA cepBepHOM rpynnupoBku RuBackup,
BKJItOMasA yrnpaBiieHne KaneHTamu, rinobanbHbIM pacnucaHmeM, XpaHuamwamu
pe3epBHbIX KONun 1 gpyruMmmn napametpamm CPK RuBackup.

Onsa 3anycka MeHepxepa AagmumHuctpaTtopa RuBackup cnepyet
BbIMOJIHUTb B TEPMUHANIE KOMaHAY:
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

/opt/rubackup/bin/rbm&

5.4.2 AyteHTudukaumsa nosb3osartens B8 RBM

JlocTyn K cCuUCTeMe pe3epBHOro KOMMPOBaHMUS OCYLLECTBNSETCA Ha
OCHOBE POJIEBOI MOAENN YNPAB/IEHUA AOCTYMNOM.

Ona ynpasneHunsa pesepBHbIM KonupoBaHneMm BM nosb3oBaTesb O0J/IKEH
ObITb aBTOPWU30BaH C NpaBaMu cynepnosb3oBaTensa (AgmuHuctpatop CPK) nnn
aaMuHucTpaTopa (Monb3osaTtenb CPK).

Mpn 3anycke RBM Bam noTpebyeTca nponTm ayTeHTUPUKaUUK B
AVaNoroBoM OKHe, OOCTYNMHOM nocsie 3anycka RBM, ona storo BeeauTe (Cm.
PUCYHOK 3):

« B nosne «NMma cepsepa Rubackup» - ip-agpec wam mmsa ysna, Ha
KOTOPOM pa3BEPHYT OCHOBHOW CEpBEP pe3epBHOro konmpoBaHusa RuBackup;

« B nonsa «WUMa nonb3oBatensa» N «[laposib» - Y4Y€THble [aHHble
AomMmuHuctpaTopa CPK wnn Monb3osaTtena CPK (NorvH v naposb);

« B none «Tun ayTteHTudukauun» - Bblbepute 6a3ly p[aHHbIX 019
ayTeHTUpmKaumm y4€THbIX gaHHbIX : RuBackup DB (6a3a paHHbix Postgresql
(c nmeHem no yMmonYaHuio rubackup), co3faHHas MNpu pa3BEépPTbiBaHUN
cepBepa RuBackup, rpoe xpaHATCA  OaHHble  YYETHbLIX  3anuncewn
nonb3oBaTtenen Rubackup, nnn MS Active Directory (6a3a faHHbIX YH4ETHbIX
JaHHbIX Nonb3oBaTenen MS AD).

RuBackup Manager

WMma cepeepa RuBackup

localhost|

WAMa nonb3oBaTens

rubackup

MNaponb

Tun ayTeHTUdDUKaLUKA
RuBackup DB

Bowntk

PucyHok 3 - [lmanorosoe okKHO Ha cTpaHuue asTopusaunm RBM
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

5.4.3 CraTtyc knueHTa PK

Onsa BbINOJIHEHUSA PE3epPBHON0 KonmpoBaHuA KAneHT PK posixkeH 6biTb
aBTOPM30BaH aAMNHUCTPATOPOM Ha OCHOBHOM cepBepe CPK RuBackup.

Mocne ycnewHon ayteHTudmnkaumm B RBM gna onpepneneHums craTtyca
KJIMeHTa pe3epBHOro KOMMpPoBaHUA OTKponTe pasaen «AAMUHUCTPUPOBaHME»,
B noapa3nene «06bekThl» Bbibepute 610Kk ) «KnneHTbI».

B oTkpbiBlWeEMCSA OKHe 6yayT oTobpakeHbl BCE aBTOPWU3OBaHHbLIE
KAneHTbl PK 1 BbiBeAeHO coobLieHne o HeaBTOPU30BaHHbIX KNneHTax PK, ecnn
Takme CywecTBYT B WHGMPaACTPYKType pe3epBHOro KOMMpoBaHMA (CM.
PUCYHOK 4), C BbIBOOOM ClefyloWmnX AaHHbIX B TabinyHoMm Buge:

* ID - npeHTUdpUKaTOp KNneHTa PK;

* WmMsA - nmga y3na, Ha KOTOPOM pPa3BEPHYT KANeHT PK;

* Tun OC - HanmeHoBaHMe OC, ncnosibzyeMon Ha KnmneHTe PK;
« EMKOCTb XpaHunuwia - o6Luni pasmep xpaHunuwa B I'G;

* LUeHTpanusoBaHHOE BOCCTAHOBJIEHME - BKJIlOYEHA (1) nan BbIKIOYEHA
(0) pyHKLUMA LEeHTpPaIM30BaHHOIO BOCCTAHOBJ/IEHNA OaHHbIX KaneHTa PK;

* Bepcusa - Homep Bepcum yctaHoBsieHHOro MO knneHTa PK.
Mpn Hannyun B WHPpPacTpykType PK HeaBTOPU3OBaHHOIoO KJMEHTa

6yp,eT AKTUBHA KHOMKa G HeasTopusosakksie knvenTsl 1 BbiBEAEHO YyBeagoMJieHne O
KoJiIn4yectBe HeE€aBTOPM30BaHHbLIX KJIMEHTOB Ha neson 6o0okoBOWM NaHenu

& 1 HEaBTOPW30BAHHLIX KNHMEHTOB
¢ 4 @

[#] DoBasute & HeasTopusoBanHse KIMEHTBI i

€N MOHWUTOPUHFa

) OBbexTH

vID Wms VIMA FpyRAnbl Tun OC CraTyc EMKOCTS XPaHIUAMLLA LieHTPanu3nBaHHOR BOCCTaHOBNEHME Bepcu

8 crparerum 2 server  Nogroup Linux I\.m\_ 10 true 2.1.1.60e832b
5] GankHOE pacnucaHue

E| Yaanénwan pennukauma

E Penaautopuin

] Ouepeas 3agau

& Cepsepui RuBackup

B

£ ApMuHncTprpoBatme

8

B 1HEaBTOPMIORAHHRX KIMEHTOR

PucyHok 4 - OKHO «KnneHTbI» pa3gena «KAODMUHUCTPUpPOBaHue»
Bce HoOBble KAMEHTbl [AOO/DKHbl 6ObITb aBTOpM3OBaHbl B CUCTeEMe
pe3epBHOro konnposaHusa RuBackup.
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5.4.4 ABTOopM3auma KnumeHTa PK

Ona aBTopusaunmn knmeHTa PK HaxxMunTe B oOKHe «KnneHTbI» (PUCYHOK 5)
Ha BepXHEeN naHean KHOMKY WIM Ha YyBeAOMJIeHne 0 KoJin4yecTBe
HeaBTOPU30BaHHbLIX KJINEHTOB Ha /1eBON BOKOBON NaHenu .

B oTKpbiBWeMcA OKHe «HeaBTopu3oBaHHble KnneHTbl PK» BbiBeaeH
CMUCOK BCEX KAMeHToB PK, oxxupaowmx aBToprsaunm (pUCyHoK 6) C BbIBOOOM
cneaoywwmx gaHHbIX B TabnnyHom Buge:

— ID — npentudukatop knmeHTa PK B cTpykType CPK RuBackup;

— WmMa — nmMsa y3na, Ha KOTOPOM pPa3BEPHYT KINEHT PK;

— Twun OC — HanMeHoBaHMe OC, ncnosib3yeMomn Ha y3ne kaneHTa PK;

— DuctpubbroTop OC — kKomnaHusa-pa3zpabotumk OC, yCTaHOBIEHHOMN
Ha y3ne kKnmeHTa PK;

— MAC — ngeHtTudmnkaTop CETEBON KapTbl, NUCMOJ/Ib3yeMOWN KNNEHTOM PK;

— lpv4 — ip-agpec y3na knmeHTa PK, ncnonb3yeMbin npu nepepaye
AaHHbIX NO NpoToKony Ipv4;

— Ipv6é — ip-agpec y3na knmeHTa PK, ncnonb3yembin nNpu nepepaye
AaHHbIX MO MpoToKoay lpv6;

— HWID — yHuKanbHOe annapaTtHoe WMSA MalluHbl, Ha KOTOpOmn
pa3BEPHYT KANeHT PK;

— TMocnepHAA aKTUBHOCTb — MNOC/NIeAHASA aKTUBHOCTb KneHTa PK;
— Bepcusa — HoMmep Bepcum yctaHoBNeHHoro N0 knneHTa PK.

1 HEABTOPWIOBAHHLIX KIMEHTOR

L] Ofwextel

vID Wims CraTyc Tun OC AncTprBbioTop OC MAC Pva PG HWID MocNeAHAR AKTUBHOC T Bepcua

@ crparerum 2 client ((scen ) Linux astra 52:54:00 10.7.6. feB0:S dOC7373! 2024.08.22 11:00 2.1.1.60e8!
E] mo6ansHoe pacnucanue

[€] ¥paneénHan pennukauma

E—;—‘] PenoawTtopwia

E] O4epeas 3anaq

B Cepeepbl RuBackup

[=] #yprans

£ AaMUHUCTPUpOBaHUE

PucyHok 5 - OKHo «HeaBTopu3oBaHHble KnneHTbl PK»
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1. BblbepuTe HY)>XHOro HEaBTOPM3OBAHHOIO KJIMEHTa N HaXMUTe CTaBLUYIO
aKTUBHOMN KHOMKY & ASToP308a™ « ABTOD30BATL .

2. B nosBumBLUEMCHA OKHe TMOATBEpPXAEeHUA HaXMuTe KHOMKy «[a» pansa
npoOoJ/IXKeHna aBTopmu3aunm KnneHta PK.

3. Tlocne ycnewHowm aBTopu3aunm HoBbin KIneHT PK 6yneT oTobpa>kéH B OKHe
«KnneHTbl» paspena «AOMUHUCTPUPOBaAHME» U B OKHe pa3gesnia «O6beKkTbi»
(CM. pUCyHOK 6).

£ & @

EFEERPI Mpasina  Mpasina cTpaterviv  Penmcsvtopuil  YAanéHHas penavxaups  [NaH BOCCTAHOBNEHWA

88 NaHens moHuTopuUHra '

nar viD Tan WMS KAMeHTa Cratyc Tun pecypea Pecypc ID npaewna 1D cTparerum ID pennueaymu

] O6wextil )
E crparervm -
[E rno6ansHoe pacnucatme
El YaanéHHan pennvkauywa
& PenoauTopuii
[E] O4epeas 3apau
Bepkl RuBackup

= XypHanw

£ AIMWHMCTpMpoBaHWe

PucyHok 6 - OkHO pa3gena «O6bekTbl»
5.4.5 Co3paHue npaBuia raodanabHOro pacnmcaHma

ANnsa BbINOJIHEHNA PErynsapHOro pe3epBHOro KonmpoBaHue KOMMOHEHTOB
noYTOBOM CUCTeMbl, Heobxoammo co3paTb npaBuao B raobanbHOM
pacnucaHnn. B cnyyae rpynnoBbiX onepauunm MOXHO TaK »Xe WUCMNoJb30BaTb
cTpaTernm pe3epBHOro KONMpoBaHUA.

Ona co3paHma npasBuna rnobanbHOro  pacnucaHusa  BbINOJIHUTE
cnepytowime 0encTBus:

1. Mepengnte B pasgen «06bekTbl», BbibepuTe BKAaAkKy «lpaBuna» wu
Ha)XMUTE Ha KHOMKY «[1o6aBnNTb» (CM. pUCYHOK 7).
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_
¢ Ru e 8 @

3apadn Mpaeuna Mpaewuna cTpaTervu PenoanTopui YpanéxHana pennvkauns MnaH BoCCT:

» No group g2

». group vID Wms rnoBansHoro pacnvcaHns Craryc WMa knuenTa HWID WMa nyna Haual

92 MaHenb MOHWTOPUHIa

ObbekThl
| CTpaTerum
InobanbHoe pacnucaHwe

YnanéHHan pennaukauuns

& Peno3autopuii

Ovepenb 3ada4
& Cepseptl RuBackup
HypHansl

& AnMuHMUCTpUpoBaHWe

B  rubackup@localhost

PucyHok 7 - OkHO BKNaaku «lMpaBuna» B pasgene «O0beKTbI»
2. B oTKpbiBLIEMCHA OKHe (CM. pUCyHOK 8) ona HacTtpounku PK BM BbinonHuTe
HaCTPOMKM CO34aBaemMoro npasuna u wabnoHa rnobanbHOro pacnucaHus,
HaCTPOMKN KOTOPOro pacnpoCcTpaHAlTCA Ha Bce npasuna rnobanbHOro
pacnucaHus.

JNo6asuTe npaexno rnofiansHoro pacnucaxms " MpuMeHnTE

E:\:. MaHens Motk AUTOPUHra
MNpaeuna rnoBansHOre pacnucaHua
= O6bexte

MapameTpu Npasuna

= Hassanwe npasuna
SansHOR pacnucaHue

KnuneHT client (d0c737358a222¢65) il
pennukauma
Twn pecypca DynamiXx V .
Pecypc * 813 -
REAESHa Tun PK NonHan ~

epeepsl RuBackup
LononHATENEHEIE NAPaMETPLI NPaBHNa

EMKOCTE xpaHrnvwLa Inf ré
G AMUHUCTPUpOBaHKue

EMKOCTE XPaHHAMWE KNMeHTa Inf re

MpuopuTeT 100

3awmTHoe Npeobpa3osaHue nocrypt
CKPMAT NP HOPMANEHOM BhINDIHEHUKM

CKPMNT NPK BEINONHEHAW C oWADKaMK

... a ¥

CHpWNT NPR BOCCTAHOBNEHNA

NobasnTe Npasuno B wabnox

Wabnox rnobansHoro pacnucaxns

HacTponkn

PucyHok 8 - OKHO co3aaHus npaBuaa rnobanbHOro pacnnucaHna pesepBHOro
KOMNMpPOBaHUSA
BbinonHuTe HaCTPONKM CO03aBaeMoro npasuia pe3epBHOro

KOMMpoBaHMA:

* NapaMeTpbl NpaBuia (CM. pucyHok 9:)
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MNapameTpsl Npasna
Hassanwe npasuna

Knuent client (dOc737358a222c65)

~
Twn pecypca DynamiX ~ -
Pecype * 813 -

Tun PK Monxas ~

PucyHok 9 - OKHO co3naHusa npasuia rnobasbHOro pacnmucaHns pesepBHOro
KonnposaHuA. HacTponka npasuia - NapameTpbl NpaBuia
— B nofne «KnAueHT» - KJIMeHTa, Y KOTOpPOoro ectb AOCTYM Mo CeTun K
nnatTgopmMme BupTyanmsaumm Basis Dynamix;

— B none «Tun pecypca» - TUMN pPeE3epPBUPYEMOro pecypca u3
BbiMagatowero cnucka - DynamiX. lMone comep>XuT [OMNOSHUTENbHO
TOHKMEe HacTpouMku Mmoaynsa DynamiX, KoTopble MOXXHO W3MEHMUTb

Ha)XaTnem KHOMKU ! (pucyHok 10).

DynamiX

local_backup_path

hypervisor_backup_path

JHAYEHWA NO YMONHAHA K oK

PrucyHoK 10 - OKHO TOHKUMX HacTpoek Mooy DynamiX
NMapameTpbl AOCTYMHbIE A1 HACTPONKMU:

o none «local_backup_path» — nokasnbHas To4Yka MOHTUpPOBaHWSA
NFS-pecypca Ha knmeHTe PK — nyTb A0 ANPEKTOpUN, B KOTOopyto byayT
nepemMelleHbl KONUNU ANCKOB BUPTYaJibHbIX MalUWH AON8 Pe3epBHOro
KonupoBaHuA. Ecnm 3HayeHme He ykKasaHo, To byaeT MCnosib30BaHO
3Ha4YeHMe [OaHHOro rnapameTpa, YKa3aHHOe B KOH(pUrypaunmoHHOM
danne mopyna DynamiX /opt/rubackup/etc/rb_module dynamix.conf.

o none «hypervisor backup_path» — obwwnn ypanéHHeln pecypc
NFS — nyTb OO0 AWPEKTOPUN Ha y3/ie rmnepBusopa, B KOTopyto byayT
MoMeLLEeHbl KOMUU AWCKOB BUPTYaJibHbIX MalWH. ECam 3HayvyeHue He
yKa3aHo, To 6yaeT ucnonb3oBaHO 3Ha4YeHMe [OaHHOro mnapaMeTpa,
yKa3zaHHoe B KOHUrypauuvoHHoMm anne wmoayna DynamiX
/opt/rubackup/etc/rb_module dynamix.conf.

o  KHOMKa ouMWaeT MoAs MapamMeTpoB W

ncrnonb3yeT 3HaYeHns napamMeTpoB, yCTaHOBJ/IEHHbIE B
KOH(UTypaLuMoOHHOM anne Mooy DynamiX
/Jopt/rubackup/etc/rb_module _dynamix.conf.
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- B none «Pecypc» - HaXMUTe KHOMKY n Bbibepnte B
pa3BepHyBWEMCA OKHe BM, ana koTtoponm OyageT co3gaHo npaBuio
rnobanbHOro pacnmcaHusa, u3 CrNucka pA[OCTYMHbIX Ha njaaTgopMe
BUpTYanusaumm Basis Dynamix;

— B none «Tun PK» - [OCTYNHO TMOJIHOE, WHKPEMeHTaJlbHoe WU
anddepeHumnanbHoe pesepBHOE KOMNMpoBaHUe;

e [OMNOJIHNTENbHbIe NapaMeTpbl Npasuia (CM. pUcyHok 11):

— B nosie «<EMKOCTb XpaHWUAMLLA» YKaXMTe MakKCMMasbHbIi pasmep
nyna ons xpaHeHusa PK, co3paHHbIX Mo gaHHOMY MNpaBuay. 3Ha4YeHue no
yMonYaHuto. [laHHbIW NapamMeTp AOCTYMeH, €ecaMm B HacTpoMKax
rnobanbHom KOHUrypaumm aKTUBUPOBAH nepekoYaTeNb
«OrpaHunyeHns EMKoOCTU ans rnobanbHOro pacnmcaHus»;

— B nofe «<EMKOCTb XpaHWAULLA KJIMEHTa» YKaKUTe MaKCUMaslbHbIN
pa3Mep XpaHuauwa Tekyuwlero knneHTa PK. [OaHHbIN napameTp
NOCTYMNEH, eCNn B HAaCTPOMKax rnobasibHON KOHMUrypaLnm akTUBMPOBAH
nepeknao4vaTenb «OrpaHn4YeHns EMKOCTU O KIIMEHTOB»;

— B nosne «MpuoputeT» MoXeT coagep)xaTb 3HavyeHne oT 100 go 1000.
YeM BbiLLe 3HAYEeHME, TEM BbIlLE MPMOPUTET BbINOJIHEHUSA NPaBUNa;

— B noJie «3aliuMTHOEe npeoOpasoBaHMe» MO YyMOAYaHMIO BbIOpaHO
3HaYeHue «nocrypt» - 6e3 ncnonbL3oBaHUA 3aWMTHOro nNpeobpasoBaHUS
PK. B cny4yae Bbibopa anropmtma 3awmTHOro npeobpasoBaHUsA CM.
pasgen 5 HacToAwero OKYMEHTa;

— B nose «CKpMNT NPU HOPMAJIbHOM BbINOJIHEHUU» YKaXKUTe NyTb
PacrnoslIoXXeHUss  CKpunTa MNpu  HOPMaJibHOM  BbIMosHeHUM  PK
/opt/rubackup/scripts/Baws_ckpunt.sh. CKpUNT He BXOAUT B KOMMIEKT
NOCTaBKN N ABNASETCS AOMNOJHUTENIbHOWN OMUMOHAIbHON BO3MOXXHOCTbIO,
co3faHme KoTopon obecneymBaeT 3aka3yuk. [MogpobHoe onmcaHume
apryMeHTOB CKpunTa npumBegeHo B PykoBoacTBe  CUCTEMHOrO
agMUHNCTpPaTOopa;

— B nosie «CKpMNT NPy BbINOJIHEHUM C OLUMOKaAMU>» BbINOJIHEHUN»
YKaXXUTe NyTb pacrnosioXeHUs CKpunTa npu BbinosHeHUU PK ¢ owmnbkon
/opt/rubackup/scripts/Baiu_ckpunt.sh. CKpUNT He BXOAUT B KOMIUJIEKT
NOCTaBKM N ABNAETCA OOMOJIHUTESIbHOW OMUMUOHAIbHON BO3MOXXHOCTbIO,
co3faHue kKoTopon obecneymBaeT 3aka3yuk. [MoapobHoe onucaHue
aprymMeHToB CcKpunTa npuBegeHo B PykoBoACTBE  CUCTEMHOrO
agMUHNCTpPaTOopPa;

— B nose «CKpMNT npuM BOCCTAHOBJZIEHUMU» YKaXuTe nNyTb
pacnosioXXeHns cKpunTa BOCCTAHOBJIEHUS PK
/opt/rubackup/scripts/Bawi_ckpunt.sh. CKpUNT He BXOAUT B KOMIMIEKT
NOCTaBKN N ABNSIETCS AOMNOJIHUTENIbHOWN OMUMOHaIbHON BO3MOXXHOCTbIO,
co3gaHue kKoTopon obecnevymBaeT 3aka3uyuk. [logpobHoe onucaHmne
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aprymMeHToOB cKpunTa npuBegeHo B PykoBOoACTBE  CUCTEMHOrO
agMUHMUCTpaTOpPa;

,[’,OHDHHVITeﬂhHhIe napaMmeTpel Npaguna
EMKOCTL XpaHnanwa Inf ré
EMKOCTb XpaHnnvLa KineHTa Inf re
MpuopuTteT 100 +
3awmMTHOe npeobpa3soBaHue nocrypt ~
CKpUNT NPy HOPMa/bHOM BbINOAHEHUN -
CKpuNT NpwY BBINOAHEHWW C OWKnBKamn -

CKpuNT Npy BOCCTEHOBNEHUK -

PucyHok 11 - OKHO co3gaHus npaBuna rnobanbHOro pacnncaHnusa pe3epBHOro
KonnpoeaHuA. HacTponka npasuia - JONoNHUTE NIbHbIE MapaMeTpbl NpaBusa

BbinonHuTe HaCTPOMKM wabnoHa rnobanbHoro pacnucaHuns,
npuMeHseMble KO BCeM npasuaam rnobasbHOro pacnmcaHus:

+ B 6s10Ke «HacTponku (CM. pucyHok 12):

HacTpoiku
BkAo4MTL Nocne cosfaHua
Myn Default
Havano nepuoga AelcTBMA 10.06.2024 16:40

OKOHYaHWe nepuoia AeACTBUA 10.06.2025 16:40

IM<B

06LWmne HaCTPOMKIK Mo Ay A

PucyHok 12 - OKHO co3gaHus npaBuaa rnobanbHOro pacnmcaHusa pe3epBHOro
KonupoBaHus. HacTponka wabnoHa - HacTponku
— «BkKnwuYuTb nocne co3paHua». [py akTMBaLMW MepekYvaTens
Cco34aHHOe npaBwuio byanet uMeTb CTaTyC «run» (3anyweHo). Ecam
rnepeksyaTeslb Nepunoamnmyeckoro 3anycka AOeakTMBUPOBaAH , TO
co3faBaeMoe MNpaBw/i0 He Co34acT 3a[a4 pPe3epBHOro KOMMpoBaHUA W
byoeT nmeTb CTaTyC «wait»;

— B none «Myn» Bbibepute AOCTYMHbLIA My 418 XpaHEHUA Konui PK;

— B none «Ha4yano nepuopa BEeUCTBUA» YKa)XMTe Havyaso nepuopa
NeACTBNS CO3[aBaeMoro npaBusia pPe3epBHOr0 KOMUPOBAHUSA, Ha)XkaB
KHOMKY W BbiOpaB B OTKPLIBLUEMCSA KaseHOape OaTy W Bpems Havasna
nepuoaa 3arnycka co3faBaemMoro npasuja pe3epBHOro KONMpPoBaHUS;

— B none «OKOHYaHUEe nepuoaa A[EeNUCTBUA» YKAXXMNTE OKOHYaHMe
nepvoga OeNCcTBMS CO34aBaemMoro rnpaBuia pe3epBHON0 KOMMPOBaHUSA,
Ha)kaB KHOMKY 1 BblbpaB B OTKPbLIBLUEMCS KaneHaape OaTy U BpeMms
OKOHYaHWSA nepuoda 3anycka Co34aBaeMoro npaBuia pPe3epBHOro
KonupoBaHUsa. Mo yMOYaHUIO CPOK AEeNCTBUS NMpaBuia coctasnsieT 1 ron
C MOMEHTa ero co3gaHus;

— KHonMKa [EENUERERMGLERIAEER NpenocTaBiseT napamMeTpbl ANs

HaCTPOMKN MHOIMOMOTOYHOr0 pPe3epBHOro KoMupoBaHuUs. OnucaHue
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rnapamMeTpoB npueBeneHo B pasgene «lpunoxeHne b. Obwme HacTpoOnKKU
MOAOYNs ON1S pe3epBHONr0 KOMMPOBAHUS».

+ B 6soke «PacnucaHmne» (CM. pUcyHok 13):

— B none «Mepuopamnyeckmm 3anyck» onpepennTb TUM 3anycka
co3gaBaeMoro npasuna. lpu akTMBauunm MNOA3YHKa NEpUoam4eckoro
3aMycka YyKaXXuTe B MUHYTax 4epe3 Kakoe Bpems OyaeT BbIMOJHATHCA
co3gaBaeMoe npaBwio. Ecam noOA3yHOK Mepuoanyeckoro 3anycka
NEeaKTMBMPOBAH , TO HACTPONTE KPOH-Bblpa)keHne, yKa3aB AaTy U Bpems
MHTepBasia BbINOJIHEHNA CO34aBAaEMOro NpaBnna;

PacnucaHue
BbifpaHo: KpoH-BeipaykeHwe 0 0 1 * *
MNepuoanyeckuid 3anyck
MuHyTa

Yac

ololo

DNeHb MecsaLa
Mecsau

JeHb Hegenu

PucyHok 13 - OKHO co3gaHunsa npasunia rnobanbHOro pacnmcaHusa pesepBHOro
KonnpoBaHusa. Hactponka wabnoHa - onosiHUTe IbHbIE NapaMeTpbl Npasuia

+ B 6noke «[lpoBepka» Npu akKTUBaUWUN NepeksyaTens @ OOCTYrMHa
HacTponKa MNepuoaAnYHOCTU TMPOBEPKN aPXMBOB pPe3epBHbIX KOMUA (CM.
PUCYHOK 14):

— B none «MpoBepku pe3epBHbIX KOMUMU>» YKAKNTE MEepPnoaNYHOCTb
MPOBEPKN pPE3EePBHbLIX KOMUN. IDTO OEeNCTBUE WHUUUMPYET CO3aAaHue
3aa4M NPOBEPKN pe3epBHOM Konmuu - unudpoBon nognucu n pasmepa
annos. Ecnu pesepsHasa kKonusa bbiia noannucaHa LMGPoBON NOoAMNUCKIO,
To Oypetr npoBepeH pa3Mep ¢ansioB pe3epBHOM KOMUW U CaMa
pesepBHas kKonusa. Ecnum pe3epBHas konua He 6blna nognucaHa
UMgppoBON NOAMUCBLID, TO OyaeT NpoBepeH TOJIbKO pa3Mep Ganios
pe3epBHOM Konun. B cnyyae, ecsim npoBepKa pe3epBHbIX KOMUN He

TpebyeTcs, TO [eakKTUBUPYNTE NMepekatoyaTesb B TEKYLLLEN CTPOKE

MNMpoeepka
MNpoBepKa pe3epBHbIX KOMWA KaXkable ()

1 + Mecsaues ~

PucyHok 14 - OkHO co3gaHusa npaBuna rnobanbHOro pacnucaHusa pesepBHOro
KonupoBaHus. HacTponka wabnoHa - Nposepka PK

* B 6/710ke «CpOK XpaHeHua» (CM. PUCYHOK 15) yKaxxuTe CKOJIbKO AHEWR,
Hefdesnb, MecAueB WM NeT XPaHUTb pe3epBHble KOMuu, MNOoJly4YeHHble B
pe3ynbTaTe BbIMOJIHEHUSA NPAaBUNA;
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Cpox xpaHerus
XpaHWTb pe3epBHbIe KONUWU B TeYeHue D

1 + nNet ~

PucyHok 15 - OKHO co3aaHuna npaBunia rnobanbHOro pacnncaHusa pes3epBHOro
KonupoBaHUs. HacTponka wabnoHa - Cpok xpaHeHus PK

+ B 650Ke «Pe3epBHble KONMUM» (CM. PUCYHOK 16) npwu akKTuBauuu
rnepeks4yaTens @ 5o3moxHa HaCTpoMKa nepeMeLleHNns pe3epBHbIX
KOMWI, NMOJIYH4EHHbIX B pe3yJibTaTe BbIMOJIHEHUSA NpaBuia:

— C YKasaHHOW NepunoanyHoOCTbIO;

- B nyn, JJ,OCTyI'IHbII7I M3 pacCKpbiBaloLWEerocd Crnncka,

PesepBHbIE KONUKA

MepeMecTuTs B Nyn Yepes

PucyHok 16 - OKHO co3aaHuna npasunia rnobanbHOro pacnnucaHusa pes3epBHOro
KonupoBaHUs. HacTponka wabnoHa - PK
+ B Onoke «YcTapeBwwue pe3epBHble KonMuu» HeobxoAumo onpenennTb
OeNCTBUA Mocile UCTEeYEeHUS CPOKa XPaHEeHUA pe3epBHbIX KOMun,
NOJly4YeHHbIX B pe3yJibTaTe BbIMOJIHEHNSA Npasuaa» (CM. pUCyHOK 17):

—  aKTuUBUpYWhTE @ nepeksYyaTenb, «ABTOMaTU4Yeckoe yanaJjieHue»
ONs yhaNleHns pe3epBHbIX KOMUIA MO OKOHYaHWIO onpenenéHHoro B

npaBujie CPOKa XPaHEHUA WU OEaKTUBUPYNTE MepekoyaTesb ,
ecnn yaaneHue pesepBHbIX Konuin He TpebyeTcs;

- B rnosie «YBemOMJAATb» HACTPONTE Kakue afgMUHUCTPATUBHbIE
rpynnel 0yayT yBeooMmsieHbl 06 ncte4eHnn Cpoka OENCTBUSA pe3epBHbIX
Konui;

— B none «KnvMeHT MoOXeT ypasuTb pe3epBHbie KOMUU 3TOro

npasuna» akTUBMpyiiTe nepekodatens @ ans paspelleHns KINeHTy
PK ypanuTb YycTapeBlUMEe pe3epBHble KOMUU WAM  [OeaKTUBUPYUTE

nepeko4aTesib 0N pa3spelleHns Ha yaasneHne pe3epBHbIX KOMui
TOJIbKO Ha cepBepe;

YcTapeslme pesepeHbIE KONuu
ABTOMaTW4eckoe ynaneHue
Yesenomnate Nobody ~

KnuneHT MOXKeT yaanuTe Pe3epeHbIe KONUKW 3TOro Npasuna ()

PucyHok 17 - OKHO co3gaHus npaBuaa rnobanbHOro pacnmcaHnsa pe3epBHOro
KonmnpoeaHuA. HacTponka wabnoHa - YcTapeswune PK

B 6510Ke «YBepmoMneHmsa» (CM. pUCyHOK 18) ond ykasaHHbIX cOObITUN N3
BbiNagaloLero Cnncka onpeaennTe rpynny nosib3oBaTtesnien, kotopas byaert
yBegoMJieHa B CJlydae npousowenwero cobbitusa. B none «E-mail CC»
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MOXHO BBeCTU Jitobon ajgpec 3/1eKTPOHHOWM MoYThl  Ansg  ocoboro
yBeLlOMJIEHUS;

YeenoMmneHus
HopmaneHoe BbiNnonHeHWe Nobody ™
BeinonHeHwe ¢ owmnbkon Nobody v
MNpoeepka pe3epBHOA KONWK Nobody v
OkoH4aHwe peicTens npaemwna Nobody ~

OkoH4YaHue EMKOCTU xpaHunuwa  Nobody ~.

PucyHok 18 - OKHO co3gaHus npaBuaa rnobanbHOro pacnmucaHnusa pe3epBHOro
KonmpoBaHnA. HacTtponka wabnoHa - PK

3. Tlocne HacTpoOWKKM npaBusia HaXMUTE KHOMKY «[1pNMeHnTbL»
ONs COXpaHEHNS HAaCTPOEK NpaBuia pe3epBHOro KOMMpPoBaHUS.

Co3fmaHHoe npaBuno OyneT [OOCTYNHO AN  pPefakTUPOBaHUS U
N3MEHEHUA CTaTyca («3anyleHo» WU «0oXuaaeT») B pasaene «lMnobanbHoe
pacrnucaHme».

5.4.6 lNMpocMoOTp 3apa4m pe3epBHOro KOnMpoBaHuA

Onsa oTcnexmeBaHUs BbINOJIHEHUSA MpaBua  nepengute B pasnen
«Oyvepenb 3agay».

B LpaHHOM pa3gene 3agadva nosABAsdeTCd B MOMEHT BbIMOJIHEHUA
CO30AaHHOro npasuia, BbINOJIHEHNA CPOYHOrO pPe3epBHOro KOMUPOBAHUA,
BOCCTAHOBJIEHUSA OaHHbIX M3 PK, npn npoBepke pe3epBHOW KOMUU, yaaslleHUun
PK nnn nepemerteHnn PK.

Tak>Xe oTcCnexuBaTb BbIMOJSIHEHME 3a4ay MOXHO npu nomowun RBC vnn
YTUINTbl KOMaHOHOW CTPOKW rb_tasks.

Mocne ycnewHoro 3aBepLleHus 3a[ayn pPe3epBHOr0 KOMUPOBAHUSA
pe3epBHas Konuma OyOoeT noMmelleHa B XpaHWIMLLE pPe3epBHbIX KOMun, a
MHGopMaumnsa o Hen ByaeT pa3melleHa B pasgene «Peno3nTopuin».

5.5 Cpo4yHoOe pe3epBHOEe KONUpPOBaHUue

5.5.1 CpoiHoe pe3epBHOe KOoNupoBaHue

Cpo4yHOe pe3epBHOE KOMUpOBaHMEe TMO3BOJIAEeT eAMHOPA30BO CO34aTb
MOJIHYIO pe3epBHYO Konuio BM, He Ha3Ha4as npaBmnao Mo pacnucaHuio.

1. BbimosHeHMe CpPOYHOro pe3epBHOro kKonupoBaHusa B RBM BO3MOXHO
OCyLLeCcTBUTb AByMs cnocobamu:

*  nepentu B pa3snen «0O6BbEeKTbI», BblOENNTb KJIMeHTa PK,
OCYLLECTBNSAIOLLEr0 ynpaB/eHNe pe3epBHbIM KOMUPOBAHMEM BUPTYaJibHbIX

MaLUMH, N Ha>XaTb MOABUBLUYIOCHA KHOMKY s «Cpoy4Hoe PK»;
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* Ha)KaTueM Ha KHOMKY Ha BepxHen naHenun RBM KHOMKy & «Cpo4Hoe
PK».

2. B OTKpbIBLLEMCA OKHE Npon3BegnTe HAaCTPOWKY napaMeTpos (CM. pUCyHOK 19):

" Ru & 8 @

88 Nakens moHuTOpUtra

client (d0c737358a222¢65)
OfbekTsl

DynamiX

=]
a
B
g
<]
B
8
B

PucyHok 19 - OKHO HacTponku Cpo4HOro pe3epBHOro KONMpoBaHNS
* B nosie «KKAMEHT» - KJIMeHTa, Y KOTOpPOoro ecTb AOCTyn Mo ceTun K
pecypcam nnaTtgopMbl BUpTyanmsauynm Basis Dynamix;

B nose «Tun pecypca» - TUN pe3epBMpyemMoro pecypca us3
BbiMagawouwero cnmcka - DynamiX. T[Mone copoepXuT [OMOJIHUTENIBHO
TOHKME HacTpouku wmoayna DynamiX, KoTopble MOXHO W3MEHUTb

Ha)XaTnem KHOMKU ! (pucyHok 20).

Dynamix

local_backup_path

hypervisor_backup_path

3HaYEHWA N0 YMONYAHKIO 0K

PucyHok 20 - OKHO TOHKMNX HacTpoek Moaynsa DynamiX
MapameTpbl A4OCTYMHbIE 419 HACTPONKMN:

— napameTp local backup path — nokanbHaf To4yka MOHTUPOBaHUA
NFS-pecypca Ha knmeHTe PK — NyTb A0 OUPEKTOPUN, B KOTOPON MOAY /b
DynamiX oxupgaeT MNoOsABJEHUSA KOMUW  OUCKOB  pe3epBupyemMon
BUPTYaNbHOM MawwuHbl. Ecnnm  3HadyeHMe He ykaszaHo, TO 6ypet
MCMOJIb30BaHO  3HAa4YeHMe  OaHHOro rapaMeTpa, YKasaHHoe B
KOH(UrypaymnoHHoOM hanne Moayns DynamiX
/opt/rubackup/etc/rb_module _dynamix.conf.

— napameTp hypervisor backup path — obwuin yaanéHHbln pecypc
NFS — nyTb OO0 AMPEKTOpPUM Ha y3/ie runepBusopa, B KOTopyto byayT
rnoMeLleHbl KOMMM AOUCKOB BUPTYasibHbIX MaluWH. Ecnn 3Ha4veHue He
yKa3aHo, To OyaeT MCNoNb30BaHO 3Ha4YeHMe [JaHHOro rmnapameTpa,
yKa3aHHoe B KOHUrypaLunoHHOM dhanne MoAayna DynamiX
/opt/rubackup/etc/rb_module _dynamix.conf.
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~  KHOMKa OMMLIAET rONIS  MapaMeTpos U

ncnonb3yeT 3HavYeHus napameTpoB, YCTaHOBJ/I€HHblE B
KOH(pUrypaymnoHHoOMm danne Mooy DynamiX
/opt/rubackup/etc/rb_module _dynamix.conf.

* B none «Pecypc» - HaXMUTe KHOMKY - n Bblbepute B
pa3BepHYBLUEMCS OKHE pecypc pe3epBupyemon BM;

* aKTUBUpPYNTE L@ nepekayaTenb «ApXMBMpoBaHue» ans
KonnpoBaHua BM, eé apxmBmpoBaHUA M ypaneHua ueneson (McxonHow)
BUPTyasibHON MawWwwuHbl. [lpn akTuBauum [AHHOro nepeksw4daTena u
NPUMEHEeHNs BCEX HAaCTPOEK CPOYHOro pe3epBHOro KonuposaHus bypet
BblBEOEHO OKHO MNOATBEPXAEHMA C npegynpexgeHunem o6 ypaneHum
ueneson BM nocne apxmBmupoBaHUS.

NaHHbIA (QYHKUWOHAN MNOJIe3eH B CUTyauUW, KOraa He HYXXeH YacTbll
A0CTyn K BM (gonroBpeMeHHoe XpaHeHune);

B none «Tun PK» - [OCTYNMHO TMOJIHOE, WHKpPEeMeHTasibHoe WU
anddepeHumnanbHoe pesepBHOe KoNMposaHue;

« B none «Myn» 13 pacKpbIBaOLLEroCcsi CNUCKa BbibepnTe OOCTYMHbLIA Ny
ONA COXPaHEeHUs pe3epBHON KONuu;

« B noJie «3awuTHoe npeoGpa3oBaHue» MO YyMOJIYaHUIO BblBpaHO
3HayeHune «nocrypt» - 6e3 Ncnosb30BaHUA 3aWMTHOro npeobpasoBaHus PK.
B cnyyae Bbibopa anropvTMa 3awMTHOro npeobpasoBaHus cM. pasgen 4
HACTOALLEro AOKYMEHTA;

« B noJsie «MpuopuTeT» MOXeT copepxaTb 3HadyeHme oT 100 go 1000.
YeMm Bbile 3Ha4YyeHne, TeM Bblle NPUOPUTET BbINOJIHEHNA NPaBUIa;

* B noJsie «CpOK XpaHEHMUA» YKaXUTe CKOJZIbKO AHEeWN, HeaeNb, MecsueB
UWIn  neT XpPaHUTb pe3epBHble KOMUW, TMOJIYYEHHYIO B pe3yJibTaTe
BbIMOJIHEHNA CpOYHOro PK;

GGl COLre HacTpOWKA MOAYNA npenocTaBadeT MnapamMeTpbl Ons

HAaCTPOWMKM  MHOrOMOTOYHOrO0  pe3epBHOro  kKonumpoBaHudA. OnucaHue
napamMeTpoB npuBeneHo B paspene «lMpunoxeHne b. Obuwime HaCTponkun
MOoLYyNA ON19 pe3epPBHOr0 KONMMpoBaHUSA».

5.5.2 CpouyHoe pe3epBHOEe KONMUpOBaHUe No npaBuny

B TOM cny4yae, ecam Heob6xoAMMO BbIMOJHUTDL Cpo4yHOE pe3epBHOE
KornmpoBsaHnMe rno cosgaHHOMYy rnpasuiy rnobanbHoro pacnncaHmA:

1. Nepengute B paspen «FnobanbHoe pacnmcaHne.

2. BblpennTte Hy>XHO€e NpaBuo.
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3. Bbi3oBUTE nNpaBoM KHOMKOMW MbIWN KOHTEKCTHOE MEHK U HaXMuTe
«BbINONHUTB» (CM. pUCYHOK 21).

Lo6aBuTh

KnoHupoBsaTe
PejakTupoBaTh
MpHUOCTaHOBUTL
BbINONHWTE
Ynanute

NepeiTH K...

PucyHoK 21 - 3anyCcK CpO4YHOro pe3epBHOro KONMpoBaHMA No NpaBuy
rnobanbHOro pacnucaHns

4. lpoBepbTe XOA4 BbLINOJIHEHNS pPE3EePBHOr0 KOMUPOBAHUA MOXHO B OKHe
«O4epepnb 3apa4» (CM. pUCYHOK 22).

& Yaanurs v B

1D npasuna ID cTpaTeriu ID pennrkaLmm VimA ryna

MaHent MOHUTOPUMHTa

vID aTyc Pecypc
1 Backup local client Dynamix 281 o 0 o Default

PucyHok 22 - OKHO o4vepenn 3agad

Mpwn ycreLwHoMm 3aBepLIeHNN pe3epBHOro KOMNMpPOBaHUA
COOTBETCTBYOLLANA 3a4a4a nepenneT B ctatyc «Done».

5.6 LleHTpasn3oBaHHOe BOCCTaHOBJIeHUE pe3epBHbIX
KOnuu

Cunctema pe3epBHOro KonuposaHMsa RuBackup npeaycmaTpuBaeT
BO3MOXXHOCTb BOCCTAHOBJIEHUSA Pe3epPBHbIX KOMUN KaK CO CTOPOHbI KJIMEHTA
CPK nocpenctsoM MeHepxepa knameHTa RuBackup, Tak M CO CTOpPOHbI
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agMuHucTpatopa CPK. B Tex cny4asx, Korga UeHTpaJn3oBaHHoOe
BOCCTAHOBJIEHNE pe3epBHbIX KOMUA He >KenaTesibHO, HanpuMmep Korpaa
BOCCTAHOBJIEHWE [aHHbIX ABAAETCA 30HOW OTBETCTBEHHOCTW BJlafesnbla
KJIMEHTCKON CUCTEMbI, 3Ta (PYHKUMOHANIbHOCTb MOXEeT OblTb OTKJ4YeHa Ha
KneHTe (CM. «PyKoBOACTBO CUCTEMHOIo agMuHmncTpaTopa RuBackup»).

Onsa ueHTpann3oBaHHOro BocctaHoBsieHNsa BM Ha knneHTe PK:

1. B RBM nepengunte B pasnesn «Peno3ntopun».

2. BboibepuTe B OTKpbIBLUIEMCH OKHE Tpebyemylo pe3epBHYIO KOMUID, Ha)KMuTe
Ha Hee nNpaBOM KHOMKOW MbllK U BblibepnTe B KOHTEKCTHOM MEHI0
«BOCCTaAaHOBUTbL» (CM. PUCYHOK 23) NN Ha>XMUTe KHONKY 2 «BoccTaHOBUTb».

BOCCTAHOBMTL
MNpoeepuTs
KonuposaTs

NepemMecTuTs

XpaHKTb no

YaanuTb

NepeiTy K...

PucyHok 23 - OkHo pa3gena «Peno3nTtopun». BocctaHoBieHne PK

3. B OTKpbIBLUEMCS OKHE LLeHTpaJZIM30BaHHOM0 BOCCTAHOB/IEHUA (CM. PUCYHOK
24) npencTtaBneHa cnegywowas nHpopMauma 1 BO3SMOXHOCTMU:

* WHGoOpMauMa 0O pe3epBHOM KonuW. [JlaHHbIN  BNOK  COOEPXUT

HensMeHseMyt NHgpopMaLnio 0 pe3epBHON KONUK;

* MeCTO BOCCTaHoOBJieHUs. B naHHOM 610ke Heobxoanmo onpenennTb:
— B noJsie «<BOCCTaHOBUTb Ha KJMeHTe» BbibepuTe 13 BbiNajatoLlero
Cnnucka KnameHTa PK, KOTOpbIM MMeeT ceTeBOM A0CTyn K nnatgopme
BUpTyanusauum Basis Dynamix;
— B nose «KaTasor pacnakoBKM» YKA)XUTe BPEMEHHbI KaTasor AJis
pacnakoBKN pe3epBHON KOMuu;
— TOJIOXKeHne nepekw4vatena B rnosie «BoccTtaHoBUTbL Ha UeneBOM
pecypce». Ecnm nepeknyvaTesib JeaKTUBUPOBaAH , TO pe3epBHas
konnua 6ypeT pacnakoBaHa B JIOKaJIbHbIA  KaTasor, BblIOpaHHbLIN
nonb3oBaTeneM. Mpu akTmBauum nepekntoyatens @ PK Takxe bypeTt
pacrnakoBaHa, pasnee OencTtema OyaoyT BbIMOJIHEHbI B COOTBETCTBUU C
nosioXkeHneMm rnepekntw4datens restore_to _original vm (B TOHKUX
HacTpomKax Mmoayns);
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LieHTpanu3oBaHHoe BOCCTAHORNEHUE W MpuMeHnTS

{11l MOHWTOPWHTE

WHpopMauwn 0 pe3epeHOR KONMK
bl

Hms xocTa: client
& Crparerim HWID: d0c737358a222¢65
] wioe pacnicaime  [ESEUN DynamiX
B 3 Han PennuKkauma Pecypc: 381
B Penozutopuin 1hgn Deraulx
Tun PK: full
E] Ouepeas 3apau
Cozpano: 2024.08.22 11:31:59
Cepeepbl RuBackup
BOCCTAHOBMTE LIENOYKY: 1

Hms npaskna:

CraTyc PK Not Verified

MecTo BOCCTAHOBAGHWUA

BOCCTAHOBUTE HA KNWMEHTA: client (d0c737358a222¢65) v
Katanor pacnakoskm: * (D) -
NapaMeTpbl BOCCTAHOBNEHWA AR MOLYNR: DynamiX -

BoccTaHoBuTs Ha uenesom pecypee: (D)

OfiLmne HACTPORKK MO fyna

T paHynApHOE BOCCTAHOBNEHME
[#] Do6asuTs obbekThl
TpaHyNApPHOE BOCCTAHOBNEHUE B HACTORLLEE BPEMA OTKIOHEHD

HTo6bl BKNIOYUTE rPaHyNApHOE BoccTanoanenue, nobaesTe Heofxoaumeie hains u3 sTol
PE3EPBHOA KOMWK, HAKAE KHONKY «[1063BUTE O6BEKThIs.

PucyHok 24 - OKHO LleHTpasin3oBaHHOro BOCCTaHoOBJieHNA BM

— B nosie «MapaMeTpbl BOCCTAHOBJIEHUS AAA MOAYAA» [LOCTYMHbI
TOHKME HacCTpPoMKM mopyna DynamiX, KOTOpble MOXHO W3MEHWUTb
HaxxaTuem kHonku [l (pucyHok 25).

Dynami
MCnonb30BaTe HACTRORKKW NO YMOMY3 HWD

restore_to_original_vm (T
local_backup_path (3}

hypervisor_backup_path (O

PucyHok 25 - OkHO «[lapameTpbl BOCCTaHOBJIeHUS Ansa moaynsa DynamiX»

Mpn peakTuBauum nepekstoyvatens «Mcnosnb3oBaTb HACTPOMUKMU

no yMonyaHuiwo» OyaoyT [JOCTYMHbl chefyowmne napaMeTpbl  TOHKOM
HacTponkn moayna DynamiX:
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o akTusupyinte @D nepeknyaTens restore_to_original_vm pgns
BOCCT@HOBJIEHUS pe3epBHOM Konunm B ucxogHyio BM (ona kotopon
61710 BbINONHEHO co3aaHue PK) Ha nnaTdgopme BupTyanmsaumun. Ecan
ncxogHasa BM  ypaneHa, T0 6yper co3maHa HoBasa BM. [Mpwm
[eaKTMBMPOBAHHOM MNepeksoyaTene byneT co3naHa HoBass BM n
pe3epBHas konua byaeT BOCCTaHOBJIEHA Ha HeEN.

o napameTp local_backup path — fokanbHas To4Ka MOHTUPOBAHMUSA

NFS-pecypca Ha knameHTe PK — nNyTb OO0 AUPEKTOPUN, B KOTOPOW
Moaynb DynamiX oxxupaeT nosiB/ieHUS KOMNUN ONCKOB pe3epBupyeMOon
BUPTYasbHOM MawuHbl. Ecinm 3HayveHnme He ykasaHo, To Oyper
NCMNONb30BaHO 3HAYeHMe [aHHOro rnapaMmeTpa, YKas3aHHoe B
KOH(UrypaumnoHHOM hanne MoA4ynAa DynamiX
/opt/rubackup/etc/rb_module_dynamix.conf.

o napameTp hypervisor backup path — obwun ypanéHHbIn
pecypc NFS — nyTb 0O AMPEKTOPUWN Ha y3/1e rmnepBusopa, B KOTOPYHO
OyayT noMelleHbl KOMUU AMNCKOB BOCCTaHaBJIMBAEMOW BUPTYasibHOWN
MawuHbl. Ecnn 3HavyeHuMe He ykKasaHo, To 6yaeT uMCNONbL30BaHO
3Ha4YeHWe [aHHOro napamMeTpa, YKa3aHHOe B KOH(MUrypaunoHHOM
danne monyna DynamiX /opt/rubackup/etc/rb_module_dynamix.conf.

s [OCTYMHbl «OOLLMEe HACTPOUKU MOAYNA» A1 onpenesieHNs 3Ha4YeHUs
napamMeTpoB BOCCTAHOBJIEHUSA (PUCYHOK 26):

Obume HacTpoifio mogyns: Restore task

worker_parallelism B - +

memaory_threshold 0 +

3Ha4YEHWA N0 YMONYaHHKD 0K

PUcyHOK 26 - OKHO Obuime HaCcTpoOnKKM MoLy /1 Npu BOCCTAHOBJIEHNN
(3Ha4YeHnsa No yMOJITHaHWIO)

— napameTp worker parallelism 3agaeT Ko/AM4eCcTBO MOTOKOB,
KoTopble OyayT y4yacTBOBaTb B MNpouLecce BOCCTaHOB/eHUs 650KOB
OaHHbIX pecypca;

— napameTp memory_threshold ycTaHaBnMBaeT BepXxHIOW rpaHULy
NCcnonb3oBaHUA onepaTmBHoM nNamaTu (B 6) nNpm BOCCTaHOBEHUN
pe3epBHOM KoOMMW. MuMHMMaNIbHON BEPXHEN TpaHULEN SABNSETCH
3HaYeHWe napameTpa, paBHoe 4. Ecin ykasaHHoe 3HavyeHue MeHblle 4,
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napameTp OyleT MPOUrHOPMPOBAH, a B MpOLeCCe BOCCTAHOB/IEHMS
NOABUTCA COOTBETCTBYIOLLEE NpeaynpexaeHue.

PekomeHayeMoe 3HavyeHMe MapaMeTpa MOXHO paccymTaTb Mo
chepymoLien dopmyne: KOJIM4eCTBO NOTOKOB (napameTp
worker_parallelism) / 4.

[Ona BOCCTaHOBJ/IEHUS pe3epBHOW KOMUK, coeslaHHOW C UCMOJIb30BaHUEM
rnapameTpa memory-threshold, TpebyeTcs OONoJIHNTENbHas
onepaTmBHasas nNamMATb Ha cepBepe B pa3Mepe 3% OT pa3mepa
3ape3epBUPOBAHHONO pecypca.

[na BOCCTaAHOBJIEHUA pPEe3epBHON KOMWUW C WUCMNOJIb30BAaHMEM memory-
threshold HeobxoQMMO OOMNONHUTENbHOE MECTO Ha AWUCKe B (hannoBoM
rnysie, B KOTOPOM HaxoAATCS MeTafaHHble pe3epBHON KOMUn, B pasMepe
2% OT pa3mMepa 3ape3epBUpoOBaHHONO pecypca.

rpaHyndapHoe BOCCTaHOBJIeHMe He rnognep>XmBaeTcd B TeKyLLI,eI7I Bepcnn

Mmoayna DynamiX. [OCTYynHO TOJIbKO MOJIHOE BOCCTAHOBJIEHME OUCKOB
BUPTYasIbHON MaLUUNHBbI.

4. TMpoBepbTe XOA4 BbINOJHEHUSA PE3EPBHOr0 KOMMPOBaHUA B OKHe «O4epenb
3agay». lpu ycnewHoM 3aBepLUeHUN BOCCTAHOBJIEHUS PE3EePBHON KOMUW
COOTBETCTBYlOUWAs 3ajav4a Ha BOCCTaHOBJ/ieHMe nepenaé€T B cTaTyc «Done»
(BbINOJNIHEHO).
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6 YpnaneHue

YpoaneHne wmoaynsa npou3BOAUTCHA TOJIbLKO BMecCcTe C KameHToMm PK
RuBackup. T[Mpouenypa ynaneHms knuneHTa PK RuBackup npuBepeHa B
OOKyMeHTe «CucteMa pe3epBHOro KOMUPOBAHUA N BOCCTaHOBJIEHUA OaHHbIX
RuBackup. PykoBoACTBO N0 yCTaHOBKE U OOHOBJIEHUIO».
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NMpunoxeHue A. NpuMep NUCTUHTraA
KOH(pUrypaumoHHoro canna
/opt/rubackup/etc/rb_module_dynamix.conf

# Web interface that provides REST API service and VM's Web UI management
url https://decs.egrn.ru

# Authentication host

login url https://sso-decs.egrn.ru

# Client ID - can be obtained from instance info in Web GUI throuh
authentication host as "Application ID"

client id <client id>

# Client Secret - can be obtained from instance info in Web GUI throuh
authentication host as "API Key"

client secret <client secret>

# Hypervisors backup path where backups would be stored. Connected by NFS with
local backup path

hypervisor backup path <hypervisor backup path>

# Local backup path where backups would be stored. Connected by NFS with
hypervisor backup path

local backup path <local backup path>

# Uncomment and specify the maximum single disk backup timeout in minutes.
Default: 10 minutes

#backup disk timeout 10

# Uncomment and specify the maximum single disk restore timeout in minutes.
Default: 5 minutes

#restore disk timeout 5

# Try using the module if the DynamiX platform version is not compatible with
RuBackup. Default: no

allow work with incompatible versions no
# The maximum time that allow the module message transfer to take
timeout 50

enable ssl no

# Uncomment and provide path to certificate if you would like
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# to use SSL. 'enable ssl' option should be set to 'yes' as well

#ca _info <path to cert>

# Turn on debug of REST requests

#curl verbose
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MpunoxeHue b. O6LLMe HACTPOUKKN MoayNa DNns
pe3epBHOro KoOnMpoBaHus

KHonMKa OB6Luue HacTpoMKK MOAYNA npegocTaBnseT cnepytoume

napameTpbl AON8 HACTPOMKM MHOMOMOTOYHOrO pPE3epPBHOr0 KOMUPOBaHUS
(pncyHok 27):

Ofilue HACTpodK modyna: Urgent backup

worker_parallelism B - +
enable_multithreading
enable_flexible_dedup
network_parallelism 8 - +
memaory_threshold 0 - *

deny_memory_exceed

3HAYEHWUA NO YMONY3IHNO

PucyHok 27 - OkHO ObLwime HaCTPoOrKM Moaynsa (3HA4YEeHMS Mo YMOJSTHAHUIO)

+ napameTp worker _parallelism 3apaeT KonnM4ecTBO NMOTOKOB, KOTOpblE
6yayT obpabaTbiBaTb N AeaynanumpoBaTb 6/10KM OaHHbLIX pecypca;

*  aKTuBMpyUTe @ nepekno4yaTtesns «enable_multithreading» pgns
MHOIOMNOTOYHOW Nnepefayvyn AaHHbIX C UCNOJIb30BaHMEM CeTeBbIX MOTOKOB B
KoJsIn4yecTBe, yKasaHHOM B napameTpe network parallelism;

*  aKTuBMpyUTeE @ nepeksno4yaTtens «enable flexible dedup» gns
NCMONb30BaHUA HeCKoJIbKMX Tabnuy pegynaMkauum BMeCcTO  OLHOWN.
Ncnonb3syeTca BMecTe C nepekiyvyaTtenem «enable multithreading» pns
MOBbILLIEHNS CKOPOCTWN pe3epBHONr0 KOMMPOBAHUS;

* napameTp network parallelism 3agaeT KoaM4ecTBO NOTOKOB, KOTOPbIE
oyayt nepepaBaTb  670KM  gaHHbIX  Ha  Megunacepsep.  bnokwy,
MnoAroToBJIEHHbIE wWorker moToKamun, cobupatoTca B 6ydepbl, KoTopble byayT
nepenasaTbCs Ha cepBep. Pasmep bydepa no ymonvaHuto coctasnseTt 100
M6, HO ero MOXXHO M3MeHWUTb B (panne rbfd.cnf' B 3HaYyeHUM nNapameTpa
parcel-size. Tlpn yBennyeHun pasmepa bydgepa MoxeT 6biTb MNpeBbileH
pacxon namMaTu, 3a0aHHbIN rnapameTpom memory-threshold B
KOH(PUIrypaLNOHHOM hanne OCHOBHOIO cepsepa
/opt/rubackup/etc/config.file.

1 MompobHee 0 cCo3paHMM OAAHHOMO KOHdUrypaumoHHoro danaa CMOTPU B LOKYMEHTe
«Cncrtema pe3epBHOro KOMMPOBaHMA N BOCCTaHOBJSIEHUSA AaHHbIX RuBackup. PykoBoncTBo
CUCTEMHOro agMmnHuUcTpaTopa»
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

Ons orpaHuyenns notpebneHne onepaTMBHOW MNAMATU KJINEHTOM Mpu
pe3epBHOM KOMMPOBAHUK, UCMOJIb3YNTE:

« napameTp memory_threshold ycTaHaB/inBaeT BepXHIOW rpaHULY
NCNoNb30BaHUA onepaTmBHOM NamaTu (B 6) Npu co3gaHun pesepBHOM
kKonun. MuHuUManbHOe 3HayYeHWe rMapaMeTpa paBHO 4, NpU MeHblleM
3HayeHMe nMapamMeTpa B nMpouecce pe3epBHOro KonuposaHusa OypeT
BblBEOEHO NpeaynpexxneHne n napameTp He byaeT y4TéH.

* aKTuBMpyuTE L@ nepeknoyatens deny_memory_exceed B ciaydvae,
ecnn npeabiayuwlass MHKpPeMeHTaslbHas pes3epBHasa konusa 6blna coenaH
Bepcmenn CPK RuBackup paHee 2.1.1-a.84, a Tekywasn sepcusa CPK RuBackup
2.1.1-a.84 v BbiLWwe.

MpuBeAE&HHbIE HACTPOMKN OOCTYMHbI TakKXXe B KOHPUrypaLMoHHOM danse
OCHOBHOr0 cepsepa /opt/rubackup/etc/config.file.
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ID
IPv4
IPv6
hwid
MAC
NFS
BM
PK
CPK

Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

ODOO3HaYeHua U CoKpaLwLeHun

— Identificator

— Internet Protocol version 4

— Internet Protocol version 6

— Hardware Identification

— Media Access Control

— Network File System

— BUPTYaJibHas MalunHa

— pe3epBHas KoNus, pesepBHoOe KonupoBaHue

— cucTteMa pesepBHOro konmposaHmsa RuBackup
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup

TepPMMUHBbI

ApmuHuctpaTtop CPK — nosib3oBaTeslb C pOJibio Cyrnepnosib3oBaTesnia B
CPK RuBackup w root-gpoctynom K y3n1aM, Ha KOTOpbIX OyaeT ycCTaHOBJIEH
Moaysb DynamiX.

ApxMBMpoBaHMe — 3TO MNpoLEeCcC COo34aHUA MOJIHOWM pPe3epBHOW KOMuu
OaHHbIX pecypca, akKTyaJibHbIX Ha TOT MOMeEHT, 6e3 BO3MOXHOCTKU
nocnepytoLiero OONONTHEHMNSA (cospaHune WHKpEeMEeHTaIbHON n
anddepeHUnanbHON pe3epBHON KOMUWK) KU C nNocnenywwum yaaneHnem
LeneBoro (MCXoOHOro pecypca) C UuUesiblo YMEeHbLUEHUA 3aHMMAeMoro UM
ONCKOBOI0 NMPOCTPaHCTBa, NOAXOANT A1 PpeLKOUCMNOoJIb3yeMblX PpeCcypCoB.

FnobanbHoe pacnucaHue — nepvognyeckme 3afjaHuUsA pPe3epBHOro
KONMpOBaHUA AaHHbIX. [1nA co34aHUA pe3epBHbIX KOMUi no pacnmcaHmio B8 CPK
CyWeCcTBYIOT npaBuaa rnobanbHOro pacnmcaHms, MHOXECTBO KOTOpPbIX
cocTtaBnsaeT rnobasibHOe pacrnnucaHue;

KnueHTt PK — knmneHTckoe MO RuBackup ons BbINOJIHEHUSA pPe3epBHON0
KonnposaHUA (NakeTbl rubackup _common, rubackup_client).

Moaynb — yTuinTa, KOTopas OTBeYaeT 3a pe3epBHOE KOMNMpoBaHME U
BOCCTAHOBJIEHNE pecypcCa onpeaesieHHOro Tuna W YMNakoBKY pe3epBHbIX
Konun.

OcHoBHOM cepBep PK — rnasHbin ynpasnswowmm cepsep CPK,
obecneyumBatowmin s3ammMmoaencTeme KomrnoHeHTos CPK.

NMonHoe BOCCTAHOBJIEHUE — BOCCTAHOBJIEHWE AAHHbIX U3 pPe3epBHOWN
KONUM noApasyMeBaeT TOJIbKO BOCCTAHOB/IEHWE YAaneHHbIX U U3MEHEHHbIX
hannoB OO COCTOSIHUS, B KOTOPOM OHW ObIJIN HA MOMEHT CO34aHUS pPe3epPBHON
Konun. Ecnn B gupekTopun ecTb dalinbl, KoTopble Obiin gob6aBfeHbl yXe
nocne co3gaHus 63kana, oHW He 6yayT yAasieHbl NPy BOCCTaHOBIEHUMN.

MonHoe pe3sepBHOe KONUpoBaHUue — 3ajava pe3epBHOrro
KONMMPOBaHUA, MNPU BbINOJIHEHUN KOTOPOM W3 WUCTOYHMKA KOMUPYIOTCA BCe
NaHHble 6e3 n3baTuns.

Monb3oBatens CPK — nonb3oBaTeslb C PoOJbl0 aAMUHUCTPATOPA,
ayouTopa, cyrnepBan3epa uau cynepnosib3oBaTesii MHOMOMOJ/1b30BaTEes/IbCKON
monesnn CPK RuBackup.

PesepBHOe KONUpPOBaHUE — TPOLECC CO34aHUA KOMUU OaHHbIX Ha
JOMOJIHUTENIbHLIX  HOCUTENAX  MHgopMauun,  npefHasHavyeHHbiXx  ANs
BOCCTAHOBJIEHUS  [OaHHbLIX B  C/ly4ae noBpexnaeHus wunm cboeB B
NepBOMCTOYHUKE.

Pe3epBHasa KONUA BUPTYaJZibHOW MALUMHbI — 3TO KOMWUSA BCEX AUCKOB
BUPTYasibHOM MallWHbl U €€ MeTalaHHble, TMOoJlyYeHHble OT nAaT¢hOopPMbI
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Cncrtema pe3epBHOro KOMMPOBaHNS U BOCCTAaHOBNEHUS AaHHbIX RuBackup
BUPTYann3auunn, Ana WCNosib30BaHWA B CJlydae MNoTepU UIN YHUYTOXEHUNA
opuUrnHana.

CTtpaTterma — OJIHOBPEMEHHbIE [OENCTBUS Hal rpyrnnamMm pPecypcos,
KOTOpble CO34alT 3ajavyyM pe3epBHOro KOMUPOBAHWUS B COOTBETCTBMU C
pacnncaHnsaMn Os BCEX PECYPCOB N KJIMEHTOB, KOTOPbIE UX KacatoTcs.
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