RuBackup
Cucrema pe3epBHOro KONMpoBaHNS U BOCCTAHOBNEHUS OaHHbIX

Pe3epBHOe KonNnupoBaHue
n BoccTtaHoBneHue PostgreSQL

(Mogynb Universal)

RuBackup

Bepcusa 2.2.0 01.10.2024 r.



& 'RuBackup

CopepxaHue
BBEOEHUIE. ...ttt a et 4
(@ oY= L =T T L S 5
YctaHoBka KNMEHTa RUBACKUP......coo e 6
KOHQOUIYPaLMOHHBIT DA MOLYIIS ...ecueruereeeruereereeessessesesesaeseeessessesesnessesesssess 9
YoaneHve knneHta RUBaCKUP ... 13
MogrotoBka CYB L POStgreSQL........ccoeeeeieeieeeeceeeceeeeee e 14
Moarotoeka cepBepa ¢ CYB L PostgreSQL..........cccooeveeeeeeecvececrecreee, 14
Cospanve nonb3osatens CYB M ans 6€30nacHOro BeinonHeHNs 6a30B0oM
pe3epBHOM KOMUM POStgreSQL..........cccveececeeececeee e 17
HaCTPOMKA SELINUX.....ccoeiieeieriesieeeceieieee e seesie s e enneen 18
MonrotoBka K UCMONMb30BAHUIO LIEHTPANM30BAHHOMO XPaHWIMWA CEKPETOB
HashiCorp Vault 1.16.3. ...t 20
[TP@BA LOCTYMA. ..c.eiueeueeieeieee et se e s s n e n e sne e nne e neenne e 20
[10OroTOBKA K MCMONMB30BAHUID........ceeerueeseeeeeeeesseeeeseesseesseesseesnseesnseennns 21
AV E=Tea L= o g 1o TSRS 23
3awmTHoe Npeobpaz3oBaHNE PESEPBHDBIX KOMUAM........ccveveueeeerereereeeseseesesenenenes 24
MeHenxep aomnHucTpatopa RuBackup (RBM).......cocoiiiiicriinececee 25

MoaroToBka K MCnonb3oBaHMIO XpaHunmia cekpetos HashiCorp Vault29
HacTtpoiika npasun pe3epsHoro konmposaHusa CYB L PostgreSQL............. 34
CpoyHoe pesepsHOoe konuposaHue npu nomowm RBM............ccoveneee. 42

LleHTpann3oBaHHOe BOCCTAHOBEHNE pe3epBHbIX KONui ¢ nomoubio RBM.45

Pe>X1M BOCCTAaHOBNEHUS C PA3BEPTBIBAHUEM.......c.ceuereeeenereereeeeseeseeeeeeas 47
PeX 1M BOCCTAHOBNEHNS 63 PABBEPTLIBAHIS. ....c.ceeeveeereeerereenereeseesenenns 47
BOCCTAHOBNEHNE CO CTOPOHDI KITMEHTA. ...c.veueuereeeeneruereesessesseseessesaeeseesaesnesseeens 50
BoccraHoBneHve Ha onpeneneHHbli MOMEHT BpemeHu (Point in time recovery
(o I 1LY ) SO SR PPRRRTRN 52
PesepsHoe konuposaHue n sBocctaHosneHne CYB /M, PostgreSQL B knacTtepe
= 1] S SSPRRR 53
CospaHwe rpynnbl Patroni Ha cepsepe RuBackup........ccoeeeerciencnecnens 53



& 'RuBackup

BbinonHeHve nonHom wwunn nHKpemeHTanbHoM konumn knacrtepa Patroni

........................................................................................................................ 53
BoccTaHOBNEHNE BE3 PABBEPTBIBAHIS. ....cueuvreeeereneerereesesesesesensesenessseensens 54
BoccraHosneHve B pexume Point in Time Recovery (PITR)................... 55

Pe3epBHOe konupoBaHue ¢ NCNonb3oBaHNEM nogmoayns pg_probackup...58

lMoarotoBka K NCMOMb30BaHUIO PY_ProbACKUP......ccvevreereeeeeeeesee e 58
MHunupanmsaums katanora pe3epPBHDBIX KOMUM........ccveeeeerrerseeresseneeaeees 60
Hactpoiika konmpyemoro knactepa 6a3 AaHHbIX Ons MCMONb30BaHMA
[oT0 I o]0 7= o1 (U o TS 61
HacTporka noToKOBOro Pe3epPBHOMO KOMMPOBAHUS........vevruerreeenereenrenes 64
HacTpoiika HenpepbIBHOro apxmBnpoBaHnS WAL..........cccocevvvevenennnenne 65
Hactpoiika konuposaHus B pexmme PTRACK. ... 66
3aBepPLIEHNE HACTPONKM KINACTEPA. .. .cveueruerrereruersesseersessesseessessensssesseensens 67
MpyHUMN paboTbl NOAMOAYNS PY_ProbacKup.....ccccveerereeereereeereeeeeene, 67
Mpumep wncnonb3oBaHWs noamooyna pg_probackup B MeHenxepe
agmuHucTpartopa RuBackup (RBM).......ccccoiieeeeeeeeeeeeee 67
Hactponika konnpoBaHus B pexumumMe PTRACK ... 71
TEPMUHDBI N OMPEOENEHMS. ...t se e se e sse e sae e sne e e e 72



@ 'RuBackup

BBeneHue

Moaoynb  PostgreSQL  Universal npegHasHadyeH [Ons  pe3epBHOro
KonupoBaHus w© BoccTaHoBneHuss CYBJL PostgreSQL B pexume nonHoro
PE3EPBHOr0 KOMMPOBAHMS 1 PE3EPBHOIO KONMpoBaHnst apxmeHbix WAL. Bo3MOXHO
BblbpaTb oavH 13 noamomynein PostgreSQL Universal npu HacTtpoiike npasun un
cTpaTternii pe3epBHOro KONMPOBaHNS:

* postgresgl — noaomoaynb, NCNONb3yoWMiA HU3KoyposHeBbIi AP CYB [,
PostgreSQL aons BbiNONHEHNS pe3epBHOrO KONMPOBaHUS;

* pg_probackup — noamonynb, UCNONL3YOWMI yTUNNTY Pg_probackup ons
BbINONHEHWS pe3epBHoro konuposaHus CYBM Postgres Pro
(nopoepxwusatotcsa Bepcumn PostgreSQL ¢ 11 v Bbiwe);

* superb — nogmoaynb, NpeaHa3HAYEHHbI AN PE3EPBHOMO KOMMPOBAHUS U
BocctaHoBneHms CYB L PostgreSQL B pexvMe HeENpepbIBHOrO Pe3epPBHOMO
KOMMPOBAaHNS 1 Pe3ePBHOI0 KoNMposaHns apxmeHbix WAL.

Mopnepxmsatorcsa Bepcumn PostgreSQL 9.6, 10, 11, 12, 13, 14, 15, 16.

Mognynb PostgreSQL Universal obecneunBaet noonepxky Aenynavkauum
JaHHbIX B X04€e pe3epBHoro konnposaHus RuBackup.

MNpuHumn pesepsHoro konuposaHus CYBM, PostgreSQL ¢ ncnonb3osaHveM
RuBackup coctout B nepvoonMyeckoM CO30aHWM MOSHbIX PEe3EepPBHbIX KOMWIA
ak3emnnapa CYBL n pe3epBHOMY KOMMPOBAHMIO apxMBMPOBaHHbIX dharinos WAL
no onpeneneHHOMy pacnmcaHuio.

B CPK RuBackup nonnepxusaetcsi co3naHvne 6a30Bbix pe3epBHbIX KOMUI
(monHbIX pe3epBHbIXx konum (full)), a Takxe co3gaHve WMHKpPEeMeHTanbHbIX
pe3epBHbIX Konuw (incremental, co3palTcs Ha OCHOBE 6a30BOW pPE3EpPBHONA
konun). [dudbdpepeHumansHoe pe3epBHOE KonvmpoBaHme gaHHbix CYB/.
PostgreSQL He npeaycMoTpeHo.

MNocne ycnewHoro BbiINONHEHNS PE3EPBHOrO KOMMPOBAHUS apXUBHbIE oaiibl
WAL moryT 6biTb aBTOMatTUyecku ypaneHbl knuneHtom RuBackup 3 katanora c
apxveHbiMn WAL-cpannamn (napametp archive_catalog B KOHQUrypauvoHHOM
doavine MoIyns), eCnu BKAKOYEH napameTp auto_remove_wal B KOH(pUrypaumoHHOM
goarne mooyns.

HeBO3MOXHO 3anyCcTuTb OOHOBPEMEHHO [ABE oOnepaumMnm pPe3epBHOro
KOMMPOBaHUSA Unn BoccTaHoBNeHNsa anga mogyns PostgreSQL Ha ogHoM xocTe. 910
npenonpeneneHo TeMm, YTO BbINOMHEHME pe3epBHOro konuposaHus CYBI
Npou3BOAUTCS MO 0coboi MeToaMke, He NpenyCMaTpyBatoWen KOPPEKTHYIO
BO3MOXHOCTb napannefibHbiX 3a4a4y pe3epBHOro KONMpoBaHWs U BOCCTAHOBMEHNS
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ang ogHon n ton xe CYB. B Tom cnyyae, ecnu napannenbHas 3agada Bce-Taku
OyLeT 3anyueHa, ToO OHa 3aBEPLUMTCS C OLWMOKONA.

Monynb PostgreSQL Universal nopnepxvBaer 6e3omnacHoe XpaHeHue
ayTeHTUOMKaAUMOHHON MHpopMmauun ong nogknodeHns k CYBL, PostgreSQL ¢
MOMOLLbIO MHTErpaLmn ¢ BHELWHUM XpaHunuwem cekpeTtos HashiCorp Vault 1.16.3/

OrpaHuyeHus

Mpn nocTynneHun 3agayn Ha CO34aHWE WHKPEMEHTallbHOW pe3epBHOM
kormn B CPK RuBackup npoussogutca ananna WAL-gpannos. Ecnv aHanus
nokasbiBaet, 4to B Tekywem WAL-gpaine wnsmeHnnacb nvHUS BPEMEHU 0
cpaBHeHno ¢ nocnegHum WAL-cbainoM m3 npenbloywen mtepauum co3naHus
pPe3epBHOM KOMUW, TO BMECTO WHKPEMEHTANbHOW KOMWW CO34aeTcsl MoNHas
pesepBHas Konus. AT akTyanbHO Ang nogmoaynen postgresql n superb.

BHumaHue! Hactosiee pykoBOACTBO SBAsieTCA onucaHueMm
doyHKUMOHana un He ABNsieTCsl TOYHON UHCTPYKLMENA MO BOCCTAaHOBNEHUIO
CYB ., B ntobou cutyauum, Kotopasi MOXeT nponsontu!

MNpn BbLINONHEHWM OMnepauuy BOCCTAHOBAEHUS C  pPas3BepTbiBAHWEM
cywecTBytowmin knactep 6a3 aaHHbix CYBL, PostgreSQL 6ynet yHUHTOXEH, a Ha
ero mecte OyneT BOCCTAHOBNEH Knactep 6a3 faHHbIX 13 pe3epBHoi konuu. Mepen
onepaumeil BOCCTAHOBNEHNS PEKOMEHAYETCS MPUHYOMTENBHO OCTAHOBUTL paboty
Bcex knmeHToB ¢ CYB [, n BbinonHuTL 6a30BOE pe3epBHOE KonnpoBaHue!

PekomeHpyetcs OTK/IOHNTb BO3MOXHOCTb LEeHTpann3oBaHHOro
BocctaHoBneHms CYB/Ml Ha KNnWeHTe 1 BbINOMHATbL BOCCTAHOB/IEHNE N3 PE3EPBHON
KOMuKM TONbKO CO CTOPOHbI KNNEHTA NOA KOHTponem aamuHnctpartopa CYB .

LleHTpann3oBaHHOE BOCCTAHOB/IEHNE N BOCCTAHOBNEHME C pa3BepTbiIBAHNEM
PEKOMEHIYETCA NpeaBapuTenbHO BbIMOMHATL Ha PEe3epPBHOM XOCTe (BUPTyasbHOM
MaWnHe) ANs NPOBEPKM KOPPEKTHOCTM BoccTaHoBneHns CYB .

Moaynb PostgreSQL Universal nogaepxuBaetr paboTy C XpaHWMLWEM
cekpetoB HashiCorp Vault 1.16.3 Ha nnatgoopmax Astra Linux 1.7, Ubuntu 20.04,
RHEL 8.
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YcTtaHoBKa KnmeHTa RuBackup

[na BO3MOXHOCTW pe3epBHOro KonmposaHus npu nomowwy RuBackup Ha
3awmwaemblin cepsep ¢ B, nonxeH 6biTb ycTaHoBNEH knmeHT RuBackup u mogynb
pe3epBHOro konupoeaHus PostgreSQL Universal.

BHumaHue! Ons KoppekTtHon pabotbl Mmoayns PostgreSQL Universal
Ha y3en ¢ knmeHTom RuBackup Heo6xopumo ycTtaHOBUTb yTUnUTbl sudo,
Isof, grep, awk.

YcraHoBka naketoB knveHta RuBackup npoussBooutcs u3-nog yyYeTHom
3anncu ¢ agMUHUCTPATUBHBIMK NPaBaMu Npu NOMOLWM Cleayrowmnx KoMaHa (MMeHa
naketoB MOryT OTMYatbCa B 3aBWCUMOCTM OT WCMNOMb3yemolr onepaunoHHON
CVCTEMDI):

# dpkg -i rubackup-common.deb
# dpkg -i rubackup-client.deb
# dpkg -i rubackup-postgresql.deb

root@postgresql:/home/client2# dpkg -i rubackup-client.deb

Buibop paHee He BhifpaHHoro nakerta rubackup-client.

(YTeHne Ba3bl OAHHLIX .. HA QaHHLIW MOMEHT ycTaHoBneHo 131037 ¢awWnoB W KaTanoros.)
MNoarotoBka K pacnakoeBke rubackup-client.deb ..

PacnakoswiBaetca rubackup-client (2.0.0-rc.14) ..

HacTtpauBaerca naket rubackup-client (2.0.0-rc.14) ..

root@postgresql:/home/client2# dpkg -i rubackup-postgresgl.deb

Beilbop paHee He BoibpaHHoro naketa rubackup-postgresql.

(YTeHne 6a3bl OaHHBIX .. HA OaHHLIW MOMeHT YycTaHoBneHo 131083 dawna w kaTanora.)
Mogrotoeka K pacnakoBke rubackup-postgresgl.deb ..

PacnakoewBaetca rubackup-postgresql (2.0.0-rc.14) ..

HacTpauwsaetrcsa naker rubackup-postgresql (2.0.0-rc.14) ..

MNpn HacTpoilke KAneHTa pPeKoOMeHOyeTCs akTMBMpOoBaTb — OYHKLMIO
LIEHTPa/IM30BaHHOrO BOCCTAHOB/IEHNSI B TexX Clyyasix, korga npegnonaraercs
BoccTaHoBneHne CYB/ n3 cpeactea ynpaeneHus RBM.

B xome wuHctannaumm naketa momoynsi PostgreSQL Universal B cucteme
bynetr co3maH dpaiin  Hactpoek pmoctyna Kk  CYBO  PostgreSQL
/opt/rubackup/etc/rb_module postgresql.conf. W3meHute B 3TOM Cpaine
HaCTPOMKN AN BO3MOXHOCTU nogknodeHns mooyna Kk CYBI wn BbiInonHeHus
PEe3€epPBHOro KOMUPOBaHNS (CM. COOTBETCTBYIOWMNIA pasaen HuXe).

Mpwn cTapTe knneHTa RuBackup, B cnyyae npasunnbHOR HACTPOMKK fOCTyNa K
CYB. v koppekTHOI HacTporiku camonn CYB L] ans BbINONHEHWS 3a4a4 pe3epBHOro
KOnmpoBaHus n BOCCTaHOB/EHUS, B XYpPHanbHOM Goaine

6
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/opt/rubackup/log/RuBackup.log Ha «kavMeHTe nosBMTCA Ccnepyowas
3anwce:

2023: Try to check module: 'PostgreSQL universal' ...
2023: Execute 0S command: /opt/rubackup/modules/rb module postgresgl -t 2>&1
2023: Module version: 2.0

2023: PostgreSQL version: 12.13 (Ubuntu 12.13-Oubuntu@.20.04.1)
2023: [2023-02-15 11:47:03] Info: PostgreSQL data directory: /var/lib/postgresgl/12/main
2023: ... module 'PostgreSQL universal' was checked successfully

MonpobHo npouenypbl NOArOTOBKM K YCTAHOBKE, UHCTANNSLMUS, HACTPOKA 1
3anyck knueHta CPK onucaHbl B OOKyMeHTe «PykoBOOCTBO MO YCTAHOBKE WU
0OHOBNEHMIO CEPBEPOB PE3EPBHOrO KonMpoBaHus 1 Linux knneHtoB RuBackup».

O6HoBNeHue KoHdourypaumoHHoro doamna

HoBasi Bepcust Mooynsi COLepXWUT KOHQOUIypauMOHHbIA doann, napameTpbl
KOTOPOro MOTyT OTMYATbCS OT TEKYLWE BEPCUN, NOSTOMY Npu OBHOBNEHWN MOLY NS
Ha HOBYIO BEPCMIO TakXe OOHOBMSETCS M €ro KOHMUrypaumoHHbIi dpain. Ins
nepeHoca 3Ha4YeHW napameTpoB HACTPOEK W3 CTaporo KOHJUrypaunoHHOro
doaina B HOBbIV NPeOyCMOTPEH MEXaHN3M CIIUAHNSA KOHOPUrypaLIMOHHbIX doannos.

MoxeT cylwecTBOBaTh 3 BEPCUM KOHGOUIYPaLMOHHOIO chaina:

+  /opt/rubackup/etc/rb_module_postgresqgl.conf — TEKYLWMIA
KOHCPUrypaunoHHbIiA doaiin moaynsi. lMocne cnusHust Gynetr nepevMMeHoBaH B
rb_module_postgresql_old.conf.

»  /opt/rubackup/etc/rb_module_postgresql_old.conf — cTapbliit
KOHQPUIrypauUMOHHbIA ¢haiin, KOTOopblid Obin 3arpyXeH B npenblioyuiee oOHOBNEHWE
WA NPY YCTaHOBKE MOLYNS.

*  /opt/rubackup/etc/rb_module postgresql_upgrade.conf —
KOHCpUrypauMoHHbIi goaiin obHoBneHmst. [lonxeH 6biTb co3aaH Bpy4Hyto. [laHHbIN
KOHpUrypaumOoHHbIA chain ncnonb3yeTcs A5 3aMeHbl 3Ha4YeHUS napaMeTpoBs Npu
obHoBneHun moayns. Mpu o6HoBNEHM MOLYNSt OBHOBUTCS 1 €ro
KOHOOUrypaLMOHHbIA dpaiin, a 3Ha4eHUsl napameTpoB OyayT B3siTbl U3 CTAPOro
KOHdpurypaumoHHoro doaina. Ecnm xe B rb_module_postgresql_upgrade.conf
3anuncaHo opyroe 3HavyeHue, To ByaeT Ncnonb30BaHO OHO. OTO € AUHCTBEHHbIN
Cnocob NoAMEHNTb 3HAYEHNS NapaMeTPOB MOLyNSt MPY OOHOBNEHNM.

MexaHnamM  CAMSHUS  KOHQOUrypauMoHHbIX — ¢paiinoB  3anyckaeTcs
aBTOMaTNYeCKM Npw 06HOBNEHWN nakeTa deb nnm rpm.

ABTOMaTUYeckoe o6HOBNEHMe KOH(UrypauuoHHoro cpamna

ABTOMaTyeckoe OOHOBNEHME KOHUIYPALMOHHOIO dpaina BbiNOMHSETCS
npv 06HOBNEHWN NakeToB deb 1nm rpm u He TpebyeT OenCTBIIA OT NoNb30BaTENS.
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Mopsook aBToMaTUYECKOro 0BHOBNEHUS:

1. Tekywmn KoHurypaumoHHbih  doamn  rb_module postgresqgl.conf
nepenMeHoBbiBaeTcs B rb_module_postgresql_old.conf.

2. Cospaertcs Goann /opt/rubackup/etc/rb_module postgresql.conf,
KOTOpbIli fanee 6yneT NCnonb30BaH B KAYECTBE TEKYLLETO.

3. B cospaHHbili  paiin  rb_module postgresgl.conf  pobaensiotcs
napameTpbl KOHPUrypaLUnoHHOro doanna, KoTopble MoCcTaBnstoTcs B nakete deb
unn rpm. lNpyn 3TOM BCe NapameTpbl 3aKOMMEHTUPOBaHbI (BbICTaBneH cumson #
nepen Kaxoin CTPOKOMN).

4. Tlponcxoout  CNMsiHAE — CTAporo  KOHMpuUrypaumoHHOro  dpawna,
KOHCPUrypauUmMoHHOro doaiina obHOBMIEHNS, 1 HOBOrO KOHOPUrypaLUMOHHOro doaiina,
KOTOPbIV MOCTaBNAETCSA B MAKETE, NPU 3TOM:

»  3HayeHune kaxnporo napametpa bepertcs M3 KOHUIrypaLmoHHOro
dhaiina 06HOBNEHWS.

«  Ecnm B KOHUrypaumoHHoM dpaiine obHOBNEHMSI nNapameTpa Her,
TO 3HaYeHVe BepeTcsi N3 CTAPOro KOH(MIypauroHHOro doaina.

«  Ecnu B cTapoM KOHQUrypaumnoHHOM cpaiine 3HadeHue napametpa
OTCYTCTBYET, TO TaKOe 3HaYeHue:

o LobaBnsietcss, ecnum 310 o0bsidatenbHas  HacTpolika.
Lobaensetcs 6e3 3Ha4eHNs.

° He pobasnsietcs, ecnu HacTpoiika He obsi3aTenbHas.

« Ecnm y obsizatenbHoro napameTpa HET 3HAyeHus, TO npwu
yCTaHOBKE MakeTa BO3HUKHET owwmbka. ViHpopmaumto 06 owmbke MOXHO
MOCMOTPETb B /IOre YCTaHOBKW:

B  pesynbtate  aBTOmMatMyeckoro  obHoBneHust  Oymetr  O0BHOBMEH
KOHGourypaumoHHbii - doain  rb_module_postgresql.conf. Mogynb PostgreSQL
Universal 6ynet rotos k pabore.

Mpn  cnMsHUM  KOHPUIypaUMOHHbIX  doanoB  OyaoyT yOaneHbl  Bce
KOMMeHTapum 13 rb_module_postgresql.conf.

Ecnv npu 0BHOBNEHUM KOHCOUrypauUMOHHOro dpaina BO3HMKIN OWWOKKM, TO
nonb30BaTento HeobXxoaMmMo NnpoBepUTb KOPPEKTHOCTb
/opt/rubackup/etc/rb_module_postgresgl.conf n npn HeobxoAMMOCTV 3anonHUTbL
napameTpbl BPYYHY!O.
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KoHdourypaumoHHbIU chann mooyns

B xome wHCTannauum nakera MoOyns B CUCTEME  CO3[0aeTcs
KOHpurypaumoHHnlin dpain /opt/rubackup/etc/ rb_module_postgresqgl.conf.

# Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter
#

username rubackup_backuper

password 12345

host localhost

port 5432

archive_catalog /opt/rubackup/mnt/postgresql_archives
#Specify this path according to the installed version
pg_ctl /usr/lib/postgresql/12/bin/pg_ctl

#pg_waldump /usr/lib/postgresql/12/bin/pg_waldump
#pg_binary /usr/bin/custom/postgres

#pg_log /tmp/postgres. log

auto_remove_wal yes

direct_restore yes

postgresql_admin postgres
#Timeout period for the Tlast WAL file generated during backup(in
seconds)

wal wait_timeout 10

#Availability check period for 1last WAL file generated during
backup(in seconds)

wal_check_period 1

patroni_node_type_for_backup

#patroni_host and patroni_port are optional

#and may be needed for the module work in a patroni cluster
#patroni_host localhost

#patroni_port 8008

MapameTpbl 13 KOHUrypaumoHHoro dpavna rb_module_postgresqgl.conf
npencraeneHbl B Tabnuue 1.

Tabnuua 1 — T[lapametpbl dpaiina KoHgUrypauum MOOYNs PE3EePBHOrO
konuposaHus PostgreSQL
MapameTp HasHauyeHue 3HauyeHue no
YMONYaHUIo
username Nms nonb3osatens B CYBM PostgreSQL, | rubackup_backu
obnaparolwero npaeamyt BbIMONHATL PE3EpPBHOE per
KonnposaHue
password [Mapone pOna nonb3oBaTens, ykasaHHOro B
napameTpe username
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MapameTp

Ha3HauyeHue

3HaueHue no
YMOJTYaHUIO

host

IP-anpec unv [OMEHHOE UMS NOKanbHOro X0CTa,
Ha koTopoMm CYB ] npuHMMaeT noaknoyeHms.
WNcnonbayetcsa ans B3aumoneicteums ¢ CYB,
pe3epBHOE KOMMPOBaHME KOTOPOW
BbINonHsieTcs. Mapametp Heobs3aTenbHbIN, T.€.
€ro MOXHO He ykaablBaTb B KOH(PUrypaLMOHHOM
channe

localhost

port

Mopt mna coemmHeHus ¢ CYBM. [lMapametp
Heobsi3aTeNbHbIlA, T.. er0 MOXHO He yKa3blBaTb
B KOHOOUIypaLMOHHOM doawine

5432

archive_catalog

Karanor ona xpaHeHus apxmeHbix WAL

/opt/rubackup/
mnt/
postgresql_archi
ves

pg_ctl

Vcnonb3yetca ang 3anycka n octaHosku CYB,
PostgreSQL BO BpemMs BOCCTAHOBNEHUS C
pasBepTbiBaHMeM. MecToHaxoxaeHne pg_ctl
3aBUCUT OT NCMONb3YEMOIA BEPCUN.

lusr/lib/
postgresql/12/
bin/pg_ctl

pg_binary

Vicnonb3ayetcsa npu BbI30BE yTUNUTbI pg_Ctl
ona  3anycka PostgreSQL Bo Bpems
BOCCTaHOBNEHUS  C pa3BepTbiBaHNEM.
YkasblBaeT nyTb K WCNONHSEMOMY cpanny
postgres. NapameTp pg_binary He sBnseTcs
obs3aTeNbHbIM. Mo YMON4YaHMIo
NCMNONHSiEMbIA chaiin postgres bepetcst u3
TOro Xe Karasnora, U3 KOToporo 3aryckancs
pg_ctl, a ecnn HainTh pann HEBO3MOXHO, TO
"3 XECTKO 3a[laHHOro Karanora
NHCTaNNSLNW.

pg_log

Vcnonb3yetcs npu Bbi3oBe ytunutbl pg_ctl
ona  3anycka PostgreSQL BO Bpems
BOCCTaHOBNEHMS C passepTbiBaHveMm. B
yKasaHHbliAi cpaiin  ByneTr HanpaBnsTbCA
BblBOL ~ coobweHwin  cepsepa.  Paiin
CO30aéTcs, ecnm OH elé He CylecTsyer.
[MapamMeTp He sBnsieTcs 06513aTebHbIM.

pg_waldump

Myte po ymwnutel pg_waldump. [Napametp
Heobxogumo 3apatb AOns pabotbl noaTuna
WNHKPEMEHTANbHOIO PE3EPBHON0  KOMMPOBAHMS
page (Mpy  UCMONb30BaHUM  MOAMOAYNS
postgresql). MecTtoHaxoxaeHne pg_waldump
3aBMCKUT OT ncnonb3yemon Bepcun PostgreSQL.

/ust/lib/
postgresql/12/
bin/pg_waldump

auto_remove_wal

B cnyyae 3HayeHusi yes apxveHble WAL 6ynyT
yoaneHol M3 katanora archive_catalog nocne
BbINMONHEHNS PE3EPBHOIO0 KONMPOBaHUS (ecnu
OHW BKJIO4YEHBI B PE3EPBHYIO KOMNKIO)

yes

direct restore

MapameTp yctapen

yes

postgresql_admin

Login  agmuHuctpatopa  PostgreSQL B

ornepaumnmoHHON CUCTEME

postgres
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MapameTp HasHauyeHue 3HaueHue no
yMON4YaHuIo
execute_only_ on_le |B  cnydae 3Ha4YeHUss yes  pe3epBHOE no
ader KOMMpoBaHWE BbINOMHAETCS TONbKO HA nuaepe

knactepa Patroni.

B cnyyae aktmBaumu napametpa Mogynb
BO3BpalLaeT oTpuLATENbHbIA OTBET CEpBepy Ha
3anpoc O HanMyuMn pecypca, ecnv XOCT, Ha
KOTOPOM MPOU3BOAUTCS MPOBEPKA, HE SABNSAETCA
nnoepom knactepa Patroni.

MapameTp NpuMeHsieTcst TONbKo Npu pabote B
knactepe Patroni un ucnonb3yeTtcs TONbKO B
BEepcuu monyns 2.0 n HUXe. B
KOHJpurypaunoHHom doanne moayns sepcum 2.1
napametp 3aMeHéH Ha
patroni_node type for backup.

patroni_node_type f |B cnyyae ykasaHus 3HadeHus leader, pecypc
or_backup 6yneT OOCTYNeH TONbKO MPW YCNOBWM, YTO y3en
Ha KOTOPOM YCTAHOBMEH MOAyNMb C Takum
3HayeHVeM uMeeT ponb leader B knactepe
patroni.

B cnyyae ykasaHus 3Ha4eHus sync, pecypc
6ynet [OCTyneH TONbKO MPW YCNOBWM, YTO Y3en,
Ha KOTOPOM YCTaHOBMEH MOAyNMb C Takum
3HayeHneM, nmeeT ponb sync stanby B knactepe
patroni.

B cnyyae ykasaHua 3HaveHusl async, pecypc
OyneTt [OCTyneH TONbKO MPW YCNOBWM, 4TO Y3en,
Ha KOTOPOM YCTaHOBNEH MOAYNb C TakuMm
3Ha4yeHneM, MMeeT ponb replica B knacrepe
patroni.

MapameTtp patroni_node_type_for_backup
3ameHsieT B Bepcun Mooyns 2.1 napametp
execute only on leader.

wal_wait_timeout Mepuon oxunaaHnsa oOKOHYaHUS apxmeaLmnn 10
nocnegHero WAL-gpaiina, creHepupoBaHHOro
BO BPEMSI CO3aHNS PE3EPBHO KOMUK.

wal_check_period |[lepuon npoBepkn OKOHYaHWS apxmMBaumm 1
nocneaHero WAL-cpana, creHepmpoBaHHOro
BO BPEMS CO3aH1s1 PE3EPBHOIN KONuK

patroni_host IP-agpec, Ha koTopoM Patroni npuHuMaet localhost
BXoaswme 3anpochl Rest API.

MapameTp Heobsi3aTeNbHbIN (T.€. Er0 MOXHO He
yKasbiBatb B KOHOQOUrypaumoHHOM dparne) u
HeobXxoOuM  TOMbKO  ONs  B3aUMOOENCTBUS
mooyns ¢ Rest APl nokanbHoro npouecca
Patroni. Ecnn 3HayeHne napamerpa He ykasaHo,
OyneT npennpuHaTa MNOMbiTKa aBTOMaTUYECKM
onpenenuTb 3HaveHve 09 3Toro napametpa
yepes ytunuty Isof.
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MapameTp

Ha3HauyeHue

3HaueHue no
YMOTYaHUIO

patroni_port

[MopT, HAa KOTOPOM noKanbHbIA npouecc Patroni
cnywaet 3anpocbl Rest API.

MapameTp Heobs3aTenbHbIA (T.e. er0 MOXHO He
yKasbiBatb B KOHOQOUrypaumoHHOM dpaine) u
HeobXoOuM  TOMbKO  ONd  B3aUMOOENCTBUS
mooyns c Rest APl nokanbHoro npouecca
Patroni. Ecnu 3Ha4yeHne napameTtpa He ykasaHo,
OyneT npennpuHATa MonbiTka aBTOMATUYECKM
ornpenenuTb 3HaYyeHve Ofa 3Toro napametpa
yepes ytunuty Isof.

8008

use_secret_storage

Vicnonb3oBaHve XpaHunmwa CeKkpeToB
HashiCorp Vault v1.16.3

no
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YpaneHune knueHta RuBackup

[Mopsimnok ypaneHus KnveHTa RuBackup u3noxeH B [OOKYMEHTe
«PykoBOACTBO MO YyCTAHOBKE CEPBEPOB PE3EPBHOINO KOMMPOBAHUSA U Linux KNMEHTOB
RuBackup».
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NMonrotoBka CYB L PostgreSQL

Mogrotoeka CYB[, PostgreSQL K BbINOMHEHWIO PE3EPBHOIr0 KOMUPOBaHNS
npwv nomowm CPK RuBackup Bknoyaer:

1. Mogarotoeky cepsepa ¢ CYB PostgreSQL;

2. Co3spaHne nonb3oBatens CYBO nona 6e3onacHoro BbINONHEHUSA
pesepsHoi konun PostgreSQL.

BHumaHume! Ona noarotoBku pg_probackup nepenaoute K paspeny
«Pe3epBHOe KonupoBaHue c ncnonb3oBaHueM noamonynsi
pg_probackup».

BHumaHue! [Onsa  KOppekTHOW paboTbli BOCCTAHOBJNIEHUSA C
pa3BeptbiBaHMem B OC Alt Linux Heobxognmmo B channe /etc/passwd
Dob6aBuTb CTPOKY postgres:x:46:46:PostgreSQL
Server:/var/lib/pgsql:/bin/bash ] 3aKOMMEHTMpoOBaTb CTPOKY
postgres:x:46:46:PostgreSQL Server:/var/lib/pgsql:/dev/null

NonrotoBka cepBepa ¢ CYB M PostgreSQL

IOns nogrotoBkn cepsepa ¢ CYB[M, PostgreSQL HeobxoOMMO BbINOMHUTDL
cnepytowue oencTens:

1. [Ina obecneyeHnss poctyna nonb3oBatenss rubackup backuper k CYBI,
N3MeHNTe MeTon OocTyna B KoHdmrypaumoHHom doanne CYBJL PostgreSQL
/etc/postgresql/12/main/pg_hba.conf (pacnonoxeHve doana Moxet
OTIMYaTbCs B 3aBUCUMOCTW OT auctpubytmea Linux n Bepcun PostgreSQL) Ha
md5.

Mpumep utorosoro harmna:

all all
all all 127.0.0.1/32

all all ::1/128

replication all

replication all 127.0.0.1/32
replication all ::1/128

backupdb rubackup backuper 127.0.0.1/32
replication rubackup backuper 127.0.0.1/32
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2. Ins HenpepbIBHOrO apxmBupoBaHus u BocctaHoBneHnss CYBJI PostgreSQL
HeobxoamMmMo BKNOYNTb apxuenposaHne WAL, ons vero:

- B KOHGOMrypaumoHHOM doavine cybL PostgreSQL
/etc/postgresql/12/main/postgresql.conf  (pacnonoxenne  chaiina
MOXET OTn4aTbCs B 3aBUCUMOCTM OT aucTpubytmBa Linux u Bepcum
PostgreSQL) HacTpoiiTe cnepytowme napameTpsbi:

wal_level = replica

archive_mode = on

archive_command = 'cp %p /opt/rubackup/mnt/
postgresql_archives/%f'

— TaM Xe yCTaHoBUTE 3HadveHue napameTtpa data_directory (ecnu oHO He
ornpedeneHo), uHaye MOoLy/lb PEe3epBHOr0 KOMMPOBaHMA HE CMOXeT
onpenenutb Mectornonoxexue garvnos CYB:

data_directory = '/var/lib/postgresql/12/main'

— B dpaiine postgresgl.conf ona Bepcuin PostgreSQL 12 n bonee HoBbIX,
LOMKHa bbITb MponmncaHa cTpoka, onpeaensowas nopsaok passepTbiBaHNS
CYB/ n3 pe3epBHON KONUK:

restore_command = '‘cp /opt/rubackup/mnt/
postgresql_archives/%f %p'

Bea nobasneHns aton cTpoku anst Bepcuii PostgreSQL 12 n 6onee HOBbIX
MoLynb OyneT oTkasblBaTbCs CTapTOBaTh M OyOeT BblaaBaTb coobleHe 06
owwmoke:

ed Feb 15 12:10:34 2023: ... module 'LVM logical volume' was checked successfully
ed Feb 15 12:10:34 2023: Try to check module: 'PostgreSQL universal' ...
ed Feb 15 12:10:34 2023: Execute 05 command: /opt/rubackup/modules/rb module postgresql -t 2>61

ed Feb 15 12:10:34 2023: PostgreSQL version: 12.13 (Ubuntu 12.13-ubuntu@.20.04.1)
ed Feb 15 12:10:34 2023: [2023-02-15 12:10:34] Error: You MUST define restore command in the /etc/postgresql/12/main/postgresql.conf
Wed Feb 15 12:10:34 2023: ... unable to use module 'PostgreSQL universal' at this client

i
i
i
Wed Feb 15 12:10:34 2023: Module version: 2.0
i
i
[

Ecnu pasmep apxvBa Cnuwkom 60nbLIO, NPON3BEANTE CXAaTne apXUBHbBIX
goannos WAL ytunuton gzip:
archive_command = 'gzip < %p >
/opt/rubackup/mnt/postgresql_archives/%f.gz'

Lns cxatns apxmBHbIX oainoB MOXHO BOCMONb30BATLCS N0O0IN Apyrov
YTUINTOW, HO TaknM 06pa3oM, 4Tobbl nms WAL-cpaiinos nocne cxartumst 6bi1o

gopmara TTTTTTTTXXXXXXXXYYYYYYYY .extension, roe extension - ato
pacwvpeHue goanna.

Ins BOCCTAHOBNEHUSI apxvBa WCMONb3yinTe yTunuty gunzip wunm mobyto
LPYryto NOOXOOSLYIO YTUANTY:
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restore_command = 'gunzip <
/opt/rubackup/mnt/postgresql_archives/%f.gz > %p'

3.Tlocne BHeCeHUS W3MEHEHWI B KOHMUrypaumoHHbIA doanmn nepesanycrute
PostgreSQL komaHngon:

$ sudo service postgresql restart

3HaveHne napametpa archive_command [onXHO cogepxartb katanor B
thainosoii cucteme cepeepa PostgreSQL, B koTopbidi GyaoyT KonmMpoBaTbecs
apxusupyemble cermeHTbl WAL.

B Hactpoiikax RuBackup gna kaxpon CYBJL, PostgreSQL B dhaine
/opt/rubackup/etc/rb_module_postgresql.conf onpeneneH napametp
archive_catalog, conepxawuin 3Ha4yeHue katanora, B KOTOPOM npegnonaraercs
BPEMEHHOe xpaHeHue apxveHbix WAL-gpannos. 3HaveHue 3TOro napametpa no
YyMONYaHWIO:

/opt/rubackup/mnt/postgresql_archives/

MNpu nnaHuposaHum yctaHoBku CPK RuBackup Bbl MOXeTe HasHauuTb Ang
xpaHeHusi apxmeHbix WAL-chalinoB BbloeneHHoe xpaHunuuie TpebyeMoro pasmepa
1 coenatb Ha Hero ccbinky Ha Tom cepeepe PostgreSQL, roe ato TpebyeTtcs.

O6bem HeobxoamMoro npocTpaHcTea nog apxveHble WAL-cbaiinbl 3aBucuT
OT Harpy>XeHHocT! 6a3bl AaHHbIX 1 NEPUOAMYHOCTM H3KanoB, a TakXe 3HaYeHusl
napameTpa “auto_remove_wal” B KOH(pUrypaumoHHOM charne.

BHumaHue! YKa3aHHbIN KaTtanor JonxeH 6biTb AOCTYNEH Ans 3anucu
M uTeHMs nonb3oBaTento postgres, a TakXe mMonb3oBarento, Mopa,
KOHTpoONem KoToporo pabortaet knmeHT RuBackup!

Obecne4ynTtb 3TO MOXHO KOMaHOOMN:

# chown postgres:postgres
/opt/rubackup/mnt/postgresql_archives/

Lns npasunbHoi pabotbl knneHTa RuBackup napametp archive _catalog B
KoHdpurypaumm RuBackup v napametp archive_command B KOHGUrypaLmoHHOM
dhaiine PostgreSQL monXHbl MMETb OMHAKOBOE 3Ha4YeHue O/ OOHOW U TO Xe
cybL.

Mocne n3MeHeHWsI NapaMeTPoB KOHMMIypauMoHHOro doaiina Heobxoaumo
nepesarpyantb PostgreSQL npu nomowm koMaHab!:

$ sudo systemctl restart postgresql
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Mpu HacTpoiike pe3epBHOro konmposaHus PostgreSQL B OC Astra Linux
SE 1.6 n 1.7 Heobxooumo B cpaiine /etc/parsec/mswitch.conf gns napametpa
zero_if notfound yctaHOBWTbL 3HayeHWe yes K 3aTem nepesarpy3nTb CEPBUC
PostgreSQL:

$ sudo service postgresql restart

Co3paHue nonb3oBarensd CYB onsa 6e3onacHoro
BbINONHeHUs1 6a3oBon pe3epBHoM kKonuu PostgreSQL

Monb3oBaTenb Ans BbINMOMHEHUS Onepaumn co3naHus 6a3oBol pe3epBHON
Konun OonXeH obnanaTb npaBaMy Ha BbIMOMHEHME CPYHKUMIA Havana 1 OKOHYaHMs
pe3epBHOro konmpoBaHus ak3emnngpa PostgreSQL. [ns HaAcTporky BbINONHUTE
cnegywowune oencTBns:

1. BbizoBuTe psql npu nomowwm KoMaHabl:

$ sudo -u postgres psql

2. B psql cospavite nonb3osatens rubackup_backuper (B kayectse napons
yKaxuTe xenaemblin naponb BMecto 12345):

# create user rubackup_backuper password '12345';
# alter role rubackup_backuper with login;

BHumaHvne! B PostgreSQL Bepcun 14 n HuXe MCNONb3yOTCA OYHKLMM
pg_stop_backup n pg_start_backup, a B Bepcun 15 u Bbiwe - pg_backup_stop n
pg_backup_start.

# grant execute on function pg_backup_start to
rubackup_backuper;

# grant execute on function pg_backup_stop(bool, bool)
to rubackup_backuper;

# grant execute on function pg_switch_wal to
rubackup_backuper;

# grant pg_read_all_settings to rubackup_backuper;

Bmecto nonb3osatens rubackup backuper Bbl MoxeTe co3gatb

nonb3oBatenss C OpPYyrMM MMEHEM W C TakuM Xe Habopom npas. B cpavine
KoHdpurypauwmm mogyns /opt/rubackup/etc/rb_module_postgresql.conf

HeobxoanMo yKa3aTtb M4 MNMoJib30BaTeNA U ero naposnb:
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# cat /opt/rubackup/etc/ rb_module_postgresql.conf
username rubackup_backuper

password 12345

port 5432

archive_catalog /opt/rubackup/mnt/postgresql_archives
pg_ctl /usr/lib/postgresql/12/bin/pg_ctl

auto_remove_wal yes

direct restore yes

postgresql_admin postgres

Ons napametpa pg ctl HeobxooumMo ykasaTb abCOMOTHbIA MyTb 4NN
ncnonb3yemoli sepcumn PostgreSQL.

Hactpouka SELinux

B Hekotopbix cnydasx SELinux MoxeT 6nokvpoBatb  BbINOMHEHWE
pe3epBHOro konuposaHua moaynsa PostgreSQL. Ha 310 MoxeT ykasbiBaTb
cnenytowas ownbka B norax postgresql:

cp: cannot create regular file
'/opt/rubackup/mnt/postgresql_archives/00000001000004B500000
@77': Permission denied

Ling Toro, 4TOObI YCTPaHUTb OaHHYIO 0LI.II/I6Ky, BbINONTHATE Cnenytowmne waru:

1. YcraHoBUTE HEO6XOAMMbIE MHCTPYMEHTbI ynpasneHus SELinux:
Ybeontecb, 4TO y Bac yctaHoBneH naket policycoreutils-python-utils (nnn
policycoreutils-python B 3aBuc1MOCTV OT Bawero oucTpmbyTunea):

sudo yum install policycoreutils-python-utils # For
RHEL/Cent0OS/Fedora

sudo apt install policycoreutils-python-utils # Forx
Debian/Ubuntu

2. Cospante nonb3oBartenbckun moaynb nonutuku SELinux:
CHavana cospante pann onsg onpeneneHus Baller MoSb30BaTeNnbCKow
nonuTukn. Hanpumep, cospante cann ¢ nMeHeM my_custom_policy.te:

vi my_custom_policy.te

[NobaBbTe B STOT haiin  cnedyolwee  COOepXUMOoe,  3aMeHuB
"/path/to/your/folder" dpakTMyeckum nyTeMm K Kartanory, KOTOPbIA Bbl XOTUTE
NCKITIOYNTb, N UMEHEM my_custom_t nonb3oBarenbckoro Tvna:
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module my_custom_policy 1.0;

require {
type unconfined_t;
type my_custom_t;

type my_custom_t;

allow unconfined_t my_custom_t:file { read write execute };
allow unconfined_t my_custom_t:dir { zread write add_name
remove_name };

3. CKoMnNuUAnpymTe U yCTaHOBUTE MOAY/b MONIUTUKM:
CkoMMuUnMpyiiTe Moay/b MONUTUKNA:

checkmodule -M -m -0 my_custom_policy.mod
my_custom_policy.te semodule_package -o my_custom_policy.pp
-m my_custom_policy.mod

YctaHoBuTe MOaynb MNONTUKMA:
sudo semodule -i my_custom_policy.pp
4. NomeTbTe KaTtanor nonb3oBaresibcKum Tunom SELinux:

Ncnonb3yiite komaHoy semanage fcontext, 4tobbl 006aBUTL KOHTEKCT, U
KoMaHnay restorecon, 4Tobbl ero MPUMEHUTD:

sudo semanage fcontext -a -t my_custom_t
"/path/to/your/folder(/.*)?"

sudo restorecon -R -v /path/to/your/folder
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NMoaorotoBka K UCMOJIb30OBaHUIO
LLeHTpaZIM30BaHHOro XpaHunuuia
cekpetoB HashiCorp Vault 1.16.3

AyTeHTUpKaUMOHHas WHpopMaums (oanee no TeKCTy — CekpeT) ons
nogknodeHns Kk CYBM, PostgreSQL, ¢ uenbio pesepBHOro KOMUPOBAHWUS WA
BOCCTaHoBNeHMs OaHHbix CYB[, xpaHnTcs B KOHGOMrypaumoHHOM dhaine, 4To He
aBnsieTcs 6e30nacHbIM NOAX0A0M, T. K. 3M0YMbIWAEHHUKN MOy MOMyYUTb AOCTYM K
coOepXumomy dpanna, ecnm OH HeJoCTaTO4HO 3aLNLLEH.

Bonee 6e3onacHbiM MNOOXOOOM K XPAHEHUKD CEKPETOB  SBNSIETCH
MNCNONb30BaHNE UHCTPYMEHTA yNpaBneHns cekpetamu, Takmm kak HashiCorp Vault.
OT1a cuctema no3BONSeT WKMGPOBAaTb CEKPETbl M XpaHuTb KX B 6Ge3onacHoM
XpaHunuie, K KOTOPOMY WMEIOT [OOCTYn aBTOpu30OBaHHble nonb3osatenu CPK
RuBackup ¢ cootseTcTBytOWMMM NpaBamMn JOCTyna.

NHterpauma CPK RuBackup ¢ xpaHunuwem cekpetoB HashiCorp Vault
NMPOVCXOAUT 4Yepe3 OCHOBHOW cepBep (NpuW €ero HemocTyrnHOCTM — Yepes
pe3epBHbIi cepBep) nocpeacTsom nHtepgoennica REST API.

NHterpauma CPK RuBackup ¢ xpaHunuuwem cekpetoB HashiCorp Vault
NnooOepXunBaeTcs TONMbKO MNPW  CO3OaHUM W BOCCTAHOBNEHUWM  MOMHBIX U
NHKPEMEHTAbHBIX PE3EPBHbIX KOMWIA.

NpaBa pocTtyna

MpaBa mocTyna kK cekpetam XpaHwvwa npeaocTaBnstoTCs Nob30BaTeNsMm
CPK RuBackup B cootBeTcTBUM C Tabnuueii 2.

Ta6bnuua 2 — [lpaBa gocTtyna nonb3oBaTeneii CPK RuBackup kK cekpetam
xpaHunvwa HashiCorp Vault

Ponb

o |
2| B g | g
Onepauwus ® 8 3 5
3 2 2 | 8 3
(o} 8 I = [e] o
O A S s [oR ()
S5 | 5| £|58% £
SRS < | 03| O
PepakTnpoBaHue gaHHbIX XpaHuUIuia CEKPETOB + — — — —
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Ponb
Q '
o Q
a = Q
Onepauus @ 8 g Q
P 5 X 2
Q S S 2 g
o & . = o o
O A S s Q ()
C = = =5 C S cC
> o =g > Q = >
O e < L | O=| O
Job6aBneHve gaHHbIX XPaHUMLWA CEKPETOB + — — — —
YIoaneHve faHHbIX XPaHWIULLA CEKPETOB + — — — —
[ obaBneHre METOLOB NOMTyYEHNS1 CEKPETOB B N . . . .
CPK
MpocmoTp meTonoB nonyyeHns cekpeTtos B CPK + C — — C
PenakTtupoBaHne MeTo10B NONy4YEHNS CEKPETOB N . . . .
B CPK
YnaneHve mMetonos nony4yeHns cekpetos B CPK + — — — —
Ha3HaueHune pocTtyna Kk Metoam nonyyeHms N . . . .
cekpetoB B CPK
[MpumeyaHwve:
C — pocTtyn HasHayaeT Cyneprosb3oBaTesb Ha BbiOpaHHbIi MeToq

NMoaroroBka K UCNONb30BaHUIO

a)

MpensapuTensHO cnenyer:
Monyunte cnepyrowme faHHbIe 0T AOMUHMCTPATOpPa XpaHuImLa CEKPeTOB:

NnoaTBEPXAEHNe, 4TO CEKpPeT co3paH B xpaHunuuwe cekpetoB HashiCorp
Vault.  OmouH  cekpeT MOXeT cogepXaTb  Heckonbko  Habopos
ayTeHTUOMKALMOHHON NHAbopMaLmMun B goopmMare .json;

TOKEH ans poctyna kK xpaHunuuly cekpetos HashiCorp Vault;
MeToA OOCTyna K CeKpery.

Ha xocte ¢ passépHytiM RBM, nocpenctsom kotoporo Oynet
NPOV3BOAMUTCS PE3EPBHOE KOMMPOBaHME 1 BOCCTaHoBNeHMe daHHbix CYB/]
PostgreSQL, Heobxoammo:

nobaBnTb 3anmMcb O cepeepe xpaHunuwa cekpetoB HashiCorp B dhaiin
/etc/hosts, HanpyMep, BbIMNOMHUB B TEPMUHASE KOMaHIy:

sudo echo "ip-address hostname " >> /etc/hosts

roe:
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ip-address — ip agpec cepsepa xpaHunuwa cekpetoB HashiCorp
hostname — umsa cepeepa xpaHunuwa cekpetoB HashiCorp;

creHepvpoBaTb 3anpoc Ha cepTvdmkaTr W noanucatb ero Ha cepsepe
xpaHunuwa cekpetoB HashiCorp (ons wmcnonb3oBaHus Mmetoga https),
BbINMO/IHMB B TEPMHANE KOMaHOY:

sudo openssl s_client -showcerts -servername hostname -connect
hostname:8200 > /tmp/cacert.pem

roe:
hostname — ums cepeepa xpaHunuwa cekpetoB HashiCorp;

8200 — nopT (N0 ymMonyaHuio) 4ns NPoCNyWnBaHNS 3anpoCcoB K XPaHUImLLy

cekpetoB HashiCorp Vault no 6e3onacHomy npotokony https;

/tmp/ — nanka, B KOTOpytd OydoeT COXpPaHEH CreHepypPOBaHHbLIA W

noAanvcaHHbl cepTudmkar;

cacert.pem — M4 gparna ceptudukara B goopmaTe .pem, nognmcaHHoro

Ha cepsepe xpaHunuwa cekpeTtos HashiCorp.

3.

Cynepnonb3oBatens CPK RuBackup ponxeH npoussectv cnegywowme
HaCTPOMKKM Ons UCnonb3oBaHus cekpeTtos xpaHunuwa HashiCorp Vault:

B KOHoUrypaumoHHoM dchaiine moayns rb_module_postgresgl.conf nobaebte
napameTp Ucnonb3oBaHns XpaHunuwa use_secret storage co 3HayeHvieMm
<<yeS>>;

B KOHJoUrypaumoHHoM doamne moayns rb_module postgresql.conf yoanute
napameTpbl, HanpuMmep, username w/wnu password, KOTOpble COOAEPXMUT
NCMonb3yeMblii CEKpeT;

nocne astopusauum B RBM ¢ npaeamu cyneprnonb3oBatenss npov3seaute
HACTPONKM ons paboTbl C XPaHWUIMLLEM CEKPETOB:

nobaebTe XpaHunuiie CEKpPETOB,
nobaBbTe MeTod nony4yeHns cekpeta B XpaHUInLle;

HasHaybTe AOMuHMCTpatopy w/wnu Cynepsaisepy AOCTYMHbIA MeToq
Nony4yeHnsl cekpeTa.
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MacTtep-knioy

B xome yctaHoBku knueHta RuBackup 6ymet cos3maH Mactep-knod ans
3alWNTHOrO NPeobpasoBaHUst PE3EPBHbIX KOMWIA, a TakXe KI4YM ANs 9NeKTPOHHOM
No4ANUCK, eCnv NpeanonaraeTcs NCNob30BaTb NEKTPOHHYIO NOAMMCh.

BHumaHue! Mpn yTepe Kn4ya Bbl He CMOXeTe BOCCTaHOBUTb AaHHble
M3 pe3epBHOW KOMUW, ecnn OHa 6bina npeoﬁpasoBaHa C noMouwbro
3aLlLUTHbIX anropuTtMos!

BaxHo! Knioun pekomeHayetcs nocrse co3paHuMa CKOnupoBaTb Ha
BHELLHUN HOCUTENb, a TaKXe pacne4yararb OyMaXHyH Konuio u yopatb atn
Konuu B HapexHoe mecto!

MacTtep-kno4  pekoMeHOyeTcs pacrnedyaratb MpyY  MOMOWW  YTUAWTDI
hexdump, Tak kak OH MOXET cofepXaTb HEOTODbpaxXaeMble Ha 3KpaHe CUMBOSbI:

$ hexdump /opt/rubackup/keys/master-key
0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 €183 1528 a343
0000020
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3awuTtHoe npeobpasoBaHue pe3epBHbIX

KOMUN

Mpn HeobXxoaMMOCTW, cpasdy Nocne BbIMONHEHUS PE3EPBHONO KOMMPOBAHUS
apxuBbl MOTyT ObITb Npeobpa3oBaHbl HAa XOCTe KNMeHTa. Takum 06pa3oMm, BaxXHbIe
HJaHHble OyayT HemocTynHbl Ons agmuHuctpatopa RuBackup wnm ppyrux nuu,
KOTOpble MOrnn 6bl MONYYNTb OOCTYM K PE3EPBHON KOMUM (HanpuMep, Ha BHELLHEM
XpaHUnme KapTpuoxen NeHTOYHOM Bubnuotekn nnm Ha nnowanke nposainepa
06nayHoro xpaHnnmuwa 415 Balmx pe3epBHbIX KOMUIA).

Bbibpate TMN 3awmMTHOrO nNpeobpa3oBaHnsi MOXHO B MeHenxepe
agMuHncTpatopa Rubackup npu co3paHum npasuna nnm ctpaternm (nogpobHee —
B IOKYMeHTe «PyKoBOACTBO CMCTEMHOro aaMuHucTparopa Rubackup»).
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MeHepXxep agmuHuctpartopa RuBackup

(RBM)

OkoHHoe npunoxeHne Meneoxep agmuHuctpatopa RuBackup (RBM)
npegHasHavYeHo Ons aaMUHUCTPUMPOBaHUS cepeepHor rpynnuposkyn RuBackup,
BKNOYAS ynpaBneHue KaveHTamu, rnobanbHbIM pacnucaHneM, XpaHunmwamm
pe3epBHbIX Konuii 1 apyrumm napametrpamm RuBackup.

B RuBackup 2.1 RBM pacnonaraetcsi B OTAEMbHOM MakeTe U MOXET ObiTb
YyCTaHOBNEH Kak Ha CepBep pPe3epBHOro KOMMPOBaHWSA, Tak WM Ha yOaneHHOM
aBTOMaTM3MpPOBaHHOM paboyeM MecTe agMuHucTpatopa (nogpobHee — B
DOKyMeHTe «PykoBOACTBO CUCTEMHOrO aaMmHucTpaTtopa Rubackup»).

RuBackup 2.1 npenocrasnsier MHOrononb3oBartenbckylo Moaenb OocTyna K
cucteMe pesepBHOro konmposaHus. Mpu 3anycke RBM Bam notpebyeTtcsi npoiiTy
ayTeHTudpmkaumio. YTouHute login/password ons Bawei pabotbl y FNaBHOrO
agmuHuctparopa CPK. Ecnv Bbl rnasHblii agMUHUCTPATOP, TO UCMONb3ynTe Ons
asTopu3aLmn cyrnepronb3osaTens rubackup v TOT Naposib, KOTOPbIA Bbl 334251 eMy
NpW NHCTaNNSALUMN.

Lna 3anycka RBM BbInonHUTE KOMaHay:
# rbm

MNocne 9TOr0 B OTKPLIBWEMCSH OKHE BBEOWTE HAVMMEHOBaHWE CcepBepa
Rubackup, nmsa nonb3osartens n naponb (PUCyHOK 1).
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RuBackup Manager

Wma cepeepa RuBackup
10.177.32.71

Wmsa nonb3oeaTens

rubackup

Mapons

Tun ayTeHTUUKaLKUm
RuBackup DB

BonTtw

PucyHok 1

Ons onpeneneHns cratyca KAMeHTa HeobxoOMMO MNEPenTn Ha BKNAOKY
AnmuHucTpupoBaHue — KnueHtbl (PUCYHOK 2):

RuBackup manager (Ha astra)

Monb3osarenn g‘
( Crpaterum
Tpynnst M
[l Mmo6ankHoe pacnucaie 8 Monb3osaTenn % ngibzoBaTeneﬁ % Cynepsaiizepb! % Conposoxaaowme
némHasn v

% ALMUHUCTPATOPb!

u
2 06beKTh
£\
& ABMUHUCTPUpOBaHMe Q KnuenTsl %‘[? pynnel KNMEHTOB E Meawnacepsepb!
ele =

XpaHunuiia
JlokanbHble
Mynsl Fpynnel nynos

Moamena nynos annosbie

oy

@ @ XpaHunuwa
=
‘] BoyHble £=) JleHTouHbIe [==] NeHTouHble
\&7) ycTpoiicTa @ Dinaks \g/ KapTpUAXmn [E=] 6ubnnoTexn
Quepean
) Ovuepeab 3apay ) Ouepeab 3apay 2] Ouepens
—| Ouepeab 3apay I=| neHTOouYHbIX :=| B3aumopencTens c ko a6l poMneHw?l
= = 6ubnnotek > obnakamu Qa yBeX
MnaHb!
=—| nnan asapuitHoro =—| nnan Tekywero
=/ BOCCTaHOBNEHUA =35| obcnyxnsanua

PucyHok 2
[Mpwn 3TOM OTKPOETCS OKHO (PUCYHOK 3).

Ecnu knmeHT RuBackup ycTaHOBNEH, HO He aBTOPU30BaH, B BEPXHEN 4acTu
okHa RBM kHonka «HeaBTOpun3oBaHHbIE KMEHTbl» ByOeT akTUBHA, a B HUXHEN
NeBOW YacTn ByneT ykasaHo KONMYECTBO HEABTOPU30BaHHbIX KNMEHTOB.
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Bce HoBble KNMEHTbI AONMXHbI ObiTb aBTOPM30BaHbl B CUCTEME PE3EPBHOMO
konnposaHus RuBackup.

RuBackup manager (Ha node190) 5 e &
8 @
Kntentsi
EOGreiqH NlobasuTs (& HeasTopH3OBaHHbIE KAMEHTS! il
Crpaterun D Wms ID rpynnel Tun OC  AMcTpuBbiotop OC  HWID Cratyc MAC 1Pv4 IPv6 JlokanbHoe pacnivicanme Myn  CrMCOK OFpaHWdeHuii  EMKOCTb xpaH|
[ MnobansHoe pacnucatme 2 nodeld 1 2 3 493064b71b78630c (B ceTw) 02:42:ac:12:00:0a  172.18.0.10 false 1 false 10
5 node29 3 2 3 8abb63b9ccObed9e B ceTn 02:42:ac:12:00:1d 172.18.0.29 false ] false 10
B YAanéHHas pennukauus
6 node28 1 2z 3 adef2aafac7c4572 B ceTn 02:42:ac:12:00:1c 172.18.0.28 false false 10
[ PenosuTopuit 7 node27 1 2 3 3ceB5ef5a2016910 (Bcen) 02:42:2c:12:00:1b  172.18.0.27 false 1 false 10
) Ouepens 3ana4 8  node26 1 2 3 cd600e7faB4a3sbe3 (Bcetw) 02:42:ac:12:00:1a  172.18.0.26 false 1 false 10
L node25 1 2 < 3 9fc6ee84491d70d6 B ceTn 02:42:ac:12:00:19 172.18.0.25 false 1 false 10
£5 Cepaepsi RuBackup &=
10 node24 1 2 - 3da40f7b8c9cdfdc B ceTn 02:42:ac:12:00:18 172.18.0.24 false X false 10

XKypHansi

& AnMuHUCTPUpOBaHYe

8 rubackup@nodel0

& 233 neawropmsonamsix KnneiTon

PucyHok 3

Ona aBTopu3aumm HeaBTOpPU30BaHHOro knueHta B RBM  BbinonHute
cnepytowue oencTeuns:

1. Haxmute kHonky HeaBTOpM30BaHHbIe KMEHTbI. [1pn 3TOM OTKpPOETCS OKHO
(pUCyHOK 4):

RuBackup manager (Ha node190)

8 @
BRCERE & AeTopusosats @ YaamwmTe
@ Crparerum D Wma Tun OC  AucTpubioTop OC N 1Pva IPv6  HWID
B rnoansHoe pacnucame 1 node130 2 3 o: 0:82  172.18.0.130 caf13626c205a65f  2023.03.30 13:16
2 nodels9 2 3 02:42:a¢:12:00:9f  172.18.0.159 04de3b0e204642e0  2023.03.30 13:16
@ YaanénHas penavkauus
3 node6s 2 3 02:42:2¢:12:00:44  172.18.0.68 5b59163347c6b77d  2023.03.30 13:16
() PenosuTopuit 4 nodeos 2 3 02:42:a:12:00:5d  172.18.0.93 142b8e9dfad687de  2023.03.30 13:16
Ouepens 3aa4 5 node12s 2 3 02:42:2¢:12:00:7d  172.18. 035c578b5bbd37e6  2023.03.30 13:16
6  nodelsl 2 5 02: :00:97 17218 1b1bb2fb3add6338  2023.03.30 13:16
Cepeepbl RuBackup
7 node223 2 8 02:42:ac:12:00:df  172.18.0.223 f9281eafcdb6de00  2023.03.30 13:16
[ KypHansi 8 node23a 2 8 02:42:ac:12:00:0a  172.18.0.234 cebd8dd8b25b00f7  2023.03.30 13:16
& ABMUHICTPUPOBaHIE 9 node221 2 8 02:42:2¢:12:00:dd  172.18.0.221 dlea05404c6abbed  2023.03.30 13:16
10 nodelsl 2 3 02:42:2¢:12:00:05  172.18.0.181 8084d02f27¢a9d52  2023.03.30 13:16
11 nodel73 2 3 02:42:2¢:12:00:d  172.18.0.173 1e245243fe8fb38b  2023.03.30 13:16
12 nodesl 2 3 02:42:2¢:12:00:51  172.18.0.81 8d1b428142129620  2023.03.30 13:16
13 node201 2 8 02:42:2¢:12:00:9  172.18.0.201 89078720f0542c73  2023.03.30 13:16
14 nodedd 2 3 02:42:2¢:12:00:31  172.18.0.49 dad032aldaefdde8  2023.03.30 13:16
15 node214 2 8 02:42:2¢:12:00:d6  172.18.0.214 7982c24225d60031  2023.03.30 13:16
16  node6d 2 3 02:42:2¢:12:00:40  172.18.0.64 3df74471d9432af1  2023.03.30 13:16
17 node30 2 3 02:42:2¢:12:00:1e  172.18.0.30 d3f32ef788977835  2023.03.30 13:16
18 nodeds 2 3 02: :00:2d  172.18.0.45 e47ad19aac3f5769  2023.03.30 13:16
20 nodels2 2 3 02:42:a¢:12:00:06  172.18.0.182 e1b584f576a11b7b  2023.03.30 13:16
21 node247 2 8 02:42:a¢:12:00:7  172.18.0.247 65e0c9a19f881fa  2023.03.30 13:16
22 nodess 2 3 02:42:20:12:00:37  172.18.0.55 79aed1bfld2ed34b  2023.03.30 13:16
23 node21l 2 8 02: :00:d3  172.18.0.211 72945aa45fedd96c  2023.03.30 13:16
24 nodelds 2 3 02: 2:00:01  172.18.0.145 9bc216af48008f8f  2023.03.30 13:16
25 node22 2 3 02:42:2¢:12:00:16  172.18.0.22 5c0c33886dcc63bc  2023.03.30 13:16
26 nodeld2 2 3 02:42:a:12:00:8¢  172.18.0.142 €876539c4e656a76  2023.03.30 13:16
28 nodel93 2 3 02:42:2¢:12:00:c1  172.18.0.193 5dofbfc76deddcd2  2023.03.30 13:16
29 node9s 2 3 02:42:2¢:12:00:62  172.18.0.98 2f070688246ab8c0  2023.03.30 13:16
8  rubackup@node10 30 nodels3 2 3 02:42:2¢:12:00:99  172.18.0.153 1c26253480d2df0f  2023.03.30 13:16
B 233 HeasTopu30BaNHbX KIEHTOB 31 nodelo3 2 3 02:42:2:12:00:67 _ 172.18.0.103 220e3b67ebc3fBad  2023.03.30 13:16 v

PucyHok 4

2. Bolbepute HyXHbIi HEaBTOPWM3OBAHHbIA KAMEHT U Haxmute ABTOpPM3OBaTb
(pUcyHok 5):
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RuBackup manager (Ha node190)

Bonpoc

ABTOPW30BaTh BbIGPAHHBIX K/IMEHTOB

PucyHok 5

Mocne aBTOpM3aUMM HOBbIA KNWEHT OyneT BuaeH B rnaBHOM okHe RBM
(pucyHok 6):

RuBackup manager (Ha node190)

¢ Ru 8 ®

& O6wbexTs!

@ Robasute & knvenTsl (7 © Yaanuts ®
@ Crpateruu T bioTop OC  HWID
B rnoansHoe pacnucame |2 nodero 1 2 3 493064b71b78630c (B ceTw) 02:42:ac:12:00:0a  172.18.0.10 false 1 false 10

|5 node2s 1 2 3 8abb63boccObedde (B cetw) 02:42:ac:12:00:1d  172.18.0.29 false 1 false 10
@ Ynanénas penaukaums |

|6 nodezs 1 2 3 adefaafac7cds72  (Bcetw) 02:42:ac:12:00:c  172.18.0.28 false 1 false 10
() PenosuTopuit i 7 node27 1 2 3 3ceB5ef5a2016910 (Bcetn) 02:42:ac:12:00:1b  172.18.0.27 false 1 false 10
) Ovepens 3anay |8 node2s 1 2 ) cd600e7faga3sbe3  (Bcetn) 02:42:ac:12:00:1a  172.18.0.26 false 1 false 10
B ) |9 node2s 1 2 3 9fc6ee84491d70d6 (B cetn) 02:42:ac:12:0019  172.18.0.25 false 1 false 10
IR ‘ 10 node24 1 2 3 3dad0f7b8cocdfdc  (BceTn) 02:42:ac:12:00:18  172.18.0.24 false 1 false 10
[ XKypHans! |11 nodeso 1 2 3 caf136a6295a65f 02:42:3:12:00:82  172.18.0.130 false 1 false 10

& ARMUHUCTPUPOBaHUE

PucyHok 6

KnueHTbl MOryT ObiTb CrpynnmMpoBaHbl aaMUHUCTPATOPOM MO KakoMy-nnbo
oblwemy npusHaky. B cnyyae Heob6x0AMMOCTV BOCCTAHABNMBATL PE3EPBHBLIE KOMUK
Ha OPYroM XOCTe KNMEHTbl JOMKHbI MPUHAANeXaTb K pasfensemMoin rpynne (Takas
rpynna oTMevaeTcs WpudoToM italic).
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NMoAaroroeBka K UCNONMb30BaHUIO XpPaHUNULLLA CEKPETOB
HashiCorp Vault

MNpumeyaHue: TakXe BO3MOXHO WCMOMb30BaHNE KOHCOMbHOM YTUMUTHI
aamuHucTtpatopa RuBackup rb_secret_storage nons ynpasneHus OOCTYrom K
ayTeHTudvmkaumoHHon nHgoopmaumm CYBJL, PostgreSQL B xpaHunuwe cekpeTtos
HashiCorp Vault (noopobHee CMOTPW LOOKYMEHT «YTWUAUTbI KOMaHOHOW CTPOKW
RuBackup»).

Mocne astopu3aumm B RBM ¢ npasamu Cynepnonbdosatens CPK
RuBackup BbIMONHUTE NpUBEOEHHbIE HUXE HACTPOVKU (nobaBneHue xpaHunuwa
cekpeToB, nobaBneHve Metoma MofyYyeHUst CeKpeTta, Ha3HaydeHue Nonb30oBaTeNsaMm
npas Ha MeTogd NOonydYyeHusl cekpeTta) B pasgene «AOMUHUCTPUpOBaHue» -
nogpasnen «HacTpouku xpaHunuiL,a ceKpeToB» (CM. PUCYHOK 7).

*"Ru & & @

MS Active Directory

38 Narens MoHWTOPKHra

) ObwexTsi Hactpoikn /x& Accouvauun rpynn
coegnHeHus MS MS AD v poneit

Crpaterin

Active Directory P RuBackup

=| hobas ¢
[El rno6ansHoe pacnucarue 3KCI'IOpT/VIMI'IOpT Mexay CPK

El YaanéHHaA pennvkauma

D =
& Penoautopuii — % Cnncok cucTem ;ﬁ MNpasuna skcnopTa

] Ouepeas 3apau

& Cepeepui RuBackup
— | [lpaBwna umnopTa
&

[ XKypHansi

£ AamunucTpupoBaHve s
HacTpoikun xpaHunu1LLa cekpeToB

ancm(xpaﬂwnwu_l —| Cnucok MeTonos I®
ﬁ CEeKpeToB =22 nonyyeHwn cekpeTa .
Hoctyn
an :
A rubackupiklocalhost £ :‘IZ"I]';il,giaTene“ d
PucyHok 7
Jlob6aBneHne xpaHnnuwia
MNepenonute B pasgen «AQMUHUCTpUpOBaHuWe» - nogpasnen

«HacTporku xpaHunuil,a ceKkpeToB» - 610K «CnMCcoK XpaHUNULL, CeKpeToB»
(CM. pUCyHOK 7).

B oTkpbIBIIEMCS OKHE HaXMuTe KHOMKy [+l Aobaeute 1 3anonHute cpopmy
«JlobaBneHne xpaHunuila CeKpeToB» (CM. PUCYHOK 8):

* B none «W/MsA xpaHunuwa CeKpeToB» yKaxute oTobpaxaemoe uMs
XpaHUnmLa;
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¢ «Twun xpaHunuwa CeKpeToB» - OOCTYMHO TOMbKO XPaHWIMLLE CEKPETOB TMMNa
HashiCorp Vault;

* Mpy MCnonb3oBaHWM https-3anpocoB B xpaHunue cekpetoB nobaBbTe
ceptudpukar craHgapta x.509 B TeKCTOBOM doopmare, npenBapuTesibHO
nonyyeHHbI Ha ware b). MNpu ncnonb3osaHun http-3anpocos B xpaHunuiLe
CeKpeToB A00aBnsATb cepTudomkar He TpebyeTcs;

¢ BBeOute onncaHme XxpaHmnumia CeKpeTOoB;

*  COXpaHuTe PesynbTar, Haxas KHOMKY Nl

=
" Ru ¢ B @

&« NobasnexHne xpaHWIMLLA CEKPETOB v/ Npumernts

88 MaHenb MoHuTOpUHra

WUmMa xpaHunuwa cekpeTos *

J O6wexThl

Tun XpaHunuuia CeKpeTos HashiCorp Vault v
Crparerumn

[E rno6ansHoe pacnucamve

YaanéHHas penaukaums

& PenozuTopuii

Ouepeapb 3aay

Cepeepbl RuBackup

[=] XypHansi

& AAMWHUCTpUpPOBaHUe

8  rubackup@Ilocalhost

PucyHok 8

LobaBneHHoe xpaHunuwe OyneT oTtobpaxeHo B Cnucke XpaHunuLy
CEKPETOB.

Job6aBneHne metona NnonyvyeHuUsi cekpera

MNepengute B pasgen «AQMUHUCTpUpOBaHMe» - nopgpasgen
«HacTporku xpaHunuiia cekpetoB» - 610K «CnMcoK MeToaoB NONy4YeHUs
ceKkpeTta» (CM. pUCYHOK 7).

B oTKpbiBlLIEMCH OKHE HaXMUTE KHOTKY AobasuTe W 3anonHUTE OOpPMYy
«JlobaBneHne MeToaa NonyyYeHns cekpeTta» (CM. pUCcCyHok 9):

« B none «MMa MeTtoma nonyyeHus cekpeta» ykaxute oTobpaxaemoe B
«Cnuncke METOA0B MOMyYEHNs CEKPETOB» UMt METOAA;

« B none «/Msi xpaHunuwa cekpeToB» BbibepuTe U3 BbiNadalowWwero crmcka
LOCTYNHoe (Co3naHHOe Ha MpenblaylleM lware) XpaHwWiule CeKpeTtoB, K
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KOTOpOMYy OyneT MOOKMoYeHVe npu BbibOpe CO34aBaeMoro Metoga s
3anpoca cekpera ;

* B rone «TokeH» BBeOUTE TOKEH (MOEHTUOMKATOP Ons NonyyYyeHus cekpeTta) ,
npeasapuTenbHO NOMYYEHHbIR Y AOMUHUCTPaTOpa XpaHUIuLLa CEKPETOB;

e B none

«MeTon nONyyeHUs CEKPeToB» YKaxute nNyTb [0 CEKpeTa,
npenBapUTENBHO NOMYYEHHDBIN Y AIMMHMCTPATOPa XPaHWIULLA CEKPETOB.

dopmat nyTv K cekpeTy npeactaeneH B Tabnvue 3.

Tabnmua 3 — MeTtogbl MOMyYeEHUS ayTEHTMCOUKAUMOHHOW MHJbopMaumm Ons
noaoknodeHns Kk CYB L PostgreSQL B xpaHunumile cekpeTos

MeTon nonyyeHus
cekpertos

ncnonb3osaHue https-aanpocos

(ykasaH ceptucpukar npu cos3pgaHum

XpaHunuLia)

ncnonb3osaHue http-sanpocos

(cepTuchukar He ykasaH npu
CO30aHUM XpPaHUNM1LLLA)

dopmat Nyt K

hostname:8200/v1/vault/

<ip-address or

cekpery data/postgresql hostname>:8201/vl/vault/dat
a/postgresql
roe: roe:
hostname — wuMa ykasaHHoe B | <ip-address or hostname> — ip
cepticdmMkate M WCMonb3yeMoM [OAs | afpec WM MM XOCTa, Ha KOTOPOM
MOOKMOYEHUS K XPaHWnuLly, XOCTa, | Pa3BEPHYTO XpaHWIMWE CEKPETOB
Ha KOTOpOoM pa3BépHyTo xpaHunuwe | HashiCorp Vault, cekpet kotoporo
cekpetoB HashiCorp Vault; 3anpawmvBaeTcs;
OnucaHue

cdopmara MeTona

8200 — nopT (NO yMmMon4aHWo) Ong
NpPOCNyLIMBAHUS 3anpocos K
xpaHunuuly cekpetos HashiCorp Vault
no 6e3onacHomy npotokony https;

/v1/vault/data/postgresql — nytb oo
nanku, cogepxallein cekper

8201 — nopT (N0 ymonyaHuo) ong
NpOCNyLWMBAHNS 3anpocos K
xpaHunuwy  cekpetoe  HashiCorp
Vault, no npotokony http;

/vi/vault/data/postgresql — nyTb
[0 nanku, cogepxawiein cekpet

* BBeOute onncaHme Metona nosiydeHmns cekpeta,

*  COXpaHWTe PesynbTar, Haxas KHOMKY Nl
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" Ru e & ®

(o LobasneHne MeToAa NONYHEHWA CEKPETA /" NpumennTs
38 Narens moHuTopKHra

SRS e S Wma meToa nony4eHna cekpeta *
J o6rektsi

Wmn xpanvnuwa cexpeTos httpvault ~

El Crparerum

TokeH *
B rno6ansHoe pacnucaHme

MeTog Nony“eHns cexpeTa *
[€] Yaanéunan pennukaupms

€ Peno3suTopuid

[] Ouepeas 3agau

& Cepsepsi RuBackup

[&] XypHan!

& AamuHncTpupoBatve

8  rubackup@localhost

PucyHok 9

LobaBneHHbIn MeTon OyneT otobpaxéH B Cnvcke METOLOB MONyYeHus
cekperta.

Monuntuka AO0CTyNna K XpaHunuuly ceKpeTtoB

Cynepnonb3osatens CPK RuBackup MoxeT HasHauutb Cynepsarnsepy nnm
AnomuHncTpatopy CPK  RuBackup goctyn k BblOpaHHOMY CEKpeTy MocpencTBOM
accouvaumu nonb3oBaTens ¢ METOLOM MONYyYeHNs cekpeTa.

MNepengute B pasgen «AOMUMHUCTpUpOBaHMe» - nogpasgen
«HacTpokun xpaHunuuw,a cekpetoB» - 6n0K «JlocTyn nonb3oBaTenen K
mMeTopam» (CM. pUCYHOK 7).

B oTKpbiBILIEMCH OKHE HaXMUTE KHOIKY AobasnTe W 3anonHUTE OOpMy
«JlobaBneHne MeToaa NonyyYeHms cekpeta» (CM. pucyHok 10):

« B none «M/Msi xpaHunuia cekpetoB» BblbepuTe M3 BbiNaQAWEro crmcka
n006aBNeHHOE XpaHUIULLE;

* B none «VIMs MeToga MonyyYeHWs cekpeta» BbiOepuTe M3 BbiMafatowwero
cnucka pobaBneHHbIi MeTon, C KOTOpbiM OyneT accouumpoBaH [OaHHbIA
Nonb30BaTeb;

* [Janee nokasaH CrnMCOK nonb3oBartenen (C  Ha3HAYEeHHOM  POIbio
CynepBarizep n AOMUHMCTPATOP), KOTOPbIM CRemyeT Has3HauuTb OOCTYyn K
MeToy NOSy4YeHUsi cekpeTa B BbiIOpaHHOM XpaHUULLE CEKPETOB;

*  COXpaHUTE PesynbTar, Haxas KHOMKY Nk
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AccouWauvAa MeToaa c NoNb3osaTeneM \/ MpuMernTE

aHeNs MOHWUTOPKWHra

e ¥MA xpaHnnvLLa CEKPETOB httpvault ~
L O6vextui
VMA meTona nonyvyenns cexkpeta  storagehttp bt
& Crparverun
El rﬂClEaﬂl:-HDe F‘E‘EHHCSHHE Cnncok nons3osartenen Ana Ehlﬁpd HHOro MeToda NoNy4YeHns CeExKpeTa

anéHHas pennnkaLya

MA NoNk30BaTeNs Wms rpynnel nons3osatenei

& PenozuTopwii

3 testy Nobody
Ouepeak 334a4

&l

Cepeeps! RuBackup
[ Kyprans

) AMUHUCTPUPOBaHKE

@localhast

PucyHok 10

[o6aBneHHbIN Monb3oBaTeNnb M acCOUMMPOBAHHLI C HUM MeTon Oyner
oTobpaxéH B okHe «[1ocTyn nonb3oBartenei K MeToaam».
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HacTpouka npaBun pe3epBHOro

konupoBaHus CYB I, PostgreSQL

Utobbl  BBLINONMHATL  PeErynspHoe  pe3epBHOe  konupoBaHne CYB/I
PostgreSQL, Heobxoammo co3aatb Npaevno B rnobanbHOM pacnucaHum (B cnyyae
rPynnoBbIX OMepauuii MOXHO TakK X€ WCMonb30BaTb CTparernm pe3epBHOro
KOMMpOBaHUS).

BHumaHmne! PekomeHayemasi cTpaTerusi pe3epBHOro KOMUPOBaHUSA
6a3 maHHbIX — OCYLLEeCTBNATb MONHOEe pe3epBHOE KOMMpoBaHMe pa3 B
Hepento U UHKpPEMEeHTanbHoe pe3epBHOe KONMUpPOBaHUe — KaXAbli OeHb.

Lns cospaHvsa npasuna B rnobanbHOM pacnmcaHun BbINMONHUTE criedyowme
nencTeuns:

1. Haxomscb B pasmene «[nobanbHoe pacnucaHue», HaXMWTE Ha KHOMKY
«[106aBUTb», 4TOObl 00OaBUTL MpaBwio rnobanbHoro pacnucaHust (PyucyHok
11).

¢ Ru g 8 @

vID Wmsa rnobansHoro pacnucaHns CraTtyc WUmsa knueHTa HWID

MNaHens MOHUTOPUHra

22 tst2 [ wait okostin-postgrespro.rubackup.local 19610fe98e248073
L] O6bekTsI = =
21 tstl [ wait ) okostin-postgrespro.rubackup.local 19610fe98e248073
CrpaTteruu 17 postgresql_FAILED _CLIENT POOL ( run okostin-postgresql-2.rubackup.local ~ 5243c794c2c366eb
El InobanbHoe pacnucaHve 16 postgresql_delta_default run okostin-postgresql-2.rubackup.local 5243c794c2c366eb
15; postgresql_archive_wal_default run okostin-postgresql-2.rubackup.local 5243c794c2c366eb
# [pynnoBble pacnucaHnsa
14 postgresql_full_default run okostin-postgresql-2.rubackup.local 5243c794c2c366eb
YnanénHas penivkauuns 13 postgresql_page_default run okostin-postgresql-2.rubackup.local ~ 5243c794c2c366eb
g PernosuTopuis 12 postgresql_ptrack_default run okostin-postgresql-2.rubackup.local 5243c794c2c366eb
11 pg_probackup_page_default [ wait okostin-postgrespro.rubackup.local 19610fe98e248073
7] O4epenb 3ana4 = =
10 pg_probackup_delta_default [ wait ) okostin-postgrespro.rubackup.local 19610fe98e248073
f Cepeepel RuBackup 9 pg_probackup_ptrack_default \: wait : okostin-postgrespro.rubackup.local 19610fe98e248073
El »KypHans 8 pg_probackup_full_default [ wait ) okostin-postgrespro.rubackup.local 19610fe98e248073
_ 6 pg_probackup_ptrack \\ wait ) okostin-postgrespro.rubackup.local 19610fe9B8e248073
3 ALMWHACTpPUpOBaHWe = =
5 pg_probackup_delta [ wait ) okostin-postgrespro.rubackup.local 19610e98e248073 |
4 pg_probackup_full [ wait :‘ okostin-postgrespro.rubackup.local 19610fe98e2480 @
rubackup@10.177.32.71 N
2k HE3BTOPH30BAHHLIX KIMEHTOB
1 HEeaBTOPM30BAHHEIX MEAWECEPBEPOB
3 NpocpoYeHHbIX NPasun
1 npocpoveHHbix cTpaTerui
PucyHok 11

2. Bblbepute knuneHT n TMN pecypca «PostgreSQL Universal» (pucyHok 12).
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[06aBuTE NpaBuno rnobaLHOro pacnucaHus ~ MpuMeruTs

88 NaHens MoHWTOpUHra
npaBMﬂa rnobansHoro pacnucaHna
L O6nekThl

NapameTpsl NpaBuna

Crpaterun

Haszeanue npaeuna Test
B rno6ansHoe pacnucanue

KnueHTt astra-psql (2723e042f9dece98) v
YAanéHHan penukaLus

Twn pecypca PostgreSQL universal W ]-
& Penozutopuii

Pecypc * -
Ouepeas 3apak Twun PK Monnan v

{3 Cepeepbi RuBackup
DONONHUTENbHBIE NAPaMETPL NPaBKAa

[=] XypHans
EMKOCTL Xxpanunuwa Inf re
{4 AAMVUHWUCTpUpOBaHKe ~
EMKOCTB XpaHWNMLWA KNMeHTa Inf re
MpuoputeT 100

3awwTHoe Npeobpasosanne nocrypt
CKPUNT MPY HOPMANbHOM BLINOAHEHWK

CKpMNT NpW BLINOAHEHUM C OWMBKaMK

... ¢ +

CKpMNT NpW BOCCTAHOBNEHNM

8  rubackup@localhast

PucyHok 12

HaxmunTte Ha NKOHKY «...» PSAOM C HaANMUCbIO « Tun pecypca», 4Tobbl BbIOpaTh
cnepytowme napameTpsbl (pucyHok 13):

PostgreSQL universal

connection_monitoring ()

engine postgresq| v
incremental_subtype archive_wal v
snapshot_type Ivm v
snapshot_size 10 S

pg_pro_threads 1 -+

pg_pro_backup_mode PTRACK v

pg_pro_stream ‘)

secret_ method No secret method ~

3Ha4yeHWs No YMONYaHWIO

PucyHok 13

« connection_monitoring — MOHUTOPVHI coeanHeHusi ¢ 6a30ii AaHHbIX
(napameTp ncnonb3yeTcsa ToNbko Ans noamoayns postgresql);
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engine — BbIOOP NOAMOAYNS 415 Pe3epPBHOro KonmposaHus (postgresal,
pg_probackup, superb):

postgresql — noamonynb, UCnonb3ytowmin HU3KoypoBHeBbIi APl CYB L]
PostgreSQL aons BbiNONHEHNS pe3epBHOrO KONMPOBaHUS;

pg_probackup — nogmoaynb, UCNONb3YOWNIA yTUANTY pg_probackup
NS BbINONHeHWs pesepsHoro konuposaHua CYB L, Postgres Pro;

superb — nogMoaynb, MCNONb3YOWWIA CHANWOTbI A5 BbINOMHEHNS
pe3epeHoro konuposaHus CYB L, PostgreSQL.

incremental_subtype — Bbibop noaTuna MHKpeMeHTanbHOro Pe3epPBHOMO
KOMMpPOBaHUsi (NapameTp UCNonb3yeTcs TONbKO 451 noaMoaynst postgresql):

archive_wal — pexuM MHKpeMeHTaNbHOro pe3epBHOro KOMMPOBaHWS,
npu kotopoM Momynb PostgreSQL Universal BbinonHseT pesepsHoe
kornmposaHue apxmeHbix WAL-gpainos;

page (CTpaHW4YHOE KOMWPOBaHWE) — PEXUM WHKPEMEHTaNbHOIro
KornmposaHus, npu kotopoMm Moaynb PostgreSQL Universal ckaHupyet
Bce (pannbl WAL B apxuBe C MOMEHTa CO34aHus npenblaylein nonHom
WM MHKPEeMeHTanbHOW Komuu. HoBasi pesepBHas konusi  Gynet
cofepXarb TONbKO CTpaHuLbl, yrnomsHyTble B 3anucsx WAL;

Buumanve! [ns pabotbl noatvna page HeobxoOoMmo HacTpowTb
napameTp KOHdUrypaumoHHoro doaina pg_waldump (noopobHee cM. B
pasnene «KoH(UrypaLnoHHblin doann»).

delta (pa3HOCTHOE KOMMPOBAHWE) — PEXMM WHKPEMEHTANbHOIro
KonmposaHus, npu kotopoM Moaynb PostgreSQL Universal cuutbiBaet
BCE (oaiinbl faHHbIX B Katanore AaHHbIX 1 KOMUPYET TONbKO Te€ CTPaHuLbI,
KOTOPblE U3MEHUNNCb CO BPEMEHM MPEablOYLEro KOMMPOBAHWS;

ptrack (konupoBaHWe W3MEHEHU) —  PeXuM WHKPEMEHTaNbHOro
konuposaHus, npu kotopoM Mogynb PostgreSQL Universal ncnonbsyert
oyHKLIMOHAN OTCNEXMBAHNA M3MEHEHMS CTpaHuy, Ha nety. Mpu kaxaom
N3MEHEHNW CTPaHULIbl OTHOWEHUS OHA NOMEYaeTCs B crieumanbHon kapTte
PTRACK.

shapshot_type. Bbibop Tvna cHUMKa (napaMeTp UCMonb3yeTcs TOMbKO ANis
nogmoayns superb):

Ilvm — ncnonb3oBaHue cHanwotos LVM;

CYBLO PostgreSQL ponxHa pacnonaratbCs B (0alnoBON CUCTEME,
KoTopas mucronb3yet Tom LVM.

36



& 'RuBackup

Mooyne noppepxueaer CYBJI PostgreSQL ¢ O0NOAHUTENBHBIMM
TabnnyHbIMKM NpocTpaHcTBamm (tablespaces). TabnnyHble NPOCTPaHCTBa
Tak Xe [OMXHbl pacrnonaratbCs B (PaNNIoBblX CUCTEMAx, KOTOpble
ncnonb3aytot Toma LVM.

o dattobd — ncnonb3osaHve Mmoayns sopa dattobd, nossonstowero
fenatb CHUMKW 6104HOMO YCTPOWCTBA;

o tatlin - ncnonb3osaHve Tatlin Unified Storage, nossonstowero genartb
MFHOBEHHbIE CHUMKW cocTosHUSA aaHHbix CYBJL PostgreSQL, kotopas
pacnonaraeTcs B cucteme xpaHeHus aaHHbix Tatlin Unified Storage.

Nepen BbINONHEHNEM PE3EPBHOr0 KOMMPOBAHNS CO30AETCSH MIHOBEHHbIN
CHMMOK COCTOSIHMS (B 3aBMCUMOCTU OT Crnocoba MrHOBEHHOTO CHUMKA
COCTOSIHWUS: noruyeckoro Toma LVM, pgaHHbiX Ha 6n104HOM YCTPOWACTBE,
C/UCTEMbl XpaHeHus OaHHblx Tatlin Unified Storage), no okoH4yaHuio
PE3EPBHOr0  KOMUPOBAHUSI MIHOBEHHbIA CHUMOK COCTOsSIHUSI Oynet
yOanéH.

MpumeyaHve: npu ucnonb3oBaHun Tatlin Unified Storage Heobxoanmo
npenBapuTenbHO Ha XOCTe, Ha KOTOPOM Pas3BEPHYT MOOY/Nb PE3EPBHOro
KONMPOBaHUS 1 BOCCTAHOBNEHNS AaHHbIX (annoBbIX CUCTEM, YCTAHOBUTb
ytunuTbl multipath n sg3_utils.

shapshot_size — BbibOp pas3mepa CHMMKa B MpoLEHTax OT pasmepa
Logical Volume Toma, Ha KOTOPOM pacnonoxeHbl goainbl 6asbl AaHHbIX, NS
KOTOPOW BbIMONHAETCS pPe3epBHOE KkonmupoBaHue, B cnydae LVM. Jlmbo
pasMep CHUMKa B MpPOLEHTax OT pasMepa YCTPOWCTBA, HAa KOTOPOM
pacnonoxeHsl doannbl 6a3bl JaHHbIX, 4719 KOTOPOW BbIMOMHAETCS Pe3EPBHOE
KOnupoBaHue, B Cny4ae ncnonb3osaHuns dattobd. [NapameTtp mncnonb3yertcs
TOMbKO A5 NOAMOAYNSA superb.

B LVM volume groups, B KOTOPbIX pacnonoxeHbl Toma LVM, nonxHo 6biTb
He MeHee 10% cBobOOHOrO MecTa [Onisi BO3MOXHOCTU  CO34aHus
MOMEHTaNbHbIX CHUMKOB LVM;

B xone BbINOMHEHWS 3adaHusl Pe3epBHOIO KOMUPOBAHWUS B XYPHalbHOM
goanne 3agaHus Pes3epBHOro KoMMpoBaHWs (doann C HOMepoM 3anadqv B
/opt/rubackup/log) MOXHO NPOKOHTPONMPOBATL PeANbHYK YTUIU3AUNIO
CO30aHHOro CHanwoTa:

sSnapshot '/dev/mapper/vg@-var--1lib.snap' was used for: 0.92 %

The snapshot was removed: /dev/mapper/vg®-var--1ib.snap

B TOM cnyyae, ecnn 310 3Ha4YeHWe Npu peanbHOM Pe3epPBHOM KOMUPOBaHUN
6nmn3ko K 100%, T0 HeobxoAMMO yBENMYMTL pa3Mep cBOOOAHOrO MecTa B
LVM rpynne n yBenuuutb lvm_snapshot_size.

pg_pro_threads — BbLIOOp KONMYECTBA NapanfenbHbiX MOTOKOB MpU
pe3epBHOM KONMposaHuK. [apamMeTp UCnonb3yeTcs TONbKO AN NoaMOoayNs
pg_probackup;
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pg_pro_backup_mode - BbIOOp noaTMna MHKPEMEHTANIBHOIO PE3EPBHOMO
KonmposaHus. [lapamMeTp  uCnonb3yetcs  TONbKO  AnS  MOAMOAYNS
pg_probackup;

pg_pro_stream — Bbibop pexwuma poctaBkm WAL. [Npu BKIOYEHHOM
nepekntoyarene — pexuvm STREAM. Konuun tnna STREAM BkntoyatoT Bce
cermeHTbl WAL, Heobxooumble O/ BOCCTAHOB/IEHWUS COMNacoBaHHOMO
COCTOSIHMS KfacTepa Ha MOMEHT co3faHus konuuv. [lpy BblKAOYEHHOM
nepeknoyarene pencreyet pexum ARCHIVE — B TakoMm pexume
LeNoCTHOCTb  konuii  obecrneynBaeTcsl  MOCPELCTBOM HEMPEPLIBHOMO

apxusmpoBaHus (nogpobHee cM. Ha https://postgrespro.ru/docs/enterprise/).
MapameTp ncnonb3yeTcs ToNbKo 418 noamoayns pg._probackup;

secret_method — BbibOp MeTOoma MoONyyYeHWs ayTEHTUCPUMKALIMOHHDBIX
JaHHbIX (CekpeTta) Ans NoIKMoYEHNS K pe3epsrpyemoli 6a3e faHHbix. [ns
Bolbopa MeToga HeobxoouMO  MpenBapuTeENnbHO ero  fobaButb B
COOTBETCTBUM C OMMCaHWMEM B MyHKTe «JlobaBneHne metomja nonyyeHus
cekpeta». Bblbop npepoctaBnseTcs B COOTBETCTBUM C HA3HAYEHHBLIMM
npaeamm [Ooctyna astopuaoBaHHoro nonb3oBatens CPK RuBackup.

Bo3MmoxHble 3HauveHus: «No secret method» — y4éTHble [OaHHble
nonb3oBaTtens Ons MOOKMIOYEHUS K pe3epBupyemMort 6ase OaHHbix OynoyT
cyMTaHbI n3 KOHpUrypaumoHHoro goanna

/opt/rubackup/etc/rb_module_postgresql.conf; «Hassanue metoga»
— MeTog4, KOTOpblAi npenBapuTeNnbHO AobaBneH M MpaBa Ha KOTOPbINA
Ha3Ha4eHbl nonb3oBarternto, y'-IéTHbIe JaHHble nonb30BaTtens ans
MOOKMIOYEHNS K pe3epBupyemMoit 6asze paHHbix OydoyT 3anpolleHbl B
xpaHunuie cekpetos HashiCorp Vault.

4. BblbepuTte pecypc, HaxaB Ha MKOHKY «...» PSA0M C Haanucbto «Pecypce»
(pucyHok 14).
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No6aeuTk Npasuno rnebansHOro pacnucaHus 7 MpyMennTs

88 Nanens MoHUTOpWHIa
HpaBMﬂa rno6aneHoro pacnucaHua
L O6BekThi

MNapameTpbl Npaeuna

Crparteruu

Ha3eauwe npasuna Test
[E mo6ansHoe pacnucanue

Knwent astra-psql (2723e042f9dece98) v
YAanéHHas pennukaumus
Twun pecypca PostgreSQL universal v -
& Penozuropuii
Pecypc * PostgreSQL 14.11 -
E Ouepeps 3apad Tun PK Monxasn v
& Cepsepui RuBackup
[lononHuTensHLIE NapaMeTps Npagnna
[=] >yprHane
_ EMKOCTE XpaHunvwa Inf ré
& AAMUHMCTpUpOBaHMe )
EMKOCTbL xpaHunvwa kKivexHTa Inf re
MNpuopuTteT 100 +
3awmTHoe npeobpazosanve nocrypt v @
CKpUNT NPY HOPMANLHOM BLINOIHEHNK -
CKPUNT NPK BBINOHEHWW C OWNGKaMK -
CKpUNT NpK BOCCTaHOBNEHUM -

A  rubackup@localhost

PucyHok 14

B okHe Bblbopa Bcerma OyneT NpemioXeH TONbKO OOMH BapuaHT:
PostgreSQL ¢ Homepom Bepcun. Momynb rb_module postgresql 6ynert
nbiTaTbCA NOAKNOYNTLCA K nponnucaHHom B doanne HaCTpoek
/opt/rubackup/etc/rb_module postgresql.conf 6ase aaHHbIX N0 BbIOPaHHOMY
MeTody MnonyyYyeHus ayTeHTMIUKAUMOHHOW wHJoopMaumm (cekpeta): n3 doaina
HacTpoek Moayns nnn xpaHunuwa cekpetos HashiCorp Vault.

MprMeYaHne: ecnum Ha XOCTe, KOTOpblA He SBNSIeTCS NUOepoM, B Mone
«Pecypc» OTCYTCTBYIOT HEOOXOAUMbIE PECYPCbl, TO BbIOEPUTE KIMEHT, KOTOPbIN
ABNSIETCS NMMOEPOM.

5. YcraHoeuTe HacTpoWiku npaswna: HasBaHWe npasuna, TUM Pe3epBHOro
konuposaHus (full - nns 6a30BOro pe3epBHOro KONMPoBaHwWs, incremental - pns
pe3epBHOro konuposaHus apxmeHbix WAL), EéMKOCTb xpaHunuiia n EMKOCTb
XpaHnniwa  knveHta (B 'B),  npuopwuter,  anroputMm  3awWmMTHOroO
npeobpasoBaHns, CKPUNT NPy HOPMaNIbHOM BbINOMHEHN U NP BbINONHEHNN C
owmbKamu, CKpUNT NpW BOCCTAHOBNEHNN PE3EPBHOI KOMUK (pUCYHOK 15).
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No6aeuTs Npasuno rnofansHOro pacnucaHmua + MpUMeHnTL
oo MNaHens MOHWUTOpWHra
Mpasuna rnoGaneHoro pacnucaHnsa
L] O6bekThi
CTpateruu MapameTpsl Nnpasvna
HaseaHwve npasuna Test
[El ro6ansHoe pacnucarue
Knuent astra-psql (2723e042f9dece98) v
YpanéHHas penauvkayus
Twn pecypca PostgreSQL universal ~ -
& Penoszutopuin
Pecypc * PostgreSQL 14.11 .
El Ouepenab 3apaq Twn PK MonHan v
& Cepeepsi RuBackup
nDI’IOﬂHMTEﬂhHh\E napamMmeTpbl Npasvna
[=] XypHansl
-~ EMKOCTBL XpaHuuLa Inf ré
(& AAMUHUCTpUpOBaHUe X
EMKOCTb XpaHunuuia KnvexTa Inf re
MpuopwuteT 100 +
3awmMTHoe npecbpa3sosaHne nocrypt v @
CKpUNT NPX HOPMAasEHOM BEINOMHEHUW -
CKpUNT NPK BLINONHEHWW C OWKWBKamKu .
CKPUNT NPYU BOCCTaHOBASHWN .

A  rubackup@Iocalhost

PucyHok 15

BHuMmaHune! Coenatb MHKpEMEHTaNbHY PE3EPBHYIO KOMUIO OLHOMO pecypca
B pasHble Mynbl NpW BK/OYEHHOM napameTpe auto_remove_wal HEBO3MOXHO.

Y1066l CO30aTb MHKPEMEHTANBbHYIO PE3EPBHYIO KOMMIO OJHOr0 pecypca B pasHbIX
nynax, yCcTaHoBUTE B KOH(pUrypaumoHHOM goanne
/opt/rubackup/etc/rb_module_postgresql.conf napameTtp
auto_remove_wal B 3HauyeHnM no. [lo ymonyaHuio 3TOT MNapameTp KMeeT
3HayeHve yes.

OnumoHanbHO, NPU NCNONb30BAHUN XPAHUAUWA CEKPETOB: MPW CO34aHUN
WHKPEMEHTANbHOMW PE3EpPBHOM KOMMU pecypca CcrnedyeT yyutbiBatb METOL4
MONyYeHUsl cexpeTa Npu BbIMONHEHN NpeablaylWmnx Pe3epBHbIX KOMUiA BbIBpaHHOTo
pecypca. CosnaHHble PK 6yayT Haxooutcs B OOHOM PENoO3vTOpUM MpU YCNOBUK
NCMNONb30BaHNSA OOHOIO 1 TOro Xe MetToaa NnonyYyeHns cekperta ans NOAKMOYEHNS K
pesepBrpyeMoMy pecypcy. B cnyyae BbinonHeHus nHkpemeHtanbHon PK pecypca ¢
OTIMYHLIM  METOAOM TONy4YEeHMsl CeKpeTa, KOTOpblii Obln  MCMONb30BaH [ONS
nonyYyeHusl npedblaywein PK, 6ynet BbiNOMHEHO MOMHOE PE3EPBHOE KOMMPOBaHME
pecypca n co3paHHas PK Bynet nomelueHa B Opyrov penosvTopuii.

6. Mocne Bbibopa HAacTPoeK Npasuna rnodanbHOro pacnMcaHns HaxXMnTe Ha
KHOMKY «J,006aBUTb NpaBuno B WabnoH», ecnv XoTUTe co3aaTb cpasy
HEeCKONbKO NpaBun - NpPaBwuno Ans BelbpaHHOro Tina pecypca v BbiIopaHHOro
pecypca NosiBUTCA B CNCKE NpaBwi nog, KHomkoi (PucyHok 16). Takum obpasom
co3paiiTe CToNbKO NpaBun, CKoNbKo Tpebyetcs. [ins cosnaHus oogHOro npaemna
HaXXMMaTb Ha KHOMKY He HY>HO.
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{ |— ‘ OobasuTs npaeuno & wabnox

Cnyucok npaeuvn
test ldbc5fb751e9ac) greSQL universal = PostgreSQL 14.2 @ X

PucyHok 16

7. 3anonHuTe pasgpen «lWabnoH rmobanbHOro pacnmcanms» (nogpobHee cM. B
HOKyMeHTe «PykoBOACTBO CUCTEMHOro agMuHucTpaTtopa RuBackup»).

8. Ecnn Heobxoaumo co3nath NpaBusio, KOTOPOe Moka He A0MXHO NopoXaaTb
3a[a4 pe3epBHOro KOMMPOBaHWSI, Hy>XXHO yBpaTtb 0TMETKY «BkntounTtb nocne
Co3LaHus».

9. I'Ipanma rnobanbHOro pacnmcaHnsa UMEKT CPOK XN3HW, Onpeaensaembli npu nx
COo30aHuKn, a Takxe npenoctaBnAaloT cnenylowme BO3MOXKHOCTIUL

* BbIMNOJIHATb CKPUNT Ha KNMNEeHTE rnepen HadasioMm pe3epBHOro KonnpoBaHu,

* BbIMNONMHUTb CKPUMNT HA KJIMeHTe nocne yCcnewHoro OKoOH4YaHns pe3epBHOro
KonmpoBaHus,

* BLINOMHUTL CKPUMT HA K/MEHTE [MOCNne HeymayHoro 3aBeplieHus
PEe3epPBHOro KOMMPOBaHUS;

* BbIMOIHATb 3alNTHOE npeoﬁpasoBaHme peaepBHon KOMnn Ha KINEeHTeE;
* nepnoan4ecku BbiMonHATb NPOBEPKY LENTOCTHOCTA p636pBHOVI Konuu;

* XpaHUTb PE3EPBHbIE KOMUM OMNPEenENneHHbIN CPOK, MO OKOHYaHMN KOTOPOro
yhoansaTb UX U3 XpaHunuwa Pe3epBHbIX KOMUIA 1 U3 3anuncein penosutopus, nmbo
yBELOMNSATb KIMEHTA 06 OKOHYaHMN CPOKA XPaHEHWS;

* yepe3 OornpeneneHHbli CPOK TOocfe COo34aHusl PEe3epPBHOA  KOMuK
aBTOMATMYECKN MEepemMecTUTb e€e B APYro MNyn XpaHeHUs pe3epBHbIX KOMWMA,
HanpUMep, Ha KapTPUOX NeHTO4YHON BrbnmoTeku;

*yBEOAOMNSATb MOMb30BATENE CUCTEMbl PE3EPBHOMO  KOMUPOBAaHWS O
pesynbTatax BbIMOMHEHVSI TEX WM WHbIX OMepauuii, CBSI3aHHbIX C MPaBWIOM
rnobanbHOro pacrnmcaHmsi.

10. Haxmute Ha KHoMKy «MpUMeHUTb» B NPaBOM-BEPXHEM Yy OS5 3aBEPLIEHNS
HACTPOIKM 1 CO34aHMs NpaBuna/npasun.

BHoBb co3pnaHHoe npaBuno Bynet nmetb ctatyc run. MNpu HeobxoaommocTw,
aOMVHMCTPATOP MOXET MPUOCTaHOBUTL paboTy npasBuna WM  HeMemJIeHHO
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3anyctuTb ero (T.e. UHMUMMPOBATb HEMeOsIeHHOe COo3haHue 3ajayun npu cratyce
npasuna wait).

MNpu cospaHum 3apaym RuBackup oHa nossnsetcs Bo Bknagke «Oyepefdpb
3apgay». OTcnexwueartb BbIMNOMHEHWE MpPaBUN MOXET Kak aaMmuvHucTpatop (npw
nomowu RBM uvnm ytmnut KOMaHOHON CTPOKW), Tak U KIMEHT (MPY NOMOLWM YTUNUTbI
KOMaHgHoW cTpoku rb_tasks).

Mocne ycnewHoro 3aBepleHnst pe3epBHOro KONMpoBaHMs pe3epBHas Konms
OyneT nomeleHa B XpaHWIuWe pe3epBHbIX KOMWiA, a uHdopMaumust o Heir Bynet
pa3mMelleHa B penosutopun RuBackup.
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CpouHoe pe3epBHOe KonuposaHue npuv nomowin RBM

N5 BbINOMHEHNS1 CPOYHOrO PE3EPBHOMO KOMUPOBAHWSA NOOOr0 UCTOYHMKA
JaHHbIX Ha KnneHTe Heobxoaumo B RBM Bo Bknagke «O6bekTbl» BbiOpaTh HYXXHbIiA
knueHT CPK n Haxartb kHorky «CpoyHoe PK» (pucyHok 17):

-
¢ Ru

L 06veThi
VMR knueHTa HWID  Cratyc Tun pecypca Pecypc 1D npaeuna 1D cTpart

[ Crparervm

[d astra-secondary.test.ry

Bl Mo6ansHoe pacnucanue i smolensk.test.rubackul
[ Yaanéunas pennukauwmsa

[2 PenosuTopuii

Ouepesb 3afa4

Cepeepbi RuBackup

[ XypHane!

& AIMUHUCTPUPOBaHE

A rubackup@localhost

PucyHok 17

MosiBUTCS OKHO, B KOTOPOM MOXHO OyaeT BblbpaTb HyXHblIA UCTOYHMK
LaHHbIX 415 BbINONHEHUSI CPOYHOMO PE3EPBHOMO KOMMPOBaHMS (pUCyHOK 18):
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BuibpaTs

PostgresSQL 14.2

PucyHok 18

Mocne BbibOpa HACTPOek HaxaTtb KHOMKY «[pUMEHWTb» B MPABOM BEPXHEM Yyrny
(pucyHok 19):

Tun pecypca ((PostgresaL universal

] - |
Pecypc * PostgresQL 14.2 .
Tun PK full v
nyn Default v
v
*

3awwTHoe npeoGpasosatve | nocrypt

NpuopureT 100

PucyHok 19

MpoBepuTb XOL BLINOMHEHUS PE3EPBHOrO KOMUPOBAHMS MOXHO B OKHE
«Quepenb 3apay» (pucyHok 20):
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£
¢ Ru

o Yaanute v

Crarye Tvn pecypea

ID knWeHTa  KMma KnneuTa

141 Backup global 8 astra-postgres.test.rubackup 094a36e2c64467d1 PostgreSQL universal F

2 O6wekTl

& Crparerun

El Mo6ankHoe pacnvcaHne
[d Ypanénnan pennukauws
[=) PenozuTopmii

Quepeab 3agay

Cepeepsl RuBackup

] XKypHan.!

& AAMUHUCTPUPOBaHWe

A  rubackup@localhost

PucyHok 20

[Mpwn ycnewHoM 3aBepLIeHN Pe3epBHOIoO KOMMPOBaHUS 3adada nepexoauT B
craryc «Done».
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LleHTpann3oBaHHOe BOCCTaHOBNEHUe

pe3epBHbIX Konuu ¢ nomouibio RBM

BHumaHue! T[lpu BbINONHEHMM onepauuu BOCCTaAHOBNIEHUMA C
pa3BepTbiBaHMEM Cyuwl,ecTBywOWMNA Knactep 6a3 paHHbix CYB[,
PostgreSQL Oymetr yHMYTOXEH, a Ha ero Mecrte OyaeTr BOCCTaHOBJEH
Knactep ©6a3 paHHbIX U3 pe3epBHoM Konuu. [lepen onepauuen
BOCCTAHOBNIEHUSI PEKOMEHAYEeTCA NPUHYAUTENIbHO OCTaHOBUTb paboTy
Bcex kKnmeHToB ¢ CYB [ n BbINONHUTbL NMONIHOE pe3epBHOe KonupoBaHue!

PekomeHpoyeTcsi OTKAIOYMTL B KOHdourypauvoHHoM cpawnne
(noppobHee 06 BKAYEHUMU U  OTK/IKOYEHUMU LLEHTPaNIM30BaHHOIO
BOCCTaAHOB/IEHU CM. B  OOKyMeHTe «PykoBOACTBO CUCTEMHOro
agpMuHuctpatopa RuBackup») BO3MOXHOCTb  LleHTpanu3oBaHHOrO
BocctaHoBneHna CYBJI, Ha KAveHTe U BbINONHATL BOCCTaHOBNeHUWe U3
pe3epBHOM KOMUU TONMbKO CO CTOPOHbl K/MEHTa oA KOHTponeM
agpMuHuctpartopa CYB.

LleHTpanu3oBaHHOe BOCCTaHOB/JIeHUE WU  BOCCTaHOBNEHWEe C
pa3BepTbiBAaHUEM pPEKOMEHAYeTCA npenBapuUTeNibHO BbIMOJIHATL Ha
pe3epBHOM XOCTe (BMpPTyaZilbHOW MaLuuHe) Ofsi NMPOBEpPKU KOPPEKTHOCTU
BoccTtaHoBneHust CYB L.

Cuctema pesepBHOro konupoBaHums  RuBackup  npegycmatpusaet
BO3MOXHOCTb BOCCTAHOBMIEHNSI PE3EPBHbIX KOMUA Kak CO CTOPOHbl K/MEHTa
CUCTEMbI, TaK 1 CO CTOPOHbI agMuHucTpatopa CPK.

B Tex cnyyasx, korga LEHTpannM30BaHHOE BOCCTAHOBNEHWE HA K/MEHTe
BK/TIO4EHO, €ro MOXHO MHULMMPOBATDb, Bbi3BAB MPAaBOV KHOMKOW MbIlW KOHTEKCTHOE
MeHIo «BoccTaHoBuTb» BO BKNagke «Peno3utopuin» (pUCyHoK 21):
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MposepuTe

KonuposaTs
MepemecTuTs

Yaanute

PucyHok 21

B okHe ueHTpann3oBaHHOrO BOCCTAHOBMIEHWSI MOXHO YBMAETb OCHOBHbIE
napameTpbl pe3epBHON KONun (PUCYHOK 22):

WHdopMauma 0 pe3epBHOR Konuu

Wms xocTa: astra-postgres.test.rubackup

LGS HWID: 094a36e2c64467d1
Twn pecypca: PostgreSQL universal
Pecypc: PostgreSQL 14.2
Myn: Default
Tun PK: full
Cosparo; 2023-07-27T11:37:21.109

MR BOCCTAHOBMTE LIEN0YKY: 1
(& AIMUHUCTPUPOBaHE Wmsi npaguna:
CraTyc PK: Not Verified
Me€To BoCCTaHoBCHUA

BOCCTaHOBMTL HA KAMEHTa: astra-postgres.test.rubackup v
MyTb HasHaveHus: © -

@
Pa3BepHyTb, €CM NPUMEHUMO; E

paHynApHOE BOCCTAHOBARHME

PucyHok 22
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PeXum BOCCTaHOBNEHMS C pa3BepTbiBaHUEM

CywecTtByeT [OBa pexuMma BOCCTAHOBMEHUS PE3EPBHOM KOMMNW — C
pas3BepTbiBaHMEM U1 6e3. YToObl BOCCTAHOBUTb  PE3EPBHYD  KOMUKO C
pas3BepTbiBAHNEM, BK/OUUTE ONUMIO «Pa3BepHyTb, €Cnv MPUMEHUMO» (PUCYHOK 23).
B ToMm cnyqae ecnv onuus BKOYEHa, BOCCTaHOBNEHME 6a3bl AaHHbIX U3 pe3epBHON
Konun OyneT BbIMO/IHEHO aBTOMATMYECKM — [OOMOMHUTENbHbIE [HOEWCTBUS CO
CTOPOHbI NONb30BATENS HE TPEDYHOTCS.

PeXxumM BoccTaHOBNeHUs 6e3 pa3BepTbiBaHUSA

Ecnm BbibpaH pexum 6e3 pasBepTbiBaHNS, NP BOCCTAHOBEHWM
HeobxoOMMO ykasaTb Katanor [Ons  BOCCTAHOBNEHUS  PE3EPBHOW  KOMWU
(pucyHok 23).

Mocne 3aBepueHnda 3agadn no BOCCTAHOBIEHUIO Heobx0a1MO:

1. TepeHecTn dhainbl N3 kaTanora ans BOCCTAHOBNEHMS B LiENEBbIE KaTanoru,
T.€. U3 Kartanora g/ BOCCTaHOBEHNS
/restore_dir/number.rest/var/lib/postgresql/11/main (rae number — aTto Homep
pesepsHo konun) B /var/lib/postgresql/11/main ¢ 3ameHoin hannos, a Takxe
13 KaTanora onst BOCCTaHOB/IEHMS
/restore_dir/number.rest/opt/rubackup/mnt/postgresql_archives nepeHectu
wal-goainbl (rae number — 3TO HOMep pe3epBHON KoNun) ans
BOCCTaHoBneHWs B /opt/rubackup/mnt/postgresql_archives/;

2. B RBM B pasgene Penoautopuit Bbibepute BoccTaHaenueaemyto PK un
HaXXMuTe KHornky «BoccTaHoBUTL» .

3. B otkpbiBwemcs okHe B 6noke «MecTo BOCCTAHOBREHMS» (PUCYHOK 27)
HaXMUTE Ha NKOHKY . pSOOM C rnonem «[lapameTpbl BOCCTAHOBNEHWS O/

mMonayns»

MecTo BOCCTaHOBNEHMA
BOCCTAHOBMTE Ha KNWEHTA: client291 (09706cab26aTcBb0) W
KaTanor pacnakoskw: * (i) -
MapameTpk BOCCTAHOBNEHWA ONA MOOYNRA: PostgreSQL universal -

BoccTaHOBMTE Ha UENEBOM pPECYpCE: ':_:j

ObLme HACTPOAKK MOLYNA

PucyHok 23

4. OnuvoHanbHO, MPW WCMONb30BAHUM XPaHUNMWA CEKPETOB: B MapaMeTpax
BOCCTaHOBNIEHUS [eakTMBUPYITe nepekntodatens «/cnonb3oBatb HACTPONKM
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no ymonyaHwo»' 1 Bblbepute METod MONYYEHUS ayTEHTUCUKALIMOHHOM
MHpopMaumMM 0N MOOK/IIOYEHWS1 K BOCCTaHaBnvMBaeMoin 6ase  [OaHHbIX
(pucyHok 24). lNpwn BocctaHoBneHun daHHbix CYBM, PostgreSQL MoxHO
Mcnonb30BaTh NGOV [OCTYMHbINA CEKPeT.

PostgreSL universal

Hcnons3oeate HACTROAKK NG YMONYAHNK

secret_method No secret method < |

0K

PucyHok 24

5. Haxmute KHorky L7151 MPUMEHEHUSI BbIOPAHHBIX HACTPOEK K
BOCCTAHOB/EHWS! AAHHBIX.

6. MNpoBepnTb x0A BbINOMHEHUS BOCCTAHOBNEHWUSI PE3EPBHON KOMUW MOXHO B
okHe «Oyepenb 3a8ay» (PUCYHOK 25):

‘\

Ru & @
< EI Ypanuts v E?B
O O6bekTbl ID Twun ID knuenta  WIMA KNMeHTa HWID Craryc Twn pecypeca Pecypc

4 Restore 6 astra-postgres.test.rubackup  094a36e2c64467d1 PostgreSQL universal PostgresSQL 14.2
@ Crparerim
3 Backup global 6 astra-postgres.test.rubackup 094a36e2c64467d1 PostgreSQL universal PostgreSQL 14.2
[El rnobankHoe pacnucatue
[ YaanénHas persmkaymsa
[2) PenoauTopuii
Ly

Ouepeds 334

Cepsepel RuBackup
=] XypHansi

& AaMUHUCTpUpOBaHUE

B rubackup@lecalhost

PucyHok 25

1 Hactpoiikn no ymonyaHuio 6yayT nobaeneHsl B NOCNEOYOWMX PENN3AX NPOrpamMMHOro NpoaykTa
B 9TO X€ OKHO A5 nons «[apameTpbl BOCCTAHOBNEHUS ONSt MOLYNS»
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[Mpn ycnewHoM 3aBepleHn BOCCTAHOBEHMS 3a[a4a Nepexoaut B cTatyc
«Done».

Tak e MOXHO NPOKOHTPONMPOBATL X0 BOCCTAHOBNEHUS PE3EPBHOM KONMUn
B XXYpHanbHOM doarne:

root@ubuntu-server:~# cat /opt/rubackup/log/task 2.log

Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Feb 15
Feb 15
Feb 15
Feb 15
Feb 15

Feb 15
Feb 15

Feb 16
Feb 16
Feb 16 11:

: Media server gl has 'New' task in the queue. Task ID: 2. Task type: Backup global
: Task ID: 2. New status: Assigned

: Task ID: 2. New status: At Client

: Task ID: 2. New status: Execution

: Set unlimited bandwidth for task ID: 2

Feb 15 12:30:22 2023:
Feb 15 12:30:22 2023:
: Transfer of snapshot client2 TaskID_2 NORuleOrStrategy 0 D2023 2 15H09 36 18 BackupType 1 ResourceType 11 has succeeded. Task ID: 2
: Task ID: 2. New record ID was created in repository: 2

Feb 15 12:30:23 2023:
Feb 15 12:30:24 2023:
Feb 16 11:21:20 2023:

Task ID: 2. New status: Start Transfer
Set unlimited bandwidth for task ID: 2

Task ID: 2. New status: Transmission
Task ID: 2. New status: Done
Media server ubuntu-server has 'New' task in the queue. Task ID: 2. Task type: Restore

: Task ID: 2. New status: Assigned

: Task ID: 2. New status: At Client

¢ : Task ID: 2. New status: Start Transfer

Feb 16 11:21:21 2023:

Feb 16 11:21:21 2023:
: Blocks are ready. time: 2

Feb 16 11:21:26 2023:

Task ID: 2. New status: Transmission
Set unlimited bandwidth for task ID: 2

Task ID: 2. New status: Done

MprMeyaHne: nMpaBa Ha nanky, KoTopas Obina co3gaHa [Onisl BOCCTAHOBNEHUS
PE3epPBHOM KoMK Nocne 3aBepLIEHNs BOCCTaHOBNEHUS By neT MMeTb Npasa root:root.
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BocctaHoBneHue co CTOPOHbI K/IMeHTa

[lna onepauun BOCCTAHOBNEHMS MOXHO MCNONb30BaTb YTUANTY KOMaHOHOW
cTpoku rb_archives.

cnonb3oBaHne yTtunuMTbl KOMaHOHOW CTPOKW rb_archives nossonser
NMOCMOTPETb CMNCOK PE3EPBHBIX KOMWIA:

root@postgresql:~# rb_archives
Id | Ref ID | Resource | Resource type | Backup type | Created | Crypto | Signed | Status
+ + + + +

B T B R e e s R T
1 | | PostgreSQL 12.13 | PostgreSQL universal | full | 2023-02-16 11:11:03+03 | nocrypt | True | Not Verified
root@postgresql:~# I

B nepBoit KONoHKe ykaldaHbl UOEHTUPMKATOPbI PE3EPBHBLIX KOMUiA. YToObI
BOCCTaHOBUTb pPE3epBHYl0 Konmuio 6e3 pasBepTbiBaHWs, HYXHO WCMONb30BaThb
KOMaHay:

# rb_archives -X -d /path_to_restore

Onumsa -X ykasblBaeT, YTO HYXHO BbIMOMIHWTL OMepaumio BOCCTaHOBNEHUS
6e3 pa3BepTbiBaHMS

Onuusa -d ykasbiBaeT MyTb, B KOTOPbIA HY>XHO BOCCTAHOBWUTb PE3EPBHYIO
konuto. Ecnn He ncnonb3yetcst onums -d, pesepsBHas konus byaeT BOCCTaHOBEHA B
KaTtanor Ansi BPEMEHHbIX Onepaunii ¢ pe3epBHbIMA KOMMSMKA, MO0, eCnn KINEeHT
HacTpoeH Ha wucnonb3oBaHme BpeMmeHHon NFS-nankm oT cepBepa pPe3epBHOro
KOMMpOBaHUS, BOCCTaHoBneHne npomudongetr B a1ty NFS-nanky. B cnyyae
BOCCTAHOBNEHUSI pe3epBHON konun 6e3 pa3BepTbiBaHMS BCErda PEKoMeHIyeTcs
ncnonb3oBatb onumio -d C ykasaHvem Kartanora Ha K/MEeHTe, B KOTOPOM €eCTb
[OCTaToO4yHO MeCTa 415 BOCCTAHOBNEHUS PE3EePBHOM KOMUN.

B ToM chy4yae, ecnn HeobX0AUMO BbIMOMHUTL BOCCTAHOBMIEHNE pe3epBHO|7|
Konumn C pa3eepTbiBaHNEM, BbIMONTHATE KOMaHOY:

# rb_archives -x -d /path_to_restore

Onumust -x yKasblBAeT, YTO HY>XHO BOCCTAHOBWUTb PE3EPBHYID KOMUIO C
pa3BepTbiBAHNEM.

Lns BOCCTAHOBNEHUSI PE3EPBHOM KOMUM HeobXxoOMMO BBECTVM Naposib
KnveHTa (3afaeTtcs npy NepBoM MCMONb30BaHUK rb_archives co CTOPOHbI KNneHTa.
B ToM cnydae ecnum Bbl He 3HaeTe napofb, 0OpaTUTECh K CUCTEMHOMY
agmuHuctpatopy CPK 4tobbl ero cbpocutb 1 3a4aTb 3aHOBO).

MpPOKOHTPONMPOBaTL BLIMOMHEHNE 3a4a4u BOCCTAHOBMEHUS MOXHO Mpu
MOMOLUM YTUNUTBI KOMAHAHOW CTPOKM rb_tasks:
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root@postgresql:~# rb_tasks

Id

| Task type

| Resource | Backup type | Status | Created

e e s e e feee s snes s saneoe S fhe e s s s S e e s S aeea e

1
2

root@postgresq

| Backup global | PostgreSQL 12.13 | full

| Restore

L:~#

| Done
| Done

| 2023-02-16 11:10:42+03

i PostgreSQL 12.13 | full | 2023-02-16 11:21:20+03

Tak Xe MOXHO nony4nTb OeTanbHyo MHGOPMALMIO O XO4€e BOCCTAHOB/IEHUS
13 XypHanbHOro doanna sagayu:

root@ubuntu-server:~# cat /opt/rubackup/log/task 2.log

Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Feb 15 12:3

18 2023:
Feb 15 12:30:18 2023:
Feb 15 12:30:18 2023:
Feb 15 12:30:18 2023:
Feb 15 12:30:19 2023:
Feb 15 12:30:22 2023:
Feb 15 12:30:22 2023:
Feb 15 12:30:23 2023:
Feb 15 12:30:23 2023:
Feb 15 12:30:23 2023:
Feb 15 12:30:24 2023:
Feb 16 11:21:20 2023:
Feb 16 11:21:20 2023:
Feb 16 11:21:21 2023:
Feb 16 11:21:21 2023:
Feb 16 11:21:21 2023:
Feb 16 11:21:21 2023:
Feb 16 11:21:24 2023:
Feb 16 11:21:26 2023:

Media server ql has 'New' task in the queue. Task ID: 2. Task type: Backup global
Task ID: 2. New status: Assigned

Task ID: 2. New status: At (lient

Task ID: 2. New status: Execution

Set unlimited bandwidth for task ID: 2

Task ID: 2. New status: Start_Transfer

Set unlimited bandwidth for task ID: 2

Transfer of snapshot client2 TaskID 2 NORuleOrStrateqy 0 D2023 2 15H09 30 18 BackupType 1 ResourceType 11 has succeeded. Task ID: 2
Task ID: 2. New record ID was created in repository: 2

Task ID: 2. New status: Transmission

Task ID: 2. New status: Done

Media server ubuntu-server has 'New' task in the queue. Task ID: 2. Task type: Restore
Task ID: 2. New status: Assigned

Task ID: 2. New status: At_(lient

Task ID: 2. New status: Start_Transfer

Task ID: 2. New status: Transmission

Set unlimited bandwidth for task ID: 2

Blocks are ready. time: 2

Task ID: 2. New status: Done
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BoccTtaHoBneHue Ha onpeneneHHbIn
MOMeHT BpemeHuM (Point in time recovery

(PITR))

BaxHo! PekomeHpyeTcs 3apaHee MNOAroTOBUTb WMHCTPYKUMIO MO
BOCCTaHOB/IEHMIO MMeHHO Bawen uHdpacTpykTypbl B KoHTekcTe PITR,
NpoBepUTb 3Ty MHCTPYKLMIO, MPOBECTU 06yuyeHne nepcoHana u npoBoaUTb
perynsipHbie y4yeHuss no BocctaHoBneHuto CYBIL, wn3 cpenaHHbIX
pe3epBHbIX Konun!

BaxHo! Hacrosiwee PyKOBOACTBO  sIBNSieTCA onucaHueM
cbyHKUMOHaNa u He SIBNSIETCA TOYHOW WMHCTPYKLMEN BO BOCCTaHOBJIEHUIO
CYB/L B ntobon cutyauum, Kotopasi MOXeT nponsonTu!

BHumaHue! BoccraHoBneHue Ha onpeneneHHbin MOMEHT BpPeMeHM
(Point in time recovery (PITR)) HeBO3MOXHO pAansa nogMoAyns
pg_probackup.

B cnyyae, korna TpebyeTcsi BOCCTAHOBMEHWE HA OMPELENEHHbIA MOMEHT
BPEMEHM UNW Ha OnpeneneHHyo TpaH3akumio, HeobXxoanMo:

1. BoccTaHOBUTb pe3epBHyto Konuio 6e3 pa3eBepTbiBaHuS.

2. B 3aBucumoctn ot Bepcunm PostgreSQL pobaBute Heobxooumylo METKy B
KOHJpurypaumoHHbid  cpann  (Bepcum  PostgreSQL > 12) wnm B hann
recovery.conf B COOTBETCTBMM C JAoOKymeHTaumein PostgreSQL Tpebyemol

Bepcun, Harnpumep: https://www.postgresqgl.org/docs/12/continuous-
archiving.html#BACKUP-PITR-RECOVERY

KoHKpeTHast Touyka BOCCTaHOBNEHMSI [OONXHa ObiTb ycTaHoBNeHa B

COOTBETCTBUMU c https://postgrespro.ru/docs/postgrespro/12/runtime-config-
wal#RUNTIME-CONFIG-WAL-RECOVERY-TARGET
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Pe3epBHOe KONUpoOBaHue "
BoccTtaHoBnieHue CYB /[ PostgreSQL
B Knacrtepe Patroni

Bce nmeiicTems Nno KONMpPOoBaHUIO 1 BOCCTAHOBNIEHUIO BbIMOMHSAOTCSA TONbKO Ha
KnneHTe ¢ ponblo «Jlnpgep». B knactepe ata ponb MoXeT ObiTb OenervpoBaHa
nobOMy 13 KNMEHTOB.

BHumaHve! PesepBHoe konupoBaHue knactepa Patroni BO3MOXHO TONbKO C
ncnonb3oBaHnem nogmonyns postgresql.

CospaHue rpynnbl Patroni Ha cepBepe RuBackup

Mpw peructpauunn B RuBackup Bce knneHTbl nomewatotcs B rpynny No group. Ons
KOPPEKTHOM paboTbl C KNACTEPOM Hy>XXHO CO34aTb OTAENbHYIO rPynny KINEHTOB,
NepeMecTnTb B HEE BCE KIIMEHTbI KNAacTepa, a TakXe yCTaHOBUTb aTpubyThbl rpynnbl
«Paspgensemas rpynna» n «KnacrepHas rpynna» B true (pucyHok 26). bonee
noapobHO co3naHve n 0obaBneHne KIIMEHTOB B rPynmny ONMCaHO B [OKYMEHTE
«PykoBoAcCTBO cucTeMHOro agMmHmucTparopa RuBackup».

B8

PucyHok 26
BbinonHeHne NOJIHON /MU UHKPEMEeHTabHOMN KON

Knactepa Patroni

E,D,I/IHCTBeHHoe ycnosme BbINOTHEHNA NONHOM wW/nnn MHerMeHTaﬂbHOIZ
Konuu knactepa Patroni — BbINONMHEHME KOMMPOBaHUS TONMbKO Ha KIMEHTE C POJbIO
<<ﬂ|/|ﬂ|ep>>_
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BbinonHeHne NOAHOro U/vnmn NHKPEMEHTaNbHOIrO KONMPOBaHUSA ANg Knactepa
Patroni BbinonHsietca B wratHoM pexume pabotbl CPK RuBackup — Hukakmx
cneunanbHbIX OECTBUI He TpebyeTcs.

BoccraHoBneHue 6e3 pa3BepTbiBaHUS

1. Onpenenntb nuaepa knactepa Patroni komaHaom
patronictl -d etcd://appec_xocTta_etcd list patroni_cluster_1

BbINO/THEHHOW OT Nosb3oBartens postgres Ha KnueHTe, BXOASLWEM B KnacTtep;

2. OTKNO4NTL BNEMEHTbI Knactepa ¢ ponbto Replica;
3. OTKNo4YNTL BNEMEHT KnacTtepa ¢ ponbto Leader;

4.Y6ennTbCs, H4TO B KOHCPUIypaLMOHHOM doaiine Moayns
/opt/rubackup/etc/rb_module_postgresqgl.conf ons
napametpa direct_restore ycTaHOBNEHO 3Ha4YeHKEe No;

cat /opt/rubackup/etc/rb_module_postgresql.conf

5. 3anycTuTb NpoLecc BOCCTaHOBNEHMS 6e3 pa3BepTbiBaHUS B KaTanor ons
BOCCTAHOBNEHMS Ha KNneHTe ¢ ponbto Leader;

6. lMocne 3aBepleHnsa 3a4a4v No BOCCTAHOBIEHNIO HEOOXOAUMO NEPEHECTN doaiinbl
13 KaTanora ons BOCCTaHOBNEHMS B LENEBbIE Katanoru, T. €. U3 katanora ong
BoccTaHoBneHus /restore_dir/number.rest/var/lib/postgresql/11/main (roe
number — 3T0 HOMep pe3epsHou konun) B /var/lib/postgresql/11/main c
3aMeHou goannos, a TakXxe 13 katanora ois BOCCTaHOBNEHUSA
/restore_dir/number.rest/opt/rubackup/mnt/postgresql_archives nepeHectu
wal-goarnbl (roe number — aT0 HOMEpP Pe3epPBHO KONUK) O/151 BOCCTAHOB/IEHMS
B /opt/rubackup/mnt/postgresql_archives/;

7.Y6enmtbcs, YTO Y NEPEHECEHHbIX (hainoB Bnanenew 1 rpynna HasHa4eHsbl
postgres;

8. Ha knueHTe ¢ ponbto Leader ot nonb3oeatens postgres Heob6xoaMmo yoanutb
Knactep KOMaHOoM:

patronictl -c /etc/patroni/config.yml remove
patroni_cluster_1.

MoTpebyeTcst noATBEPXAEHME yaaneHns knactepa: Ha nepBblii 3anpoc
NMOBTOPHO BBECTU UMS KNacTepa, Ha BTOPOI 3anpoc BBeCcTM dopasy Yes | am

aware;

F-------- +o----- +------ F------- e T +

| Member | Host | Role | State | TL | Lag in MB

+ Cluster: patroni_cluster_1 (715859822136041482+
+

F-------- B F------- e T +
Please confirm the cluster name to remove: patroni_cluster_1
You are about to remove all information in DCS for patroni_cluster_1, please type: "Yes I am aware”: Yes I am aware)
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9. 3anycTuTb aneMeHT Knactepa Ha KnveHTe ¢ ponbio Leader;
10. 3anyctuTb aneMeHThl knactepa Ha knmeHte ¢ ponbio Replica;

11. Y6eanTbCsl, 4TO BCE 3NIEMEHTLI UMEIOT CTaTyC running KOMaHAoM:
patronictl -d etcd://appec_xocTta_etcd list

patroni_cluster_1, BbiNonHeHHOI OT Nonb30BaTens postgres Ha KMEHTe,
BXOZSLLEM B KNnacTep.

BoccTtaHoBneHue B pexume Point in Time Recovery
(PITR)

1.  Onpegenutb nuaepa knactepa Patroni komaHoom

patronictl -d etcd://appec_xocTta_etcd list
patroni_cluster_1,

BbINOMIHEHHOW OT NONb30BaTENS POStgres Ha KNMeHTe, BXOOSWEM B KnacTep;
2.  OTknounTb aneMeHThbl knactepa ¢ ponbto Replica;
3. OrtknounTb aNeMeHT knactepa ¢ ponbto Leader;

4. Yb6eOnTbCs, Y4TO B KOHGOMIypaLUMOHHOM dhaiine
monyns /opt/rubackup/etc/rb_module_postgresgl.conf gns
napametpa direct_restore yctaHoBneHoO 3Ha4yeHve no

5. 3anyctutb Npouecc BOCCTaHOBMEHMS 6e3 pa3BepTbiBaHWS B KaTanor ans
BoccTaHoBneHms Ha BM ¢ ponbio Leader;

6. [locne 3aBepLieHNst 3a4a4m NO BOCCTAHOBNIEHNIO HEOOXOAMMO CKONMPOBATh
Goannbl U3 KaTanora Afs BOCCTAHOBNEHWS B LIENeBble KaTanoru, T. €. n3
Karanora gfs BOCCTaHOB/EHUS
/restore_dir/number.rest/var/lib/postgresql/11/main (rae number — 3To Homep
pe3epBHO Konnn) ckonuposatb doarnbl B /var/lib/postgresql/11/main,
npeasapuTenbHO yaanue charinbl U3 LLENEeBOro Karanora, v U3 katanora ong
BOCCTaHOBNEHUS
/restore_dir/number.rest/opt/rubackup/mnt/postgresql_archives (rae number
— 3TO HOMEP PEe3EePBHON KOMuK) nepeHecTn wal-gpannbl 415 BOCCTAHOBNEHUS
B /opt/rubackup/mnt/postgresql_archives/

7. YbeomutbCs, YTO Yy CKOMMPOBaHHbIX (PaNoB Ha3HaYeHbl Bnagenew u rpynna
postgres;

8. HaknueHte c ponbio Leader ot nonb3oBarens postgres He06x0aMMO yoanuTb
KnacTtep KOMaHOow:
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patronictl -c /etc/patroni/config.yml remove

patroni_cluster_1. NotpebyeTcs noaTBepXAeHUE yaaneHns knacrepa:
Ha NepBbIli 3anNpPoc NOBTOPHO BBECTM MMS KnacTepa, Ha BTOPOiA 3anpoc BBECTU
dopasy Yes | am aware

9. 3anycTuTb anemMeHT Knactepa Ha KnvmeHTe ¢ ponbio Leader;
10. 3anyctutb anemeHTbl Knactepa Ha kKnneHTe ¢ ponbto Replica;

11. Y6eanTbcs, 4TO BCE ANEMEHTbI MMEKOT CTaTyC running KOMaHOoiA:
patronictl -d etcd://appec_xocTta_etcd list
patroni_cluster_1,

BbIMO/IHEHHOW OT MONb30BaTeNs Postgres Ha KIMEHTe, BXOASILLEM B KNacTep;

12. OTKNto4UTb aneMeHTbl knactepa ¢ ponbto Replica;
13. OTkntounTb 3NEMEHT KnacTtepa ¢ ponbto Leader;

14. Ewe pas ckonvpoBaTb oamnbl W3 Karanora [Ans  BOCCTAHOBNEHMS
/restore_dir/number.rest/var/lib/postgresql/11/main (rae number — 310 HOMEpP
pesepsHOn Kkonun) B /var/lib/postgresql/11/main, npepnsapuTenbHO ynanve
goainbl U3 LENEeBOro KaTanora;

15. B gpanne postgresql.conf BHeCTM 3Ha4eHns B napameTp: recovery_target_time
='2023-03-27 15:29:00' 1 3aKOMMeHTMpPOBaTb OCTalIbHbIE NAPaMETPHI
recovery_target, ecnvm OHV He NCMNoNb3YyTCH;

ry_target name

ry;target_time = i
#recovery target timeline
very_target xid = '

16. B dpanne postgresgl.auto.conf BHecT 3HauyeHWs B cnegylowme napameTpsbl:

restore_command = 'cp /opt/rubackup/mnt/postgresql_archives/%f %p' ,
recovery target time = '2023-03-27 15:29:00' n recovery target action =
'‘promote’

recovery target_time = '2023-83-27

recovery target_action='pro
restore_command = '
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17. 3anyctutb PostgreSQL komaHaom
sudo -u postgres nyTb_K_bin/postgres -D
nyTb_K_data_copaepxawein_xkoHour_dannsi.

MNpumep:

sudo -u postgres /usxr/local/pgsql/bin/postgres -D
/usr/local/pgsql/data/patroni_cluster_1/data/

18. lMocne ycnewHoro 3anycka PostgreSQL nposeputb B norax, 4to CYB[ rotosa
NPUHMMATb NOAKNIOYEHNS;

19. OcraHoBuTb PostgreSQL;
20. Ha knueHTe ¢ ponbto Leader ot nonb3oBatens postgres He06xoaMMo yoanvtb

Knactep komaHoov patronictl -c /etc/patroni/config.yml

remove patroni_cluster_1 . [lotpebyetcs noaTBEPXAEHNE YOANEHNS
Knactepa: Ha nepBblii 3anpoC NOBTOPHO BBECTW UMS KNacTepa,Ha BTOPOW
3anpoc eeecTtn copasy Yes | am aware;

+-------- +------ +------ F------- R +
| Member | Host | Role | State | TL | Lag in MB
+ Cluster: patroni_cluster_1 (715859822136041482+

+-------- +------ +------ F------- R +
Please confirm the cluster name to remove: patroni_cluster_1
You are about to remove all information in DCS for patroni_cluster_1, please type: "Yes I am aware”: Yes I am aware]

21. 3anycTtutb aneMeHT knactepa Ha BM ¢ ponbto Leader;
22. 3anycTuTb 9NeMeHTbl Knactepa Ha knneHTe ¢ ponbto Replica;

23. Ybenutbes, yTOo BCE SNIEMEHTHI
MMeIoT cTaTyc running komangon patronictl -d etcd://appec_xocTta

_etcd list patroni_cluster_1, BbinonHeHHOW  OT  MONb30BaTENS
postgres Ha KNnMeHTe, BXOASWEM B Knactep
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Pe3epBHOe KOnNUpoBaHue C
ucnosib3oBaHMeM nogmonyns

pg_probackup

NMoaroroBka K ucnonb3oBaHUo pg_probackup

BHumaHue! Ons KoppekTHoOM paboTbl nogMomynss Heob6xoaumo
Hanuume:

s yTMAuThbl pg_probackup Bepcumu 2.6 unm Bbille;
« ptrack Bepcum 2.6.0 unu BbiLue.

Lna  BbINONMHEHMS PE3EePBHOr0  KOMMPOBAHMS C  MOMOWbBKD  MOAyns
PostgreSQL ¢ nogmoaynem pg_probackup BbINONHUTE cneaytowmne 4encTBus:

1) 3anyctute RBM komaHpoiA:

# rbm

[Mocne aTOro B OTKPbIBWEMCS OKHE (PUCYHOK 27) BBEOUTE HAUMEHOBaHWE
cepsepa Rubackup, nms nonb3osartens n naponeb.
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RuBackup Manager

Wma cepeepa RuBackup
10.177.32.71

M#a nons3oeatensa

rubackup

Maponb

Tun ayTeHTUhUKaumum
RuBackup DB

Boiitn

PucyHok 27
2) Nob6aebTe nyn Tnna «Client defined» ¢ nomowbto RBM nrmbo komMaHOHOW CTPOKM
(cM. nopopobHee B OOKyMeHTe «PykOBOACTBO CUCTEMHOrO aaMMHMCTpaTopa
RuBackup»);

3) Hactpoiite KnueHtckoe xpaHunumwe ¢ nomouwbio RBM nnbo koMaHOHOA CTpOKK
(cM. nogpobHee B [OOKyMeHTe «PykOBOACTBO CUCTEMHOrO aaMMHMCTpaTopa
RuBackup»);

4) HacTpoiite Ha KnneHTCKOM xocTe 6a3y aaHHbIx PostgreSQL;

5) YctaHoBUTE Ha KAMEHTCKOM XxocTe Mogynb nans  PostgreSQL  Universal
(rb_module_postgresql);

6) PasBepHUTe  KAMEHT PE3EpPBHOr0  KOMMPOBAHWUSA,  CKOHUrypupymnte u
nogknounte ero Kk cepsepy CPK Ha xocTe, roe yctaHoeneH Mopynb ons
PostgreSQL Universal;

7) Cospaiite B S3-xpaHunmwe MinlO nanky, B KoTopylo OymyT noMewaTbes
pe3epBHble Konuu;

8) Hactporite PTRACK Ha KnveHte pna cosgaHns wM BOCCTAHOBNEHMWS
NHKPEMEHTaNbHbIX KOnuii TabnnyHbix npocTtpaHcte CFS;

9) Hactpoiite ytunnty pg_probackup Ha KnueHte ans pabotbl ¢ S3-XpaHunmwem;

Mpumeydanne: ona pabotbl ¢ S3-xpaHunuwem MinlO B ytunute pg_probackup
HY>XHO MCMOo/b30BaTh KJOY --S3=minio

10) Onsa ncnonb3oBaHms pexmma noctpaHnyHoro konvposaHus (PAGE) Hactponte
HenpepbiBHoe apxusnposaHue WAL c cepsepa b1 8 CPK RuBackup.
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MHuumnanusauuns Katanora pesepBHbIX KONUN

Ons Havana pabotbl nogmomynsi pg_probackup BbIMONHWTE MOCnenoBaTeNbHO
cnepyolme KomaHabl (noapobHee CM. B 0douLIMaNbHOM OOKYMEHTALNN):

1. pg_probackup init -B katanor_konui [--skip-if-exists]
[mapameTpbl_s3] [--help]

2. pg_probackup add-instance -B kaTtanor_konuin -D
KaTaNor_faHHbIX --instance wumsa_3k3emnasapa [--skip-if-

exists] [napameTpbi_s3] [--help]

BHumaHue! unMs_3k3emnnsipa M[OONXHO coBrMagatb C MWMEHEM
Katanor_jpaHHbix. Hanpumep, ecnu pob6aBnsieTcss Katanor AOaHHbIX
‘Ivar/lib/pgpro/std-13/data/’, 3HaunT, uMeHeM 3Kk3emnnsipa 6yner ‘data’.

BHuumaHue! HOupektopusa ‘opt/rubackup/mnt/pg_probackup’ n Bce
B/IOXEHHble B HEé Mnanku [ONMXHbl ObiTb OOCTYMHbI Ol 3aNUCU U YTEHUS
nonb3oBaTtento postgres, a TakXe NONb30BaTeNio, NOO KOHTPONEM
KoToporo paboraeTt knueHT RuBackup.

Obecneuntb OOCTYyn MOXHO cnenyownMm 06pa30M:

# sudo chgrp postgres -R
/opt/rubackup/mnt/pg_probackup

# sudo chmod g+rwx -R /opt/rubackup/mnt/pg_probackup

Hwnxe onuncaHbl napaMeTpbl, KOTOpble HEOOXOAMMO 3aAaTh As Pa3MeLLeHus
KOMMWiA B 4acTHOM 06nMa4yHOM xpaHunuiie. ST napameTpbl MOryT 3adaBaTbCsl C
nobbIMY KOMaHaaMu, KOTopble pg_probackup BeINONHSET Yepes nHTepaeic S3:

+ --s3=s3_interface_provider 3a0aét npoBsanaepa,
noaaepXxmearolero nHTepgoenc S3. BoaMOXHbIE 3HAYEHMS:

o minio — o0bbekTHoe xpaHunuwe MinlO, coeBMecTMoe C 06naYHbIM
xpaHunuiwem S3. C 3TMM NpoBaiiaepoM Mo yMONYaHWIO UCMONb3YeTCsl NPOTOKON
HTTP n nopt 9000.

*+ --s3-config-file= nyTb_K_¢anny_xkoHurypaumm
Ecnm  9toT  napametrp  onyckaetcs, pg_probackup vwer  dhain
KOoHpurypaumm S3 cHavana B /etc/pg_probackup/s3.config, a

3atem B ~postgres/.pg_probackup/s3.config.

MonpobHee 0 3anoNHEHNN KOGOUIypaUmMoHHOro doarina anst pabotbl ¢ S3 cM.

odhrLmanbHyo JoKyMeHTaumio (pasaen «apametpbl S3).
MNpvMepbl NCMONb30BaHWSA KOMaHL, ¢ S3:
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» [lpumep ncrnonb3osBaHnsa add-instance:

pg_probackup add-instance -
B /opt/rubackup/mnt/pg_probackup --instance=data
--pgdata=/var/lib/pgpro/ent-16/data --s3=minio

Ecnu nnaHupyetcs ncnonb3oBaHne Moaynst LJisi PE3ePBHOMO KOMMPOBaHMS
knacTepoB Postgres Pro B cocTtaBe patroni, To He06X0AMMO BbINOMHNUTL CNELYHOLLYHO
KoMaHmy:

# pg_probackup set-config -B
/opt/rubackup/mnt/pg_probackup/ --instance=patroni --
pghost ip_knactepa,

roe ip_knactepa - 370 ip-afpec KONMpyemoro ak3emnnsipa patroni.

Hactpownka konupyemoro knacrtepa 6a3 aaHHbIX ons
ucnonb3oBaHUA pg_probackup

Ons BbINOMHEHUSI PE3ePBHOrO KOMUPOBaHUS B 3alUUWEHHOM pexXuMe
Heobx0auMo co3aaTb POosib C OrPaHNYEHHbIMU NpaBaMmn 1 6a3y NaHHbIX Pe3EPBHOIO
KornmpoBaHusi. IMsi ponu, 6a3bl AaHHbIX U Naposib YCNOBHbI M MOTYT BblTb U3MEHEHD
Mo yCMOTPeHWIo nonb3osatens. NocnenoBaTenbHOCTb AENCTBUIA cnenytowas:

1. CHavana cosparite 6a3y AaHHbIX pe3epBHOIo KOnmpoBaHust. [JaHHas onepaums
NPOU3BOAMTCS OT UMEHU NONb30BaTeENs postgres:

# su postgres
# createdb backupdb

2. Nanee onucaH npouecc CO34aHWs pPonv Ons  BbINONHEHUS PEe3epBHOro
KonupoBaHus. B uensax obecneyeHuss 6e30MacCHOCTU KOMMPYEMbIX [OaHHbIX,
co3naBaemasi ponb bynet obnagatb MUHUMANbHBIMUA NpaBamMu, HEOOXOAUMbIMY
LN BbIMONHEHNS PE3EPBHOrO KOMMpoBaHnsa ak3emnnsapa Postgres Pro. B atom
npuMepe Takow ponbto By et rubackup_backuper.

2.1 BoinonHnte nogkmoveHne k 6asle  paHHbix  backupdb oT  umeHm
nonb3oBarens postgres:

# sudo -u postgres psql -d backupdb

2.2 Nanee, B psql cospante ponb rubackup_backuper (Mms nonb3oBatens
MOXeET ObiTb M3MEHEHO) W 3ajaiiTe Naponb (B KAYeCTBE MapOns yKaxuTe
Xenaemblii naponb BMecto 12345). 3ateM npu nomowu npuBeaEHHOMO
HUXE cKpunTa onpefenute cnegytouwme paspelleHns Ha cepeepe Postgres
Pro (Tonbko B 6a3e AaHHbIX, K KOTOPOI NPOU3BOANUTCS MNOOK/IIOYEHNE).
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Insa Postgres Pro Bepcun 14 n Huxe:

BEGIN;

CREATE ROLE rubackup_backuper WITH LOGIN;

ALTER USER rubackup_backuper WITH PASSWORD ‘12345’;

GRANT USAGE ON SCHEMA pg_catalog TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.current_setting(text) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.set_config(text, text, boolean) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_is_in_recovery() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_start_backup(text, boolean, boolean)
TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_stop _backup(boolean, boolean) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg _create _restore_point(text) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_switch_wal() TO rubackup_backuper;
GRANT EXECUTE ON FUNCTION pg_catalog.pg_last wal _replay_Isn() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.txid_current() TO rubackup_backuper;
GRANT EXECUTE ON FUNCTION pg_catalog.txid_current_snapshot() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.txid_snapshot xmax(txid_snapshot) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_control_checkpoint() TO
rubackup_backuper;

ALTER ROLE rubackup_backuper WITH REPLICATION;

COMMIT;

Ina Postgres Pro 15:

BEGIN;

CREATE ROLE rubackup_backuper WITH LOGIN;

ALTER USER rubackup_backuper WITH PASSWORD ‘12345’;

GRANT USAGE ON SCHEMA pg_catalog TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.current_setting(text) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.set_config(text, text, boolean) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_is_in_recovery() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_backup_start(text, boolean) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_backup_stop(boolean) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_create_restore_point(text) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_switch_wal() TO rubackup_backuper;
GRANT EXECUTE ON FUNCTION pg_catalog.pg_last wal_replay _Isn() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.txid_current() TO rubackup_backuper;
GRANT EXECUTE ON FUNCTION pg_catalog.txid_current_snapshot() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.txid_snapshot xmax(txid_snapshot) TO
rubackup_backuper;
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GRANT EXECUTE ON FUNCTION pg_catalog.pg_control_checkpoint() TO
rubackup_backuper;

ALTER ROLE rubackup_backuper WITH REPLICATION;

COMMIT;

Ina Postgres Pro 16 komaHgbl MOryT otaMy4aTbCsd - CM. OuULMabHYIO
OKYMEHTaLNIO.

3. Cospaiite doain .pgpass B katanore ‘/root’. B goaine /root/.pgpass Heobxoammo
yKa3atb OaHHble Ond noakKnit4yeHnsA K paHee CO30aHHOMN 6ase OaHHbIX U ONA
pennunkadnn.

970 pacnpocTpaHEHHbIN cnocob XpaHeHWUs MHGOPMaUUM O COEOUHEHWN B
PostgreSQL BMecTo BBOOA napons npu KaxaoW COBEPWEHHOW onepauun C
pg_probackup. 31oT haiin nonxeH cogepxarb CTPOKM B TaKOM cpopmare:

cepBep:nopT:0a3a_paHHbLIX:MMA_NOJsib30BaTenA:naposib
Mpumep:

localhost:5432:backupdb:rubackup backuper:12345

localhost:5432:replication:rubackup backuper:12345

BHumaHue! dann ‘.pgpass’ ob6si3aTeNlbHO [ONMXKEH HaxoauTbCs B
JOMallHeM KaTanore cynepnonb3oBatens ‘/root’. He MeHsnTe mecTtamun
MHdOpMaLMIO B CTPOKE, OHa A0/1XHa ObiTb YKa3aHa Kak B npumepe. Takxe,
Macka paspewleHun cphanna ponxHa coorBercrBoBatb mMacke 0600. Ecnu
OOHO M3 3TUX YCNOBMMA OyneT HapylleHO, TO BbINOJIHEHNE pe3epBHOM
Konuu 6yaer npepBaHO OLUNOKOM.

4. Nanee HeobxoOMMO NPOWU3BECTM WM3MEHeHUsI B doaine pg_hba.conf. Haiitn
KOHQPUrypaLMOHHbIA dpain, OTHOCAWNACA K HacTpanBaemMoMy KnacTtepy, MOXHO
Tak:

# sudo -u postgres psql
# psql -c 'show hba file'

BbizoBuTe psql npu nomMowm KoMaHabI:

# sudo -u postgres psql

Ecnu ons nonb3osartens postgres He ycTaHOBNEH NapOsib, yCTaHOBUTE €ro, U3MEHUB
‘12345’ Ha nooxoOsLWMiA:

# alter user postgres with password ‘12345’;

B koHeL dpaiina pg_hba.conf nobaBbTe cnenytowme CTPOKK:
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host backupdb rubackup backuper
127.0.0.1/32md5

host replication rubackup backuper
127.0.0.1/32md5

BmecTo peer Besne ycraHosute md>5. Mpumep utorosoro tharmna:

all all

all all 127.0.0.1/32

all all ::1/128

replication all

replication all 127.0.0.1/32
replication all ::1/128

backupdb rubackup_backuper 127.0.0.1/32
replication rubackup_backuper 127.0.0.1/32

MpoBepsieM, He BbINo N1 ONeYaToK, U NEPEYUTLIBAEM KOHPUIYPaLMIO:

# psql -c 'select * from pg_hba file rules’
# psql -c 'select pg_reload_conf()’

postgres@postgresPro-client:~% psql -c 'select * from pg_hba file_rules’
MNapone nonb3osaTensa postgres:
line_number | type | database user_name | address

local | {all}
host {all} .0.0. 255.255.255.255

host {all} 38 frff i frff frff:ffff:ffff:ffff
local | {replication}

host {replication}

host {replication} | HH
host {backupdb} {rubackup_backuper} | 12

25 SRS KRG SR G )
e A Frff i FFff i FrFfoffff

7
)
7.0.0.1 25 SRS KRG SR G )
host {replication} | {rubackup_backuper} | 127.8.0. 255.255.255.255

(8 cTpok)

postgres@postgresPro-client:~$ psql -c 'select pg_reload_conf()'
Naponk nonb3oBaTens postgres:
pg_reload_conf

MNocne peanu3aumm faHHbIX HACTPOEK MOAYNb CMOXET BbIMNOMHATL MOMIHOE
pe3epBHOE KonuposaHne 1 audpdoepeHumnanbHoOe Pe3EpPBHOE KOMMPOBaHWE B
pexume DELTA ucnonbays pexum goctaskym WAL no ymonyanuio (ARCHIVE).

HacTporka NOTOKOBOro pe3epBHOro KonupoBaHus
[na HacTpomkm noTOKOBOrO pe3epBHOro konuposaHus (STREAM)

TpebyeTcs NPoM3BECTM U3MEHeHMS B dhaine postgresqgl.conf, KOTOPbIA HAaXOAUTCS
BHYTPW KomupyeMoro knactepa. Hanpumep, aupektopuen knactepa CYBI
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Postgres Pro 13 siBnsietcs /var/lib/pgpro/std-13/data/. Obpatute BHMMaHMe Ha TO,
4TO PACMOMIOXEHNE doaiina MOXET OTIMYaTbCs B 3aBMCMMOCTM OT OMUCTpubyTuBa
Linux, Bepcun Postgres Pro n knactepa 6a3 naHHbIX.

BbinonHnTe cnepyowme oencrans:

1) yctaHoBMTE [Onsi  napameTpa max_wal_senders goctatoyHo 6Honbluoe
3Ha4veHve, npegycMaTpuBalOWee MUHMMYM OOHO MOLK/OYEHVE Ons
npouecca pe3epBHOro KonNMpoBaHus;

2) 3apanTe onga napametpa wal_level 3HayeHwe Bbiwe minimal.

Ecnn Bbl He nnaHupyeTe NPOM3BOAUTL AaNbHENWY HACTPOMKY, TO nocne
BHECEHHbIX W3MeHeHWnl B dpaiin postgresgl.conf Heobxooumo nepesarpysnTb
cepsep Postgres Pro npu nomoLwwm KoMaHab!:

# sudo systemctl restart postgrespro-std-13.service

[Mocne peanu3auum OaHHbIX HACTPOEK MOLYNb CMOXET BbIMOMHATL MOMHOEe
pe3epBHOe KonvpoBaHue u pudpdpepeHUUnanbHoe pe3epBHOE KOMMpPOBaHWE B
pexumax DELTA, ncnonb3ys notokosyto goctasky WAL (STREAM).

HacTtpoika HenpepbiBHOro apxusmposaHua WAL

[na BbinonHeHns konuvposBaHus B pexume PAGE wn BocctaHoBneHus
pe3epBHbIX Konum Ha MOMEHT BPeEMeHU (recovery-target) DONMXHO
OCYLLECTBNATLCSA HENPEPbIBHOE apxmsuposaHne WAL.

Ytobbl HacTpOUTb HEMPEPLIBHOE apPXMBMPOBAHME, BbINONHWUTE Cheayrolmne
OencTBusS:

1) 3apanTe ona napametpa wal_level 3HayeHve Bbiwe minimal.

2) ecnu Bbl HacTpavBaeTe pe3epBHOE KOMUPOBaHWE Ha BedylleM cepsepe,
napameTp archive_mode nonxeH nMmetb 3HadeHve on nnun always. [1ns
BbIMO/IHEHNS  PE3EPBHOIO  KOMMPOBaHMS Ha BemOMOM Tpebyetcs
3HayeHue always.

3) yctaHosuTte napameTtp archive_command:

archive_command = '/nyTb_uHcTannauuu/pg_probackup archive-push -B
/opt/rubackup/mnt/pg_probackup --instance uMmsa_sksemnnspa --wal-file-
path %p --wal-file-name %f [mnapameTpbl_yananéHHoro_pexwumal'

roe  NyTb_MHCTannsiIUMM  —  NyTb K  Karanory  yCTaHOB/IEHHOM
Bepcumn pg_probackup, KOTOPYH Bbl XOTUTE UCMONb30BATb,

MMS_3K3eMnnsipa JOMXHO yKasbiBaTb Ha YXe MNPOVHULMAIN3NPOBaHHBLIA Ons
naHHoro knacrepa bl konnpyemblin ak3eMnnsp,

napamMeTpbl_yAasIiEHHOro_pe>XuMma [0JKHbl 3aflaBaTbCA TO/IbKO B Cllyvae
pacrnonoxeHuns apxmsa WAL B yoanéHHOW cucteme.
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Mpumep:
archive_command = ‘'/opt/pgpro/ent-16/bin/pg_probackup archive-push -B
/opt/rubackup/mnt/pg_probackup --instance data --wal-file-path=%p --wal-file-
name=%f --s3=minio’

4) yctaHoBWTE NapameTp restore_command:

restore command = 'myTb_MHCcTannauumu/pg probackup archive-get -B
KaTasior_Konuu --instance uma_sksemnnapa --wal-file-path=%p --wal-file-
name=%f [napameTpbl_yaasieHHOro_pexvumal

rOe KaTanor_KOMUM - 3TO KaTajlor, npefHa3Ha4YeHHbIn AN pe3epBHbIX
KOMUIA.

Mpumep:

restore_command = ‘'/opt/pgpro/ent-16/bin/pg_probackup archive-get -B
Jopt/rubackup/mnt/pg_probackup --instance data --wal-file-path=%p --wal-file-
name=%f --s3=minio’

BHumaHue! Ecnu Bbl nnaHupyeTe BbIMOAHATb CTPaHUYHOE
KonupoBaHue w/wunu penatb Konuum C BeOOMOro cepsepa, MCMNOMb3ys
pexum poctaskm WAL ARCHIVE, npn HepocTtatoyHOW TpaH3aKLWOHHOM
aKTMBHOCTU MOXET NoTpeboBaTbCs [0Nr0 XAaTb 3ano/IHEHUS oYepenHoro
cermeHta WAL. UYt0o6bl OrpaHMuMtb BpPEeMS OXMUOAHUSA, Bbl MOXeTe
BOCMNO/Ib30BaTbCA napameTtpom archive_timeout Ha BeayLiem cepBepe.
3HaueHue 3TOro napametTpa AONMXHO ObiTb MeHbLle 3HauvyeHus --archive-
timeout (no ymonyaHuio 5 MMHYT), 4TOOGbI 3aNONIHEHHbIA CErMeHT ycnen
nepepnarbCa BeOOMOMY cepBepy v nonactb B apxuB WAL, npexpe 4yem
KonupoBaHue npepBeTcs Nno tanm-ayty, 3agaHHOMy napameTpom --archive-
timeout.

Ecnn Bbl He nnaHupyeTe NPOM3BOAUTL AaNbHENWY HACTPOMKY, TO nocne
BHECEHHbIX W3MeHeHuih B pain postgresgl.conf HeobxoouMo nepesarpysuTb
cepsep Postgres Pro npy nomowm KkomaHAapl:

# sudo systemctl restart postgrespro-std-13.service

MNocne peanus3aumMm [aHHbIX HACTPOEK MOOYNb CMOXET  BbIMONHATb
andbpepeHumnanbHoe pe3epBHoe KonvposaHue B pexume PAGE, ncnonb3ys
pexumbl goctaskn ARCHIVE n STREAM.

Hactpouka konnposaHus B pexmme PTRACK
MNepen BbINONHEHWEM AMdEPEHUMANTBHON PE3EPBHON KOMWM B pPeXume

PTRACK BbINnONHWTE MNOArOTOBUTENbHbIE OENCTBUS, Kak YyKasaHO B pasgene
«HacTtpoiika konmposaHus B pexnme PTRACK».

67



@ 'RuBackup

3aBeplLUueHMe HaCTPOMKM Knacrepa

Mocne BbINOMHEHUS| MOAFOTOBKWM LIENEBOrO knactepa K  BbIMONHEHUIO
pEe3epBHOro KOMMpoBaHusi HeobxoauMo nepesanyctutb knmeHta RuBackup:

# rubackup_client stop
# rubackup_client start

B pesynbtate KnMeHT OONXeEH Coobwutb O TOM, YTO MOZYNb PE3EPBHOrO
konuposaHusi Postgres Pro rotos k pabore:
Try to check module: PostgreSQL...

Execute 0S command:
/opt/rubackup/modules/rb_module_postgres -t 2>&1

. module PostgreSQL was checked successfully

MpuHUMN paboTtbl noamoayns pg_probackup

MonopobHyto MHpopMaumio o0 NpuHUMne paboTbl noamoayns pg_probackup

Bbl MOXeTe nocMOTpeTb Ha odmLmanbHoM calite Postgres Pro.

NMpumep ncnonb3oBaHua nogmonynsa pg_probackup B
MeHenXxepe agmuHuctpartopa RuBackup (RBM)

YT06bI BHINONHATL PErYNSiPHOE pe3epBHOe konnpoBaHue knactepa CYB/, Postgres
Pro, Heobxoommo cospgatb npasuno B rnobanbHoM pacnvcaHun. [ns 3T1oro
BbIMOSIHWUTE Crieaytowme OeicTBUS:

1. Cospaiite npasuno 'nobanbHOro pacnucaHns, ons 4Yero 3anoute B pasgen
«[nobanbHoe pacnucaHve» (PUCYHOK 28) ©M  HaXMWUTE Ha  KHOMKY
«[106aBUTb>;
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-
¢ Ru £ & @
882 MaHens MOHUTOPUHra NBHOM0 pacnucaHns Crartyc WNmsa kaneHTa Wms nyna
rule @ dima c475aa05b90bdee3 Default
L] O6veKkThl
rule 1 @ dima c475aa05b90bdee3 Default
E) CrpaTerun test @ dima c475aa05b90bdee3 Default

[E rnobansHoe pacnucaHue

YnanéHHana pennvkauus
enosnTopui
O4epelb 3apa4d
Cepeepbl RuBackup
[«] XKypHansi

L AOMUHWCTPUPOBaHNE

(@

B  rubackup@dima

PucyHok 28

2. B otkpbiBwemcs okHe (pucyHOk 29) Bblbepute KnmeHT, Ha KOTOpPOM
yctaHoBneH Moaynb onst PostgreSQL Universal;

1™
¢ Ru & & @

[lo6aBuTE NPaBUNO rNoBankHOro PaciucaHus Vv MpumeHnTs

MaHenb MOHWTOPWHIa
lNMpaewuna rnobaneHoro pacnucaHua
L] ObbekTsl

Ell CtpaTterun NapameTpel Npasuna

HaseaHwne npasuna
[El rnobansHoe pacnucaHue

KnueHTt okostin-postgrespro.rubackup.local (19610fe98e248073) .
YnanéHHas penaukauus
Tun pecypca PostgreSQL universal ¥ W ]-
4 Peno3utopui
Ouepeat 3anay Tun PK MonHasn v

Cepeepbl RuBackup
JlononHWTENEHLIE NapaMeTpsl Npaeuna

[«] XKypHansi
EMKOCTb XpaHUnWLLa Inf ré
ALMUHUCTPUPOBAHUE »
EMKOCTE XpaHunula knueHTa Inf re
MNpuoputet 100

3awmnTHoe npecbpasosaHne nocrypt

CKPMI’IT npv HOpMankHOM BbINONHEHWW

CKpMNT NpY BOCCTAHOBNEHNWA

4
v
CKPUNT MPU BBINOJHEHWW € OWWOKaMK -

8 rubackup@10.177.32.71

PucyHok 29

3. Bbibepute TN pecypca — «PostgreSQL universal»;
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4. Otkporite napameTpbl Moayns HaxaTtnem KHOMKK «...» PSAOM C BblOpaHHbIM
TUMOM pecypca;

5. B nosiBuBweMcs oOkHe (pucyHok 30) Bbibepute nogMomynb (engine)
«pg_probackup»;

PostgreSQL universal

connection_monitoring ()

engine pg_probackup W N |

incremental_subtype archive_wal e

snapshot_type Ivm L

snapshot_size 10 . +

pg_pro_threads 1 - --

pg_pro_backup_mode PTRACK b
—

o
PucyHok 30

6. Hactponte uyncno napannenbHbix NOTOKOB («pg_pro_threads»), B KoTopble
OyneT BbINONHSATLCS PE3EPBHOE KOMMPOBaHWE WM BoccTaHoBneHue. Mo
YMOTH2HUIO KONMYECTBO MOTOKOB PaBHO 1;

7. Bbibepute pexum pe3epBHOro KonmpoBaHust («pg_pro_backup _mode») -
(DELTA, PAGE, PTRACK). No ymonyaHunio — DELTA;

BHumaHue! [lepen BbINONHEHMEM pe3epBHOro KOMUPOBaHUA B
pexume PAGE npounssenure HaCTpPOMKy HenpepbIBHOro
apxusuposaHua WAL (cm. nogpaspen «Hactpowka HenpepbiBHOro
apxusuposaHua WAL»). A nepen BbiNOJHEHUEM pe3epBHOro
konupoBaHuss B pexuMme PTRACK npousBeoute HaCTpoOWKy
cornacHo rnase «Hactponka konuposaHusi B pexuMme PTRACK».

8. Bblbepute, kakoi pexum poctaskm WAL wucnonb3oBate (napametp
«pg_pro_stream», pucyHok 31): STREAM (BO BK/IKOYEHHOM MOMOXEHMM, MO
ymonyanuio) nnn ARCHIVE (B BbIKNIOYEHHOM MONOXEHUN);
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PastgreSQL universal

engine pg_probackup Xoow
incremental_subtype archive_wal e
snapshot_type lvm v
snapshot_size 10 - -
pg_pro_threads 1 - -
pg_pro_backup_mode PTRACK W

pg_pro_stream ()

3Ha4YeHWA No YyMon4aHWwo “

PucyHok 31
9. 3asepLwuTe HacTpoiky NnapameTpoB Moayns Haxatnem KHornku «OK»;
10. BoibepuTe pecypc;
11. Boibepute TN pe3epBHO KON — MoMHas;
12. Boibepute nyn una «Client Defined»;

BHumanwe! Ecnn GyneT BbibpaH nyn Opyroro Tvna, 3ajadva 3aBepuutcs C
OLINOKOWA.

13.BbibepnTe oOcTanbHble NapaMeTpbl B OKHe Mpasuna rnobanbHOro
pacnmMcaHns N HAXMNUTE Ha KHOMKY «[ 1pUMEHNUTb».

BHumanme! He 3abynpte yctaHoBWTL conar «C pa3sepTbiBaHUEM» BO BPEMS
BOCCTaHOBNEHUS pe3epBHOW KONnn
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HacTtpouka konupoBaHUSA B peXume

PTRACK

BHnmaHue! [Ona KoppekTtHou pabotbl momynsa PostgreSQL
Heob6xoaum ptrack Bepcum 2.6.0 unm BbiLLe.

MNepen BbINOMHEHWEM WHKPEMEHTANbHOW PE3EepPBHON KOMMM B pPeXUMe
PTRACK BbinonHute cnegytouwye noarotoBuTeNbHbIe OeACTBUS:

1. 3anoute oT umeHn agmuHucTpatopa bl B «bakupdb»:

# sudo -u postgres psql -d backupdb

1 BbINOMHUTE Cnenyowmii 3anpoc:

# CREATE EXTENSION ptrack;

2. Janee nepengute K penakTUPOBAHMIO KOHMUrypauMoHHOro dpanna
postgresql.conf:

1) 3apante ansa napametpa shared_preload_libraries 3HayeHue ptrack:

2) pobaBbTe B KOHEL,  KOH(PUrypaumoHHOro  doana  napameTp
ptrack.map_size v yctaHOBMTE €ro 3Ha4eHve rno cnenyowmnm npasunam:

Lns OnTMMasnbHOM NPON3BOANTENBHOCTU pekoMeHayeTcs
3apaBatb ptrack.map_size paeHbiM N/ 1024, rne N — 06bém knactepa Postgres
Pro s MerabaiiTax. YBenuumeatb 3HayeHve ptrack.map_size cBepx
PEKOMEHOYEMOrO He WMeeT OO0MbWOoro npakTU4eckoro cmbicna. MakcumanbHo
nonycTnmoe 3HaveHe — 1024.

BHumaHue! Ecnm po 3tmx u3ameHeHuM Obina cpenaHa mnosHas
pe3epBHasi KONus, TO Noc/ie BCTYNNeHUs USMEHEHU B CUNly Heo6xoamMo
coenatb HOBYHO MOJIHYHO pe3epBHYH Konurw, uHadye audochepeHumanbHoe
pe3epBHOe KonupoBaHue B pexume PTRACK npepBércsi oLumbkKon.

3. BbinonHute koMaHAay Ons nepesanycka cepsuca.

# sudo systemctl restart postgres[umsa_cepBucal].service

MNocne peanus3aumMm [aHHbIX HACTPOEK MOOYyNb CMOXET  BbIMONHATb
MHKpeMeHTanbHoe pe3epBHoe konuvposBaHue B pexume PTRACK wucnonbays
pexumbl goctaskn ARCHIVE n STREAM.
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TepMUHbI N onpeneneHuns

TokeH — 370 cTpoka, oTnpasnsemasl npu kaxgoMm 3anpoce APl ¢
ncnonb3oBaHneM cneunanbHoro HT TP-3aronoska.
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