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BBepneHue

Cuctema pesepBHoro konuposaHus RuBackup no3sonsier BbINOMHATb
pesepBHOE KOMUPOBaHWE W BOCCTAHOB/IEHWE BUPTyanbHbIX MawwWH cpegpl
Buptyanusaumm Aerodisk VAIR. [LOCTynHO nMONHOE, WHKPEMEHTANbHOE U
IndbpbepeHumanbHoe pe3epBHOE KOMMpoBaHWe. Tak Xe BO3MOXHO BbIMOMHATb
pes3epBHOE KOMMPOBaHUE C UCMONb30BaHNEM Oefynvkaunum U XpaHuTb pe3epBHbIe
Konuu B AeaynimumpoBaHHOM XpPaHUnLLE.

PesepsHoe konunposaHue BupTyanbHbix MawmH Aerodisk VAIR BbinonHsieTcs
6e3areHTHbIM CnocoboM. OTO 03HaYaeT, YTO B CaMmy BMPTyaNnbHyl) MalWWHy He
ycTaHaBnueaetcs areHT RuBackup (ooHako Tpebyetcsi ycTtaHOBKa rOCTEBbIX
paclMpeHniA onepaumoHHON CUCTEMbI, HanpuMep gemu-guest-agent); pesepsHoe
KOMMPOBaHWe BUPTyanbHOW MalMHbI BbINOMHAETCA LENUKOM, AN BCEX AUCKOB
BUPTYyasnibHOM MallKHbI (CM. NPUMeYaHne); B Xo4e pe3epBHOro KOnnpoBaHms BO BCEX
cnyyasx W3 pe3epBHOW konmuu ypansiotcs  aybnupytowme 6nokm  (Bcerna
BbINOMHAETCA NoKasbHas geaynnmkaums).

B Cnyydae nepena4um pe3epBHO|7| Konmn B XpaHunuuwe nenyrmunpoBaHHbIX
pe3epBHbIX Konuin Bcerga npouncxoanT nepenada ToJ/ibKO Te€X YHUKalbHbIX 6nokoB
(,EU'ISI TOro xe tmna NCTo4YHUKa ﬂ,aHHbIX), KOTOpPbIX ewe HET B XpaHnnuue.

Lnsa BbINONHEHUS PE3EePBHOr0 KOMMPOBAHUS BMPTYaNbHbIX MaWWH Cpenbl
BupTyanm3aummn Aerodisk VAIR HeobxoOMMO YCTAHOBWUTL KIMEHTA PE3EpPBHOrO
konnposaHus RuBackup no ogHOM 13 cneayowmx CXeM:

- Ha O4MH 13 rMNepBUN30pPO0B;

- Ha HEeCKONbKO rMNepBM30OPOB B TOM Cny4ae, €Cim 310 0ByCcrnoBneHo
HEobXOOMMOCTbIO  AMHAMWYECKM  pacnpemensTb Harpysky B Xone
PE3epPBHOr0 KOMMPOBaHUS U 06ecneymTb BO3MOXHOCTb BbIBOAA TOFO WK
MHOrO runepeM3opa M3 akcnnyataumm 6e3 M3MeHeHWin B pacrnmcaHuu
PE3EpPBHOrO KOMUPOBAHWS; B OAHHOW CXeMe HeobXxoOMMO BK/YUTL 3TW
TMNepBM30Pbl B KNACTEPHYHO TrPymny KAMEHTOB CUCTEMbl PE3EPBHOrO
KOMMPOBaHUS;

- Ha MPOKCK-XOCT, KOTOPbIA MMEEeT OOCTYM K XPaHWIULY K K rnepBn3opam
Cpefbl BUpTyanu3auuu.

Mpn nioboii cxeme ycTaHoBKM knneHT RuBackup uMeeT BO3MOXHOCTb
BbIMOMHATL pe3epBHOE KOMMpPOBaHME N BOCCTAHOBNEHNE BCEX BUPTYalbHbIX MaLWKWH
cpenbl BUpTyanu3aumm, BHe 3aB1CUMOCTM OT TOrO Ha KakoM M3 Y3/10B B HACTOALWMI
MOMEHT (PYHKLIMOHUPYET BUPTYyasibHaa MawmuHa.
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Mpy BbINONHEHNN PE3EPBHOMO KOMMPOBAHWUSI MPUMEHSIETCS TEXHONOMUS
CO3[aHMS MOMEHTa/bHbIX CHUMKOB OAHHbIX ONS1 OUCKOB BUPTYaNlbHOM MalWHbI, Y4TO
MO3BONSIET HE OCTaHaBnMBaTb WM He «MNogMopaxueatb» paboTy Ha Bpems
PE3ePBHOr0 KOMMPOBaHUSI.

Mepen co3paHMeM CHMMKa 1 cpasy nocne ero co3ganns RuBackup Moxet
BbIMOMHUTD CKPWUNT BHYTPW BMPTyanbHOW MaluWHbl Ons TOro, 4Tobbl MMETb
BO3MOXHOCTb MPMWBECTU AAHHbIE MPWIOXEHUA BHYTPU BUPTYanbHOW MalWHbI B
KOHCWUCTEHTHOE COCTOSIHME.

Takxe BHYTPM BMPTyanbHOM MawWWHbl MOXET OblTb CO3OaH CKPWUMT,
pacnonaratowuinca B doanne /opt/rubackup/scripts/aerodisk-vm.sh. B Tom cny4ae,
€CN BHYTPW BUPTYaslbHOM MallMHbl CyLEeCTByeT Takow dpain ¢ atpubytamm Ha
NCMNONHEHNe, TO Nnepen CO34aHMEM MOMEHTANIbHOrO0 CHMMKA OH OyOeT BbIMNONHEH C
aprymeHToM before, a cpasdy nocne co3gaHusi MOMEHTANIbHOrO CHMMKA OH Oyaert
BbINOJIHEH C apryMeHToM after.

[MpumeyaHns:

1. Ouckn BUPTYasbHON MawWwWHbl C YCTAHOBMEHHbIM aTPUOYTOM «TOMIbKO YTEHWE»
(«readonly»: «true») He BynyT DoHaBnEHbI B PE3EPBHYIO KOMMIO.

2. K BupTyanbHoii MawmHe MoryT BbiTb MOAKMOYEHDBI OUCKM PA3NMYHBIX TUMOB Ny/oB
JaHHbIX, OOCTYNHbIX B cpene supTtyanmadaummn Aerodisk VAIR (ARDFS, ACFS, NFS share).

3. Ecnn B BMPTYyanbHON MalmHe eCTb AMCKU, OTHOCAWMECS K Nyny AaHHbIX Tvna
ACFS wnun NFS share, nepen cospmaHvem pesepsHoi konum RuBackup nposepser,
MPUMOHTMPOBAH N Myl K XOCTy, Ha KOTOpoM pabotaer knveHT. Ecnm nyn He
NMPUMOHTMPOBAH, Pe3epBHas konus He ByneT cosnaHa.

B RuBackup 1.9:

— MNonnepxwnBaetcs pabota ¢ Aerodisk VAIR 3.6.0.

— MNonnepxuBaeTcs paboTa ¢ xpaHunmweM aaHHbIX Tuna RDFS.
— Pennvkaumns He peanusosaHa.

— BoccraHosneHuve B umetowtyrocs BM He peanvsosaHo.

B RuBackup 2.0:

— MNonnepxuBaetcs pabota ¢ Aerodisk VAIR 3.7.0, 3.7.1 1 3.8.0.

— MoppepxunBaerca pabota € xpaHunuwem gaHHbix Tuna RDFS,
NFS n ACFS.

— Pennukaums He peann3oBaHa.

— BoccraHosneHve B umetowytocs BM He peanv3osaHo.
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YcTtaHoBKa knmeHTa RuBackup

Lns BO3MOXHOCT/ PE3EepPBHOr0 KOMUPOBAHMS BUPTYyaslbHbIX MAWWH CPenbl
BupTyanu3aummn Aerodisk VAIR Heobxooumo ycTtaHoBuTb knveHTa RuBackup Ha
BblIOpaHHbIN rMNepsn3op (rMNepBmn3opbl) NnnM NPOKCK-XOCT, cloda Xe Heobxoammo
ycTaHoBUTb Moaynb rb_module aerodisk_vm wun3 naketa rubackup-aerodisk.deb
(Cwm. muctpmbyTtne ans OC Debian 10).

MopopobHO npouemypa YCTaHOBKM — KIAMEHTA OMMcaHa B OOKYMEHTE
«PykoBOACTBO NO yCTAaHOBKE CEPBEPOB PE3EPBHOIO KONMPOBaHNA 1 Linux KnneHTos
RuBackup».

MNpn ycTaHOBKE KIMEHTA pPEeKOMeHOyeTCs WUCMonb3oBatb  PYHKLMIO
LIEHTPa/IM30BaHHOMO BOCCTAHOB/EHNS B TeX Cryyasx, korga npegnonaraercs
BOCCTaHOBNEHWE BMPTYasibHOW MaWwmWHbI U3 cpeacTea ynpasneHns RBM.

B xome uHcTannsumm naketa B cucTeme OydeT co3paH doaiin HacTpoek
Joctyna cuctembl  pesepBHoro  konuposaHust Kk APl Aerodisk  VAIR
/opt/rubackup/etc/rb_module_aerodisk-vm.conf:

# Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value

# So please do not use comments in one line with parameter
#

# Mandatory parameters:

# URL for API requests to Aerodisk VAIR

url http://<APl_URrequestsL>/

#

# Username that will be used for API

username <User Name_For APl Requests>

#

password <User Password_For APl _Requests>

# Timout in seconds to wait for response for API requests
timeout 10

# Local administrator username, on behalf of which RuBackup
client and current module will work

# Default value: root
local_backup_admin root

# Default mount point for ARDFS pools, fore example:
vair/ARDFS

ardfs_mount_point <path>
#




4 RuBackup

# Optional parameter to enable debug traces for APl requests
# Possible values: yes, no

# Default value: no

curl_verbose no

#

# Optional parameter to ignore destination directory passed to
the module via option '-d'.

# Destination directory is usually set at restore in 'RBM' or
'rb_archives'.

# Possible values: yes, no

# Default value: no

# For value 'yes' backup is unpacked to a directory path wich is
defined by an option

# 'use-local-backup-directory' in file /opt/rubackup/etc/config.file
on the RuBackup client host.

ignore_destination_directory no
#
# Optional parameters required to restore
# disks in a certain pool:
# pool_type <rdfs|nfs|acfs>
# pool_name <pool hame|address>
#
# Example 1:
# pool_type rdfs
# pool_name POOLEC
#
# Example 2:
# pool_type nfs
# pool_name 192.168.9.150:/RO0/NFS01
#
# Example 3:
# pool_type acfs
# pool name ACFSO1
3meHuTe B 9TOM (paine HacTporiku onsa nogkniodeHms K API.

curl_verbose - Heoba3aTenbHbIN napameTp, perynupyoLwmmn
BK/MlOYeHMe/BbikNoYeHne otnagkm B3aumopeinctema ¢ APl Aerodisk  VAIR.
Bo3MoXHble 3Ha4YeHUs: yes, no. 3Ha4YeHne No yMoN4YaHuio: no.
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ignore_destination_directory - napameTp, BInsowWwmMii Ha BbIOOP ANPEKTOPUM
pacnakoBKn pPe3epBHOM KOMWI NPu BOCCTAHOBNEHUN. BO3MOXHbIe 3Ha4YeHus:

* ignore_destination_directory yes - npuv BOCCTAHOBMEHUN PE3EPBHOM
Konun apxme ByOeT pacrnakoBaH B AUPEKTOPUIO A1 BOEMEHHbIX onepaunii KnmeHTa
(napameTp 'use-local-backup-directory' ns config.file knnenta).

* ignore_destination_directory no - npu BOCCTAHOBNEHUW pPE3EPBHON
Konuu apxue OyaeT pacrnakoBaH B AMPEKTOPWIO, MyTb K KOTOPOI MoAOynb Nony4aeTt
yepe3 onumio '-d' - T.e. NyTb, KOTOPbIA BblOpaH Npu BOccTaHoBneHun B RBM
(B OKHE  LEHTPaANM30BAHHOrO BOCCTAHOBMEHUS) WNM  KOTOPbIA 3agaH npu
BocctaHoeneHun PK ¢ nomouwbto ytunutel rb_archives.

3HayeHune no yMON4aHWMo: NO.

MpumeyaHne — ecnu B panne rb_module_aerodisk-vm.conf 3agaHbl TMn 1 nMs
nyna (napameTtpbl pool_type 1 pool_name cooTBETCTBEHHO), NPV BOCCTAHOBNEHWN ONCKOB
BUPTYaNnbHOW MaLMHbI N3 PE3EPBHON KOMMN OHM ByyT cO3aaHbl B COOTBETCTBYHOWEM Myne.
B npotvBHOM cnyyae co3paHve AMCKOB BbIMOMHAETCS B Mynax, KOTOPbIM M3Ha4anbHO
npuHagnexanM AUCKW BUPTYanbHOW MallvHbl BOBPEMS CO3L4AHWS PE3EePBHON KOMUW.
JocTynHble 3Ha4eHns ona napametpa pool_type:

*  «RDFS», «rdfs» nnu «network» — onst o6osHadeHns nyna tuna RDFS;
*  «NFS», «nfs» unu «file» — gns o6o3HaveHns nyna tuna NFS share;

* «ACFS», «acfs» nnun «file» — nns o6o3HayeHns nyna tmna ACFS.
Mepen co3naHvem ancka RuBackup nposepser:

* CywecTBoBaHMe Nyna [HaHHbIX C TpebyemMbiM WMEHEM BHYTPWU cpenbl
Buptyanusaumm Aerodisk VAIR,;

*  Hannyue ceoBOOHOrO MecTa B Ny/e AaHHbIX, He0bXoaMMoe Ansi CO3AaHMs B HEM
aucka TpebyeMoro pasmepa.

Mpw crapTe KnneHTa RuBackup B XYpPHanbHOM goarne
/opt/rubackup/log/RuBackup.log Ha knneHTe nosBMTCS cnegyowas 3anmchb:

: Check additional RuBackup modules:
: Try to check module: 'Aerodisk VAIR' ...
: Execute 0S command: [opt/rubackup/modules/rb_module_aerodisk_wvm -t 2>8&1

A e
. module 'Aerodisk VAIR' was checked successfully. Module supports archiving

B py4HOM pexume npoBepuTb NPaBubHOCTb HACTPOEK MOXHO MPY NOMOLUM
cnenyoLwen KomaHabi:

# /opt/rubackup/modules/rb_module_aerodisk vm -t
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MacTtep-knioy

B xome ycrtaHoBku knmeHta RuBackup 6ymer cospmaH mactep-kio4 ans
3alMTHOro NpPeobpas3oBaHUSt PE3EPBHbBIX KOMUIA, a TakXe K/YN 418 3NEKTPOHHOM
noanucu, ecnv npegnonaraeTcs UCnob3oBatb 3NEKTPOHHYIO NOAMUChH.

BHumaHume! lNpu yTepe knoya Bbl He CMOXeTe BOCCTAaHOBUTb AaHHble
M3 pe3epBHOM Konuu, ecnum OHa Obina npeobpa3oBaHa C MOMOLLbIO
3alLUTHbIX anropuTMOB.

BaxHo! Knioun pekomeHpyeTcsi nocne co3faHUs CKONMMpoBaTb Ha
BHELLHUN HOCUTENb, a TaKXe pacne4yararb OyMaXHyH Konuio u yopatb atn
KOnuu B HapéXxHoe MecTo.

MacTtep-kno4  pekoMeHOyeTcs pacrnedyaratb Mpyv  MOMOWM  YTUAWTDI
hexdump, Tak Kak OH MOXET cofepXaTb HEOTODpPaXXaeMble Ha AKpPaHe CUMBOSbI:

$ hexdump /opt/rubackup/keys/master-key
0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 €183 1528 a343
0000020
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3alwuTHOe npeobpasoBaHne pe3epBHbIX

KOMUN

Mpu HeobxoaMMOCTU, cpasy Mocne BbiNMOMHEHNS! PE3EPBHOMO KOMUPOBAHUS
apxvBbl MOryT BbiTb Npeobpa3oBaHbl HA XOCTe KnneHTa. TakuM 06pasoM, BaXHble
LaHHble OynyT HemocTynHbl Ans agMuHucTpatopa RuBackup wnu ppyrux nu,
KoTopble Mornu Bbl NOMy4nTb AOCTYN K PE3EPBHON KONMKM (HanpuMep, Ha BHELUHEM
XpaHUNuLWe KapTpUOXen NeHTouHo 6ubnmnotekn unm Ha nnowanke nposannepa
06nayHOro XxpaHmunuLLa Ans Bawmnx pe3epBHbIX KOMUIA).

3awmtHoe NpeobpasoBaHme OCyLWECTBNSETCS BXxoasLwel B coctaB RuBackup
ytunutoin rbcrypt. Knioy ons 3awmtHoro npeobpasoBaHuWsi Pe3epBHbIX KOMUI
pacrionaraeTcs Ha Xxocte knueHta B doanne /opt/rubackup/keys/master-key.
3awutHoe npeobpas3oBaHne OaHHbIX NP nomowm rbcrypt BO3MOXHO C ONNHONA
Kntoya 256 61T (Mo ymonyaHwmio), a Takxe 128, 512 nnm 1024 6uta B 3aBMCUMOCTM
OT BblIOpaHHOro anropmTMa npeobpas3oBaHus.

Ecnn nns npasuna rnobanbHOro pacnmcaHmst HeobxoamMMo BblbpaTb 0cobbIl
PEXUM 3aALUTHOTO NPeodbpasoBaHNs C OMHONW Kfo4ya, OTAMYHOW OoT 256 6uT, 1 C
K/O4YOM, PacnonoXeHHbIM B APYrOM MECTE, TO Bbl MOXETE cAeNatb 3TO NPU NOMOLLN
CKpUNTa, BbIMNOMHAOWErOCA MOCNE BbINONHEHUS PE3EePBHOr0  KOMMPOBaHWUSA
(onpenensieTcs B npasBwie  rnobanbHOrO  pacnMcaHns  aaMUHUCTPATOPOM
RuBackup). lMpn atom Heobxoommo, 4TOObI MMS MNpeobpa3oBaHHOro dpaina
OCTaNnoCb TakMM Xe, KaKk W paHee, MHadye 3agaya 3aBepuunTcst C  OWMOKONA.
MpoBectn obpatHoe nNpeobpal3oBaHMe Takoro ¢paina nocne BOCCTAHOB/IEHUS €ro
N3 apxmBa cnemnyeT BPy4HytO Mpu nomowm ytunutel rbcrypt. Mpu Takom pexume
paboTbl HET HEOOXOAMMOCTU yKasbiBaTb anroputM npeobpas3oBaHus B npasumnie
PE3EPBHOrO KOMMPOBaHUS, MHavye apxue Oyner nOBTOPHO npeobpas3oBaH C
NCNONb30BaHNEM MaCTeEpP-KIoYa.
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Anroputmbl 3alUTHOrO Npeobpa3oBaHus

[ng  BbINOAHEHUS 3aLMUTHOrO npeo6pa3OBaHV|$| OOCTYrNHbl alNropuTMbl,

npeacTaBneHHble B Tabnuue 1.

Tabnmua 1 - AnropuTMbl 3awWMTHOrO npeobpas3oBaHns, HOOCTYMHbIE B YTUIMTE

rbcrypt.
Anroputm .D,nvu-lg KnitoHa, NMpumeyaHue
uT
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
YKpauHckuii HaumoHanbHbI ctaHgapt JCTY
Kalyna 128, 256, 512 76242014
: Poccuinckuin HaumoHanbHbln ctangapt FOCT
Kuznyechik 256 P 34.12-2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
KuTanckumii HaumoHanbHbIA CTaHaapT ons
SM4 128 6ecnpoBoaHbIX ceTel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256
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MeHenXxep AaMuHuctparopa RuBackup

(RBM)

OkoHHoe npunoxeHne MeHepxep ApmuHucTtpatopa RuBackup (RBM)
npegHasHavYeHo Ons aaMUHUCTPUMPOBaHUS cepeepHor rpynnuposky RuBackup,
BKNOYAS ynNpaBneHue KaneHtamu, rnobanbHbIM pacnucaHneM, XpaHunmwammu
pes3epBHbIX KON 1 apyrumm napametpamu RuBackup.

B RuBackup RBM pacnonaraetcsi B OTOEbHOM NakeTe M MoOXeT OblTb
YCTAHOB/MEH KaK Ha CepBep PE3epBHOIO KOMMPOBaHWUSA, Tak U Ha yaaneHHom APM
agMyHucTparopa.

Insa 3anycka RBM cnenyet BbINONHUTL KOMaHAy:

# [opt/rubackup/bin/rbm&

RuBackup npenocrtaensieT ponesyto Mofesnb fOCTyna K CUCTEME Pe3epBHOro
konupoBaHus. MNpu 3anycke RBM Bam noTpebyeTcs MponTu ayTeHTUdouKaumio.
YTouHute login/password nns Bawein pabotbl y rnaBHoro agmuHuctparopa CPK.
Ecnn  Bbl rnasHbIi  agMMHUCTPATOP, TO MCMONb3yMTe ANis astopu3auuu
cynepnonb3oBatens rubackup v TOT Mapofb, KOTOPbIA Bbl 3ajann emy npu
NHCTaNNAUMM (PUCYHOK 1).

RuBackup Manager

localhost

rubackup

PucyHok 1

11
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Ha Bknanke O6beKTbl NPeACcTaBEH CMNCOK KIMEHTOB CUCTEMbI PE3EPBHOMO
KonupoBaHus. KnneHTbl 0ToBpaxaroTcs No MMEHM y3na, Ha KOTOPOM OHU 3anyLeHb.
Ecnn HaBecTn ykasatenb MbllM Ha WMS Kakoro-ninbo wn3 KIMEHToB, Oynet
otobpaxeH ero HWID. Ecnn paseepHyTb 3an1cb ANs Kakoro-nmbo U3 KInMeHTos, B
BbiMagatolem cnucke OyayT oTobpaxeHbl TUMbl PECYPCOB, A/ KOTOPbIX OaHHbIA
KIMEHT MOXET co3fasaTtb pe3epBHble KOMUU (PUCYHOK 2). KnueHTbl, KoTopble B
JaHHbIA MOMEHT HaxoOsaTCS B COCTOSHUM online, ByayT OTMeYeHbl 3€NEHBIM LIBETOM.
KnueHtbl B coctosiHum offline — kpacHbIM (pncyHok 2).

LIns  pe3epBHOr0 KOMUPOBAHUS KAWEHT [omXeH ObiTb aBTOPU30BaH
agmnHucTparopom RuBackup (pucyHok 2).

‘\

Ru & @
: & i 3agaumn Mpasuna crpateru  Penoautopuii  YaanéuHas pennukauust  [NaH BOCCTaHOBNEHUS
o6 Bl astra-postgres.test.rul i}

ld smolensk test.rubacku D WMs rno6anbHoro pacnicaHms Cratyc 1D KknneHTa VIMA KIMeHTa HWID  Wmsa nyna
Crparterun

El rno6ansHoe pacnucanue
g Vaanénnas pennvkauws
(=) PenosvTopuit

Ouepeas 33jay

B Cepeepbi RuBackup

[l XXypHansi

& AAMUHUCTPUPOBaHWe

B  rubackup@localhost

PucyHok 2

Ecnv knneHt RuBackup yctaHoBneH, HO He aBTOPW30BaH, B HUXHEW YacTu
okHa RBM nosiBnTcst coobueHne 0 TOM, 4TO HaAEHbI HEABTOPU30BAHHBIE KIIMEHTDI.
Bce HoBble KAMEHTbI [OOMXHbI ObiTb ABTOPM30BAaHbI B CUCTEME PE3IEPBHOMO
konvposaHus RuBackup.
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Mocne Haxatnsa kHorku «Bowtn» oTKpoeTca okHO «RuBackup manager»
(pucyHok 3):

" Ru a8 @

= fl_J‘ oy 3apaun I EETTE] Mpasuna crparerun PenosuTopuit YaanéHHas pennukauus MnaH BOCCTaHOBNEHWA

) O6vexThl il astra-postgres.test.ru] i)

il smolensk.test.rubacku D WMs rno6anbHoro pacnicaHms Cratyc 1D KknneHTa VIMA KIMeHTa HWID  Wmsa nyna

@ Crparerumn
rnobaneHoe pacnucaHue

[ Yaanénnas pennvkaums

() PenosvTopuii

E) Ouepeap 3apau
B Cepeepbi RuBackup
[l XXypHansi

& ABMUHUCTPUPOBaHUe

B rubackup@localhost

PucyHok 3

IOna onpeneneHus ctatyca KavMeHTa HeoOXOOMMO MepewiTv Ha BKnamoky
AnMuHuctpupoBaHune — KnmneHtbl (pUCyHOK 4):

~
‘Ru 8 @

Monb3oBaTenu g‘
& O6weTsl

Crpateru Tpynnbi "
Nonb3sosaTen b i IS ) Cynepsaiisepsi Conpososxpaiouine

[E rno6ansHoe pacnucarue

CJmrm— EFE smamacrron

[ Penosutopuii

) Ouepeas 3aaau O6bekTbl

£5 Cepepsi RuBackup ( [=}]=] —
‘ Knairan 21 oy menros 6= Meanacepsep
[ XypHans! | ele =
& ABMMHKCTPUpOBaHKe XpaHunuiia
~ NokansHble
Nynbt pynnel nynos @% MoameHa nynos aiinossle
XpaHUAMWa
==
Q BrodHble £, lenToutbie [E=] nenrounsie
\2{| ycrpoiictea @ Qasigka N aprpnen [==] 6ubmorexn
Oyepean
= = Ouepeas 3agay = Ouepens 3apay b=
“=| oOuepens 3apau Z=| nenTOuHbIX ‘=| Bs3aumoneiicTeuA C = O::p;a:eum
= = 6ubmuoTe S5 obnakamu o YReA
MnaHb!
=| ore =| MNnan Tekywero
=3 =5| obcnyxusarms

PucyHok 4
[Mpy 3TOM OTKPOETCH OKHO (PUCYHOK 5).

Ecnu knuent RuBackup ycTtaHoBneH, HO He aBTOPU30BaH, B BEPXHEN 4acTu
okHa RBM kHornka HeaBTOpM30BaHHbIE KJIMEHTbI OyaeT akTMBHA.

Bce HoBble KNMEHTbI AOMXHbI ObiTb aBTOPM30BaHbI B CUCTEME PE3EPBHOMO
kornmposaHus RuBackup.
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RuBackup manager (a rb-primary) x
~
¢ 2 {T] 8 @
= = KnuenTs!
Elo6rerd RobasnTs  fk HeasTopU3OBaHHbie KnveHTS! @
ac Wz ID rpynns T OC  OC AuCTpHGLIOTOp  HWID Craryc MAC 1Pva 1PV6 TokansHoe pacnucanue flyn Cnwco orpamusenmii Ew
Tpaternm
L 2 rb-primary 1 2 3 5e808c0373a9b5ac 76:al:ac:60:47:b  10.177.32.107  fe80:74aliactf:fe60:47fb  false 1 false 10

[l ro6ansHoe pacnucarme

YaanéHHas pennukauvs

[2) PenozuTopuit

[2) Ouepeas 3apau
5 Cepeepsl RuBackup
[ XypHane!

& AaMMHUCTPUpOBaHKe

PucyHok 5

Ona aBTopu3aumm HeaBTOpU30BaHHOro knueHta B RBM  BbinonHute
cnenywowune oencTBns:

1. Haxmute kHonky HeaBTOpM30BaHHbIe KWEHTbI. [1pn 3TOM OTKpPOeTCs OKHO
(pUCyHoK 6):

RuBackup manager (Ha rb-primary) x
P
:{T] 8 @
2 O6vexTs & AsTopuzosats ® Yaanuts ic]
@ c Wms Tun OC  OC auctpubeioTop MAC IPv4 IPv6 HWID Bepcua
Tparerm
1 rb-client01 2 3 6e:f3:86:da:68:00 10.177.32.108 fe80::6cf3:86ff:feda:6800 af8ff269c771bd33 2023.02.21 10:35

[ rno6ansHoe pacnucarve
[@ YaanénHas pennukauus
(3 PenozuTopuit

) Ouepeas 3apau

[ Cepeepsi RuBackup

[= XypHane!

& ABMUHUCTPUpOBaHe

PucyHok 6
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2. Bblbepute Hy>XHOro HEaBTOPM3OBAHHOTO KAMEHTA U HaxmuTte ABTOPM3OBaTb
(pucyHoK 7):

RuBackup manager (wa rb-primary)

Bonpoc

ABTOPU30BATH BLIGPAHHBIX KANEHTOB?

PucyHok 7

Mocne aBTOpM3aUMM HOBbIA KNWEHT OyneT BuAeH B rnaBHOM okHe RBM
(pucyHok 8):

RuBackup manager (a rb-primary) x

- @ Yaamts @ Yaanuts @ Yaanuts B
& O6wexbl
a HWID e e
@ Crparerun 1 Backupglobal 2 rb-primary  5e808c0373a9bSac File system  /home/u/.bash_history 0 0 Default  full  nocry
2 Verify ; Unknown Unknown File system  /home/ul.bash_history 0 0 Default  full nocry
3 Restore 2 rb-primary  5e808c0373a9bSac File system  /home/u/.bash_history 0 0 Default full nocry

& AAMUHUCTPUpOBaHUe

PucyHok 8
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YT06bl BbLIMOMHSATL PETYNSIPHOE PE3EPBHOE KOMMPOBAHWE BUPTYaNbHOW
MaluHbl, HeObX0OMMO co3paTb MpaBuno B rnobanbHOM pacnucaHwn (B Cryyae
rPynnoBbIX Onepauuii MOXHO TakK Xe WCMonb3oBaTb CTpaterv pPe3epBHOrO
KOMMpoBaHwsi). [lns 8TOro BbINONHUTE Cnepytowme LefCTBUS:

1. Haxomscb B pasnene «O6beKkTbl», BolbepuTe Bknanky «MpaBuna» n Haxmute
Ha WUKOHKY «+» (PUCYHOK 9):

R 8
3 3agaun [EASECURENN Mpasuna ctpaterum  PenosuTopuit  YaanéWHas penaukaums  [naH BOCCTAHOBNGHUS

E0cesit B astra-postgres.test.rubackup i)
ld smolensk.test.rubackup &l ID  Vmn rio6ansHoro pacnucakus  Cratyc ID knveHTa  MMs KnveHTa HWID VM nyna  EMKOCTS XpaHu.

Crpaterum
F Aerodisk AIST run | 4 astra-postgres.test.rubackup 094a36€2c64467d1 Default 0

[ rno6ansHoe pacnucanme

YpanéHHas penvkauus

(3 Penosutopuii

) Ouepege 3agau
& Cepeepbi RuBackup
[ XypHansi

& AAMUHUCTPUpOBaHUe

8  rubackup@localhost

PucyHok 9

2. Boibepute Tin pecypca: «Aerodisk AIST»(pucyHok 10).

& a8 w

No6aBuThb NpasKUNo rnobanbHOro pacnucaHva ~ MNpumenuTs

S8 Manens moHuTOpMHra
MpaBuna rno6ankHOro pPacnUcanus
] o6bekTsl

Crpaternn NapameTpsl Npasuna

Hazeanue npasuna
[E] Tob6ansbHoe pacnucanve

Kamnent nodel0 (806aacefc80e3900) hd
YnanéxHan pennukauma

Tun pecypca Aerodisk AIST X W } -
£ PenosnTopuit
G PERL S A et Tun PK Nonnan ~

E3 Cepsepbi RuBackup
AononHuTensHele NapaMeTpsl NRasKia

[=] XypHans
) EMKoCTs xpaHmamwa Inf ré
£ ABMNHWCTPUpPOBaHUE ~
EMKOCTE XpaHuvwa knneHTa Inf ré
MNpuopuTeT 100
3awmTHoe npeobpasosaHue nocrypt

CKPUAT NPY HOPManbHOM BbINONHEHMM

CkpunT NpwM BbINONHEHKUK C OWMBKaMKn

(] | N
o

CKpUNT NpK BOCCTaHOBNEHMN

RobasuTe npaswo s wabnon

A rubackup@10.177.32.5 WabnoH rnoGansHOro pacnucaHus

PucyHok 10

3. Bbibepute pecypc, Haxas kHonky Bblbparthb.
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4 RuBackup

4. YCTaHOBUTE HACTPOVKM MNpasuna: HassaHue npasuna, Nyn XpaHeHus OaHHbIX,
MakcuMasbHbli 06 bEM Ons pe3epBHbIX Konuii npasuna (B 'B), TMn pe3epBHOro
KOMMPOBaHUS, pacnucaHue pPe3epBHOro KOMUPOoBaHWS, CPOK XPaHeHUs W
Heobs3aTenbHbIAi BPEMEHHOM MPOMEXYTOK MPOBEPKN PE3EPBHON  KOMM
(pucyHok 11).

& O6vexTo

Crpaterun

[E mo6anbHoe pacnucanme
node10 (806aacefc80e3900)
€] YaanénHas pennuka una

((Aerodisk AIsT

& Penozutopuit

+
v
Ouepesb 33aa4 Tom -
B Cepsepbi RuBackup -
[ XypHane! -
£ AamunmcTp:
Hactpoiiku Pacnucanme
BI04MTE NoCe cospannst [ @) BuiGpaHO: KpOH-Bbipaxenne 0.0 1+ *
nyn Default M Neprioanseckwii 3anyck
Havano nej puona aeAcTBNA 04.04.2024 10:03 A MunyTa [ @) 0
OkoHuakve nej puona AeiicTenA 04.04.2025 10:03 A [t [ @) 0
A 1 [ @) 1
= (@
A lenen
Mpoeepka Cpok xparenvs
MposepKa pesepBHbIX K« A [ @) XpauTs pesepeHbIE KONWU & TeveHNe [ @)
1 + | Mecaues v 1 + et v
PucyHok 11

Mpr nomowm KHOMKK «HacTpoUTb...» MOXHO BbIMOMHUTL TOHKME HACTPONKM
npaBuia pPe3epBHOro KOMMPOBAHUS, HAaNPUMEP ONpPeLennTb CKPUNT, KOTOpbI ByneT
BbIMO/IHEH BHYTPW BUPTYaNbHOW MalWHbI Nepen CO3AaHNeM MOMEHTaNIbHOMO CHUMKA
M cpady mnocne ero cospaHus. 910 MOXeT ObiTb HeOOX0OMMO AN MPUBEOEHVS
JaHHbIX MPUNOXEHNS B KOHCUCTEHTHOE COCTOSIHNE, CUHXPOHU3ALIMI Kala U T.M.

Tak Xe BHYTPU BUMPTyanbHOW MaWwWHbl MOXET ObiTb C€O34aH CKpWNT,
pacnonaratowmics B gpaine /opt/rubackup/scripts/aerodisk-vm.sh. B Tom cnydae,
€CNM BHYTPWU BUPTYanbHOW MalMWHbI CyWeCTBYyeT Takol cpbain ¢ atpubytamm Ha
NCMOMHEHNE, TO Nepen CO34aHNEM MOMEHTANIbHOr0 CHUMKA OH OyAeT BbiMONMHEH C
aprymeHToM before, a cpasy mocne co3gaHusi MOMEHTalIbHOrO CHUMKa OH OyaeTt
BbIMOSIHEH C apryMeHTOM after.

BHoBb co3paHHOe npaBuno Oymet umeTb cratyc run. Ecnm Heobxommmo
co3jatb MNpaswio, KOTOPOE rMoka He [OMKHO MopoxaaTrb 3aday PesepBHOro
KOMMPOBaHUS, HYXHO ybpatb OTMeTKy «Bknouutb nocne cospaHus». [Npwu
HEobX0aMMOCTHN, AOMUHUCTPATOP MOXET MNPUOCTaHOBWUTbL paboTy npasuna wnm
HEMEONEHHO 3anyCTuTb ero (T.e. MHULMUPOBATb HEMEONEHHOE CO34aHne 3anauu
npu ctatyce npasuna wait).

I'IpaBVlna rnobanbHOro pacnmncaHna MMELOT CPOK XKN3HWN, Oﬂpe,ﬂeﬂﬂeMbIﬂ npun
nX co3daHnun, a TakxXe npenocTtaBndatoT cnenyowme BO3MOXHOCTN:

— BbIMOMHUTL  CKPWUMNT HA KIMEHTe Neped HayanoM  Pe3epBHOro
KOMMPOBaHUS;

17



4 RuBackup

— BbINMONHUTb CKPWUNT Ha KNIMeHTe nocne yCcrnewHoro oKkoH4YaHmns pe3epBHOro
KonmpoBaHus,

— BbIMONMHWTL CKPUMT Ha K/MEHTE TMOoCcNe HeynayHoro 3aBeplieHUs
PEe3epPBHOro KOMMPOBaHUS;

— BbIMONHMTb 3aWMTHOE Npeobpa3oBaHne Pe3ePBHON KON Ha KIINEHTE;
— NeproaNYECKM BbINONHSATL NPOBEPKY LIENOCTHOCTU PE3EPBHON KOMUK;

— XPaHWTb Pe3epBHbIE KON ONPEAENEHHbIA CPOK, MO OKOHYAHWUN KOTOPOro
yOoansaTb UX U3 XpaHUnuwa Pe3epBHbIX KOMUIA 1 U3 3anuncein penosutopus, nmbo
yBELOMNSATb KIMEHTA 06 OKOHYaHMMN CPOKA XPaHEHWS;

— Yyepe3s OnpenenéHHbliA CPOoK nocne Cco3naHns pPes3epBHOM  Konuu
aBTOMATMYECKN MNEPEMECTUTb €€ B OPYro Mnyn XpaHeHUs pPe3epBHbIX KOMui,
HanpuMep, Ha KapTPUOX NEHTOYHO BMbNNoTeEKY;

— YBEIOOMJNATb nonb3oBarenien CUCTEMbI pe3epBHOro KonmpoesaHunA O
pe3ynbTartax BbINOMHEHUA TE€X WU WHbIX onepaLum?l, CBA3aHHbIX C MpaBvoM
rnobanbHOro pacnncaHuns.

Mpn cospaHum 3apayn RuBackup oHa nosiBngetcs B rnaBHOW Ovepenm
3apgad. OtcnexuBatb BbIMOMHEHWE MPaBWN MOXET Kak afgMUHUCTpatop (npwu
nomowm RBM vnu ytmnut KoMaHoHOM CTPOKK), Tak 1 KNneHT (npu nomowwm RBC nnu
YTUNUTbI KOMaHOHOW CTpoku rb_tasks).

Mocne ycnewHoro 3aBepLleHns pe3epBHOro KONMpPoBaHMs pe3epBHas Konms
byneT nomelleHa B XpaHWnuWe pe3epBHbIX KOMWiA, a uHdopMauus o Heir bynet
pa3mMelleHa B penosutopum RuBackup.
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4 RuBackup

Cpo4HOe pe3epBHOe KonupoBaHue npu

nomowin RBM

B TomM cnyvae, ecnm HeobXoOUMO BbIMOMAHUTL CPOYHOE PE3EPBHOE
KOMMpPOBaHWe CO3[4aHHOro npaswuna rnobanbHOro pacnMcaHns, TO 3TO MOXHO
chenatb, Bbl3BaB MpPaBOM KHOMKOW MbIWKM KOHTEKCTHOE MEHI0 «BbinonHuTb»
(pucyHok 12).

PucyHok 12
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MpoBepnTb XOA4 BbIMONHEHNS PE3EPBHOr0 KOMUPOBAHUSI MOXHO B OKHE
«Quepenb 3anay» (pucyHok 13).

¢ Ru 8 @
& @ Yaanuts v i)
y)

& O6vexTl

Tun pecypca Pecypc ID npasuna 1D cTpatern  Vims nyn
8 Backuplocal 4 astra-postgres.testrubackup  094a36e2c64467d1 Original 0 0 Default

Crparerun

[El ro6anbHoe pacnucanve
@ YaanéuHas penavkauvs
[2) PenozuTopwii

Ouepeas 3apau

{5 Cepsepsi RuBackup

3 XypHans!

& AaMuHucTpupoBaHme

PucyHok 13

[Mpn ycnewHoMm 3aBepleHnN pe3epBHOro KOMUPOBaHWS COOTBETCTBYHOLAS
3ajava nepenget B ctatyc «Done».
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LleHTpanusoBaHHOe BOCCTaHOB/IEHUE

pe3epBHbIX Konun ¢ nomowbio RBM

Cuctema pesepsHoro konuvpoaHus  RuBackup  npenycmatpusaet
BO3MOXHOCTb BOCCTAHOBMIEHUS pPE3epPBHbIX KOMWIA Kak CO CTOPOHbl KAMeHTa
CUCTEMbI, TaK M CO CTOPOHbI agmuHuctparopa CPK. B Ttex cnydasix, korga
LIeHTpanM30BaHHOE BOCCTAHOBNEHNE Pe3epBHbIX KOMWIA He XenaTenbHo, Hanpumep
KOroa BOCCTAHOBMIEHME [AHHbIX SBNSETCA 30HOW OTBETCTBEHHOCTW Bnamenbua
KNMEHTCKOM CUCTEMBI, 3Ta (PYHKLIMOHANIBHOCTb MOXET ObiTb OTK/IOYEHA HA KNMEHTE
(cMm. “PykoBoacTeo cuctemHoro agmuHuctparopa RuBackup”).

B Tex cnyyasx, korga LEHTpanvM3oBaHHOE BOCCTAHOBMEHWE HA KIWEHTe
JOCTYMHO, TO €ero MOXHO MHUUMMPOBATb, Nepenas Ha Bknaaky «Peno3utopumn» Ha
BepxHeir naHenn RBM. [ns aToro Haingute B crnvcke Tpebyemylo pe3epBHyHo
KOMWIO, HAXXMWTE Ha Hee NPaBO KHOMKOW MbIWK U BbIGEPUTE B KOHTEKCTHOM MEHIO
«BoccTtaHOBUTb» (PUCYHOK 14):

MNposepnTs

KonuposaTe

MNepeMecTuTs

Yaanute

PucyHok 14
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B OkHe UEeHTPanM30BaHHOTO BOCCTAHOB/IEHMSI MOXHO YBWOETb OCHOBHbIE
napameTpbl pe3epBHO konun. B cnyyae BOCCTaHOBNEHUS BUPTYanbHOM MalUMHbI U3
pes3epBHO konun ByaeT BbINONHEHA MPOBEPKA HanM4uusi B Cpene BUpTyanmMaauum
BUPTYaNbHOW MalWHbl C TAKUM Xe UMeHEM. Ecnu Takoi BUpTyarnbHO MallMHbI HET,
T0 OyOeT npov3BedeHO BOCCTAHOBMEHVWE C OpUrMHanbHbIM MMeHeM. Ecnu
BUPTYyanbHas MalMHA C TaKUM VMEHEM YXe €CTb, TO K UMEHUN BUPTYasbHOM MalUHbI
6ynet nobaeneH LMpoBoii NOCTAUKC (pUCyHOK 15).

-~
¢ Ru g & @

LlEHTQBDWSGEEHHDG BOCCTaHOBNEHWe \/ nDV\ME‘HIﬂTb

52 MaHenb MOHWTOPWHIa

WHdopMauwa o pe3epeHOR Konun

L] ObvekTsi
Wms xocTa: user-VirtualBox
KIpdieluih HWID: 3ab02f4bcc689138
E InobansHoe pacnucaxve Tun pecypca: Aerodisk vAIR
YaanéuHas pennavkauna Pecypc: /home/user/.bash_logout
& PenoauTopuit Dya: Default
Tun PK: full
[£] Ouepens 3agau
CospaHo: 2024.09.02 13:00:46
Cepsepsl RuBackup
BOCCTAaHOBUTE LENOYKY: 3
KypHansi VM npaeuna: ril
f AOMWUHWUCTPUPOBaHWE CraTyc PK: Not Verified
MecTo BoccTaHoBNEHUA
BOCCTaHOBUTL Ha KNWeHTa: user-VirtualBox (3ab92f4bcc689138) ~
BoccTaHoBuTh Ha Lenesam pecypee: (1)
5 rubackup@user-VirtualBox Oste RecTpoyky Moy ad
PucyHok 15

B Tom cnyyae, ecnn HeobxoOMMO BOCCTaHOBUTb PE3EPBHYID KOMUIO B
noKanbHbI Katanor Ha knveHTe 6e3 pa3BepTbiBaHWS BUPTyalbHOM MalWWHbI B cpene
BUPTYyanu3aumm, To HeOBX0AMMO CHSTb OTMETKY “Pa3BepHyTb, eCnvi NPUMEHUMO”.

MNpoBepuTb X04 BbINOAHEHNS BOCCTAHOBNEHNS PE3EPBHON KOMUM MOXHO B
okHe Ouepenpb 3apay (pPUCyHOK 16).
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“\
@ Yaanuts v 2]
& 06nekThi ID  Tun ID knueuTa UMA KAneHTa HWID Craryc
8  Backuplocal 4 test.rubackup 094a36e2c64467d1  (_ Done )

Crpareruu
El ro6ansHoe pacnucaxue
[ YpanénHas pennukaums

[2) Penoautopuii

Ouepesb 3ajau

= Cepsepbl RuBackup
[+ XKypHane

& AgmuHucTpupoBaHne

8  rubackup@Iocalhost

PucyHok 16

[Mpy ycnewHoM 3aBeplleHUn BOCCTAHOBMEHUS PE3EPBHON KOMUW  UNn
LernoYykn pPe3epBHbIX KOMWiA, COOTBETCTBYIOWME 3adadn Ha BOCCTaHOBMEHWE
nepenayt B ctatyc «Done».
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