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BBepneHue

Cuncrema pesepBHOro konuposaHms RuBackup no3Bonsiet BbINOMHATb
pe3epBHOE KOMMPOBAHWE W BOCCTAHOBMEHWE BUPTYasbHbIX MalMH MNatgoopMbl
Buptyanmzaumm  RUSTACK.  [ocTynHO  MOMHOE,  WHKPEMEHTanbHOE 1
anpdoepeHumnanbHoe pesepBHOE KOomnMpoBaHme. Tak Xe BO3MOXHO BbIMOMHATb
pe3epBHOE KONMPOBAHWE C UCMNONb30BaHNEM OeOyrnvkKaumm U XpaHUTb Pe3epBHbIe
Konuu B oenynnMuMpoBaHHOM XpaHunuLie.

PesepBHoe konupoBaHue BupTyanbHbix MawmH RUSTACK BbinonHsieTcs
6e3areHTHbIM CNocoboM. ATO 03HAYaET, YTO B BUPTYaNbHYO MalWHY, ONsi KOTOPOW
npennonaraeTcs Co3faHNe pPe3epBHOM KOMWKM, He YCTaHaBNMBAETCA areHT
RuBackup (ogHako TpebyeTtcs ycTtaHOBKa rOCTEBbIX PACLWMPEHWIA OnepaLoHHON
CUCTEMbI, Hanpumep gemu-guest-agent); pesepBHOE KOMMPOBaHWE BUPTyasbHOM
MaLWWHbl BbINONHAETCS LENNKOM, O/ BCEX AMCKOB BMPTYanbHOW MalluMHbl; B XO4E
PEe3epBHOr0 KOMMPOBaHUSA BO BCEX Clyyasx M3 PEe3epBHOM KONUW yOansoTcs
oybnupytowme 6noku (Bcerna BbIMONHSAETCS IOKaNbHAsA AeOynInKaums).

B cnyyae nepenayn pe3epBHO KOMUWM B XpaHUnuLLE OeayninumpoBaHHbIX
PEe3epBHbIX KOMWIA BCeroa npoucxXoamuT nepenada TofNbKO TeX YHUKaNnbHblX 610KoB
(AN TOro Xe TMna UCTOYHUKA AAHHbIX), KOTOPbIX ELLe HET B XPaHWIULLE.

Llna BbINONHEHMS PE3EPBHOIO KOMMPOBAHWSA BUMPTYanbHbIX MalwWH cpenbl
Buptyanmzaumm RUSTACK HeobxoouMO YCTaHOBUTb KIMEHTA PE3EPBHOMO
kornmposaHus RuBackup no ogHow n3 cnenyowmx Cxem:

— Ha OJHYy M3 BUPTyalbHbIX MalWH B OAHHOW Cpefe BupTyanu3auuu, ons
KOTOPOW HACTPOEH AOCTYN K rMnepBm3opy (rmnepsusopam);

— Ha HEeCKONbKO BUPTyanbHbIX MaWWH B OaHHOW cpene BUpTyanusauuu,
ecnu 310 0bycnoBneHo HeOHXOAMMOCTbIO AMHAMUYECKN PacnpenensTb Harpysky B
X0[le Pe3epBHOr0 KOMMpoBaHWS Mnn obecneynTb BO3MOXHOCTb BbiBOAA TOW WK
VHO BMPTyaNbHON MalwWHbl U3 3Kcnnyataumm 6e3 M3MEHEHWIA B pacnuMcaHuu
PE3EpPBHOrO KOMMPOBaHUS (B OAHHOM CXeMe HeobXoOMMO BK/IOYUTL  3TU
rMNEPBU30PbI B KNACTEPHYIO rpymnmny KIMEHTOB CUCTEMbI PE3EPBHOI0 KOMMPOBAHNS);

I'Ipvl BbIMOMHEHNN PE3EepPBHOro KOnMpoBaHMA NPUMEHSAETCA TEXHOIorns
COo340aHNA MOMeHTallbHbIX CHAMKOB OaHHbIX Ons OUCKOB BmpTyaanon MaWwwnHbl, 4YTO
NO3BONLET HE OCTaHaB/INBATb pa60Ty Ha BpeMA pe3epBHOro KonmnpoesaHUA.

Mepen co3paHneM CHMMKa 1 cpasy nocne ero co3gaHns RuBackup Moxet
BbIMOHATL CKPWUNT BHYTPW BMPTYanbHOW MalWHbl A8 TOro, 4Tobbl WUMETb
BO3MOXHOCTb MPUBECTN AAHHbIE MPWIOXEHWUIA BHYTPU BUPTYaNbHON MaWWHbI B
KOHCUCTEHTHOE COCTOsiHME. [lNs BbINOMHEHUS cKpunTa, HeobxoaMMo ykasaTtb ero
pacrnonoXeHne B TOHKMX  HAcTpoMkax  npasuna, B napameTpax
script_before_snapshot nnu script_after_snapshot.

Takxe BHYTPM BMPTyanbHOW MaWwWHbI MOXET OblTb CO34aH CKPWUMT,
pacnonaratowuinca B goanne /opt/rubackup/scripts/rustack.sh. B Tom cnyyae, ecnu
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BHYTPU BMPTyaNbHON MaWWHbI CyWeECTBYeT Takoi dpaiin ¢ artpubytamm Ha
NCMONHEHVE, TO nepen CO34aHVEM MOMEHTANIbHOrO CHMUMKA OH OyOeT BbIMOMHEH C
aprymeHToM before, a cpasdy nocne co3paHnsi MOMEHTaNbHOMO CHMMKA OH Bynet
BbINONHEH C aprymeHToMm after. Ecnn B napametpax script_before_snapshot nnn
script_after_snapshot ykasaHo pacnonoxeHwe p[pyroro cKpunta, TO CKPUMT
/opt/rubackup/scripts/rustack.sh He 6yneT BbINONHEH.

Mpumeyanne — [Ins BO3MOXHOCTM 3anycka CKPUMTOB BHYTPWU BUPTyasbHOM
MaLMHbI [ONXHbI 6bITb BbINOMHEHbI CEAYOWME YCNIOBUS:

1) KOHCpUrypaumoHHbln  cpaiin  HacTpoek  moctyna kAPl RUSTACK
rb_module_rustack.conf (noopobHee B pasnene YcraHoBka KnueHta RuBackup) kpome
OCHOBHOW MO/SIb30BaTe/IbCKOM Y4eTHON 3anucu [LOOMXKEeH coAepXartb YYeTHYl 3anucb
agMuHuCTparopa;

2) NS pasBepTbiBaHUS BUPTYasbHOW MalwWHbI, O KOTOPOW npenronaraeTcs
cosfaHue pe3epBHbIX KON, ncnonbayetcs riunepemaop Tuna QEMU;

3) ansa BUPTyanbHOM MawwmHbl, HA KOTOPOW pa3BepHyT kKameHT RuBackup u Monynb
rb_module_rustack, Heobxonoumo:

— ycTaHoBuTb naker libvirt-clients;
— cKonmpoBartb Ssh KoY Ha XoCTbl rmnepsr3opos nnatgopmel RUSTACK.

4) Ha BMPTyanbHOM MawwHe, ONs KOTOPO MpeanonaraeTcs co3naHne PesepBHbIX
KOnuii, He06X0AMMO YCTaHOBMTbL MAKET gemu-guest-agent.

B RuBackup 2.0:
— MNonnepxwnBaetcs pabota ¢ Nova-api v2.1 n Cinder v3.0.

— Mogynb nopnepxusaet nobble TMNbI XpaHunuw, BM (nposepeHa paboTa
c ocfs2, nfs, netapp-iscsi).

— Pennukaums He peann3oBaHa.

— BoccraHoBneHne B cywectsyowyto BHyTpu nnatgopmbl RUSTACK
BUPTyanbHy0 MalVHYy HE Peann3oBaHo.
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YcTtaHoBKa knmeHTa RuBackup

Lna BO3MOXHOCTU Pe3epBHOr0 KOMUPOBAHWS BUPTYasibHbIX MaWWH Cpefdbl
BupTtyann3aummn RUSTACK Heobxoaoumo yctaHoBUTL knmeHTa RuBackup Ha onHy
WK HECKONMbKO BUPTYyanbHbIX MawwH B cpefde suptyanm3aumm RUSTACK,
HaxoOswWmxcsa NoL yrnpasneHnem onepaunoHHon cuctemol Ubuntu 18.04 nnn 20.04,
W Ons KOTOPOW HACTpOeH [OocTyn K runepsusopy (runepsusopam). Ciopa xe
HeobxoouMo YycTaHoBMTb Moaynb rb_module rustack n3 naketa rubackup-
rustack.deb (cm. auctpmbytus ons OC Ubuntu).

MopopobHO npouemypa YCTaHOBKM  KAWEHTA OnMcaHa B OOKYMEHTe
«PykoBOACTBO NO yCTAHOBKE CEPBEPOB PE3EPBHOIO KONMPOBaHNA 1 Linux KNneHToB
RuBackup».

MNpn ycTaHOBKE KIMEHTA pPeKOMeHOyeTCs WUCNonb3oBatb  PYHKLMIO
LEHTPa/IM30BaHHOMO BOCCTAHOB/IEHNS B TeX Clyyasx, korga npegnonaraercs
BOCCT@HOBNEHWE BMPTYasibHOW MalWHbI U3 cpeacTea ynpasneHns RBM.

B xome uHctannsumm naketa B cucTeme OydeT co3pmaH doaiin HacTpoek
Joctyna  CUCTEMb pesepBHOro  konuposaHuss kK  API RUSTACK
/opt/rubackup/etc/rb_module_rustack.conf:

# Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value

# So please do not use comments in one line with parameter
#

# Mandatory parameters

url <rustack url>

# User name on behalf of which the API requests will proceed
username <user name>

# Password to be used with 'username' to authenticate in API
password <user password>

# Domain name to be used with 'username' and ‘'password' to
authenticate in API

domain <domain name>

# ID of a project to which target VMs belong to

project id <PROJECT ID>

# Timeout for curl API requests: minimum 1, maximum 300, default 5
(seconds)

timeout 20

# Timeout for creating volumes in Rustack platform, default 300
(seconds)

volume creation timeout 300
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# Timeout for creating snapshots in Rustack platform, default 300
(seconds)

snapshot_creation_timeout 300

# Timeout for attaching and detaching volumes in Rustack platform,
default 300 (seconds)

volume_attachment_timeout 300

# ID of VM in Rustack platform where current module is deployed - can
be obtained using -l option of the module

rubackup-vm-id <vm id>
#H#
## Optional parameters:

# Admin user account info of RUSTACK is required to run scripts inside
the target VM

admin_name <admin name>

admin_password <admin password>

# Protocol for hypervisor requests: tcp or ssh, default: ssh
protocol ssh

# If certificate info is not specified the module will connect to API w/o
certificate verification

enable_ssl no
ca_info <path to cert>
# Turn on debug of REST requests
#curl verbose
3meHunTe B 9TOM (paine HacTporku onsa nogknoveHms K API.

Obs3atenbHble NapaMeTpbl KOHUrypaLmroHHOro doarna:

— url <rustack url> — agpec (IP nan FQDN), ucnonbsyembin gnsa API
3anpocos B rnnatgoopmy suptyannsaumm RUSTACK.

— username <user name> — VMs NMoNb30BaTENS, OT UMEHN KOTOPOro ByayT
BbINONHATLCA 3anpockl API.

— password <user password> — naponb, KOTOpbIiA 6yAeT UCMoNb30BaThCA
BMECTE C IMEHEM Monb3oBaTens ans ayreHtugoukaumm s API.

— domain <domain name> — [OOMEHHOe uMs, KoTopoe Oyg;ert
MCMNONb30BaTbCA C UMEHEM NONb30BATENS 1 NAPONeEM AN ayTeHTudpukauum B API.

— project_id <PROJECT_ID> — wugeHtTMcpmkatop npoekta BHyTpU
nnarcpopmbl Buptyannsaumm RUSTACK, Kk KOTOPOMY OTHOCATCS BMPTYyaslbHble
MaWwWHbl, 018 KOTOPbIX NpeanonaraeTcs BO3MOXHOCTb CO30aHUS pPe3epBHbIX
KOMWIA.

— timeout — Bpemsa oxwupaHua ons 3anpocos curl APL. o ymonyaHuto
coctasnset 5 cekyHa. MoxeT npuHuMaTtbh 3HaveHns ot 1 o 300 cekyHa.
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— volume_creation_timeout — Bpemsi oXxugaHus Ons CO34aHUS TOMOB Ha
nnardpopme Rustack. Mo ymonyaHumio coctasnset 300 cekyHn. Ecnm ¢ momeHTa
06paboTkn NNaTgopPMol BUPTyanm3auum 3anpoca Ha co3naHve ToMa, STOT TOM He
nepewen B COCTOsSHME «available» B  TeyeHuMe 3agaHHOrO  BPEMEHW,
COOTBETCTBYIOWAA 3ajaya Ha CO34aHME PEe3EepPBHOW KOMWU WM BOCCTaHOBMEHME
3aBEPLUNTCS C OLWNOKOIA;.

— snapshot_creation_timeout — BpeMs oxuaaHusa ons co3naHns CHYMKOB
Ha nnatgoopme Rustack. o ymonyanuio coctaensiet 300 cekyHa. Ecnv ¢ momeHTa
006paboTkn nnatgopmoli BMPTyanM3auuyM 3anpoca Ha CO34aHue CHUMKa, 3TOT
CHUMOK He nepellen B COCTOSHWE «available» B TeyeHwe 3amaHHOro BpeMeEHW,
COOTBETCTBYIOLASA 3a1a4a Ha CO3AaHNEe PE3EPBHO KON 3aBEPLIMTCS C OWNOKOIA;

— volume_attachment_timeout — BpemMs oxugaHus Ons NOOKMYEHUS K
BUPTyanbHOM MaWWHE U OTKMIOYEHUS TOMOB (TOM He MepPELLEN B CTaTyC «in_use») Ha
nnatdpopme Rustack. Mo ymonyanuio coctaensiet 300 cekyHa. Ecnv 0603HaYeHHbI
TalMayT nCTeKk, a TOM He Obin NpUCOeOMHEH K BUPTYyanbHOW MawWwuHE Wn
OTCOedVHEH OT BUPTyanbHOM MawwHbl (TOM He nepewen B cTatyc «available»),
oTobpaxaeTcs owmnbka.

— rubackup-vm-id <vm id> — wugeHTUdprkaTop BUPTYyanbHOM MalMHbI
(BHYTpY nnatgpopmbl BupTyanusaumm RUSTACK), Ha KOTOpO pa3BepHyT AaHHbIRA
moay”nb n knneHT RuBackup.

MpuMeyaHume: cnncok BUPTyanbHbIX MawWwwWH BHYTpW npoekTa (project id),
BK/IOYAS X UMS, WOEHTUAOMKATOP M TEKYILUIA CTATYC, MOXHO MOMYYnUTb, 3arnyCTuB
NCNONHSAEMbIA doarin Moayns ¢ onumen -I:

# /opt/rubackup/modules/rb_module_rustack -

MNpwn aTOM, Nepen NUCTUHIOM BUTyanbHbIX MawWWH B KOHQOUIypauUMOHHOM
dhaiine Moayns Kak MMHUMYM OOMXHbI OblTb 3a4aHbl 3HAYEHNS Ans napameTpos: url,
username, password, domain, project_id, timeout.

Heobs3aTenbHble napameTpbi:

— admin_name <admin name> — uM$ Monb3oBaTensl, UMeKoWero npasa
agMyHucTpartopa BHyTpu nnatgopmbl BupTtyanusdaumm RUSTACK nona 3anycka
CKPWMTOB BHYTPY LIENIeBON BUPTYyasibHOM MaLIVHbI.

— admin_password <admin password> — naponb Nonb3oBarens,
MMelolWero npaesa agMuHMUCTpatopa  BHYTPM  NiatdoopMbl  BUPTyanusauum
RUSTACK. Wcnonb3yetca BMecTe C  UMEHeM  agMuHucTpatopa  Aans
ayTeHTncvmkauum B API.

NMpumeyaHue: 3apaBaTb 3HAYeHWs AN NapaMeTpos admin_name wu
admin_password Heo6X0AUMO TONbKO B CryYasx, KOraa npy CO34aHnM Pe3epBHbIX
Konuii TpebyeTcst oyHKLUMOHAN 3anycka CKpUMnToB A0 W NMOcne CO34aHNs CHAMWOTOB
JNCKOB LieneBo BUPTyaibHOW MaLVHBbI.

— protocol — npoTokon Ansi 3anpocoB K runepsm3opy: tcp wam ssh. Mo
YyMOM4YaHMIO UCMOMb3yeTcs ssh.
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— enable_ssl — napameTp, ykasbiBatowmi, cnegyet nnm ncnonb3osatb SSL-
ceptudoukar. [octynHble 3HayeHus: yes u no. Ecnm ykasaHo 3HadeHve yes, TO
HEoOX0AMMO PACKOMMEHTVMPOBATb napameTp ca_info n ykasatb NOMHbIA NyTb OO
SSL-cepTtugomkarta, ecnm ykasaHo 3Ha4eHne no, To B TaKOM cny4ae 3anpockl K AP
nnatgpopmbl  BupTyanmdauum RUSTACK 6OyoyT BbiMonHSATbCS 6€3 npoBEpKU
ceptncbukara. Ecnm  umHpopmaums 0 cepTudukate He ykasaHa, Momynb
nogknountcs kK APl 6e3 npoBepku.

— ca_info — nytb k SSL-cepTudpmkary, koTopblii ByOeT MCnonb3oBaTbCs
npwv noaknoyeHnn Kk API, ecnu BkntoveHa nposepka ceprtudpmkara.

NpumeyaHune: pona uenen otnagkym nogknodeHns kK APl B
KOHCPUIypauUVOHHbIA doain MoLynst MOXHO A00aBUTb CNeayoLLyO CTPOKY:

lcurl verbose |

#curl_verbose — Bknoyaet pexum otnagkn REST-3anpocos.

Mpwn crapte KnMeHTa RuBackup B XXypHa/ilbHOM goanne
/opt/rubackup/log/RuBackup.log Ha knneHTe nosBMTCS cneayowas 3anmchb:

Try to check module: 'RUSTACK' ...
Execute 05 command: fopt/rubackup/modules/rb_module rustack -t 2=&1
Module version: 1.10

Mova-api version: v2.1
Cinder version: v3.0
... module 'RUSTACK' was checked successfully

B py4yHOM pexunmMe npoBepuTb NPaBUIbHOCTb HACTPOEK MOXHO NPW NOMOLLM
cnenytowen KomaHab!:

# /opt/rubackup/modules/rb_module_rustack -t
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MacTtep-knioy

B xome yctaHoBku knueHta RuBackup 6ymet cospmaH MacTep-kiod ans
3alWNTHOrO NPeobpasoBaHUs PE3EPBHbBIX KOMWIA, a TakXe KNYN ONs 9NeKTPOHHOM
noanvcun, ecny npegnonaraeTcs UCrnonb30Bartb SNEKTPOHHYO NOAMUChH.

BHumaHue! MNpu yTepe kntoya Bbl He CMOXeTe BOCCTaHOBUTb AaHHble
M3 pe3epBHOW KOMWUMU, ecnu OHa Obina npeobpa3oBaHa C MOMOLLbIO
3aLlLUTHbIX anropuTMOB.

BaxHo! Knioun pekomeHpyeTcsi nocne co3gaHUMs CKoOnuMpoBaTb Ha
BHELUHMIA HOCUTENb, a TaKXe pacne4yartatb 6yMaXHyo KOnuio u yopatb atu
KONUM B HafEXHOe MeCTO.

MacTep-kno4  pekoMeHOyeTcs  pacrnedyaratb  MpyY  MOMOWM  YTUIUTHI
hexdump, Tak Kak OH MOXET coaepXaTb HeoTobpaxxaeMble Ha 3KpaHe CUMBOSbI:

$ hexdump /opt/rubackup/keys/master-key
0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 €183 1528 a343
0000020
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[NoarotoBka BUPTYyaNibHOMN MaLUUHbI
RUSTACK ons BbinoONHEeHUA pe3epBHOro
KonupoBaHus cpencrtsamu RuBackup

Linux

B onepauuoHHoii cucteme Linux BUpTyanbHOW MawwmHbl HEOBXOAMMO YCTaHOBUTb
nakeT qemu-guest-agent.

# apt-get install gemu-guest-agent
nnm

# yum install gemu-guest-agent

Windows

Ins onepaumnoHHoit cuctembl Windows ¢ oucka virtio-win HeobxoaMMo YCTaHOBUTb
nakeT gemu-ga w3 nanku guest-agent, Kotopas HaxoouTCs B KOPHe Ancka.

B onepaumoHHOM cucTemMe BUPTyanbHOM MaWWHbl HEeobXoOMMO YCTaHOBUTb
rocTesble pacwmpeHns na gucka Virtio-Win. lnsa atoro:

1) [JobasbTe ISO-06pa3 C rocTeBbIMA PACWMPEHNUSAMA B  ONEPALMOHHYIO
CUCTEMY BMPTYanbHOM MalmHbl Kak BupTyanbHbih CD-ROM.

2) B BupTyanbHo MawmnHe OTKPONTE NOAKMOYEHHbIV BUPTYanbHbln CD-ROM.
3) 3anyctuTe dhain virtio-win-gt-x64.

4) Vicnonb3ys MacTtep yctaHoBku, yctaHoBute QEMU Guest Agent n SPICE
agent.

5) MNepesarpyaute BUPTYasbHYO MaLWHY.
Lwnck Virtio-Win goctyneH ons ckadmBaHus no CCbike:

https://fedorapeople.org/groups/virt/virtio-win/direct-

downloads/latest-virtio/virtio-win.iso
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Astra Linux CMoneHck

Ons Astra Linux CMoneHck HeobXoouMO MCMonb3oBaTb [OMCK pa3pabotky K
n06aB/Tb COOTBETCTBYIOLWMIA iSO image B OnepaLmoHHy0 CUCTEMY Kak BUPTYasbHbINA
CDROM. Nocne aTtoro:

# sudo apt-cdrom add
# sudo apt update

# sudo apt install gemu-guest-agent

11
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3awuntHoe npeobpasoBaHue
pe3epBHbIX KON

Mpn HeobXx0AMMOCTW, cpasdy Nocne BbIMONHEHUS PE3EPBHONO KOMMPOBAHUS
apxmBbl MOryT ObITb Npeobpa3oBaHbl HA XOCTE KAMeHTa. Takm 0bpa3oM, BaXHbIe
HaHHble OyayT HemocTynHbl Ans agMmuHuctpatopa RuBackup wnm gpyrux nud,
KOTopble Mornu 6bl MONYYNTb OOCTYM K PE3EPBHON KOMUM (HanpuMep, Ha BHELLHEM
XpaHunme KapTpuoxen NeHTo4HOM Bubnuotekn nnm Ha nnowagke nposainepa
06na4yHoro xpaHnnmwa 418 Balmx pe3epBHbIX KOMUIA).

3awmtHoe Npeobpa3oBaHme OCyLECTBNSIETCS BXxoasuei B coctas RuBackup
ytunutoi rbcrypt. Knioy gna 3awutHoro npeobpa3oBaHus Pe3epBHbIX KOMWiA
pacnonaraeTca Ha xocte knueHTta B doaine /opt/rubackup/keys/master-key.
3awunTHoe NpeobpasoBaHne AaHHbIX NPW MoMowm rbcrypt BO3MOXHO C OJVMHOMN
Kntoya 256 6uT (no ymonyaHuio), a Takxe 128, 512 nnn 1024 6uta B 3aBUCUMOCTYN
OT BblIBpaHHOro anropmTMa npeobpas3oBaHus.

Ecnu ons npasuna rnobanbHOro pacnmcaHns Heobxoammo BuibpaTh 0coObIl
PEXUM 3alUTHOrO NPeodbpas3oBaHNs C OMHOW Kfo4ya, OTANYHOM OoT 256 6uT, 1 C
K/OYOM, PacnonOoXEHHbIM B PYrOM MECTE, TO Bbl MOXETE cAenartb 3TO Npu NoMoLm
CKpWNTa, BLIMOMHSIOWErOCS MOCMEe BbIMNOMIHEHUSI PE3EPBHOr0  KOMMPOBAHMS
(onpepensieTcs B npasBune rnobanbHOro  pacnvcaHus  aaMUHUCTPATOPOM
RuBackup). lMpn atom Heobxooumo, 4TOObI MMS MNpeobpa3oBaHHOro dpaina
OCTaNnoCb TakMM Xe, Kak W paHee, MHaye 3ajaya 3aBepuwmnTcst C  OWMOKONA.
Mposectn obpatHoe Npeobpas3oBaHMe Takoro dpaina nocne BOCCTAHOB/IEHUS €ro
N3 apxmBa cnemnyeT BPy4HyO Npu nomowm ytunutel rbcrypt. Mpu Takom pexume
paboTbl HET HEobXOOMMOCTU yKasblBaTb anropuTtM npeobpasoBaHusl B npasune
PE3EPBHOrO KOMMPOBAHUS, MHavye apxue OyneT NOBTOPHO npeobpasoBaH C
NCNONb30BaHNEM MaCTEP-KIOYa.
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ANroputMbl 3alLLUTHOIO

npeobpa3oBaHus

[ns BbINOMHEHNS 3aWWUTHOrO Mpeobpas3oBaHNs OOCTYMHbl  anropuTMbl,
npencTaBneHHble B Tabnuue 1.

Tabnuua 1 — AnropuTMbl 3awWMUTHOrO NpPeobpas3oBaHus, OOCTYMHbIE B YTUAUTE

rocrypt.

Anroputm ‘u'""Hg Knitota, NMpumeuyaHune

uT

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

YKpauHckuii HaumoHanbHbIi ctaHgapt JCTY
Kalyna 128, 256, 512 7624:2014
: Poccuinckuin HaumoHanbHblin ctaHoapt FOCT

Kuznyechik 256 P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256

Simon 128

Kutanckuin HaumoHanbHbIM CTaHaapT ons

SM4 128 6ecrnpoBOaHbIX ceTel

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256
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https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html

4 RuBackup

MeHenxep AoMMHUCTpaTOpa
RuBackup (RBM)

OkoHHoe npunoxeHve MeHenoxep AgomuHucTtpatopa RuBackup (RBM)
npefHasHa4yeHo On1s aaMUHUCTPUPOBaHUS cepeepHoin rpynnuposkn RuBackup,
BK/IOYAs YMNpaBneHne KIueHTamu, rnobanbHbiM pPacnmncaHueM, XpaHunuwamm
pes3epBHbIX KONuiA 1 apyrumm napametpamu RuBackup.

B RuBackup RBM pacnonaraetcsi B OTOENbHOM NakeTe M MOXeT ObiTb
YCTaHOBINEH KaK Ha CepBep Pe3epBHOr0 KOMMPOBaHWUS, Tak U Ha yaaneHHom APM
agMyHucTparopa.

Lns 3anycka RBM cnenyet BbInOMHNTL KOMaHAY:

# [opt/rubackup/bin/rbm&

RuBackup npenocrtaensieT ponesyto Mofesnb fOCTyna K CUCTEME Pe3epBHOro
konuposaHus. MNpu 3anycke RBM Bam noTtpebyeTcs MponTU ayTeHTUdOUKaumio.
YT1ouHuTe login/password nns Baweit pabotbl y rnasHoro agmuHuctpatopa CPK.
Ecnn Bbl rnaBHbIi  agMMHUCTPATOP, TO MWCMONb3yWTE AONns  asTopu3auun
cyneprionb3oBatens rubackup w TOT Naponb, KOTOPbIA Bbl 3adanu emy npu
NHCTanNNAUMm (PUCYHoOK 1).

RuBackup Manager

lacalhost

rubackup

PucyHok 1

Ecnu knnent RuBackup yctaHoBneH, HO HEe aBTOPU30BaH, B HUXHEN 4YacTu
okHa RBM nosiButcs coobuieHne 0 TOM, YTO HailfeHbl HEABTOPU3OBAHHBIE KITMEHTDI.
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4 RuBackup

Bce HoOBble KAMeHTbl OONXHbl OblTb aBTOPU30BaHbl B CUCTEME PE3EPBHOMO
konnposaHus RuBackup.

Mocne Haxartns kHornku «Bowtn» oTKpoeTca okHO «RuBackup manager»
(pucyHok 2):

» Ru 8 @

3agaun Npasuna Mpasuna cTpaterun Penosutopwuit YaanéHHas pennvkauus MnaH BOCCTaHOBNEHWA

o &
O O6wekThi il astra-postgres.test.ru i)

il smolensk.test.rubacku D Wms rnobanbHoro pacnucanHms Craryc 1D knneHTa Wma knmeHTa HWID  Wmsa nyna

@ Crparerum
[l ro6aneHoe pacnucaHue

@ YaanénHas pennvikaums

[2) Penozutopuii

E) Ouepesp 3aaay
B8 Cepeepbi RuBackup
[ XypHans!

& ABMUHUCTpPUpOBaHUe

B  rubackup@localhost

PucyHok 2

IOna onpeneneHus cratyca KavMeHTa HeOOXOOMMO MNepewiTM Ha BKNamoky
ApmuHucTpupoBaHue — KnueHtbl (pUcyHok 3):

~
¢ Ru 8 @

Monb3oBaTenu g‘
& O6weTsl

Crpateru Tpynnbi "
Nonb3sosaTen b i IS ) Cynepsaiisepsi Conpososxpaiouine

[E rno6ansHoe pacnucarue

CJmrm— EFE smamacrron

[ Penosutopuii

) Ouepeas 3aaau O6BbeKTbI
£5 Cepepsi RuBackup ( [=}]=] —
‘ Knairan 21 oy menros 6= Meanacepsep
[ XypHans! | ele =
& ABMMHKCTPUpOBaHKe XpaHunuiia
I~ NokansHble
Nynbt pynnel nynos @% MoameHa nynos aiinossle
XpaHUAMWa
==
BrodHble £, lenToutbie [E=] nenrounsie
ycTpoiicTsa @ Qasigka N aprpnen [==] 6ubmorexn
Oyepean
= =) Ouepens 3anay = Ouepens 3anay =
“=| oOuepens 3apau Z=| nenTOuHbIX ‘=| Bs3aumoneiicTeuA C = O::p;a:eum
= = 6ubmuoTe S5 obnakamu o YReA
MnaHb!
=| ore =| Nnan Tekywero
=4 =5 obcnyxusanms

PucyHok 3
MNpw 3TOM OTKPOETCS OKHO (PUCYHOK 4).

Ecnv knuent RuBackup ycTtaHoBneH, HO He aBTOPU30BaH, B BEPXHEN 4acTu
okHa RBM kHonka HeaBTOpM3oBaHHbIe KJIMEHTbI OyaeT akTMBHA.
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4 RuBackup

Bce HOBble KNMEHTbI OOMXHbI OblTb aBTOPU30BaHbI B CUCTEME PE3EPBHOIO
konnposaHus RuBackup.

RuBackup manager (wa rb-primary)
~
¢ 2 {T] 8 @

£ O6wexTh
ID rpynnsl  Tun OC  OC avcTpGLIoTop HWID

B Crparerum
L 2 3 5e808c0373a9b5ac 76:al:ac:60:47:b  10.177.32.107  fe80:74aliactf:fe60:47fb  false 1 false 10

[l ro6ansHoe pacnucarme

@ Yaanénnas pennukaums

[2) PenozuTopuit

) Ouepeaw 333au
5 Cepeepsl RuBackup
[ XypHane!

& AaMMHUCTPUpOBaHKe

PucyHok 4

[na asTOpu3auum HeaBTOPU30BAHHOrO kKnneHta B RBM BbinonHute
cnenywowune oencTBns:

1. Haxmute kHonky HeaBTOpu3oBaHHbIe KAMEHTbI. [1py 3TOM OTKPOETCH OKHO
(pucyHok 5):

RuBackup manager (Wa rb-primary)
P

:{T] 8 @
& O6wexTul
B Crparerum

6e:f3:86:da:68:00 10.177.32.108 fe80::6cf3:86ff:feda:6800 af8ff269c771bd33 2023.02.21 10:35

[ rno6ansHoe pacnucarve
[@ YaanénHas pennukauus
(3 PenozuTopuit
) Ouepeas 3apau
5 Cepeepsl RuBackup

[= XypHane!

& ABMUHUCTpUpOBaHVe

PucyHok 5

2. Bblbepute Hy>XHOro HeEaBTOPM3OBAHHOTO KAMEHTA U HaxmuTte ABTOpPM3OBaTb
(pUCyHoOK 6):
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4 RuBackup

RuBackup manager (wa rb-primary)

Bonpoc

ABTOPU30BATH BLIGPAHHBIX KANEHTOB?

PucyHok 6

MNMocne aBTOpM3aUMM HOBbIA KNWEHT OyneT BuAeH B rnaBHOM okHe RBM
(pUCyHoK 7):

RuBackup manager (a rb-primary)

¢ Ru _ 8 @

Q O6bexTel Primary RuBackup| D Tun

ry  5e808c0373a9bsac ile
2 Verify 1 Unknown Unknown

3 Restore 2 rb-primary  5e808c0373a9bSac

1 Backupglobal 2

PucyHok 7

UTo6bl BbLIMONHSATL PETYNSIPHOE PE3EPBHOE KOMMPOBaHWE BMPTYaNbHOM
MalwunHbl, HeobxoamMMo co3naTtb MpaBunO B rnobanbHOM pacnucaHum (B cnyyae
rPynnoBbIX oOnepauuii MOXHO TaK Xe WCMonb3oBaTb CTpateriv pPe3epBHOro
KOnMpoBaHusi). [lns aToro BbINONHUTE cneaytowmne 0eiCTBUS:

1. Haxopsicb B pasnene «O6bekTbl», Boibepute Bknaaky «MpaBuna» n Haxmute
Ha VKOHKY «+» (PUCYHOK 8):
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4 RuBackup

© Ru 8 @

= 3apaun [EORECWVENN Mpasuna crpaTervnn  PenosuTopuii  YjanéHas pennvkaumsi  [naM BOCCTaHOBNEHMs

& O6nexl B astra-postgres.test.rubackup ic

gc ldl smolensk.test.rubackup 2 ID WM rnobanbHoro pacnucams Cratyc ID kaveHTa  UMS KiveHTa HWID WM nyna  EMKOCTS XpaHu;
TpaTerum

[E ro6ansHoe pacnucanue

[ YaanénHas pennukaums

[2) Penosutopuit

) Ouepesp 3agau
{5 Cepeepsi RuBackup
=] XKypHans!

ABMUHUCTpUpOBaHUe

A  rubackup@localhost

PucyHok 8

2. Bblbepute knveHTa 1 nobaBbTe NpaBuIo PE3EPBHOIO KOMMPOBaHMWS (PUCYHOK 9):

NobaenTk npaeuno rnobansHo

MaHens MoHWTOPUMHIa

Mpasurna rnobankHOro pacnucaHus
L] ObsekTsi

@! Crpaterun MNapameTpsl Npasuna

Hazeaxune npasuna
[E] rno6anbroe pacnucarue

KnueHT nodel0 (806aacefc80e3900) W
YnanénHan pennnkayua
Tun pecypca RUSTACK ® oW ]-
Penosntopuia
Quepebaaad Tun PK Monwasa ~

Cepsepbl RuBackup

JononHuTenesHele NapaMeTpsl Npasuna

[=] XypHans
EMKOCTb XpaHnnnwa Inf ré
AAMWUHUCTPUPOBaHNE &
EMKOCTb XpaHnInwa KnMeHTa Inf ré
Mpuoputet 100
3awuTHoe npeobpasoBaHue nocrypt

CKpWNT NpY HOPMaNLHOM BLINOJHEHWUM

CKPWNT MpU BBINOAHEHWX C oWwWBKkamn

CKpWNT NP BOCCTRHOBAEHWKA

. LobaenTs npaswno B wabnoH

A  rubackup@10.177.32.5 LLiabnoH rnobansHOro pacnucaHus

PucyHok 9

... ' +

3. Boibepute Tvn pecypca: RUSTACK (pucyHok 10):
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4 RuBackup

NobaenTk npaeuno rnobanbHOro pacnucaHua + MpumMeHnTs

aHEeNb MOHWTOPKUHIa
Mpasuna rnobansHoro pacrnucaHws

L] ObsekTbi

[E] Crpaternm NapameTpsl Npaguna

Hazeanve npasuna
[E mobanbhoe pacnmncanne

Knuent nodel0 (806aacefc80e3900) v
Ynanénxaa pennnkauma
Tun pecypca [ RUSTACK x W ]-
€no3MTOPHIA
Quepebaaad Tun PK Monwasa ~

5 Cepeepbi RuBackup
[ononHuTeNnbHbIE NapamMeTpsl Npasmna

[=] XypHans
EMKOCTE XpaHunmia Inf ré
AAM WHNCTpUpOBaHKe @
EMKOCTb XpaHninwa KnuexTa Inf ré
Mpuoputer 100
3awuTHoe npeobpasoBaHue nocrypt

CKpWNT NpY HOPMaNLHOM BLINOJHEHWUM

CKPWNT MpU BBINOJHEHWX C ownBKkamn

... ' +

CKpWNT NP BOCCTRHOBAEHWKA

AoBaenTe npasnno B wabnoH

A  rubackup@10.177.32. LWabnox rnobansHoro pacnucaHus

PucyHok 10

4. BblbepuTe pecypc, Haxas kHorky Beibpatb (pucyHok 11):

Bufipats

Nar
bed79270-06c8-4f94-b94d-f9eca256e27f test-vm_8
7740d040-4126-44cb-a7f8-92e91a517a85 test-vm_7
01f39c6c-f287-4248-b440-8bd6f832fabe test-vm_6
450bel6a-6b05-455a-86cc-4a6513eda70d test-vm_5
@38446d2-5266-4d6d-86c8-8b78e3bbbdce test-vm_4
ee736f6f-cea5-4458-aala-11d312b35cca test-vm_3

4428a2el-8f18-4158-b552-a5f8d61lalee? test-vm_2

PucyHok 11

5. YcTaHOB/TE HACTPOVKM MpaBwna: HasBaHWe npaswnia, Nyn XpaHeHWsl OaHHbIX,
MakcuManbHbli 06BEM NS pe3epBHbIX Konuid npasuna (B '), Tmn pesepBHOro
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4 RuBackup

KOMMpOBaHWSA, pacnucaHne pe3epBHOr0 KOMUPOBaHUSA, CPOK XpaHeHus W
Heobsi3aTeNbHbIi BPEMEHHON MPOMEXYTOK MPOBEPKM PE3EPBHOM  KOMUK
(pucyHok 12).

[06a8UTE NpaBo r106aNEHOrO pacucanws

HeNb MOHUTOPUHTa
Mpasuna rI06aNLHOrO pacnucaHns

J 06
M crperemin Napamerpsl npasuna [lononHuTenbHbIe NapameTph npasina
re

5 trosansioe pacncanne. LSS EmocTs xparunmia Inf

Kamewt node10 (806aacefc80e3900) v EmMKocTs xparwMLLa KnveHTa Inf 6
[c] Yaanénuan pennnkaums

Tun pecypca ((RusTack v I rovopnrer 100 +
8 Penosuropuii

Pecypc * B owvvoe npeospasosane nocrypt v
[E] Ouepens 3anay Tun PK Monwas v CKPVNT NPU HOPMANLHOM BHINOAHERYM -
[ Cepsepsi RuBackup CKPHMNT NPY BLINOHEHWM C OWMEKaMM -
B Kypransi CKpUNT NpU BocCTaHoBNEHMN =

£ Anmwncrouposanme

Rosasus npaswo s watron

LWaboH rnoBansHoro pacnucanns

Hacrpoiiku Pacnucanme
BKAiowMTL Nocne Cospanua [ @) BoiGpaHO: KpOH-gbipaxenye 0.0 1+ *
Nyn Default v Nepuoanseckuii 3anyck
Havano nepviona aeficTeus 04.04.2024 10:03 (@] MunyTa [ @) 0 +
OKoHuaHWe nepvona AevicTens  04.04.2025 10:03 A Yac [ @) 0 +
Rexs mechua [ @)

) +
@

ReHb Hepenu

Mposepka Cpok xpaHeHus:
MposepKa pesepsHbx KonWi Kaawe O T rmp— @

1 +  Mecsues v 1 + et v

PucyHok 12

Mpn NOMOLLM KHOMKM «...» PSAOM C TUMOM Pecypca MOXHO BbINONHUTb TOHKME
HACTPOVKN MpaBuna Pe3epBHOTO KOMUPOBaHMWS, HAMpPUMeEp ONPenenUTb CKPWNT,
KOTOpbliAi OyneT BbIMOMHEH BHYTPU BMPTYaNbHOW MalWwWHbl MEpen CO34aHVEM
MOMEHTA/IbHOTO CHUMKA W cpasy rnocne ero co3gaHusi (pucyHok 13). 910 Moxert
ObiTb HEOOXOOMMO [ONSi MPUBEOEHVS OAHHBIX TMPUIOXEHUS B KOHCUCTEHTHOE
COCTOSIHVE, CUHXPOHM3ALMM K3Wa W T.M.

RUSTACK

script_before_snapshot
script_after_snapshot

execution_script_timeout 5i

dd_block_size iy

3HaYeHUA No YMoN4YaHuio

PucyHok 13
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4 RuBackup

Tak Xe BHYTPU BUPTyanbHOW MawwHbl MOXET ObiTb C€O34aH CKpWMT,
pacnonarawowmics B tpanne /opt/rubackup/scripts/rustack.sh. B Tom cnyyae, ecnu
BHYTPU BMPTyanbHON MalWWHbI CyWeCTByeT Takoi doaiin ¢ artpubytamm Ha
NCMOMNHEHNE, TO Nepen CO34aHNEM MOMEHTaNIbHOrO CHUMKA OH OyAeT BbiMOMHEH C
aprymeHTom before, a cpaldy nocne co3gaHns MOMEHTANbHOrO CHMMKA OH Oynert
BbIMOSIHEH C apryMeHTOM after.

Ha Bknagke «[lONOMHWUTENbHO» MOXHO HACTPOWUTb aBTOMaTUyeckoe
yOaneHue ycTapesLlUnX Pe3epBHbIX KOMWiA, onpeaennTb YCNoBue Ux NepemMeLLeHs B
OpYyrow nyn v yCTaHoBUTb paspeLleHre 014 KIneHTa yoansits pe3epsHble KOMUK.

BHoBb co3pmaHHOe npaBwno byoeTr umeTb ctatyc run. Ecnm Heobxooumo
co3patb MpaBwio, KOTOPOE Moka He [OOMKHO Mnopoxaartb 3adady pe3epBHOro
KONMMPOBaHUSl, HyXHO ybpatb 0TMeTky «Bknoumtb nocne cospanus». [pu
HeobXxoOMMOCTK, aOMVMHUCTPATOP MOXET MNPUOCTAHOBUTL paboTy npaswuna wmm
HEMeL/IeHHO 3arnyCTuTb ero (T.e. MHUUMMPOBAaTb HEMELJIEHHOEe CO3haHue 3agayu
npw ctatyce npasuna wait).

MpaBuna rnobanbHOro pacnmcaHnsl UMeKT CPOK XM3HW, ONpeaensiemblii npu
X CO3LaHnK, a TakXe NPeaoCTaBNsioT CneayoLLme BO3MOXHOCTH:

— BbIMNOMHUTb 3aALMTHOE NPeobpasoBaHNe Pe3EPBHON KONW Ha KIINEHTE;
— MEPUOIMNYECKN BbINMOHATL MPOBEPKY LIENOCTHOCTN PE3EPBHON KOMNWK;

— XPaHWTb PE3€EPBHbIE KONWUM ONPeaeNnéHHbIA CPOK, MO OKOHYaHWUN KOTOPOro
yoanaTb UX U3 XpaHUnvwa pe3epBHbIX KOMUA 1 U3 3anucein penosutopus, nmbo
yBELOMNSATb KIMEHTA 06 OKOHYaHMI CPOKA XPaHEHWS;

— Yyepe3 onpemnenéHHbll CPOK Mocfe CO3L4aHUSA PEe3epBHON  Konuw
aBTOMaTU4eCKM MepeMecTnTb €€ B APYron nyn XpaHeHUs pPe3epBHbIX KOMUN,
HanpuUMep, Ha KapTPULX NEHTOYHOR BMONMOTEKY;

— YBEOOMJIATb nonb3oBarefnien CUCTEMbI pe3epBHOro KonnmpoeBaHuUsa O
pe3ynbTartax BbINOMHEHUA TeX WU WHbIX onepauvu7|, CBA3aHHbIX C MNpaBnIOM
rnobasnbHOro pacnmucaHus.

MNpu cospaHwvn 3apay4n RuBackup oHa nosiBnsercsa B rnasHOW o4vepenm
3agay. OTcnexuBaTb BbIMNOMHEHWE MPaBWA MOXET Kak adMUHWUCTpaTop (npw
nomowm RBM unu ytmnut KOMaHoHOM CTPOKK), Tak U KNneHT (npu nomowwm RBC nnu
YTUNUTbI KOMaHOHOW cTpokn rb_tasks).

Mocne ycnewHoro 3aBepLleHnsi pe3epBHOro KONMpPOBaHUS pe3epBHas Konms
OyneT nomelleHa B XpaHWNUWE Pe3epBHbIX KOMWiA, a uHdopMauus o Heir bynoet
paamelleHa B penosutopun RuBackup.
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4 RuBackup

CpouHoe pe3epBHOe KOnNUpoBaHue
npu nomowu RBM

B Tom cnysae, ecnm HeobXoouMO BbIMOAHUTL CPOYHOE PE3epBHOE
KOMMpPOBaHWe CO3L4AHHOro npaswuna rnobanbHOro pacnMcaHns, TO 3TO MOXHO
chenatb, Bbi3BaB MpPaBOM KHOMKOW MblWKX KOHTEKCTHOE MEHI0 «BbinonHUTb»
(pucyHok 14):

PucyHok 14

MpoBepuTb XOL BLINMOMHEHUS PE3EPBHOrO KOMUPOBAHMS MOXHO B OKHE
«Quepenb 3a8a4» (pucyHok 15):
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4 RuBackup

'S
Ru a @

B Yaanuts v i

Q O6BLEKTb! D Tun ID knmeHTa  UMA KmeHTa HWID Craryc Tun pecypca Pecypc ID npaeuna 1D cTpaterun Wmsa nynd
8  Backuplocal 4 astra-postgres.testrubackup  094a36e2¢64467d1 original 0 0 Default

Crpateruu

[E rno6ansHoe pacnucarme
@ YaanéuHas penavkauus
[3) Penosutopuii

Ouepeab 3aga4

{5 Cepsepsl RuBackup

[ XypHanei

& AamuHucTpupoBaHmne

8  rubackup@localhost

PucyHok 15

MNpun ycrewHoM 3aBepleHnn Pe3epBHOro KOMMpOoBaHUS COOTBETCTBYIOLWAS
3apaya nepenger B ctaryc «Done».
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4 RuBackup

LleHTpanu3soBaHHOe BOCCTaHOBNEHMe
pe3epBHbIX Konuin ¢ noMow,bio RBM

Cnctema pesepBHoro  konuposBaHuss RuBackup  npenycmatpuBaet
BO3MOXHOCTb BOCCTAHOBMIEHNSI PE3EPBHbIX KOMUA Kak CO CTOPOHbl K/MEHTa
CUCTEMbl, TaK W CO CTOpPOHbl agmuHucTtpatopa CPK. B Tex cnyyasx, korga
LIEHTPaNIM30BaHHOE BOCCTAHOBNEHNE PE3EPBHbIX KOMWUIA HE XenaTenbHo, HanpuMep,
Koroa BOCCTaHOB/IEHWE [aHHbIX SBNSETCA 30HOW OTBETCTBEHHOCTM Bnamenbua
KNMEHTCKOWN CUCTEMBI, 3Ta (PYHKLMOHANIBHOCTb MOXET ObITb OTK/IOYEHA HA KIIMEHTE
(cM. «PykoBoacTBo cuctemHoro agmuHuctparopa RuBackup»).

B T1ex cnyyasx, korga LeHTpann3oBaHHOE BOCCTAHOBMEHWE Ha KfMEHTe
JOCTYNHO, TO €ro MOXHO MHUUMMPOBATb, NMepenas Ha Bknagky Penosutopuin
(pucyHok 16), n HaxaB KHOMKy BoccTtaHOBUTD.

MNposepnTe

KonuposaTe

MNepeMecTuTs

Yaanute

PucyHok 16
[Mpwn aTOM OTKPOETCS OKHO (PUCYHOK 17):
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4 RuBackup

™
¢ Ru 8 @
LleHTpanniosaHHoe BOCCTaHOBNEHWE " NpumennTs
& O6vexThl
WHdopmaums 0 pesepeHOi Konum

Crpaterun

Wma xocTa: test.rubackup
Bl rmobaneHoe pacnincatme HWID: 094a36e2c64467d1
[@ YaanénHas pennukauua Twn pecypca: RUSTACK
[3) Penosutopuii Pecypc: /dev/ws/test
B Ouepeas 3agau Myn: Default

Twun PK: full
f8 Cepeepsi RuBackup

Co3paHo: 2023-05-11T09:16:55.754
(e YypHans!

yP BOCCTaHOBWTL LIEMOYKY: 1

A
& AAMUHUCTPpUpOBaHUe Vms npasuna:

CraTyc PK: Trusted

MecTo BOCCTaHOBNEHMA

BoccTaHoBWTL Ha kKnmeHTa:  test.rubackup v

MNyTb HasHa4eHns; * [ x J-

Pa3BepHyTb, €CAN NPUMEHUMO:

PucyHok 17

B OkHe UeHTpanM30BaHHOMO BOCCTAHOBMEHWSI MOXHO YBMAETb OCHOBHbIE
napameTpbl Pe3epBHON KONUK 1 ONpenenvTb OMPEKTOPUIO PacnakoBKN pe3epBHON
kornun. B cny4ae BOCCTaHOBMEHVSI BUPTYyanbHOM MaWWHbI U3 PE3epBHON KOMUA
OyneT BbIMONHEHA MNPOBEPKA HanMuus B Cpede BupTyanu3auuv BUpPTyanbHOR
MalWwWHbl C TaKUM Xe UMeHeM. Ecnu Takoi BUPTyanbHOW MalwmvHbl HeT, To Bynert
Npou3BedeHO BOCCTAHOB/IEHWE C OpPWUrMHanbHbIM UMeHeM. Ecnu BupTyanbHas
MalWunHa C TaKMM UMEHEM yX€ €CTb, TO K WMEHM BMPTyanbHOW MawwuHbl Oyaet
n06aBneH LMOPOBOA MOCTAOUKC (PUCYHOK 18).

O6nacTe BUAMMOCTH: PROJECT FOR ANKUZNETSOV@DEFAULT ~ © DSIDORIN ~

@& Pecypeni s
<
Cepsepbl s
== Cepsepbl E
=2 + WP CCCEF N W EWE-~ Q, Mowck no nmenn E
& [ucku =
O vma KoHpurypaums vCPU  RAM,TB HDD,I6  IP Cratyc
= Konum u obpasel v
O  rubackup 4cpu_16ram 4 16 30 10.10.33.130 3anywen
3.55.5 CeTb v
[0  rubackup-ubuntu-test 4cpu_16ram 4 16 300 10.10.33.231 3anywen
&8  Cepsucsl v
O testvm cpu_2ram 1 2 10 10.10.33.166 3anywen
0 testvm_2 cpu_2ram 1 2 10 10.10.33.161 3anywen
O testvm3 cpu_2ram 1 2 10 10.10.33178 3anywen
O testvm.4 cpu_2ram 1 2 10 10.10.33.128 3anywen
[0 testvm.s cpu_2ram 1 2 10 10.10.33.70 3anywen
O testvm.s cpu_2ram 1 2 10 10.10.33.108 3anywen
0 testvm_7 cpu_2ram 1 2 10 10.10.33.212 3anywen
[0 testvm.s cpu_2ram 1 2 10 10.10.33.202 3anywen
O testvmso cpu_2ram 1 2 10 10.10.33.14 3anywen
<

PucyHok 18
BHuumanwve! lNoponepxusaemblie TUMbl XpaHUULL, OUCKOB: ocfs, nfs.
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4 RuBackup

B TOM cnyyae, ecnn HeobXOOMMO BOCCTAHOBWUTb PE3EPBHYID KOMWIO B
NOKaNbHbIA KaTanor Ha KnMeHTe 6e3 pa3BepTbiBaHNS BUPTYabHON MalWWHbI B cpene
BMPTYyanM3aumm, To He0BXOAMMO CHSITb OTMETKY «Pa3BepHyTb, ECNIN MPUMEHVMO>.

I'Ipoaepmb XO0QnO BbIMNOJIHEHNSA BOCCTAaHOBNEHUA pGSGpBHOﬁ KOnnnm MO>XHO B
okHe Ouepenb 3apay (pucyHok 19).

."\
({1 & @
= E] Ypanute v
] O6vekThl ID Tun ID knueHTa Wms KnneHTa HWID Craryc
8 Backup local 4 test.rubackup 094a36e2c64467d1 ( Done )

Crparterum
[E] ro6ansHoe pacnucaxue
[d Yaanénnaa penankauma

[2) PenozuTopwid

) Ouepeas 3aaau

E5 Cepeepsi RuBackup

[l XKypHans!

& AAMUHUCTPUpOBaHKe

A  rubackup@localhost

PucyHok 19

MNpwn ycnewHoM 3aBeplieHn BOCCTAHOBMEHUS pPE3EpPBHON KONUW  WNn
LenoYkn pes3epBHbIX KOMWIA, COOTBETCTBYOIWME 3a0a4M Ha BOCCTaHOB/EHWE
nepengyt B ctatyc «Done».
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4 RuBackup

BoccTtaHoBneHue CO CTOPOHbI KNIMEeHTa

B cnyyae Heo6x0OUMOCTV BOCCTAHOBNEHMSI PE3EPBHOM KOMUU CO CTOPOHDI
KNMEHTA Bbl MOXETE BOCMONb30BATLCS YTUAUTON KOMaHAHOM cTpoku rb_archives:

MpocMOoTp cnmcka AOCTYMHbIX PE3EPBHbIX KOMWIA:

root@rubackup-ubuntu:~# rb_archives
Id | Ref ID | Resource | Resource type | Backup type | Created | Crypto | Signed | Status

R R oo R R e L R Fomrmmmm e L Hommmmae TR
1 | eed657c2-e578-4e18-802f-f9ce2cd192c9 | RUSTACK | full | 2022-88-23 16:57:08+03 | nocrypt | True Not Verified
2 |1 | eed657c2-e578-4e18-802f-f9ce2cd192c9 | RUSTACK | incremental | 2022-08-23 17:49:47+03 | nocrypt | True Not Verified

3anpoc Ha BOCCTAHOBNEHWE PE3EPBHOI KOMUMK:

root@rubackup-ubuntu:~# rb_archives -X 2

Password:

The archive will be restored in the directory: /rubackup-tmp
----> Restore archive chain: 1 2 < ----

Record ID: 1 has status: Not Verified

Continue (y/n)? yes

Record ID: 2 has status: Not Verified
Continue (y/n)? yes

TASK WAS ADDED TO QUEUE:4 5

B Tom cnyyae, ecnu pesepBHas Komusi OofXHa OblTb pasBepHyTa, T. €.
HEobX0AMMO BOCCTAHOBUTb BMPTYaNbHYO MaluHy B Cpedy BUpTyanusaumum, TO
HeobxoOuMO UCronb3oBaTh OMUMIO -X, B TOM cnyyae, korma Tpebyetcs
BOCCTAHOBUTb PE3EPBHYID KOMUKO B JIOKanbHOM Kartanore kaveHta 6e3
pa3BepTbIBAHUS, HYXXHO UCMOMb30BaTh ONUMI0 -X.
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