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BBepneHue

Cuncrema pesepBHOro konvpoBaHus RuBackup no3BonseT BbINONHATb
pesepBHOE KOMUPOBaHWE W BOCCTAHOB/IEHWE BUPTyanbHbIX MawwWH cpegpl
Buptyannsaumm VMware vSphere Bepcun 6.7, 7.0, 8.0. HocTtynHO nonHoe,
WHKPEMEHTaNnbHOE W  OndddoepeHumanbHoe pes3epBHOE KonupoBaHue. Tak Xxe
BO3MOXHO BbIMONHATb PE3EPBHOE KOMMPOBAHME C UCMONb30BaHMEM Aeynamkaumm
N XpaHWUTb pe3epBHbIe KONMun B AefyninumMpoBaHHOM XpaHULLE.

NonHoe pe3epBHOe KonupoBaHWe - 3T0  CO3[aHWe pe3epBHOW
KOMWKM BCEX AaHHbIX U3 MCXOOHOro Habopa, HEe3aBMCUMO OT TOro, W3MEHSIMCHb
OaHHble NN HET C MOMEHTA BbINONHEHNS NOCNeaHel NoHOW pe3epBHON KON,

AuddepeHumnanbHoe pe3epBHOE KOMUPOBAHUE COXPAHSET TONMbKO
JdaHHble, N3MEHEHHbIE CO BPEeMeHn BbIMONMHEHNS npeanbloywero
MONHOro PE3EPBHOMO KOMMPOBAHMSI.

MHKpemeHTanbHOEe pe3epBHOE KOMUpPOBaHUE COXPaHSET TONbKO
JaHHble, N3MEHEHHblIe CO BPEMEHU BbINONMHEHUS npenblayllen MHKPEeMEHTaIbHOM
pe3epBHON KOMWUW, a eCnn TakoW HeT, TO CO BPEMEHW BbIMOMIHEHUS MOCNenHen
MONHOW pe3epBHO KONUN.

PesepBHoe konvpoBaHue BupTyanbHbix MawwH VMware vSphere
BbINONHAETCS 6e3areHTHbIM CnocoboM. ITO 03HA4YaeT, 4To B Camy BMPTyaNbHYHO
MaWwwWHy He YycTaHaenueaetcs areHT RuBackup; pesepBHOe KonuvposaHue
BUPTYyanbHOW MalWHbl BbIMOMHAETCSA LENUKOM [ONs BCEX AUCKOB BUPTyasbHOM
MawwuHbl. B xooe pe3epBHOro KOMMPOBaHUS BO BCEX CyYasix U3 Pe3epBHON KONun
yoanstoTtcs aybnupytowwme 6noku (Bceraa BbiNMONHAETCS noKanbHas Aeaynnmkaums).
Takxe cywectsyeT BO3MOXHOCTb yKasaTb Te AUCKW BUMPTYasibHOW MallWHbl, Ons
KOTOpPbIX He OyOeT OCyLEeCTBATCS Pe3epBHOE KOMMPOBaHME, MCMONb3ys OMUMIO
«disks_black_list».

B Cnyydae nepena4um pe3epBHO|7| Konmn B XpaHunuuwe nenyrimunpoBaHHbIX
pe3epBHbIX Konuin Bcerga npouncxoanT nepenada ToJ/ibKO Te€X YHUKalIbHbIX 6nokoB
(,EU'ISI TOro xe tmna NCTo4YHUKa ﬂ,aHHbIX), KOTOpPbIX ewe HET B XpaHunnuue.

Lns BbINONHEHNS PEe3epPBHOr0 KOMMPOBAaHWUS BUPTYyasnbHbIX MawWwwH cpenbl
BupTyanu3aummn VMware vSphere He06XOAUMO YCTAHOBWUTb K/IMEHTA PE3EPBHOIO
kornmposaHus RuBackup no ogHom 13 cnenyowmx Cxem:

* Ha y3en, KOTopbli UMeeT JOoCTyn K ynpasnsiowemy y3ny vCenter;

* Ha HECKONbKO Y3/10B, MMelWMX [OCTyn K ynpaenstowemy yany vCenter,
ecnn 310 0ByCcnoBneHo HeobXOOMMOCTbIO AMHAMUYECKW pacnpenenstb
Harpy3Kky B XO4€ Pe3epBHOro KONMPOBaHWS; B AaHHON cxeMe HeobXxoamnmo
BK/IIOYATb OaHHble y3/bl B KNACTEPHYK Tpynny KANEHTOB CUCTEMbI
PE3ePBHOr0 KOMUPOBAHNSI.
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Mpn nioboii cxeme yctaHoBkM knmeHT RuBackup mMeeT BO3MOXHOCTb
BbIMONMHATL PE3ePBHOE KONMUPOBAHWE U BOCCTAHOBNEHME BCEX BUPTYasNbHbIX MALIVH
cpenbl BUpTyannaaummn, BHE 3aBUCMMOCTI OT TOFO Ha KakoM M3 y3/10B B HACTOAWMNIA
MOMEHT OYHKLMOHMPYET BUPTYanbHas MalumHa.

Mpy  BLINONHEHUN PE3EPBHOMO KOMMPOBAHUS MPUMEHSETCS TEXHONOTUS
CO3[0aHMS MOMEHTa/bHbLIX CHUMKOB LAHHbIX ANS OUCKOB BUPTYaNbHON MaWWHbI, 4TO
MO3BONSIET HE OCTaHaBnvMBaTb W He «MoAMOpaxuBatb» paboTy Ha Bpems
PEe3epPBHOr0 KOMMPOBaHUSI.

Mepen co3paHMeM CHMMKa 1 cpasy nocne ero co3ganns RuBackup Moxet
BbIMOMHUTE CKPWUNT BHYTPW BMPTyanbHOW MalWHbl Ansi TOro, 4Tobbl WUMETb
BO3MOXHOCTb MPMWBECTU AAHHbIE MPWIOXEHUA BHYTPU BUPTYanbHOW MalWWHbI B
KOHCUCTEHTHOE COCTOSIHME.

Takxe BHYTpM BMPTyalbHOM  MalWWHbl  MOXHO €O34atb  CKPUMT
vmware_vm.sh n pPacnonoXxuTb ero B AMPEeKTOpUM
/opt/rubackup/scripts/vmware_vm.sh. B Tom cnyyae, ecnu BHYTpU BUPTyanbHOM
MalunHbl CyLECTBYeT Takoi cpain ¢ artpubyTamm Ha WCMOMHEHWE, TO nepen
CO3[0aHMEM MOMEHTaNIbHOrO0 CHMMKAa OH OyneT BbINONHEH C apryMeHToM before, a
cpasy nocne co3naHns MOMEHTaNIbHOrO CHMUMKA OH OyAeT BbIMOMHEH C apryMeHTOM
after (cM. npumeyaHue).

NMpumeyaHus:

*  BbinonHeHue ckpunTOB BHYTPU BUPTYyalbHbIX MAWWH MOAAEPXMUBAETCS ONS
cpenbl Buptyanusaumm VMware vSphere Bepcum 7.0.2.0 n Bbiwe. Npu pesepBHOM
KOMMPOBaHWM BUPTyanbHbIX MaWwWH cpenpl BupTyanusauum VMware vSphere Bepcumn 6.7
CKPWNTbI HE BbIMOMHSOTCS.

« Ecnu npm co3paHnm u HACTPOWMKe npaBuna Pe3epBHOrO KOMUPOBAaHWUA He
3a4aHbl 3Ha4veHus ans onumn «script_before_snapshot_arguments» n
«script_after_snapshot_arguments», 10 6yoyT MCNONb30BaHbl apryMEHTbI MO YMOMYaHMUIO
ONs 3anycka CKpunTa BHYTPU BUPTYyanbHOM MalWmHbI - «before» n «after» cooTBeTCTBEHHO.

«  IIns 3anycka ckpuntoB HEOHX0OMMO, 4TOObI B FOCTEBO BUPTYabHON MalWmnHe
6bin  yctaHoBneH Habop ytunut VMware vSphere. [NogpobHee 03HAKOMUTLCS C
WHCTPYKUME MO  YCTAHOBKE  TOCTEBbIX  YTUAMT  MOXHO  Ha  CTpaHuue

https://kb.vmware.com/s/article/2004754.


https://kb.vmware.com/s/article/2004754
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YcTtaHoBKa knmeHTa RuBackup

Llng BO3MOXHOCTM pe3epBHOro KonmposaHus npu nomowm RuBackup Ha
y3€e/, UMetowWwmii focTyn K ynpasnstowemy y3ny vCenter, nonxeH 6biTb YyCTaHOBNEH
knueHT RuBackup n mogynb pesepBHOro konuposaHus rb_module_vmware_vm u3
naketa rubackup-vmware.deb wnu rubackup-vmware.rpm (UMa naketa MoOXeT
oTAM4aTbCA B 3aBMCUMOCTW OT OMepaunoHHOW CUCTEMbl, AON1S KOTOPOW OH
npenHasHa4eH).

YctaHoBka naketoB knveHta RuBackup npowussBogoutcs u3-nog yyYeTHom
3anncu ¢ agMMHUCTPATUBHBIMK NpasBaMn Npu NOMOLWM Creayowmnx KomaHa (MMeHa
NnaketoB MOryT OTMYatbCa B 3aBWCUMOCTM OT WCMNOMb3yemor onepaunoHHON
CUCTEMDI):

# sudo dpkg -1 rubackup-client.deb

# sudo dpkg -i rubackup-vmware.deb

MonpobHOo npouenypbl NOArOTOBKM K YCTAHOBKE, MHCTANNSAUMS, HACTPOVKA 1
3anycKk KnmeHta onucaHbl B OOKyMeHTe «PykoBOOCTBO MO yCTaHOBKE CepBepoB
pe3epBHOro konvposaHus n Linux knneHtos RuBackup».

Mpun ycTaHOBKE KNMEHTA PEKOMEHOyeTcsl MCMofb30BaTb  (PYHKUMIO
LIEHTPaNM30BaHHOrO BOCCTAHOB/IEHNS B TeX Clyyasix, korga npegnonaraercs
BOCCTaHOBNEHWNE BUPTYaNbHOW MalVHbI M3 cpeacTsa ynpaeneHns RBM.

B xome wuHcTannsumm naketa B cucTeme OydeT co3paH doain HacTpoek
[OCTyna CWUCTEMbl pPe3epBHOr0 konuposaHms K vSphere Automation API
/opt/rubackup/etc/rb_module_vmware_vm.conf:

## Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter

# Mandatory parameters

#

# IP address or FQDN for vCenter
vcenter https://<ADDRESS_OF_vCenter>
#

# Data for authentication in vCenter can be provided in one of|
the following forms:

# 1. Not encrypted string.
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# For example: login user_name:password
#

# 2. String of the format 'user_name:password' encrypted using
the 'base64' algorithm.

# For example: login crypted
dXNIcl9uYW1IOnBhc3N3b3JkCg==

# To encode login and password use command
# echo -n 'LOGIN:PASSWORD' | base64

login crypted <LOGIN AND PASSWORD>

#

# Path to the certificate file got from vCenter

# The following command can be used to obtain an archive with
certificates from vCenter:

# wget <IP address or FQDN for vCenter>/certs/download.zip --
no-check-certificate

ca_info <PATH_TO_CERT FILE>
#

# A timeout value in seconds RuBackup module will wait for
response from vCenter on corresponding APl requests

# minimum 1, maximum 300, default 5

timeout 20

# Port to use for authenticating with vSphere host
#port O

# Port to use for establishing NFC connection to ESXi host
#nfc_host _port 0

# Number of parallel workers to work with virtual disks
# min 1, max 8, default 2

#workers 2

# Turn on debug of REST requests

#curl_verbose

# Amount of parallel workers for REST requests

# min 1, max 1000, default 10

#curl_workers 10

#

#Virtual disk dump method aka disk transport that will be used
for disks local dump

# Possible values:
# - nbd: network block device, access virtual disk via network

# - nbdssl: network block device with ssl, access virtual disk via
network using TLS
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# - san: storage area network, actual only for virtual disks
located at SAN storages

# - hotadd: attaching virtual disk directly to the client's host.
Only for clients located at VMware hosts

# - file: used in case if virtual disk is a local file

# Possible combinations: separated by colon(:) with reducing
priority nbd:san:hotadd

# Default value if not set in current configuration file:
"file:san:hotadd:nbdssl:nbd"

#disk_transport nbdssl
# Ignore error of PrepareForAccess vixDiskLib function calls
#ignore_access_errors

# Don't call PrepareForAccess and EndAccess vixDiskLib
functions

#disable access calls

N3meHuTe B 3TOM (paiine HacTporkum AOns nogknveHns K vSphere
Automation API.

MNocne nony4eHus 1 pacnakosku tharnna download.zip ykaxuTe B napameTpe
ca_info nytb po  dpanna-ceptucpukata C  pacwmpeHuem  ".0" 13
nanku /opt/rubackup/etc/certs/lin.

Onumnsa «workers» B (panine HacTpoek MoOyns ycTaHaBnMBaeT KONNYECTBO
napannenbHbiX MOTOKOB Ansi paboTbl C BUPTyalbHbIMKA XECTKUMM  OUCKaMW.
MwuHuManbHoe 3HaYeHve ons gaHHon onuum — 1 (NOTOK), MakCUManbHOe 3HaYeHne
— 8. Ecnmn cTtpoka ¢ OaHHOM onumer OTCYTCTBYeT B dpailne HacTpoek moayng,
3aKOMMEHTMPOBAHA WM 3HAYeHWEe HaxOoOMTCS BHE AOMNyCTUMOro amanasoHa, TO
OyLeT MCNONb30BAHO 3HAYEHUE MO YMONYaHMIO — 2 (NOTOKaA).

MpuMeyaHne - 3agaHHOE B KOHGOUIypaLUMOHHOM doavne 3HayeHve Anas onumm
«workers» He ByOeT yuMTbiBaTbCSA NP CO30AHUN PE3EPBHO KONWUK, ECNN A1 napameTpa
use_hotadd (cm. PucyHok 12, Tabnvua 2) B npaBwne pPe3epPBHOr0 KOMUPOBaHUS
BbICTaBfeHO 3HadyeHue true. [pn 3TOM KONMYECTBO MOTOKOB, 3aAaHHOE 3HAYeHWeM onuun
«workers» B KOH(UrypauMOHHOM dbaiine, OymeT yynTbiBaTbCA MNPV BOCCTAHOBNIEHWM
pe3epBHOM KONUK, faxe ecnn oHa co3naHa ¢ napameTpom use_hotadd = true).

MpumeyaHne — ons uenei otnagku nogknodeHns K vSphere Automation API B
KOHJOMIypaLVOHHbIA chaiin Moaynst MOXHO 006aBMTb CneaytoLLyto CTPOKY:

lcurl verbose |

MapameTp disk transport yctaHaBnuBaeT Meton [Oamna, KoTopblid Oynert
NCNonb30BaTbCS 018 NOKANbHOro gamna AuckoB. Bo3MOXHbIE 3HAYEHMS:

* nbd — ceTteBoe 6104HOE YCTPOCTBO, AOCTYN K BUPTyarbHOMY OMCKY Yepes
ceTb.
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* nbdssl — ceTteBoe 6no4yHoe ycTporcTBO ¢ SSL, mocTyn K BMPTyanbHOMY
JMNCKY Yepes ceTb C Ucnonb3oBaHnem TLS.

* hotadd — nogknoYeHNe BMPTyasrbHOrO OMCKA HEMOCPEOCTBEHHO K XOCTY
KnneHTa. TONbKO Ons KNMEHTOB, PacrnonoXeHHbIX Ha xoctax VMware.

Bo3MOXHble KOMOVMHaUMM pasfnenstoTcsi OBOETOYMEM (i) C YMEHbLIEHUEM
npvoputeTa, Hanpumep: «nbd:san:hotadd». 3Ha4yeHne No yMONYaHMIO, ECNN OHO HE
3afaHo B TekylweM dhanne KoHdourypauuu: "file:san:hotadd:nbdssl:nbd".

[MapameTp ignore_access_errors - eCnun NpuUcyTCTBYET B KOHOUIypaunOHHOM
dhaiine, To owmnbkm BoizoBa doyHkumm VixDiskLib_PrepareForAccess nrHopumpytotcs
1 3an1cbiBaKOTCS B NIOF, HO MOZYNb NpoaonxaeTt paboty. Mapametp No yMonyaHuio
3aKOMMEHTUPOBAH U HE UMEET apryMeHTOB.

MNapameTp disable_access_calls - ecnu npucyTCcTBYEeT B KOHPUIYypaLNOHHOM
Qoanne, TO BbI30Bbl
doyHkumi VixDiskLib_PrepareForAccess u VixDiskLib_EndAccess He
npon3Boasitcs, coobueHns o6 3TOM 3anuncblBalOTCS B NOT U MOAyNb NpondonXxaet
paboty. MapameTp No yMON4aHmMIo 3aKOMMEHTMPOBAH U HE UMEET apryMeHTOB.

B Tom cnyyae, ecnun nnaHnpyetcs TectuposaHue RuBackup, pekomeHoyertcs
3anyckatb knmeHT RuBackup B TepMUHaNbHOM pexmMe C MOMOLWLbK Crneayrowen
KOMaHgpl:

# /opt/rubackup/bin/rubackup_client start
OctaHosuTb RuBackup KnMeHT MOXHO C NOMOLLbIO Cneytowen KoMaHabl:
# /opt/rubackup/bin/rubackup_client stop

Lns wraTHOW aKcnnyaTauum pekoMeHayeTcst 3anyckatb knmeHta RuBackup
Kak cepsuc. [n1s 3T0ro He06X0ANUMO 13 aAMUHNCTPATUBHOW YHETHON 3aNMCU:

1. Bknoumtb cepsuc knmeHta RuBackup:

# sudo systemctl enable

/opt/rubackup/etc/systemd/system/rubackup_client.service

root@jatoba:~# sudo systemctl enable /jopt/rubackup/etc/systemd/system/rubackup_c
lient.service
‘Created symlink /etc/systemd/system/multi-user.target.wants/rubackup_client.serv

ice — fopt/rubackup/etc/systemd/system/rubackup client.service.
‘Created symlink fetc/systemd/system/rubackup_client.service — fopt/rubackup/fetc/
systemd/system/rubackup client.service.

2. [lepesarpyautb systemcilt:
# sudo systemctl daemon-reload

3. BanyctuTtb cepsuc rubackup_client


../../../san:hotadd:nbdssl:nbd
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# sudo systemctl start rubackup_client
4. YTO4HUTb CTaTYC KNIMEHTA MOXHO MPW MOMOLLY KOMaHbl

# sudo systemctl status rubackup_client

Mpw ctapte knneHTa RuBackup B XypHanbHoM doarine

/opt/rubackup/log/RuBackup.log Ha knneHTe nosBMTCS cnegyouas 3anuchb:

Try to check module: 'VMware VM'

.. module 'VMware VM' was checked successfully. Module supports archiving

B py4HOM pexume MOXHO NPOBEPUTb BO3MOXHOCTb PaboTbl Moayns
RuBackup Ha Tekyuiem y3ne npu nomMoLm cneayouen KoMmaHap:

# /opt/rubackup/modules/rb_module_vmware_vm -t

Lns ueneir TECTMPOBAHUS PEKOMEHOYETCS BK/OYUTb PEXUM verbose B
KOHpurypaumoHHoM chbarine /opt/rubackup/etc/config.file:

13
use-local-backup-directory /rubackup-tmp

node client

logfile fopt/rubackup/log/RuBackup.log
who-is-primary-server antares

local-schedule-file jopt/rubackup/etc/rubackup.lsf

client-inet-interface ethe

parallelizm 8

verbose yes]]

rbd_algorythm sha

rbd block size 1048576

rbd_hash_length 512

digital-signature yes

digital-sign-hash shai

client-shutdown scenario cancel-if-tasks

Mocne n3MeHeHNst KOHGUrypaLUMoHHOro dhaiina HeobxoamMmMo nepesanycTnTb
knueHTa RuBackup.

Mo okoHYyaHWM paHHOM npouenypbl knneHT RuBackup HactpoeH. Ins
BO3MOXHOCT/ BbINOMHEHUS PE3EPBHOrO KOMMPOBaHMS NOTpebyeTcs aBTopuaaums
KNMeHTa cMcTeMHbIM aaMumHucTpaTopom CPK.
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O6HoBNeHune KoHdourypaumoHHoro coamna

MNpn HeobxoOMMOCTM Bbl MOXeTe OOHOBUTbL MOOyNb  PE3epPBHOrO
konuposaHust VMware vSphere. MNpu 9TOM 0BHOBUTCS KOHOPUIYPaLMOHHBIA doaiin
MoIyns.

HoBas Bepcua mMooynsi COOEPXMUT KOHOUrypaumoHHbIA doain, napameTpsl
KOTOPOro MOryT OTIMYATbCS OT TEKYLWEN BEPCUN, NOSTOMY NpU OBHOBNEHWN MOLYNS
Ha HOBYIO BEPCUIO TakXe OOHOBNAETCS WM €ero KOHMUrypaumoHHbI cpain. Ins
rnepeHoca 3Ha4YeHWi napameTpoB HACTPOEK W3 CTaporo KOHJUrypaumoHHOro
goarna B HOBbI MPenyCMOTPEH MEXaHN3M CIMSAHNSA KOHOUIypaLMOHHbIX d0alnos.

MoxeT cywectsoBaTtb 3 BEPCUN KOHOUrypaLVoHHOro doamna:

«  /opt/rubackup/etc/rb_module_vmware_vm.conf — TEKyLNIA
KOHQPUrypaumoHHbliA  doaiin mopynsi. lNocne cnusiHus Oynetr nepevMMeHoBaH B
rb_module vmware vm_old.conf.

*  /opt/rubackup/etc/rb_module_vmware_vm_old.conf — cTapbii
KOHCPUIypauUVOHHbIA ¢paiin KOTopblid Bbin 3arpyXeH B npenblaoywee O0bHOBREHWE
WKW Npu yCTaHOBKE MOLYNS.

»  Jopt/rubackup/etc/rb_module_vmware_vm_upgrade.conf —
KOHCpUrypaumoHHbI doaiin obHoBneHMS. [lonxeH ObiTb CO30aH BPYYHY!HO.

MexaHnam CNNAHNA KOHJpUrypaunoHHbIX cpaﬁnos 3aryckaeTtcs
aBToMaTn4ecku npu obHoBneHun nakeTa deb unu rom.

ABTOMaTUYeckoe 06HOBNEHMEe KOH(UrypaunoHHoro cpamna

ABTOMaTMYeCKOE OBOHOBMEHME KOHMPUIypPaLMOHHOIO dpaina BbINONHAETCS
npw obHoBneHUn naketos deb nnm rpm u He TpebyeT OeNCTBUIA OT NONb30BaTENS.

HODFI,D,OK aBTOMAaTMNYECKOro 0OHOBNEHMS:

1. Tekywmn KOH(UrypaumoHHblid doavn rb_module_vmware_vm.conf
nepenMeHoBbiBaeTcs B rb_module_vmware_vm_old.conf.

2. Cos3paetca doann  /opt/rubackup/etc/rb_module vmware vm.conf,
KOTOpblin nanee 6yaoeT MCNob30BaH B KAYECTBE TEKYLLETO.

3. B cospaHHbii  paitn  rb_module_vmware _vm.conf pobaBnstotcs
napameTpbl KOHGOUrypaunoHHOro doaina, KoTopble MOocTaBnsiloTcs B nakete deb
unn rpm. lMpyn 3TOM BCe NapameTpbl 3aKOMMEHTUPOBaHbI (BbICTaBneH cumson #
nepemn Kaxaom CTPOKOR).

4. Tlponcxoout  CnMsiHAE — CTAporo  KOHGpuUrypaumoHHOro  dpawna,
KOHOJOUIypauUMOHHOro dpaiina 0BHOBNEHMS, U HOBOTO KOHCOUIypaumMOHHOro doaina,
KOTOPbIV MOCTaBNSAETCS B MaKeTe, Npu 3TOM:

« 3HaueHue Kkaxporo napametpa bepetcs M3 KOHMUIypaumOHHOrO
dhaiina 06HOBNEHNS.

10
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» Ecnn B KOHpurypaumoHHoM chaiine oOHOBNEHNS NapameTpa HeT, TO
3HayeHve bepeTcs U3 CTaporo KOHUrypaLUmoHHOro goanna.

 Ecnn B cTapoM KOHMUrypauroHHOM (panne 3HayeHue napamerpa
OTCYTCTBYET, TO TaKOe 3HaYeHue:

o Lobaensietcs, ecnm 310 00s13aTenbHbli  NapameTp.
LobaBnsetcs 6e3 3HaYeHNs.

° He pobasnsietcs, ecnu HacTpoiika He obsi3aTenbHas.

* Ecnn y obsizatenbHoOro napameTtpa HeT 3Ha4yeHusl, TO Npu yCTaHOBKE
naketa BO3HMKHET ownbka. WHdopmaumio 06 ownbke MOXHO
MOCMOTPETb B JIOre YCTaHOBKM:

B pesynbtate  aBTOMatMdyeckoro  obHoBneHuss  O6ydeTr  OBHOBNEH
KOHQoUrypaumoHHbin — dpamn  rb_module_vmware_vm.conf. Mogyns VMware
vSphere 6ynet rotos k pabore.

Mpy  cAnsiHUM  KOHCOUIYpauUMOHHbIX  cpainoB  OyoyT yaaneHol Bce
KOMMEHTapV 13 CTaporo KOHUrypaumoHHoro gaina.

Ecnn npy 06HOBREHWUN KOHOPMIrypaumMoOHHOro dparna BO3HUKM OWWbKK, TO
nonb3oBaTtesnto HeobxoamMmo NpoBEPUTb KOPPEKTHOCTb
/opt/rubackup/etc/rb_module_vmware_vm.conf n npn HeobxoOAMMOCTM 3aMONHUTb
napameTpbl BPYy4YHY!O.

11



@ 'RuBackup

YpaneHue knmeHta RuBackup

Mopsimok ypaneHns knueHta RuBackup wm3noxeH B OOKYMeHTe
«PykoBOACTBO MO YyCTAHOBKE CEPBEPOB PE3EPBHOINO KOMMPOBAHNSA U Linux KNMEHTOB
RuBackup».

12



@ 'RuBackup

MacTtep-knioy

B xome yctaHoBkm knmeHta RuBackup Oymetr cospmaH MacTep-kiod Onst
3alMTHOro NPeobpas3oBaHNS PE3EPBHbBIX KOMUIA, a TakXe K/YN 418 3NEKTPOHHOM
no4nNucK, ecnv NpeanonaraeTcs NCNonb3oBaTb SNEKTPOHHYO NOAMUCH.

BHumaHue! Mpu yTepe Knrouya Bbl He CMOXETe BOCCTaHOBUTb AaHHble
M3 pe3epBHOW KOMuW, ecnim OHa Obina npeobpa3oBaHa C MOMOLLbIO
3aLUUTHBbIX aNIfOPUTMOB.

BaxHo! Knioun pekomeHOyeTcs nocne co3paHUs CKONMUpoBaTb Ha
BHELUHMIA HOCUTENb, a TaKXe pacneyartatb 6yMaxHyo Konuio u yoparb atu
KOMUM B HafEXHOe MeCTO.

MacTep-kno4  pekoMeHOyeTcs  pacrnedaratb  MpyY  MOMOWM  YTUIUTHI
hexdump, Tak kak OH MOXET cofepXaTb HeoTobpaxxaeMble Ha 3KpaHe CUMBOJbI:

$ hexdump /opt/rubackup/keys/master-key
0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 €183 1528 a343

0000020

13



@ 'RuBackup

3alwuTHOe npeobpasoBaHne pe3epBHbIX

KONMun

Mpu HeobxoaMMOCTU, cpasy Mocrne BbiMOMHEHUS! PE3EPBHOMO KOMUPOBAHUS
BaWW pe3epBHble KOMuMU MoryT ObiTb MpeobpasoBaHbl Ha XOCTe KMeHTa. Takum
06pa3oM, BaxHble OaHHble BynyT HeAoCTyrHbl Ans agMuHucTpaTtopa RuBackup
WM OpYyrux nud, KOTopble MOrnu Obl MOMyYUTb OOCTYM K PE3EPBHON KOMUM
(HanpuMep, Ha BHELWHEM XPaHUIMLWE KapTPUOXKEN NeHTOYHON BrnbnMoTekn nnn Ha
nnowaake nposanaepa obna4yHoOro XxpaHunuiLa ans Bawmx pe3epBHbIX KOMWiA).

3awmtHoe Npeobpa3oBaHme OCyLWEeCTBNSIETCS BXoasuel B coctas RuBackup
ytunutoi rbcrypt. Knioy gna 3awutHoro npeobpa3oBaHMs pPE3epPBHbIX KOMWiA
pacrnonaraeTcs Ha xocte knueHTta B doanne /opt/rubackup/keys/master-key.
3awunTHoe NpeobpasoBaHne AaHHbIX NMPW NoMowm rbcrypt BO3MOXHO C OJVHOM
Kntoya 256 61T (no ymonyaHmio), a Takxe 128, 512 nan 1024 6uta B 3aBUCUMOCTYU
OT BblIBpaHHOro anropmTMa npeobpasoBaHus.

Ecnu ons npasuna rnobanbHOro pacnmcaHns Heobxoammo BbibpaTh 0CoObI
PEXUM 3alUTHOrO NpPeodbpas3oBaHNs C OJMHONM Kfo4a, OTAUYHOM OoT 256 6uT, 1 ¢
KNOYOM, PacronoXeHHbIM B IPYroM MECTE, TO Bbl MOXETE cienatb 9TO MPY NMOMOLLM
CKpWNTa, BLIMOMHAIOWErOCS MNOCNE  BbINMOMHEHWS PE3EPBHOMO0  KOMMPOBAHUS
(onpenmensetcs B npaBune  rnobanbHOro  pacrnucaHvisl  aaMUHUCTPATOPOM
RuBackup). lMpu 3tom Heobxoammo, 4TOObl MMsi Mpeobpas3oBaHHOrO doaina
OCTaNoCb TaKMM Xe, KaKk W paHee, MHaye 3ajaya 3aBeplumtcs C  OWMOKOW.
Mpoeectn obpatHoe npeobpal3oBaHMe Takoro gpaina nocne BOCCTAHOBNEHUS €ro
13 apxvBa cnemyeT BPy4YHyo npu nomowm ytunutel rbcrypt. Mpu takom pexnme
paboTbl HET HEOOXOOMMOCTU yKasbiBaTb anropuTM NPeobpasoBaHWs B MNpasune
PE3EPBHOrO KOMMPOBaHUS, MHavye apxue Oyner nOBTOPHO npeobpas3oBaH C
MCMoNb30BaHNEM MacTep-Ktoya.

14
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AnroputMbl 3aLUTHOro npeobpasoBaHus

IOns  BbINOMHEHNS 3aWMUTHOrO MNpeobpas3oBaHNsi OOCTYMHbl  anropuTMbl,
npencTaBneHHble B Tabnuue 1.

Tabnuua 1 — ANropuTMbl 3alUTHOTO NPeo6pa3oBaHuns, AOCTYMHbIE B YTUAUTE

rbcrypt.
Anroputm .D.nMHg“KTmoqa, MpumeyaHue
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 ;’ggim;grzm HaumoHanbHbIn ctangapt ACTY
Kuznyechik 556 Eo;:qgc;g? 5HaLI,I/IOHaJ1beII7I cranpapt FOCT
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256

15
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& 'RuBackup

Ucnonb3oBaHue MeHenXepa

agMuHucTtpatopa RuBackup (RBM)

OkoHHOoe npunoxeHne «MeHeoxep agmuHuctpatopa RuBackup» (RBM)
npefHasHavyeHo Aans obwero aaMUHUCTPUPOBAHMS CEPBEPHON  rPYNMMPOBKM
RuBackup, ynpaBneHus KAMeHTamn pe3epBHOIO KOMMPOBaHMS, rnobanbHbIM
pacrnMcaHnem pe3epBHOro KOMUPOBaHWUS, XpaHWIULAMW PEe3epBHbIX KOMuin
npyrummn napametpamm RuBackup.

3anyck RBM

Lnsa 3anycka RBM cnenyeTt BbINOMHUTL KOMaHAY:
# /opt/rubackup/bin/xbm&

Mpn 3anycke RBM Bam notpebyetcs npontu ayteHTMdpmKaumio. YTO4HUTE
login/password nns Baweit paboTbl y rnaBHoro agmuHuctpatopa CPK. Ecnn Bbl
rnasHblA agMUHUCTPATOP, TO UCMONb3yNTe ONs aBTopv3auunn cynepnonb3osBartens
rubackup v TOT Naponb, KOTOPbIV Bbl 3a4anv emy npu nHctannsumm (PucyHok 1).

RuBackup manager (on canopus.rubackup.local)

RuBackup Manager

WNma cepeepa

localhost

WmMa nons3oeaTtens

rubackup

MNapone
00000

Boiitn

PucyHok 1
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Ha Bknanke O6beKTbl NPeACcTaBEH CMNCOK KIMEHTOB CUCTEMbI PE3EPBHOMO
KonupoBaHus. KnneHTbl 0ToBpaxaroTcs No MMEHM y3na, Ha KOTOPOM OHU 3anyLeHb.
Ecnn HaBecTn ykasatenb MbllM Ha WMS Kakoro-ninbo wn3 KIMEHToB, Oynet
otobpaxeH ero HWID. Ecnn pa3sepHyTb 3anucb anst Kakoro-nmbo 13 KANeHToB, B
HMCNapaloWwem cnucke ByayT oTobpaxeHbl TUMbl PECYPCOB, NS KOTOPbIX OaHHbIX
K/IMEHT MOXET co3aasartb pe3epBHble Konuu. KnneHTbl, KOTopble B JaHHbIA MOMEHT
HaxogsaTcs B COCTOSHMM online, ByoyT OTMEYeHbl 3eneHbiM uBeToM. KnueHTbl B
coctosiHum offline — kpacHbiM (PucyHoK 2).

Ons  pes3epBHOrO KOMUPOBAHWS KAWEHT [HONXeH OblTb aBTOPU30BaH
agMmuHuctparopom RuBackup.

Ecnn knnent RuBackup yctaHoBneH, HO He aBTOPM30BaH, B HUXHEN YacTu
okHa RBM nosBuTcs coobuweHne 0 TOM, YTO HalAeHbl HEABTOPU30BAHHBIE KIIMEHTDI.
Bce HoBble knWeHTbl, cpeacTBaMy KOTOPbIX MAaHMpyeTCs co3naBaTb Pe3epBHble
KOMWKW, OOMXHbl ObiTb ABTOPU30BaHbl B CUCTEME PE3EPBHOIO KOMMPOBaHMS
RuBackup.

¢ Ru a8 @

3agauu Mpaewna Mpaewna cTpaTerum Penozutopwid YnanéHHaA pennvkaumna MnaH BOCCTaHOBNEHUA

rbfd-stress-fsclient g2

- T
- CEEETTD
; .

rbfd-stress-pgclient
B YnanéHHas pennvkaums [@ rbfd-stress-primary Il

[ rbfd-stress-secondary

L O6bekThl
ID  Wms rnoBansHoro pacnucanns Cratyc ID kaventa Wms kaventa HWID Wma nynd
) CrpaTerun

[E FnobansHoe pacnucaHue

[=) Peno3uTopui
Oyepenb 3anay

&= CepBepsbl RuBackup
[es] XKy pHanbi

& AAMWHWUCTPUpOBaHWeE

a rubackup@rbfd-stress-primary

& 1 HeasTOPH30BAHHBIX KNUEHTOR

PucyHok 2
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& 'RuBackup

Lns aBTOopU3auum HeaBTOPM30BaHHOrO knmeHta B RBM  Heobxoommo
BbINONMHUTbL Cnegyowme OeNCTBUS:

1. Haxmute Ha Bknagky «AQMUHUCTPUPOBaHME» U BblbepuTe UKOHKY
«KnueHtbl» (PncyHok 3).

e Ru & @

L O6vekTsl [Monb3oBaTtenu gh

@ CrpaTerun :
8 MonbsosaTenu Dy

[El Fno6ansHoe pacnucaHue noJjib3oBaTenen

[d Yaanennas pennvkauwma

[o) Penozutopuit CynepBaiizepbl % Conposoxatoume

QOuyepenb 3ana4

= Cepeepbl RuBackup

AAMUHKUCTPaTOPEI
[ XKypHane!
& ADMUHWCTPUPOBaHUE ObhekThl
[
KnneHTbl —t— pynnbl KNMEHTOoB
N
E Megnacepsepsl
=)
(o
XpaHunuwa
MNynel Ipynnel Nynos
8  rubackup@rbfd-stress-primary

& 1 HeasTOpMIOBAHHBIX KNMEHTOB

PucyHok 3

2. Ha BepxHel naHenu nepengnte Ha Bknaaky «HeaBTOpu3oBaHHble KTUEHTbI»
(PucyHok 4):

RuBackup manager (1a rb-primary)
P

:{T] 8 @
& O6wexTul
B Crparerum

6e:f3:86:da:68:00 10.177.32.108 fe80::6cf3:86ff:feda:6800 af8ff269c771bd33 2023.02.21 10:35

[ rno6ansHoe pacnucarve
[@ YaanénHas pennukauus
(3 PenozuTopuit
) Ouepeas 3apau
5 Cepeepbl RuBackup

[= XypHane!

& ABMUHUCTPUpOBaHe

PucyHok 4
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& 'RuBackup

3. HaxmunTe Ha TpebyeMoro HeaBTOPM30BAHHOMO K/IMEHTA NPAaBO KHOMKOW MbILIN 1
Bblbepute «ABTOpPM30BaTh» (PucyHOK 5):

RuBackup manager (wa rb-primary)

Bonpoc

ABTOPU30BATH BLIGPAHHBIX KANEHTOB?

Orvena

PucyHok 5

MNMocne aBTopu3aumm knueHT OyneT BuoeH Ha Bknage «O6BEKTbI»
(PucyHok 6):

3apaun Mpaeuna ctpatery  PencawTopwii  YaanéwHas pennavkayus  MnaH BoccTaHOBNEHMA

L O6bekTb B rbid-stress-fsclient
rbfd stress-media0l D WmA rnobanbHoro pacnucaHua CrtaTyc |ID kaWeHTa WMA KIneHTa HWID e = sy

> E
(] Ctpateruu

(R rbfd-stress-media02
El rnobansHoe pacnucatue |4 rbfd-stress-pgclient

d YaanéHHas penaukauus [ rbfd-stress-primary il

o [ rbfd-stress-secondary
[=) PenosuTopuii
Z) O4epensb 3ana4

peepbl RuBackup

pHanbl

MUHUCTPUpPOBaHUE

A  rubackup@rbfd primary

& 1 HeasTOPH30BAHHBIX KNHEHTOB

PucyHok 6
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PerynsipHoe pe3epBHOE KONMUPOBaHUE BUPTyalZibHOWM

MaLUUHbI

Y100bI

BbINOJNTHATb

perynsipHoe pesepBHOE KOMUPOBAaHWE BUPTYabHOM

MalunHbl, Heobx0aMMO co3naTtb MPaBuno B rnobanbHOM pacnucaHum (B cryyae
rPYynMoBbIX Onepaumini  MOXHO TakXe MWCMNoMb30BaTb CTpaTterm pes3epBHOro
KonvpoBaHus). [1ns aT0ro BbINONHUTE Creayowmne 0encTBus:

1. Haxomsce B pasnene «O6bekTbl», BolbepuTte Bknaaky «MpaBuna» n Haxmute
Ha UKOHKY «+» (PUCyHOK 7):

.
¢ Ru

2 O6bekTb

El CtpaTerum

El TnobanbHoe pacnucaHue
[ YnanénHaa pennukaumna
[5) Peno3uTopuit

Ouyepepb 3apa4

= Cepeepel RuBackup

[+ XKypHanbi

& ADMUHUCTpUpOBaHUue

B  rubackup@rbfd-stress-primary

& 1 HeasTOpH3OBAHHBIX KNMEHTOS

3apaun [QUSEYPVRM pasuna crpaterwu  Penoswtopwii  YAan&HHas pernvkauus  TaH BOCCTAHOBAEHMS
rbfd-stress-fsclient B
rbfd-stress-media0l ID  WMma rnoGansHoro pacincanna Cratyc ID kauenta WMma kaventa HWID Wmanyna  Emkocts

>
» P .
.
[ rbfd-stress-pgclient

- T

PucyHok 7
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2. Boibepute knueHTa,

& 'RuBackup

BMECTe C KOTOpbIM YycTaHoBneH mogynb RuBackup,

npefHasHa4YeHHbI 015 pe3epBHOro KONUPoBaHWs BUPTYanbHbiX MawmnH VMware
vSphere (Mogynb «rb_module_vmware_vm», tun pecypca «VMware VM»)

(PucyHok 8):

"\
Ru
93 MNaHens MOHUTOPUHIa

] O6nekTsi

Crpaterun

[El rno6anbHoe pacnncaHune
YaanéxHas pennankauns
£ Penozntopwii

Ouepenp 3anay

B Cepsepbi RuBackup

[=] XypHans

{5 AAMWHWCTPUPOBaHKe

A  rubackup@10.177.32.5

£ 8 @

MpaBuna rnobansHOro pacnucaHus

NapameTpbl Npasuna

Haszeanuwe npaswnna

No6aewTk npaeuno rnobankHOro pacnucaHua

Knunent nodel0 (806aacefc80e3900)
Tun pecypca VMware VM

Pecypc *

Twun PK MNonxan

JononHuTeneHLIE NapaMeTpsl NpasMna

EmkocTe xpanunuwa Inf
EMKOCTE XpaHWAWLWa KNMeHTa Inf
MpuwopwuTeT 100
3awuTHoe npeobpasosaHue nocrypt

CKpUNT NPW HOPMA/IbHOM BLINOAHEHUM
CkpunT Npu BLINOAHEHWN C oWKnGKaMK

CKpWNT Npyu BOCCTAHOBNCHUK

v
XVJ-
v

re

ré

... £ +

DobaeuTe NnpasmMno B wWabnoH

LWabnoH rnobansHoro pacnucaHus

PucyHok 8

3. Bbibepute «Tun pecypca» -> «VMware VM» (PucyHok 9):

" NpuMeHnTs
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& 'RuBackup

88 MaHenb MOHWTOPUHIA

L] ObsekTbi

Ej Crpaternn

[E] rno6anbHoe pacnucarue
YpanénHas penankauus
£ Penoautopuit

Ouepepnb 3apa4

5 Cepeepbi RuBackup

[=] XypHans

3 AAMWUHWCTPUPOBaHME

NobaenTk npaeuno rnobanbHOro pacnucaHua

Mpasuna rnobansHOro pacrnucaHws

MNapameTpbl Npasuna

Hazeanue npasuna

Knuent nodel0 (806aacefc80e3900) v

Tun pecypca VMware VM X v ] -

Pecypc * -

Tun PK MonHas ~
LononHuTenbHble NapaMeTpsl Npasuna

EMKOCTb XpaHWnnwa Inf ré

EMKOCTE XpaHunuuLa KnMeHTa Inf ré

Mpuoputer 100

3awuTHoe npeobpasoBaHue nocrypt

CkpunT NpM HOPMaNLHOM BbINOAHEHUM
CKpUNT Npu BLINOAHEHWW C OWKGKaMK

CKpWNT NP BOCCTRHOBAEHWKA

... ' +

AoBaenTe npasnno B wabnoH

A  rubackup@10.177.32.5

LWabnox rnobansHoro pacnucaHus

PucyHok 9

+ NpuMeHnTs

4. HaxMute Ha WKOHKY «..» pPsSOOM C Haanuicblo «Pecype» u Bbibepute
BMPTYaNibHYl0 MalwwuHy, Ons KOTopoin TpebyeTcs co3natb PEe3epBHYH KOMUIO

(PucyHok 10):

1D

vm-15
vm-19
vm-20
vm-22

vm-23

BuibpaTe

MName State

IgorVvM1 POWERED_OFF
IgorvM2 POWERED_ON
vmware-vc POWERED ON
AntonVM1 POWERED_OFF
IgorvM3 POWERED_OFF

CPU Memory

1

2
2
2
2

2048
2048
12288
2048
2048

PucyHok 10
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5.

/e

& 'RuBackup

YcTaHOoBUTE HACTPOWKM MpasBwuna: HasBaHWe npaswuna, Nyn XpaHeHWs OaHHbIX,
NPVOPUTET  BLINONHEHWS  MpasBwna, TUM  PEe3epBHON  KOMuM  (NonHas,
WHKpEMeHTanbHas wnv  audodoepeHumanbHas), pacnucaHve  pes3epBHOro
KOMMPOBaHMSl, CPOK XPaHEeHUsI U HeobsA3aTenbHbIi BPEMEHHOW MPOMEXYTOK
nposepku konum (PucyHok 11):

Ru 2 8 @

[06a8UTE NpaBo r106aNEHOrO pacucanws / MpumernTs

83 NaHenb MoHMTOPUHTa

Mpasuna rioGansHOro pacniucaHms

& O6vexTbl
@ Crparernn MapameTpsl npasuna [LlononHuTeNbHbie NapaMeTpel Npasina

Hazeanve npasuna EwkocTs xparmmmwa Inf r6
[ rmo6ansHoe pacnucatime P pamnL

Knvewr node10 (806aacefc80e3900) v EwmKocTs XparwmLa KineHTa Inf r6
YAanéHHan pennkauua

Tun pecypca ([ VMware vmt v I rovopnrer 100 +
& Penozutopuit

pecype [ T —— — 5

Ouepens 3ana4

B Ovepens 2n Tnpi onvas L ———— =
B Cepsepbi RuBackup CKPUNT NPY BLINONHEHUN C OWNBKaMKU -
B e =

8

AMUHACTDUOBaHHE

Rosasus npaswo s watron

LWaboH rnoBansHoro pacnucanns

HacTpoitku Pacnucanne
BKAiowMTL Nocne Cospanua [ @) Bui6paHO: KpoH-BLIpaxeHue 0 0 1% *
nyn Default v Mepuoanseckuit 3anyck
Havano nepviona aeficTeus 04.04.2024 10:03 A MunyTa [ @) 0 +
OKoHuaHWe nepvona AevicTens  04.04.2025 10:03 (@] Yac [ @) 0 +
Rexs mechua [ @)

1 +
(@

ReHb Hepenu

Mposepka Cpok xpaHeHus:
MposepKa pesepsHbx KonWi Kaawe O T rmp— @

1 +  Mecsues v 1 + Nt v

PucyHok 11

rubackup@10.177.325
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6. HaxaB Ha UKOHKY «...» psOoM C BblbpaHHbIM TUNom pecypca «VMware VM»,
yCTaHOBUTE [OMONMHUTENbHbIE HACTPOMKW MNpaBuna Pe3epBHOro KoMMpoBaHWUs
(PvcyHok 12, Tabnuua 2).

VMware VM

script_before_snapshot
script_before_snapshot_username
script_before_snapshot_password
script_before_snapshot_arguments
script_after_snapshot
script_after_snapshot_username
script_after_snapshot_password
script_after_snapshot_arguments
disks_black_list
execution_script_timeout 5

buffer_size 65536

before

after

Tabnuua

use_hotadd
PucyHok 12
2 — [ononHutenbHble NapamMeTpsbl

KOMMpoBaHus BUPTYasibHbIX MawmH VMware vSphere

npaBuna pPe3epBHOro

MapameTtp

OnucaHue

3HauyeHue no
YMONYaHUIo

AdonycTtuMmblie
3Ha4yeHusa

script_befor
e_snapshot

MonHbIA NyTb K CKPUMTY BHYTPY
BUPTYyanbHOM MaluVHbl, KOTOPbIN
OyLeT BbINONHEH nepen
CO34aHMeM CHamnwora Ans AaHHon
BUPTYanbHOM MalUVHbI.
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MapameTtp OnucaHue 3HayeHue no | JonycTtumble
YMOJ/14aHUIo 3Ha4yeHusa
script_befor | IMs nonb3oBaTtens BHyTpu
e_snapshot |BupTyanbHOM MaWWHbI,
_username |1Cronb3yeMoe ans 3anycka
cKpunTa nepen cosgaHvem
CHanworta ans aaHHom
BUPTYanbHOW MalMHbI.
script_befor | MNaponb nonb3osarens BHyTPK
e_snapshot |BupTyanbHON MaWWHbI, OT UMEHU
_password |koToporo 6yneT BbiMOAHEH CKPUMT
nepeL co3naHueM CHarwora s
OaHHOW BUPTYyasibHOM MalUNHbI.
script_befor | AprymeHT(bl) CKpunTa, KOTOPbI before
e_snapshot |6yneT BbINOMHEH BHYTPW
_arguments | BMPTyasibHOW MaLWHbI Nepes
CO34aHMEeM CHaMWOTA.
script_after_ | TonHbIA NyTb K CKPUMTY BHYTPU
snapshot BMPTyasibHOM MallnHbl, KOTOPbIA
OyLeT BbINONHEH NOCne CO30aHNs
CHamwoTa ons JaHHowm
BUPTYyaNbHOW MaLMHbI.
script_after_ | IMs nonb3oBaTens BHyTpu
snapshot_u |BUpPTyanbHOM MaLUWHbI,
sername ncnonb3yemoe 4515 3anycka
cKpuvnTa nocne co3naHuns
CHanwoTa ons JaHHowm
BUPTYyaNbHOW MaLMHbI.
script_after_ | lNaponb nonb3osarens BHyTpU gzip gzip, zstd

snapshot_p
assword

BMPTYa/lbHOM MaLlWHbl, OT UMEHU
KoToporo 6yaeT BbINOMHEH CKPUNT
rnocne co3naHns CHanwoTa ans
OaHHOW BUPTyanbHOW MaLVHbI.

script_after_
snapshot_ar
guments

AprymeHT(bl) cKpunTa, KOTopbIii
OyLeT BbINOMHEH BHYTPU
BUPTYaNbHOW MaLWHbI None
CO30aHuNs CHaMWoTa.
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MapameTtp OnucaHue 3HauyeHue no | [JonycTumble
YMOJT4aHUIO 3HayeHus
execution_s | Bpems B cekyHaax, B Te4yeHune 5 1-600
cript_timeou |koTtoporo moaynb RuBackup 6yaet
t 0XWnaaTtb BbINOMHEHUS CKPUMTOB
BHYTPUW BUPTYaibHOM MalUVHbI 40 U
nocne Co3faHnNs CHaMWoTa.
disks_black | Crnmcok noeHtudgukaropos
_list BUPTYasibHbIX OUCKOB,
pa3neneHHbIX CUMBOSIOM «/»,
KOTOpbIE HE AOMXKHbI NONAcTb B
PEe3EepPBHYIO KOMUIO.
buffer_size | YkasbiBaeT KonnyectBo cekTopos 65536 64, 128, 256,
BUPTYyanbHOro Aucka ong YteHus 512, 1024,
3a 1 pas npu pe3epBHOM 2048, 4096,
KOMMPOBaHUN BUPTYanbHOMo 8192, 16384,
aucka. 32768, 65536,
131072,
262144,
524288,
1048576,
2097152
use_hotadd | Vicnonb3oBaTtb TEXHONOINO false true, false
NPSMOro NOOKMYEHNS XECTKNX
JMCKOB Mpu co3paHum 6akana
BUPTYalibHOM MalUVHBbI.
NMpumeyaHus:

Ecnn npu HacTpoiike npasuna pe3epBHOr0  KOMMPOBAHUS  3arofiHEH
napameTp «script_before_snapshot», To Takxe HeobxoAMMO 3aroNHUTb
napameTpbl «script_before_snapshot_username» n
«script_before_snapshot_password».

Ecnm npu HacTpolike npasBuna pPes3epBHOr0 KOMUPOBaHMSA  3arofiHEH
napametp «script_after_snapshot», T0 Takxe HeobxoQMMO 3amnoNHUTb
napameTpbl «script_after_snapshot_username» n
«script_after_snapshot_password».

BbinonHeHWe ckpunTOB BHYTPW BUPTYasbHbIX MaWWH NOLAEPXUBAETCS ONs
cpenpl Buptyanusauumn VMware vSphere Bepcum 7.0.2.0 n Bbiwe. [MNpu
PE3EePBHOM KOMUPOBaHUM BUPTYallbHbIX MaWWH  Cpelbl BUPTyannsaumun
VMware vSphere Bepcuu 6.7 CKpUMNTbl HE BbINOMHAIOTCH, 3HAYEHUS
cnenylowmux napameTpos OyayT NPOUrHOPMPOBAHbI:
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- script_before_snapshot;

- script_before_snapshot_username;
- script_before_snapshot_password,
- script_before_snapshot_arguments;
- script_after_snapshot;

- script_after_snapshot_username;

- script_after_snapshot_password;

- script_after_snapshot_arguments;

- execution_script_timeout.

* BkmoyeHve onumm use_hotadd yckopsier npouenypy cos3paHus PK
BUPTYaNbHOW MallMHbI U YMeHbLIaeT TpeboBaHMS K CBOOOAHOMY OMCKOBOMY
npoctpaHcTBy Ha knmeHTe CPK RuBackup Tak kak OaHHOM cnyyae He
TpebyeTcs co3naHnst NPOMEXYTOYHbIX BPEMEHHbIX dhaitnos Ha knneHTe CPK
RuBackup. 9ta pabortaeT onumsi pabotaeT ToNbko B Cnyyae, Koraa KianeHT
CPK RuBackup cam pacnonaraercs Ha rocTteBOi BUPTYanbHOW MalnHe
cuctembl Budyanusaumm VMware vSphere. Takxe knumeHt CPK ponxeH
MMETb OOCTYN K TOMy Xe CaMOMy XPaHWMLYy OaHHbIX, YTO U BMPTyanbHas
MawwuHa, ONS KOTOpOW npousdsoautcs npouenypa cos3paHnsa PK. Takxe
LOMXHO yOoBneTBopsTcs TpebosaHme, 4to Bepcust VMFS u paamepbl 6nokos
JaHHblX  VMFS  xpaHunuwa  OaHHbIX  CUCTEMbl  BM3yanmsaumu
VMware vSphere ong sypTyanbHON MalWmHbl AN KOTOPOW OCYLWECTBNSETCS
npouenypa co3gaHma PK 1 BUpTyanbHOM MalWmHbI rAe PacrnonoXeH KAMeHT
CPK RuBackup nonxHbl coBnagartb.

* T[lpn BkAOYEHHON onumn use_hotadd BO3MOXHO MOSBNEHNE OWMOKK
"Too many attached disks". 9ta owmnbka Bbi3BaHaA TEM, YTO K OOHOMY
SCSi-koHTponnepy BM WMware vSphere MoXHO noakntoumtb He bonee 15
xecTkux gunckos. Ecnn knneHt CPK RuBackup nmeet HeCKONbKO XeCTKMX
auckos 1 BM, ons kotopoii ocywectsnsercs 6akan ToXe MMEET HECKONbKO
LVCKOB, TO TakoW NMMUT MOXET ObiTb Nerko [oCTUrHyT. Ytobbl nsbexartb
Takom owmnbkK, HyXXHO 006aBUTb HECKONBKO HOBbIX SCSi-KOHTpONNepoB ans
BM knueHta CPK. Takxe xenatenbHo co3dgasatb HoBble SCSl-agantepbl
Tvna Paravirtual.

* Ecnn nonb3oBartenem 3agaeTcsa 3HadeHne ons napametpa «buffer_size» sHe
LOMyCTMMOro AmanasoHa 3HayeHwid, To ByaeT MCnonb30BaHO 3HA4YeHWe Mo
ymon4yaHuio 65536.

7. lns npaBuna pe3epBHOro KOMUPOBAaHUS TakXe MOXHO HACTPOUTb YBEOOMIEHMS
NP1 HOPManbHOM €ro BbIMOMHEHUM U NPY BOSHUKHOBEHMM OWNOKN B NpoLlecce
BbINMOMHEHWS, YBEOOM/IEHUS MNPV OKOHYaHWM Cpoka [OelcTevs npasuna,
yBEOOM/IEHNS MPW OKOHYaHUWM EMKOCTW B Myne, yBeLOMNEHUS MNpu ydaneHun
yCTapeBLMX PEe3EPBHbIX KOMUA, BO3MOXHOCTb M NEPUOANYHOCTb NepeMeLLeHNS
pe3epBHbIX KONWUIA B Apyrov nyn aaHHbIx (PucyHok 13):
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'
Ru 8 @
= [loBasuTe robansHoe pacnicanme +/ Npuvennts
= ObbekTbI
Nyn dedup-4T v Meproauseckui sanyck
E) CrpaTerumn
Havano nepvona aeficTans 22.05.2023 13:14 @] MunyTa a o +
[ FnobansHoe pacnicatue
Okokakue nepuona aeicTaus | 22.05.2024 13:14 A Yac a o +
@ YaanéuHas pennvkauus s o) & T
(2 Peno3uTopuii Mecsiy
Ouepenb 3afay NeHs Henenm
Cepeepti RuBackup
Mposepka CpoK xpaHeHus
[ >KypHansi
Nposepka apxuea Kaxasie [ @) XPaHUTL pe3epeHbie KoMUY B TeueHne [ @)
& ABMMHKCTPUPOBaHNE 1 + | Months v i +  Years v
PesepsHble konum YcTapeswwe pesepeHsie Konum
MNepemecTuTs B NYN Yepes AsToMaTu4ecKoe yaaneuue
Yeenomnats | Nobody v
KJIMEHT MOXeT YAIa/NTL Pe3epBHbIe KoMUY 3TOro Npasuna [ @)
Yeenomnenus
HopMansHoe BLinonHeHe Nobody v @]
BLINOAHeHMe ¢ OWWNBKOi Nobody v
Mposepka pesepsHoii komun | Nobody v
OkoHuakue aeficTens npaeuna | Nobody v
rubackup@rbfd-stress-primary .
4 i il OKOHHaH/e EMKOCTU B Ny e Nobody v

& 1 HeasTOpM30BAHHBIX KNMEHTOB

PucyHok 13

6. [locne BbINOMHEHNSI HACTPOEK MpaBuia PE3epPBHOrO KOMUPOBAHWE HAXMUTE Ha
KHOMKY «J,06aBUTb NpaBuno B wWabnoH» (PucyHok 14). B pe3ynbtate 4ero
npaewno ans BbibpaHHoro Tvna pecypca (VMware VM) n BbibpaHHOro pecypca
(BMPTYyasibHOW MaLUMHbI) NOSABUTCSA B CMMCKE Npasuil.

-
¢ Ru ¢ 8 @

= [06a8UTE NpaBo r106aNEHOrO pacucanws / MpumernTs

83 NaHenb MoHMTOPUHTa
Mpasyna rNo6anbHOro pacnucaHms

& O6vexTbl
) Crparernn NapameTpl npaswna [lononHuTeNbHsIe NapaveTps! Npasuna

Hassarue npasnna EMKocTe xparmunnLa inf r6
[E] mobansHoe pacnincanme P paHUIL

Knnent node10 (806aacefc80e3900) v EmMKocTs xparwMLLa KnveHTa Inf r6
YAanéHHan pennkauua

Tun pecypca ([ VMware vmt v I rovopnrer 100
& Penozutopuit

Pecypc * B owvvoe npeospasosane nocrypt

Ouepess 33824
] Ouepens 3an Tun PK Monwas v CKPUNT NpY HOPMANBHOM BINOAHEHNN

B Cepsepbi RuBackup CKPUNT NPY BLINONHEHUN C OWNBKaMKU

aea - -

[=] XypHansi CKPUNT NP BOCCTaHOBAGHNM

Rosasus npaswo s watron

LWaboH rnoBansHoro pacnucanns

& ABMUHUCTPUPOBaHHE

HacTpoiiku Pacnucarive

BKAiowMTL Nocne Cospanua [ @) BoIGPaHO: KpOH-Bbipaxente 0.0 1+ %

nyn Default M Nepuoanseckuii 3anyck

Hauano nepnopa aeicTens 04.04.2024 10:03 A MunyTta 0 +
OxoH4aHue nepuoaa AeicTens  04.04.2025 10:03 A Yac

ofo]o

Aetb mecsua

: | +
(@

ReHb Hepenu

Mposepka Cpok xpaHeHus:
MposepKa pesepsHbx KonWi Kaawe O T rmp— @

1 +  Mecsues v 1 + et v

PucyHok 14

B rbacup@10177325

7.Haxmnte Ha kHOrky «[puMMeHuUTb» B MpPaBOM-BEPXHEM yriy Ons
3aBepLIeHNs HACTPONKKN 1 CO30aHna npasuna.

BHoBb co3paHHoe npaswuno Gydetr umetb cratyc run. Ecnu Heobxooumo
co3patb MpaBwnio, KOTOPOE Moka He OOMKHO MopoXhaTb 3ajay pPe3epBHOro
KOMMPOBaHWSI, Hy>XXHO ybpaTtb 0TMETKY «BKNKOUMTb Nocne co3paHus».
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MNpy HeobxoOMMOCTW, aOMUHUCTPATOP MOXET MPUOCTaHOBUTL paboTy
npaeuna WAM HEMEeONeHHO 3anyctutb ero (T. €. MHMUMMPOBATb HEMEOSIEHHOE
co3faHuve 3ajayv npu cTatyce npasuna wait).

Mpaewno rnobanbHOro pacnucaHusl UMeeT CPOK XM3HMW, OrnpeaensieMblii npu
ero co3gaHuu, a Takxe npefycMaTpmBaeT Cnedyolme BO3MOXHOCTM:

1) BbINOMHUTE CKPUNT HA KNMEHTE CKPWUMNT HAa KAWEHTE Nepen Hayanom
PE3ePBHOr0 KOMMPOBAHUS.

2) BbINOAHWUTL CKPUNT Ha KIMEHTE NOC/E YCMELWHOrO OKOHYaHWsl PE3EPBHOIO
KOMMPOBaHWSI.

3) BbiNONHUTL  CKPUMT Ha KAMEHTe MOCNe HeynayHoro 3aBeplleHus
PE3epPBHOro KOMMPOBAHWS.

4) BbINONHWTb 3alMTHOE NpeobpasoBaHne Pe3ePBHON KOMNM Ha KNTMEHTE.
5) MNeproanyeckn BbINOMHATL MPOBEPKY LENOCTHOCTA PE3EPBHOM KOMUN.

6) XpaHuTb pe3epBHbIe KOMUM ONpenenéHHbI CPOK, a NMocne ero OKOHYaHMs
yOoanstb UX U3 XpaHWIULLa Pe3epBHbIX KOMUIA 1 13 3anuceii penosutopus, nmbo
NPOCTO YBELOMAATb MOMb30BaTeNeli CUCTEMbl PE3EpPBHOr0 KOMUPOBaHUS 06
OKOHYaHWK CPoKa XpaHeHWsl.

7)Yepe3 onpenenéHHbii CPOK MOCne COo34aHus pPe3epBHOM  Konumn
aBTOMaTU4yecKn nepemMecTUTb €€ Ha Opyrov Nyn XpaHeHusi Pe3epBHbIX KOMuiA,
HanpuMep Ha KapTpuaX NeHTO4YHOM BrubnmoTteku.

8) YBenomnatb nonb3oBaTeneli CUCTEMbl PE3EPBHOM0  KOMUPOBaHMS O
pesynbTatax BbIMONHEHVSI TeX WM WHbIX OMepauuii, CBSI3aHHbIX C MPaBUIIOM
rnobanbHOro pacnmcaHmsi.

Mpn cospaHvm 3apayn RuBackup oHa nosiBnsetcs B rnaBHOW O4yepenm
3apad. OTcnexmBaTb UCNOMHEHVE NPaBUI MOXET KakK agMUHUCTPATOP, C NOMOLLbIO
RBM vnu yTmnmT KOMaHOHOM CTPOKK, Tak 1 KnneHT npu nomowm RBC vnm ytunutel
KOMaHaHoM cTpokm rb_tasks.

Mocne ycnewHoro 3aBepLleHns pe3epBHOro KONMpPoBaHMS pe3epBHas Konms
byneT pasMelleHa B XpaHUNMLLE Pe3epBHbIX KOMWUiA, a MHdopMauus o Heli byoet
pa3mMelleHa B penosutopum RuBackup.
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CpouHOe pe3epBHOe KONMUpoBaHue
B cny4yae H606XO,D.I/IMOCTI/I CPO4YHOIro pe3epBHOro KonmnpoesaHmda co3naHHOro

npaeuna rnobanbHOro pacnucaHusi, cnepyeT Bbi3BaTb MPABOA KHOMKOW MbILK
KOHTEKCTHOE MeHIO «BbINOAHNUTbL» (PucyHok 15):

BobaeuTs

Knomposats,

PenakTuposaTs
MponycKkHas cnocoBHoCTs
Konuposats & nyn
anycruTs

Tabnuus!

PucyHok 15

[MpoBepuTb X0 BbINOMHEHUS PE3EPBHOMO KOMMPOBAHNS MOXHO, Nepenas Ha
Bknaaky «Ouepenb 3apay» (PucyHok 16).

]
@ Yaanure v
T DK nwenra HWID Craryc Tu pecy yec D Dc " ur Cosna ary aryc noaTeepx
3 Viwere VM vm22 1 ) Default ful ocrypt 2023.042420:01  2023.042420:01  2023.04.24 20:01
2 Vvare W vm22 2 0 Default 2023.002020:08  2023.002420:09  2023.04.24.20:09
2 Viwere VM vm22 2 0 Default  incremental  nocr 202304242000 2023.082420:00 20230424 20:10
2 0% ) Wwarewm vm22 2 0 Defoult  incremental  nocrypt 202304202005 202300242015  2023.08.2420:15

PucyHok 16

MNpun ycrnewHoM 3aBepleHnn Pe3epBHOrO0 KOMMPOBAHUS COOTBETCTBYHOWAS
3apaya nepenger B ctatyc «Done» (PucyHok 17):

ID kameHTa WMs kaneHTa Tun pecypca Pecypc  ID npaswna D ctpatermm Wms nyna Tun PK Wndposarue

1 Backup global 2 akaz-ThinkPad-E15-Gen-2 f299933b4335c310 VMware VM vm-22 3 0 Default full nocrypt
2 Backup global 2 akaz-ThinkPad-E15-Gen-2 f299933b4335c310 VMware VM vm-22 2 0 Default incremental nocrypt
3 Backup global 2 akaz-ThinkPad-E15-Gen-2 f299933b4335c310 VMware VM vm-22 2 [ Default incremental nocrypt
4 Backup global 2 akaz-ThinkPad-E15-Gen-2  £299933b4335¢c310 VMware VM vm-22 2 0 Default  incremental  nocrypt

PucyHok 17
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LleHTpann3oBaHHOe BOCCTAHOB/IEHUE pe3epBHbIX KONUMN

Cuctema pesepsHoro konuposaHus  RuBackup npenycmatpusaet
BO3MOXHOCTb BOCCTAHOBJIEHUSI PE3epPBHbIX KOMWA Kak CO CTOPOHbl KiMeHTa
CUCTEMbI, Tak W CO CTOPOHbl agmuHuctpatopa CPK. B Tex cnyyasx, korga
LEeHTPaNM30BaHHOE BOCCTAHOBMIEHWE PE3EPBHbIX KOMUIA HEXeNnaTenbHO, HanpuMep,
Korga BOCCTaHOB/IEHWE [aHHbIX SBNSIETCS 30HOW OTBETCTBEHHOCTWM Bnagenbua
KITMEHTCKOW CUCTEMBI, 3Ta PYHKLIMOHANIbHOCTb MOXET ObITb OTK/IIOYEHA HA KIIMEHTE
(cM. «PykoBoacTtBo cuctemHoro agmuHmucTparopa RuBackup»).

B Tex cnyyasx, korga LEHTpanvM30BaHHOE BOCCTAHOBNEHWME Ha KNEHTe
OOCTYMNHO, TO €ro MOXHO MHMUMMPOBATb, Nepenas knagky «Peno3utopumn» Ha
nesoii naHenn RBM. [Ons atoro Haioute B cnvcke TpebyeMmyto pe3epBHY0 KOMuto,
HaXXMUTE Ha Hee NpPaBoOl KHOMKOW MblwK K BbIOEPUTE B KOHTEKCTHOM MEHIO
«BoccTtaHOBUTb>» (PucyHok 18):

BoccTaHosnTh

NposepuTs

Konuposars

MepemecTns

PucyHok 18

B OKHe LeHTpanM30BaHHOrO BOCCTAHOBMIEHUS MOXHO YBUOETb OCHOBHbIE
napameTpbl Pe3epBHON KonuW, 3afatb MNyTb HA3HAYEHUS 0N BOCCTAHOBNEHWS
pe3epBHON KOMuKU 1 napameTpbl BOCCTaHOBNeHUs moayns Vmware VM.

MyTb HasHauyeHns 0603HA4YaET BPEMEHHYIO AMPEKTOPUIO, B KOTOpYO Oyaer
BbIMO/IHEHA pacrnakoBka apxvea pesepsHOM konuu. Ecnu  BbinonHsietcs
BOCCTAHOBJIEHNE PE3EPBHON KOMUM C Pa3BeEPTbIBAHNEM BUPTYaNbHOW MalWWHbI, TO
nocne pasBepTbiBAHNS COOEPXMMOE [AHHON OUPeKTopun OyneT  OuMLLEHO.
Y6eonTtecb B Hanmuum cBOOOOHOrO MecTa B BbIOPAHHOW AOMPEKTOPUU PacrnakoBKM
(noTpebyeTcs cBOBOOHOE MECTO Kak MMHMMYM B 0ObeME, PaBHOM CyMMapHOMY
06beMy [MCKOB BUPTYyabHOM MaWWHbI, NS KOTOPOW cAenaHa pe3epBHas Konus).
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[na HacTponkn napamMeTpoB BOCCTAHOBNEHUS MOLYNS HAXMUTE HA WUKOHKY
«.» pPagoM Cc nonem «[lapaMeTpbl BOCCTaHOBJIEHMS AN MOAYNA:
Vmware VM». Otkpoetcs okHO (PucyHok 19). [lMoppobHee wHdopmaums o
napameTpax BOCCTaHOBNEHMS MOayNs ykasaHa B Tabnuue 3.

VMware VM

WUcnone30B8aTte HACTPOWKKM NO YMONHAHWMIO

restore_to_original vm (@)

datastore (D /10.177.33.112/ESXI1/datastorel(datastore-15) v
vm_folder @ /10.177.33.112/ESXI1/Discovered virtual machine(group-v27) wv
resource_pool () /10.177.33.112/ESXI1/10.177.33.39/Resources(resgroup-8) v

host_cluster ()

host (© /10.177.33.112/ESXI11/10.177.33.39(host-9) v
network (O /10.177.33.112/ESXI1/VM Network(network-16) v
vm_name (@)

buffer_size @ 64 v

restore_vm_nics_connected_to_distributed_port_group (@)

PucyHok 19

Ons otobpaxeHns OnMcaHus WHTEPECYIOWEro napametpa HaxmuiTe Ha
MYKTOrpamMy PsiLioM C MMEHEM NapameTpa: (7) -

3HayeHnst HEKOTOPbIX MapamMeTpoB oTobpaxatoTcs B Buae nytv. Hanpumep,
3HaveHue «/10.177.33.18/Datacenter/datastore1(datastore-11)» cogepxwur:

* Appec VMware vSphere (10.177.33.18);
* HawnmeHoBaHue nataueHTtpa (Datacenter);
* HawnmeHoBaHue xpaHnnuwa gaHHbIX (datastoret);

*  MoRef xpaHnnmwa naHHbix (datastore-11).
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Ons  Takmx  napametpoB  kak  «datastore»,  «vm_folder»,
«resource_pool», «host cluster», «host», «network» wun «buffer_size»
LOCTYMHOE 3HaYeHNe MOXHO BblibpaTh 13 H1ucnagatoLwero cnucka (PycyHok 20).

128

256

512

1024

2048

4096

8192

16384
vin_tlaer W 32768
resource_pool (O

65536
host_cluster (T)
host @ host] 131072
network (D | Bt
vm name @ 524288
buffer size (@) 1048576

2097152

QK
PucyHok 20
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Tabnuua 3 — [lMlapameTpbl BOCCTaHOBNEHUA aAna moayna VMware VM

MapameTp OnucaHue 3HaueHue no | [onyctumbie
yMOn4YyaHuio 3HayeHus
Vicnonb3osaTb | YkasbiBaeT, MCnonb3osatb N true true, false
HaCTPOIKM MO | HACTPOWKK, KOTOpbIe Bbinin
YMOTHaHWIO COXpaHeHbl Npu co3gaHnn
pe3epBHON KOMUW.
restore_to_ori | ®nar, ykasblBarowuin Ha 1o, 4yto | false true, false

ginal_vm

BOCCTAHOB/EHME N3 PE3EPBHOM
KOMWUW [ONXHO OblITb BbIMNONHEHO B
Ty X€e BUPTYanbHyO MawWwwnHy, ons
KOTOPOW 3Ta pe3epBHas Konus
bbina coenaHa.

datastore

YKasblBaeT ngeHtmdomkarop
XpaHunuiwa aaHHbIx vSphere, B
KOTOPOM JonxHa bynet
XPaHUTbCS KOHUIYypaLms
BUPTYabHOM MaLWHbI, B KOTOPOM
TpebyeTcs co3naTb BUPTYanbHOA
MaLVHbI NP BOCCTAHOBNEHWUMN U3
pe3epBHO Konuw.

vm_folder

YKasblBaeT ngeHtmdoukarop
KaTanor BUpTyanbHbIX MaWWH
vSphere, B KoTOpbIit TpebyeTcs
NMOMECTUTb BUPTYanbHYyO MaLLNHY
NPV BOCCTAHOBNEHUN U3
pe3epBHON KOMUW.

resource_pool

YkasblBaeT ngeHtmdouvkarop nyna
pecypcoB vSphere, B KOTOpPbIiA
cnepyet NOMECTUTb BUPTyasbHYHO
MaLWWHy NPy BOCCTAHOBNEHWMN N3
pe3epBHOIN Konuu.

host_cluster

YKkasblBaeT naeHTmgoukarop
knactepa vSphere, B KOTOPbIV
cnenyeTt NOMeCTUTb BUPTyanbHYO
MalMHY NPy BOCCTaHOBNEHUN U3
pe3epBHON KOMUW.
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MapameTp OnucaHue 3HaueHue no | [lonyctumbie
YMONYAHUIO | 3Ha4YeHus
host YKasblBaet naeHTmgoukaTop
xocTa vSphere, Ha KOTOPOM
nonxHa bblTb pa3melleHa
BUPTyanbHas MawmHa npu
BOCCT@HOBNEHUN U3 PE3EPBHOM
KOmnuu.
network YKkasblBaeT naeHTmgukarop cetu,
KOTOPYIO NnaHnpyeTcs
MCNonNb30BaThb 4715 CO34aBaeEMOM
B MpoLEecce BOCCTAHOBNEHNS
BUPTYaNnbHOM MaLWHbI.
vm_name YKasbIBaeT nMsi BUPTyasnbHOW
MallVHbI, KoTopoe bynet
MCMNONb30BaHO NpY €€ co3naHnm
BOBPEMS BOCCTaHOBIEHUSI.
buffer_size YKasblBaeT KonmM4yecTBO CEKTOPOB | 65536 64, 128, 256,
BMPTYyanbHOro gucka ans YreHus 512, 1024,
3a 1 pas npu pe3epBHOM 2048, 4096,
KOMMpOBaHUN BUPTYanibHOro 8192, 16384,
ancka. 32768, 65536,
131072,
262144,
524288,
1048576,
2097152
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MapameTp OnucaHue 3HaueHue no | [lonyctumbie
YMONYaHUIO 3HayeHus
restore_vm_ni | ®nar, ykasbiBatowmin byoet nun false true, false

BOCCTaHaB/MBaEMAS
BMPTyasibHas MalwunHa co3naHa C
CETEeBbIM aanTEepPOM.

cs_connected
_to_distribute
d_port_group

Ecnu BupTyanbHasa mawwvHa, ons
KOTOpOWA BbINONHANCS 6akan
COLEepPXUT ceTeBon agantep
(NIC) ¢ Tvnom
DISTRIBUTED_PORTGROUP,
TO NPW BOCCTAHOB/IEHUN:

* npu 3Ha4eHum false —
BUPTYyasibHas MawunHa
byneT co3naHa 6e3
CEeTeBOro afanTepa;

* Npw 3Ha4YeHun true —
BUPTYyasibHas MawunHa
6yneT co3naHa c CeTEBbIM
aganTepom.

MpumeyaHuns:

* [lpn uvHMUMAUMM BOCCTAHOBNEHUS BUPTYanbHOM MaWWHbI U3 PEe3epBHON
Konun Heobxoammo o00s3aTenbHO 3anonHUTb napameTpbl  «datastore» wu
«vm_folder». Takxe Tpebyetcs 3agaTb kak MVWHVMMYM OOVH W3 CREenyowmx
napametpos: «host_cluster», «host» n «resource_pool». 910 Tpebyetcs,
4yTO0bbl 0603HAYNTb, rOe UMEHHO OydeT BOCCTAHOBNEHMS BUPTyanbHas MalvHa
(Ha oCHOBaHWUM faHHbIX NapameTpos 3anaetca VMPlacementSpec).

« Ecnu 3anonHeH napametp «vm_name», TO NPW BOCCTaHOBNEHUN U3
pe3epBHO konun ByeT BbINOMHEHA NPOBEPKA HanM4ns B vSphere BUPTYanbHOW
MalWwwuHbl C YKa3aHHbIM MUMEHEM. Ecnu BMpPTyalibHas MalnHa C TaKuM MMEHEM YyXe
CyLlecTByeT, TO 3a4aya BOCCTAHOBMIEHMS M3 PE3EPBHON KOMUM 3aBEPLIMTCS C
OLWNOKONA.

« Ecmm ycraHoBneH  conar  «restore_to_original_vm», HO npu
BOCCTaHOBJIEHUM 0OHAPYXMBAETCH, YTO OPUrMHANBHON BUPTYaNbHOW MawMHbl HE
cywectsyeT B vSphere, To 3ajada BOCCTAHOBMIEHVMS W3 PE3EPBHOW KOMuu
3aBepwmtca € owunbkoin. Ecnn xe opwurmHanbHas BupTyanbHas MawwuHa
CYWeCTBYeT, BbINOMHAETCA MpPOBEpPKA HanMuMsg B HEW [OUCKOB, KOTOpble
CyLeCcTBOBa/IN Y AAHHOW BUPTYanbHOW MallMHbI HA MOMEHT CO34aHUSA pe3epBHON
korun. lNMpoBepka BbINOMHAETCS C MUCMONb30BaHWEM UOEHTUUKATOPOB ONCKOB
BUPTYanbHO/W MawwuHbl. Ecnn obHapyxusaeTtcs, 4TO Kakon-nmbo M3 [OMCKOB,
codepxawmuinca B pe3epBHOM KOMWM, Ha TeKyWwuiA MOMEHT OTCYyTCTByeT B
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BUPTyaNbHO/ MalMHe, TO 3afaYa BOCCTAHOBMEHMSI W3 PE3EPBHOM KOMUM
3aBEPLINTCS C OLIMOKOIA.

* [lpun co3paHun pesepBHOM konvv BM Takxe 3anucbiBaloTCa napameTpbl
«datastore», «vm_folder», «resource_pool». [lpn BOCcTaHOBNEHUN
pe3epBHOi konun BM, no ymonyaHwio OyayT MCMONb30BaHbl 3anucaHHble
3Ha4YeHWs JaHHbIX NapaMeTpoB, eCM NONb30BaTeNb He 3a4acT Apyrue.

« [lpu BOCCTAHOBNEHWX BMPTyaNbHOM MaWWHbI B MapameTpax Moaynsi
«datastore», «vm_folder», «resource_pool» [ONXHbl COOTBETCTBOBATb
BblbpaHHoMy xocTy («host»). MiHaye 3apaya 6yaeT 3aBepLieHa oWmnbKo.

B cnyyae BocCTaHOBNEHMS BUPTYyasibHOM MalWWHbl U3 PE3EePBHON KOMun
OyLoeT BbIMONHEHA MNPOBEPKA HanMuust B Cpede BMpTyanu3auuv BUPTyanbHOM
MalWHbl C TaKUM Xe UMeHeM. Ecnu Takol BUpTyanbHOW MalMHbl HET, TO bynert
BbINOMIHEHO BOCCTAHOBMIEHNE C OpPUrnHAabHBIM UMeHeM. Ecnn BupTyanbHas mawmvHa
C TakyM MMEHEM YyXe €CTb, TO K UMEHM BUPTyanbHON MawwuHbl ByneT nobaeneH
umdpposot noctgpuke (PucyHok 21).

vmware-vc.rubackup.local | i acrions

Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs Datastores Networks Linked vCenter Server Systems Extensions Updates

Virtual Machines

Used Space Host CPU Host Mem

z
o
T
n
z
a

Normat 2.01MB

Normat

Normat 7.77 GB

Normat 4.63 MB

Normal 49.11 GB
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o W m m m o
9

DO00DoOI

Normat 598.84 GB 4711 GB 749 MHz

ncyHok 21
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B Ttom cnyyae, ecnu HeobXoOMMO BOCCTAHOBUTb PE3EPBHYID KOMWIO B
NOKanbHbIV Katanor Ha knveHTe 6e3 pa3eepTbiBaHNS BUPTYaNnbHON MalLMHbI B Cpeae
BMPTYanM3aumn, TO HeobxoOMMO CHATb OTMETKy «Pa3BepHyTb, ecnu
npumeHnmo» (PucyHok 22):

& LIeHTpaNn130BaHHOE BOCCTAHOBNEHHE +/ Mpumennts
WHdopmaums o pesepsHoi Konum MecTo BOCCTaHOBNGHWA
WMz xocTa: rb-vmw-client BOCCTaHOBUTL Ha KAWEHTa: rb-vmw-client v
HWID: ed1050e580c47eff
Tun pecypca: VMware VM MyTeb HasHaYeHws: * -
Pecypc: vm-1013 MapaMeTpbl BOCCTAHOBAEHWSA A1 MOOYA: VMware VM n
Myn: Default Pa3sepHyTh, ECAN NPUMEHNMO:
Tun PK: full
CozaaHo: 2023-05-24T00:14:08.907
BoccTaHoBUTL LENoYKY: 29
Wma npaenna; test_vmware
Cratyc PK: Not Verified

FpaHy ApHOe BOCCTAHOB/IEHHE

BeibpanHbie 0bbeKTEI

PucyHok 22

MpoBeputb X04 BbINONHEHUS BOCCTAHOBNEHWUS PE3EPBHON KOMM MOXHO B
okHe «O4yepepnb 3apay» (PvucyHok 23):

ID kveHTa UM KnuenTa Cratyc Tanpecypca  Pecypc D npasuna ID crpateruv Mmsnyna Twn PK UWingpposanne Co3garo Cratyc wamendh

Backup global 2 akazThinkPad-E15-Gen-2  £299933b4335c310 Done VMware VM vm-22

akazThinkPad-E15-Gen-2  £299933b4335c310 Done VMware VM vm-22

akazThinkPad-E15-Gen-2  £299933b4335c310 Done VMware VM vm-22

akazThinkPad-E15-Gen-2  £299933b4335c310 Done VMware VM vm-22

. @EDE
akaz-ThinkPad-E15-Gen-2  299933b4335c310 Done VMware VM vm-22

akazThinkPad-E15-Gen-2  £299933b4335c310 Done VMware VM vm-22

akazThinkPad-E15-Gen-2  f299933b4335c310  Assigned ~ VMware VM vm-22

0 Default  full nocrypt 2023.04.2420:01  2023.04.24 20:01
Backup global Default  incremental  nocrypt 2023.04.2420:08  2023.04.24 20:09
Backup global Default  incremental  nocrypt 2023.04.2420:10  2023.04.24 20:10
Default  incremental  nocrypt 2023.04.2420:15  2023.04.24 20:15

Restore

1

2

3

4 Backup global
8 Default full nocrypt 2023.04.24 21:22 2023.04.24 21:22
9

Restore Default  incremental  nocrypt 2023.04.2421:22  2023.04.24 21:22

NN NN NN
© o @ N NN K
© oo o o o

10  Restore Default  incremental  nocrypt 2023.04.2421:22  2023.04.24 21:22

PucyHok 23

Mpn ycnewHoOM 3aBeplIEHMN BOCCTAHOBNEHUS PE3EPBHON KON  UNn
LEenoYkn pPEe3EpPBHbIX KOMWIA, COOTBETCTBYIOWME 3afayn Ha BOCCTaHOBMEHUE
nepenayT B ctatyc «Done» (PucyHok 24):

ID kveHTa UM Knuenta Craryc Tunpecypca  Pecypc  ID npasina ID crpaterun  Wwsnyna Tun PK Uinpposarme Cosmano Cratyc uamensh

Backup global

15-Gen-2 310 VMware VM vm-22

i GEDores)
akazThinkPad-E15-Gen-2  £299933b4335¢310 Done VMware VM vm-22

0 Default  full nocrypt 2023.04.2420:01  2023.04.24 20:01

Backup global Default  incremental  nocrypt 2023.04.2420:08  2023.04.24 20:09

= D
akaz-ThinkPad-E15-Gen-2  299933b4335¢310 Done VMware VM vm-22

akazThinkPad-E15-Gen-2 2999334335310 Done VMware VM vm-22

akazThinkPad-E15-Gen-2 2999334335310 Done VMware VM vm-22

Backup global Default  incremental  nocrypt 2023.04.24 20:10  2023.04.24 20:10

Default  incremental  nocrypt 2023.04.2420:15  2023.04.24 20:15

Restore

: |

2

3

4 Backup global
8 Default full nocrypt 2023.04.24 21:22 2023.04.24 21:22
2

akazThinkPad-E15-Gen-2 2999334335310 Done VMware VM vm-22

akazThinkPad-E15-Gen-2  299933b4335c310 (~ Done ) VMware VM  vm-22

Restore Default  incremental  nocrypt 2023.04.2421:22  2023.04.24 21:22

NN N NN NN
o o o N N N R
© o o o o o

10  Restore Default  incremental  nocrypt 2023.04.2421:22  2023.04.24 21:22

PucyHok 24
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BocctaHoBneHue CO CTOPOHbI KNIMeHTa

B cnyyae HeobxoouMOCTM BOCCTAHOBNEHUS PE3E€PBHOM KOMUN CO CTOPOHBI
KNIMeHTa Bbl MOXETE BOCMNONb30BaTbCS YTUIMTONM KOMaHOHOM CTpoky rb_archives:

MpocMOoTp cnmcka AOCTYMHbIX PE3EPBHbIX KOMUIA:

root@akaz-ThinkPad-E15-Gen-2:/opt/rubackup/bin# rb_archives
| Ref ID | Resource | Resource type | Backup type | Created

| VMware VM | 2023-04-24 20:01:19+03 nocrypt e Not Verified
| VMware VM incremental | 2023-04-24 20:09:03+03 nocrypt e Not Verified
| VMware VM incremental 2023-04-24 20:10:51+03 nocrypt e Not Verified
| VMware VM incremental 2023-04-24 20:15:59+03 nocrypt e Not Verified

3anpoc Ha BOCCTAHOBNEHWE PE3EPBHOMN KOMUK:

root@akaz-ThinkPad-E15-Gen-2: fopt/rubackup/bin# rb_archives -X 3
Password:
The archive will be restored in the directory: /rubackup tmp

> Restore archive chain: 1 2 3 < ----
Record ID: 1 has status: Mot Verified
Continue (y/n)?

B Tom cnyyae, ecnu pesepBHas KOMus OOMXHa ObiTb pasBepHyTa, T. €.
HEoOX0OMMO BOCCTAHOBUTb BUPTYaNnbHYKO MaWwHy B Cpemy BupTyanusaumum, TO
HeobxoaMMo UCMONb30BaTb OMUMIO -X, B TOM Ccnyyae, Korga Tpebyetcs
BOCCTAHOBUTb PE3EPBHYI0 KOMWIO B JIOKANbHOM  KaTanore knveHta 6e3
pa3BeEPTbIBAHUS, HY>XHO MCMONb30BaTh ONuUMIO -X.

Bonee nompobHyto uWHdopMauuto no pabote ¢ yTunutol rb_archives
CM. B PYKOBOACTBE «YTUNUTbI KOMaHOHOM cTpokn RuBackup».
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