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BBepneHue

Mogoynb Ona pesepBHOr0 KOMUPOBAaHWS W BOCCTAHOBNEHWUS BUPTYasibHbIX
MawuH cpen supTtyanusaumm oVirt/zVirt/REDVirt tectnposanca n 3assneH
B NOAOEPXKY TONbKO co cpenamu Buptyanusauum zVirt 1 ROSA Virtualization.

Pabota mopynsi co cpemamu BupTyanm3aumm oVirt n REDVirt 3asBnena
B 9KCMEPVIMEHTANIbHOM pPEeXWMe, 4YTO 03Ha4yaeT OTCYTCTBUE MOOLEPXKKM
co ctopoHbl RuBackup ons oaHHbIX cpefn BupTyanuaauum.

Cunctema pesepBHOro konuvpoBaHus RuBackup nos3sonser BbINONHATb
KNMMeHTaM ronHoe, WHKpeMeHTanbHoe W audodpepeHumanbHoe pe3epBHOe
KOMMPOBaHMWE W BOCCTAHOB/IEHWE BUPTyaNbHbIX MalWWH Cpen BuUpTyanMsaumm
oVirt/zVirt/REDVirt. Tak e BO3MOXHO BbIMOMHATL PE3EPBHOE KOMUPOBaHWE C
MUCNONb30BaHMEM  Oedynavkauum WU XPaHUTb  PEe3epBHble  Konuu B
0enynnMuMpOBaHHOM XpaHUMLLE.

MonHoe pe3epBHOE KonupoBaHue - 3710 co3gaHne pe3epBHO|7|
Konunn BCcex pAOaHHbIX N3 MCXOOHOro Haﬁopa, He3aBnMCMMO OT TOro, MU3MEHSANNCb
OaHHble U1 HET C MOMEHTA BbIMONHEHWS NocnegHen NonHomu pe3epBHO|7| Konuun.

AudpchepeHunanbHoe pe3epBHOE KOMUPOBaHUE COXPAHSET TONbKO
OaHHble, N3MEHEHHbIEe co BPEMEHN BbIMOTHEHNS npeaplaywero
MOMIHOrO PE3epPBHOro KOMMPOBaHUSI.

MHKpeMmeHTanbHOEe pe3epBHOE KOMUpPOBaHUE COXPaHSAET TOMbKO
JaHHble, N3MEHEHHblIE CO BPEMEHU BbINONMHEHUS npenblayllen MHKPEMEHTaIbHOM
pe3epBHON KOMWUW, a eCnn TakoW HeT, TO CO BPEMEHW BbIMNOMIHEHUS MOCNenHen
NMONHOW pPe3epBHO KONUA.

Pe3epBHoe konuvpoBaHve BupTyanbHbix MawuH oVirt/zVirt/REDVirt/ROSA
Virtualization BbinonHsieTcs 6e3areHTHbIM CNocoboM. OTO 03HaYaeT, YTo:

1) B camy BuMpTyanbHyl0 MalwwvHy He YycraHasnueaetcs areHT RuBackup
(oOoHakKo TpebyeTcsl yCTaHOBKA FOCTEBbIX PACWMPEHWIA OnepauroHHON CUCTEMbI,
Hanpumep gemu-guest-agent);

2) pe3epBHOE KOMMPOBAHUE BUPTYyalbHOM MAlWHbI BbIMOMHSETCS LEIUKOM,
LN BCEX AMCKOB BUPTYanbHON MaWWHBbI;

3) B X04e pe3epBHOrO KOMMPOBaHWS BO BCEX Crlyvasix U3 pe3epBHOI Komnum
yoansiotcs aybnvpytowme 6noku (Bceraa BbiNONHAETCS NoKanbHas Aenynnukaums).

PesepBHOEe KOMMpOBaHWE BO3MOXHO [O15 BUPTYaslbHbIX MalWH, KOTOpbIe
HaxooaTcs B COCTOSAHUM online.



B cnyyae nepenaun pe3epBHOW KON B XpaHWIULLE OeOyninumMpoBaHHbIX
pEe3epBHbIX KOMWUIA BCEraa NpoMCcXoauT nepegada Tonbko TeX YHUKaNbHbIX 6NOKOB
(oNst TOro Xe TMna UCTOYHUKA AaHHbIX), KOTOPbIX eWe HET B XPaHWIuLLE.

Lns BbINONHEHNS PEe3epPBHOr0 KOMMPOBaHWS BUPTYasnbHbIX MawWwwH cpenbl
BupTyanusaumn oVirt/zVirt/REDVirt/ROSA Virtualization Heobxoaumo ycTaHOBUTb
KnveHTa pesepsHOro konuposaHus RuBackup no ogHom 13 cnegytowmx cxem:

— Ha OJVH U3 rMnepBU30POB;

— Ha HEeCKONbKO TMMNEPBU30OPOB B TOM Cryyae, ecnm 310 0BycnoBneHo
HEOOXOAUMOCTbIO AMHAMUYECKM pacnpenensitb Harpy3ky B XOLE PEe3epPBHOrO
KOMMPOBaHWs U 06ecneynTb BO3MOXHOCTb BbiBOA TOrO MU MHOMO rynepen3opa
n3 akcryataumm 6e3 U3MEHEHWIn B pacnuncaHuy Pe3epBHOr0 KOMUPOBAHUS; B
LaHHOW CxeMe HeobXOoOMMO BK/YUTb 3TU TMMNEPBM30PbLI B KNACTEPHYI rpymny
KNMEHTOB CUCTEMbI PE3EPBHOMO KOMMPOBAHWSI.

Mpn noboii cxeme ycTaHoBKM knmeHT RuBackup wMeeT BO3MOXHOCTb
BbIMONHATb Pe3epPBHOE KONMUPOBAHME 1 BOCCTAHOBNEHME BCEX BUPTYasibHbIX MALUWH
cpenbl BUpTyannaaummn, BHE 3aBUCMMOCTI OT TOFO Ha KakoM M3 y3/10B B HACTOAWMNIA
MOMEHT OYHKLMOHMPYET BUPTYanbHas MalimHa.

Mpn BbINONHEHUM PE3EPBHONO KOMUPOBAHUS MPUVMEHSIETCS TEXHONOrUs
CO3[aHNS1 MOMEHTANIbHbIX CHUMKOB [JaHHbIX A1 AUCKOB BUPTYaNlbHOW MalUVHbI, Y4TO
NO3BONSIET He OCTaHaBnMBaTb W He «MoaMopaxueatb» paboTy Ha BpeMms
PE3ePBHOro KOMMPOBaHWSI.

[Mepen co3pnaHneM cCHMMKA U cpasy nocne ero co3paHua RuBackup moxer
BbIMONMHUTE CKPWUNT BHYTPW BMPTYanbHOW MalwwWHbl Ons Toro, 4tobbl MMETb
BO3MOXHOCTb MPUBECTN LaHHbIE MPWIOXEHUIA BHYTPU BUPTYaNnbHOW MalUWHbI B
KOHCUCTEHTHOE COCTOSIHME.

NononpepxuBaembie KOHdoUrypauum

Bepcusa zVirt Engine 4.0.
Bepcusa oVirt Engine 4.4, 4.5
Bepcunsa ROSA Virtualization 4.4, 4.5.

Mopnepxueaemblie Tnbl anckos: IMAGE.



YcTtaHoBKa knmeHta RuBackup

Lns BO3MOXHOCTM PE3epPBHOrO KOMUPOBAHWUS BUPTYyaNbHbIX MalWH cpeg
BupTyanmaaummn oVirt/zVirt/REDVirt/ROSA Virtualization HeobxoauMo ycTaHOBUTb
naketbl knveHta RuBackup Ha BblOpaHHbI rMnepBu3op (rMnNepen3opbl), CM.
ancTpunbytne ons oVirt:

rubackup-ovirt-client-<version>.el8.x86_64.rpm

rubackup-ovirt-common-<version>.el8.x86_64.rpm,
roe <version> - Homep Bepcun moayns oVirt.

MonpobHO npouenypa yCTaHOBKM KAMEHTa onvcaHa B «PykoBoacTee Mo
yCTaHOBKE CepBEPOB pe3epBHOro konnposaHus u Linux knneHtos RuBackup».

OcHoBHble otnnyms pabotbl knueHta RuBackup B cpenax BupTyanusaumm
oVirt/zVirt/REDVirt/ROSA  Virtualization BupTyanuszauum oVirt coctoatr B
cnenytowem:

1) 3anyck rubackup_client Heo6x0aMMO BbIMONHSATL OT UMEHW MONb30BATENS
vdsm B root oupektopun (/). B Tom cnyyae, ecnm BaM HeobxoOMMO 3amnyCTUTb
KIMEHT He KakK CepBUC, a B TEPMUHANBHOM PeXMME, BOCMOb3YNTECh KOMaAHOAMU:

Lnga 3anycka knneHta:

# cd /

# sudo -u vdsm /opt/rubackup/bin/rubackup_client start

[ns ocTaHOBKM KMeHTa:
# sudo -u vdsm /opt/rubackup/bin/rubackup_client stop

2) B coctae KnMeHTCKOro nakerta BKMOYEH TOMbKO MOLYNb ONs Pe3epBHOro
KOnMpoBaHus  BupTyanbHbiXx MawwH oVirt/zVirt/REDVirt/ROSA  Virtualization,
HUKaKuX Opyrux Moaynen B JaHHOW KOHpUrypauum He npeLycMOTPeHO.

3) B cocTtaB KNMEHTCKOro nakeTa BXOAST TONbKO YTUANTLI KOMaHAHOWM CTPOKM,
rpadondeckunini MeHeoxep knmeHta RBC B cocTaB nakeTa He BK/OYEH.

4) icnonb3oBaHne BO3MOXHOCTM aBtoMatmyecky npepoctasnate NFS
ChalinoByt0 CUCTEMY CO CTOPOHbl CepBepa Pe3epBHOr0 KOMMPOBaHNA Ois paboTbl
KnveHTa oVirt He NpenyCMOTPEHO U HE NOAAEePXUBAETCS.



5) [Ins co3naHns 1 BOCCTAHOBNEHUS PE3EPBHBIX KOMUIA HA CTOPOHE KIIMEHTA
PEe3epBHOro KONMpoBaHUs TpebyeTcs cneunanbHO BblAENEHHOE NPOCTPAHCTBO:

« [lns cospmaHus pe3epBHON komunm B pa3Mepe He meHee 3% OT obuwero
obbema BMPTyaNbHbIX MalWH, 4NS1 KOTOPbIX BbIMOMHSOTCA OAHOBPEMEHHbIE
ornepaumn pes3epBHOro KOMMpoBaHus (HanpuMmep, Oas OAOHOBPEMEHHOro
pe3epBHOro konvpoBaHus 10 BMpTyanbHbiX MawwH no 106 Heobxoammo
36 BbLIOENEHHOrO0 MPOCTPaHCTBA). OTO CBS3AHO C TEM, 4YTO CO3OaHuE
PEe3epBHbIX  KOMWA  OWCKOB  BUPTYallbHbIX  MalWWH  NpOUCXoamT
HEMOCPEACTBEHHO W3 XpaHuWnuwa, opjHako Tpebyetcs cBobooHoe
NPOCTPAHCTBO B pasmepe 3% 0T obbema pe3epBrpyeMbIX PECYpPCOB Ans
BPEMEHHOI0 XpaHEHUs Cny>xXebHon nHopMaLuu.

 [na cospmaHus pes3epBHOM KOMUWU BbIKMKOYEHHON BUPTYanbHOM MallWHbI,
IMCKN KOTOPOW pacnonoxeHbl B xpaHunuwe iSCSI, Tpebyetcst Mecto B
KaTtanore Onsi BpEMEHHbIX onepaunii B paamepe 103% ot eé obbema (100%
- ONS BPEMEHHOrO XpaHeHWs Konuu aucka + 3% AN XpaHeHus cny>xebHom
NHpopmaumm). Konun guckos Takom BUPTYyalibHOW MawKWHbI 3arpyXarTcs B
Karanor Ans BpeMeHHbIxX onepauuni Yepes oVirt API.

* [lna BoccTaHOBNEeHUs pes3epBHOW Konuu B pasmepe He MeHee 103% ot
obuero obbema BUPTYaNbHbIX MalWH, 4151 KOTOPbIX BbINOMHEHO Pe3epBHOE
KonMpoBaHue (Hanpumep, ans BocctaHoBneHns 10 BUPTyasbHbIX MawWWH Mo
106 Heobxoammo 10316 BbILAENEHHOrO NPOCTPAHCTBA). DTO CBSA3AHO C TEM,
410 100% OT pasmepa BOCCTaHaBNMBAEMbIX PECYPCOB COCTaBASAT KOMAW
JVCKOB BMPTyabHbIX MaWWH, a 3% — cny>xebHast nHpopmaums.

Mpv pe3epBHOM KONMPOBAHMN B PEXUME AedynavKaumm aTo TpeboBaHne He
ABNSeTCH o0bs3artenbHbiM, T. K. BeCb O0OMEH AaHHbIMM npoucxogut 6e3
NCMONb30BaHNSA  OWCKOBOMO MPOCTPaHCTBA, OOHAaKo [AONa  BOCCTAHOBNEHWS
BUPTya/lbHOM MaluWHbl M3 OefynnnuMpoBaHHOM PE3EPBHON KOMUA Ha KIVUeHTe
notpebyeTcs MecTo Ans (hOPMMPOBAHMS OUCKOB BOCCTAHABNMBAEMON BUPTYaNbHOWA
MallWHbI.

MNocne pacnakoBkn mnaketoB common W client B dpanne /root/.bashrc
nponucatb cneayowyo CTPOYKY:

export PATH=$PATH:/opt/rubackup/bin
Jlanee nepesarpy3nTb OKPYy>XeEHWE:
.bashrc

3atem co3patb KOHMUrypaumoHHbIn dpann knmeHta RuBackup ¢ nomoubto
KOHCONbHOR yTUnuTbI rb_init.

MNpn KoHQUrypaummn KnveHTa C WCMOoNb30BaHWEM SNEKTPOHHOW Mnoanucuy,
nocne BbIMOMHEHMS rb_init Ha KNMeHTe HEOOXOANMO BbINMONHUTL KOMaHIY:

chown vdsm:kvm /opt/rubackup/keys/secret-key.pem



6) Mocne cosapaHns karanora nAons paboTbl C BPEMEHHbIMK  haiinamu
(Hanpumep, npu Bblibope kartanora /rubackup-tmp) HeobxoOoMMO NPenocTaBUTb K
HeMy O0CTyn nonb3osartento vdsm:

# chown vdsm:kvm /rubackup-tmp
BpeMeHHbIA katanor Heo6X0AMM NS XPAHEHNS:

* MertagaHHblx, koTopble doopmmpyer CPK B npouecce co3naHus
PE3EPBHON  KONWW  BUPTYanbHOM  MawwHbl. Pa3mep  dhopMmpyembix
MeTafaHHblX MoxeT pgocturatb 3% OT obbema OOHOBPEMEHHO
pe3epBMPYEMbIX BUPTYaNbHbIX MaLWH.

» Konuin ouckos BMpTyanbHbIX MalWH - ONS Cryyaes, Koraa BbiMOHAETCS
pe3epBHOE KOMMPOBAHWE BbIKMIOYEHHOW BUPTYaNnbHOW MalWWHbI, OUCKM
KOTOPOI pacnonoxeHol B xpaHunuwe iSCSI. B pgaHHoM cnyvae obbem
Katanora Ons BPEMEHHbIX onepauui oomxeH Obitb He meHee 103% ot
pasmepa BUPTyalbHbIX MalWH, OA8 KOTOPbIX BbIMNOMHSAETCS PE3epPBHOE
KONUpoBaHwue.

Mpun ycTaHOBKE KNMEHTA PEKOMEHOyeTCsl MCMoNnb30BaTb  (PYHKLMIO
LIEHTPaNM30BaHHOrO BOCCTAHOB/IEHMS B TeX Clyvasix, korga npegnonaraercs
BOCCTaHOB/EHNE BUPTYaNbHON MallMHbl 3 cpeacTea ynpaeneHus RBM.

B xome wuHctannsumm naketa B cucTeme OyaeT co3paH doaiin HacTpoek
nocryna CUCTEMBI pe3epBHOro KONMpoBaHns K API oVirt
/opt/rubackup/etc/rb_module_ovirt.conf.

engine https://ovirt-engine.yourdomain.local
grant_type password

username admin@internal

password 12345

ca_info /opt/rubackup/keys/ovirt.ca.crt
timeout 30

disk_upload_mechanism <file/nbd>

allow_work_with_incompatible_versions no

[Mapametpbl K13  KOH(puUrypaumoHHOro doamna  rb_module_ovirt.conf
npenAcraeneHbl B Tabnuue 1.



Tabnuua 1 —

MapameTtpbl panna KOHUrypauum

konnposaHus oVirt/zVirt/REDVirt/ROSA Virtualization.

MOLYNs Pe3epPBHOro

MapameTtp

Ha3HauyeHue

3HaueHue no
YMONYaHUIo

engine

IP-appec ona  APIl-3anpocos B
nnatcpopmy BupTyanusaumm oVirt

grant_type

Tuvn rpaHTa TOKEHa ayTeHTMdUKaumm
OAuth gna Bzaumopencteus ¢ API-
nnaTchopmoi BUpTyanMaaumm

password

username

Mg nonb3oBatens, 0T MIMEHN KOTOPOro
6ynyT BbiNnonHATbCA 3anpockl API

password

Maponb ona nonb3osatens, ykasaHHOro
B mapameTpe username

ca_info

MyTb oo ceptudpukara ssl

timeout

Bpems oxupaHusa (B cekyHmax) oteeTa
OT nnaTtgoopmbl BUpTyanusauum Ha API
3anpocbl. MwuHumMym 1 cekyHAa,
makcumyM 300 cekyHA, MO YMOMYaHWio
10 cekyHno. Ecnn npu  BbINOMHEHWM
3ajaum Ha cospgaHve PK  wunm
BOCCTaHOB/NEHWEe PK otBeT  OT
nNNatgpopMbl He MOCTYNUT B TeYyeHue
3aJaHHOro onuuei timeout BpemeHu, 10
COOTBETCTBYIOIWAS 3a4a4a MOXET ObITb
3aBepLIEHA C OWNOKON

10

disk_upload_m
echanism

MexaHn3m Ons Y4TeHMs AaHHbIX AMcka
3anMcyM  OaHHbIX Ha OUCK  BHYTPW
nnaTcoopMmbl BUPTYanm3aumm.
LlonycTnMble 3HaYeHNS:

* nbd — mMexaHn3m B3anMOOENCTBMSA
C JOuckamn, peanusdyemblii  Ha
ocHoBe npotokona NBD. Ortot
6akeHn obecneynBaeT HaunyuyLWwyo
NPON3BOONTENBHOCTD n
pacWmpeHHble  OYHKUUKN, Takue
Kak zero/dirty extents.

+ file — mexaHnM3M B3anMOOENCTBUS
C [OMCKaMM Ha OCHOBE MpPSIMOro
[OCTyna K HuM. 3T0T 63KeHO He
NOALEPXMBAET  MHOXECTBEHHbIE
MOLKITOYEHNS npw 3anvcu
OaHHbIX, a TakXe goyHKUMOHan
zero/dirty extents.

(cM.  nopgpobHee  Ha  CcTpaHuue

https://ovirt.github.io/ovirt-imageio/pack
ages.html)

file



https://ovirt.github.io/ovirt-imageio/packages.html
https://ovirt.github.io/ovirt-imageio/packages.html

MapameTtp HasHauyeHune 3HaueHue no

YMONYaHM1Io
allow_work_wit | MNapameTp, ykasbiBatowwmii, byoer nm no
h_incompatible | mooynb pabotatb C BEepcuen
_versions nnaTopmbl BUpPTyanunsaumu,

COBMECTMMOCTb C KOTOpOM He Obina
npoTecTMpoBaHa.

LonyctMble 3Ha4eHUs:: yes, no.

Ecnn mMomynb HECOBMECTUM C Bepcuel
nnaTcopMbI BUPTYanM3aumm 7
3Ha4YeHMe napameTpa YCTaHOBNEHO B
no, Modynb 3aBeplwunT CBOW paboTy C
COOTBETCTBYIOIWMM  coobleHnem 06
ownbke.

Mpn  HeobxogumocT  paboTbl €
HEeCOBMECTMMOW Bepcuer nnargoopMmsl
BMPTYann3aumy ycTaHoB/TE NnapameTp B
3Ha4YeHwue yes

[anee Heob6Xx0AMMO BbIMOMHUTL CNeaytoWwme EACTBUS:
1. iameHnTb B 3TOM (parine HacTpomnku s noaoknodeHus K API, ons yero:

— cosgatb ceptudoukart goctyna k APl cnenytowein komaHOomn:

# curl --output /opt/rubackup/keys/ovirt.ca.crt
"http://ovirt-engine.yourdomain.local/ovirt-engine/servic
es/pki-resource?resource=ca-certificate&format=X509-PEM-
QI

— M3MEHWTb NpaBa AocTyna ansi cepTudprkaTa cnemytowein KoMaHooi:
# chown vdsm:kvm /opt/rubackup/keys/ovirt.ca.crt

Mpwn crapre KnveHTa RuBackup B XXypHa/ibHOM Qoaiine
/opt/rubackup/log/RuBackup.log Ha KNMeHTE NOSBUTCS Cneayowas 3anmchb:

Try to check module: 'oVirt' ...
Execute 0S command: fopt/rubackup/modules/rb_module ovirt -t 2>8&1
[2024-02-01 08:37:31] Info: Module version: 2.0
[2024-02-01 ©8:37:31] Info: zVirt Engine version: 4.5
. module 'oVirt' was checked successfully

Execute 0S5 command: fopt/rubackup/modules/rb_module_ovirt -c 2>&1

2. B py4HOM pexume npoBepuTb NPaBuibHOCTb HACTPOEK Creaytolwe KOMaHOooiA:

# /opt/rubackup/modules/rb_module_ovirt -t


http://ovirt-engine.yourdomain.local/ovirt-engine/services/pki-resource?resource=ca-certificate&format=X509-PEM-CA
http://ovirt-engine.yourdomain.local/ovirt-engine/services/pki-resource?resource=ca-certificate&format=X509-PEM-CA
http://ovirt-engine.yourdomain.local/ovirt-engine/services/pki-resource?resource=ca-certificate&format=X509-PEM-CA

MacTtep-knioy

B xome yctaHoBkm knmeHta RuBackup 6ymeT cos3maH macTtep-knod ans
3alWNTHOrO NPeobpasoBaHNst PE3EPBHbIX KOMWIA, a TakXe K/4YM 4Nst 9NeKTPOHHOM
no4nNuncK, ecnv NpeanonaraeTcs NCNob30BaTb NEKTPOHHYO NOAMMUCh.

BHumaHue! Mpu yTepe Knrouya Bbl HE CMOXETe BOCCTaHOBUTb AaHHble
M3 pe3epBHOW KOMWUMU, ecnu OHa Obina npeobpa3oBaHa C MOMOLLbIO
3aLUUTHBbIX aNIfOPUTMOB.

BaxHo! Knioun pekomeHpyeTcsi nocne co3gaHUMs CKOnMuMpoBaTb Ha
BHELUHMIA HOCUTENb, a TaKXe pacneyartatb 6yMaxHyo Konuio u yoparb atu
KOMUM B HafEXHOe MeCTO.

MacTep-kno4  pekoMeHOyeTcs  pacrnedaratb  MpyY  MOMOWM  YTUIUTHI
hexdump, Tak kak OH MOXET cofepXaTb HeoTobpaxxaeMble Ha 3KpaHe CUMBOJbI:

$ hexdump /opt/rubackup/keys/master-key
0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 €183 1528 a343

0000020



3alwuTHOe npeobpasoBaHne pe3epBHbIX

KONMun

Mpu HeobxoaMMOCTU, cpasy Mocrne BbiMOMHEHUS! PE3EPBHOMO KOMUPOBAHUS
BalWW pe3epBHble KOnuM MoryT BblTb NpeobpasoBaHbl Ha XOCTe KMeHTa. Takum
06pa3oM, BaxHble OaHHble BynyT HeAoCTyrHbl Ans agMuHucTpaTtopa RuBackup
WM OpYyrux nud, KOTopble MOrnu Obl MOMyYUTb OOCTYM K PE3EPBHON KOMUM
(HanpuMep, Ha BHELWHEM XPaHUIMLWE KapTPUOXKEN NeHTOYHON BrnbnMoTekn nnn Ha
nnowaake nposanaepa obna4yHoOro XxpaHunuiLa ans Bawmx pe3epBHbIX KOMWiA).

MNMonpobHee o 3aWMUTHOM NPeobpa3oBaHMN PE3EPBHbLIX KOMWA — CM. pa3gen
«3aWwntHoe npeobpasoBaHNE PEIEPBHbIX KOMWA» OOKyMeHTa «PykoBOACTBO
cvcteMHoro agmuHuctparopa RuBackup».



AnroputMbl 3aLUTHOro npeobpasoBaHus

IOns  BbINOMHEHNS 3aWMUTHOrO MNpeobpas3oBaHNsi OOCTYMHbl  anropuTMbl,

npencrtasneHHble B Tabnuue 2.

Tabnuua 2 — ANropuTMbI 3alUTHOTO NPeo6pas3oBaHns, AOCTYMHbIE B YTUAUTE

rbcrypt.
Anroputm .D.nMHg“KTmoqa, MpumeyaHue
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 ;’ggim;grzm HaumoHanbHbIn ctangapt ACTY
Kuznyechik 556 Eo;:qgc;g? 5HaLI,I/IOHaJ1beIVI cranpapt FOCT
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html

Ucnonb3oBaHue MeHenXepa

agMuHucTtpatopa RuBackup (RBM)

OkoHHoe npunoxenne «MeHepoxep agmuHuctpatopa RuBackup» (RBM)
npefHasHavyeHo Aans obwero aaMUHUCTPUPOBAHMS CEPBEPHON  rPYNMMPOBKM
RuBackup, ynpaBneHus KAMeHTamn pe3epBHOIO KOMMPOBaHMS, rnobanbHbIM
pacrnMcaHnem pe3epBHOro KOMUPOBaHWUS, XpaHWIULAMW PEe3epBHbIX KOMuin
npyrummn napametpamm RuBackup.

3anyck RBM

Lnsa 3anycka RBM cnenyeTt BbINOMHUTL KOMaHAY:
# /opt/rbm/bin/rbmé&

Mpwn 3anycke RBM Bam noTpebyeTcst NpoiTy ayTeHTMdprKaumo. YTO4HUTE
login/password nns Baweit paboTbl y rnaBHoro agmuHuctpatopa CPK. Ecnn Bbl
rNaBHbIA aAMUHMUCTPATOP, TO MCMONb3YNTE AN aBTopu3auun Cyrnepnonb3oBaTtens
rubackup v TOT Naponb, KOTOPbIA Bbl 3a4an1 eMy Npu MHCTaNNSUUN (PUCYHOK 1).

RuBackup Manager

PucyHok 1



Ha Bknagke OO6GBEKTbl B NIEBOA 4acT! MPEOCTaBNEH CMMCOK KJIMEHTOB
CUCTEMbI PE3EPBHOr0 KOMMPOBaHWS, B KOTOPOM yKasaHo nMs, yHukanbHblii HWID u
onuncaHve. KnueHTbl, KOTopble B AaHHbIA MOMEHT Haxogstcs B online, 6yoyT
OTMEeYeHbI 3eneHbIM LBeTOM. KnueHTbl B cocTosiHum offline — kpacHbIM (prCyHOK 2).

LIns  pe3epBHOr0 KOMUPOBAHUS KAWEHT OOMXeH ObiTb aBTOPM30BaH
agmnHucTparopom RuBackup.

Ecnu knnent RuBackup yctaHoBneH, HO He aBTOPU30BaH, B HUXHEN YacTu
okHa RBM nosBuTcs coobuweHne 0 ToM, YTO HalAeHbl HEABTOPU30BAHHBIE KIIMEHTDI.
Bce HoBble KAMEHTbl OONXHbI OblTb ABTOPM30BaHbl B CUCTEME PE3EPBHOrO
kornmposaHus RuBackup.

£
‘Ru & &

&« Tpynnel KNWEHTOB

Jo6aents [ PegakTnposats [ Yaanuts i

L ObbekTsl

Pazpensemasn rpynna Knactep Konw4ecTso nonmbiTOK Nepesanycka sagasv OnucaHue

Bl CtpaTterun

E] rnoBanbHoe pacnncarve Lk e e E

1 No group false false o
[d YnanénHasa pennukaums
[a) Peno3suTopuin

] O4epenb 3ana4

Cepsepbl RuBackup

[e2] XKypHansi

& AODMUHUCTPUpPOBaHUWE

& rubackup@Ilocalhost

PucyHok 2



Lns aBTOopU3auum HeaBTOPM30BaHHOrO knneHta B RBM Heobxoommo
BbINONMHUTbL Cnegyowme OeNCTBUS:

1. Haxmute Ha Bknagky «AQMUHUCTPUPOBaHME» U BblbepuTe UKOHKY
«KnueHtbl» (PncyHok 3).

e Ru & @

L O6vekTsl [Monb3oBaTtenu gh

@ CrpaTerun
8 MonbsosaTenu

Mpynnel
noJjib3oBaTenen

[El Fno6ansHoe pacnucaHue

Ypanénnas penankauna
[o) Penozutopuit CynepBaiizepbl % Conposoxatoume

] O4epenb 3ana4

= Cepeepbl RuBackup

AAMUHKUCTPaTOPEI
[ XKypHane!
& ADMUHWCTPUPOBaHUE ObhekThl
[
KnneHTbl —t— pynnbl KNMEHTOoB
N
E Megnacepsepsl
=)
(o
XpaHunuwa
MNynel Ipynnel Nynos
8  rubackup@rbfd-stress-primary

& 1 HeasTOpMIOBAHHBIX KNMEHTOB

PucyHok 3

2. Ha BepxHel naHenu nepengnte Ha Bknaaky «HeaBTOpu3oBaHHble KTUEHTbI»
(PucyHok 4):

RuBackup manager (1a rb-primary)
P

:{T] 8 @
& O6wexTul
B Crparerum

6e:f3:86:da:68:00 10.177.32.108 fe80::6cf3:86ff:feda:6800 af8ff269c771bd33 2023.02.21 10:35

[ rno6ansHoe pacnucarve
[@ YaanénHas pennukauus
(3 PenozuTopuit
) Ouepeas 3apau
£ Cepsepsi RuBackup

[= XypHane!

& ABMUHUCTPUpOBaHe

PucyHok 4



3. HaxmunTe Ha TpebyeMoro HeaBTOPM30BAHHOMO K/IMEHTA NPAaBO KHOMKOW MbILIN 1
Bblbepute «ABTOpPM30BaTh» (PucyHOK 5):

RuBackup manager (wa rb-primary)

Bonpoc

ABTOPU30BATH BLIGPAHHBIX KANEHTOB?

Orvena

PucyHok 5

MNMocne aBTopu3aumm knueHT OyneT BuoeH Ha Bknage «O6BEKTbI»
(PucyHok 6):

3apaun Mpaeuna ctpatery  PencawTopwii  YaanéwHas pennavkayus  MnaH BoccTaHOBNEHMA

L] O6beKkTh (R rbfd-stress-fsclient
» . aHWA CraTyc ID KAMeHTa WM KavMeHTa HWID WmAnyna  EMKocTe
- D

B FnobansbHoe pacnucanve |4

@ YnanéuHas penaukaums i rbfd-stress-primary 128

[g rbfd-stress-secondary

(] Ctpateruu

(=) Peno3uTopuii

Z] O4epenb 3anay
epeepsbl RuBackup
ypHabi

3 ADMUHUCTPUPOBaHUE

primary

& 1 HeasTOPH30BAHHBIX KNHEHTOB

PucyHok 6



PerynsipHoe pe3epBHOE KONMUPOBaHUE BUPTyalZibHOWM
MaLUWHbI

YT0Obl BLINOMHATL PEryNsipHOE PE3EPBHOE KOMUPOBAHWE BMPTyanbHON
MallMHbl, HEObXoaMMO co3hatb MpPaBuno B rnobanbHOM pacnucaHum (B crnydae
rpynnoBbIX Orepauuin MOXHO TakK Xe WCMonb3oBaTb CTpatermm pesepBHOro
KonuposaHus). I1na aToro BbINONHUTE Cnenyowme OenCTBUS:

1. Haxomsce B pasnene «O6bekTbl», BolbepuTte Bknaaky «MpaBuna» n Haxmute
Ha UKOHKY «+» (PUCyHOK 7):

"l
Ru a @
- T — - ——
[ O6bexThl X rbfd-stress-fsclient 5%
) oo gl rofd-stress-media01 ID  WmarnobansHoro pacnucaHna CraTyc ID knneHTa  MMa knveHTa HWID Wmsinyna  EmkocTs
(R rbfd-stress-media02
[l Tnobanshoe pacnucatue M rbid-stress-pgclient
B YnanéHHas pennuvkaLus |4 rbfd-stress-primary Iyl
[ rbfd-stress-secondary
[5) Peno3uTopuit
Ouyepepb 3apa4
= Cepeepsl RuBackup
[+ XKypHanbi
& ADMUHUCTpUpOBaHUue
[0
8  rubackup@rbfd-stress-primary
& 1 HeasTOpH3OBAHHBIX KNMEHTOS

2. Boilbepute knneHT, BMeECTe C KOTOpbIM ycTaHoBneH mogynb RuBackup,
npeoHasHaYeHHbI AN Pe3epBHOr0  KOMMPOBAHMS  BUPTYyanbHbIX  MAlWH
oVirt/zVirt/REDVirt/ROSA Virtualization.



3. Boibepute Tvin pecypca «oVirt» (PucyHok 8):

¢ Ru ¢ 8 @

= & [l06a8UTL NPaBMNO rN06ANLHOTO PaCNUCaHUA +/ MpumernTs

58 NaHens MOHUTOPUHIa

Mpasuna rio6ansHoro pacnucaxms

O ObbekTs!
@ Crparerun Napamerps npaswna LlononHuTeNbHbIE NapameTpsi Npaguna

Hassarue npasuna x EMKoCTb Xpanmanwa Inf e
[E] FobansHoe pacnucatme P [ ] P i

Knvent 2virt-host2.rubackup.test (3f86abb125dc28e9) v EMKOCTS XpaHunvLa KveTa Inf 6
YaanéhHas penaukaums

Tun pecypca ovirt v . Npropuer 100
© PenoawTopuit

pecypc [ T —— ot

Ovepens 3anay
4 penb 3a, Tun PK Tonnan M CKPUNT NPY HOPMANILHOM BLINOAHEHMN

£ Cepeepsi RuBackup

.
5
PR ————— ]

[=] XKypHans! CKPUNT NPW BOCCTaHOBNEHNN

RoGasums npasuno 8 wabnon

LUa6noH rno6ankHOro pacnycanus

& AnmmcTpuposanie

HacTpoitku Pacnucanve
BKNIOYUTL NoCAe Co3aaHms [ @) Bbi6paHO: KpOH-BbipaxeHue 0 0 1%+
fyn Default v Mepvoavseckuii 3anyck
Havano nepuosa aeicTeus 21.03.2024 13:50 ] MunyTa [] +
OkoH4aHWe nepuopa peictens  21.03.2025 13:50 m Yac

olo]o

BeHb mecaua 1 + C@
Mecay
Denb Hepenn

Nposepka CPOK xpaHeHus

posepKa pesepsHx KonWit Kaasie L O T ——— «©

PucyHok 8

4. HaxmnTe Ha WKOHKY «..» pPsiooM C Hagnucblo «Pecypc» u  Bblbepute
BUPTYa/IbHYyl0 MalnHy, Onsi KOTOPOA TpebyeTcs co3patb PEe3epBHYI0 KOMMIo
(PucyHok 9):

BuiipaTh

1D Name Description
553de83c-fff4-44ff-B8f HostedEngine Hosted engine VM
b8454d40-b7b6-4824 Server with_Databas:
89f957a2-503c-4144-| test with static disk
224133f0-fSc0-48d0- test wtd_2

37019974-fed9-43a4 two-disk

PucyHok 9




[lns pesepBHOro KONMpPoBaHWS BUPTYasbHbIX MAWWH, B KOTOPbIX COOEPXAaTcs
anckm ¢ tunoM  «[penBapuTenbHO  pasMeYeHHblil», HeobxoOMMmo 3apaHee B
HacTporkax Omcka YCTaHOBUTb donar «BkAounTb WHKpPEMeHTanbHOe pPe3epBHOE
konuposaHue» (PucyHok 10). B cnyyae, ecnu conar 6ymoet BbIKIOYEH, MNpw
pe3epBHOM KOMMPOBaHUM HE rapaHTUpyeTCs BOCCTAHOBMIEHWE C pa3BepPTbiBAHNEM.

Obpaz | N
Paamep (GIB) 2 [J QuncTUTE Nocne yAaneHuA
Arg
¥YBenuuuTe pamep Ha (GE) 0
k] rest_disk BEmodige Diccar
I BKOUMNTE UHKPEMEHTHOR PE3ENBHOE KOMWPOBAHNE I
Onucaxne
WHTepdeic Virtlo-Scsi

PucyHok 10

5. YcTaHoBUTE HACTPOWKM npasuna: HassaHve npasuna, Myn XpaHeHus OaHHbIX,
NPUOPUTET  BLINONHEHWS  MpasBuna, TUM  PE3epPBHON  KONMWUM  (NonHas,
WHKpEeMeHTanbHas wnv  gudpdpepeHumanbHas), pacnucaHue  pes3epBHOro
KOMMPOBaHWS, CPOK XPaHEeHUs N Heobs3aTeNbHbI BPEMEHHON MPOMEXYTOK
npoeepku konuu (PucyHok 11):

-
" Ru

88 Nawens MoHuTOpUHra

O Owexrhi

) Crpaternm
Hassanve npasuna EmKocTb xparuaMuLa Inf 6
[E] mmo6anbHoe pacnucanme

Knvent node10 (806aacefc80e3900)

Tun pecypca ((ovin ~~ JEE  nevopurer 100

EMKOCTL XpaHunuia ket Inf 6
€ Yaanénnan penamkaums

& Penozutopuit

Pecypc * 3awwTHoe npeobpazosarivie nocrypt

Ouepens 3anau
llCtepens=am Tan PK Montas CKPUNT NP HOPMANILHOM BHINOAHEHIN

CKPUNT NPY BOCCTaHOBACHMM

+
E5 Cepsepni RuBackup CKPUNT NPY BLINOAHEHWN C OLIMBKaMK .

& AnmarucTpuposanine

LUIa6i0H rn0BankHOro pacnycaHms

HacTpoiikn Pacnucanie
BKAIo4TE NOCne Co3naHHA [ @) BbiGpaHO: KpOH-BbIpaXKEHUE 0 0 1 % *
nyn Default M Nepuoanseckuih 3anyck
Havano nepuona aeicTemn 04.04.2024 10:03 @] MukyTa [ @) 0 +
OxoHvaHMe nej puona AeicTeMA 04.04.2025 10:03 @] Yac [ @) 0 +
Hews Mecaua aQ ¢ +
@
Aekb Heaenn
Mposepxa Cpox xparernn
MpoBepKa pe3epsHbix KOMMiA Kaxasle [ @) XpaHuTs pesepeHbIe KONVN B TeveHne [ @)
1 +  Mecsues v 1 +  ner v

B rubsckip@10177.325

PucyHok 11



6. HaxaB Ha MKOHKY «...» psiioM C BbiIOpaHHbIM TUNom pecypca «oVirt», yctaHoBuTte
JOMNONHUTENbHbIE HACTPOWKMK Mpasuna pe3epBHOro KonuposaHus (PucyHok 12,
Tabnuua 3).

oMVirt

backup_if_shutdown (:)

script_before_snapshot
script_after_snapshot

execution_script_timeout 5 .

3Ha4yeHWsa no YMOn4aHWu “

PucyHok 12

Ta6bnuua 3 —  [lononHuTenbHble NapaMeTpbl NpaBwia Pe3epBHOTO
KONMpoBaHus BUPTyasibHbIX MawwmnH oVirt/zVirt/REDVirt/ROSA Virtualization.

MapameTtp OnucaHwue 3HauyeHue no | [LonycTumblie
YMONYaHuUIo 3Ha4yeHus

backup_if_s |[NapameTp, 3agatowmin true true, false
hutdown BO3MOXHOCTb PE3EPBHOMO
KONMpPOBaHWUS BbIKIOYEHHO
BUPTYyanbHOW MalUVHBbI:

* true — BO3MOXHO co3naHune
pe3epBHOA Konuu
BbIK/IFOYEHHOW BUPTYasibHOM
MaLVHbI.

+ false — co3paHve pe3epsHoO
KOMW BbIKNIOYEHHOM
BUPTYaNnbHOM MaWWHbI
HEBO3MOXHO. 3afaya Ha
pe3epBHOE KOMUPOBaHME
OyneT 3aBeplueHa ¢ OWNOKOIA.




MapameTtp OnucaHue 3HaueHue no | JonycTumble

ymon4yaHuwo 3Ha4YeHusq

PesepBHoe konvposaHue
BbIKNIOYEHHbBIX BUPTYaNbHbIX
MallVH BO3MOXHO AN
BUPTYaNIbHbIX MALLWH,
6a3UpPyIOLLMXCSA B XPaHUNNLLE
Tvna NFS n iSCSI.

script_befor |[onHbIA NyTb K CKPUMTY BHYTPW
e_snapshot |BMpTyanbHON MallVHbl, KOTOPbIN

OyneT BbIMOMHEH nepen
CO30aHMEM CHaMwoTa onsg gaHHom
BUPTYa/IbHOM MaLUNHbI.

script_after_ | [onHbIN NyTb K CKPUMTY BHYTPK
snapshot BUPTYyanbHOW MallNHbI, KOTOPbINA

OyneT BbIMOHEH NMOCNE CO3AaHNs
CHaMWOoTa Ans AaHHOM
BUPTYaNbHOI MaLLWHBI.

execution_s |Bpems B cekyHaax, B Te4eHme 5 1-600
cript_timeou |koTtoporo moayns RuBackup 6ynet

t

Oo>Xnoatb BbIMONMHEHNA CKPUMTOB
BHYTPW BmpTyaanon MalwmnHbl 0O U
nocrne co3naHnsa CHarnuwora.

[MpumeyaHus:

Ecnn B npouecce pe3epBHOIO0 KONUPOBAHUSA BbIK/THOYEHHO BUPTYasibHOM
MalKWHbI  Npu  3HavyeHun true napametpa  backup_if shutdown
Nnonb3oBaTeflb BKAUUT [AaHHY0 BUPTYasIbHYHO MallnHy, TO pe3epBHas
KONUSA MOXET MOJTyYUTbCA HEKOHCUCTEHTHOIA.

HeBO3MOXHO  BbIMOMHWUTL  pPe3epBHOE  KOMWPOBAHWE  BK/IHOYEHHOM
BMPTY&/IbHON  MalUvHbl, KOTOpas HaxoguTCaA Ha  OpyroMm  ysne
BUPTYya/M3aumMn Mo OTHOLIEHWIO K Y31y K/WeHTa, €ec/iM [UCKA 3TOW
BMPTYa/IbHON MalLVHbI HAXOLATCA B XpaHunuile ¢ Tunom iSCSI. [ins Toro,
4TOObI BbINO/HUTL PE3epPBHOE KONMPOBaHWE Tako BUPTYaUibHOW MallVHbI
Heobxoanmo yctaHoBUTb knneHT CPK RuBackup Ha kaxAblii U3 y3/n0B
BUPTYyaUM3aumm 1 [06aBUTb 3TN KNMEHTbl B PasfeNiieMylo K1acTepHYHo

rpynny.

7. Ins npaBuna pe3epBHOro KOMUPOBAHNS TakXe MOXHO HACTPOUTbL YBEAOMNIEHUS
NpY HOPMANbHOM E€ro BbIMOMHEHUN WA NPY BO3HUKHOBEHMM OWNOKM B NpoLlecce
BbIMOMIHEHNS, YBEOOMNEHWS MNPU  OKOHYaHWM Ccpoka OEeWCTBMS MpaBuna,



YBEOOMNEHNS MPU OKOHYaHWM EMKOCTU B nyne, yBeOOMNEHUS NpU yaaneHuu
yCTapeBWUX Pe3epBHbIX KOMWIA, BO3MOXHOCTb U NEPUOANYHOCTb NepeMeLLeHns
pe3epBHbIX KOMWiA B Apyron nyn gaHHbIX (PucyHok 13):

™
¢ Ru 8 @
= & [106aBYTb rM0BaNLHOE pacnucaHme 7 MpavennTs
& ObvekThi

Myn dedup-4T v Meproanyeckni 3anyck
() CrpaTerun

Havano nepnoaa pencTena 22.05.202313:14 B MuHyTa 0 F
[l MnobankHoe pacnncaxue

OKoHvaHye nepvoaa AelicTeus  22.05.2024 13:14 I Yac

[ YaanéHHas pennukauus

888

Hens mecsuia
[S) PenosuTopwit Mecsuy

Ouepens 3apay Bens Henenn

Cepsepbl RuBackup

Nposepka Cpok xpanenwst
La2Kypransy Nposepra apxwsa kaxasie @  xpanms peseporie ko b Tevenme [ o)
AMUAHUCTPUPOBaHIE 1 + || Months v 1 +  Years v
PesepeHbIe KoMK YCTapesuwne pe3epsHble Konum
MNepemecTnTe B NYN Yepes AsToMaTu4ecKoe yaaneHne
Yeepomnsts | Nobody v
K/MEHT MOeT yAanTs pesepaHbie KoNMy 3TOro npasuna [ @)
Yeenomnenus
HopManbHoe BuiNOAHer1e Nobody v @
BLinonHeHme ¢ owmbKoi Nobody v
Mposepka pesepsHoii Konun Nobody v
Okowvanue neficTens npaswna | Nobody v
8 rubackip@rofo-stress-primary OKoH4aHe EMKOCTY B nynie Nobody %

& 1 neasropusosanux KmenTos

PucyHok 13

5. ocne BbINOMHEHNS HACTPOEK MpaBuia PE3EPBHOMO KOMUPOBAHWE HAXMUTE Ha
KHOMKy «JLo6aBuUTb npaBuno B wWabnoH» (PucyHok 14). B pesynbTtate yero
npaeBuno Ans BblbpaHHoro Ttuna pecypca (oVirt) n BbiBpaHHOrO pecypca
(BMPTYaNbHOW MaLMHbI) NOSABUTCS B CIMCKE NpPaBusl.

-
" Ru e & @

& H06aBUTL NpaBItno FA06ANLHOTO pacTACaHiA + Mpuverure

88 Nanens MoHuTOpUHra
Mpasuna roBansHoro pacncanns

2 O6vekTbi
(@ MapameTpsi npasuna RononkyTensHbIe NapameTpst npasina
Hassanve npasuna EmKocTs xparmanuia Inf e
[E] mmo6anbHoe pacnucanme
Knvent node10 (806aacefc80e3900) M EMKOCTL XpaHWIMLL KINEHTE Inf re
YaanéHHan penamkauna
Tun pecypea ovirt ~~ JEE  nevopurer 100 +
& Penozutopuit
o i [ e .
Ouepens 3anau
DE 224 Tan PK Montas v CKPUNT NP HOPMANILHOM BHINOAHEHIN -
Coroere Rt R =
S exi i e ]

& AaMUHUCTPHPOBaHME

LUIa6i0H rn0BankHOro pacnycaHms

HacTpoiku Pacnucanie

BKAIo4TE NOCne Co3naHHA [ @) BbiGpaHO: KpOH-BbIpaXKEHUE 0 0 1 % *

nyn Default M Nepuoanseckuih 3anyck

Hasano nepuopa AeicTams 04.04.2024 10:03 B MunyTa 0 +
OKoHwanwe nepvoa AeiicTeus | 04.04.2025 10:03 (@] Yac

ololo

BeHb mecsaua

1 :
(@

Aekb Heaenn

Nposepka Cpok xpaHeHns
[ — @D oo pesepsrsie konau s Tevere o)

1 +  Mecsues v 1 +  Mer v

B rubacksp@10177325

PucyHok 14

6. Haxmute Ha kHorky «[pUMeHUTb» B NPABOM-BEPXHEM yriy O/s
3aBEepLIEHNS HACTPOVKM U CO3aHNs NpaBmna.



BHoBb cospaHHoe npasuno Gyaer umetb ctatyc run. Ecnm Heobxooumo
cosfatb NpaBwuno, KOTOPOE Moka He MOOMXKHO MopoXpaaTb 3anad Pe3epBHOro
KOMMPOBaHWSi, Hy>XXHO ybpaTb 0TMETKY «BKNOUYMTb nocne co3paHus».

MNpu cospaHun 3apay4n RuBackup oHa nosiBnsetrcsa B rnasHOW o4vepenm
3agad. Otcnexusarb MCNOMHEHVE MPaBUA MOXET Kak aaMUHNCTPATOP, C MOMOLLbIO
RBM unu yTmunuT KOMaHAHOW CTPOKW, Tak U KAMeHT npu nomowm RBC wnun ytunutbl
KOMaHOHom cTpokm rb_tasks.

Mocne ycnewHoro 3aBepLleHns pe3epBHOro KONMpoBaHMs pe3epBHas Konms
OyneT pasMelleHa B XpaHUNMLLE Pe3epBHbIX KOMWUiA, a MHdopMaums o Helr bynet
pa3mMelleHa B penosutopum RuBackup.



CpouHOe pe3epBHOe KONMUpoBaHue

B cnyyae Heobx0aMMOCTV CPOYHOrO PE3EPBHOMO KOMMPOBAHUS CO34AHHOMO
npaeuna rnobanbHOro pacnucaHusi, cnepyeT Bbi3BaTb MPABOA KHOMKOW MbILK
KOHTEKCTHOE MEHIO «BbINonHUTb» (PUCYHOK 15):

PucyHok 15

MpoBepnTb XOA4 BbINONHEHNSI PE3EPBHOTO KOMMPOBAHMS MOXHO B OKHE
«Quepenb 3a8ay» (pucyHok 16).

89957a2-503c-4f44-bb55-ede439d92079 0 0 0 Default  full 2024.03.2113:52:31
89957a2-503c-4f44-bb55-eded39d92079 0 0 0 Default  full 2024.03.21 13:41:50

@

PucyHok 16



MNpun ycrewHoM 3aBepleHnn Pe3epBHOr0 KOMMPOBaHUS COOTBETCTBYIOWAS
3apava nepeinger B craryc «Done (pucyHok 17):

.
¢ Ru e 8 @
& Yaanuts v i)
9 MaHens MOHUTOPUHTa D Tun Wms kaneHTa Cratyc Tun pecypca  Pecypc ID npasuna ID cTpatervm ID pennvkaumu Mmsnyna Tun PK CoaaaHo
g o 2 Verify System Done ovirt 89f957a2-503c-4f44-bb55-ede439d92079 o 0 [ Default full 2024.03.21 13:52:31
— LT )
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PucyHok 17



LleHTpann3oBaHHOe BOCCTAHOB/IEHUE pe3epBHbIX KONUMN

Cucrtema pesepsHoro  konuposanust  RuBackup  npenycmartpusaet
BO3MOXHOCTb BOCCTAHOBMIEHUS PE3EPBHbIX KOMWA Kak CO CTOPOHbI KMeHTa
CUCTEMbI, Tak WU CO CTOpOHbl agmuHuctpatopa CPK. B Tex cnydyasax, korma
LEHTpann3oBaHHOE BOCCTAHOBNEHME PE3EPBHBIX KOMUA HE XenaTenbHo, Hanpumep
Korga BOCCTAHOBMEHME [aHHbIX SBNSETCA 30HOW OTBETCTBEHHOCTW Bnagenbua
KITMEHTCKOW CUCTEMBI, 3Ta PYHKLIMOHANIbHOCTb MOXET ObITb OTK/IIOYEHA HA KIIMEHTE
(cM. «PykoBoacTBO cMcTeMHOro agMuHucTparopa RuBackup»).

B Tex cnyyasx, korga LEHTpanvM30BaHHOE BOCCTAHOBNEHWME Ha KNEHTe
JOCTYMHO, TO €ro MOXHO WHMALMMPOBATb, BbI3BAB MPABOM KHOMKOW MbIlWN
KOHTEKCTHOE MEHIO «BocCcTaHoBUTbL>» (PUCYHOK 18):

PucyHok 18

B OKHe LEeHTpann3oBaHHOrO BOCCTAHOBNEHWUS! MOXHO YBWMAETb OCHOBHbIE
napameTpbl Pe3epBHON KoMK 1 Onpenenntb Karanor pacnakoeku (PucyHok 19).
O6bem kaTanora pacnakoBku AOMXeH bbiTb HAa 10% 6onblue 06beMa BUPTyanbHbIX
MaluH, 0HOBPEMEHHOE BOCCTAHOB/IEHNE KOTOPbIX ByAeT BbIMONHATLCS.
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85 MaHens MOHWTOPUHra
WHdopmaums 0 pesepeHoi Konun
L] O6bekTs

Wma xocTa: zvirt-host2.rubackup.test
B Crparernn HWID: 3fB6abb125dc28e9
[E| rnobansHoe pacnucaHue Tun pecypca: oVirt
YnanéHHas pennuKkaLmns Pecypc: 89f957a2-503c-4f44-bb55-ede439d92079
8 PenosuTtopui Thyn: Dedatk
Tun PK: full
£] O4epenb 3anay
Cozpano: 2024.03.21 13:42:57
5 Cepeeps! RuBackup
S BoCCTaHOBNTh LEnoYKky: 1

=] XypHansi

WMma npasuna:

{2 AOMUHWUCTPUpPOBaHWe Cratyc PK: Trusted

MecTo BoCCTaHOBNEHWS

BoccTaHoBUTL Ha KNMeHTa: zvirt-host2.rubackup.test v

KaTanor pacnakoekw: * () -

BoCCTaHoBUTE Ha Lienesom pecypee: (D

PucyHok 19

B cnyyae BOCCTaHOBNEHMSI BUPTyanbHOM MaWWHbl U3 PE3EPBHON KOMuK
OyneT BbIMONHEHA MNPOBEPKa HanMuusi B Cpede BuMpTyanu3auuv BMPTyanbHOM
MaLWHbI C TAaKMM Xe UMEHEM, KaK Y BOCCTaHaBnMBaeMon. Ecnv takom BupTyanbHOM
MallMHbl HEeT, TO OydeT NpPou3BeLeHO BOCCTAHOB/IEHWE C OPUIMHANbHBIM VMEHEM.
Ecnu BupTyanbHas mawmHa ¢ TakuM UMEHEM YXe eCTb, TO K UMEHW BUPTYyasbHOM
MalmHbl 6yaeT nobasneH LMdPOBO NOCTAMKC.



Ins  BOCCTaHOBNEHUS Ha NNaTqOPME akTUBMPYWATE MepektoyaTenb
«BoccTtaHoBnTb Ha ueneBoM pecypce». B TOM cnyvae, ecnu Heobxoommo
BOCCTAHOBUTb PE3EPBHYD KOMWIO B JIOKaNbHbIA Katanor Ha kiaveHTe 6e3
pas3BepTbIBAHUS BUPTYaNbHON MawuWHbI B CPeAe BUPTyanusaumu, BbIKIUUTE STOT
nepeknoyartenb.

Y6e,£I,I/ITer B TOM, 4YTO Yy nonb3oBarens vdsm uMmetoTcs npaesa Ha BHECEHWNE
W3MEHEHWI B Kartanore, B KOTOPbIA MPOW3BOAUTCS pacnakoska, Hanpumep,
/rubackup-tmp. 3 KOHCONN Ha KNNEHTE BbIMOMHUTE KOMaHAY:

chown -R vdsm:kvm /rubackup-tmp

MpoBepuTb X0A4 BbIMONHEHMNS BOCCTAHOBNEHNSI PE3EPBHON KON MOXHO B
okHe «Oyepenpb 3anay».

YcnewHblin 3anyck BOCCTAHOB/IEHHOW BMPTYanbHOW  MalMHbl  MOXHO
NPOKOHTpONMpoBaTb B cpefe BupTyanuzaumn zVirt. [pu ycnewHoM 3anycke
BUPTYyanbHas mMawmHa by et B ctatyce online.



BocctaHoBneHue CO CTOPOHbI KNIMeHTa

B cnyyae HeobxoouMOCTM BOCCTAHOBNEHUS PE3E€PBHOM KOMUN CO CTOPOHBI
KNIVeHTa Bbl MOXXETE BOCMONb30BaTbCA YTUIMTOM KOMaHOHOM CTPOKKY rb_archives:

MpocMOoTp cnmcka AOCTYMHbIX PE3EPBHbIX KOMUIA:

[root@ovirt-nodel ~]# rb_archives
| Ref ID | Resource | Resource type | Backup type | Created | Crypto | Signed | Status

------------------------------ B e e T e
a-8b3d-45ae-bfd7-21bdfod2e5ch | ovirt | full | 2022-06-08 16:29:47+03 | nocrypt | True | Not verified

e a-8b3d-45ae-bfd7-21bdf9d2e5ch | ovirt | full | 2022-06-08 2 3+03 | nocrypt | True | Not verified

| e6ce65ea-8b3d-45ae-bfd7-21bdf9d2e5chb | ovirt | full | 2022-06-09 16:14:02+03 | nocrypt | True | Not Verified

[root@ovirt-nodel ~]#

[root@ovirt-nodel ~]# rb_archives -X 9469

Password:

The archive will be restored in the directory: /rubackup-tmp
Restore archive chain: 9469

Record ID: 9469 has status: Not Verified

continue (y/n)? il

Mocne co3pnaHus katanora Ons pPacrnakoBKM PE3epBHOIN KOMWK, HanpuMep,
/rubackup-tmp, Heobxoommo obecneynTb MNoMb3oBaTentd vdsm BO3MOXHOCTb
nenaTb U3MEeHeHMsl BHYTPWU OaHHOro KaTasora:

chown -R vdsm:kvm /rubackup-tmp

B Tom cnyyae, ecnu pesepBHas Konusi OonXHa OblTb pasBepHyTa, T. €.
HeobX0OMMO BOCCTAHOBWTb BUPTYyasbHYlO MaluWHy B cpedy BupTyanusauuu, TO
HeobXx0MMO MCMoNb30BaThb OMUMIO -X, B TOM Clly4ae Koraa TpebyeTcsi BOCCTaHOBUTb
PEe3epBHYI0 KOMMIO B NIOKANbHOM KaTtanore knveHta 6e3 pasBepTbiBaHus, Hy>XHO
1Cronb30BaTh ONuMio -X.
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