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BBepneHue

RuBackup key — cneumannampoBaHHbIii 3arpy3o4Hbiii 06pa3 RuBackup,
C MOMOLLLID KOTOPOro OCYWECTBNSETCA CO3[aHWe cnacartenbHoro obpasa u
BOCCTaAHOBNEHMe cuctembl. CracatenbHbii 0bpa3 - 3TO pesepBHas Konus
ornepaunoHHON cuctembl Linux unu ee yacTu, pacrnonararowemncs Ha BupTyanbHOn
MalunHe UK «TONOM XEenese», C BO3MOXHOCTbIO UX ObICTPOro BOCCTAHOBNEHUS B
Cny4ae BO3HMKHOBEHWS aBapuiiHbIX CUTyaLUA.
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OrpaHunyeHuns

« O61beM onepaTnBHO NamMsTh He MeHee 8 B.

* B pamkax penusa «2.0 U2 HF 1 RuBackup key» nopoepxunBaercs TOfbkO
onepaunoHHas cuctema Astra Linux SE 1.7.3.

* BoccraHoBneHne cuctembl NPOMCXOAMT Ha OOWH OWUCK (OOHO YCTPOWCTBO:
sda, vda v T.M.), Oaxe ecnu pes3epBHOE KONMWPOBaHWE Oenanocb ANs
CUCTEMbI, PACMONOXEHHOW HA HECKONMbKNX YCTPONCTBAX.

* [loppepxuBaemble parinosble cuctemol: ext2, ext3, ext4, VFAT n XFS.

« RuBackup key He noggepxuBaeT  pe3epBHOE  KOMWPOBaHWE
n BocctaHoBneHne LVM-Tomos.

* Cwucrema nMmeeT oavH parmn nomkayky (swap), KOTOpblA pacronaraetcs
nmbo B OTAENBHOM OMCKOBOM pasaene, nnbo B doaiine.

* RuBackup key co3spaer cnacatenbHoii 06pa3 OOHOM  KOHKPETHOW
onepaumoHHON cuctemsb Linux.

» KnueHTtckme norm npoueccoB CO3OaHMS U BOCCTAHOBEHUS CrnacaTenbHOro
obpasa He byoyT OOCTYNHbLI MOCNE Nepe3arpy3ky CUCTEMbl Ha 3arpy304HOM
ancke ¢ obpaszom RuBackup key.

Mpwn cospaHum cnacatenbHOM Pe3epPBHOM KON U3 HEE NCKITHAOTCS:
o mactep ko4 RuBackup;

©  napa Kno4en anekTpoHHon noanucy RuBackup;

©  copepXmMmoe crnenyowmnx KaTanoros:

* Jlost+found;

* /proc;

* /sys;

e /tmp;

* /boot/efi.
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MoarortoBkKka K co3a4aHMIO crnacaTtenibHoro
obpasa

Lns BO3MOXHOCTM cO34aHusl cnacatenbHoro obpasa B cUCTEME OOMXKEH
ObITb ycTaHoBNEeH KnneHT RuBackup v 3TOT KNMeHT OonXeH ObiTb aBTOPU30BaH B
CUCTEME pPEe3epBHOro KonupoBaHus. [Mpu BOCCTAHOBNEHUWM MOTPeOYeTCs BBECTU
naposb KNMeHTa, OH OONXeH ObiTb 3apaHee yCTaHOBMEH Npu nepeom 3anycke RBC
unn rb_archives.

Mopsanok  yCTaHOBKM, WHCTANNAUMKM, HACTPOWKW, 3anycka K/veHTa
RuBackup, a takxe aBTopmsauum KnMeHTa Ha cepBepe pe3epBHOro KONMpoBaHNS
M3N0XEeH B [OOKyMeHTe «PyKOBOACTBO MO YCTAHOBKE CUCTEMbI PE3EPBHOrO
kormposaHns  RuBackup  ons  cepeBepoB  pe3epBHOrO  KOMMPOBaHUS
1 Linux-knmeHToB».

PekomeHayeTtcs cpasy nocne yCTaHOBKM KIMEHTa CKOMMpoBaTtb master key u
K/KOYMN SNEKTPOHHON NOANUCKU B HAAEXHOE MecTo. Kntoum pacnonoxeHbl B Katanore
/opt/rubackup/keys.

daiinbl cnacatenbHoro obpasa 3anucbiBAOTCA B Myn MO YMOMYaHMIO,
KOTOpbI Bbin ykasaH npw KOHpMrypauum cepeepa.
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Co3paHue cnacarenbHoro obpasa

Ons cospaHms cnacaTtenbHoro obpasa RuBackup key BbinonHute
cnemylowme waru:

1. lMpucoeouHnute OMCK C 3arpy3oyHbiM obpa3om RuBackup key k xocty
KNMeHTa.

2. 3anycTtute 3arpy3o4Hbii 06pa3 RuBackup key.

3. Lob6asbTe 3anuck o cepeepe RuBackup B /etc/hosts (PucyHok 1).

1 localhost
.1 lubuntu
.7.226 server_hostname

ip6-localhost 1p6-loopback

ip6-localnet
ip6-mcastprefix
ip6-allnodes
ip6-allrouters
ip6-allhosts

PucyHok 1
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4. BbibepuTe £A3blk, CETEBOA MHTEPCPENC W UHULMMPYATE Hadano paboTbl C
RuBackup key.

Ortkpoetcs okHo RuBackup key (PucyHok 2).

Restore

Journal ~

PucyHok 2

Mpn Heobx0OMMOCTV NMPOCMOTPA /IOTOB, B JIEBOM HUXHEM Yy HaXmuTe
KHOMKY «journal».

BHumaHwme! MNoBTOPHbIV 3anyck NPUNOXEHNS OCYLLECTBASIETCS TONbKO Yepes
rpagonyeckmii nHTepgoenc

5. ILlns co3paHns cnacaTenbHOro obpasa HaxmmTe KHOMKy «Backup».
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6. Bblbepute om3myeckuii ONCK, Ha KOTOPOM PacronoXxeHa onepauyoHHast
cucTema, obpas KoTopoii Heobxoammo co3aatb (PucyHok 3).

7. Tpw HeobxoaumocTu BeibepuTe TMM 3aWMUTHOrO NpeobpasoBaHus.

Choose backup device for creating resque image

Drive sda v

Crypto  nocrypt v

Choose local drive in backup device

Name fstype label uuid mountpoint

sdal xfs 8fa7dab5-c7e1-4962-a650-af1d28683899

» sda2 LVM2_... 5c4fBZ-dWC7-e9c1-1eMR-PnWH-jSmi-cA...

Journal ~

PucyHok 3
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8. Bblbepute nokanbHblA OWCK, FOE PACMONOXEH KOPEHb «/» OmnepauVoHHOW
cuctembl (PucyHok 4).

ITpumeuanue: Ecau eéblbpamb He mom /A0Ka/AbHbIL OUCK (Hanpumep, nycmoti uau
He codepicawjuli KopeHb onepayuoHHoli cucmembl), Cucmema omobpazum

coobujeHue ¢ npedynpexcoeHuem.

Choose backup device for creating resque image

Drive sda v

Crypto  nocrypt v
Choose local drive in backup device

Name fstype label wuuid mountpoint
sdal xfs 8fa7dab5-c7e1-4962-a650-af1d28683899
~ sda2 LVM2_... 5c4fBZ-dWC7-e9c1-1eMR-PNWH-jSmi-cA...

rosa-swap  swap 33c086bf-63c9-493b-aBd6-5b7304debfc6

Journal ~
PucyHok 4
9. Ilnsa nepexofa K cnemyrowemy atany HaxMmuTe KHorky «forward».

RuBackup key no fstab HaxoOoutT nokanbHble OUCKW, OTHOCAWMECH K
BblOpaHHOI OnepaumoHHON CUCTEME.
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10.Cpeon NpemnnoXeHHbIX NOKaNbHbIX OWCKOB Bblbepute Te, KOTOpble
HeobxoOMMO BKNKOYMTb B cracaTenbHblli 06pa3, 06s3atenbHo BKYas
NoKanbHbIA  OUCK, coAepXawuin KOpeHb OnepaunoHHOM  CUCTEMbI.
BbibpaHHble nokanbHble aucku OyayT UMeTb mapameTp «true» B cTonbue
«needBackup» (PucyHok 5).

Disk info
Host name host-226-cl-rosa

Operating system ROSA Enterprise Linux Server 7.9 (Cobalt)

Choose mounted directories that should be in backup

needBackup filesystem type mountpoint options dump pass
true /dev/mapper/rosa-root xfs / defaults 0 0
true UUID=8fa7dab5-c7el-49¢ xfs /boot defaults 0 0

Journal ~

PucyHok 5
11. ns nepexona K cnegyrowemy atany HaxXmmute KHOMKy «forward».

10
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12.Monteepomte  BbibpaHHble  MapameTpbl M 3anyctute  co3faHue
cnacarenbHoro obpasa, Haxas KHomnky «Create image» (PucyHok 6).

4 O
Confirm chosen data: backup
Network interface ensl8
Crypto nocrypt
Drive partition sda
Hostname host-226-cl-rosa
Operating system ROSA Enterprise Linux Server 7.9 (Cobalt)
Mounted directories  Filesystem Type Mount peint

/dev/mapper/rosa-root xfs !/

b5-c7e1-4962-a650-af1d28683899  xfs

Journal ~

PucyHok 6

13.Mocne ycnewHoro co3gaHust crnacatenbHoro obpasa [Ansi NPOAOSIXEHUs
paGOTbI Ha XOCTe KJMeHTa HYXHO €ero BbIKMOYNTb W 3arpy3mtbCsa CO
WTaTHOro gucka.

11
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MOHUTOPUHI Npouecca co3paHus
cnacartenbHoro obpasa

MoHuTtopuHr yepe3 RuBackup key

Ins otcnexuBaHns npouecca co3haHus crnacatenbHoro obpasa uyepes
nHtepdperc RuBackup key otkpoite xypHan B RuBackup key.

MoHuTopuHr yepes RBM

IOnsa otcnexuBaHna npouecca co3paHvs crnacartenbHoro obpasa uepes
nHTepdperic RBM BbinonHute cnegyrowme waru:

1. AyteHTudpuumpyitecb 8 RBM;
Mepenaunte B pasnen «Ouvepenb 3a8ay»;

Haviaute 3anavy no cospaHuio cnacarenbHoro obpasa;

A 0D

Ortcnexwealite npouecc co3faHnsa cnacarenbHoro 06pa3a.

12
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Co3naHue naponsi pnss RuBackup key
DN BOCCTaHOBJIEHUS1 CUCTEMbI C
NMOMOLLLbIO cnacatenibHoro obpasa

Insa coszpanns napons onsa RuBackup key BbinonHuTe cnegytowme warmu:

1. AyteHTudpmumpyntecb 8 RBM non yyetHon 3anvcbio Cyneprnonb3osaTtens
CPK;

2. lNepenonte B pa3pen «I nobanbHas KoHUrypaums»;

3. B nogpasgene «Knioy RuBackup» 3apavte naponb ans RuBackup key ons
BOCCTaHOB/IEHNS CUCTEMbI C MOMOLLBIO CriacaTenbHoro 0bpasa;

4. TlpyMeHnUTe N3MeHeHNs rnobanbHoM KOHGUrypaLumu.

IMpumeuarue: Kmou RuBackup He umeem omHoweHusi K naponsm om RBM uau
RBC, smo naponb 015 RuBackup key.

13
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BoccTtaHOBNeHUe CUCTEMbI C MOMOLLLbIO
cnacatenbHoro obpasa

BHumaHue! [lepen BoOCCTaHOBNEHMEM CUCTEMbl C MOMOLLbLIO
RuBackup key Heob6bxooumo B rnobanbHom KoHdurypaumm cepBepa
3apartb knoy RuBackup, asnsowuincs naponem RuBackup key.

BHumaHue! Tonbko Cynepnonb3oBarenb CPK MoxeT uHuMUMupoBaTb
BOCCTaHOB/IEHUE CUCTEMbI C MOMOLLbIO cracaTteNibHOro obpasa, NOCKONbKY
TONbKO eMy n3secteH naponb ans RuBackup key.

Ins BOCCTaHOBNEHMSI C MOMOLWWbIO cracaTenbHoro obpasa BbINonHUTE
cnenyowme waru:

1. lMpucoeouHnute OMCK C 3arpy3oyHbiM obpa3om RuBackup key k xocty
KNMeHTa.

2. 3anycTtute 3arpy3o4HbIi 06pa3 RuBackup key.
3. Lob6asbTe 3anuck o cepeepe RuBackup B /etc/hosts (PucyHok 1).

4. Bblbepute a3blK U CETEBOW MHTEPAIEC U MHUUMMPYIATE Havano paboTbl C
RuBackup key.

OTkpoetcs okHo RuBackup key.

14
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5. Ilna BoccTaHOBNeHMst cnacatenbHoro obpasa Haxmute KHornky «Restore»
(PucyHok 2).

6. Beeoute apgpec ocHoBHOro cepsepa RuBackup, noptel n uHWUMupynTe
MOLK/YEHNE, HaxaB KHOMKY «Connect» (PUcyHok 7).

IMpumeuanue: modxcem nompebogambcsi pyuHoll 3anyck cepeuca rubackup-client.
Rubackup-client 3anyckaemcs 8 pexcume Restore, ecau 8binoaHeHbl 08 YCA0BUSL:
1) PRETTY_NAME=«RuBackup key» & cpaline /etc/os-release; 2) omcymcmeayem
KOHuypayuoHHblil ¢atin e /opt/rubackup/etc/.

Choose server

Rubackup server [ host-226

Port cmd 9991

Port media 9993

Journal ~

PucyHok 7

15
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7. B otkpbiBwemcs okHe BeBeaute naponb gnsa RuBackup key u Haxmute
KHOMKY «Ok» (PucyHok 8).

Enter password

Connecting to server: Enter RuBackup key
password

)

PucyHok 8

16
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8. lNepenante B RBM (PucyHok 9) n aBTOpU3yNTE MNOSBMBLLErOCS KINEHTA
rubackup-rescue  Ha  cTpaHuue  «HeaBTOPM30OBaHHbIE  KINEHTbI»
(PucyHok 10).

"\
Ru a8 ®
= . 1 HeaBTOPW30BaAHHBIX
KNMEeHTOB
= OBbbLeKkThl
= & AsTopmsosaTh W Yaanuts i

CrpaTterun Tun OC  AucTtpuboiotop OC MAC

El FnobanbHoe pacnucaxmne 4  rubackup-rescue 2 2 6e:6c:0b:0e:e7

|d YnanénHas pennukauns
[o) PenozuTtopuin

] Oyepenb 3apav

&5 Cepeepsl RuBackup

[ios] Xy pHANLI

& AQMUHWUCTPYpOBaHue

A  rubackup@localhost

& 1, HEBBTDp M30BaHHbIX KNNEHTOB

PucyHok 9

17
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MoaTesepxaeHue

ABTOpPW30BaTh BbIOPaHHBIX KNIMEHTOB?

PucyHok 10

18
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9. B RuBackup key Bblbepute KknveHTa, pPE3EpPBHYIO KOMWMIO KOTOPOro
Heobxo0OMMO BOCCTaHOBUTb, W cracaTtenbHbli 06pas, npuHaanexalwmi
naHHoMy KnneHTty n Haxmunte KHonky «forward» (PucyHok 11).

P
224

Available backups

Client hostname [hnst-zzﬁ-cl v }

id Resource Backup type Pool archiveSize snapshotSize cryptAlgorithm isDigitallySigned
1 /dev/sda full fs-pool-. 11189992529 41378393 nocrypt yes
14 /dev/sda full fs-pool-. 11187859068 41382293 nocrypt yes

Journal A

PucyHok 11

19
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10. BolbepuTte XecTKuiA ANCK, HA KOTOPbIA ByaeT BOCCTAHOB/IEH criacaTtesbHbIi
obpa3 u BeeguTe naponb knveHta RuBackup, koTopbili 6bin BbiOpaH
B NyHkTe 9. Ecnm cnacatenbHbii 06pa3 6bin co30aH C MCMONb30BaAHMEM
3awmTHoro npeobpasoBaHns fobaBbTe K4  ONS  PACLUMCPPOBKM
cnacaTenbHoro obpasa, Haxas Ha KHorKy «input crypt key» (PucyHok 12).

11.Mpn  HeobxogmmoctT  ucnonb3oBate DRP  (nnaH  aBapwuiiHoro
BOCCTAHOBNEHMS) Haxmute KHonky «Tune DRP». Cuenapum ¢
ncnonb3osaHnem DRP onucaH B paspmene BoccraHoBneHue cuctembl C
NCNONb30BaHNEM MnaHa asapuiiHoro socctaHosneHus (DRP).

12. Beegute naponb KnveHTa 1 HaxmuTe KHorky «Restore».

Backup info

Restore target sda

input crypt key

Enter client's password * [ (1111}

Journal ~

PucyHok 12

13. [loxamTecb BOCCTAHOBNEHMS CUCTEMbI C MOMOLLBIO crnacatenbHoro obpasa
RuBackup key.

14.locne ycnewHOro BOCCTAHOBNEHMS — crnacatenbHoro obpasa  ans
NPOAONXEHMST paboTbl HAa XOCTE KAMEHTa HYXHO €ro BbIK/YUTL W
3arpyauTbCs CO WTATHOrO Aucka.

20
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BoccTtaHOBNeHue CUCTEeMbl
C ucnonb3oBaHUeEM NnaHa aBapunUHOro
BoccTtaHoBneHusi (DRP)

[lna BOCCTAHOBNEHMS CUCTEMbI C WCMOMb30BAHWEM MfaHa asapunHOro
BocctaHoeneHus (DRP) BbinonHWTe cnenytowme waru:

1. MNpwn BbIGOPE NapameTpoB BOCCTAHOBNEHUS B OKHE Bblbopa XECTKOro amucka,
Ha KOTOpbI ByneT BOCCTaHOBNEH cracaTenbHbli 0bpas, HaXMUTe KHOMKY
«Tune DRP» pgna HacTporkuM BOCCTAHOBNEHUS 4Yepe3 MnaH asBapUiiHOro
BoccTaHoBneHus (PucyHok 13).

Backup info

Restore target sda

input crypt key
Tune DRP

Enter client's password *

Journal ~

PucyHok 13

21



@ 'RuBackup

2. B otkpbiBweMcss okHe BblbepuTe HeobXOAUMbIA MnaH aBapuiAHOro
BOCCTAHOBNEHUS U PE3EPBHbIE KOMUK, KOTOPble HEOBX0OMMO BOCCTAHOBUTD
(PucyHok 14).

Manage DRP

DRP records

Resource type Resource restoreDestination cryptDuration priority

File system [home/suserftest/  [restored/

Archives of selected DRP record

Resource Backup type Pool archiveSize snapshotSize cryptA

/home/suser/test/  full Default 417

PucyHok 14

3. Tlocne npuMeHeHUst DaHHOW HACTPOKN HEOOXOAMMO MPOLONXUTL NMPOLECC
BOCCTAHOBNEHNS crnacaTenbHoro obpasa Mo WHCTPyKUMM (CM. pasgzen
BocctaHoBneHve cucTeMbl C MOMOLLLIO crniacatensHoro obpasa).

4. lMocne BOCCTaHOBNEHMSI cnacaTtenbHoro obpasa, B o4epeou 3anad
MeHenxepa agmyHuctpatopa RBM noseatcs 3apaum B ctatyce «New»,
CO3[aHHble B COOTBETCTBUM ¢ 3aaaHHbiM DRP.

5. lMepesarpyaute XoCT C [OWCKa, Ha KOTOpPOM Oblio  Mpov3BeaeHo
BOCCTaHOB/EHWe cnacaresnbHoro obpasa.

6. B MOMeHT, Kora KAMeHTCKMiA npouecc bynet 3anyleH Ha BOCCTaHOBIEHHOM
X0CTe, 3afa4n Bo Bknagke «Oyepedpb 3a0a4y», CBA3aHHbIE C 9TUM K/TUEHTOM,
HAYHYT BbINONMHATLCS.

22



@ 'RuBackup

MoHUTOpPUHI Npouecca BOCCTaHOB/IEHUS
CUCTeMbl C MOMOLLLbIO cnacaTtesibHoOro
obpasa

MoHutopuHr yepe3 RuBackup key

Llna otcnexuBaHmsa npouecca BOCCTAHOBNEHUS C NMOMOLLbIO cnacaTefbHOro
obpasa 4epe3 uHtepgeiic RuBackup key otkpoiite xypHan B RuBackup key.

MoHuTtopuHr yepes RBM

Ina oTcnexuvBaHus npouecca co3naHns crnacaTenbHoro obpasa uvepes
nHTepgperic RBM BbinonHuTe cnegyrowme warm:

—

. AyteHTndomumpyitecb B RBM.

2. lMepengunte B pasgen «Oyepenb 3a0ay».

3. Hanmawnte 3agady no no BOCCTAHOBNEHNIO CUCTEMBI.
4

. OTcnexwmBainTte npoLecc BOCCTAHOBNEHNS.

23
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PewieHune npobnem

Cnncok BO3MOXHbIX NPoBieM 1 nx pelleHne npeactasneHbl B Tabnvue 1.

Tabnuua 1 — Cnncok BO3MOXHbIX MPOBNEM U UX PeLIEHNE

Ouwnbka B xypHane RuBackup key PeweHne

HeynayHbii 3anyck rb_archives.|YcTtaHOBUTb KNMEHTCKMIA MNaponb npwu
Moxanyicta, nposepbTe, YycTaHoBneH |nepsom 3anycke RBC nnu rb_archives
NN KNWEHTCKUIM Naponb

24
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