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BBepneHue

Cunctema pesepBHOro konvpoBaHuss RuBackup no3BonsieT BbINOMHATL
nonHoe pesepBHOe KonunposaHue aaHHbIx FreelPA sepcuin 4.7, 4.8, 4.9 B OC Linux.

MonHoe pe3epBHOE KOMMPOBAHWE — 3TO CO3AaHVNEe PEe3EPBHOM KOMUW BCEX
HOAHHbIX U3 MCXOOHOro Habopa, He3aBMCUMO OT TOTO, U3MEHSIUCL N OAHHbIE C
MOMEHTa BbIMOMIHEHNS NMOCNEOHEN MOMHOM Pe3ePBHON KOMMWN.

FreelPA aBnsetcs MHTErpMpoBaHHOW CUCTEMON MPOBEPKM MOASIMHHOCTM U
aBTopm3aumm B ceteBo cpepe Linux. FreelPA cepBep obecneunBaet
LEeHTPann3oBaHHyo NPOBEPKY MOASIMHHOCTW, aBTOPM3aLMIO N KOHTPOMb akKayHTOB
nonb3oBaTeNen, CoOXpaHsas CBeOeHMs O Monb3oBartene, rpynnax, yanax u opyrux
obbekTax, HeobxoOuMMbix [Onsi obecnevyeHnst ceTeBoit BHesonacHocT. ITo
KOMMNEKCHOE pelleHne no ynpaBneHuto 6e3onacHocTbio  Linux-cuctem, 389
Directory Server, MIT Kerberos, NTP, DNS n Dogtag. FreelPA nopnepxusaet
BEO-UHTEPAPENC N NHTEPCPENC KOMAHOHOW CTPOKW.

[na BbINONHEHMS pe3epBHOro KonvpoBaHWs OaHHbiX FreelPA Ha knueHTe
RuBackup nonxeH 6biTb yctaHoBneH moaynb RuBackup rb_module_freeipa.
Pabota aT0ro Mogyns Ha KnvMeHTe BO3MOXHA TONMbKO B TOM Clyyae, €ClM Ha HEM
yCTaHoBNeHbl Heobxoammble nakeTbl FreelPA, n aktmueHa cnyxba ipa.service.

PesepBHOe KONMpoBaHWe BbINOMHAETCS MO 3apaHee 3afaHHbIM npasunamM B
rnobanbHoM pacnvcaHunm RuBackup. TakXxe KAMeHTy [OCTYMHO CpPO4YHOe
pe3epBHOe KonuposaHue aaHHbIX FreelPA.

BocctaHoBneHne OaHHbIX M3 apxvMBa BO3MOXHO MO MHMAUMATUBE KIWEHTA.
Ins  BoCCTaHOBNEHUSI OaHHbIX MONb3oBaTeNb OOMXKEH BBECTU  Napofib,
NO3BONSAOWMIA BbINOMHUTL BOCCTAHOBNEHME. Pe3epBHOE KONMPOBaHUE MOXET BbiTb
BbINOMHEHO C MPUMEHEHNEM CXaTus Ha CTOPOHE KNIMEHTa Uy Ha CTOPOHE cepeepa
RuBackup. [llpu  HeobxoOMMOCTW,  BO3MOXHO  BbIMOMHUTL  3aWMTHOE
npeobpasoBaHne pPEe3epBHOM KOMWM BblOpPaHHLIM  anropuTtMOM (CM. pasgen
«3almTHOE NpeobpasoBaHne Pe3epBHbIX KOMUIA»).
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YcTtaHoBKa knmeHTa RuBackup

Ina BO3MOXHOCTM pesepBHOro konuvposaHus FreelPA npu nomowm
RuBackup Ha cepBep mnonxeH ObiTb yctaHoBneH knneHT RuBackup w
cooTBeTcTBytowme mMomynu. MNoapobHo mpouenypa yCTaHOBKM K/IMEHTA OnvcaHa B
«PykoBoaCTBe Mo yCTaHOBKE CEpBEPOB PE3EePBHOr0 KONMMPOBaHNS 1 Linux KNneHToB
RuBackup».

Knuent RuBackup npencraensier coboii (0OHOBOE CUCTEMHOE MPUSIOXEHME
(nemMoH wnu  cepsuc), obecneuymBaiollee B3aUMOLENCTBME C  CEPBEPHOIA
rpynnupoekorn RuBackup. [ns BbinonHeHusi pesepsBHOro konuposaHus FreelPA
knneHT RuBackup nonxeH paboTtaTtb OT UMeHM cyneprionb3oBatens (root ons Linux
1 Unix).
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NMonrotoBka xocrta FreelPA

[ng nogrotoBkum xocta C ycTaHoBNeHHbIM FreelPA ona  BbINONHEHUS
pe3epBHOr0 KOMMPOBaHMS WM BOCCTAHOBNEHUS OaHHbIX cpenctBamm RuBackup
HeobX0AMMO BbIMOMHUTL Cneayowmne NencTBus:

1. YcraHoButb Momynb RuBackup rb_module_freeipa. B 3aBucumoct ot
ucnonbdyemon B OC cuctembl ynpasneHWs naketamy cnemyet BbINOMHUTb
KoMaHay:

# sudo dpkg -1 rubackup-freeipa.deb
nnu:

# sudo rpm -i rubackup-freeipa.rpm
2. BbinonHuTb KOMaHay

# sudo apt install python3-yaml
3. Oumnctutb karanor /var/lib/ipa/backup.

MNMepen wucnonb3oBaHMeM Moaynsi HeobxoouMo ybeOuTbCsl, YTO KaTanor
/var/lib/ipa/backup nyct. Ecnn oo Toro, kak Momynb Obin yCTaHOBNEH, B 3TOM
KaTanore NpuCyTCTBYIOT Pe3epBHbIE KOMUN, PEKOMEHOYETCS NepeHecT NX B opyroe
MEeCTO BO u3bexaHne owmnbok.

4. oaroToBuTb goamn KOHdourypaumm mMoLoyns
/opt/rubackup/etc/rb_module_freeipa.conf. OT0T (haiin conepXxuT asa nons:

- password - none ong seofa napons agMuHuctparopa FreelPA;

- direct_restore - 3Ha4YeHWe 3TOrO MOMS yKasblBaeT, HYXHO NN MPOCTO
pacnakoBaTb PE3epPBHYID KOMWIO B OMPEedenéHHbl KaTanor (3Ha4yeHue no) Wnu
BbIMO/IHUTL BOCCTAHOBNEHME PE3EPBHOM KON (3HAYEHME yes).

#KoHurypaLmoHHbIn ¢oansn 3anonHAeTCs Nosib30BaTesieM BPpY4HYHO
#Naponb agmuHucTparopa FreelPA

password: '12345678"
#BoccTaHoBneHne B pecypc? [yes | no]

direct_restore: 'yes

Ecnn B doaiine koHgourypaumm moayns none password COAEPXMUT Naponb, a
none direct_restore Obl10 OCTABNEHO MNyCTbiM, TO MO yMoOn4YaHwio Oyner
npon3BefeHO BOCCTaHOB/IEHME MONMHOM Pe3epBHOM KOMUN.
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darn rb_module_freeipa.conf ncnonb3yercs T0MbKO NPy BOCCTAHOBNEHUN
pe3epBHON KOMuK, MO3TOMY MOCNEe BOCCTAHOBNEHUS [OaHHbIX pekoMeHOyeTcs
OCTaBNATb €ro NycTbiM BO N306eXaHne yTeukun napons.

BHumaHne! Ecnn KoHUrypaumoHHbid doann OTCYTCTBYET, TO
pe3epBHas Konus 6yaet pacnakoBaHa B 3a4aHHYI0 AUPEKTOPUIO.
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Pe3epBHOoe konupoBaHue FreelPA

Cunctema pesepsHOro konvposaHus RuBackup no3BonsieT BbIMNOMHATHL
NoNHOe pe3epBHOe konmpoBaHne cepeepa FreelPA nnbo pesepBHOE KOMMPOBaHME
TONbkO AaHHbix FreelPA. MoopobHo npouenypa HacTpOWKW onvcaHa B pasnene
«MeHenxep agmuHucTtparopa RuBackup (RBM)».

NMonHoe pe3epBHOe KonuposaHue cepBepa FreelPA

[MonHoe pes3epsBHOe konuvpoBaHue cepsepa FreelPA co3paét konumio Bcex
goamnos cepeepa FreelPA, a takxe paHHbix LDAP. FreelPA 3atparveaet coTHu
doalnoB M Kartanoros, a TakXe KOoHdourypauum u dpannbl XypHanoB, KOTOpble
OTHOCSTCS HEMOCPELACTBEHHO K IPA unm K pasnmyHbiM ero cnyxoam.

Mooynb  RuBackup rb_module_freeipa npoussoout pesepsHoOe
KOMMPOBaHMe Npwv nomoLmM yTunmuTbl ipa-backup.

Mpv BbINOMHEHUM MOMHOrO PE3EPBHOr0 KOMMPOBAHUS yTUAMTa ipa-backup
octaHaBnmBaeT Bce cnyxbbl FreelPA, uytobbl obecneuntb 6esonacHbiii xon
npouecca pe3epBHOro KOMMpoBaHusl.

Pe3epBHOe konupoBaHue nponssoaunTcs B karanor /var/1lib/ipa/backup/.

BoccTtaHoBneHne nonHOM pes3epBHOM Konuu K3 doaina npoucxXoguT rnpu
MOMOLUM YTUNNTBI ipa-restore, KOTOpas UMeET Cneayowmnin CUHTaKCuC:

# ipa-restore path_to_backup -U --password=password [ --data
[ --online ] ]
3HaveHne path to backup 3apaéT nyTb K painy pPe3epBHON KOMuu.
3HaveHne password cooepXuT naponb aaMmHucTpartopa xocrta. lNapametp --data
Nno3BONSET 3a4aTb BOCCTAHOBNEHME TOMbKO OaHHbIX U3 MOMIHOM PEe3epBHON KOMuu
cepsepa FreelPA. [lpn BoccTaHOBNEHUM TOMbKO [OaHHbIX MapaMeTp --online
MO3BONSIET BbIMNONIHNTL BOCCTAHOBNEHNE 6e3 ocTaHoBKM cnyx6b FreelPA.
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Pe3epBHOe konnpoBaHue ToNbKo AaHHbIX FreelPA

PesepsHas konus T1onbko aaHHbIX FreelPA co3paét konuio aaHHbix LDAP u
XypHana nU3MeHeHuin. OTOT TUM PEe3EePBHOr0 KOMUPOBaHNS TakXe NoanepXusaeTt
3anucb cogepxumoro LDAP, xpaHswerocs B LDIF.

Mooyne  RuBackup rb_module_freeipa npoussoout pesepsBHoe
KOMMpOoBaHMe Moynb NPOM3BOAUT MNPU NOMOLWM YTUANTBI ipa-backup. Bbi30B:

# ipa-backup --data [ --online ]
PesepBHas konunsi JaHHbIX MOXET BbINOMHATLCA Kak B PeXuMe oHnawH (6e3
octaHoBku cnyx6 FreelPA), Tak 1 B aBBTOHOMHOM peXMME.

PesepBHoe konnpoBaHue npons3soantcs B katanor /var/lib/ipa/backup/.

BocctaHoBneHEe pe3epBHON KOMWM HaHHbIX M3 dbaina NpovCXOauT Mnpu
MOMOLUM YTUIUTBI ipa-restore, KOTOpasi UMEET CrefAyoWnii CUHTaKCUC!

# ipa-restore path_to_backup -U --password=password [ --data
[ --online ] ]
3HayeHve path to backup 3apaét nytb K panny pesepBHON KOMuu.
3HadveHue password cofepXxuT naponb agMuHMcTpaTopa xocta. MNapametp - -data
MO3BONSET 3a4aTb BOCCTAHOBNEHNE TONMbKO OAHHbIX U3 MOMHOW PEe3epBHOM KOMMU
cepeepa FreelPA. lMpn BoccTaHOBNEHUM TOMBKO [OaHHbIX MapaMeTp --online
NO3BONSET BbINOMHUTL BOCCTAHOB/EHME 63 ocTaHOBKM cnyx6 FreelPA.
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MacTtep-knioy

B xome yctaHoBkm knuneHta RuBackup 6ymeTt cos3pgaH macTtep-kniod ans
3alWNTHOrO NPeobpasoBaHNS PE3EPBHbIX KOMWIA, a TakXe KIIYM ONst SNeKTPOHHOMN
noanncu, ecnn npeanonaraetcs NCnoJyib3o0BaTtb 3NEKTPOHHYO NOAMUCD.

BHumaHue! Mpu yTepe Knro4ya Bbl He CMOXETe BOCCTaHOBUTb AaHHble
M3 pe3epBHON KOMUU, ecnu OHa Obina npeobpasoBaHa C MOMOLLbIO
3aLLMTHbIX anropuTMOB.

BaxHo! Knioum pekKoMeHayeTCcsi nocsne co3paHus ckonupoBatb Ha
BHELUHUN HOCUTENb, a TaKXe pacneydyartaTtb 6yma)|(|-|y|o Kornuwo 1 y6paTb 3TN
KOMUN B HapEéXHOe MecCTo.

MacTep-knto4 pekoMeHgyeTcs pacrnedartatb Npy NOMOWmM yTunuTbl hexdump,
Tak Kak OH MOXET cofep>xaTb HeoTobpakaeMble Ha 3KpaHe CUMBOJbI:

$ hexdump /opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020
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3aluTHOe nNpeobpasoBaHue pe3epBHbIX

KONMun

Mpy HeobXxoaMMOoCTK, cpa3y MOCNe BbIMONHEHNS PE3EPBHOMO KOMMPOBAHUS
apxmBbl MOryT BbiTb Npeobpa3oBaHbl HA XOCTe KAMeHTa. Takum 06pa3oM, BaXHbIe
JaHHble OyayT HemocTynHbl Ons agMmuHuctpatopa RuBackup wnn ppyrux nuu,
KOTOpble MOrnn 6bl NONYYNTb OOCTYN K PE3EPBHOM KOMUM (HANpUMep, Ha BHELIHEM
XpaHUNULLE KapPTPUOXEH NEHTOYHON BMBNMoTeKM UM Ha Mowanke nposanoepa
0bnayHoro XxpaHunuiLa s Balmx Pe3epBHbIX KOMUIA).

3awmtHoe Npeobpa3oBaHme OCyLLEeCTBASIETCS Bxoaswer B coctas RuBackup
yTunuto rbcrypt. Knioy ans 3awmtHOro npeobpasoBaHWsi Pe3epBHbIX KOMWA
pacnonaraetca Ha XxocTe knveHTa B doanne /opt/rubackup/keys/master-key.
3awuntHoe npeobpa3oBaHne OaHHbIX MPW NMOMOWW rbcrypt BO3MOXHO C O/IMHOW
Kntoya 256 61T (no ymonyaHwuio), a Takxe 128, 512 nnm 1024 buta B 3aBUCUMOCTYU
OT BblIOpaHHOro anroputMa Npeobpas3oBaHus.

Ecnn nns npasuna rnobanbHOro pacnucaHmst HeobxoamMo BblbpaTb 0cobbll
PEeXVM 3aWUTHOro NPeobpas3oBaHUs C ANMHOW Kioya, OTANYHOW oT 256 61T, 1 C
KNOYOM, PacronoXeHHbIM B APYroM MECTE, TO Bbl MOXETE caenatb STO MPY NMOMOLLM
CKpWNTa, BbIMOMHSIOWEroCs MNOCNEe  BbIMOMHEHWSI PE3EPBHOMO0  KOMMPOBAHUS
(onpepensieTcs B npasBune  rnobasbHOro  pacnucaHus  aaMUMHUCTPATOPOM
RuBackup). lMpu atom Heobxoammo, 4TOObl MMs nNpeobpa3oBaHHOro doaina
OCTaNnoCb TakUM Xe, KaKk W paHee, MHadye 3adada 3aBeplmnTcs € OWMOKOWA.
Mposectn obpatHoe npeobpas3oBaHMe Takoro dpaina nocne BOCCTAHOBEHUS €ro
13 apxvBa CnemyeT BPYYHYKO Npv nomowwm ytunutbl rberypt. MNpy Takom pexume
paboTbl HET HEOOXOOMMOCTU yKa3biBaTb anropuTM MpPeobpal3oBaHWs B Mnpasune
PE3EepPBHOr0 KOMMPOBAaHUS, WHa4ye apxvB OyaeT NOBTOPHO npeobpas3oBaH C
MCMONb30BaHNEM MacTep-Ktoya.

Lns BbINOMHEHUS 3aWWUTHOrO npeobpas3oBaHMs OOCTYMHbI  anropUTMbI,
npeacTaBneHHble B Tabnuue 1.

Ta6bnuuya 1 — ANropuTMbl 3alLMTHOTO NPeobpa3oBaHus, AOCTYMNHbIE B YTUNUTE
rbcrypt.

Anroputm ,D.nMHg"KTmoqa, MpumeyaHue
Anubis 128, 256
Aria 128, 256

10
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AdnunHa knoua,

Anroputm 6uT MpumeyaHue
CAST6 128, 256
Camellia 128, 256
YKpanHCcKuin HaumoHanbHbln ctaHoapt ACTY
Kalyna 128, 256, 512 76242014
. Poccuiicknii HaumoHanbHbIi ctaHgapt FOCT
Kuznyechik 256 P 34.12.2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Kutaickmin HaumoHanbHbl cTaHaapT ans
SM4 128 6ecnpoBOaHbIX CeTel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256

11



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
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JlokanbHble IMCTbl OrPpaHN4YEeHUN

Mpwn pabote momynsa rb_module_freeipa nokanbHble CINCKK OrpaHNyYeHuiA
He NPUMEHSAIOTCA.

12
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MeHepXxep agMmuHuctpatopa RuBackup

(RBM)

OkoHHOe npunoxeHne «Meneoxep agmunHuctpatopa RuBackup» (RBM)
npefHasHavyeHo Aans obwero aaMUHUCTPUPOBAHMS CEPBEPHON  rPYNMMPOBKY
RuBackup, ynpaBneHWs KnMeHTamMu pe3epBHOIO KOMMPOBaHUS, rnobanbHbIM
pacnucaHnem pe3epBHOro KONMpoBaHUa 1 XpaHunuiLamMm pe3epBHbIX KOMWA.

RBM MoxeT ObiTb 3anyleHO aOMWHUCTPATOPOM Ha OCHOBHOM CepBepe
pesepBHOro konnposaHus RuBackup.

Lns 3anycka RBM cnenyet BbINOAHNTL KOMaHOY:

# ssh -X userarubackup_server
# [opt/rubackup/bin/rbm&
lNonb3oBarens, 3anyckawownii RBM, nonxeH BxoguTb B rpynny rubackup.
Ha Bknagke OO6GBEKTbl B NIEBOW 4aCTU MPEOCTaBNEH CMMCOK K/IMEHTOB
CVCTEMbI PE3EPBHOI0 KOMMPOBaHUS, B KOTOPOM yKa3aHo uMs, yHukanbHblii HWID n

onncaHve. KnueHTbl, KOTOpble B AaHHbIi MOMEHT HaxogsaTtcs B online, OyayT
OTMEeYeHbI 3eneHbIM UBeToM. KnueHTbl B cocTosiHum offline — kpacHbiM (pyucyHok 1).

13
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"'l
Ru a @
3apauun Mpaewna Mpaewna cTpaTerum Penozutopwii YnanéHHaa pennvkaumna MnaH BOCCTaHOBNEHUA

- T
; .

2 O6bekTh

Crpaterum ID  Wma rnoBansHoro pacnucaHna Ctatyc ID kaveHTa Wma knveHTa HWID Wma nynd

rbfd-stress-media02
[El FnobansHoe pacnucaHwe rbfd-stress-pgclient
B YnanéHHas penavkaums [@ rbfd-stress-primary Jdil

[d rbfd-stress-secondary

[2) Peno3uTopui
O4epenb 3anay

&= Cepeepbl RuBackup
[s] XKy pHanbi

& AAMWHNCTPUpOBaHWe

A  rubackup@rbfd-stress-primary

B  1HeasTOpH30BAHHLIX KNMEHTOB

PucyHok 1

Ina pe3epBHOro KOMMPOBAHUS HA XOCTE LOMXKEH OblTb YCTAHOBNEH KNNEHT
RuBackup 1 cootBeTcTBylOWMA  Modynb, obecnevvBalOWwmii  pe3epBHOe
KonupoBaHue. KnmeHT monxeH ObiTb aBTOpM30BaH aaMuHucTpaTopom RuBackup
(cMm. pasgen «KnuneHTtbl» MeHeoxepa agMuHucTpartopa RuBackup).

Ecnu knneHt RuBackup yctaHOBNEH, HO He aBTOPM30BaH, B HUXHEN YacTu
okHa RBM nosiBuTcst coobuieHne o ToM, YTO HaaeHbl HEaBTOPU30BAHHbIE KIIVEHTDI.
Bce HoBble KMEHTbI [LOMKHbI ObiTb @BTOPM30BaHbI B CUCTEME PEIEPBHOMO
kornmposaHus RuBackup.

Ona aBTopu3aumm HeaBTOpPU30BaHHOro knueHta B RBM  BbinonHuTe
cnenyowne oencTens:

1. HaxMute Ha Bknagky «AOMUHUCTPUPOBaHME» U BblbepUTe  MKOHKY
«KnueHTbl» (PUCYHOK 2).

14
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[El rnobansHoe pacnucaHue
YnanéHHas pennvkauua
(&) Penosutopui

E] O4epenb 3ana4

5 Cepeepbl RuBackup

[ XKypHane!

& ABMUHUCTPUPOBaAHUE

B  rubackup@rbfd-st primary

B 1 HeasTopusoBaHHbIX KNMeHTOB

& 'RuBackup

Monb3oBaTenun

8 MNone3osaTtenn

Cynepsaiizepbl

Q@

pynnel
noJib3oBaTenei

ConposoxgatoLne
e

ALMUHUCTPATOPSI

O6BeKThI

KnvenTsl

Ipynnbl KNMEHTOB

Mepnacepsepsb!

i o

XpaHunnuwa

MNynbl

@

@ Ipynnel nyaos

PucyHok 2

2. Ha BepxHel naHenu nepengnte Ha Bknanky «HeaBTOpu3oBaHHbIe K/TUEHTbI»

(pUcyHoK 3).
¢ Ru

& O6wextul

B Crpaterum

[ rno6ansHoe pacnucarve
[@ YaanénHas pennukauus
(3 PenozuTopuii

) Ouepeas 3apau

5 Cepeepsl RuBackup

KypHans!

& AAMUHUCTPUpOBaHMe

3. BblbepuTte HyXHOro

(pucyHoK 4).

RuBackup manager (a rb-primary) x

HeaBTOpU30BaHHbIE KIUEHTS!

& AsTopusosats @ Yaanuts ;]
D Yms Tun OC  OC AucTpusI0Top MAC 1Pva 1PV6 HWID Bepcs
rb-clientol 2 3 6e:3:86:02:68:00  10177.32.108  fe80:6cf3:86fffeda:6800  afBff269c771bd33  2023.02.2110:35

PucyHok 3
HeaBTOPWN30BaHHOIO KIWEHTa MU Haxmute ABTOpM3OBaTb
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Mocne
(pucyHoK 5):

" Ru

& Ob6bekTbl

(] CtpaTeruu

El FnobanbHoe pacnucaHue
YaanéHHasa penankauus
[2) Penozutopuit

E] O4epeab 3amay
Cepsepbl RuBackup

B
[ XKypHans!

& ADMUHMCTPUpPOBaHUe

& 'RuBackup

RuBackup manager (wa rb-primary)

Bonpoc

ABTOPU30BATH BLIGPAHHBIX KANEHTOB?

Orvena

PucyHok 4

aBTOPWU3aLUMN HOBbIA KNMEHT GyaeT BUAEH B rmaBHOM okHe RBM

8 i siressicient
- T
- T
- CEEETTD

[ rbfd-stress-secondary

3apaun Mpasuna cTpaTeruu  PenosuTopwit  YaanéHHas pennvkauus  MnaH BOCCTAHOBNEHUS

i

ID  Wms rnoBansHoro pacnucanusa Cratyc ID kiventa Wms knvenTa

Wmanyna  EmkocTs

PucyHok 5

[Mpn nomowm meHenoxepa aamuHucTpatopa RuBackup mMoXxHO cospatb B
rnobanbHOM pacnucaHnM OOHO WM HECKONbKO MpaBui PEe3ePBHOr0 KOMMPOBaHMS
naHHbIx FreelPA.

Lnsi 3T0ro HeO6X0AMMO BbINONHUTL CNeayoWwmne OeNCTBUS:

1. Haxonsce B pasnene «O6bekTbl», BoibepuTte Bknaaky «MpaBuna» n Haxmute
Ha WUKOHKY «+» (PUCYHOK 6).
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R 8
3apaumn MNpaewna Mpasuna cTpaternm PenosnTopuin YpanénHas pennukauma MnaH BOCCTaHOBNEHWUA

rbfd-stress-fsclient BB
stift Stress media01 ID  Wma rnobaneHoro pacnucaHna CraTyc D kaneHTa Mms kaveHTa Wmsinyna  EmkocTe
rbfd-stress-media02
rbfd-stress-pgclient
| YaanéHHas penaukauus [ rbfd-stress-primary il
[ rbfd-stress-secondary

) O6bekTh

>
>
[l CtpaTterum
»
»

[El MnobanbHoe pacnucaHue

[5) Peno3utopwnin

) Oyepenb 3apa4

= Cepeeptl RuBackup
[ XKypHansi

& ALMUHUCTpUpOBaHUE

&  rubackup@rbfd
& 1 HeasTopusos

PucyHok 6
2. Boibepute tvin pecypca «Free IPA» (pucyHok 7):

¢" Ru g 8 @

NobaewnTe Npasuno rnobankHoro pacnucaHna \/ NpuMeHnTL

MaHens MOHUTOPKWHIa

Mpasuna rnobankHOro pacnucaHus
O6beKTbl

Crpaternn NapameTpsl Npasuna

Hassanue npasuna

m @ ol

nobanbHoe pacnucaHve

7 KnneHT nodel0 (806aacefc80e3900) v

YpanéHHan pennukaumua

Tun pecypca Free IPA X W J-
& PenoauTopwuii

Pecypc * -
SR SRR Tun PK NonwHas ~
] Cepsepbl RuBackup

[ONoNHUTENBHLIE NapaMeTPsI NpaBmna

[=] XKypHane
~ EmMKrocTb xpaHunuwa Inf ré
(3 AAMWHWCTPUPOBaHKWe B

EMKOCTL XpaHWnuWa KnneHTa Inf re

MpuopuTteT 100

3awnTHoe npeobpasoeaHne nocrypt
CKpUNT NPY HOPMabHOM BLIMOAHEHWUN
CKPUNT NpM BBINGIHEHWW C OWNBKaMK

CKpWNT Npyu BOCCTRHOBNEHUK

aea - -
©

Lob6aeuTb NnpasmMno B wabnoH

5 rubackup@10.177.32.5 LWabnoH rnobansHOro pacnucaHus

PucyHok 7

3. Bblbpatb pecypc, anst Kotoporo 6yaeT BbiMONHATLCS NPaBUNO:

4.YcTaHOBUTE HACTPOWKM MpaBuna: HaseaHWe npaswuna, Nyn XpPaHeHWs OaHHbIX,
MakKcuMasbHbli 06 bEM Ons pe3epBHbIX Konuid npasuna (B 'B), TMn pe3epBHOro
KOMUPOBaHUS, pacnucaHue pe3epBHOro KOMMPOBaHUS, CPOK XPaHEHUs U
Heobsa3aTeNbHbIA  BPEMEHHOW MPOMEXYTOK MPOBEPKM  PE3EePBHOA KoMK
(pucyHoK 8).

17



& 'RuBackup

[E ro6anbHoe pacnucanme

YAanéHHas penmkauma
E Penosurol puit

Ouepesb 3aaa4

nnnnn

5 Cepsepsi RuBackup

aaaaaaaaa

04.04.2024 10:03 Muryra [ @) 0 +
04.04.2025 10:03 i Yac ‘) o *
:e ' u [ @) 1 + @
A [ @) XpanuTs pesepeHbIe Konuy B Tederme [ @)
PucyHok 8
5.HaxaB Ha WKOHKY «...» psiooM C BblbpaHHbIM TUnom pecypca «Free IPA»,

YCTAHOBWTE [OMOMHUTENbHbIE HACTPOKM NpaBmna Pe3EPBHOMO KONMMPOBAHMS.

YcTaHoBKa 3Ha4YeHMst true ONs HAcTpoilkym online_backup nobasnsieT B
KoMaHZy napametp --online, KOTOPbLIA MO3BONSET BbIMNONHUTL PE3EPBHOE
KOMMPOBAaHMe B pexxmme oHnawiH, 6e3 octaHoBkM cnyx6 FreelPA.

YcTaHoBKa 3HavyeHus true Onst HAcTponkm only_data_backup nobasnsieT B
KoOMaHgy napameTp --data, KOTOpbIA MO3BOMSET BbIMOMHUTL PE3epPBHOE
KOMMpoBaHue TONbKo AaHHbIx FreelPA.

BknioyeHne Hactporkyn online_backup aBTOMaTMyecku nogpasymeBaeT
ncnonb3oBaHne napametpa only_data_backup, U npu cpabaTbiBaHUM npaBuna
6yneT Npon3BeAeHO Pe3epPBHOE KONMPOBAHUE TONBbKO AAHHbLIX B PEXUME OHNaWiH.

6. [lns npasmna pe3epBHOro KOMUPOBaHMS TakXe MOXHO HAacTPOUTb YyBEAOMIEHUS
NPV HOPManbHOM €ro BbIMOMHEHUN UK NPY BO3HMKHOBEHMN OWMOKM B Npouecce
BbIMNOMIHEHMS, YBEOOMMIEHUS MNPW OKOHYaHUW Ccpoka [OencTBus npasuna,
yBEeOOM/IEHMS MPW OKOHYaHWW EMKOCTW B Myne, yBeLOMNEHUS Npu yoaneHuu
yCTapeBLNX Pe3epBHbIX KOMUA, BOSMOXHOCTb U NEPUOONYHOCTb MNepemelleHns
pe3epPBHbIX KOMWA B APYror Nyn AaHHbIX (PUCYHOK 9):
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Crparerun

[E ro6anbHoe pacnucanme

Knvent node10 (806aacefc80e3900)
YpanénHas penamkauma

Tun pecypca (Free P

=] *
gr
= o s
ErEEaEs Tun PK Monwas v -
[ Cepsepsi RuBackup -
&
HacTpoiikn Pacnucanmne
BKAIOYUTH MOCAE CO3, AaHusa [ @) Bbi6p: P ipae 001
Myn Default v Meproanseckmii 3anyck
Hasano ney puona neicTaus 04.04.2024 10:03 (@] MunyTa [ @) 0 +
OkokHanve nej prona aeiicTens 04.04.2025 10:03 (@] y [ @) 0 +
A u [ @) 1 =
- [@
Jens Hepen
MNposepka Cpx P
MposepKa pesepsHsIX K A [ @) XpauTs pe3epeHbIE KONV B Tevenie [ @)
1 Mecsues v 1 + N v
PucyHok 9

7. Haxwmunte Ha kHOMKy «MpuUMeHUTb» B NpPaBOM-BEPXHEM Yriy ONS 3aBepleHuns
HaCTPOVKN 1 co3aaHNs npasuna.

BHoBb co3aaHHoe npaeuno 6yaeT obnagaTtb CTaTycoM «wait», 3T0 03Ha4aeT
4TO OHO He ByneT nopoxaaTb 3a4ay Ha BbINOHEHNE PE3EPBHOMO KOMMPOBAHUS [0
TOM nopbl, Noka agmmHuctpaTop RuBackup He 3anyctuT ero n OHO U3MEHUT CBOM
ctatyc Ha «run». [lpun HeobxoommocTn paboTy npaBuna MOXHO Oynert
MPUOCTAHOBUTb WM 3anyCTUTb B OGO MOMEHT BPEMEHU MO XENaHWIO
agMyHUCTpatopa. Tak Xe agMUHUCTPATOPR MOXET MHMUMUPOBATb HeMenJIeHHOoe
cosfaHve 3adayv npu cratyce npasuna «wait».

MpaBuno rnobanbHOro pacnucaHns MMeeT CPOK XU3HKW, onpeaensieMblii npu
€ro co3faHum, a Tak Xe npeaycMaTpyuBaeT Creayowmne BO3MOXHOCTU:

1) BoinonHWTL  CKPUNT  Ha  KAMEHTE Mepen HayaloM  Pe3epBHOro
KOMMPOBaHMSI.

2) BbINONHUTL CKPUNT Ha KNMEHTE NOC/e YCMNELWHOro OKOHYaHNs pe3epBHOro
KOMMPOBaHWUSI.

3) BbiNnONHWTL  CKPUNT Ha KNMEHTE MOCNEe HeyoayHoro 3aBeplueHust
PE3EePBHOr0 KOMMPOBAHUS.

4) BbinonHnTb 3awwmTHOE NPeobpal3oBaHme PE3EPBHOM KOMMUM HA KITNEHTE.
5) MNepuoanyeckn BbINONHATL NPOBEPKY LIENOCTHOCTV PE3EPBHON KOMUM.

6) XpaHuTb pe3epBHble KONUN onpedenéxHbIn CPOK, a NOCNe ero OKOH4aHUs
yoansTb MX U3 XpaHWMWa Pe3epBHbIX KOMWA 1 U3 3anuceit penosmtopus, nmbo
MPOCTO yBEOOMNSATb MONMb30BaTENE CUCTEMbl PE3EPBHOrO KOMMPOBaHMS 06
OKOHYaHMKM CpoKa XpaHeHus.
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7) Yepe3 onpenenéHHbli CPOK Mocne COo34aHus pPe3epBHOM  KOMuM
aBTOMaTM4YeCK NepeMecTuTb €€ Ha ApYyron nyn XpaHeHUs PEe3epBHbIX KOMuiA,
HanpuUMep Ha KapTpUAX NEHTOYHON BrubnmoTeku.

8) YBeoomnatb nonb3oBartene CUCTEMbl PE3epBHOr0  KOMMPOBaHUS O
pesynbratax BbIMOMHEHUS TEX WAW WHbIX Ofepauuii, CBS3aHHbIX C MPaBUIOM
rnobanbHOro pacnmcaHus.

9) YcTaHOBUTL ~ OOMONHWUTENbHbIE  MapaMeTpbl  npasuna  PEe3epPBHOMO
KonupoBaHus (HacTpokn only_data_backup u online_backup ans pecypca
FreelPA)

Mpn cospaHum 3apadn RuBackup oHa nosiBngeTcs B rmaBHOM O4epenm
3apay. Otcnexmeartb UCNOMHEHNE NPaBU MOXET Kak afMUHUCTPATOP, C MOMOLLbIO
RBM, Tak knneHT npu nomowm RBC.

Mocne ycnewHoro 3aBepLieHnsi pe3epBHOro KONMPoBaHMS pe3epBHas Konms
byneT pasMelleHa B XpaHUMLLE Pe3epBHbIX KOMWiA, a MHdopMauus o Heli byaeT
pa3mMelleHa B penosutopun RuBackup.
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Hactponku npasun rnob6anbHoro

pacnucaHusa RuBackup

Llnsi BbINONHEHNS Pe3ePBHOro KonupoeaHus pecypcos FreelPA Heobxoammo
npu nomowmn MeHeoxepa aamuHuctpatopa RuBackup cosparb npasuno B
rnobanbHOM pacnucaHum, B KOTOPOM ykasaTb COOTBETCTBYHOWMIA TUN pecypca. MNpu
co3faHun npaevna B rnobanbHOM pacnucaHun agmmHuctpatop RuBackup 6ynet
BUIETb CMNCOK BCcex pecypcoB FreelPA Ha knneHTe n MOXET BblbpaTb TpebyeMbiii
(ons atoro HeobxoauMo, 4TOObl Ha KNIMeHTe paboTtan KAMEHTCKWA (OOHOBBLIV
npouecc).

Mpn cospmaHum npasuna pPe3epBHOrO KOMWPOBAHWMS MOXHO OMpemenvTb
cnegylowme napameTpbl:

— TN pe3epBHOro konnposaHus (full);
— paspeleHHbli MakCcUManbHbIi 06beM [Ons BCEX PE3EPBHbIX KOMWIA
npasuna;

— HeobxoOMMOCTb 3aWMUTHOro NPeobpa3oBaHNs PE3EPBHON KOMUW TEM UK
MHbIM anroputMoM. NpeobpasosaHue ByaeT BbINONHATLCS HA CTOPOHE KINEHTA;

— BKJ/IOYEHWE 1 Neproa aBTOMATNYECKO NPOBEPKM PE3EPBHON KOMNWMK;
— CPOK XpaHeHWsi pe3epBHbIX KOMWA CO30aBaeMoro Npaenna;
— MyN XpaHeHus, B KOTOPOM By yT pasMeLLeHbl PE3EPBHbIE KOMUK;

— HeobX0OMMOCTb aBTOMATUYECKOrO YyHaneHusi Pe3epBHOA KOmuW, CPOK
XPaHEeHUs KOTOPOWA UCTEK;

— nepeMelieHne pesepBHOA Konuu B OPYroi nyn, nNpu OOCTUXEHWUM
onpenenéHHoro cpoka c MoMeHTa eé co3naHus;

— BO3MOXHOCTb ONn4 KNUeHTa yaandatb pe3epBHbl€ KoM N3 PENO3NTOPUS;

— HacTpomkn cuctembl yeepomnenmss RuBackup nona cospaBaemoro
npasuna;

21



& 'RuBackup

YBELOMNEHNS MOTYT NPONCXOANTb B CNEAYIOWMX CNyYasX:

npasuna;

HopManbHOe UCMoNIHeHVe NpoLeaypbl PE3epPBHOro KONMpPOoBaHNS;
NCMNOJSHEHVE NpoLeaypbl PE3EPBHOr0 KOMUPOBaHUS C OlWMbKaMmu;
npoBepKa pe3epBHO Konuu,

OKOHYaHWe nepuoaa AeNCTBUS CO30aBaeMoro npasuna;

OKOHYaHWEe BblOENeHHOro o6béMa AN XpaHEHUS PE3EPBHbIX KOMWiA

OKOHYaHVe CpoKa XpaHeHWsl Pe3epPBHOM KOMWM.

OononHnTenbHble HaCTp0I7IKI/I npasuna nons BbINOMHEHUNA PE3EepPBHOro

KonmposaHus pecypcos FreelPA.
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MeHenxep knueHta RuBackup (RBC)

MpyHUMN  B3aUMOLEWCTBUSA  KIMEHTCKOrO  MeHeoxepa C  CUCTEMOW
PEe3epPBHOro KOMMPOBAHNS COCTOUT B TOM, YTO MOMb30BaTENb MOXET CCPOpMMPOBaTL
TY WX NHYIO KOMaHay (Xenaemoe OeVCTBME) U OTNPaBUTb Ero CEPBEPY PEIEPBHOIO
konuposaHusa RuBackup. B3anmonencTemne nonb3oBartens ¢ CEPBEPOM Pe3epBHOIro
KONMPOBaHUSA MNPOU3BOAMTCS 4Yepes3 KmeHTa (CPOHOBbIA MPOLECC) pe3epBHOro
KONMpoBaHUs. KNWEHTCKMIA MeHenXep OTnpaBnseTr KomaHgy nonb3oBaTens
KNWEHTY, KNWeHT oTtnpasnsetr eé cepsepy. B Tom cnydae, ecnu pewncreve
nonyctmo, To cepBep RuBackup otoact obpaTHyto KoMaHmy KAMEHTY W/Wnum
nepeHanpaBuT eé Menmacepsepy RuBackup ons nanbHeiwei obpabotku. 310
03Ha4aeT, YTO K/IMEHTCKNIA MeHenXep 0OblHHO HE OXMIOAET 3aBEPLIEHMS TOr0 UK
MHOrO OENCTBMSA, HO OXMOaeT OTBeTa OT KAMEHTa, 4TO 3adaHue NPUHATO. ITO
NO3BONSET MHULMMPOBATL NapannefibHble 3anpochl KMNEHTA K CepBEPY PE3EPBHOIO
KONMpoBaHUsl, HO TpebyeT OT MONb30BaTeNst CaMOCTOSITENbHO KOHTPONMPOBATb
4yToObl He ObIN0 «BCTPEYHbIX» OMnepauui, koraa MNPOUCXOOMT BOCCTaHOB/IEHME
JaHHbIX, 1 B 3TOT XE& MOMEHT 3TV Xe OaHHble TpebyloTca Ons co3haHusi HOBOM
pe3epBHOM Konuu. locne Toro, Kak Bbl OTAANN Ty WM UHYIO KOMaHZy npy NOMOLLM
KNIMEHTCKOro MeHeXepa, Bbl MOXETE MPOCTO 3aKPbiTb MPUNOXEHNE, BCE OENCTBUS
6ynyT BbINOSHEHBI CUCTEMOI PE3EPBHOIO KOMMPOBAHMS (0QHAKO CTOMT A0XOATbCS
COOBLEHNS YTO 3adaHNe MPUHSATO K UCMONHEHWMIO U MPOKOHTPONMPOBATb 3TO BO
BKNagke «3anaym»).

padouyeckuin - UHTEPPENC  KIMEHTCKOrO  MeHenxepa noanepXxusaet
PYCCKWUIA N aHIINACKNIA A3bIKW.

Insa 3anycka RBC cnenyet BbINOMHUTL KOMaHy:

# ssh -X user@freeipa_host
# [opt/rubackup/bin/rbc&

MNonb3osatenb, 3anyckaowmii RBC, nonxeH BxoauTtb B rpynny rubackup.

Mpv NepBOM 3anycke KIMEHTCKOro MeHeaxepa HeobxoaMMo 3a4aTb Naporib,
NPy NOMOLWM KOTOPOro BMOCNEACTBMU MOXHO OyOeT 3anpocuTb BOCCTAHOBEHMWE
pesepsHOM Konuun. bes BBooa napons nony4ntb pe3epBHYIO KOMUIO 415 KIMeHTa 13
XpaHunmiwa HeBO3MOXHO. X3l Napons BOCCTAHOBNEHNS XpaHUTCS B 6a3e AaHHbIX
RuBackup cepsepa. MNpy HEOBXOAMMOCTN MOXHO WU3MEHUTb Naponb MNPV NOMOLLM
KIMEHTCKOro MeHeoxepa (MeHio «<KoHdpurypauus» — «MI3MeHUTb Napornb»).

Ha rnaBHOIA  CcTpaHMUE  K/IMEHTCKOTO  MeHeaXepa  [PacrofioXeHbl
nepeknoYatoWmecss BKNaoku, NO3BONSOWME YNPaBnsiTb PEe3ePBHbIMU  KOMMUSIMU,
pacnicaHMeM pPe3epBHOro KOMMPOBaHMS W MpocMaTpuBaTth Tekylye 3anadu
KNMeHTa.
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Bknapka «Pe3epBHble konuun»

B tabnuue Bknagkm «Pe3epBHble konumu» comepXutcs mHdopmaums 060
BCEX PEe3epBHbIX KOMUAX KNEHTa, KOTopble XpaHAaTcs B penosuTtopun RuBackup
(pucyHok 10). OudbdpepeHumanbHbie pe3epBHble KOMUU CCbINaKTCSA Ha MOMHbIE
pe3epBHble KOMUWN, NHKPEMEHTalIbHble Pe3epPBHbIE KOMUW CCbINAKTCS Ha MOJHbIE
pe3epBHble KOMUW WM Npedblaylwe WHKPEMEHTalNbHble, TakK YTO Mpu
HEOOX0AMMOCTN BOCCTAHOBUTb AAHHbIE MOXHO OLHON KOMaHOON WHULMUPOBATb
BOCCTaHOB/EHME BCE LIeNOYKN Pe3epBHbIX KOMUIA.

*r RuBackup meHegpkep knuenTa

Kondurypauwa Bug Jeifctens  MHdopmauma

Pe3epeHble Konvi | TnoBanbHoe pacnvcaHve  3agayn  JlokankbHoe pacnvcaHive  OrpaHnyeHins
Id = TaskID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size Created Creation duration
11 1 Free IPA FreelPA 464 full Default | 2478080 179 2020-11-11 18:47:32+03 | 00:00:07.18
22 2 FreeIPA FreelPA 464 full Default | 2478080 179 2020-11-11 18:49:00+03 | 00:00:06.72
33 18 Free IPA FreelPA 464 full Default | 6451200 179 2020-11-16 16:26:53+03 | 00:00:36.07

44 20 FreeIPA FreelPA46.4  full Default | 6471680 179 2020-11-16 16:30:27+03 | 00:00:35.43

PucyHok 10

Bo Bknapke «PesepBHble konuu» Monb3oBaTeNto LOOCTYMHbI cnenytowme
OencTBus:

Ynanutb BbIOpaHHYIO pe3epBHYIO0 KOMMUIO.

9710 peiictBME BO3MOXHO B TOM Cny4ae, ecnu B npasune rnobanbHoro
pacnicaHusi ecTb  COOTBETCTBylOWee paspeleHve. Kpome Toro, npwu
HEoOX0OMMOCTU BbINOMHWUTL yHaneHne pPe3epBHOM Konun notpebyetcs Bectu
naposb KMeHTa.

BoccTtaHOBUTH LLEeMOYKY pe3epBHbIX KOMUMA.

970 peiicTBME 3aryckaeT MPOLECC BOCCTAHOBMEHUS! LIEMOYKM Pe3epBHbIX
KOMUiA Ha CUCTEME KMEHTA.

KnueHTckuin MeHepoXxep He OXuOaeT OKOHYaHUS BOCCTaHOBNEHUS BCEX
pe3epBHbIX KOMWI, Mnonb3oBartenb [HOOMXKEH MPOKOHTPONMpOoBarb BO BKNagke
«3adayv» 4YTO BCE CO34aHHble 334a4M Ha BOCCTAHOBMEHME OaHHbIX 3aBEPLUNINCH
ycrnewHo (ctatyc 3agady «Done»). Ing ycnewHoro BbINOMHEHUS 3TOro AerCTBUA
TpebyeTcs  HanMumMe  OOCTAaTOMHOrO  CBOOOOHOrO  Mecta B Karanore,
npenHasHa4YeHHOM A7 CO3[aHUS U BPEMEHHOMO XPaHEHWs pPe3epBHbIX KOMuii
(cm.onumio use-local-backup-directory).

MpoBeputb pe3epBHYIO KOMNUIO.

OT0 OencTBMe MHULMMPYET co3haHne 3ada4m NPOBEPKU Pe3epPBHOA KOMUU.
Ecnn pesepBHas konus Obina noanucaHa UMGOPOBOM noanucbto, To Oynet
NPOBEPEH pa3mep painos pe3epBHOM KON 1 cama pe3epBHas Konus.

24



& 'RuBackup

Bknapka «FnobanbHoe pacnucaHue»

B tabnuue Bknagku «mobanbHoe pacnvcaHne» CoOepXUTCs UHGopMaLms
0060 Bcex npaewnax B rnobanbHoMm pacnucaHum RuBackup ons atoro knveHTta
(pucyHok 11).

RuBackup MeHeaXep KJHEHTa
Kondwmrypauws Bug [Jeacteus  WHdiopmauyus

Pe3epaHbie konuu | [NofanswHoe pacnicakme | 3apaun | JloKansHOE pacnucaHne | OrpaHuueHns

Storage
capacity, GB

Day of
month

Day of Validity validity Resource

1d Rule name week start period end period type

Min Hour Month Resol
1(41 1st 10 = ® = = = 2019-11-05 15:23:00+03 2020-11-05 15:23:00+03 File system fheme/andr]
2[42 2nd 10 * * * * * 2019-11-09 19:57:00+03  2020-11-09 19:57:00+03 File system fhome/andr|

343 diff 10 0 o 1 January  Monday 2019-11-12 15:29:00+03 2020-11-12 15:29:00+03 File system Jhome/andr]

PucyHok 11

Bo Bknagke «[nobanbHoe pacnvcaHve» MNOMb30BaTentd  AOCTYMHbI
cnenyowune 0encTBuns:

3anpocutb HOBOE NpaBuIo.

310 ,D,eVICTBVIe Bbl3blBAET Onasior noaroToBKk HOBOro npaswuia B rnobanbHOM
pacnucaHum RuBackup onsi gaHHoro knuenta. 3anpoc Ha nobaeneHvie npasuna
TpebyeT opobpeHust aoMmmHuctpaTtopa RuBackup, onobpeHre MoxXeT bbiTb caenaHo
B OKOHHOM MeHexepe agMmuHucTpartopa RuBackup.

3anpocuTb yaanuTb NPaBuIO U3 rMo6anbHOro pacnucaHus.

910 pevictBue doopMmupyeT 3anpoc K aamuHuctpatopy RuBackup 06
yoaneHun BbIOPaHHOro Mofb30BaTeNeM MpaBuna M3 rnobanbHOro pacnmcaHus
RuBackup. 3anpoc Ha ynaneHue npaeuna TpebyeT onobpeHnst agMmMHUCTpaTopa
RuBackup, opobpeHne wMoxeT ObiTb COENaHO B OKOHHOM  MeHedxepe
agmuHucTparopa RuBackup.

Bknapka «3apaun»

B Tabnuue Bknankm «3apayn» cooepXntcsa nHdopmaums obo Bcex 3agadax
B rnaBHOM o4yepeamn 3anaHunii RuBackup ons atoro knveHTa (pucyHok 12).

B 3aBucmmocTn oT HacTpoek pesepsHOro cepsepa RuBackup BbINOMHEHHbIE
3ajayn 1 3amayv, 3aBepLMBLLMECS HEyOaYHO, Yepe3 Kakoe-TO BPeMs MOryT ObiTb
aBTOMaTU4YeCKW yaaneHbl U3 rnaBHoM odepeamn 3anad. ViHgopmaums o BbinonHEHUN
3afaHnn oukcupyeTcs B crieumanbHOM XypHane 3agad cepsepa RuBackup, npu
HeobXxoOMMOoCTK cTaTyc noboii 3adayn, gaxe yaoanéHHoW M3 odepenn, MOXHO
yTO4HUTL Yy agmuHuctpaTopa RuBackup. Tak e wuHopmaumsi 0 BbINONHEHUN
3agay K/vMeHTa 3aHOCUTCS B JIOKaNbHbIA XypHalbHbIA hanin Ha knveHte. B
KIMEHTCKOM MEeHeIXepe MOXHO OTKPbITb OKHO OTCNEXMBaHUS XYPHaNbHOro
doanina (MeHio «UHpopmaums» — «KypHanbHbin chann»).

25



& 'RuBackup

*s°  RuBackup MeHegKep KNMeHTa

KoHudurypauma Bwa  Jefictensa  MHbopmauma

Pe3epBHele KON TNobankHoe pacnucaHve 3agaun JNokansHoe pacnvcadne  OrpaHuyeHns

Id Type Resource type Resource Backup type Rule ID Strategy ID Repository ID Pool Status Created
1 18 Backup global |Free IPA FreelPA4.6.4  full 2 3 Default |Done 2020-11-16 16:26:16+03
2 20 Backup global |Free IPA FreelPA4.6.4  full 2 4 Default |Done 2020-11-16 16:29:50+03

322 Restore Free IPA FreelPA 4,64 |full 4 Default |Done 2020-11-16 16:56:02+03

PucyHok 12
Bknapka «JlokanbHoe pacnucaHue»

Bo Bknagke «JlokanbHoe pacnucaHve» MOXHO OnpefennTb npasuna,
3aaBaeMble K/IMEHTOM A7 TeX WU WHbIX NOKaNbHbIX pecypcos. [ns paboTbl
NOKaNbHOr0  pacnuMcaHusi 3Ta  BO3MOXHOCTb  OO/MKHA  OblTb  BK/OYEHA
agMmuHuctpartopom RuBackup ons knueHra.

Bknapka «OrpaHuyeHus»

Bo Bknagke «OrpaHuyeHnsi» MoryT BbiTb onpeneneHbl nokanbHble pecypchl,
PE3EpPBHOE KOMUPOBAHME KOTOPbIX HexenatenbHo. [ns paboTbl NOKanbHbIX
OrpPaHUYeHUn 3Ta BO3MOXHOCTb OOMXKHA OblTb BK/KOYEHA AOMUHUCTPATOPOM
RuBackup ons knuenra.
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YTUNuTbl KOMaHOHOM CTPOKMU KJIMEeHTa

RuBackup

na ynpaeneHns RuBackup €O CTOpPOHbI KnneHTa, MOMUMO KIMEHTCKOro
OKOHHOro MeHexepa, MOXHO BOCMO/b30BaTbCH YTUIMTAMU KOMaHOHOW CTPOKMU:

rb_archive

YTunuta npefHasHauyeHa ans npocMoTpa Cnmcka pe3epBHbIX KOMWIA KNMEHTa
B CUCTEME PE3EPBHOrO KOMUPOBAHWSA, CO30aHMS CPOYHbIX PE3EPBHbLIX KOMUIA, MUX
yAaneHus, NPOBEPKN 1 BOCCTAHOBNEHMS. HuXe npeacTaBneH NpuMep BbIMOMHEHNS
KOMaHApl..

# rb_archives

Id | Ref ID | Resource | Resource type | Backup type |
Created | Crypto | Signed | Status
R R T T s
R T R R dommmm o dommmm o
1 | | FreeIPA 4.6.4 | Free IPA | full | 2020-
11-30 12:02:00 | threefish | True | Trusted
2 | | FreeIPA 4.6.4 | Free IPA | full | 2020-
12-01 15:02:08 | threefish | True | Trusted
3 | FreeIPA 4.6.4 | Free IPA | full | 2020-
12-02 10:00:11 | threefish | True | Trusted
4 | | FreeIPA 4.6.4 | Free IPA | full | 2020-
12-02 11:02:14 | threefish | True | Trusted

rb_schedule

Ytunuta npenHasHa4dYeHa Ansa rnpocMoTpa UMEKLWKMXCA npaBun KineHta B
rnobanbHOM pacrnncaHnn pe3epBHOro KonmpoBaHUA. Hunxe npegcrasneH npuMep
BbIMOJIHEHNSA KOMaHObI.

#rb_schedule

Id | Name | Resource type | Resource | Backup type |
Status
Bt e R TR R TR e
e
1 | Astra freeipa | Free IPA | FreeIPA 4.6.4 | full
wait

rb_tasks
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YTunuta npepHasHadeHa AOns NpocMoTpa 3afdady  KAWeHTa, KOoTopble
MPUCYTCTBYIOT B [NABHOW ouvepean 3adad CUCTEMbl PE3EPBHOrO KOMMPOBAHUS.
Huxe npencraeneH npuMep BbINONHEHWS KOMaHbI.

#rb_tasks

Id | Task type | Resource | Backup type | Status |
Created

e R T R LR dommmm -

e e e mmmema

1 | Backup global | FreeIPA 4.6.4 | full | Done | 2020-
12-02 12:01:16+03

2 | Backup global | FreeIPA 4.6.4 | full | Done | 2020-
12-02 13:01:53+03

3 | Backup global | FreeIPA 4.6.4 | full | Done | 2020-
12-02 14:05:26+03

4 | Restore | FreeIPA 4.6.4 | full | Error | 2020-

12-02 15:06:45+03

O3HaKoOMUTLCS C CPYHKLMSMU YTUAUT KOMaHOHON CTPOKM MOXHO NP MOMOLLM
KOMaHZbl man nnu B pyKOBOACTBE «YTUNUTbI KoMaHaHow cTpokn RuBackup».
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