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BBepneHue

Cuctema pesepBHoro konuposaHus RuBackup no3sonsier BbINOMHATb
pe3epBHOE KOMMPOBaHWME W BOCCTAHOBMIEHWE BUPTyalbHbIX MawwWH cpenbl
Buptyanusaumm  VMmanager Bepcun  2024.06.1.  [IoCTynHO  MOnHoe,
WHKpPEMEHTanbHoe W anpdepeHumnanbHoe pPEe3epBHOE KOonupoBaHMe. Tak xe
BO3MOXHO BbIMOMHATbL Pe3epPBHOE KONMPOBaHME C UCMONb30BaHNEM OeynnnKaumm
N XpaHUTb pe3epBHble KoMK B AedyniuumMpoBaHHOM XpaHUmLLE.

PesepsHoe konuvpoBaHue BUpTyanbHbiX MawuvH VMmanager BbINONHSAETCS
6e3areHTHbIM CnocoboM. OTO 03HaYaeT, YTO B CaMmy BMPTyaNnbHyl) MalWWHy He
ycTaHaBnueaetcs areHT RuBackup (ooHako Tpebyetcsi ycTtaHOBKa rOCTEBbIX
paclMpeHniA onepaumoHHON CUCTEMbI, HanpuMep gemu-guest-agent); pesepsHoe
KOMMPOBaHWe BUPTyanbHOW MalMHbI BbINOMHAETCA LENUKOM, AN BCEX AUCKOB
BUPTYyasnibHOM MallKHbI (CM. NPUMeYaHne); B Xo4e pe3epBHOro KOnnpoBaHms BO BCEX
cnyyasx W3 pe3epBHOW konmuu ypansiotcs  aybnupytowme 6nokm  (Bcerna
BbINOMHAETCA NoKasbHas geaynnmkaums).

B Cnyydae nepena4um pe3epBHO|7| Konmn B XpaHunuuwe nenyrmunpoBaHHbIX
pe3epBHbIX Konuin Bcerga npouncxoanT nepenada ToJ/ibKO Te€X YHUKalbHbIX 6nokoB
(,EU'ISI TOro xe tmna NCTo4YHUKa ﬂ,aHHbIX), KOTOpPbIX ewe HET B XpaHnnuue.

MNopaepxvBaeMble XpaHUnmLLa AUCKOB BUPTYasbHbIX MALLWH:
- pannosoe xpaHunmwe (DIR);

- LVM-xpaHunuue;

- ceteBoe LVM-xpaHunuue.

[na BbINONHEHUS Pe3epBHOr0 KOMMPOBAHUS BUPTYaNbHbIX MaWWH Cpenbl
BupTyann3aumn VMmanager HeobxoOMMO YCTaHOBUTb  KMEHT  PE3EPBHOrO
kornmposaHus RuBackup no ogHom n3 cnenyowmx Cxem:

- Ha OJMH 13 rMnNepBU30pPOB;

- Ha HEecKoNbkO TMMEpPBM30POB B TOM Clyyae, €cnm 310 0ByCnoBneHo
HEOOXOOMMOCTbIO  OMHAMUYECKN pacrnpedensTb Harpysky B Xxode
PEe3epPBHOr0 KOMMPOBaHMSA MK 06ecneynTb BO3MOXHOCTb BblIBOAA TOrO
WA UHOTO FrMNepBun3opa 13 akcnnyataumnm 6e3 naMeHeHuiA B pacnmcaHnm
PEe3EepPBHOr0 KOMMPOBAHWS; B OAHHOW CXeme HeobXOAMMO BK/IOYUTb 3TK
rMNepBM30pbl B KNACTEPHYK Trpymny KAMEHTOB CUCTEMbl PE3EPBHOrO
KOMMPOBaHWSI.

Mpn nioboi cxeme yctaHoBkM knneHT RuBackup uMeeT BO3MOXHOCTb
BbIMONHATL PE3EPBHOE KONMUPOBAHME U BOCCTAHOBNEHME BCEX BUPTYallbHbIX MALUVH
cpelnbl BUpTyannaaummn, BHE 3aBUCMMOCTI OT TOFO Ha KakoM M3 y3/10B B HACTOAWMNIA
MOMEHT OYHKLMOHMPYET BUPTYanbHas MalmHa.
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Mpy BLINONHEHUN PE3EPBHOrO KOMMPOBAHUS MPUMEHSETCS TEXHONOTUS
CO3[aHNS1 MOMEHTANIbHbIX CHUMKOB JaHHbIX OJ15 AUCKOB BUPTYaNibHOW MaluWHbI, Y4TO
MO3BONSIET HE OCTaHaBnMBaTb W He «MoAMOpaxuBatb» paboTy Ha Bpems
PE3EePBHOr0 KOMMPOBAHUS.

Mepen co3paHMeM CHMMKa 1 cpasy nocne ero co3ganns RuBackup Moxet
BbIMOMHUTD CKPWUNT BHYTPW BMPTyanbHOW MaluWHbl Ons TOro, 4Tobbl MMETb
BO3MOXHOCTb MPMWBECTU AAHHbIE MPWIOXEHUA BHYTPU BUPTYanbHOW MalWHbI B
KOHCWUCTEHTHOE COCTOSIHME.

Takxe BHYTPM BMPTyanbHOM MawWWHbl MOXET OblTb CO3OaH CKPWUMT,
pacnonarawoowuinca B dpanne /opt/rubackup/scripts/isp_vmmanager.sh. B Tom
crnyyae, ecnv BHyTPY BMPTyanbHON MallMHbl CyWEeCTBYET Takol doaiin ¢ atpmbytamm
Ha MCMONHEHNe, TO Nepen Co34aHNEM MOMEHTAIbHOrO CHMMKA OH ByAeT BbIMOHEH
c aprymeHToM before, a cpasdy nocne co3gaHusl MOMEHTaNbHOrO CHUMKA OH Bynet
BbINOJIHEH C apryMeHToM after.
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YcTtaHoBKa knmeHTa RuBackup

Jng BO3MOXHOCTU PEe3epBHOr0 KOMUPOBAHWS BUPTYasbHbIX MaWWH Cpefdbl
BupTyann3aumm VMmanager Heobxooumo yctaHoButb knneHT RuBackup Ha
BbIOpaHHbI rMNEPBU30P (TMNEPBU30PLI), cloga Xe HeobxoauMo YCTaHOBUTb
momoynb rb_module_isp_vmmanager w©n3 naketa rubackup-isp-vmmanager-
<version>.el8.x86_64.rpom (Cm. guctpubytms gna OC CentOS 8). Moaynb
pabotaet ¢ noboii Bepcuein VMmanager.

MoopobHO npouenypa YCTAaHOBKM KAMEHTA OnucaHa B OOKYMEHTe
«PyKkoBOACTBO NO yCTaHOBKE CEPBEPOB PE3EPBHOI0 KONMPOBAaHMA 1 Linux KNMeHTOB
RuBackup».

Mpn ycTaHOBKE K/MEHTA PEKOMEHIYyeTCsl MCMonb3oBaTb — (PYHKLMIO
LIEHTPaNM30BaHHOrO BOCCTAHOB/IEHNS B TEX Chyvasix, Korga npennonaraercs
BOCCTaHOB/IEHWNE BMPTYanbHO MalvHbl M3 cpencTtea ynpasneHust RBM.

B xome wuHcTannsumm naketa B cucTeme OydeT co3paH doaiin HacTpoek
0oCcTyna  cucTeMbl  pesepBHoro  konmposanns K APl VMmanager
/opt/rubackup/etc/rb_module_isp_vmmanager.conf.

Copnepxxmmoe KoHdMrypaumoHHoro dpaina:

# Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter

# URL to REST API of platform

url https://127.0.0.1

# Credentials for getting token

# for communication with platform
email admin@example.com
password 123456

# The maximum time that allow the module message transfer to take
timeout 5

enable_ssl no

# Uncomment and provide path to certificate if you would like

# to use SSL. 'enable_ssl' option should be set to 'yes' as well

# ca_info /path/to/certificate
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MNapameTpbl KOHPUrypaLUnoHHoro amna:

url — appec nnatgoopmbl BUpTyanusaumm VMmanager.

email — y4yeTHas 3anucb MNonb3oBaTtens OT NNaTgOPMbl BUPTyanM3aumm
VMmanager.
password — nmaponb Monb3oBaTens OT nnatgopMbl BUPTyannsaumm
VMmanager.

timeout — TanmMayT Mexay 3anpocamu.

enable_ssl — napameTp, ykasblBalOWWA, cnegyet M  UCMOMb30BaTb
SSL-ceptndounkar. [JocTynHble 3Ha4eHus: yes u no. Ecnmn ykaszaHo 3HaveHne
yes, T0 Heobx0AMMO PacKOMMEHTMPOBATb NapameTp ca_info n ykasatb nyTb
no SSL-cepTudhmkara, ecnm ykasaHo 3HayeHMe NO - 3aKOMMEHTUPOBATb
CTPOKY C napameTpom ca_info.

ca_info — nyTb oo cepTtudpmkara ssl.

Mpw crapte KnneHTa RuBackup B XYpHanbHOM goanne

/opt/rubackup/log/RuBackup.log Ha knneHTe NosBMTCS cneayowas 3anvchb:

Tue
Tue
Tue
Tue
Tue

Feb 21
Feb 21
Feb 21
Feb 21
Feb 21

:57 2023:
157 2023:
157 2023:
:57 2023:
157 2023: ...

Try to check module: 'ISP vmmanager' ...

Execute 0S command: fopt/rubackup/modules/rb module isp vmmanager -t 2>&1
Module version: 2.0

Panel: vmmanager version: 2022.09.2

module 'ISP vmmanager' was checked successfully

B py4yHOM pexunmMe npoBepuTb NPaBUIbHOCTb HACTPOEK MOXHO NPW NOMOLLM
cnenytowen KomaHab!:

# /opt/rubackup/modules/rb_module_isp_vmmanager -t
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MacTtep-knioy

B xome ycrtaHoBku knmeHta RuBackup 6ymer cospmaH mactep-kio4 ans
3alMTHOro NpPeobpas3oBaHUSt PE3EPBHbBIX KOMUIA, a TakXe K/YN 418 3NEKTPOHHOM
noanucu, ecnv npegnonaraeTcs UCnob3oBatb 3NEKTPOHHYIO NOAMUChH.

BHumaHume! lNpu yTepe knoya Bbl He CMOXeTe BOCCTAaHOBUTb AaHHble
M3 pe3epBHOM Konuu, ecnum OHa Obina npeobpa3oBaHa C MOMOLLbIO
3alLUTHbIX anropuTMOB.

BaxHo! Knioun pekomeHpyeTcsi nocne co3faHUs CKONMMpoBaTb Ha
BHELLHUN HOCUTENb, a TaKXe pacne4yararb OyMaXHyH Konuio u yopatb atn
KOnuu B HapéXxHoe MecTo.

MacTtep-kno4  pekoMeHOyeTcs pacrnedyaratb Mpyv  MOMOWM  YTUAWTDI
hexdump, Tak Kak OH MOXET cofepXaTb HEOTODpPaXXaeMble Ha AKpPaHe CUMBOSbI:

$ hexdump /opt/rubackup/keys/master-key
0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 €183 1528 a343
0000020
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3alwuTHOe npeobpasoBaHne pe3epBHbIX

KOMUN

Mpu HeobxoaMMOCTU, cpasy Mocne BbiNMOMHEHNS! PE3EPBHOMO KOMUPOBAHUS
apxvBbl MOryT BbiTb Npeobpa3oBaHbl HA XOCTe KnneHTa. TakuM 06pasoM, BaXHble
LaHHble OynyT HemocTynHbl Ans agMuHucTpatopa RuBackup wnu ppyrux nu,
KoTopble Mornu Bbl NOMy4nTb AOCTYN K PE3EPBHON KONMKM (HanpuMep, Ha BHELUHEM
XpaHUNuLWe KapTpUOXen NeHTouHo 6ubnmnotekn unm Ha nnowanke nposannepa
06nayHOro XxpaHmunuLLa Ans Bawmnx pe3epBHbIX KOMUIA).

3awmtHoe NpeobpasoBaHme OCyLWECTBNSETCS BXxoasLwel B coctaB RuBackup
ytunutoin rbcrypt. Knioy ons 3awmtHoro npeobpasoBaHuWsi Pe3epBHbIX KOMUI
pacrionaraeTcs Ha Xxocte knueHta B doanne /opt/rubackup/keys/master-key.
3awutHoe npeobpas3oBaHne OaHHbIX NP nomowm rbcrypt BO3MOXHO C ONNHONA
Kntoya 256 61T (Mo ymonyaHwmio), a Takxe 128, 512 nnm 1024 6uta B 3aBMCUMOCTM
OT BblIOpaHHOro anropmTMa npeobpas3oBaHus.

Ecnn nns npasuna rnobanbHOro pacnmcaHmst HeobxoamMMo BblbpaTb 0cobbIl
PEXUM 3aALUTHOTO NPeodbpasoBaHNs C OMHONW Kfo4ya, OTAMYHOW OoT 256 6uT, 1 C
K/O4YOM, PacnonoXeHHbIM B APYrOM MECTE, TO Bbl MOXETE cAeNatb 3TO NPU NOMOLLN
CKpUNTa, BbIMNOMHAOWErOCA MOCNE BbINONHEHUS PE3EePBHOr0  KOMMPOBaHWUSA
(onpenensieTcs B npasBwie  rnobanbHOrO  pacnMcaHns  aaMUHUCTPATOPOM
RuBackup). lMpn atom Heobxoommo, 4TOObI MMS MNpeobpa3oBaHHOro dpaina
OCTaNnoCb TakMM Xe, KaKk W paHee, MHadye 3agaya 3aBepuunTcst C  OWMOKONA.
MpoBectn obpatHoe nNpeobpal3oBaHMe Takoro ¢paina nocne BOCCTAHOB/IEHUS €ro
N3 apxmBa cnemnyeT BPy4HytO Mpu nomowm ytunutel rbcrypt. Mpu Takom pexume
paboTbl HET HEOOXOAMMOCTU yKasbiBaTb anroputM npeobpas3oBaHus B npasumnie
PE3EPBHOrO KOMMPOBaHUS, MHavye apxue Oyner nOBTOPHO npeobpas3oBaH C
NCNONb30BaHNEM MaCTeEpP-KIoYa.
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Anroputmbl 3alUTHOrO Npeobpa3oBaHus

[ng  BbINOAHEHUS 3aLMUTHOrO npeo6pa3OBaHV|$| OOCTYrNHbl alNropuTMbl,

npeacTaBneHHble B Tabnuue 1.

Tabnmua 1 - AnropuTMbl 3awWMTHOrO npeobpas3oBaHns, HOOCTYMHbIE B YTUIMTE

rbcrypt.
Anroputm .D,nvu-lg KnitoHa, NMpumeyaHue
uT
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
YKpauHckuii HaumoHanbHbI ctaHgapt JCTY
Kalyna 128, 256, 512 76242014
: Poccuinckuin HaumoHanbHbln ctangapt FOCT
Kuznyechik 256 P 34.12-2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
KuTanckumii HaumoHanbHbIA CTaHaapT ons
SM4 128 6ecnpoBoaHbIX ceTel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
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MeHenXxep AaMuHuctparopa RuBackup

(RBM)

OkoHHoe npunoxeHne MeHepxep ApmuHucTtpatopa RuBackup (RBM)
npegHasHavYeHo Ons aaMUHUCTPUMPOBaHUS cepeepHor rpynnuposky RuBackup,
BKNOYAS ynNpaBneHue KaneHtamu, rnobanbHbIM pacnucaHneM, XpaHunmwammu
pes3epBHbIX KON 1 apyrumm napametpamu RuBackup.

B RuBackup RBM pacnonaraetcsi B OTOEbHOM NakeTe M MoOXeT OblTb
YCTAHOB/MEH KaK Ha CepBep PE3epBHOIO KOMMPOBaHWUSA, Tak U Ha yaaneHHom APM
agMyHucTparopa.

Insa 3anycka RBM cnenyet BbINONHUTL KOMaHAy:

# [opt/rubackup/bin/rbm&

RuBackup npenocrtaensieT ponesyto Mofesnb fOCTyna K CUCTEME Pe3epBHOro
konupoBaHus. MNpu 3anycke RBM Bam noTpebyeTcs MponTu ayTeHTUdouKaumio.
YTouHute login/password nns Bawein pabotbl y rnaBHoro agmuHuctparopa CPK.
Ecnn  Bbl rnasHbIi  agMMHUCTPATOP, TO MCMONb3yMTe ANis astopu3auuu
cynepnonb3oBatens rubackup v TOT Mapofb, KOTOPbIA Bbl 3ajann emy npu
NHCTaNNAUMM (PUCYHOK 1).

RuBackup Manager

localhost

rubackup

PucyHok 1

10
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LIns  pe3epBHOr0 KOMUPOBAHUS KIWEHT [omkeH ObiTb aBTOPM30BaH
aamnHucTparopom RuBackup (pucyHok 2).

» Ru 8 @

= :'I_J‘ o3 3agaun Npasuna Mpasuna cTpaterun Penosutopwuit YaanéHHas pennvkauus MnaH BOCCTaHOBNEHWA

O O6wekThi il astra-postgres.test.ru i)

g smolensk.testrubackul 1p Wmsa rnobansHoro pacnucaHus Craryc ID knmenTa Wma knueHTa HWID  Wms nyna
@ Crparerumn

[ rno6ansHoe pacnucaHue
@ YaanénHas pennvikaums
[2) Penozutopuii

E) Ouepeap 3apau

B Cepeepbi RuBackup

[l XXypHansi

& ABMUHUCTPUPOBaHUe

B rubackup@localhost

PucyHok 2

Ecnu knnent RuBackup yctaHoBneH, HO He aBTOPU30BaH, B HUXHEN YacTu
okHa RBM nosBsuTcs coobueHne 0 ToM, 4TO HalAEeHbl HEABTOPU30BAHHBIE KIIMEHTbI.
Bce HoBble KAMEHTbI [OMXHbI ObiTb ABTOPM30BaHbI B CUCTEME PEIEPBHOMO
kornmposaHus RuBackup.

11
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Mocne Haxatnsa kHorku «Bowtn» oTKpoeTca okHO «RuBackup manager»
(pucyHok 3):

" Ru 8 @

NSy

= ooy 3apaun I EETTE] Mpasuna crparerun PenosuTopuit YaanéHHas pennukauus MnaH BOCCTaHOBNEHWA

o O6nexrit Bl astra-postgres.test.rul i)

il smolensk.test.rubacku D Nma rnobaneHoro pacnucanus Cratyc 1D KknneHTa VIMA KIMeHTa HWID  Wwms nyna

@ Crparerumn

rno6ansHoe pacnucaHue

[ Yaanénnas pennvkaums

[=) Penosutopuii

E) Ouepeap 3apau

B Cepeepbi RuBackup
XypHansi

MMMHMCTDMDOBBHME

B rubackup@localhost

PucyHok 3

IOna onpeneneHus ctatyca KavMeHTa HeoOXOOMMO MepewiTv Ha BKnamoky
AnMuHuctpupoBaHune — KnmneHtbl (pUCyHOK 4):

~
¢ Ru 8 @

Monb3oBaTenu g‘
& O6weTsl

Crpateru Tpynnbi "
Nonb3sosaTen b i IS ) Cynepsaiisepsi Conpososxpaiouine

Bl Mo6ansHoe pacnucatine

CJmrm— EFE smamacrron

[ Penosutopuii

) Ouepeas 3aaau O6BbeKTbI
& Cepeepsi RuBackup ( @9 —\
KnuerTsi _{,_ Fpynnbs KnueHTos =) menuacepsepsi
[ XypHans! L e =
& ABMUHUCTPUpOBaHIUE XpaHnnuiia
7N JlokanbHble
Nynbt pynnel nynos %% MoameHa nynos aiinossle
XpaHUAMWa
==
BrodHble £, lenToutbie [E=] nenrounsie
ycTpoiicTsa @ Qasigka N aprpnen [==] 6ubmorexn
Oyepean
=) Ouepens 3anay = Ouepens 3anay =
Ouepens 3ana4 =| nenTouHbIX “=| e3aumopelictems c = O::poenlj:eHMﬁ
= 6ubmuoTe S5 obnakamu o YReA

MnaHb!

Mnak Tekywero
obcnyxusaHns

PucyHok 4

12
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[Mpn 3TOM OTKPOETCS OKHO (PUCYHOK 5).

Ecnn xnnent RuBackup yctaHoBneH, HO He aBTOpPU30BaH, B BEPXHEW 4acTu
okHa RBM kHonka HeaBTOpM3oBaHHbIe KJIMEHTbI OyaeT akTBHA.

Bce HoBble KNMEHTbI AONXHbI ObiTb aBTOPU30BaHbl B CUCTEME PE3EPBHOMO
konnposaHus RuBackup.

RuBackup manager (wa rb-primary)
~
¢ 2 {T] 8 @

& O6vextul

ac 1D rpynnei Tun OC  OC UCTPUGLIOTOp  HWID
Tpaternm
L 2 3 5e808c0373a9b5ac 76:al:ac:60:47:b  10.177.32.107  fe80:74aliactf:fe60:47fb  false 1 false 10

[l ro6ansHoe pacnucarme

@ Yaanénnas pennukaums

[2) PenozuTopuit

) Ouepeaw 333au
5 Cepeepsl RuBackup
[ XypHane!

& AaMMHUCTPUpOBaHKe

PucyHok 5

[na asTopu3aumm HeaBTOpU30BaHHOrO kaneHta B RBM BbinonHute
cnenywowune oencTBns:

1. Haxmute kHonky HeaBTOpM30OBaHHbIe KMEHTbI. [1pn 3TOM OTKPOETCS OKHO
(pUCyHoK 6):

RuBackup manager (Wa rb-primary)
P

:{T] 8 @
& O6wexTul
B Crparerum

6e:f3:86:da:68:00 10.177.32.108 fe80::6cf3:86ff:feda:6800 af8ff269c771bd33 2023.02.21 10:35

[ rno6ansHoe pacnucarve
[@ YaanénHas pennukauus
(3 PenozuTopuit
) Ouepeas 3apau
5 Cepeepsl RuBackup

[= XypHane!

& ABMUHUCTpUpOBaHVe

PucyHok 6

13
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2. Bblbepute Hy>XHOro HEaBTOPM3OBAHHOTO KAMEHTA U HaxmuTte ABTOPM3OBaTb
(pucyHoK 7):

RuBackup manager (wa rb-primary)

Bonpoc

ABTOPU30BATH BLIGPAHHBIX KANEHTOB?

OIMoi

PucyHok 7

Mocne aBTOpM3aUMM HOBbIA KNWEHT OyneT BuAeH B rnaBHOM okHe RBM
(pucyHok 8):

RuBackup manager (a rb-primary)

" Ru 8

& O6wextei primary Rusackup| [TSE

1 Backupglobal 2

2 Verify 1 Unka Unknown i

3 Restore 2 rb-primary  5e808c0373a9bSac File system  /home/u/.bash_history 0 0 Default full nocry

Ihomejul.bash_history 0 0 Default  full  nocry

PucyHok 8

YT106bl BbLINOMHSATL PErynsipHoE PEe3epPBHOE KOMUPOBAHWE BUPTYasibHOM
MalwunHbl, HeobxoamMmo co3natb MpaBuno B rnobanbHOM pacnuncaHum (B cnyyae
rPynnoBbIX OMepauuii MOXHO TakK X€ WCMoMb30BaTb CTpaTernv pPe3epBHOro
KonupoBaHusi). [1ns 3TOro BbINOMHUTE cneaytowme OeicTBIS:

14
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1. Haxomscb B pasnene «O6beKTbl», BbibepuTe Bknaaky «MpaBuna» n Haxmute
Ha UKOHKY «+» (PnucyHok 9):

¢ Ru 8 @

= 3apaun [EORECWVENN Mpasuna crpaTervnn  PenosuTopuii  YjanéHas pennvkaumsi  [naH BOCCTaHOBNEHMs

J O6wexTbl [ astra-postgres.test.rubackup ®
B smolensk.test.rubackup (gl

Vims rno6ankHoro pacnucanma  Cratyc IDkaveHTa Ums Knvewta HWID VMA nyna  EMKOCTS XpaHm

@ Crpaterun

El Mmo6ansHoe pacnucatne
YanéHHasi pennukauus
[2 Penosutopuit

) Ouepeas 3agau

= Cepsepbl RuBackup

[ XKypHansi

ABMUHUCTpUpOBaHUe

A  rubackup@localhost

PucyHok 9

2. Buibepute Tvin pecypca: VMmanager (PucyHok 10).

¢" Ru ¢ 8 ®

= NobaewnTe Npasuno rnobankHoro pacnucaHna ~ MpumennTs

MaHens MOHUTOPKMHIa

Mpasuna rnobanLHoro pacrucaHua
L O6nekThi

E! Crpaterum MNapameTpsl Npasuna

Hazeaxue npasuna
nobanbHoe pacnucaHue

KnueHT nodel0 (806aacefc80e3900) v
c| ¥nanénnas pennukauus
Tun pecypca ISP VMmanager ¥ W ] -
S PenosuTopuit
Pecypc * -
Ouepeabaaray Tun PK MonwHasa ~

EJ Cepsepbi RuBackup
ﬂﬂﬂCﬂHMTEHthIE napamMmeTpel Nnpasyuna

=) XKypHans!
EMKOCTb xpaHunuwa Inf ré
AAMWUHUCTPUPOBaHKWE N
EMKOCTB xpaHunuwa knneHTa Inf ré
MpuopuTteT 100
3awnTHoe npeobpasosaHue nocrypt

CKpWNT NPU HOPManbHOM BbINONHEHUM

CKpWNT NpU BBINOAHEHWN C oWwnbKkamn

CkpwnT NpU BOCCTAHOBAEHWKA

. BoGaenTb npasnno B wabnoH

B  rubackup@10.177.32.5 LWabnoH rnobansHoro pacnucaHus

PucyHok 10
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3. Bbibepute pecypc, Haxas kHornky Bblbpatb (PucyHok 11).

BuibpaTs

majorelle_wiluite nodel.example.com majorelle-wil

majorelle_wiluite nodel.example.com majorelle-wil

crimson_orthoclose 192.168.0.131 crimsen-orth

charcoal_geode nodel.example.com charcoal-geo

PucyHok 11

4. YCcTaHOBMTE HACTPOWMKWM Mpasunia: HaseaHWe npaswuna, Nyn XpaHeHWs OaHHbIX,
MakcuManbHbli 06BEM N1 pe3epBHbIX Konuii npasuna (B '), Tmn pesepBHOro
KOMMpOBaHWSA, pacnucaHue pe3epBHOro KOMUPOoBaHWUS, CPOK XpaHeHus u
Heobsi3aTeNbHbIi BPEMEHHON MPOMEXYTOK MPOBEPKN PE3EePBHOM  KOMUK
(pucyHok 12).

[o6asuTs NpaBuo rno6ansHoro / Mpumennts

83 Manens MoHvTOpMHra
Mpasuna rI06aNLHOrO pacnucaHns

Obuexrsi
q NapameTp! npasuna JlononHUTERbHbIE NapaMeTphl npasuna
B Crparernn
re
5 trosansioe pacncanne. LSS EmocTs xparunmia Inf
Kamewt node10 (806aacefc80e3900) v EmMKocTs xparwMLLa KnveHTa Inf 6
[c] Yaanénuan pennnkaums
Tun pecypca ({15 vMmanager X v ]. Nproputer 100
§ Penoautopwii
Pecypc * B owvvoe npeospasosane nocrypt

Ouepess 33824
] Ouepeas 33 Tun PK Nonnas M CKPUNT NPY HOPMaNLHOM BHINOAHEHAN

B Cepsepbi RuBackup CKPMNT NPV BLINOAHEHWM C OWMEKAMM

ae|- -

CKPUNT NPY BOCCTaHOBAEHNM

RoGasus npasnno s wabnon

LWaboH rnoBansHoro pacnucanns

ABMUHUCTPUPOBaHHE

HacTpoiiku Pacnvcarne
BK7I0YTH NOCNE CO3RaHMS @  Bu6pano: kponBupaxere 00 11 %

Nyn Default v MNepuoaunyeckuii 3anyck

Havano nepuona peiicTens 04.04.2024 10:03 [} MunyTa 0 +
OxoH4aHue nepuona AeicTens  04.04.2025 10:03 B Yac

ofo]o

Aetb mecsua

1 +
(o]

ReHb Hepenu

Mposepka Cpok xpaHeHus:
MposepKa pesepsHbx KonWi Kaawe O T rmp— @

1 +  Mecsues v 1 + et v

PucyHok 12
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Mpy nomoLwwm KHOMKK «HacTpouTb...» MOXHO BbIMOMHUTL TOHKNE HACTPONKY
npasuna pe3epBHOro KOMMPOBAHUS, HANPUMEP ONPEeLENUTb CKPUNT, KOTOPbIA By neT
BbIMOHEH BHYTPW BUPTYanbHOM MalVHbI Nepel CO34aHNEM MOMEHTaNbHOrO CHMKA
n cpady nocne ero cosfnaHus (PucyHok 13). 910 MoxeT bbiTb Heobxoaumo ans
NPVBELEHNS OAHHBIX MPUIOXEHUS B KOHCUCTEHTHOE COCTOSIHUE, CUHXPOHU3aLMK
Kala 1 T.M.

ISP ymmanager

backup_if shutdown [ true

script_before_snapshot
script_after_snapshot

execution_script_timeout 5

3Ha4YeHWA NO YMON4YaHUIO

PucyHok 13

Tak Xe BHYTPU BUPTyanbHOW MawwWHbl MOXeT ObiTb €O34aH CKpWNT,
pacnonarawowuinca B dpanne /opt/rubackup/scripts/isp_vmmanager.sh. B Tom
crnyyae, ecnv BHyTpY BMPTyanbHOM MalWHbI CyWeCTBYET Takoi dpaiin ¢ atpubytamm
Ha MCMONHEHNE, TO Nepen CO34aHNEM MOMEHTAIbHOrO CHMMKA OH OyAeT BbiMONHEH
c aprymeHToM before, a cpasdy nocne cospaHusi MOMEHTaNbHOrO CHUMKA OH Bynet
BbINOJHEH C apryMeHToM after.

BHOBb cozpmaHHoe npaswuno bymet mMmeTb ctatyc run. Ecnm Heobxoaumo
co3patb MpaBwnio, KOTOPOE Moka He OOMKHO MopoXnhaTb 3amjay pe3epBHOro
KOMMPOBAHWS,, HyXHO YybpaTb OTMETKy «Bknountb nocne cospaHus». [Mpu
HEoO6X0AMMOCTI, aAMVHUCTPATOP MOXET MPMOCTaHOBWTL paboTy npaswna wnu
HEMEL/IEHHO 3amnyCTWUTb ero (T.e. MHUUMMPOBATb HEMELEHHOe co3daHue 3a4aqu
npw cTatyce npasuna wait).

I'IpaBVlna rnobanbHOro pacnncaHnsa UMeKT CPOK XU3HW, onpeaensemMblid npu
X co3gaHnn, a Takxe npegoctaBnAaloT cnenyoume BO3MOXHOCTH.

— BbINMOMHUTb  CKPWUMNT HA KIMEHTEe Neped HayanoM  Pe3epBHOro
KOMUPOBaHWS;

— BbINONHUTb CKPWUNT Ha KNIMeHTe nocne yCnewHoro oKkoH4YaHmns pe3epBHOro
KonmpoBaHus4,

— BbIMOMHWTL CKPUNT Ha K/MEHTE MOCNEe HeynayHoro 3aBeplieHns
PE3ePBHOro KOMMPOBaHUS;

17



4 RuBackup

— BbIMNMONIHATb 3allTHOE npeoépasoBaHme pe3epBH0|7| KOMnn Ha KJITMEeHTe;
— nepnoan4ecku BblMoOMHATb NPOBEPKY LENOCTHOCTU pe3epBHO|7| Konnu;

— XPaHWTb PE3ePBHbIE KON ONPEenENEHHbIA CPOK, MO OKOHYaHWUN KOTOPOro
yoansaTb UX U3 XpaHUnuwa Pe3epBHbIX KOMUIA 1 U3 3anncein penosutopus, nmbo
yBELOMNSATb KIMEHTA 06 OKOHYAHMN CPOKA XPaHEHWS;

— yepe3 onpenenéHHblii CPOK MOcne CO34aHWs PE3EPBHON  KOMum
aBTOMATUYECKN NEPEMECTUTb €€ B OPYrol Mnyn XpaHeHWs pPe3epBHbIX KOMWiA,
HanpuMep, Ha KapTpUOX NEHTOYHOR BMONMOTEKN;

— YBEIOMJIATb Monb30BaTeNEN CUCTEMbI pe3epBHOro KonmpoesaHunA O
pe3ynbTatax BbINOMHEHUA TeX WU WHbIX OI'IGp&U,I/IVI, CBA3aHHbIX C NpaBUIOM
rnobanbHOro pacnmcaHus.

Mpn cospaHum 3apayn RuBackup oHa nosiBngetcs B rnaBHOW O4yepenm
3apgad. OtcnexuBatb BbIMOMHEHWE MPaBWN MOXET Kak afgMuHUcTpatop (npwu
nomolwy RBM vnn yTunnt KoMaHOHOW CTPOKW), Tak 1 KnmeHT (npu nomowm RBC nnn
YTUNUTbI KOMaHOHOW CcTpoku rb_tasks).

Mocne ycnewHoro 3aBepLleHns pe3epBHOro KONMpoBaHMs pe3epBHas Konms
OyneT nomeleHa B XpaHWIUWe pPe3epBHbIX KOMWA, a uHdoopMaumus o Heir bynet
paamelleHa B penosutopun RuBackup.

18



4 RuBackup

Cpou4Hoe pe3epBHOe KonuposaHue Npwu

nomowin RBM

B TOoM cnyyae, ecnm HeobxoOAMMO BbINOMHUTL CPOYHOE PE3EPBHOE
KOMMPOBaHME CO34aHHOro npaesuna rnobanbHOro pacnucaHns, TO 3TO MOXHO
coenatb, Bbl3BaB MPaBOM KHOMKOW MbIWM KOHTEKCTHOE MEHI0 «BbinonHnTbL»
(pucyHok 14).

PucyHok 14
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MpoBepnTb XOA4 BbIMONHEHNS PE3EPBHOr0 KOMUPOBAHUSI MOXHO B OKHE
«Quepenb 3apay» (pucyHok 15).

¢ Ru 3 @

= @ Ypanuts v it

& 06nexThi

ID KnvieHTa  Wmsi KveHTa Tvn pecypca Pecypc 1D npasuna ID ctpaterun  Wwsi nyn
8 Backuplocal 4 astra-postgres.testrubackup  094a36e2c64467d1 original 0 0 Default

Crpateruu

[E rno6ansHoe pacnucarme
[@ Yaanéunas pennukauns
[2) Penozutopuin

Ouepeab 3aga4

{5 Cepsepsl RuBackup

= XKypHane

& AaMuHMCTpUpoBaHue

PucyHok 15

MNpun ycrewHoM 3aBepleHnn Pe3epBHOro KOMMPOBaHUS COOTBETCTBYIOWAS
3apaya nepenpgert B ctaryc «Done».
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LleHTpanusoBaHHOe BOCCTaHOB/IEHUE

pe3epBHbIX Konun ¢ nomowbio RBM

Cuctema pesepsHoro konuvpoaHus  RuBackup  npenycmatpusaet
BO3MOXHOCTb BOCCTAHOBMIEHUS pPE3epPBHbIX KOMWIA Kak CO CTOPOHbl KAMeHTa
CUCTEMbI, TaK M CO CTOPOHbI agmuHuctparopa CPK. B Ttex cnydasix, korga
LIeHTpanM30BaHHOE BOCCTAHOBNEHNE Pe3epBHbIX KOMWIA He XenaTenbHo, Hanpumep
KOroa BOCCTAHOBMIEHME [AHHbIX SBNSETCA 30HOW OTBETCTBEHHOCTW Bnamenbua
KNMEHTCKOM CUCTEMBI, 3Ta (PYHKLIMOHANIBHOCTb MOXET ObiTb OTK/IOYEHA HA KNMEHTE
(cMm. “PykoBoacTeo cuctemHoro agmuHuctparopa RuBackup”).

B Tex cnyyasx, korga LEHTpanvM3oBaHHOE BOCCTAHOBMEHWE HA KIWEHTe
OOCTYMNHO, TO €ro MOXHO MHMUMMPOBATb, Nepenas knagky «Peno3utopumn» Ha
BepxHeir naHenn RBM. [ns aToro Haingute B crnvcke Tpebyemylo pe3epBHyHo
KOMWIO, HAXXMWTE Ha Hee NPaBO KHOMKOW MbIWK U BbIGEPUTE B KOHTEKCTHOM MEHIO
«BoccTtaHOBUTb» (PUCYHOK 16).

MNposepnTs

KonuposaTe

MNepeMecTuTs

Yaanute

PucyHok 16
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B OKHe LeHTpanM30BaHHOrO BOCCTAHOBMIEHUS MOXHO YBUOETb OCHOBHbIE
napameTpbl PE3epBHOM KOMUU W, €Cnv 3TO MPUMEHUMO, OnpefenvTb MecTo
BOCCTaHOBNEHNS pe3epBHOM konuwn (PucyHok 17). B cnyyae BoccTaHOBNEHUS
BUPTYaNbHOW MallMHbl N3 Pe3ePBHO konun ByaeT BbINONHEHA NPOBEPKA HANNYMS B
cpele BMpTyanusauun BUPTYyanbHOW MalMHbl C TakMM Xe MMeHeM. Ecnu Takon
BUPTyanbHO/ MalWHbl HEeT, To Oymer npou3BedeHO BOCCTaHOB/IEHWE C
OpUrMHanbHbIM UMEHEM. ECnv BUPTyanbHas MallnHa C TakUM MMEHEM yXe eCTb, TO K
VIMEHW BUPTYa/IbHOM MalmHbl OyaeT fnobasneH LmMgopoBO NOCTHVKC.

MyTb Ha3Ha4yeHUsi 06o3Ha4YaeT BPEMEHHYIO OMPEKTOPUIO, B KOTOpyto ByneT
BbiMONHEHa pacnakoeka apxuea pesepBHO konuu. Ecnm  BbinonHsetcs
BOCCTAHOB/IEHNE PE3EPBHOMN KOMUW C Pa3BEepPTbIBAHNEM BMPTYaNibHOM MallWHbI, TO
nocne pasBepTbiBaHUS COOEPXUMOE [aHHOW AOMpekTopun Oyner OuYMILEHO.
Y6eauTtecb B Hannuum cBOBOAHOrO MecTa B BbiIOpaHHOW OVPEKTOPUM PacnakoBKU
(noTpebyetcs cBobOOHOE MECTO KaK MUWHMMYM B 0Obeme, paBHOM CyMMapHOMY
06beMyY AVCKOB BMPTYasnbHON MallvHbI, NS KOTOPOW caenaHa pesepsBHas Konusl).

¢ Ru & @

LleHTpan13oBaHHoe BOCCTaHOBNEHWE W MpumennTs

& 06vexTh

UH(OPMALUA 0 pe3epBHO Konuu

Crparervuu
Wms xocTa: test.rubackup

B mo6ansHoe pacnucanne HWID: 094a36e2c64467d1

a YAanéHHaa penavkauuna Tun pecypca: ISP VMmanager

[2) PenosuTopwii Pecypc: /dev/ws/test
o faul

Ouepeppb 33sa4 Myn Default

Twn PK: full

= Cepsepbi RuBackup

CospaHo: 2023-05-11T09:16:55.754

[+ XypHans!

BoccTaHOoBMTE LEnoHKy: 1
& AaMUHUCTpUpOBaHWe MMA NpaBAa;

CraTyc PK: Trusted

MecTo BoccTaHoBNEHNA

BoccTaHoBMTL Ha KAMeHTa:  test.rubackup v

MNyTb Ha3HaveHus: * X ‘-

Pa3sepHyTb, €Cnv NpUMeHuMo:

8  rubackup@localhost

PucyHok 17

B TOM cnyyae, ecnn HeobXOOMMO BOCCTAHOBWUTb PE3EPBHYID KOMWIO B
NoKanbHbIA Katanor Ha KnveHTe 6e3 pa3BepTbiBaHNSA BUPTYyabHOM MalWWHbI B cpene
BAPTyanM3aumm, TO HeobXoAMMO CHSITb OTMeTKy «Pa3BepHyTb, ecnu
NPUMEHUMO».
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Ina HacTpoiky napameTpoB BOCCTAHOBNEHUS, KOTOpPble OTHOCATCA K
MOLY/I0 PEe3epBHOro KONMpPoBaHWS W BoccTaHosneHns VMmanager Haxmute Ha
WMKOHKY «..» psiooM c nonem «[lapameTpbl BOCCTaHOBNEHWUsI OAs1 MOAYNSA:
VMmanager» (PucyHok 18).

ISP vmmanager

restore_type (O 1 — Delete current VM
ip_address (D
mac_address (1)

target_storage (D 0 — Same as source

wake_up_on_restore ()

PucyHok 18

Bbibepute crnocob  BoccTaHoBneHusi.  CywectByeT Tpu  crniocoba
BOCCTaHOB/IEHUSI PE3EPBHON KOMW BUPTYaNIbHO MaLUVHbI:

1. Delete current VM (no ymonyaHuo).

B atom cnyyae Gyner ynaneHa LencTBylOwas BUMpPTyanbHas MallMHA, Pe3epBHYHO
KOMWIO KOTOPOW Mbl XOTMM BOCCTaHoBUTb, HO eé IP m MAC agpec ocrtaHytcs
3ape3epPBNPOBAHHBIMUA L1 HOBOW BUPTYasbHOM MalMHbI, KoTopas byneTt co3naHa
BMECTO Heé. 3aTteM B OUCKM HOBOW BMPTYaslbHON MaWWHbl 3anuwyTcs AaHHble U3
JVICKOB, KOTOPbIE XPaHATCS B PE3ePBHOM KOMUM.

MNpuMeyaHve: npasuno, CO3LaHHOE [ONs BMPTyanbHOW MawWWHbI, C MOMOLWbBIO KOTOPOro
NPOU3BOAMNCH PE3EPBHBIE KOMWWN CTAHET HEAKTyaslbHbIM MOCNE BOCCTAHOBNEHUS XOTS Obl
O[HOW pe3epBHOM KOMMW, NOCKOMbKY MOCNE BOCCTAHOBNEHMS 3TUM cnocobom ByneTt HoBast
BUPTYyasbHas MalmHa ¢ HosbiM ID.

2. Restore disks only.

Mpv 3TOM TUMEe BOCCTAHOBNEHWSI OEWCTBYIOWAA BUPTyanbHas MalwwvHa Oynert
BbIK/IIOYEHa, B e€ aucku OymyT 3anucaHbl OaHHble M3 OMCKOB, 06pasbl KOTOPbIX
XPaHATCS B apXuBe.
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3. Create new VM.

Mpy aTOM TUNE BOCCTaHOBNEHWs OyneT co3gaHa HoBas BUPTyanbHas MawwmHa C
CEeTEBON 4acTblo, KOTOPYD HeobxoOMMmo ykasatb nonb3oBatento B RBM
(PvicyHok 19). Nocne co3naHns BUPTYanbHOM MalwvHbl, B €€ ancku byayT 3anmcaHsbl
LaHHble 13 06pa30B, KOTOPbIE XPAHATCS B apXMBe.

MpumeyaHns:

Mpn cOo3paHMM HOBOW BMPTYanbHOW MaWWHbI  OMLUMOHANBHO MOXHO BblOpaTh
XpaHunue, B KOTOpoM ByneT co3paH auck (unm Bce aucku). Ecnu ata onuus He
ykasaHa, auck bynet cosfaH B TOM Xe xpaHunuile ¢ Tem ID, B KOTOPOM OH Bbin BO
BPEMS Pe3ePBHOro KONMPOBaHNS.

Echm y BupTyanbHOW MawuHbl, 4N KOTOPOW  BbIMOMHSANOCh — PEe3epBHOE
KonmpoBaHwe, bbino Gonblie 0OHOrO0 CETEBOrO UHTEpdperica, TO BOCCTAHOBNEHME
Tako pe3epBHON KOMUW HEBO3MOXHO, MOCKOSbKY B KOH(UrypaumoHHOM doavne
MOXHO yKasaTb T0fbko ogHy napy u3 IP n MAC anpecos.

ISP vmmanager

restore_type (O 3 — Create new VM

ip_address (D) 192.168.0.133

mac_address () [ 52:54:00:AD:2A:62

target_storage () 0 — Same as source

wake_up_on_restore (1)

PucyHok 19
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MpoBepnTb x04 BbINOMHEHUS BOCCTAHOBNEHUS PE3EPBHOM KOMUM MOXHO B
okHe Ouepenb 3apau (PucyHok 20).

e Ru A &

= [es] KypHansl v Youte Mepesanyctute [ Yaanuts v £

] OBbeKTbI ID  Twn ID knmeHTa Wma knueHTa HWID CraTyc Tun pecypca Pecypc ID npaguna ID

1 Backup global 3 nodel.example.com 961c388f14205560 [ 12.92% | ISP vmmanager 1 0 0
& CrpaTerum B
[E Fno6ankHoe pacnucaHue

[ Ynanénnas pennukauus

[2) Peno3uTopuin

Ouepeflb 3aga4
Cepeepbl RuBackup
MKypHanbl

£ AOMUHUCTPUPOBaHUE

B rubackup@localhost

PucyHok 20

MNpwn ycnewHoM 3aBeplieHN BOCCTAHOBMEHUS pPE3EpPBHON KONUWU  WNn
LenoYky pe3epBHbIX KOMWIA, COOTBETCTBYKOIWME 3a0ayvM Ha BOCCTAHOBMEHMWE
nepenyt B ctatyc «Done» (PucyHok 21).

o
Ru a @
s [i=s] XKypHane: v Y6uts Nepesanyctuts [0 Yaanute v i)
] O6bekThI ID  Twn ID knueHTa  Mms kKineHTa HWID Cratyc Twun pecypca Pecypc ID npasuna ID
i Backup global 3 nodel.example.com 961c388f14205560 Done ISP vmmanager 1 0 (]

E Crpaterun

[El rnobansHoe pacnucaHue
E YoanéuHas pennukauus
[2) PenozuTopuin

Ouepegnb 3apay

Cepeepbl RuBackup

MypHansl

s AAMWHUCTpUpOBaHue

B  rubackup@localhost

PucyHok 21
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