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BBepneHue

Mogoynb Ona pesepBHOr0 KOMUPOBAaHWS W BOCCTAHOBMEHUS BUPTYasibHbIX
MawuvH cpen supTtyanusaumm oVirt/zVirt/REDVirt tectnposanca n 3assneH
B NOAOEPXKY TONbKO co cpeaamu suptyanusauum zVirt 1 ROSA Virtualization.

Pabota mopynsi co cpemamu BupTyanm3aumm oVirt n REDVirt 3asBnena
B 9KCMEPVIMEHTANIbBHOM peXuMe, 4YTO O03Ha4vaeT OTCYTCTBME MOOAEPXKKM
co ctopoHbl RuBackup ons aaHHbIX cpefn BupTyanuaaumm.

Cunctema pesepBHOro konvpoBaHus RuBackup nossonser BbINONHATb
KNMMeHTaM ronHoe, WHKpeMeHTanbHoe W  gudpdpepeHumanbHoe pe3epBHOE
KOMMPOBaHMe 1 BOCCTAHOBNEHWE BUPTYallbHbIX MawWwwWH cpen Buptyanusaummn oVirt
Bepcun 4.5.5, zVirt Bepcun 4.0 n ROSA Virtualization Bepcumn 2.1. Tak xe
BO3MOXHO BbIMOSHATb PE3EPBHOE KOMMPOBaHWE C UCMONb30BaHNEM OeayrnKaumm
N XpaHUTb pe3epBHble KoMK B AeOynuuLMpPoBaHHOM XPaHULLE.

NMonHoe pe3epBHOE KonupoeaHue - 3710 co3gaHne pe3epBHO|7|
Konunn BCex AOaHHbIX N3 MCXOOHOro Haﬁopa, He3aBMCMMO OT TOro, U3MEHSANNCb
OaHHble U1 HET C MOMEHTA BbIMONHEHWS rnocnegHen NonHon pe3epBHO|7| Konuun.

AudochepeHumanbHoe pe3epBHOE KOMUPOBaHUE COXPaHSET TONbKO
NaHHble, N3MEHEHHblIEe co BPEMEHU BbIMOSTHEHUS npeablaywero
MOMHOrO PE3epPBHOro KOMMPOBaHUSI.

MHKpeMmeHTanbHOE pe3epBHOE KOMMpPOBaHUE COXPaHSAET TONbKO
JaHHble, N3MEHEHHblIE CO BPEMEHU BbINONMHEHNS npenblayllen MHKPEMEHTaIbHOM
pe3epBHON KOMWUW, a eCnn TakoW HeT, TO CO BPEMEHW BbINOMIHEHUS MOCnenHen
NMONHOM Pe3epBHO KONUA.

Pe3epBHoe konumpoBaHve BupTyanbHbix mawuH oVirt/zVirt/REDVirt/ROSA
Virtualization BbinonHsieTcs 6e3areHTHbIM CNocoboM. OTO 03HAYaET, YTO:

1) B camy BuMpTyaslbHylO MalWWHy He ycTaHaenueaetcs areHT RuBackup
(ooHakKo TpebyeTcsl yCcTaHOBKA FOCTEBbIX PACWMWPEHWIA OnepauroHHON CUCTEMbI,
Hanpumep gemu-guest-agent);

2) pe3epBHOE KOMMPOBAHWE BMPTyaslbHOW MAalWHbI BbIMOMHSETCS LEUKOM,
LS BCEX AMCKOB BMPTYaNbHON MaLWWHbI;

3) B X04e pe3epBHOro KOMMPOBaHWS BO BCEX ClyYasix U3 Pe3epBHON Konum
yoansiotcs aybnmpytolwme 6noku (Bceraa BbiNOMHAETCS NoKanbHas Aenynnukaums).

PesepBHOE KOMMpPOBaHWE BO3MOXHO [O15 BUPTyaslbHbIX MalWH, KOTOpble
HaxooaTcs B cOCTOSAHUM online.



B cnyyae nepenaun pe3epBHOW KOMWM B XpaHWIULLE OeOynanumMpoBaHHbIX
pEe3epBHbIX KOMWUIA BCEraa NPOMCXOAUT nepefada TonbKO TeX YHUKaNbHbIX 6NOKOB
(ANst TOro Xe TMna UCTOYHUKA AaHHbIX), KOTOPbLIX eWe HET B XPaHWIULLE.

Lns BbINONHEHNS PEe3epPBHOrO KOMMPOBAaHWUS BUPTYanbHbIX MawWwwH cpenbl
BupTyanm3aumn oVirt/zVirt/REDVirt/ROSA Virtualization Heobxoanmo ycTaHOBWTb
KnveHTa pesepsHOro konupoeaHus RuBackup no ogHom 3 cnegyowmx cxem:

— Ha OJWH U3 rMnepBU30pOB;

— Ha HEeCcKONbKO TMMEPBU3OPOB B TOM Ciyyae, ecnm 310 0BycnoBneHo
HEOOXOOUMOCTBIO AMHAMUYECKM pacnpenensitb Harpy3ky B XOLE PEe3epPBHOrO
KOMMPOBaHMs U 06ecneynTb BO3MOXHOCTb BbIBOJA TOTO WU MHOMO rynepen3opa
n3 akcriyataumm 6e3 U3MEHEHWIn B pacnucaHunM Pe3epBHOrO KOMUPOBAHUS; B
LaHHOW CxeMe HeobXOoOVMO BK/YWATbL 3TU TMNEPBM30PbI B KNACTEPHYKO rpymny
KNIMEHTOB CUCTEMbI PE3EPBHOIO KOMMPOBAHWSI.

Mpn noboi cxeme ycTaHoBKM knmeHT RuBackup wMeeT BO3MOXHOCTb
BbIMONHATb Pe3epPBHOE KONMUPOBAHME U BOCCTAHOBNEHME BCEX BUPTYallbHbIX MALUVH
cpenbl BUpTyannaaumm, BHE 3aBUCUMOCTI OT TOrO Ha KakoM M3 y3/10B B HACTOAWMNIA
MOMEHT COYHKUMOHMPYET BUPTYanbHas MaluvHa.

Mpn BbINONHEHUM PE3EPBHOTO KOMUPOBAHUS MPUMEHSIETCS TEXHONOrUS
CO3[aHNSi MOMEHTANbHbIX CHUMKOB JaHHbIX AN AUCKOB BUPTYaNibHOW MaluWHbI, 4TO
NO3BONSIET He OcCTaHaBnMBaTb W He «MogMopaxueatb» paboTy Ha BpeMms
PE3ePBHOro KOMMPOBaHWSI.

[Mepen co3pnaHneM CHMMKAa U cpasy nocne ero co3paHua RuBackup moxer
BbIMOMHUTE CKPWUNT BHYTPW BUPTYanbHOW MalwWHbl Ons Toro, 4tobbl MMETb
BO3MOXHOCTb MPUBECTN LaHHbIE MPUNOXEHUIA BHYTPU BUPTYaNbHOW MalWHbl B
KOHCUCTEHTHOE COCTOSIHME.

NononpepxuBaeMmblie KOHdUrypauum

Bepcusa zVirt Engine 4.0.
Bepcusa oVirt Engine 4.4, 4.5
Bepcunsa ROSA Virtualization 4.4, 4.5.

Mopnepxmveaemblie Tvnbl auckos: IMAGE.



YcTtaHoBKa knmeHta RuBackup

Lns BO3MOXHOCTM PE3EepPBHOrO KOMMPOBAHWUS BUPTYyasNbHbIX MawWwWH cpen
BupTyanuaaumn oVirt/zVirt/REDVirt/ROSA Virtualization HeobxoouMo ycTaHOBUTb
naketbl knveHta RuBackup Ha BblbpaHHbI rMnepBu3op (rMnNepen3opbl), CM.
anctpubyTtns ons oVirt:

rubackup-ovirt-client-<version>.el8.x86_64.rpm
rubackup-ovirt-common-<version>.el8.x86_64.rpm,
roe <version> - Homep Bepcun moayns oVirt.

MonpobHo npouenypa YCTAHOBKU KAMeHTa onucaHa B «PykoBoacTBe Mo
yCTaHOBKE CEPBEPOB pe3epBHOro konnposaHus u Linux knneHtos RuBackup».

OcHoBHble oTnnums pabotbl knueHta RuBackup B cpenax BupTyanusaumm
oVirt/zVirt/REDVirt/ROSA  Virtualization  Buptyanudaumm oVirt cocTtoar B
crepytoLem:

1) 3anyck rubackup_client He06x0AUMO BbINONHSATL OT MMEHW MOMb30BaTENS
vdsm B root aupektopun (/). B Tom cnyyae, ecnn BaM HeobxoAMMO 3anycTuTb
KJTMEHT HE KaK CEPBUC, a B TEPMMHANIbHOM PEXMME, BOCMONb3yNTECh KOMaHAAMM:

[ng 3anycka knveHTa:
# cd /
# sudo -u vdsm /opt/rubackup/bin/rubackup_client start

Llns ocTaHOBKM KNNEHTA:
# sudo -u vdsm /opt/rubackup/bin/rubackup_client stop

2) B coctaB KNMEHTCKOro naketa BKMOYEH TOMbKO MOAOYNb ONS Pe3epBHOMO
KonMpoBaHWs  BUpPTyanbHbix MawwH oVirt/zVirt/REDVirt/ROSA  Virtualization,
HUKaKNX Opyrux MoLynen B 4aHHOM KOHMpUrypauum He npenycMoTpeHo.

3) B cocTaB KNMEHTCKOro naketa BXOOST TONbKO YTUNTbI KOMaHOHOW CTPOKW,
rpadonyeckunin MeHeoxep knmeHta RBC B cocTaB nakeTa He BK/OYEH.

4) Vicnonb3oBaHne BO3MOXHOCTM aBToMatnyeckn npenoctasnate NFS!
ChaiinoByto CUCTEMY CO CTOPOHbI CEpBepa PE3EPBHOr0 KOMMPOBaHWSA Ans paboTbl
KnueHTa oVirt He NpeayCMOTPEHO 1 He NoanepXuBaeTcs.

1 NFS - Network File System (cm. noopobHee Ha CTpaHuue
https://www.ovirt.org/documentation/administration_guide/)


https://www.ovirt.org/documentation/administration_guide/

5) [Ins co3naHns 1 BOCCTAHOBNIEHNS PE3EPBHbIX KOMUIA HA CTOPOHE KIIMEHTA
PEe3epBHOro KONMpoBaHUs TpebyeTtcs cneumanbHO BblAENEHHOE NPOCTPAHCTBO:

« [lns cospmaHus pe3epBHO Konmunm B pa3Mepe He meHee 3% OT obuwero
obbema BUPTyaNibHbIX MalVH, 4NS1 KOTOPbIX BbIMOMHSOTCS OAHOBPEMEHHbIE
ornepauMn pPes3epBHOr0 KOMMPOBaHUS (Hanpumep, Ons OOHOBPEMEHHOro
pe3epBHOro konuposaHus 10 BupTyanbHbix MawwH no 106 Heobxoammo
36 BbLIOENEHHOrO0 MPOCTPaHCTBA). OTO CBSI3AHO C TEM, 4YTO CO3OaHue
PEe3epBHbIX  KOMWA  OWCKOB  BMPTYalbHbIX  MaWWH  APOUCXOOUT
HEeMoCPenCTBEHHO M3  XpaHunuwa, ogHako TpebyeTcs cBobomHoe
NPOCTPAHCTBO B pasmepe 3% 0T obbema pe3epBrpyeMbIX PECYPCOB NS
BPEMEHHOr0 XpaHEHUS Cny>xXebHOon nHopMaLuu.

« [Ilna cospaHus pe3epBHON KOMUWM BbIKNIOYEHHOW BUPTYaNbHOM MaLWHbI,
INCKN KOTOPOI pacrnonoxeHbl B xpaHunuwe iSCSI? nnn FCP®, tpebyetcs
MECTO B KaTtasnore Ans BpeMeHHbIX onepaumii B pasmepe 103% ot eé obbema
(100% - nns BPEMEHHOro XpaHeHWs Konuu gucka + 3% [na xpaHeHus
cny>xebHor wuHdopmaumm). Konun OMCKOB TakoW BUPTyanbHOW MalMWHbI
3arpy>aroTcs B Karanor oss BpeMeHHbix onepaunii yepes oVirt APL.

* [lna BoccTaHOBNEHUs pes3epBHON Konum B pasmepe He MeHee 103% ot
obuwero o6bema BUPTyanbHbIX MaWWH, 415 KOTOPbIX BbINMOMHEHO PE3EPBHOE
KonupoBaHune (Hanpumep, As1a socctaHosneHns 10 BUPTYyanbHbIX MalWWH Mo
106 Heobxoammo 10316 BbILAENEHHOrO NPOCTPAHCTBA). OTO CBSA3AHO C TEM,
yto 100% OT pa3Mepa BOCCTaHaBNMBaAEMbIX PECYPCOB COCTaBNAOT KOMUU
LVCKOB BMPTyasbHbIX MaWwH, a 3% — cnyxebHas nHpopmaums.

Mpv pe3epBHOM KONMPOBaHMM B PEXUME Aedynavkaumm 310 TpeboBaHne He
SABNSeTCS 0b0s3aTtenbHbiM, T. K. BeCb O0OMEH AaHHbiMM npoucxogut 6e3
NCMONb30BaHNSA  OWCKOBOMO MPOCTPaHCTBA, OOHAaKo [AONisa  BOCCTAHOBNEHWS
BUPTya/lbHOM MalwuWHbl M3 OefynnnuMpOoBaHHOM PE3epPBHOM KOMUU Ha KIVEeHTe
notpebyeTcs MecTo Ans (hOPMMPOBAHMS OUCKOB BOCCTAHABIMBAEMON BUPTYaNbHOW
MallUWHbI.

MNocne pacnakoBku naketoB common W client B doavne /root/.bashrc
nponucatb Cneayowyro CTPOYKY:

export PATH=$PATH:/opt/rubackup/bin
Jlanee nepesarpy3nTb OKpPYy>XeHME:
.bashrc

3ateM co3gatb KOHGUrypaumoHHbIi dpann knmeHta RuBackup ¢ noMoubto
KOHCOMbHOM YTUANTBI rb_init.

Mpyn KOHGUrypauum KnveHTa C WUCMOSIb30BAaHMEM SNEKTPOHHOM MOAMUCH,
nocne BbIMOMHEHMS rb_init Ha KNMeHTe HeO6X0ANMMO BbINMOMHUTL KOMaHIY:

2 ISCSI - Internet Small Computer System Interface (cM. nogpobHee Ha cTpaHuue
https://www.ovirt.org/documentation/administrationguide/)

3 FCP - Fibre Channel Protocol (cm. noapobHee Ha cTpaHuue
https://www.ovirt.org/documentation/administration_guide/)


https://www.ovirt.org/documentation/administration_guide/
https://www.ovirt.org/documentation/administration_guide/

chown vdsm:kvm /opt/rubackup/keys/secret-key.pem

6) Mocne cospaHus kartanora Ans paboTbl C BPEMEHHbIMM charnamm
(Hanpumep, npu Bblibope katanora /rubackup-tmp) HeobxoAMMO NPenocTaBUTb K
HeMy O0CTyn nonb3osartento vdsm:

# chown vdsm:kvm /rubackup-tmp
BpeMeHHbIVI Katanor HeOGXO,EI,VIM 1A XpaHeHUs:

* MeTtanaHHbix, kotopble popmupyer CPK B npouecce cosgaHus
PE3EepBHON  KOMMM  BUMPTyanbHOM  MawwHbl. Pasmep  hopMmpyeMbix
MeTagaHHblx MoXeT jpgocturate 3% 0T obbema OOHOBPEMEHHO
pe3epBMPYEMbIX BUPTYasbHbIX MALWH.

* Konuin guckos BMPTyanbHbIX MAlKWH - AN Cryvyaes, Koraa BbIMOMHAETCS
pe3epBHOE KOMUPOBaHWE BbIKMOYEHHON BUPTYyaNbHOW MalWHbI, OUCKM
KOTopon pacrnonoxeHsl B xpanunuwe iSCSI nnn FCP. B pnaHHOM cnyyae
0b6beM kaTanora Ansi BpEMEHHbIX onepaumnii JonxeH bbiTb He MeHee 103%
OT pasMepa BUPTyasibHbIX MalVH, 018 KOTOPbIX BbIMOMHAETCS Pe3epBHOE
KOMMpoBaHWe.

MNpn ycTaHOBKE KIMEHTA pPeKOMeHOyeTCs UCNonb3oBatb  OYHKUMIO
LEHTPaNM30BaHHOrO0 BOCCTAHOBMEHWS B TeX Cryyasx, Korga npegnonaraeTcs
BOCCTaHOB/EHVE BUPTYyasIbHOM MaLwWHbI N3 cpencTea ynpasneHns RBM.

B xome uHctannsumm naketa B cucTeme OydeT co3maH doaiin HacTpoek
Joctyna CUCTEMbI pe3epBHOro KOMMpOBaHNS K API oVirt
/opt/rubackup/etc/rb_module ovirt.conf:

engine https://ovirt-engine.yourdomain.local
grant_type password

username admin@internal

password 12345

ca_info Jopt/rubackup/keys/ovirt.ca.crt
timeout 30

disk _upload _mechanism <file/nbd>
allow_work_with_incompatible_versions no
disk_upload_timeout 2

disk_download timeout 10

imagetransfer_inactivity timeout 5

MapameTpbl 13  KoHdurypaumoHHoro cpanna rb_module_ovirt.conf
npencTasneHbl B Tabnuue 1.



Tabnuua 1 — T[lapametpbl dpaina KoHGUrypauum MOQyns pPE3EPBHOrO
konmposaHus oVirt/zVirt/REDVirt/ROSA Virtualization.

MapameTp HasHauyeHue 3HaueHue no
yMOnyaHu1io
engine IP-anpec onsa API-3anpocos B nnargoopmy
BUpTyanusaumm oVirt
grant_type Tun rpaHTa TOKEHA ayTeHTMdmkaumm password

OAuth pgna B3aumopericteus ¢  API-
nnaTcpopmoi BUpTyanusauum

username Ms nonb3oBartensi, OT UMEHW KOTOpPOro
6ynyT BbiNnonHATbCA 3anpockl API

password [Maponb onsg nonb3oBaTens, ykasaHHOro B
napameTpe username

ca_info MyTb 0o ceptudprkara ssl

timeout Bpemsa oxwunpaHuns (B cekyHpax) oTeeta OT 10

nnatcpopmbl  BUpTyanusauum Ha APl

3anpocbl. MMHMMYM 1 cekyHAaa, MakCUMym

300 cekyHo, no ymonyaHuoo 10 cekyHA.

Echm npn BbiNOMHEHWM 3ajayvM  Ha

cospaHme PK wnu BocctaHosneHne PK

OoTBET OT nnatopMbl HEe MOCTynNUT B

TeyeHMe 3agaHHoro onuvein  timeout

BPEMEHWN, TO COOTBETCTBYylOWAS 3adada

MOXeET OblTb 3aBepLIEHA C OWNOKON

disk_upload_m | MexaHn3M Ons 4YTeHUS OaHHbIX Oucka W file

echanism 3anMcy  faHHbIX  Ha  OUCK  BHYTpWY
nnartgoopMbl BUpPTYanmaaumn.

JLlonycTMble 3Ha4YeHNS:

* nbd — MexaHM3M B3aMMOOENCTBUS C
Jnckamu, peannsdyembli Ha OCHOBE
npotokona NBD. 3tor 63keHn
obecneymBaet HaunyyLWwyo
NPON3BOONTENBHOCTL N PACLUMPEHHbIE
doyHKUMK,  Takume kak  zero/dirty
extents.

+ file — mexaHu3m B3aMMoOencTBma C
AMCKaMn Ha OCHOBE MPSIMOro JocTyna
K HIM. o107 6akeHq, He
noanepXunBaet MHOXECTBEHHbIE
MNOAK/IOYEHNS NPU 3anNnCKU AaHHbIX, a
Takxe goyHkuUmoHan zero/dirty extents.

(cMm. nogpobHee Ha cTpaHuue
https://ovirt.github.io/ovirt-imageio/package
s.html)



https://ovirt.github.io/ovirt-imageio/packages.html
https://ovirt.github.io/ovirt-imageio/packages.html

Mapametp

Ha3HauyeHue

3HauyeHue no
YMONYaHuIo

allow_work_ wit
h_incompatible
_versions

MNapameTtp, ykasbiBaowwii, Oyoetr nm
Moay/nb paboTtaTb C Bepcuein nnaTcoopMbl
BUPTYyanu3aumm, COBMECTMMOCTb C KOTOPOM
He bblia NPOTEeCTMPOBaHa.

JonycTtumble 3Ha4yeHns: yes, no.

Ecnn Mooynb He COBMECTMM C BepcueNn
nNNatgoopMbl  BUPTyanmM3auum n 3HadveHue
napameTpa YCTaHOBNEHO B NO, MoOAyMb
3aBepmnT CBOIO paboty c
COOTBETCTBYIOLNM coobLeHneM 06
ownbke.

Mpw HeobXxoaMMOCTM paboTbl c
HEeCOBMECTMMOW  Bepcuein  nnatgoopMbl
BUPTyanu3aumMm YCTaHOBUTE napameTp B
3Ha4eHue yes

no

disk_upload_ti
meout

TarimayT ong 3arpysky Kaxgnoro auvcka Ha
nnargopmy npwv BOCCTaHOBNEHMWM.
N3mepsietca B MuHyTax. o ymonyanuio 2
MUHYTbl. MuHumanbHoe 3HaveHne - 1
MUHYTA,;

disk_download__
timeout

TanmayT Ons 3arpysku Kaxgoro gucka c
nnatcpopmbl npu Bekane. V3mepseTtcs B
MuHytax. [lo ymonyaHuio 10  MuHYT.
MuH1ManbHoe 3HaveHve - 1 MUHYTa;

10

imagetransfer_i
nactivity timeou
t

MNapameTp onpepensieT Kakoe KONM4ecTBO
cekyHg nnatcpopma Oymetr  oxumpatb
Hayana 3arpys3ku gucka rnocrne co3naHus
ImageTransfer-a. 3mepseTcs B cekyHoax.
MuvHumanbHOe 3HayeHve - 5 cekyHn,
MakcuManbHoe 3Ha4veHue - 500 cekyHa.

Lanee Heobx0aMMO BbINONHUTb cnenyowne 0encTBus:

1. I3MeHnTb B 3TOM (parine HacTpomnku ans noaknodeHns Kk API, ons yero:

— cospatb cepTtudomkar goctyna K APl cnepyrowern kKoMaHaom:

# curl

--output

resource=ca-certificate&format=X509-PEM-CA'

Jopt/rubackup/keys/ovirt.ca.crt
engine.yourdomain.local/ovirt-engine/services

'http://ovirt-

ki-resource?

— N3MEeHWUTb Npasa OOCTyna Aas ceprudoukara cneayouein KoMaHooin:

# chown vdsm:kvm /opt/rubackup/keys/ovirt.ca.crt


http://ovirt-engine.yourdomain.local/ovirt-engine/services/pki-resource?resource=ca-certificate&format=X509-PEM-CA
http://ovirt-engine.yourdomain.local/ovirt-engine/services/pki-resource?resource=ca-certificate&format=X509-PEM-CA
http://ovirt-engine.yourdomain.local/ovirt-engine/services/pki-resource?resource=ca-certificate&format=X509-PEM-CA
http://ovirt-engine.yourdomain.local/ovirt-engine/services/pki-resource?resource=ca-certificate&format=X509-PEM-CA
http://ovirt-engine.yourdomain.local/ovirt-engine/services/pki-resource?resource=ca-certificate&format=X509-PEM-CA

Mpn crapte KnveHTa RuBackup B XXypHa/bHOM Qoaiine
/opt/rubackup/log/RuBackup.log Ha knueHTe NOSBUTCA Cneayrowas 3anmchb:
Try to check module: 'oVirt' ...

Execute 0S command: /opt/rubackup/modules/rb_module ovirt -t 2>8&1
[2024-02-61 08:37:31] Info: Module version: 2.0

[2024-02-01 ©8:37:31] Info: zVirt Engine version: 4.5
. module 'oVirt' was checked successfully
Execute 0S5 command: fopt/rubackup/modules/rb_module_ovirt -c 2>&1

2. B py4HOM pexume npoBepuUTb NPaBuiIbHOCTb HACTPOEK Creaytowe KOMaHLow:

# /opt/rubackup/modules/rb_module ovirt -t

HacTtponka poctyna 6e3 napons ons nonb3oBatens

vdsm

Lns koppekTHoi paboTbl ¢ MomyneMm nonb3oBatento vdsm Heobxoaum
noctyn 6e3 napons no ssh. K MOnNb3oBaTento root Ha OCTalbHbIX Yy3nax
BMPTyanusaumu, rae ycraHosneH knneHt RuBackup.

Lnsa atoro HeobxooMMo NPOBEPUTb HanMume ssh kn4ya Ha OaHHOM ya3ne,
€CN KJK0Y OTCYTCTBYET, CO34aThb ero Cneayrouern KoMaHaom:

# sudo -u vdsm ssh-keygen -t rsa -b 4096 -f /var/lib/vdsm/.ssh/id_rsa

Janee HeobxoOMMO CKOMMPOBAaTb MyONMMYHbIA K4 Monb3osaTtens vdsm,
HaxogAawWwmnics B oanne id_rsa.pub " 3anucarb B goamn
/root/.ssh/authorized_keys Ha Bcex ocTanbHbIX y3nax BuUpTyanusauuw, raoe
yctaHoBrneH knveHT RuBackup.

Mocne BbIWEONUCAHHBLIX OEWCTBUIA Heobxooumo ybeauTtbCs, YTO BCE
BbIMOIHEHO  MpaBWIbHO, MNONpPoboBaTb  MOOKMOYATLCS C  OOHOrO  y3na
BMPTyanu3aumv Ha opyrov KomaHoom:

# sudo -u vdsm ssh root@<hostname>

Echn npn nopknioyeHnn cuctema He TpeboBana naponb - HacTporika
BbIMOJIHEHA BEPHO.
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MacTtep-knioy

B xome yctaHoBkm knmeHta RuBackup 6ymeT cos3maH macTep-knod ans
3alWNTHOrO NPeobpasoBaHNst PE3EPBHbIX KOMWIA, a TakXe K/4YM ONst SNeKTPOHHOM
no4nucK, ecnv NpeanonaraeTcs UCNonb3oBaTb ANEKTPOHHYO NOAMUCH.

BHumaHue! Mpu yTepe Knro4ya Bbl HE CMOXETe BOCCTaHOBUTb AaHHble
M3 pe3epBHOW KOMWUMU, ecnu OHa Obina npeobpasoBaHa C MOMOLLbIO
3aLUUTHBbIX aNrOpPUTMOB.

BaxHo! Knioun pekomeHayeTcsi nocne co3gaHUMsA CKONMpoBaTb Ha
BHELLUHMI HOCUTENb, a TaKXe pacneyartatb 6yMaXHyo KOnuio u ybparb atu
KOMuM B HafEXHOe MeCTo.

MacTep-knto4 pekoMeHgyeTcs pacrnedartatb Npy NoMoWwm ytunutbl hexdump,
Tak Kak OH MOXET cofep>xaTb HeoTobpakaeMble Ha 3KpaHe CUMBOJIbI:

$ hexdump /opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020

11



3aluTHOe nNpeobpasoBaHue pe3epBHbIX

KONMun

Mpu HeobxoaMMOCTU, cpasy Mocrne BbiMOMHEHNS PE3EPBHOMO KOMMPOBAHNS
BaWW pe3epBHble KOMMU MoryT OblTb NpeobpasoBaHbl Ha XOCTe KAMeHTa. Takum
06pa3oM, BaxHble OaHHble BynyT HeAoCTyrmHbl Ans agMuHucTpaTtopa RuBackup
WM OpYyrux nud, KOTopble MOrnu Obl MOMyYUTb OOCTYM K PE3EPBHON KOMUM
(HanpuMep, Ha BHELWHEM XPaHUIMLWE KapTPUOXKEN NeHTOYHON BrnbnmoTekn nnn Ha
nnowaake npoeaiaepa obnayHoro XxpaHunuiLa ans Bawmnx pe3epBHbIX KOMWiA).

MonpobHee 0 3aWMTHOM NPeobpa3oBaHMN PE3EPBHbBIX KOMWA — CM. pa3aen
«3aWwntHoe npeobpasoBaHNE PEIEPBHbIX KOMW» OOKyMeHTa «PykoBOACTBO
cucteMHoro agmuHucTparopa RuBackup».

12



AnroputMbl 3alLUTHOro npeobpasoBaHus

IOns  BbINOMHEHNS 3aWWUTHOrO npeobpas3oBaHNsi OOCTYMHbl  anropuTMbl,
npeLcTaBneHHble B Tabnuue 2.

Tabnuua 2 — ANropuTMbI 3aLUUTHOTO NPeobpas3oBaHunsl, AOCTYMHbIE B YTUIMTE

rbcrypt.
Anroputm ,D,nuug Kiitoa, MpumeyaHue
nT
Anubis 128, 256
Aria 128, 256
CASTG6 128, 256
Camellia 128, 256
YKpaunHCcKuin HaumoHanbHbln ctaHoapt ACTY
Kalyna 128, 256, 512 76242014
. Poccuiicknii HaumoHanbHbIi ctaHgapt FOCT
Kuznyechik 256 P 34.12-2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Kutaickmin HaumoHanbHbl cTaHaapT ans
SM4 128 6ecnpoBOAHbIX CETel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256

13



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html

Ucnonb3oBaHue MeHeLnXxepa

agMuHucTpatopa RuBackup (RBM)

OkoHHOe npunoxeHne «Meneoxep agmunHuctpatopa RuBackup» (RBM)
npefHasHavyeHo Aans obwero aaMUHUCTPUPOBAHMS CEPBEPHON  rPYNMMPOBKY
RuBackup, ynpaBneHWs KnMeHTamMu pe3epBHOIO KOMMPOBaHUS, rnobanbHbIM
pacrnMcaHnem pe3epBHOro KOMUPOBAaHWUS, XpPaHWIULAMW PEe3epBHbIX KOMuin W
npyrummn napametpamm RuBackup.

3anyck RBM

Lnsa 3anycka RBM cnenyeTt BbINOMHUTL KOMaHAYy:
# [opt/rbm/bin/rbm&

Mpwn 3anycke RBM Bam noTpebyeTcsi NpoiTy ayTeHTMdpmKauuo. YTO4HUTE
login/password nns Baweit paboTbl y rnaBHoro agmuHuctpatopa CPK. Ecnn Bbl
rNaBHbIA aAMUHUCTPATOP, TO UCMONb3YNTe AN aBTopU3auun Cyrnepnonb3oBaTtens
rubackup v TOT Naponb, KOTOPbIA Bbl 334211 eMy Npu MHCTaNNSUUA (PUCYHOK 1).

RuBackup Manager

UM cepeepa

Wms nonb3osatens

Napons

PucyHok 1
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Ha Bknagke OO6GBEKTbl B NIEBO 4aCTU MPEOCTaBNEH CMMCOK K/IMEHTOB
CMCTEMbI PE3EPBHOro KOMMPOBaHWS, B KOTOPOM yKasaHo UMS, yHukanbHblin HWID u
onucaHve. KnueHTbl, KOTOpble B [AaHHbli MOMEHT Haxoasitcs B online, 6yaoyT
OTMEeYeHbI 3eneHbIM LBeToM. KnueHTbl B cocTosiHum offline — kpacHbIM (prcyHOK 2).

LIns  pe3epBHOr0 KOMUPOBAHUS KAWEHT OOMXeH ObiTb aBTOPM30BaH
agmuHucTpartopom RuBackup.

Ecnu knnent RuBackup ycTtaHOBNEH, HO HE aBTOPMU30BaH, B HUXHEN YacTu
okHa RBM nosiBuTcS COOBLWEHNE O TOM, YTO HaAEHbl HEABTOPU30BAHHBIE KIIMEHTDI.
Bce HoBble KAMEHTbl OONXHbI OblTb ABTOPM30BaHbl B CUCTEME PE3EPBHOrO
kornmposaHus RuBackup.

"\

2 {T] 8 @
o Gl Jo6aents [ PegakTnposats [ Yaanuts i
E Crpaterun Pazgenseman rpynna Knactep Konu4ecTBo NOMBITOK Nepesanycka 3aga4su Onucaque
E| rno6anbHoe pacnncanve NENEALE e hue &

1 No group false false o
@ YnanénHas penankaums
[a) Peno3suTopuin
] O4epenb 3ana4
Cepsepbl RuBackup
[e2] XKypHansi
& ADMUHWCTpUpOBaHME
& rubackup@Ilocalhost
PucyHok 2
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Lns aBTOpU3auum HeaBTOPU30BaHHOrO kaneHta B RBM Heobxoommo
BbINONMHUTbL Cneytowme OEACTBISA:

1. Haxmute Ha Bknagky «AQDMUHUCTPUPOBaHME» U BblbepuTe  UKOHKY
«KnueHtbl» (PncyHok 3).

e Ru & @

L O6vekTsl [Monb3oBaTtenu gh

@ CrpaTerun :
8 MonbsosaTenu Dy

[El Fno6ansHoe pacnucaHue noJjib3oBaTenen
YaanéHHas pennvkauus

[&) Peno3uTopui

CynepBaiizepbl % ConpoBoXxaawowume

] O4epenb 3ana4

= Cepeepbl RuBackup

AAMUHKUCTPaTOPEI
[ XKypHane!
2
& ADMUHWCTPUPOBaHUE ObhekThl
[
KnneHTbl —t— pynnbl KNMEHTOoB
N
E Megnacepsepsl
=)
[
XpaHunuwa

@

MNynel @ Ipynnel Nynos

PucyHok 3

8  rubackup@rbfd-stress-primary

& 1 HeasTOpMIOBAHHBIX KNMEHTOB

2. Ha BepxHel naHenu nepengnte Ha Bknanky «HeaBTOpu3oBaHHbIe K/TUEHTbI»
(PucyHok 4):
- R

& O6wextul

B Crpaterum
i rb-client01 2 3 6e:f3:86:da:68:00 10.177.32.108 fe80::6cf3:86ff:feda:6800 af8ff269c771bd33 2023.02.21 10:35
[ rno6ansHoe pacnucarve

[@ YaanénHas pennukauus

(3 PenozuTopuii

) Ouepeas 3apau

5 Cepeepsl RuBackup

XypHans

& AAMUHUCTPUpOBaHMe

PucyHok 4
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3. HaxmunTe Ha TpebyeMoro HeaBTOPM30BAHHOMO K/IMEHTA MPaBOW KHOMKOW MbILIN 1
Bblbepute «ABTOpPM30BaTh» (PucyHOK 5):

RuBackup manager (wa rb-primary)

Bonpoc

ABTOPU30BATH BLIGPAHHBIX KANEHTOB?

Orvena

PucyHok 5

MNMocne asTopu3aumm knueHT OyneT BuoeH Ha Bknage «O6BEKTbI»
(PucyHok 6):

3apaun Mpaeuna ctpatery  PencawTopwii  YaanéwHas pennavkayus  MnaH BoccTaHOBNEHMA

L] O6beKkTh (R rbfd-stress-fsclient
[ rbd-stress-media01 } . aHWA CraTyc ID KAMeHTa WM KavMeHTa HWID WmAnyna  EMKocTe
- IS
- CEEEETED
@ YnanéuHas penaukaums i rbfd-stress-primary 128

[g rbfd-stress-secondary

(] Ctpateruu
El rnobansHoe pacnucaque =
(=) PenosuTopui
Z) O4epensb 3ana4
=pBepbl RuBackup
ypHa bl

3 ADMUHUCTPUPOBaHUE

primary

& 1 HeasTOPH30BAHHBIX KNHEHTOB

PucyHok 6
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PerynsipHoe pe3epBHOEe KONMUpPOBaHUEe BUPTyal/ibHOWM
MaLUWHbI

YToObl BLINOMHATL PErynsipHOE PE3EPBHOE KOMUPOBAHME BMPTyasbHOW
MallVHbl, HeobXoouMo co3patb npasBuno B rnobanbHOM pacnucaHum (B cnydae
rpynnoBbIX Orepauuin MOXHO TakK e WCMoMb3oBaTb CTpatermm pesepBHOro
KonuposaHus). L1na aToro BbINOMHUTE Cnenytowme OenCTBUS:

1. Haxonsce B pasnene «O6bekTbl», BolbepuTte Bknaaky «MpaBuna» n Haxmute
Ha UKOHKY «+» (PUCyHOK 7):

"l
Ru a @
- T — - ——
[ O6bexThl X rbfd-stress-fsclient 5%
) oo gl rofd-stress-media01 ID  WmarnobansHoro pacnucaHna CraTyc ID knneHTa  MMa knveHTa HWID Wmsinyna  EmkocTs
(R rbfd-stress-media02
[l Tnobanshoe pacnucatue M rbid-stress-pgclient
B YnanéHHas pennuvkaLus |4 rbfd-stress-primary Iyl
[ rbfd-stress-secondary
[5) Peno3uTopuit
Ouyepepb 3apa4
= Cepeepsl RuBackup
[+ XKypHanbi
& ADMUHUCTpUpOBaHUue
[0
8  rubackup@rbfd-stress-primary
& 1 HeasTOpH3OBAHHBIX KNMEHTOS

2. Boilbepute knneHT, BMeECTe C KOTOpbIM ycTaHoBneH mogynb RuBackup,
npeoHasHaYeHHbI  ONS  PEe3epBHOrO0  KOMMPOBAHUS  BUPTyalbHbIX  MalWH
oVirt/zVirt/REDVirt/ROSA Virtualization.
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3. Boibepute 1IN pecypca «oVirt» (PucyHok 8):

¢ Ru ¢ 8 @

= & [l06a8UTL NPaBMNO rN06ANLHOTO PaCNUCaHUA +/ MpumernTs

58 NaHens MOHUTOPUHIa

Mpasuna rio6ansHoro pacnucaxms

O ObbekTs!
@ Crparerun Napamerps npaswna LlononHuTeNbHbIE NapameTpsi Npaguna

Hassarue npasuna x EMKoCTb Xpanmanwa Inf e
[E] FobansHoe pacnucatme P [ ] P i

Knvent 2virt-host2.rubackup.test (3f86abb125dc28e9) v EMKOCTS XpaHunvLa KveTa Inf 6
YaanéhHas penaukaums

Tun pecypca ovirt v . Npropuer 100
© PenoawTopuit

pecypc [ T —— ot

Ovepens 3anay
4 penb 3a, Tun PK Tonnan M CKPUNT NPY HOPMANILHOM BLINOAHEHMN

£ Cepeepsi RuBackup

.
5
PR ————— ]

[=] XKypHans! CKPUNT NPW BOCCTaHOBNEHNN

RoGasums npasuno 8 wabnon

LUa6noH rno6ankHOro pacnycanus

& AnmmcTpuposanie

HacTpoitku Pacnucanve
BKNIOYUTL NoCAe Co3aaHms [ @) Bbi6paHO: KpOH-BbipaxeHue 0 0 1%+
fyn Default v Mepvoavseckuii 3anyck
Havano nepuosa aeicTeus 21.03.2024 13:50 ] MunyTa [] +
OkoH4aHWe nepuopa peictens  21.03.2025 13:50 m Yac

olo]o

BeHb mecaua 1 + C@
Mecay
Denb Hepenn

Nposepka CPOK xpaHeHus

posepKa pesepsHx KonWit Kaasie L O T ——— «©

PucyHok 8

4. HaxmnTe Ha WKOHKY «..» psooM C Hagnucblo «Pecypc» u  Bblbepute
BUPTYa/lbHyl0 MaluHy, Onsi KOTOPOA TpebyeTcsi co3patb PEe3epBHYI0 KOMUIO
(PucyHok 9):

BuiipaTh

1D Name Description
553de83c-fff4-44ff-B8f HostedEngine Hosted engine VM
b8454d40-b7b6-4824 Server with_Databas:
89f957a2-503c-4144-| test with static disk
224133f0-fSc0-48d0- test wtd_2

37019974-fed9-43a4 two-disk

PucyHok 9
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[lns pesepBHOro KONMpPoBaHWS BUPTYaNbHbIX MAWWH, B KOTOPbIX COOEPXAaTcs
anckm ¢ tunoM  «[penBapuTenbHO  pasMeyYeHHblid», HeobxoOMmo 3apaHee B
HacTporkax aucka YCTaHOBUTb donar «BkAounTb WHKpPEMEHTanbHOe pPe3epBHOE
konuposaHue» (10). B cnyyae, ecnn cpnar OymeT BbIK/OYEH, MPU PE3EPBHOM
KONMPOBAaHUN He rapaHTUPYeTCS BOCCTAHOBNEHME C Pa3BepTbiBAHNEM.

Wma

Onucaxne

WHTepdenc

¥YBenuuuTe pamep Ha (GE)

0

test_disk

VirtlO-5CSi

[} QuMCTUTE NOCNE YAANEHWUR

BIOUMT!

I BRAOUNTE MHKPEMEHTHOE DEIEPEHOE KOMMPOBAHWE I

PucyHok 10

5. YcTtaHOBMTE HACTPOKM NpaBuna: Has3BaHWe npaBuna, Myn XpPaHeHWUs OaHHbIX,
npaswna,

npuopuTeT
VHKpEMeHTanbHas

BbIMONTHEHUA

nnn

ongocpepeHumanbHas),

TAMN

pe3epBHOi
pacnucaHve

Konmu

(nonHas,
pe3epBHOro

KOMMPOBaHMS, CPOK XPaHEHWS N Heobs3aTenbHbIi BPEMEHHOW MPOMEXYTOK
npoeepku konuu (PucyHok 11):

¢ Ru

83 Nawens MmoHuTOpUHra
J O6wekTsi

) Crpaterum

[E) Tmo6anbHoe pacnncanne

YAanéuHas penamkauma

& Penozutopuii

E] Ovepens 3aaas

B Cepsepbi RuBackup

B rubackip@10177.325

+ Mpmvenrs

NapameTps! npasuna DononHuTensHsI (@ napameTpsl npaguna
Hassare npasuna EmkocTs xpanmnuLa Inf 6
Kavent node10 (806aacefc80e3900) v EMKOCTE XpaHinuiLa knvenTa Inf e
Tun pecypea (Covint v rovopurer 100 +
Pecypc * BB ouvroe npeotpasosanme nocrypt v
Tun PK Monwas v CKPUNT NP HOPMAILHOM BHINOAHEHUM =
CKPUNT NpY BBINOAHEHMY € OWMEKaMN =
Hota P wabnow
WaboH rnof 6anbHoro pacnucanms
HacTpoiiku Pacnicane
BKAIoMTH NOCNE CO3RaHMUA [ @) Bbi6paHO: KpoH-Bbipaxerie 00 1% *
nyn Default v Mepuoauseckui samyck
Havano nepuona nevicrans 04.04.2024 10:03 F MunyTa [ @) 4 +
OKoHvaHue nepuoaa aeiicTens | 04.04.2025 10:03 (@] Yac [ @) 0 +
Rens mecaua [ OJEE! +
- (@
Renb Hepenn
Mposepxa Cpok xparienis
MpoBEPKa pe3epBHbIX KONUit KaXAbIE [ @) XpaHuTe pe3epBHbIE Konum B TeveHme [ @)

+ | Mecsues

PucyHok 11

+ et
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6. HaxaB Ha MKOHKY «...» psiioM C BbiIOpaHHbIM TUNom pecypca «oVirt», yctaHoBuTe
JOMNONHUTENbHbIE HACTPOWKW Mpasuna pes3epBHOro KonuposaHus (PucyHok 12,
Tabnuua 3).

oMVirt

backup_if_shutdown (:)

script_before_snapshot
script_after_snapshot

execution_script_timeout 5 .

3Ha4yeHWsa no YMOn4aHWu “

PucyHok 12

Ta6bnuua 3 —  [lononHuTeNbHble NapaMeTpbl NpaBwWia Pe3epBHOrO
KONMpoBaHMs BUPTYasbHbIX MawwmnH oVirt/zVirt/REDVirt/ROSA Virtualization.

MapameTtp OnucaHwue 3HauyeHue no | [LonycTumblie
YMONYaHUIo 3Ha4yeHus

backup_if_s |lNapameTp, 3apatowmin true true, false
hutdown BO3MOXHOCTb PE3EPBHOMO
KONMpOBaHUS BbIKNIOYEHHOW
BUPTYyasnbHOM MaLVHbI:

e true — BO3MOXHO co3gaHve
pe3epBHOA Konuu
BbIK/TIOYEHHOW BUPTyasibHOM
MallUWHbI.

+ false — co3pnaHve pe3epsHO
KOMNW BbIK/TIOYEHHOM
BUPTyanbHO MaWWHbI
HEBO3MOXHO. 3afaya Ha
pe3epBHOE KOMMPOBaHMe
OyneT 3aBeplueHa ¢ OWNOKOIA.

21



MapameTp OnucaHue 3HaueHue no | JonycTumble

ymon4yaHuwo 3Ha4YeHusq

PesepBHoe konnpoBaHne
BbIK/TIOYEHHbIX BUPTYasibHbIX
MalUMH BO3MOXHO OS]
BUPTYanbHbIX MaLUVH,
6a3mpyOLMXCS B XpaHUNLLE
Tmna NFS, iSCSI unn FCP.

script_befor |[onHbIA NyTb K CKPUNTY BHYTPW
e_snapshot |BMpTyanbHON MaWWHbI, KOTOPbIA

OyneT BbIMOMHEH nepen,
CO30aHNEM CHaMwoTa ons gaHHon
BUPTYaslbHOM MaLUNHbI.

script_after_ | [onHbIN NyTb K CKPUMTY BHYTPK
snapshot BUPTYyanbHOM MallNHbl, KOTOPbIN

OyLeT BbINONHEH NOcne co3aaHns
CHaMWoTa ANs AaHHOM
BUPTYyanbHOM MaLUHBbI.

execution_s |Bpems B cekyHaax, B Te4eHVe 5 1-600
cript_timeou |koTtoporo moayns RuBackup 6ynet

t

0XMAaTb BbINMOHEHNS CKPUMTOB
BHYTPW BUPTYaNbHO MalUWHbI A0 U
nocne co3naHns CHanwoTa.

MNpumevaHus:

Ecnun B npouecce pe3epBHOINO KOMUPOBAHWS BbIKIHOYEHHON BUPTYasIbHOM
MalWHbI  Npu  3HadyeHun true napametrpa  backup_if _shutdown
nosb3oBaTesib BK/AUUT [aHHY BUPTYasIbHYO MalluHy, TO pe3epBHas
KOMMsa MOXET NOYyYNTbCSA HEKOHCUCTEHTHOWA.

Ans Toro, 4uToObl BbLIMNONHUTL PE3EepPBHOE KOMMPOBaHME BKJIKOYEHHOM
BMPTYa/IbHON MalUWHbI, AUCKN KOTOPO HaXOOATCHA B XpaHU/unLe ¢ TUNoMm
ISCSI wwm FCP, Heobxogumo 4ToObl pe3epBHOE KOMWPOBaHUE
BbINOJTHANOCL K/IMEHTOM C YCTAHOB/IEHHbIM MOZAY/IEM TOrO Y3/1a, Ha
KOTOPOM pa3mellaeTcs AaHHas BUpTyasibHas MallnHa.

7. lns npaBuna pe3epBHOro KOMUPOBaHUS TakXe MOXHO HACTPOUTb YBEOOMIEHMS
NpY HOPMaNbHOM Ero BbIMOMHEHUW AN MPY BO3HUKHOBEHMN OWNOKM B Npouecce
BbINOMHEHWS, YBEOOM/IEHUS MNPV OKOHYaHWM Ccpoka [OelcTBMa  npasuna,
YBELOMMIEHNS MPU OKOHYaHMU EMKOCTW B Myne, yBEOOMIEHUS MNpy yoaneHuu
yCTapeBLWMX Pe3epPBHbIX KOMUA, BO3MOXHOCTb M NEPUOANYHOCTb NepeMeLLeHNs
pe3epBHbIX KONWiA B Apyrom nyn aaHHbIx (PucyHok 13):
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-
¢ Ru

8 &
< To6asuts rro6ansHoe pacnucarive +/ Mpuwennts
& O6bekTbl
fiyn dedup-4T - Meproanseckmit sanyck
E) CrpaTerumn
Havano nepvona aeficTans 22.05.2023 13:14 @] MunyTa a o +
FnobansHoe pacnvcanue
= B Okokakue nepuona aeicTaus | 22.05.2024 13:14 A Yac a o +
@ Yaanénnas pennukauns s @ - T

(=) Peno3uTopuit
Ovuepenp 33gay

Cepeepei RuBackup

Mecsu

Dens Henenn

Nposepka Cpok xparenns:
& ypanet Nposepka apxuea Kaxasie [ @) XpaHUTL pe3epeHbie KOnuu B TeeHme [ @)
& ABMUHNCTPUPOBaHINE +  Months v £ +  Years v
Pe3epeHsie Konui VeTapesiue pesepeHsie Konvi
MepemectyTe & nyn Yepes ABTOMaTHYECKOR YAANEHIE
Yeenomnats | Nobody v
K/IMEHT MOKeT yAanuTL Pe3epaHbIe KOMMH 3TOro npasuna [ @)
VeenomneHus
HopMankHoe BinonHeHue Nobody v @
BHINONHEHME C OWHMBKOI Nobody v
Mposepka peseperoii komun | Nobody v
OKowvakme aeficTens npagmna | Nobody v
£ oibscisanat e ey OKOHHaHIE EMKOCTH & Nynie Nobody [

& 1 HeasTOpM30BAHHBIX KNMEHTOB

PucyHok 13

5. ocne BbINOMHEHNS1 HACTPOEK MpaBuia PE3EPBHOrO KOMUPOBAHWE HAXMUTE Ha
KHOMKY «J,06aBUTb NpaBuno B LWAGNOH» (PucyHok 14). B pe3ynbtate 4ero
npaBuno Ans BblbpaHHOro Ttmna pecypca (oVirt) n BbibpaHHOro pecypca
(BMPTYyaNnbHOW MaLMHbI) NOSIBUTCS B CAMCKE NpaBuil.

~
¢ Ru e & @

€ [l063BATS NPaBUAO 11106NLHONO PaCTMCaHUS /' MpimenuTs

83 Nawens MmoHuTOpUHra
Mpaswna r106ankHOro pacnucanms
) O6vekTbi

) Crpaterum NapameTpsi npasuna [lononHuTenbHLIe NapaMeTpsl Npasuna

r6
5 trobansoe pacrmcanve. SIS EmkocTs xpannana Inf

Kamenr node10 (806aacefc80e3900) v EmKocTe xpannMa knueHTa Inf r6
YAanéuHas penamkauma

Tun pecypca ((ovint < v | novopnrer 100
& Penozutopuii

i ]| [ — =
(i eetitsant Tun PK Nonwan v

CKPWNT NPU HOPMANLHOM BHINOAHEHN

Cepeepsi RuBackup CKPUNT NpY BBINOAHEHMY € OWMEKaMN

... |

[=] XypHaner CKPMNT NPU BOCCTaHOBAGHUN

LLIa6710H rn06asHOro pacnucanus

& AnmnrucTpuposatine

Hactpoitku Pacnicane
BKAIoMTH NOCNE CO3RaHMUA [ @) Bbi6paHO: KpoH-Bbipaxerie 00 1% *

nyn Default v Mepuousieckni sanyck

Hasano nepnopa pecTans 04.04.2024 10:03 M MunyTa [ +
OKoHvanve nepuopa AeiicTaus | 04.04.2025 10:03 (@] Yac

ololo

Renb mecsua

Mecsiy @

Renb Hepenn

Nposepka CpoK xparenis

NpasepKa pesepBHux KonMA Kaxavie @D  xparme pesepsrie xonmm 8 Tevenme o

1 + | Mecsues v 1 + et v

B rubackip@10177325

PucyHok 14

6. Haxmute Ha kHorky «[pUMeHUTb» B MpPaBOM-BEPXHEM yrny Ang
3aBepLUEHNs HACTPOMKW 1 CO3[aHus npasuna.

BHOBb cospaHHOe npaBuno 6yner uMeTb ctatyc run. Ecnum Heobxoammo
co3gatb MpaBWno, KOTOPOEe MoKa He [LONMXHO MopoXnath 3aday pPe3epBHOro
KOMMPOBAHWSI, HyXXHO ybpaTtb 0TMeTKY «BKNUnTbL Nnocne cospaHus».
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MNpu cospaHun 3apay4n RuBackup oHa nosBnsercsa B rnasHoOW o4vepenm
3agay. OTcnexusarb UCMONHEHWE NPaBU MOXET Kak aAMUHUCTPATOpP, C NMOMOLLbIO
RBM unu yTunuT KOMaHaHOW CTPOKW, Tak U KAMeHT npu nomowm RBC vnun ytmnuTtbl
KOMaHLHOW CTPOKW rb_tasks.

Mocne ycnewHoro 3aBepLieHnsi pe3epBHOro KONMpPoBaHMs pe3epBHas Konms
byneT pasMelleHa B XpaHUMLLE Pe3epBHbIX KOMuiA, a MHdopMauus o Heli byaeT
pa3mMelleHa B penosutopun RuBackup.
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Cpo4HOe pe3epBHOE KONMUpoBaHue

B cnyyae Heobx0aMMOCTV CPOYHOrO PE3EPBHOMO KOMMPOBAHUS CO34AHHOMO
npaeuna rnobanbHOro pacnucaHusi, cnepyeT Bbi3BaTb MPABOA KHOMKOW MbIlK
KOHTEKCTHOE MEHIO «BbINonHUTb» (PUCYHOK 15):

PucyHok 15

MpoBepnTb XOA4 BbINONHEHNS PE3EPBHONO KOMMPOBAHMS MOXHO B OKHE
«Quepenb 3a8ay» (pucyHok 16).

¢ Ru £ 8 @
99 Makens MOHUTOPUHTa VMA KnnerTa c wn pecypca  Pecypc ID npasuna ID cTpaTerv ID penavkaunm Mmanyna TunPK CosaaHo
O 06 2z Verify System ovirt 89f957a2-503c-4f44-bb55-ede439d92079 0 o o Default full 2024.03.21 13:52:31
L] O6bekTsI ——
) Backup global 2virt-host2.rubackup.test  (* ) ovirt 89f957a2-503c-4f44-bb55-ede439d92079 0 o 0 Default full 2024.03.21 13:41:50

) Crpaterum

[ MobansHoe pacnucatme
[€] Yaanénnas pennukaums
e 103UTOPUIA

[] O4epens 3apay

B Cepeepsi RuBackup

@

PucyHok 16
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MNpun ycrewHoM 3aBeplweHnn pPe3epBHOr0 KOMMPOBAHUS COOTBETCTBYHOWAS
3apaya nepenger B craryc «Done (pucyHok 17):

-
¢ Ru

W Yaamrs v

]

98 Marens MoHUTOpMHFa D Tun Wmsi KnmenTa Cratyc Tun pecypca  Pecype ID npaswna ID crpaterun ID pensukaunu Wz nyna Tun PK Cosgaro

Dos 2 Verify System ovirt 89f95722-503-4f44-bb55-ede439d92079 O 0 0 Default  full 2024.03.2113:52:31
ObeKTb

4 Backup global 2virt-host2.rubackup.test Done ovirt 89f957a2-503c-4f44-bb55-ede439d92079 0 0 0 Default full 2024.03.21 13:41:50
@ Crparerun

[ MobansHoe pacnucatme
YnanéHHas pennukaums

§ PenozuTopuii

[] Ovepens 3anay

Cepsepbi RuBackup

[ XKypHansi

ARMUHUCTPUpPOBaHME

@

PucyHok 17
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LleHTpann3oBaHHOe BOCCTAHOBNIEHUE pe3epBHbIX KONUN

Cuctema pesepsHoro  konuposaHust  RuBackup  npenycmartpusaet
BO3MOXHOCTb BOCCTAHOBMIEHUS PE3EPBHbIX KOMWA Kak CO CTOPOHbI KMEHTa
CUCTEMbI, Tak WU CO CTOpOHbl agmuHuctpatopa CPK. B Tex cnydyasax, korma
LEeHTpann3oBaHHOE BOCCTAHOBNEHME PE3EPBHBIX KOMUIA HE XenaTenbHo, Hanpumep
Korga BOCCTAHOBMEHME [aHHbIX SBNSIETCA 30HOW OTBETCTBEHHOCTW Bnagenbua
KITMEHTCKOW CUCTEMBI, 3Ta PYHKLIMOHANIBHOCTb MOXET ObITb OTK/IOYEHA HA KIIMEHTE
(cM. «PykoBoacTBO cMcTeMHOro aagMuHucTparopa RuBackup»).

B Tex cnyyasx, korga LEHTpann3oBaHHOE BOCCTAHOBMIEHVE HA KIWEHTe
JOCTYNHO, TO €ro MOXHO WHMUMUPOBATb, BbI3BAB MPaBOM KHOMKOW MbILUK
KOHTEKCTHOE MeHto «BoccTtaHoBUTL» (pucyHOK 18):

PucyHok 18

B OKHe uUeHTPannM30BaHHOTO BOCCTAHOB/EHUS MOXHO YBWOETb OCHOBHbIE
napameTpbl PE3epBHOM KONMWUM WM OnpenenuTb katanor pacnakosku (19). Ob6bem
KaTanora pacnakoBku AOnXeH 6biTb Ha 10% 6orblie 06bemMa BUPTYanbHbIX MaLLMH,
OJIHOBPEMEHHOE BOCCTAHOB/EHME KOTOPbIX OyAeT BbIMOMHATLCS.
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_~
¢ Ru £ &8 @

LleHTpan13oBaHHOe BOCCTAHOBEHUE " MNpuMernTs

85 MaHens MOHWTOPUHra
WHdopmaums 0 pesepeHoi Konun
L] O6bekTs

Wma xocTa: zvirt-host2.rubackup.test
B Crparernn HWID: 3fB6abb125dc28e9
[E| rnobansHoe pacnucaHue Tun pecypca: oVirt
YnanéHHas pennuKkaLmns Pecypc: 89f957a2-503c-4f44-bb55-ede439d92079
8 PenosuTtopui Thyn: Dedatk
Tun PK: full
£] O4epenb 3anay
Cozpano: 2024.03.21 13:42:57
5 Cepeeps! RuBackup
S BoCCTaHOBNTh LEnoYKky: 1

=] XypHansi

WMma npasuna:

{2 AOMUHWUCTPUpPOBaHWe Cratyc PK: Trusted

MecTo BoCCTaHOBNEHWS

BoccTaHoBUTL Ha KNMeHTa: zvirt-host2.rubackup.test v

KaTanor pacnakoekw: * () -

BoCCTaHoBUTE Ha Lienesom pecypee: (D

PucyHok 19

B cnyyae BOCCTaHOBNEHMSI BUPTyaslbHOM MawWWHbl U3 PE3EPBHON KOMuM
OyneT BbIMONHEHA MNPOBEPKa HanMuusi B CpPede BuMpTyanusaumv BUPTyasibHOM
MaLWWHbl C TAaKMUM Xe UMEHEM, KaK Y BOCCTaHaBNMBaeMOn. Ecnv takom BupTyanbHOM
MallMHbl HEeT, TO OydeT NPou3BeLeHO BOCCTAHOBNEHNE C OPUrMHANIbHBIM VMEHEM.
Ecnu BupTyanbHas mawmHa ¢ TakuM UMEHEM YXe eCTb, TO K UMEHW BUPTyasbHON
MawuHbl ByneT nobasneH LUMPoBOA MOCTRUKC.
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Ins BOCCTaHOBNEHUS Ha NNaTqOpPMe akTUBMPYWATE MepeknoyaTenb
«BoccTtaHoBnTb Ha ueneBoM pecypce». B TOM cnyvae, ecnu Heobxoommo
BOCCTaHOBUTb PE3EPBHYD KOMWIO B JIOKanbHbIA Katanor Ha kiveHte 6e3
pa3BepPTbIBAHUS BUPTYaNlbHON MalwWHbl B CPeAe BUPTyanu3aumm, BblKIYMTE 3TOT
nepeknoyartenb.

Y6eJJ,VITer B TOM, 4YTO Yy nonb3oBarens vdsm unmMetoTcs npaesa Ha BHECEHWNE
W3MEHEHWI B Kartanore, B KOTOPbIA MPOW3BOAUTCS pacnakoska, Hanpumep,
/rubackup-tmp. 13 koHCONN Ha KNNEHTE BbINOMHUTE KOMaHAY:

chown -R vdsm:kvm /rubackup-tmp

MpoBepnTb X04 BbINOMHEHUS BOCCTAHOBNEHUS PE3EPBHOM KOMUM MOXHO B
okHe «Oyepenb 3a0ay».

YcrnewHbid  3anyck BOCCTAHOBIEHHOW BUPTYanbHOM  MalWWHbl  MOXHO
NMPOKOHTPONMpoBaTb B cpefe BupTyanusauun zVirt. [lpu ycnewHom 3anycke
BUPTyanbHas MawuHa bynet B cratyce online.
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BoccTtaHoBneHue Co CTOPOHbI KNIMeHTa

B cnyyae HeobxooMMOCTV BOCCTAHOB/IEHWUS PE3EPBHON KOMUM CO CTOPOHbI
KIMeHTa Bbl MOXXETe BOCMONb30BaTbCS YTUAMTON KOMaHOHOW CTPOKK rb_archives:

MpocMoTp cnmcka [OCTYMHbIX PE3EPBHbIX KOMWIA:

[root@ovirt-nodel ~]# rb_archives
| Ref ID | Resource | Resource type | Backup type | Created | Crypto | Signed | Status

------------------------------ B e e T e
a-8b3d-45ae-bfd7-21bdfod2e5ch | ovirt | full | 2022-06-08 16:29:47+03 | nocrypt | True | Not verified

e a-8b3d-45ae-bfd7-21bdf9d2e5ch | ovirt | full | 2022-06-08 2 3+03 | nocrypt | True | Not verified

| e6ce65ea-8b3d-45ae-bfd7-21bdf9d2e5chb | ovirt | full | 2022-06-09 16:14:02+03 | nocrypt | True | Not Verified

[root@ovirt-nodel ~]#

[root@ovirt-nodel ~]# rb_archives -X 9469

Password:

The archive will be restored in the directory: /rubackup-tmp
Restore archive chain: 9469

Record ID: 9469 has status: Not Verified

continue (y/n)? il

Mocne cospnaHus katanora Ans PacrnakoBKW PEe3epBHOM KOMWW, HanpuMep,
/rubackup-tmp, Heobxoommo obecneunTb MNoMb3oBaTeENtd vdsm BO3MOXHOCTb
nenaTb U3MEeHeHMsl BHYTPWU OaHHOro KaTasnora:

chown -R vdsm:kvm /rubackup-tmp

B ToM cnyyae, ecnn pesepBHas Konus OonxHa ObiTb pas3BepHyTa, T. €.
HEOOXO0AMMO BOCCTAHOBWTb BMPTYaslbHYld MalvHy B cCpely BuUPTyanu3aumu, TO
Heo6X04MMO MCMOMb30BaTb OMNLUMIO -X, B TOM Clyyae koraa TpebyeTcsi BOCCTaHOBUTb
Pe3epBHYI0 KOMMWIO B NOKAZIbHOM Katanore knveHta 6e3 pasBepTblBaHus, HyXXHO
1Cnonb3oBaTh onumto -X.
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