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Cuctema pesepBHOro konupoeaHuss RuBackup — KnMeHT-cepBepHOE MpUoXeHune,
KoTopoe:

e aBTOMATWUYECKN BbIMOJHAET pe3epBHOe KonupoBaHue CYB[, BUpTyasnbHbIX MaLUWH,
NOYTOBbIX CUCTEM, GalANOBbIX CUCTEM, NOACUCTEMBI Linux 1 cny>6bl KaTanoros;
e BOCCTaHaBNMBaET AaHHble N3 pe3epBHbIX KOMWUIA No 3anpocy.

MonHoCThO poccurckas paspaboTka ¢ BO3MOXHOCTbIO rmMbkon agantauyum nopg Tpebo-
BaHMS 3aKasuuka.

Ona 6biIcTporo cosfgaHMsa CUCTEMbl 0BecneyYeHns COXPaHHOCTU AaHHbIX MCMOJIb-
3ynTe nporpaMmmHbin komnnekc RuBackup OneClick. MpogyKT OpUEHTUpPOBaH Ha
Marsblin, CpefHn BU3HEC U TeppuTopmnanbHO pacrnpenefnieHHble opraHn3aLunm.
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NMpeumMmylnecTBa

e Jlyywan nponsBoAnUTENbHOCTb Cpean POCCUNCKNX peLleHni
e CepTtuoukat cootsetcteua CTIK Poccumn N24879

e EOAMHCTBEHHOE peleHne € MHOronoTOYHOCTbO — Ha BCeX 3dTanax Mnos3sonser
BbINOMHATbL CaMble XecTkune TpeboBaHusa K cpokam RPO n RTO

o LLInpokne BO3IMOXHOCTU UHTErpaumm — nonHopyHKUMoHanbHbin REST API, ToncTbin
KnueHT u Web, CLI, AOKYMeHTauma oNna MHTerpaTopoB U KIIMEHTOB

* HageXHoCTb N MacwTabupyeMoCcTb — BCTPOEHHbIE afrOpUTMbl KnacTepusauum m
6anaHCUMpPoOBKM Harpyskmn mexgy ysnamm CPK, pesepBupoBaHMe COOCTBEHHbBIX KOM-
noHeHToB CPK

o [nybokas nHterpaymsa c Postgres — nogaep>xka MHKPeEMeHTanbHbIX U anddepeHLm-
anbHblXx konun (PTRACK, DELTA, PAGE), ucnonbsoBaHMe MexaHM3MOB paboTbl C
ToMamn (LVM 1 annapaTHble CHAMLWOTbI)

bbiCTpbIN CTapT

HauyHnTe paboTy B KOprnopaTuBHOW cpepne
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https://docs.rubackup.ru/QuickstartGuide/2.8.0.0.0/
https://docs.rubackup.ru/InstallationManual/2.8.0.0.0/
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MnaBa 1. PyHKLUUMN

1.1. Hage>XXHOoCTb U NPOU3BOAUTENIbHOCTb

e [lonHOe, NHKpPEeMeHTasnbHoe N guddepeHLmnanbHoe pesepBHoOe KoNnmpoBaHme
o XpaHeHne pesepBHbIX kKonun B CX[, NeHTOoYHbIX 6ubnnotekax, obnake S3

o ABTOMaTMyYeckas BepudukaL s pesepBHbIX Konun (pasmep ¢annos, mdSsum, anek-
TPOHHaA NoANUCD)

e CxaTve pesepBHbIX KONUM Ha knneHTe CPK nnu Ha cepeepe

e CpoyHOe pesepBHOE KonnpoBaHue no uHuumatmee knmeHta CPK nnm agMuUHUCTpa-
Topa

o [Mapannenmsm — KONMMYeCTBO OOHOBPEMEHHbIX CECCUA OrpaHMYEHO TOJIbKO arna-
paTHbIMU XapaKTepucTukamu cepsepa. lMapannenbHble ceccun JOCTYMHbl Kak gns
CPK B uenom, Tak n gns oToenbHOro KNMeHTa

1.2. ABTOMaTU3auua
e AHaNUTMKa — NMNOCTPOEHNE NJiaHa pe3epBHOIro KonmposaHmMA C MPOrHO3NpPOBaAHUEM
TpebyeMbix pecypcoB

e OKOHOMMSA OMCKOBOro NPOCTPAHCTBaA — aBTOMATUYECKOe NepeMeLLeHne pes3epBHbIX
KOMWIA Ha ApYyrne HOCUTENN 1 yaaneHne ycTapeBLUMX KON

o banaHcupoBKa Harpysku — pacnpefesieHme Konum no pasHbiM XpaHuauw,am B 3aBu-
CUMOCTHU OT Bbl6p8HHOI7I NMOJNTIMTUKN

e [NobanbHOe pacnucaHne — aBTOMaTU4YeCKOe CO3[aHue Pe3epPBHbIX KOMUN KITNEHT-
CKUX YCTPOWUCTB

e JloKkanbHoOe pacnucaHnme — KAWEHTbl MOTyT YNpaBnATb pe3epBHbIM KOMNUPOBaHUEM
CaMOCTOATEJIbHO

o CTpaTernn pesepBHOro KoOnMpoBaHUA — aBTOMaTU4ecKkue rpynroBble onepauum c
kKnueHTtamm CPK

1.3. YnpaBnaeMocCTb

e [MonHoueHHoe ynpasneHne CPK na komaxgHon ctpokn (CLI)
o ['padunyeckme NpmnNoXeHNA ana KnneHTa u gna agmuHncTpatopa CPK

o Beb-npunoxeHve pgna agMuHuctpatopa CPK, agantupoBaHHOe Mnog MoObusbHble
yCTpoOWnCTBa

o Baanmopencteume c CPK yepes REST API
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1.4. BesonacHOCTb

1.4. be3onacHOCTb

e MHoOronosib3ogaTtesbckasa Moaellb agMUHUCTPUPOBAHUA

o JloKanbHbIA NUCT 3anpeToB (C regexp) ANA KaXAoro KAWeHTa, orpaHuuunBaroLLuii
[OOCTYMNHYIO A9 KONUPOBaHUA MHPOPMaL MO

o 3aWmnTHOE nNpeobpasoBaHMe pesepBHbIX Konun no anroputmam FOCT 34-12-2015
(Kuznyechik), Anubis, ARIA, CAST6, Camellia, Kalyna, MARS, AES, Serpent, Simon,
SM4, Speck, Treefish, Twofish

e VHTerpaumsa c xpaHunuiiem CeKpeTos
e Paccheinka ysegomneHn nonb3oBaTensam o cobbiTusax B CPK

o [poTOKONVPOBaHNE BCEX OENCTBUA agMMHUCTPaATOpa U Nonb3oBaTenen B 6ase gaH-
HbIX U CUCTEMHOM >XYpHane
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Mnaea 2. KimoyeBble NOHATUA

CepsBepHas rpynnupoeka RuBackup COCTOUT M3 OCHOBHOro cepBepa, HeobssaTesb-
HOrO Pe3epBHOro CepBepa N MeanacepBepoB. B npocTenemM cnyyae MeanacepBepom
ABNSIETCSA OCHOBHOW CepBep Pe3epBHOro KONMPOBaHWUA (a TakXe pesepBHbI cepsep,
NpW Hann4umn).

KnueHT cuctemMbl pe3epBHOro KOMMPOBAHUA — 3TO OTAEsIbHbIA CepBep, KOMMbOTEP
W BUPTyasbHaaA MallnHa, Ha KOTOPOW ycTaHoBNeHO knneHTckoe MO RuBackup ans
BbIMNOSIHEHNA pPe3epBHOro KonuposaHuA. [na yaobcTBa KAMeHTbl MOryT 6biTb 06beam-
HeHbl B FPYnNbl KJIMEHTOB.

Ha nporpaMMHOM ypoBHe cepBepoM RuBackup HasbiBaeTca TakXe GpOHOBbIN Mpouecc
(cepsuc) Ha cepBepe CPK, a knneHToM RuBackup — ¢poHoBoe knuneHTtckoe [M0O.

XpaHeHne pfaHHbIX pPes3epBHbIX KOMUA (apXMBOB) peanusoBaHO B BUAE XPaHWUULLY
(storage). Kaxpoe xpaHunuwie BXOAUT B onpefeneHHbl nyna. Myn — 3To nornyeckoe
obbenHEHNe OOHOTUMHBIX YCTPOMNCTB XPaHEeHUA pe3epBHbIX KOMn. Kakgbin nyn npu-
HagexuT onpefeneHHoMy Mmeguacepeepy. Takum obpasoM, OpraHn3saLna XpaHeHus
AaHHbIX pe3epBHbIX KON UMeeT CNeayroLWYy CTPYKTYpPY:

Meguacepsep - lyn - XpaHunuwe

MeTapaHHble pe3epBHbIX KOMWA XpPaHATCA B peno3suTopuu. HenocpencTBeHHO
pe3epBHbIe KOMUU PacrofiaraloTCA B XpaHUIULLAX Pe3epPBHbIX KOMUM, KOTOPbIE acco-
LUMPOBaHbl C NyslaMU XPaHEHUS pe3epBHbIX KONUK. XpaHunuila 6biBatoT MNATU TUMNOB:
¢dannosas CUCTEMa;

NeHToYHasa 6ubnnoTeka;

obnako;

ON0YHbIE YCTPONCTBA;

a A W DN -

oripeaendemMblie KIIMEHTOM.

Bce pencteua CPK peann3oBaHbl B BUAE 3apad, KOTOpble obbeguHeHbl B ovyepeau
3agay, B 3aBMCMMOCTKU OT TuUMa.

Mepuogmyeckme 3agaHna pe3epBHOro KONMPoBaHWA U BOCCTAHOBNEHUS JaHHbIX peanu-
30BaHbl B BMAe NpaBun rno6anbHOro pacnucaHusi, KOTopble BXOAST B rno6anbHoe
pacnucaHue pesepBHOro KonmposaHus (PrcyHok 1).
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Fno6anbHoOe pacnucaHue CtpaTteruu
Mpasuno N21 CrtpaTteruna N21
* KnneHt 1 e KnneHt 1
e Pecypc e KNKMeHT 2
e Tun pecypca
* Tun 63kana * Pecypc 1
Ycnosue ctapTta * Pecypc 2
Mpasuno Ne... :.prnna 1

e [pynna 2

* Ycnosua ctapTta
o MOMHbIN 63Kan
o MHKPEMEHTaNbHbIN

3agaum o anddepeHUnanbHbIN

[pynna 3agay

Ouepepab 3apaud

PucyHok 1. FnobanbHoe pacnucaHne, cTpaTernn n odepenb 3agau

OfHOBPEMEHHbIE AENCTBMUA Haf rpynnamMu pecypcoB peannsoBaHbl B BUAE CTpaTerui,
KOTOpble CO3[4al0T 3afauM Pe3epBHOr0 KOMUPOBAHUS B COOTBETCTBUM C pPacnUCaHMU-
SIMU 17191 BCEX PECYPCOB U K/TMEHTOB, KOTOPbIE UX KacaroTCA.

Cucrtema yBepgomneHmin RuBackup ncnonbsyeT nonb3oBaTtenei 1 rpynnbl NoJsib3oBa-
Tenen RuBackup onsa yBefoMeHUs 0 COObITUAX CUCTEMbI Pe3ePBHOI0 KONUPOBaHUA.

ABTOHOMHbBIN peXXUM paboTbl KNMeHTa — Ncrnonb3oBaHue knmeHta CPK RuBackup 6es3
cepBepa pe3epBHOro KonnmpoBaHuA. [1pn 3TOM COXpaHAeTCHA BO3MOXHOCTb UCMOMb30-
BaHUA HEKOTOPbIX KIMEHTCKUX GYHKUMOHAaNbHbIX MOAYNENn ANA CO34aHUs pe3epBHbIX
Konun. YTtobbl y3HaTb, NOoAOEePXXMUBAETCA SN UCNOSIb30BaHNE MOAYSS B aBTOHOMHOM
pexuMe, 3anycTuTe UCNosHAeMbIn ¢ann MoAyNA C onunen --autonomous U MPOBEPbTE
KOQ, BO3BparTa.

Mpumep 1. KomaHaa npoBepku MNoAAEPXKKN aBTOHOMHOIO pexuma a5 Mogyns rb_module_filesystem

sudo /opt/rubackup/modules/rb_module_filesystem --autonomous
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lMpumep 2. KomaHga npoBepKku Koga Bo3BpaTa

echo $?

Kop BO3BpaTa 8 rOBOPUT O TOM, YTO MOAY/Ib MOAAEPXKNBAET aBTOHOMHbIN pexunm. [py-
rme Kogbl BO3BpaTa roBOPAT O TOM, YTO aBTOHOMHbIV PEXMM He NOAAEePKNBAETCS.

HenHTepaKTUBHbIN peXXumM paboTbl — peXxXnMm ANA CLEeHapMeB MacCOBOro pasBepTbl-
BaHWsA, HanpuMep npu ncronb3osaHum Ansible.

PesepBHbIN cepBep U MegunacepBep He QYHKLMOHUPYHOT C TECTOBOW NULLEH-
3mnen!
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naBa 3. ApxuteKTypa u UHQpacTpyKTypa

ApXNTEKTYpa CUCTEMBbI pe3epBHOro konmpoeaHmsa (CPK) — nporpaMMHble KOMMOHEHTbI
CPK n nx cBsisn mex gy cobon.

NHdpacTpykTypa CPK — ¢pusnyeckme nnm BupTyanbHble MaluHbl (Y3Nbl), HA KaXaoM
N3 KOTOPbIX MOXeT OblTb YCTaHOBMNEH OAMH UK 6onee NporpaMMHbIX KOMMOHEHTOB
CPK, n cBA3n Mexay HUMW.

AneMeHTbl HPpacTpykTypbl CPK:

e obsA3aTeNbHbIE:
o OCHOBHOW cepBep;
o cnyxebHada 6asa faHHbIX.
e OMNUMOHAsbHbIE:
o K/IMEHT pes3epBHOro KonmpoeaHus (knmeHT PK);
o pe3epBHbIN CepBep;
o Mepgnacepsep.
Ha ogHOM y3ne MoXeT 6biTb YCTaHOBNEHO 6onee 0gHOro nNporpaMMHOro KOMMOHEHTa
CPK (oauH y3en MOXeT BbIMONHATb QYHKLMN HECKONIbKUX 9NEMEHTOB MHOPACTPYKTYpPbI

CPK). Ecnu B MHppacTpykType CPK 6onee ogHoro yana, Mexay aTMMKn ysnamum oJKHa
6bITb 06ecneyeHa cBA3b Mo npotokony TCP.
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Vzen knueHTta PK
[System]

HaHHele onA
pesepBHOro
KOMUPOBaHWA

MeHep>xep

|

|

|

|

|

|
agMuHuUcTpatopa CPK | KnneHT PK

|

|

|

|

|

|

REM, Tucana

TCP 9995

TCP 9991
————————————————————————— HCommand]
spEEpHad YacTh T

TCP 9993
[Media]

|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
i

|
: Mopgyne PK
|

|
[Command]
T

P 5432
Il

i stabase]
Cny»ebHan baza :
AaHHeIX RuBackup I
L

S

|
|

|

| TCP 9993
| [Media]
|
|
|
|

BHeLLHWe ycTponcTBa
XpaHeHuns

PucyHok 2. YcnoBHasa cxemMa uHopactpykTypbl CPK RuBackup

3.1. AnemeHTbl UHPpacTpyYKTYpbl CPK

KnueHT pe3epBHOro KONnMpoBaHUs

KnueHt PK — y3en, Ha KOTOpOM

e [OCTYMEH pecypc, ANA KOTOPOro BbINOMHAETCA pe3epBHOE KONMPoBaHue;
e YCTaAHOBJIEH NaKeT rubackup-client;
o obecneyeH ceTeBOM OOCTYN K CepBepy;
o obecneyeH ceTeBOM AOCTYN K Meanacepsepy (Npu Hannuum).
Y knueHta PK ectb mogynu. Moaynb knneHta PK — nogknroyaemMbli NporpamMmHbIn
KOMMOHEHT, KOTOPbIA OTBeYaeT 3a pPe3epBHOE KOMUPOBaHME W BOCCTaHOBMEHME

pecypca onpefeneHHoro Tuna (Hanpumep, 6104YHbIX YCTPOMUCTB Unn 6asbl AaHHbIX) U
YMaKoBKY pe3epBHbIX KOMUIA.

Mopaynu, yctaHaBnMBaeMble MO YMOJNIYAHUKO BMeCTe C NPorpamMMHbIM KOMMOHEHTOM
rubackup-client, NO3BOMAKOT pe3epBUPOBaTb Pe3epBHOE KOMMPOBaHME N BOCCTaHOB-
neHne ¢amnoBblx cucteM Linux u PesepBHOe KONMpoOBaHME N BOCCTAHOBMEHME ornye-
CKMX TOMOB Linux.
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3.1. 9nemeHTbl MHOpacTpykTypbl CPK

KnneHTt PK oTBevaeT 3a B3anMoencTBmne ¢ cepsepoM RuBackup ¢ ogHOM CTOPOHbI, N C
MOLYNAMU pe3epBHOro KONMpPoBaHMUA N BOCCTAHOBNEHNA — C OPYrOWn.

APl Mmopaynei pe3epBHOIro KOMMPOBaHUA SBMAAETCHA OTKPbITbIM M MOXET 6biTb UCMOJIb30-
BaH O/1A pa3paboTkn Moaynen TpeTbUMM Muamu.

KnueHTbl PK MOryT 6bITb 06beANHEHDbI B rpynnbl.

B3auMoencTBMe B CUCTEME Pe3epBHOro KOMMPOBaHUA obecrneymBaeT OCHOBHOMN cep-
BEP PEe3epBHOro KOMMPOBAHUS NMBO pe3epBHbI cepBep, eCN OH QYHKLMOHUPYEeT B
peXnMe 3aMeLLeHNs OCHOBHOMO cepsepa.

OcHoOBHOW cepBep

OcCHOBHOW cepBep — y3en, Ha KOTOPOM

e YCTaAHOBJIEHbI NAKeTbl rubackup-server 1 rubackup-client;
e obecneyeH ceTeBOM AOCTYM K KNMeHTYy PK;
o obecneyeH ceTeBOM AOCTYN K Meanacepsepy (Mpu Hanuyuu).
OCHOBHOW cepBep — rNnaBHbIM ynpaBnaAWMN cepBep, obecneynsaroLLMn B3aUMOLEeN-

ctBue anemeHTtoB CPK. OCHOBHOW cepBep XpaHUT MHPopMaLUUO O TOM, 4YTO W Kyada
COXpPaHEeHO, a TaKXe Kak BOCCTaHOBUTb MHPOpMaLUIO.

OCHOBHOW 1 pe3epBHbI CepBepbl BKIKOYAKOT B cebs GYyHKL MM MegmacepBsepa.

OCHOBHOW cepBep BbINONHAET GYHKLUMIO Meanacepsepa npu yctaHoBke cnocobom «Bcé
B OLHOMY», B MpoL,ecce KOTOPOW BCe NnporpaMmmHble koMmnoHeHTbl CPK RuBackup ycTa-
HaBNNBaKOTCA Ha OLHOM Y3ne.

Pe3epBHbIi cepBep

Mpun 06cny>XMBaHUN BbICOKOKPUTUYHBIX CEPBUCOB CUCTEMA PE3epPBHOr0 KOMMPOBAHWS
MOXeT 6blTb AOMONIHEHA PE3EPBHbIM CEPBEPOM.

PesepBHbIl cepBep — Yy3es, Ha KOTOPOM

e yCTaHoOB/EeHbl NakeTbl rubackup-server 1 rubackup-client;

o obecreyeH ceTeBOM OOCTYM K KNNEHTY PK;

o obecrneyeH ceTeBOM AOCTYN K Meanacepsepy (npu Hanuymm).
Pe3epBHbIV cepBep BbINONHAET QYHKLUM OCHOBHOIO CepBepa, ecnnm OCHOBHOW cepBep
CTaAHOBUTCA HeJoCTyneH. B criyyae oTkasa OCHOBHOIo cepBepa KneHTbl PK aBToMaTun-

YyecKM noakyaTcs K pe3epBHOMY cepBepy. MNocne BocCTaHOBNEHUS GYHKLMOHMPOBA-
HUS OCHOBHOIO cepBepa KNneHTbl PK BepHYTCA K paboTe C OCHOBHbIM CEPBEPOM.

PelweHne 06 ncnonbsoBaHnn pe3epBHOro cepBepa NpUHMUMaeTcs KImeHToM PK Hemep-
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NEeHHO, eC/in OCHOBHOW cepBep He OTBeYaeT Ha 3anpocC Mpu BbINOJIHEHUN onepalunu.

Ecnu knneHT PK He BbINONHSAET onepauuii, Tpebytolmx oTeeTa cepBepa, OH He NonyyuT
MHGOPMaL MM 06 OTKa3e OCHOBHOIro cepBeepa.

[Mpy HepoCTYNMHOCTU OCHOBHOrO cepsepa noaknoumte MeHemkep agMuUHUCTpaTopa
RuBackup (RBM) nnn Tucana K pesepBHOMY cepBepy.

B rpadunuecknx nHteppencax ynpaBreHUa HEQOCTYMHbIM cepBep byaeT OTMEYEH 3Ha-
KOM B pasfene Cepseepbl RuBackup.

Mepuacepsep

Megunacepsep — y3en, obecnedynmBarolLMn XpaHEHNE Pe3ePBHbIX KOMUA B LOCTYMHbIX
eMy XpaHunuuiax, Ha KOTOpoM
e YCTaAHOBJIEHbI NAKeTbl rubackup-server 1 rubackup-client;

e obecneyeH ceTeBOM JOCTYN K KMeHTY PK.
Mepunacepsep:

e Nosly4yaeT pesepBHble KOMuu oT KneHToB PK;
e XPaHUT pe3epBHble KONuu;

e nepepaet kKnneHTaM PK pesepBHble KOMWK Mo 3anpocy.
OCHOBHOM 1 pe3epBHbI cepBepbl BKNHOYAKOT B ceba dyHKLUMN Meanacepsepa.

Mpu yBenuuyeHUn KonuyecTBa KMeHToB PK, a Tak)e npu yBenMYeHUn KonmyecTsa
PECYpPCOB, Ha KOTOPbIX NpeanonaraeTcs XpaHUTb pe3epBHbIe KOMUN, MOTYT BO3HUKHYTb
3afaun pacnpepeneHns Harpysku. B aToMm cnydyae B CepBEPHYO FPynnMpoBKY MOryT
6bITb O06aBneHbl MeauacepBepbl, C NMOMOLLBIO KOTOPbIX MOXHO Mepepacnpenenntb
3a/a4M pPes3epBHOr0 KOMUPOBAHUA Ha HECKOJSIbKO CEPBEPOB PEe3epBHOro KOMMPOBaHMA
NN NOCTPOUTb NEPaAPXUYECKYHD CUCTEMY XPaHEHUS Pe3epPBHbIX KOMUIA.

Cnyxe6Has 6a3a faHHbIX

B cny>xebHon 6ase faHHbIX XpaHUTCA nHPopmaLms o:
e rnobanbHbIX HACTPONKAX Pe3epPBHOIr0 KOMUPOBAHUS;
e KnueHTax PK;
e rnobanbHOM pacnucaHuu;

e CTpaTerunsax,

e PEMNO3NTOPUN PE3EPBHbBIX KOMWIA 1 Np.

CnyxebHasa B[ xpaHutca B CYB[, PostgreSQL nnun Tantor ¢ MeHeM No yMONYaHUO

14 n3 51



https://docs.rubackup.ru/RBMManual/2.8.0.0.0/
https://docs.rubackup.ru/RBMManual/2.8.0.0.0/
https://docs.rubackup.ru/TucanaGuide/2.8.0.0.0/
https://docs.rubackup.ru/InstallationManual/2.8.0.0.0/server/serv-install-packages/
https://docs.rubackup.ru/InstallationManual/2.8.0.0.0/server/serv-install-packages/
https://docs.rubackup.ru/InstallationManual/2.8.0.0.0/server/serv-install-packages/

3.2. MuHuMansHasa koHourypaumsa

rubackup.

CnyxebHada 6asa gaHHbIX MOXET HaXogMUTbCA KakK Ha O4HOM y3/1e C CEPBEPOM, TaK U Ha
OTAENBHOM y3ne (MalUnHe).

Ona namMeHeHus 60NbLIMHCTBA NapaMeTpoB KoHourypaumm CPK He TpebyeTcsa ocTa-
HaBnnBaTb CPK u pepakTupoBaTb ¢ansibl HacTpoek. M3MeHeHUA Npous3BOaATCA C
MOMOLLbIO WTATHbIX CPeACTB agMUHUCTprpoBaHna RuBackup.

3.2. MuHumMmanbHas KOHPpUrypaumsa
B MuHUManbHou KoHourypauum CPK RuBackup coCcTOUT U3:

e O[IHOrO cepBepa;

e OfHOro KnneHTa PK, yCTaHOBNEHHOIO Ha TOM Xe Yy3/e, Ha KOTOpoM paboTaeT cep-
BEp Pe3epBHOIr0 KOMMPOBaHMS.

B MWHUManbHOM KOHGUrypaunum eaUHCTBEHHbIA CepBep pPe3epBHOro KONMpoBaHUs B3a-
nMmopencTeyet c knneHtoM PK, koopguHupyeT 3apgaHusa CPK u XxpaHuUT pesepBHble
KOMUW Ha OOCTYMHbIX eMy (Kak MeawnacepBepy) pecypcax: ¢annioBbiXx CUCTEMAX, Kap-
TpUAXax NEHTOYHbIX BMBNMOTEK U 06NayYHbIX cepBUCaX.

PasBepTbiBaHne CPK RuBackup B aTOW KOHUrypaumm onucaHo B paspene bhicTpbin
cTapr.

[Onsa ucnonb3oBaHWA RuBackup B NPOAYKTUBHbBIX OKPYXEHUAX CpefHero u
NPOMbIWNEHHOro MacwTaba, a Takxe AN NpoBefeHNa Harpy3oyHbIX UcnbiTa-
HUN, pPeKOMeHAyeM pasBopaumBaTb RuBackup, BKnto4as cnyxebHyto 6asy
AaHHbIX RuBackup, Ha oTOeNbHbIX MallMHaX C pPeKoOMeHAyeMon KoHdurypa-
umen (CuctemHble TpeboBaHua). 3TO MNO3BONUT OOCTUYb MaKCUMasbHbIX
nokasaTtefnien NpousBoAMTESIbHOCTU U BbIMOMIHUTL PEe3epBHOE KOMUpOBaHue,
BOCCTaHOBJIEHVE U yAANEeHHYIO pennkaumo gaHHbIX B KpaTyanlune CpoKu.

3.3. YnpaBneHue XxpaHeHUeM

CucteMa pesepBHOIrO KOMUPOBAHUS MOXET ObiTb HacTpoeHa Takum o6pasoMm, 4To
pesepBHble KONUWN ByayT NepemMeLlaTbCs Ha Apyrve yCTPOWCTBa XpaHeHUs (Hanpumep
C AVCKOBOro YCTPOMCTBA XPaHEHUA Ha KapTpuaX NEeHTOYHON 6MBNNOTEKN) NO OOCTU-
XEHUM onpeaeneHHoro Cpoka XxpaHeHus.

O6Lwunin 06beM pe3epBHbIX KOMUKW, XPaHALWMXCHA B CUCTEME PE3EPBHON0 KOMMPOBaHUS,
MOXeT ObITb OorpaHuyeH ana knueHta PK, onsa npasuna pes3epBHOro KOnNMpoBaHWUSA, a
TakXXe On4a cTpaTernm pe3epBHOro KONnMpoBaHuS.

YcTapeBwune pesepBHble Konuu MoryT 6biTb yganeHbl ns CPK aBTomMaTmyeckn. Coob-
LLleHne O TOM, YTO YyCTapeBLlIMe KONUU crnepfyeT yaanutb, MOXeT 6biTb OTnpaBneHo
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agMuHucTpaTtopam CPK.
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naea 4. 3aBucumocTtu naketoB RuBackup

rubackup-rest-api

EI ‘

rubackup-server rubackup-rbc rubackup-rbm rubackup-init-gui

\/\//

rubackup- chent

sj sj‘ $:| sj‘

rubackup-common- gLu

g
rubackup-common

PucyHok 3. 3aBucumocTun naketos RuBackup
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naBa 5. Cnoco6bl yCTaHOBKMU

Cnocobsbl yctaHoBkM CPK:

e JIOKaJlbHaA,

e pacnpepenéHHas.

5.1. JlokanbHafa ycTaHOBKa

INlokanbHas ycTaHOBKa O3Ha4YaeT, YTO BCe KOMMOHeHTbl CPK pasBépTbiBaloTCs Ha
OLHOM Yy3re (cepBepe, KOMMbIOTEPE NN BUPTYaNbHON MalUUHE).

CepBep, 6a3a gaHHbIX, KNMeHT PK 1 Moaynm paboTaloT B pamMKax O4HOro yana.

NMpeumyliecTBa

e [lpocToTa pa3BépTbiBaHMA. He TpebyeT HaCTPOMNKN CETU U HAaCTPONKN KOMMNOHEHTOB
Ha KaXkgoMm ysne.

¢ ABTOHOMHOCTb.

e [loaxoauT oNa TecTUpoBaHMA UK HEDBONbLLUNX CUCTEM.

HepocTaTku

e MacwwTabupyemocTb. Pe3epBrnpyemMbie UCTOYHMKN AaHHbIX B Npeaenax OAHOro yana.
Mpy BbICOKOW Harpyske pecypcbl OAHOro Meamacepeepa MoryT 6biTb HegocTa-
TOYHbI.

e OTKasoyCcTOUYMBOCTb. BbIXxo4 M3 CTPOA OCHOBHOIMo cepBepa MNpPMBOAUT K MOJSIHOWM
HepgocTynHocTn CPK.

5.2. PacnpepenéHHasa yCTaHOBKa

PacripeféneHHas ycTaHoOBKa — pas3BEpTbiBaHME KOMMOHEHTOB CPK Ha HeCKONbKMX
y3nax, CBA3aHHbIX MeX /1y coboi Yepes ceTb.

Kaxkabln y3en BbINOSHAET CBOKO GyHKUMIO. [TpuMepsbl:

cny>ebHas 6asa gaHHbIX;

OCHOBHOW cepBep;

pe3epBHbI cepBep;

MeauacepBep;

kKnmneHt PK 1;

KNueHT PK 2;
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5.3. CpaBHeHuMe cnocoboB yCTaHOBKN

e APM agMUHUCTpaTOpa.

NMpeumyLiecTBa
e MacwTtabupyemocTb. MoXxHO [o06aBnATb HOBble y3/bl OS5 06paboTKU pacTyLien
Harpysku (ropn3oHTasibHOe MacluTabnpoBaHue).

¢ OTKa30yCcTOMYMBOCTb. ECNM OCHOBHOWN cepBep BbINOET U3 CTPOA, TO ero GpyHKUUmn
NPOLOIKUT BbIMONHATL PE3EPBHbIN CepBep.

o MBKOCTb. MOXHO pe3epBUPOBaTh pasHble AaHHbIE.

o« OnTMKM3aumna pecypcoB. Kaxabi cepBep crneunanusmpyeTcsa Ha CBOeW 3ajade
(HanpuMmep, XpaHeHNEe AaHHbIX).

HepoctaTtku

e CNOXHOCTb HacTPOMKN. HeobxoauMbl HaACcTpoKa KaX[oro KOMMOHEHTa Ha y3nax,
ceTeBble HAaCTPOWKN, CUHXPOHU3ALMNA AAHHbIX;

e YCNOXHEHHOEe ynpaBneHne. HeobxoaAnMo MOHUTOPUTL BCE Y3bl, obecrneymas 6es-
onacHoOCTb, banaHcMpoBaTb Harpysky.

5.3. CpaBHeHMe crnoco60B yCTaHOBKMU

Tabnuya 1. CpaBHeHne cnocobos ycTtaHoBkn CPK RuBackup

KpuTtepuit JlokanbHasa ycTaHOBKa PacnpepenéHHas ycTaHOBKa
OrpaHunyeHa pecypcamm ogHoro cep- MacwTtabupyeTca gobaBneHnemM
MacwTabupyemMmocTb b becyp a P Py A
Bepa Y3108
OTKa3oycToOMUMBOCTb Hu3kas (eanHasa TouYka oTKasa) Bbicokas (aybnuposaHue)

PacnpegfeneHune Harpysku Mexay

MpounseopgUTENnbHOCTb 3aBUCUT OT OAHOro KneHTa PK y3namm

TpebyeT HaCTPOMKM CETN U KOOPAN-

CNOXHOCTb MpocToTa pa3BépThiBaHUSA
HaLuu

5.4. Kak Bbi6paTb?

Korpa nyuue Bbi6paTb pacnpepenéHHyIo yCTaHOBKY?

e Bbicokune Harpysku (paszHoobpasune pesepBupyemMblix pecypcos).
e KpuTnyeckas oTKa3oyCTOMYMBOCTb.

e [MBKOCTb apXUTEKTYPbI.

19 n3 51




OcHoBHble cBefeHNs

Korpga nyuJlle Bbi6paTb NIOKaNIbHYIO YCTaHOBKY?

e TecTupoBaHue, paspaboTka.
» Hebonblume NpoeKTbl C HU3KOW Harpys3Kom.

e BbicTpoe pasBépTbiBaHME 63 CNOXHOM apXUTEKTYpbI.
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6.1. lokanbHoe ynpasneHue

naBa 6. Cnoco6bl ynpaBneHusa

Bo3MOXHble crnocobbl yrnpaBrieHus:

e JIOKaJlbHOE,

e LIEHTPaIM30BaHHOE.

6.1. JlokanbHoe ynpaesieHue

JlokanbHoe ynpaBneHne pesepBHbIM KOMUPOBaHMEM U BOCCTaHOBMIEHMEM [aHHbIX
BbINONHAETCA Ha KnneHTe PK OQHUM U3 MHCTPYMEHTOB, YCTAHOBNEHHbIM Ha 3TOM Xe
y3ne:

e MeHepxxep agMmuHucTpaTtopa RuBackup (RBM);

o MeHepxxep knmeHTa RuBackup (RBC);

e YTUNUTbI KOMaHOHOW CTPOKMU.

6.2. LleHTpanusoBaHHoOe ynpaBsieHue

LleHTpannsoBaHHOE ynpaBlfieHNe pe3epBHbIM KOMMPOBAHMEM U BOCCTAHOB/IEHMEM [aH-
HbIX KnneHTa PK BbinosHAETCA Ha NtO60OM yanéHHOM y3ne, UMeroLWeM ceTeBON AOCTY
K y351amM KomMnoHeHToB CPK:
e Tucana;
e YTUNUTblI KOMaAHOHOW CTPOKW;
o MeHepxep agMuHucTpaTtopa RuBackup (RBM).
PekoMeHAyeM BKIIHOUYUTb QYHKLUIO LEeHTPann3oBaHHOrO BOCCTAHOBEHUA Ha

KnneHTe PK. 3T0O no3BONUT yrnpaBfisATb BOCCTAHOBMIEHWEM [aHHbIX Ha KJIMEHTe
yaaneHHo yepes npunoxeHune MeHepxep agmuHmncTpaTtopa RuBackup (RBM).

1. OTKponTe KOHPUrypaLOHHbIN bann KNIMeHTa PK
/opt/rubackup/etc/config.file (Linux) nnu C:\RuBackup-win-
client\etc\config.file.txt (Windows).

2. YCTaHOBMUTE 3Ha4YeHNe yes NMapamMeTpa centralized-recovery. CoxpaHuTte
N3MEHEHUSA.

3. lMepesanycTute KNneHT PK.
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FnaBa 7. MHoronosnb30oBaTeNIbCKasa MoieNb

B CPK RuBackup peanusoBaH MHOronofib3oBaTeNbCKUN pexnum paboTbl, T. €. Ha3Haye-
HWe Tuna nosb3oBaTens N NpegocTaBneHne emMy Habopa NOHOMOYNIA ANA BbIMOSIHEHUS
onpepfeneHHblx paboynx 3agady B COOTBETCTBUN C €ro poJiblo.

B CPK RuBackup npefycMoTpeHbl cneayroLwme Tunbl nofib3oBaTenen:

1. cynepnonb3oBaTenb (Bnagenew 6a3bl gaHHbIXx RuBackup);
2. cynepBsausep;
3. conpoBoXxaroLwnm;

4. apMUHUCTpPaTOP;

5. ayaumTop.

Cynepro/iksoBaTesis

CynepBansep ADMVHWCTpaTop ConpoBorKaaio LLWA

Ayowtop

NpaBnseT cHCTeMolNpaBAeT KIHEeHToM
He ynpasnaet {GUI/REST APl
rnobansHoi
KoHUrypauuei
[GUI/REST API]

Ynpasnser cHcTeMoi
cnyxebHoii b1,
rnobaneHoil
KoHdurypaumnen,
cospaér
nons3oBatenei
[GUI/CLI/REST API]

Vnpasnsaer

Boinonuser ay gnt
cobbITni
besonacHocTn

[GUI/CLREST API]

XpaHunuLLe pesepBHbIX KOMUIA

Dannoean cMcTeMa Dt EnoyHoe ycTponcTBO
XpaHunule S3

BOCCTaHOBMEHNE WNeToYHMKKW pe3epBHLIX Konuia

BUPTYanusaummn

_________________________________

7.1. Cynepnonb3oBaTesib

Cynepnonb3oBaTenb SABMSETCA MPUBUIErNMPOBaHHbIM agMUHUCTPATOPOM, KOTOPOMY
no3BosieHbl Ntobble genctema B CPK. Cynepnonb3oBaTenb CO30aéTca Npu KOHoUrypa-
LMK OCHOBHOro cepsepa. NMa cyneprnonb3oBaTena WU naposb 3afatoTcA TakXxe Mpu
HacTponke. YToGbl MOMEHATb Maposib Ccyneprofib3oBaTeNnda B KOHOUrypauMoOHHOM
danne cepBepa, UCMOMb3YNTE KOMaHAY:

rb_init --passwd

root@rbs:~# rb_init --passwd
RuBackup initialization utility
Copyright 2018-2022: LLC "RUBACKUP"
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7.1. Cynepnonb3oBaTenb

UcknounTenbHble npasa npuHagnexat 000 “PYB3KAN"
Author is Andrey Kuznetsov

Version: 2.0 Build: 48024de

password found in /opt/rubackup/etc/config.file

Please enter old password:
Enter new password:
Repeat password:
Copy old config file to: /opt/rubackup/etc/config.file.old.2024-Jan-18H16-
05-32
Password was changed successfully
root@rbs:~#

[nsa cMeHbl napons B cny)ebHon 6ase AaHHbIX rubackup:

1. MopgkntounTtechb K 6ase faHHbIX, UCMONb3YA NOSb30BaTeNA rubackup UK postgres, C
NOMOLLbO KOMaHAbl:

sudo -u rubackup psql

nnun

sudo -u postgres psql

2. BbinonHMTE KOMaHAy:

sql ALTER USER rubackup PASSWORD '<new-password>"';

Cynepnonb3oBaTefib cO34aeTca OAHOBPEMEHHO C 6a3om gaHHbIX rubackup U ABNAeTCSH
Bnagenbuem aTton 6asbl gaHHbIX. B cnncke nonb3oBatenenn CPK nonb3oBaTens Cynep-
nonb3oBaTeNb YBUOETb HENMb3A. Henb3a co3gaTb HOBOrro Nosib3oBaTensa C TEM Xe nme-
HEM.

Cynepnonb3oBaTeslb MOXET:

e N06aBNSATb HOBbIX MOSb30OBaTeNlen B cucTeMy. BbibpaHHas rpynna co3gaBaemMoro
nofib30BaTeNs BNUSIET TONbKO Ha 3agayun yBeaomseHus. YTtobbl nonb3oBaTenb Mor
NONYyYNTb aAMUHUCTPATUBHbIE npuBunernn B CPK, ero Hy>xHo gob6aBuTb B cynep-
Bali3epbl, COMPOBOXAatoLLNE NN aAIMUHUCTPATOPbI;

e MEHATb Naposib ANA APYrux nonb3oBaTesnien ¢ noMoLlbio RBM.
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7.2. CynepBaisep

CynepBaisep MOXeT BbINOMHATL [ENCTBUA, AoCTynHble Cynepnonb3oBaTesnto, 3a
NCKITIOYEHNEM:

e NOBbLIX AENCTBUIA C NONb30BaTENAMM KPOMe HasHauyeHua ponein ConpoBoXaaroLL,ero
N AOMUHUCTPATOPA;

e n3MeHeHusa rnobanbHom KoHourypaumm CPK.

7.3. ConpoBoXaaloLLun

ConpoBoXpalolWmii 0TBeYaeT 3a MeanacepBep U MOXeT ynpaBfsaTb YCTpoOMCTBaMU
XpaHeHUs Ha 3TOM MeamnacepBepe.

7.4. ApDMUHUCTpaToOp

AAMMHMCTpaTOp OTBEYaEeT 3a rpynny KJIMEHTOB N MOXET BbIMNMOJIHATb UX HaCTpOIZKI/I 7
0ENCTBUA, CBA3aHHbIE C KIMEeHTaMU, BXO4ALWNMUN B rpynny.

Aﬂ,MVIHI/ICTpaTop B oepese 06BEKTOB BUANT TOJSIbKO KCBOUX» KITMEHTOB, U UMeeT OOCTYyn
K npaBunnam rnobanbHOro pacnmcaHuAd, pesepBHbIM KOMMAM U 3aa4aM TOJIbKO «CBOUX»
KNMNEeHTOB.

7.5. AyauTtop

AyauTtop — posib, NpefHasHayeHHasa oisa coTpyaHUKOB MHPOopMaLMOoHHOM 6e3onacHo-
CTW. AyguTopy [OCTYyrneH MNPOCMOTP BCeX HacTpoek n uHoéopmauymm B CPK (kpome
HacTpoek rnobanbHon KoHUrypaummn) 6e3 BO3SMOXHOCTU pefakTUpoBaHua. Ayantopy
TakKXe JOCTYMHbl ANA NPOCMOTpPa BCe XYpHanbl, BKoYasa «XKypHan cobbitum Ub».

[MopAnoK HasHayeHWs TUMOB MONb30BaTenNsA, UX NoUcka W yganeHnus MOXHO HalTu B
[lonb3oBaTenu.
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8.1. Tunbl nynos

naBa 8. lNMynbli

B CPK RuBackup nyn — aTo nornyeckoe ob6begmHEHNE OQHOTUMHbIX YCTPOWCTB XpaHe-
HUA pe3epBHbIX KOMUK. [ynbl NpuHagnexaT Megnacepsepam.

8.1. Tunbl nynos

daitnoBas cuctema (File system)
[Myn kaTanoros ¢annoBbIX CUCTEM.

JleHTouHasa 6u6nuoTeka (Tape library, LTFS v Tape library, Native)

Myn kapTpuaXxen neHTouyHom 6mbnmoTtekn (B nyn Tuna Tape library, Native pobasnsa-
FOTCA KapTpuaXXn C cobCTBEHHbIM dopMaTOM XpaHeHus). MNpn dopmMaTUpoBaHUM B
nyn Tuna Tape library, LTFS 3anuceiBaeTcsa ¢annosasa cuctema LTFS.

KapTpua>Xun oaHOM NeHTOYHOM BMBNMOTEeKM 3anpeLeHo 006aBnATb B Mybl
pasHbIX TUMOB.

O6nako (Cloud)
Myn o6nayvHbIX XpaHUNULL.

KnuenTtckui (Client defined)

Myn KNMEHTCKUX XpaHunuiy. MNyn no3BoNsieT XpaHUTb Pe3epBHbIe KoMK B Nnanke unm
B 0oGnake, OOCTYN K KOTOPbIM 3a4aeTcsi Ha CTOPOHe KnneHTa. OauH nyn MoxeT
cogepxaTb B cebe HECKONIbKO KMEHTCKUX XPaHWUIUL, NPu 3TOM pe3epBHble KOMUn
OOHOrO K/INEHTA He MOTyT 6bITb COXPaHEHbI B XpaHUNWLLE JPYroro KAneHTa.

BnouHoe ycTpoiicTBo (Block device n Block device, gen.2)

MNyn gepynamumpoBaHHbIX 6/104HbIX YCTPOMCTB. [yn Tuna Block device, gen.2 oTnn-
yaeTca ncnonbsoBaHneM anroputma FastCDC npu gepynnmkauymm n BO3SMOXHOCTbIO
XpPaHUTb MeTafaHHble 4efynInunpoBaHHON pe3epBHON KOMUKM Ha B10YHOM YCTpPOW-
CTBe JaHHOoro nyna.

Mo ymonyanuo npu passepTbiBaHMn CPK RuBackup cospgaetcsa nyn Tuna File system,
NpPUHaANeXxawmin OCHOBHOMY CepBepYy Pe3epBHOro KOMMPOBaHUS.

Ecnu nyn He CoAepPXUT HNKaAKNX yCTpOIZCTB XpaHeHna, To 3aay4n pe3epBHOro Konnpo-
BaHWA, OJ1A KOTOPbIX My Ha3Ha4YeH KaK MECTO XpPaHEHUNA pe3€pPBHbIX Konuin, He 6y,U,yT
BbIMOJIHEHDI.

8.2. YnpasneHue nynamm
[locTynHa obLwas HacTpoKrKa NysoB B pasgene rnobansHon KoHGurypawmn.

[locTynHO ynpaeneHue nynamMm ¢ NoOMOLLbHO:
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e YTUANTbI KOMAHAHOW CTPOKN rb_pools;
e npunoxeHna MeHepkep agMmuHucTpaTtopa RuBackup (RBM);

e NpUNoXxeHus Tucana.
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9.1. YnpaBneHwe yaaneHHom pennunkawmen

naBa 9. YaaneHHan penjiukauus

YpoaneHHaa pennvkauua — 3TO CUHXPOHM3AUWUS [OaHHbIX MexXAay OBYMA YyAaneHHbIMU
y3namu.

Cuctema pesepBHOro konmposaHua RuBackup nogaep>kuBaeT yOaneHHyr pernsmka-
Luro mexnay knneHtamum CPK. YganeHHasa pennukauma peannsyetca mogynamm CPK.

KnueHTbl CPK, KOTOpble y4acTBYHOT B yAaNI€HHON pennnkaumm, ensaTca Ha K/IMeHTOoB-
MCTOYHUKOB N KINEHTOB-NpUeMHMKoB. Moaynb CPK ycTaHaBnnBaeTCs Ha y3en ¢ Knu-
€HTOM-UCTOYHMKOM.

Pennukaumsa gaHHbIX obecrneymBaeT akTyaslbHOCTb MHOOPMaLMN Ha KIIMEHTe-npuem-
HUKEe 3a CYeT NepuofUYecKOro KOMMpoBaHUSA W3MEHEHUN C KIIMEeHTa-UCTOYHMKA Mo
3afaHHOMY npasuny. HanpuMep, MOXHO HAaCTPOUTb PenIiMKaumo nanku ¢ O4HOro Kim-
eHTa CPK Ha gpyron.

[na yaoaneHHon pennvkauuum Ha MeguacepsBepe Heob6xoamMmo 6/104HOe YCTPOMCTBO —
AeAyNNLMPOBAHHOE XPaHWUNMLLE pe3epBHbIX Konui. OT KNNEHTa-UCTOYHMKA Ha Ku-
EHT-NPUEMHVK NepeaaroTCsi TONIbKO M3MEHeHHble 610KN AaHHbIX. MUHMManbHoe Bpems
OTCTaBaHUA PENINKM OT K/IMEHTa-UCTOYHUKA COCTaBNAET 1 MUHYTY.

YaaneHHas penavkauma npoucxoanT ceayrowmm o6pa3om:

1. Monb3oBaTesb CO3[aeT U 3anyckKaeT nNpaBuio yganeHHoW penankaumun.

2. Ha knneHTe-nuctouyHmke GopmMmpyeTcs HoBas pesepBHaAs KOMWUA OaHHbIX, KOTopas
COXpaHseTcsa Ha Meaunacepsepe B AeAyNIMLMPOBAHHOM XpaHUnvLe ¢ nyaomM Tuna
Block device.

3. YcTapeBllass pesepBHan KOMUA AaHHbIX yAanseTcs U3 XpaHunuwa Ha mMeauacep-
Bepe.

4. Ha KNUeHT-NPUEMHUK MepefaeTca pennuka, nocne 4yero AaHHble aBTOMaTUYECKU
BOCCTaHaBJ/INBalOTCA B rnpeaBapuUTesibHO Bbl6paHHyl-O ONPEKTOPUIO.

[na BbINOSIHEHWUSA y,D,aJ'IGHHOIZ pennnmKkaumn pecypc Ha KIMeHTe-NMpuemMHuKe
OJOJDKeH CcyuwecTBoBaTtb WU HEe [OOJIXKeH WNCMNOo/Nb30BaTbCA. Hanpmmep, ecnun
PecypCcoM ABNAKTCA Markun ¢annoBon CUCTEMbI, TO B npouecce penjinkauymn B
HUX He OO0J/DKHAa OCYLWeCTBNATbCA 3arncCb, eCiim pecypCoM AB/AETCA BUPTY-
aJibHad MallnHa, TO OHa A0J1>KHa ObITb BbIK/IKOYEHA.

9.1. YnpaBneHue yaasieHHOU peniKaluuven

YnpasneHne npasunamun yganeHHon pennmkaumm B CPK RuBackup ocyuwecTBnseTcs C
MOMOLLLbIO:

e MpunoXxeHnsa Tucana (pekoMeHgyeMbln cnocob),
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e npunoxeHuna Mexekep agMmuHucTpaTopa RuBackup (RBM),

e YTUANTbI KOMAHAHOW CTPOKN rb_remote_replication.

9.2. lNpepBapuTesibHble HACTPOUKU

lMepen cosgaHMeM nMpaBuia yAaneHHOM pennnkauun BbINOJHUTE npefBapuTesbHble
HaCTPOMKN.

1. Mpn nepBoHayanbHOW HaCTPOMKe KAWEeHTa-NpUeMHUKa BKAOUYUTE YyOaNeHHYH
pennuKkauuo ¢ NOMOLWbKO rb_init.

Ha HacTpOeHHOM KIMEHTe BKJIOUUTE yAaNeHHYIO PEennnKauuto B KOHOUMypaLoH-
HOM Ghanrne (mapamMeTp remote-replication).

2. Ha megunacepsepe CPK HacTponTe nyn Tuna Block device, nobaBbTe B Hero 6504-
HOe YCTPOWCTBO AJ119 UCMOJSIb30BaHWUA B KayecTBe AefynnUnMpoBaHHOIo XpaHunuuia
pe3epBHbIX KOMUIA.

3. Ha cepBepe CPK gobaBbTe KIMEHTa-UCTOYHMKA N KINEHTa-NMPUEMHMKA B OgHY pas-
AensemMyto rpynny.
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10.1. NpoBepka NOAKMOYEHUA K KOHTPONNEpY AOMeHa

naBa 10. UHTerpayua c KOHTponnepamm
OOMEHOB

KoHTponnep gomeHa (domain controller) — cepBep, ynpaBnsaoLWnin 4OCTYNOM K ceTe-
BbIM pecypcaM B paMKax O4HOro AoMeHa (rpynnbl CeTen Uam XocToB).

KoHTponnep AoMeHa BbINOMHAET ayTeHTMOMKaLUo Nonb3oBaTens B AOMeHe (Mo3BO-
nsieT eMy BXOAUTb B C€Tb C MOMOLLbK OAHON Napbl NOMMH-Naposb C N0H60ro KOMMbH-
Tepa, BK/IFOYEHHOr0 B IOMEH), 1 aBTOpPU3yeT A0CTYN NOb30BaTeNsA K pecypcamM B COOT-
BETCTBUWN C NONNUTUKaAMK AOCTYnNa.

MHTerpaumsa RuBackup ¢ KOHTpONEpOM JOMEHa O3Ha4yaeT, YTO MoSIb30BaTENAM, BXO-
AAWMM B 3afaHHYI0 rpynny nofib3oBaTenien KOHTposiepa AOMEHa, NMpu UCMOIb30BaHUMN
RuBackup MoxeT 6bITb NPMCBOEHa 0AHa 13 ponen (cMm. [nasa 7). B aToM cny4yae nonb-
30BaTeNM OMeHa MOryT ncnosnb3oBaTb RuBackup B npegenax npas, NpenocTaBNeHHbIX
NPUCBOEHHOM POJIbHO.

RuBackup MOXeT MWHTerpupoBaTbCA C KOHTponnepamu pfomeHa Microsoft Active
Directory w ALD Pro.

10.1. NMpoBepka NOAKJ/IIOYEHUSA K KOHTPOJI/IepYy AOMEHa

Ons npoBepkn paboTocnoCobHOCTM NOAKIIIOYEHNA K KOHTPOJIepy OOMeHa C cepBepa
RuBackup noTtpebytotcs:

e ldapsearch (apt install ldap-utils);

e BindDN — ykasaTenb Ha YYE€THY 3annUcCb B KOHTpOsepe LOMEHA, UMEKOLLYHO MOoS-
HOMOuMA Ha nopknoyeHne K LDAP-cepBepy M Ha NPOCMOTP COAEPXUMOro KaTta-
nora;

e Maposib OT YYETHOWM 3anncun, Ha KOTOpYHo yKasbiBaeT BindDN;

» BaseDN — 6a3a noucka, OT KOTOPOW BbIMONHAETCS 3anpoc.

3anpocbl K LDAP-kaTanory 4ntaroTCca crnpaBa HaneBoO: OT KOPHSA KaTanora K
KOHEeYHOMY anemMeHTy. Hanpumep, ona gomMeHa rubackup.test 6a3sa noucka
yKasblBaeTCA Kak dc=rubackup,dc=test. [JoMeH He cnegyeT nyTatb ¢ FQDN
WIn opyrum agpecom xocTa.

3anpoc BindDN (norun)
uid=bind_user, cn=users, cn=accounts, dc=rubackup, dc=test O3Ha4aerT:
AOMeH rubackup.test - Y4Y€THble 3annUcK Nonb3oBaTenen (accounts) - Nofb-
3oBaTenu (users) - nosab3oBaTesb C UMEHEM bind_user.

B npumepax npegnonaraetcsa HesawuuweHHoe coeguHeHne (LDAP) ¢ KOHTponnepom
JOMeHa.

29 n3 51




OcHoBHble cBefeHNs

MpenBapuTenbHO NPoBeEPbTE AOCTYNHOCTb KOHTPONepa agomMeHa (ping).

Ecnn KoHTponnep OOMeHa pacnofniaraeTcsa no agpecy domaincontroller.local Ha
CTaHgapTHOM nopTy 389, TO nonyuntb cBefgeHusa (LDIF, LDAP Data Interchange
Format), pocTynHble nonb3oBaTeNto bind_user, MOXHO criegyrolen KoMaHaoM.

MonyyeHne Bcex cBeaeHWIA, JOCTYNHbIX Mo/ib30BaTe/ 0 bind_user

ldapsearch \
-x \ @
-H 'ldap://domaincontroller.local' \ @
-b 'dc=rubackup,dc=test' \ ©
-D 'uid=bind_user, cn=users, cn=accounts, dc=rubackup,dc=test’' \ @
-w 'passwlrd' ©

@ VicnonbsoBaHwue npocToit ayTeHTUdMKaumum (BindDN 1 naposs) BMecTo SASL.

@) Anpec KoHTponnepa foMeHa ¢ o6A3aTeslbHbIM yKasaHueM ldap:// wnu ldaps://.
OnumMoHanbHO yKa3biBaeTCA NOPT, ECAN Ha KOHTPOJNepe AOMEHa OH OT/IMYaeTCcs OT
nopToB Nno ymon4yaHuto — 389 (LDAP) unn 636 (LDAPS).

@ Basa nomncka (BaseDN).
@ BindDN (noruH).
@ Napornb nonb3oBaTens, Ha KOTOPOro ykasbiaeT BindDN.

CBefieHMs O Nosib3oBaTeNaAX UK rpynnax, Nosly4YeHHble B pesysibTaTe Takoro 3arnpoca,
oynyT goctynHbl B RuBackup.

KomMaHabl HuXe npuBOAATCA [[N1A CBeAEHUA M He TMOTpebyroTcA Mnpu HacTponke
RuBackup Ha paboTy ¢ KOHTPOJIIEPOM LOMEHa.

3anpoc cBegeHut o nonb3oBartesne

ldapsearch \
-x \
-H 'ldap://domaincontroller.local’ \
-b 'dc=rubackup,dc=test’ \
-D 'uid=bind_user,cn=users, cn=accounts,dc=rubackup,dc=test' \
-w 'passwlrd’ \
'uid=superv' @

@ Nowuck nonb3oBaTens superv, BbIMOMHSAEMbIV C y4ETOM 6a3bl noucka (-b).
3anpoc cnvcka rpynn, 4OCTYMHbIX Mosb30BaTes/lo bind_user
ldapsearch \

-x \
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10.2. HacTpoika NogKNoYeHUsa K KOHTponnepy AomMeHa Ha ALD Pro

-H 'ldap://domaincontroller.local’ \

-b 'dc=rubackup,dc=test’' \

-D 'uid=bind_user,cn=users, cn=accounts, dc=rubackup,dc=test’' \
-w ‘passwlrd’ \

'objectClass=groupofnames' @

@) BosBpalyaeT 06beKTLI KaTanora Tuna «rpynna.

10.2. HacTpoika noaK/io4YeHUs K KOHTposiepy AOMeHa
Ha ALD Pro

Ona nopgknoyeHnsa RuBackup kK KOHTponnepy AOMeHa NoTpebyroTcs:
e BindDN — ykasaTenb Ha y4YETHYIO 3annCb, UMEIOLLYHO MOSIHOMOYNA Ha MOSKNHOYEHNEe
K LDAP-cepBepy 1 Ha NPOCMOTP COLEPXUMOro KaTanora;
e Mapofib OT YYETHOW 3aNnCKU, Ha KOTOPYH yKasbiBaeT BindDN;
o BaseDN — 6a3a noucka, OT KOTOpPOW BbIMONIHAETCS 3anpoc.
Ecnu ncnonbayetcs 3awunieHHoe coeguHeHne ¢ KOHTPOJ11epoM JOMeHa, NoTpebyroTcA

cepTuduKaTbl KOHTpOIEpa OMEHA N KOPHEBOro XpaHunuuia ceptnemkatoBs B ¢op-
mMaTe PEM.

O6s3aTenibHble TpeboBaHWA K NMo/Ib30BaTeIIM KOHTPpoJ/Ilepa AoMeHa A8 RuBackup

1. TonbkKo ogHa M3 rpynn B KOHTpoON/iepe AOMEHa, B KOTOPOW COCTOUT MOJb-
30BaTeNlb, MOXeET b6bITb conocTasfieHa ¢ ponbio B RuBackup. MHbIMK cno-
BaMW, eC/n nonb3oBaTeNlb COCTOUT B ABYX Fpynnax o4HOBPEMEHHO, Helb3s
ncronb3oBaTb 06e rpynnbl 4NA NPUCBOeHus ponen RuBackup.

2. B y4yéTHOM 3anmcum nonb3oBaTens Ha KOHTposnepe AoMeHa obAs3aTesfibHo
AOJKHa ObITb yKasaHa a/1eKTPOHHasa noyTa.

1. Bknounte @Cepsucublﬁ pexum. epengnte é},} ApMmuHucTpupoBanue - lNop-
KJ/TIIOYEHUA.

2. N3 cnncka KoHTponnep aoMmeHa BbibepuTte ALD Pro.
3. N3 cnucka MNpoTokon Bbibepute LDAP unu LDAPS.

4. (onuwoHanbHO, npu ucnonb3osaHun LDAPS) B MyTb K cepTudUKaTy KAMEHTa 1
MyTb K KOpHEBOMY cepTUPUKATY YKaXUTe MNoNHble NyTn B $pannoBon cuctemMe K
cepTnomnkKaTamM cepeepa KOHTpoNepa goMeHa B popmate PEM.

5. B Appec cepBepa BBeNTE agpec KOHTposiepa AoMeHa.

6. B MopT BBEANTE NOPT KOHTPOJSNEPA AOMEHA, COOTBETCTBYHOLWMIA NCMOMb3YEMOMY
nogkntoyeHunto (LDAP nnn LDAPS).

7. B Uma nonb3oBaTtens Bind User BeBegnte yepes \ AOMEH U UMSA MOSb3oBaTenNs,
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10.

1.

KOTOPbIA MMeeT MOMHOMOYMA Ha noakntoyeHne K LDAP-cepBepy M Ha MpPOCMOTP
Cofep>XnMoro KaTanora.

lMpumep 3. MNpumep BBO4A UMEHMU N0/1b30BATENSA

Ecnu pomeH — rubackup.test, a umA nonb3oBaTend — bind_user, BBEeguUTE
rubackup.test\bind_user.

B none Maponb nonb3oBaTtens Bind User ykaxxute naponb Nosb3oBaTens.

B Ba3a noucka yKa>xmTe KOPHEBOW 3/IEMEHT OOMEHA, OT KOTOpOro dyneT BbINoOS-
HATBLCA MOUCK nosib3oBaTenen. [Ansa gomMeHa rubackup.test 6ason nomcka MoXeT
ObITb dc=rubackup, dc=test.

B basa noucka rpynn ykaxmte KOPHEBOW 3/IeMeHT [OMeHa, OT KoToporo byget
BbIMONHATBLCA NOUCK rpynn. Ona goMeHa rubackup.test 6a3om noucka rpynn vawe
MOXeT ObITb dc=rubackup, dc=test.

HaxxmunTe MoakniounTbCA K cepeepy.

B cnyyae ycnewHoro noaksovyeHnsa oTkpoeTca ¢opma Accouuauum rpynn KOHTpos-
nepa pomMmeHa u ponei RuBackup ( @] be3onacHocTb > Accouuauuu ponen).

10.3. lNpuceoeHue poseu rpynnam AOMeHHbIX
nosb3oBaTesieun

Onsa npuceoeHna ponen RuBackup rpynnamMm AOMEHHbIX Mosib3oBaTesien NnoTpebyroTcs
MMeHa rpynn nosib3oBaTesnien KOHTPoepa AOMEHa, KaX[0M U3 KOTOPbIX SOJIKHA 6bITb
conocTasneHa ponb B CPK RuBackup.

Ecnu He BbiNoONHeHbl TpeboBaHWA, Heobxoaumble ANA GYHKLUOHUPOBaHUSA
ponu, ayTeHTUdPUKaLMa nonb3oBaTeNa C TakoM poSiblo HEBO3MOXHA. Hanpu-
Mep, ponb AOMUHUCTpaTopa TpebyeT, yTobbl B CPK cywecTBoBana xoTa 6bl
OfHa rpynna KneHToB.

. Mepenante K popme Accoyualum rpynn KOHTposiiepa AoMeHa u poneit RuBackup

(@] be3onacHocTb > Accouuvauum ponen).

. Haxxmunte Ho6aBuTb.

3. B none Fpynna BBeguTe UMs rpynnbl NoNb3oBaTeNielt KOHTposiepa JOMeHa.

BbibepuTte 13 cnucka Ponb RuBackup BeegunTe ponb B CPK, koTopas 6ygeT npmuceo-
€eHa nosib3oBaTeNAM YKa3aHHOW rpynrbl KOHTPOJepa AoOMeHa.

5. HaxxmuTe [lo6aBuTb accoumaumio rpynnbl. Haxmmte / MpUMeHUTb.

[Mepengute é%, ApMuvHUcTpUupoBaHue -> Cuctema - Mpynnbl KIMEHTOB.

Ecnu B cnucke yKa3aHa TofbkOo rpynna No Group, HaXMuUTe AOGaBMTb n BBE-
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10.4. AyTeHTUdUKaLmMsa C UCNoIb30BaHNEM KOHTpONNepa OMeHa

OnTe nmMsa ons HoBoW rpynnbl KIIMEHTOB. Haxmunte \/ anMeHMTb.

8. OTknouunTe @ CepBUCHDbIN peXuMm.

Tenepb nosnb3oBaTesnb, ayTeHTUdMumpyrowmnca B CPK 4yepes KOHTponnep LOMEHa,
OyfaeT nonyyaTb YyKasaHHYH pofb.

MNMonb3oBaTeNb KOHTPOJIepa AOMeHa C NPUCBOEHHON eMy ponbio GyaeT NokasaH B pas-

pene @ Be3onacHocTb - lMonb3oBaTtenu - (NPUCBOEHHAA NOb30BaTENO POSb).

10.4. AyTeHTUdUKaLUa ¢ UCNOJIb30OBaHUEM
KOHTpoJI/iepa AOMeHa

1. 3anyctute MeHemxep agmuHncTpaTopa RuBackup (RBM) nnn Tucana.
2. MNepeknoynte Tun ayTeHTUPUKALUN Ha KoHTponsiep AoMeHa.

3. YKaxuTte nmsa nosnbsoBaTesnisa B popmMmaTe domain\username:password.

lpumep 4. Npumep BBOAE UMEHU M0O/Ib30BaTESA

Ecnn pomMeH — rubackup.test, a UMA nosib3oBaTend — bind_user, BBeAUTe
rubackup.test\bind_user.

4. Ykaxkxute naposb nonb3oBaTens.

5. Haxxmnte Bointm.

10.5. Bbi6op ayTeHTUDUKAL UM Yepe3 KOHTponnep
AOMeHa Nno yMoJlYyaHuio

10.5.1. Bbi6op ayTeHTUPUKaL MK o ymonyaHuio B RBM

1. Bongute B CPK uepes Menepxep agmuHmncTpaTtopa RuBackup (RBM).
2. Haxxmute {E} (HacTpoiku) n skounTe @ CepBUCHbIN PEeXXUM.

3. MNepengute @ (HacTpoiiku) - g JlokanbHaa KoHpurypauusa -> AyTeHTUPUKa-
Lms.

4. BolbepuTe KoHTponnep gomeHa Kak Tvun ayTeHTUPUKaLUU MO YMOJTYAHUIO.

5. Haxmute v/ MpUMeHnTb.

Tenepb Ha 3TOM MalMHE B OKHe ayTeHTudukaumm RBM Tun ayTeHTUPMKauum no
YMOJTYaHUKO — KoHTponsiep OomeHa.

10.5.2. Bbi6op ayTeHTUdUKaLUM No ymonyaHuio B Tucana

1. Bongute B CPK yepes Tucana.
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2. Haxxmute (E} N BKKOUYUTE @
3. lMepengute 8 - HacTpouku ayTeHTUPUKaLum.
4. BolbepunTe KoHTponnep pomeHa Kak Tvun ayTeHTUPUKALMUU MO YMOJTYAHUIO.

5. Haxxmunte NMpUMEHUTb.

Tenepb Ha 3TON MalUMHE B OKHe ayTeHTudMKauum Tucana Tun ayTeHTUPUKaALUU MO
yMOJTYaHUKO — KoHTpossiep OomeHa.

10.6. YcTpaHeHue HeUucnpaBHOCTEMN

10.6.1. OlunMbKa ayTeHTUPUKaL M ¢ UCNOoJIb30oBaHUEM KOHTpPOJI/Iepa A OMEHa

OnucaHue

Mpn ayTeHTUdUKaumm nonbsosatena B CPK ¢ ncnonbsoBaHneM KOHTpoOJIiepa LOMEHA
BO3HMKaeT owmnbKa LogIn: Bad login or password.

Bo3MO)XXHbI€ NPUYUHDI

o OwnbKa B HaNMcaHUM goMeHa, UMeHN Nosib3oBaTensa unmn napongd.

e B npodune nonbsoBaTensa Ha KOHTponnepe OMeHa OTCYTCTBYEeT afpec 3/IEKTPOH-
HOW MOYTbl.

e He BbINoONHeHbI TpeboBaHUA K PoNn, KOTopasi NpMcBaMBaeTCs MoSib30BaTeNO Mpu
nonbITKe ayTeHTUPUKaLun.

INIunarHocTtuka

Owmnbka ayTeHTUOUKALUN C NCMOMb30BAHMEM KOHTpoNNepa AoMeHa LogIn: Bad login
or password MOXeT BO3BpaLLLaTbCs A5 LWMPOKOro CnekTpa HEOAHOPOAHbIX OLUINOOK.

PasBepHUTEe OKHO NpeaynpexaeHna n 03HaKOMbTECb C MPUYUHON owmnobKn.

PeweHue

 [lpoBepbTe NPaBUNbHOCTbL BBOAA /IOrTMHA 1 Napons.

lMpumep 5. MNpumep BBOAA UMEHW M0/1b30BATENA

Ecnn poMeH — rubackup.test, a uMs nonb3oBaTens — bind_user, BBeAUTe
rubackup.test\bind_user.

e YcTaHoBUTe B npoduse nosb3oBaTeNs Ha KOHTPOepe AOMEHa agpec 3/1eKTPOH-
HOW MOYThblI.
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10.6. YcTpaHeHWe HencnpaBHoOCTEN

e [lpoBepbTe, BbINOMHEHbI NN TpeboBaHna CPK kK ponu, KoTopasa Ao/mkHa 6biTb Npu-
CBOEHa Mnofb3oBaTesNo Npu ayTeHTUGUKaLmn.
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naea 11. XpaHunuiua ceKkpeToB

AyTeHTudMKaunmoHHas nHoopmMaumnsa (cekpeTt) Ana NOAKIYEHUSA K pPe3epBUpyeMbIM
pecypcaM 4alle BCero XxpaHuTcsa B pannax HacTpoek moaynen. Ecnn ¢annbl HacTpoek
He4OCTaTOYHO 3alMLLLEHBI NN CUCTEMA, B KOTOPOW OHW pacnosiarakoTcs, CKOMNpome-
TUpOBaHa, TPETbU NNLa MOrYT NOSYYUTb LOCTYN K pe3epBUPYEMbIM pecypcam.

BesonacHee ncnonb3oBaTb CTOPOHHEE PELLUEHWE MO YMNpPaBAEHUO CeKpeTaMu (xpaHu-
JINLLE CEKPETOB).

Ecnun Moaynb HaCTPOEH Ha UCMONb30BaHNE XpaHUKMLLA CEKPeToB, To cepBep RuBackup
Mo 3anpocy KnneHTa (Moaynsa) obpaliaeTca K XpaHUIULLY CEKPeToB, NosyyaeT AaHHble
N nepenaeT UX KINEHTY.

CekpeT Ha cepBepe RuBackup «npuBA3aH» K KJIMEHTY.

KnneHT | e XpaHnnuue cekpeTos

2aNpoCc CeKpeTa |

-]

KMenT | Cepsep XpaHWIWLLE CEKPETOB

: > :
| s ;
| ! zanpoc ceKpeTa }:
E :_( cekpeT (JSON) E
E{ saWwndpoBaHHble gaHHbIE E E
| pacwudpoBKa | :

PucyHok 4. B3auMofencTBMe KNUEHTa, CepBepa N XpaHUnuLLa cekpeToB

XpaHuUnuuiemM cekpeToB ynpasnfeT 3akKas3uyuMK — BblMNyCKaeT cepTudukKaTbl, TOKeEHbI
AOoCTyna n apyrue aptedakTbl. PEKOMeEHLYeM NOAKIYEHMNE K XPaHUINLLY CEKPETOB Mo
HTTPS.

RuBackup coBMecTUM € XpaHunvLaMm CEKpeToB:

e HashiCorp Vault,
e Deckhouse Stronghold.

YnpaBneHme AOCTYNOM K ayTEHTUOUKALMOHHON UHOOPMAaLUN B XpPaHWUMLLE
CEeKpPeTOB BO3MOXHO C MOMOLLbKO KOHCOJTbHOM YTUNUTLI rb_secret_storage.
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11.1. MoaroToBKa K UCMONb30BaHUO

NHPopMaLMio O noadepykke MOAYNeM XpaHunulia CeKpeToB CM. B AOKYMeHTauuu
Moayns.

11.1. MoaroToBKa K UCMNOJ/Ib30BaHUIO
Ybegutechb, YTO MOy /b MNOALEPXKMUBAET UCMOMb30BaHNE XpPaHUINLLA CEKPETOB.
I'IonquTe OT aAMUHNCTPATOpPa XpaHU/INLLa CEKPETOB:

e MOATBEPXAEHME, UTO CEKPET B XpaHUIULLE CEKPETOB CO3aH;

e TOKEH ONA AoCTyna K XpaHUIULLY CEKPETOB;

e MeTOoA (3HAMNOUHT) AOCTYNa K CeKpeTy.

1. TlpoBepbTe, UYTO CepBep XpaHuUNuWa cekpeToB [OCTyneH: |P-agpec BHeceH B
/etc/hosts unu B okanbHbI DNS opraHmsaunm.

2. lpoBepbTe HOMEP N JOCTYMHOCTb NOPTa, MO KOTOPOMY BbINOJIHAETCA 3alULLLEHHOE
HTTPS-nogkntoyeHne K XpaHUnuLLy cekpeToB.

3. Monyuunte yenouky HTTPS-cepTudmnkaToB XpaHunuwa cekpetoB B popmaTte PEM.

openssl s_client \
-connect host \ @ @
-showcerts \ ©
-servername hostname \ @
> ~/secretstorage.pem ©

@ Onar -connect nokasblBaeT AWarHOCTUYECKYO MHPopMaLmo 06 SSL-noaksto-
YeHUn K cepBepy.

@) host — MMSA 1 OMNLMOHANBHO NOPT CepBepa XpaHUNLLa CEKPETOB.

@ onar -showcerts, fo6aBneHHbIN K -connect, MOKa3bIBAET BCIO LLEMOYKY CepTu-
¢nkaToB cepBepa B popmaTte PEM.

@ BkntoyeHue SNI.

@ IKCNOPT NOYYEHHON LLenoyYkn cepTndumnkaToB B Gan.

CoxpaHuTte ¢pann ~/secretstorage.pem, OH noTpebyeTca npu fobaBneHUN XpaHu-
nnLa CEKPeTOoB.

4. TpoBepbTe NOAKHOYEHNE K XPaHUULLY CEKPETOB.

[MpoBepUTb MNOAKKOUYEHNE K XPaHUINLLY CEKPETOB MOXHO C NOMOLWbK curl, nepe-
paB HTTPS-cepTndukat, TOKEH p[JocTyna B 3arofioBke X-Vault-Token wunu
Authorization: Bearer.

9HANonHTLI KV v1 (HeBepcroHmpyemble) n KV v2 (BepCMOHMPYEMbIE) MOTYT OTNU-
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yaTbcs. Kak npasuno, ecnu sHanonHTy KV v2 He nepegaH HOMep BepCumn CekpeTa,
BO3BpallaeTCcsa caMbi HOBbIN (latest).

lMpumep 6. 3anpoc HeBepcunoHupyemoro cekpeta (KV vi)

curl
--cacert ~/secretstorage.pem \ @
--header 'X-Vault-Token: TOKEN' \ @
"https://example.ru/v1/kv/postgres' ©

@ HTTPS-cepTudmKaT NOAKMOUEHMS.
@) TokeH pocTyna TOKEN B 3arosioBke X-Vault-Token.

@ 3anpoc Kk aHANOUHTY KV V1.

lMpumep 7. 3anpoc BepcnoHupyemoro cekpeta (KV v2)

curl
--cacert ~/secretstorage.pem \ @
--header 'Authorization: Bearer TOKEN' \ @
"https://example.ru/v1/kv_rubackup/data/postgres’' ©

@ HTTPS-cepTudMKaT NOAKIOUEHUS.
@ TokeH pocTyna TOKEN B 3aronoBke Authorization.

9 3anpoc K aHgnonHTy KV v2. O6bpaTnte BHMMaHne Ha /data/.

5. B KoHpUrypauymoHHoM danne mogyna yctaHoBute ¢nar, BKAYaKOLWUA NCMOMb30Ba-
HUe XpaHUInLWa CeKpPeToB.

6. B KOHOUrypaunoHHoOM danne Mogynsa yganute ayTeHTUOMKaLunoHHble daHHble nog-
KNOYEHUS K pe3epBupyeMoMy pecypcy.

11.2. lo6aBneHne xpaHuuiLa ceKpeToB

[lo6aBneHne cepBepa XpaHWIULLa CEKPETOB AO0CTYMNHO Tonbko Cynepnonb3oBaTesto
CPK.

1. MNMepengute @ Be3onacHocTb »> XpaHunuuie cekpeToB - CNMCOK XpaHWIULL,
cekpeToB. Haxmute Ho6aBuTb.

2. YkaxunTe UMa XxpaHunuu,a ceKpeToB — OHO 6y,u,eT MOKa3aHO B ApYyrmnx AnanoroBbixX
OKHax.

3. BoibepuTte Tun xpaHunuila ceKpeTos.
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11.3. JobaBneHne MeToga nony4vyeHns cekpeTta

4. (onuwoHanbHo) MNpwn ncnonb3oBaHuK 3awuuieHHoro HTTPS-coeanHeHUs ¢ XpaHunu-
LeM cekpeToB fgobaBbTe cepTudmnkaTt ctaHgapTa X.509 B TeKCTOBOM popmMarTe.

5. (onunoHanbHo) [Jo6aBbTe ONNCAHNE XPaHUINLLA CEKPETOB.
6. HaxxmuTte &/ NMpUMeHUTb.

[lo6aBneHHoe XxpaHunuuie 6yaeT nokasaHO B CMUCKE XPaHWWULL CEeKpeToB W byaeT
AOCTYMNHO Npu A06aBNEeHNM MeToda AOCTYyNa K CEKpeTY.

11.3. [lo6aBneHne metoaa NosiyyeHUs cekpeTa

[obaBrneHne MeTofa NoNy4YeHns cekpeTa 4OCTYMNHO ToNbko Cynepnonb3oBatento CPK.

1. MNepengnte @ be3sonacHocTh - XpaHunuw,e cekpetoe - CnuMcoK MeToaoB
nony4yeHus cekperta. Haxmute [lo6aBuThb.

2. 3apante Uma meTopa nonyyeHUs cekperTa.

3. BbibepuTe 13 BbinagatoLero cnnucka AMa xpaHunuu,a ceKpeToB JOCTYNHOE XpaHu-
NnuLLLe CEKPETOB, K KOTOPOMY ByAeT BbINOMHATLCA NOAKIOYEHNE.

4. Beegnte TokKeH (MaeHTUPUKATOP ANA NONYUYEHUs cekpeTa).

5. Ykaxute MeTop nonyyeHus cekpeTa (agpec, nopT U 3HAMNOWUHT), NPeABapuUTenbHO
MONYYEHHbIA Y aAMUHUCTPATOPa XPaHUNLLA CEKPETOB.

6. (onunoHanbHO) BBegute onncaHne metoda nonyyeHna cekKpeTa.

7. Haxmute v/ MpUMeHnTb.

[lobaBneHHbIn MeTo 6yaeT AocTyneH B CNUCcKe MeToA0B NoJlyYeHUs ceKperTa.

11.4. HacTpoika gocTyna nosib3oBaTtesieyl K XpaHUnuLLy
ceKpeToB

Cynepnosib3oBaTesib MOXET HasHaunTb CynepBansepy nnn AGMUHUCTPaTopy AOCTYN K
Bbl6paHHOMy CeKpeTy nocpegCtsomMm accounaumm nosnpb3oBaTtesida C METOAOM MOJTYYEHUA
cekperTa.

Tabnuya 2. lNpaBa gocTyna nosab3oBaTtenien RuBackup k cekpeTam xpaHunuiya

Onepauus Ponb

Cynep Apmu Ayau- Conpo Cynep

nonb- HU- TOp BOX- Baii-
3oBa- CTpa- pao-  3ep
Tenb TOp LLLUIA
°
a0
PepaKkTUpoBaHMe faHHbIX XPaHWIMLL,a CEKPETOB V] (] (%) (%) [ x)
[lo6aBneHmne faHHbIX XPaHU/INLL,A CEKPETOB (V] () (%] (%] (%]
YpaaneHue faHHbIX XpaHUIULLA CEKPETOB V] (] (%) (%) [x)
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Jlo6aBneHne MeTo0B NoJly4YeHUsi CeKpPeToB
MpocMOTp MEeTOA0B NOJIyYEHUSI CEKPETOB
PepakTupoBaHWe METOA,0B NOJIyYEeHUsl CEKPETOB

YpaneHue meTtopoB noJiyyeHus ceKpeToB

< B R < B

[x]
a0
[x]
(x)
(x)

00000
00000
©O00ko

YnpaBneHue f0CTYNOM K METOfiaM NOJTyYEeHUS ceKpeToB

ao— OOCTYIM Ha Bbl6paHHbIIZ MeTOo[ Ha3Ha4aeT Cyl'lepI'IOJ'Ib3OBaTeJ'Ib

1. Mepengute &] be3sonacHocTb - XpaHunuuie cekpeToB -> [locTyn nosb3oBaTe-
neu K Metogam. Haxmute [lo6aBUTDb.

2. BblbepuTe 13 BbinagaroLw,ero cnucka UMsa XxpaHunuuLa ceKpeToB XpaHUmLLe cekpe-
TOB.

3. Bbibepute 13 Bbinagarollero cnucka Uma Metopa nonyvyeHus cekpeta MeTof, C
KOTOpPbIM B6yAeT acCoUUNPOBaH NoNb3oBaTeNb.

4. Bblbepute 13 cnucka nonb3oBaTtenien (C ponbto CynepBarizep n AGMUHNCTPATOP),
KOTOpbIM ByfieT HasHayeH LOCTYN K MeToAy NoJlydyeHnsa cekpeTa B BbIbpaHHOM Xpa-
HUNULLE CEKPETOB.

5. Haxmute v/ MpUMeHnTb.

[ob6aBrieHHbIN NoNb3oBaTeNlb U aCCOLMNPOBAHHbBIN C HAM MeTof, byaeT rnokasaH B OKHe
AocTyn nonb3oBaTener K MeToaaMm.
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12.1. MpeunmyLiecTBa Ncnonb3oBaHuns Syslog

naea 12. YaaneHHoe norupoBaHue

Syslog (System Logging Protocol) — aTo cTaHgapTHbIN NPOTOKON AN nepefayn n LeH-
Tpann3oBaHHOro cbopa COooBLWEHNN O COOLITUAX B KOMMbIOTEPHbIX CUCTEMAX U CeTAX.
MpoTokon 6bi pa3paboTaH Ans yHMPUKALMM npouecca JIOrMpoBaHUA B Pas/INYHbIX
YCTPOMCTBAX M ONepaLuoHHbIX CUCTEMAX.

OCHOBHble KOMMOHEHTbI AN yOaneHHOro nornpoBaHnA BKAKOYakOT:

e Syslog-cepBep — UeHTpasnbHbI y3en gna cbopa u XxpaHeHUs foros.
e Syslog-K/MEeHTbl — YCTPONCTBA, OTNpaBsaoLmMe COobLEHNA O COObITUAX.

o dopMaTupoBaHMe COOBLLEHNI — CTaHAAPTMU3NPOBaHHbIN GopMaT 3anmncu 1oros.

12.1. NpeumyuiecTBa Ucnonb3oBaHua Syslog

BHegpeHMe LeHTpannm3oBaHHOro TIOrMpoBaHns Yyepes syslog npenocTaBnseT psafg cylle-
CTBEHHbIX NPENMYLLECTB:

o LleHTpanusaynsa gaHHbIX — BCEe J1I0ru CO6I/IpaI-OTCFI B OQHOM MEeCTe, YTO ynpowaeT nx
aHaJIn3 N MOHUTOPWUHT.

e MaclwTabupyemMocTb — CUCTEMA NErKO paclumpsieTcs gns paboTbl C 60NbLIMM KO-
4YeCTBOM YCTPOMNCTB.

e be30nacHOCTb — BO3MOXHOCTb WNPPOBaHNA Tpadumka N ayTeHTUPUKaLUm NCTOUYHN-
KOB.

o OGunbTpauna n COpTUPOBKaA — rMbKMe BO3SMOXHOCTU 19 06paboTKM NOros.
o ABTOMaTU3aLNA — MHTErpaymsa ¢ cMcCTeMaMm MOHUTOPUHIa U OMNOBELLLEHMS.

e [lONroCpoOYHOE XpPaHEeHWe — LEeHTPaNN30BaHHOE apXUBUPOBAHME WUCTOPUYECKMX
[aHHbIX.

12.2. Syslog B CPK RuBackup

RuBackup nopgep>xuBaeT paboTy c nobbiMu cepBepamu Syslog, nogaep>XXvBaroLwLnmMmm
npotokon TCP n UDP.

PekoMeHayeTcAa UCNonb3oBaTh crneayrolme cepeepa Syslog:

e Pazpen 12.4.1.
e Paspnen 12.4.2.

[na HacTponkn yganeHHoro norvposaHunsa B SIEM ncnonbsynte Pasgen 12.3.
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12.3. UnTerpauusa ¢ SIEM-cuctemamu B CPK RuBackup

SIEM (Security Information and Event Management) npegctasnaet cobon KoMnnekc-
Hoe pelleHne ana obecnevyeHna MHGOPMaLMOHHOM 6e30macHOCTKU, obbefguHsolee
ynpasneHne nHpopmauymen o 6esonacHoctu (SIM) n ynpasneHme cobbiTuamm 6esonac-
HocTu (SEM). 9TO LeHTpanMsoBaHHasa cucTemMa, NpegHasHadeHHana ana cbopa, aHannaa
n 06paboTKmM cobbliTin 6€30MacHOCTU B peasibHOM BPEMEHMN.

MHTerpauma ¢ SIEM-cuctemamum peanmsoBaHa C MOMOLLbK YAaNEHHOro NOrnMpoBaHus
Syslog.

Syslog-cepBep BbICTyMaeT B pPOaU NPOMEXYTOYHOro 3BeHa Mexnay CPK RuBackup w
nnatoopmom 6esonacHocTn MaxPatrol SIEM.

CPK RuBackup npegocTtaBnseTr BO3MOXHOCTb WUCMosb3oBaHuMA SIEM-cucTemsbl
MaxPatrol SIEM.

Ona ncnonbsosaHusa SIEM B CPK RuBackup BbINONHUTE cneaytowme waru:

1. YcTaHOBUTE N HAacTpoOUTe OANH N3 peKoMeHaYyeMbIX syslog-cepBepoB:
o Paspnen12.4.1.
o Pazpen 12.4.2.

2. BbINONHMTE HACTPOWKY NapaMeTpoB yOaneHHOro fI0rMpoBaHna B OAHOM U3 UHTep-
¢dencos:

o Paspnen 12.5.2.
o Paspen 12.5.1.

3. BoinonHute Paszpen 12.6.

12.4. YcTaHOBKa U HacTpouka

12.4.1. YcTaHOBKa U HacTpouka cepeepa syslog-ng

YcTaHoBKa

1. HekoTopble gucTpubyTmBbl Linux yXe copgepxxaT nakeT syslog-ng. [lpoBepute
HanM4yne nakeTa:

syslog-ng --version
2. Ecnm cepBep He YCTaHOB/EH, YCTAaHOBUTE €ro N3 peno3nTtopuni.

apt update
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12.4. YcTaHOBKa M HacTporka
apt install syslog-ng
3. 3anycTuTe cepsep:
systemctl start syslog-ng.service
4. lNpoBepbTe CTaTyC cepBepa:
systemctl status syslog-ng.service
5. [lobaBbTe cepBep B aBTO3aMNycK:

systemctl enable syslog-ng.service

HacTpoiika

Ona npnema coobuweHnn ot RuBackup cepBep rsyslog LO/MKEH ObiTb HACTPOEH Ha
npocnywmnBaHme ceTeBbliX COKETOB No npotokonam TCP n(nnn) UDP.

[na atoro:

1. OTkponTe pann /etc/syslog-ng/syslog-ng.conf:
nano /etc/syslog-ng/syslog-ng.conf

2. PacKOMMeHTUpynTe N OTPefaKTUpymnTe CTPOKY:
source s_net { tcp(ip(127.0.0.1) port(1000)); };

roe:

o tcp — yKasbIBaeT, YTo cepBep byaet cnywaTtb TCP-noprT;

o ip(127.0.8.1) — yKasblBaAeT, UYTO cepBep OyAeT cnywaTb JIoKalbHbIN agpec
(xocT) M

o port(1888) — ykasblBaeT, YTo cepsep bygeT cnywatb nopt 1000 .

3. lMpn HeobxoanMocTu ncnonbloBaHna TLS gobaBbTe ewe OAUH UCTOYHUK ONA Npo-
CnyLlIMBaHUS:

source s_tls {
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network (

ip(0.0.0.0) @

port(6514) @

transport("tls")

tls(
key-file("/etc/syslog-ng/cert.d/server.key")
cert-file("/etc/syslog-ng/cert.d/server.crt")
peer-verify(required-untrusted)
peer-verify(optional-untrusted)
trusted-dn("CN=rubackup")

);
}s

@ BbinosnHWTE HacTpoWKy B COOTBETCTBUM C HaCTPOMKOM OCHOBHOrO cepBepa
RuBackup.

@) CranpapTHast HacTpoika TLS. Mi3MeHeHWe nopTa HeAoMnyCTUMO.

4. (onuymoHanbHO) [nA BbiBOAa Noros RuBackup B oTaenbHbIN Gainn AaobaBbTe CTPOKY B
KOHUrypaunoHHbIn dann:

destination d_rubackup { file("/var/log/rubackup.log"); };
5. YKaxuTe nyTb K ¢panny cébopa noros:
log { source(s_net); destination(d_rubackup); };
6. Ecnn ncnonbsyetca TLS, gobasbTe:
log { source(s_tls); destination(d_rubackup); };
7. CoxpaHuTe KOHOUrypaunoHHbin ¢pann n NnpoBepbTe CUHTAKCUYECKYH KOPPEKTHOCTD:
syslog-ng --syntax-only

KomMaHfa He Jo/KHa BEPHYTb HUKaKUX owmnboK.

8. lNepesanycTute syslog-ng:

systemctl restart syslog-ng.service
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12.4. YcTaHOBKa M HacTporka

I'IpOBepre, YTO CcepBep cnywaeT yKa3aHHbIVI COKeT:

ss -tulpan | grep syslog

[pumep ycnelHon HacTporkn syslog-ng (COCTOSIHUE NOPTOB)

tcp LISTEN © 255 ©0.0.0.0:8181 0.0.0.0:% users:(("syslog-
ng",pid=4255,fd=12))

12.4.2. YcTaHOBKa U HacTpoiKa cepBepa rsyslog

YcTaHoBKa

1. HekoTopble anctpmbyTtmebl Linux yxe cogepxxaT nakeT rsyslog. [poBepuTe Hanu-
yme nakeTa:

rsyslogd -v

2. Ecnu cepBep He yCTaHOBIEH, YCTAHOBUTE €ro U3 pernosnTopus:

apt update
apt install rsyslog

3. 3anycTuTe cepsep:

systemctl start rsyslog

4. TlpoBepbTe CTATYC cepBepa:

systemctl status rsyslog

5. [lobaBbTe cepBep B aBTO3aMNyck:

systemctl enable rsyslog
HacTpoiika

Ona obecneyeHna npuema coobueHnin oT RuBackup cepBep rsyslog fomxeH 6biTb
HaCTPOEH Ha NPOCYyLLIMBaHNE CeTEeBbIX COKETOB Mo npoTokonam TCP u(nnu) UDP.
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[na atoro:

1. OTkponTe dpann /etc/rsyslog.conf:

nano /etc/rsyslog.conf

2. lobaBbTe CTPOKM, B 3aBUCUMOCTN OT TOr0O, Kakor NPOTOKOS OyAeT NCNOSb30BaTbCA:
TCP n(nnn) UDP:

# provides TCP syslog reception
module(load="imtcp")
input(type="imtcp" port="514")

# provides UDP syslog reception
module(load="imudp")
input(type="imudp" port="515")

3. lMepesanyctute rsyslog:

systemctl restart rsyslog.service

MpoBepbTe, YTO CepBEpP ChyLUAeT yKa3aHHble COKEeTbI:

ss -tulpan | grep rsyslog

lpumMep ycneLlHom HacTporkn rsyslog (COCTOSIHME MopToB)

udp UNCONN © 0 0.0.0.0:515 0.0.0.0:%*
users:(("rsyslogd",pid=1436,fd=5))
udp UNCONN 06 © [::]:515 [::]:%
users:(("rsyslogd",pid=1436,fd=6))
tep LISTEN © 25 0.0.0.0:514 0.0.0.0:%*
users:(("rsyslogd",pid=1436,fd=7))
tep LISTEN 0 25 [::]:514 [::]:%

users:(("rsyslogd",pid=1436,fd=8))

12.5. HacTpoiika yganeHHOro IorupoesaHusa B
UHTepdeunce
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12.5. HacTpoWka yaaneHHoro normpoBaHns B uHTepdence

12.5.1. HacTpoiika norupoeaHusa 8 RBM

[na HacTponkn B3anmopencTeus ¢ SIEM cuctemamum B MeHegepe agMUHUCTpaToOpa
RuBackup:

1. MNMepengute B pasgen @] be3sonacHocTb - XypHanbl - HacTpoika BHeLUHUX
XypHanos -> Cepsepbl c60opa noros.

2. Haxmute Ao6aeuTtb 0nA gobaBreHna HOBOro cepeepa cbopa foros..

3. 3anosHuTe NapameTpbl cepBepa c6opa Noros:

V lNapameTpbl cepsepa cbopa /10ros

MapameTp OnucaHue
Nms xocTa K Mmsa xocTa Syslog-cepsepa
MopT XK MopT Syslog-cepsepa
Tun coenHeHus TCP vnn UDP npoTokon

Mpn HEOBXOOUMOCTN MOXHO 0,006aBUTb ONMUcaHne cepeepa cbopa noros.
Haxmunte v/ MPUMEHUTb /19 COXPaHEHUS HAaCTPOEK.

4. MNepengnte B pasgen [% be3sonacHocTb - XypHanbl - HacTpoika BHeLUHUX
XypHanos - Llenu noruposaHus.

5. Haxmute [o6aBuTtb 19 co34aHMA HOBOro npasuna céopa lNpunoxeHne 12.A.

6. 3anonHnTe napamMeTpbl Lenn IormnpoBaHus:

V [MapameTpbl e 10rnpoBaHus

MapameTp OnucaHue

CepBep nornposaHus
[aHHble Syslog cepBepa BUAa: <uMsA_XocTa>:<MopT> <TUM_COeAUHEHUs>

MpoToKon nornposa- y
ws K Ha faHHbIi MOMEHT noaaepXMBaeTcs TONbKO NPOTOKON Syslog

dopmaT nornposaHua .
Ha gaHHbI MOMEHT nogaepxuBaeTcs Tonbko ¢opmaTt CEF

McnonbsoBaTb TLS byaeT nn ncnonbsoBaTbcA TLS npoTokon
MNyTb K cepTUdUuKaTty

TLS @ [MonHbIA NYyTb K ¢panny ¢ cepTudmMkaTom

BkntounTb lornmpoBa-

e AKTUBUPYET NOrMpoBaHue A5 3TON uenm

Mpn HEOBXOAMMOCTN MOXHO L006aBUTb ONUCaHWE LLenn IOrMpoBaHunS.
Haxmute v MPUMEHUTb 015 COXPaHEHNA HacTPOeK.

7. Bknounte Heo6xo,u,|/||v|y+o Lenb normposaHuna ansa ¢opmaTta CEF nepeknovatenem
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©.

12.5.2. HacTpoiika noruposaHusa B Tucana

Ona HacTponkn B3anmopencTema ¢ SIEM cuctemamm B Tucana HeO6XOAMMO BbINOS-
HUTb crneayroLimne waru:

1. Mepengnte B pasgen besonacHoctTb - XXypHanbl > CepBepbl c60pa noros.
2. Haxmute Ao6aeuTtb 0nA gobaBreHna HOBOro cepeepa cbopa foros..

3. 3anosHuTe NapameTpbl cepBepa c6opa Noros:

V lNapameTpbl cepsepa cbopa /10ros

MapameTp OnucaHue
Nms xocTa K Mmsa xocTa Syslog-cepsepa
MopT XK MopT Syslog-cepsepa
Tun coeanHeHus TCP vnn UDP npoTokon

Mpn HEOBXOOUMOCTN MOXHO 0006aBUTb ONMUcaHne cepeepa cbopa noros.
HaxxmuTte @ NMpUMeHUTDb 0158 COXPaHEHUSI HACTPOEK.

4. lMNMepengnte B pasgen besonacHocTb - XXypHanbl -> TOYKU NOrMpoBaHUS.
5. Haxxmute Ao6aeuTtb ona nobasneHns npasuna cbopa MpunoxexHne 12.A.

6. 3anonHnTe napamMeTpbl Lenn ormpoBaHus:

VW NapameTpsbl Ljenu nornpoBaHus

MapameTp OnucaHue

CepBep nornposaHus
[aHHble Syslog cepBepa BUAA: <UMSA_XOCTa>:<MopT> <TUM_COeAUNHEHUs>

MpoTokon kK Ha gaHHbIn MOMEHT NOALEPXKMBAETCA TOMbKO NPOTOKON SysLog
dopmart K Ha gaHHbIn MOMEHT nogaepXxuBaeTcs Tonbko ¢opmaTt CEF
McnonbsoBaTb TLS BygeTt nn ncnonbsoBaTtbca TLS npoToKon

NyTb K cepTndukaTty

TLS @ [MonHbIA NYyTb K ¢panny ¢ cepTUdmMKaTom

Touka norvposaHus AKTUBUPYET NIOrMpoBaHue A 3TON uenm
|_|pI/I HEOH6X0QMMOCTN MOXHO 0006aBUTb ONnUCcaHue Luennm nornpoBaHuA.
Haxmunte @ MpUMeHnTDb a5 COXpPaHEeHUs HaCcTPOoeK.

7. BknounTte HeobxoaMMyto Lenb flormpoBaHnsa Ana ¢opmarta CEF nepeknoyatesiem
©.
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12.6. HacTpowka rb_syslog_reporter

12.6. HacTpo#Wka rb_syslog_reporter

YTunuta npepcrasnseT cobon ucrnonHsembln ¢ann rb_syslog_reporter, BXOAUT B
COCTaB nakeTa rubackup-server_<eepcusa-naketa>_amd64_signed.deb. YTunura npepg-
HasHayeHa gna cbopa v aHanmsa faHHbIX U3 syslog-¢annoB u oTnpaBkn UX B syslog-
cepsep.

npe,D,OCTaBbTe NnpaBa Ha BbIMNOJIHEHWNE!

chmod 111 /opt/rubackup/bin/rb_syslog_reporter

12.6.1. HacTpoika KoHPpuUrypauunoHHoro ¢anna rb_siem.conf

1. Co3panTte KOHOUrypaunoHHbIn ¢ann ¢ NOMOLLBLIO YTUANTLI rb_syslog_reporter:
/opt/rubackup/bin/rb_syslog_reporter -gen > /opt/rubackup/etc/rb_siem.conf

2. OTkponTe [llpunoxeHne 12.6 N oTpenakTUpymnTe ero B COOTBETCTBMW C BalINMU
TpeboBaHNAMN.

3. OrpaHunybTe gocTyn K ¢panny rb_siem.conf:

chown root:root rb_siem.conf
chmod 600 rb_siem.conf

12.6.2. HacTpoiika nnaHMpoBLLuKa co6biTui Linux

3anyck yTuAnTbl OCYLLECTBNSAETCA 4Yepe3 MNaHUPOBLUMK cron COrflacHO 3afaHHOMY
pacnucaHuio. B nnaHnpoBLKe HeobXoaMMO YKasaTb MHTepPBasbl 3amnycka.

[na atoro:

1. OTKpoMTE NNAHNPOBLLUK:
crontab -e
2. JobaBbTe CTPOUKY:

* * * * * RB_SIEM_CONFIG=/abs/path/to/rb_siem.conf
/opt/rubackup/bin/rb_syslog_reporter >> /tmp/sync.log 2>>
/tmp/sync_error.log
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roe:

o /abs/path/to/rb_siem.conf — abCOMOTHbIN MNYyTb [0 KOHOUrypaLMOHHOro
¢danna;

o /opt/rubackup/bin/rb_syslog_reporter — abCOMMOTHbIN NYTb K UCNOIHAEMOMY
¢anny rb_syslog_reporter;

o /tmp/sync.log, /tmp/sync_error.log — abconoTHbIe NYTWN 40 $anNoB C SlIoramu.

0 PeKOMeHAYeTCS 3anycKaTb €e KaX Ayt MUHYTY.

3. CoxpaHuTe N3MEHEHMUS.

NMpunoxxeHue A: Co6biTUA UHPOPMaALMOHHOMN
6e30nacHOCTH

Tabnuya 3. lNonb3oBaTenibCKue cuyeHapum, NpuBoAALME K GOPMUPOBAHUIO COBbITUN B XYypHasne Vb
ANeMeHT cUCTEeMbI CueHapuii
[obaBneHne cTpaterum
PepakTnpoBaHue cTpaTerum
CtpaTterum
YnaneHue cTpaterum
BkntoyeHne/BbIkNKOYEHME CTpaTermm
[ob6aBneHve npaBuna cTpaTernm
lMpaBuna cTpaTterun
YpaneHve npasuna cTpaternu
[lobaBneHne pe3epBHON KOMNK
YpaneHve pesepBHON KoMK
o lNepemelleHne pesepBHON Konum
Penosutopun P W pesep
KonunpoBaHue pesepBHOM Konuun

PefakTUpOBaHNe CpoKa XpaHeHUs pe3epBHO
Konum

[JobaBneHne KNUeHTa BPYYHYIO
KnueHTtbl PK
YaaneHue KnMeHTa
[lobaBneHne Meanacepsepa BPYUHYIO
Mepunacepsepsl

YpoaneHve MmegnacepBepa

Job6asneHne nyna
Mynbl PepakTunpoBaHue nyna
YpaneHve nyna
[ob6aeneHne rpynnbl NynoBs

["pynnbl nynos
YpaneHue rpynnbl Nya0B
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MpunoxeHue b: KoHOUrypaunoHHbin ¢ann rb_siem.conf

AneMeHT cucTeMbl CueHapui

[lo6aBneHne npaswuia NogMeHbI NynoB

[MogmMeHa nynos
YpaneHue npasuna NnogMeHbl NyioB
[MosBNeHe HOBOW 3afa4dn B ouepean 3ajau

lMepesanyck 3agayn B oyepenm sagaud

Ouepepnb 3agav
MsMeHeHMne cTaTyca 3agayn B odepeamn 3agad

YpnaneHve 3afauv U3 oyepeam 3agau

NMpunoxxeHue b: KoHpurypayuoHHbin pann
rb_siem.conf

Tabnuya 4. NapameTpbl rb_siem.conf

MapameTp OnucaHve
RB_HOST IP-appec cepepa RuBackup
RB_USER JlorvH nonb3oBaTtena RuBackup
RB_PASSWORD Maponb nonbsosaTtens RuBackup
DB_HOST IP-apgpec cnyxebHon 6a3bl gaHHbIXx RuBackup
DB_PORT MopT, Ha KOTOPOM 3anyLeHa cnyXxebHasa 6a3bl gaHHbIx RuBackup
DB_NAME MMa cnuctemMHom cnyxxebHom 6a3bl AaHHbIX
RB_ROOT_CA_CERT MyTb 0O KOpHEBOro cepTudukaTa cepsepa RuBackup
RB_CLIENT_CERT [MyTb 0,0 KNMEHTCKOro ceptnuemkaTa cepsepa RuBackup
RB_CLIENT_CERT_KEY MyTb 0O KMOYa KITMEHTCKOro cepTudukaTa cepsepa RuBackup

[1] BbInONHUTE HAaCTPOIKY B COOTBETCTBMM C HACTPOWNKOI OCHOBHOrO cepBepa RuBackup.
[2] O6sA3aTenbHOEe none, ecnu ncnonbdyetcs TLS.

[3] O6sizaTenbHOe none, ecnu ucnonbsyetcs TLS.
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