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naea 1. HasHayeHMe pyKoBOACTBa

HacToswee pyKkoBOACTBO NpegHasHayeHo Ana pacnpenenéHHom yCTaHOBKU OCHOBHbIX
KomnoHeHToB CPK:
o Cny>xebHas 6a3a faHHbIX;
o CepBepHas 4yacTb;
o OCHOBHOW cepBep;
o pe3epBHbIN CePBEP;
o MefwnacepBep;

e KnneHTCcKaa 4acTb.
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/dbms/service-database/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/server/server-part/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client-part/

PasBépTbiBaHme

Nnaea 2. NMpeumywiectBa pacnpenenéHHoun
YCTaHOBKM

PacnpepenéHHan ycTaHOBKa:

e pPEKOMEH[O0BaHa As CpefHux n 6onblunx cpeq;
e [lenaetT cuctemy apPpeKTmnBHOM;
o obecneymBaeT LEHTPaNM30BaHHOE XPaHEHNE U 3alLMTY AaHHbIX;

e ONTUMAaJIbHO NCNOJNBb3YET peCypCbl OpraHn3aynn: Bbl4HNCInNTESIbHblIE MOLWWHOCTWU, CETb
N XpaHunuiie,

» obecrneuynBaeT 0TKa30yCTOMUYNBOCTb;

e obecneymBaeT MaclWTabupyeMocTb MO Mepe pocTa MHGPaCTPYKTYpPbI.

6 n3 127




FnaBsa 3. 3Tanbl pacnpepnenéHHon yCTaHOBKU

OvepégHocTb pencTeuMi No passépTbiBaHMo CPK npuBegeHa B pasgene [lopagok
pa3BEPTbIBAHUSA
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/procedure/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/procedure/

PasBépTbiBaHme

Fnaea 4. lNopsapoK pa3BepThbiBaHUA

NMoarotoBka uHPpacTpykTypbl CPK

1. ObecneybTe ceTeBOE B3aMMOLENCTBNE MeX Y y3naMmu KomnoHeHToB CPK.

2. ObecneybTe B3anmogencTeme KoMnoHeHToB CPK nyTemMm oTKpbITUS COOTBETCTBYHO-
LWKWX CETEBbLIX NOPTOB A4S BXOAALLEro N UCXOAALWeEro Tpadpmka Mexay cepsepamu,
Ha KOTopbIX 6yayT yCcTaHOBNEHbl KOMNOHEHTbI CPK.

YcTaHOBKa U HacTpoOMKa ciyXxebHou 6a3bl flaHHbIX

1. PassepHute CYB/[ PostgreSQL n HacTponTe noakntoyeHnsa K b cepsepHon rpyrn-
nnpoBkn CPK (ocHOBHOW, pe3epBHbIN, Megua- cepsepa) n APM agMunHUCTpaTopa:
o YcTaHoBka CYb/;
o HacTtpowvka CYB/.
CnyxebHasa 6asa faHHbIX MOXeT ObITb YyCTaHOBNIEHa Ha Yy3ne OCHOBHOrro cepsepa

nnu nNtobom Apyrom AOCTYMHOM MO CeTU y3ne, yA0BNETBOPAOLWEM CUCTEMHbBIM Tpe-
6oBaHUAM.

NMoarotoeka K ycTaHOBKe

2. lNMoaroTtoBbTe NakeTbl KOMNOHEHTOB CPK:
o monyuuTe [ naea 5;
o CKOMUPYWTE MUX Ha y3/bl, Ha KOTOPbIX OyAYyT pasBEpPHYTbl KOMNOHEHTbI CPK.

3. NopgroToBbTe y3Mbl K yCTaHOBKe KOMMNOHeHTOB CPK:

o [lofroToBKa K yCTaHOBKE CEPBEPHON YacTu;
o lNoaroToBKa K yCTaHOBKE KJIMEHTCKOM YacTu nop yrnpasneHmem Linux-cucrtem;

o lNoAroToBKa K YCTaHOBKE K/MEHTCKOM 4acTu nop ynpasneHuem Windows-
CUCTEM.

YcTaHOBKa
4. YcTaHOBUTE NakeTbl KOMNOHEHTOB RuBackup Ha noAroToBieHHbIX y3nax:

o YCTaHOBKa NakeToB CepBepHON YacTu;
o YCTaHOBKa MakeToB KIMEHTCKOM YacTu nop, yrnpasneHnem Linux-cucrem;

o YCTaHOBKa MNakeToB KIIMEHTCKOW YaCcTu nog ynpasneHnem Windows-cucrtem.
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/port/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/dbms/install-database/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/dbms/setup-database/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/server/serv-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_win/client-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/server/serv-install-packages/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_win/client-install-packages/

JinyeH3upoBaHue

5. logrotoBbTe NUUEH3NOHHbIE ¢ainbl oNa aBTopuU3auuM OCHOBHOIO, PE3EePBHOrO,

MeaunacepBepoB, NpefBapuTesibHO MNOMy4YnB UX Yy NOCTaBLKKaA, U NpousBeanTe Pas-
pen 8.2.3.

HacTpoika

6. BbINOMHUTE HAaCTPOKMKY yCTaHOBNEHHbIX KOMMOHeHTOB CPK B cTporo onpegeneHHoM
nopagke:
a. Ha cepBepax (OCHOBHOM, pe3epBHOM, Meanacepsepax):
» HacTpowka cepBepa;
b. Ha Bcex knueHTax PK:
» HacTpouka knneHTa PK nog ynpasneHneM Linux-cuctem;

» HacTpouka knneHTa PK nog ynpasneHnem Windows-cuctem.

7. BbINONHUTE HAaCTPOMKN:
a. 48 nonb3oBaTenien, KoTopble 6yayT B3auMOLENCTBOBATb C KOMNOHeHTamMun CPK:
» HacTponka okpyxeHunsa oNna cepBepHON YacTu;

» HacTponka okpyXeHus [NA KIMEHTCKOW 4YacTu nop ynpasreHuemM Linux-
CUCTEMBbI;

b. ana ysna:
» HacTpouka y3na nog ynpasneHnem Windows-cuctem.
8. [JobasbTe cepBuchbl CPK B aBTO3arpysky:
o J[lobaBneHve B aBTO3aryCck CepBepHON YacTu;
o [lobaeneHyre B aBTO3arnyck KIIMEHTCKOM YacTu Nnoj, ynpasneHnem Linux-cuctems;

o [lobaneHve B aBTO3anyck K/MEHTCKOW YacTu nop YynpasneHvem Windows-
CUCTEM.

9. MNpounsBeanTe 3anyck pasBEPHYTbIX KOMNOHeHTOB CPK:

o 3aryck cepBepHON YyacTu;
o 3anyck K/IMEHTCKOM YacTu nog ynpasnieHnem Linux-cuctemsl;

o 3aryck K/IMeHTCKoM YacTu nog ynpasneHnem Windows-cucrtem.

YnpaeneHue CPK

10. Ona ynpasneHna CPK ncnonb3ymnte ogHO N3 NPUITOXKEHUN:

a. Anda ueHTpaiam3oBaHHOro ynpaBneHnA:

9un3127



https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/server/serv-configuration/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-configuration/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_win/client-configuration/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/server/serv-setup-user/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-setup-user/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_win/client-setup-host/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/server/serv-auto/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-auto/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_win/client-auto/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/server/serv-start/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-start/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_win/client-start/

PasBépTbiBaHme

= RuBackup Manager (RBM);
» Beb-npunoxeHune Tucana;

= YTUANUTbI KOMaHOHOW CTPOKWU;
b. A9 NOKanbHOro ynpasBneHus:

= RuBackup Client (RBC);

= YTUANUTbI KOMaHOHOM CTPOKMN.
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https://docs.rubackup.ru/RBMManual/2.5.7.0.0/
https://docs.rubackup.ru/TucanaGuide/2.5.7.0.0/
https://docs.rubackup.ru/Cli/2.5.7.0.0/
https://docs.rubackup.ru/RBCManual/2.5.7.0.0/
https://docs.rubackup.ru/Cli/2.5.7.0.0/

5.1. KomnakT-auck

MnaBa 5. AucTpUGYTUBDI

[ns pasépTbiBaHMA KOMNoHeHToB CPK RuBackup nonyuymTe akTyanbHble yCTaHOBOY-
Hble deb/rpm nakeTbl 0gHMM N3 CNOCO6OB:

e Ha KOMNaKT-AWUCKe, NONTYYEHHOM OT MOCTaBLLMKA;

e 13 JOMNOSHUTENBHO NOAKYAEMOro, Ny6NYHOro peno3nTopus;

e CKayaB aKTyasibHble ycTaHoBOYHble mnakeTbl CPK RuBackup n3s obnayHoro agucka
AcCTpbl Ha oduLmanbHOM canTe KoMmnaHum hitps://www.rubackup.ru/go/.

5.1. KoMnakT-gucK

MNakeTbl ona passépTbiBaHnAa CPK RuBackup MoryT 6biTb NoJsly4YeHbl OT NOCTaBLLMKa Ha
KOMMNaKT-AMUCKe, KOTOPbIN MOXET ObITb NpoYnTaH 60nblMHCTBOM Npusogos CD-ROM.

5.2. MNy6nnyHbIN peno3uTopumn

MakeTbl ana passépTtbiBaHMA CPK RuBackup MoryT 6biTb yCTaHOBMEHbI U3 [OMOJHU-
TeNbHOro nNy6anYHOro penosnTopus.

|_|y6J'II/I'-IHbIe peno3nTopun OCTYMHbI 417 onepaunOHHbIX CUCTEM!

e Astra Linux 1.8;

e Astra Linux 1.7;

e Astra Linux 1.6;

e Debian 12;

e Debian 10;

e Ubuntu 22.04;

e Ubuntu 20.04;

e Ubuntu 18.04;

e CentOS 7;

e CentOS 8;

« PE[J OC 7.3;

» PE[] OC 8;

o Red Hat Enterprise Linux 9;

¢ ROSA Fresh Desktop 12;

o ROSA Enterprise Linux Server 7.3;
o ROSA Enterprise Linux Server 7.9.
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https://www.rubackup.ru/go/

PasBépTbiBaHme

5.2.1. MogknioyeHue ny6nuyHoro penosutopusa DEB-cuctem

1. Co3panTte ¢pann c MHGopmMaLmen o Peno3nTOPUAX:

cat <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>
public-testing

EOF

roe: <0S-VERSION> — Bepcusa ncnonbsyemomn OC:

o astra_1.6;

o astra_1.7;

o astra_1.8;

o debian_10;

o debian_12;

o ubuntu_18.04;
o ubuntu_20.04;
o ubuntu_22.04.

2. [lobaBbTe KJOY peno3mTopus:

sudo wget -qO-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. O6HOBUTE CNUCOK NaKeToB:

sudo apt-get update

5.2.2. NoaxmoyeHue ny6auyHoro penosutopusa RPM-cuctem

1. Co3panTte ¢pann c MHGopmMaumnen o Peno3nTOPUAX:

a. aona OC:

» CentOS 7;
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5.2. Ny6nunyHbIN penosnTopumn

» CentOS 8;

= PE[]J OC7.3;

= PE[] OC 8;

= Red Hat Enterprise Linux 9;

» ROSA Fresh Desktop 12;

» ROSA Enterprise Linux Server 7.9.

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/repodata/repomd.xml.key

gpgcheck=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/repodata/repomd.xml.key

gpgcheck=0

EOF

roe: <0S-VERSION> — Bepcusa ncnonbsyemon OC:

» centos_7;
» centos_8§;
» redos_7.3;
» redos_8;
» rhel_9;

» rosa_l12;

rosa_7.9.

b. ona OC ROSA Enterprise Linux Server 7.3:
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PasBépTbiBaHme

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key

gpgcheck=0

sslverify=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0

sslverify=0

EOF

5.3. O6nayHbi gUCK AcTpbl

MNakeTbl gnsa passépTtbiBaHnA CPK RuBackup MoryT 6biTb CKayaHbl N3 061a4yHOro gucka
AcCTpbl Ha oduLmanbHOM canTe KoMmnaHum hitps://www.rubackup.ru/go/.

Ha aucke Bbl HanpgeTe:

e Mankn C HasBaHMAMW OMNepaLUOHHbIX CUCTEM, cofepiKaliMe COBMeCTUMble C yKa-
3aHHOM OC yCTaHOBOYHble MakeTbl A pasBEépTbiBaHMA KoMMoHeHToB CPK
RuBackup (Alt Linux 10, Astra Linux 1.6 u 7.4.);

e nanky Experimental, cogepallyto:

o COBMeCTUMble € yKasaHHo OC akcnepuMeHTalbHble YCTaHOBOYHbIE MaKeTbl AN
pasBeépTbiBaHMA KOMMNoHeHToB CPK RuBackup, npoweflmve TONbKO AW3aNH-
TecTupoBaHue;

o Mamnky Scripts, cogep allyto 9KCNepuMeHTasbHble CKPUNTI:

= script_block_device_metadata.sh CKpWNT pe3epBHOro KONMpoBaHWA MeTa-
AaHHbIX AefynnunpoBaHHOro nyna;

» upgrade_rubackup_packages.sh CKpuUNT aBTOMaTUYECKOro OOHOBNEHUS;
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5.3. O6nayHbIn Anck AcTpsbl

e Nanky Prev_Version, cOAepXallyrd YCTAHOBOYHbLIA MNaKeT MOAYNA pPe3epBHOro
KONMPOBaHNA U BOCCTAHOBNEHUA OaHHbIX knactepos CYB[ PostgreSQL gns noa-
AEPXKN HOBOTO QYHKLIMOHANa CEpPBEPHOMN U KITMEHTCKOM FPYNMNMPOBOK penusa 2.1;

e RB_key.iso — cneuvannsmpoBaHHbIi 3arpy3oyHbin obpas RuBackup.
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naBa 6. CeTeBble NOPThHI

BesonacHoe coeanHeHne komMmnoHeHToB CPK RuBackup n obMeH nHdopmaumen mexany
HUMW nofpasyMeBaeT TEXHUYECKYHD BO3MOXHOCTb KOMMYHWKauuu no cetu. lepep
YCTaHOBKOW MpoAyKTa HeobxoamMmo obecneuynTb B3auMopencTBnme KomrnoHeHToB CPK
NyTeM OTKPbITUA COOTBETCTBYHOLWMX MOPTOB ANA BXOAALWEro N Ucxoaswero Tpapuka
MeXy cepBepamMu, Ha KOTOPbIX YCTaHOBMIEHbl KOMMOHEHTbI CPK.

B tabnuue npepcrtasBneHbl KOMnoHeHTbl CPK RuBackup, KoTopble NpUHUMaKOT BXOASA-

wmne coeguHeHma no yKasaHHbIM NMNopTaM 1 NpOTOKOJ1aM.

Tabnuya 1. CeTeBble MOpThI

KoMnoHeHT

oT

OcHoBHoOM cep-
Bep

OcHoBHoOM cep-
Bep

PesepBHbIN
cepsep !

PesepBHbIN
cepaep !

Meguacepsep
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Ao

Mepunacepsep

Basa pgaHHbIX
RuBackup Ha
OTAENbHOCTOA-
wen MawnHe

OcHoOBHOM cep-
BEp

basa gaHHbIX
RuBackup Ha
OTAENbHOCTOA-
wen MalnHe

Meguvacepsep

LleneBoii cep-
BUC

rubackup-cmd

rubackup-

media

postgresq|

rubackup-cmd

rubackup-
media

postgresql

rubackup-
media

MpoTokon

TCP

TCP

TCP

TCP

TCP

TCP

TCP

MopT

9991

9993

5432 1

9991

9993

5432

9993

OnucaHme

YnpaBneHune
ornepauusMm Ha
Mepuacepsepe

YnpasneHuve
onepaumsamu c
OaHHbIMN

CoxpaHeHue
KOHOUrypaun-
OHHOW 1 onepa-
TUBHON MHPOP-
Mauum

ObecneyeHne
OTKa30yCToMn-
YMBOCTH

[Mepepayva paH-
HbIX Mexay
MeanacepBe-
pamMu B cocTaBe
OCHOBHOIO "
pe3epBHOro
cepBepoB

CoxpaHeHue
KoHUrypaumn-
OHHOW 1 onepa-
TUBHON MHPOP-
Maumn

[Mepepnaya paH-
HbIX MeXay
Mepuacepse-
pamu




Mepuacepsep

Mepnacepsep

KnneHT
pe3epBHOro
KONMpoBaHus

KnneHTt
pes3epBHOro
KOnNupoBaHus

KnuneHT
pes3epBHOro
KONupoBaHus

RuBackup REST
API

RuBackup REST
AP

RuBackup REST
API

PesepBHbIi
cepsep

Bbasa paHHbIX
RuBackup Ha
OTAEeNnbHOCTOSA-
Wen MalnHe

OcHOBHOM cep-
Bep

Meguvacepsep

PesepBHbIit
cepsep

OcCHOBHOM cep-
Bep

Basa gaHHbIX
RuBackup Ha
OTAENbHOCTOA-
wen MalnHe

PesepBHbIit
cepsep

rubackup-cmd

rubackup-
media

postgresq|

rubackup-cmd

rubackup-
media

rubackup-cmd

rubackup-
media

rubackup-rbm

postgresql

rubackup-rbm

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

9991

9993

5432 1

9991

9993

9991

9993

9995

5432 1

9995

YnpasneHue
orepauyusiMm Ha
Meanacepsepe

YnpaBneHuve
onepaumnsMun ¢
OaHHbIMU

CoxpaHeHue
KOHUrypaum-
OHHOW 1 onepa-
TUBHOW MHOP-
MaLum

YnpasneHue
orepauusmMm Ha
KNneHTe
pe3epBHOro
KonMpoBaHusa

Mepepnayva paH-
HbIX MeXay
Mepuacepse-
POM 1 KNUEH-
TOM

YnpaBneHve
onepaumnsaMm Ha
KNneHTe
pesepBHOro
KOnMpoBaHusa

[Mepepnava gaH-
HbIX MeXay
Meanacepse-
POM U KIINEH-
TOM

OTnpaBka
3aMpocoB Ha
cepBep u nony-
YyeHwe nHoop-
Maumm

[MonyyeHwne
MHpopMaL KN N3
6a3bl flaHHbIX

OTnpaBka
3anpocoB Ha
cepsep v nony-
yeHwe nHoop-
Mauum
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MeHepxep
RuBackup
(RBM) Ha
OTLENbHO CTOSA-
wen MalmnHe

MeHepxep
RuBackup
(RBM) Ha
OTLENbHO CTOSA-
Len MalnHe

MeHepxep
RuBackup
(RBM) Ha
OTAENbHO CTOoSA-
LEen MaLllnHe

KnneHT, nocobl-
naroLumm
3anpoc 4Yyepes
RuBackup REST
API

KnueHT, nocol-
narowunmn
3anpoc yepes
RuBackup REST
API

basa gaHHbIX
RuBackup Ha
OTAEeNbHOCTOSA-
wen MalmnHe

OcCHOBHOM cep-
BEp

PesepBHbIit
cepsep

OcHoOBHOM cep-
Bep

PesepBHbIit
cepsep

postgresq|l

rubackup-rbm

rubackup-rbm

rubackup-api

rubackup-api

TCP

TCP

TCP

HTTPS

HTTPS

5432 1

9995

9995

443 %

443 "

CoxpaHeHue
KOHUrypaum-
OHHOW 1 onepa-
TUBHOWN MHOP-
Mauum

YnpasneHuve
onepaumsamu
RuBackup

YnpaBneHve
onepauunsamm
RuBackup

YnpaBneHune
onepauusamm
RuBackup
yepes REST API

YnpaBneHuve
ornepauyusamm
RuBackup
yepes REST API

[1] Ecnun 6a3a gaHHbIX HAacTpOeHa C UCMONb30BaHNEM HECTaHAaPTHOro NopTa, TO AN NOAK/OYEeHNs K Hell npoaykTa RuBackup
nopT MOXeT ObITb M3MEHEH BPYYHYIO B KOHOUrYypaLoHHOM ¢arine /opt/rubackup/etc/config.file.

[2] Mpw Hanuuun pesepBHOroO cepBepa.

[3] NopT pna nogko4yeHus,

npyv HeoBXOAMMOCTU, MOXeT ObiTb W3MeHeH uepes3 MnepeMeHHble OKPYXeHus B daitne

fopt/rubackup/etc/rubackup_api.env (cMm. B «PykoBOACTBE MO YCTaHOBKE W B3aMMOLENCTBUIO C MPOrpamMMHbIM UHTEphecom

RuBackup REST API»)
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7.1. CucTteMHble TpeboBaHUsA

Fnaea 7. Cny)xeb6Haa 6a3a gaHHbIX

CYB/[, PostgreSQL ucnonb3yeTcs A/ XpaHeHus:

e MeTafaHHbIX pe3epBHbIX KOMWUN;

e KOHOUrypaumnoHHbix napameTtpoB CPK RuBackup.

7.1. CuctemMHble TpeboBaHuA

Tabnuya 2. AnnapatHble TpeboBaHus k cepBepy B[] RuBackup

AnnapaTHbI KOMMOHEHT 3HaueHue
[Mpoueccop 4 appa
OnepaTtuBHasa NamMATb 64Tb
[nckoBoe NpoCcTpaHCTBO 3,84 TH

[Ons obecneyeHns MakCMManbHOIO YPOBHA OTKa30yCTOMYMBOCTU U BbICTPO-
AEeNCTBUA NpU NPOMbILNEHHON 3KCyaTauum, peKoMeHayeTcsa UCnofib3oBaTb
B KayecTBe KOHourypaumoHHon 6asbl RuBackup CYB/[ PostgreSQL B 0TKaso-
YCTONYMBOWN KOHPUrypaLnM C UCNONb30BaHNEM pelleHnsa Patroni, passepHy-
TOM Ha OTAEsNIbHO CTOAWMX MaluMHax, ¢ COBOKYMHbIM O06beMOM [AUCKOBOIro
npoctpaHcTBa 3.84 Tb, NOCTPOEHHOro C MUCMNOJSIb30BaHNEM TBEPOOTENbHbIX
HakonuTenen, noaknryeHHblx Yepes WwinHy PCIl Express (NVMe SSD).

7.2. YcTtaHoBKka CYb/[
1. YcTaHoBUTE ©3 penosuTopua ') nmocrnefHolo JOCTynHyto Bepcuio CYB[
PostgreSQL:

Astra Linux, Debian, Ubuntu
sudo apt install postgresql

AnbT

sudo apt-get install postgresql-server

Rosa Cobalt, RHEL

sudo yum install postgresql

RedOS, CentOS, Rosa Chrome

sudo dnf install postgresql-server

2. BbINONHUTE yCTaHOBKY MocriegHen OOCTYNHOM BEPCUN NakeTa postgresql-contrib:
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Ona Astra Linux SE 1.6 HeobxoAMMO YCTaHOBUTb MNaKeT postgresql-
contrib-9.6.

Astra Linux, Debian, Ubuntu

sudo apt install postgresql-contrib

AnbT

sudo apt-get install postgresql-contrib

Rosa Cobalt, RHEL

sudo yum install postgresql-contrib

RedOS, CentOS, Rosa Chrome

sudo dnf install postgresql-contrib
3. lMpowunsseanTte nHnunanusauuo b Tonbko ansg ykasaHHbix OC:

AnbT
sudo /etc/init.d/postgresql initdb

Rosa Cobalt, RHEL
/usr/pgsqgl-12/bin/postgresql-12-setup initdb

RedOS, CentOS, Rosa Chrome
sudo postgresql-setup --initdb

4. 3anycTtute PostgreSQL:
sudo service postgresql start
5. [lobasbTe 3anyck PostgreSQL B aBTO3arpysKy:

sudo systemctl enable postgresql

7.3. HacTpouka CYb/]

7.3.1. HacTpoiika ¢panna pg_hba.conf

HacTpoinTe BO3MOXHOCTb noaknoveHnsa Kk CYB[] ona Bcex cepBepoB, KoTopble 6yayT
BXOAWUTb B CepBEpHY rpynnnpoBky RuBackup (OCHOBHOW, pes3epBHbLINA, Meauna- cep-

2013127




7.3. HacTtponka CYB/[]

Bepa), n APM agMuHucTpaTtopa RuBackup, gnsa aToro:

1. Mepengute B Nanky, rae HaxoguTca ¢amn pg_hba.conf.

2. OTKponTe ANd pefakTupoBaHmA KOHOUIypauMoHHbI ¢dann pg_hba.conf:

sudo nano pg_hba.conf

3. OTpepakTnpynTe, OTKpbIBWLMACA daisl, yKasas ip-agpeca U Macky CeTu BCeX Noj-
KNnroyaeMblix cepBeposB 1 APM agMmunHucTpaTtopa RuBackup k B[l no npotokony IPv4,
Hanpumep:

local all postgres peer

# TYPE DATABASE USER ADDRESS METHOD
# "local" is for Unix domain socket connections only

local all all md5

IPv4 local connections:

host all all 127.0.0.1/32 md5
host all all 192.168.0.50/32 md5
host all all 192.168.0.51/32 md5
host all all 192.168.0.52/32 md5
host all all 192.168.0.53/32 md5

4. CoxpaHUTe N3MEHEHNS.

e [o6aBuTb ip-agpeca noaknovaeMbix K b1 cepBepoB MOXHO U Nocre ycTa-
HOBKWN cepBepa RuBackup, oTpegakTnpoBaB KOHPUIypauMOHHbIA dainn
pg_hba.conf n nepesanyctms PostgreSQL.

7.3.2. HacTpoika ¢panna postgresql.conf

HacTponTe npocnywmBaHue nogknovyeHnn K B ans Bcex cepBepoB, KoTopble 6yaoyT
BXOOUTb B CEpBEPHYHO rpynnupoBkKy RuBackup (0OCHOBHOW cepBep, pe3epBHbIN cepBep,
MeAunacepsep) C Lenbko Nocneayrolero yaanéHHoro nogknoveHms K b;

1. Mepengnte B Nanky, rae HaxoguTca ¢ann postgresql.conf.

2. OTKponTe And pefakTupoBaHUA KOHOUIypaLuMoHHbIN ¢dann postgresql.conf:

sudo nano postgresqgl.conf

3. OTpepakTUpymnTe OTKPbIBLLINKCA dann:

a. B cekuunm CONNECTIONS AND AUTHENTICATION pobaBbTe BbIOENEHHYHO CTPOKY

2113127




PasBépTbiBaHme

listen_addresses = 'localhost':

# CONNECTIONS AND AUTHENTICATION

# - Connection Settings -

#listen_addresses = 'localhost' # what IP address(es) to listen on;

listen_addresses = '*'
# comma-separated list of addresses;
# defaults to 'localhost'’; use '*' for all
# (change requires restart)

port = 5432 # (change requires restart)

max_connections = 100 # (change requires restart)

b. ona pacyéTta MakCUMasnbHOro KoimyecTBa NOAKKOYEHUN max_connections K B[]
cnepyeTt OOMNOSIHUTENbHO Y4YUTbIBaATbh: NPU MOAKHOUYEHUN KaX[oro mMegmacep-
Bepa gobasnaeTtca parallelizm_media x2+9 COeOUHEHUN;

C. NPV HEOBXOAMMOCTHN OTPENAKTUPYNTE 3HaYeHne napameTpa shared_buffers.
PekoMeHayeMoe 3HayeHune napamMmeTpa ~50 % OT pasmepa onepaTUBHON MNAMATH;

d. npu HeobXoANMOCTH oTpefakTupymnTe 3HayeHue napameTpa
max_parallel_workers.
PekomeHayemMoe 3HayeHue napameTpa He MeHee 50 % OT KonmM4yecTBa npoLec-
COpHbIX Agep, ecnu cepsep CYB/[ coBmelweH ¢ cepBepoMm RuBackup n 100 %,
ecnu cepeep CYB/ aBnaeTcA BblgeNEHHbIM.

4. CoxpaHUTe N3MeHeHus.

7.3.3. HacTpouka ¢painna mswitch.conf

[aHHbIn war BbinonHAeTcAa Tonbko gna CYB[ PostgreSQL B OC Astra Linux
Special Edition ¢ MakCMManbHbIM YPOBHEM 3aLUNLLEHHOCTU («CMONEHCKY).

YToObl HE BO3HMKaNa oWKNOKa Npu Nony4YeHnn MaHaaTHbIX aTPUBYTOB, HY>XKHO OTpenak-
TUpoBaTb KOHOUrypauunoHHbin damn CYB[, PostgreSQL /etc/parsec/mswitch.conf B
OC Astra Linux Special Edition ¢ mMakcvMmManbHbIM YypOBHEM 3auwuiieHHoCcTn («Cmo-
NEHCKY):

1. OTkponTe Ona pepakTUpoBaHua ¢ann /etc/parsec/mswitch.conf u naMeHuTe
napameTp gnsa cosgaHua nonbsosatensa CYB[ PostgreSQL, KoTopbi HE Ha3HaYeH B
OC Astra Linux Special Edition 1.7:

sudo nano /etc/parsec/mswitch.conf
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7.4. Hactporika SSL coegmHeHunn

2. OTpefakTUpyinTe 3HaYeHMe yKasaHHoOro napamMeTpa, U3BMEHUB ero Ha yes:
zero_if_notfound: yes

3. CoxpaHuUTe U3IMEHEHMA.

7.3.4. IpuMeHeHne U3MeHeHU#

lMepesanyctute Postgres ansa npuMeHeHns N3MeHeHun:

sudo service postgresql restart

7.3.5. YcTaHOBKa naposia nosib3osaTtena postgres

1. MpoBepbTe nogknovyeHne Kk CYB/[, BbINONHUB BXOL NOA NOfib30BaTeNleM postgres,
BBeSA KOMaHAY:

sudo -u postgres psql
2. 3apanTe naponb An4 Nofb3oBaTensa postgres, NOAKMAOYMBLUNCE K B/:
alter user postgres password '12345';

roe '12345' — 3agaBaeMblv Naposib Nofib3oBaTenNs.

3. 3aBeplumnTe paboTy NoA nosib3oBaTeNieM postgres:

\q

7.4. HacTtpouka SSL coeguHeHUH

Ona nosbiweHna 6e3onacHOCTU cepBepa 6asbl AaHHbIX BO3MOXHO WCMOMb30BaHMeE
HaZEeXHOoro WwnppoBaHMa coeanHeHnn ¢ 6a30n JaHHbIX.

[na HacTpownku SSL coeguHeHun:

1. CospanTte cepTudukaTbl gnsa cepsepa PostgreSQL n ero knnueHToB (postgres-knu-
eHToB) (cM. Paspen 7.4.1).

2. BbinonHMTE HaAcTponKy KOHOUrypauuoHHbIX ¢annoB Ha cepsepe PostgreSQL (cm.
Paspen 7.4.2).
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3. Nocne ycTaHOBKK MakeToB KOMMNoOHeHTOB CPK ckonunpynTe nony4deHHble cepTtudu-

KaTbl U BbIMONHUTE HACTPOMKY SSL coeAnHeHUn Ons postgres-KAMeHTOB Ha y3nax
(cm. Paspen 7.4.3):

o pasBEépHyTON cepBepHon YacTtum CPK;

o UCMNONb3yWMX npunoxeHne «MeHepxep agMuHucTpaTtopa RuBackup» wnu
«Beb-mHTepoenc Tucanar.

7.4.1. Bbinyck cepTudUKaToB

AyTEHTUOUKaLUA KIIMEHTA NO cepTUPMKaTy NO3BONAET CepBepy MPOBEPUTL JIMYHOCTb
nogknovarowierocs, noareepxpgas, 4Yto ceptupukat X.509, npeacTaBrieHHbIN
postgres-KIMeHTOM, NognncaH gOBEPEHHbIM LLeHTpoM cepTudukaumm (CA).

CepTtunoukaTtbl SSL npoBepsaroTCca U BblgatoTca LleHTpoM cepTudumnkaumm.

Ecnn Bbl He nMmeeTe PKI MHOpaCTPYKTYpbl OTKPbITbIX KNKOYEN, TO Ha OTAEIbHOM XOCTe,
KOTOPbIN MOXET BbIMOMHATbL POSb LleHTpa cepTudukaumnm:

1. Co3pante OupekTopuun, B KOTOpble ByayT CreHepupoBaHbl cepTuoukaTbl LleHTpa
cepTudukaumm, cepsepa PostgreSQL n ana Bcex postgres-KAaMeHToB (B 3aBUCUMO-
CTWN OT apXUTeKTypbl Bawwen CPK):

mkdir certs && cd certs && mkdir ca pg-server rb-server rb-media rb-rbm

roe:

o ca - gupekTopusa ans ceptuoumnkaToB LleHTpa cepTudumnkaymnu;

o pg-server - gUpekTopus ana ceptudumkatosB cepepa PostgreSQL;

o rb-server - AaupekTopua ona cepTudukKaTtoB OCHOBHOro cepeepa RuBackup;
o rb-media - gupekTopusa ons cepTuduKkaToB MeanacepBepa;

o rb-rbm - aupekTopua ana ceptuemkatos APM agmMuHucTpaTtopa, ecnm MeHe-
oxep agMmnHuctpaTopa RuBackup (RBM) pasBépHYT Ha OTAEeNbHOM XOCTe.

2. CoszpanTe 3aKpbITbIN KoY LleHTpa cepTudurkaumm, gonsa aToro:

o [lepengute B paHee CO34aHHYIO Nanky:

cd ./ca

o CreHepupymnTe 3aKkpbITbin kKoY ana CA (ca.key ), BbINOSHMB KOMaHAY, Hanpumep:

openssl genrsa -out ca.key 2048
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o Co3pganTe caMonoAnucaHHbii cepTudukaT LleHTpa cepTudukaumm (ca.crt) cpo-
KoM aencTteusa 1 ropa:

openssl req -new -x509 -days 365 -key ca.key -out ca.crt

roe CN — ato nonHoe nma xocta (FQDN), Ha koTopoM pasBEpHyT CA.

3. BbinycTuTe cepTuomKaT 1 3aKpbITbI KNOY Ana cepBepa PostgreSQL, gns aToro:

o [lepengute B paHee cO34aHHYIO Nanky:

cd ./pg-server

o CreHepupynTe  3aKpblTbin KoY  gns  cepBepa  PostgreSQL /pg-
server/server.key:

openssl genrsa -out server.key 2048

o CreHepupymnTte 3anpoc Ha cepTudukat cepBepa PostgreSQL  /pg-
server/server.csr:

openssl req -new -key server.key -out server.csr

roe CN — 3To nonHoe mMma xocTa (FQDN), Ha KOTOpOM pasBEPHYT cepBep
PostgreSQL.

o MognuwnTte 3anpoc Ha cepTudukaTt cepsepa PostgreSQL 3akpbITbiM KIHOYOM
LleHTpa cepTudpmkaymnm:

openssl x509 -req -in server.csr -CA ../ca/ca.crt -CAkey ../ca/ca.key
-CAcreateserial -out server.crt -days 365

4. MNMoBTopuTe War 3 ANA KaXAoro postgres-kiMeHTa, CreHepmpoBaB 3aKpbITbIA KIHOY
(postgresqgl.key) 1 BbiNycTUB cepTudumkaT (postgresql.crt) ANsA Bcex postgres-
KJMEHTOB, YyKasaB B cepTudukaTe cooTBeTcTByrowee FQDN xocTa, Ha KOTOpOM
pasBEPHYT KOMMNOHEHT CPK.

7.4.2. HacTpoiika SSL coeauHeHun Ha cepBepe PostgreSQL

BbinonHuTE npmuBefEHHbIE HMXE HAaCTPOMKK, YTobbl cepBep PostgreSQL npocnywmean
Kak 0bblYHble, Tak U SSL coegnHeHnsa yepes oauH 1 ToT e TCP-nopT 1 cornacosbliBan
ncrnonb3oBaHne SSL ¢ MobbiM NOAKKOYAOLWMMCA Postgres-KIneHToM.

2513127




PasBépTbiBaHme

1. CkonupyinTe B nanky /etc/postgresql/16/main Ha cepsep PostgreSQL n3 nankwu
/pg-server LleHTpa cepTndmnkaunm nogroToBEHHbIE:

o cepTudukat LleHTpa cepTudumkaumm (ca.crt);
o nognucaHHbln cepTudmkaTt cepeepa PostgreSQL (server.crt);
o CreHepupoBaHHbIN 3aKpbITbIN KoY cepBepa PostgreSQL (server.key).
2. [lna ¢pannos cepTudmKaTa N 3aKpbITOro Ko4va yCTaHOBUTE NOSHbIA OOCTYM Ha YTe-
HWe 1 3anNncb TObKO ANA BNagenbLes:
chmod 600 server.crt server.key ca.crt
Cpenante BnagenbuemM ¢annos nonb3oBaTeNna U rpynrny nosb3oBaTens postgres:

chown postgres:postgres server.crt server.key ca.crt

3. OTpepakTnpymnTe KOHOUrypaunoHHbln ¢amn postgresql.conf:

o BK/IKOUYMTE MOALEPXKKY 3aMPPOBaAHHbIX COeANHEHNN:

ssl = on

o YKaxkuTe nyTb K panny ceptudmkaTta LleHTpa cepTudumkaumm (Mnm uenodke cep-
TUonKaToB):

ssl_ca_file = '/etc/postgresql/16/main/ca.crt'’

Ceptudukat CA nposepseT, UTo cepTUduUKaT postgres-kKnneHTa NnoanmcaH gose-
PEHHbIM LLeHTPOM cepTUdUKaLUN.

o yKaXkuTe nyTb K panny ceptudmkaTta cepsepa PostgreSQL:

ssl_cert_file = '/etc/postgresql/16/main/server.crt'

CepTudukaTt 6yget oTnpaBneH postgres-KAMEeHTY O/1A yKasaHusa MOoASIMHHOCTM
cepBepa PostgreSQL.

o yKaxuTe NyTb K ¢ainy 3akpbITOro knova cepeepa PostgreSQL:

ssl_key_file = '/etc/postgresql/16/main/server.key'
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3aKpbITbIn KNKOY [oKasbiBaeT, 4YTo cepTuoumkaTt cepsepa PostgreSQL 6bin
OTrnpaBfieH BNagenbueM; He yKasblBaeT, YTO Bnageney cepTudukaTa 3acnyxu-
BaeT JoBepus.

4. Y1obbl NnoTpeboBaTh OT postgres-kKneHTa nNpeLocTaBNeHna 4OBEPEHHOro cepTudun-
KaTa, oTpeLakKTUpynTe KOHOUrypaunoHHboln ¢amn pg_hba.conf:

o pobaBbTe onuuro ayTeHTuoumnKauum clientcert=verify-ca nnn
clientcert=verify-full B cCOOTBeTCTBYyKOLWME hostssl CTPOKU, rae:

» clientcert=verify-full cepBep PostgreSQL He TONbKO NpoBepsieT LEenoyky
cepTMOUKaTOB, HO TakKXe MPoBepseT, coBNagaeT M UMs NoNb3oBaTens unm
ero conocTas/fieHne ¢ CN NpeaocTaBeHHOro cepTudmkaTa;

» clientcert=verify-ca cepBep nNpoBepsieT, YTo cepTudukaT postgres-knum-
€eHTa nognucaH OAHUM M3 LOBEPEHHbIX LLEHTPOB CepTUPUKaLun.

TakXxe xenaTtenibHO 3aKOMMEHTUNPOBaATb BCe CTPOYKHA hOSt, HanpumnmMmep:
#host all all ©0.0.6.6/0 md5

hostssl all all 0.0.0.0/0 [md5,cert]
clientcert=[verify-ca,verify-full] @

o B cTapbix Bepcusax [0,1]

roe:

md5 — 3anpOoCUTb Naposib Nofb3oBaTenNs,
cert — ayTeHTUdUKaLmMA no ceptTudukarty.

Ecnn napameTp clientcert He yKasaH, cepBep npoBepseT cepTudukaT
postgres-knveHTa no cesoemy ¢anny CA, ToNbKO ecnu ceptudumkaT postgres-
KnneHTa npeactasneH n CA HacTpoeH.

5. MNMponseseguTe HAaCTPOMNKY KapTbl UMEH NOsb30BaTeNEN.

Mpn NCNONb30BaHUM BHELWIHEN CUCTEMbI ayTEeHTUOUKALUKM, Takon Kak Ident, MMs
Nofib30BaTeNs OMNepaunoHHON CUCTEMbI, NHULMMPOBABLUErO MOAKHYEHNE, MOXET
He coBMagaTb C MMeHeM noJib3oBaTensa 6asbl JaHHbIX (Posn), KOTOPbIA OOMXEH
Mcnonb3oBaTbCsA. B aTOM cnydyae KapTa MUMEH noJib3oBaTesneil MOXeT OblTb NpuMe-
HeHa 018 CONOCTaBNEHNUS UMEHM NOMIb30BaTeNA ONepPaLNOHHON CUCTEMbBI C UMEHEM
nonb3oBaTens 6a3bl AaHHbIX

YT06bl MICNONBb30BaTb CONOCTABIEHNE UMEH nosib3oBaTenen, 0Tpep,aKT|/|py|7|Te:

o KOHOUrypauWoHHbIM ¢ann pg_hba.conf — ykaXute B 3HayeHWUM napameTpa
map=map-name :
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hostssl all all 0.0.0.0/0 md5 clientcert=verify-full map=sslmap

o KOHUrypaumoHHbin ¢ann pg_ident.conf, XpaHAWMNCA B KaTanore AaHHbIX Kna-
cTepa — HaCTPOWTe KapTbl UMEH NoNib30oBaTeNen, ,obaBbTe, HaNpumep:

# MAPNAME SYSTEM-USERNAME PG-USERNAME

sslmap postgres postgres
sslmap postgres rubackup
roe:

= B CTON6GUE SYSTEM-USERNAME yKaxuTte CN cepTuopmkaTa postgres-KnueHTa;
= B cTONGUE PG-USERNAME YKaXnte mMMA noJsib3oBaTesid, C KOTOPbIM HY>XHO

COMOCTaBUTb.

6. [Ana NpMMeHeHna N3MeHEeHWI Nnepe3anycTuTe cepeep:

sudo systemctl restart postgresql

7.4.3. Hactpoika SSL coeauHeHus Ha y3nax KomnoHeHToB RuBackup

[Onsa nogknoyeHns cepBepHbIX KOMMOHeHTOB RuBackup u APM agmuHucTtpaTtopa CPK
(ncnonb3ayeulero npunoxeHne «MeHegxep agMUHUCTpaTopa RuBackup») K cny>xebHom
6ase paHHbiXx PostgreSQL ¢ mcnosnb3oBaHWEM 3alLULLEHHOTO COEOUHEHUA BbINOJIHUTE
npuBeAEHHbIE HNXE HAaCTPONKN Ha COOTBETCTBYIOLLMX y3nax (postgres-knneHTax):

e pasBEépHyTOM cepBepHor YacTtun CPK;

e NCNONb3YHOLWUX NpunoxeHne «MeHegxep agMuHucTpatopa RuBackup».

HacTpoiika SSL coeanHeHuns Ha y3nax KoMmnoHeHToB RuBackup

1. TepeHecuTe N3 COOTBETCTBYHOWEN postgres-KANMEHTY nanku Ha ysne LleHTpa cep-
TuomnKaumMm noaroTOBIIEHHbIE:

o cepTudukat LleHTpa cepTudumkaymm (ca.crt), 4ytobbl postgres-KInMeHT Mor npose-
PUTb, YTO KOHEYHbIN cepTudumkaT cepsepa PostgreSQL 6bin nognucaH ero gose-
PEHHbIM KOPHEBbLIM CEPTUPUKATOM;

o cepTudukaT postgres-knuneHTa (ysna komnoHeHTa CPK) (postgresql.crt);

o CreHepupoBaHHbIN 3aKpbITbIN KoY cepBepa/knnenTa CPK (postgresqgl.key).

2. [na ¢annos cepTudmKaTa N 3aKpbITOro Ko4a yCTaHOBUTE NOJSHbIA OOCTYM Ha YTe-
HWe 1N 3anncb TONbKO ANA BlagenbLes:
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chmod 600 server.crt server.key ca.crt

3. CpenanTe Bnagensuem ¢annos nonb3oBaTensa, OT MMEHU KOTOPOro byaeT 3anyu,eH
KOMMNOHeHT CPK (postgres-KineHT):

chown suser:suser server.crt server.key ca.crt

4. HacTpornka SSL coefuHeHus Ha y3ne KoMnoHeHTa RuBackup BbinosHAeTCA nocne
ycTaHoBku nakeToB CPK oaHMM 13 crnoco6bos:

[e]

o

Npw HacTponke KoMrnoHeHTa CPK cepBepHOW UK KITMEHTCKOM YacTu;

Npw BHECEHUWN NpaBKK B dann HacTpPoeK cepsBepa (Nony4deHHbI nocne KoHoUry-
pupoBaHusa KoMNoHeHTa CPK).

5. [Ana HacTponkn SSL-coeanHeHus ¢ B npepBaputenibHO HEOOXOOMMO BbIMOMHUTD

HacTpOMKy cry>xebHon 6asbl AaHHbIX B COOTBETCTBUM C pasgesioM Pazgen 7.3 n
NOAroTOBUTb CepTUPUKATDI.

a.

Enter sslmode ( allow, disable, prefer, require, verify-ca, verify-full
) [ require ]

Enter path for sslrootcert file:
Enter path for sslcert file:

Enter path for sslkey file:

= BblbepuTte 1 BBeAUTE Has3BaHME BbIOPAHHOrO peXxnma SSL B COOTBETCTBUM C
Tabnuuen.

Mo yMOn4aHuo BbiGpaH pexuM require.

Tabnuya 3. OnucaHue pexmnmos SSL

ssimode 3awmta 3awmta YTBepXaeHue

disable

allow

prefer

require

oTnpo- oTMITM

cnywmBa-

HUSA

HeTt HeTt MHe He Ba)kHa 6€30MacHOCTb U A HE NPUEMIIIO N3LEPXKKN, CBA3AH-
Hble C WndpoBaHMEM.

Bos- HeTt MHe He Ba)kKHa 6€30MacHOCTb, HO Sl MPUEMJIIO U3LEPXKKN, CBA3AH-

MO>XHO Hble C WndpoBaHMEM, eCfi1 Ha 3TOM HacTamBaeT cepBep.

Bos- HeTt MHe He Ba)kHa 6e30MacHOCTb, HO A NpegnodnTaro WwndpoBaHue (1

MO>XHO NPUEeMJIHO CBSI3aHHbIE U3OEPXKN), eCnn 3TO NOALEPXUBAET CepBep.

Ja HeTt A xouy, UTOObI MOU A@HHble WNPPOBANNCH, N A MPUEMIKO CONYT-

CTBYIOLLME M3OEPXKKM. A LOBEPSAO CETU B TOM, YTO OHa obecneyn-
BaeT NOAK/HOYEHME K HYXXHOMY cepBepy
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ssimode 3awura 3awmTta
oTnpo- oTMITM

cnywmBa-
HUA
verify-ca [a 3aBucuT
OT Nonun-
THKn LIC
verify-full [a [a

YTBepXxpaeHue

1 xo4uy, 4TO6bl MOU AaHHbIe WNPPOBANNCE, U A NPUEMITO COMyT-
CTBYIOLLME U3OEPXKKN. MHE HYXXHa YBEPEHHOCTb B TOM, YTO A MOA-
K/OYakCb K fLOBEPEHHOMY CepBepy

A xo4y, 4TO6bI MOW faHHble WNGPOBANNCh, U A NPUEMIO CONYT-
CTBYIOLLME N3NEPXKKN. MHE HY>KHA YBEPEHHOCTb B TOM, YTO A NOf-
KJIOYatoCb K JOBEPEHHOMY CEepBEPY U 3TO UMEHHO YyKa3aHHbIN
MHOW cepBep

e YKaXWNTe pacrnosioXXeHne nogroToBs/iIeHHbIX CepTI/I(bVIKaTOBI

o B NoJfie sslrootcert yKaXuTe pacrnosioXXeHne cepTupmkaTa LeHTpa cepTudmka-

Lnw;

o BMone sslcert yKa)XuTe pacrnonoxeHne cepTudmKaTa HacCTpanBaeMoro xXocTa;

o B MNoJie sslkey YyKaXuUTe pacnosioXXeHne 3aKpbITOro Knk4ya HacTpamBaemoro

XocTa.bl

7.5. HacTpoika 6anaHCUMpOBLUKaA Harpy3ku

Mpwn Hanuunu npokcun-cepsepa HAProxy, npuHnmMaroLero 3anpockl K cnyxxebHon 6ase
AaHHbIXx CPK RuBackup, pekoMeHayeTcs BbINOMHUTL cneayrouwme oencTBus:

1. B ¢anne haproxy.cfg 3aganTe ogMHaKoBOe 3HayeHue A9 napamMeTpoB timeout
client n timeout server.PekomMeHgyemMoe 3HauyeHne 48h unn 6onee.

CornacHo oduLmanbHon okyMeHTauun ¥ sHayeHns napameTpos timeout client
N timeout server OOMXHbI 6bITb UAEHTUYHBIE.

2. Y6éeauTtecb, YTOo B HacTpomnkax cnyxebHon CYB[L PostgreSQL oTcyTCTBYHOT Tau-
MayThbl, @ €CN1 NPUCYTCTBYIOT, TO BbICTaBUTb TakKMe Xe 3Ha4YeHUs Kak n B HaCTPOW-
kax HAProxy (cMm. nyHKT 1).

3. JobaBbTe B ¢pann haproxy.cfg B CTPOKY C nposepkon y3na PostgreSQL napameTp
shutdown-sessions, Hanpumep:

"server primary 192.168.122.60:3306 check on-marked-down shutdown-

sessions".

4. 3aBeplmnTe BCe aKTMBHbIe 3agaun B CPK RuBackup.

5. OcTaHoBuTe cepsuc cepBepa CPK RuBackup, BbINOAHMB B TEpPMUHase Ha y3re cep-

Bepa CPK RuBackup:
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sudo systemctl stop rubackup_server

6. Mepesanyctute CYB[ PostgreSQL, BbINOAHUB:

sudo systemctl restart postgresql

7. 3anyctute cepsuc cepsepa CPK RuBackup, BbINOMHWB B TEpMUHane Ha ysne cep-
Bepa CPK RuBackup:

sudo systemctl start rubackup_server

[1] Ons HekoTopbix OC BO3MOXHO NOTPeByeTCs NOAKMOUYMTL LOMNONHUTESbHbIA PErno3uTopuii

[2] https://docs.haproxy.org/2.6/configuration.html
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naBa 8. CepBepHasi yacTb

CepBepHas YacTb CPK RuBackup MoXeT COCTOATb U3:

e 06A3aTENBbHOr0 KOMMNOHEHTA — OCHOBHOIO cepsepa,

e OJIHOTO WM HECKONbKUX HeobsA3aTeNbHbIX KOMMOHEHTOB — pPe3epBHOro cepeepa U
Meaunacepeepa.

OcHoOBHOM cepBep

OCHOBHOW cepBep — 3TO MMaBHbIM yNpaBnsaloLWmn cepeep, obecrneynsarolmin B3anMo-
penctemne KomnoHeHToB CPK.

OCHOBHOW cepBep BbINOMHAET QYHKLNIO MeguacepBepa B cllydae YCTaHOBKM CNOCOOOM
«Bcé B ogHOM» (BCce koMMNoHeHTbl CPK RuBackup pa3BépHyTbl Ha O4HOM y3ne).

Pe3epBHbIi cepBep

PesepBHbIV cepBep, B Cllydae 0TKa3a OCHOBHOIMO cepBepa, nogaepxmsaeT ¢yHKLMOHAnN
OCHOBHOro cepsepa RuBackup, a KNnMeHTbl CUCTEMbI Pe3epPBHOro KONMPoOBaHMA aBToOMa-
TUYeCKU NogKIYaTCA K pe3epBHOMY cepBepy. [locne BOCCTaHOBNEHUA QYHKLNOHUPO-
BaHMA OCHOBHOIO cepBepa KANEHTbI NogKKYaTCca 06paTHO K OCHOBHOMY CEPBEpPY.

MepauacepsBep

Mepgunacepsep (3TO y3en, Ha KOTOPOM MOAK/IOYEHO YCTPOWMCTBO XpaHeHus) — émkoe
AVCKOBOE YCTPONCTBO UK BUBNNOTEKA MArHUTHbIX NIEHT.

MepgunacepBep HamnosIHAEeT YCTPOMCTBO XPaHEHMA MOCTYMNaroWnUMN pe3epBHbIMU KOMK-
AMU OaHHbIX U ynpasiadeT MU No Tpe6OBaHI/II-O OCHOBHOI'O CcepBepa.

Kaxgbln MepgmacepBep accouumpoBaH C MyNOM, KOTOPbIM COLEPXUT Normyeckue
YCTPOMNCTBaA OOHOIo TUMa — XpaHuiuwa.

8.1. CuctemMHble TpeboBaHuA

B paHHOM nogpasgene npueBefeHbl CUCTEMHble TpeboBaHUA ANA KaXA0ro cCepBepHOro
kKoMnoHeHTa CPK RuBackup, npegbaBnfemMble K TEXHUWYECKUM cpefcTBaM, Heobxoam-
MbIM OJ19 HOpMasnbHOro ¢yHkLmMoHmposaHua CPK RuBackup.

B cny4yae yCcTaHOBKM Ha O4MH XOCT HecKosbKnx komMmnoHeHToB CPK RuBackup
(Hanpumep, nNpu cnocobe ycTaHOBKN «BCé B 0gHOM») cneayeT KOHCONNOupo-
BaTb COOTBETCTBYIOLLME annapaTHble TpeboBaHUA, NpeabABAAeMble K TEXHN-
4YeCKOMY CpefCcTBY, Ha KOTOpPOe NPou3BoaMTCA YyCTaHOBKA.
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OcHOBHoOI/pe3epBHbIii cepBep

8.1. CucTteMHble TpeboBaHuA

MuHUManbHble annapaTHble TpeboBaHUsA, HeO6XoAuMbIE ANA CTabUbHOro GYyHKLNUOHU-
poBaHua cepeepa CPK RuBackup npuseaeHbl B TabnuLe.

Tabnuua 4. AnnapaTtHble TpeboBaHs, npeabsBaseMble K cepsepy RuBackup

AnnapaTHbIii KOM-

NMOHEeHT

Mpoueccop

OnepaTuBHas
namaATb

TBepnoTenbHbIN
HakonuTenb (SSD)

TBepOoTenbHbIN
HakonuTernb, NoA-
K/IIOYEHHbIN Yepes
wuHy PCIl Express
(NVMe SSD)

XecTkunnm guck
(HDD) nnun ¢onaw-
HakonuTtenb (flash
drive)

CeTb

O6beM XpaHUMbIX A aHHbIX
48 Tb 96Tb 144TH

10 sapgep, 20 noTokoB. (2
noToka Ha 1 agpo unun 6onee)

1286 256TBb 256TH

RAID 1, 2 gucka no 480 'b
Kaxkablin

3.84Tb

RAID 50, RAID 50, RAID 50,
12 gnuc- 12 puc- 12 guc-
KOB MO 4 KOB MO 8 KOB MO
Tb kax- Tbkax- 12Tb
Obin Obin Kaxkabli

2 ceTeBbIX aganTepa c npo-
NYCKHOW crnocobHocTbio 10
6 KaXkgbl, ¢ 2 nopTamMu
(dual port)

Mpumeyanune

PekomeHgyemMble mogenu: Intel Xeon 4210, AMD
EPYC 7000 nnu 6onee coBpeMeEHHbIE

O6BHEM OMCKOBOro NPOCTPaHCTBa ANA yCTaHOBKMU
onepaumoHHON CUCTEMbI U KOMMOHEHTOB
RuBackup, 3a nckntouyeHnem KoOHGUrypayMoHHON
6a3bl gaHHbIx RuBackup.

PekoMeHayeTcA B CllydYae pa3BepTbiBaHUA
MHcTaHca PostgreSQL ana KoHpUrypawumoHHoM
6a3bl gaHHbIx RuBackup Ha Ton e MalwuHe, rae
ycTaHoBseH cepBep RuBackup. Auckn NVMe SSD
NO3BOMAKT MOBbLICUTbL MPOU3BOAUTENBHOCTb One-
pauun B dpunbTpe bayma n ckopocTb 06paboTkum
AaHHbIX NMPW BbIMOSIHEHUM NPOLECCOB Aeaynnanka-
umun. 3.84 T6 npefycMaTpmBaloT NOTEHUManbHbIN
pocT 06beMoB obpabaTbiBaeMbIX AaHHbIX. [15
obecneyeHnss MaKCMManbHOro YPOBHSA 0TKas30-
YCTONYMBOCTU U BbICTPOLENCTBUA NPU NPOMBILLI-
NEHHON aKCcnyaTaunm pekoMeHayeTCa NCNOoMb30-
BaTb B KayecTBe KOHOUrypaLunoHHon 6asbl
RuBackup CYB[ PostgreSQL B oTKa3oycTonunsom
KOHOUrypauum, Hanpumep, ¢ UCMONb30BaHNEM
peweHuna Patroni, pasBepHyTOM Ha OTAENBHOCTO-
AWMX MaLUUHaX.

PekomMeHpgyeTCA B Clly4yae akTUBHOMO UCMOJb30Ba-
HMS MaLlVHbl C OCHOBHbIM CEPBEPOM B KayecTBe
Meanacepsepa, 4N BOSMOXHOCTU pacluMpeHmns
OVCKOBOIO NPOCTPaHCTBa NoL XpaHeHne peseps-
HbIX KONui. B cnyyae xpaHeHUs faHHbIX Ha ono-
cpefoBaHHbIX CX[, AaHHbIA KOMMOHEHT He
ncrnonbayeTcs.
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Mepuacepeep

PekomeHayemMas KoHOUrypaumsa megmacepsepa 3aBUCUT OT COBOKYMHOro obbema xpa-
HUMbIX OaHHbIX U CXOXa C KoHdurypaumen cepsepa RuBackup. [1ns pacyeTa KOHOUry-
pauun Megnacepsepa BOCMNOb3ynTeCh TabnuLen.

Tabnuya 5. AnnapaTHble TpeboBaHWs, NpeabsaBAseMble K MeanacepBepy

AnnapaTHbii KOM- O6beM XpaHUMbIX A aHHbIX MpumeyaHune
MOHEHT 48T6 96T6 144TB
Mpoueccop 10 spep, 20 noTokoB. (2 PekomeHgyemble mogenu: Intel Xeon 4210, AMD
noToka Ha 1 aapo unun 6onee) EPYC 7000 nnn 6onee coBpeMeHHble
OnepaTtunsBHas 1286 256TB 2566 —
namMsaTb

TBepaoTesbHbIN RAID 1, 2 pucka no 480 I'b O6bEM AMCKOBOro NPOCTPAHCTBA A7 YyCTaHOBKMU

HakonuTenb (SSD) KaxpAbl onepaumMoHHON CUCTEMbI U KOMMOHEHTOB
RuBackup, 3a nckntoueHnem KoOHGUrypayMoHHON
6asbl gaHHbIX RuBackup.

XXecTkui gnck RAID 50, RAID 50, RAID 50, [Onfi BO3MOXHOCTW pacLUMpeHns GUCKOBOro Npo-
(HDD) nnu ¢onaw- 12 auc- 12 auc- 12 anuc- cTpaHCTBa Nof XpaHEHME pe3epBHbIX Konuit. B
HakonuTenb (flash koBMo 4 KOBMO 8 KOBMO  Cly4vyae XpaHeHMA OaHHbIX Ha ONOCPeAoBaHHbIX

drive) Tb kax- Tbkax- 12 Tb CX[l, baHHbIN KOMNOHEHT He UCMOoNb3yeTcs.
abli abli KaXkablIn
CeTb 2 ceTeBbIX aganTtepa c Npo- —

MYyCKHOM cnocobHocTbo 10
6 Kaxabl, C 2 nopTamu
(dual port)

8.1.2. NporpamMmmMHblie Tpe6oBaHUsA

lMporpaMmMHble TpeboBaHWA K cpefe OYHKUMOHMPOBaHUA cepBepHon dactm CPK
RuBackup npusefeHbl B Tabnve n onpegenexsb:

e NepeyvYHeM ornepayMoHHbIX CUCTEM, COBMECTUMbIX C KOMNoHeHTamu CPK RuBackup;
e NepeyvyHeM 3aBMCUMOCTEN NakKeToB ANF Kaxgown coemecTtumon OC;

e OTKPbITbIMM MOpTamu (cM. pasgen «CeTeBble NOPThbI»).

3aBucumocTu rubackup-client, rubackup-server, rubackup-common

Tabnvya 6. 3aBucuMocT rubackup-client, rubackup-server, rubackup-common
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OnepaylunoHHasa cucTema

Astra1.6

MakeTbl

exim4-base
exim4-config
exim4-daemon-light
gnupg?2

libcurl3 wnw libcurl4
libldap-2.4-2
libldap-common
liblockfile-bin
liblockfile1
libnghttp2-14
librtmp1

libsasl2-2

libssh2-1

mailutils nnu bsd-mailx
openssl
parsec-base
parsec-cap
parsec-mac

psmisc

wget

xauth

8.1. CucTteMHble TpeboBaHuA

3513127




PasBépTbiBaHme

OnepaylunoHHasa cucTema

Astra1.7
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MakeTbl

exim4-base
exim4-config
exim4-daemon-light
gnupg?2
guile-2.2-libs
libcurl3 nnu libcurl4
libevent-2.1-6
libfribidiO

libgclc2
libgnutls-dane0
libgsasl7
libkyotocabinet16v5
libldap-2.4-2
libltdl7

liblzo2-2
libmailutils5
libmariadb3
libntimO
libpugixml1v5
libsasl2-2
libunbound8
mailutils nnu bsd-mailx
mailutils-common
mariadb-common
mysql-common
openssl
parsec-base
parsec-cap
parsec-mac

psmisc

wget

xauth




OnepaylunoHHasa cucTema

Astra1.8

CentOS 7

CentOS 8

MakeTbl

exim4-base
exim4-config
exim4-daemon-light
gnupg2
gsasl-common guile-3.0-libs
ibmariadb3

libcurl3 nnn libcurld
libevent-2.1-7
libgc1
libgnutls-dane0
libgnutls30
libgsasl18
libgssgluel

libidn12
libldap-2.5-0
libltdl7

libmailutils9
libncurses6
libncursesw6
libntimO

libpg5
libpugixml1v5
libsasl2-2

libtinfo6
libunbound8
mailutils nnm bsd-mailx
mailutils-common
mariadb-common
mysql-common
ncurses-base
ncurses-bin
ncurses-term
openssl
parsec-base
parsec-cap
parsec-mac
psmisc

wget

xauth

cyrus-sasl
mailx

openldap
pugixml
qt5-gtbase-gui

cyrus-sasl
mailx

openldap
pugixml
qt5-gtbase-qui

8.1. CucTteMHble TpeboBaHuA

3713127




PasBépTbiBaHme

OnepauuoHHas cucTemMa MakeTbl

Debian 10 exim4-base
exim4-config
exim4-daemon-light
gnupg2
guile-2.2-libs
libcurl3 nnu libcurld
libcurl4
libevent-2.1-6
libfribidiO
libgc1c2
libgnutls-daneO
libgsasl7
libkyotocabinet16v5
libldap-2.4-2
libltdl7 liblzo2-2
libmailutils5
libmariadb3
libntimO
libpugixml1v5
libpython2.7
libsasl2-2
libunbound8
mailutils nnu bsd-mailx
mailutils-common
mariadb-common
mysql-common
openssl
psmisc
wget
xauth

38 n3 127




OnepaylunoHHasa cucTema

Debian 12

RHEL 9

Red0S 7.3

MakeTbl

exim4-base
exim4-config
exim4-daemon-light
gnupg?2
gsasl-common
guile-3.0-libs
libcurl3 wnw libcurl4
libevent-2.1-7
libfribidiO

libgc1
libgnutls-daneO
libgnutls30
libgsasl18
libgssgluel

libidn12
libldap-2.5-0
libltdl7

libmailutils9
libmariadb3
libncurses6
libntimO

libpg5
libpugixml1v5
libpython3.11
libpython3.11-minima
libpython3.11-stdlib
libsasl2-2
libunbound8
mailutils nnu bsd-mailx
mailutils-common
mariadb-common
mysql-common
openssl

psmisc

python3.11
python3.11-minima
wget

xauth

cyrus-sasl
mailx
openldap
pugixml
qt5-gtbase-gui
s-nalil

cyrus-sasl
mailx
openldap
pugixml
qt5-gtbase-qui
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OnepaylunoHHasa cucTema

RedOS 8

Rosa Chrome 12
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MakeTbl

cyrus-sasl
mailx

openldap
pugixml
qt5-gtbase-qui

cyrus-sasl
lib64db5.2
lib64ldap2.4_2
lib641tdl7
lib64mailutils9
lib64mu_auth9
lib64mu_dbm9
lib64mu_dotmail9
lib64mu_imap9
lib64mu_maildir9
lib64mu_mailer9
lib64mu_mbox9
lib64mu_pop9
lib64mu_sieve9
lib64muaux9
lib64pugixmil
lib64qt5gqui5
lib64sasl2
mailutils
mailutils-locales
qt5-gtbase-gui




OnepaylunoHHasa cucTema

Rosa Cobalt 7.3

Rosa Cobalt 7.9

MakeTbl

cups-libs
cyrus-sasl
fontconfig
fontpackages-filesystem
glx-utils

libICE

libSM

libX11
libX11-common
libXau
libXdamage
libXext

libXfixes

libXi

libXrender
libXxf86vm

libicu

libpng

libxcb
libxshmfence
mailx
mesa-libEGL
mesa-libGL
mesa-libgbm
mesa-libglapi
openldap
qt5-qgtbase
qt5-gtbase-common
qt5-gtbase-qui
xcb-util
xcb-util-image
xcb-util-keysyms
xcb-util-renderutil
xcb-util-wm

cyrus-sasl

libicu
libxkbcommon-x11
mailx

openldap
qt5-gtbase-qui

8.1. CucTteMHble TpeboBaHuA

41un3 127




PasBépTbiBaHme

OnepaylunoHHasa cucTema

Ubuntu 18.04

Ubuntu 20.04
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MakeTbl

gnupg?
guile-2.0-libs
libcurl3 wnw libcurl4
libgcic2

libgsasl7
libkyotocabinet16v5
libldap-2.4-2

libltdl7

liblzo2-2
libmailutils5
libmysqlclient20
libnghttp2-14 libntimO
libpython2.7
libpython2.7-minimal
libpython2.7-stdlib
librtmp1

libsasl2-2

mailutils nnu bsd-mailx
mailutils-common
mysql-common
openssl

postfix

ssl-cert

wget

xauth

gnupg2
guile-2.2-libs
libcurl3 nnu libcurl4
libgclc2

libgsasl7

libidn11
libkyotocabinet16v5
libldap-2.4-2
libmailutils6
libmysqlclient21
libntimO
libpugixml1v5
libsasl2-2

mailutils nnu bsd-mailx
mailutils-common
mysql-common
openssl

postfix

ssl-cert

wget

xauth




8.2. YcTaHoBKa

OnepauuoHHas cucTemMa MakeTbl

Ubuntu 22.04 gnhupg?2
gsasl-common
guile-3.0-libs
libcurl3 nnu libcurl4
libfribidiO
libgc1
libgsasl7
libidn12
libldap-2.5-0
libltdl7
libmailutils8
libmysqlclient21
libntimO
libpg5
libpugixml1v5
libsasl2-2
mailutils nnu bsd-mailx
mailutils-common
mysql-common
openssl
postfix
ssl-cert
wget
xauth

AnbT 10 libldap
libsasl2-3
mailutils
pugixml
qt5-gtbase-qui
xauth

8.2. YcTaHOBKa

8.2.1. NMoAaroTtoBKa K ycTaHOBKeE

YcTaHOBKa 3aBMCUMOCTEN NaKeToB

o [aHHbIn war npegHasHa4veH AnAa yCTaHOBKW JIOKalJlbHbIX MakKeToOB. Ecnu BbI
YCTaHaBJ1IMBaeTe NaKeTbl N3 Peno3nTopund, ToO NponyCcTnTe 3TOT LWar.

[ns ycnewHoro passépTbiBaHMa cepBepa CPK RuBackup Heobxoaumo Hanuuume ycTa-
HOBJIEHHbIX 3aBUCUMOCTEN MakeToB B COOTBETCTBUM C Tabrnvuen, B 3aBUCUMOCTU OT
NCNOSb3yEeMON OMNepaLnoHHON CUCTEMbI Ha y3ne pasBépTbiBaHMA cepBepa RuBackup,
ANA 3TOro:

1. MpoBepbTe Hannune yCTaHOBMNEHHbIX NakeToB 3aBucumMocTen B OC, Hanpumep:
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Astra Linux, Debian, Ubuntu
dpkg-query -1

AnbT
apt list --installed

Rosa Cobalt, RHEL

yum list ¢ onumen installed

RedOS, CentOS, Rosa Chrome
dnf list installed

2. Ecnu Bbl ncnonbsyeTe onepaunoHHyto cuctemy CentOS 7, CentOS 8 nnu RHEL 9, To
nobaebTe penosutopuit EPEL !, nogpepxusaembiii B paMkax npoekTa Fedora u
cofiep>kalln HeKOTOpble NakeTbl, KOTOPble He BOLWN B CTaHOapTHbIM Habop RHEL
(CentOS):

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

dann penosntTopus oyper aBTOMaTUYeCKM 3arpy>eH B KaTanor
/etc/yum.repos.d/epel.repo M aKTUBUPOBaH.

3. Ecnu Bbl ncnonbsyete onepaymoHHyto cuctemy CentOS 7 mnm CentOS 8, To Takxke
PEKOMEHAYETCA BK/IKOUYUTb pPernosuTopun PowerTools, MOCKOJSIbKY MakeTbl EPEL
MOTYT 3aBUCETb OT MNAKETOB U3 Hero:

sudo dnf config-manager --set-enabled powertools

4. Ecnu Bbl ncnonbsyeTte onepaymoHHyto cnuctemy RHEL 9, To TakXxe pekomeHayeTcs
BKNIKOUYUTb peno3nTtopuin codeready-builder-for-rhel-8-*- peno3vTopun rpm,
NOCKOJIbKY NakeTbl EPEL MOryT 3aBMCeTb OT NakKeTOoB U3 Hero:

ARCH=S$( /bin/arch )

sudo subscription-manager repos --enable "codeready-builder-for-rhel-8-
S\{ARCH}-rpms"

5. O6bHOBUTE PENO3UTOPUM NAKETOB B CUCTEME:
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Astra Linux, Debian, Ubuntu
sudo apt update

AnbT
sudo apt-get update

Rosa Cobalt, RHEL

sudo yum update

RedOS, CentOS, Rosa Chrome
sudo dnf update

6. YcTaHOBUTE HegocTaloLWwme 3aBUCMMOCTM NaKeToB U3 TabnLbl:

Astra Linux, Debian, Ubuntu

sudo apt install <namepackage>

AnbT

sudo apt-get install <namepackage>

Rosa Cobalt, RHEL

sudo yum install <namepackage>

RedOS, CentOS, Rosa Chrome

sudo dnf install <namepackage>

HacTpoiika ny6nuyHoro penosutopust

8.2. YcTaHoBKa

o [aHHbI Wwar npegHasHayeH ONA YCTAHOBKW W3 MyGANYHOrO PernosuTopus.
Ecnu Bbl yCTaHaBNMBaeTe IoKalbHble NakeTbl, TO NPONYyCTUTE 3TOT Lwar.

MopaxknoyeHue ny6nuyHoro penosutopus DEB-cuctem

1. Co3panTte ¢pann c MHGopmMaumnen o Peno3nTOPUAX:

cat <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>

public

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <OS-VERSION>

public-testing
EOF
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roe: <0S-VERSION> — Bepcusa ncnonbsyemom OC:

o astra_1.6;

o astra_1.7;

o astra_1.8;

o debian_10;

o debian_12;

o ubuntu_18.04;
o ubuntu_20.04;
o ubuntu_22.04.

2. [lobaBbTe KJOY peno3mTopms:

sudo wget -qO-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. O6HOBUTE CNUCOK NaKeToB:

sudo apt-get update

MogkniouyeHune ny6anyHoro penosutopus RPM-cucrem

1. CospanTe ¢ann c MHGoOpMaLMEN O PENO3UTOPUAX:

a. aona OC:

= CentOS 7;

= CentOS §;

= PEO OC7.3;

= PEJ OC 8§;

= Red Hat Enterprise Linux 9;

= ROSA Fresh Desktop 12;

= ROSA Enterprise Linux Server 7.9.

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo
[ rubackup-rpm-public-repository]
name=rubackup rpm public repository
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baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/repodata/repomd.xml.key

gpgcheck=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/repodata/repomd.xml.key

gpgcheck=0

EOF

roe: <0S-VERSION> — Bepcusa ncnonbsyemon OC:

» centos_7;
= centos_8;
» redos_7.3;
» redos_8;
» rhel_9;

» rosa_12;

= rosa_7.9.

b. ona OC ROSA Enterprise Linux Server 7.3:

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key

gpgcheck=0

sslverify=0
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[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0

sslverify=0

EOF

HacTpoiika nepeMeHHbIX cpeabl

BbINONHMTE HACTPOWKY NepeMEHHbIX cpeapbl A5 Nob30oBaTeNsa root:

1. ABTOpU3ynTECh NOA Nosb3oBaTeneM root:

sudo -i

2. HacTponTe nepeMeHHble cpefbl AN nonb3oBaTenisa root:

sudo nano /root/.bashrc

o OTpenakTupymnte ¢ann, nobaBmB CTPOKU:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

o COXpaHUTEe N3MEHEHNA.

3TN rnepemMeHHble TakXxe MOXHO onpenenuTb
/etc/environment.

3. MNepengunTe B KaTanor /root:

cd /root
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8.2. YcTaHoBKa

4. TlepesarpysnTte nepemMeHHble OKPY>XXeHUA:

source ~/.bashrc

HacTpoika SSL coeauHeHus ¢ 6a30i A aHHbIX

MponycTnTe aTOT LWar, ecnm He TpebyeTcsa 3alunWEHHOe NOLKIYEHNE KOMMNOHEHTOB
RuBackup k cny>xxebHoin 6a3e gaHHbIX.

Ecnn Heobxogmmo ncrnonb3oBaTh 418 NOAKIOYEHUA K 6a3e gaHHbix PostgreSQL 3awwum-
LWEHHOE COoeguHeHne, TO BbINOAHUTE MPUBEAEHHbIE HUXE HACTPOMKM Ha XOCTax, Ha
KOTOpPbIX pa3BépHYTbl KOMNOHEHTbI CPK (postgres-KineHThbl):

1. MNMepeHecuTe U3 COOTBETCTBYHOLWEN postgres-KNMEHTY nanku Ha yane LleHTpa cep-
TnoémnKaumm noaroToOBEHHbIE:

o ceptudukaTt LieHTpa cepTudumkaymm (ca.crt), 4tobbl knueHT CPK Mor npoBepuTs,
YTO KOHeYHbI cepTudumkaTt cepBepa PostgreSQL 6bin nognucaH ero AoBepeH-
HbIM KOPHEBbIM CEPTUDUKATOM;

o cepTudukaT cepepa/knnenTta CPK (postgresql.crt);
o CreHepupoBaHHbIN 3aKPbITbIN K04 cepBepa/knnenTa CPK (postgresqgl.key).

2. Ana ¢pannos cepTudmKaTa 1 3aKpbITOro Kio4va yCTaHOBUTE NOSHbIN OOCTYM Ha 4Te-
HMEe U 3anncb TONbKO A1 BnagenbLes:

chmod 600 server.crt server.key ca.crt

3. Cpenante Bnagensuem ¢annos nonb3oBaTensa, OT MMEHU KOTOPOro byaeT 3anyueH
KOMMNOHeHT CPK (postgres-knneHT):

chown suser:suser server.crt server.key ca.crt

8.2.2. YcTaHOBKa NaKkeToB

MocnepoBaTtenbHOCTDb YCTaHOBKM

yCTaHOBKy NnakeToB NMNponsBoanTb CTPOro B I'IpI/IBe,EI,éHHOVI nocrsiegoBaTtenbHO-
CTn:

1. rubackup-common;
2. rubackup-client;

3. rubackup-server;
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Mo yMOn4aHWKO HacTpoMKa cepBepa OCYLW,EeCTBNAETCA B TepMuHane ¢
NMOMOLLbKO KOHCONbHOW YTUANTLI rb_init, KOTopasa He TpebyeT AOMOMHM-
TeNbHOM MHCTaNNAUUN.

[lna HacTpoOMKK cepBepa C MNOMOLLbH rpapuyeckon yTUNIUTblI LOMOSHU-
TeNlbHO YCTaHOBUTE NaKeTbl:

4. rubackup-common-gui;

5. rubackup-init-gui.

Cnoco6bl ycTaHOBKU

YcTaHoBUTE OHUM U3 CNOCOOOB:

1. 13 nokKanbHOM Nanky Co cKadyaHHbIMW NakeTamMu:

Astra Linux, Debian, Ubuntu
sudo apt install ./<namepackage>.deb

AnbT
sudo apt-get install ./<namepackage>.rpm

Rosa Cobalt, RHEL

sudo yum install ./<namepackage>.rpm

RedOS, CentOS, Rosa Chrome

sudo dnf install ./<namepackage>.rpm

2. N3 penosutopua OC Astra Linux, Debian, Ubuntu:

sudo apt install <namepackage>.deb"

roe <namepackage> — ycTaHaBnvMBaeMbir nakeT RuBackup akTyanbHOM BepCcuun.

OGHoBNEHNE KOHPUrypaLumum

1. BoinonHuTe obHOBNEHMEe KoHpUrypaumm tonbko gna OC Astra Linux Special Edition
1.6 nnn 1.7 ¢ aKkTUBNPOBAHHbLIM PEXMMOM 3aLUTHOM NPOrpaMMHON Cpesbl:

sudo update-initramfs -u -k all

2. TpMeHnTE N3MeHeHus, BbINoHWB nepesarpysky OC:
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sudo reboot

8.2.3. YcTaHOBKA NIULLEH3UMU

MonyyeHune nuueH3noHHoro gpaiina

[ns nonyyeHnsa nuueHsnoHHoro ¢arnna cepesepa (OCHOBHOMO, pe3epBHOro U Meguacep-
BEpOB) y NOCTaBLMKa:

1. TIONHOCTbBIO pas3BeEPHUTE CEPBEPHYHO FPYNMNUPOBKY 3ariaHUPOBAHHON apXUTEKTYpPbl
CUCTEeMbl pe3epBHOro kKonuvpoBaHMA RuBackup, ycTaHOBMB MaKeTbl CepBepHOW
4YacTW NporpamMmsbl Ha y3nax.

2. Ha kaxxgom cepsepe nonyumte ngeHtudukatop hardware id
rubackup_server hwid

3. 3adukcupynte nobbIM yoobHbIM CnocoboM [f18 Kakoro Tvna cepsepa (OCHOBHOM,
pes3epBHbIN, Meana) nonyyeH naeHTudmnkaTop.

4. NpepocTtaBbTe NOCTaBLUKY MOSIyYeHHble UAEHTUPUKATOPbLI YO0OHBIM CnocoboM K
NoNyynTe NULEH3UOHHbIE dansibl oNa cepBepHbIX KOMMNOHeHTOB CPK RuBackup Ha
afipec 3/1eKTPOHHOM NOYTbI MNONIb30BaTENSA.

YcTaHOBKa NULLEH3UOHHOro daiina

YCTaHOBUTE NMULLEH3MOHHbIM Gansl Ha KaXnoMm y3rne nuueHsupyemoro cepsepa CPK
RuBackup.

[na yCcTaHOBKU NULEH3NOHHOro ¢panna:

1. MNepemecTnte dann nUUeH3UM B nanky /opt/rubackup/etc/, BbIMOMHUB KOMaHAy,
Haxo4ACb B nanke ¢ NoAroToBNEeHHbIM GannioM NULEH3NOHHOMO Kko4a:

cp <damn_nuueHsun> /opt/rubackup/etc/rubackup.lic

2. AKTuBauUWsa NULEH3NM NPON3ONAET NOCe 3arnycka cepsepa.

8.3. HacTpoika

8.3.1. HacTpoika cepBepa

MNpenBapuTenbHO HeobXxoAMMO HacTPOUTb CETEBOE B3aMMOAENCTBME KOMMOHEHTOB
CPK RuBackup, ucnonbsyss FQDN, hostname unu ip-agpec (ganee no TeKCTy — agpec).
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HacTponky komnoHeHTOoB CPK RuBackup cnegyeT nNpouM3BECTU Ha KaXAoM Yy3ne B

CTpOro npueBeaEHHOM rnopsake (B 3aBUCUMOCTM OT apXUTEKTYPbI):

1. HacTpomnKa OCHOBHOIO cepBepa;

2. HaCTpOWKa pes3epBHOro cepBepa;

3. HacTpoWKa MeanacepBepa (BbINONHAETCA A8 KaXA0ro Meanacepsepa);

4. HacTpoOMKa K/fIMeHTa CUCTEMbl Pe3epBHOr0 KOMMPOBaHUA (BbIMNOMHAETCA ONA KaX-
aoro knmeHta CPK).

HacTpoiky komnoHeHTOoB CPK RuBackup BO3MOXHO BbINOMHUTb OAHUM 13 CNOCO60B:

e HacTpolKa cepBepa B UHTEPaKTUBHOM PEXMUME NPY NOMOLLN YTUANTLI rb_init;

e HacTpoWiKa cepBepa B HEMHTEPAKTUBHOM pPeXMMe Mpu MOMOLM YTUAUTbI rb_init
(0[HOCTPOYHOM KOMAHAOW C 3a4aHHbIMU NapamMeTpamu);

e HacTpoMKa cepBepa C MNOMOLLbIO rpaduyeckorn YTUNUTbI MacTepa HaCTPONKU
RuBackup rb_init_gui.

HacTpoiika cepBepa B TepMUHane (MHTepaKTUBHbINA PeXuMm)
BbinonHnTe HacTpounky komnoHeHTa CPK RuBackup:
e 3anycTunTe Ha KaXAoM Yy3ne, Ha KOTOPOM pasBEépHYT cepBep CPK, MHTepakKTUBHYO
YTUNUTY rb_init:

sudo /opt/rubackup/bin/rb_init

o [lanee HacTponTe KOMMNOHeHT CPK B MHTEpakKTUBHOM pexXunme:

1. You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

OCHOBHOW, pe3epBHbIii, Megunacepsep: [MpuMute NULEH3NOHHOE COrnalleHune
(EULA), HaxxaB KnaBuLy <y>.

2. Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?

OCHOBHOW cepBep: BbibepnTe CLEHapuin HaCTPOMKM OCHOBHOrO (primary) cep-
Bepa, Ha)KaB KnaBuLly <p>;

pe3epBHbIi cepBep: BuibepuTte cueHapuii HacTPOMKN pe3epBHOro (secondary)
cepBepa, HaXkaB KnaBuLly <s>;

Mepauacepsep: BbibepuTte cueHapuin HacTporkn megma (media) cepBepa, HaxaBs
KnaBuLy <m>.

5213127




8.3. HacTtpoiika

HacTpoika coeguHeHUs ¢ 6a30M A aHHbIX:
3. Enter hostname or IP address of PostgreSQL server [ localhost ]:

OCHOBHOM, pe3epBHbI, MeguacepBep: YKaxunte agpec, Ha KOTOPOM pasBEép-
HyTa cny>ebHasa 6asa AaHHbIx PostgreSQL:

= ecnin CYB/[ PostgreSQL pasBépHyTa Ha OTAENIbHOM Yy3/1e OT OCHOBHOIoO cep-
Bepa, TO cnefyeT ykasaTb afpec COOTBETCTBYIOLLEro y3na;

= ecnn CYB/[, PostgreSQL 1 oCHOBHOM cepBep pa3BEPHYTblI HA OAHOM Yy3re, TO
HaxXmuTe knasuwy <Enter>, 4yTobGbl B KayecTBe agpeca cepBepa UCMoSb30-
Bancs localhost (BbIbpaHHbIN MO YMOYaHUIO).

4. Please enter password for "postgres" database user:

OCHOBHOW cepBep: YKaxuTe naposib nonb3oBaTens 6asbl fgaHHbIX postgres,
3ajaHHbI Ha ware 6 B pasgene Hactporka CYEB/.

5. Do you want to use a secure SSL connection to the database 'rubackup'
(y/n/q)?

OCHOBHOW, pe3epBHbIi, Meaunacepsep: Ykaxmute, Heob6xXo4nMMo N UCronb3oBaTb
3awmueHHoe SSL-coegnHeHne co cnyxebHon 6ason pgaHHbix CPK RuBackup,
Ha)kaB Knasuwy <y> (ga) nnm <n> (HeT).

Ecnun HacTpowka SSL-coeanHeHns ¢ bl He TpebyeTcs, HAXXMNTE KNaBuLly <n>.

Mo yMon4yaHuO  MNOAK/IOYEeHMe  OyaeT  YCTaAHOBMIEHO C  MapaMeTpoMm
sslmode=allow, B 9TOM criyyae gnsa nogknoyeHna kK b 6yaoyT mMcnonb30BaHbl
dannbl cepTUOUKATOB U 3aKPbITbIX KHOYEN, KOTOPble PacnonioXeHbl B narke
/opt/rubackup/keys, npu nogknovyeHun K B[] gaHHble 0yayT WnNppoBaTbCA.

Ecnn B kKoHdurypaumm PostgreSQL SSL BbikNtOYEH, TO NO YMONYaHUIO sslmode
oypet disable.

Onsa npoponmkeHna HacTponku SSL coepuHeHnsa ¢ Bl HaXXmMuTe Knasuwy <y>.
Ona HacTponkn SSL-coeguHenus ¢ B npegBaputenbHO HeOBXOOMMO BbINOS-
HWTb HaACTPOMKY cny>XebHon 6asbl AaHHbIX B COOTBETCTBMW C pasfesiom
HacTtponka CYB/[ n noarotoBuTb cepTuUduKaTbl B COOTBETCTBUM C pPasgesiom
HacTtpoinka SSL coeanHeHnN.

a. Enter sslmode ( allow, disable, prefer, require, verify-ca, verify-
full ) [ require ]

Enter path for sslrootcert file:

Enter path for sslcert file:
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Enter path for sslkey file:

. Bbl6epMTe 1 BBEeANTE Ha3BaHWMeE Bbl6paHHOI'O pexuma SSL B COOTBETCTBUM

C Tabnuuen.

Mo yMonyaHuo BbIGpaH PeXuM require.

Tabnuya 7. OnucaHne pexxmnmon SSL

ssimode 3awurta 3awuTta
oTnpo- oTMITM

cnywm-
BaHuA
disable  Hert HeTt
allow Bos- HeTt
MOXHO
prefer Bos- HeTt
MOXHO
require [a HeT
verify-ca [a 3aBucuT
oT nonn-
Tukun LIC
verify-full Oa Ja

YTBepXxpaeHue

MHe He BaxKHa 6€30MacHOCTb U i He MPUEMIIIO U3LEPXKKM, CBSA-
3aHHble C LWNPpPOBaHMEM.

MHe He BaxKHa 6€30MacHOCTb, HO A NPUEMITIO U3LEPXKKN, CBSA-
3aHHble C WNPPOBaHNEM, €C/IM Ha 3TOM HacTauBaeT cepBep.

MHe He BaxHa 6€30MacHOCTb, HO A NpeanoYnTalo Windposa-
HUe (1 NPUeMo CBA3aHHbIe U3AEPXKKM), ECNN 3TO NOAAEPXKM-
BaeT cepBsep.

A1 Xouy, YTOObl MOW AaHHble LWMPPOBANUCE, U A MPUEMIIO
CONYTCTBYHOLLNE N3OEPXKKUN. A LOBEPSHO CETM B TOM, YTO OHa
obecrneunBaeT NOAKIHOYEHNE K HYXXHOMY CcepBepy

1 xo4uy, 4TO6bl MOM AaHHbIe WNHPOBANUCH, U A NPUEMITIO
COMNYTCTBYHOLINE U3OEPXKKUN. MHE HY>KHa YBEPEHHOCTb B TOM,
YTO A NOAKIOYAOCh K JOBEPEHHOMY CepBepy

A Xxo4y, 4TO6bI MOW faHHbIe WNGPOBANNCh, U A NPUEMIO
CONYTCTBYHOLNE U3LePXKN. MHEe HY>XHa YBEPEHHOCTb B TOM,
4YTO A NOAK/IKOYAKOCH K OBEPEHHOMY CepBepy N 3TO UMEHHO
yKasaHHbI MHOW cepBep

= YKaXNTe pacnosioXXeHne noaroToBieHHbIX CepTVIq)I/IKaTOBZ

= Brosie sslrootcert yKaXuTe pacnosioXXeHne cepTudumkaTa LLeHTpa cepTu-

dunkayum;

» B NoJsle sslcert yKaXuTe pacrosioxXeHne ceptudukaTa HacTpamBaemMoro

XOCTa;

= B NoJie sslkey YyKaXXUTe pacrnofioXeHue 3aKpbITOro Ki4ya HacTpauBae-

MOIro XocCTa.

6. Enter name of RuBackup superuser [ rubackup ]:

OCHOBHOM, pe3epBHbIA, Meauacepsep: Beegnte nmsa cynepnonbsoBatena CPK
RuBackup, koTopbit 6ygeTt co3fgaH Ha cnefyrolem ware.

Mo yMonuaHuio Npu HaxaTum Knasuwin <Enter> ncnonbsyeTcss UMa Cynepnosb-

3oBaTend — rubackup.

54 n3 127




10.

8.3. HacTtpoiika

B MeHM cynepnonb3oBaTens 3anpeweHo UCrnonb3oBaTb Cneayrouine cCUMMBONbI:
npo6en, \, S, #, ~,/,?, %, ., ,, 5, ", %, N, &, <, >.

Database user "rubackup" doesn’'t exist. Do you want to create database
user "rubackup" (y/n)?

OCHOBHOM, pe3epBHbIA, Meauacepsep: CosfanTe cynepnonb3oBaTena 6asbl
AaHHbIX, HaXaB KaBuwy <y>

Please enter password for "rubackup" database user:

OCHOBHOW, pe3epBHbIi, MeauacepBep: 3aganTe naposb ANS cynepnosb3oBa-
Tensa cnyxebHon 6asbl gaHHbIX rubackup (MMA B No ymonyaHuo), co3gaBaemMon
Ha crneayroLweMm ware

Enter RuBackup database name [ rubackup ]: Database "rubackup" doesn’t
exist. Do you want to create database "rubackup" on "localhost" host

(y/n)?

OCHOBHOWM, pe3epBHbIA, Meanacepsep: Beeante nmsa 6asbl faHHbIX, UCMOSb3ye-
Mo CPK RuBackup v noateBepauTe cosgaHume 6asbl JaHHbIX, HaXkaB KaBuLly
<y>.

B nmMeHun 6asbl faHHbIX 3anpeLLeHo UCNob30BaTh Cneayrolme CUMMBONbIL: Npoben,
\Isl #I‘I/I?I*I'Ill;l:I%IAI&I<I>'

Mo ymonuaHuo, npu HaxaTuu knasmwm <Enter> B KayecTBe MMeHU co3paBae-
MOW 6asbl AaHHbIX UCNOSb3yeTCA rubackup.

HaCTPOVIKa XpaHunuila ansa AedonTHOro nyna:

Do you want to add a required file system to the 'Default' pool in the
configuration? (y/n)?

OCHOBHOM cepBep: [1lobaBbTe nokanbHoe ¢annoBoe xpaHunuuwe gna oedonTHoro
nyna.

Ecnn XpaHunuuie He 6y,u,eT C0O3[aHO, TO BCe CO3aHHble pe3epBHble KOMnMn 6y,u,yT
COXpPaHeHbI B aBapMIZHOM XpaHunumuie (I'IO YMOJT4aHUIO
/tmp/rubackup_emergency_storage_local_catalog).

a. Enter path: /default_pool
Path "/default_pool" doesn’t exist. Do you want to create it? (y/n)

OCHOBHOW cepBep: BeeauTe nyTb K AUPEKTOPUN, KOTopas ByaeT accoLmumpo-
BaHa C AedONTHbIM MYy/IOM K co3faniTe nokanbHoe dainnoBoe XpaHWuuLie,
Ha)kaB KNnaBuLly <y>.
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1.

12.

13.

14.

15.

16.

HacTpoika OCHOBHOro cepeepa:

Hostname of primary server:

pe3epBHbIi, MeguacepBep: YKaxunTe agpec 0OCHOBHOIo cepaepa.

HacTpoiika pe3epBHOro cepeepa:

Will you use secondary server (y/n)?

OCHOBHOM, MeguacepBep: Ecnv B KOHQUrypaumm nogpasymMeBaeTcs pe3epBHbIl
(secondary) cepsep, TO BblbepuTe 3Ty BOSMOXHOCTb, HaXaB K/aBully <y>

Hostname of secondary server:

OCHOBHOI1, MeguacepBep: YKaxnTe afipec pe3epBHOro cepaepa.

HacTtpoika knueHTa CPK:

Choose client net interface ID for use:

Selected interface: OCHOBHOMW, pe3epBHbI, Meauacepeep: Boibepute cete-
BOW MHTepdeinc, NocpeacTBOM KOTOPOro knneHTy RuBackup paspelleHo B3anMo-
AeNcTBOBaTb C CUCTEMOMN Pe3epPBHOro KOMMPOBaHUS.

Do you allow centralized recovery (y/n)?

OCHOBHOM, pe3epBHbI, MeauacepBep: YKaxXnTe, HY>XHO /1N BKJIKOUYUTb LeHTpa-
N30BaHHOE BOCCTAHOB/IEHNE OaHHbIX?

B cny4yae Bbibopa <y>, LeHTpann3oBaHHOe BOCCTAHOB/IEHME AaHHbIX U3 pe3epB-
HOWM Konuu ByaeT AOCTYMNHO C NMOMOLLbIO MNPUNOXeHUa «MeHeaxep agMUHUCTpa-
Topa RuBackup» (RBM), C MOMOLLbLIO KOHCOMIbHOW YyTUANTbLI rbfd mnu npunoxe-
HMa «MeHepxxepa knneHTa RuBackup» (RBC).

B cnyyae Bbibopa <n>, LleHTpanmMsoBaHHOE BOCCTAHOBMIEHME OaHHbIX U3 pe3epB-
HOW KOMWU C MOMOLLbIO NMpunoXxeHna «MeHep)xep agMuHucTpatopa RuBackup»
OyoeT OTK/IIOYEHO, BOCCTAHOB/IEHNE W3 pe3epBHOM KOoMuu 6yaeT BO3MOXHO C
MOMOLLbIKO KOHCONbHOW YyTUNUTbLI rbfd nnn npunoxeHuma «MeHepyxepa KneHTa
RuBackup»

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?y

OCHOBHOW, pe3epBHblii, MegunacepBep: YKaxute, 6yaeT Nu UCNonb3oBaTbCs
HenpepbIBHas yaaneHHas pennmkauus Ha knmeHTe CPK.
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17.

18.

19.

20.

21.

22.

23.

8.3. HacTtpoiika

Enter local backup directory path [/tmp] : /rubackup-tmp Would you like
to create /rubackup-tmp (y/n)?

OCHOBHOWM, pe3epBHbIA, MeauacepBep: YKaXxunte AUPEKTOPUIO ANA BPEMEHHbIX
onepauun ¢ pannamm pesepBHbIX KONUN U NOATBEPAUTE CO34aHMe KaTanora ans
BPEMEHHbIX $anioB, HaXkKas KfaBuLly <y>.

Set amount threads parallelizm for server [ 8 ]:

OCHOBHOM, MefinacepBep: YKaXKnte KONMYEeCTBO NOTOKOB A/ OLHOBPEMEHHOMN
00paboTKM 3aday pe3epBHOr0 KOMUPOBAHMS Ha OCHOBHOM cepBepe (Kaxkabli
NOTOK MMeeT OTAeNbHOEe coeanHeHne co cnyxxebHonm 6a3on gaHHbIx CPK).

Set amount threads parallelizm media server [ 8 ]:

OCHOBHOW, MeAuacepBep: YKaXnte KONM4YecTBO NOTOKOB A/ OOHOBPEMEHHON
06paboTKM 3agay pesepBHOro KONMMPOBaHUA Ha Meamnacepsepe (KaXXablii NOTOK
nMeeT oTAeNbHOe CoeAnHeHne co cnyxxebHor 6ason aaHHbix CPK).

Create RuBackup master key..

OCHOBHOW, pe3epBHbI, MeaunacepBep: ABTOMATMYeCKoe cO3[aHWe MacTep-
KMKoYa, KOTopbIn HEO6X04MM NPU CO34aHUM Mapbl KOYen Ana aneKTPoHHO-UUd-
POBOW MOAMUCU PE3EpPBHbIX KOMUA U 3alMTHOro npeobpas’oBaHUA pPe3epBHbIX
KOMUM.

Will you use digital signature (y/n)?

OCHOBHOM, pe3epBHbIA, MeaunacepBep: YKaXXnTe, XOTUTE NN Bbl CO34aTb KIHOUN
9NEKTPOHHO-LMPPOBOM nognucu, Heobxoanmmble ONA AOMNONMHUTENbHOW 3alUThbl
pe3epBHbIX KOMUIA.

Do you want to enable system monitoring of this client (y/n)?

OCHOBHOM, pe3epBHbll7l, Meaunacepeep: YKaxunte, XOTUTE NN Bbl BKJIKOYUTb
CUCTEMHbIA MOHUTOPWHI AN OAaHHOro KMeHTa.

®ann MOHUTOPUHIra NPON3BOANTENBHOCTU CUCTEMHbIX KOMMOHEHTOB byaeT pas-
MeLLEH B nNanke /opt/rubackup/monitoring/.

Do you want to set a soft memory threshold? (y/n)?

OCHOBHOW, pe3epBHbIA, MeguacepBep: YKaxuTte, XOTUTe NN Bbl YCTaHOBUTb
BEPXHUI Mpeaen onepaTyMBHOW MaMATU, KOTOpas MOXET MCMoNb30BaTbCs Mpu
pPE3epBHOM KOMUPOBAHMM Ha K/IMEHTE (TOYHOCTb BEpPXHEN rpaHuubl ob6bema
NaMsATU He rapaHTupyeTcs).

a. Enter the allowed amount of memory for backup in GB (integer value):
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OCHOBHOM, pe3epBHbIA, MeauacepBep: B cryyae Bbibopa <y> yKaxuTe Mak-
CUManbHO AONYCTUMbI O6BEM ONepaTMBHOM NaMSATU, KOTOPbIA MOXeT 6biTb
MCNONb30BaH NPW pe3epBHOM KOMMPOBaHUM Ha KnneHTe B I'b (Lenoe uncno).

24. Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?:

OCHOBHOW, pe3epBHbiii, Meauacepsep: Boibepute kKakue nybnnmyHble UMeHa
OyayT ncrnonbsoBaHbl DNS-cepBepoMm.

25. Do you want to enable RuBackup security audit ([y]es, [n]o, [q]uit)
(y/n/q)?

OCHOBHOW cepBep: YKaXuTe, XOTUTE NN Bbl BKAOYMTbL ayauT 6e30MmacHOCTU
(bopmMupoBaHme xypHana cobblTUn MHPOPMaLNOHHOM 6e30NacHOCTK).

AyouT cobbITUN ABNSAETCA YaCTbiO CUCTEMbl OBHaPYXXEHNA BTOPXEHUN, Nocpes-
CTBOM COXpaHeHUs nHopmMaumnm o 3anpocax B camon 6ase faHHbIX C UCNOMb30-
BaHWEM TpUrrepoB, cpabaTbiBatOLWLMX HA UBMEHEHME AaHHbIX (406aBneHne, nsme-
HeHne Unun yganeHune gaHHbix B b RuBackup).

MosgHee BO3MOXHO BKIIOYUTL/OTKIOUNTD JAHHYHO OMNUUIO C MOMOLLBKO YTUNTbI
Ans paboTbl C XYpPHANOM cobbITUn MHPOPMaLMOHHOM 6e30NacHOCTU rb_security

26. Choose security audit type ([e]ssential only, [t]asks (additionally to
essential), [qluit)(e/t/q)?e

OCHOBHOM cepBep: YKaXnTte, Kakon Tun ayguTa Bbl XOTUTE BKJIIOYNTD:
» essential only — XYypHanMpoBaHMe BCeX 3Ha4YUMBbIX Tabnul, Kpome o4vepe-

[el 3aa4 U BpeMeHHbIX Tabnuu;

» tasks (additionally to essential) — >XypHanunpoBaHWe BCEX 3HAYUMbIX
Tabnuu 1 3agad B oyepenax

HacTpoiika cepBepa B TepMUHane (HeMHTEePaKTUBHDI peXxXum)

HenHTepaKTUBHbIN peXxnm paboTbl HEOOXOAUM ANS BbINOJIHEHUS CL,EHapueB Macco-
BOro pa3BepTbiBaHMA, HanpuMep, Npu ncnonb3oBaHun Ansible — nporpaMMHOro petue-
HUA 0N yOaneHHoro ynpasneHns KOHOUrypauusamMm cepeepos.

AOMUHUCTpPATOP MMeeT BO3MOXHOCTb HacTpouTb CPK RuBackup B bash/shell ogHo-
CTPOYHOW KOMaHOOM W, KakK CnefcTBue, UCMONb30BaTb 3Ty KOMaHAy B CKpunTax Ans
aBTOMaTuM3aumm npouecca.

HacTtponka CPK RuBackup ocyu,ectBniseTca C NOMOLLbIO WHTEPAKTUBHOW YTUNUTDI
rb_init (HEMHTEepaKTUBHbLIA pexnm). OnNucaHue yTUANTbl NPUBEAEHO B [OKYMEHTE
YTUNUTblI KOMaHOHOW CTPOKMW..
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HacTpoiika cepBepa ¢ noMoLybio rpaduyecKomn yTUINTbI

HacTpoika cepBepa (OCHOBHOro, Meama wunu pesepBHoro) RuBackup ¢ nomouwbto
MacTepa CPK RuBackup BO3MOXHa C MOMOLLbIKO rpaduyeckon yTUINTbl MacTepa
HacTponkn RuBackup.

e 3anycTunTe MacTep HacTpomnkm RuBackup (rpadpmnyeckoe npunoxeHue rb_init_gui):

rb_init_qui&

e [locne 3anycka MacTepa HacTporku RuBackup 3anonHuTe oTKpbIBLIMECA GOPMBbI:

1. Haxkmnte Aa onsa npofomkeHna HacTponkn koMmnoHeHTa CPK RuBackup.

[padunuyeckan yTunmTa rb_init_gui 3anyuw,eHa B 3KCNEPUMEHTaNbHOM pexunme
(PucyHok 1).

MonoTBep>xaeHune

DYHKUMOHANEHOCTE 3TOro MO He Gkina NpoTECTUPOBaHE,
NporpaMma 3anyLlleHa B SKCNeEPUMEHTANbLHOM pPeXKMMeE,

NpopgonxuTe?

PucyHok 1. OKHO npegynpexaeHua o paboTe YTUINTbI B 9KCNEPUMEHTANIbHOM peXxnme
2. B npmBeTCcTBEHHOM OKHe (PucyHok 2):

» BblbepuTte £A3blK MHTepdenca NPUNOXEHUS U3 MPeaNOXEHHbIX BapuaHTOB
(pycckunm nnu aHrNIMNCKNRN);

» IPUMUTE  JINLEH3NOHHOE COorfaweHna ansa  NpoLO/KEHUA  HaCTPOMKMU
RuBackup, npocTaBuB 0TMeTKY B Yek-6okce v MpUMeHUTb.

[NA 03HaKOMEHUS HaXXMUTE Ha aKTUBHbIA anemMeHT [JIMueH3noHHoe corna-
weHue] N B OTKPbIBLIEMCS OKHE MNOATBEPXAEHUS CKOnMupynTe B Oydep
CCbINIKY Ha NNLEH3MOHHOE cornalleHne ans aanbHenwero npocMoTpa B bpay-
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3epe;

» HaxkmuTe [Qaneel.

[obpo noxxanoeaTb B MacTep
HacTponkuy RuBackup

BribepuTe A3bIK: i ~ |

| NpuHumato nuueH3mnoHHoe cornaweHune

PucyHok 2. NpnBeTcTBEHHOE OKHO MacTepa HacTponkn RuBackup

3. B OTKpbIBLLEMCA OKHE Bb|6epeTe HacTpanBaeMbl KOMMNOHEHT.

Ecnn Ha HacTpanBaeMoOM y3/e yCTaHOB/EH NakeT rubackup-server, TO MacTep
HaCTPOMKN aBTOMATUYECKU npepsiaraeT MPOU3BECTU HACTPOWKY CepBepHOro
KOMMNoHeHTa (PncyHok 3):

= OCHOBHOW cepBep;

* pe3epBHbIN cepBep;

= Meguacepsep.
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Macrep HacTpoitkn RuBackup

Y70 Bbl XOTUTE HACTPOUTbL?

OcHOBHOW cepBep

Pe3epBHbI cepBep

Menwvacepsep

PucyHok 3. OkHO Bbl6opa HacTpanBaeMoro kKoMmnoHeHTa RuBackup

4. 3anonHuTe OTKpbIBLWYOCA GopMYy HacTpamsaemoro komrnoHeHTa CPK RuBackup.

[lns Bo3BpaTa Ha npegbiaywuin Wwar n pefakTupoBaHUsa Bblibopa MCNoNb3yinTe

a. bnok O6wue napameTpbl:
OCHOBHOW, pe3epBHbIA, Meauacepsep:

» B none KonuyecTBo ceTeBbIX MOTOKOB YKaXXMTe KOIMYECTBO NOTOKOB A/1A
ogHOBpeMeHHOW 06paboTKM 3aay pe3epBHOro KONMMPOBaHUA Ha OCHOBHOM
cepBepe (Kaxablh NOTOK MMeeT OTAeNIbHOe coefuHeHne Co Cny>KebHown
0a3on gaHHbIX CPK)

OCHOBHOW, pe3epBHbIii, Meguacepsep:

= B none Bepcus IP ana DNS 3anpocoB BbibepnTe Kakme nybnmyHble nMeHa
OyayT ncrnonbsoBaHbl DNS-cepBepom.

OCHOBHOW, pe3epBHblii, Meguacepsep:

» AKTUBMpPYITE nepekntoyatenb Mepesanucb mactep-kniova © ans aBTo-
MaTn4yeckoro GopmMMpoBaHMA HOBOrO MacTep-KaKya U nepesanucu (npu
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HannMuyMmM) TeKyLero MacTep-K4ya, KOTOpbI Heo6XoaMM MNpu COo34aHUK
napbl KKOYEN SNEKTPOHHO-UMPPOBOM MOAMNUCK PE3EPBHbLIX KOMUK U
3alMUTHOro npeobpasoBaHUs pe3epBHbIX KOMUMN.

b. bnok NapameTpbl cepBepa:
pe3epBHbIXA, Meauacepsep:

= B none AMsa ocHOBHOro cepBepa yKa>xmute ip-agpec v FQDN OCHOBHOrO
cepBepa RuBackup (B cooTBeTCTBUM C HacTpomkamMu ¢anna hosts ysna
OCHOBHOro cepBepa).

OCHOBHOW, pe3epBHbIA, Meguacepeep:

= B none Appec cepsepa PostgreSQL ' ykaxute agpec, Ha KOTOPOM
pa3épHyTa CYB/[ PostgreSQL:

= ecnn CYB/[, PostgreSQL pa3Bé&pHyTa Ha OTAENbHOM OT OCHOBHOIO cep-
Bepa y3ne, To cnefyeT ykasaTb afjpec COOTBETCTBYHOLLEro y3na;

= ecnin CYB[, PostgreSQL n oCcHOBHOW cepBep pasBEPHYTbl HA OLHOM
y3se, TO OCTaBbTe 3Ha4yeHne localhost, BbIGpaHHOE MO YMOMYAHUIO ---

OCHOBHOW cepBep:

= B none Naponb PostgreSQL ' ykaxxuTe naposb nonb3osatens 6asbl faH-
HbIX postgres

OCHOBHOW cepBep:

= B none Uma cynepnonb3oBatens RuBackup ykaxunte nma cynepnosb3o-
BaTens 6asbl AaHHbIX rubackup (MMA B no ymonyaHuo).

Cynepnonb3oBaTenb 6ygeT cosgaH B npouecce HaCTPOMKWM OCHOBHOIO
cepsepa.

OCHOBHOW, pe3epBHbIii, Meguacepsep:

= B none Maponb nonb3osatena RuBackup ' ykaxxute naponb ans cynep-
nonb3oBaTtens 6asbl AaHHbIX rubackup (MMs B no ymonyaHwuto).

OCHOBHOW cepBep:

» B none Umsa 6a3bl RuBackup BeBeanTe nMa 6asbl AaHHbIX (MO YMOYaHUIO B
KayecTBe MMeHM 6asbl JaHHbIX UCnonb3yeTca rubackup), KoTopas byaer
NCnonb3oBaTbCA B KayecTBe cnyxebHown B nnn 6yneT cosgaHa B criyyae
€€ OTCYyTCTBMA.
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B MeHM 6a3bl JaHHbIX 3anpelLeHo UCMonb3oBaTb cleaykolme
cuMBONbL: MpoGen, \, S, #, “, /, 2, %, ., ,, i, 1, %, M, &, <, >.

OCHOBHOW cepBep:

= [lpn obHoBMeHUM B none Ecnu 6asa yxe cyu,ecTByeT BbibepuTe aen-
CTBMeE C cylecTByowen 6a3on gaHHbIX:

» keep — MpPONyCTUTb AencTeue, basa AaHHbIX ByOeT coXpaHeHa B TeKy-
LLleM COCTOSAHMWU;

» drop — YOanuTb CYLLECTBYHOLLYH 6a3y AaHHbIX;
» upgrade — OGHOBUTb CYLLECTBYHOLLYHO 633y AaHHbIX.

» Mpu yoaneHun n o6HOBNEHMM CyLLeCcTBYylOWEN 6a3bl AaHHbIX MO YMOYa-
HUO GydeT chenaHa pes3epBHasi KOMUA [aHHbIX, €CNN nepekntovaTenb
OTKNIOUMTDL fAaMN [eaKTUBUPOBAH , €CNN aKTUBUPOBATb AaHHbIA nepe-
KNnovyaTenb, TO pPEe3epBHOE KOMUPOBaHWe ANs Tekylwen 6asbl AaHHbIX
nepepn yaaneHmemM/o6HOBNEHNEM BbIMOJIHEHO He ByaeT.

» Ecnu pesepBHOE KOMMPOBaHME cCyllecTByrolWen ©6asy pAaHHbIX bypeTt
BbINOSIHEHO, TO B nofie dopmaTt gamna BbibepuTe TUM Pe3epBHON KOMUN
6a3bl faHHbIX:

= custom archives — custom-apxuB, BOCCTAHOBJ/IEHNE BbINOSIHAETCA C
NOMOLLbIO YTUNINTbI pg_restore. Pe3sepBHaa konusa B ¢opmaTe custom
3aHMMaeT MeHbLLe MecTa Ha gucke, No cpaBHEHUO ¢ popMaToM plain.

HacTponTe YpoBeHb C)XaTuf famMna;

» plain — TeKCTOBbIN Sql-CKPUNT.

= [1na Tuna pesepBHon Konuu B[l custom archives B none YpoBeHb C)XXaTUA
AaMmna BblbepuTe CTerneHb CXaTua pesepBHON Konun 6asbl faHHbIX (3Ha-
yeHue oT 0 go 9). YeMm Bblle CTeNeHb CXaTUA, TEM MEHbLUIE apXUB 3aHU-
MaeT MeCTa Ha guUcKe U TeM [ofiblle BbINOMHAETCA npouenypa peseps-
HOro KonupoBaHUs 6a3sbl AaHHbIX.

= B none MyTb k nanke pamna ! BbiGepuTe NyTb AN COXPaHEHUA pe3epB-
HOW KOMWK - MO YMOJIYaHUIO 3TO AMPEeKTopus, oTKyaa bblna Bbl3aBaHa yTu-
nuTa.

OCHOBHOW, pe3epBHbIii, Meguacepsep:

= B none CeteBoi MHTepdelc BbibepuTe ceTeBon MHTepdenc, nocpen-
CTBOM KOTOporo knumeHty RuBackup paspelleHO B3aUMOLEWCTBOBaTb C
CUCTEMOW pe3epBHOro KONMPOoBaHUA.

OCHOBHOW cepBep:
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= B none MyTb ¢aiinoeoit cuctembl ana pobaenexus B «Default» ' Heob-

X0OMMO HasHauuTb ans nyna Default xoTa 6bl 0gMH KaTanor gna xpaHeHus
pe3epBHbIX KOMUNA.

OCHOBHOW, pe3epBHblii, Meguacepeep:

= B none JlokanbHbIA KaTanor pe3epBHOro KONMUpPOBaHUA YKaXKuTe foKasb-
HbI KaTanor 4S9 BPEMEHHOro xpaHeHusa ¢annoB ¢ MeTagaHHbIMW, co3na-
BaeMbIX MNpU onepaumnax pesepBHOro KOMMPOBaHMA (MO YMOYaHUKO MNpwn
Ha)xaTun knasuwun Enter B KauecTBe OUPEKTOpPUM 0719 BPEMEHHbIX onepa-
UM ¢ dannamm pesepBHbIX KOMUA ncnonbayetca /tmp). Ecnn ykasaHHas
AVIPEKTOPUA HE CYLLeCcTBYET, TO byaeT co3aaHa.

OCHOBHOW, Meuacepsep:

= B none Uma pesepBHOro cepeepa ykaxuTe ip-agpec nnm FQDN OCHOBHOIMO
cepBepa RuBackup (B cooTBeTCTBMM C HacTponkamu danna hosts ysna
OCHOBHOro cepBepa).

OCHOBHOW, pe3epBHbIii, Meguacepsep:

= B none KonuuecTeo napannenbHbIX 3agay YKaXnTe KONMYeCcTBO NOTOKOB
ANA OAHOBPEMEHHOW 06paboTKM 3aday Pes3epBHOro KOMMPOBAaHWUS Ha
MeauacepBepe.

Kaxkabl NOTOK UMeeT OTAEeNbHOE coeAuHeHNe Co crnyxxebHon 6a3on aaH-
HbiX CPK.

OCHOBHOW, pe3epBHbIii, Meguacepaep:

» B none O6bEM NnaMATU Aepynanmkauum, 6anuT 4na orpaHnyYeHmsa notpeob-
NeHUs onepaTuBHOM MaMATU CepBepoM MNpu AefyrnivKauum pesepBHbIX
Konun.

Mpn wncnonbsoBaHUM Jefynankaunm pPekoMeHAYeTCA  MUHUMaIbHbIN
ob6beM onepaTnBHOM NamMATn cepBepa 64 GB effective_cache_size ~70
% OT pasmepa onepaTnBHOM NaMATKU work_mem 32 MB.

OCHOBHOIi, pe3epBHblii, Meguacepeep:

» AKTUBUMPYNMTE nepeknoyvatens HenpepbiBHas yaanéHHasa pennukayua ©
Npu HEOBXOANUMOCTHU Ha KIINEHTe.

HenpepbiBHan yaanéHHasa pennvkauma ocyLecTBNAETCS TOIbKO B XpaHu-
nuvuie 61104HOro TMna.

OCHOBHOi, pe3epBHblii, Meguacepeep:
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= AKTUBUPYNTE nepeknoyvaTens PaspewlaTb LeHTpanusoBaHHOe BOCCTa-
HoBneHue ansa kKnueHta @© 18 BOCCTAHOBMEHUS OaHHbIX U3 pe3epBHOM
KOMUKM C NOMOLLbIO NpunioXeHnsa «MeHepgyxep agMuHucTpaTtopa RuBackup»
(RBM), ¢ NnOMOLLbIO KOHCONbHOWM YTUANTLI rbfd nnm npunoxenusa «MeHe-
axepa knneHta RuBackup» (RBC).

B cnyuyae peaktmBupoBaHHOro nepeksovatens @ BOCCTaHOBIEHWE U3
pesepBHOM Konun ByaeT BO3MOXHO C MOMOLLbIKO KOHCOMbHOW YTUNUTbI
rbfd vnn npunoxenua «MeHepxepa knueHta RuBackup» Ha y3ne knueHTa
pes3epBHOro KonmposaHuA. LleHTpann3oBaHHOEe BOCCTAHOBJIEHME [aHHbIX
N3 pe3epBHON KOMUM C MOMOLLbIO NMPUNOXeHUA «MeHepXXep agMUHUCTPa-
Topa RuBackup» (Mcnonb3yemon Ha ntobom y3ne) byaeT OTKIHYEHO.

OCHOBHOW, pe3epBHblii, Meguacepsep:

» AKTUBUpPYHTE rnepeknovatens Cospgatb kmouu UM ©, ecnn xotute
CO34aTb KJIKOYM INEKTPOHHO-LNGPOBOMN NOLMNCK.

PesepBHasi Konusi MoXeT OblTb noAanvcaHa UMGpoBOK MoAnuCbro ANs
NOCNeAyHLEro KOHTPONSA U NPeaynpeXneHuns yrposbl €€ NoaMeHbI.

OCHOBHOW, pe3epBHblii, Meguacepsep:

» AKTUBUpPYNTE nepeknoyaTtenb NMepesanucaTb Knoyum uudpposou noanmucu
©, 0nAa cos3gaHna HOBOWM CBA3KW KNKOYEN, UCMOMb3yeMblX O18 9NEKTPOHHO-
LndpoBOM NOUCH.

OCHOBHOW cepBep:

= AKTUBUPYNTE nepekntovaTens AyauTt 6esonacHocTu © 4515 XYpHaIMpo-
BaHWSA BCeX 3Ha4YMMbIX Tabnuy, KpoMe odepenen 3afad n BpeMeHHbIX Tab-
nmy,

[Ns pacwupeHnsa perucTpupyemblx COObITUI aKTUBMPYNTE Nepekoya-
Tenb Ayaut 3apgad © [n8 XypHanMpOBaHWUS BCEX 3HAYMMbIX Tabauuy w
3afaJd B oyepessix.

[Mo3gHee BO3MOXHO BK/IHOUYUTb/OTKKOUYMUTL OaHHYKO OMNUUKO N U3MEHWUTb
BblIGpPaHHbIA TUN ayauTa C MOMOLWbK YTUANTBI ANA paboTbl C XYPHaoMm
cobbITNN MHGOPMALIMOHHOM 6e30MacHOCTN rb_security.

c. bnok HacTpowka SSL.:
OCHOBHOW, pe3epBHbIiA, Meauacepsep:

= [1Ipy HEOOBXOANUMOCTUN HACTPOMKKN 3aLLMULLEHHOIO COEAMHEHUA CO CNyXeb-
HOM 6as3oM [aHHbIX aKTuBUpyWTe nepekntoyatesns Ucnonb3oBatb SSL
coepfiMHeHue ¢ 6a3oit faHHbIX © 1 HaCTPONTe NapameTpbl:
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= B nosne SSL pexum paboTbl ¢ Postgres BbibepnTe COOTBETCTBYIOLWNIA
peXxum paboTbl (B 3aBUCUMOCTWN OT HACTPOEK Yy3/a, Ha KOTOPOM YycCTa-
HoBneHa Bb[). MNoapobHoe onucaHMe pexnumMoB CMOTpU B HacTporka
SSL coeanHeHun.

Ecnn B kKoHdurypaumm PostgreSQL SSL BbikkOYEH, TO MO YMOMYaHWUIO
SSL pexum bypeT disable;

= B none KopHesoit ceptudumkar ' ykaxxute nonHbiii nyTb K cepTudu-
KaTy f[oBepeHHoro LleHTpa cepTudukaumm (nponmcas B none WUnu
BblbpaB MO HaXXaTUHO PALOM C MOJSIEM KHOMKWU ), KOTOPbIA HEO6XOAMMO
3apaHee pasMecTUTb B Nanke opt/rubackup/keys;

= B nosie CepTudukKaT KIMEeHTa - YKaXuUTe NOJNHbIN NYyTb K cepTupumnkaTy
(OTKpbITOMY KNHOYY) HacTpauMBaeMoro Yy3na, BblAaHHbIA LOBEPEHHbIM
LleHTpoM cepTudmkaunm (nponmncas B nosie Unum BblibpaB Mo HaXaTuo
PALOM C NOJSIEM KHOMKM ), KOTOPbIN HEOBX0AMMO 3apaHee pa3MecTuTb B
nanke opt/rubackup/keys;

= B none Knioy knnenta ! YKaXUTe MNOJSIHbIN NYTb K 3aKPbITOMY K/HOYY
cepTuduKaTa HaCcTpamBaemMoro ysna, BblAaHHbIM 0OBEPEHHbLIM LIeHTpoM
cepTudmkKaumm (nponmcas B none MAnM BblbpaB Mo HaXaTU PALOM C
MNOMeEM KHOMKW ), KOTOPbIN HEOBXOAMMO 3apaHee pasMecTUTb B narnke
opt/rubackup/keys.

5. Mocne 3anonHeHna Bcex noner ¢GopMbl HacTpamBaeMoro kKommnoHeHTa CPK
RuBackup HaxxmuTte [Oanee].

B okHe noaTBepXaeHuna Haxmute [a gna HacTpoukm KomrnoHeHTa CPK
RuBackup (PucyHok 4).

[loaoTeepxaoeHme

MoaTeeponTk BeibpaHHbe NapaMeTpbl W MPUCTYNMUTE K

HacTponke?

PucyHok 4. OKHO NoATBepXAeHUA BbIGpaHHbIX NapaMeTpoB

6. Ecnn B ¢popme HacTpamBaemoro komrnoHeHTa CPK RuBackup ykasaHbl narnkwu,
KOTOpPbIX He CyLLecTBYyeT, TO 6yfeT BbIBE4AEHO NOATBEPXAEHMNE ANA UX CO3[aHnNA
(PncyHok 5).

B okHe nogTBepXaeHua HaxmnTe [la Ana cosgaHus narok.
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[looTeepxaoeHwe

OvpekTopuu 'frubackupl' He cywecTeytoT. Co3paTe MX?

PucyHok 5. OKHO NOATBEPXAEHUSA CO3AaHNA ANPEKTOPUN

7. B cnyyae ycnewHOn HaCcTpPOWKK nofb3oBaTenb 6yneT yBeAOM/EH coobleHnem
(PncyHok 6), B KOTOPOM NpuBefeHa nHdopmauns:

O JINLLEH3VNOHHOM COrNaweHuu;

e NpaBoobnagaTenb;

e Bepcusa NPoAYKTa;

* NMSA TeKyLLero ysna;

e TUMN HacTpoeHHoro komnoHeHTa CPK RuBackup;

e 0 CO34aHNN KOHUrypaumoHHoro ¢anna /opt/rubackup/etc/config.file;

o [OMONHUTENBbHO MOTYT 6biTb NPUBEAEHbl PEKOMEeHAaLUMM U npeaynpexaeHus no
HacTpoliKaM napamMeTpoB.

YcnewHo!

RuBackup initialization utility
Copyright 2018-2024: LLC "RUBACKUP"
WcknioynTensHble NpaBa npyuHaanexat 000 "PYB3KAM"
Author is Andrey Kuznetsov
Version: 2.4.0; Build: 98e914d.

Hostname of primary server: primary

There is no config file. Skip saving old config file
EULA: fopt/rubackup/copyrights/EULA-rus.txt has been accepted
[2024-09-23 14:02:50] Info: Total usable main memory size: 3055915008 bytes
[2024-09-23 14:02:50] [J[1;33mWarning: PostgreSQL shared buffers is too small. Recommend to set it
up to: 763978752 bytes[J[Om
[2024-09-23 14:02:50] Info: PostgreSQL effective_cache_size: 4294967296 bytes [ OK ]
[2024-09-23 14:02:50] [J[1;33mWarning: PostgreSQL work_mem is too small. Recommend to set it up
to: 33554432 bytes[][0m
[2024-09-23 14:02:50] Info: PostgreSQL max_parallel_workers: 8 [ OK ]
[2024-09-23 14:02:50] Info: PostgreSQL transaction isolation: read committed [ OK ]

Keeping old "rubackup” database

You have RuBackup master key file: /Jopt/rubackup/keys/master-key

This key is used to crypt and decrypt RuBackup archives

If you drop it you cant decrypt your archives

Please use -W to overwrite it

Configuration file has been created: /opt/rubackup/etc/config.file
yes: cTaHAapTHbIN BeiBoA: O6pbIB KaHana

3aBepwuTh

PuncyHok 6. OKHO pe3yfbTaToB BbINOSIHEHHON HAaCTPOWKN cepBepa
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1. HaxmuTte 3aBep|.uu1'b Onsa 3aBepLlleHnd paGOTbI NPUIOXXeHNnA.

8.3.2. HacTpoiika oKpy)XeHuUs

HacTpoiika nonb3oBaTtenei

Monb3oBaTenu, 0T UMEHN KOTOPbIX ByaeT OCyLWeCTBAATbCA 3anyCK YTUINT KOMaHLHON
CTpokn RuBackup wnn npunoxenuma pna ynpasneHna CPK RuBackup (RBM, RBC)
AOMXKHbI:

e MMeTb NPaBUNbHO HAaCTPOEHHbIE NEePEMEHHbIE Cpeabl;

e BXOAMUTbL B rpynny rubackup.

BbinonHNWTe nNpuBEeLEHHbIE HUXE HACTPOWKU [N MONb3oBaTeNlie Ha BCeX
y3/ax ¢ pa3BEpHYTbiMUM KOMMNOHeHTamu CPK RuBackup.

HacTpoiika nepeMeHHbIX cpeabl

HacTponTe nepemMeHHble cpefbl ANA BCeX Nonb3oBaTenen, kotopble 6yayT paboTtatb C
CPK RuBackup.

1. OTKponTe pann .bashrc, 3anyckaemMbi B KaXK40MN ceccum TepMuHana:
sudo nano /home/<uma nonb3oBaTensa>/.bashrc
2. OTpepakTupymnTe ¢ainn, nobaBnB CTPOKU:

export PATH=SPATH:/opt/rubackup/bin
export LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/1lib

CoxpaHunTe U3sMeHeHus.

3. Mepesarpysnte NepeMeHHble OKPY>XXEHUS.
source ~/.bashrc

o NepeMeHHble PATH 1 LD_LIBRARY_PATH MOXHO nepeonpenennTb B pannax:

e /etc/profile

e /etc/bash.bashrc
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[Jo6GaBneHue B rpynny

'pynna rubackup aBTOMaTU4yeCKMU CO30aéTCcAB npouecce yCTaHOBKWM NakeTa rubackup-
common .

1. o6aBbTe Nonb3oBaTensa B rpynny rubackup, BbIMOMHUB KOMaHy:

sudo usermod -a -G rubackup <ums nonb3oBaTensa>

2. Ecnn TpebyeTca 3anyck yTUIMT KomaHgHom cTpoku RuBackup, RBM wunn RBC B
TeKyLleM ceaHce nonb3oBaTens (6e3 nepesarpysku OC) BbINONHUTE:

newgrp rubackup

HacTpoika ooctyna K KJIMeHTCKUM cepTudpukatam

HacTponTe AocTyn nosb3oBaTens, BXO4AWEro B rpynny rubackup, K KaTanoram c cep-

TnomnKkaTaMm pgnsa  3sarnycka HEKOTOpbIX YTUIUT KOMaHOHOM CTPOKW, Hanpumep,
rb_clients.

Mo YMONYaHUO AO0CTYN K KaTasioraM eCTb TOJIbKO Y MOJib30BaTeNd root, ANdA AOCTyna
Opyroro rnoJjib3aoBaTen4d:

1. N3MeHnTe BnagenbLua v rpynny An4a Katanoros, cogepxawmx ceptndukaThbl:

sudo chown -R suser:rubackup /opt/rubackup/keys/client/
sudo chown -R suser:rubackup /opt/rubackup/keys/rootCA/

2. MNepesanycTuTe CEPBUCHI ANA MPUMEHEHUA U3MEHEHWIA:

sudo systemctl restart rubackup_client.service
sudo systemctl restart rubackup_server.service

8.3.3. [lo6aBneHune B aBTO3anycK

1. JobaBbTe cepBuC KNneHTa PK B aBTo3anyck npu 3arpyske OC:

sudo systemctl enable rubackup_client.service

2. [lobaBbTe cepsuc cepBepa PK B aBTo3anyck npu 3arpyske OC:
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sudo systemctl enable rubackup_server.service
3. lepesarpysnte HacTpownku OC:
sudo systemctl daemon-reload

8.4. 3anyck

MponsBeanTe akTuBauuo cepsepHonm Yactm CPK RuBackup, BbIMOSHMB Ha KaXOoM
y35e C pasBEPHYTbIM cepBepoM (OCHOBHbIM, pe3epBHbIM, Megna) RuBackup 3anyck
cepBuca KfneHTa 1 cepBuUca cepeepa.

8.4.1. 3anyck cepBuca KJIMeHTa

ons 3aryCckKa cepBunCa KJIMEHTa BbIMOJIHUTE KOMaHAY:

sudo systemctl start rubackup_client.service

8.4.2. 3anyck cepBuca cepeepa

[lnAa 3anycka cepBuca cepBepa BbINONHUTE KOMaHAY:

sudo systemctl start rubackup_server.service

8.4.3. lpocMoTp cTaTyca cepBuca K/IMeHTa

[lna 3anycka NpocMoTpa cTaTyca cepBuca KIMEHTa BbIMONIHUTE KOMaHAy:

sudo systemctl status rubackup_client.service

8.4.4. lpocMoOTp cTaTyca cepBuca cepBepa

[lna npocMoTpa cTaTyca CepBuca cepBepa BbINOHUTE KOMaHAY:

sudo systemctl status rubackup_server.service

8.4.5. OcTaHOBKa cepBMUCa K/IUEHTa

[lna ocTaHoBa cepBuca KNIMeHTa BbINOSIHUTE KOMaHAY:
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sudo systemctl stop rubackup_client.service

8.4.6. OcTaHOBKa cepBUCca cepBepa

[1ns ocTaHOBa cepBMca cepBepa BbINOMHUTE KOMaHAY:

sudo systemctl stop rubackup_server.service

[1] BeinonHWTe yCTaHOBKY akTyanbHOM Bepcuu peno3ntopusa EPEL, ana npumepa npusefeHa ycTaHoBKa penosutopus EPEL 8

[2] oBsisaTenbHOE 4115 3aM0/IHEHWsA rofie
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Mnaea 9. KnueHTCKaa yacThb

KnueHTtckas yactb CPK RuBackup MOXeT COCTOATb U3 O4HOr0 UM HECKONbKUX KITUEH-
TOB Pe3epBHOro KOMMPOBaHUSA, KOTOPbIE MOTYT BbITb 06beANHEHbI B FPYMnbl KIIMEHTOB.

KNuMeHT pes3epBHOro KONMPOBaHUA — 3TO OTAENbHbIA CepBep, KOMMbIOTEP UIN BUPTY-
anbHasa MallMHa, KOTOpasa COLEPXUT JaHHble ANA pe3epBMpOBaHUS (pecypc) N Ha KOTO-
pon ycTaHoBNeHO knneHTckoe MO RuBackup gns BbINOMHEHMA pe3epBHONo KONMpoBa-
HUS.

9.1. Linux

9.1.1. CuctemMHble TpeboBaHuA

B oaHHOM noppaspene npusefeHbl CUCTEMHble TpeboBaHMA A7 KaXA0ro KJIMEHTCKOro
komMnoHeHTa CPK RuBackup, npegbaBnfemMble K TEXHWYECKUM cpefcTBaM, Heobxoau-
MbIM 19 HOpMasnbHOro ¢yHkumoHmposaHua CPK RuBackup.

B cny4yae ycTaHOBKM Ha OAWH XOCT HECKosbKux KoMmnoHeHToB CPK RuBackup (Hanpwu-
Mep, Npu cnocobe ycTaHOBKU «BCE B O4HOM») crnefyeT KOHCONMAMPOBATb COOTBET-
CTByHOLWME annapaTHble TpeboBaHUsA, NpegbaBnaeMble K TeEXHUYECKOMY CpeacTBY, Ha
KOTOpOe Npon3BOANTCA YCTaHOBKaA.

AnnapaTHble Tpe6oBaHus

MuHMMarnbHble anrapaTHble TpGGOBaHI/Iﬂ, HeobxoanMble Ana cTabunbHOro d)yHKLl,I/IOHI/I-
pOBaHMHKﬂMeHTaCMCTeMbIpe3epBHOFOKOHMpOBaHMHHpMBeﬂeHblBTa6ﬂMue

Tabnuya 8. AnnapatHbie TpeboBaHUs, NPeAbABAAEMbIE K KIMEHTY CUCTEMbl PE3EPBHOI0 KONMPOBaHUs
AnnapaTHbiii KOMNOHEHT 3HaueHue

Mpoueccop 1 agpo
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AnnapaTHbI KOMMOHEHT

OnepaTtuBHasa namaTb (RAM)

[

9.1. Linux

3HauyeHue

lMpumep 1. pacyé€T RAM npu 0g4HOMNOTOYHOM PEXMME pesep-
BUPOBaHUSA:

lMpumep 2. pac4éT RAM npu MHOrornoTOYHOM pexume
pesepBUPOBaHUA:

RAM = RAM,+ RAM,+ ..+ RAM 5

roe:

RAM; — 06béM onepaTUBHOW NaMATM Heobxoan-
MbI 19 pe3epBUPOBaHNS OHOIo pPecypca;

0,04XVpecypca— 4% OT pasmepa pesepBUpyemMoro
pecypca;

N — Konn4yecTBO eAVMHOBPEMEHHO pe3epBupye-
MbIX pecypcoB
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AnnapaTHbIi KOMNOHEHT 3HaueHue
Juckosoe npocTpaHcTeo (HDD)Y Mpumep 3. pacyét HDD o popmyrne:
rae:

K=1 — npwn ogHONOTOYHOM pexunme pesep-
BUPOBaHUK;

K= worker_parallelism npv MHOronoTOYHOM
pexume (enable_multithreading) n cnabon
pepynnukauums (enable_flexible_dedup);

enable multithreading — ¢nar, ykasbiBato-
LM Ha UCNOMb30BaHNe MHOTOMOTOYHOCTY;

enable flexible dedup — ¢nar, ykasbiBaroLLNNA
Ha MCMNONb30BaHNe rMHKOIN aepynaMKauum;

worker parallelism — konuyecTBo paboumx
NOTOKOB, WCMOMb3YyeMbIX [ANA BbINONHEHNS
pe3epBMpOBaHMS;

_06béM pecypca _— obwnin 06bEM LaHHbIX,
nognexalmx pe3epBnpoBaHuto;

pasmep 6710ka — pasMmep 61ioKa [OaHHbIX,
ncrnonb3yemMoro Ans o6paboTKM [aHHbIX BO
BPEMs pe3epBUPOBaHUS;

pasMmep xella — pas3Mep Xella, Ucrnonb3ye-
MOro ANA MASHTUOUKALUN AaHHbIX;

20— MakcuMarnbHbIA pa3Mmep cepuanmsoBaH-
HOM nosnuun B dpanne;

1 — BpeMeHHas 6a3a ON1s BblYUMCNEHUA CUr-
HaTypbl UM OTMNPaBKM XeLIei Ha cepaep;

pasmep meTtagaHHelx — 3To 0.02 * obbem
pecypca

MpyMepbl pacYETOB onepaTUBHOM NaMSATU U OUCKOBOMO NPOCTPaHCTBa:

Pecypc XeL bnok K Pasmep MeTa- [unckoBoe npo-
OaHHbIX cTpaHcTBo (I'B)
536870912000 64 8192 8 10737418240 56
536870912000 64 8192 32 10737418240 179
536870912000 64 8192 64 10737418240 343
536870912000 64 8192 128 10737418240 671
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536870912000
536870912000
536870912000
536870912000
1099511627776
1099511627776
1099511627776
1099511627776
1099511627776
1099511627776
1099511627776
1099511627776

MporpamMMHblie Tpe6GoBaHUA

64
64
64
64
64
64
64
64
64
64
64
64

1048576
1048576
1048576
1048576
8192
8192
8192
8192
1048576
1048576
1048576
1048576

32
64
128

32
64
128

32
64
128

10737418240
10737418240
10737418240
10737418240
21990232555
21990232555
21990232555
21990232555
21990232555
21990232555
21990232555
21990232555
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10
L
12
15
14
366
702
1374
21
23
25
31

lMporpaMmMHble TpeboBaHUA K cpefe PYHKLUOHUPOBAHUA KMEHTCkonm 4Yactu CPK

RuBackup onpepeneHbl:

e NepeyvyHeM ornepayMoHHbIX CUCTEM, COBMECTUMbIX C KOMMoHeHTamu CPK RuBackup;

* [IEpEeYHEM 3aBMCUMOCTEN NakeToB A9 KaXX40W COBMeCTUMOM OC,

e OTKPbITbIMW NOpTamu (CM. pasgen «CeTeBble MOpTbI»).

3aBucumMocTu rubackup-client

Tabnvya 9. 3aBucuMmocTy rubackup-client

OnepawuoHHasa cucTema

Astra1.6

Astra1.7

MakeTbl

gnupg2
openssl
parsec-base
parsec-cap
parsec-mac
wget

xauth

gnupg2
openssl
parsec-base
parsec-cap
parsec-mac
wget

xauth
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OnepaylunoHHasa cucTema

Astra1.8

CentOS 7
CentOS 8
Debian 10

Debian 12

RHEL 9
Red0S 7.3
RedOS 8

Rosa Chrome 12
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MakeTbl

gnupg?
openssl
parsec-base
parsec-cap
parsec-mac
wget

xauth

qt5-qgtbase-gui
qt5-gtbase-gui

gnhupg?2
openssl
wget
xauth

gnupg2
openssl
wget
xauth

qt5-gtbase-qui
qt5-qgtbase-gui
qt5-gtbase-gui

lib64qt5Sgui5
qt5-gtbase-gui




OnepaylunoHHasa cucTema

Rosa Cobalt 7.3

Rosa Cobalt 7.9

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04

MakeTbl

cups-libs
fontconfig
fontpackages-filesystem
glx-utils

libICE

libSM

libX11
libX11-common
libXau

libXdamage
libXext

libXfixes

libXi

libXrender
libXxf86vm

libicu

libpng

libxcb
libxshmfence
mesa-libEGL
mesa-libGL
mesa-libgbm
mesa-libglapi
qt5-qgtbase
qt5-gtbase-common
qt5-gtbase-gui
qt5-qgtbase-gui
xcb-util
xcb-util-image
xcb-util-keysyms
xcb-util-renderutil
xcb-util-wm

libicu
libxkbcommon-x11
qt5-gtbase-gui

gnupg2
openssl
wget
xauth

gnupg?2
openssl
wget
xauth

gnupg?2
openssl
wget
xauth

9.1. Linux
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OnepaynoHHasa cucTema MakeTbl
AnbT 10 qt5-gtbase-gui
xauth

3aBucuMocTu rubackup-common-gui

Tabnuya 10. 3aBucuMoCcTU rubackup-common-gui
Onepaquom-laﬂ Ccuctema MakeTnl

Astra1.6 gnupg?2
wget
xauth

Astra1.7 gnhupg?2
wget
xauth

Astra1.8 ghupg?2
wget
xauth

Debian 10 gnupg?2
wget
xauth

Debian 12 ghupg?2
wget
xauth

Rosa Chrome 12 qt5-gtbase-gui

Rosa Cobalt 7.9 libicu
libxkbcommon-x11
qt5-gtbase-gui

Ubuntu 18.04 ghupg?2
wget
xauth

Ubuntu 20.04 gnupg?2
wget
xauth

Ubuntu 22.04 ghupg?2
wget
xauth

AnbT 10 xauth

3aBucuMocTu rubackup-common

Tabnvya 11. 3aBucMmMocTy rubackup-common

OnepaLluoHHasa cucTemMa MakeTbl

Astra1.6 gnupg?2
wget
xauth
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OnepaylunoHHasa cucTema MaxeTbl
Astra1.7 gnhupg?2
wget
xauth
Astra1.8 ghupg?2
wget
xauth
Debian 10 ghupg?2
wget
xauth
Debian 12 gnupg?
wget
xauth
Rosa Chrome 12 qt5-gtbase-gui
Rosa Cobalt7.9 libicu

libxkbcommon-x11
qt5-gtbase-qui

Ubuntu 18.04 ghupg?2
wget
xauth

Ubuntu 20.04 gnupg?2
wget
xauth

Ubuntu 22.04 gnupg?2
wget
xauth

AnbT 10 xauth

9.1.2. YcTaHOBKa

MoaroTtoBKa K yCTaHOBKe

YcTaHOBKa 3aBUCMMOCTEN NakeToB

o [aHHbIA War npegHasHayeH Ona YCTaHOBKM JNOKalflbHbIX MakeToB. Ecnu Bbl
yCTaHaB/IMBaeTe NakeTbl U3 PEno3nTopus, TOo NPONycTUTE 3TOT LWar.

[na ycnewHoro passépTbiBaHusa cepepa CPK RuBackup Heo6xoauMMO Hanunyue ycTa-
HOBJIEHHbIX 3aBUCUMOCTEN MakeToOB B COOTBETCTBUM C Tabrvuen, B 3aBUCUMOCTU OT
MCNOMb3yeMOro TuNa oOrnepauuoHHON CUCTEMbI Ha Yy3ne pasBEPTbIBAHUA KIIMEHTa
pe3epBHOro konmposaHua RuBackup, ona atoro:

1. MNMpoBepbTe HannuMe yCTaHOB/IEHHbIX NakeToB 3aBucumocTen B OC, Hanpumep:

Astra Linux, Debian, Ubuntu dpkg-query -1
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AnbT apt list --installed
Rosa Cobalt, RHEL yum list ¢ onuuen installed
RedOS, CentOS, Rosa Chrome dnf list installed

2. Ecnu Bbl ncnonbsyeTte onepaunoHHyto cuctemy CentOS 7, CentOS 8 nnm RHEL 9, To
nob6asbTe penosutopuii EPEL ), nopaepxmsaembiii B pamkax npoekTta Fedora u
cofepxalinin HeKoTopble NMakeTbl, KOTOPblIE HE BOLWN B CTaH4apTHbIM Habtop RHEL
(CentOS):

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

dann peno3nTtopua oypet aBTOMATUYECKM 3arpy>xeH B KaTanor
/etc/yum.repos.d/epel.repo VN aKTUBUPOBAH.

3. Ecnu BbI ncnonbsyete onepaymnoHHyto cuctemy CentOS 7 nnm CentOS 8, To Takxe
PEKOMEHAYETCA BKHOUYNTb PEenosnTopuin PowerTools, MOCKONbKY MNakeTbl EPEL
MOryT 3aBMCETb OT MAaKETOB U3 HEro:

sudo dnf config-manager --set-enabled powertools

4. Ecnv Bbl ucnonbsyeTe onepaunoHHyto cuctemy RHEL 9, To Takke pekomMmeHayeTcs
BKIKOUYNTb pPenosnTtopuin codeready-builder-for-rhel-8-*- penosnTopun rpm,
MOCKOJ/IbKY NakeTbl EPEL MOryT 3aBUCETb OT NakeToB U3 HEro:

ARCH=S$( /bin/arch )

sudo subscription-manager repos --enable "codeready-builder-for-rhel-8-
S\ {ARCH}-rpms"

5. O6HOBUTE PENO3UTOPUM NAKETOB B CUCTEME:

Astra Linux, Debian, Ubuntu sudo apt update
AnbT sudo apt-get update
Rosa Cobalt, RHEL sudo yum update

RedOS, CentOS, Rosa Chrome sudo dnf update

6. YCcTaHOBUTE HeAOCTaroLWMe 3aBUCMMOCTI NakeToB N3 Tabnuubl:
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Astra Linux, Debian, Ubuntu sudo apt install <namepackage>
AnbT sudo apt-get install <namepackage>
Rosa Cobalt, RHEL sudo yum install <namepackage>

RedOS, CentOS, Rosa Chrome sudo dnf install <namepackage>

HacTpoiika ny6aM4yHoro penosmtopus

o [aHHbIn wWwar npegHasHayveH Ana yCTaHOBKW U3 I'Iy6J'II/Il-IHOFO pPeno3nTopun4.
Ecnu Bbl ycTaHaBnMBaeTe NoKasbHble MakeTbl, TO NPONYyCTUTE 3TOT LWar.

MopknioyeHune ny6nmyHoro penosutopus DEB-cuctem

1. CospanTte ¢pann c MHbopMaLnen o PeNO3UTOPUAX:

cat <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public-testing

EOF

roe: <0S-VERSION> — Bepcusa ncnonbsyemon OC:

o astra_1.6;

o astra_1.7;

o astra_1.8;

o debian_10;

o debian_12;

o ubuntu_18.04;
o ubuntu_20.04;
o ubuntu_22.04.

2. [lobaBbTe KJOY peno3nTopms:

sudo wget -qO0-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg
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3. O6HOBUTE CNUCOK NaKeToB:

sudo apt-get update

MopknioyeHune ny6anyHoro penosutopuss RPM-cucrtem

1. CospanTe ¢ainn ¢ MHGOPMaLMEN O PENO3UTOPUSAX:

a. ona OC:

» CentOS 7;

» CentOS 8;

= PE[] OC7.3;

= PE[] OC 8;

= Red Hat Enterprise Linux 9;

» ROSA Fresh Desktop 12;

= ROSA Enterprise Linux Server 7.9.

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/repodata/repomd.xml.key

gpgcheck=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/repodata/repomd.xml.key

gpgcheck=0

EOF

roe: <0S-VERSION> — Bepcusa ncnonbsyemon OC:
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= centos_7;
» centos_8;
» redos_7.3;
» redos_8;
» rhel_9;

» rosa_l12;

= rosa_7/.9.

b. ona OC ROSA Enterprise Linux Server 7.3:

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key

gpgcheck=0

sslverify=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0

sslverify=0

EOF

HacTtpoiika nepeMeHHbIX cpefbl

BbINONHUTE HAaCTPOWKY NepeMeHHbIX cpeabl oA nonb3oBaTensa root:

1. ABTOpM3ynTecChb NoA nosib3oBaTenem root:

sudo -i
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2. HaCTpOVITe nepeMeHHble cpefbl And Nosib30oBaTeNA root:

sudo nano /root/.bashrc

o OoTpepakTupymte ¢pann, nob6aBmB CTPOKMU:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

o COXpPaHNTe U3MEHEHNA.

o1Tn nepemMeHHble TakKXe MO>XHO onpeaennTb B q)a|7|r|e
/etc/environment.

3. lNMepengunte B KaTanor /root:

cd /root

4. lepesarpysnte NnepeMeHHble OKPY>XXEeHUA:

source ~/.bashrc

HacTpoiika SSL coeguHeHus ¢ 6a30ii flaHHbIX

MponycTnTe 3TOT LWar, ecnv He TpebyeTcsa 3alunWEHHOe NOAKIHYEHNE KOMMNOHEHTOB
RuBackup k cny>xebHon 6a3e gaHHbIX.

Ecnn HeobxogmmMo ncrnonb3oBaTb 418 NOAKOYEHUA K 6a3e gaHHbix PostgreSQL 3awwum-
LWEHHOE coefAVHeHMe, TO BbINOSIHUTE NPUBEAEHHbIE HUXXEe HACTPOMKW Ha y3nax, Ha
KOTOpPbIX pa3BépHYTbl KOMNOHEeHTblI CPK (postgres-KnneHThbl):

1. TepeHecuTe M3 COOTBETCTBYHOWEN postgres-KANMeHTY nanku Ha ysne LleHTpa cep-
TUPUKaLMM NOAroTOBIIEHHbIE:

o cepTudukat LleHTpa cepTudukauymm (ca.crt), 4ytobbl knneHT CPK Mor npoBepuTs,
4YTO KOHeYHbIN cepTuoumkaT cepsepa PostgreSQL 6bin nognucaH ero foOBepeH-
HbIM KOPHEBbIM CepTUDMKATOM,;

o CepTUPMKAT KNIMEeHTa pe3epBHOro KonupoBaHus (postgresql.crt);

o CFEHEepPMPOBaHHbIA  3aKPbITbI  KMHOY  KIMEHTaA PEe3epBHOr0  KOMUPOBaHMUS
(postgresql.key).
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2. [Ana ¢annos cepTndUKaTa N 3aKpbITOro Kroya yCTaHOBUTE MOJHbINM SOCTYN Ha YTe-
HWe 1 3anncb TONbKO ANA Bnagenbues:

chmod 600 server.crt server.key ca.crt

3. Cpenante Bnagensuem ¢annos nonb3oBaTensa, OT UMEHU KOTOPOro byaeT 3anyu,eH
KMEHT pe3epBHOro KonmpoBaHus (postgres-KaneHT):

chown suser:suser server.crt server.key ca.crt

YcTaHoBKa NakeToB

YCcTaHOBKY NakeToB NPON3BOAUTb CTPOro B NpMBEAEHHOW nocneaoBaTesbHO-
cTun!

1. YcTaHoBUTE OAHUM U3 CNOCObOB:
o M3 JIOKaNbHOW Mankm co cKavdaHHbIMU NakeTaMu:

Astra Linux, Debian, Ubuntu sudo apt install ./<namepackage>.deb

AnbT sudo apt-get install

./<namepackage>.rpm

Rosa Cobalt, RHEL sudo yum install ./<namepackage>.rpm

RedOS, CentOS, Rosa Chrome sudo dnf install ./<namepackage>.rpm

o N3 Peno3nTopus:
Astra Linux, Debian, Ubuntu sudo apt install <namepackage>.deb

roe <namepackage> — ycTaHaBnmBaeMbln nakeT CPK RuBackup akTyanbHoOn Bepcumn
B NpUBEAEHHON NOCNefoBaTENIbHOCTH:

a. rubackup-common;

b. rubackup-client;

HeobfA3aTesbHble MakeTbl, UCNOMb3YTCA ANA HAaCTPOMKU cepBepa C MOMOLLbIO
rpaomnyeckon yTUNmThbI:

C. rubackup-common-gui;

d. rubackup-init-gui.

o Mo yMoOnuYaHuO HacTpolKa cepBepa OCYLWEeCTBASeTCs B TepMuHane C
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MOMOLWbKO YTUNUTbI rb_init, KOToOpasa He Tpe6yeT LOMONHUTENBbHOW
UHCTannaynn.

2. BbInonHnTe 06HOBMEHNE KOHUrypauum n npPUMeEHUTE U3MEHEHMA.

[aHHbln war BbinonHaeTcsa Tonbko ansa OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTUBUPOBAHHbBIM PEXMMOM 3aLLUTHOMN NPOrpaMmMHoun cpeabl!

o OB6HOBUTE KOHOUrYypaLmIo:

sudo update-initramfs -u -k all

o [MpMeHNTE N3MEHEHUS:

sudo reboot

9.1.3. HacTpouka

HacTpoiika knueHta PK

HacTponky komnoHeHTOB CPK RuBackup cnegyetT nNpouM3BECTU Ha KaXOaoM Yy3ne B
CTpoOro npuBeAéHHOM nopsgke (B 3aBUCMMOCTU OT apXMUTEKTYpbI) :

1. HacTpomnKka OCHOBHOI0O cepBepa;

2. HaCTpOWKa pe3epBHOro cepeepa;

3. HacTpoWka MeanacepBepa (BbIMONHAETCA A8 KaXXA0ro Meanacepsepa);

4. HaCTpoOWKa KJIMeHTa CUCTEeMbl Pe3epBHOr0 KOMUPOBaHMSA (BbIMONHAETCA ANSA KaX-
aoro knmeHta CPK).

Heobxoamnmo npenBapuTesibHO HACTPOUTbL CETEBOE B3aMMOLENCTBME Y3M0B
koMmnoHeHToB CPK RuBackup, ncnonosysa FQDN, hostname nnu ip-agpec (ganee
Nno TeKCTYy — afpec).

HacTpoiika knueHTa PK B TepMuHane (MHTepaKTUBHbI peXXuUm)

BbinonHnTe HacTponky komnoHeHTa CPK RuBackup:

e 3anycTuUTe Ha KaX[AOM Yy3/le, Ha KOTOPOM Pa3BEPHYT KNMEHT PK, MHTepaKTUBHYIO
YTUANTY rb_init:

sudo /opt/rubackup/bin/rb_init
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o [lanee HacTponTe KOMMNOHEHT CPK B MHTepakTUBHOM pexume. KnneHT PK mMoxeT

6bITb HacTpoeH Ans pPaboTbl B K/IMEHT-CEPBEPHOM pPEXMMe WUAN B aBTOHOMHOM
pexunme.

. You MUST agree with the End User License Agreement (EULA) before

installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

MNprMUTe NULEH3NOHHOEe cornawenne (EULA), HaxkxaB knasuwy <y>.

KnueHT-cepBepHbIii peXxum pab6oTbl knueHnta PK

1.

Choose client mode: client-server or autonomous (c/a)?

BbibepuTe cueHapuin HaCTPOWKKN KNIMEHTA: KIIMEHT-CepBep <C>.

HacTpoiika coeauHEeHUs C OCHOBHbIM CEpPBEPOM
Hostname of primary server:

YKaXkuTe agpec 0OCHOBHOIO (primary) cepsepa.

HacTpoWka coeguHeHUA C pe3epBHbIM CepBepoM
Will you use secondary server (y/n)?

Ecnn B KOHOUrypaumnm nogpasymMeBaeTCs pe3epBHbIN (secondary) cepsep, To Bblbe-
pUTE 3TY BOSMOXHOCTb, HaXaB K/iaBuLly <y>.

a. Hostname of secondary server:

YKaxuTe agpec pesepBHoro (secondary) cepsepa.

HaCTpOVIKa KJ/INeHTa pe3epPBHOro KonmpoeaHums.
Choose client net interface ID for use:
Selected interface:

Bbibepute ceteBon nHTEpdENnc, NocpencTBoM KOToporo KnmeHTy RuBackup paspe-
LUEeHO B3aUMOLEeNCTBOBATb C CUCTEMOW Pe3epPBHOIr0 KONUPOBaHMA.

Do you allow centralized recovery (y/n)?
YKaXuTte, HY>XHO NN BKIIKOYNTb LLeHTpann3oBaHHOE BOCCTAaHOBNEHNE OaHHbIX?

B cnyuae Bbibopa <y>, LEeHTpannM3oBaHHOE BOCCTAHOBEHME AaHHbIX N3 pe3epBHOM
Konun OypeT [AOCTYMHO C MNOMOLWbK YTUnnUTbl «MeHepXxep agMuHuUcTpaTtopa
RuBackup» (RBM), ¢ NOMOLLbO KOHCOMBbHOM YyTUNUTbLI rbfd unn ytunntel «MeHe-
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10.

1.

axepa knneHTa RuBackup» (RBC).

B cnyuae Bbibopa <n>, LLeHTpanmM3oBaHHOE BOCCTAHOBNEHMNE [aHHbIX N3 pe3epBHOM
KONUM C nomoLblo yTunuTbl «MeHepxxep agMuHuctpaTtopa RuBackup» 6ypet
OTK/KOYEHO, BOCCTaHOB/IEHNE N3 PEe3epPBHON KONuUM ByaeT BO3MOXHO C MOMOLLbO
KOHCONbHOM yTUNUTLI rbfd unn ytunntel «MeHepgxepa knmeHTa RuBackup».

Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

Ykaxunte, 6ygeT N Ucnosb3oBaTbCA HENPEpPbIBHAA yaaneHHasa pennnkaymna Ha K-
eHTe PK.

Enter local backup directory path [/tmp]

YKaxute OUPEKTOPUO ONA BPEMEHHbIX onepaunin ¢ ¢annamMm pesepBHbIX KOMUN U
noaATBepAUTe CO3[aHMe KaTanora gnsa BpeMeHHbIX ¢panioB, HaXkas KNaBully <y>.

a. Would you like to create / (y/n)?

MoaTBepAnTe co3faHune KaTanora Ans BpeMeHHbIX ¢pansos, B cliyyae, ecnm yka-
3aHHOro KaTasiora ellé He cyu,ecTByeT.

Create RuBackup master key..

ABTOMaTM4eCKoe co3aaHue MacCTep-KJito4a, KOTOprI7I Heobxoanm npm co3gaHun

napbl KKoYen ans aneKTPOHHO-LMOPOBOM NOANMUCK PE3EPBHbIX KOMUA U 3aLLUTHOMO
npeobpasoBaHUsa Pe3epPBHbIX KOMWUIA.

Will you use digital signature (y/n)?
Create new secret key

Create new public key

YKa)uTe, XOTUTE N Bbl CO34aTb KU 3NEKTPOHHO-LNdPOBOM nognucu. Peseps-
Has Komnusi MOXeT 6biTb NoAanucaHa umMopoBoi NOANMCHIO ANA NocnenyroWwero KoH-
TPONs 1 NpeaynpexaeHus yrposbl eé nogMeHsbi.

Do you want to enable system monitoring of this client (y/n)?
YKaxunte, XoTUTe N Bbl BKNIKOYNTb CUCTEMHbIM MOHUTOPUHTI ANA AAHHOIO KNMeHTa.

dann MOHUTOPUHra NPOU3BOANTENIBHOCTU CUCTEMHbIX KOMMOHEHTOB OyaeT pasme-
LWEH B rManke /opt/rubackup/monitoring/.

Do you want to set a soft memory threshold? (y/n)?

YKaXxuTte, XoTUTe NN Bbl YCTAaHOBUTb BEPXHUW Npenen onepaTtuBHOW NamMaTU, KOTO-
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pas MOXeT UCMOoNb30BaTbCA MPU PE3ePBHOM KOMUPOBAHUN Ha KMEHTE (TOYHOCTb
BEPXHeW rpaHuLbl 06beMa NaMaTK He rapaHTupyeTcs).

a. Enter the allowed amount of memory for backup in GB (integer value):

B cnyyae BbIbopa <y> yKaxnte MakcumMasbHO 4OMNYCTUMbIN O6BHEM onepaTUBHOM
namMATU, KOTOPbIA MOXeT OblTb UCNONb30BaH NPU Pe3epPBHOM KOMNUPOBAHUU Ha
knueHTe B b (Lenoe 4yncno).

12. Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

BbiGepuTe Kakune ny6nnyHble uMeHa 6yayT ncnosbaosaHbl DNS-cepBepom.

ABTOHOMHbDIN peXXumM pa6oTbl kKnueHTa PK

1.

Choose client mode: client-server or autonomous (c/a)?
BbibepuTte cueHapuin HaCTPOMKN KIIMEHTA: aBTOHOMHbIN <a>.

ABTOHOMHbBIN peXnm paboTbl KNMMEHTa — UCNONb30BaHNe KineHTa PK 6e3 cepsep-
HOM YacTu. pn 3TOM COXpaHAETCH BO3SMOXHOCTb MCMNOJSIb30BaHUA NHOBbIX QYHKLMO-
HanbHbIX MOLYNEen ANA CO30aHNA pe3epBHbIX KOMUN

Enter local backup directory path [/tmp] : /rubackup-tmp Would you like to
create /rubackup-tmp (y/n)?

YKaxunte OUPEeKTopuo O/ BPeMeHHbIX onepaunn ¢ pannamMm pes3epBHbIX KOMUA U
NOATBEpPAMTE CO3[aHMe KaTanora gia BpeMeHHbIX ¢annoB, HaXKaB KnaBuwy <y>.

Would you like to use a catalog, or dedicated device, or network share to
store your archives? (c/d/n)

YKaxxute XoTuTe N Bbl UICNOJSIb30BaTb KaTanor, BblgeneHHoe YCTPOMNCTBO UK ceTe-
BOW pecypc A1 XpaHEeHNA CBOUX apXUBOB?

o <C> - YKaXXWUTe NyTb K KaTanory Ha BalleM NIoKallbHOM XECTKOM [UCKe ONs Xpa-
HEeHWs pe3epBHbIX KOMNUNA;

o <d> - 6yayT Nokasbl BCe BallX YCTPOWCTBA U NoTpebyeTcs yKasaTb BblbpaHHOE
YCTPOMCTBO A1 XpaHEHUS pe3epPBHbIX KOMUA;

o <N> - YKaXWUTe CeTEeBOWN KaTasnor gns XpaHeHUs pe3epBHbIX KOMui

Create RuBackup master key..

ABTOMaTMYECKOE CcOo3faHuMe MacTep-Kir4a, KOTOopbld Heobxogum Mpu Co3paHum
napbl KtoYein AN aneKTPOHHO-LMOPOBOM NOANMUCK PE3EPBHbIX KOMUA U 3aLLIUTHOIO
Npeo6pa3oBaHUsA pe3epPBHbIX KOMUIA.

Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?
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BbibepuTte kakne nybnmyHble MMeHa ByayT ncnonb3oBaHbl DNS-cepBepom

HacTpoiika knueHTa PK B TepMuHane (HeMHTEepPaKTUBHbI peXXum)

HenHTepaKTUBHbIN peXxnm paboTbl HEOGXOAUM ANS BbINOJIHEHUS CL,EHapueB Macco-
BOro pa3BepTbiBaHMA, HanpuMep, Npu ncnonb3oBaHnm Ansible — nporpamMMHoOro petue-
HUA 0N yOaneHHoro ynpasneHns KOHOUrypauusamMm cepeepos.

AOMUHUCTPATOP UMeeT BO3MOXHOCTb HacTpouTb CPK RuBackup B bash/shell ogHo-
CTPOYHOW KOMaHOOM W, KakK CnefcTBue, UCMONb30BaTbh 3Ty KOMaHAy B CKpunTax Ans
aBTOMaTuM3aumm npouecca.

HacTtponka CPK RuBackup ocyu,ectBniseTca C MNOMOLLbIO WHTEPaAKTUBHOW YTUIUTDI
rb_init (HEMHTEepaKTUBHbLIA pexnm). OnncaHue yTUAnUTbl CM. YTUNINTblI KOMaHgHON
CTPOKMW.

HacTpoiika knueHTa PK ¢ nomMoLbio rpaduyeckon yTUAInTbl

HacTpoika KnveHTa pe3epBHOro KOMUPOBaHMUA BO3MOXHAa C MOMOLLbIO rpaduyeckomn
YyTUINTbI MacTepa HacTporku RuBackup.

e 3anycTuTe MacTep HacTporkm RuBackup (rpadpuyeckoe npunoxeHme rb_init_gui),
BbIMOSIHMB KOMaHAY:

rb_init_qui&

¢ [Tocne 3anycka MacTepa HacTponkn RuBackup 3anosHKUTe OTKpbIBLWINECHA GOPMbI:

1. Haxkmnte Aa onsa npofosmkeHna HacTponku komnoHeHTa CPK RuBackup.

[padmyeckan yTunmTa rb_init_gui 3anyuw,eHa B 3KCNEPUMEHTaNbHOM pexunme
(PncyHok 7).
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MonoTBep>xaeHune

DYHKUMOHANEHOCTE 3TOro MO He Gkina NpoTECTUPOBaHE,
NPOrpamMMa 3anyLieHa B IKCNePUMEeHTanbkHOM pexuMme,

NpopgonxuTe?

PucyHok 7. OKHO NpefynpexneHusi o paboTe yTUIUTbI B 9KCMEPUMEHTANbHOM pexnmMe

2. B npuBeTcTBEHHOM OKHe (PrcyHok 8):

» BblbepuTte £A3blK MHTepdenca NPUNOXEHUS U3 MPeaNOXEHHbIX BapuaHTOB
(pyccknm nnu aHr NIMNCKNR);

» PUMUTE NIULEH3VMOHHOE COorfaweHnsa oasa NponoKEHNA HACTPOMKN KOMIO-
HeHTa RuBackup, NpocTaBuB O0TMETKY B Yek-6okce v/ MpUHUMAIO NNLEH3U-
OHHOE cornaiieHue.

[Ns 03HaKOMNEHUA HaXXMUTe Ha aKTUBHbIN anemMeHT [JIuyeH3noHHoe corna-
weHue] n ckonupymte B 6ydep CCbISIKY Ha NIMLEH3NOHHOE cornalleHne ans
AanbHenwero NnpocMoTpa B bpaysepe;

» HaxkmuTe [Qaneel.
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[obpo no>xxanoBaTb B MacTep
HacTponkun RuBackup

BuibepuTe A3bIK: ‘ Pycckunia ~ |

| NpuHumato nuueH3mnoHHoe cornaweHune

PucyHok 8. NpunBeTcTBEHHOE OKHO MacTepa HacTponku RuBackup

3. B OTKpbIBLIEMCSH OKHE BblbepeTe peXxuM HacTpamBaeMoro KJiveHTa pesepBHOro
kKonnposaHua (PrcyHok 9):

e aBTOHOMHbIN pexumMm knueHTta PK npepycmaTtpuBaeT nucnonb3oBaHue ¢yHkumn CPK
0e3 cepBepHON YacTn C COXPaHEHNEM BO3MOXHOCTU UCMOb30BaHUA NHOObIX QYHK-
LMOHaNbHbIX MOgYen o5 CO30aHUA pe3epBHbIX KOMUIA;

e KIIMEHT-CepBEPHbIN pexnMm kKnmeHTa PK npegycmMaTpuBaeT WUCMNONb30BaHUI BCeEX
[OCTYNHbIX QyHKUMn CPK.
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YT0 Bbl XOTUTE HACTPOUTL?

ABTOHOMHbIN PEXUM KJ/TMEHTA

KnneHT-cepBepPHbLIN PeXUM

PucyHok 9. OkHo BbIBbOpa peXxXnmMa HacTpanBaeMoro KoMmrnoHeHTa RuBackup

KnueHT-cepBepHbIii peXxum pab6oTbl knueHnta PK

1. 3anofnHUTe OTKPbIBLYHOCA GOPMY HaAcTpanmBaeMoro KiiMeHTa pe3epBHOro Konnposa-
HUa RuBackup.

a. bnok O6wue napameTpbl

» B none KonuyecTBo ceTeBbiX MOTOKOB YKaXXMTe KOMYECTBO MOTOKOB A4
OOHOBPEMEHHON 006paboTKM 3agay pPe3epBHOr0 KOMMPOBAHUA Ha OCHOBHOM
cepBepe (KaXablt NOTOK UMeeT 0TAeNbHOEe COeANHEHME CO CNy>XebHon 6ason
AaHHbix CPK)

= B none Bepcusa IP gna DNS 3anpocoB BbibepuTe Kakume nybsnMyHble MMeHa
OyayT ncrnonbsoBaHbl DNS-cepBepom.

» AKTUBUPYITE nepekntovaTens Mepesanucb mactep-knioya © gns aBToMa-
TUYECKOro GOpPMUPOBaAHUA HOBOIro MacTep-K/oya 1 nepesanucu (Npu Hanu-
YMmM) TeKyLLEero MacTep-Ksoya.

b. bnok NMapamMmeTpbl KJIMEHT-CEPBEPHOro pexuma

» B none UmMa ocHOBHOro cepeepa ykaxmte ip-agpec WM FQDN OCHOBHOroO
cepBepa RuBackup (B cooTBeTcTBMM C HacTpoikamu daina hosts Yyana
OCHOBHOro cepBepa).

= B none Umna pesepBHOro cepeepa ykaxxnute ip-agpec UM FQDN pe3epBHOro
cepBepa RuBackup (B cooTBeTcTBMM C HacTpoikamu daina hosts Yyana
OCHOBHOro cepBepa).

= B none CeteBon uHTepdeic Boibepnte ceTeBom MHTEPPENc, NnocpencTsoOM
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KOToporo knmeHTy PK paspelueHoO B3aMMOeNCcTBOBaTb C CUCTEMOWN pe3epB-
HOrO KOMMPOBaHMS.

B none JlokanbHbI# KaTanor pe3epBHOro KONMMPOBaHUA YKaXXNTe NIOKasbHbIN
KaTanor gnsa BpeMeHHOro XpaHeHua ¢annoB ¢ MeTagaHHbIMU, CO34aBaeMbIX
npwu onepaumsax pes3epBHOro KONMpoBaHMsa (MO YMOMYaHWUIO NpU HaXaTun Kna-
BuWK Enter B KayecTBe AUPEKTOPUN ONA BPEMEHHbIX onepauun c dannamu
pe3epBHbIX KOMWIN ucnonbsyeTcsa /tmp). ECnn ykasaHHas AUMPEKTOPUA He
cyuiecTByeT, TO bygeT cosgaHa.

B none KonuuyecTBo napannenbHbIX 3afayd YKaXuUTe KOMNYECTBO MOTOKOB
ANA OAHOBPEMEHHOM 06paboTKKM 3a4ay pe3epBHOrO KOMMPOBAHUA Ha Megna-
cepsepe (Kaxablh MOTOK MMeeT OTAEeNbHOE CoeANHEHME CO Cry>XXebHon 6a3om
AaHHbiX CPK).

B none O6bEM namAaTU pepynnaukauum, 6anT N8 orpaHnUyYeHnsa noTpedneHus
ornepaTMBHOM NaMATN CepBEPOM Npu gefynnmkaunm pesepBHbIX KONUN.

Mpn ncnonb3oBaHUM OefyrnavkKauunm pekoMeHOyeTCcAa MWHUMAalbHbIA 06beMm
onepaTuBHOM NaMATn cepBepa 64 GB effective_cache_size ~70 % OT pas-
Mepa onepaTuBHOM NaMATN work_mem 32 MB.

AKTMBUpPYTE nepekntovaTens HenpepbiBHaa ypanéHHas pennukauua ©
NPy HEOBXOAMMOCTUN Ha KNneHTe. HenpepbiBHasA yaanéHHaa pennmkaunsa ocy-
LLeCTBASAETCA TOMbKO B XpaHuUnuL,e 6J104HOro Tuna.

AKTMBUPYNTE NepeknovaTenb PaspewaTb LeHTpanusoBaHHOe BOCCTaHOB-
neHue pnsa knueHta © 017 BOCCTaHOBMEHUS AaHHbIX U3 pPe3epBHON KONUK B
npunoxeHunn «MeHepxep agMuHucTpaTopa RuBackup» (RBM), ¢ nomoLbto
KOHCONbHOM YTUNUTBLI rbfd unu npunoxeHna «MeHepxep knneHTa RuBackup»
(RBC).

B cnyyae peaktTmBuMpoBaHHOro nepeknoyatends D BOCCTAHOB/EHME U3
pe3epBHON KonNuu 6ygeT BO3MOXHO C NMOMOLLbK KOHCOSIbHOW yTUAUTbl rbfd
nnn npunoxeHua «MeHepyxep knneHTa RuBackup» Ha y3ne KnneHTa peseps-
HOro KONMpPOBaHUA.

LleHTpann3oBaHHOe BOCCTaHOBMIEHNE AAHHbIX U3 Pe3epBHON KOMUWU C NMOMO-
Wb NpUNoXxeHusa «MeHegyxep agMUHUCTpaTopa RuBackup» (Mcrnonbsyemom
Ha NOOBOM y3ne) byaeT OTKIIYEHO.

AkTmBupyinTe nepeknmnovatens Cospgatb kmouu UM ©, ecnu xoTuTe
co34aTb KHOUM 3NIEKTPOHHO-LNGPOBOMN NOognncu.

Pe3epBHas Konva MOXeT 6biTb nognuncaHa LundpoBoi Noanucbio gas nocne-
AYHOLLEro KOHTPONA U NpeaynpexneHuns yrposbl e€ NoagMeHbl.

AKTUBMpPYNTE nepekntoyaTesis CUCTEMHbIA MOHUTOPUHI Ana KnumeHta ©,
€C/IN XOTUTE BKITKOUYUTb CUCTEMHbBIA MOHUTOPWHI OJ1 OaHHOI0 K/IMeHTa.
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dann MOHUTOPMHra NPOM3BOAUTENBHOCTM CUCTEMHbIX KOMMOHEHTOB byaeT
pa3MeLlEH B nanke /opt/rubackup/monitoring/.

= AKTUBUpPYNTE nepeknoyaTtens NMepesanucaTb Knoum uudppoeou noanmucu
©, 0nAa co3gaHnsa HOBOWM CBSA3KU KKOYEN, UCMOoNb3yeMblX A1 9NEKTPOHHO-
LnopoBon nognucu.

2. MNocne 3anonHeHus Bcex nonen ¢GopMbl HacTpamBaeMoro KomnoHeHTa CPK
RuBackup HaxxmuTte [Aanee].

B okHe noaTtBepXaeHus HaxmuTe [Qa Ons8 HacTponku KomrioHeHTa CPK
RuBackup(PuncyHok 10).

[loaoTeepxaoeHne

MoaTBepAUTL BbIBPaHHLIE NapaMeTpbl U NPUCTYNUTL K

HacTpoike?

PucyHok 10. OKHO NoATBEePXAEHUS BbIGPaHHbIX NapamMeTpoB

3. Ecnn B popme HacTpamBaemoro komnoHeHTa CPK RuBackup ykasaHbl nanku, KOTo-
PbIX He CyLecTByeT, TO OyaeT BbiBeAEHO NOATBEpXAeHNe Ons Ux cosgaHmsa (Pucy-
HOK 11).

B okHe noaTBepXaeHusa HaxmnTe [la 4na cosgaHus narnok.

[loaoTBep)xaoeHune

OupekTopuK '/rubackupl’ He cyulecTeyioT. Co3aaTh UX?

PucyHok 11. OKHO NOATBEPXAEHUS CO30aHNA OUPEKTOPUN

4. B cfiyyae ycnewHon HacTpOWKM Mofb3oBaTenb OyAeT YBeAOMNEH coobLieHneM
(PrcyHok 12), B KOTOPOM NpuBeaeHa MHopMaLLUs:

o O JINUEH3NOHHOM COralleHnu,

o MNpaBoobnagartens;
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o BEPCUA NPOJYKTa;
o UMS TeKYyLLero ysna;

o TWUMN HAacTpPOeHHoro komnoHeHTa CPK RuBackup;

o 0 CO34aHUN KOHPUrypaumnoHHoro ¢anna /opt/rubackup/etc/config.file;

o [OMOSNIHUTENbHO MOrYT BbITb NPUBEAEHbI PEKOMEHZALNN U NpeaynpeXaeHnsa no
HacTpoMKaM napameTpoB.

YcnewHo!

RuBackup initialization utility
Copyright 2018-2024: LLC "RUBACKUP"
WcknoyuTensHele Npaea npuHagnexat 000 "PYBE3KAM"
Author is Andrey Kuznetsov
Version: 2.4.0; Build: 98e914d.

Hostname of primary server: primary

There is no config file. Skip saving old config file
EULA: /opt/rubackup/copyrights/EULA-rus.txt has been accepted
[2024-09-23 14:02:50] Info: Total usable main memory size: 3055915008 bytes
[2024-09-23 14:02:50] [J[1;33mWarning: PostgreSQL shared buffers is too small. Recommend to set it
up to: 763978752 bytes[J[0m
[2024-09-23 14:02:50] Info: PostgreSQL effective_cache_size: 4294967296 bytes [ OK ]
[2024-09-23 14:02:50] (J[1;33mWarning: PostgreSQL work_mem is too small. Recommend to set it up
to: 33554432 bytes[J[Om
[2024-09-23 14:02:50] Info: PostgreSQL max_parallel_workers: 8 [ OK ]
[2024-09-23 14:02:50] Info: PostgreSQL transaction isolation: read committed [ OK ]

Keeping old "rubackup" database

You have RuBackup master key file: /opt/rubackup/keys/master-key

This key is used to crypt and decrypt RuBackup archives

If you drop it you cant decrypt your archives

Please use -W to overwrite it

Configuration file has been created: /opt/rubackup/etc/config.file
yes: cTaHAapTHbIA BeiBog: OOpLIB kKaHana

3aBepwuTh

PucyHok 12. OKHO pe3ynbTaToB BbIMNO/IHEHHOM HAaCTPOMKM KnneHTa PK

5. HaxmuTe 3aBeplumMTb /15 3aBepLUeHUs paboTbl MPUITOXEHUS.

ABTOHOMHDII peXXuM pa6oTbl KnueHTa PK

1. 3anonHMUTe OTKPbIBLIYHOCS GOPMY HacTpanMBaeMoro KneHTa pesepBHOro Konupoea-
HUA.

a. bnok O6wue napameTpbl

» B none KonuuyecTBo ceTeBbIX NOTOKOB YKaXXUTe KOMYECTBO MOTOKOB A4
OOHOBPEMEHHON 00paboTKM 3agad pe3epBHOro KOMMPOBAHMA Ha OCHOBHOM
cepBepe (KaXablt NOTOK UMeeT 0TAeNbHOe CoeAnHEHME CO Cny>XebHol 6ason
AaHHbIX CPK)

= B none Bepcusa IP gna DNS 3anpocoB BbibepnTe Kakne nybnnyHble MMeHa
oyayT ncrnonbsoBaHbl DNS-cepBepoMm.

= AKTUBUPYNTE NepeknoyaTens Mepesanucb mactep-knoya © 19 aBToOMa-
Tnyeckoro GOpMmMPOBAHUA HOBOrO MacTep-Ko4Ya 1 nepesanucu (Npu Hanm-
YnKM) TeKyLero MacTep-Knoya.
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b. Bfu)KI1au3anne11ab|a:rroru:wnqorc)uumueuna

= B none Katanor apxueupoBaHua ' BbibepuTe KaTanor Ans BPEMEHHOro

XpPaHeHUs pes3epBHbIX Konun. Ecnn aToT napameTp He onpegeneH B ¢danne
KOHOUrypauum, To KIMeHT byaeT 3anpawmBaTb Yy Meanacepsepa BPeEMeEHHoe
NPOCTPaHCTBO A4S18 onepauuin ¢ pesepBHbiMK Konuammn (NFS nanky).

= B none MeTop cxxaTtusa BbibepuTe TUM CXAaTUA pe3epBHbIX KOMUMN:
= none — 6e3 cXaTus;
» fast — MHOrornoTO4YHbIN aHanor optimal;
» optimal — cTaHAapTHas yTuauTa cxaTtmsa Linux;

» best — 60/bWNIA KOIOPULMEHT CXaTuUsA, YeM optimal, Nnpu GonbLIeEM Bpe-
MEHMN.

» B none Tun xpaHunuuia pe3epBHbIX KONUii BbIGepuTe TUN KaTanora gnsa xpa-
HEHWS Pe3epPBHbIX KOMUIA:

= JIOKaNIbHbIN KaTanor — KaTasior pacnofIoXXEH Ha TeKYLWEM Yy3re KINEHTa
pe3epBHOro KONMpoBaHuA. Ecnn BbiGpaH 3TOT TUMN XpaHunuLwa, To B nosne
JlokanbHbI KaTanor pesepBHOro KONMPOBaHUA YKaXXNTe MOJHbIA NYTb K
KaTanory (nponucae B nosie UanM BblbpaB MO HaXaTUO PALOM C MNOAem
KHOMKW [...];

= CEeTeBOW KaTanor — obLWun KaTtanor ¢ ceTeBbIM AOCTYNnoM. Ecnun BbibpaH
3TOT TMN XpaHuUNuLa, To He06XoANMO:

= B nose Tun ceTeBoro Katanora BbibpaTb NMPOTOKON A1 obecneyeHuns
yoanéHHon cefasu: nfs (gna OC UNIX u Linux) unm cifs (gna OC
Windows).

» B none MNMpepHa3HauyeHHOE YCTPOMCTBO YKaXXKMTe Bblge/IeHHOEe fToKasb-
HOe YCTPOWCTBO (Hanpumep: /dev/sdb) unu ceTeBol pecypc ANa xpa-
HEHWA pe3epBHbIX KONui (Hanpumep: srv://net_share).

= B none MNMapameTpbl MOHTUPOBaAHUA YKaXXNTe MECTO MOHTUPOBaHWUA
¢anmnosblx cuctembl LTFS. [Ona paboTbl ¢ neHtamu LTO RuBackup
ncnonbsyet ¢annosyto cuctemy LTFS. o yMOn4YaHUO TOYKa MOHTUPO-
BaHWA — KaTanor /opt/rubackup/mnt.

2. [locne 3anonHeHus Bcex nonen @opMbl HacTpamBaemMoro KomnoHeHTa CPK
RuBackup HaxxmuTte [Oanee].

B okHe noaTteBepXaeHna HaxmuTte fa ona HacTpourkm komrnoHeHTa CPK RuBackup
(PncyHok 13).
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[looTeep>xaoeHune

MoATeepAnTh BeiBpaHHbIe NapaMeTpel U NPUCTYNUTS K

HacTpoike?

PuncyHok 13. OKHO NOATBEPXAEHNA BbIOpaHHbIX NapaMeTpoB

3. Ecnn B popme HacTpamBaemoro komnoHeHTa CPK RuBackup ykasaHbl nanku, KOTo-
pbIX HE CylecTByeT, TO OyAeT BbiBEAEHO NOATBEPXOEHNE A8 UX co3paHma (Pucy-
HOK 14).

B okHe noaTBepXaeHusa HaxmunTe [la 4nsa cosgaHus nanok.

[loaTBEpXOEeHue

OupekTopun 'frubackupl' He cywecTByoT. Co3aaThk MX?

PucyHok 14. OKHO NoATBEPXAEHUA CO34aHNA ANPEKTOPUN

4. B cnyyae ycrnewHon HacTpPOMKKM nosfib3oBaTenb byaeT yBegOMNEH COOOLIeHNEM, B
KOTOPOM npuBeaeHa MHGopmMaLums:
o O JINUEH3NOHHOM COralleHnm;
o NpaBoobnagartens;
o BepCus NPOAYKTa;
o UMSA TeKyLLero ysna;
o TWUMN HacTpoeHHoro komnoHeHTa CPK RuBackup;
o 0 CO34aHUN KOHPUrypaumnoHHoro ¢anna /opt/rubackup/etc/config.file;
o OOMNONMHUTENIbHO MOryT 6blTb NPUBELEHbI PEKOMEHOAUUN U NpeaynpexXneHns no

HacTpoKaM napamMeTpoB.

5. HaxmuTe 3aBeplumMTb 015 3aBepLUeHUs paboTbl MPUITOXEHUS.
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HacTpoiika oKkpy>xeHus

HacTtpoiika nonb3oBatenei

Monb3oBaTenu, OT UMEHN KOTOPbIX ByaeT OCyWecTBAATbCA 3anyCK YTUINT KOMaHOHON
CTpokn RuBackup wnn npunoxenus ana ynpasneHnsa CPK RuBackup (RBM, RBC)
AOMXKHbI:

* NMETb NPaBMJIbHO HACTPOEHHbIE NepeMeHHble Cpebl,;

e BXOAUTb B rpynny rubackup.

BbinonHUTe nNpuBEeOEHHbIE HUXE HACTPOWKM [NA MOoNb3oBaTeNnen Ha BCeX
y3nax c pasBepHyTbiMM KoMMnoHeHTamn CPK RuBackup.

HacTpoiika nepeMeHHbIX cpeabl

HacTpoinTe nepeMeHHble cpefbl A8 BCeEX Nonb3oBaTesnien, KoTopble 6yayT paboTtaTb C
CPK RuBackup.

1. OTKkponTe pann .bashrc, 3anyckaemMbi B KaX4o0M cecCcun TepMmnHana:
sudo nano /home/<uma nonb3oBaTena>/.bashrc
2. OTpepakTupynTte dann, LobaBnB CTPOKMU:

export PATH=SPATH:/opt/rubackup/bin
export LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/1lib

CoxpaHnTe N3MEHEHNS.

3. MNepesarpysunte NepeMeHHble OKPY>XXEHUS.
source ~/.bashrc

o lNepeMeHHble PATH 1 LD_LIBRARY_PATH MOXHO nepeonpenennTb B pannax:
e /etc/profile

e /etc/bash.bashrc

Jo6aBneHue B rpynny

pynna rubackup aBTOMaTUYeCKM CO30aETCA B NPOLLeCCe YCTAaHOBKM NakeTa rubackup-
common.
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1. JobaBbTe nonb3oBaTens B rpynny rubackup, BbINOMHUB KOMaHAY:

sudo usermod -a -G rubackup <umsa nonb3oBaTens>

2. Ecnn TpebyeTca 3anyck yTUAUT KoMaHgHon cTpoku RuBackup, RBM wunn RBC B
TeKkylw,eM ceaHce nonbaoBaTtens (6es nepesarpysku OC) BbINOSHUTE:

newgrp rubackup

HacTpoliika gocTyna K KJIMEHTCKUM cepTudpukaTam

HacTponTe AocTyn nonb3oBaTens, BXo4AwWwero B rpynny rubackup, K KaTanoram c cep-

TnomnkaTaMm [gnsa  3anycka HEKOTOpbIX YTUINT KOMaHOHOWM CTPOKW, Hanpumep,
rb_clients.

Mo ymonuyaHuo AOCTYN K KaTanoramMm ecTb TOMIbKO Y Mofb3oBaTeNna root, A4S JocTyna
Opyroro rnoJjib3aoBaTen4d:

1. UameHnTe Bnagenbua v rpynny oaa Katanoros, cogepXalmnx cepTupukaThbl:

sudo chown -R suser:rubackup /opt/rubackup/keys/client/
sudo chown -R suser:rubackup /opt/rubackup/keys/rootCA/

2. MepesanycTuTe cepBUCHI AN1F NMPUMEHEHUS U3MEHEHWIA:

sudo systemctl restart rubackup_client.service
sudo systemctl restart rubackup_server.service

[Jlo6aBneHue B aBTO3anycK

1. JobaBbTe cepBUC KNneHTa PK B aBTo3anyck npu 3arpyske OC:
sudo systemctl enable rubackup_client.service
2. lepesarpysunTe HacTponku OC:

sudo systemctl daemon-reload

9.1.4. 3anyck

MponsBeanTe akTmBauuto KnmeHTckonm 4Yactm CPK RuBackup, BbIMOMHMB Ha KaX[oM
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y3ne ¢ pa3BEPHYTbIM K/IMEHTOM PEe3epBHOr0 KOMMPOBaHMA 3anycK CepBuca KNneHTa.
o [ns ycnewHoro 3anycka knneHta PK B KIMEHT-CEPBEPHOM pexunme npensa-
PUTENBHO HEOBXOAUMO 3aMnyCTUTb CepBepPHYo YacTb CPK.
3anch cepBUCa KJIMeHTa

ns 3alyCKa cepBuMCa KJIMEHTa PK BbinonHuTe KOMaHAy:

sudo systemctl start rubackup_client.service

NMpocMoTp cTaTyca cepBuUCa KJIMEHTa

[lna npocMoTpa cTaTyca cepBuca K/IMEHTa BbIMONHUTE KOMaHAY:

sudo systemctl status rubackup_client.service

OcTaHOBKa cepBuCa K/IUEHTa

[lna ocTaHoBa cepBuCca KNIMeHTa BbINOSIHUTE KOMaHAY:

sudo systemctl stop rubackup_client.service

9.2. Windows

9.2.1. CuctemMHble TpeboBaHUA

B oaHHOM nopgpaspgene npusefeHbl CUCTEMHble TpeboBaHMA 1A KaXA0oro KJIMEHTCKOro
komMnoHeHTa CPK RuBackup, npegbsaBnfemMble K TEXHUWYECKUM cpefcTBaM, Heobxoau-
MbIM OJ19 HOpMasnbHOro ¢yHkumMoHmposaHua CPK RuBackup.

AnnapaTHble Tpe6oBaHuUs

Tpe6GoBaHUA K annapaTHbIM cpeacTBaM KnmeHTa PK

Y3en, BbINONHAOWMIA yHKUUKM KNneHTa PK, Ha KOTopoM npeanonaraeTcsa pa3BeEpTbiBa-
HWe, Oo/MHKeH obnagaTb XapakTepuCcTUKaMun, NnpuseaeHHbIMKN B Tabnuue Tabnvua 12.

Tabnuya 12. TpeboBaHus K annapaTHbIM cpeacTBam KaneHTa PK

AnnapaTHoe Tpe6oBa- 3HauyeHue MpumeyaHue
Hue
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[Mpoueccop OLHOMOTOYHbBIN peXnUM  MHOronNOTOYHbIN peXnm —

1 agpo KonunyecTBo agep =
KOIM4YeCcTBY NOTOKOB

TBepOoTenbHbIN Hako-  3HayeHne TpebyemMoro ANCKoOBOro npocTpaHcTtea He meHee 400 Tb
nuTenb MOXeT ObITb paccymMTaHo no Gopmyne

OnepaTuBHasa NamMATb CyMMa 3HayeHUn onepaTuMBHOM NaMATU ANs Bcex [ Ae onepaTtuBHas
33,34 pe3epBHOro KONMpoBaHus namATb OAHOro pecypca
pasHa 16 + 4% oT pas-
Mepa LefieBoro pecypca

UHTepoeicHoe ycTpon- CeTeBon aganTtep —
CTBO

lpumep 4. @opmyna pacyéTa GUCKOBOIro NPoCcTpaHCcTBa

Vol
V = ———— X (Sizepgsy + 20) X (K + 1) + Sizepmeradata
Sizepock

roe:

e K =1 nNpun 0OgHOMNOTOYHOM PEXUME;

e K = worker_parallelism, ecnuM 3agaHbl  MHOFOMOTOYHbIA  PEXUM
(enable_multithreading) v cnabas geaynnukayms (enable_flexible_dedup);

o worker_parallelism — KO/M4YeCcTBO paboymx MOTOKOB, MCMOJb3yeMbIX AN
BbINO/IHEHMA PK;

o enable_multithreading — ¢nar, ykasbiBatOLWMA Ha UCMOSIb30BaHME MHOIO-
NMOTOYHOCTMN,

o enable_flexible_dedup — ¢nar, ykasbiBalOWMUA HA UCNONb30BaHNE TMBKOMN
aenynnukauyuu;

e Volresource — OBLWMA OOBEM AaHHbIX, nognexatmx PK;

o Sizepock — pasMep B1I0Ka [aHHbIX, UCMOMb3yeMOoro gNna obpaboTKM faHHbIX BO
BpeMs PK (ana nynos Tunos "File system", "Tape library", "Cloud" pasmep 6510oka
AanaeTca GUKCMpoBaHHbIM M paBeH 16384 b);

o Sizen,sn — pasMep xella, NCNOob3yeMOoro Ana uAeHTUOMKaLnum AaHHbIX;
e 20 — MakKcuManbHbI pasMep cepuannsoBaHHOW Nosmumn B panne;

e 71— BpeMeHHas 6asa onsa BbluMcneHns CUrHaTypbl UK OTMPaBKK Xelwen Ha cep-
BEP,

o Sizeperadata — 3T0 0.02 x 06beM pecypca

MporpamMMHblie Tpe6oBaHUA

lMporpaMMHble TpeboBaHUA K cpefe PYHKUUOHUPOBaHUA KMeHTCkon 4Yactu CPK
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RuBackup:

e 64-6MUTHaA onepauUnoHHan cucTemMa (ogHa ns):
o Windows Server 2012;
e Windows Server 2016;
o Windows Server 2019;
e Windows Server 2022.

o 6ubnuoteka OpenSSL Bepcusa 3.3.0, ycTaHOBNEHHaA B AMpeKToputo C:\OpenSSL-
Win64 ;

e nakeT Microsoft Visual C++ Bepcua 2015.

9.2.2. YcTaHOBKaA

NMoaroTtoBKa K yCTaHOBKeE

CeTeBble HACTPONKHU

Ha y3ne pa3BépTbiBaHMA KJIMEHTA pe3epBHOro KOMMPOBaHWA, eC/in Y Bac He 3afeNCTBO-
BaH DNS-cepBep:

1. OTKponTe cucTeMHbIN ¢pann C:\Windows\system32\drivers\etc\hosts.

2. lpoBepbTe Hanuune CTPOKU C OaHHbIMW BCEX Y3/10B cepBepHON 4YacTu RuBackup

(oCcHOBHOW cepBep, pe3epBHbI U Meguacepsep Npu Hannuum).

HacTpoiika cnyxe6Hoii CYB]] PostgreSQL

[na paspelleHns NCcrnosb3oBaHUA CMMBOA \ BbINOJSIHUTE criefyoumne 4encTBUS:

1. OTpenakTupymnTe KOHOUrypaunoHHbin ¢ann postgresql.conf Ha y3ne cnyxebHom
6a3bl fAaHHbIX PostgreSQL.

2. Ansa napameTp standard_conforming_strings yCTaHOBUTE 3Ha4YeHMNE on.

3. CoxpaHuTe N3MEHEHMUS.

YcTaHoBKa nakeTa Microsoft Visual C++

YcTaHoBuTe nakeT Microsoft Visual C++ U
1. CkavanTe nakeTbl Microsoft Visual C++ 32- n 64-paspsagHble Bepcum 2015 ¢ opumum-
anbHoro canTta Microsoft.

2. 3anycTtuTte nooyepénHo 3arpy>eHHble dannbl vc_redist.x86.exe n
vc_redist.x64.exe.

3. CnepynTte MHCTPYKLMAM YCTaHOBLLMKA.
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YcTtaHoBKa naketa OpenSSL

YcTaHoBuTe 6ubnmotekn OpenSSL ' Bepcus 3.3.0:

1.

Ckavante guctpubyTtms OpenSSL sBepcumn 3.3.0 gna 64-paspsagHon OC Windows Ha
oduumanbHOM canTe paspaboTumka.

3anyctute ncnonHaembl ¢anmn Win640penSSl-<version>.exe U yKaXxuTe OUPEKTO-
puto C:\0penSSL-Win64, B KOTOPYHO ByAeT YCTaHOBIIEHO MPUIoXeHue.

MponuwnTe NyTb K NPUNOXEHUIO B NepeMeHHbIX cpegbl Windows:
o OTKpomnTe okHO MaHenb ynpaBneHua — Cucrtema m 6esonacHocTb — Cuctema;
o BblbepuTe U3sMeHnTb NnapamMeTpbl — BK1agka [JJONONMHUTENBHO;
o HaXXMuTe KHornky NepemMeHHble cpepfbl;
o OTKpoMnTe pasgen CucTeMHble NnepeMeHHble B TEKYLLLEM OKHE;
o OTKPOWTE NepeMeHHyY PATH;
o CcO3JaNTe gBa 3HaYeHUs:

» MOJIHBbIA NYTb K Nanke, B KOTOPYK YCTaAHOBUAW Mpuio)xeHue C:\OpenSSL-
Win64 ;

= nognanky C:\OpenSSL-Win64\bin;

(o]

HaxxmMunTe OK gna coxpaHeHna U3MEHEHUN.

YcTaHOBKa nakeToB

1.

[MpepBapuTenbHO  CKayanWTe  MakeT  KAMEeHTa pe3epBHOro  KOMMPOBaHUA
RuBackup_client_installer<version>.exe, rge <version> — aKTyasbHas BepcUsA
nakeTa (c™m. [AnctpubyTnesl).

3anycTuTe 3arpy>XeHHbln ¢panmn RuBackup_client_installer<version>.exe C npa-
BaMU agMUHUCTpaTopa.

BbibepuTe A3bik MHTepdenca yCTaHOBLMKA, NPUMNTE NNLEH3NOHHOE COrnalleHne u
HauYHUTE YCTaHOBKY.

Ona OC Windows Server Bepcun 2012 n Bepcumn 2016: nepesarpysnte OC gna npu-
MeHEeHWA HaCcTpoeK.

9.2.3. HacTpo#ika

HacTpoiika knueHta PK

HacTpoinky komnoHeHToB CPK RuBackup crnepyeT npousBeCcTW Ha KaXX[4oM y3/e B
CTPOro NpuBefEHHOM NnopsaaKe (B 3aBUCUMOCTM OT apXUTEKTYPbI) :

1. HacTpoWiKa OCHOBHOIO cepBepa;

2. HaCTpOWKa pes3epBHOro cepBepa;
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3. HacTpoWka MegunacepBepa (BbIMONHAETCA O/19 KaXXA0ro Megmnacepsepa);

4. HaCcTpoOMKa K/IMeHTa CUCTEeMbl Pe3epBHOr0 KOMUPOBaHMSA (BbIMONHAETCA ANA KaX-
aoro knmeHta CPK).

HeobxoamMmo npepBapuTesibHO HACTPOUTbL CETEBOE B3aMMOLEWNCTBME Y3M0B
komMnoHeHToB CPK RuBackup, ncnonbsys FQDN, hostname nnn ip-agpec (ganee
Nno TEeKCTY — afpec).

HacTpoiika knueHTa PK B TepMuHane (MHTepaKTUBHbI peXXum)

BbinonHuTe HacTpownky komnoHeHTa CPK RuBackup:

e 3anycTUTe Ha KaX[AOM Yy3/le, Ha KOTOPOM Pa3BEPHYT KIMEHT PK, MHTepaKTUBHYIO
YTUANTY rb_init:

start C:\RuBackup-win-client\bin\rb_init.exe
1. You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])
MpuMnTe NUUEeH3noHHoe cornaweHne (EULA), HaxaB knasuwly <y>.

KnueHT-cepBepHbIi peXXxum paboTbl knueHta PK

1. Choose client mode: client-server or autonomous (c/a)?

BbiGepuTe cueHapuili HaCTPOMKN KNIMEHTa: KITMEHT-CepBEP <C>.

HacTpoiika coeiuHEeH!s1 C OCHOBHbIM CEpPBEpPOM
2. Hostname of primary server:

YKaxuTe afipec 0CHOBHOro (primary) cepsepa.

HacTpoiika coeiuHeHUs C pe3epBHbIM CEpPBepoOM
3. Will you use secondary server (y/n)?

Ecnu B KOHOUrypauum nogpasymMeBaeTcs pe3epBHbIi (secondary) cepsep, To Bblbe-
pUTE 3Ty BO3MOXHOCTb, HaXaB K/1aBuULLy <y>.

a. Hostname of secondary server:

YKaxuTe agpec pesepBHOro (secondary) cepeepa.

HacTpoiika KnueHTa pe3epBHOro KONnMpoBaHUA:
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4.

Choose client net interface ID for use:
Selected interface:

BbibepuTte ceTeBom MHTEPdENC, NOCpPenCTBOM KOTOPOro KnneHTy RuBackup paspe-
LLIEHO B3anuMO4enCcTBOBaTb C CUCTEMOM Pe3epPBHOIro KOMMPOBaHUA.

Do you allow centralized recovery (y/n)?
YKaXuTe, HY>XHO N1 BKIKOUYNTb LLEHTPASIM30BaHHOE BOCCTAHOBIEHME OaHHbIX?

B cnydyae Bbibopa <y>, LeHTpann3oBaHHOe BOCCTAHOBMIEHME [aHHbIX U3 pe3epBHOM
Konum OyaeT [AOCTYNMHO C MOMOLWbK  YTuUnuTbl «MeHepXxep agMUHUCTpaTopa
RuBackup» (RBM), ¢ nomMoLbto KOHCONbHOM yTUAUTbI rbfd wnuM ytunntbl «MeHe-
axepa knneHta RuBackup» (RBC).

B cny4dae Bbibopa <n>, LleHTpannM3oBaHHOE BOCCTAHOBMIEHNE [aHHbIX U3 pPe3epBHOM
KOMMn C noMolbio yTunntbl «MeHepkep agMuHucTpaTtopa RuBackup» 6yget
OTKJ/IOYEHO, BOCCTAHOB/IEHNE N3 PEe3epPBHOM KOMUM OyaeT BO3MOXHO C MOMOLLbO
KOHCOJIbHOM YTUNNTbI rbfd nnm ytunutel «MeHemxepa knmeHTa RuBackup».

Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

YkaxuTte, 6ygeT N1 ncnonb3oBaTbCA HenpepbiBHAA yaaneHHas pennkauma Ha Kn-
eHTe PK.

Enter local backup directory path [/tmp]

YKaXute OUPEKTOPUO 19 BPEMEHHbIX onepaunn ¢ ¢annamm pesepBHbIX KOMUA U
NOATBEPAMTE CO3[aHMe KaTanora gfs BpeMeHHbIX ¢annoB, HaXKaB KnaBuwy <y>.

a. Would you like to create / (y/n)?

MoaTBepaonTe co3gaHue KaTtanora ona BpeMeHHblXx ¢annos, B C/lyyae, eCnm yka-
3aHHOro KaTtasora e He cywecTtByerT.

Create RuBackup master key..

ABTOMaTM4YeCKOe cO3[aHuve MacTep-K/4a, KOTOopblM Heobxogum npu cosgaHum
napbl KNOYen ona aneKTPoOHHO-LNGPOBOMN NOAMNCK pe3epPBHbIX KOMUA 1N 3aWLUTHOrO
npeobpasoBaHNA pe3epBHbIX KOMUNA.

Will you use digital signature (y/n)?
Create new secret key

Create new public key
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1.

12.

9.2. Windows

YKaxuTe, XOoTUTe N1 Bbl CO34aTb K/HOUYN 3N1EKTPOHHO-LMOpOBOM noanmucu. Peseps-
Has KOMUs MOXeT 6bITb NMoAnMcaHa LMepoBOI NOAMMCHIO A1 MOCNEAYHOLEro KOH-
TPONA N NpeaynpexaeHns yrposbl e€ NogMeHbl.

Do you want to enable system monitoring of this client (y/n)?
yKa)KVITe, XOTWUTE NN Bbl BKTKOUYUTb CUCTEMHbIN MOHUTOPWUHI ANnd AaHHOIo KJIMeHTa.

dann MOHUTOPUHIra NPOU3BOAUTENBHOCTU CUCTEMHbLIX KOMMNOHEHTOB BygeT pasme-
LWEH B Nanke /opt/rubackup/monitoring/.

Do you want to set a soft memory threshold? (y/n)?

YKaxute, XoTuTe N1 Bbl YCTaHOBUTDb BerHI/II‘/'I npegen OI'IGp6TI/IBHOI7I MaMAaTn, KOTO-
paa MOXeT MUCMNOJIb30BaTbCA MNMPU pe3epBHOM KOMUPOBaHUN Ha KINEHTE (TOYHOCTb
BerHeIZ rpaHnybl obbemMa namMaTn He FapaHTI/IpyeTCFI).

a. Enter the allowed amount of memory for backup in GB (integer value):

B cnyuyae Bbibopa <y> yKaxuTe MakCUManbHO AONYCTUMbIN OOBEM OnepaTUBHOM
namMsaATK, KOTOPbIN MOXET OblTb UCMNOMAb30BaH NPU PEe3epPBHOM KOMUPOBAHUM Ha
kKnueHTe B b (Lenoe 4yncno).

Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

BbibepuTte kakne nybnmyHble MMeHa ByayT ncnonb3oBaHbl DNS-cepBepoMm.

ABTOHOMHbDIN peXXuM pa6oTbl KnueHTa PK

ABTOHOMHbBIN peXXnm paboTbl KIIMEHTA pPe3epBHOro KOMMpPoBaHMA B cpefe QYHKLMOHN-
poBaHusa OC Windows Server He noggep>XuBaeTcs.

HacTpoiika y3na

Jlo6aBneHue UCKIIIOYEHUS B aHTUBUPYC

1.

2.

Mpn wncnonb3oBaHun aHTuBMpyca Windows Defender Heobxogumo cpenctBamum
PowerShell vcknounTb nanky C:\RuBackup-win-client M3 aBTOMaTUYECKOW NpPO-
BEPKM:

Add-MpPreference -ExclusionPath 'C:\RuBackup-win-client'’

[ns npoBepkn nckntodeHnn Windows Defender BbiBeAnUTe MOSHbLIA CMNCOK UCKIIHO-
YeHUNn:

Get-MpPreference | fl excl=*
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[Jlo6aneHue B aBTO3anyckK
[obasBbTe cepBuc knmeHTa PK B aBTO3anyck npwu 3arpyske OC:
1. OTkponTe incneTtyep cepeepoB — Cpepctea — CnyXo6bl.

2. BoibepnTe RuBackup Service — CBoicTBa — BK/1aaka O6wue.

3. [na napameTpa Tun 3anycka yCTaHOBUTE 3HaYeHne ABToMaTuyeckm (PricyHok 15).

Ceoicrea: RuBackup Service (JlokaneHbiit komnetoTep) X

Obwwe Bxonscuctemy Boccravosnenme 3asucHMocT
Wma cnyxbe: RuBackup Service

Orofpaxaemoe  RuBackup Service
MR
This is background process of RuBackup

application. Performs all backup /restore operations
at the background

Onmcarue:

WenonHrembiit gain:

"C:\RuBackup-win-client \bin'vb_service exe”

Tin sanycka: AsTOMaTHYECKM v
CocToaHue: BeinonureTch
JanycTiTe OcTaHoBuUTs [pHocTaHoOBUTE [poponxuTs

Bei MoxeTe ykasaTte NapameTpel 3aMycKa, NPUMeHAEMBIE MNP 3anycke
cnyx6bl W3 3TOr0 AMaNoroBoro OKHA.

0K Omiena MNpumerHnTs

PucyHok 15. OkHo «CsorcTtea RuBackup Service»

4. Haxxmnte OK ona coxpaHeHnsa n3MeHeHUn.

9.2.4. 3anyck

MponsBeanTe akTmBauuto KnmeHTckonm 4Yactm CPK RuBackup, BbIMOMHMB Ha KaX[oM
y3/e C pasBépPHYTbIM KTMEHTOM pe3epBHOIro KOMMPOBaHMA 3aryCcK cepBuca KmeHTa.
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[na ycnelHoro 3anycka knueHTa PK B KIMEHT-CepBEPHOM pexnme npensa-
PUTENbHO HEOBGXOAMMO 3anyCTUTb CepBepHYyto YacTb CPK.

3anyc|( cepBUCa KJiIMeHTa

3anycTuTe CepBUC KJIMEHTA Pe3epBHOro KOMNMPOBaAHUA:

1. OTkponTe AncneTtuep cepeepoB — Cpepctea — CnyXo6bl.

2. BoibepuTe RuBackup Service 1 3anycTtuTe ero.

[11 Ons nyna Tvna "Block device" pasmepa 6noka MoxeT 6bITb 3a4aH NpW CO3[aHMKM Nyna. 3HaYeHneM No YMONYaHUO ABNAETCA
131072 b. na nonyyeHusa 6onee nogpobHon nHdopmaumm no HacTporke nynos obpatuTech K cekuum "Mynbl" pasgena "XpaHu-
niwa" PykoBoAcTBa CUCTEMHOro agMmuHucTpaTtopa RuBackup. Ona nynos Tunos "File system", "Tape library", "Cloud" pa3smep
6noka ABnAeTcA GUKCMPOBaHHLIM U paBeH 16384 b. [1ns Bcex TMMNOB NyNoOB ANMHA KMOYa Xelw-QYHKUUM 3aBUCUT OT BbIOpPaHHOW
xew-GyHKLUN B HAacTponkax nyna. Hanpumep, ana xew-pyHkumm SHA1 anvHa knoya coctasnset 20 b

[2] ** PesepBHOE KoMMpoBaHMe: 06bEM CBOHGOAHOINO AMCKOBOrO MPOCTPaAHCTBA, COCTaBAAOWMNIA He MeHee 3% OT COBOKYMHOro
06BbEMa faHHbIX, pe3epBHOE KOMMPOBaHME KOTOPbIX OCYLLECTBNAETCA egUHOBPEMEHHO. BoccTaHOBNEHME AaHHbIX: 06beM cBO6OA-
HOrO AMCKOBOrO MPOCTPAHCTBa AOJIKEH ObiTb HE MEHEe COBOKYMHOro O06bemMa eAMHOBPEMEHHO BOCCTaHaBMBAEMbIX AaHHbIX C
NCMOoNb30BaHMEM [AHHOMO KMeHTa. MHOronoTo4yHoe pesepBHOE KonupoBaHue: 06béM CBOBGOAHOINO AUCKOBOrO MPOCTPAHCTBA
3aBUCUT OT BblOpaHHbIX MapamMeTPOB: KOIMYecTBa NOTOKOB, pasMepa 6noka 1 AnvHbl xewa. Yem 6onblie MCNob3yeTCcs MOTOKOB,
TeM 6onblue Tpebyembii 06bEM. Hem MeHbLue BblIbpaHHbIA pasmep 61oka, TeM 6onble TpebyeTca AOCTYNHOro NPOCTPaHCTBa Ha
ancke. Yem 6onblue AnnHa xewa, TeM 6onblue TpebyeTca namMaTn. PacuyéTt Tpebyemoro obbéma: MpnbnmanTensHbln pacyéT Tpeby-
eMoro o6bEmMa [OCTYMHOro NPOCTPaHCTBa B MHOMOMOTOYHOM PeXUMe MOXHO OLeHUTb Kak (worker_parallelism *)% oT pecypca.
9TO O3HavaeT, YTo AN Kax[oro paboyero NoToka, KOTOpbIA ByaeT MCMOMb30BaTbCA MPU MHOrOMOTOYHOM 06paboTKe AaHHbIX,
noTpebyeTtcsa onpefenéHHbl 06bEM JOCTYNHOro NPOCTPaHCTBa Ha AUCKeE.

[3] BbinonHMTe yCcTaHOBKY akTyanbHOW Bepcun penosmtopusa EPEL, ans npuMmepa npueefeHa ycTaHoBka penoauntopus EPEL 8
[4] obsizaTenbHOe ANns 3anonHeHus none (ecnm oHo akTUBHO)
[5] MoppobHoe onncaHve NprBefeHo B oduLManbHON AOKYMEHTaLMM Ha NporpaMmHbIn npoaykT Microsoft Visual C++

[6] MoppobHoe onucaHune NpuBeAeHO B 0dMLManbHON LOKYMEHTALUM Ha NPOrpaMMHbIi npoaykT OpenSSL
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naBa 10. Pe3ynbTaTbl YyCTaHOBKM

10.1. KaTanor yctaHOBKM

Mpy ycTaHoBKe UHCTaNNALNOHHBIA rpm/deb-nakeT 6yaeT aBTOMaTUYECKN pacrnakoBaH

B ANPEKTOPUIO:

e Ona Linux-cuctem: /opt/rubackup.

e ana Windows-cuctem: C:\RuBackup-win-client\

CTpyKTypa ycTaHOBNeHHbIX NakeToB CPK RuBackup npuBegeHa B Tabnve.

Tabnvya 13. CTpyKTypa ycTaHoB/eHHbIX nakeTtoB CPK RuBackup

CTpPYKTYpHbIii 9NeMeHT

/opt/rubackup

MakeT rubackup-common

/opt/rubackup/keys/client/

/opt/rubackup/keys/server/

/opt/rubackup/keys/rootCA/

/opt/rubackup/etc/

/opt/rubackup/etc/1ld.so.conf.d/rubackup.conf

/opt/rubackup/copyrights/

/opt/rubackup/rc/icons/
MaxkeT rubackup-client
/opt/rubackup/etc/systemd/system/

/opt/rubackup/etc/rubackup.lsf

/opt/rubackup/etc/systemd/system/rubackup_cl
ient.service
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Ha3HauyeHue anemeHTa

[OupekTopus, B KOTOPOWN pacnakoBaH yCTaHOBOY-
HbIA KOMMEKT KOMMNOHeHTa RuBackup, a Takxe
ncnonbayemble AOMOAHUTENbHbIE MHCTPYMEHTDI

[Manka cogep>XuUT cepTUPUKaT N 3aKPbITbIN KoY
KJIMEHTa ANA BHYTPEHHEro B3auMOLENCTBUA KOM-
noHeHToB CPK no npoTtokony SSL

MNanka cofep>XuT cepTudnKaT 1 3aKpPbITbIN KIOY
cepBepa A1 BHYTPEHHEr 0 B3aMMOAENCTBUA KOM-
noHeHTtoB CPK no npoTtokony SSL

MNManka cofep>XXUT camMononuCaHHbIn cepTupukaTt
M 3aKpPbITbIM KIHOY LleHTpa cepTudmkauum gns
BHYTPEHHEro B3aMMogencTemnsa KoMnoHeHToB CPK
no npoTokony SSL

Manka coaep>XnT KOHPUrypaumoHHble ¢pamnnbl CPK
RuBackup

BcnomoraTtenbHbI KOHGUrypauMoHHbIA Gainn,
yKkasbliBarowunim OC nyTb K 4ONONMHUTENbHLIM 616-
nmotekam, ncnonbdyembix CPK RuBackup

Manka cogep>XuT ¢annbl NINLEH3NUOHHbIX cornalle-
HUI

Manka coaep>XnT NKOHKN MHTepdenca

Manka cogepxut cepeucol CPK RuBakup

dann nokanbHOro pacnucaHus KnnmeHTa cuctemsl
pe3epBHOro KoONMpoBaHUs

Cepsuc knneHtckon Yactu CPK RuBakup




CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/scripts/

/opt/rubackup/scripts/test-script.sh

/opt/rubackup/log/
/opt/rubackup/man/

/opt/rubackup/modules/

/opt/rubackup/modules/rb_module_lvm

/opt/rubackup/modules/rb_module_filesystem

/opt/rubackup/bin/

/opt/rubackup/bin/rb_schedule

/opt/rubackup/bin/rb_replicas

/opt/rubackup/bin/rb_health_check

/opt/rubackup/bin/rubackup_client

/opt/rubackup/bin/rb_init

10.1. KaTanor ycTtaHoBKM

Ha3HauyeHue anemeHTa

Manka cogep>XuT ckpunTbl ynpasneHna CPK
RuBackup

anMep CKpunTa gna BblMOJIHEHNA NPU pe3epB-
HOM KOoMnpoBaHn

Manka CoAep>XUT XypHanbl COBbITUIA 1 3afa4

Manka coaep>X1T UHCTPYKLMU MO UCMOSIb30BaHNIO
yTUINT

Manka coaep>XUT UCNONHUTENbHbIE MOAYNK, Nofa-
Aep>KMBaroline pe3epBHOE KOMMpoBaHue 1 BoC-
CTaHOBNEHWE LLleNneBoro pecypca (nogaepxmueae-
Moro knmeHTom CPK)

McnonHaemMblin Moaynb 018 pe3epBHOro KONMpo-
BaHWS M BOCCTAHOBNEHUSA Norndyecknx tomos LVM

McnonHaeMblin MOAYNb PE3EPBHOr0 KOMMPOBAHUA
$annoBon cMCTeEMbI

Manka COAEPXUT KOHCOJIbHbIE YTUNTUTbI, nogaep-
>)XMBaeMble Ha KJNIMeHTe 14 ynpaBneHna pe3eps-
HbIM KONMMpoBaHNeEM U BOCCTaHOBJIEHNEM [aHHbIX

Ytunuta knneHTta RuBackup gna npocmoTpa npa-
BWUN rnobanbHOro pacnmcaHus KfineHTa B CUCTemMe
pe3epBHOro KonMpoBaHUsA

Ytunuta knueHTa RuBackup gns ynpasneHus npa-
BUNaMu pennmkaLnm Ha KnmeHTe. Bol MoXxeTe
NPOCMOTPETb CMNCOK BCEX NPaBW pennmkauuu, a
Tak>XXe 3anycTuUTb BbibpaHHOe NpaBunno

YTtunuta knneHTa RuBackup gna npoBepkn KoH-
durypaumnm KrmeHTa n ero oKpy>XeHus. BoinonHa-
eTCA NpoBepKa NepeMeHHbIX OKPY>XXeHUs, Bepcum
MeLnacepBepa. [poBepseTca NoAgKIKOYEHME KnN-
eHTa K 6ase flaHHbIX, cepBepy, Meguacepsepy n
TOJICTOMY KITUEHTY

KnuneHT pesepBHOro konnposaHua RuBackup
npegcTaBnseT coboin poHOBOE NpUoxeHue (cep-
BUC, EMOH), 3anyLLEHHOE Ha XOCTe KIIMeHTa u
B3aMMoencTBylollee ¢ cepsepomM RuBackup

YTunuta agMuHucTpaTtopa RuBackup ans nepso-
Ha4vanbHOW HAaCTPOWNKMK KNIMEHTa cpasy nocne
pa3BEépTblBaHMA NakeTa UCMNONHAEMbIX Gainnos.
HenHTepakTUBHbIN peXxum Heobxoanm ans cue-
HapueB MacCOBOro pa3BepTbiBaHUA
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PasBépTbiBaHme

CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_archives

/opt/rubackup/bin/rbfd

/opt/rubackup/bin/rb_tasks

/opt/rubackup/bin/rb_client_defined_storages

/opt/rubackup/rc/

/opt/rubackup/mnt/

MakeT rubackup-server
/opt/rubackup/etc/systemd/system/

/opt/rubackup/etc/systemd/system/rubackup_se
rver.service

/opt/rubackup/man/
/opt/rubackup/log/
/opt/rubackup/log/RuBackup.log

/opt/rubackup/log/task.log

/opt/rubackup/log/module_.log
/opt/rubackup/log/rbfd

/opt/rubackup/lib/

/opt/rubackup/bin/

/opt/rubackup/bin/rb_modules
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YTunuta knueHta RuBackup npefHasHaveHa ans
NpPoCMOTpa CNUCKa pes3epBHbIX KOMUA KNMEeHTa B
CUCTEME Pe3epBHOro KONMpPoBaHWsA, CO3aaHuA
CPOYHbIX pe3epBHbIX KOMWUI, UX yaaneHus, npo-
BEPKM 1N BOCCTaHOBMEHUA. PaboTaeT TOMbKO B TOM
clyyae, ecnn Ha KnmeHTe paboTaeT cnyxba (cep-
BUC, AeMOH) KneHTa rubackup_client

Y1tunuta agMnHucTpaTopa RuBackup gnsa cospa-
HUA N BOCCTaAHOBJIEHUSA MOJIHbIX U UHKPEMEeHTalb-
HbIX Pe3epBHbIX KOMU pecypcoB B NobbIX ¢panno-
BbIX cucTeMax. PecypcomMm MoXeT 6biTb dpann,
Katanor unu 65104Hoe yCTPONCTBO

Ytunuta knueHta RuBackup gna npocmMoTpa
Ccnucka 3afad K/iMeHTa B CUCTEME Pe3epBHOro
KonunposaHuna RuBackup

YTunuta agMmuHucTpaTtopa RuBackup gna ynpas-
NEHUA KITMEHTCKUMN XpaHuUnuwamu. Bel MoxeTe
npocMaTtpusaTtb, 406aBNATb N YAANATb KIINEHT-
CKue XpaHunnuwa B KoHourypaumm

Manka coaep>XnT KOHOUrypaLMOHHbIE CKPUNTHI
nporpammbil

MpenocTaBnseTcsa Kak BpeMeHHas TO4Ka MOHTU-
poBaHUA ANnsa ¢annoBbiX CUCTEM

MNanka ogepxut cepsucobl CPK RuBackup

Cepsuc CepaepHont YyacTn CPK RuBackup

Manka cogep>XuT ¢annbl oNnUCaHnm yTUInNT
Manka cogep>XuT dansbl XXypHana cobbITui

CUCTEMHbIN XXYpPHan cobbITUI, TakXXe COAEPXNT
nHPopmMaL Mo O NINLLEH3NN

XXypHanbl cobbITHin, cogepxalme cobblTUS 3agay
CPK

XypHarsbl COBbITUIN UCNOSTHAEMbIX MOAYNEN

MHpopmMauma o npoLecce BbINOJHEHUSA CO3L4aHUA
PK ons kaxgon 3agaym, kotopas ucnonbsyet rbfd

Manka coaepXunt 6ubnnoTekun, HeobxoanMble ans
paboTtbl CPK RuBackup

[Manka cogep>XuT ncnonHsaemole ¢pannbl 4ns
3anycka yTunumT

YTunuta agMunHucTpaTtopa RuBackup gna ynpas-
neHus Mogynamu




CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_tape_libraries

/opt/rubackup/bin/rb_media_servers

/opt/rubackup/bin/rb_user_groups

/opt/rubackup/bin/rubackup_server

/opt/rubackup/bin/rb_local_filesystems

/opt/rubackup/bin/rb_security

/opt/rubackup/bin/rb_clients

/opt/rubackup/bin/rb_update

/opt/rubackup/bin/rb_block_devices

10.1. KaTanor ycTtaHoBKM

Ha3HauyeHue anemeHTa

YTunuta agMuHucTpaTopa RuBackup gna ynpas-
NEeHNA NEeHTOYHbIMU BMBNoTEKaMun B CUCTEME
pesepBHOro KkonnposaHus RuBackup. Bel MOXxeTe
npocMaTtpueaTb MHGOPMAaLMIO O NIEHTOYHbIX 616~
NMoTekKax B cepBepHon rpynnuposke RuBackup,
CUHXPOHN3NPOBATb JIEHTOYHYIO BMBNoTEKY C
nHbopmMaLmen o Hen B 6ase JaHHbIX,MMNOPTUPO-
BaTb, SKCNOPTUPOBATb U NepemeLlaTb KapTpuaxm
B JIEHTOYHON 6MBNNOTEKE, a TakXe NPoM3BOANTb
LTFS popmaTnpoBaHume KapTpuaXemn, Haxoas-
LLMXCA B C/IOTaxX NEHTOYHOW BUBNMOTEKN.

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHus megunacepsepamn RuBackup. Bel MoXeTe
npocMaTpusBaTtb CNUCOK Meamnacepsepos, fobas-
NATb WX, yAanATb UKW UBMEHSATb UX ONUCaHUA.
MefnacepBep npefgHasHayeH Ana B3aMMopaen-
CTBUA C KIIMEHTaMM MPU CO3[aHMUU, BOCCTaHOBe-
HUM 1 Nepefaye pes3epBHbIX KOMUi

YTtunuta agMunHucTpaTtopa RuBackup gna ynpas-
NleHus rpynnamu rnonb3soBaTtesnien. Bol MoXeTe
npocMaTpuBaTh Fpynnbl Nonb3oBaTenen, nobas-
NATb N YOANATb UX, @ TaKXXe U3MEHATb X Ha3Ba-
HME N onncaHue

CepBep pesepBHOro KonuposaHusa RuBackup
npepcrasnaet cobon cucTtemMHoe GpOHOBOE NPUIo-
XeHue (cnyxba, 4eMOH), BHYTPU KOTOPOro ogHo-
BPEMEHHO BbINOJSIHATCA MHOXECTBO NOTOKOB,
OTBEYarLmMX 3a pasHble PYHKLUN CUCTEMBI
pes3epBHOro KONMpPOBaHUA

Y1tunuta agMunHucTpaTtopa RuBackup gna ynpas-
NIeHUs XpaHuvLamMmn pesepBHbIX KOMUM Tuna
dannoBas cMcTeMa. XpaHunuiia Takoro Tmna
AOMKHbI BbITb aCcCOLMMPOBaHbI C MYJSIOM TOroO Xe
Tuna

YTunuta RuBackup ansa paboTbl C XypHanom
CcobbITN MHPOPMaLMOHHOM 6E30NacHOCTU

YTunuta agMunHucTpaTtopa RuBackup gna ynpas-
neHunsa knveHTammn RuBackup. Bel MOXxeTe npo-
cMaTpuBaTb CMNCOK KNMEHTOB, a Takxe fobas-
NATb, yAANATb WX USMEHATb UX.

Y1tunuta agMunHucTpaTtopa RuBackup gna ynpas-
neHnsa obHoBeHMsAMM 6as gaHHbIX. Co3gaeT sql
MHCTPYKLKWK, No3BONAAOWME CAeNaTb 0OHOBNEHNE
0a3bl AaHHbIX

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHnsa 6N10YHBbIMU YCTPONCTBaMU
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PasBépTbiBaHme

CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_global_config

/opt/rubackup/bin/rb_global_schedule

/opt/rubackup/bin/rb_repository

/opt/rubackup/bin/rb_users

/opt/rubackup/bin/rb_tape_cartridges

/opt/rubackup/bin/rb_inventory
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YTunuta agMuHucTpaTopa RuBackup gna ynpas-
neHnsa NnapamMeTpamm rinobanbHoOM KOHUrypawmm
cepBepHon rpynnuposku RuBackup. MapameTpbl
rnob6anbHOM KOHGUrypaumumnm 4encTBuTeNbHbl ANa
BCEX CEPBEPOB, BXOAALLMX B KJlaCTep CepBepoB
RuBackup

YTunuta agMmuHucTpaTtopa RuBackup gna ynpas-
NeHus rnobanbHbIM pacnncaHmemM RuBackup. 'no-
6anbHoe pacnucaHve CoCTOUT N3 OTAENbHbIX Npa-
BWN, KOTOPbIE MOTYT BbIMOSIHATLCA MO ONpeAenéH-
HbIM YCMOBMAM A1 ONpefenéHHoro pecypca Ha
KJIMEHTE CUCTEeMbl Pe3epPBHOro KONMMPOBaHUA.
MO>XHO npocMaTpuBaTb CNNCOK NpaBun rnobanb-
HOro pacnucaHus, 9KCNopTUPOBaTb HACTPOMNKU
npaswna B Gann u UMNOpTUPOBaTb NPaBuIo N3
¢danna B rnobanbHOe pacnvcaHue, yaansatb npa-
BWNa 13 rnobanbHOro pacnmcaHns, ocTaHaBn-
BaTb QYHKLNOHMPOBaHWE Nnpasusia Um 3anyckaTb
ero B paboTy, a Takxxe HeMe[JIeHHO co3faBaTb
3afauyy Ha OCHOBe npasuna rnobanbHOro pacnu-
caHus

YTunuta agMuHmncTpaTopa RuBackup gns goctyna
K 3anucsm penosmtopus. MNossonseTt npocMaTpu-
BaTb CMUCOK Pe3epBHbIX KOMWUI, yaanaTb 1 nepe-
MeLlaTb pe3epBHble KONMUKU, MPOBEPATL UX
LEeNOCTHOCTb U BbIMOSHATb UX PennKauuo
(konupoBaHwue) B apyrue nynbl. 108 BbINONHEHUS
3TUX AENCTBUN yTUNNUTA CO3[aET COOTBETCTBYIO-
YO 3afavy B rnaBHOM oyepeau 3agay v 3akaH-
YMBaET CBOE BbINOSIHEHNE [0 TOFO MOMEHTA, KakK
3afava byaeT BbINOSHEHA

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHusa nonb3oBaTensaMu. Bl MOXeTe npocmaTtpu-
BaTb CMNCOK Mofib3oBaTesnien, ,obaBnATb, yoanaTb
N UBMEHSATb UX

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
NEHNA KapTpua>XamMu NeHTOYHbIX 6nbnnoTek. Bbl
MOXeTe NPoCMaTpuBaTb CNUCOK KapTpUOXKeR,
[06aBnATb, yAansaTh UM U3MEHATb nX. Kaxxapin
KapTpuaX NpuHagnexuT kakomy-nmbo nyny tuna
NeHTo4YHan 6ubnmoTeka

YTunuta agMuHucTpaTtopa RuBackup gna BHece-
HUA B 6asy fgaHHbIX RuBackup nHoopmaumnm o
pesepBHbIX KOMUAX, KOTOpble Bblfin CAeNaHbl BHE
TekyLen koHpurypaumm RuBackup, Hanpumep, B
Apyron cepsepHon rpynnuposke RuBackup




CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_interoperation

/opt/rubackup/bin/rb_clouds

/opt/rubackup/bin/rb_copy2pool

/opt/rubackup/bin/rb_notifications

/opt/rubackup/bin/rb_remote_replication

/opt/rubackup/bin/rb_pools

10.1. KaTanor ycTtaHoBKM

Ha3HauyeHue anemeHTa

YTunuta agMuHucTpaTopa RuBackup gna ynpas-
NeHnsa 3agadamMu umnopTa Unm aKcnopTa peseps-
HbIX KOMUI MeXay He3aBUCUMbIMU CUCTeEMaMU
pe3epBHOro KoONMpoBaHUA. Bbl MOXeTe ynpaBnaTb
CMUCKOM CUCTEM, OJ1 KOTOPbIX CYyLeCcTBYeT BO3-
MOXHOCTb MMMopTa unun akcrnopTa. JobasnATb,
npocmaTpueBaTb, pefakTUpoBaTb, yaansaTb, ocTa-
HaBnMBaTb N 3anycKaTb Npasuna saKcnopTa uimu
nmnopTa. TakXke Bbl CMOXeTe NPoBepsATb oYe-
pefb 3ajad 1 yoanaTb BbINOSHEHHbIE 3aa4n NUnu
3aBepLunBLUMECS C OWNOKON. Y Bac byaeT BO3-
MOXHOCTb CO3faTb 3afayvy Ha 3KCNopT pe3eps-
HOM KOMUX N3 penosnTopus

YTunuta agMuHucTpaTtopa RuBackup gns npo-
cMOTpa KoHburypauum, gobasneHuns unv ygane-
HMA 0b6nakoB S3 B cMCTEME PEe3epPBHOro KONmpo-
BaHUA

YTunuta agMmuHucTpaTtopa RuBackup gnsa ynpas-
neHusa pennukaunen. NpepgoctasnaeT BO3MOX-
HOCTb CO3faBaTb TOYHbIE KOMNUK (peninkin)
pes3epBHbIX KONWI ANA NpaBui pesepBHOro Konu-
poBaHWs U ANs cTpaTeruni pesepBHOro KoNMpoea-
HUSA

Ytunuta agMuHmncTpaTopa RuBackup gns ynpas-
NeHns odyepebio yBegomMneHun. B ouepegm yse-
OOMJIEHUI cofepXaTca BCe akTyallbHble YyBeAOM-
neHua rpynn nonb3oBaTenen RuBackup o npownc-
XO4AWMX B cUCTeMe cobbITUAX. YBeAOMNEHUs
MOFYT ObITb HACTPOEHbI B NpaBunax rnobanbHoro
pacnvcaHus n B cTpaTermax

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
NEeHNs HenpepbIBHOM yAaNEHHOM pennukauymen.
HenpepbiBHas yganéHHas pennukaumnsa COCTOUT 13
OTAeNbHbIX NpaBu, KOTOPble MOMYT BbIMOSIHATLCA
no onpenenéHHbIM YCNOBUAM O/15 onpenenéHHoro
pecypca. MoXHO npocMaTpuBaTb CMUCOK NpaBun
HenpepbIBHOM yAan&HHON pennukaunmn, aKcnopTu-
poBaTb HaCTPOKMKWU Npasuia B ¢ann n UMNoOpTUPO-
BaTb NpaBuno u3s danna, yganaTtb Npasuna, octa-
HaBnmMBaTb GYHKLMOHNPOBaHWE NMpaBuia uim
3anyckaTtb ero B paboTy

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHunsa nynamu. Bel MoXeTe npocMaTpuBaTb Cnn-
COK NynoB, A06aBnATb, yAansaTb U USMEHATb UX.
Kaxgbl nyn npuHagnexuT kakoMmy-nmbo megua-
cepsepy. [Mynbl NCNOAb3YOTCA ANA rpynnMposa-
HUA YCTPOWMCTB XPaHEeHUs pe3epBHbIX KOMUN
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PasBépTbiBaHme

CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_tl_task_queue

/opt/rubackup/bin/rb_block_device_check

/opt/rubackup/bin/rb_client_group

/opt/rubackup/bin/rb_bandwidth

/opt/rubackup/bin/rb_task_queue

/opt/rubackup/bin/rb_cloud_task_queue

/opt/rubackup/bin/rb_strategies

/opt/rubackup/bin/rb_log_viewer

/opt/rubackup/rc/init/

/opt/rubackup/mnt/

MaxeT rubackup-common-gui

/opt/rubackup/keys/rbm/

/opt/rubackup/gui/plugins/
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YTunuta agMuHucTpaTopa RuBackup gna ynpas-
neHna O4yepebto 3aa4 NEHTOYHbIX BMBNANOTEK

YTunuta agMuHucTpaTtopa RuBackup gns npo-
BEPKM LLeSIOCTHOCTU pe3epBHbIX KOMU Ha 6noy-
HOM YCTPONCTBE

YTunuta agMunHucTpaTtopa RuBackup gna ynpas-
NleHus rpynnamMmn KnMeHToB. Bbl MoXeTe npocmart-
puBaTb rpynmbl KINEHTOB, A00aBNATb UX, YOANATb
WIN N3MEHATb UX HasBaHWe un onucaHue. pynnun-
POBKa KIIMEHTOB MOXET NoTpeboBaTbCA B C/y4yae
HEeoBbXO0ANMMOCTM BbINOSIHEHWNA FPYNMNOBbIX onepa-
LU pe3epBHOro KOMNMpPoOBaHUSA B CTpaTernsax

Ytunuta agMuHmncTpaTtopa RuBackup gns ynpas-
NEHNA OrpaHNYEHNsMM NMPOMNYCKHOM CNOCOBHOCTM
Nnpw BbINOIHEHMN onepaunin pe3epBHOro Konnpo-
BaHWA 419 KJIMEHTOB MK NpaBw rnobanbHOro
pacnmncaHus. Bol MOXeTe YCTaHOBUTbL O4HO UK
HECKOJIbKO OrpaHM4YeHnn NpomnycKHOM CnocobHo-
CTW Ansa onpefenérHHoro knmenta CPK unn gnsa
Kakoro-nmbo npaswuna rnobanbHOro pacnmucaHusa

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
JleHus rnaBHOM ovepebto 3agay. B ouepegu
3afilay cofep>aTcs BCe aKTyasibHble 3afa4M Ha
co3faHue, BOCCTaHOBNEHNE, yaaneHue, nepemMe-
LLleHVe 1 MPOoBePKY pe3epBHbIX KOMUi

YTunuta agMmnHucTpaTtopa RuBackup gna npo-
CMOTpa 3afay, KoTopble CBA3aHbl C 06naYHbIMK
onepauusamu. MNMpu xpaHeHUU pesepBHbIX KOMWU B
obnake S3 BaM MoXeT NoTpeboBaTbCs 3arpysnTb
pes3epBHYH KOMMIO B 06/1aKO WK BbIrPY3nTb
Kakon-nnbo ns ¢pannos pesepBHON KOMUU U3
obnaka

YTunuta agMuHmncTpaTtopa RuBackup gns ynpas-
NeHns cTpaTernsamm

YTunuta agMuHucTpaTopa RuBackup gns npo-
CMOTpa 1 yrnpasieHUs XXypHanamu coobLieHnn

CofepXXUT KOHOUrypaLoHHbIe CKPUNTbI Mpo-
rpaMmbi

MpenocTaBnseTcs Kak BpeMeHHas TOYKa MOHTU-
poBaHuA Ansa ¢annoBbiX CUCTEM

MNanka cogep>XuT cepTudnKaT 1 3aKPbITbIN KMOY
npunoxexHnsa RBM onsa BHyTpeHHero B3aunMopemn-
cTBMA KoMnoHeHToB CPK no npotokony SSL

Manka COAEPXUT niarnHbl




10.2. CeTeBble cepBUCHI

CTPYKTYPHbIii aN1eMeHT Ha3HauyeHue anemMmeHTa

/opt/rubackup/gui/lib/ Manka cogep>XunTt 6ubnnoTekun, UCNonb3yemble
rpagpmnyecknm npunoxeHnem RBM

/opt/rubackup/gui/qml/ Manka cogepxnt QML-61MbnnoTekun, ncnonbsye-
Mble rpadnyecknm rnpunoxeHmem RBM

/opt/rubackup/gui/rc/ Manka coaep>XXuT HacTPOMKK rpadmnyeckoro oTob-
paXeHus, B T.4. TEMbI, NepeBOabl MPUIOXEHNUA
RBM

/opt/rubackup/gui/rc/themes/ dannbl TeM NpunoxeHna RBM

10.2. CeTeBble cepBUCDI

B pesynbTate HacTponku komrnoHeHToB CPK RuBackup 6yaoyT pobaBneHbl Heobxoau-
Mble CeTeBble cepBUCbI B ¢pann /etc/services:

e rubackup-cmd — cepBuC obecrneynBaeT KOMaHOHOEe B3auMOLENCTBME CEPBEPOB U
knneHToB CPK RuBackup;

e rubackup-lic — cepBUC NULEH3NPOBaHUA;

e rubackup-media — cepBuc obecneuymBaeT B3aMMOLAENCTBME MeEXAY Meamnacepse-
paMun 1 nepegavy ¢annos.

10.3. KoHpurypaumoHHbin pann

[aHHble, MOSlyYEeHHble MNOCAe HacTPoOMKM (C MnOMOWbK YTUAUTBI rb_init wnu
rb_init_gui), coxpaHsatoTCcsa B danne:

e OnA Linux-cuctem: /opt/rubackup/etc/config.file;

o ona Windows-cuctem: C:\RuBackup-win-client\etc\config.file.txt.

Tabnuya 14. OnucaHne napamMeTpoB KOHPUrypaLmnoHHoro ¢gavina

Cep- Kmu- MapameTp HasHauyeHue AdonycTumbie
Bep €HT 3HauyeHus (no
YMOJIYaHuIo)
= server-inet- Cnuncok ceTeBbIX MHTepdeNcoB cepBepa,
interfaces NOCpPeACTBOM KOTOPbIX CEPBEPY pe3eps-

HOro KonmpoBaHMA paspelieHo B3anMo-
0encTBoBaTb C KNIMEHTaMu

= dbname Nms cnyxebHol 6a3bl faHHbIX ( rubackup)
= user Monb3oBaTenb CnyxebHol 6a3bl AaHHbIX  ( rubackup)
= password crypted 3akogupoBaHHOE 3Ha4YeHue napons -

nonb3oBaTensa cny>XebHon 6asbl faHHbIX
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Cep- Knu- TNapameTtp Ha3HauyeHue JdonycTumble

Bep eHT 3HauveHus (no
YMOJYaHUIo)

= host FQDN wnu IP agpec cepBepa, Ha koTopoM Heobxoguma

pacrnofioxeHa crnyxe6Has 6a3a gaHHbIX  HacTpoiKa npa-
BUSIbHOrO pas-
pelleHns UMeH

= port MopT nogknoyeHns cny>kebHon 6asbl (5432)
OaHHbIX
= server- CueHapuin BbIKFOYEHUA cepBepa immediately
shutdown_scenario

after-all-
tasks
cancel-if-
tasks

(cancel-if-

tasks)
= remote-replication YpaaneHHas pennmkaumsa yes
no
(yes)
= deduplication-task- McknoueHne oybnmpyowmnx Konui (268435456 )
memory NOBTOPAIOLLUXCHA JaHHbIX
= parallelizm KonnyecTBo napannenbHblX HATEN ceTe- 1-4096
BOIro aCMHXpOHHOro cepsepa RuBackup
8
= use-product-uuid Ona sepcum CPK RuBackup 2.1 n 6onee false

nosaHen: 'eHepupoBaTb UAEHTUOUKATOP
hardware id y3na nuueH3MpyemMoro cep- true
Bepa Ha OCHOBaHWW:

(false)
e 014 OC Linux: ngpeHtuéumkatopa UUID

MaTEPUHCKON nnaTbl, YCTaHOBMNEH-
HOro npousBoauTeENneM nnatbl, U
3aKoaupoBaHHON nHopmMauum B DMI
BIOS;

e oA OC Windows: uWMeHM Yy3na
hostname;

Ona sepcun CPK RuBackup 2.0 n paHee:
napamMeTpa HeT, hardware id reHepupy-
eTCA Ha OCHOBaHUM upeHTUGUKaTopa
/etc/machine-id 7 UMeHN y3na
/etc/hostname
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Cep-
Bep

Knu-
eHT

3

MapameTp

parallelizm_media

centralized-recovery

node

who-is-primary-server

who-is-secondary-

server

logfile

used-ip-version

client-hello-timeout

10.3. KoHOUrypaumoHHbsin damn

Ha3sHaueHue

(MepgmnacepBep) KonnyectBo napannenb-
HbIX MOTOKOB CETEBOr0 aCUHXPOHHOIO
Megmacepsepa RuBackup

LleHTpannsoBaHHOE BOCCTaHOBEHNE
OAHHbIX N3 pe3epBHON KOMNKN C MOMOLLbIO
npunoxeHnsa «MeHegxep agMuUHUCTpa-
Topa RuBackup» (ncnonbayemoi Ha
ntobom y3ne). B cnyyae, ecnu ueHTpanm-
30BaHHOE BOCCTaHOBMEHME OTKI/IHOYEHO,
TO BbIMNONIHUTb BOCCTAaHOB/IEHNE BO3-
MOXXHO TOJIbKO Ha K/IMEHTE pe3epBHOro
KOMMPOBAHMWS C NOMOLLbIO YTUNNTbI
KoMaHaHou cTpoku rbfd nnmn «Mere-
O>Xepa knneHTa RuBackup»

Tun yana RuBackup

VM8 y3na ocHoBHoro cepeepa RuBackup

VM8 y3na pesepBHoro cepsepa RuBackup

PacnonoxeHue cucteMHoro ¢anna xyp-
Hana cobbITuin

YKaxxute, kakne nybnnyHole uMmeHa 6yayT
ncnonb3oBaHbl DNS-cepBepom

Bpems oxungaHua oTBeTa OT cepBepa Ha
HELLO coobuieHne, oTrpaBneHHoe npu
3anycke 3afiayum oT KNueHTa. 3agaetca B
CeKyHpax.

JdonycTumble
3HaueHusn (no
YyMoOJ14aHuIo)

1-4096

(8)

yes
no

(yes)

primaryserver

secondaryserve
r

mediaserver

client

Heobxognma
HacTpoWKa npa-
BUIIbHOTO pas-
peleHna UMeH

Heobxognma
HacTpomnKa npa-
BWJTbHOTr O pas-
peleHnsa nMeH

<path>
ipv4
ipvé

both
>0

(240)
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Cep- Knu-
Bep €HT

= -

-

-

J

-
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MapameTp

use-ip-instead-

hostname

® use-local-backup-

directory

client-inet-interface

parallel-tasks

rbd_algorithm

Ha3sHaueHue

Mcnonb3oBaThb ip agpec BMecTo
hostname ans paspelleHns CBA3M Mexay
anemeHTamm CPK

KaTanor gns BpeMeHHOro xpaHeHus
pesepBHbIX KON, [1ns co3paHns
pe3epBHbIX KOMUIN U XpaHEHUSI BPEMEH-
HbIX GannoB, KOTOpble CO3L4atTCA NPU UX
BOCCTaHOBNEHUN, TpebyeTcA onpenenén-
HOe AMCKOBOE NPOCTpPaHCTBO. PekoMeH-
AyeM BblAenuTb ANA 9TOW Lenu oTaeNb-
HbIA OUCK UK YCTPONCTBO XpaHeHns
OO0CTaTo4YHOro pasmMepa v NpUMMOHTUPO-
BaTb ero K /backup-tmp nnbo K gpyron
TOUYKE MOHTMPOBaAHUA. TOYKY MOHTUPOBA-
HWA BPEMEHHOr 0 KaTanora Hy>HO yKa-
3aTb Kak 3HavyeHWe napamMmeTpa use-
local-backup-directory v nepesarpy-
3UTb KnneHT RuBackup.

CeTeBoM NHTepdenc knneHTa. icnonbay-
eTca Ana otobpaxkeHnsa AOoNOAHNTENbHON
nHopmaumm o knueHte B CPK RuBackup.
Meganacepsep OCYLLECTBAET CBA3b C
OCHOBHbIM UM pe3epBHbLIM CEPBEPOM, a
TakKXe C KNMeHTcKon yTunutom rbfd
yepes ceTeBOM UHTepdeNc, ykasbiBae-
MbI B 3TOM NapamMeTpe

MakcumarnbHoe KoM4yecTBO ogHoBpe-
MEHHO BbIMNOJIHAEMbIX 3a4a4

Bbi6op xaw GyHKLUKW NpY gefyniamkawmm

JdonycTumble
3HaueHusn (no
YyMoOJ14aHuIo)

false
true

(false)

<path>

(/tmp)

1-64

(2)

shatl,
sha2, skein,

streebog,
blake2b

(sha2)




Cep-
Bep

Knu- MapameTtp

€HT

(- rbd_block_size

(- rbd_hash_length

(-] client-
shutdown_scenario

o reconnect-period-
count

(- reconnect-period-
timeout

(-] reconnect-count

(- reconnect-timeout

(- digital-signature

10.3. KoHOUrypaumoHHbsin damn

Ha3sHaueHue

Pasmep 6noka gaHHbIX Npu geaynanka-
uumn, 6ant

JonycTnmasa gnnHa xawwa

CueHapuit BbIKJTKOYEHUS KITMEHTA

Konn4yecTBo nepmnoaoB nepenogknoye-
HNA

TanmayT Mexay nepuogamMu nepenog-
KNHOYeHUA

KonnuecTBo NomnbIiTOK NepenoakitoyeHms
B pamKax 0fHOro nepuoaa

TanmayT Mex gy nonbiTKamMu nepenog-
KJTFOUEHUA B paMKax OfHOro nepuoga

Mcnonb3oBaTb 3/1€KTPOHHO-LMDPOBYHO
NOANUCh

JdonycTumble
3HaJvyeHusn (no
YMOJYaHUIo)

8192, 16384,
32768, 65536,
131072,
262144,
524288,
1048576, no
YMOJTYaAHNIO —
16384

256
512

(256)

immediately

after-all-
tasks

cancel-if-
tasks

(cancel-if-
tasks)

>0

(3)
>0

(20 cekyHp)
>0

(3)
>0

(5 cekyHa)

yes
no

(yes)
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Cep- Knu-

Bep €eHT
-
.
-
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MapameTp

digital-sign-hash

monitoring-client

memory-threshold

Ha3sHaueHue

Xew-opyHKUMA onsa anekTPoHHO-LUGpo-
BOW nognucu

MOHMTOpMHFCOCTOHHMHCMCTeMb

CHueHne noTpebneHns onepaTUBHON
namMATK NPW NOSIHOM PEe3ePBHOM KOMMUPO-
BaHWW. [NA XpaHeHNs YHUKaNbHbIX Xellen
n obecneyeHna [epynankaunum Hy>XXHO
BblAENMNTb Ha [UCKe [OOMoSIHUTeNbHOe
MecTo =0,3% OT pasmMepa pecypca.

0 OrpaHnyeHuns
an MNMCcnonb3oBaHNn napa-

MeTpa B KNacTepHOW rpynne
ybeanTecb, YTO BCEe KJINEHTHI
rpynrnbl UMEKT OOHY BEpPCUIO
CPK.

MapameTp ncnonbayeTca
TONbKO ANSA CO34aHUA MOMHOW
pe3epBHOI KOMun

JdonycTumble
3HaJvyeHusn (no
YMOJYaHUIo)

B cooTBeT-
CTBUU C KOMaH-
AamMu rpynnbl
OpenSSL
Message Digest
(openssl help)

(sha1)

yes
no

(yes)

He MeHee 4 b
M He bonee 3Ha-
yeHus ceobopn-
HOW onepaTue-
HOW NaMATN B
cucteme. 3Ha-
YyeHue napa-
MeTpa He
rapaHTupyeTt
TOYHOCTb BEPX-
HeWn rpaHunbl
notpebnexus
namMaTn. Ana
BbIKJIFOYEHUS
napameTpa
MOXHO 3agaTb
€ro paBHbIM @
Wnn ygannTb
ero us ¢panna
HacTpOeK.




11.1. 3aBUCUMOCTb KonnyecTsa $hannoBbIX 4ECKPUNTOPOB

naBa 11. HacTpoika orpaHuYeHUs Ha
KOJIMYECTBO OTKPbITbIX pannoBbiX
AEeCKpPUNTOPOB Ha y35e cepBepa RuBackup

Mpn yBennyeHUn Konm4yecTBa BXOOALMX COELUHEHUNA (eCnnm 4nCcno KineHToB/Meauna
CepBepOB B rpynnMpOBKe pPacTET U/UNN Ha KMEHTaxX BKAYEHa QYHKLMSA MHOrOMNOTOY-
HOM nepefavn paHHblX) cepsep RuBackup MoXxeT pocTuub npegena BblOeneHHbIX
NTMMNTOB Ha OTKpPbITble GannoBble feckpunTopbl. CeTeBble COegUHEHUA TaKXe NUCMOSb-
3yoT pannoBble 4eCKPUNTOpbI.

OrpaHnyeHna Ha KONNMYECTBO OTKPbITbIX (annoBbiX AECKPUNTOPOB YyCTaHaBNMBaeT
aAMUHUCTpaTOp Yy3Nna, Ha KOTopoM 3anyuieH cepBep RuBackup. [JOCTuUXeHMe 3Toro
OrpaHnyeHns NMPUBOANUT K OLWNOKaM MNpU BbINOSHEHUM Pe3epPBHOro KOMMPOBaHUA/BOC-
cTaHoBneHnusa. MIHoraa cepsep RuBackup MoOXeT aBapuUNHO 3aBepLUMTb paboTy.

11.1. 3aBUCUMOCTb KonuyecTBa ¢pannosbix
[AEeCKpUNTopos

B s3aBucumocTu oOT criocoba 3anycka cepBepa RuBackup, MakcumasbHoOe 4nMcno
(MUMUT) OTKPBITLIX AECKPUNTOPOB ByAeT pasHbIM.

YTo6bl paccunTaTbh HEOBXOAUMOE KONMYECTBO $annoBbiX A4eCKPUNTOPOB, YYTUTE che-
aymolee:

¢ B pexxume npocTon cepsep ncrnonbsyet okono 100 ¢pannoBbix eCKpUNTOpOB.

o Kaxxablh NoAKMKOYEHHBIN KNUEHT PK nnn megnacepsep [obasniseT nNo Asa OTKPbITbIX
¢dannoBbIX AeCKpUNTopa Ha cepsepe.

e BbinonHeHue ntobon 3agaum Ha CTOPOHe KnneHTa PK npu BbIKIKOYEHHOM napameTpe
network_parallelism !" TpebyeT ABYX AOMNOSHUTENbHbIX GanoBbIX OeCKpUNnTopa
Ha cepBsepe.

e [lpn aKTMBMpPOBaAHHOM MapameTpe network_parallelism knveHT PK oTkpbiBaeT N
coefuHeHnn K cepsepy, roe N — 3HayeHue, 3afaHHOe Ans 9TOro napameTpa. B
paMKax KaX[oro ceTeBoro CoeMHeHNA, Kak npaBuio, Ha CTOpoHe cepBepa Tpeby-
eTcs 3anpocuTb MHGopmaLuno U3 6asbl gaHHbIX, MO3TOMY TpebyemMoe YMCO OTKPbI-
TbIX pannoBbix geckpuntopoB bygeTt N*2.

11.2. PacuyéT Heo6xoaumoro Konuyectea pannoBbiX
[AEeCKpUNTopos

MpoBepbTe, paccunTas No GopMysiaM, YNCNIO HYXHbIX BaM GarnoBbIX 4eCKPUNTOPOB U
ybeauTech, YTo Ha y3ne cepBepa RuBackup Mx 4OCTaTOYHO.
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Mpumep 5. Ob6Las popmMyna ass pacyéta HeobxoaMMOro Koam4yecTBa ¢aniaoBbIx 4eCKpUNTOPOB:

roe:

e MC — yucno megnacepsepos;
e KJ1— 4nucno KMNeHTOoB.;

e N — 3HayeHuWe, 3ajaHHOe [O/sd CeTeBOro napansenusma, napameTpa
network_parallelism. Ecnu ceTeBon napannennsm BblKOYEH, To N=2.
Mpumep pacueTtal

PaccMmoTpuM npumMep pacyéta Heobxogmmoro kKonmyecTtBa $annoBbIX LECKPUMTOPOB
0119 CUCTeMbl, COCTosALWen N3 ogHoro cepeepa RuBackup, asyx MmeguacepsepoB 1 50
KNIMEHTOB. MNMpeanonoXum, YTO CeTEBOM Napannennim OTKITHOYEH.

Heobxognmoe konnuyecTtBO ¢ansioBbiX OECKPUNTOPOB pPaACCUUTbIBAETCA CleAyHoLWnm
obpasom:

100 (mns oCHOBHOro cepBepa)+2*2 (ONns MeancepBepoB)+50+*2 (ONsS KIWEHTOB B
npocTtoe)+50*2 (4nA KAMEHTOB C 3ajadyamMum ofHOBpPEeMeHHo) = 304

Takum obpasom, obliee KONMYecTBO HEOBXOaUMbIX GannoBbIX OECKPUNTOPOB COCTaB-
naet 304.

CTtaHpgapTHoe 3HadyeHne numuta — 1024, 6yaeT A0CTaTOYHbIM.
Mpumep pacueTa 2

PaccMoTpuM npumep pacyéta Heobxoommoro KonmyectBa GpannoBbiX AECKPUNTOPOB
AN CUCTeMbl, CoCToAWen U3 ogHoro cepeepa RuBackup, oByx Mmeanacepsepos n 50
KNMeHTOoB. NpefnonoXum, 4To ceTeBOW napansienmsm BKIKOYEH co 3HayeHnem 40.

Heobxognmoe konnyecTtBO ¢ansioBbiX AECKPUNTOPOB PaCCUYNTbIBAETCA CleAYHWnUMm
obpasom:

100 (oNna oCHOBHOro cepBepa) + 2*2 (pna megnacepBepoB) + 50%2 (ONA KIWEHTOB B
npoctoe) + 50%40 (pnA Bcex KIMEHTOB C 3ajadyaMu OOHOBPEMEHHO)= 2204

Takum obpasom, obliee KONMYeCcTBO HEOBXOaMMbIX GannoBbIX OECKPUNTOPOB COCTaB-
naet 2204.

CTtaHpapTHoe 3HayeHune numuTta B 1024 6ypeT HegOoCTaTOYHbIM AN19 TaKOW CUCTEMBbI,
NO3TOMY PEKOMEHAYETCA YBEMNYNTb NUMUT. XKenaTenbHo ycTaHoBUTbL numut B 3000
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11.3. Cnocobbl HACTPONKM OrpaHNYEeHUs KOMYECTBa OTKPbITbIX GannoBbIX 4ECKPUNTOPOB

¢annoBbIX 4eCKPUNTOPOB 414 3anaca.

11.3. Cnoco6bl HACTPOMNKM OrpaHUYEHUA KOIMYecTBa
OTKPbITbIX palNoBbIX AeCKPUNTOPOB

HacTporka orpaHnm4yeHuUsa KONM4yecTBa OTKPbITbIX GannoBbIX OECKPUNTOPOB MNPOU3BO-
ANTCSA B 3aBUCUMOCTM OT criocoba 3anycka cepsepa.

11.3.1. HacTpoika orpaHM4YeHUs1 KONIMYeCcTBa OTKPbITbIX pannoBbiX
AEeCKPUNTOPOB NPU PYYHOM 3anycKe cepeepa

[INA HacTPOMKM OrpaHUYeHuUs KONMM4YecTBa OTKPbITbIX $annoBbiX AECKPUNTOPOB Npwu
PYYHOM 3anycKe cepBsepa:

1. OcTaHoBMTE cepBep (B cly4ae pyyHOro 3anycka cepsepa):
rubackup_server stop

2. I,D,J'IFI NPOBEPKN TEKYLWETNO JIMMNUTA BbIMNOJIHATE!
sudo ulimit -n

Mo yMOMYaHWKO OrpaHnUYeHne KoMYyecTBa OTKPbITbIX ¢GannoBbiX AECKPUNTOPOB
ycTaHoBneHo 1024 ¢anna.

3. IamMeHeHune numuTa OTKPbITbIX dannoBbIx OECKPUNTOPOB BO3MOXHO BbIMNMOJIHUTb ON1A
TeKyLlen cecCum nonb3oBaTens root UAN YCTAaHOBUTb MOCTOAHHOE 3Ha4YeHKe.

a. OnAa BPEMEHHOro W3MEHEeHWUss NUMUTa OTKPbITbIX (alnoBbiX [ECKPUNTOPOB
TO/IbKO B TEKYLlen Cceccunm nonb3oBaTens root HEOOXOAMMO BbIMOSHUTL
KOMaHay:

ulimit -n N

roe N — aTo XeslaeMoe 3HayeHne NMMUTa OTKPbITbIX GparnoBbIX ECKPUNTOPOB.
BHECEHHble N3MEHEHUS 6y,El,yT OTMEHEHbI Moc/ie 3aBepLUEHNA TeKYLLLEN ceccun.

b. [na yCcTaHOBKM NOCTOAHHOIO NMMUTA OTKPbITbIX GanNoBbIX OECKPUNTOPOB:

» OTpefakTupymnTe ¢pann /etc/security/limits.conf:

sudo nano /etc/security/limits.conf

12513127




PasBépTbiBaHme

n nobasus CTpPOKW:

root hard nofile N
root soft nofile N

roe N — 370 Xenaemoe 3HayeHune nuMmuTa OTKPbITbIX ¢aVIHOBbIX OECKPUNTO-
POB;

= COXpPaHUTE U3AMEHEHNA,
= 3aBepLUMTE CECCUD U OTKPONTE HOBYHO CECCUIO;

» MPOBEPbTE 3HAYEHME NIMMNUTA OTKPbITbIX GanNoBbIX AECKPUNTOPOB:
ulimit -n
4. lNepesanycTuTte cepsep:

rubackup_server start

11.3.2. HacTpoiKa orpaHuyeHUs KoJInYecTBa OTKpPbITbIX ¢palnnoBbIX
AEeCKPUNTOPOB NpU 3anycKe CepBUCOB cepBepa

[Nna HacTPOWKM OrpaHnYeHnss KONM4YecTBa OTKPbITbIX $aisioBblX AECKPUNTOPOB Mpu
3anycke CepBUCOB cepBepa:

1. [lna npoBepKN TeKyLero NMMnTa BbINOJSIHUTE:
sudo ulimit -n

Mo yMoOn4YyaHWO oOrpaHnyeHme KonnmyecTBa OTKPbITbIX ¢GannoBbiX AEeCKPUNTOPOB
3apaéTtca B cnyxxbe systemd M CTaHAapTHOe 3HadyeHne — 1024 ¢panna.

2. [Ans nsmeHeHus nuMuTa OTKPbITbIX GansioBbIX 4ECKPUNTOPOB:

o OTKpOWTe ¢ann /etc/systemd/system/rubackup_server.service:
sudo nano /etc/systemd/system/rubackup_server.service
o OTpenaKkTupymnTe cekumo [Service], Lo6aBUB CTPOKY:

LimitNOFILE=N
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11.3. Cnocobbl HACTPONKM OrpaHNYEeHUs KOMYECTBa OTKPbITbIX GannoBbIX 4ECKPUNTOPOB

roe N — 3TO XeJflaeMoe 3HayeHne NMMnUTa OTKPbITbIX q)aVIJ'IOBbIX 0EeCKPUNTOPOB,

o COXpPaHNTe N3MEeHEHNA.

3. 3arpysute 06HOBNEHHbIN KOHPUIYypaLMOoHHbIN dann cepBuca B cryx0by systemd:

systemctl daemon-reload

4. lNepesanycTuTe cepBuUc cepaepa RuBackup:

systemctl stop rubackup_server

systemctl start rubackup_server

[1] MapameTp 3agaeT KONMYECTBO NOTOKOB, KOTOPbIe BYAYT NepefaBath 60KM AaHHLIX HAa Meanacepsep
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