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naea 1. HasHayeHMe pyKoBOACTBa

HacTosuee pykoBoACTBO NpeaHasHavyeHo aNns pacrpenenieHHon YCTaHOBKM OCHOBHbIX
KomnoHeHToB CPK:
e [NnaBa §;
e [NaBa 9;
o OCHOBHOW CepBep;
o pe3epBHbIN CePBEP;
o MepunacepBep;

e [naa 10.
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Nnaea 2. NMpeumywiectBa pacnpenenéHHoun
YCTaHOBKM

PacnpepenéHHan ycTaHOBKa:

e pPEKOMEH[O0BaHa As CpefHux n 6onblunx cpeq;
e [lenaetT cuctemy apPpeKTmnBHOM;
o obecneymBaeT LEHTPaNM30BaHHOE XPaHEHNE U 3alLMTY AaHHbIX;

e ONTUMAaJIbHO NCNOJNBb3YET peCypCbl OpraHn3aynn: Bbl4HNCInNTESIbHblIE MOLWWHOCTWU, CETb
N XpaHunuiie,

» obecrneuynBaeT 0TKa30yCTOMUYNBOCTb;

e obecneymBaeT MaclWTabupyeMocTb MO Mepe pocTa MHGPaCTPYKTYpPbI.
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FnaBsa 3. 3Tanbl pacnpepnenéHHon yCTaHOBKU

OvepénHocTb gencTeuim No passeépTbiBaHmo CPK npuBeneHa B pasgene [asa 4
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Fnaea 4. NMNopsagok pa3sepTbiBaHUA

NMoarotoBka uHPpacTpykTypbl CPK

1.
2.

ObecneybTe ceTeBOE B3aMMOLENCTBME MeX Ay y3namu KoMmnoHeHToB CPK.

ObecneybTe B3anmMopencTeme KoMrnoHeHToB CPK nyTemM oTKpbITUS COOTBETCTBYHO-
LWKWX CETEBbLIX NOPTOB A4S BXOAALLEro N UCXOAALWeEro Tpadpmka Mexay cepsepamu,
Ha KOTopbIX 6yayT yCcTaHOBNEHbl KOMNOHEHTbI CPK.

YcTaHOBKa M HacTpouKa cnyXXeo6Hon 6a3bl AaHHbIX

PassepHute CYB/[ PostgreSQL n HacTponTe noaknodeHus K Bl cepsepHon rpyn-
nnpoBkn CPK (ocCHOBHOW, pe3epBHbIN, Megua- cepeepa)  APM agMUHUCTpaTopa:

o Paspen 8.2;

o Pasnen 8.3.

CnyxebHada 6asa gaHHbIX MOXET OblTb YCTaHOB/IEHA Ha y3/1eé OCHOBHOIMO cepBepa

nnu ntobom Apyrom AOCTYMNHOM MO CeTU y3ne, yA0BNeTBOPAOLWEM CUCTEMHbBIM Tpe-
boBaHUAM.

NMoarortoeka K yCTaHOBKE

MoarotoBbTe NakeTbl KOMMNOHeHTOB CPK:
o monyuuTe [ naea 5;
o CKOMUPYWTE MUX Ha y3/bl, Ha KOTOPbIX ByAyT pasBEpPHYTbl KOMNOHEHTbI CPK.

MogroToBbTE Y35bl K yCTAaHOBKE KOMMNOHEHTOB CPK:

o Paspen 9.2.1 cepBepHOM YacTu;
o Paspen 10.1.2.1 KNMEHTCKOM YacTu nop, ynpasneHnem Linux-cucrtem;

o Paspen 10.2.2.1 knneHTCKOM YacTu nog, ynpasneHnem Windows-cucrtem.

YcTaHoBKa
YcTaHoBUTe nakeTbl KOMMNOHEHTOB RuBackup Ha NoAroToBJ1IEHHbIX y3nax:

o Paspen 9.2.2 cepBepHOM YacTu;
o Paspen 10.1.2.2 KNMEHTCKOM YacTu nog, yrnpasneHnem Linux-cucTtem;

o Paspen 10.2.2.2 KNWEHTCKOM YacTu nog ynpasneHnemMm Windows-cuctem.

JinyeHsupoBaHue
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7. TlogrotoBbTe NUUEH3NOHHble ¢annbl oNA aBTOpU3auuM OCHOBHOIO, PE3epPBHOrO,
MefunacepBepoB, NpefBapuTesibHO NOAYy4YnB UX Y NOCTaBLMKa, U npousseanTe Pas-
pen 9.2.3.

HacTpoika

8. BbInoNHMTE HaACTPOKMKY YCTaHOBJIEHHbIX KOMMNOHeHTOB CPK B CTporo onpegeneHHoM
nopsgke:
a. Ha cepBepax (OCHOBHOM, pe3epBHOM, MeguacepBepax):
« Paspgen 9.3.1;
b. Ha Bcex knneHTax PK:
= Pazgen 10.1.3.1 nog ynpasneHnem Linux-cuctem;

» Pazpen 10.2.3.1 nog ynpasneHnem Windows-cucTem.

9. BbINONMHUTE HACTPOWKMN:

a. 0NnA nonb3oBaTenen, KoTopble 6yayT B3aMMOLENCTBOBATb C KOMMoOHeHTamu CPK:
» Pazpen 9.3.2 onsa cepBepHON YyacTty;
» Pazpgen 10.1.3.2 gns KNMeHTCKOM YacTu nog, yrnpasneHnem Linux-cuctemsl;

b. ona ysna:
» Pazgen 10.2.3.2 nog ynpasneHnem Windows-cucrtem.

10. JobaBbTe cepBucbl CPK B aBTO3arpysky:

o Paspen 9.3.3 cepBepHOM vacTu;

o Paspen 10.1.3.3 KNMEHTCKOW YacTu Nof ynpasneHnem Linux-cuctemsl;

o Paspen 10.2.3.3 KNMMEeHTCKOM YacTu nog, yrnpasneHnem Windows-cucrtem.

1. MNpownsBeguTe 3anyckK pasBeépHyTbIX KOMNOHEHTOB CPK:

o Paszgen 9.4 cepBepHON YacTu;
o Pazgen 10.1.4 KNNEHTCKOW YacTu Nog ynpasneHmem Linux-cnuctemsl;

o Paspen 10.2.4 KNWEHTCKOM YacTu nopg ynpasneHnemMm Windows-cuctem.

YnpaeneHue CPK

12. Ona ynpasneHna CPK ncnonb3ymnte ogHO N3 NPUNOXEHUN:

a. Anda ueHTpaiam3oBaHHOro ynpaBineHuU4A:

= MeHepXxep agMuHmncTpaTtopa RuBackup (RBM);

= Tucana;
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= YTUANUTbI KOMaAHLHOW CTPOKW;
b. A9 NOKanbHOro ynpasBneHus:

= MeHepXxep knueHTa RuBackup (RBC);

= YTUANUTbI KOMaHLHOM CTPOKMN.
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5.1. KomnakT-auck

MnaBa 5. AucTpUGYTUBDI

[ns pasépTbiBaHMA KOMNoHeHToB CPK RuBackup nonyuymTe akTyanbHble yCTaHOBOY-
Hble NakeTbl:

e Ha KOMNaKT-AWUCKe, NONTYYEHHOM OT MOCTaBLLMKA;

e 13 JOMNOSHUTENBHO NOAKYAEMOro, Ny6NYHOro peno3nTopus;

e C 06/1@4HOro gMcKa no ccbisike ¢ opuumanbHoro canta https://www.rubackup.ru/go.

5.1. KoMnakT-guck

MakeTbl gna passépTtbiBaHMA CPK RuBackup MoryT 6bITb NOMy4YEeHbl OT NOCTaBLLMKaA Ha
KoMnakT-gucke (CD).

5.2. My6nunyHbIN peno3uTopun

MakeTbl ana passépTbiBaHMA CPK RuBackup MoryT 6biTb yCTaHOBMEHbI U3 [OMNOSHU-
TesIbHOro ny6an4yHoro penosmTopus.

|_|y6ﬂl/I‘-IHbIe peno3nTopunn OCTYMHbl A4 onepaunoHHbIX CUCTEM!

e Astra Linux 1.8;

e Astra Linux 1.7;

e Astra Linux 1.6;

e Debian 12;

e Debian 10;

e Ubuntu 22.04;

e Ubuntu 20.04;

e Ubuntu 18.04;

e CentOS 7;

e CentOS 8;

« PE[J OC7.3;

» PE[ OC 8;

* Red Hat Enterprise Linux 9;

e ROSA Fresh Desktop 12;

o ROSA Enterprise Linux Server 7.3;
o ROSA Enterprise Linux Server 7.9.
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5.2.1. MogknioyeHue ny6nuyHoro penosutopusa DEB-cuctem

1. Co3panTte ¢pann c MHGopmMaLmen o Peno3nTOPUAX.

cat <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public @

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public-testing @

EOF

@ <0S-VERSION> — Bepcus OC (astra_1.6 | astra_1.7 | astra_1.8 | debian_10
debian_12 |ubuntu_18.04 |ubuntu_20.04 |ubuntu_22.04).

2. [lobaBbTe K/OY Peno3nTopus:

sudo wget -qO0-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | sudo gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. OBHOBUTE CNUCOK NaKeToB:

sudo apt update

5.2.2. NogknioyeHue nyé6numuyHoro penosutopuss RPM-cuctem
1. CospanTe ¢ainn ¢ MHGOPMaLIMEN O PENMO3UTOPUSX.

lNoaknroyeHne pernosntopusa a8 OC CentOS 7, CentOS 8, PEL] OC 7.3, PE/[] OC 8, Red Hat Enterprise
Linux 9, ROSA Fresh Desktop 12, ROSA Enterprise Linux Server 7.9 (MeHegxep naketos yum)

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/ @

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/repodata/repomd.xml.key @

gpgcheck=0
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5.2. Ny6nunyHbIN penosnTopumn

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/ @

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/repodata/repomd.xml.key @

gpgcheck=0

EOF

@ <0S-VERSION> —BepcusaOC (centos_7 centos_8 | redos_7.3 | redos_8 | rhel_9
| rosa_12 | rosa_7.9).

lNoaknmrouerHne penosntopus asisa OC ROSA Enterprise Linux Server 7.3

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key

gpgcheck=0

sslverify=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0

sslverify=0

EOF

2. O6HOBUTE CNUCOK NaKeTOB:

sudo yum update
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5.3. O6nayHbi gucK AcTpbl

MakeTbl CPK RuBackup Ans pacnpocTpaHeHHbIX OonepaunoHHbIX CUCTEM LOCTYMHbI MO
CCbIJIKe ¢ opuumanbHoro canta https://www.rubackup.ru/go.

Mo ccbinike Bbl TakXXe HanpéTe:

/Experimental/<0S> @
/Experimental/Scripts/script_block_device_metadata.sh @
/Experimental/Scripts/upgrade_rubackup_packages.sh &
/Rubackup Key @

@ OSkcnepvMeHTanbHble ycTaHoBOYHblE MakeTbl CPK RuBackup, mpoluefLine Tosbko
OV3alH-TeCcTUpoOBaHMe.

@) SKcnepuMeHTanbHbIA CKPUMT PE3EPBHOMO KOMMPOBaHWUA MeTafaHHbIX Aefynnvum-
POBaHHOro nyrna.

€ SxcnepuMeHTanbHbIN CKPUMT aBTOMaTUYECKOro OGHOBEHHUS.

@) CneumnannsmpoBaHHbIi 3arpy3oyHblii o6pas RuBackup.
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naBa 6. CeTeBble NOPThHI

BesonacHoe coeanHeHne komMmnoHeHToB CPK RuBackup n obMeH nHdopmaumen mexany
HUMW nofpasyMeBaeT TEXHUYECKYHD BO3MOXHOCTb KOMMYHWKauuu no cetu. lepep
YCTaHOBKOW MpoAyKTa HeobxoamMmo obecneuynTb B3auMopencTBnme KomrnoHeHToB CPK
NyTeM OTKPbITUA COOTBETCTBYHOLWMX MOPTOB ANA BXOAALWEro N Ucxoaswero Tpapuka
MeXy cepBepamMu, Ha KOTOPbIX YCTaHOBMIEHbl KOMMOHEHTbI CPK.

B tabnuue npepcrtasBneHbl KOMnoHeHTbl CPK RuBackup, KoTopble NpUHUMaKOT BXOASA-

wmne coeguHeHma no yKasaHHbIM NMNopTaM 1 NpOTOKOJ1aM.

Tabnuya 1. CeTeBble MOpThI

KoMnoHeHT

oT

OcHoBHoOM cep-
Bep

OcHoBHoOM cep-
Bep

PesepBHbIN
cepsep !

PesepBHbIN
cepaep !

Meguacepsep

Ao

Mepunacepsep

Basa pgaHHbIX
RuBackup Ha
OTAENbHOCTOA-
wen MawnHe

OcHoOBHOM cep-
BEp

basa gaHHbIX
RuBackup Ha
OTAENbHOCTOA-
wen MalnHe

Meguvacepsep

LleneBoii cep-
BUC

rubackup-cmd

rubackup-

media

postgresq|

rubackup-cmd

rubackup-
media

postgresql

rubackup-
media

MpoTokon

TCP

TCP

TCP

TCP

TCP

TCP

TCP

MopT

9991

9993

5432 1

9991

9993

5432

9993

OnucaHme

YnpaBneHune
ornepauusMm Ha
Mepuacepsepe

YnpasneHuve
onepaumsamu c
OaHHbIMN

CoxpaHeHue
KOHOUrypaun-
OHHOW 1 onepa-
TUBHON MHPOP-
Mauum

ObecneyeHne
OTKa30yCToMn-
YMBOCTH

[Mepepayva paH-
HbIX Mexay
MeanacepBe-
pamMu B cocTaBe
OCHOBHOIO "
pe3epBHOro
cepBepoB

CoxpaHeHue
KoHUrypaumn-
OHHOW 1 onepa-
TUBHON MHPOP-
Maumn

[Mepepnaya paH-
HbIX MeXay
Mepuacepse-
pamu
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Mepuacepsep

Mepnacepsep

KnneHT
pe3epBHOro
KONMpoBaHus

KnneHTt
pes3epBHOro
KOnNupoBaHus

KnuneHT
pes3epBHOro
KONupoBaHus

RuBackup REST
API

RuBackup REST
AP

RuBackup REST
API
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PesepBHbIi
cepsep

Bbasa paHHbIX
RuBackup Ha
OTAEeNnbHOCTOSA-
Wen MalnHe

OcHOBHOM cep-
Bep

Meguvacepsep

PesepBHbIit
cepsep

OcCHOBHOM cep-
Bep

Basa gaHHbIX
RuBackup Ha
OTAENbHOCTOA-
wen MalnHe

PesepBHbIit
cepsep

rubackup-cmd

rubackup-
media

postgresq|

rubackup-cmd

rubackup-
media

rubackup-cmd

rubackup-
media

rubackup-rbm

postgresql

rubackup-rbm

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

9991

9993

5432 1

9991

9993

9991

9993

9995

5432 1

9995

YnpasneHue
orepauyusiMm Ha
Meanacepsepe

YnpaBneHuve
onepaumnsMun ¢
OaHHbIMU

CoxpaHeHue
KOHUrypaum-
OHHOW 1 onepa-
TUBHOW MHOP-
MaLum

YnpasneHue
orepauusmMm Ha
KNneHTe
pe3epBHOro
KonMpoBaHusa

Mepepnayva paH-
HbIX MeXay
Mepuacepse-
POM 1 KNUEH-
TOM

YnpaBneHve
onepaumnsaMm Ha
KNneHTe
pesepBHOro
KOnMpoBaHusa

[Mepepnava gaH-
HbIX MeXay
Meanacepse-
POM U KIINEH-
TOM

OTnpaBka
3aMpocoB Ha
cepBep u nony-
YyeHwe nHoop-
Maumm

[MonyyeHwne
MHpopMaL KN N3
6a3bl flaHHbIX

OTnpaBka
3anpocoB Ha
cepsep v nony-
yeHwe nHoop-
Mauum




MeHepxep
RuBackup
(RBM) Ha
OTLENbHO CTOSA-
wen MalmnHe

MeHepxep
RuBackup
(RBM) Ha
OTLENbHO CTOSA-
Len MalnHe

MeHepxep
RuBackup
(RBM) Ha
OTAENbHO CTOoSA-
LEen MaLllnHe

KnneHT, nocobl-
naroLumm
3anpoc 4Yyepes
RuBackup REST
API

KnueHT, nocol-
narowunmn
3anpoc yepes
RuBackup REST
API

basa gaHHbIX
RuBackup Ha
OTAEeNbHOCTOSA-
wen MalmnHe

OcCHOBHOM cep-
BEp

PesepBHbIit
cepsep

OcHoOBHOM cep-
Bep

PesepBHbIit
cepsep

postgresq|l

rubackup-rbm

rubackup-rbm

rubackup-api

rubackup-api

TCP

TCP

TCP

HTTPS

HTTPS

5432 1

9995

9995

443 %

443 "

CoxpaHeHue
KOHUrypaum-
OHHOW 1 onepa-
TUBHOWN MHOP-
Mauum

YnpasneHuve
onepaumsamu
RuBackup

YnpaBneHve
onepauunsamm
RuBackup

YnpaBneHune
onepauusamm
RuBackup
yepes REST API

YnpaBneHuve
ornepauyusamm
RuBackup
yepes REST API

[1] Ecnu 6a3a gaHHbIX HacTpOeHa C MCMONb30BaHWEM HECTaHAAPTHOro mopTa, TO ANA NOAKMYEeHNs K Hel npoaykTa RuBackup
nopT MOXeT ObITb M3MEHEH BPYYHYIO B KOHOUrYypaLoHHOM ¢arine /opt/rubackup/etc/config.file.

[2] Mpw Hanuuun pesepBHOroO cepBepa.

[3] MopT Ans NOAKMYeEHUs,

npyv  HeobXxoauMocCTH,

MOXeT O6bITb W3MeHEeH 4Yepe3 MepeMeHHble OKPYXeHus B daine

fopt/rubackup/etc/rubackup_api.env (cMm. B «PykoBOACTBE MO YCTaHOBKE W B3aMMOLENCTBUIO C MPOrpamMMHbIM UHTEphecom

RuBackup REST API»)
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naea 7. Bsaumopencrteue c Kaspersky
Endpoint Security

Ons coBmecTHom paboTbl CPK RuBackup n Kaspersky Endpoint Security (KES) Tpeby-
eTCA BbINOMHUTb PS4 HAaCTPOEK, HampaBfieHHbIX Ha NpefoTBpaleHne KOHPNUKTOB U
COXpaHeHne NPon3BOANTENBHOCTH.

7.1. NMpounssoauTenbHOCTb U NOTPe6eHne pecypcoB

Mocne pasBEpTbiBaHUA PEKOMeEHOYeEM nNpoBepuTb BAusHWe KES Ha npousBoanTesib-
HoCcTb CPK B cnepyrowmx cueHapuax:

1. Harpyska npu paboTe ¢ pe3epBHbIMU KOMUAMMU

[Mpouecchbl co3gaHna CHUMKOB 1 paboTa ¢ PK cBA3aHbl C MIHTEHCUBHOM 06paboTKomn
6onbWNx 06bLEMOB faHHbIX. AKTUBHOE CKaHMpOBaHME onepauun aHTmempycom KES
co3faeT ABOMHYIO HarpysKy Ha pecypcbl CUCTEMbBI, YTO MOXET MPUBOLUTL K 3HAUYM-
TeNbHOMY 3aMefsieHno paboTbl ¢ BM, noBbieHMO 06LWen Harpy3kn N BOSHUKHOBE-
HWIO HenpeaBUAEeHHbIX c6oeB.

PekomMmeHayeTcA nMpOBEPUTb CKOPOCTb BbIMNOJIHEHUA ornepauun, CcTabunbHOCTb
paboTbl CPK 1 KES, a TakXe 0TCyTCTBME OWNOOK B XYpPHanax CobbITUNA.

2. MNoTpebneHne onepaTUBHON NaMATN.

Ha cepBepax ¢ o6bEMOM onepaTMBHOM NamATn 6onee 5 b cnepgyeT ycTaHOBUTb
orpaHunyeHune notpebneHna namaTu gna npouecca KES B cOOTBETCTBUM C PEKOMEH-
AaunsamMm NponsBoanTens.

PekomMeHayeM npoBepsiTb noTpebneHve namatv KES u oTcyTcTBME OLIMGOK
HEexXBaTKN NamMATW.

YTobbl yKasaTb OrpaHmyeHme Ha WUCMNONb3OBaHWe MNaMATU MpU NpoBepke ¢annos
OTKponTe ¢ann /var/opt/kaspersky/kesl/common/kesl.ini W yKaXXuUTe HY>XHoe
KONMYeCcTBO onepaTtuBHOM namMAaTn B Mb anda napameTpa ScanMemoryLimit

7.2. KOHTpONb ceTeBbiX COeAUHEHUN
o He nsmeHanTe HacTporku noptos CPK no ymonyaHuo (cMm. [naga 6).
Mpwn cTaHgapTHbIX HacTporkax nopTbl CPK n KES He nepecekaroTcs.

B cnyyae KOHONUKTOB, pobaBbTe COOTBETCTBYROLLMNE afpecCa B UCKITHOYEHUA
KES.

KES moxeT 6nokupoBaTb ycTapeswme npotokonbl (TLS 1.0, SSL 2.0/3.0), yTo Hapy-
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7.3. YnpaBneHue foBepeHHbIMU NpoLeccamm

lWaeT paboTy NPUNIOXEHUN, BKKOYas Tpaduk BHYTpU KnacTepa Patroni.
PeweHne npobnembl ¢ 6/10KUPOBKOM YCTapeBLNX NPOTOKOSOB:

1. O6HoBUTe KES [0 Bepcumn, KoTopas NogaepXXMBaeT aKkTyalbHble NPOTOKOSbI.
2. [lobaBbTe BCe npoueccbl CPK kak goBepeHHble.

3. [ob6aenTtb B uckmodeHnsa KES nyTb, KOTOpbIN MUCMNOMb3yeTCHa O/ MOHTUPOBaHUA
MOMEHTasIbHbIX CHUMKOB OUCKOB.

Mpumep 1. JobasneHne aupekTopuii B uckmodeHms KES (Linux)

kesl-control --set-settings 1 --add-exclusion /tmp/logs @
kesl-control --set-settings 1 --add-exclusion /tmp/logs/*.log @

kesl-control --set-settings 1 --add-exclusion /tmp/#*%/*.log ©

@ VicknoyeHvie AMPEKTOPUN C NOAJNPEKTOPUAMM
@) VicknoyeHve daitnos no macke

@ PekypcuBHOe UCKNtoYeHWe paiinoB No Macke

Mpwn HacTpoike mnckmoyeHnn B Windows Heobxogmmo akTmsmpoBaTb onuuio Mpu-
MEHSITb K JOYEePHUM NnpoLeccaM /19 KOPPEKTHOM paboTbl BCex KOMNOHeHToB CPK.
4. [lobaebTe B Uckmo4veHus KES cepTudunkaTbl 3alMLLEHHDBIX NOAKITIFOYEHWNA.

5. OTkntounTe B KES npoBepKy 3alULLEHHbIX COeANHEHNN UM BNOKNPOBKY yCTapes-
wmx TLS/SSL-npoToKonoB..

6. OTkntounTe ceteBon akpaH KES.

7.3. YnpaBneHue AoBepeHHbIMMU NpoLeccamMmm

KES oTcnexunBaeT LeNCTBUA LOBEPEHHbIX MpoueccoB. Ecnn npouecc nbiTaeTcs nony-
YNTb OOCTYN K AUPEKTOPUN BHE CBOEro JoBepeHHoro nytn, KES moxeT 3abnokmpoBaTtb
9TOT LOCTY.

CPK ero moaynun gnsa paboTbl UCMOMb3YKOT Kak COBCTBEHHbIE NPOLLECCHI, TaK N CTOPOH-
HUe yTUNUTLI (HanpuMmep, ANa apxmsauum).

PekomMeHayeMm:

1. lobaBbTe BCe COOCTBEHHbIE U CTOPOHHUE Npouecchbl CPK Kak foBepeHHble.

2. No6aButb B uckmoyeHns KES nyTb, KOTOPbIA WUCNOAb3yeTCA ANA MOHTUPOBaHUA
MOMEHTasbHbIX CHUMKOB OUNCKOB.
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naea 8. Cny)xe6Hasn 6a3a AaHHbIX

Ha3HayeHue

CYB/[, PostgreSQL ucnonb3yeTcs A5 XpaHeHus:

e MeTafaHHbIX Pe3epPBHbIX Konun;

e KOHOUrypaunoHHbix napameTtpoB CPK RuBackup.

MecCTO YCTaHOBKM

CnyxebHasi 6a3a gaHHbIX MOXeT ObiTb YCTaHOBMIEHA Ha y3/1e OCHOBHOIO cepBepa Ui
nobomM gpyrom OOCTYMHOM MO CETW y3re, YAOBNEeTBOPSIOLLEM CUCTEMHbIM TpeboBa-
HUSIM.

8.1. CuctemMHble TpeboBaHUA

Tabnuya 2. AnnapatHsle TpeboBaHUA k cepBepy B[] RuBackup

AnnapaTHbIl KOMMOHEHT 3HayeHune
[Mpoueccop 4 appa
OnepaTuBHasa NamMsaTb 64THE
[vckoBoe NpoCTpaHCTBO 3,84 TH

o [Ana obecneyeHnss MakCUMarsnbHOrO YPOBHA OTKa30yCTOMYMBOCTU U ObICTPO-
AEeNCTBUA NpU NPOMbILWNEHHON 3KCNyaTauum, peEKOMEHAYeTCa UCMNOoSib30BaTb
B KayecTBe KOHpUrypaumnmoHHonm 6asbl RuBackup CYB/[ PostgreSQL B oTkaso-
YCTONYMBOWN KOHPUTrypaLUM C UCNONb30BaHMEM pelleHnsa Patroni, passepHy-
TOM Ha OTAENbHO CTOAWMX MallMHax, ¢ COBOKYMHbIM O6bEMOM ANCKOBOIro
npoctpaHcTBa 3.84 Thb, NOCTPOEHHOro C MUCMNOMb30BaHNEM TBepLOTesIbHbIX
HakonuTenen, NnogkNro4YeHHbIx Yepes wuHy PCl Express (NVMe SSD).

8.2. YcTtaHoBka CYb/]

1. YcTaHosuTe us penosutopusa ' nocnegHioto gocTynHyto Bepcuto CYB[ PostgreSQL:

Astra Linux, Debian, Ubuntu
sudo apt install postgresql

AnbT

sudo apt-get install postgresql-server
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8.2. YcTaHoBka CYB/]

Rosa Cobalt, RHEL

sudo yum install postgresql

RedOS, CentOS, Rosa Chrome

sudo dnf install postgresql-server

2. BbINONHUTE yCTaHOBKY MocriegHen oOoCTYNHOM BEPCUN NakeTa postgresql-contrib:

Onsa Astra Linux SE 1.6 Heob6xoAMMO YCTaHOBUTb MNakeT postgresql-
contrib-9.6.

Astra Linux, Debian, Ubuntu

sudo apt install postgresql-contrib

AnbT

sudo apt-get install postgresql-contrib

Rosa Cobalt, RHEL

sudo yum install postgresql-contrib

RedOS, CentOS, Rosa Chrome

sudo dnf install postgresql-contrib

3. lNMpownsseanTte nHnunanusauuno b Tonbko Ang ykasaHHbix OC:

AnbT
sudo /etc/init.d/postgresql initdb

Rosa Cobalt, RHEL
/usr/pgsql-12/bin/postgresql-12-setup initdb

RedOS, CentOS, Rosa Chrome
sudo postgresqgl-setup --initdb

4. 3anycTtute PostgreSQL:

sudo service postgresql start

5. [obasbTe 3anyck PostgreSQL B aBTO3arpysKy:
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sudo systemctl enable postgresql

8.3. HacTpoika CYb[

9Ta UHCTPYKUUS NpeanonaraeT, YTo K cny)e6Hoi B 6yayT nogknovaTbCst MalnHbI C
agpecamu oT 192.168.0.50 g0 192.168.0.53.

8.3.1. HacTpoika postgresql.conf

PaspewunTe nogknovyeHue K Bl gons Bcex cepBepoB, KOTOpble OyAyT BXOOUTb B Cep-
BEPHYIO rpynnmpoBKY RuBackup (OCHOBHOWM cepBep, pe3epBHbIA cepBep, Meamnacep-

Bep).

1. OTpepakTupynTe postgresql.conf.

# CONNECTIONS AND AUTHENTICATION

# - Connection Settings -

#listen_addresses = 'localhost’
# what IP address(es) to listen on;

listen_addresses =
'192.168.0.50,192.168.0.51,192.168.0.52,192.168.0.53, localhost' @
# comma-separated list of addresses;

# defaults to 'localhost'; use '*' for all

# (change requires restart)

port = 5432 @
# (change requires restart)

max_connections = 500 ©
# (change requires restart)

@ YcrtaHoBuTe listen_addresses = '*' [1A NOAKOYEHUA C NMOBbIX afpeCcoB
(c yyéToM HacTpoek pg_hba.conf).

@) Ecnun ycTaHoBWTe ApYroi nMopT MofkmoYeHns K b no ymonuyaHuio, name-
HUTE NOPT M B HacTponkax RuBackup.

@ MNpu pacyéte MakcMManbHOro KOMMYecTBa NOAKIOYEHN max_connections
kK B[l cnepyeT yunTbiBaTb: MpW MOAKMOYEHUM KaX[oro meamacepsepa
pobapnsaetca parallelizm_media x 2 + 9 coegUHEHUN.
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8.3. HacTtporika CYB/]

2. YcTaHoBUTEe NapamMeTpy shared_buffers 3HauyeHne B pasmMepe NoNoBUHbI OT 06beMa
onepaTUBHOM NaMATN.

3. YcTaHoBUTe NapaMeTpy max_parallel_workers 3HayeHWe He MeHee MOJIOBUHbI OT
KonnyecTBa fagep npoueccopa, ecnnm cepsep CYB[ coBMeleH C cepBepoM
RuBackup, 1 nonHoro Kkonn4yecTtsa agep npoueccopa, ecnu cepsep CYB/[ asnseTca
BblOEeNEeHHbIM.

4. CoxpaHUTe N3MEHEeHNS.

8.3.2. HacTpo#uka pg_hba.conf

HacTponTe BO3MOXHOCTb ayTeHTUGMKAL UK C agpecoB, KOTopble ByayT BXOAUTb B cep-
BepHYro rpynnupoBky RuBackup (ocHOBHoOW, pe3epBHbIN, Meguacepsepa), 1 APM agmu-
HUCcTpaTopa RuBackup.

1. OTpepakTnpynTe pg_hba.conf, ykaszaB IP-agpeca n mMacky ceTu Bcex nogknovae-
MbIX cepBepoB 1 APM agMuHucTpaTtopa RuBackup k B[] no npotokony IPv4.

lpumep 2. Npumep pg_hba.conf

local all postgres peer

# TYPE DATABASE USER ADDRESS METHOD
# "local" is for Unix domain socket connections only
local all all md5

# IPv4 local connections:

host all all 127.0.0.1/32 md5
host all all 192.168.0.56/32 md5
host all all 192.168.0.51/32 md5
host all all 192.168.0.52/32 md5
host all all 192.168.0.53/32 md5

2. CoxpaHnTe N3MEHEHUS.

lMogknrodeHne K cryxxebHou B/] ¢ nobbix agpecos

MoaknoyeHne K cnyxxebHom b1 ¢ ntobbix agpecoB Hebe3onacHoO.

Mpu HeobxoanMocCTu noaknoyeHus K b1 ¢ nobbix BHELWHUX afpecoB yCTaHO-
BUTe listen_addresses = '*' B postgresgl.conf 1 host all all ©6.0.6.0/6
md5 B pg_hba.conf.
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postgresql.conf

listen_addresses = '*'

pg_hba.conf

host all all ©.0.0.6/0 md5

8.3.3. HacTpoiika ¢painna mswitch.conf

9ToT war BbinonHAeTcA Tonbko gna CYB[ PostgreSQL B OC Astra Linux
Special Edition ¢ MakcMManbHbIM YPOBHEM 3alLULLEHHOCTN («CMONEHCK).

YToObl HE BO3HMKaNa oWKnbKa Npu Nony4YeHnn MaHaaTHbIX aTPUBYTOB, HY>XXHO OTpenak-
TUPOBaTb KOHOUrypaunoHHbin danmn CYB[, PostgreSQL /etc/parsec/mswitch.conf B
OC Astra Linux Special Edition ¢ MakcMManbHbIM ypOBHEM 3awuiieHHoCcTn («Cmo-
NIEHCKY):

1. OTkponTe Ona pepakTUpoBaHua ¢ann /etc/parsec/mswitch.conf u naMeHuTe
napameTp gnsa cosgaHua nonb3osatensa CYB[ PostgreSQL, koTopbi HE Ha3HaYeH B
OC Astra Linux Special Edition 1.7:

sudo nano /etc/parsec/mswitch.conf
2. OTpepakTupymnTe 3Ha4YeHne yKasaHHOro napamMeTpa, MUSMeHUB ero Ha yes:
zero_if_notfound: yes

3. CoxpaHuTe N3MEHEHMUSA.

8.3.4. NpuMmeHeHne U3SMeHeHUn

Mepesanyctute Postgres Ans NpUMeHeHUs U3MEHEHWIA:

systemctl restart postgresql

8.3.5. YcTaHOBKa napons nonb3oBaTens postgres

1. NMopakntountechb K CYB[l oT MeHn nonb3oBaTena postgres.
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8.4. HacTporka SSL coegmHeHuin

sudo -u postgres psql
2. 3afjanTe naponb AN4 NoNb3oBaTensa postgres.

alter user postgres password '12345'; @

o '12345' — 3aaBaeMblv MnapoJsib rnoJjib3oBaTeNA.

3. 3aBepwunTte paboTy noa NoNb30oBaTENEM postgres:

\q

8.4. HacTpoika SSL coeguHeHU#

[na nosbileHMA 6Ge3onacHOCTU cepBepa 6asbl [aHHbIX BO3MOXHO WCMNOSIb30BaHWe
HaZAe>XXHOoro WwneopoBaHNA CoeanHEHNN C 6a30M gaHHbIX.

[nsa HacTponkn SSL coeguHeHuin:
1. CospganTte cepTudmkaTbl ansa cepsepa PostgreSQL 1 ero KNneHToB (postgres-knu-

eHToB) (cMm. Paspen 8.4.1).

2. BbInonHMTE HacTpomKy KOHOUrypauuoHHbIX ¢annoB Ha cepsepe PostgreSQL (cm.
Paspoen 8.4.2).

3. Nocne ycTaHOBKU MakeToB KOMMNOHeHTOB CPK ckonupyinTte nony4deHHble cepTtudu-
KaTbl N BbIMOSIHUTE HACTPOWKY SSL coeonHeHUn Ons postgres-KNMEeHTOB Ha y3nax
(cm. Pazpgen 8.4.3):

o pasBEépHyTON cepBepHon YacTtn CPK;

o UCMONb3YyOLWNX npunoxeHme «MeHegXxep agMuHucTpaTopa RuBackup» wnu
«Beb-nHtepoenc Tucanar.

8.4.1. Bbinyck cepTuduxkaTtos

AyTeHTUPUKaLMNA KIMEHTa No cepTudunkaTy No3BOAAET CepBepy NPOBEPUTb JIMYHOCTb
nogknovarowierocs, noaTeepxpgasa, 4to ceptupukat X.509, npeacTaBrieHHbIN
postgres-KIMeHTOM, NognncaH SOBEPEHHbLIM LLeHTpoM cepTudukaumm (CA).

CepTtnoukatbl SSL npoBepaoTCcA U BblgatoTca LleHTpoM cepTuoumnkaumnn.

Ecnu Bbl He nMeeTe PKIl nHPpacTpyKTypbl OTKPbITbIX KKOYEW, TO HA OTOENbHOM XOCTE,
KOTOPbIA MOXET BbINONHATb pONb LleHTpa cepTudmnkaummn:

1. Cospante AMpPeKTopun, B KOTOopble ByayT creHepupoBaHbl cepTudukaTbl LieHTpa
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cepTudukaumm, cepsepa PostgreSQL n ana Bcex postgres-kKiaMeHToB (B 3aBUCUMO-
CTW OT apXUTekTypbl Bawen CPK):

mkdir certs && cd certs && mkdir ca pg-server rb-server rb-media rb-rbm

roe:

o ca - gupekTopusa ans ceptuomnkaToB LleHTpa cepTudumnkayunu;

o pg-server - AnpekTopua ona ceptudukatos cepsepa PostgreSQL;

o rb-server - gupekTopusa ona cepTndmnkaToB OCHOBHOIo cepsepa RuBackup;
o rb-media - gMpeKkTopuA 4Na cepTudmMkaToB MegmacepBepa;

o rb-rbm - AaupekTopua ana ceptuemkatos APM agmMuHucTpaTtopa, ecnm MeHe-
axep agMunHucTpaTtopa RuBackup (RBM) pasBépHYT Ha O0TAe/IbHOM XOCTe.

2. CoszpganTe 3aKpbITbIN KOY LleHTpa cepTudmkaumm, gonsa aToro:

o [NepenguTe B paHee CO30aHHYO Nanky:
cd ./ca
o CreHepupymnTe 3akpbITbi koY s CA (ca.key), BbINOMHUB KOMaHAy, HanpuMep:

openssl genrsa -out ca.key 2048

o CospganTte camonofnucaHHbln cepTudmkaT LleHTpa cepTudumkaumm (ca.crt) cpo-
KoM gencTtBua 1ropa,;

openssl req -new -x509 -days 365 -key ca.key -out ca.crt

roe CN — aTo nonHoe umsa xocTa (FQDN), Ha koTopoM pasBépHyT CA.

3. BbinycTuTe cepTtudmnkaT 1 3aKpbITbi KNOY oNna cepsepa PostgreSQL, gnsa aToro:

o MepenanTe B paHee CO3OaHHYIO Marnky:

cd ./pg-server

o CreHepupymnte  3aKpblTbil KNto4  ona  cepsepa PostgreSQL /pg-
server/server.key:
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8.4. HacTporka SSL coegmHeHuin

openssl genrsa -out server.key 2048

o CreHepupymnTe 3anpoc Ha cepTupukat cepBepa PostgreSQL  /pg-
server/server.csr:

openssl req -new -key server.key -out server.csr

roe CN — 3To nosHoe mMma xocTa (FQDN), Ha KOTOpOM pas3BEPHYT cepBep
PostgreSQL.

o MognuwnTte 3anpoc Ha cepTudumkaT cepsepa PostgreSQL 3akpbITbiM KIHOYOM
LleHTpa cepTudpmkaymnm:

openssl x509 -req -in server.csr -CA ../ca/ca.crt -CAkey ../ca/ca.key
-CAcreateserial -out server.crt -days 365

4. MNoBTopuTe War 3 Ana Kaxaoro postgres-knmeHTa, CreHepupoBaB 3aKpbITbIA KIIOY
(postgresql.key) W BbiNyCcTUB cepTudmkaT (postgresqgl.crt) oNnsa Bcex postgres-
KNWEHTOB, yKasaB B cepTudukate cootBeTcTBytowee FQDN xocTa, Ha KOTOpPOM
pasBEPHYT KOMMNOHEHT CPK.

8.4.2. HacTpoiika SSL coeguHeHus Ha cepBepe PostgreSQL

BbinonHUTe npuBefEHHbIE HUXKE HAaCcTPOMKK, YTobbl cepBep PostgreSQL npocnywmsan
Kak 0bblYHble, Tak U SSL coeguHeHnsa yepes oauH 1 ToT e TCP-nopT 1 cornacosbliBan
ncrnonb3oBaHne SSL ¢ MobbiM NOAKKOYAOLWMMCA Postgres-KIneHToM.

1. CkonunpynTe B nanky /etc/postgresql/16/main Ha cepsep PostgreSQL n3 nanku
/pg-server LleHTpa cepTudukaumm noaroToBAEHHbIE:
o cepTudukaTt LleHTpa cepTudumkaumm (ca.crt);
o nognucaHHbIn cepTudmkaTt cepaepa PostgreSQL (server.crt);
o CreHepupoBaHHbIN 3aKPbITbIN KoY cepBepa PostgreSQL (server .key).

2. [Ana ¢annoB cepTUdUKaTa N 3aKpbITOro Kr4Ya yCTaHOBUTE MOJHbINM LOCTYN Ha YTe-
HVe U 3anncb TONbKO AN BnagenbLes:

chmod 600 server.crt server.key ca.crt

Cpoenante Bnagenbuem ¢annoB nosb3oBaTenis U rpynny nofib3oBaTtensa postgres:
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chown postgres:postgres server.crt server.key ca.crt

3. OTpepakTnpymnTe KOHOUrypaunoHHbln ¢anmn postgresql.conf:

o BKHOUYUTE MOALEPXKY 3aWlMdpOBaHHbIX COeANHEHUN:

ssl = on

o YKaXuTe nyTb K panny ceptudumkaTta LleHTpa cepTudmkaumm (Mnm uenoyke cep-
TUdnKaToB):

ssl_ca_file = '/etc/postgresql/16/main/ca.crt’

CepTtunounkat CA npoBepseT, UTo cepTudmnKaTt postgres-kKnmeHTa nognmcaH nose-
PEHHbIM LLeHTPOM cepTUPUKaLUN.

o YKaxuTe NyTb K panny ceptudmkata cepsepa PostgreSQL:

ssl_cert_file = '/etc/postgresql/16/main/server.crt’

CepTudukaTt 6ygeT oTnpaBfieH postgres-KAMEHTY O/ yKasaHus MOoAJSIMHHOCTHU
cepBepa PostgreSQL.

o yKaxuTe NyTb K dainy 3akpbITOro knoyva cepsepa PostgreSQL:

ssl_key_file = '/etc/postgresql/16/main/server.key'

3aKkpbITbIn KNKOY [oKasblBaeT, 4YTo cepTuoumkaTt cepBepa PostgreSQL 6bin
OTNpaBfeH BnajenbLeM; He yKasblBaeT, UTO Bnageney ceptudumkata 3acnyxu-
BaeT JoBepus.

4. Y1obbl noTpeboBaTb OT postgres-KneHTa npefocTaBNeHNa 4OBEPEHHOIo cepTudun-
KaTa, oTpeLakTUpynTe KoHOUrypaunoHHboln ¢pamn pg_hba.conf:

o pobaBbTe onuuto ayTeHTuouKauum clientcert=verify-ca nnu
clientcert=verify-full B COOTBETCTBYyKOLWME hostssl CTPOKU, rae:

» clientcert=verify-full cepBep PostgreSQL He TosbKO npoBepseT Lernoyky
cepTnduKaToB, HO TakXe MpoBepsAeT, coBnagaeT N UMS Nofnb3oBaTena unm
ero conocTaBneHne ¢ CN npegocTaBfieHHOro cepTudunkaTa;

» clientcert=verify-ca cepBep npoBepsieT, YTo cepTudukaT postgres-knu-
€HTa NoAnNncaH OHUM M3 [OBEPEHHbIX LIeHTPOB CepTUPUKaLIUN.
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TakXe xenaTtenbHO 3aKOMMEHTMPOBATb BCe CTPOYKM host, Hanpumep:

#host all all ©0.0.6.6/0 md5
hostssl all all ©.0.0.0/0 [md5,cert]
clientcert=[verify-ca,verify-full] @

o B cTapbix Bepcusx [0,1]

roe:

md5 — 3anpoCuUTb Napofb NoNb3oBaTens,
cert — ayTeHTUdUKauma no ceptudukarty.

Ecnn napameTp clientcert He yKasaH, cepBep npoBepseT cepTudukaTt
postgres-knneHTa no ceoemy ¢panny CA, Tonbko ecnu ceptuoumkaT postgres-
KnneHTa npeacTtasneH n CA HaCcTpoeH.

5. MponssegunTe HAaCTPONKY KapTbl UMEH NOSb30BaTEeNEN.

|_|pl/l NCMNOMIb30BaHNN BHELIHEN CUCTEMbI ayTeHTI/ICI)I/IKaLI,I/IVI, Takon kak Ident, umA
nosib3oBaTesis OI'IepaLLI/IOHHOVI CnCTEMbl, NHULUMNNpOBaBLIEro nogknro4yeHne, MoxeT
He coBnagaTb C MMeHeM nonb3oBaTensa 6asbl gaHHbIX (pOJ'II/I), KOTOprl7| OOJI>KEH
ncnonb3oBaTbcA. B aTOM cnyyae KapTa MMeH nosib3oBaTenen MoXeT ObITb npmnmMme-
HeHa Ond ConocCTaBJ/ieHNA MMEHU MNMoJib30BaTeNA OﬂepaLLMOHHOVI CnNCTeMbl C UMEHEM
nonb3oBaTensa 6asbl AaHHbIX

YT06bl NCNONb30BaTb COMOCTAaBNEHNE UMEH MONb30BaTeNeN, OTpefakTUpymnTe:

o KOHPUrypaumoHHbin ¢ann pg_hba.conf — yKaXute B 3Ha4YeHUM nNapameTpa
map=map-name :

hostssl all all 0.0.0.0/0 md5 clientcert=verify-full map=sslmap

o KOHOUrypaunoHHbIK ¢ann pg_ident.conf, XpaHAWMNCA B KaTanore gaHHbIX Kna-
CTepa — HacTponTe KapTbl UMEH Nonb3oBaTesnien, 4obaBbTe, HAaNpPUMep:

# MAPNAME SYSTEM-USERNAME PG-USERNAME

sslmap postgres postgres
sslmap postgres rubackup
roe:

» B CTONOLE SYSTEM-USERNAME yKaxute CN cepTudumKkaTa postgres-kimeHTa;
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= B cTON6GUEe PG-USERNAME YKaXnte M4 rnonb3oBatesid, C KOTOPbIM HY>XHO
COMOCTaBUTb.

6. [1na npuMeHeHns N3MeHeHU nepesanycTuTe cepaep:

sudo systemctl restart postgresql

8.4.3. HacTpoika SSL coeauHeHna Ha y3nax kKoMmnoHeHToB RuBackup

[na nogknodeHna cepBepHbiXx KoMnoHeHToB RuBackup n APM agmuHucTpaTtopa CPK
(ncnonb3ayellero npunoxeHne «MeHegxep agMUHUCTpaTopa RuBackup») K cny>xebHomn
6ase faHHbIx PostgreSQL ¢ ncnonb3oBaHMEM 3aLMULLEHHOIO COEOUHEHUS BbINOMHUTE
NpUBELEHHbIE HMXXE HAaCTPOMKM Ha COOTBETCTBYHIOLWMX y3nax (postgres-knmeHTax):

e pasBEpHyTON cepBepHon YyacTtum CPK;

e UCMOMb3YIOLNX NpUNoxXeHne «MeHeaxep agMuHmucTpaTopa RuBackup».

HacTpoiika SSL coefuHeHUs Ha y3s1ax KOMNoHeHToB RuBackup

1. TepeHecuTe M3 COOTBETCTBYHOWEN postgres-KNMeHTY nanku Ha ysne LleHTpa cep-
Tnémnkaumm noaroToOBEHHbIE:

o cepTudukaT LieHTpa cepTudmkaunm (ca.crt), 4tobbl postgres-kKIamMeHT Mor npose-
PUTb, YTO KOHEYHbIN cepTudukaT cepsepa PostgreSQL 6bin1 nognucaH ero gose-
PEHHbIM KOPHEBbLIM CEPTUPUKATOM;

o cepTudukaT postgres-knueHTa (ysna komnoHeHTa CPK) (postgresql.crt);

o CreHepupoBaHHbIN 3aKpbITbIN KoY cepBepa/knnenTa CPK (postgresqgl.key).

2. [Ana ¢annos cepTuduMKaTa N 3aKpbITOro Kr4Ya yCTaHOBUTE MOJHbINM LOCTYN Ha YTe-
HVe U 3anncb TONbKO AN BnagenbLes:

chmod 600 server.crt server.key ca.crt

3. Cpenante Bnagensuem ¢annos nonb3oBaTensa, OT UMEHU KOTOpPOro byaeT 3anyu,eH
KOMMNoHeHT CPK (postgres-knneHT):

chown suser:suser server.crt server.key ca.crt

4. HacTporka SSL coeguHeHus Ha ys3ne KoMrnoHeHTa RuBackup BbINosHAeTCA nocne
ycTtaHoBku naketoB CPK ogHMM 13 cnocobos:

o MpW HacTporke KoMrnoHeHTa CPK cepBepHON UM KIIMEHTCKOW YacTu;

o MPW BHECEHUWN NpPaBKU B ¢ann HaCTpoeK cepBepa (MOAYYEHHbIN Nocne KOHPUry-
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pupoBaHua KoMnoHeHTa CPK).

5. Ana HacTponkn SSL-coeanHeHus ¢ B npepBapuTenbHO HEOOXOOMMO BbIMOMHUTD
HacTpoOnKy crny>xebHon 6asbl AaHHbIX B COOTBETCTBUMW C pasfgenoM Pasgen 8.3 n
NOAroTOBUTb CepTUPUKATHI.

a. Enter sslmode ( allow, disable, prefer, require, verify-ca, verify-full

) [ require ]

Enter path for sslrootcert file:

Enter path for sslcert file:

Enter path for sslkey file:

= BblbepuTe 1 BBeAUTE Has3BaHMe BbIOPAHHOrO peXXnma SSL B COOTBETCTBUM C

Tabnuuen.

Mo ymMonyaHuo BbibpaH pexuM require.

Tabnuya 3. OnucaHue pexunmos SSL

ssimode 3awuta 3awmTta
oTnpo- oTMITM

cnywmea-
HUA
disable HeTt HeTt
allow Bos- HeTt
MOXHO
prefer Bos- HeTt
MO>XHO
require [a HeTt
verify-ca [a 3aBucuT
OT Nnonu-
Tukm LIC
verify-full [a Oa

YTBepxpeHue

MHe He Ba)kHa 6e30nacHOCTb U A He NPUEMJTHO U3LEPXKKMU, CBA3AH-
Hble C WndpoBaHMEM.

MHe He Ba)kKHa 6€30MacHOCTb, HO Sl MPUEMJIIO U3LEPXKKN, CBA3AH-
Hble C WndpoBaHMEM, eCiv Ha 3TOM HacTauBaeT cepBep.

MHe He BaxkHa 6e30MacHOCTb, HO A NpeanoYnTato WrppoBaHme (1
NPUEMITIO CBSI3aHHbIE U3LEPXKKM), €CNIN 3TO NOALEPXKUBAET cepBep.

A1 Xxouy, 4YTOBbl MOV faHHble LWMPPOBANUCE, U A MPUEMIIKO COMYT-
CTBYIOLLME M3OEPXKKM. A LOBEPSAIO CETU B TOM, YTO OHa obecneyun-
BaeT MOAKIOYEHME K HY>KHOMY cepBepy

1 xouy, 4TO6bl MOU AaHHbIe WKHPOBANUCE, U A NPUEMITO COMyT-
CTBYIOLLME U3OEPXKKN. MHE HYXHa YBEPEHHOCTb B TOM, YTO 5l MOA-
K/OYaoChb K JOBEPEHHOMY CepBepY

A xo4y, 4TO6bI MOW faHHble WNGPOBANNUCh, U A NPUEMIO CONYT-
CTBYyHOLWME N3OEPXKKN. MHE HYXXHa YBEPEHHOCTb B TOM, YTO A MOj4-
KHOYatoCb K AOBEPEHHOMY CEpBEPY M 3TO UMEHHO YKasaHHbIN
MHOW cepBep

o YKaXunTte pacrnojioxXkeHne noaroToBJsIEHHbIX CepTI/Iq)I/IKaTOBZ

o B Nofie sslrootcert yKa)uTe pacrnosioXXeHne cepTupmkaTa LeHTpa cepTudmka-

Lnw;

o B Mofie sslcert yKaXkute pacrnosioxXeHne ceptTnuomnkata HacTpamBaeMoro XocTa;

o B MNnoJie sslkey yKaXuTe pacrnosioXXeHne 3aKpbITOro Kjk4ya HacTpamBaemoro
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XOCTa.

8.5. HacTpoiika 6anaHCUpOBLLUKaA Harpy3Ku

Mpwn Hanuunu npokcun-cepsepa HAProxy, npuHnMaroLlero 3anpockl K cny>xxebHon 6ase
AaHHbIX CPK RuBackup, pekoMeHayeTcs BbINONHUTL cneayrouwme oencTBus:

1. B ¢anne haproxy.cfg 3aganTe ogMHaKoOBOe 3HayeHMe A9 napaMeTpoB timeout
client n timeout server.PekomMeHgyemoe 3HayeHne 48h unn 6onee.

CornacHo oduLmanbHoM JOKyMeHTaumm ) sHayeHns napameTpos timeout client u
timeout server [OMXHbl OblTb MAEHTUYHbIE.

2. Y6éeauTtecb, YTOo B HacTpomkax cnyxebHon CYB[ PostgreSQL oTcyTCTBYHOT Tau-
MayTbl, @ eCfim NPUCYTCTBYIOT, TO BbICTaBUTb TakKMe Xe 3HaYEHUs Kak U B HaCTpOmn-
kKax HAProxy (cMm. nyHKT 1).

3. [obaBbTe B ¢pann haproxy.cfg B CTPOKY C nposepkon y3na PostgreSQL napameTp
shutdown-sessions, Hanpumep:

"server primary 192.168.122.60:3306 check on-marked-down shutdown-
sessions”.

4. 3aBepwuTe BCe akTUBHble 3agauum B CPK RuBackup.
5. OcTaHoBuUTe cepsuc cepBepa CPK RuBackup, BbINOMHMB B TeEpPMUHase Ha y3/e cep-
Bepa CPK RuBackup:
sudo systemctl stop rubackup_server
6. NepesanycTtnte CYB[ PostgreSQL, BbINOAHUB:

sudo systemctl restart postgresql

7. 3anyctute cepsuc cepsepa CPK RuBackup, BbINoO/HWB B TepMUHane Ha ysne cep-
Bepa CPK RuBackup:

sudo systemctl start rubackup_server

[11 Ansa HekoTopbix OC BO3MOXHO NOTPebyeTCA NOAKMOUYNTL AOMNONHUTENbHbIA PENO3UTOPUIA

[2] https://docs.haproxy.org/2.6/configuration.html
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naBa 9. CepBepHasi yacTb

CepBepHas YacTb CPK RuBackup MoXeT COCTOATb U3:

e 06A3aTENBbHOr0 KOMMNOHEHTA — OCHOBHOIO cepsepa,

e OJIHOTO WM HECKONbKUX HeobsA3aTeNbHbIX KOMMOHEHTOB — pPe3epBHOro cepeepa U
Meaunacepeepa.

OcHoOBHOM cepBep

OCHOBHOW cepBep — 3TO MMaBHbIM yNpaBnsaloLWmn cepeep, obecrneynsarolmin B3anMo-
penctemne KomnoHeHToB CPK.

OCHOBHOW cepBep BbINOMHAET QYHKLNIO MeguacepBepa B cllydae YCTaHOBKM CNOCOOOM
«Bcé B ogHOM» (BCce koMMNoHeHTbl CPK RuBackup pa3BépHyTbl Ha O4HOM y3ne).

Pe3epBHbIi cepBep

PesepBHbIV cepBep, B Cllydae 0TKa3a OCHOBHOIMO cepBepa, nogaepxmsaeT ¢yHKLMOHAnN
OCHOBHOro cepsepa RuBackup, a KNnMeHTbl CUCTEMbI Pe3epPBHOro KONMPoOBaHMA aBToOMa-
TUYeCKU NogKIYaTCA K pe3epBHOMY cepBepy. [locne BOCCTaHOBNEHUA QYHKLNOHUPO-
BaHMA OCHOBHOIO cepBepa KANEHTbI NogKKYaTCca 06paTHO K OCHOBHOMY CEPBEpPY.

MepauacepsBep

Mepgunacepsep (3TO y3en, Ha KOTOPOM MOAK/IOYEHO YCTPOWMCTBO XpaHeHus) — émkoe
AVCKOBOE YCTPONCTBO UK BUBNNOTEKA MArHUTHbIX NIEHT.

MepgunacepBep HamnosIHAEeT YCTPOMCTBO XPaHEHMA MOCTYMNaroWnUMN pe3epBHbIMU KOMK-
AMU OaHHbIX U ynpasiadeT MU No Tpe6OBaHI/II-O OCHOBHOI'O CcepBepa.

Kaxgbln MepgmacepBep accouumpoBaH C MyNOM, KOTOPbIM COLEPXUT Normyeckue
YCTPOMNCTBaA OOHOIo TUMa — XpaHuiuwa.

9.1. CucteMHble TpeboBaHUA

B paHHOM nogpasgene npueBefeHbl CUCTEMHble TpeboBaHUA ANA KaXA0ro cCepBepHOro
kKoMnoHeHTa CPK RuBackup, npegbaBnfemMble K TEXHUWYECKUM cpefcTBaM, Heobxoam-
MbIM OJ19 HOpMasnbHOro ¢yHkLmMoHmposaHua CPK RuBackup.

B cny4yae yCcTaHOBKM Ha O4MH XOCT HecKosbKnx komMmnoHeHToB CPK RuBackup
(Hanpumep, nNpu cnocobe ycTaHOBKN «BCé B 0gHOM») cneayeT KOHCONNOupo-
BaTb COOTBETCTBYIOLLME annapaTHble TpeboBaHUA, NpeabABAAeMble K TEXHN-
4YeCKOMY CpefCcTBY, Ha KOTOpPOe NPou3BoaMTCA YyCTaHOBKA.
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9.1.1. AnnapaTHble TpeboBaHuUA

OcHOBHoOI/pe3epBHbIii cepBep

MuHUManbHble annapaTHble TpeboBaHUsA, HeO6XoAuMbIE ANA CTabUbHOro GYyHKLNUOHU-
poBaHua cepeepa CPK RuBackup npuseaeHbl B TabnuLe.

Tabnuua 4. AnnapaTtHble TpeboBaHs, npeabsBaseMble K cepsepy RuBackup

AnnapaTHbIii KOM-

NMOHEeHT

Mpoueccop

OnepaTuBHas
namaATb

TBepnoTenbHbIN
HakonuTenb (SSD)

TBepOoTenbHbIN
HakonuTernb, NoA-
K/IIOYEHHbIN Yepes
wuHy PCIl Express
(NVMe SSD)

XecTkunnm guck
(HDD) nnun ¢onaw-
HakonuTtenb (flash
drive)

CeTb
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O6beM XpaHUMbIX A aHHbIX
48 Tb 96Tb 144TH

10 sapgep, 20 noTokoB. (2
noToka Ha 1 agpo unun 6onee)

1286 256TBb 256TH

RAID 1, 2 gucka no 480 'b
Kaxkablin

3.84Tb

RAID 50, RAID 50, RAID 50,
12 gnuc- 12 puc- 12 guc-
KOB MO 4 KOB MO 8 KOB MO
Tb kax- Tbkax- 12Tb
Obin Obin Kaxkabli

2 ceTeBbIX aganTepa c npo-
NYCKHOW crnocobHocTbio 10
6 KaXkgbl, ¢ 2 nopTamMu
(dual port)

Mpumeyanune

PekomeHgyemMble mogenu: Intel Xeon 4210, AMD
EPYC 7000 nnu 6onee coBpeMeEHHbIE

O6BHEM OMCKOBOro NPOCTPaHCTBa ANA yCTaHOBKMU
onepaumoHHON CUCTEMbI U KOMMOHEHTOB
RuBackup, 3a nckntouyeHnem KoOHGUrypayMoHHON
6a3bl gaHHbIx RuBackup.

PekoMeHayeTcA B CllydYae pa3BepTbiBaHUA
MHcTaHca PostgreSQL ana KoHpUrypawumoHHoM
6a3bl gaHHbIx RuBackup Ha Ton e MalwuHe, rae
ycTaHoBseH cepBep RuBackup. Auckn NVMe SSD
NO3BOMAKT MOBbLICUTbL MPOU3BOAUTENBHOCTb One-
pauun B dpunbTpe bayma n ckopocTb 06paboTkum
AaHHbIX NMPW BbIMOSIHEHUM NPOLECCOB Aeaynnanka-
umun. 3.84 T6 npefycMaTpmBaloT NOTEHUManbHbIN
pocT 06beMoB obpabaTbiBaeMbIX AaHHbIX. [15
obecneyeHnss MaKCMManbHOro YPOBHSA 0TKas30-
YCTONYMBOCTU U BbICTPOLENCTBUA NPU NPOMBILLI-
NEHHON aKCcnyaTaunm pekoMeHayeTCa NCNOoMb30-
BaTb B KayecTBe KOHOUrypaLunoHHon 6asbl
RuBackup CYB[ PostgreSQL B oTKa3oycTonunsom
KOHOUrypauum, Hanpumep, ¢ UCMONb30BaHNEM
peweHuna Patroni, pasBepHyTOM Ha OTAENBHOCTO-
AWMX MaLUUHaX.

PekomMeHpgyeTCA B Clly4yae akTUBHOMO UCMOJb30Ba-
HMS MaLlVHbl C OCHOBHbIM CEPBEPOM B KayecTBe
Meanacepsepa, 4N BOSMOXHOCTU pacluMpeHmns
OVCKOBOIO NPOCTPaHCTBa NoL XpaHeHne peseps-
HbIX KONui. B cnyyae xpaHeHUs faHHbIX Ha ono-
cpefoBaHHbIX CX[, AaHHbIA KOMMOHEHT He
ncrnonbayeTcs.
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Mepuacepeep

HaunHasa ¢ Bepcum CPK 2.6.0.0.0 mMcnosb3yeTcsa HOBbIA MeXaHU3M CXaTus
HebonbWwKnxX 610KOB AaHHbIX Ha 6/104HOM Ny ne.

MNpwn obHoBneHun CPK ¢ Bepcun 2.5.7.0.0 HeobX0ANUMO yBENNUYNTL 06BbEM one-
paTuUBHOW NaMATN Meanacepsepa Ha 60%.

o B npouecce pe3epBHOro KONUPOBaHUA ONA UHKpPeMeHTanbHon PK B XxpaHu-
e Ha MeguacepBepe pes3epBUpYyeTCcA CTONbKO Xe CBOBOOHOro MecTa,
CKONbKO M anga nonHom PK, Tak kak 06beM W3MEHEHHbIX [aHHbIX 3apaHee
HEN3BECTEH.

PekomeHayemas kKoHoUrypaumsa megnacepsepa 3aBUCUT OT COBOKYMHOro obbema xpa-
HUMbIX OaHHbIX U CXOXa C KoHdurypaumen cepsepa RuBackup. [na pacyeTta KoHOUry-
pauum Megnacepsepa BOCMONb3ynTechb TabnnLen.

Tabnvya 5. AnnapatHbie TpeboBaHWs, NPeabABASAEMbIE K Meagnacepaepy

AnnapaTHbIi KOM- OG6GBbeM XpaHUMbIX A aHHbIX MpumeyaHune
NOHEeHT 43T6 96TE 144TB
[Mpoueccop 10 spep, 20 noTokoB (2 PekomMeHgyeMble mogenu: Intel Xeon 4210, AMD
noTtoka Ha 1 agpo nnu 6onee) EPYC 7000 nnun 6051ee COBpEMEHHbIE
OnepaTuBHas 128Tb 2566 256 —
namsiTb

TBepnoTeNbHbIN RAID 1, 2 pucka no 480 I'b O6bEM OMCKOBOro NpocTpaHCTBa 419 YyCTaHOBKMU

HakonuTenb (SSD) Kaxabl ornepaunoHHON CUCTEMbI U KOMMOHEHTOB
RuBackup, 3a UCKNtOYEHNEM KOHOUIYpPaLMOHHON
6a3bl AaHHbIX RuBackup.

XecTkum guck RAID 50, RAID 50, RAID 50, [ns BO3MOXHOCTW pacLUMpeEHNs UCKOBOrO Npo-
(HDD) wnu onaw- 12 guc- 12 guc- 12 guc-  CTpaHCTBa NOA XpPaHeHne pe3epBHbIX Konui. B
HakonuTenb (flash koBMo 4 KoBMO 8 KOBMO  CNy4vyae XpaHEHMA OaHHbIX HAa ONOCPEeA0BaHHbIX

drive) Tb kax- Tbkax- 12 Tb CX[, BaHHbI KOMMNOHEHT He UCnonb3yeTcs.
Obin Obin Kaxkabli
CeTb 2 ceTeBbIX aganTepa Cc Npo- —

NYCKHOW crnocobHocTbio 10
6 KaXkgbl, ¢ 2 nopTamMu
(dual port)

9.1.2. lNporpamMMHble Tpeb6oBaHUA

[MporpamMmmHble TpeboBaHUA, HEOBXoAUMbIE OJ1 CTAabUNbHOIO GYHKLNOHNUPOBAHUA Cep-
Bepa CPK RuBackup:

e OrnepaynoHHasa cucTemMa U3 CoBMeCcTUMbIX ¢ KoMmnoHeHTamMn CPK RuBackup:

o Astra 1.6;
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o Astra1.7;
o Astra 1.8;
o CentOS 7;
o CentOS 8;
o Debian 10;
o Debian 12;
o RHEL 9;
o Red0S 7.3;
o RedOS 8;
o Rosa Chrome 12;
o Rosa Cobalt 7.3;
o Rosa Cobalt 7.9;
o Ubuntu 18.04;
o Ubuntu 20.04;
o Ubuntu 22.04;
o AnbT 10;
e OTKpPbITble MOPTbI B COOBETCTBMM C Tabnuuen [nasa 6;
e 3aBMCMMOCTW NAKETOB A8 KaXaon coBmecTumom OC.
3aBUCMMOCTU MPUBOAATCA TOJNIbKO ANA MOoArotoBkM ycTtaHoBku CPK u3
NoKanbHbIX MakeTOB B 3aKPbITbIX KOHTypax. B cnyyae ycTtaHoBkun CPK 13

nyormMyHoOro penosnTopus 3aBUCUMOCTU YCTaHaBNMBAKOTCA aBTOMaTU4e-
CKU 13 penosntopus Tekywen OC.

Tabnuya 6. 3aBUCMMOCTM rubackup-client, rubackup-server, rubackup-common
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OnepayluvoHHasa cuctema

Astra1.6

MakeTbl

exim4-base
exim4-config
exim4-daemon-light
gnupg?2

libcurl3 wnw libcurl4
libldap-2.4-2
libldap-common
liblockfile-bin
liblockfile1
libnghttp2-14
librtmp1

libsasl2-2

libssh2-1

mailutils nnu bsd-mailx
openssl
parsec-base
parsec-cap
parsec-mac

psmisc

wget

xauth

9.1. CucTteMHble TpeboBaHUA
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OnepayluvoHHasa cuctema

Astra1.7
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MakeTbl

exim4-base
exim4-config
exim4-daemon-light
gnupg?2
guile-2.2-libs
libcurl3 nnu libcurl4
libevent-2.1-6
libfribidiO

libgclc2
libgnutls-dane0
libgsasl7
libkyotocabinet16v5
libldap-2.4-2
libltdl7

liblzo2-2
libmailutils5
libmariadb3
libntimO
libpugixml1v5
libsasl2-2
libunbound8
mailutils nnu bsd-mailx
mailutils-common
mariadb-common
mysql-common
openssl
parsec-base
parsec-cap
parsec-mac

psmisc

wget

xauth




OnepayluvoHHasa cuctema

Astra1.8

CentOS 7

CentOS 8

MakeTbl

exim4-base
exim4-config
exim4-daemon-light
gnupg2
gsasl-common guile-3.0-libs
libcurl3 nnu libcurld
libevent-2.1-7
libgc1
libgnutls-dane0
libgnutls30
libgsasl18
libgssgluel

libidn12
libldap-2.5-0
libltdl7

libmailutils9
libmariadb3
libncurses6
libncursesw6
libntimO

libpg5
libpugixml1v5
libsasl2-2

libtinfo6
libunbound8
mailutils nnm bsd-mailx
mailutils-common
mariadb-common
mysql-common
ncurses-base
ncurses-bin
ncurses-term
openssl
parsec-base
parsec-cap
parsec-mac
psmisc

wget

xauth

cyrus-sasl
mailx

openldap
pugixml
qt5-gtbase-gui

cyrus-sasl
mailx

openldap
pugixml
qt5-gtbase-qui

9.1. CucTteMHble TpeboBaHUA
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OnepauMoHHas cucTemMa MakeTbl

Debian 10 exim4-base
exim4-config
exim4-daemon-light
gnupg2
guile-2.2-libs
libcurl3 nnu libcurld
libcurl4
libevent-2.1-6
libfribidiO
libgc1c2
libgnutls-daneO
libgsasl7
libkyotocabinet16v5
libldap-2.4-2
libltdl7 liblzo2-2
libmailutils5
libmariadb3
libntimO
libpugixml1v5
libpython2.7
libsasl2-2
libunbound8
mailutils nnu bsd-mailx
mailutils-common
mariadb-common
mysql-common
openssl
psmisc
wget
xauth
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OnepayluvoHHasa cuctema

Debian 12

RHEL 9

Red0S 7.3

MakeTbl

exim4-base
exim4-config
exim4-daemon-light
gnupg?2
gsasl-common
guile-3.0-libs
libcurl3 nnw libcurl4
libevent-2.1-7
libfribidiO

libgc
libgnutls-daneO
libgnutls30
libgsasl18
libgssgluel

libidn12
libldap-2.5-0
libltdl7

libmailutils9
libmariadb3
libncurses6
libntimO

libpg5
libpugixml1v5
libpython3.11
libpython3.11-minima
libpython3.11-stdlib
libsasl2-2
libunbound8
mailutils nnu bsd-mailx
mailutils-common
mariadb-common
mysql-common
openssl

psmisc

python3.11
python3.11-minima
wget

xauth

cyrus-sasl
mailx
openldap
pugixml
qt5-gtbase-gui
s-nalil

cyrus-sasl
mailx
openldap
pugixml
qt5-gtbase-qui

9.1. CucTteMHble TpeboBaHUA
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OnepauMoHHas cucTemMa MakeTbl

RedOS 8 cyrus-sasl
libstdc++
mailx
openldap
pugixml
qt5-qgtbase-gui

Rosa Chrome 12 cyrus-sasl
lib64db5.2
lib64ldap2.4_2
lib641tdl7
lib64mailutils9
lib64mu_auth9
lib64mu_dbm9
lib64mu_dotmail9
lib64mu_imap9
lib64mu_maildir9
lib64mu_mailer9
lib64mu_mbox9
lib64mu_pop9
lib64mu_sieve9
lib64muaux9
lib64pugixmll
lib64qt5Sgui5
lib64sasl2
mailutils
mailutils-locales
qt5-gtbase-gui
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OnepayluvoHHasa cuctema

Rosa Cobalt 7.3

Rosa Cobalt 7.9

MakeTbl

cups-libs
cyrus-sasl
fontconfig
fontpackages-filesystem
glx-utils

libICE

libSM

libX11
libX11-common
libXau
libXdamage
libXext

libXfixes

libXi

libXrender
libXxf86vm

libicu

libpng

libxcb
libxshmfence
mailx
mesa-libEGL
mesa-libGL
mesa-libgbm
mesa-libglapi
openldap
qt5-qgtbase
qt5-gtbase-common
qt5-gtbase-gui
xcb-util
xcb-util-image
xcb-util-keysyms
xcb-util-renderutil
xcb-util-wm

cyrus-sasl

libicu
libxkbcommon-x11
mailx

openldap
qt5-gtbase-qui

9.1. CucTteMHble TpeboBaHUA
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OnepayluvoHHasa cuctema

Ubuntu 18.04

Ubuntu 20.04
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MakeTbl

gnupg?
guile-2.0-libs
libcurl3 wnw libcurl4
libgcic2

libgsasl7
libkyotocabinet16v5
libldap-2.4-2

libltdl7

liblzo2-2
libmailutils5
libmysqlclient20
libnghttp2-14 libntimO
libpython2.7
libpython2.7-minimal
libpython2.7-stdlib
librtmp1

libsasl2-2

mailutils nnu bsd-mailx
mailutils-common
mysql-common
openssl

postfix

ssl-cert

wget

xauth

gnupg2
guile-2.2-libs
libcurl3 nnu libcurl4
libgclc2

libgsasl7

libidn11
libkyotocabinet16v5
libldap-2.4-2
libmailutils6
libmysqlclient21
libntimO
libpugixml1v5
libsasl2-2

mailutils nnu bsd-mailx
mailutils-common
mysql-common
openssl

postfix

ssl-cert

wget

xauth




OnepayluvoHHasa cuctema

Ubuntu 22.04

AnbT 10

MakeTbl

gnupg2
gsasl-common
guile-3.0-libs
libcurl3 nnu libcurld
libfribidiO

libgc1

libgsasl7

libidn12
libldap-2.5-0
libltdl7
libmailutils8
libmysqlclient21
libntimO

libpg5
libpugixml1v5
libsasl2-2
mailutils nnm bsd-mailx
mailutils-common
mysql-common
openssl

postfix

ssl-cert

wget

xauth

libldap
libsasl2-3
mailutils
pugixml
qt5-gtbase-qui
xauth

Tabnuya 7. 3aBUCcUMOCTM rubackup-common-gui

OnepayuuoHHasa cucTema

Astra1.6

Astra1.7

Astra1.8

Debian10

MakeTbl

gnupg2
wget
xauth

ghupg?2
wget
xauth

gnupg?2
wget
xauth

gnhupg?2
wget
Xxauth

9.1. CucTteMHble TpeboBaHUA
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OnepaynoHHasa cucTema MakeTbl
Debian 12 gnupg?

wget

xauth
Rosa Chrome 12 qt5-qgtbase-gui
Rosa Cobalt 7.9 libicu

libxkbcommon-x11
qt5-gtbase-gui

Ubuntu 18.04 ghupg?2
wget
xauth

Ubuntu 20.04 gnupg?2
wget
xauth

Ubuntu 22.04 gnupg?2
wget
xauth

AnbT 10 xauth

9.2. YcTaHOBKA

9.2.1. NMoaroTtoBKa K yCTaHOBKe

YcTaHOBKa 3aBMCUMOCTEN NaKeToB

o [aHHbIn war npegHasHa4vyeH AnAa YyCTaHOBKW JIOKaJlbHbIX MakKeToOB. Ecnu BbI
YCTaHaBJIMBaeTe NaKeTbl N3 Peno3nTopund, TO NpPpOonyCcTnTe 3TOT LWar.

[ns ycnewHoro passépTbiBaHMa cepBepa CPK RuBackup Heobxoaumo Hanuuue ycTa-
HOBJMIEHHbIX 3aBUCUMOCTEN MNakKeTOB B COOTBETCTBWUM C TabnuLel, B 3aBUCUMOCTU OT
NCNosb3yeEMOM OMnepaLmMoHHON CUCTEMBI Ha y3Nne pasBEépTbiBaHMA cepBepa RuBackup,
AN1F 3TOro:

1. MpoBepbTe Hannune yCTaHOBMNEHHbIX NakKeToB 3aBucumMocTen B OC, Hanpumep:

Astra Linux, Debian, Ubuntu
dpkg-query -1

AnbT
apt list --installed

Rosa Cobalt, RHEL

yum list c onumen installed
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RedOS, CentOS, Rosa Chrome
dnf list installed

2. Ecnu Bbl ncnonbsyeTe onepaunoHHyto cuctemy CentOS 7, CentOS 8 nnu RHEL 9, To
nobasbTe penosutopun EPEL !, nopmep>xusaembiii B pamkax npoekta Fedora u
cofepKalliumn HeKoTopble NakeTbl, KOTOPble He BOLWIN B CTaH4APTHbIN Habop RHEL
(CentOS):

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

dann penosnTopus oyper aBTOMaTU4ecKun 3arpy>xeH B KaTanor
/etc/yum.repos.d/epel.repo VN aKTUBUPOBAH.

3. Ecnu Bbl ncnonbsyeTte onepaumoHHyto cuctemy CentOS 7 nnm CentOS 8, To Takxe
PEKOMEHAYETCA BKHOUYNTb PEnosnTopuin PowerTools, MOCKONbKY MNakeTbl EPEL
MOryT 3aBMCETb OT MAaKETOB U3 HEro:

sudo dnf config-manager --set-enabled powertools

4. Ecnv Bbl Ucnonb3yeTe onepaunoHHyto cuctemy RHEL 9, To TakXke pekomeHayeTcs
BKIKOUYNTb pPenosnTopuin codeready-builder-for-rhel-8-*- penosvTopun rpm,
MOCKOJIbKY NakeTbl EPEL MOryT 3aBUCETb OT NaKeTOoB U3 Hero:

ARCH=S$( /bin/arch )

sudo subscription-manager repos --enable "codeready-builder-for-rhel-8-
S\ {ARCH}-rpms"

5. O6HOBUTE PENO3UTOPUM NAKETOB B CUCTEME:

Astra Linux, Debian, Ubuntu
sudo apt update

AnbT
sudo apt-get update

Rosa Cobalt, RHEL

sudo yum update
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RedOS, CentOS, Rosa Chrome
sudo dnf update

6. YcTaHoBUTe HegoCTaroWwme 3aBUCUMOCTU NakeToB U3 TabinLbl:

Astra Linux, Debian, Ubuntu

sudo apt install <namepackage>

AnbT

sudo apt-get install <namepackage>

Rosa Cobalt, RHEL

sudo yum install <namepackage>

RedOS, CentOS, Rosa Chrome

sudo dnf install <namepackage>

HacTpoiika ny6siMyHoro penosutopus

JaHHbIN Wwar npegHasHayeH Ons YyCTaHOBKU W3 MyG/MYHOrO PEenosnTopus.
Ecnu Bbl ycTaHaBnMBaeTe NoKanbHble NakeTbl, TO NPONyCcTUTE 3TOT LWar.

MoakniouyeHune ny6amyHoro penosutopus DEB-cuctem

1. CospanTe ¢ainn ¢ MHGOPMaLMEN O PENO3UTOPUSX.

cat <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public @

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public-testing @

EOF

(1) <0S-VERSION> — Bepcusi OC (astra_1.6 | astra_1.7 | astra_1.8 | debian_10
debian_12 | ubuntu_18.04 | ubuntu_26.04 | ubuntu_22.04).

2. [lobaBbTe KNHOY PENO3NTOPUS:
sudo wget -qO-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-

official-repo-key/public | sudo gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import - && sudo chmod 644
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/etc/apt/trusted.gpg.d/rubackup-deb.gpg
3. O6bHOBUTE CMUCOK MNaKeTOoB:

sudo apt update

MoaknioyeHune ny6anyHoro penosutopus RPM-cucrem
1. CospanTte ¢ain c MHGoOpMaLMeENn O Peno3nTOpPUsX.

lMNogkmrouerHne penosntopus anasa OC CentOS 7, CentOS 8, PEL] OC 7.3, PE/[] OC 8, Red Hat Enterprise
Linux 9, ROSA Fresh Desktop 12, ROSA Enterprise Linux Server 7.9 (MeHef>ep naketos yum)

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/ @

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/repodata/repomd.xml.key @

gpgcheck=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/ @

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/repodata/repomd.xml.key @

gpgcheck=0

EOF

@ <0S-VERSION> —BepcuaOC (centos_7 | centos_8 | redos_7.3 | redos_8 | rhel_9
| rosa_12 | rosa_7.9).

lNoakmoyeHne penosutopus anas OC ROSA Enterprise Linux Server 7.3

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/
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enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key

gpgcheck=0

sslverify=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0

sslverify=0

EOF

2. OBbHOBUTE CNNCOK MNaKeToB:

sudo yum update

HacTpoiika nepeMeHHbIX cpeabl

BbINONHUTE HAaCTPOWKY NepeMeHHbIX cpefbl oA nonb3oBaTens root:

1. ABTOpPM3ynTECH NOA NOSb30BaTeneM root:

sudo -i

2. HacTponTe nepeMeHHble cpefbl ANs nonb3oBaTens root:

sudo nano /root/.bashrc

o OoTpepakTupymTte ¢pann, nobaBmB CTPOKM:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH
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o COXpPaHNTE USMEHEHNA.

3TN nepemMeHHble Takxe MOXXHO onpenennTb B danne
/etc/environment.

3. MNepengunTe B KaTanor /root:

cd /root

4. lNepesarpysnte NnepeMeHHble OKPY>XXEeHUA:

source ~/.bashrc

HacTpoika SSL coeauHeHus ¢ 6a30ii A aHHbIX

MponycTnTe 3TOT LWar, ecnm He TpebyeTcsa 3aluWEHHOe NOLKHYEHNE KOMMNOHEHTOB
RuBackup k cny>xebHon 6a3e gaHHbIX.

Ecnn HeobxogmmMo ncrnonb3oBaTh 418 NOAKOYEHUA K 6a3e gaHHbix PostgreSQL 3awwum-
LWEHHOE COoeguHeHne, TO BbINOAHUTE MPUBEAEHHbIE HUXE HACTPOMKM Ha XOCTax, Ha
KOTOpPbIX pa3BépHYTbl KOMNOHEHTbI CPK (postgres-KnneHThbl):

1. TlepeHecuTe M3 COOTBETCTBYIOWEN postgres-KNMeHTY nanku Ha ysne LleHTpa cep-
TUPUKaLmM NOAroTOBIIEHHbIE:

o cepTudukat LleHTpa cepTudukaymm (ca.crt), 4ytobbl knneHT CPK Mor npoBepuTs,
4YTO KOHeYHbIN cepTuoumkaT cepsepa PostgreSQL 6bin nognucaH ero foBepeH-
HbIM KOPHEBbIM CepPTUDMKATOM,;

o cepTudukaT cepepa/knunenta CPK (postgresql.crt);
o CreHepupoBaHHbIN 3aKpbITbIN KoY cepBepa/knueHTa CPK (postgresqgl.key).

2. [Ana ¢annoB cepTuduMKaTa N 3aKpbITOro Kr4ya yCTaHOBUTE MOJHbINM SOCTYN Ha YTe-
HVe U 3anncb TONbKO AN BnagenbLes:

chmod 600 server.crt server.key ca.crt

3. Cpenante Bnagensuem ¢annoB nonb3oBaTensa, OT UMEHU KOTOPOro byaeT 3anyu,eH
KOMMNOHeHT CPK (postgres-KnneHT):

chown suser:suser server.crt server.key ca.crt
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9.2.2. YcTaHOBKA NaKkeToB

MocnepoBaTenbHOCTDb YCTaHOBKM

BbINONHUTE yCTaHOBKY MakeToB CTPOro B ﬂpVIBe,D,éHHOVI nocnenoBaTe/IbHOCTN.

1. rubackup-common;
2. rubackup-client;

3. rubackup-server.

Mo yMoOnYaHMO HacTpoMKa OCYLLECTBMSETCA B TepMUHane C MOMOLbH KOHCOJSIbHOM
YyTUANTBI rb_init (NocTaBnsaeTcsa B cocTaBe rubackup-client).

ﬂ,ﬂﬂ H&CTpOVIKVI C NoMoLbko rpa¢|/|quK0|7| YTUINTbI rb_init_gui AOMONHUTENIbHO yCTa-
HOBUTE NMakeTbl rubackup-common-gui, rubackup-init-gui.

Cnoco6bl ycTaHOBKU

YcTaHoBUTE O4HUM M3 CMOCOBOB:

1. 13 nokanbHOM Nankn co cKkavyaHHbIMW MakeTaMu:
Astra Linux, Debian, Ubuntu
sudo apt install ./<namepackage>.deb

AnbT
sudo apt-get install ./<namepackage>.rpm

Rosa Cobalt, RHEL
sudo yum install ./<namepackage>.rpm

RedOS, CentOS, Rosa Chrome

sudo dnf install ./<namepackage>.rpm
2. U3 penosutopua OC Astra Linux, Debian, Ubuntu:
sudo apt install <namepackage>

roe <namepackage> — MMA yCTaHaBNIMBaEeMOro nakeTa.

OG6HoBNEHNE KOHPUrypaLumum

1. BeinonHuTe obHOBNEHME KoHPUrypaumm Tonbko gna OC Astra Linux Special Edition
1.6 nnn 1.7 ¢ aKTUBNPOBAHHbLIM PEXVMOM 3aLUTHOM NPOrpaMMHON cpepbl:
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9.2. YcTaHOBKa

sudo update-initramfs -u -k all
2. [IpUMeHNTe U3MeHeHus, BbINONHMB nepesarpysky OC:

sudo reboot

9.2.3. YCcTaHOBKA JIULLEH3UMN

MonyuyeHune ¢paitna nULEH3NUU

Ana nonyyenus daina nuLeHsnm cepeepa (OCHOBHOMO, pe3epBHOro 1 MeanacepBepoB)
y NocTaBLuKa:

1. lMoNHOCTbBIO pa3BepPHUTE CEPBEPHYIO MPYMNMNUPOBKY 3ansiaHUPOBAHHOW apXUTEKTYpPbI
CUCTEeMbl pes3epBHOro konupoBaHusa RuBackup, ycTaHOBMB nakeTbl CepBepHOW
4YacTW NPorpamMMbl Ha y3nax.

2. Ha kaxxgom cepBepe nonyumte ngeHtudukatop hardware id:
rubackup_server hwid

3. 3adukcupynte ntobbiM yaobHbIM CNOCOOOM ANA Kakoro Tuna cepsepa (OCHOBHOW,
pes3epBHbIN, Meana) nonyyeH naeHTudmnkaTop.

4. MNpepocTtaBbTe NOCTABLUMKY MONYYEHHble NOEHTUPMKATOPbl YAOOHbIM CrocoboM U
nonyymTe NUUEH3NOoHHble dansbl Ana cepBepHbiX koMnoHeHToB CPK RuBackup Ha
agpec 9N1eKTPOHHOM NoYTbl NONb30BaTENSA.

YcTaHoBKa ¢daiina nuueH3umn

YcTaHOoBUTE dann nuMueH3sunm Ha KaXAaoM Yy3ne nuueHsmpyemoro cepsepa CPK
RuBackup.

[na ycTaHOBKU panna nuueHsnu:

1. MepemecTnte dpann nuueHsnnm B nanky /opt/rubackup/etc/, BbINONHUB KOMaHAY,
Haxo4AaCb B nNanke ¢ noAroToBMEHHbIM GpansioM NULEH3NOHHOIO K/koYa:

cp <damn_nuueHsmn> /opt/rubackup/etc/rubackup.lic

2. AKTUBaLMSA NULEH3MM NPOU30MAET Noce 3anycka cepsepa.
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9.3. HacTpoika

9.3.1. HacTpoiika cepBepa

Heobxogmnmo npegsapuTesibHO HaCTPOUTb CETEBOE B3aUMOLENCTBUE Y3/10B KOMIMOHEH-
ToB CPK RuBackup, ncnonbsysa FQDN, nma xocta unu IP-agpec (ganee no TekKCcTy —

agpec).

HacTponky komnoHeHTOB CPK RuBackup cnegyetT nNpouM3BECTU Ha KaXAoM Yy3ne B

CTPOro npueBeaEHHOM nopsake (B 3aBUCUMOCTM OT apXUTEKTYPbI):

1. HacTpoMnKa OCHOBHOIO cepBepa;

2. HaCTpOWKa pes3epBHOro cepBepa;

3. HacTpoWka MeanacepBepa (BbIMONHAETCA A8 KaXA0ro Meanacepsepa);

4. HacTpoOMKa KfIMeHTa CUCTEMbl Pe3epBHOr0 KOMMPOBaHUA (BbIMNOMHAETCA ONA KaX-
poro knmeHta CPK).

HacTpoiky komnoHeHTOoB CPK RuBackup BO3MOXHO BbINOMHUTL OAHUM 13 CNOCO60B:

e HacCTpoOliKa cepBepa B UHTEPAKTMBHOM pexXmumMe npu noMOLLN YTUANTbI rb_init;

e HaCTpOMKa cepBepa B HEMHTEPaKTUBHOM pexiume npu NOMOLWM YTUIUTBLI rb_init
(0AHOCTPOYHOWM KOMaHA0M C 3a4aHHbIMU NapaMeTpamu);

e HacTpoOMKa cepBepa C MNOMOLLbIO rpaduyeckon YTUNUTbI MacTepa HaCTPONKU
RuBackup rb_init_gui.

HacTpoiika cepBepa B TepMUHane (MHTepaKTUBHbINA PeXuMm)

BbINOMHUTE Ha KaXX[,0M CEpPBEPHOM Yy3Ne UHTepakKTuBHyt0 HacTponky CPK RuBackup c
NOMOLWbI rb_init (cM. CLueHapum HaCTPONKK cepeepa).

sudo /opt/rubackup/bin/rb_init

HacTpoiika cepBepa B TepMUHane (HeMHTepaKTUBHbIN PeXUM)

HenHTepakTMBHbIA pexXunum paboTbl HeobXxoouM O/ BbIMONHEHUSA CLEHapueB Macco-
BOro pasBepTbIBaHWUA, HANpUMep, Npu NCNonb3oBaHUn Ansible — NporpaMmMHOro peLue-
HUA ANA yAANeHHOro ynpasfieHnsa KOHOUrypaunusamMm cepBepoB.

AOMUHUCTPATOP UMeEeT BO3MOXHOCTb HacTpouTb CPK RuBackup B bash/shell ogHo-
CTPOYHOM KOMaHAOM W, KaK CneacTBume, UCMNoMb30BaTb 3Ty KOMaHOy B CKpunTax gns
aBToMaTu3auuKn npolecca.

HacTtponka CPK RuBackup ocyu,ecTBnseTca C MNOMOLLbK WHTEPAKTUBHOW YTUNUTDI
rb_init (HEMHTepPaKTMBHbIN peXxum). OnncaHne yTunmTbl NpUBELEHO B OKYMEHTE.
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HacTpoiika cepBepa ¢ noMoLybio rpaduyecKomn yTUINTbI

HacTponka cepBepa (OCHOBHOro, mMegua wunu pesepBHoro) RuBackup ¢ nomoLybio
MacTepa CPK RuBackup BO3MOXHa C MOMOLLbIKO rpaduyeckon yTUINTbl MacTepa
HacTponkn RuBackup.

e 3anycTuTe MacTep HacTpounku RuBackup (rpadpuyeckoe npunoxeHne rb_init_gui):

rb_init_qui&

e [Tocne 3anycka MacTepa HacTporkn RuBackup 3anonHKUTe OTKpbIBLWINECA GOPMbI:
1. B npuBeTCcTBEHHOM OKHe (PrcyHok 1):
» BblOepuUTe A3bIK MHTepdenca NPUNOXEHUS M3 NPEeASIOXXEHHbIX BapWaHTOB
(pycCKui nnn aHrnMNCKuin);
» IPUMUTE  JINLEH3NOHHOE CcorfaweHna ansa  NpoLO/KEHUA  HaCTPOMKMK

RuBackup, npocTaBuB 0TMeTKY B Yek-60okce v MpuMeHuTb.

[na 03HaKOMNEHUA HaXXMUTE Ha aKTUBHbIN aneMeHT [JIMueH3noHHoe corna-
weHne] n B OTKPbLIBLUEMCA OKHE MOATBEPXOEHUA cKonupymnte B 6ydep
CCbIJIKY Ha NULUEH3MOHHOE CornalleHne gna ganbHenwero npocMoTpa B 6pay-
3epe;

» HaxkmuTe [Qaneel.

[obpo noxxanoeaTb B MacTep
HacTponkuy RuBackup

BribepuTe A3bIK: ‘P CKWIA ~ |

| NpuHumato nuueH3mnoHHoe cornaweHune

PucyHok 1. lNMpueeTcTBEHHOE OKHO MacTepa HacTporku RuBackup

2. B OTKpbIBLLEMCA OKHE Bb|6epeTe HacTpanBaeMbl KOMMOHEHT.
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Ecnn Ha HacTpanBaeMOM y3ne yCTaHOBMEH NakeT rubackup-server, TO MacTep
HacTPOWKN aBTOMAaTUYECKW npeanaraeT MNPOU3BECTU HACTPOWKY CepBEepHOro
KOMMOHeHTa (PrcyHok 2):

= OCHOBHOW cepBep;
= pe3epBHbIN CepBep;
= Meanacepsep.

Macrep HacTpoikn RuBackup

YT0o Bbl XOTNUTE HACTPOUTL?

OcHOBHOW cepBep

Pe3epBHbIN cepBep

Menunacepsep

PucyHok 2. OkHO BbibOpa HacTpanBaeMoro KoOMnoHeHTa RuBackup
3. 3anonHuTe oTKpbIBLWYKOCA GOopMYy HacTpamBaemoro komrnoHeHTa CPK RuBackup.

[ina Bo3BpaTa Ha NpeablayLunin Wwar u penakTMpoBaHUa Bblbopa MCMNONb3yinTe

a. bnok O6wue napameTpbl:
OCHOBHOW, pe3epBHbIiA, MeAuacepsep:

= B none KonuyecTBo ceTeBbIX MOTOKOB YKaXXNTe KOIMYECTBO NOTOKOB 414
ogHOBpeMeHHOM 06paboTKM 3aay pe3epBHOro KONMpOoBaHUS Ha OCHOBHOM
cepBepe (Kaxablh MOTOK MMEeeT OTAeflbHOEe COeAUHEHWE CO CNy>XebHom
6a3o1 gaHHbIX CPK)
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OCHOBHOW, pe3epBHbIii, Meguacepaep:

= B none Bepcus IP ana DNS 3anpocoB BbibepnTe Kakme nybnmyHble uMeHa
OyayT ncrnonbsoBaHbl DNS-cepBepoMm.

OCHOBHO#, pe3epBHbIii, Meguacepsep:

» AKTUBUPYMTe nepeknovaTtens MNepesanucb mactep-kmoya © anqa aBTo-
MaTuyeckoro GOpMMPOBaHUA HOBOIro MacTep-K4ya n nepesanucu (npu
HanMunmn) TekyLlero MacTep-Kno4ya, KOTOpbln Heobxogum Mpu cosgaHum
napbl KNOYen 3SMEeKTPOHHO-UNOPOBON MOAMUCU pPe3epBHbIX KOMUA W
3aWmTHOro nNpeobpasoBaHNA pe3epBHbIX KOMUNA.

b. bnok NapameTpbl cepBepa:
pe3epBHbIiA, Meauacepeep:

= B none AMa oCHOBHOIro cepBepa yKkaxxute ip-agpec MM FQDN OCHOBHOIO
cepBepa RuBackup (B cooTBeTCcTBMM C HacTponkamu ¢danna hosts ysna
OCHOBHOro cepBepa).

OCHOBHOW, pe3epBHblii, Meguacepsep:

= B none Appec cepeepa PostgreSQL ” ykaxute agpec, Ha KOTOpPOM
pa3BépHyTa CYB[], PostgreSQL:

» ecnu CYB/[], PostgreSQL pasBépHyTa Ha OTAE/IbHOM OT OCHOBHOIO cep-
Bepa y3ne, To cnefayeT yKasaTb afpec COOTBETCTBYHOLLENO Y3Na;

» ecnin CYB[, PostgreSQL n oCHOBHOW cepBep pasBEPHYTbl HA OLHOM
y3ne, TO ocTaBbTe 3HayeHne localhost, BbIBpaHHOE MO YMOSTYAHUIO ---

OCHOBHOW cepBep:

= B none MNaponb PostgreSQL ' ykaxxnTe naposnb nonb3osaTens 6asbl gaH-
HbIX postgres

OCHOBHOW cepBep:

= B none Uma cynepnonb3oBatensa RuBackup ykaxute nmMma cynepnonb3o-
BaTensa 6asbl gaHHbIX rubackup (MMsa B No ymonyaHuto).

Cynepnosfib3oBaTtenb 6yneT co3faH B MPOLLECCe HaCTPOMKM OCHOBHOMO
cepBepa.

OCHOBHOW, pe3epBHbIii, Meguacepsep:

= B none Maponb nonb3osatens RuBackup ' ykaxute naponb ans cynep-
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nonb3oBaTensa 6a3bl AaHHbIX rubackup (UMsA B no ymonyaHuio).

OCHOBHOM cepBep:

B none Uma 6a3bl RuBackup BeegunTe nms 6asbl 4aHHbIX (MO YMONYaHMIO B
KayecTBe MMeHM 6asbl JaHHbIX UCNonb3yeTca rubackup), KoTopas byaeT
NCNoNb3oBaTbCA B KayecTBe cnyxebHown B nnn 6ypeT cosgaHa B criyvyae
€€ OTCYyTCTBMA.

B uMeHM 6asbl AaHHbIX 3anpeLieHo WUChosfib3oBaTb creaykouime
cumBonbl: mpoben, \, S, #, ~, /, 2, %, ., ., i, i, %, M, &, <, >,

OCHOBHOW cepBep:
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Mpn obHoBNeHMn B none Ecnu 6a3a yXxe cyuwecTByeT Bbibepute pein-
CTBMe C cyuwecTByoLWen 6a3on JaHHbIX:

» keep — MPonNyCcTUTb AeilcTeue, basa gaHHbIX OyOeT coxpaHeHa B TEKY-
LLeM COCTOSHMM;

» drop — yOanuTb CYLLECTBYIOLLYH 6a3y AaHHbIX;
» upgrade — OBGHOBUTb CYLLECTBYIOLLYHO 6a3y AaHHbIX.

Mpwn yganeHnn n obHOBNEHUN cyllecTByroWwen 6asbl faHHbIX MO yMoO4ya-
HUO OypaeT chenaHa pesepBHas KOMUA [aHHbIX, €CNK nepeknvaTesnb
OTKNMIOUUTb AaMn [eaKTUBMPOBaH , €C/IN aKTUBUPOBaTb [OaHHbIN rnepe-
KnoyaTenb, TO pes3epBHOE KonupoBaHWe NS Tekywen 6asbl [aHHbIX
nepeg ynaneHnem/o6HOBNEHMEM BbIMOSIHEHO He BygerT.

Ecnu pesepBHOe KonMpoBaHMEe CyllecTBylowWwen 6asbl OaHHbIX OyaeT
BbIMONIHEHO, TO B none dopmMaT gamna BbIGepUTe TUMN PEe3epPBHON KOMUK
6a3bl JaHHbIX:

= custom archives — custom-apxuB, BOCCTaHOBMIEHME BbINONHAETCSH C
MOMOLLbIO YTUNUTbI pg_restore. PesepBHaa Konusa B popmaTe custom
3aHMMaeT MeHbllie MecTa Ha AUCKe, Mo cpaBHeHuo ¢ dopmaToM plain.

HacTponTe YpoBeHb C)XaTuUs faMna;

» plain — TeKCTOBbIN Sql-CKpPUNT.

[na Tuna pesepBHOM Konuun B custom archives B Nnosie YpoBeHb CXXaTus
AaMna BblbepuTe CTeneHb CXaTua pesepBHON Konun 6asbl gaHHbIX (3Ha-
yeHne oT 0 0o 9). YeMm BbiWe CTeNeHb CXaTuUsA, TeM MeHbLUe apXnB 3aHn-
MaeT MecCTa Ha AuCKe WU TeM [orblle BbINOJHAETCA npouenypa peseps-
HOro KONMpoBaHUA Basbl JaHHbIX.

B none MyTb K nanke pamna ) BbiGepuTe NyTb A8 COXPaHEHWS pe3eps-
HOM KOMWUM - MO YMOMYaHUIO 3TO AUPEKTOPUA, OTKyAa 6bina Bbi3BaHa yTu-
nuTa.
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OCHOBHOW, pe3epBHbIii, Meguacepeep:

» B none CeteBon MHTepdenc BLIGepNUTE ceTeBOM MHTepdenc, nocpen-
CTBOM KOTOpOro knumeHTy RuBackup paspeleHO B3aMMOAENCTBOBaATb C
CUCTEMOW pe3epPBHOro KOMMpPoBaHUA.

OCHOBHOW cepBep:

= B none MyTb ¢aitnosoii cuctembl gna gob6asnenus B «Default» ) Heo6-

X0OMMO HasHauuTb ans nyna Default xoTa 6bl 0gMH KaTanor gna xpaHeHus
pe3epBHbIX KOMWUNA.

OCHOBHOW, pe3epBHbIA, Meguacepeep:

= B none JlokanbHbIA KaTanor pe3epBHOro KONMUpPOBaHUA YKaXxuTe foKasb-
HbIX KaTanor 4S8 BPEMEHHOro xpaHeHusa ¢annoBs ¢ MeTagaHHbIMKW, co3aa-
BaeMbIX MNpU onepaumnax pesepBHOro KOMMPOBaHMA (MO YMOYaHUIO MNpwn
HaXxaTuu knasuwmn Enter B kKayecTBe ANPEKTOPUN OS19 BPEMEHHbIX onepa-
UM C Gannamm pesepBHbIX KOMU ncnonbayetca /tmp). Ecnn ykasaHHas
AVIPEKTOPUA HE CYLLeCcTBYET, TO byaeT co3aaHa.

OCHOBHOW, Meuacepsep:

= B none Uma pesepBHOro cepeepa ykaxuTe ip-agpec Unm FQDN OCHOBHOIMO
cepBepa RuBackup (B cooTBeTCcTBMM C HacTponkamu danna hosts ysna
OCHOBHOro cepBepa).

OCHOBHOW, pe3epBHblii, Meguacepsep:

= B none KonuuecTeo napannenbHbIX 3agay YKaXnTe KONMYeCTBO NOTOKOB
ANA OAHOBPEMEHHOW 06paboTKM 3aday Pe3epBHOro KOMMPOBAHWUS Ha
MeauacepBepe.

Kaxkgblh NOTOK UMEET OTAeNbHOe CoefuHEHNe Co Ccny>xebHon 6a30n gaH-
Hbix CPK.

OCHOBHOW, pe3epBHbIii, Meguacepaep:

» B none O6bEM NnaMATU Aepynanmkauum, 6anT 4na orpaHnyeHmsa notpeob-
NeHUs onepaTuBHOM MaMATU CepBepoM MNpu AefyrnivKauum pesepBHbIX
KOMUM.

Mpn wncnonbsoBaHUM Jefynankaunm pPeKoMeHAYeTCA  MUHUMaIbHbIN
obbeM onepaTmMBHOM NamAaTu cepeepa 64 GB effective_cache_size ~70
% OT pasmepa onepaTmBHOM NaMATU work_mem 32 MB.

OCHOBHOi, pe3epBHblii, Meguacepeep:
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AKTUBUPYiNTE nepekntodatens HenpepbiBHasa yaanéHHas pennukauua ©
NPy HEOB6XOAMMOCTU Ha KIIMEHTE.

HenpepbiBHasa yganéHHas pennvkauns oCyLeCcTBNSeTCA TOIbKO B XpaHu-
nvuie 6104HOro TMna.

OCHOBHOW, pe3epBHbIii, Meguacepsep:

AKTMBUPYNTE NepekntovyaTens Paspewatb LeHTpanusoBaHHOe BOCCTa-
HoBneHue ansa kKnueHta © 15 BOCCTAHOBMEHUS OaHHbIX M3 pe3epBHOM
KOMUKM C NOMOLLbIO NpuioXeHnsa «MeHeg)xep agMuHucTpaTtopa RuBackup»
(RBM), ¢ NnOMOLLbHO KOHCONBbHOM YTUAUTbLI rbfd nUam npunoxenusa «MeHe-
axepa knneHta RuBackup» (RBC).

B cnyvyae peaktmBupoBaHHOro nepeksovatens @ BOCCTaHOB/IEHWE U3
pesepBHOM Konun ByaeT BO3MOXHO C MOMOLLbIO KOHCOMbHOW YTUNUTDI
rbfd nnn npunoxeHusa «MeHepxepa knneHTa RuBackup» Ha y3ne KnneHTa
pe3epBHOro KonuMpoBaHUA. LleHTpanu3oBaHHOe BOCCTAHOB/IEHWE OaHHbIX
N3 pe3epBHON KOMUU C MOMOLLbIO NPUNOXeHUA «MeHepXXep agMUHUCTPa-
Topa RuBackup» (Mcnonb3yemon Ha ntobom y3ne) byaeT OTKIHYEHO.

OCHOBHOW, pe3epBHblii, Meguacepsep:

AkTuBupymnTe nepeknovatens Cospartb kmouu 3UMN ©, ecnn xotute
€co30aTb KHOYUM 3NTIEKTPOHHO-LNGPOBON NOognncu.

PesepBHasi Konusi MoXeT OblTb noAnvcaHa UWGpoBOK MOAMUCHbHO ANS
NOCNeayrLEero KOHTPONSA U NPeaynpeXaeHuns yrposbl €€ NoaMeEHbI.

OCHOBHOW, pe3epBHblii, Meguacepsep:

AKTUBMpPYNTE nepeknoyaTtesnb NMepesanucaTb Kno4um uLnudpposoun noanmucu
©, 0nAa cos3gaHna HOBOWM CBA3KM KNKOYEN, UCMONb3yeMbIX O18 9NEKTPOHHO-
LndpoBOMN NOUCH.

OCHOBHOW cepBep:
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AKTUBMpYNTE NepekovaTens Ayaut 6esonacHocTu © 4N1A XYypHaNMpo-
BaHWSA BCeX 3Ha4YMMbIX Tabnuy, KpoMe ovepenen 3afgad n BpeMeHHbIX Tab-
nmy,

[Nns pacwupeHnsa perncTpupyemblx COObITUI aKTUBMPYNTE Nepeknoyva-
Tens AypuTt 3apauy © [na XypHanMpoBaHUS BCEX 3HAYMMbIX Tabnuy u
3afaJd B oyepesasix.

Mo3aHee BO3MOXHO BK/IHOUYUTb/OTKKOUYMUTL OaHHYKO OMNUUKO N U3MEHUTb
BblIGpaHHbIA TUN ayauTa C NMOMOLWbK YTUANTBI ANA paboTbl C XYPHaNIoMm
cobbITNN MHGOPMALIMOHHOM 6e30MacHOCTN rb_security.



https://docs.rubackup.ru/Cli/2.8.0.0.0/rbfd/
https://docs.rubackup.ru/Cli/2.8.0.0.0/rbfd/
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c. bnok HacTpowka SSL.
OCHOBHOM, pe3epBHbI, Meguacepsep:

= [1pn HEOBXOAMMOCTN HAaCTPOWKM 3aLUULLEHHOIO COEOMHEHNA CO CryXeb-
HOM 6as30oM [JaHHbIX aKTUBUPYWTE nepeknodvaTens Ucnonb3oBatb SSL
coefiMHeHue ¢ 6a3oit aaHHbIX © 1 HacTpPoONTe NapameTpbl:

B none SSL pexum pa6oTbl ¢ Postgres BbibepnTe COOTBETCTBYIOLWNIA
peXxum paboTbl (B 3aBUCUMOCTWN OT HACTPOEK Yy3/a, Ha KOTOPOM YycCTa-
HoBneHa b/1). MNogpobHoe onucaHne pexxuMoB CMOTpKU B Pasaen 8.4.

Ecnn B koHurypaumm PostgreSQL SSL BbIkKOYEH, TO MO YMOMYAHUIO
SSL pexum bypeT disable;

= B none KopHeBoii cepTudumkar ' ykaxxute nonHbI nNyTb K cepTUPM-
KaTy [oBepeHHoro LleHTpa cepTudumkaumm (nponucas B Mnose wunu
Bbl6paB Mo HaXkxaTuo PALOM C MOJSIEM KHOMKK ), KOTOPbIA HEOBX0ANMMO
3apaHee pa3MecTUTb B nanke opt/rubackup/keys;

= B none CepTudukat KnmeHTa ' ykaxumTe NomHbI NyTb K cepTudnkaTty
(OTKpbITOMY KHOYY) HacTpaMBaeMoro ysna, BblAaHHblA [0BEPEHHbIM
LleHTpoM cepTudumkaumm (nponucas B nosie nnum Bbibpas Mo HaXaTuo
PAOOM C NOSIEM KHOMKM ), KOTOPbIN HEO6XO4MMO 3apaHee pasMecTUThb B
nanke opt/rubackup/keys;

= B none Kmoy knuenta ! YKaXXMUTe MNOJSIHbIA NYTb K 3aKPbITOMY KoYy
cepTtudukaTa HacTpamBaemMoro y3sna, BblAaHHbIV JOBEPEHHbIM LieHTpoMm
cepTudmkaumm (nponmcas B nofe mnu BblbpaB Mo HaxaTuUo PALOM C
NosieM KHOMKW ), KOTOPbIN HeobXoaMMO 3apaHee pa3MecTUTb B Marnke
opt/rubackup/keys.

4. Nocne 3anosiHeHMsa Bcex nosen ¢GopMbl HacTpamBaeMoro KommnoHeHTa CPK
RuBackup HaxxmuTe [[anee].

B okHe noaTBepXaeHuna Haxmute JMa gna HacTpoukm KomroHeHTa CPK
RuBackup (PucyHok 3).
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[loaoTeepxaeHune

MoaTeepAnTk BeibpaHHbIe NapaMeTpbl U MPUCTYNMUTL K

HacTpoike?

PuncyHok 3. OKHO NOATBEPXAEHNA BbIOPaHHbIX NapaMeTpoB

5. Ecnn B ¢opme HacTpamBaemoro komnoHeHTa CPK RuBackup ykasaHbl nanku,
KOTOPbIX He CyLLecTBYeT, To byfeT BbiBeAEHO MOLTBEPXKOEHNE ANA NX CO3LaHUA
(PucyHok 4).

B okHe noaTBepXaeHusa HaxxmunTe [la onsa cos3gaHus nanok.

[ToaTBEpXOEeHune

OupekTopuu 'frubackupl' He cyllecTByioT. Co34aTk UX?

PucyHok 4. OkHoO NOATBEPXAEHUA CO3[aHNA OUPEKTOPUNA

6. B cnyyae ycnewHon HacTPOMKM nosnb3oBaTenb 6yaeT yBegOMNEH COObLWEHMEM
(PncyHok 5), B KOTOpOM npuBegeHa nHoopmayms:

O NNLUEH3NOHHOM CcOornalleHunu,

npaBoo6na,u,aTen b,

BEpCUsi NPOAYKTa;

nMA TeEKYyLWEero ysna,

TUN HacTpoeHHoro komnoHeHTa CPK RuBackup;

0 CO3[aHunN KOHOUrypaumoHHoro ¢amna /opt/rubackup/etc/config.file;

AOMNONIHUTENbHO MOTYT 6biTb MPUBEOEHbl PEKOMeHAaLUn U npenynpexneHns no
HacTpoKaM napamMeTpoB.
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YcnewHo!

RuBackup initialization utility
Copyright 2018-2024: LLC "RUBACKUP"
WcknioynTensHble NpaBa npyuHaanexat 000 "PYB3KAM"
Author is Andrey Kuznetsov
Version: 2.4.0; Build: 98e914d.

Hostname of primary server: primary

There is no config file. Skip saving old config file
EULA: fopt/rubackup/copyrights/EULA-rus.txt has been accepted
[2024-09-23 14:02:50] Info: Total usable main memory size: 3055915008 bytes
[2024-09-23 14:02:50] [J[1;33mWarning: PostgreSQL shared buffers is too small. Recommend to set it
up to: 763978752 bytes[J[Om
[2024-09-23 14:02:50] Info: PostgreSQL effective_cache_size: 4294967296 bytes [ OK ]
[2024-09-23 14:02:50] (J[1;33mWarning: PostgreSQL work_mem is too small. Recommend to set it up
to: 33554432 bytes[][0m
[2024-09-23 14:02:50] Info: PostgreSQL max_parallel_workers: 8 [ OK ]
[2024-09-23 14:02:50] Info: PostgreSQL transaction isolation: read committed [ OK ]

Keeping old "rubackup” database

You have RuBackup master key file: /Jopt/rubackup/keys/master-key

This key is used to crypt and decrypt RuBackup archives

If you drop it you cant decrypt your archives

Please use -W to overwrite it

Configuration file has been created: /opt/rubackup/etc/config.file
yes: cTaHAapTHbIN BeiBoA: O6pbIB KaHana

3aBepwuTh

PucyHok 5. OKHO pe3ynbTaToB BbINOSIHEHHON HAaCTPOMKN cepBepa

1. HaxxmuTe 3aBepluMTb /15 3aBepLUeHnss paboTbl NPUIOXEHNS.

9.3.2. HacTpoiKa oKpy>XeHus

HacTpoiika nonb3oBaTenei

MNonb3oBaTenn, OT UMEHU KOTOPbIX ByAeT OCYLWeCcTBNATbLCA 3aNyCK YTUIUT KOMaHLHOM
CTpokn RuBackup wnn npunoxeHua pns ynpasneHuna CPK RuBackup (RBM, RBC)
AOJIKHbI:

* MMETb MNpPaBMJIbHO HAaCTPOEHHbIE NEepeMEHHbIE Cpebl;

e BXOAUTb B rpynny rubackup.

BbiMONHUTE MpuUBELEHHbIE HMXE HACTPOMKU A/ MoNb3oBaTenen Ha Bcex
y3/1ax ¢ pa3BEpHyTbiMM KOMNoHeHTaMmn CPK RuBackup.

HacTtpoiika nepeMeHHbIX cpeabl

HacTponTe nepeMeHHble cpefbl A9 BCEX NoSib30oBaTeNen, KoTopble byayT paboTaTb C
CPK RuBackup.

1. OTkponTe dpann .bashrc, 3anyckaemMblil B KaXkgon ceccun TepMmHana:

sudo nano /home/<umMa nonb3oBaTens>/.bashrc
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2. OTpepakTupynTte dann, nobaBnB CTPOKMU:

export PATH=SPATH:/opt/rubackup/bin
export LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/1lib

CoxpaHnTe n3MeHeHus.

3. MNepesarpysnTe NepeMeHHble OKPYXXEHUA, HAXOAACh B KaTasnore /home/<ums nosb-
3oBaTena>/:

source ~/.bashrc

o NepemMeHHble PATH n LD_LIBRARY_PATH MOXHO nepeonpenennTb B pannax:

e /etc/profile

e /etc/bash.bashrc

[o6aBneHue B rpynny

'pynna rubackup aBTOMaTU4yeCKMn CO30aéTCcAB npouecce yCTaHOBKWM NakeTa rubackup-
common .

1. o6aBbTe Nonb3oBaTensa B rpynny rubackup, BbIMOMHUB KOMaHy:

sudo usermod -a -G rubackup <umsa nonb3oBaTensa>

2. Ecnn TpebyeTca 3anyck yTUIMT KomaHgHonm cTpoku RuBackup, RBM wunn RBC B
TeKyLleM ceaHce nonb3oBaTens (6e3 nepesarpysku OC) BbINONHUTE:

newgrp rubackup

HacTpoika ooctyna K KJIMeHTCKUM cepTudpukatam

HacTponTe AocTyn nosb3oBaTens, BXO4AWEro B rpynny rubackup, K KaTanoram c cep-
TUdukatamMm p[Na 3anycka HEKOTOPbIX YTUAMT KOMaHLHOW CTPOKW, Hanpumep,
rb_clients.

Mo YMONYaHUO O0CTYN K KaTaJsioraM eCTb TOJIbKO Y MOoJib30BaTeNnd root, ANnd AoCTyna
Opyroro rnoJjib3aoBaTen4d:

1. N3MeHnTe Bnagenbua v rpynny An4 Katanoros, cogepxawmx ceptndukaThbl:
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9.4. 3anyck

sudo chown -R suser:rubackup /opt/rubackup/keys/client/
sudo chown -R suser:rubackup /opt/rubackup/keys/rootCA/

2. lMepesanycTute cepBUCHl A/ NPUMEHEHNA USMEHEHW:

sudo systemctl restart rubackup_client.service
sudo systemctl restart rubackup_server.service

9.3.3. [lo6aBneHune B aBTO3anyckK

1. Jo6aBbTe cepBUC KNneHTa PK B aBTO3anyck npu s3arpyske OC:
sudo systemctl enable rubackup_client.service

2. [lobaBbTe cepBuc cepBepa PK B aBTo3anyck npu 3arpyske OC:
sudo systemctl enable rubackup_server.service

3. lMepesarpysnTte HacTponku OC:

sudo systemctl daemon-reload

9.4. 3anyck

MponsBeanTe akTuBauuto cepBepHon 4vacTm CPK RuBackup, BbIMOMHMB Ha KaXX[AoM
y35e C pasBEépHYTbIM cepBepoM (OCHOBHbIM, pesepBHbIM, Megma) RuBackup 3anyck
cepBuUCa KIMeHTa U cepBuUca cepaepa.

9.4.1. 3anycK cepBuca K/iMeHTa

[lnAa 3anycka cepBuca KIMeHTa BbIMOSIHUTE KOMaHAy:

sudo systemctl start rubackup_client.service

9.4.2. 3anyckK cepBuca cepeepa

[1nsi 3anycka cepBuca cepBepa BbINMOMHUTE KOMaHAY:
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sudo systemctl start rubackup_server.service

9.4.3. lpocMOTp cTaTyca cepBuUca K/IMeHTa

[lna 3anycka NpocMoTpa cTaTyca cepBuca KIMEHTa BbIMONIHUTE KOMaHAy:

sudo systemctl status rubackup_client.service

9.4.4. lpocMOTp cTaTyca cepBuca cepeepa

[lna npocMoTpa cTaTyca CepBuca cepBepa BbINONHUTE KOMaHAY:

sudo systemctl status rubackup_server.service

9.4.5. OcTaHOBKa cepBUCa K/IMEHTa

[lna ocTaHoBa cepBuCa KNIMeHTa BbINOSIHUTE KOMaHAY:

sudo systemctl stop rubackup_client.service

9.4.6. OcTaHOBKa cepBUca cepBepa

[1ns ocTaHOBa cepBKca cepBepa BbINOMHUTE KOMaHAY:

sudo systemctl stop rubackup_server.service

[1] BeinonHWTe yCTaHOBKY akTyanbHOM Bepcuu peno3ntopusa EPEL, ana npumepa npusefeHa ycTaHoBKa penosutopus EPEL 8

[2] oBsisaTenbHOE 4115 3aM0/IHEHWsA rofie
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NnaBa 10. KnueHTCKasa YyacTb

KnueHTtckas yactb CPK RuBackup MOXeT COCTOATb U3 O4HOr0 UM HECKONbKUX KITUEH-
TOB Pe3epBHOro KOMMPOBaHUSA, KOTOPbIE MOTYT BbITb 06beANHEHbI B FPYMnbl KIIMEHTOB.

KNuMeHT pes3epBHOro KONMPOBaHUA — 3TO OTAENbHbIA CepBep, KOMMbIOTEP UIN BUPTY-
anbHasa MallMHa, KOTOpasa COLEPXUT JaHHble ANA pe3epBMpOBaHUS (pecypc) N Ha KOTO-
pon ycTaHoBNeHO knneHTckoe MO RuBackup gns BbINOMHEHMA pe3epBHONo KONMpoBa-
HUS.

10.1. Linux

10.1.1. CuctemMHble TpeboBaHuA

B oaHHOM noppaspene npusefeHbl CUCTEMHble TpeboBaHMA A7 KaXA0ro KJIMEHTCKOro
komMnoHeHTa CPK RuBackup, npegbaBnfemMble K TEXHWYECKUM cpefcTBaM, Heobxoau-
MbIM 19 HOpMasnbHOro ¢yHkumoHmposaHua CPK RuBackup.

B cny4yae ycTaHOBKM Ha OAWH XOCT HECKosbKux KoMmnoHeHToB CPK RuBackup (Hanpwu-
Mep, Npu cnocobe ycTaHOBKU «BCE B O4HOM») crnefyeT KOHCONMAMPOBATb COOTBET-
CTByHOLWME annapaTHble TpeboBaHUsA, NpegbaBnaeMble K TeEXHUYECKOMY CpeacTBY, Ha
KOTOpOe Npon3BOANTCA YCTaHOBKaA.

AnnapaTHble Tpe6oBaHus

MuHMMarnbHble anrapaTHble TpGGOBaHI/Iﬂ, HeobxoanMble Ana cTabunbHOro d)yHKLl,I/IOHI/I-
poBaHUA KITMEHTA CUCTEMbI PE3EPBHOIO KOMMpoBaHUA NpmBeaeHbI B Tabnuue.

Tabnuya 8. AnnapatHbie TpeboBaHUs, NPeAbABAAEMbIE K KIMEHTY CUCTEMbl PE3EPBHOI0 KONMPOBaHUs
AnnapaTHbiii KOMNOHEHT 3HaueHue

Mpoueccop 1 agpo
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AnnapaTHbI KOMMOHEHT

OnepaTtuBHasa namaTb (RAM)
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3HauyeHue

lMpumep 3. PacyéT RAM npu 0gHOMOTOYHOM peEXMMe pesep-
BUPOBaHUSA

RAM1 = 1+0r 04 X Vresnurce (Gb)

lMpumep 4. PacyéT RAM npu MHOrornoTOYHOM pexxume
pesepBupoBaHna

RAM = RAM,+ RAM,+ ..+ RAM y

e« RAM; — 06bEM onepaTUBHON NaMATU
Heo6XxoQuUMbIA AN pe3epBUPOBaHUSA
0[HOro pecypca;

e 0,04 X Vryesource — 4% OT pasMepa pesep-
BMPYEeMOro pecypca;

e N — KOMUYeCTBO eOUHOBPEMEHHO
pe3epBMpyEMbIX PECYPCOB
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AnnapaTHbIi KOMNOHEHT 3HaueHue

Juckosoe npocTpaHcTeo (HDD)Y Mpumep 5. dopmyna pacyéTa AMCKOBOro NPoCTPaHCTBa

_ Volresource

= — X (Size +20)%x (K +1)+Size
SlZehy,mk ( hash ) metadata

roe:

e K =1npn ogHONOTOYHOM peEXUME;

e K = worker_parallelism, ecnn 3agaHbl
MHOMOMNOTOYHbIN pexunm
(enable_multithreading) wn cnabas
aepynnmkaums (enable_flexible_dedup);

o worker_parallelism — KONMYeCTBO
paboumx MOTOKOB, WCMNOSb3yeMbIX
Ona sbinonHenusa PK;

o enable_multithreading —d@nar, yka-
3blBalOWMA Ha WCMNOSb30BaHME MHO-
rornoTOYHOCTH;

o enable_flexible_dedup —dnar,yka-
3bIBalOLLMA Ha WCMofb3oBaHUE TUb-
Kom gepynnukauuu;

e Volresource — 00NN 06BEM OaHHbIX, NOA4-
nexatuwmx PK;

o SiZz€piock — pasMep 6fioka  AaHHbIX,
ncnosibdyeMoro gss o6paboTkn JaHHbIX
Bo Bpema PK (gna nynoB Ttunos File
system, Tape library, Cloud pa3smep
6noka saBnAeTca PUKCUMPOBAHHBIM U
paBeH 16384 b);

o Sizep,sn — pasMmep xewa (onvHa Xxew-
dyHKUMM + 8), ICMOSIb3YyeMOro Ana NaeH-
TUPUKaLMN JaHHbIX;

e 20 — MaKCuMaribHbIl pasmep cepuanun-
30BaHHOM nNo3uumn B panne;

e 71— BpeMeHHaa 6asa [na BblYMCNEHUS
CUrHaTypbl UK OTNPaBKK XeLlen Ha cep-
Bep;

o Sizemeradata — 970 0,02 x 06bEM pecypca

Tabnvya 9. MNpumMepbl pacYETOB onepaTUBHON NaMATU U UCKOBOIO NPoCTpaHCcTBa

Pecypc (b) Xew (b) bnok (b) K Pasmep meTa- [luckoBoe nNpo-
AaHHbIX (B) cTpaHcTBO (I'B)
536 870 912 64 8192 8 10 737 418 2 56
000 40
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Pecypc (B) Xew (b) bnok (b) K Pasmep meTta- [juckoBoe npo-
AaHHbIX (B) cTpaHcTBO (I'B)

536 870 912 64 8192 32 10 737 418 2 179
000 40

536 870 912 64 8192 64 10 737 418 2 343
000 40

536 870 912 64 8192 128 10 737 418 2 671
000 40

536 870 912 64 16 384 8 10 737 418 2 33
000 40

536 870 912 64 16 384 32 10 737 418 2 94
000 40

536 870 912 64 16 384 64 10 737 418 2 176
000 40

536 870 912 64 16 384 128 10 737 418 2 340
000 40

536 870 912 64 1 048 576 8 10 737 418 2 10
000 40

536 870 912 64 1 048 576 32 10 737 418 2 11
000 40

536 870 912 64 1 048 576 64 10 737 418 2 12
000 40

536 870 912 64 1 048 576 128 10 737 418 2 15
000 40

1 099 511 627 64 8192 8 21 990 232 5 114
776 55

1 099 511 627 64 8192 32 21 990 232 5 366
776 55

1 099 511 627 64 8192 64 21 990 232 5 702
776 55

1 099 511 627 64 8192 128 21 990 232 5 1374
776 55

1 099 511 627 64 16 384 8 21 990 232 5 67
776 55

1 099 511 627 64 16 384 32 21 990 232 5 193
776 55

1 099 511 627 64 16 384 64 21 990 232 5 361
776 55

1 099 511 627 64 16 384 128 21 990 232 5 697
776 55

1 099 511 627 64 1 048 576 8 21 990 232 5 21
776 55
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Pecypc (B) Xew (b) bnok (b) K Pasmep meTta- [juckoBoe npo-
AaHHbIX (B) cTpaHcTBO (I'B)
1 099 511 627 64 1 048 576 32 21 990 232 5 23
776 55
1 099 511 627 64 1 048 576 64 21 990 232 5 25
776 55
1 099 511 627 64 1 048 576 128 21 990 232 5 31
776 55

MporpamMMHblie Tpe6oBaHUA

MNporpaMmHble TpeboBaHUA, HeobxoguMble ANs CTabunbHOro GYHKLMOHMPOBAHMA KN-
eHTckom YyacTn CPK RuBackup:
e OnepaunoHHaa cucTemMa N3 COBMeCTUMbIX ¢ KoMnoHeHTamu CPK RuBackup:
o Astra 1.6;
o Astra1.7;
o Astra 1.8;
o CentOS 7;
o CentOS 8;
o Debian 10;
o Debian 12;
o RHEL 9;
o Red0S 7.3;
o RedOS 8;
o Rosa Chrome 12;
o Rosa Cobalt 7.3;
o Rosa Cobalt 7.9;
o Ubuntu 18.04;
o Ubuntu 20.04;
o Ubuntu 22.04;
o AnbT 10;
e OTKpPbITble MOPTblI B COOBETCTBMM C Tabnuuen [nasa 6;

e 3aBUCMMOCTW NaKeToB Ana Kaxaon coemectumon OC:

Tabnuya 10. 3aBuCMMOCTM rubackup-client
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OnepayluvoHHasa cuctema

Astra1.6

Astra1.7

Astra1.8

CentOS 7
CentOS 8
Debian10

Debian 12

RHEL 9
Red0S 7.3
RedOS 8

Rosa Chrome 12
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MakeTbl

gnupg?
openssl
parsec-base
parsec-cap
parsec-mac
wget

xauth

gnupg?
openssl
parsec-base
parsec-cap
parsec-mac
wget

xauth

gnupg?2
openssl
parsec-base
parsec-cap
parsec-mac
wget

xauth

qt5-gtbase-gui
qt5-gtbase-gui

ghupg?2
openssl
wget
Xxauth

gnupg?
openssl

wget

xauth
qt5-gtbase-gui
qt5-gtbase-gui
libstdc++
qt5-gtbase-gui
lib64qtSgui5
qt5-gtbase-gui




OnepayluvoHHasa cuctema

Rosa Cobalt 7.3

Rosa Cobalt 7.9

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04

MakeTbl

cups-libs
fontconfig
fontpackages-filesystem
glx-utils

libICE

libSM

libX11
libX11-common
libXau

libXdamage
libXext

libXfixes

libXi

libXrender
libXxf86vm

libicu

libpng

libxcb
libxshmfence
mesa-libEGL
mesa-libGL
mesa-libgbm
mesa-libglapi
qt5-qgtbase
qt5-gtbase-common
qt5-gtbase-gui
qt5-gtbase-gui
xcb-util
xcb-util-image
xcb-util-keysyms
xcb-util-renderutil
xcb-util-wm

libicu
libxkbcommon-x11
qt5-gtbase-gui

gnupg2
openssl
wget
xauth

gnupg?2
openssl
wget
xauth

gnupg?2
openssl
wget
xauth

10.1. Linux

73 n3 119




PasBépTbiBaHme

OnepaynoHHasa cucTema MakeTbl
AnbT 10 qt5-gtbase-gui
xauth

Tabnuya 11. 3aBucMmocT rubackup-common-gui
OnepauuoHHasa cuctema MakeTbl

Astra1.6 ghupg?2
wget
xauth

Astra1.7 gnupg?2
wget
xauth

Astra1.8 gnhupg?2
wget
xauth

Debian 10 ghupg?2
wget
xauth
Debian 12 gnupg?2
wget
xauth
Rosa Chrome 12 qt5-qgtbase-gui

Rosa Cobalt 7.9 libicu
libxkbcommon-x11
qt5-gtbase-gui

Ubuntu 18.04 gnupg?2
wget
xauth

Ubuntu 20.04 ghupg?2
wget
xauth

Ubuntu 22.04 gnupg?2
wget
xauth

AnbT 10 xauth

Tabnuya 12. 3aBUCUMOCTU rubackup-common
Onepauuouuaﬂ cUucrtema MakeTbl

Astra1.6 gnupg?2
wget
xauth

Astra1.7 ghupg?2
wget
xauth
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OnepauuoHHaa cucTema

Astra1.8

Debian10

Debian 12

Rosa Chrome 12

Rosa Cobalt 7.9

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04

AnbT 10

10.1.2. YcTaHOBKa

MoproroBka K yCTaHOBKe

YcTaHOBKa 3aBUCMMOCTE NakeToB

10.1. Linux

MakeTbl

gnupg?2
wget
xauth

ghupg2
wget
xauth

gnupg?
wget
xauth

qt5-qgtbase-gui
libicu
libxkbcommon-x11
qt5-gtbase-gui

gnupg?2
wget
xauth
gnupg2
wget
xauth
gnupg?2
wget
xauth

xauth

o [aHHbIn Wwar npegHasHa4deH AnA YyCTaHOBKW JIOKaJibHbIX MakKeToOB. Ecnn Bbl
YCTaHaBJ/IMBaE€TE NaKeTbl N3 PENO3UTOPUA, TO NPOMYCTUTE 3TOT LIar.

[na ycnewHoro passépTbiBaHusa cepsepa CPK RuBackup Heob6xoauMO Hanunyue ycTa-
HOBJIEHHbIX 3aBUCUMOCTEWN MakeToB B COOTBETCTBUM C TabrvLen, B 3aBUCUMOCTU OT
MCNOSIb3yeMOro Tuna orepaymoHHON CUCTEMbl Ha Yy3ne pasBEPTbIBaHUA KIIMEHTa
pe3epBHOro konnposaHusa RuBackup, gna satoro:

1. MpoBepbTe Hannume ycTaHOBJIEHHbIX NaKeToOB 3aBucumMocTen B OC, Hanpumep:

Astra Linux, Debian, Ubuntu dpkg-query -1

AnbT

Rosa Cobalt, RHEL

apt list --installed

yum list ¢ onuuenm installed
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RedOS, CentOS, Rosa Chrome dnf list installed

2. Ecnu Bbl ncnonbayeTte onepaunoHHyro cuctemy CentOS 7, CentOS 8 nnu RHEL 9, 1o
nobasbTe penosutopuii EPEL ¥, nogpepxmvBaembiii B pamkax npoekta Fedora u
cofepKalluin HeKOTOpble NakeTbl, KOTOPble He BOLWIN B CTaH4APTHbIN Habop RHEL
(CentOS):

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

dann peno3uTopus oyper aBTOMaTNYECKN 3arpy>eH B KaTanor
/etc/yum.repos.d/epel.repo 1 aKTUBUPOBAH.

3. Ecnu Bbl ncnonbsyeTte onepaumoHHyto cuctemy CentOS 7 nnm CentOS 8, To Takxe
PEKOMEHAYETCA BKHOUNTbL PEnosnTopuin PowerTools, MOCKONbKY MakeTbl EPEL
MOFyT 3aBMCETb OT NaKeTOB U3 Hero:

sudo dnf config-manager --set-enabled powertools

4. Ecnu Bbl ncnonb3yeTte onepaumoHHyto cuctemy RHEL 9, To Takxxe pekomeHayeTcs
BK/IIOUMNTb Peno3nTopunm codeready-builder-for-rhel-8-*- peno3uvTopuin rpm,
NOCKOJbKY MakeTbl EPEL MOryT 3aBMCETb OT NaKeTOB U3 Hero:

ARCH=§( /bin/arch )

sudo subscription-manager repos --enable "codeready-builder-for-rhel-8-
S\ {ARCH}-rpms"

5. O6bHOBUTE PENO3UTOPUN NAKETOB B CUCTEME:

Astra Linux, Debian, Ubuntu sudo apt update
AnbT sudo apt-get update
Rosa Cobalt, RHEL sudo yum update

RedOS, CentOS, Rosa Chrome sudo dnf update

6. YCTaHOBUTE HeAOoCTaroLlWmMe 3aBUCMMOCTIN NakeToB N3 Tabnunubl:

Astra Linux, Debian, Ubuntu sudo apt install <namepackage>
AnbT sudo apt-get install <namepackage>
Rosa Cobalt, RHEL sudo yum install <namepackage>
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RedOS, CentOS, Rosa Chrome sudo dnf install <namepackage>

HacTtpoiika ny6nM4yHoro penosutopus

[aHHbIn wWwar npegHasHayvyeH AOna yCTaHOBKWU U3 I'Iy6J'II/I'-IHOFO peno3nTopu4.
Ecnu Bbl YCTaHaBJ1IMBaeTe JIOKaJibHble NaKeTbl, TO NPONyCTUTE 3TOT LUar.

MogkniouyeHune ny6anyHoro penosutopus DEB-cuctem

1. CospanTe ¢ann c MHGOpMaLMEN O PENO3UTOPUSAX.

cat <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public @

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public-testing @

EOF

@ <0sS-VERSION> — Bepcusi OC (astra_1.6 | astra_1.7 | astra_1.8 | debian_10
debian_12 | ubuntu_18.04 | ubuntu_26.04 | ubuntu_22.04).

2. [lobaBbTe KNHOY PENO3NTOPUS:

sudo wget -qO-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | sudo gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. O6bHOBUTE CMUNCOK MNaKeTOoB:

sudo apt update

MopaxknouyeHne ny6nuyHoro penosutopus RPM-cucrtem
1. Co3panTte ¢pann c MHGopmMaLmnen o peno3nTOPUAX.

lNoaknroueHne penosntopus asasa OC CentOS 7, CentOS 8, PEL] OC 7.3, PE/[] OC 8, Red Hat Enterprise
Linux 9, ROSA Fresh Desktop 12, ROSA Enterprise Linux Server 7.9 (MeHeg>ep naketos yum)

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/ @
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enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/repodata/repomd.xml.key @

gpgcheck=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/ @

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/repodata/repomd.xml.key @

gpgcheck=0

EOF

@ <0S-VERSION> —BepcuaOC (centos_7 | centos_8 | redos_7.3 | redos_8 | rhel_9
| rosa_12 | rosa_7.9).

lNoakmoyeHne penosutopus ans OC ROSA Enterprise Linux Server 7.3

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key

gpgcheck=0

sslverify=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0

sslverify=0

EOF
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2. OBHOBUTE CNUCOK MaKeToB:

sudo yum update

HacTpoiika nepeMeHHbIX cpeabl

BbinonHute HaCTpOVIKy nepemMeHHbIX cpebl ANna nonb3oBaTtena root:

1. ABTOpuM3ynTeChb Noa nNonb3oBaTesieM root:
sudo -i

2. HacTponTe nepeMeHHble cpefbl ANs nonb3oBaTens root:
sudo nano /root/.bashrc
o OoTpepakTupymTte ¢pann, nobasBmB CTPOKMN:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

o COXpPaHNTE U3SMEHEHNA.

CarY nepemMeHHble  TakXxe MOXHO  OnpepennTb B  ¢anne
/etc/environment.

3. lNMepengunte B KaTanor /root:
cd /root
4. MNepesarpysnTe nepemMeHHble OKPY>XeHU::

source ~/.bashrc

HacTpoiika SSL coeguHeHus ¢ 6a30i1 gaHHbIX

MponycTnTe aTOT LWar, ecnv He TpebyeTcsa 3alunEHHOe NOAKIYEHNE KOMMNOHEHTOB
RuBackup k cny>xxebHoin 6a3e gaHHbIX.

79 n3 119




PasBépTbiBaHme

Ecnn Heobxogmmo ncrnonb3oBaTh 418 NOAKOYEHUA K 6a3e gaHHbix PostgreSQL 3awwum-
LWEHHOE coeAVHEeHMe, TO BbINOSIHUTE NPUBEAEHHbIE HUXXE HACTPOMKW Ha y3nax, Ha
KOTOpPbIX pa3BépHYTbl KOMNOHEHTbI CPK (postgres-KnneHThbl):

1. TlepeHecuTe M3 COOTBETCTBYIOWEN postgres-KNMeHTY nanku Ha ysne LleHTpa cep-
TUPUKaLmM NOAroTOBIIEHHbIE:

o cepTudukaT LleHTpa cepTudukaumm (ca.crt), ytobbl knueHT CPK Mor npoBepuTb,
YTO KOHeYHbI cepTudumkaTt cepBepa PostgreSQL 6bin nognucaH ero AoBepeH-
HbIM KOPHEBbIM CEPTUDUKATOM;

o CEepPTUPMKAT KNIMEeHTa pe3epBHOro KonupoBaHus (postgresql.crt);

o CFEHEPMPOBAHHbIA  3aKPbITbI  KMHOY  KIMEHTA PE3epPBHOr0  KOMUPOBaAHMUS
(postgresql.key).

2. [lna ¢pannoB cepTudmKaTa N 3aKpbITOro Ko4a yCTaHOBUTE NOJSIHbIN OOCTYM Ha YTe-
HMe 1N 3anncb TONbKO ANA BlagenbLes:

chmod 600 server.crt server.key ca.crt

3. Coenante Bnagensuem ¢annos rnosb3oBaTens, oT UMEHN KOTOpPOoro 6yaeTt 3anyLeH
KITMEHT pe3epBHOro KonMpoBaHus (postgres-KnaneHT):

chown suser:suser server.crt server.key ca.crt

YcTaHoBKa nakeToB

YcTaHOBKY NakeToB NPOU3BOLUTb CTPOro B NpPUBELEHHOW nocnenoBaTesbHO-
ctul

1. YcTaHoBUTE OAHUM 13 CNOCO6OB:
° N3 TOKaNbHOW Manku co ckayaHHbIMWU NakeTamMu:
Astra Linux, Debian, Ubuntu sudo apt install ./<namepackage>.deb

AnbT sudo apt-get install
./<namepackage>.rpm

Rosa Cobalt, RHEL sudo yum install ./<namepackage>.rpm
RedOS, CentOS, Rosa Chrome sudo dnf install ./<namepackage>.rpm
° N3 PENnoO3NTOPUA:

Astra Linux, Debian, Ubuntu  sudo apt install <namepackage>.deb
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roe <namepackage> — ycTaHaBnmBaeMblin nakeT CPK RuBackup akTyanbHOn Bepcumn
B NpUBEAEHHON NOCNeA0BaTENIbHOCTH:

a. rubackup-common;

b. rubackup-client;

Heobs3aTesibHble MakeTbl, UCNOMb3YHOTCA ANIA HAaCTPOWKN cepBepa C MOMOLLbHO
rpaomnyeckon yTUnmThbI:

C. rubackup-common-gui;

d. rubackup-init-gui.

Mo yMOnuYaHWO HacTpolKa cepBepa OCYLWEeCTBASeTCs B TepMuHane C
MOMOLLbIO YTUANTLI rb_init, KOTOopas He TpebyeT [OMNOSHUTENbHON
NHCTanNsunm.

2. BbInonHuTe obHOBMEHNE KOHUrypauum n npUMeHUTE U3MeHeHMA.

o [aHHbln war BbinonHaeTcsa Tonbko ansa OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTUBMPOBAHHbBIM PEXMMOM 3aLUTHOW NporpaMmmMHon cpegbi!

o O6HOBUTE KOHOUrYypaLmIo:
sudo update-initramfs -u -k all
o NMpUMEHNTE N3MEHEHUS:

sudo reboot

10.1.3. HacTpoiika

HacTpoiika knuenta PK

HacTponky komnoHeHTOB CPK RuBackup cnegyetT nNpouM3BECTW Ha KaXAoM Yy3ne B
CTporo npuBeféHHOM nopsgke (B 3aBUCMMOCTU OT apXUTEKTYpbI) :

1. HacTpomKa OCHOBHOIO CepBepa;

2. HacTpoWKa pe3epBHOro cepeepa;

3. HacTpomka MeanacepBepa (BbIMONHAETCA AN1A KaXA0ro Meanacepsepa);
4,

HacTpoMKa KNMEeHTa CUCTEMbl PE3epPBHOro KOMMPOBAHWUSA (BbINOSHAETCA ANA KaX-
poro knmeHta CPK).

0 HeobxoamMmo npenBapuTesibHO HAaCTPOUTbL CeTeBOE B3aMMOLEWNCTBME Y3M0B
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koMmnoHeHToB CPK RuBackup, mncnonbsya FQDN, umsa xocta wnu IP-agpec
(manee no TekcTy — agpec).

HacTpoiika knueHTa PK B TepMuHane (MHTepaKTUBHbI peXXum)

BbiNnonHUTE Ha KaXOoM y3ne KMeHTa MHTepakTuBHyto HacTponky CPK RuBackup c
NOMOLWbI rb_init (cM. CueHapum HaCTPOWKKM KIIneHTa).

sudo /opt/rubackup/bin/rb_init

HacTpoiika knueHTa PK B TepMuHane (HeMHTEpPaKTUBHbIN peXXum)

HenHTepakKTMBHbIN peXxnm paboTbl HEOOXOAUM AN BbINOSIHEHUS CLEHapueB Macco-
BOro pasBepTblBaHWUsA, Hanpumep, Npu ncrnonb3oaHun Ansible — nporpamMmHoro petue-
HUA ONS yoaneHHoro ynpaBneHns KOHoUrypauusamMm cepeepos.

AOMUHUCTpPaATOP MMeeT BO3MOXHOCTb HacTpouTb CPK RuBackup B bash/shell ogHo-
CTPOYHOM KOMaHAOM W, KaK CneacTBue, UCMNOob30BaTb 3Ty KOMaH4y B CKpunTax gns
aBToOMaTuM3auumm npouecca.

HacTtponka CPK RuBackup ocyuectBniseTca C NOMOLbIO WHTEPaAKTUBHOW YTUIUTDI
rb_init (HEMHTepaKTUBHbLIA pexnm). OnncaHne yTUInUTbl CM. YTUNINTblI KOMaHgHON
CTPOKMW.

HacTpoiika knueHTa PK ¢ nomMoLbio rpaduyeckon yTUAInTbl

HacTponka KnneHTa pe3epBHOr0 KOMUPOBaHUA BO3MOXHa C MOMOLLbIO rpaduyeckon
yTUNUTbl MacTepa HacTponkn RuBackup.

e 3anycTuTe MacTep HacTporkm RuBackup (rpadpuyeckoe npunoxenme rb_init_gui),
BbINOJIHMB KOMaHpAy:

rb_init_gui&

e [locne 3anycka MacTepa HacTporkn RuBackup 3anonHUTe OTKpbIBWNECA GOPMbI:
1. B npnBeTCcTBEHHOM OKHe (PucyHoK 6):
= BblbepuTte £A3blK MHTepdenca NPUNOXEHUA U3 MPEeaIOXEHHbIX BapuaHTOB
(pyccknm nnu aHrNIMNCKNRN);

* NPUMUTE NINLEH3NOHHOE COornaweHus gna npoaosIKeHUs HaAaCTPOWKKM KOMIMO-
HeHTa RuBackup, npocTaBuB oTMeTKy B yek-6okce v/ NMpUHMMaIO NULeH3u-
OHHOE cornailueHue.

[Nna 03HaKOMNEHUS HAaXXMUTE Ha aKTUBHbIA aneMeHT [JIMLeH3noHHoe corna-
weHue] n ckonupynTe B Bydep CCbINKY Ha NULLEH3NOHHOE cornalleHve ans
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AanbHenwero NnpocMoTpa B 6paysepe;

» HaxkmuTe [Qaneel.

[obpo noxxanoeaTb B MacTep
HacTponkuy RuBackup

BribepuTe A3bIK: i ~ |

| NpuHumato nuueH3mnoHHoe cornaweHune

PucyHok 6. NpnBeTcTBEHHOE OKHO MacTepa HacTponkn RuBackup

2. B oTKpbIBLLEMCSH OKHE BblbepeTe pexmm HacTpamBaeMoro KivMeHTa pesepBHOro
KonnpoBaHua (PrucyHok 7):

e AaBTOHOMHbIN peXxum knneHTa PK npepycmaTtpuBaeT ucnonbioBaHne ¢yHkumm CPK
6e3 cepBepHON YacTU C COXPaHEHMEM BO3MOXHOCTU UCMOSIb30BaHUSA MOObIX PYyHK-
LMOHaNbHbIX MOAYNEN ONA CO34aHUNA Pe3epPBHbIX KOMNUN;

e KI/IMEHT-CEPBEPHbIN pexum KnmeHTa PK npegycmaTpmBaeT WCNONAb30BaHUM BCEX
[OCTYNHbIX GyHKUMn CPK.
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YT0 Bbl XOTUTE HACTPOUTL?

ABTOHOMHbIN PEXUM KJ/TMEHTA

KnneHT-cepBepPHbLIN PeXUM

PucyHok 7. OkHO Bblbopa pexurma HacTpamBaeMoro KomnoHeHTa RuBackup

KnueHT-cepBepHbIii peXxum pab6oTbl knueHnta PK

1. 3anofnHUTe OTKPbIBLYHOCA GOPMY HaAcTpanmBaeMoro KiiMeHTa pe3epBHOro Konnposa-
HUa RuBackup.

a. bnok O6wue napameTpbl

» B none KonuyecTBo ceTeBbiX MOTOKOB YKaXXMTe KOMYECTBO MOTOKOB A4
OOHOBPEMEHHON 006paboTKM 3agay pPe3epBHOr0 KOMMPOBAHUA Ha OCHOBHOM
cepBepe (KaXablt NOTOK UMeeT 0TAeNbHOEe COeANHEHME CO CNy>XebHon 6ason
AaHHbix CPK)

= B none Bepcusa IP gna DNS 3anpocoB BbibepuTe Kakume nybsnMyHble MMeHa
OyayT ncrnonbsoBaHbl DNS-cepBepom.

» AKTUBUPYITE nepekntovaTens Mepesanucb mactep-knioya © gns aBToMa-
TUYECKOro GOpPMUPOBaAHUA HOBOIro MacTep-K/oya 1 nepesanucu (Npu Hanu-
YMmM) TeKyLLEero MacTep-Ksoya.

b. bnok NMapamMmeTpbl KJIMEHT-CEPBEPHOro pexuma

» B none UmMa ocHOBHOro cepeepa ykaxmte ip-agpec WM FQDN OCHOBHOroO
cepBepa RuBackup (B cooTBeTcTBMM C HacTpoikamu daina hosts Yyana
OCHOBHOro cepBepa).

= B none Umna pesepBHOro cepeepa ykaxxnute ip-agpec UM FQDN pe3epBHOro
cepBepa RuBackup (B cooTBeTcTBMM C HacTpoikamu daina hosts Yyana
OCHOBHOro cepBepa).

= B none CeteBon uHTepdeic Boibepnte ceTeBom MHTEPPENc, NnocpencTsoOM
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KOToporo knmeHTy PK paspelueHoO B3aMMOeNCcTBOBaTb C CUCTEMOWN pe3epB-
HOrO KOMMPOBaHMS.

B none JlokanbHbI# KaTanor pe3epBHOro KONMMPOBaHUA YKaXXNTe NIOKasbHbIN
KaTanor gnsa BpeMeHHOro XpaHeHua ¢annoB ¢ MeTagaHHbIMU, CO34aBaeMbIX
npwu onepaumsax pes3epBHOro KONMpoBaHMsa (MO YMOMYaHWUIO NpU HaXaTun Kna-
BuWK Enter B KayecTBe AUPEKTOPUN ONA BPEMEHHbIX onepauun c dannamu
pe3epBHbIX KOMWIN ucnonbsyeTcsa /tmp). ECnn ykasaHHas AUMPEKTOPUA He
cyuiecTByeT, TO bygeT cosgaHa.

B none KonuuyecTBo napannenbHbIX 3afayd YKaXuUTe KOMNYECTBO MOTOKOB
ANA OAHOBPEMEHHOM 06paboTKKM 3a4ay pe3epBHOrO KOMMPOBAHUA Ha Megna-
cepsepe (Kaxablh MOTOK MMeeT OTAEeNbHOE CoeANHEHME CO Cry>XXebHon 6a3om
AaHHbiX CPK).

B none O6bEM namAaTU pepynnaukauum, 6anT N8 orpaHnUyYeHnsa noTpedneHus
ornepaTMBHOM NaMATN CepBEPOM Npu gefynnmkaunm pesepBHbIX KONUN.

Mpn ncnonb3oBaHUM OefyrnavkKauunm pekoMeHOyeTCcAa MWHUMAalbHbIA 06beMm
onepaTuBHOM NaMATn cepBepa 64 GB effective_cache_size ~70 % OT pas-
Mepa onepaTuBHOM NaMATN work_mem 32 MB.

AKTMBUpPYTE nepekntovaTens HenpepbiBHaa ypanéHHas pennukauua ©
NPy HEOBXOAMMOCTUN Ha KNneHTe. HenpepbiBHasA yaanéHHaa pennmkaunsa ocy-
LLeCTBASAETCA TOMbKO B XpaHuUnuL,e 6J104HOro Tuna.

AKTMBUPYNTE NepeknovaTenb PaspewaTb LeHTpanusoBaHHOe BOCCTaHOB-
neHue pnsa knueHta © 017 BOCCTaHOBMEHUS AaHHbIX U3 pPe3epBHON KONUK B
npunoxeHunn «MeHepxep agMuHucTpaTopa RuBackup» (RBM), ¢ nomoLbto
KOHCONbHOM YTUNUTBLI rbfd unu npunoxeHna «MeHepxep kKnneHTa RuBackup»
(RBC).

B cnyyae peaktTmBuMpoBaHHOro nepeknoyatends D BOCCTAHOB/EHME U3
pe3epBHOM KoNuu 6yaeT BO3MOXHO C NMOMOLLbK KOHCONBHOW YyTUANUTbLI rbfd
nnn npunoxeHua «MeHepyxep knneHTa RuBackup» Ha y3ne KnneHTa peseps-
HOro KONMpPOBaHUA.

LleHTpann3oBaHHOe BOCCTaHOBMIEHNE AAHHbIX U3 Pe3epBHON KOMUWU C NMOMO-
Wb NpUNoXxeHusa «MeHegyxep agMUHUCTpaTopa RuBackup» (Mcrnonbsyemom
Ha NOOBOM y3ne) byaeT OTKIIYEHO.

AkTmBupyinTe nepeknmnovatens Cospgatb kmouu UM ©, ecnu xoTuTe
co34aTb KHOUM 3NIEKTPOHHO-LNGPOBOMN NOognncu.

Pe3epBHas Konva MOXeT 6biTb nognuncaHa LundpoBoi Noanucbio gas nocne-
AYHOLLEro KOHTPONA U NpeaynpexneHuns yrposbl e€ NoagMeHbl.

AKTUBMpPYNTE nepekntoyaTesis CUCTEMHbIA MOHUTOPUHI Ana KnumeHta ©,
€C/IN XOTUTE BKITKOUYUTb CUCTEMHbBIA MOHUTOPWHI OJ1 OaHHOI0 K/IMeHTa.
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dann MOHUTOPMHra NPOM3BOAUTENBHOCTM CUCTEMHbIX KOMMOHEHTOB byaeT
pa3MeLlEH B nanke /opt/rubackup/monitoring/.

= AKTUBUpPYNTE nepeknoyaTtens NMepesanucaTb Knoum uudppoeou noanmucu
©, 0nAa co3gaHnsa HOBOWM CBSA3KU KKOYEN, UCMOoNb3yeMblX A1 9NEKTPOHHO-
LnopoBon nognucu.

2. MNocne 3anonHeHus Bcex nonen ¢GopMbl HacTpamBaeMoro KomnoHeHTa CPK
RuBackup HaxxmuTte [Aanee].

B okHe noaTtBepXaeHus HaxmuTe [Qa Ons8 HacTponku KomrioHeHTa CPK
RuBackup(PucyHok 8).

[loaoTeepxaoeHne

MoaTBepAUTL BbIBPaHHLIE NapaMeTpbl U NPUCTYNUTL K

HacTpoike?

PucyHok 8. OKHO NOATBEPXOEHMS BbiGPaHHbIX NapameTpoB

3. Ecnn B popme HacTpamBaemoro komnoHeHTa CPK RuBackup ykasaHbl nanku, KOTo-
PbIX He CyLecTByeT, TO OyaeT BbiBeAEHO NOATBEpXAeHNe Ons Ux cosgaHmsa (Pucy-
HOK 9).

B okHe noaTBepXaeHusa HaxmnTe [la 4na cosgaHus narnok.

[loaoTBep)xaoeHune

OupekTopuK '/rubackupl’ He cyulecTeyioT. Co3aaTh UX?

PuncyHok 9. OKHO NOATBEPXAEHUA CO3[aHUNA OUPEKTOPUI

4. B cfiyyae ycnewHon HacTpOWKM Mofb3oBaTenb OyAeT YBeAOMNEH coobLieHneM
(PrcyHok 10), B KOTOPOM NpuBeaeHa NHopMaLus:

o O JINUEH3NOHHOM COralleHnu,

o MNpaBoobnagartens;
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o BEPCUA NPOJYKTa;
o UMS TeKYyLLero ysna;

o TWUMN HAacTpPOeHHoro komnoHeHTa CPK RuBackup;

o 0 CO34aHUN KOHPUrypaumnoHHoro ¢anna /opt/rubackup/etc/config.file;

o [OMOSNIHUTENbHO MOrYT BbITb NPUBEAEHbI PEKOMEHZALNN U NpeaynpeXaeHnsa no
HacTpoMKaM napameTpoB.

YcnewHo!

RuBackup initialization utility
Copyright 2018-2024: LLC "RUBACKUP"
WcknoyuTensHele Npaea npuHagnexat 000 "PYBE3KAM"
Author is Andrey Kuznetsov
Version: 2.4.0; Build: 98e914d.

Hostname of primary server: primary

There is no config file. Skip saving old config file
EULA: /opt/rubackup/copyrights/EULA-rus.txt has been accepted
[2024-09-23 14:02:50] Info: Total usable main memory size: 3055915008 bytes
[2024-09-23 14:02:50] [J[1;33mWarning: PostgreSQL shared buffers is too small. Recommend to set it
up to: 763978752 bytes[J[0m
[2024-09-23 14:02:50] Info: PostgreSQL effective_cache_size: 4294967296 bytes [ OK ]
[2024-09-23 14:02:50] (J[1;33mWarning: PostgreSQL work_mem is too small. Recommend to set it up
to: 33554432 bytes[J[Om
[2024-09-23 14:02:50] Info: PostgreSQL max_parallel_workers: 8 [ OK ]
[2024-09-23 14:02:50] Info: PostgreSQL transaction isolation: read committed [ OK ]

Keeping old "rubackup" database

You have RuBackup master key file: /opt/rubackup/keys/master-key

This key is used to crypt and decrypt RuBackup archives

If you drop it you cant decrypt your archives

Please use -W to overwrite it

Configuration file has been created: /opt/rubackup/etc/config.file
yes: cTaHAapTHbIA BeiBog: OOpLIB kKaHana

3aBepwuTh

PuncyHok 10. OKHO pe3ynbTaToB BbINOSHEHHOW HACTPONKK KneHTa PK

5. HaxmuTe 3aBeplumMTb /15 3aBepLUeHUs paboTbl MPUITOXEHUS.

ABTOHOMHDII peXXuM pa6oTbl KnueHTa PK

1. 3anonHMUTe OTKPbIBLIYHOCS GOPMY HacTpanMBaeMoro KneHTa pesepBHOro Konupoea-
HUA.

a. bnok O6wue napameTpbl

» B none KonuuyecTBo ceTeBbIX NOTOKOB YKaXXUTe KOMYECTBO MOTOKOB A4
OOHOBPEMEHHON 00paboTKM 3agad pe3epBHOro KOMMPOBAHMA Ha OCHOBHOM
cepBepe (KaXablt NOTOK UMeeT 0TAeNbHOe CoeAnHEHME CO Cny>XebHol 6ason
AaHHbIX CPK)

= B none Bepcusa IP gna DNS 3anpocoB BbibepnTe Kakne nybnnyHble MMeHa
oyayT ncrnonbsoBaHbl DNS-cepBepoMm.

= AKTUBUPYNTE NepeknoyaTens Mepesanucb mactep-knoya © 19 aBToOMa-
Tnyeckoro GOpMmMPOBAHUA HOBOrO MacTep-Ko4Ya 1 nepesanucu (Npu Hanm-
YnKM) TeKyLero MacTep-Knoya.
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b. bnok napameprl AdBTOHOMHOI O KJ/IUeHTa

= B none Katanor apxusuposanus ' BbibepuTe KaTanor gas BpeMeHHOro xpa-

HEHWs pe3epBHbIX KONUA. ECNin 9TOT NapaMeTp He onpeaeneH B ¢panne KoHu-
rypayuu, To KNMEHT byaeT 3anpawmBaTb Y MeauacepBepa BPEMEHHOE MNPOo-
CTPaHCTBO 415 onepaunn ¢ pesepBHbiMu Konuamu (NFS nanky).

= B none MeTop cxxaTtusa BbibepuTe TUM CXAaTUA pe3epBHbIX KOMUMN:
= none — 6e3 cXaTus;
» fast — MHOrornoTO4YHbIN aHanor optimal;
» optimal — cTaHAapTHas yTuauTa cxaTtmsa Linux;

» best — 60/bWNIA KOIOPULMEHT CXaTuUsA, YeM optimal, Nnpu GonbLIeEM Bpe-
MEHMN.

» B none Tun xpaHunuuia pe3epBHbIX KONUii BbIGepuTe TUN KaTanora gnsa xpa-
HEHWS Pe3epPBHbIX KOMUIA:

= JIOKaNIbHbIN KaTanor — KaTasior pacnofIoXXEH Ha TeKYLWEM Yy3re KINEHTa
pe3epBHOro KONMpoBaHuA. Ecnn BbiGpaH 3TOT TUMN XpaHunuLwa, To B nosne
JlokanbHbI KaTanor pesepBHOro KONMPOBaHUA YKaXXNTe MOJHbIA NYTb K
KaTanory (nponucae B nosie UanM BblbpaB MO HaXaTUO PALOM C MNOAem
KHOMKW [...];

= CEeTeBOW KaTanor — obLWun KaTtanor ¢ ceTeBbIM AOCTYNnoM. Ecnun BbibpaH
3TOT TMN XpaHuUNuLa, To He06XoANMO:

= B nose Tun ceTeBoro Katanora BbibpaTb NMPOTOKON A1 obecneyeHuns
yoanéHHon cefasu: nfs (gna OC UNIX u Linux) unm cifs (gna OC
Windows).

» B none MNMpepHa3HauyeHHOE YCTPOMCTBO YKaXXKMTe Bblge/IeHHOEe fToKasb-
HOe YCTPOWCTBO (Hanpumep: /dev/sdb) unu ceTeBol pecypc ANa xpa-
HEHWA pe3epBHbIX KONui (Hanpumep: srv://net_share).

= B none MNMapameTpbl MOHTUPOBaAHUA YKaXXNTe MECTO MOHTUPOBaHWUA
¢anmnosblx cuctembl LTFS. [Ona paboTbl ¢ neHtamu LTO RuBackup
ncnonbsyet ¢annosyto cuctemy LTFS. o yMOn4YaHUO TOYKa MOHTUPO-
BaHWA — KaTanor /opt/rubackup/mnt.

2. [locne 3anonHeHus Bcex nonen @opMbl HacTpamBaemMoro KomnoHeHTa CPK
RuBackup HaxxmuTte [Oanee].

B okHe noaTteBepXaeHna HaxmuTte fa ona HacTpourkm komrnoHeHTa CPK RuBackup
(PncyHok 11).
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[looTeep>xaoeHune

MoATeepAnTh BeiBpaHHbIe NapaMeTpel U NPUCTYNUTS K

HacTpoike?

PucyHok 11. OKHO NOATBEPXAEHNA BbiIOpaHHbIX NapaMeTpoB

3. Ecnn B popme HacTpamBaemoro komnoHeHTa CPK RuBackup ykasaHbl nanku, KOTo-
pbIX HE CylecTByeT, TO OyAeT BbiBEAEHO NOATBEPXOEHNE A8 UX co3paHma (Pucy-
HOK 12).

B okHe noaTBepXaeHusa HaxmunTe [la 4nsa cosgaHus nanok.

[loaTBEpXOEeHue

OupekTopun 'frubackupl' He cywecTByoT. Co3aaThk MX?

PucyHok 12. OKHO NoATBepXAeHNA CO30aHUSA OMPEKToPUiA

4. B cnyyae ycrnewHon HacTpPOMKKM nosfib3oBaTenb byaeT yBegOMNEH COOOLIeHNEM, B
KOTOPOM npuBeaeHa MHGopmMaLums:

o

o

O JINLLEH3VNOHHOM COrfnawleHuu;
npaBoobnagartesns;

BepCusA NPOAYKTa;

NMA TeKyLLero ysna;

TUN HacTpoeHHoro komnoHeHTa CPK RuBackup;

0 CO3[aHuN KOHOUrypaumoHHoro ¢amna /opt/rubackup/etc/config.file;

A0NONIHUTENbHO MOTYT 6bITb MPMBEAEHbI PEKOMEHAAUUN U NpeaynpexXaeHus no
HacTpoKaM napamMeTpoB.

5. HaxmuTe 3aBeplumMTb 015 3aBepLUeHUs paboTbl MPUITOXEHUS.
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HacTpoiika oKkpy>xeHus

HacTtpoiika nonb3oBatenei

Monb3oBaTenu, OT UMEHN KOTOPbIX ByaeT OCyWecTBAATbCA 3anyCK YTUINT KOMaHOHON
CTpokn RuBackup wnn npunoxenus ana ynpasneHnsa CPK RuBackup (RBM, RBC)
AOMXKHbI:

* NMETb NPaBMJIbHO HACTPOEHHbIE NepeMeHHble Cpebl,;

e BXOAUTb B rpynny rubackup.

BbinonHUTe nNpuBEeOEHHbIE HUXE HACTPOWKM [NA MOoNb3oBaTeNnen Ha BCeX
y3nax c pasBepHyTbiMM KoMMnoHeHTamn CPK RuBackup.

HacTpoiika nepeMeHHbIX cpeabl

HacTpoinTe nepeMeHHble cpefbl A8 BCeEX Nonb3oBaTesnien, KoTopble 6yayT paboTtaTb C
CPK RuBackup.

1. OTKkponTe pann .bashrc, 3anyckaemMbi B KaX4o0M cecCcun TepMmnHana:
sudo nano /home/<uma nonb3oBaTena>/.bashrc
2. OTpepakTupynTte dann, LobaBnB CTPOKMU:

export PATH=SPATH:/opt/rubackup/bin
export LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/1lib

CoxpaHnTe N3MEHEHNS.

3. lNMepesarpysnTte nepeMeHHble OKPY>XeHUA, Haxoasacb B KaTanore /home/<umsa nonb-
3oBaTena>/:

source ~/.bashrc

o [NepeMeHHble PATH v LD_LIBRARY_PATH MOXHO nepeonpenenuTb B pannax:

e /etc/profile

e /etc/bash.bashrc

Lo6aeneuue B rpynny

pynna rubackup aBTOMaTUYeCKN CO30aéTCcAB npouecce yCTaHOBKW NakeTa rubackup-
common.
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1. JobaBbTe nonb3oBaTens B rpynny rubackup, BbINOMHUB KOMaHAY:

sudo usermod -a -G rubackup <umsa nonb3oBaTens>

2. Ecnn TpebyeTca 3anyck yTUAUT KoMaHgHon cTpoku RuBackup, RBM wunn RBC B
TeKkylw,eM ceaHce nonbaoBaTtens (6es nepesarpysku OC) BbINOSHUTE:

newgrp rubackup

HacTpoliika gocTyna K KJIMEHTCKUM cepTudpukaTam

HacTponTe AocTyn nonb3oBaTens, BXo4AwWwero B rpynny rubackup, K KaTanoram c cep-

TnomnkaTaMm [gnsa  3anycka HEKOTOpbIX YTUINT KOMaHOHOWM CTPOKW, Hanpumep,
rb_clients.

Mo ymonuyaHuo AOCTYN K KaTanoramMm ecTb TOMIbKO Y Mofb3oBaTeNna root, A4S JocTyna
Opyroro rnoJjib3aoBaTen4d:

1. UameHnTe Bnagenbua v rpynny oaa Katanoros, cogepXalmnx cepTupukaThbl:

sudo chown -R suser:rubackup /opt/rubackup/keys/client/
sudo chown -R suser:rubackup /opt/rubackup/keys/rootCA/

2. MepesanycTuTe cepBUCHI AN1F NMPUMEHEHUS U3MEHEHWIA:

sudo systemctl restart rubackup_client.service
sudo systemctl restart rubackup_server.service

[Jlo6aBneHue B aBTO3anycK

1. JobaBbTe cepBUC KNneHTa PK B aBTo3anyck npu 3arpyske OC:
sudo systemctl enable rubackup_client.service
2. lepesarpysunTe HacTponku OC:

sudo systemctl daemon-reload

10.1.4. 3anyck

MponsBeanTe akTmBauuto KnmeHTckonm 4Yactm CPK RuBackup, BbIMOMHMB Ha KaX[oM
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y3/e C pasBEpPHYTbIM KIIMEHTOM pPe3epBHOro KONMPOBaHUA 3aMycK cepBuca KneHTa.
o [ns ycnewHoro 3anycka knneHta PK B KIMEHT-CEPBEPHOM pexunme npensa-

PUTENbHO HEOBXOAMMO 3aMnyCTUTb CepBepPHYHO YacTb CPK.

3anyc|( cepBUCa KJIMeHTa

ns 3alyCKa cepBuMCa KJIMEHTa PK BbinonHuTe KOMaHAy:

sudo systemctl start rubackup_client.service

NMpocMoTp cTaTyca cepBuUCa KJIMEHTa

[lna npocMoTpa cTaTyca cepBuca K/IMEHTa BbIMONHUTE KOMaHAY:

sudo systemctl status rubackup_client.service

OcTaHOBKa cepBuCa K/IUEHTa

[lna ocTaHoBa cepBuCca KNIMeHTa BbINOSIHUTE KOMaHAY:

sudo systemctl stop rubackup_client.service

10.2. Windows

10.2.1. CucteMHble TpeboBaHuUA

B oaHHOM nopgpaspgene npusefeHbl CUCTEMHble TpeboBaHMA 1A KaXA0oro KJIMEHTCKOro
komMnoHeHTa CPK RuBackup, npegbsaBnfemMble K TEXHUWYECKUM cpefcTBaM, Heobxoau-
MbIM OJ19 HOpMasnbHOro ¢yHkumMoHmposaHua CPK RuBackup.

AnnapaTHble Tpe6oBaHuUs

Tpe6GoBaHUA K annapaTHbIM cpeacTBaM KnmeHTa PK

Y3en, BbINONHAOWMIA yHKUUKM KNneHTa PK, Ha KOTopoM npeanonaraeTcsa pa3BeEpTbiBa-
HWe, OoMKeH obnagaTbh XapakTepucTUKaMn, NnpuBeaEHHbIMKU B Tabnuue Tabnnua 13.

Tabnuya 13. TpeboBaHus K annapaTHbIM cpefcTBaM KneHTa PK

AnnapaTHoe Tpe6oBa- 3HauyeHue MpumeyaHue
Hue
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[Mpoueccop OLHOMOTOYHbBIN peXnUM  MHOronNOTOYHbIN peXnm —

1 agpo KonunyecTBo agep =
KOIM4YeCcTBY NOTOKOB

TBepOoTenbHbIN Hako-  3HayeHne TpebyemMoro ANCKoOBOro npocTpaHcTtea He meHee 400 Tb
nuTenb MOXeT ObITb paccymMTaHo no Gopmyne

OnepaTuBHasa NamMATb CyMMa 3HayeHUn onepaTuMBHOM NaMATU ANs Bcex [ Ae onepaTtuBHas
33,34 pe3epBHOro KONMpoBaHus namATb OAHOro pecypca
pasHa 16 + 4% oT pas-
Mepa LefieBoro pecypca

UHTepoeicHoe ycTpon- CeTeBon aganTtep —
CTBO

lpumep 6. ®opMyna pacyéTa UCKOBOIo NMPoCTpaHcTBa

Vol
V = ———— X (Sizepgsy + 20) X (K + 1) + Sizepmeradata
Sizepock

roe:

e K =1 nNpun 0OgHOMNOTOYHOM PEXUME;

e K = worker_parallelism, ecnuM 3agaHbl  MHOFOMOTOYHbIA  PEXUM
(enable_multithreading) v cnabas geaynnukayms (enable_flexible_dedup);

o worker_parallelism — KO/M4YeCcTBO paboymx MOTOKOB, MCMOJb3yeMbIX AN
BbINO/IHEHMA PK;

o enable_multithreading — ¢nar, ykasbiBatOLWMA Ha UCMOSIb30BaHME MHOIO-
NMOTOYHOCTMN,

o enable_flexible_dedup — ¢nar, ykasbiBalOWMUA HA UCNONb30BaHNE TMBKOMN
aenynnukauyuu;

e Volresource — OBLWMA OOBEM AaHHbIX, nognexatmx PK;

Sizepck — pasMep 6510Ka fgaHHbIX, UCnosibdyemMoro ans obpaboTku fgaHHbIX BO
Bpemsa PK (gna nynos TunoB File system, Tape library, Cloud pasmep 6noka
AanaeTca GUKCMpoBaHHbIM M paBeH 16384 b);

Sizepqsn — pasMep xewa (AsmHa xew-epyHKLMn + 8), MICNoNb3yemMoro Ana MaeHTKu-
dnKaunmn OaHHbIX;

20 — MaKcuManbHbIn pasMep cepunannsoBaHHOW No3nuum B ¢anne;

1T— BpeMEHHasd 6asa gna BblYNCEHUSA CUrHaTypbl U1 OTMNPaBKU Xewen Ha cep-
Bep,

o Sizeperadata — 3TO 0,02 x 06bEM pecypca
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MporpamMMHblie Tpe6oBaHUA

[MporpaMMHble TpeboBaHMA K cpefe OYHKUMOHMPOBAHUA KAMEHTCKoM 4YacTtm CPK
RuBackup:
e OfHa N3 64-6UTHbBIX ONEPALMOHHBIX CUCTEM:
o Windows Server 2012;
o Windows Server 2016;
o Windows Server 2019;
o Windows Server 2022;

o 6ubnunoTeka Npcap;

e 6ubnnoteka OpenSSL Bepcua 3.3.0, ycTaHOBNEHHaa B AupekToputo C:\OpenSSL-
Win64 ;

e nakeT Microsoft Visual C++ Bepcusa 2015.

10.2.2. YcTaHOBKaA

MoaroTtoBKa K yCTaHOBKe

CeTeBble HACTPONKHU

Ha y3ne pa3BépTbiBaHMA KJIMEHTA pe3epBHOro KOMMPOBaHWA, €C/fiN Y Bac He 3afeNCTBO-
BaH DNS-cepsep:

1. OTKponTe cucTeMHbIN ¢pann C:\Windows\system32\drivers\etc\hosts.

2. lpoBepbTe Hanuune CTPOKU C OaHHbIMW BCEX Y3/M10B cepBepHON 4YacTu RuBackup
(ocHOBHOW cepBep, Pe3ePBHbLIN N Meanacepsep NP Hannuumn).
HacTpoiika cnyxe6Hoii CYB]] PostgreSQL

[nsa paspeleHnsa NCnonb3oBaHUsa CUMBOA \ BbIMNOMHUTE cneayowmne AeCTBUA:

1. OTpenakTupymnTe KOHOUrypaunoHHbin ¢ann postgresql.conf Ha y3ne cnyxeobHom
6a3bl AaHHbIX PostgreSQL.

2. na napameTp standard_conforming_strings yCTaHOBWUTE 3HA4YeHMe on.
3. CoxpaHuTe N3MEHEHMSA.

YcTaHoBKa nakeTa Microsoft Visual C++

YcTaHoBuTe nakeT Microsoft Visual C++

1. CkavanTe nakeTtbl Microsoft Visual C++ 32- n 64-paspsgHble Bepcun 2015 ¢ opuum-
anbHoOro canTta Microsoft.

2. 3anycTtuTte noo4yepenHo 3arpy>eHHble dannbl vc_redist.x86.exe n
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3.

10.2. Windows

vc_redist.x64.exe.

Cnepynte MHCTPYKUMAM YCTaHOBLLMKA.

YcTaHoBKa nakeTta OpenSSL

YcTaHosuTe 6ubnmotekn OpenSSL ™ sepcus 3.3.0:

1.

Ckavante guctpubyTtms OpenSSL Bepcumn 3.3.0 ana 64-paspsgHon OC Windows Ha
odpuymanbHOM canTe paspaboTunka.

3anycTtuTe ncrnosiHAaemMboln pann Win640penSSl-<version>.exe W YyKaXuUTe OUPEKTO-
puto C:\0penSSL-Win64, B KOTOPYHO BYAEeT YCTaHOBIIEHO MPUIOXEHNE.

MponuwnTe NyThb K NPUNOXEHUIO B NepeMeHHbIX cpegbl Windows:
o OTKpomnTe okHO MaHenb ynpaBneHua — Cucrtema m 6esonacHocTb — Cucrtema;
o BblbepnTe USMeHUTb NnapameTpbl — BK/1agka JloNONHUTENbHO;
o HaxmuTe KHonky MNMepemeHHble cpeabl;
o OTKpoOnTe pasgen CUCTeMHbIe NepeMeHHbIe B TEKYLLLEM OKHE;
o OTKPOMTE NEPEMEHHYIO PATH;
o CO3[janTe [iBa 3Ha4YeHUs:

» MOSIHbIA NYTb K Manke, B KOTOPYK YCTaHOBUAW npunoxeHune C:\OpenSSL-
Win64 ;

= noAananky C:\OpenSSL-Win64\bin;

o

HaxXmMunTe OK gna coxpaHeHns U3MEHEHNN.

YcTaHoBKa nakeToB

1.

[NpeaBapuTenbHO  CKavyalMTe  nNakeT  KAMEHTa  Pe3epBHOro  KOMupoBaHUA
RuBackup_client_installer<version>.exe, rge <version> — aKTyaJibHaf Bepcus
nakeTta (c™m. [(naga 5).

3anycTuTe 3arpy>XeHHbin ¢ann RuBackup_client_installer<version>.exe C npa-
BaMU agMUHUCTpaTopa.

Bb|6ep|/|Te A3bIK MHTEpdEeNnCca yCTaHOBLLMKA, MPUMUTE NTULLEH3MOHHOE COralleHne v
Ha4yHUTEe YCTAHOBKY.

Ona OC Windows Server Bepcun 2012 n sBepcumn 2016: nepesarpysnte OC gna npum-
MEHEHNA HaCTPOeK.

10.2.3. HacTpoika

HacTpoiika knueHnta PK

HacTtponky komnoHeHToB CPK RuBackup crnegyeT npousBecTU Ha KaX4oM ys3fne B
CTpOro npueBeaEHHOM nopsake (B 3aBUCUMOCTM OT apXUTEKTYPbI):
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1. HacTpoWka OCHOBHOro cepeepa;
2. HaCTpOWKa pes3epBHOro cepBepa;
3. HacTpoWka MeanacepBepa (BbIMONHAETCA 418 KaXXA0ro Meanacepsepa);

4. HaCTpoOMKa KJIMEHTa CUCTEMbl PE3epPBHOIr0 KOMUPOBaHMSA (BbIMONHAETCA ANA KaX-
aoro knmeHta CPK).

Heobxogmumo npenBapuTefibHO HAaCTPOUTb CeTeBOe B3aMMOLENCTBME Y3/10B
koMmnoHeHToB CPK RuBackup, ncnonbsya FQDN, umsa xocta unu IP-agpec
(nanee no TekcTy — agpec).

ABTOHOMHBIA pexuM paboTbl KIMEeHTa Pe3epBHOr0 KOMMPOBaHWUA B cpefe
dyHKuMoHMpoBaHua OC Windows Server He noggep>XuBaeTcs.

HacTpoiika knueHTa PK B TepMuHane (MHTepaKTUBHbI peXXum)

BbinonHUTE Ha KaXOoM y3ne KMeHTa MHTepakTuBHyto HacTponky CPK RuBackup c
NOMOLWbIO rb_init (cM. CueHapum HaCTPOWKN KIIneHTa).

start C:\RuBackup-win-client\bin\rb_init.exe

HacTpoiika y3na

[lo6aBneHue NCKJIIOYEHUS B aHTUBUPYC

1. Mpn wncnonbsoBaHuM aHTUBMpPYca Windows Defender HeobxoauMo cpeacTBamu
PowerShell vckntounTb nanky C:\RuBackup-win-client M3 aBTOMaTU4eCKOW MNpo-

BEPKMU:
Add-MpPreference -ExclusionPath 'C:\RuBackup-win-client'

2. Ona nposepkun ncknoyeHnin Windows Defender BbiBeguUTe MOMHbIA CINCOK UCKIHO-
YeHUN:

Get-MpPreference | fl excl=*

[lo6aneHue B aBTO3anycK

[obaBbTe cepBuc knmeHTa PK B aBTO3anyck npwu 3arpyske OC:

1. OTkponTe AAucneTtuyep cepsepoB — Cpepctea — CnyXxo6bI.

2. BoibepuTe RuBackup Service — CBoiicTBa — BK/lagka O6uue.
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10.2. Windows
3. [na napamMeTpa Tun 3anycka yCTaHOBUTE 3HaYeHne ABTOMaTUYECKM (PrcyHok 13).

Ceonctea: RuBackup Service (JlokaneHbiid komnetoTep) X

Obwwe Bxonscucremy BoccraHosnenme 3aBuUcHMOCTH
Wma cnyxBel: RuBackup Service

Otobpaxaemoe  RuBackup Service
MMA:
This is background process of RuBackup

application. Performs all backup /restore operations
at the background

Onmucarmue:

WenonHeemelid daiin:

"C:\RuBackup-win-client \bin'\rb_service exe”

Tun sanycka: AsToMaTM4eCKm v
CocToaHme: BeinonHaeTcs
JanycmTe OctaHoBMTL [NpuocTaHOBMTE MpoponxuTs

Bel MoxeTe yKasaTe NapaMeTpel 3anycka, NpMMeHAEMBIE NPW 3anycKe
cnyx0Bbl U3 3TOr0 AMANOroBOro OKHA.

OK Omvena MNpUMernTs

PucyHok 13. OkHo «CowncTtBa RuBackup Service»

4. Haxxmunte OK onsa coxpaHeHns N3MeHEeHUN.

10.2.4. 3anyck

MponsBeanTe akTmBauuto kKnmeHTckom 4vactm CPK RuBackup, BbIMOMHMB Ha KaXX[AoMm
y3ne C pasBépHYTbIM KTMEHTOM pPe3epBHOro KOMMPOBaHMA 3arnyCcK CepBuca KmeHTa.

[nsa ycnewHoro 3anycka knneHTa PK B KMeHT-CEPBEPHOM pexume npensa-
PUTENbHO HEOBXOAMMO 3arnyCTUTb cepBepHYro YacTb CPK.
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3anyckK cepBUca K/IMEeHTa

3anycTuTe cepBUC KIMEHTa Pe3epBHOro KONMpoBaHUs:

1. OTkponTe incneTtyep cepeepoB — Cpepctea — CnyXo6bl.

2. BoibepnTte RuBackup Service 1 3anyctute ero.

[11 Ons nyna Tuna Block device pasmepa 6rnoka MoOXeT ObiTb 3afaH Npu cos3gaHuy nyna. 3HavyeHneM Mo YyMOSYaHuio ABNseTCs
131072 b. Ans nony4yeHusa 6onee nogpobHoM MHPOpMaL MM MO HacTpoWKe MynoB obpaTuTech K cekuuu "Mynbl" pasgena "XpaHu-
niwa" PykoBogcTBa CMCTEMHOro agMuHucTpaTopa RuBackup. [ina nynos tunos File system, Tape library, Cloud pa3smep 6noka
ABNAeTCA PUKCUPOBaHHbIM W paBeH 16384 b. [Jna Bcex TUMOB MyJIOB AJIMHA KOYa Xew-(YyHKLMN 3aBUCUT OT BbIOPAHHOW XelLl-
dyHKUMKM B HacTponkax nyna. Hanpumep, ana xew-pyHkumm SHA1 anvHa knoya coctasnset 20 b.

[2] PesepBHOe KonnpoBaHue: 06bEM CBOGOAHOrO AMCKOBOrO NMPOCTPAHCTBA, COCTaBNAOWMNIA He MeHee 3 % OT COBOKYMHOro o6b-
€Ma JaHHbIX, pe3epBHOE KOMMPOBaHME KOTOPbIX OCYLECTBNAETCA egUHOBPEMEHHO. BoccTaHOBNEHME AaHHbIX: 06beM cBO6OAHOro
OMCKOBOro NPOCTPAHCTBA JOMKEH ObiTb HE MEHEE COBOKYMHOro o6bemMa egMHOBPEMEHHO BOCCTaHABNMBAEMbIX Al@aHHbIX C UCMOJSb-
30BaHMEM [l@aHHOr0O KneHTa. MHOronoTo4YHoOe pe3epBHOE KOMMpoBaHMe: 06bEM CBOHOQHOINO AUCKOBOro MPOCTPaHCTBa 3aBUCUT OT
BbIOpaHHbIX MapaMeTpoOB: KONMYecTBa NOTOKOB, pasmepa 6110ka 1 AnvHbl Xelwa. Yem 6onblue ncnonb3yeTcs NOTOKOB, TeM 6onblue
TpebyeMbiil 06bEM. YeM MeHblUe BblOpaHHbI pa3mMep 6n1oka, TeM 6onblle TpebyeTcA AOCTYNHONO NPOCTPAHCTBA Ha gucke. Yem
6onblle gnMHa xewa, TeM bosnblie TpebyeTca namMaTu. Pacuyét TpebyemMoro o6béma: NpubNn3NTENbHbIN pacyéT Tpebyemoro obb-
€Ma JOCTYMHOro NPOCTPAHCTBA B MHOMOMOTOYHOM PEXUME MOXHO OLEHUTb Kak worker_parallelism x MpoLeHT OT pecypca. 3To
03HayaeT, YTOo A4N1A Kax[oro paboyero NoToka, KOTOpbIA 6yAeT NCNONb30BaTbCA NPU MHOTOMNOTOYHOM 06paboTKe AaHHbIX, NOTpe-
byeTcs onpefenéHHbln 06bEM [OCTYMNHOro NPOCTPaAHCTBA Ha AncKe.

[3] BbinonHMTe yCcTaHOBKY akTyanbHOW Bepcun penosmtopusa EPEL, ans npuMmepa npueefeHa ycTaHoBka penoauntopus EPEL 8
[4] obsizaTenbHOe ANns 3anonHeHus none (ecnm oHo akTUBHO)
[5] MoppobHoe onncaHve NprBefeHo B oduLManbHON AOKYMEHTaLMM Ha NporpaMmHbIn npoaykT Microsoft Visual C++

[6] MoppobHoe onucaHune NpuBeAeHO B 0dMLManbHON LOKYMEHTALUM Ha NPOrpaMMHbIi npoaykT OpenSSL
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11.1. KaTanor ycTaHOBKMU

naea 11. Pe3ynbTtaTbl YyCTaHOBKMU

11.1. KaTanor ycTtaHOBKM

Mpy ycTaHoBKe UHCTaNNALNOHHBIA rpm/deb-nakeT 6yaeT aBTOMaTUYECKN pacrnakoBaH

B ANPEKTOPUIO:

e Ona Linux-cuctem: /opt/rubackup.

e ana Windows-cuctem: C:\RuBackup-win-client\

CTpyKTypa ycTaHOBNeHHbIX NakeToB CPK RuBackup npuBegeHa B Tabnve.

Tabnuuya 14. CTpykTypa ycTaHoBeHHbIX naketos CPK RuBackup

CTpPYKTYpHbIii 9NeMeHT

/opt/rubackup

MakeT rubackup-common

/opt/rubackup/keys/client/

/opt/rubackup/keys/server/

/opt/rubackup/keys/rootCA/

/opt/rubackup/etc/

/opt/rubackup/etc/1ld.so.conf.d/rubackup.conf

/opt/rubackup/copyrights/

/opt/rubackup/rc/icons/
MaxkeT rubackup-client
/opt/rubackup/etc/systemd/system/

/opt/rubackup/etc/rubackup.lsf

/opt/rubackup/etc/systemd/system/rubackup_cl
ient.service

Ha3HauyeHue anemeHTa

[OupekTopus, B KOTOPOWN pacnakoBaH yCTaHOBOY-
HbIA KOMMEKT KOMMNOHeHTa RuBackup, a Takxe
ncnonbayemble AOMOAHUTENbHbIE MHCTPYMEHTDI

[Manka cogep>XuUT cepTUPUKaT N 3aKPbITbIN KoY
KJIMEHTa ANA BHYTPEHHEro B3auMOLENCTBUA KOM-
noHeHToB CPK no npoTtokony SSL

MNanka cofep>XuT cepTudnKaT 1 3aKpPbITbIN KIOY
cepBepa A1 BHYTPEHHEr 0 B3aMMOAENCTBUA KOM-
noHeHTtoB CPK no npoTtokony SSL

MNManka cofep>XXUT camMononuCaHHbIn cepTupukaTt
M 3aKpPbITbIM KIHOY LleHTpa cepTudmkauum gns
BHYTPEHHEro B3aMMogencTemnsa KoMnoHeHToB CPK
no npoTokony SSL

Manka coaep>XnT KOHPUrypaumoHHble ¢pamnnbl CPK
RuBackup

BcnomoraTtenbHbI KOHGUrypauMoHHbIA Gainn,
yKkasbliBarowunim OC nyTb K 4ONONMHUTENbHLIM 616-
nmotekam, ncnonbdyembix CPK RuBackup

Manka cogep>XuT ¢annbl NINLEH3NUOHHbIX cornalle-
HUI

Manka coaep>XnT NKOHKN MHTepdenca

Manka cogepxunt cepsucbl CPK RuBackup

dann nokanbHOro pacnucaHus KnnmeHTa cuctemsl
pe3epBHOro KoONMpoBaHUs

Cepsuc knneHtckon yactu CPK RuBackup
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CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/scripts/

/opt/rubackup/scripts/test-script.sh

/opt/rubackup/log/
/opt/rubackup/man/

/opt/rubackup/modules/

/opt/rubackup/modules/rb_module_lvm

/opt/rubackup/modules/rb_module_filesystem

/opt/rubackup/bin/

/opt/rubackup/bin/rb_schedule

/opt/rubackup/bin/rb_replicas

/opt/rubackup/bin/rb_health_check

/opt/rubackup/bin/rubackup_client

/opt/rubackup/bin/rb_init
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Ha3HauyeHue anemeHTa

Manka cogep>XuT ckpunTbl ynpasneHna CPK
RuBackup

anMep CKpunTa gna BblMOJIHEHNA NPU pe3epB-
HOM KOoMnpoBaHn

Manka CoAep>XUT XypHanbl COBbITUIA 1 3afa4

Manka coaep>X1T UHCTPYKLMU MO UCMOSIb30BaHNIO
yTUINT

Manka coaep>XUT UCNONHUTENbHbIE MOAYNK, Nofa-
Aep>KMBaroline pe3epBHOE KOMMpoBaHue 1 BoC-
CTaHOBNEHWE LLleNneBoro pecypca (nogaepxmueae-
Moro knmeHTom CPK)

McnonHaemMblin Moaynb 018 pe3epBHOro KONMpo-
BaHWS M BOCCTAHOBNEHUSA Norndyecknx tomos LVM

McnonHaeMblin MOAYNb PE3EPBHOr0 KOMMPOBAHUA
$annoBon cMCTeEMbI

Manka COAEPXUT KOHCOJIbHbIE YTUNTUTbI, nogaep-
>)XMBaeMble Ha KJNIMeHTe 14 ynpaBneHna pe3eps-
HbIM KONMMpoBaHNeEM U BOCCTaHOBJIEHNEM [aHHbIX

Ytunuta knneHTta RuBackup gna npocmoTpa npa-
BWUN rnobanbHOro pacnmcaHus KfineHTa B CUCTemMe
pe3epBHOro KonMpoBaHUsA

Ytunuta knueHTa RuBackup gns ynpasneHus npa-
BUNaMu pennmkaLnm Ha KnmeHTe. Bol MoXxeTe
NPOCMOTPETb CMNCOK BCEX NPaBW pennmkauuu, a
Tak>XXe 3anycTuUTb BbibpaHHOe NpaBunno

YTtunuta knneHTa RuBackup gna npoBepkn KoH-
durypaumnm KrmeHTa n ero oKpy>XeHus. BoinonHa-
eTCA NpoBepKa NepeMeHHbIX OKPY>XXeHUs, Bepcum
MeLnacepBepa. [poBepseTca NoAgKIKOYEHME KnN-
eHTa K 6ase flaHHbIX, cepBepy, Meguacepsepy n
TOJICTOMY KITUEHTY

KnuneHT pesepBHOro konnposaHua RuBackup
npegcTaBnseT coboin poHOBOE NpUoxeHue (cep-
BUC, EMOH), 3anyLLEHHOE Ha XOCTe KIIMeHTa u
B3aMMoencTBylollee ¢ cepsepomM RuBackup

YTunuta agMuHucTpaTtopa RuBackup ans nepso-
Ha4vanbHOW HAaCTPOWNKMK KNIMEHTa cpasy nocne
pa3BEépTblBaHMA NakeTa UCMNONHAEMbIX Gainnos.
HenHTepakTUBHbIN peXxum Heobxoanm ans cue-
HapueB MacCOBOro pa3BepTbiBaHUA




CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_archives

/opt/rubackup/bin/rbfd

/opt/rubackup/bin/rb_tasks

/opt/rubackup/bin/rb_client_defined_storages

/opt/rubackup/rc/

/opt/rubackup/mnt/

MakeT rubackup-server
/opt/rubackup/etc/systemd/system/

/opt/rubackup/etc/systemd/system/rubackup_se
rver.service

/opt/rubackup/man/
/opt/rubackup/log/
/opt/rubackup/log/RuBackup.log

/opt/rubackup/log/task.log

/opt/rubackup/log/module_.log
/opt/rubackup/log/rbfd

/opt/rubackup/lib/

/opt/rubackup/bin/

/opt/rubackup/bin/rb_modules

11.1. KaTanor ycTaHOBKMU

Ha3HauyeHue anemeHTa

YTunuta knueHta RuBackup npefHasHaveHa ans
NpPoCMOTpa CNUCKa pes3epBHbIX KOMUA KNMEeHTa B
CUCTEME Pe3epBHOro KONMpPoBaHWsA, CO3aaHuA
CPOYHbIX pe3epBHbIX KOMWUI, UX yaaneHus, npo-
BEPKM 1N BOCCTaHOBMEHUA. PaboTaeT TOMbKO B TOM
clyyae, ecnn Ha KnmeHTe paboTaeT cnyxba (cep-
BUC, AeMOH) KneHTa rubackup_client

Y1tunuta agMnHucTpaTopa RuBackup gnsa cospa-
HUA N BOCCTaAHOBJIEHUSA MOJIHbIX U UHKPEMEeHTalb-
HbIX Pe3epBHbIX KOMU pecypcoB B NobbIX ¢panno-
BbIX cucTeMax. PecypcomMm MoXeT 6biTb dpann,
Katanor unu 65104Hoe yCTPONCTBO

Ytunuta knueHta RuBackup gna npocmMoTpa
Ccnucka 3afad K/iMeHTa B CUCTEME Pe3epBHOro
KonunposaHuna RuBackup

YTunuta agMmuHucTpaTtopa RuBackup gna ynpas-
NEHUA KITMEHTCKUMN XpaHuUnuwamu. Bel MoxeTe
npocMaTtpusaTtb, 406aBNATb N YAANATb KIINEHT-
CKue XpaHunnuwa B KoHourypaumm

Manka coaep>XnT KOHOUrypaLMOHHbIE CKPUNTHI
nporpammbil

MpenocTaBnseTcsa Kak BpeMeHHas TO4Ka MOHTU-
poBaHUA ANnsa ¢annoBbiX CUCTEM

MNanka ogepxut cepsucobl CPK RuBackup

Cepsuc CepaepHont YyacTn CPK RuBackup

Manka cogep>XuT ¢annbl oNnUCaHnm yTUInNT
Manka cogep>XuT dansbl XXypHana cobbITui

CUCTEMHbIN XXYpPHan cobbITUI, TakXXe COAEPXNT
nHPopmMaL Mo O NINLLEH3NN

XXypHanbl cobbITHin, cogepxalme cobblTUS 3agay
CPK

XypHarsbl COBbITUIN UCNOSTHAEMbIX MOAYNEN

MHpopmauma o npoLecce BbINOJHEHUSA CO3L4aHNUA
PK onsa kaxkgown 3agaudn, Kotopas ncnosnbsyeT rbfd

Manka coaepXunt 6ubnnoTekun, HeobxoanMble ans
paboTtbl CPK RuBackup

[Manka cogep>XuT ncnonHsaemole ¢pannbl 4ns
3anycka yTunumT

YTunuta agMunHucTpaTtopa RuBackup gna ynpas-
neHus Mogynamu
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https://docs.rubackup.ru/Cli/2.8.0.0.0/rbfd/

PasBépTbiBaHme

CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_tape_libraries

/opt/rubackup/bin/rb_media_servers

/opt/rubackup/bin/rb_user_groups

/opt/rubackup/bin/rubackup_server

/opt/rubackup/bin/rb_local_filesystems

/opt/rubackup/bin/rb_security

/opt/rubackup/bin/rb_clients

/opt/rubackup/bin/rb_update

/opt/rubackup/bin/rb_block_devices
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Ha3HauyeHue anemeHTa

YTunuta agMuHucTpaTopa RuBackup gna ynpas-
NEeHNA NEeHTOYHbIMU BMBNoTEKaMun B CUCTEME
pesepBHOro KkonnposaHus RuBackup. Bel MOXxeTe
npocMaTtpueaTb MHGOPMAaLMIO O NIEHTOYHbIX 616~
NMoTekKax B cepBepHon rpynnuposke RuBackup,
CUHXPOHN3NPOBATb JIEHTOYHYIO BMBNoTEKY C
nHbopmMaLmen o Hen B 6ase JaHHbIX,MMNOPTUPO-
BaTb, SKCNOPTUPOBATb U NepemeLlaTb KapTpuaxm
B JIEHTOYHON 6MBNNOTEKE, a TakXe NPoM3BOANTb
LTFS popmaTnpoBaHume KapTpuaXemn, Haxoas-
LLMXCA B C/IOTaxX NEHTOYHOW BUBNMOTEKN.

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHus megunacepsepamn RuBackup. Bel MoXeTe
npocMaTpusBaTtb CNUCOK Meamnacepsepos, fobas-
NATb WX, yAanATb UKW UBMEHSATb UX ONUCaHUA.
MefnacepBep npefgHasHayeH Ana B3aMMopaen-
CTBUA C KIIMEHTaMM MPU CO3[aHMUU, BOCCTaHOBe-
HUM 1 Nepefaye pes3epBHbIX KOMUi

YTtunuta agMunHucTpaTtopa RuBackup gna ynpas-
NleHus rpynnamu rnonb3soBaTtesnien. Bol MoXeTe
npocMaTpuBaTh Fpynnbl Nonb3oBaTenen, nobas-
NATb N YOANATb UX, @ TaKXXe U3MEHATb X Ha3Ba-
HME N onncaHue

CepBep pesepBHOro KonuposaHusa RuBackup
npepcrasnaet cobon cucTtemMHoe GpOHOBOE NPUIo-
XeHue (cnyxba, 4eMOH), BHYTPU KOTOPOro ogHo-
BPEMEHHO BbINOJSIHATCA MHOXECTBO NOTOKOB,
OTBEYarLmMX 3a pasHble PYHKLUN CUCTEMBI
pes3epBHOro KONMpPOBaHUA

Y1tunuta agMunHucTpaTtopa RuBackup gna ynpas-
NIeHUs XpaHuvLamMmn pesepBHbIX KOMUM Tuna
dannoBas cMcTeMa. XpaHunuiia Takoro Tmna
AOMKHbI BbITb aCcCOLMMPOBaHbI C MYJSIOM TOroO Xe
Tuna

YTunuta RuBackup ansa paboTbl C XypHanom
CcobbITN MHPOPMaLMOHHOM 6E30NacHOCTU

YTunuta agMunHucTpaTtopa RuBackup gna ynpas-
neHunsa knveHTammn RuBackup. Bel MOXxeTe npo-
cMaTpuBaTb CMNCOK KNMEHTOB, a Takxe fobas-
NATb, yAANATb WX USMEHATb UX.

Y1tunuta agMunHucTpaTtopa RuBackup gna ynpas-
neHnsa obHoBeHMsAMM 6as gaHHbIX. Co3gaeT sql
MHCTPYKLKWK, No3BONAAOWME CAeNaTb 0OHOBNEHNE
0a3bl AaHHbIX

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHnsa 6N10YHBbIMU YCTPONCTBaMU




CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_global_config

/opt/rubackup/bin/rb_global_schedule

/opt/rubackup/bin/rb_repository

/opt/rubackup/bin/rb_users

/opt/rubackup/bin/rb_tape_cartridges

/opt/rubackup/bin/rb_inventory

11.1. KaTanor ycTaHOBKMU

Ha3HauyeHue anemeHTa

YTunuta agMuHucTpaTopa RuBackup gna ynpas-
neHnsa NnapamMeTpamm rinobanbHoOM KOHUrypawmm
cepBepHon rpynnuposku RuBackup. MapameTpbl
rnob6anbHOM KOHGUrypaumumnm 4encTBuTeNbHbl ANa
BCEX CEPBEPOB, BXOAALLMX B KJlaCTep CepBepoB
RuBackup

YTunuta agMmuHucTpaTtopa RuBackup gna ynpas-
NeHus rnobanbHbIM pacnncaHmemM RuBackup. 'no-
6anbHoe pacnucaHve CoCTOUT N3 OTAENbHbIX Npa-
BWN, KOTOPbIE MOTYT BbIMOSIHATLCA MO ONpeAenéH-
HbIM YCMOBMAM A1 ONpefenéHHoro pecypca Ha
KJIMEHTE CUCTEeMbl Pe3epPBHOro KONMMPOBaHUA.
MO>XHO npocMaTpuBaTb CNNCOK NpaBun rnobanb-
HOro pacnucaHus, 9KCNopTUPOBaTb HACTPOMNKU
npaswna B Gann u UMNOpTUPOBaTb NPaBuIo N3
¢danna B rnobanbHOe pacnvcaHue, yaansatb npa-
BWNa 13 rnobanbHOro pacnmcaHns, ocTaHaBn-
BaTb QYHKLNOHMPOBaHWE Nnpasusia Um 3anyckaTb
ero B paboTy, a Takxxe HeMe[JIeHHO co3faBaTb
3afauyy Ha OCHOBe npasuna rnobanbHOro pacnu-
caHus

YTunuta agMuHmncTpaTopa RuBackup gns goctyna
K 3anucsm penosmtopus. MNossonseTt npocMaTpu-
BaTb CMUCOK Pe3epBHbIX KOMWUI, yaanaTb 1 nepe-
MeLlaTb pe3epBHble KONMUKU, MPOBEPATL UX
LEeNOCTHOCTb U BbIMOSHATb UX PennKauuo
(konupoBaHwue) B apyrue nynbl. 108 BbINONHEHUS
3TUX AENCTBUN yTUNNUTA CO3[aET COOTBETCTBYIO-
YO 3afavy B rnaBHOM oyepeau 3agay v 3akaH-
YMBaET CBOE BbINOSIHEHNE [0 TOFO MOMEHTA, KakK
3afava byaeT BbINOSHEHA

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHusa nonb3oBaTensaMu. Bl MOXeTe npocmaTtpu-
BaTb CMNCOK Mofib3oBaTesnien, ,obaBnATb, yoanaTb
N UBMEHSATb UX

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
NEHNA KapTpua>XamMu NeHTOYHbIX 6nbnnoTek. Bbl
MOXeTe NPoCMaTpuBaTb CNUCOK KapTpUOXKeR,
[06aBnATb, yAansaTh UM U3MEHATb nX. Kaxxapin
KapTpuaX NpuHagnexuT kakomy-nmbo nyny tuna
NeHTo4YHan 6ubnmoTeka

YTunuta agMuHucTpaTtopa RuBackup gna BHece-
HUA B 6asy fgaHHbIX RuBackup nHoopmaumnm o
pesepBHbIX KOMUAX, KOTOpble Bblfin CAeNaHbl BHE
TekyLen koHpurypaumm RuBackup, Hanpumep, B
Apyron cepsepHon rpynnuposke RuBackup
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PasBépTbiBaHme

CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_interoperation

/opt/rubackup/bin/rb_clouds

/opt/rubackup/bin/rb_copy2pool

/opt/rubackup/bin/rb_notifications

/opt/rubackup/bin/rb_remote_replication

/opt/rubackup/bin/rb_pools
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Ha3HauyeHue anemeHTa

YTunuta agMuHucTpaTopa RuBackup gna ynpas-
NeHnsa 3agadamMu umnopTa Unm aKcnopTa peseps-
HbIX KOMUI MeXay He3aBUCUMbIMU CUCTeEMaMU
pe3epBHOro KoONMpoBaHUA. Bbl MOXeTe ynpaBnaTb
CMUCKOM CUCTEM, OJ1 KOTOPbIX CYyLeCcTBYeT BO3-
MOXHOCTb MMMopTa unun akcrnopTa. JobasnATb,
npocmaTpueBaTb, pefakTUpoBaTb, yaansaTb, ocTa-
HaBnMBaTb N 3anycKaTb Npasuna saKcnopTa uimu
nmnopTa. TakXke Bbl CMOXeTe NPoBepsATb oYe-
pefb 3ajad 1 yoanaTb BbINOSHEHHbIE 3aa4n NUnu
3aBepLunBLUMECS C OWNOKON. Y Bac byaeT BO3-
MOXHOCTb CO3faTb 3afayvy Ha 3KCNopT pe3eps-
HOM KOMUX N3 penosnTopus

YTunuta agMuHucTpaTtopa RuBackup gns npo-
cMOTpa KoHburypauum, gobasneHuns unv ygane-
HMA 0b6nakoB S3 B cMCTEME PEe3epPBHOro KONmpo-
BaHUA

YTunuta agMmuHucTpaTtopa RuBackup gnsa ynpas-
neHusa pennukaunen. NpepgoctasnaeT BO3MOX-
HOCTb CO3faBaTb TOYHbIE KOMNUK (peninkin)
pes3epBHbIX KONWI ANA NpaBui pesepBHOro Konu-
poBaHWs U ANs cTpaTeruni pesepBHOro KoNMpoea-
HUSA

Ytunuta agMuHmncTpaTopa RuBackup gns ynpas-
NeHns odyepebio yBegomMneHun. B ouepegm yse-
OOMJIEHUI cofepXaTca BCe akTyallbHble YyBeAOM-
neHua rpynn nonb3oBaTenen RuBackup o npownc-
XO4AWMX B cUCTeMe cobbITUAX. YBeAOMNEHUs
MOFYT ObITb HACTPOEHbI B NpaBunax rnobanbHoro
pacnvcaHus n B cTpaTermax

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
NEeHNs HenpepbIBHOM yAaNEHHOM pennukauymen.
HenpepbiBHas yganéHHas pennukaumnsa COCTOUT 13
OTAeNbHbIX NpaBu, KOTOPble MOMYT BbIMOSIHATLCA
no onpenenéHHbIM YCNOBUAM O/15 onpenenéHHoro
pecypca. MoXHO npocMaTpuBaTb CMUCOK NpaBun
HenpepbIBHOM yAan&HHON pennukaunmn, aKcnopTu-
poBaTb HaCTPOKMKWU Npasuia B ¢ann n UMNoOpTUPO-
BaTb NpaBuno u3s danna, yganaTtb Npasuna, octa-
HaBnmMBaTb GYHKLMOHNPOBaHWE NMpaBuia uim
3anyckaTtb ero B paboTy

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
neHunsa nynamu. Bel MoXeTe npocMaTpuBaTb Cnn-
COK NynoB, A06aBnATb, yAansaTb U USMEHATb UX.
Kaxgbl nyn npuHagnexuT kakoMmy-nmbo megua-
cepsepy. [Mynbl NCNOAb3YOTCA ANA rpynnMposa-
HUA YCTPOWMCTB XPaHEeHUs pe3epBHbIX KOMUN




CTPYKTYPHbIii aN1eMeHT

/opt/rubackup/bin/rb_tl_task_queue

/opt/rubackup/bin/rb_block_device_check

/opt/rubackup/bin/rb_client_group

/opt/rubackup/bin/rb_bandwidth

/opt/rubackup/bin/rb_task_queue

/opt/rubackup/bin/rb_cloud_task_queue

/opt/rubackup/bin/rb_strategies

/opt/rubackup/bin/rb_log_viewer

/opt/rubackup/rc/init/

/opt/rubackup/mnt/

MaxeT rubackup-common-gui

/opt/rubackup/keys/rbm/

/opt/rubackup/gui/plugins/

11.1. KaTanor ycTaHOBKMU

Ha3HauyeHue anemeHTa

YTunuta agMuHucTpaTopa RuBackup gna ynpas-
neHna O4yepebto 3aa4 NEHTOYHbIX BMBNANOTEK

YTunuta agMuHucTpaTtopa RuBackup gns npo-
BEPKM LLeSIOCTHOCTU pe3epBHbIX KOMU Ha 6noy-
HOM YCTPONCTBE

YTunuta agMunHucTpaTtopa RuBackup gna ynpas-
NleHus rpynnamMmn KnMeHToB. Bbl MoXeTe npocmart-
puBaTb rpynmbl KINEHTOB, A00aBNATb UX, YOANATb
WIN N3MEHATb UX HasBaHWe un onucaHue. pynnun-
POBKa KIIMEHTOB MOXET NoTpeboBaTbCA B C/y4yae
HEeoBbXO0ANMMOCTM BbINOSIHEHWNA FPYNMNOBbIX onepa-
LU pe3epBHOro KOMNMpPoOBaHUSA B CTpaTernsax

Ytunuta agMuHmncTpaTtopa RuBackup gns ynpas-
NEHNA OrpaHNYEHNsMM NMPOMNYCKHOM CNOCOBHOCTM
Nnpw BbINOIHEHMN onepaunin pe3epBHOro Konnpo-
BaHWA 419 KJIMEHTOB MK NpaBw rnobanbHOro
pacnmncaHus. Bol MOXeTe YCTaHOBUTbL O4HO UK
HECKOJIbKO OrpaHM4YeHnn NpomnycKHOM CnocobHo-
CTW Ansa onpefenérHHoro knmenta CPK unn gnsa
Kakoro-nmbo npaswuna rnobanbHOro pacnmucaHusa

YTunuta agMuHucTpaTtopa RuBackup gna ynpas-
JleHus rnaBHOM ovepebto 3agay. B ouepegu
3afilay cofep>aTcs BCe aKTyasibHble 3afa4M Ha
co3faHue, BOCCTaHOBNEHNE, yaaneHue, nepemMe-
LLleHVe 1 MPOoBePKY pe3epBHbIX KOMUi

YTunuta agMmnHucTpaTtopa RuBackup gna npo-
CMOTpa 3afay, KoTopble CBA3aHbl C 06naYHbIMK
onepauusamu. MNMpu xpaHeHUU pesepBHbIX KOMWU B
obnake S3 BaM MoXeT NoTpeboBaTbCs 3arpysnTb
pes3epBHYH KOMMIO B 06/1aKO WK BbIrPY3nTb
Kakon-nnbo ns ¢pannos pesepBHON KOMUU U3
obnaka

YTunuta agMuHmncTpaTtopa RuBackup gns ynpas-
NeHns cTpaTernsamm

YTunuta agMuHucTpaTopa RuBackup gns npo-
CMOTpa 1 yrnpasieHUs XXypHanamu coobLieHnn

CofepXXUT KOHOUrypaLoHHbIe CKPUNTbI Mpo-
rpaMmbi

MpenocTaBnseTcs Kak BpeMeHHas TOYKa MOHTU-
poBaHuA Ansa ¢annoBbiX CUCTEM

MNanka cogep>XuT cepTudnKaT 1 3aKPbITbIN KMOY
npunoxexHnsa RBM onsa BHyTpeHHero B3aunMopemn-
cTBMA KoMnoHeHToB CPK no npotokony SSL

Manka COAEPXUT niarnHbl
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PasBépTbiBaHme

CTPYKTYPHbIii aN1eMeHT Ha3HauyeHue anemMmeHTa

/opt/rubackup/gui/lib/ Manka cogep>XunTt 6ubnnoTekun, UCNonb3yemble
rpagpmnyecknm npunoxeHnem RBM

/opt/rubackup/gui/qml/ Manka cogepxnt QML-61MbnnoTekun, ncnonbsye-
Mble rpadnyecknm rnpunoxeHmem RBM

/opt/rubackup/gui/rc/ Manka coaep>XXuT HacTPOMKK rpadmnyeckoro oTob-
paXeHus, B T.4. TEMbI, NepeBOabl MPUIOXEHNUA
RBM

/opt/rubackup/gui/rc/themes/ dannbl TeM NpunoxeHna RBM

11.2. CeTeBble cepBUCDI

B pesynbTate HacTponku komrnoHeHToB CPK RuBackup 6yaoyT pobaBneHbl Heobxoau-
Mble CeTeBble cepBUCbI B ¢pann /etc/services:

e rubackup-cmd — cepBuC obecrneynBaeT KOMaHOHOEe B3auMOLENCTBME CEPBEPOB U
knneHToB CPK RuBackup;
e rubackup-lic — cepBUC NULEH3NPOBaHUA;

e rubackup-media — cepBuc obecneuymBaeT B3aMMOLAENCTBME MeEXAY Meamnacepse-
paMun 1 nepegavy ¢annos.

11.3. KoHpurypayuoHHbin pann

[aHHble, MOSlyYEeHHble MNOCAe HacTPoOMKM (C MnOMOWbK YTUAUTBI rb_init wnu
rb_init_gui), coxpaHsatoTCcsa B danne:

e OnA Linux-cuctem: /opt/rubackup/etc/config.file;

o ona Windows-cuctem: C:\RuBackup-win-client\etc\config.file.txt.

Tabnuya 15. OnucaHne napameTpoB KOHPUrypaunoHHOro paina KnameHTa

MapameTp HasHauyeHune JonycTumbie 3Ha-
yeHus (no ymon-
YyaHu0)

node Twn y3na RuBackup primaryserver
secondaryserver
mediaserver

client
who-is-primary-server MMsa y3na ocHoBHoro cepsepa RuBackup Heobxoguma
HacTpoWKa npa-
BUSIbHOr O paspe-
LIEHNA UMEH
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MapameTp

client-inet-interface

® use-local-backup-
directory

parallel-tasks

deduplication-task-memory

remote-replication

centralized-recovery

logfile

11.3. KoHoUrypaumnoHHbin dann

HasHaueHue JonycTuMble 3Ha-
YyeHus (no ymon-
YaHuI0)

CeTeBol MHTepdENC KNnMeHTa. icnonbsyeTcs A
oTObpaXxeHnsa JoNoNMHNTENLHON MHGOPMaLKnK O
knueHTe B CPK RuBackup.

MegawnacepBsep OCYyLEeCTBNAET CBA3b C OCHOBHbIM
U pesepBHbIM CEPBEPOM, @ TakXXe C YTUINTON
rbfd 4yepes ceTeBON NHTEpPOENC

KaTanor gss BpeMeHHOro XxpaHeHns pes3epBHbIX <path>
Konun. [1na cosgaHns pesepBHbIX KOMUA 1N XpaHe-
HUA BPEMEHHbIX Gpannos, KOTOpble CO34ak0TCA Npu
WX BOCCTaHOBNEHMU, TpebyeTcs onpeaenéHHoe
OVNCKOBOE NPOCTpaHCTBO. PekoMeHAyeM Bblae-
NUTb ANA 3TOM Lenn oTAeNbHbIN UCK WX
YCTPONCTBO XpaHeHWs AOCTaTOYHOro pasmMepa u
NPUMOHTMPOBATL ero K /backup-tmp nnéo K apy-
rov TOYKEe MOHTMPOBaHMUA. TOYKY MOHTUPOBaHUA
BPEMEHHOr 0 KaTarsiora Hy>HoO ykasaTb KakK 3Haye-
HWe napameTpa use-local-backup-directory u
nepesarpysutb KnneHT RuBackup.

MakcuManbHoe KOMM4ecTBO O4HOBPEMEHHO 1-64
BbINONHAEMbIX 3afau4

(2)
NcknroveHne gyo6nvpyoLmx KOnmm noBTOPSAO- (268435456

LMXCA JaHHbIX, B BanTax

BKOUNTE yAaneHHYo penmkaumnio — KONMpoBa- — yes
HMe LaHHbIX U3 XOCTa UCTOYHWUKA Ha yAaneHHbIN
XOCT NpMeMHMKa no

(yes)

BKNHOUNTb LLEeHTPaNNM30BaHHOE BOCCTAHOB/IEHNE yes
[AaHHbIX N3 Pe3epPBHOM KOMUKU C MOMOLLbIO NPWo-
XeHna «MeHegkep agMuUHUcTpaTopa RuBackup»  no
(ncnonbsyemoit Ha ntobom yane).

(yes)
B cnyyae, ecnum LeHTpanM3oBaHHOE BOCCTaHOBIe-
HWe OTKJIKOUYEHO, TO BbIMOSIHATL BOCCTAHOB/IEHME
BO3MOXHO TOJIbKO Ha KNIMEHTE pe3epBHOr0 KOMn-
pPOBaHMA C MOMOLLbIO YTUINTbl KOMaHAHOWM CTPOKMU
rbfd nnn «MeHepxepa knneHTa RuBackup»

PacnonoxeHue cucteMHoro ¢awna xypHana <path>
CcobbITUN
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PasBépTbiBaHme

MapameTp

rbd_algorithm

rbd_block_size

rbd_hash_length

client-shutdown_scenario

use-product-uuid

use-ip-instead-hostname

108 n3 119

HasHaueHue JonycTuMble 3Ha-
yeHusa (no ymon-
YyaHuI0)

Bbibop xaw GpyHKLUN NpY geaynankaunm shal,

sha2, skein,

streebog, blake2b

(sha2)
Pasmep 6noka gaHHbIX Npu gegynnmkauum, B 6am- 8192, 16384, 32768,
Tax 65536, 131072,
262144, 524288,
1048576 ,

no yMon4aHno —

16384
JonycTumas anuHa xawa, B butax 256

512

(256)
CueHapuin BbIKJTIOYEHUA KITUEHTA immediately

after-all-tasks
cancel-if-tasks

(cancel-if-tasks)

Ona sepcum CPK RuBackup 2.1 u 6onee nosgHen: false
leHepupoBaTb naeHTudukaTop hardware id y3na
JINLEH3NPYEMOro cepBepa Ha OCHOBaHUK: true

e ana OC Linux: noeHTudukaTtopa UUID MaTe- (false)
PVHCKOW NnaTbl, YyCTaHOB/IEHHOIO NPOM3BOAM-
Tenem nnaTbl, N 3aKogMpoBaHHON WHbOpMa-
uun B DMI BIOS;

e 419 OC Windows: uMmeHu y3na hostname;

Ona sepcun CPK RuBackup 2.0 n paHee: napa-
MeTpa HeT, hardware id reHepupyeTcs Ha OCHO-
BaHUW naeHTudukatopa /etc/machine-id wu
MMeHN y3na /etc/hostname

McnonbsoBaTb IP-agpeca BMecTo DNS-MMEH npn  false
B3anMogencTeum komrnoHeHToB CPK
true

(false)




MapameTp

reconnect-period-count

reconnect-period-timeout

reconnect-count

reconnect-timeout

digital-signature

parallelizm

parallelizm_media

monitoring-client

used-ip-version

digital-sign-hash

11.3. KoHoUrypaumnoHHbin dann

HasHaueHue

KonnyecTBo NepuofoB NepenoaktoyeHns B pam-
Kax BbINOMHEHUs 3aday Mexay KnneHTom u
Mepwnacepepom ey

TaliMayT Mexay neproaamMu nepenoakItoYeHns B
paMKax BbIMOMHEHUA 3a4a4 Mexay KnmeHTom un
Mepwnacepsepom ey

KonnyecTBo NonbITOK NepenofkoYeHms B pam-
Kax BbIMOMHEHUA 3aaa4 Mexay KnnMeHTom u
Mepwnacepsepom el

TaiiMayT Mexay NonbITKaMu NepenoaKtoyeHuns B
paMKax BbINOMHeHNs 3a4a4 Mexay KnmeHToMm
Mepwnacepsepom!”

Mcnonb3oBaTb 3/1EKTPOHHO-UUGPOBYHO NOAMNUCH
Ons ayTeHTudmMKaumm n 3awnTbel gaHHolx B CPK

Yucno noTokoB AN 06paboTKmM COOBLLEHUI OT
KIMEHTOB Ha rNMaBHOM cepBepe

Yuncno noTokoB s 06paboTKmM coobLLeHnin oT
KTMEHTOB Ha Mefuna cepBepe

BkNtOUNTb OTNPaBKy MeTPUK MOHUTOPUHIa XocTa
Ha rnaBHbIN cepBep

Bepcus IP-npoTokona ana ceteBoro B3anuMoaen-
cTBUA KomnoHeHToB CPK

Xew-pyHKUNA 0NA 3NeKTPOHHO-UMGPOBON nNog-
nucwu

JonycTuMble 3Ha-
yeHusa (no ymon-
YyaHuI0)

> 0

(3)
> 0

(20 cekyHpa)
> 0

(3)
> 0

(5 cekyHa)

yes
no

(yes)
1-4096

1-4096

(8)

yes
no

(yes)
ipv4

ipvé

both

B cooTBeTcTBUM C
KOMaHgamu
rpynnbl OpenSSL
Message Digest
(openssl help)

(shat)

109 n3 119




PasBépTbiBaHme

MapameTp

memory-threshold

HasHaueHue

CHmXxeHne noTpebnieHns ornepaTUBHOM MNaMATHU
npwn NOSHOM pPes3epBHOM KonupoBaHuW. ONa xpa-
HEHUA YHUKalNbHbIX Xelen u obecneyeHns geay-
NANKaLMM HY>XXHO BbIAENUTb Ha ANUCKe O0MN0SHU-
TenbHoe MecTo = 0,3% OT pasmMepa pecypca.

o OrpaHuyeHus
[Mpn ncnonbsoBaHMM NapameTpa B Ka-
CTepHOW rpynne ybeguTecb, 4YTo BCe
KIMEHTbl Fpynnbl UMET OHY BEPCUO
CPK.

MapameTp Mcnonb3yeTcs TONMbKO ANA
COo3aHnsA NOJIHOM pe3epBHOM KOMun

Tabnuya 16. OnucaHne napaMeTpoB KOHPUrypaLnoHHOro ¢ania cepsepa

MapameTp

node

server-inet-interfaces

dbname
user

password crypted

host

port
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Ha3HaueHue

Twn y3na RuBackup

Crncok ceTeBbIX UHTepdeNCcoB cepBepa B OOHY
CTPOKY Yepes rnpobes, uepes KoTopble CepBepy
pe3epBHOro KONMPOBaHUA paspeLleHo B3auMo-
OeNnCcTBOBaThb C KNMeHTaMun

Nmsa cnyxebHon 6a3bl faHHbIX
MonbsoBaTtenb cny>xebHon 6a3bl AaHHbIX

3aKoaMpOoBaHHOE 3HaYeHne Naposns Nonb3oBaTens
cny>ebHon 6a3bl gaHHbIX

FQDN wnu IP agpec cepBepa, Ha KOTOPOM pacno-
noXkeHa cny>ebHas 6asa AaHHbIX

MopT nogknoveHus cnyxxebHon 6a3sbl gaHHbIX

JonycTuMble 3Ha-
YyeHus (no ymon-
YaHuI0)

He meHee 4 Tb u
He 6onee 3HayeHuns
cBobogHom onepa-
TUBHOW NaMATU B
cucteme. 3Have-
HWEe NapameTpa He
rapaHTuMpyeT To4-
HOCTb BEpXHeWn
rpaHuubl noTpeb-
neHnsa namaTtu. Ons
BbIK/FOYEHNA Napa-
MeTpa MOXHO
3ajaTb ero paBs-
HbIM © WK yaannTb
ero us ¢anna
HaCTpPOeK.

JonycTumMmbie 3Ha-
yeHusa (no ymon-
YyaHuI0)

primaryserver
secondaryserver
mediaserver

client

( rubackup)
( rubackup)

Heobxognma
HacTpoWKa npa-
BUNbHOrO paspe-
LUEHNSA UMEH

(5432)




11.3. KoHoUrypaumnoHHbin dann

MapameTp HasHaueHue JonycTuMble 3Ha-
yeHusa (no ymon-
YaHuI0)

server-shutdown_scenario CueHapui BbIK/IOYEHUSA cepBepa immediately

after-all-tasks
cancel-if-tasks

(cancel-if-tasks)

s3-fuse-type Tun FUSE-gpariBepa 4na MoHTUpoBaHUA S3 6ake- (geesefs)
TOB
geesefs-max-flushers MakcunmanbHoe KOM4yecTBO GOHOBbLIX MOTOKOB (16)

ONA aCUHXPOHHOM 3anncuy aHHbIX B S3

geesefs-memory-limit JINMUT onepaTUBHOM NaMATU ANS KILLIMpoBaHMA  (4000)
JaHHbIX U MeTafaHHbIX, B MerabanTtax

keepalives Mcnonb3oBaHmne coobuieHnin keepalive npoTokona o
TCP Ha cTOpOHe K/IneHTa

()

keepalives_idle YnpaBneHue ganTenbHOCTLIO Nepuoga oTCyT- (7200)
CTBUA aKTUBHOCTHU

keepalives_interval NHTepBan Mexay oTnpaBKoOW NOBTOPHbIX CO06-  (75)
LW EeHWI MpU OTCYTCTBUN OTBETA, B CEKYHAaX

keepalives_count KonnyecTtBo nocnegoBaTefibHO NOTEPSAHHbIX MPo- (9)
BEPOYHbIX COOBLLEHUI Nepe, paspblBOM coegm-
HeHuA

who-is-primary-server Mmsa y3na ocHoBHOro cepeepa RuBackup Heobxoguma

HacTpoWKa npa-
BUJIbHOT O pa3pe-
LUEHNSA UMEH

who-is-secondary-server Nmsa yana pesepBHoro cepsepa RuBackup Heobxoguma
HacTpoWKa npa-
BWU/bHOrO paspe-
LIEeHUA NMeH

client-inet-interface CeTeBol MHTepdenc knmeHTa. VicnonbsyeTca s
oTObBpaxeHUs AONONHUTENbHON MHbOPMaL MK O
knneHTte B CPK RuBackup.

MepunacepBep OCyLLECTBNSET CBSA3b C OCHOBHbIM

WUNN pe3epBHbIM CEPBEPOM, a TakXe C YTUIUTON
rbfd yepes ceTeBon nHTepdenc

1113119



https://docs.rubackup.ru/Cli/2.8.0.0.0/rbfd/

PasBépTbiBaHme

MapameTp

® use-local-backup-
directory

parallel-tasks

deduplication-task-memory

remote-replication

centralized-recovery

logfile

rbd_algorithm
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HasHaueHue

KaTanor gsis BpeMeHHOro XpaHeHus pe3epBHbIX
Konun. lna cosgaHnsa pesepBHbIX KONUA U XpaHe-
HUA BPEMEHHbIX pannos, KOTOpPble CO34a0TCA NpU
WX BOCCTaHOBNEHMU, TpebyeTcs onpeaenéHHoe
OVNCKOBOE NPOCTPaHCTBO. PekomMeHAyeM Bblae-
NNTb N4 3TOM Uenn oTAeNbHbIA UCK UN
YCTPONCTBO XpaHeHWss AOCTaTOYHOro pasmepa u
NPUMOHTUPOBATb ero K /backup-tmp n1Mbo K apy-
ror TOYKe MOHTUPOBaAHUA. TOYKY MOHTUPOBaHUA
BPEMEHHOr 0 KaTasiora Hy>HO yKasaTb Kak 3Have-
HWe napameTpa use-local-backup-directory u
nepesarpysutb KNneHT RuBackup.

MakcumarnbHoe Konm4yecTBO O4HOBPEMEHHO
BbIMOJIHAEMbIX 3aaau

NcknoyeHne oy6nmpyroLmx Konui noBTopsito-
WMXCA AaHHbIX, B 6anTax

BKNIOUNTE yAaneHHy pennmkauno — KonupoBa-
HMe [aHHbIX U3 XOCTa UCTOYHMKA Ha YAaneHHbIN
XOCT NpUeMHHMKa

BknounTb LEeHTpann3oBaHHOE BOCCTAHOBIEHME
AaHHbIX N3 Pe3epBHOM KOMUKN C MOMOLLbIO NPUIo-
XeHna «MeHekep agMuHncTpaTopa RuBackup»
(ncnonb3yemon Ha ntobom y3ne).

B cnyyae, ecnu ueHTpannsoBaHHOe BOCCTaHOBME-
HUe OTKIIIOYEHO, TO BbINOSIHUTL BOCCTAHOBEHME
BO3MOXHO TOJIbKO Ha KNTIMEHTE pe3epBHOrO KOMn-
pPOBaHUA C MOMOLLbIO YTUANTbLI KOMaHOHOW CTPOKU
rbfd nnn «MeHepxxepa knueHta RuBackup»

PacrnonoxeHne cucteMHOro ¢anna xypHana
CcobbITUN

BbIGoOp XaLW GpYHKLUM NPV Aeaynnnkaumm

JonycTuMble 3Ha-
YyeHus (no ymon-
YaHuI0)

<path>

1-64

(2)
(268435456

yes
no

(yes)

yes
no

(yes)

<path>

shat,
sha2, skein,
streebog, blake2b

(sha2)
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MapameTp

rbd_block_size

rbd_hash_length

client-shutdown_scenario

use-product-uuid

use-ip-instead-hostname

reconnect-period-count

reconnect-period-timeout

11.3. KoHoUrypaumnoHHbin dann

HasHaueHue

Pasmep 6noka gaHHbIX Npu geaynnavkauum, B 6an-
Tax

[lonycTumas AnvHa xalwa, B 6utax

CueHapuil BbIKNIOYEHUA KIIMEHTa

Ona sepcum CPK RuBackup 2.1 1 6onee nosgHen:
eHepupoBaTb ngeHTudmkaTop hardware id yana
NNLEH3NPYEMOTrO cepBepa Ha OCHOBAHUM:

e 18 OC Linux: noeHTndumkatopa UUID maTe-
PVHCKOWM NnaTbl, YyCTaHOBMIEHHOIrO NPOM3BOAN-
TenemM nnatbl, N 3aKO4UPOBAHHOMN MHbOPMa-
uum B DMI BIOS;

e 419 OC Windows: nmeHu y3na hostname;

Ona sepcum CPK RuBackup 2.0 n paHee: napa-
MeTpa HeT, hardware id reHepupyeTcsa Ha OCHO-
BaHWW wunaeHTudukatopa /etc/machine-id W
MMeHN y3na /etc/hostname

McnonbsoBaTb IP-agpeca BMecTo DNS-UMEH npu
B3anUMOOEeNCTBUN KOMMNOHeHToB CPK

KonnuecTBo Neproaos nepenoaxkioYeHns B pam-
Kax BbIMOMHEHUA 3afa4 Mexay KnmeHTom u
Mepwnacepsepom!”

TaiiMayT Mexay nepuofamu nepenoakioyeHns B
paMKax BbINOMHeHNs 3a4a4 Mexay KnmeHToMm v
Mepwnacepsepom'”

JonycTuMble 3Ha-
YyeHus (no ymon-
YaHuI0)

8192, 16384, 32768,
65536, 131072,
262144, 524288,
1048576 ,

no yMO/14aHNKO —
16384

256
512

(256)

immediately
after-all-tasks
cancel-if-tasks

(cancel-if-tasks)

false
true

(false)

false
true

(false)
> 0

(3)
>0

(20 cekyHpg)
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PasBépTbiBaHme

MapameTp

HasHaueHue

JonycTuMble 3Ha-
yeHusa (no ymon-
YyaHuI0)

reconnect-count KonnyecTBo NonbITOK NepenoaKtoyeHns B pam- > @
KaX BbIMONHEHNA 3a4a4 Mex gy KnneHToMm v
Mepwnacepsepom'” (3)
reconnect-timeout TarMayT MexXay nonbiTKaMn Nnepenoak/itoyeHns B > 0
paMKax BbIMNONHEHUSA 3a4ay Mexay KnneHtom un
Mepwnacepsepom!” (5 cekyHa)
digital-signature Mcnonb3oBaTbh 3/IEKTPOHHO-LUGPOBYHO NOAMUCH yes
Ona ayTeHTudmnKaumm n 3awnTbl gaHHblx B CPK
no
(yes)
parallelizm Yucno noTokoB g1 06paboTkmM coobLeHnin oT 1-4096
KNIMEHTOB Ha rNaBHOM cepBepe
(8)
parallelizm_media Yuncno noTokoB s 06paboTKmM coobLLeHnin oT 1-4096
KJIMEHTOB Ha Meana cepBepe
(8)
monitoring-client BkntounTb oTNpaBky MeTpUK MOHUTOPUHIa XocTa  yes
Ha rnaBHbIN cepBep
no
(yes)
used-ip-version Bepcusa IP-npoTokona ana ceTeBoro Bzaumoen-  ipv4
CTBUA KoMMoHeHToB CPK
ipv6
both
client-hello-timeout TanmayT Ha nony4yeHue ClientHello OT KNMeHTa >0
nocne yctaHoskn TCP-coeguHeHUs, B CEKYyHAaxX
(60)
client-ping-timeout Bpemsa oxuagaHus oTBeTa Ha ping-3anpoc (1)
client-alive-timeout Obuiee BpeMA ons nogaep>xaHnst HEaKTUBHOMO (60)
coeguHeHuns
client-request-timeout Bpems Ha nony4yeHne NonHOro sanpoca nocne (60)
NoaKNKYeHns

[1] Mpwn OTCYTCTBUUN OTAENBHO HACTPOEHHbIX MeAnacepBepoB UX GYHKLMN BbIMOMHAT OCHOBHOM U pe3epBHbI cepBepa (npu Hanum-
umnm).
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12.1. 3aBUCUMOCTb KonmMyecTBa GpanoBbIX AECKPUNTOPOB

naBa 12. HacTpouka orpaHM4YeHus Ha
KOJIMYECTBO OTKPbITbIX pannoBbiX
AEeCKpPUNTOPOB Ha y35e cepBepa RuBackup

Mpn yBennyeHUn Konm4yecTBa BXOOALMX COELUHEHUNA (eCnnm 4nCcno KineHToB/Meauna
CepBepOB B rpynnMpOBKe pPacTET U/UNN Ha KMEHTaxX BKAYEHa QYHKLMSA MHOrOMNOTOY-
HOM nepefavn paHHblX) cepsep RuBackup MoXxeT pocTuub npegena BblOeneHHbIX
NTMMNTOB Ha OTKpPbITble GannoBble feckpunTopbl. CeTeBble COegUHEHUA TaKXe NUCMOSb-
3yoT pannoBble 4eCKPUNTOpbI.

OrpaHnyeHna Ha KONNMYECTBO OTKPbITbIX (annoBbiX AECKPUNTOPOB YyCTaHaBNMBaeT
aAMUHUCTpaTOp Yy3Nna, Ha KOTopoM 3anyuieH cepBep RuBackup. [JOCTuUXeHMe 3Toro
OrpaHnyeHns NMPUBOANUT K OLWNOKaM MNpU BbINOSHEHUM Pe3epPBHOro KOMMPOBaHUA/BOC-
cTaHoBneHnusa. MIHoraa cepsep RuBackup MoOXeT aBapuUNHO 3aBepLUMTb paboTy.

12.1. 3aBUCUMOCTb Konn4yectBa ¢pannoBbiX
[AEeCKpUNTopos

B s3aBucumocTu oOT criocoba 3anycka cepBepa RuBackup, MakcumasbHoOe 4nMcno
(MUMUT) OTKPBITLIX AECKPUNTOPOB ByAeT pasHbIM.

YTo6bl paccunTaTbh HEOBXOAUMOE KONMYECTBO $annoBbiX A4eCKPUNTOPOB, YYTUTE che-
aymolee:

¢ B pexxume npocTon cepsep ncrnonbsyet okono 100 ¢pannoBbix eCKpUNTOpOB.

o Kaxxablh NoAKMKOYEHHBIN KNUEHT PK nnn megnacepsep [obasniseT nNo Asa OTKPbITbIX
¢dannoBbIX AeCKpUNTopa Ha cepsepe.

e BbinonHeHue ntobon 3agaum Ha CTOPOHe KnneHTa PK npu BbIKIKOYEHHOM napameTpe
network_parallelism " TpebyeT ABYX OONONHUTENBbHbIX GansioBbIX AeCKPUNTOpa Ha
cepsepe.

e [lpn aKTMBMPOBaAHHOM MapameTpe network_parallelism knuMeHT PK oTkpbiBaeT N
cCoeMHEeHNN K cepBepy, rgoe N — 3HauyeHWe, 3afaHHOe ANnA 3Toro napameTtpa. B
paMKax KaX[oro ceTeBOoro coefuHeHus, Kak npasusio, Ha CTOPOHe cepBepa Tpeby-
eTcs 3anpocuTb MHGopmaLuno U3 6asbl gaHHbIX, MO3TOMY TpebyemMoe YMCO OTKPbI-
TbIX GannoBbIX 4ECKPUNTOPOB ByaeT N x 2,

12.2. PacyéT Heo6xoauMoro Konuyectea ¢pannoBbix
[AEeCKpUNTopos

MpoBepbTe, paccunTas No GopMysiaM, YNCNIO HYXHbIX BaM GarnoBbIX 4eCKPUNTOPOB U
ybeauTech, YTo Ha y3ne cepBepa RuBackup Mx 4OCTaTOYHO.
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PasBépTbiBaHme

Mpumep 7. ObLyas popmyna A8 pacyéTa HEO6XOAMMOro KoimyecTBa PpanioBbiX 4ECKPUNTOPOB
100+ MSX24+CLX2+CLXN
roe:

e MS — YNC/IO MeAnacepBepoB;
e CL — UWUCNO KJINEHTOB;

e N — 3HauyeHMe, 3apaHHoe [Ona ceTeBOro napannenusma, napameTpa
network_parallelism. Ecnu ceTeBou napannesnnsm BblKKOYEH, TO N = 2,

NMpumep pacueta N21

PaccMoTpuM npumep pacyéta Heobxoammoro KonmyectBa GannoBbiX AECKPUNTOPOB
A9 CUCTEeMbIl, COCTosALWEN N3 ogHoro cepeepa RuBackup, asyx MmeguacepsepoB 1 50
KNMeHTOoB. MpeanonoXum, YTo ceTeBor Napannennim OTKIIHOYEH.

Heobxognmoe KonnmyectBo ¢annoBbiX LECKPUATOPOB PacCUYMTbIBAETCA CleayrLwum
obpasom:

100 (4na ocHOBHOro cepBepa)+2*2 (AN MeaucepBepoB)+50+*2 (4onA KIMEHTOB B
npocTtoe)+50%2 (4nA KIAMEHTOB C 3ajadamMum OoAHOBpPeMeHHo) = 304

Taknum obpasoM, obliee KoONM4YecTBO HEOOBXOAMMbIX GansioBbIX OECKPUNTOPOB COCTaB-
naet 304.

CTaHpapTHoe 3HayeHne numuta — 1024, byaeT 4OCTaTOYHbIM.

NMpumep pacueta N2 2

PaccMoTpuM npuMep pacdéTta HeobxoAuMoro konmyectsa ¢GanfoBbIX LECKPUNTOPOB
AN CUCTeMbl, COCTosALWen U3 ogHoro cepeepa RuBackup, asyx MmegunacepsepoB 1 S0
KNMEHTOB. [MpegnonoXum, 4To CETEBOW Napansienmsm BKIKOYEH CO 3HaYeHnem 40.

Heobxoanmoe KonmyecTtBO GalnoBbiX AECKPUMTOPOB pPacCYmUTbiBaeTCA Cheayroumnm
obpasom:

100 (mns OCHOBHOrO cepBepa) + 2*2 (pnsa mMegnacepBepoB) + 50%2 (pnsd KJIMEHTOB B
npocTtoe) + 50*40 (ANns Bcex KIMEHTOB C 3ajadyaMy OLHOBPEMEHHO)= 2204

Taknum obpasoM, obliee KonmM4ecTBo HeEOOBXoaMMbIX GanoBbIX OECKPUNTOPOB COCTaB-
naet 2204.
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12.3. Cnocobbl HACTPOMKN OrpaHUYEeHUs KONNMYeCTBa OTKPbITbIX GarnoBbIX AECKPUNTOPOB

CTtaHpapTHoe 3HayeHune numuta B 1024 6ypeT HeJOCTaTOYHbIM AN1A TaKOW CUCTEMBbI,
NO3TOMY PEKOMEHAYETCA YBENMNYNTb NUMUT. XenaTenbHo ycTaHoBUTb numut B 3000
$annoBbIX 4eCKPUNTOPOB A/1A 3anaca.

12.3. Cnoco6bl HACTPOMNKU OrpaHUYEHUSA KONIMYEeCTBa
OTKPbITbIX ¢panNIoBbIX A,E€CKPUNTOPOB

HacTpoika orpaHuyeHWa KonmyecTBa OTKPbITbIX $GaiioBbiX AECKPUNTOPOB MPOU3BO-
AMTCA B 3aBMCUMOCTU OT crnocoba 3anycka cepsepa.

12.3.1. HacTpoiika orpaHu4yeH1A KoJIMYecTBa OTKPbITbIX palnNoBbIX
AEeCKPUNTOPOB NPU PYYHOM 3anycKe cepeepa

[NA HacTPOMKM OrpaHUYeHUs KONMMYeCTBa OTKPbLITbIX $annoBbIX AECKPUNTOPOB Npwu
PYYHOM 3anycKe cepBsepa:

1. OcTaHoBMTE cepBep (B Cly4yae pyyHOro 3anycka cepsepa):
rubackup_server stop
2. Onsa NPoOBEPKN TEKYLENro JIMMNTa BbIMNOJIHATE!
sudo ulimit -n
Mo YMOJTHaHNUKO OrpaHn4yeHne KoJIn4eCcTBa OTKPbITbIX ¢aVIHOBbIX OeCKpnnTopoB

ycTaHoBneHo 1024 ¢anna.

3. IaMeHeHne nnummnTa oTKPbITbIX $annoBbIX LECKPUNTOPOB BO3MOXHO BbIMNOMHUTL ANA
TeKyLEen cecCum nonb3oBaTens root UM YyCTAaHOBUTb MOCTOAHHOE 3Ha4YeHMe.

a. lnAa BpPEeMEeHHOro W3MeHeHUsA NUMUTA OTKPbITbIX ¢GannoBbiX AECKPUNTOPOB
TONMbKO B TeKyllen ceccunm Tronb3oBaTeNnda root HeO6XOAMMO BbINOMHUTD
KOMaHAY:

ulimit -n N

roe N — 3TOo XeslaeMoe 3HaYeHne NMMUTa OTKPbITbIX GparnoBbIX LECKPUNTOPOB.
BHeCEHHble n3MeHeHUs 6y,u,yT OTMEHEHbI MOoC/ie 3aBepLUEHNA TEKYLLEN Ceccun.

b. Onsa YCTAHOBKU NMOCTOAHHOI O JIMMNTAa OTKPbITbIX (I)aVIﬂOBbIX O0ECKPUNTOPOB:

= OTpefakTupymnTe ¢pann /etc/security/limits.conf:
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PasBépTbiBaHme

sudo nano /etc/security/limits.conf

n nobasus CTPOKMWU:

root hard nofile N
root soft nofile N

roe N — 37O XeJslaeMoe 3HadyeHne nMMuTa OTKPbITbIX Q)aVIﬂOBbIX OeCKpunTo-
poB;

» COXPaAHUTE U3MEHEHMUS;
» 33aBEpLUNTE CECCUIO U OTKPOITE HOBYIO CECCUID;

= NPOBEpPbTE 3HAYEHME NMNMUTA OTKPbITbIX GanfioBbIX A4eCKPUNTOPOB:
ulimit -n
4. TlepesanyCcTuTe cepsep:

rubackup_server start

12.3.2. HacTpoiika orpaHM4YeHUs1 KoimyecTBa OTKPbITbIX pannoBbiX
AEeCKPUNTOPOB Npu 3anyckKe CepBUCOB cepBepa

[NnA HacTpPOWKM orpaHuyeHusa Konm4yecTBa OTKPbITbIX GannoBbiX AECKPUNTOPOB MNpu
3anycke CepBUCOB cepBepa:

1. Ana npoBepKM TeKyL,ero MIMMnUTa BbIMOSTHUTE:
sudo ulimit -n

[To ymMonuyaHuo orpaHudyeHme KonuyecTBa OTKPbITbIX (annoBbIX LECKPUNTOPOB
3afaéTtca B cnyxxbe systemd U CTaHAapTHOe 3HadyeHne — 1024 dpanna.

2. [ns nsmeHeHna nuMnTa OTKPbITbIX ¢aI7IJ'IOBbIX OECKPUNTOPOB:

o OTKpoOnTe ¢pann /etc/systemd/system/rubackup_server.service:
sudo nano /etc/systemd/system/rubackup_server.service
o OTpefaKkTupymTe cekumto [Service ], Lob6aBUB CTPOKY:
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12.3. Cnocobbl HACTPOMKN OrpaHUYEeHUs KONNMYeCTBa OTKPbITbIX GarnoBbIX AECKPUNTOPOB

LimitNOFILE=N

roe N — 370 XeslaeMoe 3HayeHue NMMUTa OTKPbITbIX GparnoBbIX OECKPUNTOPOB;

o COXPaHNTe N3MEeHeHNA.

3. 3arpysute 06HOBNEHHbIN KOHPUIYypaLMoHHbIN dann cepBuca B cryx0by systemd:

systemctl daemon-reload

4. lNMepeszanycTuTe cepBuUc cepaepa RuBackup:

systemctl stop rubackup_server

systemctl start rubackup_server

[1] MapameTp 3agaeT KONMYECTBO NOTOKOB, KOTOPbIe BYAYT NepefaBath 60KM AaHHLIX HAa Meanacepsep
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