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O6cnyxunsaHune

O6HoBNneHue CPK

MporpammMHoe obecriedeHne CPK RuBackup nocTosHHO pa3BmBaeTcA. Mbl HeENpepbIBHO
[06aBsieM B HEFrO HOBble BO3SMOXHOCTU, YCTPaHAEM OTAe bHble HEQOYETbI, ONTUMU3N-
pyeM NHTepdernc n BHOCUM fpyrue n3aMeHeHus, Bbinyckasd 0OHOBIEHUS.

[na nepexofa Ha HoBYO Bepcuto CPK ncnonb3ynte MHCTPYKLUWUKO [1aBa 2.

O6HOBNIeHue NULEeH3Un

O6HoBNEHNE NULEH3NOHHOrO ¢panna HeobXoANMO B Cry4vae:

e N3MeHeHMA ngeHTndmnkaTopa ysna nMmMueH3npyemoro cepeepa hardware id;

e OKOHYaHWUA NNLEH3MN (MO KakOoMYy-TnbOo napameTpy NUMLEeH3NPOBaHMUA B 3aBUCUMO-
CTW OT TUNa NULEH3UN);

e N3MeHeHua cyuwecTBytowen apxmtekTypbl CPK RuBackup, Hanpumep, yCTaHOBKMU
MoZyNen A5 paclmMpPEeHns BO3SMOXHOCTEN pe3epBHOro KOMMpOBaHUA U BOCCTaHOB-
NeHUs gaHHbIX, NPU UCMONb30BaHUM TUNA JINLEH3NN «NO KOHOUIypaLnum».

[na 06HOBMEHNA NNLEH3NOHHOIO daisia NCNoNb3ynTe NHCTPYKLUUKO [ asa 1.
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FnaBa 1. O6HOBNEHUE NULLEH3UMN

1. NMonyynTe o6HOBNEHHYIO NnueH3no CPK RuBackup y nocTasLumnka:

a. Ha yane, ANA KOTOPOro BbINOSHAETCA OBHOBMEHNE NULLEH3NN, NONYyYnUTE ULEHTU-
¢mnkaTtop hardware id:

rubackup_server hwid

b. 3adukcupymnte nobbiM yaobHLIM CNOCOOOM ANA Kakoro Tuna cepsBepa (OCHOB-
HOWM, pe3epBHbIN, Meauna) NonyyYeH naeHTuduKaTop;

C. NpefocTaBbTe NOCTABLMKY MNOMYYEHHbIA NOEHTUOUKATOP YAOOHBIM COCOBOM U
nonyynTe NNLEH3NOHHbIN ¢dann ans cepsepHoro komrnoHeHTa CPK RuBackup Ha
afipec 3/1eKTPOHHOM NOYThI MONb30OBaTENA.

2. 3amenuTe ! pain nuueHsnm B nanke /opt/rubackup/etc/, HAXOAACH B Manke ¢ Nof-
FOTOBNEHHBLIM GaiifioM NIMLEH3VOHHOIO KNkoYa:

cp rubackup.lic /opt/rubackup/etc/rubackup.lic

3. OnuyunoHarsnbHo:

o NpX O6GHOBNEHUA JIMLUEH3UN B CNEACTBUM U3MEHeHUa apxuTekTypbl CPK
RuBackup TpebyeTcs BbINOMHUTL HACTPOWKY KaXgoro KomroHeHTa CPK
RuBackup ¢ nomoubto yTUANTbI rb_init, cobnogas nopsagok:

= OCHOBHOW cepBep;
» pe3epBHbIV cepBep;
= MeaunacepBepa;

= KIIMEHTbl CUCTEMbI pe3epBHOINo KONMMpoBaHUA.

B cnyyae obHOBNEHUS NULEH3UN B CNEeACTBUM U3MEHEHUA CpoKa AeNCTBUSA UIn
obbéMa pesepBUpyeMblX OaHHbIX HacTpomka komMnoHeHToB CPK RuBackup He
TpebyeTcA.

4. MpownsBeanTe nepesanyck cepsepa Ans akTUBaLUM NULEH3NN:

sudo systemctl restart rubackup_server

[1] PekomMeHayeTCA COXpPaHUTb CYLLECTBYOWMA Gann nuLeH3un
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O6cnyxunsaHune

NnaBa 2. O6HoBNneHue CPK

HaunHasa ¢ Bepcum CPK 2.6.0.0.0 ncnonb3yeTcsa HOBbIA MeXaHU3M CXaTus
HebonbLWwKnxX 610KOB AaHHbIX Ha 6/104HOM nyne.

Mpwn o6HoBNeHnn CPK ¢ Bepcumn 2.5.7.0.0 HeobxogMMo yBeNn4nTb 06bEeM ore-
paTUBHOW NaMATU Meaunacepsepa Ha 60%.

2.1. Tunbl o6HOBNEHUN
CPK RuBackup nogaep>xuBaeT crnegyrouime Tunbl O6HOBNEHWIA:

e KpuTn4yeckoe obHosreHne (hot fix). Cogep>XnT ncnpasneHme KPUTUYECKMX OLINOOK,
He CBA3aHHbIX C 6€30MacHOCTbHO.

MakeT KPUTUUYECKOro OOHOBMEHUS He ABNSAETCS KYMYNATUMBHbIM U TpebyeT ycTa-
HOBKM MpeablayWnx NakeToB KPUTUYECKOro OBGHOBNEHUS, BbIMYLLEHHbIX AN KOH-
KPETHOro onepaTMBHOIro 06HOBAEHUS UK NYBANYHOrO penunsa;

e onepaTuBHOE O6GHOBNEeHMe. CoOepXUT UCMpaBNeHNe OLIMOOK, HaMOEHHbIX B MpPO-
AYKT€ C MOMEHTa nocnegHero nyenmyHoro pennsa;

e Ny6nnyHbIn penns. Bepcma CPK RuBackup, copgep)kawas HOBbIM QYyHKLMOHAN,
yCTpaHeHue owmnboK M BCe WUCMpPaBfieHUs, BbINyLEHHbIE paHee B KPUTUYECKUX WU
ornepaTMBHbIX OBHOBMEHUSAX.

2.2. BepCUOHHOCTb OOHOBNIEHUNA

O6HoBNEHNe HeobXxooMMO BbINOSHATL NOCe[0BaTENbHO NO BCEM BEPCUAM, HauynHas
CO criefyrolen BepCcmn OTHOCUTENBbHO TeKyllen U A0 NnocriefHen AOCTYMHOW BepPCUN,
BKJIKOYas BCe MPOMEXYTOUHbIE.

2.3. O6paTHas cCOBMeCTUMOCTb

HaunHasa ¢ Bepcum 2.1, obpaTHasds COBMECTUMOCTb KJIMEHTCKON N CepBEpHON 4YacTewn
CPK RuBackup Bo3MOXHa Tonbko B cnyyae N Bepcumn cepsepHon 4yactn u N nnn (N-1)
BEepCUN KJIMEHTCKOW 4acTu, rge N — HOMep Bepcum onepaTUBHOrO OBHOBEHUA Ny6-
nnyHoro penusa 2.1, n (N-1)=2.1.

2.3.1. CepBepHas rpynnupoBka

K kaxgomy cepBepy M3 rpynnupoBKM OOMMKHO 6blTb NPUMEHEHO YyCTaHaB/IMBaeMoOe
oOOHOBNEHMe.

B cnyyae, ecnn Bepcum oOHOBNEHUI B rpynne cepBepoB 6yayT pasnnyHbiMm, TO pabo-
TOCMOCOOHbIMW OCTAlOTCA Te cepBepa, YCTaHOBNEHHas Bepcuss 06HOBNEHNA KOTOPbIX
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2.4. YcTaHOBKa 06HOBNEHMA

coBnagaeT c HOMepPOM Bepcum 0BHOBIIEHNA OCHOBHOIO cepaepa.

2.3.2. KnueHTCKas rpynnupoBka

OBHOBEHHDbIV CepBEP UM cepBepHan rpynna byaeTt paboTaTb TONbKO C TEMU KITUEH-
TaMun OOHOW KaCcTepPHOW rpynnbl, KOTOPble Obin O6HOBMEHbI, NN CO BCEMU KITMEHTaMM
KnacTepHOW rpynmnbl B CAy4Yae, eClv HA OAWH U3 HUX He Oblnl O6GHOBMEH (NPW BbINOSIHE-
HWUK yCcnoBmsa o6paTHOM COBMECTUMOCTM).

2.4. YcTaHOBKA OGHOBJIeHUA

lMepen ycTaHoBKOWM NtOBGOro O6GHOBMEHUA O3HAaKOMbTECb C Bepcuen danna, faTon
BbINycKa 1 ycrnoBnamMm obpaTtHOM COBMECTUMOCTMW.

Y6epgutecb, 4To Bepcua komnoHeHTa CPK RuBackup cTapwe Bepcun, yKasaHHOW B
obHOBNEHMU, HE Bonee YeM Ha 1.

2.5. Nopapok o6HOBNEHUA
Mpwn ycTaHOBKe 06HOBNEHUIN cepBepHOM rpynnnpoBku RuBackup Heobxogmmo:

1. BbINONHUTb OOHOBIEHME NAaKeTOB Ha:
o OCHOBHOM CepBepe;
o pes3epBHOM cepsepe (Npun Hannuun);

o Ha BCex Meauacepsepax (Mpy Hanuumum);

Mpn 3TOM AOSKHbI ObITb O6HOBMIEHLI BCE KOMMOHEHTbI CEPBEPHON FPYrNMnUPOBKN
RuBackup.

2. BbINONHUTbL HAaCTPOKMKY Kaxkgoro obHoBnéHHoro cepsepa CPK RuBackup.

2.6. Pe)>xuMbl yCTaHOBKU OGHOBJIEHUSA
ObHOBNEHNE MOXHO BbINOMHUTD:

e 0OHOBMB MaKeTbl BPYYHYHO;

e ABTOMATU4YeCKWN.

2.7. O6HOBNIEeHMeE NaKeToB

BbinonHWTEe aBTOMaTM4yeckoe WM pyyHoe oO6HoBNeHMe cepBepHonm yactu CPK
RuBackup B npuBefE&HHOM nopsagke:

e OCHOBHOW cepBep;
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O6cnyxunsaHune

e pe3epBHbIN cepBep (MpU Hannunu);
e BCe Meanacepsepa (Npu Hannuum);

e KJIMEHTDBI PE€3€ePBHON0 KOMMpPOBaHUA.

2.7.1. ABTOMaTUYEeCKOe OOHOBJIEHUue

Ona obHoBneHnsa CPK RuBackup B aBTOMaTU4eCcKoM pexume:

1. BoiBeguTte cnncok naketoB CPK RuBackup, ycTaHOBNEHHbLIX Ha y3/ne ¢ obHoBNse-
MbIM KOMNoHeHTOoM CPK RuBackup:

Astra Linux, Debian, Ubuntu dpkg -1 | grep rubackup

AnbT, Rosa Cobalt, RHEL, RedOS, rpm -ga | grep rubackup
CentOS, Rosa Chrome
2. CKkayvanTe cBeXKne Bepcumn nakeTos ¢ opmumanbHOro canta www.rubackup.ru:

o 0bs3aTeNbHble NaKeTbl CEPBEPHON YaCTu:
= rubackup-common;
= rubackup-client;
= rubackup-server;
o 0bsA3aTeNIbHble MNaKeTbl KIIMEHTCKOW YacTu:
= rubackup-common;
= rubackup-client;
o OOMONIHUTENbHbIE NMaKeTbl:
= rubackup-rest-api;
= rubackup-common-gui;
= rubackup-init-gui;
= rubackup-rbm;
= rubackup-rbc;
o MNakeTbl gononHuTenbHbiX Mogynen CPK RuBackup.

3. CkavanTe C odpuymanbHoOro canTa www.rubackup.ru n3 nankum
/Experimental/Scripts CKpuNT upgrade_rubackup_packages.sh.

4. lNoMecTnTe ckavaHHble nakeTbl RuBackup v ckpunT upgrade_rubackup_packages.sh
B OZHY Narnky Ha y3ne c obHoBNsseMbIM KoMrnoHeHToM CPK RuBackup.

5. OcTaHoBuTe cepsucbl CPK RuBackup (B 3aBUCMMOCTM OT TUMNa KOMMOHEHTa — cep-
BEP WUIN KJIMEHT) Ha TEKYLLEM y3ne:

systemctl stop rubackup_server.service
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2.7. ObHOBNEHME NaKeToB

systemctl stop rubackup_client.service
systemctl stop rubackup_api.service

6. 3akponTe mucnonblyemble NMpuioXxeHnsa «MeHepxxep agMuHucTpaTopa RuBackup»,
«MeHepxep knueHTa RuBackup», Be6-uHtepdenc Tucana.

7. Mpn HeobXoOMMOCTW [N COXPaHEHUA YCTAHOBMEHHbIX 3HAYeHWn napamMeTpoB
Moaynev n cepeuca REST APl coxpaHUTe Ux KOHOUrypaunoHHble ¢ansbl, pacnosno-
>XEHHble B nanke /opt/rubackup/etc/, T.K. NP1 OBHOB/IEHUN MaKeTOB U HaCTPOMKU
kKoMmnoHeHTa CPK RuBackup 3HayeHMs napaMeTpoB KOHQUrypauuoHHbIX ¢annos
OyayT O6HOBNEHDI.

ONna HuXXenepeuyncrneHHblX MOAYNEeN COXpaHeHue TeKyuwero KOHOUrypaunoHHOro
danna mopynsa He TpebyeTca (3HayeHMs NapamMeTpoB nocfie obHoBneHunsa 6yayT
aBTOMAaTMYECKM COXPAHEHDI):

o communigate_pro;

o communigate_pro_mail;

o postgres_pro;

o pg_dump_database;

o pg_dump_table;

o freeipa;

o universal (postgresql);

o vmware;

o openstack.

8. 3anycTuTe CKpUNT, HAaXOAACb B Narke:
sudo ./upgrade_rubackup_packages.sh
|_|pl/l BbIMOJIHEHUWN CKPUMTa 6y,u,yT npoBepeHbl BEPCUN YCTAHOBJIEHHbBIX MakKeTOB U

HOBbIX NMakeToB Ha TEKYLUEM Yy3Jie.

Ecnu Bepcmsa HOBbIX MAaKeTOB CTaplue BEpCUM YCTaHOBMEHHbIX NMakeToB He boree,
yeM Ha OOuH penus, To obHoBNeHWe OyaeT BbINOSIHEHO. B MPOTMBHOM cny4ae
ob6HOBNEHME BbINOSIHEHO He ByperT.

B pesynbTtaTe aBTOMaTmyeckoro o6HoBneHma 6ynyT obHoBneHbl naketbl CPK
RuBackup Ha TekyLLeM y3re cepBepa, KOTopble 6blM pacnonoXeHbl B O4HOW nanke
CO CKpUMTOM.

9. BeinonHute Pasgen 2.8 komnoHeHTa CPK RuBackup.
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2.7.2. PyyHoe o6HOBNEHME

Ona o6HoBneHns CPK RuBackup B py4HOM pexunme:

1. BoiBeguTte cnmcok naketoB CPK RuBackup, ycTaHOBMeHHbIX Ha y3ne ¢ obHoBNse-
MbIM KOMNoHeHTOoM CPK RuBackup:

Astra Linux, Debian, Ubuntu dpkg -1 | grep rubackup

AnbT, Rosa Cobalt, RHEL, RedOS, rpm -ga | grep rubackup
CentOS, Rosa Chrome
2. Cka4vanTe cBeXue Bepcumn nakeToB ¢ odpuumanbHOro canta www.rubackup.ru:

o 0bA3aTeNbHble NakeTbl CEPBEPHON YacTu:
= rubackup-common;
= rubackup-client;
= rubackup-server;
o 0bsi3aTeNbHble NaKeTbl KTMEHTCKOM YacTu:
= rubackup-common;
= rubackup-client;
o AOMNOJIHNTESIbHbIE NMaKeThbl:
= rubackup-rest-api;
= rubackup-common-gui;
= rubackup-init-gui;
= rubackup-rbm;
= rubackup-rbc.

3. Mpn HeobxoOMMOCTU [J1I8 COXPaHEeHUs YCTaHOBJEHHbIX 3Ha4YeHWN napamMeTpoB
MOAYynen COXpaHUTe UX KOHOUrypauwmoHHble ¢ansibl, PacnoONIOXEHHbIX B nanke
/opt/rubackup/etc/, T.K. Npy OBHOBNEHUM MaKeTOB U KOHPUrypauum KOMMNOHEHTa
CPK RuBackup v ero moaynein sHadyeHus napamMeTpoB 6yayT 0O6HOBMEHDI.

[na HuKenepeuyucrneHHbIX Mogynen CcoxpaHeHue TeKylero KOHQUrypaumoHHOro
danna moayns He TpebyeTcs (3HauyeHMs MapamMeTpoB nocne obHoBneHusa 6yayT
aBTOMAaTUYECKN COXPaHeHbI):

o communigate_pro;

o communigate_pro_mail;

o postgres_pro;

o pg_dump_database;

o pg_dump_table;
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2.8. O6HOBNEHME KOHDUTYypaLnn

o freeipa;

o universal (postgresql);
o vmware;

o openstack.

4. OctaHoBuTe cepBucbl CPK RuBackup (B 3aBMCUMOCTM OT TUMa KOMIMOHEHTa — cep-
BEP WIN KINEHT) Ha TeKYyLLEeM y3ne:

systemctl stop rubackup_server.service
systemctl stop rubackup_client.service
systemctl stop rubackup_api.service

5. MocnepoBaTesbHO yCTaHOBUTE HeobxoamMble nakeTbl ' B nopsake, npuBea&HHOM
Ha NpeablayLwem ware:
Astra Linux, Debian, Ubuntu sudo apt install ./<name_package>.deb

AnbT sudo apt-get install
./<name_package>. .rpm

Rosa Cobalt, RHEL sudo yum install ./<name_package>.rpm
RedOS, CentOS, Rosa Chrome sudo dnf install ./<name_package>.rpm
roe <name_package> — uMsA naketa CPK RuBackup akTyanbHOM Bepcum.

o Mpw o6HOBNEeHUN NakeTa rubackup-common ¢ Bepcun 2.0 Ha 2.1 MOryT BO3-
HUKHYTb NpeaynpexaeHna (ypoBeHb Warning). JaHHble npeaynpexaeHns
HMKaK He BAMSIOT Ha NPOLLECC YCTaHOBKM CUCTEMbI.

lMpegynpexapeHne yposHsa Warning:

ldconfig: /opt/rubackup/lib/1ibQt5QuickShapesRB.so.5 He sBnseTcs
CUMBOJIbHOW CCbIIKOM

6. BbinonHute Paspen 2.8 komnoHeHTa CPK RuBackup.

2.8. O6HOBNEeHUe KoHPUrypayum

[Mocne o6HOBNEHUA NAKETOB BbIMOSHUTE OOHOBNEHNE KOHOUrypaunum KomnoHeHTa CPK
O4HMM 13 cnocobos:

e yepe3 YTUNNUTY rb_init B UHTEPAKTUBHOM pexume (cMm. Pazgen 2.8.1);

e yepes YTUNUTY rb_update B HEMHTEPAKTUBHOM pexume (cMm. Pasgen 2.8.2);
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O6cnyxusaHue
e yepes rpadpuyeckyro yTunmTy rb_init_gui (cMm. Pazgen 2.8.3).

2.8.1. O6HOBNIEHMNE KOHPUrypaL UM Yepes3 YTUWINTY B UHTEPaKTUBHOM peXxume

O6HOBUTE KOHOUrypauuo KoMrnoHeHTa Ha yane ¢ CPK RuBackup B MHTepaKTMBHOM
pexunme.

1. 3anycTute ytunuTy rb_init:
rb_init

2. BbinonHuTe wWwarn 3 gokymeHta CueHapun obHoBreHusa cepeepa unu CueHapum
OOHOBMEHUSA KNNEHTA.

Mpn 0BHOBMNEHUN KOHPUrypaLUn CepBepPHOM YacTu cnyxebHyro B Heob-
X04MMO 06HOBUTL (upgrade) Unn yganutb (drop).

2.8.2. O6HOBNEHME KOH)UrypaLUum Yyepes3 YTUIUTY B HEeMHTEePaKTUBHOM
pexume

O6HOBUTE KOHPUrypauuo KoMnoHeHTa Ha y3ne ¢ CPK RuBackup B HeMHTepaKTUBHOM
pexunme. 3anycTuTte yTunuTy rb_update:

rb_update \
-H <hostname> \ @
-P <port> \ @
-D <database_name> \ ©
-U <user_name> \ @
-r <rubackup_superuser_password> \ ©
-p <postgres_superuser_password> \ @
-I <path_to_new_sql_scripts> \ @
-R\ ©
-0 ©

0 MMsA y3na, Ha KOTOPOM pasBepHyTa cnyxebHas b

@) Homep nopTa Ans NOAKOYEHUSA K cyxebHon b

© Vmsa obHoBNsAEeMOIt cnyxebHol B[]

@ Vmsa nonb3osaTtens b/

@ Naponb cynepnonbsoBaTens rubackup

(® Naponb cynepnonb3osaTensi postgres (MO yMonyaHmo — 12345)

@ NyTb K KaTanory ¢ HoBbIMM sql-cKpUNTamu
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2.8. O6HOBNEHME KOHDUTYypaLnn

@) MNpuHyauTenbHOe 06HOBNEHME cylecTBytoLWwel B, (HNYero MeHsTb He HY>HO)
@) BbiBog npouecca 06HOBMEHUA B CTaHAAPTHbIA NMOTOK TepMuHana (HU4Yero MeHaTb
He HY>HO)

B pe3ynbTaTe BbINOMHEHUA KOMaHAbl 6yaeT 06HOBNEHa TONbKO KOHPUrypaLus cnyxeb-
HOW 6a3bl JaHHbIX.

2.8.3. O6HOBNEHUE KOHPUrypaLum Yepes rpadpuyecKkyio yTUINTY

O6HOBUTE KOHOUIypaLnO KOMMOHEHTa Ha y3ne ¢ CPK RuBackup ¢ nomouybto rpadpunye-
CKOWN YTUNUTBHI.

1. 3anycTtute rpaduyeckyro yTMnuTy rb_init_gui:
rb_init_qui&

2. BbibepuTe A3blK MHTEpOENnCca: PyCCKUN NN aHT TUACKNIA.

3. MpuMmuTe NnUEH3NOHHOE cornaweHne RuBackup n HaxmuTe [Aaneel.

OGHoBIeHUe KOHPUrypaLum cepeepHoin YacTu

1. BoibepuTe HacTpanBaeMbll KOMMOHEHT:
o OCHOBHOW cepBep;
o pe3epBHbIN cepBep;
o MeAwnacepsep.

2. Mpwn obHoBneHnn CPK ¢ann koHpurypaumm yxe cyuwectsyeT. HaxmuTe Ala, 4TOObI
3aMeHUTb ero.

3. HactponTte napameTpbl o6HOBsseMoro komnoHeHTa CPK RuBackup.

a. bnok O6wue napameTpbl
OCHOBHOW, pe3epBHbIA, Meauacepsep:

» B none KonuuecTBo ceTeBbiX MOTOKOB YKaXWUTe KOMMYECTBO MOTOKOB [AJ1S
0OHOBPEMEHHO 06paboTKM 3a4ay pPe3epBHOrO KOMMPOBAHUS Ha cepsepe
(KaXkabll MOTOK MMeeT OTAesNIbHOEe CoefMHEHNE CO CryXebHom 6a30i AaHHbIX
CPK).

OCHOBHOW, pe3epBHbIii, Meguacepsep:

= N3 cnucka Bepcusa IP gpna DNS 3anpocoB Bbibepute, kakyto Bepcuto IP
ncnonb3oBaTb ANnA 3anpocos K DNS-cepsepy: IPv4, IPv6, O6e Bepcuu.

OCHOBHOW, pe3epBHblii, Meguacepsep:
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» Bkrtounte TMMepesanucb mactep-kmoyda © 4yT0ObI CchHopMUMpPOBaTb HOBbLIN
MacTep-KMo4Y WM nepesanucaTtb Tekywun (npu Hanuyuu). MacTep-Kirou
HeobXxo4MM ANA CO3[aHUA napbl KAYEN SNEKTPOHHO-LMPPOBOM MNOAMNMUCHK
pe3epBHbIX KOMUI 1 3alLMTHOrO NpeobpasoBaHns pe3epBHbIX KOMUN.

b. bnok NMapameTpbl cepBepa
pe3epBHbIXA, Meauacepeep:

= B none UMa ocHOBHOro cepBepa ykaxute IP-agpec wam nonHoe fOMEHHOe
NMSA OCHOBHOro cepsepa RuBackup.

OCHOBHOW, pe3epBHbIA, Meguacepeep:

= B none Appec cepsepa PostgreSQL ' ykaxuTte agpec, Ha KOTOPOM pa3Bép-
HyTa CYB/[, PostgreSQL:

= ecniv CYB/[ PostgreSQL pasBépHyTa Ha OTAe/lbHOM OT OCHOBHOIO cepBepa
y3rne, TO yKaxuTe afpec aToro ysna;

= ecnin CYB/[, PostgreSQL 1 OCHOBHOWM cepBep pa3BEPHYTbl HA OAHOM Y3rne,
TO OCTaBbTe 3Ha4YeHMe No ymon4yaHumo localhost.

OCHOBHOW cepBep:

= B none MNaponb PostgreSQL ' ykaxute naponb nosnbsosaTens postgres
6a3bl AaHHbIX

OCHOBHOW cepBep:

= B none Uma cynepnonb3oBatensa RuBackup ykaxute nmsa cynepnonb3oBa-
Tena 6asbl gaHHbIX RuBackup. Mo ymonyaHuto rubackup

OCHOBHOWN, pe3epBHbIi, Meauacepeep:

= B none Maponb nonbsosatensa RuBackup ' ykaxuTte naponb ana cynep-
nonb3oBaTens 6asbl AaHHbIX RuBackup.

OCHOBHOW cepBep:

= B none Uma 6a3bl RuBackup BBegunte nma 6Gasbl AaHHbIX, KOTopasa 6ypet
NCcnosb3oBaTbCA B KayecTBe cnyxebHon b/]. 1o ymonyaHuto rubackup.

OCHOBHOW cepBep:

= /13 cnnucka Ecnu 6a3a yxe cyuwectTByeT Bblbepnte, 06HOBUTL (upgrade) nnm
yoanutb (drop) cnyxebHyro B npn o6HOBNEHUN KOHPUrypaLnum cepBepHON
YyacTu.

» BktounTe OTKMOYMTb Aamn, YTObObl He BbIMOMHATL pe3epBHOE KOMMpoBaHue
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ONAa Tekywen cnyxxebHon 6asbl AaHHbIX Nepen yaaneHnemM nnnm obHoOBNEHNEM.
Ecnn OTKnouMTb AaMn BbIK/HOYEH (MO YMONYaHWUKO), TO nNepepn yaaneHnem
NN OBHOBJIEHMEM CYyLLECTBYIOWEN cryxxebHon 6asbl gaHHbIX 6yfoeT caenaHa
pesepBHaa KOMUsa AaHHbIX.

» Ecnu OTKmounTb gamn Bbik/KOYeH, TO U3 cnucka dopmart gaMmna BbibepuTte
TN pe3epBHOI Konnn 6asbl JaHHbIX:

= custom archives. [laHHble BYAyT COXPaHATLCA B CrneLnaribHOM apXMBHOM
¢dopmaTe. PesepBHana Konusa B popMaTe custom 3aHMMaeT MeHblle MecTa
Ha QuCKe, Mo cpaBHeHWo ¢ popmaToM plain;

= plain. [JaHHble ByQyT COXpaHATLCA B TEKCTOBOM SQL-cKkpunTe.

= Ecnu BbibpaH dopmaTt gaMmna custom archives, TO B nosie YpoBeHb C)XaTUA
AaMna yKaxuTe CTeNeHb CXXaTus pesepBHON Konuu 6asbl AaHHbIX (3Ha4YeHue
oT 0 fo 9). YeMm BblIlWe CTeMNEHb CXaTUA, TEM MEHbLLE apXnB 3aHMMaeT MecTa
Ha AWUCKe U TeM [OoJiblle BbIMOMHAETCA npoLueaypa pe3epBHOro KonmMpoBaHUA
6a3bl faHHbIX.

= B none MyTb K nanke gamna ! ykaxuTe nyTb AA COXPaHEHUS pe3epBHOV
Konuwn. Mo ymMONYyaHMio yKasaHa ANPEKTOPUSA, N3 KOTOPOK Oblna Bbi3BaHa yTU-
nnTa.

OCHOBHOW, pe3epBHbIii, Meguacepaep:

= /13 cnncka CeTeBoit MHTep@denc Buibepnte ceTeBon NHTEPPEnc aAna B3anmo-
AEeNCTBUA C CUCTEMON PE3EePBHOI0 KONMPOBaHUA.

OCHOBHOM cepBep:

= B none MyTb daiinoBoii cuctembl ana po6aenenns B 'Default’ ' ykaxute
ana nyna Default katanor gna xpaHeHUs pe3epBHbIX KOMUNA.

OCHOBHOW, pe3epBHblii, Meguacepsep:

= B none JlokanbHbIil KaTanor pe3epBHOro KONMPOBaHUA YKaXXNTe JIOKaNbHbIN
KaTanor Ana BpeMeHHbIX ornepauuin ¢ ¢pannamm pesepsHbIX Konui (Mo ymon-
YaHUo /tmp). ECNM yKasaHHaa OMPEKTOpUs He CyLLecTByeT, TO OHa byaeT
cospgaHa.

OCHOBHOW, Meinacepseep:

= B none Umsa pesepBHOro cepeepa ykaxute IP-agpec nnn nonHoe OMEHHoe
NMS pe3epBHOro cepeepa RuBackup.

OCHOBHOIi, pe3epBHblii, Meguacepeep:
= B none KonuuecTeo napannenbHbIX 3agay YKaxuTe KONMYECTBO MOTOKOB

A9 04HOBPEMEHHOW O6pa6OTKVI 3alay pe3epBHOro KonmpoBaHMAa Ha Meguna-
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cepBepe (Kaxablh MOTOK MUMeeT OTAEeNbHOE CoeANHEHME CO CryXXebHon 6a3oMm
AaHHbix CPK).

OCHOBHO1, pe3epBHblii, Meguacepeep:

» B none O6bEéM namaTH gepynanmkayum, 6auT ykaxumte obbemM gnsa orpaHmde-
HMUA noTpebneHns onepaTUBHOW MNaMATU CepBEpoOM MNpu  Aepyrnnmkauum
pe3epBHbIX KOMUA.

OCHOBHOW, pe3epBHblii, Meguacepsep:

» Bknounte HenpepbiBHaa ypanéHHaa pennukauua © [OnA BbINONHEHUS
HenpepbIBHOW yOaneHHON pennukauum Ha KnueHTe. HenpepbiBHasa pennanka-
LMA JaHHbIX obecrneymBaeT akTyallbHOCTb MHPOPMaALUKM Ha YOANEHHOM XOCTe
N OCYLLECTBNAETCA TONIbKO B XpaHunuuie 65104HOro Tmna.

OCHOBHOW, pe3epBHblii, Meguacepsep:

» BkrtounTe PaspelumTb LEeHTpasiM30BaHHOE BOCCTaAHOBJIEHUE AN KJ/IMEHTa
@© 4115 BOCCTAHOBNEHNA OaHHbIX N3 PE3ePBHOM KOMUM C MOMOLLBbK NPUIoXe-
HUA MeHepgXxep agMunHmncTpaTopa RuBackup (RBM).

Ecnn PaspewuTb LeHTpanMsoBaHHOe BOCCTaHOBJIeHMEe AN KJ/IMeHTa
BblktoyeH D, TO BOCCTAHOB/IEHWE W3 PEe3epBHOW KOMUM OyaeT BO3MOXXHO
TOJIbKO C MOMOLbI YTUNTbI KOMaHAHOW CTPOKU ANTOPUTMbI 3aLLUTHOIO rnpe-
obpasoBaHus unm npunoxeHna Menexep knvenTa RuBackup (RBC) Ha ysne
KNMeHTa pe3epBHOro KoNMpoBaHUA.

OCHOBHOW, pe3epBHbIii, Meguacepaep:

» Bknounte Cosgatb knmoum 3UM ©, ecnn xoTute co3aaTb KUK 3nek-
TPOHHO-UMGPOBON Nognucu. PesepBHaa Konus MOXeT ObiTb nognucaHa I
AN nocnegyoLwero KOHTPONsA 1 npegynpexaeHns yrposbl e€ NogMeHbI.

OCHOBHO1, pe3epBHblii, Meguacepeep:

» Bkntounte MepesanucaTtb kmoun uudpposon noanucu © ans cosgaHusa
HOBOW CBA3KMW KNKOYEN, MCNONb3YEMbIX A1 3NEeKTPOHHO-LUMPPOBON NOAMUCK.

OCHOBHOW cepBep:

= Bkmounte Aypgut 6e3onacHocTu © N5 XypHanMpOBaHUSA BCEX 3HAYUMbIX
Tabnuu, KpoMe ouepenein 3agayd 1 BpeMeHHbIX Tabnul,.

JloNONHUTENbHO AaHHOW ONLMER MOXHO YNPaBnsATb C MOMOLbIO YTUANTLI ANA
PaboTbl C XYPHANOM COBbITUA MHPOPMALMOHHOM 6€30MacHOCTU rb_security.

» Bkntounte AygmT 3agad © 18 XXypHannMpoBaHUS BCEX 3HAYUMMbIX Tabnuy, v
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2.8. O6HOBNEHME KOHDUTYypaLnn

3aja4 B ouepegax.

[JononHUTENbHO AaHHOW OnuMen MOXHO YNpaBiATb C MOMOLLbIO YTUNUTbI A5
paboTbl C XYpPHaNOM CObbITUI MHPOPMALMOHHOM BE30MacHOCTN rb_security

c. bnok Hactpoika SSL
OCHOBHOW, pe3epBHbIA, Meauacepsep:

» Bkntounte Mcnonb3oBatb SSL coeguHeHme ¢ 6a3ou pgaHHbix © [ansa
HacTpOMKM ©Ge3onacHOro CoeAuHeHUss CcO  cnyXXebHorm 6a30oM  [aHHbIX
RuBackup, a 3aTeM HacTponTe napamMeTpbl:

= N3 cnnucka SSL pexxum pa6oTtbl ¢ Postgres — BLibepute pexum paboTbl B
3aBUCMMOCTM OT HaCTpOeK y3na, Ha KOTopoM ycTaHoBneHa B[L. Ecnun B
KOHOUrypauum PostgreSQL SSL BbIK/IKOUEH, TO MO YMOMYaHUIO SSL pexxnm
oyneT disable. [MogpobHoOE onucaHne peXxXnMoB CM. B pasgerne HacTtporka
SSL coegnHeHunn.

= B none KopHeBoit ceptudukar ' ykaxunte nonHbit nyTb K cepTUPMKaTy
AosepeHHoro LleHTpa cepTtudukaymn. MNpegBaputenbHo cepTuomkaT fon-
»XeH BbITb pasMelleH B opt/rubackup/keys;

= B none CepTtudmkat KnMeHTa ' ykaxxute nonHbI NyTb K cepTUPMKaTy

(OTKpbITOMY KJHOYY) HacTpanBaeMoro y3na, BblAaHHbI OOBEepPeHHbIM LieH-
TpoM cepTudukayunun. MNpegBapuTenibHO KKOY OOIKEH ObiTb pasMeLleH B
opt/rubackup/keys;

= B none Knioy knumenta ! ykaxxute nonHbIN NyTb K 3aKPbITOMY KIHOUY cep-
TudukKaTa HacTpamBaeMoro ysna, BblAaHHbIM 4OBEPEHHbIM LleHTpoM cep-
Tudukaumn. TllpenBapuUTeENbHO KAKOY  AO/MKEH OblTb  pasMelleH B
opt/rubackup/keys.
4. Haxmute [Aanee].

5. Haxxmute [a, 4Tobbl noaTBEepAMTb BblGpaHHble MapamMeTpbl M NPUCTYNUTb K
HacTpolike. MNpu Heo6XoAUMOCTN NOATBEPANTE CO3[aHNE YKa3aHHbIX OUPEKTOPUIA.

6. lNMocne ycnewHoro o6HOBMEHNA KOHPUIYpaLN HaXXMUTE 3aBepLUUTD.

OGHoBNeHne KOHPUrypaLum KNMeHTCKoM YyacTu

1. BbibepuTe, 4TO Bbl XOTUTE HAaCTPOUTb:
o aBTOHOMHbIN PeXUNM;
o KJIMEHT-CEPBEPHDbIN PEXNM.

2. Mpwn obHoBneHnn CPK ¢ann koHpurypaumm yxe cyuectsyeT. HaxmmuTte [la, 4TOObI
3aMEeHUTb ero.
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KnueHT-cepBepHbIii peXxum pa6oTbl kKnneHTa PK

1. HacTponTe napameTpbl o6HOBNAeMoro komnoHeHTa CPK RuBackup.
a. bnok O6wue napameTpbl

» B none KonnuecTBo ceTeBbIX NOTOKOB YKaXXNTe KOMYECTBO MOTOKOB AN1A
OAHOBPEMEHHON 06paboTKM 3agay Pe3epBHOrO KOMUPOBAHUS Ha OCHOBHOM
cepBepe (Kaxablh NOTOK UMeeT OTAEeNbHOE coeANHEHME CO Cry>XXebHon 6a3on
AaHHbIX CPK).

» N3 cnucka Bepcusa IP gna DNS 3anpocoB Bbibepute, Kkakyto Bepcuro IP
ncnonb3oBaTb A1A 3anpocoB K DNS-cepsepy: IPv4, IPv6, O6e Bepcuu.

» Bkrtounte Mepesanucb mactep-kmouva © 4yT0ObI CchHoOpMUpPOBaTb HOBbLIN
MacTep-KMo4Y WM nepesanucaTb Tekywun (npu Hanuyuu). MacTep-Kirou
HeoOXoAUM [N CO30aHUA Mapbl KAKOYen 3N1eKTPOHHO-UMGpoBOM nognucu
pe3epBHbIX KOMUI 1 3alLMTHOrO NpeobpasoBaHns pe3epBHbIX KOMUN.

b. bnok NMNapamMeTpbl KJIMEHT-CEPBEPHOro pexuma

» B none Uma ocHOBHOro cepeepa ykaxute IP-agpec nnm nonHoe fOMEHHoe
UM OCHOBHOro cepBepa RuBackup.

= B none Umna pesepBHOro cepeepa ykaxute IP-agpec nnm nosHoe AOMEHHOEe
nMA pesepBHOro cepesepa RuBackup.

= /13 cnncka CeTeBoit MHTepdenc Buibepnte ceTeBon NHTEpPEenc ana B3anmo-
AEeNCTBUA C CUCTEMOMN PE3EePBHOI0 KONMPOBaHUA.

= B none JlokanbHbIA KaTanor pe3epBHOro KONUMPoBaHUA YKaXXUTe /oKanbHbIN
KaTanor Ans BpeMeHHbIX onepauuni ¢ ¢annamm pesepBHbIX KON (No ymon-
YaHuo /tmp). ECnn ykasaHHaa OUPEKTOPUSA He CYyLecTBYeT, TO oHa byaer
cosfaHa.

» B none KonunyecTBo napannenbHbIX 3afay yKaXXute KOMYECTBO MOTOKOB
Ans ogHoBpeMeHHoW o6paboTku 3agay pe3epBHOro KONMPoOBaHUA Ha Megua-
cepBepe (Kaxabli NOTOK UMeeT oTAeNbHOe COefMHEHNE CO CNy>XXebHon 6asomn
AaHHbIX CPK).

» B nonie O6bEéM NnamMaATK gepynankayum, 6anT 018 orpaHndeHnsa noTpebneHms
ornepaTMBHOM NaMATN CepPBEPOM MNPU AeLyIMKaLUN pe3epBHbIX KOMUN.

» Bkmounte HenpepbiBHaa ypanéHHaa pennukauua © [ns BbiNOSHEHUS
HenpepbIBHOW yaaneHHoON pennukauum Ha KnveHTe. HenpepbiBHaa pennnka-
LS faHHbIX obecneynBaeT akTyanbHOCTb MHPOPMAaL MM Ha YAANEHHOM XOCTe
M OCYLLECTBNAETCA TOMbKO B XpaHuamLLe 6104HOro Tmna.

» BknounTte PaspewmTb LeHTpaiu3oBaHHOe BOCCTaHOBJIEHME ANA K/MEeHTa
© [19 BOCCTAHOB/IEHUA AAHHbIX N3 PE3ePBHOM KOMUU C NOMOLLbIO NPUIoXKe-
HUA MeHepxep agMuHucTpaTopa RuBackup (RBM).

Ecnn PaspewumTb LeHTpaNu3oBaHHOE BOCCTaHOBJ/IeHMEe pANA KJ/IMeHTa
Bblk/toyeH @, TO BOCCTaHOBNEHWE U3 pe3epBHON KOMuUK 6y,u,eT BO3MOXHO
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TOMIbKO C MOMOLLbHO YTUANTBI KOMaHAHOM CTPOKU ANTrOPUTMbI 3aLLUTHOMO npe-
obpazoBaHus Unu npunoxenna Menepxep knneHta RuBackup (RBC) Ha ysne
KIMEeHTa pe3epBHOro KOMMpoBaHUS.

» BkntounTte Cospgatb kmoun UM ©, ecnu xotute cosfaTb KIOYN 31eK-
TPOHHO-LUMGpPOBOM noanncu. PesepBHasa KonNusa MoXeT ObiTb nognucaHa UMM
A5 nocnenyrowero KOHTPOA U NpeaynpexneHns yrposbl €€ NogMeHbI.

» Bknounte CUCTEMHbIA MOHUTOPUHT ANA K/IMEHTa © 019 JaHHOr O KIneHTa.

dainn MOHUTOPMHra NPOM3BOAUTENBHOCTUM CUCTEMHbIX KOMMOHEHTOB byaeT
pa3MeLlEH B nanke /opt/rubackup/monitoring/.

» Bkntounte Mepesanucatb kmoun uudppoeon noanucu © ana cosgaHusa
HOBOW CBA3KMW KJTKOYEN, UCMOSb3yEMbIX /1 3IEKTPOHHO-LUGPOBON NOLMNUCK.
2. HaxmunTte [Qanee].

3. Haxxmute [Oa, 4T0ObI nogTBepguTb BblOpaHHble MapamMeTpbl U MNPUCTYNUTb K
HacTpouke. [Npn HeOBXOAMMOCTU NOATBEPANTE CO34aHNE YKA3aHHbIX AUPEKTOPUN.

4. lMocne ycnewHoro o6HOBNEHNA KOHOUTYpaLmn HaXXMUTEe 3aBepLUUTD.

ABTOHOMHbDIN peXXxumM pa6oTbl KnueHTa PK

1. HacTponTe napameTpbl o6HOBNAeMoro komnoHeHTa CPK RuBackup.
a. bnok O6wue napameTpbl

» B none KonnyecTBo ceTeBbIX MOTOKOB YKaXXNTe KOMMYECTBO MOTOKOB AN
OOHOBPEMEHHON 006paboTKM 3ajay Pe3epBHOr0 KOMUPOBaHUA Ha OCHOBHOM
cepsepe (Kaxablh NOTOK UMeeT OTAEeNIbHOE coeAUHEHME CO Cry>XXebHon 6a3om
AaHHbIX CPK).

» N3 cnucka Bepcusa IP gpna DNS 3anpocoB Bbibepute, Kkakyto Bepcuto IP
ncnonb3oBaTb ANnA 3anpocos K DNS-cepsepy: IPv4, IPv6, O6e Bepcuu.

» Bkrtounte TMMepesanucb mMmactep-kmouva © 4yT0ObI CchHopMUpPOBaTb HOBbLIN
MacTep-KMoY WM nepesanucaTb Tekywun (npu Hanuyuu). MacTep-Kou
HeoOXoAUM [N CO30aHUA Mapbl KAKOYen 3NeKTPOHHO-UMdpoBOM nognucu
pe3epBHbIX KOMUI 1 3alLMTHOrO NpeobpasoBaHns pe3epBHbIX KOMUN.

b. bnok NapamMmeTpbl aBTOHOMHOrO K/IMEHTa

= B none Katanor apxusuposanua ! ykaxute katanor 4as BpEMEHHOro xpa-
HEeHUA pe3epBHbIX KONU. ECnn 3TOT napaMeTp He onpefeneH B ¢panne KoHOU-
rypauum, 1o KnneHT 6ygeTt 3anpawmBaTb Y MeAuacepBepa BpeMeHHOe Mpo-
CTPaHCTBO /15 onepaunm ¢ pesepsHbiMK Konnamn (NFS nanky).

» N3 cnvka MeTop cxxaTua BbibepuTe TUMN CXXaTuUs pe3epBHbIX KOMUNA:
» none — 6e3 cxaTus;

» fast — MHOronoTO4YHbIXW aHanor optimal;
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» optimal — cTaHAapTHas yTuUaMTa cxaTtus Linux;

» best — 60NbWKA KOIGPULNEHT CXKATUSA, YeM optimal, npu 6onbLieM Bpe-
MEHMU.

» B none Tun xpaHunuuia pe3epBHbIX KONUii BbIbepuTe TUMN KaTanora gnsa xpa-
HEHWS Pe3epPBHbIX KOMUIA:

= JTIOKaNbHbIA KaTanor — KaTaslor pacrnofioXeH Ha TeKyLeM y3fne K/IMEeHTa
PEe3epPBHOr0 KONMUPOBaHWS.

Ecnn BblbpaH 3TOT TMN XpaHwunuwa, To B nofie JloKanbHblii KaTanor
pe3epBHOro KOMUPOBAHUA YKAXXNTE NOJHbIA NyTb K KaTtanory;

= CEeTEeBOW KaTanor — obuwuin KaTanor ¢ ceTeBbIM pocTtynom. Ecnn Bbl6paH
STOT TUN XpaHunnuua, ToO:

» N3 cnncka Tun ceTeBOro Katanora Bbibepute NpoTokon ana obecne-
yeHusa yganénHon ceasu: nfs (ona OC UNIX un Linux) nnn cifs (gna OC
Windows).

= B none NpepHasHayeHHOe YCTPOMUCTBO YKAXUTE BblAe/IEHHOE NIOKallb-
Hoe yCTpoMnCTBO (Hanpumep: /dev/sdb) nnu ceTeBomn pecypc gna xpa-
HEeHWs pe3epBHbIX KONUM (Hanpumep: srv://net_share).

= B none MapamMeTpbl MOHTUPOBAHUA YKaXUTE€ MECTO MOHTUPOBaHMUA
dannoBbIX cuctemnbl LTFS.

Ona paboTbl ¢ neHTammn LTO RuBackup ncnonbsyet ¢pannoByto cMctemy
LTFS.

Mo ymMONn4YaHuo TOYKa MOHTUPOBAHUA /opt/rubackup/mnt.

2. Haxxmute [Qanee].

3. Haxmute [a, 4TOGbl MOATBEPAUTb BblOpaHHble MapamMeTpbl U MNPUCTYNUTbL K
HacTpolike. MNpun Heob6XoAUMOCTN NOATBEPANTE CO3[aHNE YKa3aHHbIX OUPEKTOPUIA.

4. Tocne ycnewHoro o6HOBMEHNA KOHOUTypaLum HaxxMuTe 3aBepLUnNTb.

2.9. BoccTaHOBNeHUe 3HaYeHU napamMeTpoB
KoHuUrypauuoHHoro ¢panna
o [1nA HMXenpeBenEHHbIX MOAYNEN BOCCTAHOB/IEHNE KOHOUIYypaLUMOHHOro ¢anna He

Tpebyetca (T. K. Npu OBHOBMEHUN OblIN COXPAHEHbl YCTaHOBMIEHHblIE 3HAYEeHUA
napameTpoB):

o communigate_pro;
o communigate_pro_mail;

o postgres_pro;
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2.10. 3anyck npoueccos

o pg_dump_database;
o pg_dump_table;
o freeipa;
o universal (postgresql);
o vmware;
o openstack.
e BoccTaHoBneHMe KOHOUrypaumoHHbIX $ansioB BO3SMOXHO NoTpebyeTca A5 Npodmnx

Moaynen n/vunn cepeuca REST APL.

Mpy BOCCTaHOBMEHUN KOHOUIypaLMOHHOro ¢aina HoBble MapameTpbl (B
cnyyae ux pobasneHna B OBHOBMEHHOW Bepcuun) AobaBneHbl He OyayT!
HoBble nNapamMeTpbl BO3MOXHO AonucaTtb B KOHQUrypauumoHHOM danne
CaMOCTOSATENbHO.

2.9.1. 3ameHa KoHUrypaymoHHoro ¢panna

Mpn HeobxogMMOCTN 3aMeHuUTe dann KoHoUrypauum obHOBAEHHOrO MOAYMS B nNanke
opt/rubackup/etc coxpaHEHHbIM 40 06HOBAEHUA dannomM KoHOUrypaumm moaynsa/cep-
Buca REST API <name-config-file> B nanke /opt/rubackup/etc, Hanpnumep, BbIMNOSIHUB
KOMaHAY 13 nankm ¢ COXPaHEHHbIM (A0 06HOBNEHUSA) KOHOUIYPaLNOHHBbIM GanioMm:

sudo mv <name-config-file> opt/rubackup/etc

roe <name-config-file> — coxpaHEHHbIN (40 o6HoBMeHNA CPK) dann KoHpUrypaumum
Moayna unun cepsuca REST API.

NMeHa coxpaHE&HHOro n o6HoBNEHHOrO daiina Ao/KHbI COBNaaaTh (Mpy 3ameHe).

2.10. 3anyckK npoueccos
Ha Bcex y3nax ¢ 06HOBNEHHbIMN KoMNoHeHTamMu CPK RuBackup:

1. MepesarpysnTe HAaCTPONKK systemd Ha BCeX y3nax, KOTOpble NOAK/HOYEHbI K BOCCTa-
HOBIEHHOW CNy>XebHOoM Base JaHHbIX:

systemctl daemon-reload
2. 3anyctute npoueccbl CPK RuBackup Ha Bcex y3nax, NoAKMYEHHbIX K BOCCTAHOB-

NeHHon cny>ebHon 6ase JaHHbIX:

o Ha KIIMeHTCKUX y3nax ¢ NoOMOLbO KOMaHabl:
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O6cnyxusaHue

systemctl start rubackup_client.service

o Ha CepBepPHbIX y3JlaX C NOMOLLbKO KOMaH:

systemctl start rubackup_server.service

systemctl start rubackup_client.service

systemctl start rubackup_api.service

[1] NakeTbl CPK RuBackup, ycTaHOBNEHHbIE Ha TEKYLLEM Yy3ne
[2] OB6sizaTenbHOE Oia 3anoNHeHUs none.

[3] O6azaTenbHOE ANs 3anN0NHEHUs none (ecnvm OHO aKTUBHO).
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3.1. NpoBepka pes3epBHbIX KONUn

Nnaea 3. YaoaneHue CPK

e [1n8 NONHOro yganeHunsa Ha ysnax ¢ pasBEpHyTbiMM KoMnoHeHTamu CPK RuBackup
HeoObXO0ANMO BbINOMHUTL Cregyrowme waru:

o MPOBEPUTb Hann4umne pesepBHbIX KOMUK;

o OCTaHOBUTb CEPBUCHI;

o yOoanuTb rpynny nonb3osaTtenen RuBackup;
o yAanuTb NakeTbl.

o [lpn yaoaneHnn KNMeHTa pe3epBHOro KOMMpoBaHUS 6yp,yT aBTOMaTU4YeCKWN yaal1eHbl
BCe yCTaHOBJIeEHHble MOAYJIN Ha 3TOM Yy3Jie.

3.1. NMpoBepka pe3epBHbIX KONUHA

Mepen Havanom npouecca ypaneHus komnoHeHToB CPK RuBackup y6epgutech, 4To
nanka gna BPeEMEHHOro XxpaHeHus pe3epBHbIX KOMUKU nycTa.

Manka gna BpeMeHHoro xpaHeHua PK onpepeneHa napameTpoMm use-local-backup-
directory.

3.2. OcTaHOBKa cepBUCOB

1. OcTaHOBMUTE BCe NPOLLECChl Ha KIIMEHTCKNX U cepBepHbIx y3nax CPK RuBackup:
sudo systemctl stop rubackup_=*

o Ha APM agmMuHucTtpatopa CPK nnm MHOM y3ne, Ha KOTOPOM pPas3BEPHYT KOMMO-
HeHT CPK RuBackup, 3akponTte ncrnonbsyemble npuioxeHus «MeHegxep agMu-
HucTpaTopa RuBackup», «MeHepXxep knuneHTa RuBackup», Beb6-UHTepdenc
Tucana.

2. HDOBepre Hanuune akTUBHbIX NN 30MbU npoLeccoB:
ps -ef | grep rubackup

3. Ecnu octanucb akTUBHbIE U 30M6BU npouecchbl, TO OCTAaHOBUTE UX.

3.3. YaaneHue rpynnbl nosib3oBaTtenieun
Ons ypanenus rpynnbl rubackup, Co3gaHHom npu passépTbiBaHMM CPK RuBackup:

1. BbINo/HUTE KOMaHAY:
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O6cnyxunsaHune

sudo groupdel rubackup
2. Y6éeauTtechb, YyTo rpynna rubackup yaaneHa:

cat /etc/group | grep rubackup

3.4. YpaneHue naketoB CPK
1. MonyunTe cnncok yctaHoBneHHbIX NnakeTtoB CPK RuBackup Ha y3ne:
Astra Linux, Debian, Ubuntu dpkg -1 | grep rubackup

AnbT, Rosa Cobalt, RHEL, RedOS, rpm -gqa | grep rubackup
CentOS, Rosa Chrome
2. Ypanunte nakeTbl CPK RuBackup:

Astra Linux, Debian, Ubuntu sudo apt remove --purge
<name_package>

AnbT, Rosa Cobalt, RHEL, RedOS, sudo rpm -e <name_package>
CentOS, Rosa Chrome

roe <namepackage> — ypansembln nakeT CPK RuBackup B cTporo npuBegéHHoOm
nocnegoBaTeNbHOCTHU:

a. rubackup-rbc;

b. rubackup-rbm;

rubackup-init-gui;

rubackup-api;

rubackup-client;

-~ ® 9 O

rubackup-common-gui;

rubackup-server;

° @

rubackup-common.

o Ecnu ygansiemblin NakeT He yCTaHOBIEH Ha Y3e, TO MPOonyCcTUTe ero.

3. MpoBepbTe, UTOo BCe nakeTbl CPK RuBackup yoaneHbl KOPPEKTHO:
Astra Linux, Debian, Ubuntu dpkg -1 | grep rubackup

AnbT, Rosa Cobalt, RHEL, RedOS, rom -qa | grep rubackup
CentOS, Rosa Chrome
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3.4. YpaneHue naketoB CPK

4. lNpoBepbTe coaepXnmMoe nanku /opt/rubackup 1 yganuTe ero:

rm -rf /opt/rubackup
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O6cnyxunsaHune

'naBa 4. BoccTtaHoBneHue CYb/[1

Mpy HEOBXOOMMOCTN BOCCTAHOBNEHUA CNY>XeOHOoM 6a3bl faHHbIX U3 pe3epBHON Konuu,
BbIMNONIHUTE Cneaytowme waru:

1. Ha APM agmuHuctpaTtopa CPK vnu MHOM y3re, UCMoNb3yrlwemMcsa OJ1A 3anycka
MeHepxepa agMmuHucTpaTtopa RuBackup (RBM), sakponte okHO RBM.

2. OcTaHoBUTE BCE npouecchbl Ha BCeEX Yy3naX, NOAKJTIOYEHHbIX K CJ'Iy)Ke6HOVI 6ase gaH-
HbIX, KOTOPYIO HeobXx04MMO BOCCTAHOBUTD:

systemctl stop rubackup_=*

3. Ha y3ne cepsepa CYB/[ PostgreSQL, cogepxaliero cny>xebHyro 6a3y gaHHbIX:

o noaknounTechb K CYB[] B pexume cynepnonb3oBaTens:
sudo -u postgres psql

o ypanute 6a3y faHHbIX, KOTOPYH XOTUTE BOCCTAHOBUTb U3 Pe3epPBHON KOMUU:
drop database <database_name>;

roe:

» <database_name> — 3T0 MMS 6a3bl JaHHbIX (MO YMOYaHUO — rubackup).

o CO3faiTe HOBYH MYyCTYO 6a3y AaHHbIX, B KOTOPYO ByaeT NpoucxoauTb BoccTa-
HOBJEHUe:

create database <database_name> owner <owner_name>;

roe:

» <database_name> — MMSA HOBOW Cny>XebHon 6a3bl JaHHbIX;

= <owner_name> — WUMS Bnagenbla HOBOWN CNy>ebHown 6asbl AaHHbIX (M0 YyMOn-
YaHUKO — rubackup).
o 3aBepLlunTe paboTy n BbINgUTE:
exit

4. 3anycTuTe BOCCTaHOB/IEHNe cnyXebHon 6asbl faHHbIX:
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o ONA pesepBHOM Konuu 6asbl gaHHbIX B dopmaTe plain text (dpann c pacwwmpe-
HMeM sql):

sudo -u <admin_user_name> psql <database_name> <file_name_and_path>.sql

roe:
» <admin_user_name> — MMSA Mofb30BaTeNs, obnagarowero npaBamMm agMmuHm-
cTpaTtopa (N0 yMon4yaHuo postgres);
» <database_name> — MMSA CO3[aHHON HOBOW Cy>XXebHoM 6a3bl AaHHbIX;

» <file_name_and_path>.sql — nyTb 4o ¢anna pes3epBHON KONUN Cy>XXebHOon
6a3bl faHHbIX.

o ONA pe3epBHON Konun 6asbl JaHHbIX B dopMaTe custom (painn c paclumpeHnem
.dump ), C MOMOLLbIO YTUNUTbI pg_restore B TEPMMHAsE BbINOJHUTE CNEeLYHOLLYIO
KOMaHAay:

pg_restore -h <hostname> -p <port> -U <admin_user_name> -d
<database_name> <file_name_and_path>.dump

roe:

<hostname> — MMS y311a, Ha KOTOPOM ByaeT BOCCTaHOBMNEHa cnyebHas 6a3a
OaHHbIX;

<port> -HOMep NopTa;

<admin_user_name> — WUMS Nosib3oBaTens, obnagarowero npaBamMm agMmnHnN-
CTpaTopa 6asbl AaHHbIX (N0 YMONYaHMIO 3TO postgres);

<database_name> — MMSA cO34aHHON HOBOW CNy>XebHown 6a3bl JaHHbIX;

<file_name_and_path>.dump — nyTb 00 ¢aina pesepBHON KOMUN CNY>XEOHON
6a3bl faHHbIX.

5. JoXaMTecb OKOHYaHMSA BOCCTAHOBNEHUA 6a3bl AaHHbIX N y6eanTecb, YTO OHO NpPO-
o 6e3 ownbok.

6. MNepesarpysnTe HaCTPOMKM systemd Ha BCEX y3Nax, KOTOPbIe MNOAK/IHOYEHbI K BOCCTa-
HOBJTIEHHOW Cy>XebHon 6ase JaHHbIX:

systemctl daemon-reload

7. 3anycTtuTte npoueccbl CPK RuBackup Ha Bcex ysnax, NoAKMYEHHbIX K BOCCTAHOB-
NeHHon cny>ebHon 6ase AaHHbIX:

o Ha KIIMeHTCKUX y3nax Cc NoOMOLLbO KOMaHabl:
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O6cnyxusaHue

systemctl start rubackup_client.service

o Ha CepBepPHbIX y3JlaX C NOMOLLbKO KOMaH:

systemctl start rubackup_client.service
systemctl start rubackup_server.service
systemctl start rubackup_api.service
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naBa 5. Yapanenue CYB/1

[na yoaneHusa 6a3bl JaHHbIX:

e 3amauTe nop nonb3oBaTesieM postgres:

sudo -u postgres psql

NcknoumTe BO3MOXXHOCTU HOBbIX MOAKNHOYEHUIA:

UPDATE pg_database SET datallowconn = ‘false’ WHERE datname = ‘rubackup’

3aKponTe BCe TeKyLlne ceccuu:

SELECT pg_terminate_backend(pg_stat_activity.pid)
FROM pg_stat_activity
WHERE pg_stat_activity.datname = ‘rubackup’ AND pid <> pg_backend_pid();

YpaanuTe 6a3y gaHHbIX:

DROP DATABASE rubackup

roe rubackup — HasBaHuWe yganseMon cny>xebHon 6asbl aHHbIX.

3aBepwnTte paboTy 1 BbINgUTeE:

exit
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