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Nnhasa 1. HazHauyeHue

Cuctema pesepBHOro KonupoaHua RuBackup n mogynb DynamiX, Bxogawmm B eé
cocTaB, (ganee — CPK RuBackup) no3BonsoT BbINOAHATbL pe3epBHOE KOMMpoBaHue
BKJ/TIOYEHHbIX WM BbIK/TKOYEHHbIX BUPTYasibHbIX MalWH nnaTthopmbl BUPTyanusauymum
Basis DynamiX Enterprise Bepcuu 4.0.0 ¢ pyHKUMEN Be3areHTHOro pPe3epBHOro KONMUpo-
BaHWA BUPTYasibHbIX MalWnH (6e3 HeobXoAMMOCTU YCTaHOBKM AOMOMHUTENbHbIX areH-
TOB Ha BMPTYyasibHble MallWHbI) N BOCCTAHOB/IEHNE BUPTYasbHbIX MalINH N3 pe3epBHOM
Konuu.

31348




Mogynb Basis DynamiX Enterprise

naea 2. Pe3sepBupyemMblie flaHHble

PesepBHOe KONMpoOBaHMe BbIMOJIHASTCA ANA BCEX OUCKOB BUPTYasibHOM MalUWHbI NnaaT-
dopMbl BUpTYanmsaumm Basis DynamiX Enterprise BHe 3aBUCUMOCTU OT COCTOAHMA BUP-
TyasbHbIX MalUMH (BKKOYEHa UK BbiKKOYEHA). [pK BbINOAHEHUM PE3EPBHOINrO KOMMUPO-
BaHUA NPUMEHSETCA TEXHONOMMA CO3faHNA MOMEHTasbHbIX CHUMKOB AaHHbIX ANA OUC-
KOB BMPTYyanbHOW MaLUMHbI, YTO [MO3BOJSIAET HEe OCTaHaBnMBaTb pPabOTy Ha BpeMms
pe3epBHOIro KONMpPoBaHUA.

B xoae pesepBHOro KOMMPOBaHUSA BO BCEX ClyyasX M3 pPe3epBHON KOMuu yaanstoTcs
ayénupyrouime 61oku (BbiIMoNHAETCA NokKanbHaa geaynnvkauus).
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naBa 3. Tunbl pe3epBHOro KONUMpPoOBaHUSA

Mogynb pes3epBHOro KOMMUPOBaHMA U BOCCTAHOBJIEHUS BUPTYasibHbIX MalIMH nnaT-
dopmMbl BUpTYyanusauyum Basis DynamiX Enterprise nogaep>xuBaeTt cnegyrowme Tunbl
pe3epBHOro KONMpPoOBaHUA:

e MOSIHOE pe3epBHOE KOMMpoBaHWe. Kaxablh pa3 npu BbINOIHEHUN 33afauyn peseps-
HOrO KOMMUPOBaHWUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATMA. ITOT TuUN
pPe3epBHOro KOMMPOBaHUA Hanbonee MeafieHHbI U pecypco3aTpaTHbIi, HO obecne-
YyMBaeT HanbobLUY NOMHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

* WHKPEMEHTaNIbHOE pPEe3epBHOE KOMUPOBaHWE. ITOT TUM PE3EPBHOro KOMMPOBaHMUA
npefHasHayeH ONs KonNMpoBaHUA TONbKO M3MeHUMBLUMXCA ¢annoB. CHavyana cospga-
eTCcsd nofnHas pesepBHana konus. lNocneayrowme pesepBHblie KONUK cogepxaT ¢annbl,
N3MEHMBLUMECA C MOMEHTa CO3[aHuA nocnegHen pesepBHOM Konuu (Lob6aBovHOM
NUNU NosHown). [Ana BOCCTaAHOBMEHNSA AaHHbIX NOTpebyeTcs NosiHasa pesepBHas Konus,
Ha ©0a3e KOTOpOM co3[aHa BOCCTaHaBIMBaeMash MHKPEMEHTanbHaa pes3epBHas
Konus, N Bce Aob6aBoOYHbIE KOMUKN, CO3AaHHble C MOMEHTa CO34aHusA NOJSIHON pe3epB-
HOW KOMWUX 0,0 MOMEHTa Co34aHnA BOCCTaHaBINBaAaEMOMN pe3epBHON KOMUU;

o anddepeHLmanbHoe pe3epBHOE KOMMPOBaHUE. ATOT TUM Pe3epBHOro KONMUPOBaHUA
COXpaHseT TONbKO AaHHble, NU3MEHEHHbIE CO BPEMEHWN BbIMOMHEHUS MPeablayLLero
MOSTHOrO PE3epPBHOI0 KOMMPOBaHWS.

e pe3epBHOE KonnpoBsaHme C UCMNoJib3oBaHMeEM genynjinkKkaunnm (xpaHeHme pe3epBHOM
Konmu B aeayningynposaHHOM XpaHI/IJ'IVILLLe).
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FnaBa 4. Cnoco6bl BOCCTAHOBJIEHUA AAAHHbIX

CPK RuBackup nopgaep>xuaeTt cnegyrouwme cnocobbl BOCCTAHOBNEHUSA BUPTYasbHbIX
MaLLMH nnaTdopmMbl BUpTYyanusauum Basis DynamiX Enterprise ns pesepBHON KOMUK:

e LleHTpann3oBaHHoe BocCTaHoBNeHNne BM 13 pe3epBHOM Konuu. BoccTaHOBEHME U3
pe3epBHOM KOMUM BO3MOXHO ABYMSA cnocobamu nocpenctsomM: MeHepxepa agMum-
HUcTpaTopa RuBackup, yTUnnTbl KOMaHLHOM CTPOKWU rb_repository. PekomeHayeTcs
MCNOMb30BaTb LEeHTpanmM3oBaHHOe BOCCTaHOBeHe BM.

¢ JIOKanbHoe BOCCTaHoBMeHne BM 13 pesepBHOM Konun Ha knneHTe PK. BoccTaHoBne-
HMEe U3 pe3epBHOMN KOMMUM BO3MOXHO nocpencteoM: MeHeaxepa knmeHTa RuBackup
yepes gui-uHTepdenc, yTunmTbl KOMaHOHOW CTPOKK rb_archives.
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FnaBa 5. Tunbl BOCCTAHOBJIEHUA ALaHHbIX

CPK RuBackup nogpepxuBaeT crefytowme Tunbl BOCCTAHOBMEHUA BUPTYasibHbIX
MaLLMH nnaTdopmMbl BUpTYyanusauum Basis DynamiX Enterprise ns pesepBHON KOMUK:

e MOSIHOE BOCCTaHOB/IEHNE B UCXOOHYH (OpUrMHANbHYKO) BUPTYaNbHYH MallUHY U3
pesepBHOM Konun ntoboro Tuna (NOSHOW, MHKpeMeHTanbHoW, guddepeHymnanbHon).
Mpn BOCCTaAHOBNEHUM B UCXOOHYH) BUPTYaSIbHYKO MaLUMHY W3 PEe3epBHON KOMUU
OyneT npousBeeHa rnepesannch BCcex anckos BM.

e MOJIHOE BOCCTaHOBJIEHME B HOBYHO BUPTYaNbHYHO MaLIWHY U3 pPe3epBHON KOMUU
nboro Tnna (NOSIHOM, UHKPEMEHTaNbHON, AnddepeHymnanbHon). MNMpn BoCcCTaHoBME-
HUW U3 pe3epBHOM KONUK ByaeT co3faHa HoBas BUPTyasibHas MallnHa.
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Nnaea 6. KoMnnekT nocTtaBKu

OnctpmnbyTtme moayna DynamiX CPK RuBackup noctaeBnseTcsa B Buae deb-nakeTta unm
rpm-nakeTa ¢ UMeHeM rubackup-dynamix-<version>_amdé4.deb v rubackup-dynamix-
<version>_amd64.rpm COOTBETCTBEHHO, rge <version> - HOMep Bepcuu rnocTasnse-
MOro Mogyns.
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naBa 7. OrpaHuyeHun

o YpaaneHHas pennvkaumnsa BUpTyanbHbIX MallWH He peanni3oBaHa.

e [paHynApHoe BoCCTaHOBMEHNE BUPTYanbHbIX MallMH He Nogaep>XuBaeTcs.
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Mogynb Basis DynamiX Enterprise

naBa 8. CucrtemMHble TpeboBaHUNA

8.1. Tpe6oBaHuA K NporpaMMHbIM CpeACcTBaM

8.1.1. NMporpammHan cpena CPK RuBackup

Ona oyHKUMOHMPOBaHMA nporpaMmMHoro Mmoayna DynamiX Heobxogumo crepytouiee
nporpamMmmMHoe obecrneyeHue:

. OI'IepaLI,I/IOHHaFI cnctemMa, oaHa n3 cnegyroumnx:

o Astra Linux SE 1.6;
o Astra Linux SE 1.7;
o Debian 10;

o Ubuntu 18.04;

o Ubuntu 20.04,

o AnbT 10,

o Red0S 7.3,

o CentOS 7,

o CentOS 8.

e KnuneHT pesepBHOro konnposaHusa RuBackup:

o MOAynu rubackup-common v rubackup-client ycTaHoBNEHbI Ha BUPTYanbHYO UIn
annapaTHYO MaLluHy.

e INA ynpaBfeHua pe3epBHbIM KOMUPOBaHWEM BUPTYasbHbIX MalUWH NNaTGopMbI
Basis DynamiX Enterprise pekoMeHA0BaHO criegytollee nporpaMmmHoe obecrnedeHune
Ha y3/1e K/IMeHTa pe3epBHOro KOMMpPOoBaHMs:

o MeHepxep AgMunHucTpaTtopa RuBackup (RBM) ansa ynpasneHna CPK

Takxe nopgaepxusaetcsa ynpasneHne CPK RuBackup nocpenCTBOM KOHCOJMbHbIX YTU-
nnT n MeHepxxepa knneHTa RuBackup (RBC).

8.1.2. NMporpammHan cpepa Basis DynamiX Enterprise

Ona oyHKUMOHMPOBaHMA nporpaMmMHoro Mmoayna DynamiX Heobxogumo crepytouiee
nporpamMMHoe obecrneyvyeHne Ha pesepBnpyeMbliX BUPTYasbHbIX MallUHaX:

e nnatdopma BupTyanusaumm Basis DynamiX Enterprise sBepcun 4.0.0;
e Bepcusa API 3.8.8;

e yCTaHoBMEHHble yTUANTbl QEMU 5.0 (1 Bbiwe) u libvirt 9.0 (1 BbIWweE) Ha rMNepBmn3o-
pax nnatoopmbl BUpTYyanunsauum Basis DynamiX Enterprise;
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8.1. TpeboBaHMA K NporpaMMHbIM cpecTBam

e FOCTEBbIE PACLUMPEHNST ONEPaLMOHHOM CUCTEMDI, HanpuMep gemu-guest-agent ans
pPe3epBHOro KONMpPoBaHMA BUPTYallbHOM MallnHbl 6e3areHTHbIM CNoco6oM;

e 06bEM NFS-gupekTopun Ha yane runepeusopa LAo/MKeH 6biTb He MeHee obbeMa
OOHOBPEMEHHO pe3epBUPYEMbIX N BOCCTaHaBAMBAEMbIX AaHHbIX, MaKCUManbHoe
KONIMYeCTBO OAHOBPEMEHHO BbIMOMIHAEMbIX 3afa4y onpefenseTca 3HauYeHneMm napa-
MeTpa parallel-tasks B KOHOUrypaumoHHOM danne KNIMeHTa PK
/opt/rubackup/etc/config.file.
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NnaBa 9. YcTaHOBKaA

9.1. MoaroroBka K ycTaHOBKe MOAYNA

o MpoBepbTe BbINONHEHNE TpeboBaHMIN, YKasaHHbIX B pasgene [nasa 8 HacTos-
LLero JOKyMeHTa.

9.1.1. NoarotoBka knueHTta PK

e Ha ys3ne, Ha KoTopoM 6ypgeT npousBefeHa YyCTaHOBKa MOAYyNs O/ pe3epBHOro
KONMMPOBaHUA BUPTYasbHbIX MalWH nnatoopmMbl BUpTyanusaumm Basis DynamiX
Enterprise, pa3BepHYT N HacTpoeH KNMeHT PK, KoTopbI NOAKHOYEH K OCHOBHOMY
cepBepy CPK B COOTBETCTBUM C JOKYMEHTOM «CUCTEMa pe3epBHOro KONMpoBaHUA
N BOCCTaHOBNEHUA faHHbIX RuBackup. PykoBoACTBO NO yCTAaHOBKE M OBHOBIEHUIOY;

o KnuneHT PK 1 mogynb DynamiX MoryT 6biTb YCTaHOBJ/IEHbI Ha NO6OM y3ne — BUPTY-
aslbHOM MNUM annapaTHOM, UMelLWeM LOCTyN ANA NOAK/IIOYEHUS K cepBucam nnat-
dopmbl BupTyanusaumm Basis DynamiX Enterprise B COOTBETCTBUM C yKa3aHHbIMU
napamMeTpamMu B KOHPUrypaunoHHoM dainne mogyna DynamiX.

e Ha ysne, ucnonbsyeMoMm Ais pe3epBHOro KONMpPoBaHWUS BUPTYanbHbIX MalUWH naaT-
dopmbl BUpTyanusaumm Basis Dynamix Enterprise, go/mkHa 6blTb CMOHTMPOBaHa
NFS-anpekTopus ans AOCTyna K KaTanory runepsmsopa, B KOTOPOM mniaToopmMoit
BMPTYanu3awmm no 3anpocy 6yayT co3faBaTbCsA pe3epBHble Konun AUckos BM.

e Ha knneHTa PK pekoMeHAyeTCA aKTUBUPOBATb QYHKLUUKO LLeHTpanmM3oBaHHOIo BOC-
CTaHOBJIEHMSA B TeX C/y4vasx, Korga npeanofiaraeTca BOCCTaHOBNEHWE BUPTYyarbHOM
MallWHbl nocpeacTBoM MeHeaxepa agMuHucTpaTtopa RuBackup (RBM). Ynpasne-
HMe QYHKLMEN LeHTparn30BaHHOrO BOCCTAHOBEHUSA AaHHbIX obecneymBaeTCcs 3Ha-
yeHnem napameTpa centralizedrecovery KOHUrypaunoHHoOro ¢danna
/opt/rubackup/etc/config.file  Tekywero KAMEeHTa pPe3epBHOro  KOMMPOBaHUA
RuBackup.

e [lpepBapuTenbHO NOArOTOBbTE CleAyroume gaHHble AR HAaCTPOWKU NOAKAYEHUA K
API:

o MonyymTe Yy agMMHUCTpaTopa nnathopmMbl BUPTyanusaumm YYETHble [aHHble
nonb3oBaTena ANnA aBTopusauum Ha nnatdopmMe BupTyanmsauum Basis DynamiX
Enterprise;

o BbIMOJIHUTE aBTOPM3aALMIO C NOSIYHYEHHBIMW YYETHBIMWU LaHHbIMW NOSb30BaTENS Ha
nnatopme BupTyanumsaumm Basis DynamiX  Enterprise  https://sso-
<dynamix_host>, rge <dynamix_host> — agpec nnatoopMmbl BUPTyanusayuu
Basis DynamiX Enterprise; n sapukcupyinte gaHHble Ana aBTopusauum npu nopa-
KnoyeHnn mopyna DynamiX k nnatdopme BupTyanusaumm Basis DynamiX
Enterprise — ID npunoxexHns n APl knroy (pncyHok 1);
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9.2. YcTaHOBKa NakeToB

API Knioum Cnucok OpraHu3sauunin Nepeso OpraHusauuim BesonacHocTb

PHyT1q4xsUZv8oTw (O e e
test_key 2023-10-25 22:27:32 Never
hmndIxZkOtGM

©

PucyHok 1. [laHHble onsa aBTopusaummn Ha nnatopme Basis Dynamix

o NyTb 00 REST API-nHtepdenca, Takxxe ncnosnb3yemMoro ans cosgaHua rnosb3oBa-

Tenbckoro web-uHTepdenca nnatdopmbl BUpTyanusaumm Basis DynamiX
Enterprise;

o MyTb AO CepBUCa aBTOpu3aLMM NONb30BaTeNbCKOro web-uHTepdenca nnat-
dopmbl BUpTYanmsauum Basis DynamiX Enterprise;

9.2. YcTaHOBKaA NaKkeToB

9.2.1. YcTaHOoBKa Moy ns

1. Ha nogrotoBneHHoOM y3ne (BUPTyasbHOM unu annapaTHoM) knveHTa PK npousse-
ante yctaHosky moayna DynamiX CPK RuBackup rb_module_dynamix n3 nakeTta
rubackup-dynamix-<version>_amd64, BbINOSIHNB KOMaHAY:

Astra Linux, Debian, Ubuntu  sudo apt install ./rubackup-dynamix-
<version>_amd64.deb

AnbT sudo apt-get install ./rubackup-dynamix-
<version>_amd64.rpm

RedOS, CentOS sudo dnf install ./rubackup-dynamix-
<version>_amd64.rpm

roe, <version> — HoMep Bepcun moaynsa DynamiX CPK RuBackup.

2. lNocne 3anycka KOMaHAbl yCTAaHOBKN MOAY A BbIMONHAKOTCA:
o pacnakoBka naketa mogynsa DynamiX CPK RuBackup;
o HaCTpOWKa nakeTa rubackup-dynamix.

3. B pesynbTaTe ycTaHOBKM nakeTa moayna DynamiX cosgaHa CTpPyKTypa, NpvBeneH-
Hasa B Tabnuue Tabnuua 1.
Tabnuya 1. CTpyKTypa yCTaHOBIEHHOrr o nakeTta rubackup-dynamix
CTPYKTYpPHbIA 35IeMEHT HasHaueHune anemeHTa

Jopt/rubackup/etc/rb_module_dynamix.conf KoHdurypaumoHHblin pann moayns DynamiX gns
HacTpoek gocTtyna CPK RuBackup k API
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fopt/rubackup/modules/rb_module_dynamix

YTUnnTa pe3epBHOro KONMpPOBaHUS U BOCCTa-

HOBMEHUS faHHbIX BUPTYanbHbIX MalUWH nnaT-
dopmbl BUpTYyanusauum Basis DynamiX

Enterprise

9.3. KoHdurypaumoHHbin pann

9.3.1. HacTpoiika napaMmeTpoB KOHPUrypayuoHHoro dpana moayns

1. OnpegenuTte

3Ha4eHund

napameTpoB

KOHUrypaumnoHHoro

danna

opt/rubackup/etc/rb_module_dynamix.conf, npuBefeHHbIXx B Tabnuue Tabnuua 2.
[na aToro otpefakTupymnte KoHPUrypaumMoHHbln Gann, BbIMONHMB KOMaHAY:

sudo nano /opt/rubackup/etc/rb_module_dynamix.conf

Tabnvya 2. MNapameTpbl KOHPUrypaumnoHHoro ¢arina /opt/rubackup/etc/rb_module_dynamix.conf

MapameTp KOHPUrypaLuoH-

Horo ¢aina

url

login_url

client_id

client_secret

hypervisor_backup_path
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Onucaxune

URL-agpec oo REST API-
nHTepdenca, Takxe NCnosb3sy-
€MOro g8 co3gaHusa nonb3osa-

TenbCKoro web-nHtepdeinca
nnatoopMbl BUPpTYyanusaunm

Basis DynamiX Enterprise

URL-agpec o cepBuca aBTO-
pu3auum nonb3oBaTeNbCKOro
web-uHTepdernca nnatdopmbl
BUpTYyanusauumn Basis DynamiX
Enterprise

NoeHTudUKaTop AN aBTopUsa-
LUK nonb3oBaTens Ha nnaT-
dbopMe BMpTyanusawuumm Basis

DynamiX Enterprise

Kntou ansa asTopmsauum nonb-
3oBaTens Ha nnatdopme BUP-
Tyanusauum Basis DynamiX
Enterprise

MyTb K TOYKE MOHTUPOBAHUSA Ha
yane runepsusopa. NFS-anpek-
TOPWUA Ha y3ne rmnepemsopa, B
KOTOopYyo 6yAyT NOMeLLeHbI
KOMWUU BUPTYanbHbIX MallUWH,
OOCTYMHbIE B JIOKaNbHOM TOUKE
MOHTUPOBaHNSA, yKa3aHHOW B
3HayeHUn napameTpa
local_backup_path

Bo3Mo)XKHble 3HayeHus (3Haue-

HUe no ymonanmo)

<https://path>

<https://path>

<ID_MpunoxeHunsa>

<API knroy>

<path>




9.3. KoHourypaumnoHHbin dann

MapameTp KOHPUrypaLuoH- OnucaHue Bo3mMo)xHble 3HaueHusa (3Haue-
Horo ¢aitna HUe No YMOJTYaHUIO)
local_backup_path JlokanbHas ToYka MOHTUpPOBa- <path>

HuA NFS-pecypca Ha knuneHTe
PK — nyTb oo aupektopuun, B
KoTopor Mogynb DynamiX oxu-
AaeT nosiBMeHns KoM gUCKoB
pesepBnpyeMon BUPTyarbHON
MallMHbI. [JaHHasa Touka MOHTU-
pOBaHUA pasgenseT obLnn
pecypc ¢ NFS-gupekTopumen Ha
y35e runepsmnsopa, nyTb K
KOTOPOW yKasaH B 3HaUeHuu
napameTpa
hypervisor_backup_path

backup_disk_timeout Bpems oxungaHusa Moaynem Llenoe uucno >0 (Mo ymonya-
DynamiX oKOHYaHUA co3gaHns HUKO OMNuUMA 3aKOMMEHTUPO-
pesepBHOM KON anckos BM B BaHa, BpeMs oxungaHusa 10
MUHyTax. Ecnu sHa4yeHune He MWUHYT)
3afaHo (1 napaMeTp packoMm-
MeHTMpOBaH), To byaeT
MCNOJIb30BaHO BPeEMS OXuaa-
HMA 10 MUHYT. ECnn yKasaHHbIN
NPOMEXYTOK BPEMEHU UCTEK, a
pesepBHOE KONnpoBaHue guc-
koB BM He 3aBepLUeHO, TO
3afava byaeT 3aBeplueHa ¢

owmnbkomn
restore_disk_timeout Bpems oxungaHusa Moaynem Llenoe uncno >0 (no ymonuya-
DynamiX okoH4YaHus BOCCTa- HUtO — 5)

HOBNEeHNA Auckos BM B MUHY-
Tax. Ecnu Bpems oxugaHms
NCTeKN0, a BOCCTAHOBSIEHNE

ancka BM, BbinonHsemoe nnat-
dbopmMon BupTyanusaummn He
3aBepLnIoChb, TO 3aava Ha

BOCCTaHOBJIEHNE N3 PE3EPBHON
Konum byaeT 3aBeplLueHa C

ownbKom
allow_work_with_incompatible_v  BkntounTb ! BO3MOXHOCTb yes, no (Mo ymMon4aHuno — no)
ersions NCMoNb30BaHUA MOAYNA

DynamiX ans BbINOAHEHWS
pes3epBHOro KonnposaHus BM
nnaThopMbl BUpTYanmsaLmm
Basis DynamiX Enterprise
Henoanep>XnBaeMbiX BEPCUN
(cMm. MporpammHas cpepa Basis

DynamiX Enterprise)
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MapameTp KOHPUrypaLuoH- OnucaHue Bo3mMo)xHble 3HaueHusa (3Haue-
Horo ¢aitna HUe No YMOJTYaHUIO)
timeout MakcuManbHO gonycTtumoe Lienoe umcno >0 (no ymonua-
BpeMs BbInonHeHna REST- HUO — 5)

3anpocos K nnatbopme BUPTY-
anusauumu Basis DynamiX
Enterprise B cekyHaax

enable_ssl BKktoUnTb NpoBepKy ssl-cepTu- yes, No (N0 YMOMYaHUKO — NO)
¢vkaToB ana REST-3anpocoB K
nnatdopme Basis DynamiX
Enterprise

ca_info [MyTb 00 KOPHEBOro ssl-cepTu- <path_to_cert>
¢ukaTa knueHTa PK ¢ ycTtaHoB-
neHHbIM MogynemM DynamiX B
dopmMaTe .pem npm NCnosb3o-
BaHUN SSL coeanHeHus (Tpeby-
eTCs yKasaTb Npu 3Ha4YeHuUn yes
napameTpa enable_ssl)

url_verbose BknounTsb " cbop gononHm- yes, no (Mo ymon4yaHuo - no)
TeNlbHOW OTNafo4YHoOn nHdop-
Mauun Npu B3aMmMoaencTemm
Mopgyna DynamiX ¢ nnatdop-
Mol BUpTYyanusaunen Basis
DynamiX Enterprise nocpeg-
cTtBOoM REST API

2. [1nAa npuMeHeHUs HacTpoekK nepesanyctute cepsuc knmeHta PK RuBackup Ha y3ne,
Ha KOTOPOM YycTaHoBJeH KnneHT PK n moaynb DynamiX, BbINOMIHMB KOMaHAY:

sudo systemctl restart rubackup_client

9.4. Kputepuit ycnewHoCTU YCTaHOBKM

e Kputepuem ycrnewHoCTu YCTaHOBKU N HAaCTPONKM Moaynsa DynamiX 6ypeTt ABNATbLCA
3anucb O €ro ycnewHon NpoBepKe KIMEHTOM PEe3epBHOro KonmpoBaHua («... module
‘DynamiX was checked successfully») B XYpHane cobbiTnn
/opt/rubackup/log/RuBackup.log.

» B cnyvae, ecnun B XypHane cobbitun /opt/rubackup/log/RuBackup.log AoMUHUCTpa-
Top CPK BMAUT owWmnBKY O HENpaBUSbHOM KoHGUrypaumm mogynsa DynamiX, To Heob-
p(e)171Y o] NnpoBepPUTH HaCTPOWNKHU KOHOUrypaLunoHHOro danna
/opt/rubackup/etc/rb_module_dynamix.conf B py4HOM peXXnume, BbIMNONHMB B TEPMU-
Hane knneHta PK KomaHay:

/opt/rubackup/modules/rb_module_dynamix -t
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9.4. KpuTepuit ycnewHocTn yCTaHOBKHN

Ecnn owmnbka He nopgpaetcA aHanusy, To agMuHucTpaTtopy CPK cnepyeT cospatb
WHUMOEHT B CepBuUce TexHUYecKon nopaep>Xku RuBackup ¢ npepgocTaBneHneM BCeW
HeobxoonuMon wuwHPopMaLuMM Mo BO3HUKWEN npobrneMe Ha odpuuManbHOM canTe
https://support.rubackup.ru/bugzilla/.

[1] pekomeHayeTCA He UCMoNb30BaTb NPU WTAaTHOM ¢yHKLUMOHMpoBaHum CPK RuBackup

[2] cTabWUMbHOCTb PE3EPBHOMO KOMMPOBaHUA AaHHbIX HE rapaHTUpyeTcs
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Mogynb Basis DynamiX Enterprise

FnaBa 10. Pa6oTa ¢ paHHbIMMU

10.1. OnucaHue pa6oTbl ¢ AaHHbIMU

PesepBHOe KoMMpoBaHWe BUPTYasbHbIX MalwuWH nnaTtdopmbl BUpPTyanmsauum Basis
DynamiX Enterprise BbinosiHAeTCA 6e3areHTHbIM MeTOoL0M. [JaHHbI MeTo, UCMONb3y-
eTcA ONA pe3epBHOro KOMMPOBaHWA M BOCCTaHOB/IEHUA BUPTYallbHbIX MalWH nnaT-
dopmMbl  BUpTyanusaumm Basis DynamiX Enterprise 6e3 ycTaHOBKM KnneHTa PK
RuBackup 1 moayna DynamiX BHYTpb roCTEBOM CUCTEMBbI, YTO MO3BOJIAET CO34aBaTb
NoJiHble, MHKPEMeHTasnbHble N guddepeHumanbHble pe3epBHble KOMMNU 6e3 OCTaHOBKMU
BUPTYaNbHOM MalnHbl (4TO obecneymBaeT HenpepbIBHOCTb Mpolecca), C MUHUManb-
HOWM HarpysKow Ha y3en u nokasnbHyto ceTb LAN.

MpeaBapunTeNnbHO AN YCNELWHOro BbINOSIHEHNA PE3EePBHONO KONMPOBAHNA 1 BOCCTAHOB-
NeHNA BUPTyanbHON MaluHbl nnaTtdopmbl BUpTyanusaumm Basis DynamiX Enterprise
HeobXo4ANMMO CMOHTMPOBaTb 00N yaanéHHbln pecypc NFS, ykasaB AMPEKTOPUIO, Ha
y3ne runepemnsopa Kotopas bygeTt AocTynHa (url-agpec gupekTopum Heob6XxogMMo yKa-
3aTb B 3HayeHUM napameTpa hypervisor_backup_path KoHduUrypauymoHHoro danna
Moayns /opt/rubackup/etc/rb_module_dynamix.conf) B NOKanbHOM TOYKE MOHTUPOBA-
HUA — OUMpPEKTOPUA Ha y3ne knueHTa PK, B koTopoi moaynb DynamiX oxungaeTt nossne-
HUA KOMWMA LUCKOB pe3epBUMPYEMON BUPTYanbHOW MaluHbl (url-agpec pupekTopum
HeobXoQMMO yKasaTb B 3HaA4YeHUU napameTpa local_backup_path KOHPUrypaLMOHHOro
danmna mopyna /opt/rubackup/etc/rb_module_dynamix.conf). [locne MOHTUpPOBaHMA
obLero pecypca To4Yka MOHTUPOBAHUA CTaHOBUTCA KOPHEBbIM KaTanoroM CMOHTUPO-
BaHHOMN pan10BON CUCTEMDI.

YTobbl y6eanTbcs, 4To yaaneHHasa NFS-gupekTopusa yCcrnewHo CMOHTUPOBaHa, UCMoJb-
3ynTe KoMmaHay mount wnwn df -h.

[anee Heobxo4MMO MOOKHOUYUTL CMOHTUPOBAHHYIO U HacTpoeHHyo NFS-anpekToputo
K runepsusopy nnatdopmbl BUpTyanusauyum Basis DynamiX Enterprise .

Mpwn 3anycke 3agayn Ha cosfaHuve pes3epBHOW KOMUUM BUPTYasibHOM MallWHbl MOAYIb
DynamiX otnpasnsaeTt API-3anpoc kK REST APl nutepdenca nnatdopmMbl BUPpTYyanmsaymnm
Basis DynamiX Enterprise no url-agpecy, ykasaHHOMY AJ19 3Ha4yeHusa napameTpa url
KOHOUrypaunoHHoro ¢anna moayna /opt/rubackup/etc/rb_module_dynamix.conf. B
pesynbTaTe 3Toro 3arnpoca B NFS-anpekTopun, NOAKIKOYEHHOW K runepsusopy, AN
pes3epBuUpyeMon BUpTYyanbHOM MalluHbl ByayT co3faHbl KONUn Bcex eé Auckos. MNony-
YeHHble KOMuUM [OUCKOB pes3epBUPYyeMOn BUPTYyanbHOW MalluHbl 6yAyT AOCTYMHbI B
NoKanbHOM TOYKe MOHTMpoOBaHUA. TakxXe moaysnb DynamiX ¢ nomouwbto API-3anpoc
nony4daeTt nMHoopmMaumo O pesepsumpyemMon BM n coxpaHseT €€ B OTAefNbHbI dainn
MeTafaHHbIX. Pe3epBHasa konusa BM ¢opmupyeTtcsa U3 ¢anna MeTagaHHbIX U KONUU guc-
koB BM, panee PK nepemewaetca Ha Meauna-cepsep RuBakup gns nocnegyrowiero
XpaHeHus. B cnyyae nepefayv pesepBHOW KOMUW B XpaHuUnuwe gedynnnunpoBaHHbIX
pe3epBHbIX KOMNUI BCcerga nponucxoguT nepegada ToAbKO TeX YHUKanbHbIX 6/10KOB (414
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10.1. OnucaHune paboTbl ¢ AaHHBIMK

TOro >Xe Thna MCTOYHUKa ,El,aHHbIX), KOTOPbIX ele HET B XpaHuUuLie.

Mocne BbINOJIHEHUA PE3EPBHOr0 KOMUPOBaHUA KOMUU AMCKOB pPe3epBUPYEMON BUPTY-
anbHOM MalUUHbI ByayT yaaneHbl U3 ANPEKTOPUN — JIOKANbHON TOYKN MOHTUPOBAHUS.

CxemMa npouecca pe3epBHOro KOMMpOBaHUA U BOCCTAHOBMIEHUA BUPTYasibHbIX MalUWH
nnatdopmbl BUpTyanusaymmn Basis DynamiX Enterprise npuBegeHa Ha (pucyHke 2).

co3gaHue konuu BM

hypervisor_ba

NoKankHaR TOUKA MOHTUPOBAHKMA Ha xocTe knwedTa CPK RuBackup c mogynem DynamiX (local_backup_path) -

YOANEHUE KOMWK

‘ PesepEHOE KONWPOBaHNE ‘ PeaepBHOE KONWPoBaHWe

CpouHoe Mo pacnucaHuo
] OpHa BM | Tpynna BM

] [
| | |

cozfanue Mpasnna rmMoGansHoro PacnucaHns cozaauue CTparerim

‘ cosganue MNpaenna cTpaTeru

EM1 BM N

i

BoccTaHoBNeHWE 13
pe3epBHON KoNUK

i

YCroBHEIE 0B03HAYEHNA:

e p—
- NNaT(hopMa BUPTYANM3ALNK

Basis Dynamix

PucyHok 2. CTpyKTypHasa cxemMa pes3epBHOro KONMpOBaHUSA U BOCCTaHOBEHNS BUPTYanbHbIX MalivH Basis
Dynamix 13 pe3sepBHO Konun

[MonHoe BOCCTaHOBMEHWE BUPTYasibHbIX MalUWH BbIMNOSHAETCA U3 UHKPEMEHTasNIbHOWN,
andodepeHUmanbHOM M NoONHoOW pesepsHon konum BM. INMpu aTOM NpomnsBoanTCs BOC-
CTaHOBJIEHME MOCNeAHEero COCTOSHUA UM COCTOAHMA Ha Npeablayluin MOMEHT Bpe-
MEHU B Cllyyae OTKasa WCXOOHOW BUPTYyasibHOM MalUMHbL. JTOT rpouecc TpebyeTt
bonblle BPpEMEHN N pecypcoB, HO ob6ecrneymBaeT NOJIHYIO MPOM3BOAUTENBHOCTbL onepa-
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Mogynb Basis DynamiX Enterprise

LMiA BBOAA-BbIBOAA AUCKA.

Mpwn 3anycke 3agadn Ha BOCCTaAHOB/IEHWE BUPTYasibHOW MalUWHbI U3 pe3epBHON KOMnu
KnneHT PK ¢ ycTaHoBneHHbIM Moaynem DynamiX otnpasnseT API-3anpocbkl kK REST API
nHTepdenca nnatdopmbl BUpTyanmsauymm Basis DynamiX Enterprise no url-agpecy, yka-
3aHHOMY O/ 3HayeHuUsa napamMeTpa url KoOHourypauwmoHHoro ¢anna Moayns
Jopt/rubackup/etc/rb_module_dynamix.conf. B pesynbTaTe 3TUX 3anpoOCOB BbIMOMNHSA-
eTcs:

e €CNM napaMeTp BOCCTaAHOBEHUSA restore_to_original_vm vMeeT 3HadeHue true, TO
BbINONHAETCA NPOBEPKA Hannuma mncxogHom BM (B cnydae OTCYTCTBUA MCXOLHOM
6yneTt cosfaHa HOBas BUPTyalbHaa MalluMHa); NpoBepka €€ COCTOAHUA (BKIKOYEHa
Unn BbiKNtOYeHa), BM nepeBoguTcsa B cTaTyc stopped (ecnnm Ha MOMEHT BOCCTaHOB-
nenus BM szanyuweHa). [lanee AUCKN BUPTYanbHOMW MallWHbl U3 PEe3epBHON KOMUK
nepemMeLarnTCA B JIOKANIbHYO TOYKY MOHTUPOBAHUSA, MyTb K OUPEKTOPUM KOTOPOW
yKasaH B 3Ha4YeHun napameTpa local_backup_path, npu aToM pacrnakoBaHHble ¢annbl
AvnckoB BM cTaHOBATCA AOCTYMHbI Ha y3ne rmnepeusopa no nyTW, yKasaHHOMY B
3HadyeHun napameTpa hypervisor_backup_path;

e eCcqn napaMeTp BOCCTaHOBNEHUA restore_to_original_vm nmeeT 3Ha4deHue false, TO
npoBepka Hanmuma ncxogHon BM He BbinonHaeTcsa v 6ygeT cosgaHa Hosas BM,
Aaxke ecnu cywecTeyeT ncxogHas (opurnHanobHas) BM. Janee guckm BnpTyanbHON
MaLLWHbl U3 pe3epBHON KOMUN MepeMeLLaroTCAa B NNIOKaNbHYO TOYKY MOHTUPOBaHUA,
NyTb K AMPEKTOPUN KOTOPOWM yKasaH B 3Ha4YeHUU napameTpa local_backup_path, n Ha
NFS-pecypc, nyTb K GUPEKTOPUM Ha y3Nne rmnepsnsopa KOTOPOM yKasaH B 3HaUYEeHUN
napameTpa hypervisor_backup_path n NOMHOCTbIO BOCCTaHaBINBAOTCA B CO34aH-
HoW BM;

JlokanbHoe BOCCTaHOB/IEHME BUPTYaNbHbIX MawuH nnaTtdopMbl BUpTyanusaumm Basis
DynamiX Enterprise BO3MOXHO:

e B KOHCONM Ha y3ne knueHTa PK ¢ ycTaHoBneHHbIM MogynemM DynamiX nocpefacTBom
yTunnT rb_archives. lNMogpobHoe onncaHne paboTbl C YyTUAUTON NPUBEAEHO B LOKY-
MeHTe «YTUNUTbl KOMaHgHOM cTpoku RuBackup»;

e nocpencTtsoM MeHepxepa knneHTa RuBackup. logpobHoe onucaHue paboTbl C
yTUNUTON NpuBeAeHO B [OKYMeHTe «PykoBoacTBe nonb3oBatena RuBackup».

LleHTpannsoBaHHOe BOCCTaHOBMIEHME BUPTYasbHbIX MaWWH NnaTdopMbl BUPTYyanusa-
umn Basis DynamiX Enterprise BO3MOXHO TakXe nocpeacTtBoM MeHepykepa agMUHU-
cTpaTtopa RuBackup.

10.2. OnucaHue pa6oTbl ¢ AaHHbiMU B RBM

e PK gna ogHon BM no pacnucaHuto. [N BbINOMHEHMA pe3epBHOro KONMMPoBaHUA guc-
KOB OAHOW BUPTYasibHOM MalUWHbI MO pacnncaHmnio Heobxognmo:

o 3anycTuTb MeHepxep AgMuHucTpaTtopa RuBackup (RBM) (cMm. 3anyck MeHe-
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10.2. OnuncaHme paboTbl ¢ faHHbIMK B RBM

mkepa AoMunHucTpaTtopa RuBackup (RBM));

aBTOPM30BaTbCA C NpaBaMn agMUHUCTpPaTopa (CM. AyTeHTudunkal s nosb3oBa-
Tensa B RBM);

NpoBepUTb cTaTyC KnuMeHTa PK, Ha KOTOpoOM pasBépHyT mMopaynb DynamiX (cm.
CtaTtyc knmeHTa PK);

€Oo3[aTb U HacTpPOUTb NpaBuno (cM. CosgaHune npasuna rrnobankHoro pacnuca-
HISA) MOMHOrO PEe3epPBHOr0 KOMUPOBAHWUS O/ CO3[aHWUSI MIaHOBbLIX Pe3epPBHbIX
KOMWIA BO3MOXHO ABYMS Cocobamum:

» B pasgene «lnobanbHoe pacnucaHume», HaXaB KHOMkKy «[ob6aBuTtb» ©
HacTpouB co3fasaemMoe [1paBuno;

» B pasgenie «O6bekTbl», BblOpaB BkNagky «lpasuna» n Ha)xaB KHoMky «Jloba-
BUTbY;

o MpaBuNo AOMKHO UMETb CTaTyC «run» (3anyL,eHo) Ons BbiNOMHEHMSA
pPEe3epBHOro KOMMUPOBaHMS MO PacnucaHuto.

B pasgene «Ouepeb 3agay» OOCTYMHO OTCNEXMBaHME CTaTyca BbIMNOIHEHHbIX U
XO[, BbIMONIHAEMOM 33424 pe3epBHOro KonnposaHusa (cm. Pasgen 10.7);

B pe3y/ibTaTe BbINOJIHEHUSA 33[a4yM pe3epBHas Konua 6yaeT nepemelleHa B Xpa-
HUNMLLE, a eé MeTaaHHble AOCTYMNHbI B pa3aene «Penosntopuiny.

e PK gna rpynnel BM no pacnucaHuo. 1A BbINONHEHUA pe3epBHOro KOnuMpoBaHUA
rpynnbl BUPTYasnbHbIX MalMH NO pacnmMcaHno HeobxoanmMo:

]

3anycTutb MeHegyxep AgMuHucTpaTopa RuBackup (RBM);
aBTOPM30BaATbCA C NpaBaMu aAMUHUCTPATOPA;

NpoBepuTb cTaTyc kNueHTa PK, Ha KOTopoM pasBépHYT Moayfib DynamiX;
co3faTb U HAaCTPOUTb NocnefoBaTesNbHO:

» CTpPATErnto MOSIHOrO PE3epPBHOIO KOMUPOBAHMA [ANA CO34aHMSA MIaHOBbIX
pes3epBHbIX KONWi B pasgene «CTpaTernm», Haxas KHOMKY «[1o6aBuTb»;

= MpaBUNOo cTpaTerum anasa kaxgom BM B pasgene «Ctpaterum», Bbl4ennB HYX-
HYHO CTpaTeruvo U Haxkas KHonky «[llpasuna». [oBTOpPUTb CcO3haHWe npasuna
Ansa kaxpgomnm BM;

o MpaBnno OOMKHO UMETb CTaTyC «run» (3anyLeHo) A5 BbINOMHEHNS
pPe3epBHOro KOMUPOBAHWUS MO PAcMMCaHuIo.

B pa3gene «Oqepe,u,b 3afa4y» OOCTYMNHO OoTCNneXunBaHe CtaTtyCa BbINOJIHEHHbLIX U
X0[, BbINOJIHAEMOM 3a4a4 pe3epBHOro KONMpoBaHus;

B pe3ynbTaTe BbIMNO/HEHUA 3a4aun pPe3epBHble KOMUM BUPTYasbHbIX MalluH
6yaoyT nepemelleHbl B XpaHuWnuWe, a UX MeTafaHHble OOCTYMHbl B pasgene
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Mogynb Basis DynamiX Enterprise

«Penosntopuin».
e CpoyHoe PK. Cpo4HOe pe3epBHOE KOMMPOBaHWE BbIMOSIHAETCA A9 ogHon BM:
o 3anycTuTb MeHepxep AgmuHucTpaTtopa RuBackup (RBM);
o aBTOPM30BaTbCH C NpaBaMu agMUHUCTPATOPA;
o MPOBEPUTb CTaTyC kNneHTa PK, Ha KOTOPOM pasBEPHYT MoAyNb Dynamix;
o BbIMOJIHUTb CPOYHOE pe3epPBHOE KOMMPOBaHWE BO3MOXHO ABYMS criocobamu:

= ObICTPbIN AOCTYMN K QYHKLMN CPOYHOIO Pe3epPBHON0 KONMPOBAHWUA MO HaXaTuUro
Ha KHoMky «Cpo4Hoe PK» Ha BepxHen naHenn RBM;

» B pasgenie «O6beKTbI», Bblgenus KnneHTa PK, KOTopbIn ocylecTBNAET ynpas-
NeHue pe3epBHbIM KonmpoBaHueM BM, 1 HaXkaB NoABUBLLYIOCA KHOMKY «CpoY-
Hoe PK»;

o B paspene «Oqepe,u,b 3aga4yY» gOCTYMNHO OTCNeXnBaHNe CTaTyCa BbINMOJIHEHHbLIX U
X0[, BbINONIHAEMOW 3a4au pe3epBHOIro KONMMpoBaHUA,

o B pesysibTaTe BbINOJIHEHUA 3aJauyn pe3epBHas konusa BM byaeTt nepemelleHa B
XpaHunuuie, a e€ MetagaHHble JOCTYMNHbI B pa3gene «Penosutopuin».

e BoccTtaHoBneHne 13 PK. [1na BbINoMHEHNA BOCCTaHOBMEHNA BM 13 pe3epBHON Konuun
HeobxoamMmo:

o 3anycTuTb MeHepxep AaMunHucTpaTtopa RuBackup (RBM);

o aBTOPM30BaTbCA C NMpaBaMu agMUHUCTPaTOpPa;

o MPOBEPUTb CTaTyC kNneHTa PK, Ha KOTOPOM pasBEPHYT MoAyb Dynamix;

o B pasgene «Penosntopun» BbibpaTb PK 1 HaXkaTb KHOMKY «BoCcCTaHOBUTbY;

o B paspene «Oqepe,u,b 3aa4y» JOCTYMNHO OTCNeXnBaHNe CTaTyCa BbINOJIHEHHbLIX U
X0[, BbINONIHAEMOM 3a4a4 BOCCTAHOB/IEHUS pesepBHoPl KOMuu,

o B pe3ynbTaTe MNPOM3BEAEHO BOCCTaHOB/IEHME yAalleHHOW MU U3MeHEHHo BM
[0 COCTOSIHUSA, B KOTOPOM OHa 6blfla Ha MOMEHT CO3AaHuA Pe3epPBHOMN KoMuu.

10.3. Oco6eHHOoCcTU HacTpouku RBM pgnsa PK
BUPTYasibHOW MaLUUHbI

Mpwn BbINONHEHMN NMOBOro cueHapusa, onncaHHoro B nogpasgene Pasgen 10.2 HacTos-
LLero AOKYMEHTa, cnefyeT nNpu HacTponke npasui, cTpaTernin, BocctaHoBneHusa ns PK
B COOTBETCTBYHOLWMX MNONAX YKasaTb crefyroLwme gaHHble:

e B none «KnueHT» Bbi6paTb W3 BbiNagaroLwero cnucka nma knmeHta PK, Ha KoTopom
pasBEépHYT Moaynb Dynamix n npousseneHa HacTponka NFS-gupekTopuun, nogKito-
YEeHHOW K rMnepBun3opy, NpeaoCcTaB/ieEH CETEBOW AOCTYN K CepBUCY nnaTthopmbl BUP-
Tyanusauum Basis DynamiX Enterprise ¢ cooTBeTcTBytowen sepcuen API (cMm. [Npo-
rpaMmMHas cpega Basis DynamiX Enterprise);
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10.4. PesepBHOE KONMpoBaHue

B nosne «Tun pecypca» Bbl6paTb M3 BbiNagatowero cnmcka «DynamiXy»;

NPV HEO6XOAMMOCTM NPOM3BECTU TOHKYH HACTPOMNKY Moayns Dynamix;

B none «Pecypc» BbibpaTb BM, pesepBHasn konust KOTopon byaeT co3aaHa;

B none «Tun PK» Bbi6paTb «llonHoe», «MHKpeMeHTanbHoe» nnn «dndpdpepeHumnans-
Hoe».

10.4. Pe3epBHOE KONUpoBaHue

10.4.1. B MeHepxepe AgmuHucTpatopa RuBackup

3anyck MeHep)xepa AgMmuHuctpatopa RuBackup (RBM)

OKOHHOe npunoxeHne MeHegxep AaMuHucTpatopa RuBackup (RBM) npegHasHayeHo
AN agMUHUCTPUPOBaHUA cepBepHOW rpynnupoBkn RuBackup, Bknovaa ynpasneHue
KNneHTammn, rnobanbHbiM pacnucaHneM, XpaHUInWaMmn pesepBHbIX KOMUA U ApYyruMu
napameTpamm CPK RuBackup.

[na 3anycka MeHegkepa AaMUHUCTpaTopa RuBackup cnegyeT BbIMOMHUTL B TEPMU-
Hane KOMaHA4y:

/opt/rubackup/bin/rbm&

AyTeHTudukKauua nonb3oaTtensa 8 RBM

JlocTyn K cucTeMe pe3epBHOro KOMMPOBAHUS OCYLLECTBSETCSA Ha OCHOBE POJIeBOM
MOAENWN yrpaBieHns JOCTYMNOM.

[na ynpaBneHus pe3epBHbIM KonupoBaHnem BM nonb3oBaTenb AOMKEH ObiTb aBTOPU-
30BaH C nNpaBamMu cynepnonb3oBaTtens (AgMuHuctpaTtop CPK) mnn agMuHucTpaTtopa
(Monb3oBaTtenb CPK).

Mpn 3anycke RBM BaM noTpebyeTcsa nponTn ayTeHTUOMKaALUKO B AMANOrOBOM OKHe,
AOCTYynHOM nocre 3anycka RBM, gns atoro eeegute (PrucyHok 3):

« B none «msa cepeepa RuBackup» — ip-agpec nam nmsa ysna, Ha KOTOPOM PasBEPHYT
OCHOBHOW cepBep pes3epBHOro konuposaHma RuBackup;

e B nonsa «ma nonb3oBaTens» N «aponb» — yyéTHble gaHHble AgMuHucTpaTopa CPK
nnu Monbsosatena CPK (norvH n naponb);

e B none «Tun ayteHTUPuKayuum» — Bblbepute 6asy faHHbIX ON8 ayTeHTUdukKauum
YUYETHbIX AaHHbIX : RuBackup DB (6a3a gaHHbIx Postgresqgl (C uMeHeM No yMon4yaHuo
rubackup), cosgaHHas npu pasBeépTbiBaHUN cepBepa RuBackup, roe xpaHATcA gaH-
Hble YYETHbIX 3anucen nonb3osaTtenen RuBackup, nnn Domain Controller gns aBTo-
pu3aLmm C UCNOJSIb30BaHNEM YYETHbBIX faHHbIX LOMEHHOro nonbsosaTtena MS Active

23 1348




Mogynb Basis DynamiX Enterprise

Directory nnu ALD PRO.

RuBackup Manager

Wma cepeepa RuBackup

localhost|

Mma nons3osaTena

rubackup

Mapons

Tvn ayTeHTUdhuKaumm
RuBackup DB

Boitwn

PucyHok 3. [lnanoroBoe OKHO Ha CTpaHuue aBTopusaunm RBM

Crtatyc knueHTta PK

[nsa BbINOMHEHUA pPe3epBHOro KOonmpoBaHUA KnMeHT PK pgomkeH 6biTb aBTOpPM30OBaH
aAMUHUCTpPaATOPOM Ha ocHOBHOM cepBepe CPK RuBackup.

lNocne ycnewHon ayTeHTudmnkaumum B RBM gna onpepeneHus ctaTyca KnneHTa peseps-
HOro KOMUPOBaHUA OTKPOMTe pasgen «AOMUHUCTpUpOBaHMe», B nogpasgene «O6b-
eKTbI» BblbepuTe 6ok L «KnueHTbI».

B oTkpblBLWIEMCA OKHe ByayT oTobparkeHbl BCe aBTOPU30BaHHbIE KNMeHTbl PK 1 BbiBe-
AeHO coobleHne O HeaBTOPWU30OBaHHbLIX KNMeHTax PK, ecnu Takme CywecTBYHT B
NHOPACTPYKTYype pe3epBHOro KonmposaHua (PrcyHok 4), ¢ BbIBOAOM CNeayrLWmx gaH-
HbIX B TabNM4YHOM BUAE:

e ID - ngeHTnpmkKaTop KnueHTta PK;

e UMA — nm4 y3na, Ha KOTOPOM PasBEPHYT KINEHT PK;

e Tun OC - HanmeHoBaHue OC, ncnonbayemMon Ha knneHTte PK;

« EMkocTb XpaHunuua - obwmin pasmep xpaHunvwa B I'b;

e LleHTpanusoBaHHOe BOCCTaHOBJIEHUe — BK/toUeHa (1) unm BbikmodeHa (0) dyHKLUA
LLleHTPaNn30BaHHOrO BOCCTAHOBNEHUA AaHHbIX KMeHTa PK;

+ Bepcus — Homep Bepcum yctaHosneHHoro MO knneHTa PK.

24 n3 48




10.4. PesepBHOe KOMMpoBaHue

Mpn Hanuumn B UHOpacTpykType PK HeaBTOpU30OBaHHOro knueHta 6ygeT akTuBHa
KHOMKa (x HeasTopusosantbie kimerTsl | BpIBE@A,EHO YBEA,OMJIEHNE O KONMMYEeCTBEe HeaBTOpPM30-
BaHHbIX KTMEHTOB Ha NeBO BOKOBOMN NaHeN [ e

£ a4 @
= KAKeHTH
O dHEéNk MOHWUTOPWMHIa
P NobaeuTh  f HeaBTOPM30BAHHBIE KIWEHTHI i

) O6wextl

vID Wma MMS rpynnb Tun OC Cratyc EMKOCTE XpaHunWwLa LIeHTpanu3oBaHHoe BOCCTAHOBNEHWE Bepcwn

@ CTpaterim 2 server Mo group Linux I B CETH jl 10 true 2.1.1.60e832b

[E rnoBansHoe pacnucanme

E YaanéHHan pennukaums

E Penoautopwii
E] Ouepeas 3apau

epeepsl RuBackup

& AgmuHUCTpMpoBaHue

& 1 HEeABTOPUIOBAHHEE KNHEHTOR

PucyHok 4. OkHo «KnueHTbI» pasgena «AGQMUHUCTPUPOBaHUE»

AeTtopusayua knuenta PK

Ons aBTopusaumm knmeHTa PK HaxmnTte B okHe «KnmeHTb» (PUCYHOK 5) Ha BEpPXHEW
naHenu KHOMKy WUAM Ha yBegOMJIEHME O KOMIMYeCTBEe HeaBTOPU3OBaHHbIX K/IMEHTOB Ha
neson 60KOBOW MaHenu.

B oTkpbiBLIEMCA OkHe «HeaBTOpu3oBaHHble KnueHTbl PK» BbiBeAEH CMUCOK BCEX KNU-
eHToB PK, oxugarowmx asTopusauymm (PUcyHok 6) ¢ BbIBOAOM CNeAyHLWMX OaHHbIX B
TabnnM4yHoM BUaE:

o ID — npeHTNPUkKaTop knueHTta PK B cTpykType CPK RuBackup;

e UMA — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;

e Tun OC — HanmeHoBaHMe OC, ncnonb3dyemMon Ha ysne knmeHTta PK;

o AucTtpubbloTop OC — KoMnaHua-paspaboTunk OC, yCTaHOBNEHHON Ha y3ne Kin-
eHTa PK;

e MAC — ngeHTndmnkaTop CETEBOW KapTbl, NICNOJSIb3YyeMON KNMEHTOM PK;
e Ipv4 — ip-agpec y3na knneHTa PK, ncnonbsyembin npu nepegade fgaHHbIX Mo npo-
Tokony lpv4;
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e Ipv6 — ip-agpec y3na knneHTta PK, ucnonb3syemMbin Nnpu nepepgade gaHHbIX Mo npo-
Tokony lpve;

e HWID — yHK1KanbHoOe annapaTHOEe UMS MallWHbI, HA KOTOPOW pa3BEPHYT KNMNEHT PK;
+ MNMocneaHAs aKTUBHOCTb — MOC/IeQHAA aKTUBHOCTb KnneHTa PK;

o Bepcusa — HomMmep Bepcum yctaHosneHHoro N0 knneHTa PK.

“Ru £ a @

1 HEaABTOPWUIOBAHHLIY KNWEHTOR
(=]

3 MaHens MOHUTOPUHTa

O O6bekTsl

Wma Cratyc Twn OC AuctprbeioTop OC MAC IPvd IPwE HWID MocnegHaRA aKTWBHOCTE Bepcwa

E Crpaterim 2 client :scem :ﬁ Linux astra 52:54:00 10.7.6.7 fe80:5( d0c7373! 2024.08.22 11:00 2.1.1.60e8

E| rmo6aneHoe pacnucaHve
|E| YaanénHan pennukauyma
8 Penoantopwii

E] Ouepeap 3agau

E Cepeepel RuBackup

[ KypHans

& AgmuHncTpupoBaHne

el KNHEHTOE

PucyHok 5. OkHO «HeaBTopunsoBaHHble KnueHTbl PK»
1. Bb|6ep|/|Te HY>XHOro HeaBTOPM3OBaAHHOIO KJIMEHTaA N Ha>XMUTE CTaBLUYIO aKTUBHOW
KHOMKY & Aetopusceats « ABTOPU3OBaATbY».

2. B nosABmMBLUEMCA OKHe MOATBEPXOEHUA HaXMUTe KHOMKY «[da» ana npoaosKeHus
aBTopmu3aumn knneHTa PK.

3. Mocne ycnewHon aBTopusaL M HOBbIN KIMeHT PK ByaeT oTobpaxEH B okHe «Knn-
eHTbI» pasgena «AQMUHUCTPUPOBaHME» N B OKHe pasaena «O6bekTbl» (PucyHOK 6).
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‘\Ru £ a8 @

i ] 3agavn Mpaeuna Mpaswna cTpaTerum PenoznTtopuid YaanéHHan pennvkayma MnaH BOCCTAHOBNEHUA

88 Nanens MoHUTOpUHra

Tun Wima knveHTa P Pecype ID npasuna ID cTpaTervm ID pennvKaLuM

] O6wexTs
B Crparerum
08 pacnucaHve
A pennuKaLma
k';d Penozntopuin
E] Ouepeas 3apau

= Cepeeptl RuBackup

& AOMMHWMCTPHMPOBaHWe

PucyHok 6. OkHo pa3gena «O6beKkTbl»

Cos3paHue npasuna rno6anbHOro pacnucaHusa

[NA BbINOMHEHUA PerynapHoOro pes3epBHOro KoNnMpoBaHUe BUPTYasbHbIX MaLlUWH, Heob-
X0OMMO co3aTb NpaBusio B rnobanbHOM pacnmcaHmn. B cnydae rpynnoBbiX onepawui
MO>XHO TaK >X€& UCMOoJIb30BaTb CTpPaTeErnn pe3epBHOro KoOnMpoBaHMA.

[na cospaHus npaswuia rno6anbHoOro pacnmncaHna BbiNnONHUTE cneayrowne 0EeNCTBUSA:

1. Mepengnte B pasgen «O6bekTbl», BblbepuTe BKNagky «lMpaBuna» U HaXMUTe Ha
KHOMKY «[o6aBnTb» (PrucyHok 7).
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& 8 @

3apaqn Mpaewnna Mpaewna cTpaTeruv PenoznTopuia YnanéHHan pennvkauna MnaH BoCCT:

aHeNb MOHUTOPUHIA > No group e

= qQroup

WMmA rnoGansHOro pacnucaHng CraTyc WNmA knneHTa HWID Wma nyna EEEY

L] O6bekThl

CrtpaTerum

E rnobansHoe pacnucaHue
| Ynané&nuana pennukauws

= PenosuTopmii
7| Ouyepenb 3apay
B Cepeepbl RuBackup

[=] XKypHans

AQMUHUCTPUPOBaHNE

(O]

B  rubackup@localhost

PucyHok 7. OkHO BKknagku «Mpasuna» B pasgene «O6bekTbl»

2. B oTkpbiBweMcs okHe (PucyHok 8) pna HacTponkn PK BM BbINONHUTE HacTPOMKM
cosfaBaeMoro npasunia un wabnoHa rnobanbHOro pacnucaHns, HacTPOMKM KOTOPOro
pacnpocTpaHATCA Ha BCe npaswuna rnobanbHOro pacnmcaHus.

‘“Ru & a8 @

NoBaeuTe Npaexno rnofansHoro pacnucadua v/ MpumeHuTs

B2 NaHens MOHWTOpPUHra
Npasuna rnobankHoro pacnucaHus
o OfnexTwl

& crparerum NapameTpw npasuna

- Hassanwe npasuna
B rno6ansmoe pacnucanme

Knwent client (d0c737358a222¢65) v
=] BHHAA pennukauma

Twun pecypca DynamiX ~ -
8 PenoanTtopuii

Pecypc * 813 -
] Ouepeas 3agau Tun PK Nonwan h

E| Cepeepsl RuBackup

JononHATENEHEE NapaMeTpsl NPaBuna

= KypHans
EMKOCTE XpaHunua Inf ré
{2 AIMWHUCTPWPOBaHWe
EMKOCTE XpaHUNMLLE KIWEeHTa Inf ré
MpwopuTteT 100

3awmTtHoe npeobpasoBanne nocrypt
CKPMNT NPM HOPMaNEHOM BhINOAHEHUM

CHPHNT NPW BEINOAHEHWKA C oWwWKWbKaMu

... < *

CKPMNT NP BOCCTAHOBNEHUW

NoGaeuTe Npaeuno B wabnou

Wabnon rnobansHoro pacnucaxns

HacTponkn

PucyHok 8. OkHO co3gaHusa npasuna rnobanbHOro pacnmcaHnsa pesepBHOro KonMpoBaHms
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BbIinoNHUTE HAaCTPOWKM co3[aBaeMoro npasuna pe3epBHOro KONMpoBaHUS:
o NapaMeTpsbl npasuna (PucyHok 9)

MNapaMeTpe Npasuna
HaszsaHwe npasuna
KnuenTt client (dOc737358a222c65) o
Tun pecypca DynamiX e -
Pecypc * 813 -
Twun PK MonHas e

PucyHok 9. OkHO co3pgaHus npaeuaa rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHus.
HacTporika npasuna — NapamMeTpbl Npasuna

= B Nofie «kKnueHT» — KIMEHTa, Y KOTOPOro ecTb AOCTYMN NO ceTu K nnatopme
BUpTYyanusauunm Basis DynamiX Enterprise;

» B nosie «Tun pecypca» — TUN PE3EPBUPYEMOro pecypca 13 BbiNagaroLllero
cnucka — DynamiX. one copep>XWT [OMONMHUTENbHO TOHKUWE HACTPOMKMU
Mmoaynsa DynamiX, KOTopble MOXHO U3MEHUTb Ha)XaTUeM KHOMKMN ! (Pucy-
Hok 10).

Drymarmix

lacal_backup path

hypervisor backup path

FHAHEHWA NO YMONYaHWKD Ok

PuncyHok 10. OKHO TOHKMX HacTpoek Moaynsa DynamiX

o MapameTpbl 4OCTYMHbIE OS5 HACTPOWNKMN:

= none «local_backup_path» — nokanbHaa Touyka MoHTUpoBaHUA NFS-pecypca
Ha KNneHTe PK — nyTb OO0 AWMPEKTOPUKU, B KOTOPYHO OyayT nepeMeLleHbl
KOMUW OUCKOB BUPTYasibHbIX MalUWH A1 pe3epBHOro KONnMpoBaHus. Ecnu 3Ha-
YeHMe He ykKasaHo, To bygeT MCNosb30BaHO 3HaYeHMe JaHHOro napameTpa,
yKasaHHoe B KOHPUrypaumoHHOM danne Mopayns DynamiX
/opt/rubackup/etc/rb_module_dynamix.conf.
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» none «hypervisor_backup_path» — obwuin yganéuusin pecypc NFS — nyTb
A0 OVPEKTOPUM Ha y3ne runepsusopa, B KOTOPYH 6yayT nomeleHbl Konumn
ANCKOB BUPTYasbHbIX MalWwWH. ECnn 3HadyeHne He ykasaHo, TO ByaeT MCnonb-
30BaHO 3HA4YeHWe [aHHOro rnapameTpa, YKasaHHOe B KOHOUrypauuMoHHOM
danne mogynsa DynamiX /opt/rubackup/etc/rb_module_dynamix.conf.

= KHOMKa ouuaeT nonsA napameTpoB M MUCMONb3yeT

3Ha4yeHWs NapamMeTpoB, YCTAHOB/IEHHbIE B KOHOUTypaUNoOHHOM daiine Moayns
DynamiX /opt/rubackup/etc/rb_module_dynamix.conf.

= B rnone «Pecypc» — HaXXMUTe KHOMKY U BblbepuTe B pa3BepHYBLUEMCSH OKHe
BM, ona kotopom 6ypeTt cos3gaHo npaswusio rnobanbHOro pacnuvcaHusa, us
CMUCKa AOCTYMHbIX Ha nnatopme BupTyanmsauum Basis DynamiX Enterprise;

= B none «Tun PK» — JOCTYNHO NOMHOE, MHKPEMEeHTanbHoe 1 anddpepeHunans-
HOe pe3epBHOE KOMMPOBaHUE;

o [OMOSIHUTENbHbIE NapaMeTpbl Npasuna (PucyHok 11):

= B none «EMKOCTb XpaHMAMWLA» YKaxnTe MaKCcUMasbHbIi pasMep nyna Ans
XpaHeHusa PK, cosgaHHbIX Mo AaHHOMY npaBuy. 3HaYeHue Mo YMOJIYaHMIo.
[aHHbIN NapaMeTp OOCTYMNeH, eCNu B HacTpomkKax rnobanbHOM KOHOUrypaunm
aKTUBUPOBaH nepektoyaTenb «OrpaHnvyeHns éMKOCTU A rnobanbHOro pac-
nnucaHuna»;

= B none «EMKOCTb XpaHWNMLLA KAMEHTa» YKaxuTe MaKCUMarbHblii pasmep
XpaHunuwa Ttekyuwero knuneHta PK. [aHHbIN napamMeTp LAOCTYMNEH, eCciin B
HacTponkax rnobanbHOM KOHOUrypauum aKTUBUPOBaAH NepekoYvaTenb
«OrpaHnyeHnsa EMKOCTU AJ15 KITMEHTOBY;

= B none «Mpuoputer» MoxXeT cofepxaTtb 3HayeHne oT 100 go 1000. Yem
BbllLe 3HAYEHNE, TEM BbILLE NPUOPUTET BbINOSIHEHMA NPaBuUna;

» B Nosie «3awWuTHOE npeo6pasoBaHue» MO YMOJYaHMIO BbI6paHO 3Ha4yeHue
«nocrypt» - 6e3 ncnonb3oBaHMsa 3aWMTHOro npeobpasosaHmsa PK. B cnydyae
Bbl6opa anropnTtMa 3alWmnTHOro npeobpasoBaHna CMOTpPU TabnmLy:

Tabnvya 3. ANropuTMbl 3aLMTHOIO NpeobpasoBaHus, AOCTYMHbIe B yTuanTe rbfd

Anroputm MopnepxuBaemas ANvHa MpumeyaHue
KJlouya, out

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKW HaLMOHasbHbIN
cTaHpapt ACTY 7624:2014

Kuznyechik 256 Poccuinckuin HaumoHanbHbIN
cTtaHgapT FOCT P 34.12-
2015
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Anroputm MopnepxveaemMas AoNvHa MpumeyaHue
KJova, 6uTt

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknim HaLMoHanbHbIn
CTaHdapT gna 6ecnpoBof-
HbIX ceTeWn

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

» B nosie «CKpPUNT NP1 HOPMaJIbHOM BbINOJIHEHUU» YKAXNTE NyTb Pacnonoxe-
HUS ckpunTa npwn HOpPMaJsibHOM BbINMOSIHEHNN PK
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpuUNT He BXOAUT B KOMMMEKT
NOCTaBKM W ABNAETCA L[OMNONHUTENBHOM OMNUMOHANbHON BO3MOXHOCTbHO,
co3[aHne KoTopon obecneuymBaeT 3akasuuk. MNogpobHoe onncaHne aprymMmeH-
TOB CKpunTa NnpueeneHo B PyKoBOACTBE CUCTEMHOIO agMUHUCTPATOPA;

» B rnosie «CKpUNT Npu BbIMOJIHEHUMN C OLUMGKAMMU» BbINONHEHUU» YKaXUTE MyTb
PaCcnooXeHUA cKpunTa npu BbIMNOSTHEHNN PK C oLnobkom
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpUNT He BXOAUT B KOMMMEKT
NOCTaBKM W ABMASETCA AOMNOMHUTENbHOM OMUMOHANBbHON BO3MOXHOCTbH,
cosfaHune KoTtopon obecneyvmBaeT 3akasuuk. [logpobHoe onncaHne aprymeH-
TOB CKpunTa NpusefeHo B PyKoBOACTBE CUCTEMHOIO agMUHUCTPATOPA;

» B rofle «CKpPUNT NpU BOCCTAHOBJMIEHUMU» YKaXUTE MyTb pPaACMONOXEHUS
cKkpunTa BoccTaHoBneHus PK /opt/rubackup/scripts/Bawi_ckpunt.sh. Ckpunt
He BXOOMUT B KOMMJIEKT NOCTaBKM N ABNAETCA AOMNOSHUTENbHOM ONLNOHaNbHOWN
BO3MOXHOCTbH), CO3[aHMe KOToponm obecneudmBaeT 3akasuuk. [logpobHoe
ONMuUCaHMe aprymMeHToOB CKpunTa npuBegeHo B PyKoBOACTBE CUCTEMHOrO
afMUHUCTpaTOpPa;
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,ﬂ,DI'IDFIHI.-"ITEHhHhIE napaMeTpel Npaelkna

EmMKOCTb XpaHnnuwia Inf re
EMKOCTL XpaHWnuwWa KnueHTa Inf ré
MpuwoputeT 100

3awwnTHoe npecbpazoeaHne nocrypt

CKpunT NPY HOPMaNEHOM BeINOMHEHWW
CkpynT NpW BeINONHEHWW C OWWBKamM®n

CKpMNT NpWM BOCCTAaHOBNEHWMN

PucyHok 11. OKHO co3gaHus npaeusa rnobanbHOro pacnmcaHus pe3epBHOro KonmpoBaHus.
HacTpovika npaBuna — [lononHMTeNbHbIE NapaMeTpbl NpaBuia

BbinonHnTe HacTponku wabnoHa rnobanbHOro pacnmcaHma, NPUMeEHAEeMble KO BCEM
npasunam rnobanbHOro pacnmcaHus:

o B 6noke «HacTpomnku (PrucyHok 12):

HacTpoiku
BknioYnTe Nocne cosgaHnsa
Nyn Default
Ha4ano nepnoga gercTeMA 10.06.2024 16:40

OkoHYaHWe nepvoaa gedctena | 10.06.2025 16:40

Obwme HacTPoOMKKN Mogyns

Im<6

PucyHok 12. OkHO cosfiaHuA npasuna rnobanbHOro pacnucaHusa pes3epBHOro KONMpoBaHUS.
HacTporka wabnoHa — HacTpoiku

» «BkmounTb nocne cosganusa». Npn akTMBaLUKN NepekoYaTens co3fgaHHoe
npaBuno 6ygeTt MMeTb CTaTyC «run» (3anyueHo). Ecnu nepeknoyaTtenb nepu-
04MYecKoro 3anycka feakTMBMPOBaH , TO CO3faBaeMoe NpaBuo He cosgacT
3a/a4 pe3epBHOro KONMpPoBaHUS 1 ByaeT UMEeTb CTaTyC «wait»;

= B none «Myn» BbibepnTe AOCTYMHbIA NyN ANA XpaHeHus konuin PK;

= B none «Hayano nepuopa pelcTBUA» YKaXuUTe Havano nepuvoga OencTeus
CO3/4,aBaeMOro npasua pe3epBHOro KONMPoBaHUA, HaXaB KHOMKY U BbiGpas B
OTKpPbIBLLEMCSA KaneHaape AaTy U BpeMs Havyana nepuopa 3anycka cosjaBae-
MOTO MpaBu/ia Pe3epBHOro KONMPOBaHWS;

= B nosie «OKOHYaHUe nepuoaa AEeNCTBUA» YKaXUNTE OKOHYaHME nepuoga aen-
CTBUA CO3[aBaeMoro npasufia pPes3epBHOr0 KOMUPOBAHUA, HaXxaB KHOMKY W
BblbpaB B OTKpPbIBLWIEMCA KaneHpape faTty M BpeMsa OKOHYaHWA nepuopda
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3anycka co3gaBaeMoro npasufia Pes3epBHOr0 KOMMpoBaHWs. Mo yMONYaHuo
CPOK AencTBuA NpaBuna coctaenseT 1rof C MOMEHTa ero co3faHus;

» KHOMKa  [EEHVEREGLILGRIMIATEN  npefocTaBnfaeT  napameTpbl  Afs

HaCTPOMKN MHOrOMOTOYHOIrO Pe3epBHOro KonuposaHuA. OnncaHne napamer-
pOB NMpuBeaeHo B pasgene [Nnasa 13

o B 6noke «Pacnucanue» (PucyHok 13):

» B none «Mepuogunueckuii 3anyck» onpenennuTb TUMN 3anycka co3gaBaemMoro
npasuna. Mpu akTUBAUUW MON3yHKa MEepMOOMYEcKOro 3amnycka YKaxuTe B
MUHYTax 4Yepes Kakoe Bpemsa OyaeT BbIMONHATbCA CO34aBaemMoe MNpaBuio.
Ecnn nonsyHok nepuopmyeckoro 3anycka [[eakTUMBMPOBaH , TO HacTpounTe
KPOH-Bblpa)keHne, yKasaB AaTy U BpeMsi MHTepBana BbINOMIHEHNS CO3aBae-
MOro npaswuna;

PacnucaHue
BeiGpaHo: KpoH-BeIpaXKeHe 0 0 1 * *
MNepuoavyecknid 3anyck
MuHyTa

Yac

olole

JeHb mecaua
Mecay,

[eHb Hegenu

PucyHok 13. OKHO co3faHus npaBunaa rnobanbHOro pacnmcaHns pesepBHOro KONMpPoBaHKS.
HacTponka wabnoHa — [LlononHuUTenbHble NapaMeTpbl Npasunia

o B 6noke «MNpoepka» npu akTmBauum nepeknodatens @ [ocTynHa HacTpoWika
NepuogNYHOCTN NPOBEPKN apXMBOB pe3epBHbIX Konui (PrcyHok 14):

» B nosie «MpoBepku pesepBHbIX KONUI» YKaXnte NepuoanyHoCcTb NPOBEPKU
pe3epBHbIX KOMUK. 3TO AEeNCTBME UHULMUPYET COo3faHve 3afadu npoBepKu
pes3epBHOU Konuu — undposon nognucu n pasmepa ¢annos. Ecnn pesepBHas
Konusa 6bina nognucaHa uuopoBon NOANUCHID, TO ByaeT NPOBEpPEH pasmep
dannoB pe3epBHON KOMUKU N CaMa pes3epBHaa Konusa. Ecnu pesepBHaa Konus
He 6blsla nognucaHa unepoBon Noanucbro, To ByaeT nNpoBepeH TOSbKO pas-
Mep ¢annoB pesepBHON Konun. B cny4dae, ecnu npoBepka pesepBHbIX KOMUi
He TpebyeTcsH, TO AeaKTUBUPYNTE NepekntoyaTesb B TEKYLLEN CTPOKe
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Mpoeepka

MNpoBepKa pe3epBHbIX KOMWA KaX oble ()

1 +  Mecsues v

PucyHok 14. OkHO cosfaHns npasuna rnobanbHOro pacnmcaHusa pesepBHOro KONMpoBaHUS.
HacTpowka wabnoHa — lNposepka PK

o B 6/10Ke «CpoK XpaHeHus» (PrncyHok 15) yKaXKnte CKONbKO OHEWN, Hefenb, Mecs-
LeB NN NeT XPaHUTb pe3epBHble KONUK, NoNydYeHHble B pe3yibTaTe BbINONHEHUS

npasumna,
Cpok XpaHeHWs
ApPaHWTb pe3epBHbIe KOMWW B TEYEHWE ()
1 + Net w

PucyHok 15. OKHO co3gaHua npasmna rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHUs.
HacTpolika wabnoHa — Cpok xpaHeHusa PK

o B 6noke «Pe3epBHble Konuu» (PrcyHok 16) npu aktmeauum nepeknodatens @D
BO3MOXHa HacTpoiiKa nepeMeLLeHNss pe3epBHbIX KOMUIA, NONYYEHHbIX B pe3yb-
TaTe BbINOMIHEHMSA NpaBuna:

» C YKazaHHOW NepunogmnyHOCTbIO;

= B NyJl, LOCTYMNHbIA N3 pacKpbiBarOLWeroca Cnmcka,

PesepBHble KONKWK

MNepeMecTTb B NyN Yepes

PucyHok 16. OkHO cosfaHusa npasuna rnobanbHOro pacnncaHusa pesepBHOro KONMpoBaHus.
HacTponka wabnoHa — PK

o B 6noke «YcTapeBlUMe pPe3epBHble KOMUM» HEOOXOAMMO onpenenuTb OeNCTBUS
nocne NCTEYEHNA CPOKa XPaHEHUA pe3epBHbIX KOMUI, NOYYEHHbIX B pesynbTaTe
BbINONHEHMA Npasuna» (PrcyHok 17):

» akTuBmpyiTe @D nepeknoyaTtens «ABTOMaTUuYecKoe yaaneHue» N8 yna-
NEeHNss pesepBHbIX KOMUIA MO OKOHYaHUKD onpeaenéHHoro B npaBuie cpoka
XPaHeHust UNN AeakTUBUPYITE NepekoyaTenb , €CNN ypaneHve peseps-
HbIX KOMWIA He TpebyeTcs;

» B NoJie «YBeQOMAATb» HAaCTPONTE KakMe agMUHUCTPATMBHbIE Fpynnbl 6yayT
yBefoMJieHbl 06 UCTeUYeHMM CpoKa AeACTBUSA pe3epBHbIX KOMWIA;

» B Nofle «KNMeHT MOXeT yAanuTb pe3epBHbie KOMUU 3TOro npaesuna» akTu-
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10.5. CpoyHoe pesepBHOE KONMpoBaHue

Bl/lpyI7ITe nepekno4yaTesnb ‘:) Ona paspeweHna KIneHTy PK yAannTb yCTa-
peBlne pe3epBHble KON WU ,El,eaKTI/IBI/IpyIZTe nepekn4yaTtenb ons
pa3pelleHnsa Ha yganeHne pes3epBHbIX KOMNUN TOSIbKO Ha cepBepe,
yCTapEF}IlJME PEZEPEHBIZ KONWK
ABTOMaTMYECKOS yaaneHne
YeepomnaTe  MNobody ~

KNWeHT MoMeT yaannTe pe3epeHble KONWK 3TOoro npaesuna Q

PucyHok 17. OkHO co3gaHusa npasuna rnobanbHOro pacnmcaHmua pes3epBHOro KOMMPOBaHUS.
HacTporika wabnoHa — YcTapeswue PK

o B 6roke «YBepgomneHus» (PrcyHok 18) gNsa yKasaHHbIX COObITUA M3 BbiNagaro-
LLLero cnucka onpeaennTe rpynny nosb3oBaTenien, KoTopaa bynoeT yBegoMNeHa B
cnydvae npowusolwleawero cobbiTna. B none «E-mail CC» MoXHO BBECTM NO6oN
afpec 3N1eKTPOHHOM NOYTbl 419 0COO0ro yBeAoOMNEHUS;

YeenoMneHWA
HopmaneHOe BEINOAHEHKWE Nobody W
BeinonHeHwe ¢ ownbroi Nobody A
[MpoBepKa pe3epBHOR KOMWK Nobody v
OxoHYaHve OelncTEMA Npasuna Nobody g
OKoH4YaHwWe EMKOCTW XxpaHunuwa  Nobody W

PucyHok 18. OKHO co3faHuA npaswuia rnobanbHOro pacnmcaHua pesepBHOro KOnMpoBaHus.
HacTponka wabnoHa — PK

3. lMocne HacTpoOWKK Npasuia HaXXMUTE KHOMKY «PUMEHNTb» ANA coxpa-
HEeHMA HaCTPOEeK NpaBuia Pe3epBHOro KOMMPOBaHUS.

CospgaHHoe npaBuno 6ypeTt OOCTYNHO ONA pefakTUPOBaHUA U U3MEHEHUS cTaTyca
(«3anyweHo» nnn «oxngaeT») B pasgene «nobanbHoe pacnucaHme».

10.5. CpouyHoe pe3epBHOE KONMUpPOBaHUe

Cpo4HOe pesepBHOE KOMMpOBaHMe Mo3BOJAET eANHOPas3oBO CO34aTb MOJSIHYO pes3eps-
HYtO Konunto BM, He Ha3Ha4yasa npasuo NO pacnncaHuo.

1. BbinonHeHNe CPOYHOro pe3epBHOro KonmposaHWsa B RBM BO3MOXHO OCYLECTBUTb
ABYMs criocobamu:

o nepentn B pasgen «O6beKTbl», BblAenUTb KveHTa PK, ocyuwecTenstoliero
ynpaBfieHMe pes3epBHbIM KOMUPOBaHMEM BUPTYasnbHbIX MalWH, W HaxaTb
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Mogynb Basis DynamiX Enterprise

NOSIBMBLLYHOCS| KHOMKY & «CpoyHoe PK»;

o
Ha)xaTuMeM Ha KHOMKY Ha BepxHeun naHenu RBM kHonky & «CpoyHOe PK».

2. B OTKpbIBLUEMCS OKHE NMPOU3BEANTE HACTPOKNKY NapamMeTpoB (P1CyHOK 3):

Cpoumoe PK

88 Narens moHuTOpUHra

Knnewt client (d0c737358a222¢65)
] O6nektsl

v
= Tun pecypca DynamiX v -
Bl crpareruu

pecrpe oz 1

[E rnebansHoe pacnucatme
ADXMBHDOBAHKE

HHas penivkalns Tun PK Nonwan .

& Penoautopwit Myn Default

E] Ouepeas sagau 3awuTHoE NpeobpasosaHue  nocrypt ~
¥

) Cepsepe: RuBackup Mpwopurer 100

CpoK xpaHeHna 1 + Ner v

OBLume HACTPOKI MOAYAR

£ AaMuHUCTPUpOBaHUE

PucyHok 19. OKHO HacTpolikn CpOYHOro pe3epBHOro KONMPOBaHUS

o B none «KnueHT» — KNMeHTa, y KOTOPOro ecTb AOCTYN N0 CETU K pecypcam nnat-
dopmMbl BUpTYanmsaumnm Basis DynamiX Enterprise;

o B rnone «Tun pecypca» — TUMN pPe3epBUMPYEMOro pecypca W3 Bbinagarollero
cnucka — DynamiX. None cofep>XXuT LONOMHUTENIbHO TOHKUE HAaCTPONKU MOAYNA
DynamiX, KOTOpble MOXHO U3MEHUTb HaXXaTUeM KHOMKM ! (pncyHok 4).

Dymarnix

local_backup_path

hypervisor backup_path

JHAYEHWA NO YMONYaHHIO

PucyHok 20. OKHO TOHKUX HacTpoek moaynsa DynamiX
MapamMeTpbl 4OCTYMNHbIE A1 HACTPONKN:

= napameTp local_backup_path — nokanbHafa Toyka MOHTUpoOBaHUA NFS-
pecypca Ha knneHte PK — nyTb 40 AMPEKTOPUKN, B KOTOpOM Moayb DynamiX
OXupaeT MNoABMEHNA KOMUW AWUCKOB pe3epBUpYyeMON BUPTYanbHON MaLUUHbI.
Ecnu 3HayeHne He ykasaHo, TO 6ygeT UCrnonb3oBaHO 3Ha4YeHWe JaHHOro napa-
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10.5. CpoyHoe pesepBHOE KONMpoBaHue

MeTpa, YKasaHHoe B KOHOuUrypauumoHHoM d¢anne wmoayns DynamiX
/opt/rubackup/etc/rb_module_dynamix.conf.

» napameTp hypervisor_backup_path — obwunin yganéHHoin pecypc NFS —
NyTb 0O AWPEKTOPUM Ha y3ne runepsmsopa, B KOTOPYHO OyayT MOMELLEHDI
KOMUW OWUCKOB BUPTYasibHbIX MalWH. Ecnyv 3HayeHne He ykasaHo, To 6yger
NCNOMb30BaHO 3HaYeHWe AaHHOro napamMmeTpa, yKasaHHoe B KOHOUrypaumMoH-
HoM ¢danne moayna DynamiX /opt/rubackup/etc/rb_module_dynamix.conf.

= KHOMKa ouuwaeT NonA napaMeTpoB M UCMONb3yeT

3Ha4yeHnsa NapamMeTpoB, YCTaHOBMIEHHble B KOHOUTypaLMoOHHOM ¢anne Moayns
DynamiX /opt/rubackup/etc/rb_module_dynamix.conf.

o B none «Pecypce» — Haxmute kHonky [ v BbiGepuTe B pasBepHYBLIEMCA OKHe
pecypc pesepsupyemon BM;

o akTuBupynTe @) nepeknoyaTenb « ApXUMBUPOBaHUE» A1 KONMPoBaHus BM, eé
apXMBUPOBAHMA U yaaneHua LeneBon (MCXO4HOM) BMPTYanbHOW MalUUHbL. [pu
aKTMBaUWM OaHHOro nepeknoyaTena U NpUMeHeHUsa BCeX HacTPOeK CPOYHOro
pe3epBHOro KonnmpoBaHWA OyaeT BbiIBEOEHO OKHO MOATBEPXAEHUS C npegynpe-
XAeHneM o6 yganeHuu ueneson BM nocne apxvBnpoBaHUA.

HaHHbIN yHKLMOHaN nones3eH B CUTyaL UK, KOrga He Hy>eH 4yacTbln gocTyn K BM
(honroBpeMeHHoe XpaHeHue);

o B none «Tun PK» — OCTYNHO MOJIHOE, MHKPEMEHTalnbHoe U aAnddepeHLmanbHoe
pe3epBHOE KOMMpPOBaHue;

o B none «Myn» M3 pacKpblBaloLWEerocss cnvMcka BblGepuTe AOCTYMHbIA Nyn Ofs
COXPaHeHUA pe3epBHON Konuu;

o B nofe «3auwuTHOE npeobpasoBaHMe» MO YMOAYaHWIO BbIGpPaAHO 3Ha4YeHue
«nocrypt» - 6e3 uCnonb3oBaHUA 3aWMTHOro npeobpasosaHua PK. B cnyvae
BblOOpa anropmTtMa 3almnTHOro npeobpasoBaHmsa cM. Tabnuyy:

Tabnuua 4. ANropuTMbl 3alMTHOI O Npeobpas3oBaHuns, 4OCTYNHbIE B yTUanTe rbfd

Anroputm Moppepxusaeman AonuHa Mpumeyanue
KJloua, ouTt
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpauHCKMN HaLMOHasbHbIR

cTaHgapT ACTY 7624:2014

Kuznyechik 256 Poccuiickuin HaunoHasnnbHbIN
cTtangapt FOCT P 34.12-2015

MARS 128, 256

37 n3 48



https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik

Mogynb Basis DynamiX Enterprise

Anroputm MopnepxveaemMas AoNvHa MpumeyaHue
KJlova, ouTt

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Knutanckunim HaunoHanbHbI
CTaHAapT gna 6ecnpoBoOgHbIX
ceten

Speck 128, 256

Threefish 256, 512,1024

Twofish 128, 256

o B none «MpuoputeT» MoXeT copgepxaTb 3HayeHue ot 100 go 1000. Yem Bbiwe
3Ha4yeHue, TeM Bblle NPUOPUTET BbIMOJSIHEHUA MPaBUna;

o B nosie «<CpOK XpaHEeHUR» yKaXXuTe CKOJSIbKO AHEeN, Hepdenb, Mecsaues unu net
XPaHUTb pe3epBHble KOMUKU, MOJSIyYEHHYHO B pesysibTaTe BbIMNOSHEHUS CPOYHOro
PK;

o KHonka (EEHUEREIGLELUNITAEER npeqocTaBNseT napaMeTpbl AN HAaCTPOMKM

MHOIrONOTOYHOIro pPe3epBHOro KonmposaHusa. OnucaHne napamMeTpoB NMpuBeneHoO
B pasgene [naga 13.

10.5.1. CpouyHoe pe3epBHOE KONMMpoBaHue No npasuny

B ToM cnyvyae, ecnu Heob6xoAUMO BbIMOSIHUTL CPOYHOE pPe3epBHOE KOMMpoBaHME Mo
CO34aHHOMY npaBuny rnobanbHOro pacnucaHus:

1. Mepengute B pasgen «nobanbHoe pacnucaHmner.

2. BblgenuTe Hy>HOe npasuno.

3. BblzoBMTE MpPaBOA KHOMKOW MbIM KOHTEKCTHOE MEHIO U HaXXMWUTe «BbINOAHUTbY»
(pncyHok 5).
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10.6. BoccTaHOBEHNE AaHHbIX

HNobasnTh

KnoHupoBaTb
PefakTUpOBaTb
MNprocTaHoOBUTL
BbINOMHUTH
Yaanute

MNepeiTH K...

PucyHok 21. 3anycK CpOYHOro pe3epBHOro KONMPOBaHUA NO NpaBuy rnobanbHOro pacnmcaHus

4. TpoBepbTe XOA BbIMNOMHEHUA PE3EePBHOr0 KOMUPOBAHUSA MOXHO B OKHe «Ouepefpb
3agay» (pucyHok 6).

‘“Ru & a4 @

[ Yoanute v iE]

ID npaeuna ID cTrpaTerin ID pennukaLmuu HMma myna

1 Backup local client Done Dynamix 38 o ] ] Default

£ AaMWHMCTpUpOBaHKe

PucyHok 22. OkHO oyepean 3agau

MNpy ycrewHoM 3aBepLleHUN pPe3epBHOro KOMUPOBaHUA COOTBETCTBYKOWAsA 3ajada
nepenpet B cTaTtyc «Doney.

10.6. BoccTaHoBNEeHUe Al aHHbIX

CucTtema pesepBHOro konuposaHua RuBackup npegycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHUA PE3epPBHbIX KOMUN KakK CO CTOPOHbI knneHTa CPK nocpeacteoM MeHe-
oXxepa knmeHta RuBackup, Tak U co CTOpOHblI agMuHucTpaTtopa CPK. B Tex cny4as,
Korga LeHTpanM3oBaHHOE BOCCTAHOB/IEHNE PE3EPBHbIX KOMUA He XenaTesbHOo, Hanpu-
Mep Korga BOCCTAHOBJ/IEHME [LaHHbIX ABMSAETCHA 30HOM OTBETCTBEHHOCTU BfnagesnbLa

391348




Mogaynb Basis DynamiX Enterprise

KJIMEHTCKOM CUCTEMbI, 3Ta QYHKLMOHANBbHOCTb MOXET ObiTb OTK/OYEHA Ha KIIMEHTE
(cM. «PyKoBOACTBO CUCTEMHOro agMuHuUcTpatopa RuBackup»).

[nA LeHTpann3oBaHHOro BOCcTaHoBeHUA BM Ha knneHTe PK:

1. B RBM nepengute B pasgen «Penosntopuin».

2. BbibepuTe B OTKPbIBLLIEMCHA OKHe TpebyeMyto pe3epBHYHO KOMWUIO, HaXXMUTE Ha Hee
NpaBoOM KHOMKOW MbIWN W BblbepuTe B KOHTEKCTHOM MeH «BOCCTaHOBUTb»
(pycyHke 7) unu Haxxmute KHonky =l «BoccTaHoBUTBY.

BOCCTAHOBMTH
NpoeepuTs
KonuposaTh
NepemecTuTs
XpaHuTh 10

YoanaTe

NepeATv K...

PucyHok 23. OkHo pasgena «PenosnTtopuin». BocctaHoBneHne PK

3. B OTKPbIBLUEMCS OKHE LIeHTPann30oBaHHOro BOCCTaHOBNEHUA (prcyHKe 8) npencTas-
neHa cnepytouan nHGopMaLmns 1 BO3MOXHOCTU:

o MHOOPMaUMA O pe3epBHOW KOMUW. [JaHHbIN B6SIOK COOEPXWUT HEeU3MeHAEeMYyHo
NHGopMaL MO O pe3epBHON KoNuu;
o MeCTO BOCCTaHOBNeHUA. B faHHOM 6110ke HeobXxogMMOo onpenennTb:

= B nNosne «BoccTaHOBUTb Ha KJIMEHTe» BblbepuTe U3 BbiNagatollero crnucka
KnneHTa PK, KOTopbI MMeeT ceTeBOM AOCTYN K nnatdopme BUpTyanusauumm
Basis DynamiX Enterprise;

= B none «KaTtanor pacnakoBKM» YKaXXuUTe BpPeMeHHbI KaTanor ANnA pacna-
KOBKW pe3epBHON KONuu;

» MOJIOXEHME nepekoyaTensa B none «BocCTaHOBUTb Ha LLe/IeBOM pecypcer.
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10.6. BoccTaHOBEHNE AaHHbIX

Ecnu nepeknoyaTenb AeakKTUBMPOBaH , TO pe3epBHasa Konus 6yaeT pac-
NnakoBaHa B JIOKaNbHbIA KaTanor, BbibpaHHbI nonb3oBaTteneM. Mpu akTuBa-
uun nepexkmoyvatens @ PK Takxe 6yaeT pacnakoBaHa, Aanee AencTBUS
6yayT BbINOMIHEHbI B COOTBETCTBUM C MOJIOXEHMEM MepeKkoyaTens
restore_to_original_vm (B TOHKUX HacTporKax Moayns);

LleHTPANUIOBAHHOS BOCCTAHOBNEHUE " MpuMernTS

WHDOpMaUna O pe3epeHOn KONUK

Wma xocTa: client
2t HWID: d0c737358a222c65
El no6ansHoe pacnucadne Tun pecypca: DynamiX
[l Yaanénman pennukaupmn Pecypc: 381
B PenoauTopuii Nya: Default
= Tun PK: full
E] Ouepeas 3agau

Cosnano: 2024.08.22 11:31:59
E‘ EE A BOCCTaHOBMTE LIENOYRY: 1
[l Kypras WMz npasuna:
£ AIMMHUCTPUPOBaHWE CraTyc PK: Not Verified

MecTo BOCCTAaHOBNEHWA

BOCCTAHOBUTE HA KNNEHTA: client (d0c737358a222¢65) v
Kataner pacnakoekm: * () -
MNapamMeTpbl BOCCTAHOBASHWA ANA MOAYA: DynamiX -

BoccTaHoBMTE Ha Lenesom pecypee: (D)

Ofume HACTRORKKU MoaYyNs

I paHyNAPHOE BOCCTAHOBNEHME
[o6aBUTE 06BeKThI
T paHyNApPHOE BOCCTAHOBNEHNE B HACTOALIEE BPEMA OTKNIDHEHD.

YTobbl BKAKYUTE MPaHYNAPHOE BOCCTaHDBNeHUE, fobaBkTe HeoblxXoAUMEIE DAL U3 3TOR
pe3epBHOR KONUKM, HAKAB KHONKY «[06aBuTL OB LeKTEI»

PucyHok 24. OkHo LleHTpannsoBaHHOro BocctaHoBneHns BM

= B MoJie «I'Iapameprl BOCCTaHOB/NEeHUA OANA MoaynAa» OOCTYMNHbl TOHKUe
HGCTPOVIKM Moaynsa DynamiX, KOTOpble MO>XXHO USMEHUTb Ha>XXaTuem KHOMKN

B (ovcyHke 9).
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Mogynb Basis DynamiX Enterprise

Dynamix
Mcnons2oeaTe HACTRORKEKW NO YMONY3HWD

restore_to_original vm (1)
local_backup_path (1)

hypervisor_backup_path ()

PucyHok 25. OkHo «[NapameTpbl BOCCTaHOBMEHUA s Mogyns DynamiX»

MNpn peakTMBaLum nepeknoyaTens «UAcnonb3oBaTb HACTPOWKMU MO
yMon4yaHuo» 6yayT AOCTYMHbI creylowme napaMmeTpbl TOHKOM HaCTPOMKU
Moayna DynamiX:

» akTmeupyinTe @D nepekntoyaTenb restore_to_original_vm ans BoccTa-
HOBNEHNA PEe3epPBHOM KOMNUM B UCXOLHYH BM (anA KoTopown 6bino BbINOJI-
HeHo co3gaHune PK) Ha nnatdopme BupTyanusauuu. Ecnm ucxogHas BM
yAaaneHa, To bygeTt co3gaHa Hosas BM. NMpu aeakTMBMpoBaHHOM NeEPEKIIO-
yaTerne byneTt co3gaHa HoBas BM n pesepBHas Konus 6yaeTt BocCcTa-
HOBJIEHA Ha HeWN.

= napameTp local_backup_path — nokanbHaa Touka MoHTUpoBaHUA NFS-
pecypca Ha knneHTe PK — nyTb A0 AWPEKTOPUWU, B KOTOPOM MOAYIb
DynamiX oxupgaeT NoABMEHUS KOMUW AUCKOB pe3epBUpyeMOn BUpTYyalb-
HOWM MalUMHbl. ECnn 3Ha4YeHne He yKasaHo, TO ByAeT MUCMOIb30BaHO 3Haye-
HMWe OaHHOro napamMeTpa, YyKasaHHOe B KOHPUrypaumoHHOM danne Mmoayns
DynamiX /opt/rubackup/etc/rb_module_dynamix.conf.

= napameTp hypervisor_backup_path — o6wunin yganénHoin pecypc NFS —
NyTb 0O OUPEKTOPUM Ha Yy3rne runepsmsopa, B KOTOPYo byayT noMeLleHbl
KOMUW ANCKOB BOCCTaHaB/IMBaeMOW BUPTYyanibHOW MalluHbl. Ecnn 3HavyeHue
He ykKasaHo, TO byaeT MCrnoNb30BaHO 3HaYeHMe JaHHOro napameTpa, yka-
3aHHoe B KOHOUrypaLUOHHOM danne MoAaynsa DynamiX
/opt/rubackup/etc/rb_module_dynamix.conf.

o [0OCTYMHbl «O6LW,Me HAaCTPOUKMN MOAYNA» 019 OnpefeNeHNa 3HauYeHus napamer-
POB BOCCTaHOBMEHUSA (pnucyHke 10):
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10.6. BoccTaHOBEHNE AaHHbIX

Ofume HacTpoidia Mogyna: Restore task

worker_parallelism B - +

memory_threshold 0 +

3Ha4EHWA N0 YMONYaHWD OK

PucyHok 26. OkHo O6LMe HaCTPOMKN MOAY NS NP BOCCTAHOBIEHUM (3HAYEHMSA NO YMOMYAHWUIO)

» napameTp worker_parallelism 3agaeT KonnMyecTBo NOTOKOB, KOTOpble 6yayT
y4yacTBOBaTb B NPOLLECCe BOCCTAHOBMEHNSI G/TOKOB AaHHbIX Pecypca;

= napameTp memory_threshold yctaHaBnnBaeT BepxHIOKO rpaHuLy WUCMONb30-
BaHWA onepaTuBHOM NamMAaTK (B [6) Npn BOCCTAHOBMEHUN PE3EPBHOMN KOMUW.
MuHMMabHON BEPXHEN FpaHULLEN ABMAETCA 3Ha4YeHne napamMeTpa, pasHoe 4.
Ecnn ykasaHHOe 3HayeHne MeHblle 4, napamMeTp 6yaeT NpOUrHOPUPOBaH, a B
npoLecce BOCCTAaHOBNEHNA NMOABUTCA COOTBETCTBYIOLLLEE NpeaynpexaeHue.

PekomMeHayemMoe 3HauyeHne napameTpa MOXHO paccyuTaTb MO CreayloLen
dopMyne: KonmyecTBO NOTOKOB (NapameTp worker_parallelism) + 4.

[na BOCCTaHOBNEHWA pe3epBHOW KOMUW, CAENaHHOM C WCMONb30BaHUEM
napamMmeTpa memory-threshold, TpebyeTcsa [onNoNHUTENbHaA onepaTuBHasA
namMATb Ha cepBepe B pasMepe 3% OT pasMepa 3apes3epBUPOBaAHHOrO

pecypca.

[nAa BOCCTaHOBNEHUA pe3epBHOW KOMWUU C WUCMOMIb30BaHMEM memory-
threshold Heo6xo0AMMO LOMOMHUTENIbHOE MECTO Ha gucke B ¢annoBoMm nyne, B
KOTOPOM HaxXoA4ATCA MeTafaHHble Pe3epBHON KOMuUKU, B pasmepe 2% OT pas-
Mepa 3ape3epBMpoOBaHHOro pecypca.

o FpaHynsapHoe BOCCTaHOBMEHNE He NOoALAEePXXMBAETCA B TEKYyLLEN BEpCUU MOAY A
DynamiX. [JOCTYnHO TOJSIbKO MOSIHOE BOCCTAHOBMEHME [ANUCKOB BUPTYanbHOM
MaLUUHbI.

4. MNpoBepbTe X0pf, BbINOSHEHUS PE3ePBHOr0 KOMMPOBaHUA B OkHe «Ouepenpb 3amauyy.
Mpw ycrnewHoM 3aBepLUEHNN BOCCTAHOBEHNSI PE3EPBHOMN KOMWUM COOTBETCTBYHOLLAS
3aj,a4a Ha BOCCTaHOBNEHMe nependéT B ctaTyc «Done» (BbIMNOMHEHO).
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10.7. NMpocMoTp ouepenu sapav
[nsa oTcnexuBaHusa BbINONHEHUSA NpaBun nepenguTe B pasgen «O4depenb 3agay».

B paHHOM paspgene 3ajada rnosiBASETCA B MOMEHT BbIMNOJIHEHUA CO34aHHOro npaswuna,
BbINMOJIHEHNA CPOYHOIr0 PE3epPBHOIN0 KOMMPOBAHUSA, BOCCTAHOBMNEHUA AaHHbIX 13 PK, rnpwu
npoBepKe pe3epBHON Konun, yaaneHmn PK nnm nepemMeeHmn PK.

Takke oTcnexmBaTb BbINOJIHEHWE 3ajay MOXHO npu nomMowm RBC wnn yTuUnmTbl
KOMaHLHOM CTPOKU rb_tasks.

[Tocne ycnewHoro 3aBeplUeHUsa 3afayn pe3epBHONro KOMUPOBaHUA pe3epBHaa Konus
OyfAeT NoMeLleHa B XpaHWuLLLe pe3epBHbIX KOMUKM, a MHGopMaLns O Hen ByaeT pasme-
LLleHa B pasaene «PenosnTtopuiny.
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FnaBa11. YaaneHue

YpoaneHue Mmoaynsa npoumsBoanTca TONIbKO BMecTe ¢ knmeHToM PK RuBackup. lMpoue-
aypa yganeHunsa knueHta PK RuBackup npuBegeHa B okyMeHTe «CUcTeMa pe3epBHOro
KONMpoBaHWA U BOCCTaHOBNEeHWA AaHHbIX RuBackup. PykoBoacTBO Mo ycTaHOBKE WU

OOHOBEHUIO».
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Mogynb Basis DynamiX Enterprise

naBa 12. NMpunoxeHue 1

Mpumep nucTuHra KOHPUrypaymoHHoro ¢avina /opt/rubackup/etc/rb_module_dynamix.conf

# Web interface that provides REST API service and VM's Web UI management
url https://decs.egrn.ru

# Authentication host

login_url https://sso-decs.egrn.ru

# Client ID - can be obtained from instance info in Web GUI throuh
authentication host as "Application ID"

client_id <client_id>

# Client Secret - can be obtained from instance info in Web GUI throuh
authentication host as "API Key"

client_secret <client_secret>

# Hypervisors backup path where backups would be stored. Connected by NFS
with local_backup_path

hypervisor_backup_path <hypervisor_backup_path>

# Local backup path where backups would be stored. Connected by NFS with
hypervisor_backup_path

local_backup_path <local_backup_path>

# Uncomment and specify the maximum single disk backup timeout in minutes.
Default: 10 minutes

#backup_disk_timeout 10

# Uncomment and specify the maximum single disk restore timeout in minutes.
Default: 5 minutes

#restore_disk_timeout 5

# Try using the module if the DynamiX platform version is not compatible with
RuBackup. Default: no

allow_work_with_incompatible_versions no

# The maximum time that allow the module message transfer to take

timeout 50

enable_ssl no

# Uncomment and provide path to certificate if you would like

# to use SSL. 'enable_ssl' option should be set to 'yes' as well

#ca_info <path_to_cert>

# Turn on debug of REST requests

#curl_verbose
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13.1. ObLwme HacTPOMKKU MOy NS B NpoLLecce pe3epBHOro KONMpoBaHus

MnaBa 13. NpunoxeHue 2

13.1. O6w,ue HacCTPONUKU MOAYNA B NpoLecce
pe3epBHOro KonMpoBaHus

KHonka [eENUERIEMGLEIVRIGIGREN npegocTaBnseT chnedylolwyme napameTpbl  Ans

HaCTPOWMKM MHOFOMOTOYHOIO PE3EPBHOI0 KOMMPOBaHUSA (prcyHke 11):

Ofuwme HacTpofkK Madyna: Urgent backup

worker_parallelism 8 - +
enable_multithreading
enable_flexible_dedup
network_parallelism g8 - +
memaory_threshold 0 - #

deny_memory_exceed

IHAYEHWUA NO YMONYIHWID OK

PucyHok 27. OkHo ObLyme HacTPOMKM MOAYNA (3HAaYEHMS MO YMOMYaHWIO)

e napameTp worker_parallelism 3agaeT KonnMyecTBo NOTOKOB, KOTOpPble OyayT obpa-
baTbiBaTb U AefynavumpoBaTb 6/10KM JaHHbIX pecypca;

o akTmeupyinte @ nepekntoyatens «enable_multithreading» ans mHoronoto4yHowm
nepefadn AaHHbIX C UCMONIb30BaHNEM CETEBbIX NMOTOKOB B KOJIMYECTBE, YKa3aHHOM B
napameTpe network_parallelism;

« akTuBnpynte @ nepeknovyatens «enable_flexible_dedup» nns vcnonb3oBaHus
HecKonbknx Tabnuy genynnvkaumm BMecTo ofHoOW. Mcrnonb3yeTcs BMecTe € nepe-
KnoyaTenem «enable_multithreading» gnsa noBbIWEHUSA CKOPOCTU PE3EPBHONO Konu-
pOBaHUS;

» napameTp network_parallelism 3agaeT KonM4eCcTBO NOTOKOB, KOTOpbIe ByAyT nepe-
AaBaTb 6JI0KN flaHHbIX Ha MeguacepBep. Bnoku, NoOAroTOBIEHHbIE WOrker NOTOKaMMU,
cobuparoTca B bydepbl, KoTOpble ByayT nepefaBaTbCca Ha cepBep. Pasmep bydepa
no yMonyaHuto coctasnseT 100 M6, HO ero MOXHO M3MeHUTb B daiine rbfd.cnf ' B
3HadyeHuMn NapameTpa parcel-size. MNpun yBenndyeHmn pasmepa bydepa MoxeT ObiTb
npeBblIleH pacxon nNamMATKU, 3afaHHbIN NapaMeTpoM memory-threshold B KOHOUry-
paunoHHOM daine OCHOBHOro cepBepa /opt/rubackup/etc/config.file.

[na orpaHnyeHns n0Tpe6neH|/|e onepaTUBHOM MNaMATU KIIMEHTOM MPU pPe3epBHOM
KOMMPOBaHWU, UCNONb3YyHNTeE:
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e napameTp memory_threshold ycTaHaBnmMBaeT BepXHIOK rpaHULy WCNONb30BaHUSA
onepaTMBHOM NamATK (B '6) Npu co3gaHnn pesepBHON KonNnun. MMHMManbHoe 3Haye-
HMe napameTpa paBHO 4, Npu MeHblLUeM 3HaYeHWe napameTpa B Nnpouecce peseps-
HOro KONMPOBaHUA ByaeT BblBEAEHO NpefynpeXxaeHne n napamMeTp He byaeT YUTEH.

o akTuBupynte @ nepeknoyaTtens deny_memory_exceed B cnydyae, ecnv npegbl-
Ayuwias MHKpeMeHTasnbHasa pesepBHas konus 6bina caoenaH sepcunen CPK RuBackup
paHee 2.1.1-a.84, a Tekywasa Bepcua CPK RuBackup 2.1.1-a.84 n BbiLle.

MpuBeAEHHbIE HACTPOWKM AOCTYMHbl TakXe B KOHOUrypaunoHHOM daine
OCHOBHOr0 cepsepa /opt/rubackup/etc/config.file.

[1] MogpobHee 0 CO3/aHUM SAHHOTO KOHGUrypaLWOHHOro ¢aina cMoTpu B LOKYMeHTe «CUCTeMa Pe3epBHOro KOMMUPOBaHWUS U
BOCCTaHOBNEHUA faHHbIX RuBackup. PyKOBOACTBO CUCTEMHOMO agMUHUCTpaTOpa»
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