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Nnhasa 1. HazHauyeHue

Cuctema pesepBHOro KonupoaHua RuBackup n mogynb DynamiX, Bxogawmm B eé
coctaB (ganee — CPK RuBackup), no3BonsoT BbINOAHATb pe3epBHOE KOMMpOBaHue
BKJ/TIOYEHHbIX WM BbIK/TKOYEHHbIX BUPTYasibHbIX MalWH nnaTthopmbl BUPTyanusauymum
Basis DynamiX Enterprise Bepcun 3.8.8, 4.0.0 u 4.1.0 ¢ ¢yHKUMeNn 6e3areHTHOro
PEe3epBHOr0 KOMUPOBAHUA BUPTYaNbHbIX MawWH (6e3 HeobXOAUMOCTU YCTAHOBKMU
AOMOJSIHUTENbHbIX areHTOB Ha BUPTYalibHble MallnHbl) N BOCCTAHOBMEHNE BUPTYasnbHbIX
MaLUVH N3 pe3epBHON KOMUW.
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Basis Dynamix Enterprise

naea 2. Pe3sepBupyemMblie flaHHble

PesepBHOe KONMpoOBaHMe BbIMOJIHASTCA ANA BCEX OUCKOB BUPTYasibHOM MalUWHbI NnaaT-
dopMbl BUpTYanmsaumm Basis DynamiX Enterprise BHe 3aBUCUMOCTU OT COCTOAHMA BUP-
TyasbHbIX MalUMH (BKKOYEHa UK BbiKKOYEHA). [pK BbINOAHEHUM PE3EPBHOINrO KOMMUPO-
BaHUA NPUMEHSETCA TEXHONOMMA CO3faHNA MOMEHTasbHbIX CHUMKOB AaHHbIX ANA OUC-
KOB BMPTYyanbHOW MaLUMHbI, YTO [MO3BOJSIAET HEe OCTaHaBnMBaTb pPabOTy Ha BpeMms
pe3epBHOIro KONMpPoBaHUA.

B xoae pesepBHOro KOMMPOBaHUSA BO BCEX ClyyasX M3 pPe3epBHON KOMuu yaanstoTcs
ayénupyrouime 61oku (BbiIMoNHAETCA NokKanbHaa geaynnvkauus).
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naBa 3. Tunbl pe3epBHOro KONUMpPoOBaHUSA

Mogynb pes3epBHOro KOMMUPOBaHMA U BOCCTAHOBJIEHUS BUPTYasibHbIX MalIMH nnaT-
dopmMbl BUpTYyanusauyum Basis DynamiX Enterprise nogaep>xuBaeTt cnegyrowme Tunbl
pe3epBHOro KONMpPoOBaHUA:

e MOSIHOE pe3epBHOE KOMMpoBaHWe. Kaxablh pa3 npu BbINOIHEHUN 33afauyn peseps-
HOrO KOMMUPOBaHWUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATMA. ITOT TuUN
pPe3epBHOro KOMMPOBaHUA Hanbonee MeafieHHbI U pecypco3aTpaTHbIi, HO obecne-
YyMBaeT HanbobLUY NOMHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

* WHKPEMEHTaNIbHOE pPEe3epBHOE KOMUPOBaHWE. ITOT TUM PE3EPBHOro KOMMPOBaHMUA
npefHasHayeH ONs KonNMpoBaHUA TONbKO M3MeHUMBLUMXCA ¢annoB. CHavyana cospga-
eTCcsd nofnHas pesepBHana konus. lNocneayrowme pesepBHblie KONUK cogepxaT ¢annbl,
N3MEHMBLUMECA C MOMEHTa CO3[aHuA nocnegHen pesepBHOM Konuu (Lob6aBovHOM
NUNU NosHown). [Ana BOCCTaAHOBMEHNSA AaHHbIX NOTpebyeTcs NosiHasa pesepBHas Konus,
Ha ©0a3e KOTOpOM co3[aHa BOCCTaHaBIMBaeMash MHKPEMEHTanbHaa pes3epBHas
Konus, N Bce Aob6aBoOYHbIE KOMUKN, CO3AaHHble C MOMEHTa CO34aHusA NOJSIHON pe3epB-
HOW KOMWUX 0,0 MOMEHTa Co34aHnA BOCCTaHaBINBaAaEMOMN pe3epBHON KOMUU;

o anddepeHLmanbHoe pe3epBHOE KOMMPOBaHUE. ATOT TUM Pe3epBHOro KONMUPOBaHUA
COXpaHseT TONbKO AaHHble, NU3MEHEHHbIE CO BPEMEHWN BbIMOMHEHUS MPeablayLLero
MOSTHOrO PE3epPBHOI0 KOMMPOBaHWS.

e pe3epBHOE KonnpoBsaHme C UCMNoJib3oBaHMeEM genynjinkKkaunnm (xpaHeHme pe3epBHOM
Konmu B aeayningynposaHHOM XpaHI/IJ'IVILLLe).
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Basis Dynamix Enterprise

FnaBa 4. Cnoco6bl BOCCTAHOBJIEHUA AAAHHbIX

CPK RuBackup nopgaep>xuaeTt cnegyrouwme cnocobbl BOCCTAHOBNEHUSA BUPTYasbHbIX
MaLLMH nnaTdopmMbl BUpTYyanusauum Basis DynamiX Enterprise ns pesepBHON KOMUK:

e LIEHTPann3oBaHHOE BoOCCTaHOBMeHMe BM K3 pesepBHOM KoOMUU (PEKOMEHAO-
BaHO)OAHUM N3 CNOCOOOB:
o MeHepXxep agMuHucTpaTopa RuBackup 4yepes gui-nHTepodeinc;
o YTUNNTbl KOMaHLHOW CTPOKU rb_repository.

¢ JIOKanbHoe BoccTaHoBeHne BM 13 pesepBHOW KOMUKU Ha KnneHTte PK ogHUM U3 cro-
cobosB:

o MeHepxep knneHta RuBackup yepes gui-nHTepdenc;

o YTUANTbI KOMAHAHOW CTPOKU rb_archives.
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FnaBa 5. Tunbl BOCCTAHOBJIEHUA ALaHHbIX

CPK RuBackup nogpepxuBaeT crefytowme Tunbl BOCCTAHOBMEHUA BUPTYasibHbIX
MaLLMH nnaTdopmMbl BUpTYyanusauum Basis DynamiX Enterprise ns pesepBHON KOMUK:

e MOSIHOE BOCCTaHOB/IEHNE B UCXOOHYH (OpUrMHANbHYKO) BUPTYaNbHYH MallUHY U3
pesepBHOM Konum Ntoboro Tmna (NOSIHON, MHKPeMeHTanbHoW, auddepeHumnansHon).

[Mpn BOCCTaHOBNEHUM B WUCXOOHYHO BUPTYanbHYHO MalUWMHY W3 pe3epBHOW Konuu
OyneT npousBeeHa rnepesannch BCcex anckos BM.

e MONMHOE BOCCTaHOBNEHME B HOBYI BUPTYaNbHYKO MalUMHY W3 PE3epBHON KOMun
nboro TMNa (MNONHOM, MHKPEeMeEHTaNbHOW, AnddepeHUnanbHoOmn).

[Mpn BOCCTAHOBIEHUN W3 PE3EePBHON KOMUKU 6yueT co3fdaHa HOBada BUPTYaJibHaA
MallWHa.
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Basis Dynamix Enterprise

Nnaea 6. KoMnnekT nocTtaBKu

OucTtpubyTtme moayna DynamiX CPK RuBackup noctaBnsietcsa B Buage deb-nakeTta unm
rpm-rnakeTa Cc UMEeHeM:

rubackup-dynamix-<version>_amd64.deb
n
rubackup-dynamix-<version>_amd64.rpm

roe <version> - HOMep BEepPCUU NOCTaBAAEMOro Moayns.
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naBa 7. OrpaHuyeHun

o YpaaneHHas pennvkaumnsa BUpTyanbHbIX MallWH He peanni3oBaHa.

e [paHynApHoe BoCCTaHOBMEHNE BUPTYanbHbIX MallMH He Nogaep>XuBaeTcs.
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naBa 8. CucrtemMHble TpeboBaHUNA

8.1.

8.1.1.

Tpe6oBaHUA K NpOorpaMMHbIM CpefcTBaMm

MporpammHas cpepa CPK RuBackup

Ona oyHKUMOHMPOBaHMA nporpaMmMHoro Mmoayna DynamiX Heobxogumo crepytouiee
nporpamMmmMHoe obecrneyeHue:

. OI'IepaLI,I/IOHHaFI cnctemMa, oaHa n3 cnegyroumnx:

[e]

o

o

Astra Linux SE 1.6;
Astra Linux SE 1.7;
Debian 10;
Ubuntu 18.04;
Ubuntu 20.04;
AnbT 10;

RedOS 7.3;
RedOS 8§;

CentOS 7;
CentOS 8.

e KnuneHT pesepBHOro konnposaHusa RuBackup:

o

MoAynun rubackup-common U rubackup-client yCTaHOB€Hbl HA BUPTYanbHYHO NN
annapaTHy MallnHy.

e [Ina ynpaBneHus pes3epBHbIM KOMUPOBaHMEM BUPTYalbHbIX MalwWH MNaTGopMsbl
Basis DynamiX Enterprise pekoMeH[0BaHO criegytoliee nporpaMmMHoe obecrneyeHume
Ha y3/e K/IMeHTa pe3epBHOro KonmpoBaHuUA:

o

[e]

MeHepxep AaMunHucTpaTtopa RuBackup (RBM) gns ynpasnenusa CPK;

KOHCO/IbHble yTUnuUTbl RuBackup.

Mopopep>xneaeTtca nokanbHoe ynpasneHne CPK RuBackup nocpenctsoM MeHe-
axepa knneHta RuBackup (RBC).

8.1.2. NMNporpammHan cpepa Basis DynamiX Enterprise

Onsa ¢yHKUMOHMPOBaHMA nporpaMmMHoro mopynsa DynamiX Heobxogumo cnepywoulee
nporpamMmMHoe obecrneyvyeHne Ha pe3epBrpyeMblX BUPTYasbHbIX MalUUHAX:

e nnatdopma BupTyanusaymm Basis DynamiX Enterprise sepcun 3.8.8, 4.0.0 unn 4.1.0;
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8.1. TpeboBaHMA K NporpaMMHbIM cpecTBam

e YCTaAHOBMEHHbIE YTUNNUTbLI QEMU 5.0 (M4 Bbiwe) 1 libvirt 9.0 (4 Bblle) Ha rMNepBn-
3o0pax nnaTtdopmbl BUpTyanunsauum Basis DynamiX Enterprise;

e FOCTEBbIE PACLUMPEHUSI ONEPALLMOHHON CUCTEMBI, HaNpUMep gemu-guest-agent ANs
pe3epBHOro KONMPOBaHMA BUPTYaslbHOM MallnHbl 6e3areHTHbIM CMoco6oM;

e 06béM NFS-gupekTopun Ha yarne runepeusopa [O/MKeH OblTb HEe MeHee obbema
OOHOBPEMEHHO pe3epBUpYyeMbIX WU BOCCTaHaBNMBaeMbIX [LaHHbIX, MakKCcuUManbHoe
KONM4YeCcTBO OOHOBPEMEHHO BbIMOMHAEMbIX 3afa4y onpefensetca 3HadeHMeM napa-
MeTpa parallel-tasks B KOHPUrypaumoHHOM danne KNIMeHTa PK
/opt/rubackup/etc/config.file.
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Basis Dynamix Enterprise

NnaBa 9. YcTaHOBKaA

9.1.

9.1.1.

MoaroToeka K ycTaHOBKE Mopyna

MpoBepbTe BbINONHEHNE TpeboBaHMIN, YKasaHHbIX B pasgene [nasa 8 HacTos-
LLero JOKyMeHTa.

Moproroeka knueHta PK

1. PasBepHuUTe 1 HacTponTe KNMeHT PK (CM. PasBépThiBaHume).

o

2. Ha

PekoMeHAyeM BK/MOUNTb QYHKLUKO LIEHTPaNM30BaHHOIO BOCCTaHOBIEHUS Ha
KnneHTe PK ons ynpaBneHns BOCCTAaHOBMIEHMEM [aHHbIX B MPUIOXeEHUN «MeHe-
[XXepa agMuHucTpaTopa RuBackup»:

= KOHOUrypaumnoHHbin ¢pann knmeHta PK /opt/rubackup/etc/config.file;
= BblbepuTe napamMeTp centralizedrecovery;

» YCTAHOBWUTb €ro 3HayeHue yes;

» MPU U3MEHEHUN 3HAYEHUA NnepesanycTnTe KneHT PK.

KnueHT PK n mogynb DynamiX MoryT 6bITb yCTaHOBMIEHbI Ha NIFOOOM y3ne — BUpP-
TyanbHOM W/ anrnapaTHOM, UMEKLWeEM AO0CTYN ANA MOLKIYEHUA K cepBuUcCam
nnaTtdopmbl BUpTYyanusaumm Basis DynamiX Enterprise B COOTBETCTBUM C YKasaH-
HbIMW NapamMeTpamMun B KOHPUrypauymoHHom damnne mogyna DynamiX.

y35e, UCnoJsibsyemMoM A5Aa pe3epBHOro KonnpoBaHmMa BMPTYalibHbIX MallWH MnaTt-

dopmMbl BUpTYyanusaumm Basis Dynamix Enterprise, gomxHa ©6blTb CMOHTUPOBaHa
NFS-gupekTopus ansa AocTyna K KaTanory rurnepsusopa, B KOTOPOM nnaTthopmon
BMUpPTYyanmsaumm no 3anpocy 6yayT cosfaBaTbCA pe3epBHble KONUU AUCKoB BM.

3. lNMoaroToBbTe AaHHble A/ HACTPOMKN noakntoyeHus K API:

a.

12 n3 43

nonyynTe y agMuHucTpaTtopa naathopmMbl BUPTYanusauum Y4YETHble [aHHble
nonb3oBaTena Ana aBTopusauum Ha nnatdopme BupTyanmsaumm Basis DynamiX
Enterprise;

BbINONIHUTE aBTOPM3aALMIO C MOSTYYEHHBIMU YYETHBIMWU LaHHBIMW NONb30BaTENS Ha
nnatoopme BuUpTyanusaumm Basis DynamiX  Enterprise  https://sso-
<dynamix_host>, rge <dynamix_host> — agpec nnatdopmbl BUpTyanmsaymm
Basis DynamiX Enterprise;

3adMKCUMpPYNTEe faHHble ANA aBTopM3aumn nNpu nogkmoyeHn mogynsa DynamiX k
nnatdopme BupTyanusaumm Basis DynamiX Enterprise — ID npunoxenua n API
kmoy (PvcyHok 1);



https://docs.rubackup.ru/InstallationManual/2.8.0.0.0/

9.2. YcTaHOBKa NakeToB

API Knioum Cnucok OpraHu3sauunin Nepeso OpraHusauuim BesonacHocTb

PHyT1q4xSUZV8oTw [_D [_D
hmndIxZkOtGM

test_key 2023-10-25 22:27:32 Never

PucyHok 1. [laHHble onsa aBTopusaummn Ha nnatopme Basis Dynamix

d. nyTb 0o REST API-nHTepdenca, TakxKe UCNosb3yeMoro ans cosgaHua rnosb3oBa-
Tenbckoro web-uHTepdenca nnatdopmbl BUpTyanusaumm Basis DynamiX
Enterprise;

e. NyTb [0 CepBUCa aBTopu3auum MoNb3oBaTeNbCKOro web-uHTepdenca nnat-
dopmbl BUpTYyanusaumm Basis DynamiX Enterprise/

9.2. YCTaHOBKA NakeToB
Ha nogrotoBneHHOM y3ne (BUpTyanbHOM UKW annapaTHOM) KneHTa PK:

1. OcTaHOBUTE CEPBUC KIIMEHTa Pe3epBHOro KOMMPOBaHUS:
sudo systemctl stop rubackup_client.service

2. MNMpounssegnte ycTaHoBKy moayns DynamiX CPK RuBackup rb_module_dynamix W3
nakeTa rubackup-dynamix-<version>_amdé64

Astra Linux, Debian, Ubuntu

sudo apt install ./<namepackage>.deb

AnbT
sudo apt-get install ./<namepackage>.rpm

RedOS, CentOS

sudo dnf install ./<namepackage>.rpm

3. Mocne 3anycka KoMaHabl yCTaHOBKW MOAY/A BbIMOSHAOTCA:
o pacrnakoBka naketa mogynsa DynamiX CPK RuBackup;
o HaCcTpomKa nakeTa rubackup-dynamix.

4. 3anycTuTe CepBUC KIMEHTa Pe3epPBHOIr0 KONMUPOBaHUA:

sudo systemctl start rubackup_client.service
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naea 10. HacTpouka

10.1. KoHdurypawumnoHHbit pann

10.1.1. MapameTpbl Ppaina

1. OnpepenuTte 3HaYeHus napamMmeTpoB KOHUrypaumnoHHoro danna
/opt/rubackup/etc/rb_module_dynamix.conf, npuBefeHHbix B Tabnuua 1:

sudo nano /opt/rubackup/etc/rb_module_dynamix.conf

Tabnuya 1. MapameTpbl KOHPUrypaLmnoHHoro gavina /opt/rubackup/etc/rb_module_dynamix.conf

MapameTp KOH- Bo3Mo)XHble 3Ha-
durypayoHHoOro OnucaHue yeHus (3HayeHue
daintna Mo YMOJI4aHMIO)

URL-agpec po REST API-uHTepdenca, Takxke ncnonbaye-
url MOro 4/ CO3[aHnsA Nosb3oBaTeNbCKoro web-nHteppenca <https://path>
nnatoopMbl BUpTyanusauum Basis DynamiX Enterprise

URL-agpec fo cepBuca aBTopmsaLnm nonb3oBaTeIbCKoro
login_url web-nHTepdenca nnatdopMbl BUpTyanusaumm Basis <https://path>
DynamiX Enterprise

MoeHTnoukaTop 4ns aBTopmnsaumm nosnb3oBaTens Ha

. . . <ID_MpunoxeHna>
nnatdopme BupTtyanusauum Basis DynamiX Enterprise 2

client_id
Knoy aona aBTopusauynn nosib3oBaTena Ha nnachopMe

- . . <API knwoy>
BupTyanusauum Basis DynamiX Enterprise

client_secret
MyTb K TOUYKE MOHTUPOBaHKA Ha y3ne runepsmsopa. NFS-

ONPEeKTOopUA Ha y3ne rmnepsemnsopa, B KOTOpYo 6yayT

NOMeELLEHbI KOMWUW BUPTYasbHbIX MallWH, AOCTYMHbIE B <path>
JIOKanbHOM TOYKe MOHTUPOBAaHUSA, yKa3aHHOW B 3HaYeHUN

napameTpa local_backup_path

hypervisor_backu
p_path

JlokanbHas Toyka MoHTUpoBaHnA NFS-pecypca Ha Knn-
eHTe PK — nyTb 40 AnpekTopuun, B KOTOPON MOoAY/b
DynamiX oxungaeT nosaBneHns Konum ANCKOB pesepBupye-
local_backup_pat MoV BUpTyasibHOW MaLUUHbI. S——
h
[aHHas Touka MOHTUPOBaHUA pasgenseT obLwun pecypc
NFS-gupekTopuen Ha ysne runepsusopa, NyTb K KOTOPOM

yKasaH B 3HadeHuu napameTpa hypervisor_backup_path
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10.1. KoHoUrypaumnoHHbIn dann

MapameTp KOH- Bo3moXxHble 3Ha-
durypaymoHHoro OnucaHue yeHus (3HayeHue
daitna Mo YMOJI4aHUIo)

Bpemsa oxungaHma mogynem DynamiX OKOHYaHUsA cosfa-
HUSA pes3epBHOM Konun guckos BM B MUHyTax. Llenoe uucno >0

Ecnun 3HayeHuWe He 3afiaHo (M NapaMeTp PacKOMMeHTUpo- (Mo yMonYaHuo

backup_disk_time
BaH), To 6ygeT UCnonb30BaHO BpeMs oxugaHnsa 10 MUHYT.  onuMs 3aKOMMEH-

out
TUpoBaHa, Bpems
Ecnu ykasaHHbI MPOMeXYTOK BPEMEHN UCTEK, a pe3eps- oxupgaHua 10
Hoe KonuMpoBaHue aMckos BM He 3aBeplueHo, TO 3afayva MUHYT)

6yOeT 3aBeplLueHa C OWMBKOM

Bpemsa oxupaHus mogynemM DynamiX okOHYaHWsA BOCCTa-
HOB/eHUs ANCKoB BM B MUHYTax.
Llenoe uucno >0

restore_disk_tim
Ecnu BpemMsa oxungaHna NCTekso, a BOCCTaHOB/IEHME OMCKa

eout o
BM, BbInosHAeMOe nnaTdopMon BupTyannsaumm He (5)
3aBepLUMNOCh, TO 3afada Ha BOCCTaHOBMEHNE N3 pe3epB-
HOM Konun BypeT 3aBepLueHa oWnbKom
BkntounTb ! BOSMOXHOCTb MCMONb30BaHUA MOAY NS
allow_work_with_ DynamiX onsa BbINOMHEHUA pe3epBHOro KoNUMpoBaHns BM yes, no
incompatible_ver nnaTdopmbl BUpTYyanusaumm Basis DynamiX Enterprise
sions HenoanepXmBaeMblix Bepcuin (cMm. MporpammHas cpefa (no)
Basis DynamiX Enterprise) !
MakcumarnbHO AonycTuMoe BpeMs BbinosiHeHns REST- Lenoe uucno >0
timeout 3anpocos K nnatdopme BupTyanusaumm Basis DynamiX
Enterprise B cekyHaax (5)

BkntounTb npoBepky ssl-cepTtudukaTtoB gns REST-3anpo- yes, no

ble_ssl . . -
enable-ss coB K nnatdopme Basis DynamiX Enterprise

(no)

MyTb 00 KopHeBoro ssl-ceptudunkaTta knmeHTa PK ¢ ycTa-
HOBNEeHHbIM MoayneM DynamiX B popmaTte .pem npwu
nucnonb3oBaHUn SSL coegunHeHns (TpebyeTcs ykasaTb Npu
3HayeHUN yes napameTpa enable_ssl)

ca_info <path_to_cert>

[

BktounTb - cbop AONONMHUTENBHOM OTNaf04YHON NHOOP-
< . €s, no
1 b Mauuu npu BzaumogencTemm mogynsa DynamiX ¢ nnat- =
curlil_verbose o o . . .
dopmon BupTyanunsaumnen Basis DynamiX Enterprise (no)
no

nocpeacTtsom REST API

2. [1nAa npuMeHeHUs HacTpoekK nepesanyctute cepsuc knmeHta PK RuBackup Ha y3ne,
Ha KOTOPOM ycTaHoBNeH kKnneHT PK n mogyne DynamiX:

sudo systemctl restart rubackup_client

10.1.2. Jluctunr ¢painna
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[puMep nucTuHra KOHPUrypaunoHHoro ¢aviaa /opt/rubackup/etc/rb_module_dynamix.conf

# Web interface that provides REST API service and VM's Web UI management
url https://decs.egrn.ru

# Authentication host

login_url https://sso-decs.egrn.ru

# Client ID - can be obtained from instance info in Web GUI throuh
authentication host as "Application ID"

client_id <client_id>

# Client Secret - can be obtained from instance info in Web GUI throuh
authentication host as "API Key"

client_secret <client_secret>

# Hypervisors backup path where backups would be stored. Connected by NFS
with local_backup_path

hypervisor_backup_path <hypervisor_backup_path>

# Local backup path where backups would be stored. Connected by NFS with
hypervisor_backup_path

local_backup_path <local_backup_path>

# Uncomment and specify the maximum single disk backup timeout in minutes.
Default: 10 minutes

#backup_disk_timeout 10

# Uncomment and specify the maximum single disk restore timeout in minutes.
Default: 5 minutes

#restore_disk_timeout 5

# Try using the module if the DynamiX platform version is not compatible with
RuBackup. Default: no

allow_work_with_incompatible_versions no

# The maximum time that allow the module message transfer to take

timeout 50

enable_ssl no

# Uncomment and provide path to certificate if you would like

# to use SSL. 'enable_ssl' option should be set to 'yes' as well

#ca_info <path_to_cert>

# Turn on debug of REST requests

#curl_verbose

[1] PekomeHayeTCA He NCNONb30BaTb NPU WTAaTHOM GyHKLMOHMpoBaHuM CPK RuBackup

[2] CTabUNbHOCTL PE3epPBHOrO KOMMPOBaHWS AaHHbIX He rapaHTUpyeTCs
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11.1. CTpyKTypa yCTaHOBMEHHOrO nakeTa

naea 11. Pe3ynbTtaTbl YyCTaHOBKMU

11.1. CTpyKTYypa YyCTAaHOBJ/IEHHOrr O NaKkeTa

1. B pesynbTaTe ycTaHOBKM NakeTa Mmoayna DynamiX cosgaHa CTPYyKTypa, NnpuBeaeH-
Haa B Tabnuua 2.

Tabnuuya 2. CTpyKTypa yCTaHOBIIEHHOIro rnakeTta rubackup-dynamix
CTPYKTYpPHbIV aN1eMeHT HasHadyeHue anemeHTa

KoHdurypaumnoHHbin dann mogyna DynamiX gns

t/ruback tc/rb_module_d ix. f
/opt/rubackup/ete/rb_module_dynamix.con HacTpoek gocTtyna CPK RuBackup k API

YTunuTta pesepBHOro KONMpoBaHus U BoccTa-
HOBNEHUS faHHbIX BUPTYanbHbIX MalUWH nnaT-
dopMbl BUpTYyanusauum Basis DynamiX
Enterprise

/opt/rubackup/modules/rb_module_dynamix

11.2. KpuTepuit ycnewHOCTHU YCTaHOBKU

KputeprveM ycnewHoOCTU YCTaHOBKM U HacTpomkn momyna DynamiX 6ypeTt ABNATbCA
3anMcb O ero YCnewHon MNpOoBEpPKE KINEHTOM PE3epPBHOrO KOMMpPoBaHUA (« .. module
'DynamiX was checked successfully ») B XypHane cobbITnn
/opt/rubackup/log/RuBackup.log.

B cnyvae, ecnn B XypHane cobblTun /opt/rubackup/log/RuBackup.log AAMUHUCTpaA-
Top CPK BMAUT OWNOBKY O HEenpaBUbHOM KOHGUrypauum mogynsa DynamiX, To Heobxo-
ANMO npoBepuUTb HaCTPONKHN KOHPUrypaumoHHOro danna
/opt/rubackup/etc/rb_module_dynamix.conf B py4YHOM pexxume:

/opt/rubackup/modules/rb_module_dynamix -t

Ecnn owwnbka He nopgpaeTca aHanuidy, To agMuHucTtpaTtopy CPK cnepyeT cosgaTb
WHUWNOEHT B cepBuCe TexHu4deckon nopapepxXkm RuBackup ¢ npepocTtaBneHMeM BCeW
HeobxogumMon uHGopMaLMM MO BO3HUKLWEN MpobriemMe Ha oouunanbHOM CcanTe
https://support.rubackup.ru/.
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FnaBa 12. Pa6oTa ¢ flaHHbIMMU

PesepBHOe KoOMMpoOBaHWE BUPTYaslbHbIX MalWH nnaTdopMbl BUpPTyanmsauum Basis
DynamiX Enterprise BbInosHAeTCA 6e3areHTHbIM MeTOoL0M. [JaHHbI MeToq, UCMOoNb3y-
eTca ONA pe3epBHOro KOMMPOBaHWA M BOCCTaHOBJIEHUA BUPTYallbHbIX MalWH nnaT-
dopmMbl BUpTyanusaumm Basis DynamiX Enterprise 6e3 ycTtaHOBKM KnneHTa PK
RuBackup 1 mogyna DynamiX BHYTpUM roCcTEBOW CUCTEMbI, YTO NMO3BONIAET CO34aBaTb
NOJHble, MHKPEMEHTasbHble U guddepeHLmanbHble pe3epBHble KONUM 6e3 OCTaHOBKMU
BUPTYanbHON MallUHbl (4TO obecneymBaeT HENPEepbIBHOCTb NpoLecca), ¢ MUHUMab-
HOW HarpyskKom Ha y3en n nokanbHyto ceTb LAN.

12.1. OnucaHue NoAroToBKU K pe3epBHOMY
KOMUPOBaHUIO U BOCCTAHOBJIEHMIO

MpeaBapnTenbHO A1 YCNELWHOro BbINOSIHEHNA PE3ePBHOI0 KONMMPOBAHNA 1 BOCCTAHOB-
NeHus BUPTYyanbHOM MalluHbl NnaTtoopMbl BUpTYyanusaunm Basis DynamiX Enterprise:

1. CMOHTUPYNTe 06Wwmin yaanéHHbin pecypc NFS, ykasaB oUPeKTOpUIO, Ha y3re runep-
BU30pa KoTopaa byaeT AocTynHa (url-apgpec AnpeKTopun HeobXoaMMO yKasaTb B
3HayeHun napameTpa hypervisor_backup_path KOHOUrypaunoHHOro ¢amnna mogyns
/opt/rubackup/etc/rb_module_dynamix.conf) B TOKanbHOM TOYKE MOHTUPOBAHNA —
avpekTopusa Ha ysne knneHTa PK, B koTopon moaynb DynamiX oXxugaeT nosiBneHns
KOMUMN [OWUCKOB pPe3epBUPYEMON BUPTYanbHOM MalWHbl (url-agpec pupekTopum
HeobXo4MMO yKasaTb B 3Ha4YeHUM napamMeTpa local_backup_path KOHOUrypaunoOH-
Horo ¢anna mogyns /opt/rubackup/etc/rb_module_dynamix.conf).

[Mocne MOHTUpPOBaAHMA 06LWEro pecypca To4YKa MOHTUPOBAHUA CTAHOBUTCSA KOPHe-
BbIM KaTasiloroM CMOHTUPOBaHHOW pannoBOn CUCTEMBI.

YTobbl ybeauTbcs, 4TO ypaneHHaa NFS-gupekTopusa ycnewHO CMOHTUPOBaHa,
McnonbaynTe kKoMaHgy mount unu df -h.

2. [logkno4ynTe CMOHTUPOBAHHYKO U HacTpoeHHyto NFS-auMpekTopuo K rmnepsmusopy
nnatoopmbl BUpTyanmsayum Basis DynamiX Enterprise .

12.2. OnucaHue pesepBHOro konmposaHusa BM
Mpwn 3anycke 3agayun Ha co3gaHne pes3epBHOM KONMUN BUPTYabHON MaLlUUHbI:

1. Moaynb DynamiX otnpasnseT API-3anpoc K REST APl uHTepdenca nnatpopmbl BUP-
Tyanusauum Basis DynamiX Enterprise no url-agpecy, ykasaHHOMY A/ 3Ha4YeHus
napameTpa url KOHPUrypaLumMoHHOro ¢danna Moaynsa
/opt/rubackup/etc/rb_module_dynamix.conf.

2. B pesynbTaTte aTtoro 3anpoca B NFS-gupekTopuun, NOAKMAOYEHHOW K FMNepBU3OPY,
A5 pe3epBupyeMOn BUPTYyanbHOM MalKnHbl 6yayT co3faHbl KON BCeX e€ OUCKOB.
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12.3. Onuncanmne BoccTtaHoBneHnsa BM

Mony4yeHHble KOMWM [OWUCKOB pPE3epBMPYEMON BUPTYaNbHOW MalUMHbl  6yOyT
LAOCTYMHbI B TOKaNbHOM TOYKE MOHTUPOBAHUS.

3. Mogynb DynamiX ¢ nomowbto API-3anpoc nonyyaeTt nHPopmaLuno O pesepsupye-
Mol BM 1 coxpaHseT eé B oTAEeNbHbIN pann MeTagaHHbIX.

4. PesepBHas konusa BM ¢popmMmupyetca U3 ¢anna MmetagaHHbIX U KONUX AUckos BM.

5. PK nepemMeuwiaeTtcsa Ha Megma-cepeep RuBackup ons nocneayrouero xpaHeHus.

B cnyvyae nepepauv pesepBHOM KOMUKU B XpaHuUnuLe AenyninunupoBaHHbIX pe3eps-
HbIX KOMWIA Bcerpga npoucxoauT nepefaya TOMbKO TeX YHUKanbHbIX 6M0KOB (ANA
TOro e TUMNa UCTOYHUKA AaHHbIX), KOTOPbIX eLle HET B XpaHUsuLLeE.

6. Mocne BbINONHEHMA PEe3ePBHOI0 KOMMPOBAHMA KOMWUK OUCKOB pe3epBupYyeMoin BUP-
TyanbHOW MalUWHblI 6yAyT yAaneHbl U3 AUPEKTOPUM — NOKaNbHOM TOYKN MOHTMPO-
BaHUA.

12.3. OnucaHue socctaHosneHnsa BM

[MonHoe BOCCTaHOBNEHWE BUPTYasibHbIX MaLUWH BbIMNOSHAETCA U3 UHKPEMEHTasIbHOWN,
andoepeHUmanbHoOM M NoNHoW pesepsHon konum BM. INpu aTOM NpomnsBoanTCsH BOC-
CTaHOBJIEHME MOCNeAHEero COCTOSAHUA UM COCTOAHMA Ha Npeablaylwuin MOMEHT Bpe-
MEHW B cClNlyyae OTKasa WCXOOHOW BUPTYanbHOM MallMHbl. 3TOT npouecc TpebyeTt
B6onblle BPpEMEHN N PecypcoB, HO obecrneymBaeT NOJIHYIO MPOM3BOAUTENBHOCTbL Onepa-
LM BBOOA-BbIBOLA OMCKa.

[Mpwn 3anycke 3agayn Ha BOCCTAHOBJIEHME BUPTYanbHOW MallUHbI U3 pe3epBHON KOMuu
KnneHT PK ¢ ycTaHOBNEeHHbIM MofgyieM DynamiX:

1. Moaynb otnpasnaeT API-3anpocbkl kK REST APl nHtepdenca nnatpopmbl BUPTYann-
3auunm Basis DynamiX Enterprise no url-agpecy, ykazaHHOMY ANA 3HayeHWUsA napa-
MeTpa url KOHPUrypaLumMoHHOro ¢danna MopLyna
/opt/rubackup/etc/rb_module_dynamix.conf.

2. B pe3ynbTtate 3TUX 3anpoCoB BbIMNOJIHAETCA:

a. ecnn napamMeTp BOCCTaHOB/IeHUA restore_to_original_vm wuMeeT 3Ha4dyeHue
true, TO BbINONMHAETCA:

= MPOBEpPKa Hanmuma ucxogHom BM (B cnydae oTCyTCTBMA UCXOOHOW OyaeT
co3[aHa HoBaf BUPTYyasnbHaa MalUnHa);

» MpoBepKa eé COCTOSIHUA (BK/HOUYEHA UM BbIK/IKOYEHA).

BM nepeBogutca B ctaTyc stopped, eCnnm Ha MOMEHT BOCCTaHoOBJieHUs BM
3anyuieHa.

» OUCKWN BUPTYanbHOM MalUMHbI U3 pe3epBHON KoMK NepeMeLlaoTcs B JIOKab-
HYI TOYKY MOHTUPOBAHMSA, MNyTb K AUPEKTOPUN KOTOPOMN YKasaH B 3HAYEHUM
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napameTpa local_backup_path.

[Mpn aTOM pacnakoBaHHble ¢pannbl AUCKOB BM cTaHOBATCA OOCTYMNHbI Ha y3ne
rmnepsusopa no nyTw, yKa3aHHOMY B 3HaYeHnn napameTpa
hypervisor_backup_path;

b. ecnn napamMeTp BOCCTaHOBMEHUA restore_to_original_vm MMeeT 3Ha4yeHue
false, TO:

» NpoBepKa Hanuuua ncxogHon BM He BbinonHaeTCs;
= OyfeT cosfaHa HoBas BM, paxe ecnu cywecTtByeT ucxogHas (opurmHanbHas)
BM:

» JUCKW BUPTYasbHOM MalUWHbl U3 Pe3ePBHON KOMUKU NepeMeLl,atoTCs B SIoKasb-
HYHO TOUYKY MOHTUPOBaHWUA, NMyTb K OUPEKTOPUM KOTOPOW YyKasaH B 3HAYEHUU
napameTpa local_backup_path, n Ha NFS-pecypc, nyTb K AUPEKTOPUN Ha
y3ne rmnepsusopa KOTOopoun yKasaH B 3HaYeHumn napameTpa
hypervisor_backup_path ¥ NONHOCTbIO BOCCTaHaBAMBAOTCA B co3gaHHOW BM.
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12.4. OnucaHne paboTbl ¢ faHHbIMM B RBM

co3gaHue konuu BM

hypervisor_ba

NoKankHaR TOUKA MOHTUPOBAHKMA Ha xocTe knwedTa CPK RuBackup c mogynem DynamiX (local_backup_path) -

YOANEHUE KOMWK
EM

‘ PezepeHoe konuposaHne ‘ PezepBHoe KonwposaHne
CpouHoe Mo pacnucaHuo
] OpHa BM | Tpynna BM
cozfaanve NMpaeuna MoBankHOM PACNUCaAHNA cozfaHue CTpaTerin

cosganue MNpaenna cTpaTeru

EM1 BM N

i

BoccTaHoBneHWe 12
pe3epBHON KoNUK

i

YCnoBHEIE 0G03HAYEHNA:

e p—
- nNaThopMa BUPTYANM3ALMN

Basis Dynamix

PucyHok 2. CTpyKTypHasi CXxemMa pe3epBHOr0 KONMpoBaHMS U BOCCTAaHOBNEHUSA BUPTYalbHbIX MallnH Basis
Dynamix 13 pe3epBHOI Konuun

12.4. OnucaHue pa6oTbl ¢ AaHHbIMU B RBM
e PK ona ogHon BM no pacnucanuto. [ns BbINONHEHMA Pe3EPBHOI0 KOMMPOBaHUSA guc-
KOB OAHOM BUPTYasIbHOM MalUWUHbI MO pacnncaHmno Heobxognumo:

o 3anycTuTb MeHepxep AgMuHucTpaTtopa RuBackup (RBM) (cMm. 3anyck MeHe-
mxepa AgMuHucTpaTtopa RuBackup (RBM));

o aBTOPU30BATbCA C NpaBaMu agMUHUCTpaTopa (CM. AyTeHTudukaumsa nob3osa-
Tensa B RBM);

o MPOBEPUTb CTaTyC KNneHTa PK, Ha KOTOpoOM pasBEpHYT Moaynb DynamiX (cm.
CtaTtyc knueHTa PK);
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o €c03[aTb M HacTpouTb npasunio (cM. CosgaHne npasuna rnobansbHoro pacnuca-
HVS) MOJSIHOFO PEe3epPBHOro0 KOMUPOBAHUA ANA CO3[4aHMA MNaHOBbIX Pe3epPBHbIX
KOMWIA BO3MOXHO ABYMS Cocobamum:

» B pasgene «lnobanbHoe pacnucaHme», HaXaB KHoOMky «[Job6aButb» K
HacTpouB co3faBaemMoe [1paBuno;

» B pasgenie «O6bekTbl», BblObpaB BkNagky «lpasuna» n Ha)xaB KHoMky «Jloba-
BUTbY;

I'Ipanmo AOO/HKHO MMEeTb CTaTyC run (3ar|yu.|,eHo) ONnA BbINONHEHNA pe3epB-
HOro KonmpoBaHUA No pacrnncaHuto.

o B pasgene 3apaum JOCTYMNHO OTCMEeXMBaHME CTaTyCa BbIMNOSIHEHHbIX U XOp,
BbINOIHAEMOWN 3a4a4 pe3epBHOro KonmpoBaHus (cM. Pazaen 12.6.3);

o B pe3yJsibTaTe BbIMNOJIHEHNA 3aa4n pe3epBHadA Konnmd 6y,u,eT nepemMelleHa B Xpa-
HUNULLE, a €€ MeTafaHHble OOCTYIMHbI B pa3gene «Peno3|/|Top|/||7|».

e PK gna rpynnel BM no pacnucaHuto. 18 BbINOSIHEHUSA PE3epPBHOr0 KOMMpoOBaHUA
rpynmnbl BUPTYasbHbIX MalMH NO pacrnmcaHno HeO6XoaAnMO:

o 3anycTuTb MeHepxep AaMunHucTpaTopa RuBackup (RBM);

o aBTOpPM30BaTbCH C NpaBaMu agMUHUCTPATOPA;

o MPOBEPUTb cTaTycC knNneHTta PK, Ha KOTOpOM pasBEPHYT MoAyb DynamiX;
o €CO30aTb W HAaCTPOUTb NOCNefoBaTENbHO:

» CTPATErno MOMHOIrO PE3epPBHOr0 KOMUPOBAHMA AN CO34aHWUS MIaHOBbIX
pe3epBHbIX KONui B pasaene «CTpaTerumy», Haxas KHOMKY «J1o6aBuTb»;

= NpaBwWIo cTpaTterun gna kaxgonm BM B pasgene «CTpaTernm», BblgeNNB HYX-
HYIO CTpaTeruo 1 HaxaB KHorky «[1paBuna». NOBTOpPUTb co3gaHue npasuna
Ansa Kkaxgon BM:;

I'Ipanmo AOO/DKHO MUMEeTb CTaTyC run (3ar|yu.|,eHo) ONnsA BbINONMHEHNA pe3epB-
HOro KonmnpoBaHUA No pacrncaHuto.

o B pasgene 3apaum OOCTYIMHO OTCNEXMBaAHME CTaTyCa BbIMNOJ/IHEHHbLIX U XO[
BbIMNOJIHAEMOW 3a4a4 pe3epPBHOro KONMPOBaHUS;

o B pesyfbTaTe BbIMNOSHEHUA 3afayM pe3epBHble KOMuUW BUPTYaslbHbIX MaLUUH
OyayT nepeMelleHbl B XpaHunuwie, a UX MeTafaHHble OOCTYMHbl B pasgene
«Penosntopunin».

e CpoyHoe PK. Cpo4HOe pe3epBHOE KOMMPOBaHWE BbIMOSIHAETCA AN ogHon BM:
o 3anycTuTb MeHepxep AaMunHucTpaTopa RuBackup (RBM);
o aBTOPU30BaTbCS C NpaBaMu agMUHUCTPATOPA;
o MNPOBEPUTb cTaTyc KNneHTa PK, Ha KOTOPOM pasBEpPHYT Moaynb Dynamix;

o BbINOJIHUTb CPOYHOE pPe3epPBHOE KOMMPOBaHNE BO3MOXHO ABYMSA CocobaMu:
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o

o

12.5. OcobeHHOCTN HacTpoku RBM ansa PK BUpTyanbHOM MaLUUHbI

= ObICTPbIV AOCTYM K QYHKLMN CPOYHOIO PE3EPBHONO KONMMPOBAHWUA MO HaXaTuko
Ha KHonkKy «CpoyHoe PK» Ha BepxHen naHenn RBM;

» B pasgenie «O6beKTbI», Bblgenus KnneHTa PK, KOTopbln ocylecTBNAET ynpas-
NeHne pesepBHbIM KonnposaHnemM BM, 1 HaXkaB NoOSABUBLLYHOCA KHOMKY «Cpoy-
Hoe PK»;

B paspgene 3apaum JOCTYNHO OTCNEeXMBaHME cTaTyca BbIMNOJIHEHHbIX U XO[,
BbIMOSIHAEMOW 3aa4 pPe3epBHOro KONMPOBaHUS;

B pes3ynbTaTe BbINOMHEHUS 3a4aun pesepBHas Konus BM 6yaeT nepemelleHa B
XpaHunuue, a eé MeTafaHHble 4OCTYMHbI B pasaene «Penosntopuiny.

e BoccTaHoBneHune 13 PK. [1n4 BbINo/HEHNA BOCCTaHOBMEHNA BM 13 pe3epBHOMN Konuun
HeobxoamMmo:

o

3anycTuTtb MeHepgXxep AaMuHmncTpaTtopa RuBackup (RBM);
aBTOPWU30BaTbCA C NpaBaMn agMUHUCTPATOPA;

NpoBepUTb cTaTycC KnueHTa PK, Ha KOTOpOM pasBEpHYT Moy b Dynamix;
B pasgene «Penosutopuin» BolbpaTb PK 1 HaXkaTb KHOMKY «BOCCTAaHOBUTbLY;

B pasgene 3apaum JOCTYNHO OTCNEeXMBaHMe cTaTyca BbIMNOSIHEHHbIX U XO[,
BbIMOSIHAEMOW 3af,a4 BOCCTaAHOBJ/IEHUA PE3EPBHON KOMUK;

B pesynbTaTe MNpous3BefeHO BOCCTAHOBMEHWE yAaNeHHON UKW N3MEeHEHHOW BM
[0 COCTOSAHUA, B KOTOPOM OHa 6blfla Ha MOMEHT CO34aHNA Pe3epPBHOMN KOMUN.

12.5. Oco6eHHOCTU HacTpouku RBM gnsa PK
BUPTYasibHOW MaLLUHbI

Mpwn BbINONHEHMN NOBOro cueHapus, onncaHHOro B nogpasgene Pasnen 12.4 HacTos-
Lero oKyMeHTa, cneayeT npu HacTpownke npaBun, cTpaTernn, BOCCTaHoBNeHUA n3 PK
B COOTBETCTBYHOLWMX MONAX yKasaTb crefyrolune gaHHble:

e B rnone «KnneHT» BbibpaTb M3 BbiNajalrolwero cnncka nMa KnmeHTta PK, Ha KOTOpOM
pasBEpHYT Moaynb Dynamix n npousBefeHa HacTponka NFS-gupekTopuun, nogKo-
YeHHOW K runepBun3opy, NpefocTaB/ieH CeTeBOW AOCTYN K cepBuUcy nnatdopmbl BUP-
Tyanusauum Basis DynamiX Enterprise ¢ cooTBeTcTBytowWwen Bepcuen API (cm. [Mpo-
rpaMMHas cpega Basis DynamiX Enterprise);

e B nose «Tun pecypca» BbiGpaTb M3 BbiNagaroLlero cnucka «DynamiX»;

e NMPW HEOH6XOANMOCTM NPON3BECTU TOHKYIO HACTPOKKy Moayns Dynamix;

» B nosne «Pecypc» BbiGpaTb BM, pesepBHas Konus KOTopor byaeT co3faHa;

e B none «Tun PK» Bbi6paTb «[MonHoe», «<MIHKpeMeHTanbHoe» unn «dnddepeHumans-
Hoe».
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12.6. BRBM

12.6.1. Pe3epBHOE KONUpoOBaHue

MnaHupyemoe pesepBHOE KONMpoBaHUe

PerynspHoe pesepBHOE KOMUWPOBaHWME BUPTYasibHbIX MalMH BO3MOXHO BbIMOHATb
ABYMSA cnocobamm:

e 10 MNMpasuny rnob6anbHOro pacnmncaHnd,

e M0 CTpaTernm pesepBHOro KONMpPoBaHuA.

PK no npaBuny rno6anbHoro pacnucaHus
[na cosgaHna npasuna rnobanbHOro pacnmcaHus:
1. Nepengnte B pasgen 06bveKTbI - BKNagka Mpaesuna (PrucyHok 3).

"‘Ru & 8 &

3agayn Mpaewuna Mpaemna cTpaTervm Penosntopui YaanéHHas pennnkauns MNnaH BoCcCT:

» No group i3

58 MaHens MOHWTOPUHIa

* group vIiD Wms rnoBanbHoro pacnucaHms CraTyc Wms knneHTa HWID Wms nyna Haua)|
) ObnekThl
CTpaTerum

FnobanbHoe pacnucaHune

| Ynané&nuana pennukauws

S PenosuTtopuii

7| Ouyepenb 3apmay
£ Cepeepbl RuBackup
[=] XKypHans

& AOMUHUCTPUpOBaHNE

(O]

B  rubackup@localhost

PucyHok 3. Pasgen «O6bekTbl» - BKNagka «lMpasuna»

2. HaxxmunTte Ha (fo6aBuUTb).
3. B oTKpbIBLLIEMCSA OKHE (PrcyHok 4):

o HACTpPOMTe co3gaBaemMoe npaswuno.

CospgaBanTe HeobxoaMMoe KOomM4yecTBO npaBun pe3epBHOro KonnmpoBaHUA BUP-
TyaJlbHbIX MalWWH, HA>XXUMaA KHOMKY Ado6aBuTtb npasunoB LWaGNOoH;

o HacTpoWnTe WabnoH rnobanbHOro pacnucaHnsi, KOTOpPbIA PacnpoCTPaHseTCs Ha
BCe f06aBneHHble NpaBuia rnobanbHoro pacnmcaHus.
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12.6. B RBM

“Ru £ A @&

JobaeuTe Npasuno rAoGansHoOro pacnucaHua v’ MpuMernTe

88 Nanens MoOHUTOpUHTa

ﬂpﬂ Bvana rnofansHoro pacnucaHng
L O6nextl

NapaMmeTpw Npaskna

E Crpaterian
Ha3saHwe npasuna
OB PAcnNuCaHne
KnneHT client (d0c737358a222¢65) hd
HHaRA pennukauma
Twn pecypca DynamiX ~ -
B Penoavtopuia
Pecypc * 813 -
E] Ouepeas 3apau Tan PK Nonnan o
E{ Cepeepil RuBackup
JlononHUTENEHEE NAPaMETPLI NpaBKna
[=] XypHansi
EMKOCTE XpaHnunuwa Inf re
G2 AIMWHUCTPUPOBaHWE
EMKOCTE XPaHWIMLLE KNMEHTA Inf re
MpuopuTteT 100 +
3awmTHoe npecbpa3sosanne nocrypt “
CKPWAT MPH HOPMankHOM BEINOAHEHW -
CKPWNT NP BBINOAHEHAN € OWWBKaMKW ‘
CKPHNT NpH BOCCTAHOBNEHAK -
@
L
No6aBuTe NPaBne B Wabnox
Wabnon rnobansHoro pacnucadna
HacTpoikn
—

PI/IcyHOK 4. OKHO co3faHus npasunna rno6anbHoOro pacnncaHna pe3epBHOro KonnpoeaHuA

a. BbINOMHUTE HAaCTPOMKN CO34aBaEMOro npasua pes3epBHOro KONMpPoBaHUA:

» napamMeTpbl NpaBuna (PrucyHok 5)

MapameTpe Nnpaenna

HassaHwe npaswna

Knuent client (dOc737358a222c65) W
Twun pecypca DynamiX ] -
Pecypc * 813 -
Twun PK MonHas w

PucyHok 5. OkHO cosfgaHus npasuna rnobanbHOro pacnmcaHnsa pe3epBHOro KONMpoBaHUS.
HacTpolika npasuna - [MapamMeTpbl npasuna

= B none KnnmeHT BbibepuTe KIMEHTA, Y KOTOPOro €CTb AOCTYN MO CEeTU K
nnatoopme BupTyanmsaumm Basis DynamiX Enterprise;

= B none Tun pecypca Bbibepute TUN PE3epPBUMPYEMOro pecypca us
BblNagatowero cnucka DynamiX.

[Mone copmepXuUT gononHuTenbHo Pasgen 15.1, KOTOpble MOXHO U3Me-
HUTb HaXkaTmem KHonku [...].

= B none Pecypc Haxmute [..] n Bblbepute BM, ans kotopon b6ypet
C03[4aHo npaBuio rnobanbHOro pacnncaHusa, U3 Crmcka SOCTYMHbIX Ha
nnatdopme BupTyanmsaymm Basis DynamiX Enterprise;
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Basis Dynamix Enterprise

= B nosie Tun PK BbibepnTe NosHoe, MHKpeMeHTanbHoe n gudoepeHum-
aflbHOe pe3epBHOE KoNMpoBaHue.

Mpw BbIGOpe MHKpeMeHTanbHoro PK 6yaeT BbiNOSHEHO NOJSIHOE pe3epB-
HOe KOMMpOoBaHMe B CIeAYHOLMNX CyyYasx:

= CO3[aETCcA NepBas pesepBHasa Konua BM;
= KOHOUrypaumsa BM 6bina nsmeHeHa;

» [IOMONHUTENbHbIE NapaMeTpbl Npasuna (PucyHok 6):

OononHWTENBHLIE NapaMeTpLl NpaeMna

EMKOCTE XpaHunuLia Inf re
EMKOCTb XpaHWnuLLa KNWMeHTa Inf re
MpwoputeTt 100

3awKTHOoe npecbpa3zoeaHue nocrypt
CKpWNT MpY HOPManbHOM EbINODAHEHWW

CKpMNT NPW BINONHEHWK C OWWBKamMK

CKpWNT MpPW BOCCTAHOBIEHWW

PucyHok 6. OkHO co3gaHuns npasuna rnobanbHOro pacnnucaHmsa pesepBHOro KoNMpoBaHuS.
HacTtpolika npasuna — [lononHUTeNbHble NapamMeTpbl Npasuna

B nose EMKOCTb XpaHMAMLWLA YKaXuTe MaKCUMarbHblii pasMep nyna
Ana xpaHeHna PK, co3gaHHbIX Mo AaHHOMY npaswuny. [laHHbI napamMeTp
AOCTYMEH, ecnn B HacTpomKax rnobanbHOn KOHOUrypauum akTuUBMpPO-
BaH nepekoyatesnb OrpaHUYeHUuss EMKOCTU ANA rno6anbHOro pacnm-
CaHus;

= B nosie EMKOCTb XpaHUNMLLA K/IMEHTa YKaXWUTe MaKCUMasbHbI pas-
Mep XpaHunuwa Tekyuwero knueHta PK. [JaHHbIM napamMeTp AOCTYNEH,
€C/i1 B HacTponkax rinobanbHOM KOHPUrypaumum akTMBMPOBaH Nepekto-
yaTenb OrpaHUYEeHUs EMKOCTU ANA KJINEHTOB;

= B none MNMpuopuTteT ykaxknte 3HavyeHme ot 100 go 1000. Yem Bblwe 3Ha-
YeHue, TEM Bbllle NPUOPUTET BbIMOSIHEHUA NMPaBuUna;

» B NoJjie 3alWuTHOE npeo6pasoBaHue Mo YMONYaHUO BbI6paHO 3HavyeHne
nocrypt - 6€3 Mcnosib3oBaHWUA 3aWMTHOro npeobpasosaHus PK. B cny-
Yyae Bblbopa anropmTMa 3alnTHOro npeobpasoBaHMa CMOTPU Tabnnuy:

Tabnuuya 3. ANropuTMbI 3aLMTHOI O NpeobpasoBaHuns, 4OCTYMNHbIE B yTUIMTe rbfd

Anroputm MopnepxuBaemasa aonvHa [lMpumedyaHue
KJloua, ouTt
Anubis 128, 256
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12.6. B RBM

Anroputm Mopnepxvueaemasa aonvuHa [MpumedaHue
KJova, 6uTt

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCK1n HaunoHanb-
HbIn cTaHgapT ACTY
7624:2014

Kuznyechik 256 Poccunckuin HaumoHanb-

HbIA CTaH4apT
FOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknm HalMoHanbHbIn
CTaHdapT gna 6ecnpoBof-
HbIX ceTeMn

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

= B Mone CKpMﬂT Nnp HOPMaJIbHOM BbINOJIHEHUU YKa>XNTe MYyTb pPacro-
NOXXeHnA CKpunTa npum HOPMaJibHOM BbIMOJIHEHUN PK

/opt/rubackup/scripts/Baw_ckpunt.sh [ 7210

= B Nosie CKpUNT Npu BbINOSIHEHUM C OLUMGKaAMM YKaXXUTe NyTb pacnoso-
XEeHUA cKpunTa npw BbIMOJSIHEHUN PK C owmnbkon
/opt/rubackup/scripts/saw_ckpunt.sh ' el

» B Nojle CKpUNT NpU BOCCTAHOBJIEHUU YKaXUTe MyTb PaCMOsIOXeEHUS

CcKpunTa BoccTaHoBeHnUsa PK /opt/rubackup/scripts/Baw_ckpunT.sh
[1 - naBa 10]

b. BbINONHUTE HACTPOWKMK wabnoHa rnobanbHOro pacnmncaHna, npnMmeHaemMble KO
BCEM MpaBuiamMm rnobanbHOro pacrnnMcaHusA:

» B 6noke HacTpoukm (PrcyHok 7):

27 n3 43



https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Threefish

Basis Dynamix Enterprise

HacTpoikm
BKNIOYWMTL NOCNE CO3AaHWA
Nyn Default
Ha4ano nepvofa oeAcTenA 10.06.2024 16:40

OkoHYaHWe nepuofia AelicTBuA 10.06.2025 16:40

Obuwme HacTPOMKK MOayNs

IDD<B

PucyHok 7. OKHO co3faHus npaBunia rnobanbHOr0 pacnucaHus pes3epBHOro KONMpoBaHus.
HacTporika wabnoHa — HacTponku

» NepeknoYvaTenb BKAYMTb nocne cosfaHua:

» @© aKTUBUPYWTE NepeknoYyaTenb U NpaBuio OyaeT MMeTb cTaTyc
run (3anyLeHo);

» @ feakTMBUpYMTE NepeknyaTeNb U NpaBuno byaeT UMeTb cTaTycC
wait (NpaBmnno He CO30aéT 3a4a4y pe3epBHOro KOMMpPoBaHUS);

= B nosie Myn BbibepuTe AOCTYMHbIA Ny A5 XpaHeHnsa konuin PK;

= B nosie Hayano nepuopa pencreuna Bbl6epI/ITe B KalleHAaape pgaTty wun
BpeMsa Hadalla nepnoda 3arycka rpasuia,

= B nosle OKOHYaHue nepuopa AeicTBUA BbibepuTe B KaneHgape AaTy U
BPEeMA OKOHYaHWs 3anycka npasuna. o yMONYaHuUo CPOK [AeicTBUA
npaBuna coctasnseT 1rof C MOMeEHTa ero Co3faHus;

» KHOMKa [O6uwue HacTpoMkKu Mmoaynal npenocTtaBnaeT napamMeTpbl 4Ns
HaAaCTPOMKM MHOMOMOTOYHOrO pPes3epBHOro KonuvposaHusa. OnucaHue
napameTpoB NpPUBELEHO B pasgene Paznen 15.2;

= B 6noke Pacnucanue (PrcyHok 8):

PacnucaHue
BbibpaHo: KpOH-BbipaxeHue 0 0 1 * *
MNepuoanYecKknii 3anyck
MuHyTa
Yac

JeHbs Mecala

ololo

Mecau

JeHb Hegenu

PucyHok 8. OKHO co3faHuns npaeuia rnobanbHOro pacnmcaHus pe3epBHOro KONMpoBaHus.
HacTporika wabnoHa — [onofHUTeNbHbIe NapamMeTpbl NpaBuna

» nepeknovaTtens Mepuoauyeckuii 3anyck:
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» @© aKkTMBMpYWTE nepekoyaTenb ANsS Nepuoguyveckoro 3anycka
yepes Kaxgble N MUHYT.

Mpy aKTMBaUWUW MON3yHKa MEepMOAMYECcKOro 3anycka YKaxuTe B
MUHYTax 4yepe3 Kakoe Bpems 6yaeT BbIMNOMHATbLCA CO3[aBaemMoe
npasuno.

» @ pgeakTuBMpynTE MNepeksovaTenb L1 BbINOJHEHUA NpaBuia B
yKasaHHbIN CPOK.

HacTpoilTe KpOH-BblpaXeHne, ykasaB gaTy M BpPeMsi UHTepBana
BbIMNONIHEHUS NPaBUNa;

» B 6510Kke MpoBepka (PrcyHok 9):

Mpoeepka

MNpoBepka pe3epBHbIX KONWIA KaXKable ()

1 +  Mecaues v

PucyHok 9. OkHo co3gaHus npasuna rnobanbHOro pacnnucaHmsa pesepBHOro KonnMpoBaHus.
HacTponka wabnoHa — Mposepka PK

» nepekntovaTtens NMpoBepkKa pe3epBHbIX KONMUIA KaXkable:

» @© akTMBUpPYNTE nepekovaTenb ANA HaCTPOMKU NepUOLUYHOCTH
NPOBEPKN apXMBOB PE3EPBHbIX KOMUA - LNGPOBON Noanmcu n pas-
Mepa ¢annos:

Ecnn PK nognuncaHa unepoBon nognnceto, To byaeT NpoBepeH pas-
Mep ¢pannos n cama PK.

Ecnn PK He nognucaHa uudpoBor noanucbro, To ByaeT npoBepeH
TONbKO pa3mep ¢annos PK.

» @ [feakTUBMpPYNTE nepeknovaTenb, eCcnv MNpoBepKa pes3epBHbIX
KONum He TpebyeTcs.

» B 6n10ke Cpok xpaHeHusa (PvcyHok 10) yKaXuTe CKONMbKO AHEWN, Hepaenb,
MeCALEB UM NET XPaHUTb pe3epBHble KOMUU, MONYYEHHbIE B pesynbTaTe
BbIMOJSIHEHUA NMPaBUNa;

CpoK xpaHeHua
XpEIHMTb pe3epBHbI2 KONMWKW B TEYEHWE Q

1 + Net W

PucyHok 10. OkHO cosfaHus npasuna rnobanbHOro pacnmcaHusa pesepBHOro Konmposa-
HuA. HacTpoika wabnoHa — Cpok xpaHeHns PK
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= B 6510Ke Pe3epBHble kKonuu (PrcyHok 11):

Pe3zepBHble KOMWK

MNepemecTuTb B NyN Yepes

PucyHok 11. OKHO co3faHusa NpaBunia rnobanbHOro pacnmcaHus pesepBHOro KonnpoBa-
HUA. HacTponka wabnoHa — PK

» nepeknovaTesnb NMepeMecTUTb B Ny Yepes:

» © aKTMBMpyIZTe nepeknyaTtesib Ond HaCTpOVIKVI nepemMeLlleHna
pe3epBHbIX KOMnA, NOJTY4YEHHbIX B pe3ysibTaTe BbINOJIHEHNA MMpa-
BUa:

» @ pgeakTuBUpynTE NepeksoyaTenb, ecnn He TpebyeTcsa nepeme-
watb PK. B aToM cny4yae PK 6yayT coxpaHeHbl B BbIOpaHHOM nyre
6noka HacTpoukm.

» B 6510Ke YcTapeBLwMe pe3epBHble KONMUU HeOOXOOUMO onpeaennuTb gen-
CTBMA NOCNe UCTeYyeHUs cpoka xpaHeHua PK, nonyyeHHbIX B pesynbTaTe
BbINONHeHMA npasuna (PrucyHok 12):

'_'r'C"'E]pEF}IlJME pezepBHbIE KONMKWK
ABTOMaTUYECKOE yaaneHue
Yeegomnate  Nobody “

KnueHT MoXeT yoannuTk Pe3epBHbLIE KONWK 3TOro Nnpasvuna ()

PucyHok 12. OKHO co3faHuA npaBuia rnobanbHOro pacnmcaHusa pesepBHOro KoNnMpoBea-
HuA. HacTpolika wabnoHa — YcTapeswune PK

= MepeKsitoYvaTeslb ABTOMaTUYecKoe vyaaneHue:

» @© aKkTUBMPYWTE NepeknodaTenb AN yaaneHus pes3epBHbIX KOMUii
MO OKOHYaHWMKO onpefenéHHoro B NpaBu/ie CPoKa XpaHeHus,

» @ [eakTUBMpPYNTE MepeknoyaTenb, €CnNu yaaneHne pes3epBHbIX
KOMWUiA He TpebyeTcs;

= B Mofle YBeAOMAATb HACTPOMNTE Kakue agMUHUCTPaTUBHbIE Tpyrnbl
OyayT yBenoMIieHbl 06 NCTeYeHUU Cpoka LeNCTBUA pe3epBHbIX KOMUK;

» NepekntoyaTens KnuMeHT MOXeT yaanuTb pe3epBHble KOMUU 3TOro
npaBuna:

» @© aKTUBMPYITE NepekoYaTenb ANa paspelleHns KnmeHTy PK yaa-
NUTb yCTapeBLIMe pe3epBHble KOMUuK;

» @ [geakTUBMPYNTe NepeknovaTenb A8 paspelleHnss Ha yaaneHue
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pe3epBHbIX KOMUI TONbKO Ha CEPBEPE;

= B 6510Ke YBepgomneHusa (PrcyHok 13) ons ykasaHHbIX cOObITUA N3 BbiNaga-
FOLLEero Crnmcka onpegennTte rpynny nosb3oBaTesien, KoTopas byaeT yBse-
AOMEeHa B criyyae npounsoweawero cobblitus. B none «E-mail CC» MOXHO
BBECTW NMOOON apec 3NeKTPOHHOM NoYTbl 418 0CO60ro yBeLoMIEHUS;

YeegomMneHus

HopmansHoe BeINONHEHWE Nobody W
BeinonHeHwWe C oWWbKoW Nobody A
MpoEepKa pe3epEHON KONWK Nobody ~
OxoH4YaHWe OeACTBMA Npaenna Nobody v
OxoHYaHWe eMKOCTKM XxpaHunuwa  Nobody v

PucyHok 13. OKHO co3faHusa npaeunia rnobanbHOro pacnmcaHns pesepBHOro Konnposa-
HUA. HacTpoika wabnoHa — PK

4. Haxxmnte kHorky &/ MpUMEHUTDb [J/15 COXPaHEeHWUs HacTPOeK MpaBufia pes3epBHOro
KOMMpOBaHUS.

CospgaHHoe npaBuio byaeT AOCTYNHO ANSA pefakTUPOBaHNA N M3MEHeHUs cTaTyca (run
(sanyweHo) unn wait (oxxuaaet)) B pasgene Cno6anbHoe pacnucaHue.

CpouHoe pe3epBHOE KONUpPOBaHue

Cpo4HOe pes3epBHOE KOMMpOBaHMe Mo3BosAeT eAnHOPasoBO CO34aTb MOJHYHO pe3eps-
HYtO Konunto BM, He Ha3Hayas npasuao NO pacnncaHuo.

1. BbinonHeHNe CPOYHOro pe3epBHOro KonmposaHWsa B RBM BO3MOXHO OCYLLECTBUTb
ABYMs criocobamu:

o nepenaute B pasgen O6beKTbl, BblAennte KnnMeHTa PK, ocywecTBnsOLWEro
yrnpaBfieHne pesepBHbIM KOMUPOBAHMEM BUPTYaslbHbIX MalWWH, U HaXMUTe
KHOTMKY ﬁ (CpouHoe PK);

o HaXMWUTe Ha BEPXHEN naHesn KHomMKy ﬁ (CpouHoe PK).

2. B oTKpbiBLIEMCSH OKHE NPON3BEANTE HACTPOWMKY NapameTpoB (PrucyHok 14):
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HENlb MOHWTOPUHTa

Knuent

] OBuektsl
Tun pecypca

[E) crpareruu

Pecype *
B rno6ansHoe pacnucanue
ApxvBMpoBaHMe

[l Vaanéunan pennuxawus Thn PK

B PenosuTopuii fyn

E] Ouepens 33aa4 3aummhoe npeobpaioaanme
B Cepeepsi RuBackup Mpuoputer

|_| -~ CPoK XpaHeHnA
5 XypHans:

£ AaMUHWETpUpOBaHUMe

PucyHok 14.

CpouHoe PK

client (d0c737358a222¢65)
DynamiX ~

812

Nonuas
Default
nocrypt

100

.« Apm-

1 +  Jlet

O6wKe HacTpORKK MOAYNA

OKHO HacTporiku CpOYHOro pe3epBHOIr0 KOMMPOBaHUS

o B none KnueHTt BbibepuTe KIMEHTA, Y KOTOPOro eCTb AOCTYM MO CEeTU K pecyp-
cam nnatdopmbl BUpTyanusauum Proxmox VE n mogynb Proxmox;

o B nosie Tun pecypca Bbl6epI/ITe 13 BblNajaroLLero cnmucka Proxmox.

[Mone copep>XuUT gononHuTenbHo Pasgen 15.7, KOTOpble MOXHO U3MEHUTb HaXa-

TeM KHonku [...];

= B none Pecypc HaxmuTe KHOMKY [...] n BbibepuTte B pasBepHyBLUEMCSH OKHEe
pecypc pesepsupyemon BM.

MMA pecypca cogepXuT ID pesepBuUpyemMon BUPTyasibHON MaluHbl, tmMsa BM
(Name ) n ctaTyc BM (Status);

= B nose Tun PK BbibepnTe nosHoe nnm MHKpeMeHTalbHoe pe3epBHOE KOMMPOo-

BaHWe.

[Mpn BbIObOPE MHKpeMeHTanbHoro PK 6yaeT BbIMOSIHEHO MOJSIHOE PEe3epBHOE
KONMpOBaHMe B CriefyroLwmx cny4danx:

= CO3[aETCA nepBas pesepBHasa Konusa BM;

» KOHOQUrypaumsa BM 6bina nsmeHeHa;

o B nosne Myn n3 packpbiBaroLWErocsa Cnncka Bblibepute JOCTYMHbIAN Nyn ANa coxpa-
HEHUA pe3epPBHON KOMNUHK;

o B MoJie 3awuTHOE Npeobpa3soBaHu Mo YMONYaHUIO BbIBpaHO 3HaYeHne nocrypt -
6e3 mncnosb3oBaHUA 3alWMTHOro npeobpasosaHus PK. B cnyyae Bbibopa anro-
pUTMa 3alKnTHOro npeobpasoBaHmsa cM. Tabnuuy:

Tabnuya 4. AnropnTmbl 3alyUTHOIO NpeobpasoBaHus, 4OCTYMNHbIE B yTUANTE rbfd

Anroputm

Anubis
Aria

CAST6

321343
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12.6. B RBM

Anroputm MopnepxveaemMas AoNvHa MpumeyaHue
KJlova, ouTt

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKM HaLMOHabHbIR
cTaHpapt ACTY 7624:2014

Kuznyechik 256 Poccuinckuin HaunoHasnbHbIN
ctaHgapT F'OCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknm HauMoHanbHbIn
CTaH4apT Osa 6ecnpoBOgHbIX
ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

= B none MpuopureT ykaxuTe 3HayeHne ot 100 go 1000. Yem Bbile 3HaYEHMUe,
TeM Bbille NPUOPUTET BbINOSIHEHUA NPaBuna;

B nosie CpoK XpaHeHUA yKaXxmTte CKONbKO AHeN, Hefesb, MecsLeB U neTt xpa-
HNTb pe3epBHble KOMUKU, noJsly4yeHHble B pe3yJibTaTe BbIMOJIHEHUA NMPaBUNa,

KHornka [Pasnen 15.2] npegocTaBnseT napaMeTpbl O/ HACTPONKN MHOFOMoToY-

HOFO PEe3epPBHOIr0 KOMUPOBAHUS.

CpouHoe pe3epBHOE KONUPOBaHMWe No npasuny

B Tom cnyvyae, ecnu Heo6X0OMMO BbINOMHUTL CPOYHOE PEe3epBHOE KOMMPOBaHME MO
CO3[aHHOMY npaBuy rnobanbHOro pacnncaHus:

1. Mepengute B pasgen rno6anbHoe pacnucaHue.

2. BblgenuTe Hy>HOe npasuno.

3. Bbi3oBMTE MpaBOM KHOMKOWM MbIWN KOHTEKCTHOE MEH U HaxmuTe [BbinonHUTb]
(PncyHok 15).
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HNobasnTh

KnoHupoBaTb
PefakTUpOBaTb
MNprocTaHoOBUTL
BbINOMHUTH
Yaanute

MNepeiTH K...

PucyHok 15. 3anycK CpOYHOro pe3epBHOro KOMMPOBaHUA NO NpaBuy rnobanbHOro pacnmcaHus

4. TlpoBepbTe X0 BbINOMHEHUA PE3EePBHOIO KOMUPOBAHWA MOXHO B pasgene
3apaum (PncyHok 16).

¢ Ru & 8 @

[ Yoanute v iE]

ID npaeuna ID cTrpaTerin ID pennukaLmuu HMma myna

1 Backup local client Done Dynamix 38 o ] ] Default

b AOMWHWCTPUpOBaHWe

PucyHok 16. OKHO oyepegm 3agay

Mpn ycnewHoM 3aBeplleHUUN pPe3epBHOr0 KOMUPOBaHUA COOTBETCTBYKOLWAs 3ajava
nepenget B ctatyc Done.

12.6.2. BoccTaHOBNeHue

Cuctema pesepBHOro konmposaHus RuBackup npegycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHUSA pPe3epPBHbIX KOMUI:

e JlIOKanbHO Ha KnuneHTe CPK B npunoxenun «MeHepyxep knneHTa RuBackup» vnum ¢
NOMOLLbIO YTUINT KOMaHAHOW CcTpoku RuBackup;
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e LEeHTpanmi3oBaHHO, AgMuHucTpatopoM CPK B npunoxeHun «MeHemxep agMUHU-
cTpaTtopa RuBackup» nnm ¢ NOMOLLbIO YTUNUT KOMaHOHOW CTpokn RuBackup.

LleHTpanusoeaHHOe BOCCTaHOBNIEHUE

[nA LeHTpann3oBaHHOro BOCccTaHoBMeHUA BM Ha knneHTe PK:

1. MNMepengute B pasgen Penosutopui.

2. BbibepuTe pe3epBHYIO KOMUIO, HAXXMUTE Ha Hee NpPaBor KHOMKOW MbIlLK U BblibepuTe
B KOHTEKCTHOM MeH0 [BoccTaHOBUTD].

BOCCTAHOBUTL
NpoeepuTs
KonuposaTe
NepemecTuTs
XpaHuTh 10

¥AanuTe

NepeiaT k...

PucyHok 17. OkHo pasgena «Penosntopuin». BoccTtaHoBneHne PK

3. B OTKpbIBLIEMCSH OKHE LieHTPaniM30BaHHOr0 BOCCTaHOBNeHNs (PrcyHok 18):
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LeHTpan1uiosaHHOS BOCCTAHOBRNEHWE \/ MpuMeHuTs

HeNk MOHWTOPWUHIa

WHdropMauna 0 pe3epeHOR KONUK

G BEKTI
Wms xocTa: client
=il HWID: d0c737358a222¢65
rnoGankHoe pacnucaHve Twn pecypca: DynamiX
HHaA pennukaums Pecypc: 381
‘ - g faul
= Penosutopuii Myn Default
Tun PK: full
* | Ouepeas 3agay
CosznaHo: 2024.08.22 11:31:59
peepsl RuBackup
peep ckup BOCCTAHOBMTE LIEMNOYKY: 1
El PHank Wms npaswna:
'_' AQMUHUCTPUPOBaHWe CraTyc PK: Mot Verified

MecTo BOCCTAaHOBNEHWA

BOCCTaHOBMTE Ha KNMEHTa: client (d0c737358a222¢65) v
Katanor pacnakoskw: * (D) ’
MapaMeTpbl BOCCTAHOBASHWA ANR MOAYNA: DynamiX -

BoccTaHosuTh Ha Lenesom pecypee: (D

Ofwme HACTPORKK MOOYNA

I paHynApHOE BOCCTAHOBNEHWE
NoBaBnTh 06 beKThI
paHyNAPHOE BOCCTAHOBMEHWE B HACTOSLLEE BDEMA OTKNIO4EHO.

YToBbl BKNIOYUTE MPaHyNApHOe BOCCTaHoBNEHWE, foBaBbTe HeoBxoauMble Gaine U3 3ToR
pe3epBHOR KOMUK, HAXAB KHONKY «ofasuTe 06beKTbl=,

PucyHok 18. OkHo LieHTpann3oBaHHOro BOCCTaHOBNEHUA BM

o BHMMAaTeNbHO MU3y4ynTe MHPpopmMaLno 0 BOCCTaHaBIMBAaEMOW pe3epBHON KOMUN B
6noke UHPpopmaumsa o pesepBHON Konuu. [laHHbIN 610K COOEPXKNUT HEU3MEHSE-
MYIO MHPOpMaLUIO;

o NPOM3BELUTE HACTPOWKY NapamMeTpoB B 6510ke MeCTO BOCCTaHOBJIEHUS:

= B Nosle BOoCCTaHOBUTb Ha KJIMEHTe Bblbepute knmeHta PK ¢ yCTaHOBNEHHbIM
Mopaynem DynamiX;

= B nosie KaTanor pacnakoBKM YKaXXuUTe BPEMEHHbIN KaTanor Ana pacnakoBKu
pe3epBHON KONuu;

» NepeknoYyaTesib BoccTaHOBUTD Ha Lie/1IeBOM pecypce:

» @© akTUBMpPYNTE NepeksoYaTenb oA BoccTaHoBNeHMA PK ¢ pa3BépTbiBa-
Huem BM:

» PK 6ypneT pasBépHyTa B KaTanor pacnakoBKM;

» fanee pgencteua 6yayT BbINOSIHEHBI B COOTBETCTBUM C MOJSTIOXKEHUEM
nepeknodaTens restore_to_original_vm (B Pasgen 15.3);

» @ peakTuBMpynTE NepekovaTenb ANa BoccTaHoBneHna PK 6e3 pasBép-
TbIBaHUA.

PesepBHaa konusa 6yaeT BOCCTaHOBMEHA TOMIbKO B Marnky, yKasaHHyo B
none Katanor pacnakoBKM.
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12.6. B RBM

= B none NMapameTpbl BOCCTaHOBNEHUSA ANA MOAYNA LOCTYNHbI Pasfen 15.3;

» KHOMKa O6uwMe HacTpoukuM Moayna npepocrtasndet Pasgen 154 gna
HaCTPOMKN MHOIOMOTOYHOIr0O BOCCTAHOB/IEHUA AaAHHbIX.

o FpaHyfIApPHOE BOCCTAHOBMEHNE HE NOALEPXKMBAETCA B TEKYLLEN BEPCUN MOLYNA
DynamiX.
[OCTYNHO TOMIbKO NOJSIHOE BOCCTAHOBEHNE OUCKOB BUPTYasibHOW MaLUUHbI.

4. MpoBepbTe X0p, BbINO/HEHMSA Pe3ePBHOIr0 KONMMPOBaHWA B pasaene 3agaun.

Mpn ycnewHoM 3aBepLUEHNN BOCCTAHOB/IEHUA PEe3EPBHOM KONUM COOTBETCTBYHOLLAA
3aja4a Ha BOCCTaHOBNEHMe NnepenaeT B ctaTtyc Done (BbINOMHEHO).

12.6.3. NMpocMmoTp ouepenm sagad

[lna oTcnexmnBaHUA BbINONIHEHNSA NPaBUII:

1. Mepengnte B pasgen 3apgaum.
o B paHHOM paspgene 3afayva nosiBNAeTCA B MOMEHT:
= BbINOJSIHEHUS CO34aHHOr0 NpaBuna;
= BbIMNOSIHEHUS CPOYHOIrO PE3ePBHOIr0 KOMMPOBAHUS;
= BOCCTAHOBMIEHUA pe3epBHON AaHHbIX N3 PK;
= MPOBEPKU pe3epPBHON KOMNK,
= yoaneHum PK;
» nepemelteHum PK.

o [locne ycnewHoro saBeplleHWs 3ajayvyn pPe3epBHOroO KOMUPOBAHUA pes3epBHas
Konma 6yaoeT NoMeLLeHa B XpaHUNuLLe pes3epBHbIX KOMUNA, a MHPopMaLna O Hen
oyneT pasMelleHa B pasgene Penosutopui.
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Basis Dynamix Enterprise

NnaBa 13. O6HOBNEHUue

O6HoBMEHNE MOAYNs MPOM3BOAUTCA TONbKO BMecTe C KnmeHToM PK RuBackup (cm.
O6HoBneHne CPK).
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https://docs.rubackup.ru/MaintenanceGuide/2.8.0.0.0/update/

FnaBa14. YpaneHue

YpoaneHne moayns nponsBoguTCcs TONIbKO BMecTe ¢ KnmeHToM PK RuBackup (cMm. Yaa-
nenne CPK
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https://docs.rubackup.ru/MaintenanceGuide/2.8.0.0.0/delete/
https://docs.rubackup.ru/MaintenanceGuide/2.8.0.0.0/delete/

Basis Dynamix Enterprise

naea 15. NMpunoXxeHus

15.1. TOHKMe HacTPOUKUN MoAyNA Npu BbinosiHeHun PK

15.1.1. U3SMeHeHMe napaMeTpPoB TOHKUX HAaCTPOeK MoAayna

[Na n3MeHeHnsa TOHKUX HacTpoek moaynsa Dynamix:

1. OTKponTe okHO [l06aBUTb NpaBuno rnob6anbHoro pacnucaHusa nin CpouHoe PK.
2. BbibepuTe none Tun pecypca.

3. HaxmwuTe [...].

4. BbINOSHUTE TOHKYHO HaCcTponKy moayna Tabnuvua 5.

5. Haxxmunte OK ons coxpaHeHus yCTaHOBIEHHbIX 3HAYEHUN.

o KHOMKa 3HayeHUA nNo ymMonyaHuio cbpacbiBaeT BCe TeKylliMe HaCTPOMKK napa-
MEeTPOB U UCMONb3yeT 3HAYEHUA MO YMOSTYaHUIO, YCTAHOBJIEHHbIE B KOHOUrypa-
LMOHHOM ¢danne mogyna DynamiX /opt/rubackup/etc/rb_module_dynamix.conf.

15.1.2. NapameTpbl TOHKOWU HACTPONKU MOAYNA

Tabnuya 5. lNapameTpbl TOHKOW HAaCcTPOVIKU MoAysisi Dynamix

Bo3MOXHble 3Ha-
yeHusa
MapameTp OnuncaHue
(mo ymonyaHuio)

JlokanbHas Touyka MoHTUpoBaHnsa NFS-pecypca Ha KiMeHTe
PK — nyTb 0O OMpEKTOPUN, B KOTOPYHO BYAYT NepeMeLLeHbI
KOMuUWN OUCKOB BUPTYasibHbIX MaLUWH ANA Pe3epBHOro Konu-
poBaHus.
local_backup_path path
Ecnu 3HayeHune He ykasaHo, TO OyaeT MCnosib30BaHO 3Ha4ye-
HMe JaHHOro napamMeTpa, ykasaHHOe B KOHOUIypaLMoHHOM
danne moayna DynamiX
/opt/rubackup/etc/rb_module_dynamix.conf.

O6wWwunn yaanénHein pecypc NFS — nyTb [0 AMPEKTOPUM Ha
y3ne runepe1sopa, B KOTopyo 6yayT NoMeLLeHbl Konuu guc-
KOB BMPTYyasibHbIX MaLUWH.
hypervisor_backup

_path Ecnu 3HayeHuMe He ykasaHo, To ByaeT UCrosb30BaHO 3Have-
HWe JaHHOro napameTpa, ykasaHHoe B KOHQUrypauMoHHOM
danne mogynsa DynamiX
/opt/rubackup/etc/rb_module_dynamix.conf

path
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15.2. O6Lwme HacTPOMKK MoayNaA Npu BbiNnonHeHUn PK

15.2. O6L,Me HacTpPOoNKU MoAay A npu BbinosiHeHuu PK

KHornka O6wue HacTPOMKM MOAYNA MpefocTasBnseT cleaywlme napamMeTpbl AN
HaACTPONKN MHOrOMOTOYHOIr0 Pe3epPBHOIr0 KONMUPOBAHUA:

Tabnuya 6. ObLyme napameTpbl HaCTPONKu Moay s Dynamix
Bo3MOXHble 3Ha-
YyeHus
MapameTp OnuncaHue
(mo ymonuaHuio)

worker_parallelis 3ajaeT KOMYECTBO NOTOKOB, KOTOpble ByayT obpabaTbiBaTb

(8)

m n gegynnmumnpoBaTtb 6710KM JaHHbIX pecypca;
. © aKkTVBMpPYNTE NepeksoyaTesnb AN MHOMONOTOYHON nepe- true, false
enable_multithrea
din Jauyun gaHHbIX C UCMNONIb30BaHMEM CeTEeBbIX MOTOKOB B KOJIN-
d yecTBe, YKa3aHHOM B napameTpe network_parallelism; (true)

© aKTMBMpYNTE NepeksoyaTenb ANa NCNoNb30BaHUA

HECKOMbKMX Tabnuy, Aenynavkaumm BMecTo OOHON. + true, false
enable_flexible_d 4 Acdy H A !
edup Mcnonb3ayeTca BMeECTe C NepektoYyaTenem
enable_multithreading 415 NoBbILWEHNA CKOPOCTU pe3epB- (false)

HOro KonnpoBaHuA,

3afaeT KONMYecTBO NOTOKOB, KOTOpble ByayT nepefaBaThb
610KM AaHHbIX Ha Megunacepsep.

Bnokun, nogroToBneHHble worker NOTOKamMu, cobuparoTcs B
bydepsbl, KOTOpble BYAYT NepefaBaTbCs Ha cepBep.

network_paralleli Pasmep 6ydepa no ymonyaHuto coctasnsaet 100 M6, Ho ero
sm MOXHO U3MeHNTb B panne rbfd.cnf B 3HaYeHUU NapameTpa
parcel-size.

Mpn yBennyeHumn pasmepa bydepa MoxXeT 6bITb NPeBbILIEH
pacxof namMaTK, 3aaHHbI napamMeTpoM memory-threshold B
KOHPUrypaunoHHomM ¢anne oCHOBHOIo cepeepa
/opt/rubackup/etc/config.file.

YcTaHaBNMBaeT BEPXHIOK rpaHuLy MCNoNb30BaHUA onepa-

TUBHOM NamATu (B ['6) Npn cosgaHnn pesepBHON KOMUK. min = 4

memory_threshold
v Mpn MeHbLUeM 3HaUYeHNe NapamMeTpa B NpoLecce peseps-

HOro KONMPOBaHUA ByAeT BbIBEAEHO NPeAynpeXxaeHne un
napameTp He BygeT yYTEH.

© aKTUBMpPYNTE NepekntovaTenb, ecnu npeaplayLlan nHkpe-
deny_memory_excee MeHTanbHas pesepBHas konusa 6bina caenaHa sepcunen CPK
d RuBackup paHee 2.1.1-a.84, a Tekyuwas sepcusa CPK
RuBackup 2.1.1-a.84 u Bbiwwe.

true, false

(false)

MpuBeAEHHbIE HACTPOWKU [AOCTYMHbl TakXe B KOHOUrypaunoHHOM daine
OCHOBHOIO cepBepa /opt/rubackup/etc/config.file.
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15.3. TOHKNE HaCTPOMKUN MOAYNSA NPU BOCCTaAHOBJIEHUMU

15.3.1. UsMeHeHne napaMeTPOB TOHKUX HACTPOEK MOAY NS

[Na naMeHeHnsa TOHKKUX HaCTpoeK MoadynA Dynamix:

a. B OKHe UeHTpannM3oBaHHOro BOCCTaHOB/EHMA, B rnosie MapameTpbl BOCCTaHOBMNE-
HUA ana moayna Haxmute [...].

1. JeakTnBupynte nepekntoyatesns @ Ucnonb3oBaTb HACTPOMKU NO YMONMYAHUIO
ANA UBMEHEHNA TOHKUX HAaCTPOEK MOAYNA Npu BoccTaHoBNeHun PK.

Mpu akTMBauun nepekntovatens @© Ucnonb3oBaTb HACTPOMKU MO YMOJTYAHUIO
6yayT MCNONb30BaHbl 3anMcaHHble Npu co3gaHnn PK 3HauyeHMa gaHHbIX napameT-
pOB.

2. BbINONHMUTE TOHKYKO HAaCTPOMKY Moayna Tabnvua 7.

3. Haxxmute OK gna coxpaHeHua yCTaHOB/IEHHbIX 3HAaYeHUN.

15.3.2. MNapameTpbl TOHKO HACTPOUKU MOAYNA

Tabnuya 7. lNapaMeTpbl TOHKON HaCTPONKnN Moy s Dynamix

B0O3MOXHble 3Ha-
yeHusa
MapameTp OnuncaHune

(no ymonyaHwto)

AKTMBUpPYNTe NepeknoyaTtens @© 18 BOCCTaHOBNEHUA
pe3epBHO KOMun B UCXOAHYH BM (gna KoTopoi 66110
BbINONHEHO co3faHue PK) Ha nnaTdopme BupTyanusayuu. true, false

restore_to_origin
g Ecnu ncxogHasa BM yganeHa, To byaeT co3gaHa HoBast BM.

al_vm
(false)

Mpu peakTmBaumm nepeknoyaTena @ 6ygeT cosfaHa HoBas
BM 1 pesepBHas konusa 6yaeT BOCCTaHOBMEHa Ha HeNn.

JlokanbHas Touyka MoHTUpoBaHMA NFS-pecypca Ha KnMeHTe
PK — nyTb Ao gupekTopuun, B KOTopon Mogynb DynamiX
OXunpaeT NosABNeHNS KONUM AUCKOB pe3epBuUpyeMon BUpPTY-
anlbHON MaLUUHbI.
local_backup_path path
Ecnun 3HayeHune He ykasaHo, TO OyaeT UCnob30BaHO 3Ha4ve-
HMe JaHHOro napamMeTpa, ykasaHHOe B KOHOUrypaLMoHHOM
danne mogynsa DynamiX
/opt/rubackup/etc/rb_module_dynamix.conf.
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15.4. O6LWue HaCTPONKN MOAYNS NPU BOCCTAHOBNEHUN

O6wmin yaanéHHbin pecypc NFS — nyTb 40 AMPEKTOPUN Ha
y3ne rurnepsnsopa, B KOTOpyo byayT NoMeLeHbl KOnun guc-
KOB BOCCTaHaB/IMBaeMOW BUPTYasibHOM MaLUUHbI.
hypervisor_backup

_path Ecnn 3HauyeHue He ykasaHo, TO byaeT UCrofib30BaHO 3Have-
HWe faHHOro napamMeTpa, yKkasaHHoe B KOHGUrypauMoHHOM
danne moayna DynamiX
/opt/rubackup/etc/rb_module_dynamix.conf.

path

15.4. O6LL e HacTPOMNKN MoaAyNA NPU BOCCTAaHOBJIEHUM

KHonka O6LiMe HACTPOMKM MOAYNA NpefoCTaBnsaeT cheayrline napameTpbl Ans
HaCTPOWKM MHOTOMOTOYHOIrO Pe3ePBHOI0 KOMUPOBaHUA:

Tabnvya 8. Ob6Lymne napaMeTpbl HACTPONKM Mogy s Dynamix

Bo3MoXHble 3Ha-
yeHusa
MapameTp OnucaHune
(no ymonyaHuto)

worker_parallelis 3agaeT KOJIMYECTBO MOTOKOB, KOTOpble ByAyT y4acTBOBaTb B
m npouecce BoCCTaHOBMEHMS BI0KOB AaHHbIX pecypca;

(8)

YcTaHaBNMBaeT BEPXHIOK MpaHuLy MCNoNb30BaHUA ornepa-
TUBHOW NamsATM (B '6) Npu BOCCTaHOBIEHNN Pe3epPBHON
Komuu.

Mpu MeHbLUEM 3HaYeHWe NapameTpa B Npouecce BoccTa-
HOBMeHNS ByAEeT BbiBEAEHO NpenynpexaeHne n napameTp
He ByfeT YUTEH.

PekoMeHayemMoe 3HayeHne napameTpa MOXHO paccumTaTb
no cnegyroLen dopmyne: KoNM4ecTBO NOTOKOB (MapameTp

min = 4
worker_parallelism) + 4.

memory_threshold

[na BoccTaHOBNEHNA pe3epBHON KOMUK, COoenaHHoM C
ncnonb3oBaHWeM napameTpa memory-threshold, TpebyeTcs
JOMONIHUTeNNbHaa onepaTMBHaA NaMATb Ha CepBepe B pas-
Mepe 3% OT pa3mepa 3ape3epBUPOBaHHOrO pecypca.

[na BoccTaHOBEHNA pe3epBHON KOMUKU C UCMONb30BaHNEM
memory-threshold HEOO6XOANUMO AOMNONMHUTENBHOE MECTO Ha
aucke B ¢annoBoM nyne, B KOTOPOM Haxo4ATCA MeTafaH-
Hble pe3epBHOM KOMUK, B pasmepe 2% OT pasMepa 3apesep-
BUPOBaHHOro pecypca.
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