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dannosble cucTembl Linux

Nnhasa 1. HazHauyeHue

CuctemMa pesepBHOro kKonmposaHmMa RuBackup no3BongeT BbIMOSHATb KAMEHTaM Mos-
HOe U WHKPEMEHTaNlbHOe pe3epBHOE KOMuUpoBaHWe ¢GannoBbliX CUCTEM, KaTasioros WU
oTAenbHbIX ¢annos. Cuctema pesepBHOro kKonuvpoBaHuMa RuBackup noppep>xunBaet
cnegywouwme dpamnosble cuctembl Linux: Ext4, Ext3, Ext2, XFS, ZFS, BTRFS. KoHcu-
CTEHTHOCTb [laHHbIX rapaHTUpPyeTCs TONbKO Ha ¢pannoBblx cuctemax ZFS n BTRFS.
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naBa 2. Tunbl pe3epBHOro KONUMPoOBaHUA

Mopaynb pesepBHOro KOMMPOBaHUA WU BOCCTAHOBMEHUA GalnioBbIX CUCTEM Linux nopg-
AepXnBaeT crefyrolime TUMNbl pe3epBHOro KONMMpPOBaHUSA:

e NONIHOE pe3epBHOE KonupoBaHue. Co3gaHMe pPe3epBHOM KOMUW BCEX [OaHHbIX U3
ncxogHoro Habopa, HeE3aBUCMMO OT TOro, USMEHANUCH faHHble UM HET C MOMEHTA
BbIMOSIHEHMA MOCegHeN NONHOW pe3epBHOW KONuu;

e MHKpPEMEHTaNbHOE pe3epBHOE KonnpoBaHue. CoxpaHsaeT TOMIbKO AaHHble, NU3MEHEH-
Hble CO BPEeMEHW BbINONHEHUA NMpeablayLlen MHKpeMeHTanbHOM pe3epBHOM Konuu, a
€CNN TaKoW HeT, TO CO BPeMEHMU BbIMOJSIHEHUA MOCcegHeN NONHOW pe3epBHOW Konuu;

o anddepeHLmanbHoe pe3epBHOE KOMMPOBaHUE. 3TOT TUM Pe3epBHOro KOMUPOBaHUSA
COXpaHsAeT TOMbKO AaHHble, USMEHEHHbIE CO BPEMEHWN BbIMOMHEHUS NpeablayLLero
MONHOrO PE3epPBHOI0 KOMMPOBaHWS.

3un323




dannosble cucTembl Linux

FnaBa 3. Cnoco6bl BOCCTaHOB/IEHUA fLlaHHbIX

CPK RuBackup nopgaepxuBaeT cnegyrouwme crnocobbl BOCCTAHOBNEHUSA ¢annoBOn
cucTembl Linux ns pesepBHOMN KOMUN:

e LleHTpann3oBaHHOE BOCCTaHOBNEHME GannoBON CUCTEMbl Linux n3 pesepBHOM
Konuu. BoccTaHoBNeHNe U3 pe3epBHON KONUN BO3MOXHO NocpeacTsoM MeHeaxepa
agMuHucTpaTtopa RuBackup nnn yTnnmtbl KOMaHgHOM CTPOKN rb_repository. Peko-
MeHOyeTCA UCMNOoMb30BaTb LeHTpann3oBaHHOE BOCCTaHOBNEHNE OaHHbIX.

e JlIOKasibHOE BOCCTaHOBMEHWE AaHHbIX U3 pe3epBHON Konun Ha KnneHTe PK. BoccTa-
HOBNEHNWe W3 pPe3epBHOW KOMWUM BO3MOXHO MOCPEACTBOM YTUIUTbI KOMaHOHOM
CTPOKM rb_archives.
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FnaBa 4. Tunbl BOCCTaHOB/IEeHUA A aHHbIX

BoccTaHoBNeHMe pe3epBHOW KOMUKM BO3MOXHO MO UHULKMATUBE KNUeHTa. [na BoccTa-
HOBMIEHUSA OaHHbIX MoNb30BaTeslb O/IXEH BBECTU Maposb, NO3BONAKOWNIA BbIMOSHUTD
BOCCTaHOBMEHUe.

MNMonHoe pe3epBHOE KOMMPOBaHNE MOXET GbiTb BbIMOMHEHO C NMPUMEHEHUEM CXATUSA Ha
CTOPOHE K/IMEeHTa WM Ha CTopoHe cepBepa RuBackup, BO3MOXHO npeobpasoBaTb
PEe3epPBHYIO KOMUM BblI6paHHbIM anirOpPUTMOM.
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naea 5. KoMnnekT NnoCcTaBKM

Mogaynb ¢annoBon cucTembl Linux BKAKOYEH B COCTaB MNakeTa K/MEHTa pes3epBHOro
KonunpoBaHunsa RuBackup.
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6.1. TpeboBaHuMA K NporpaMMHbIM cpecTBam

naBa 6. CucrtemMHble TpeboBaHusA

6.1. Tpe6oBaHuA K NporpaMMHbIM CpeACcTBaM

6.1.1. MporpammHas cpepa CPK RuBackup

[nA BbINONIHEHNA Pe3epPBHOr0 KOMMPOBaHMA U BOCCTaHOBNEHUA ¢arnoson cuctembol OC
Linux cpegctBamm CPK RuBackup Ha ysne Heobxoommo npenycTaHOBMIEHHOE Mpo-
rpaMMHoe obecneyeHue:

o OfHa N3 onepaumoHHbIX CUCTEM:

o Astra Linux SE 1.7;
o Ubuntu 18.04;
o Ubuntu 20.04;
o AnbT 10;
o Red0S 7.3;
o CentOS 7;
o CentOS 8.
o KnneHT pesepBHOro konuposaHuMa RuBackup ¢ mMoaynamMu rubackup-common W
rubackup-client, yCTaHOBNEHHbIMUW Ha BUPTYasbHYH UN annapaTHYO MaLlvHY.
o MeHepxep AgMunHucTpaTtopa RuBackup (RBM) ansa ynpasneHuna CPK.

Takxe nopgaepxunsaetca ynpasneHne CPK RuBackup nocpenCTBOM KOHCOJbHbIX YTU-
NNT.
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NnaBa 7. YcTaHOBKA

7.1. YcTaHOBKA NaKkeToB

7.1.1. YcTaHOBKa Moy na

Ona BO3MOXHOCTU pPEe3epBHOro KOMMpOBaHWA GansioBbiX CUCTEM MpU  MOMOLLM
RuBackup Ha cepBep [L[O/MKEH ObITb ycTaHOBMEH KNMeHT RuBackup. Moaynb ans
pPe3epBHOro KOMMPOBaHUA M BOCCTAHOBJIEHUA GanNoBbIX CUCTEM BKJIKOYEH B COCTaB
KNneHTCKoro naketa. MNoapobHo npouenypa yCTaHOBKU KMeHTa onncaHa B «PyKoBoOf-
CTBE M0 YCTaHOBKE CEPBEPOB Pe3epBHOro KONMPoBaHUA 1 Linux knneHToB RuBackup».

KnueHT RuBackup npeactaBnsaeT cobon GOHOBOE CUCTEMHOE NMPUNoXeHne (AeMOH nnu
cepsuc), obecrneumBarollee B3aMMOAENCTBME C CEPBEPHON rpynnupoBkon RuBackup.
[nsa BbIMNONMHEHUA pe3epBHOro KonuvpoBaHWA KnneHT RuBackup pgornkeH paboTaTb oT
UMeHn cynepnosnb3oBatensa (root ansa Linux un Unix).

7.2. KaTtanor ycTaHOBKM

7.2.1. KaTanor ana co3faHuvus pe3epBHbIX KOMUA U XpaHEHUA BPEeMEHHbIX
dainnos

[ns co3paHna pe3epBHbIX KOMUA U XPaHEHUA BPEMEHHbIX GpanioB, KOTOpPble CO34ak0TCA
Npu MUX BOCCTaHOBNEHUU, TpebyeTcsa onpefeniéHHoe AMCKOBOE MPOCTPaHCTBO. Peko-
MeHAYEeM BblAeNnuTb AN 3TOW Lenn oTAeNbHbIA NoKanbHbIA AUCK N MPUMOHTMPOBATL
ero K /backup-tmp nMb0O K APYror TOYKE MOHTUPOBAHUA. TOUYKY MOHTUPOBAHWUA Bpe-
MEHHOro KaTtanora HY>XHO YyKasaTb KaK 3HauyeHue napameTpa use-local-backup-
directory n nepesarpysmTb KnMeHT RuBackup.

7.3. HacTpoika K/iMeHTa

BbInoNHUTE HaCTpPOWMKY KNMEeHTa pe3epBHOro KonumposaHWsa RuBackup, 3anycTmB Ha
y351e UHTEPaKTUBHYI YTUNUTY rb_init.
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8.1. Cnocobbl 3afaHus pecypca AN pesepBHOro KonnMpoBaHus

'naBa 8. Pa6oTa ¢ faHHbIMU

8.1. Cnoco6bl 3apaHuA pecypca Ans pe3epBHOro
KONUpoBaHUA

PecypcoMm Ons pe3epBHOro KONMpPoBaHMA MOXET BbICTYNaThb:

1. OTaenbHbIN dann.
2. KaTanor.

3. Cnucok ¢annos/kaTanoros, 3afaHHbiA C MOMOLLBbK TEKCTOBOro ¢anna. Ytobbl
3a4aTb CNUCOK dpainnoB/KaTanoros, HAYHNUTE TEKCTOBbLIN Gainsl CO CTPOYKM:

RBFD file list:
Mpumep danna:

RBFD file list:
/aaa
/bbb
/ccc

4. Cnucok damnos/kaTanoros, 3agaHHbin ¢ nomouwbto JSON-cTpokn. JSON-cTpoka
AO/MKHa UMEeTb crefyroLwmn Bua;

[{"path": "path_to_resource_1 "}, ... ,{"path": "path_to_resource_n"}]

o 1. OToenbHbI ¢ann, KaTanor U CnUcok ¢annos/kaTanoros, 3adaHHbIA C
nomouwbto JSON-CTPOKKN, MOXHO yKasaTb B Buge pecypca npu gobasneHumn
npasuna rnobanbHOro pacnucaHnsa B MeHegXXepe agMUHUCTpaTopa
RuBackup (PucyHok 1, PucyHok 2).

9uns3 23




dannosble cucTembl Linux
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&« NobaBuTk NpaBuno rnobansHoOro pacnucaHus v MpuMeHnTb
MpaBuna rnobanLHOro pacnucaHus

MNapameTpsl Npaswna

HaseaHwe npasuna test_name x

KnuenT ibezborodyi-astra.rubackup.local (5¢cf24ba7leecb9df) w

Twn pecypca File system ~ -

Pecypc * fhome/f -

Twn PK full v
PucyHok 1.

Oo6aenTe Npaenno rnobaneHoOro pacnucaHua v/ MNpumennTs

lMpaBuna rnobansHOro pacnucaHKna

MapameTpwl Npaevna

HazeaHwe npaeuna test_name

KnuenT ibezborodyi-astra.rubackup.local (5cf24ba7leecb9df) v
Twn pecypca File system ~ -
Pecypc * [{"path":"path_to_resource_l"},{"path":"path_to_resuurce_n!-'c}] -
Twun PK full v

PucyHok 2.

2. Ecnn pecypcoM BbICTynaeT oTAeNbHbIA ¢ans, TO cHavana npoBepseTcH,
ABNAETCH NI OH TEKCTOBbIM GansioM, CoAep KalluM Crnncok dannos/kaTa-
noros. Ecnun He ABNAeTcA, TO OH obpabaTbiBaeTCA KakK OTAENbHbIN Gans.

3. Ecnu pecypc 3agaH B BUAe cnncka ¢dannos/kaTanoros, To Npyv BOCCTaHOB-
NEHNN B YKa3aHHYIO AUPEKTOPMUIO pacnakoBKM BHYTpPWU Heé byaeT co3gaHa
BCS Mepapxua ANs AaHHbIX ¢aisfioB KaTanoroB OTHOCUTENbHO AUPEKTOPUM
pacrnakoBKM.

Mpw BIGOPE KOPHEBOIO KaTasiora B Ka4ecTBe pecypca pe3epBHOro Konmposa-
HMA HeobxoanmMo A06aBnTb B pana UCKNKOYEHUI, a NPU pe3epBHOM KonupoBa-
HMM BCEX KaTaslloroB HeobXxoOguMMO BPYYHYHO WUCKIHOYUTb AUPEKTopun (Cm.
MnaBa 10):

e /proc;

e /dev;




8.2. TOHKMEe HacTPOrKn Moayns

e /sys;

e /opt/rubackup;
o /tmp;

e /var/tmp;

e /run;

e /var/run;

e /var/lock;

e /var/cache;

e /mnt;

e /media;

e /lost+found.

B npoTMBHOM criydae nonydyeHHas pesepBHas KOMmMa MOXeT OblTb HEKOHCU-
CTEHTHOMN.

8.2. TOHKMe HaCTPOMUKU Moayns

o ToHKMe HacTponkn moaynsa File system npueegeHbl B Tabnvua 1.

o KHOMka 3Ha4yeHus No ymMon4yaHuio C6paCbIBaeT BCe TeKyllMe HaCTPOMKKN napameT-
poB 1 UCNOJIb3yeT 3HaA4YeHUA NMNo yMOJT4aHUIO.

Tabnuuya 1. [NapameTpbl TOHKON HacTpourku Moayns File system

MapameTp OnucaHue Bo3Mo)XHble 3HaueHusa (no ymonua-
HMI0)

file_list AKTUBNPYNTe NepeknovaTenb s —
co3fgaHua cneundukaumm, cogepxatlemn
BCe MMeHa GpannoB apxuBa MeTafaHHbIX
pe3epBHON KOMUN.

numeric_owner [JaHHble nonb3oBaTenen v rpynn rnosjlb- akTUBUpoBaH — B MeTafaHHbIX CO34aH-
30BaTenen, NpaBa 4OCTyNa Ha dannbl U HOW pe3epBHOM KonNun byayT coxpa-
nanku KOTopbiX OyAyT BOCCTAHOBEHbl HEHbl MAEHTUDUKATOPbLI NOMb3oBaTENEN
B C/lyyae BoccTaHoBneHunsa gannoson  UID u ngeHTndmMKaTopbl rpynn nonb3o-
CUCTEMbI U3 pe3epBHON KOMuu. BaTenen GID, KOTOpbIM NMpefocTaBNeHbI
npasa 0OCTyna K pe3epBupyeMbiM faH-
HbIM; LeaKTuMBMpoBaH — B MeTadaHHbIX
CO3[.aHHON pe3epBHON Konuu 6yayT
coXpaHeHbl UMeHa nonb3oBaTenen n
rpynnbl NONb30BaTEsNeN, KOTOPbIM
npepocTaBneHbl Npasa 4ocTyna K
pesepBUpyeMbIM AaHHbIM. ( geakTueMpo-
BaH )
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MapameTp OnucaHue

Bo3Mo)xHble 3HaYeHusa (no ymonya-
HMIO)

changing_files [lapameTp, onpegensowmin LENCTBUE C error — €CfM BO BPEMS BbINOSIHEHUSA

dannamu, KoTopble BO BpeMs peseps-

3aja4M Pe3epBHOro KOMMPOBaHUA BO3-

HOro KONMpPoBaHusa OblNn yaaneHsl UM HUKMa oOWwKnbka YTeHUs Kakoro-nméo

N3MEHMWNN CBOI pasMmep.

12 n3 23

danna pecypca, To pe3epBHOe KONUPo-
BaHWe 3aBepLINTCA OWNGKON M 3agada
nepenget B ctaTtyc Error.

ignore — ecnv BO BpPEeMS BbINONIHEHUSA
3af,a4M pe3epBHOro KOMMpoBaHWA BO3-
HUKNa ownbka YTeHnsa Kakoro-nnéo
danna, To Takon dann He BygeT BKKO-
yeH B PK, a 3apaya ycnewHo 3aBep-
lwmnTca co ctatycom Done_With_Defect.

read - nossonfetT BkMoYaTb B PK
dannbl pecypca, pasMep KOTopbiX 6bin
N3MEHEH BO BpPeMS PE3epBHOro Konu-
poBaHuA.  YpaneHHble BO  Bpems
pes3epBHOro KonupoBaHua ¢annbl He
oyayT BktoyeHbl B PK 1 He 6ygyT BOC-
CTaHoBneHbl. [lpU  BO3HMKHOBEHWM
ownbkn 4teHusa danmna B PK 6yget
nobaneHa TOMbKO YCNEeWHO cYMTaHHas
yacTb @danna. 3afjaya pesepBHOro
KOMMpOBaHMA NpU BOSHUKHOBEHUWN yKa-
3aHHbIX Bbllle Cly4YaeB 3aBepLUNTCA CO
ctatycom Done_With_Defect.

o « Mocne pe3epBHOro Konw-
poBaHUsS  pecypca  He

npounsBoanUTCA MNOBTOP-
Has npoBepka ¢annos Ha
BO3MOXHbIE W3MEHEHUS.
Takve n3MeHeHua He
nonagyT B PK.

e lHpopMaLmMo NO KOH-
KpeTHbIM dannam, KoTo-
pble N3MEHUNN CBON pas-
Mep WUnu 6biNn yganeHsbl,
a Takxe TnMpu  JYTeHuu
KOTOPbIX BO3HMK/IA
owmnbka, MOXHO yBUAETb
B YXypHane K/IMEeHTCKUX
onepauuii COOTBETCTBY-
OWen 3agadnm c BKIHO-
YeHHbIM YPOBHEM NOrn-
poBaHuA Warning.

e Ecnun rnocne Hayana
3apa4n pesepBHOro
KOMMpoBaHusa B pecypce

mMAANIARIAAS

AR A
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MapameTp OnucaHue

use_snapshot AKTUBUPYWNTE MepeknoyaTensb ang

CO30aHnNA pe3epBHON KOMUN MITHOBEH-
HbIX CHUMKOB COCTOAHUSA palnnoBon
cucTemsbl. Ecnn nepeknrovaTens geak-
TUBUPOBAH, TO BbINOJIHAETCA pe3epB-
Hoe KonnpoBaHue GpansioBon CUCTEMDI
Bbl6paHHOro pecypca.

8.2. TOHKMEe HacTPOrKn Moayns

Bo3Mo)xHble 3HaYeHusa (no ymonya-
HMIO)

true, false, (false)

HuxenpuneegEHHble NapaMeTpbl HACTPOMKM MOAYNA NCNONb3YIOTCA TOMbKO NpU akKTUBMPOBAHHOM
nepeknoyaTene use_snapshot, To €CTb Npu pe3epBHOM KOMNPOBaAHUN MIHOBEHHbBIX CHUMKOB COCTOS-
HMA $annoBonN CUCTEMDI:

ignore_errors_sna

MapameTp, onpegenswowmn, oygeT nu
pshot

NPOAOMKEHO BbINOSIHEHME 3a4au4K
pe3epBHOro KONMpoBaHWs B cliydae
BO3HUKHOBEHMSA OLUIMBOK Npu co3gaHnm
MIHOBEHHOI0 CHUMKa COCTOAHNA. Ecnn
nepeksoyaTenb akTUBMPOBaH, TO B
cnyyae BO3HUKHOBEHUA OLINGBKM Npu
CO34aHNN MITHOBEHHOIO CHUMKA COCTO-
AHWA 3afa4a CO3LaHNA pe3epBHOM
KOMUW CHUMKa COCTOSIHUA ByaeT
BbINOMIHEHA C 3aMeYaHusaMuK. CTaTyc
3ajauv B pasgerne 3apaum 6ygert
Done with a defect. Ecnu nepekntoya-
Tenb geakTMBMPOBaH, TO 3adada cosfa-
HUS pe3epBHON KOMNUM CHUMKa COCTOS-
HUA BygeT npepBaHa M 3aBepLUNTCH C
owmnbKonm B criy4yae BO3HMKHOBEHUSA
OLUMBKKN NpY CO34aHUM CHMMKA COCTOSA-
HUA. CTaTycC 3ajauun B pasgene
3apaum 6ypert Error, B XXypHane
3agaum byneT yKasaHo, YTO MIHOBEH-
HbIA CHUMOK COCTOSIHMS He CO3/4aH;

snapshot_type  BBeauTe cnocob co3naHns MrHOBEHHbIX

CHWUMKOB COCTOSIHUSA pannoBown
cuctembl. WARNING: Npu ncnonbsosa-
HuK Tatlin Unified Storage Heobxognmo
npeaBapuTesibHO Ha XOCTe, Ha KOTOPOM
pasBEPHYT MOAY/b PE3EPBHOIro KOMm-
pPOBaHWsA U BOCCTAHOBJIEHNSA SAHHbIX
$annoBbIX CUCTEM, YCTAHOBUTb YTU-
NnNTbl multipath M sg3_utils.

true, false, (true)

lvm, dattobd, tatlin (Tabnuua 2)
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Bo3Mo)xHble 3HaYeHusa (no ymonya-

MapameTp OnucaHue
HMIO)

Bbi6op pasmepa cHuMKa. MNpu ncnonb- —
30BaHuKM criocoba co3faHus CHUMKOB
LVM — 3T0 pasMep MrHOBEHHOr 0O
CHUMKa COCTOSIHUA B % OT pasMepa
Logical Volume ToMa, Ha KOTOPOM pac-
noso)eHa pesepsupyemas ¢annosas
cuctema. B LVM volume groups, B
KOTOpPbIX pacnosnoxeHbl Toma LVM,
OOMKHO 6bITb He MeHee 10% cBobof-
HOro MecTa 419 BO3SMOXHOCTW co3fa-

HUS MOMEHTanNbHbIX CHUMKOB LVM;

snapshot_size

Mpw ncnonbsoBaHuM cnocoba cosgaHuns
CHUMKOB dattobd — 3TO pasMep MrHo-
BEHHOI0 CHMMKa COCTOSHUA B % OT pas-
Mepa YCTPOMNCTBA, Ha KOTOPOM pacno-
No)KeHa pesepBupyemas dannosas
cucTtema.

Mpun ncnonb3oBaHuM cnocoba cosgaHua
CHUMKOB tatlin — 3HayeHne 3Toro napa-
MeTpa He UCMNOoSb3yeTCs.
CospganTe dann ckpunTta, UCNoNb3yeMbl MPU CO34aHNN Pe3epPBHON KONUK, B Nanke
/opt/rubackup/scripts M ykaxuTte nyTb B pannoson cucteme KnneHta CPK k ckpunTam, KoTopble
OOJKHbI 6bITb BbIMNOSTHEHDI:

YKasaHHbI CKpUNT 6yAeT BbINOJHEH C
aprymMeHTom before [0 co3gaHUA MrHO-
BEHHOIro CHUMKa COCTOSAHUS;

script_before_sna
pshot

script_after_snap YkasaHHbIi CKPUNT ByAeT BbINOMHEH C
aprymeHToM after nocne ycnewHoro

C034aHNA MFHOBEHHOMO CHUMKa COCTO-

AHMA. CKpMNT He OyAeT BbINOSIHEH, €CNN

MFHOBEHHbIA CHUMOK COCTOSAHWUSA He Bbln
co3faH;

shot

YKasaHHbI CKpUnT 6yaeT BbIMOJSIHEH
NpW BO3HNKHOBEHUW OLWIMBOK BO BPeEMSA
CO3[aHNA MFTHOBEHHOIO CHMMKa COCTO-

SIHWA B NpoLecce BbINOSHEHUSA Bblle-

YyKa3aHHbIX CKPUNTOB C apryMeHTamm

after n before.

script_error_snhap
shot

TpeboBaHMA K cKpunTaMm:
o CKpuNT gommkeH bbiTb fobaBreH B KaTtanor /opt/rubackup/scripts Ha KnneHTe

o CKpUNT QOMKeH 6bITb UCMONMHAEMbIM.

e NHTepnpeTaTop ckpunta — bash.
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8.3. HacTpolikn yganeHHon pennukawumm

CKpuUNTbl He 6yAyT BbINOMIHEHbI, ECNTM MapaMeTp use_snapshot BbIK/HOYEH.

Ecnu npu 3anycke ckpunta before npousowna owmnbka, cHanwoT He 6yaeT
co3faH — 3ajavya pPe3epBHOro KOMMPOBAHWA MPOLOSIHKUT  BbINOSHEHNE
cornacHo BblI6paHHOMY 3HaAYEHUIO NapaMeTpa ignore_errors_snapshot.

Ecnu npu 3anycke ckpunTta after MNpouvsollna owubKa, CHaMWoT yxe 6bin
CO3/laH, HO He ByaeT UCMnoNb30BaTbCS, 3a4a4a Pe3epPBHOro KONMPoOBaHUA Npo-
OOMKUT  BbIMNOSIHEHWE COrNacHo BblGpaHHOMY  3HAYeHWO  napameTpa
ignore_errors_snapshot.

Ecnu npu 3anycke CKpUNTa error MNPOW3oLLNa OWMbKa, 3ajavya pe3epBHOro
KOMWPOBAHUSA MPOAOSIXUT BbINONIHEHNE COrNacHoO BbIGPAHHOMY 3HaUYEeHUIo
napameTpa ignore_errors_snapshot.

Tabnuya 2. Cnocobbl co3gaHns MrHOBEHHbIX CHUMKOB COCTOSIHWUSA, UCMOSIb3YEMbIE MOAYIEM PE3EPBHOMO
KOMupoBaHWA N BOCCTAaHOBJIEHWUA gaHHbIX ¢panioBbiX CUCTEM, KaTasloroB U OTAEJIbHbIX ¢panioB

Cnoco6 co3pgaHNs CMUMCKOB COCTOAHUSA PasmelieHue paii- MpumevaHune
Ilvm dattobd tatlin floBou cucCTeMb!
+ + - Tom Ilvm Mpu BbIGOPE Cro-

coba co3paHusa
CHUMKa COCTOSHUA
He npoBepseTcs
€ero AOCTYMNHOCTb
Ha knneHTe CPK. B
cnyvae, ecnm
- + - brnoyHoe ycTponi- HEBO3MOXHO

cTBO (block device) WCMNoJib3oBaTb yKa-
3aHHbIN crocob Ha

knueHTte CPK, To
BbINOSHEHUE
3apaun peseps-
HOro KONMPOBaHUSA
- - " Tatlin Unified OyaeT npoaon-
Storage >XEHO B COOTBET-
CTBUU C BblOpaH-
HbIM 3Ha4YeHnEeM
napameTpa
ignore_errors_snap
shot

8.3. HacTpoiku yaaneHHou penivkauum

[na ocywecTBNeHNA yAaneHHON pennnkauum Ha cepBepe Pes3epBHOro KOMMPOBaHUS
LO/MKEH 6bITb HACTPOEH XOTA Obl 0AWH My Tuna BnoyHoe ycTpoMcTBO, Copep KaLluin
MUHUMYM OfHO 6/104HOE YCTPOWMCTBO A1 UCMOSIb30BaHUA B KayecTBe Aeaynmumpo-
BAHHOIr0 XpaHuUnuLLa pesepBHbIX Konuii (6onee noapobHyto MHGOPMALMO CM. B PYKO-
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BoacTBe «[lenoynnukauuns B RuBackup»).

[OCTYMHble TEXHONOIMN XPaHEHUSI U MeTOoAbl Nepeaayn AaHHbIX AN pennnkauum nepe-
yucneHbl B (Tabnuue).

Tabnvya 3. lMognep xuBaemMsble 47151 penvkaynm TeEXHOOrNN XpaHeHns U MeTobl nepenaydv faHHbIxX

TexHonorum xpaHeHusi MeTopabl nepefayum AaHHbIX MEXAY XpaHUIu-
LLLeM 06pa30B U CUCTEMHbIM XpPaHUULL,EM
Filesystem ssh, shared, qcow?2
LVM vm_lvm

YnpasneHve npasunamu yganeHHoOW pensmkaummn ocyLecTBnaeTca npu nomowmn MeHe-
akepa agMuHucTpatopa RuBackup (RBM). Bknagka YpanéHHas pennavkauuvsa B rnas-
HOM okHe RBM copep>Xunt nHpopmaumo o060 BCcex npasuiax HenpepbiBHOW yOanéHHON
pennnkauumn. BKNoYeHHble NpaBuia MMeOT CTaTyC run, BbIKNKOYEHHble - wait (PrcyHOK
3).

P
Ru 8 @
= No6asuTb KnonupoeaTs [* PegaktuposaTs M Yaanmte [B] Bunonnuts Brmwounts @) B
O O6bekTsl ID  WmA KMeHTa Cratyc Tun pecypca Pecypc YAANEHHBIA KNMEHT Pecypc HasHaueHus Vms nyna Mepuog  MocneaHuii 3anyck
- 2 astra—fronn.hr File system 10 astra-front2.brest.back /backup_tmp/ block_pool  00:01:00
El Crparerun —

1 astra-fronn.bre(wait:l File system 4 astra-front2.brest.back /backup_tmp/ block_pool 00:01:00
[E] ro6anbHoe pacnucaHve
[d ¥aanénHas pennukaums
[2) Penozutopuin
Ouepesb 3agau
ES Cepsepbl RuBackup
[ed] XKypHans!
& AAMVHUCTPUpOBaHWe

o
A rubackup@localhost
PucyHok 3.

YnpaBneHue npaBunaMu yaanéHHoOn peninkaumnm oCyLecTBIAeTCA C MOMOLLbH KHOMOK
Ha BEPXHEen NaHenn nam B KOHTEKCTHOM MEHHO, BbI3bIBAEMOM HaXkaTUeEM MPaBoN KHOMKM
MbIwK (PrucyHok 4).
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8.3. HacTpolikn yganeHHon pennukawumm

HNobaenTe
KnonvposaTe
PepgakTuposaTte

BbINOAHUTEL

3anycTuTe

Ypanute

PucyHok 4.

[loCcTynHbI crnegyrowine oencTeus:

o [106aBUTb HOBOE MPaBWIO yaanéHHOW pennmKaumm.

KnoHupoBaTb NpaBuo.

PepakTunpoBaTtb npasusio.

BbINONHUTBL NpaBMNo HeMeaNeHHO.

3anycTuTb/MpUOCTaHOBUTb — MNEPEBECTN NPaBMIo U3 wait B run 1 Ha06OPOT.

YoannTtb npaBuno pennnkauun.

MNpn pobaBneHnn HOBOro NpaBufa HeNnpPepbIBHOW yaAanéHHON pennukaumm HeobxoanmMo
yCTaHOBUTb criegyowme napameTpbl (PrucyHok 5):
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~ L
NobaBuTb yAANEHHYIO PENNUKALMIO + MNpumeHnTL
& O6vexrbi
WUcToummk
£ Crparverumn
Knuent astra-client-1 (9dad46eb6d34a53f3) v
[E] ro6ansHoe pacnucarve Pecypc * /home/ -
@ Yaanéunas pennvkauma Twn pecypca  File system ~ -

MecTo Ha3HaYeHWs

[2) Ped
B

Ouepeae 3apay

KnneHT astra-client-2 (c13e8536c7e813ef) v ]

Katanor pacnakoskm * /home/ -

= Cepsepbl RuBackup
= XypHansi

& ABMUHUCTPUPOBaHWE

NapameTpsi

3anycKkaTh Kamabid 1 + mins w

XpaHeHue pennumk 1 +

Havano nepuoaa aencTena 06.09.2023 17:20 [ [ @
OxoH4aHue nepuona aencrens  06.09.2024 17:20 ""]

Hasano paboyero okHa 17:20:00,000 A

Koweu paboyero okHa 17:20:00.000 [}

PucyHok 5.

e Bnok UcTOUYHMK:

o KnneHT — BbIGEPUTE KITMEHT CUCTEMbI PE3EPBHOIO KOMUPOBaHMUSA, 0TKyAa 6yayT
nepenaBaTbCs AaHHbIE.

o Pecypc — HaXMWUTe Ha WKOHKY «...» pPAOOM C Haanucbto «Pecypc» 1 Bbibepute
pecypc, oTKkyaa 6yayT nepegaBaTtbCs AaHHble (PycyHok 6).

BribpaTe

.pdp/
andreyk/
dsidorin/
serder/

u/

OK

PuncyHok 6.
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8.3. HacTpolikn yganeHHon pennukawumm

o Tun pecypca — BblbepuTe File system.
o bnok MecTo Ha3Ha4YeHUS:

o KNMeHT — BblbepUTEe KIANEHT CUCTEMbI Pe3epBHOIr0 KOMUPOBAHUSA, Ha KOTOPbIN
oynyT nepepaBaTbCs AaHHbIE.

o KaTanor pacnakoBku — BblbepuTe OUPEKTOPUIO, B KOTOPY 6yayT nepepaHsbl
pennnuMpoBaHHble AaHHble. [75 yCNewHoro BbIMNOMHEHUS pennukaummnm Tpeby-
eTca Hanvume cBOBOLHOro MecTa B [aHHOM KaTasore, KOTopoe npeBblaeT
obbeM B6akanmpyeMmbiX AaHHbIX.

o Ecnn B 6510ke UcTouHuk Yy nons Pecypc W B 6510Ke MecTo HasHauyeHus Y
rnona KaTtanor pacnakoBkuM YKas3aTb OAHY U Ty Xe OUPEKTOPUIo, Hanpwu-
Mep /home/user, TO Nanka user U3 gUPeKTopun /home CO BCEM copep-
XUMbIM bygeT pennuuupoBaHa M3 UCTOYHMKA B MeCTO HasHayeHusa B
OVPEKTOPUO /home/user, TO eCTb KOHEYHbIM NYyTb pPenauumpoBaHHOMN
nankum oypeT: /home/user/user. YT06bI 3TOro N3bexaTtb, HEO6XOAMMO B
610Ke MecTo HasHauyeHuAa Y NOMSA KaTanor pacnakoBku YCTAHOBUTb MyTb
Ha OOWMH KaTanor HWXe, Hanpumep, nNpu nNyTm UCTOYHUKA /home/user
NyTb Ha3Ha4YeHUs 4OJIKEH ObITb /home.

Mepwvopg pennukauuu.

XpaHeHme pennk (KOJ'II/ILIeCTBO XPaHUMbIX pernJinuk B per|03|/|Top|/||/|).

[laTa Hayana 1 oKOHYaHus AencTBUA Npasuna.

Myn ona XxpaHeHUs pe3epBHbIX KOMUA (MOXHO MCMOb30BaTb TOMBbKO Ny Tuna bnouy-
HOe YCTpOWCTBO ).

e HacTpouku yBegomneHn o cobbiTUAX nNpasuna.
MNepen HAaCTPONKOW HeNPEpPbIBHOW pensiMkaunm HeobXxoaAnMo OUeHUTb BpeMs, Heobxo-
AVMOEe M [OCTaTOYHOe [ANA 3aBepLlleHus onepaunuri no co3faHnio U NPUMEHEHUI

peninkn, n B COOTBETCTBMN C 3TUM HACTpaunBaTb Nepunon perinkaumnn npasuna. Bbl
TakK>Xe MOXeTe USBMEHUTb HaCTpOVIKI/I npaBusa nocrie ero co3gaHnd (PI/ICyHOK 7).
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™y
* Ru a @
= NobasuTh ynanéHHyw pennukaumo + MNpumeHnTL
& O6vexthi
WUcTouHmK
£l Crpaverum
KnueHt astra-client-1 (9da46eb6d34a53f3) v
[El ro6ansHoe pacnucanme Pecypc * home/ -
[ Yaanérnas pennvxauua Twn pecypca  File system v -

2P
MecCTo HasHaYeHNRA
[J Ouepear 3apay
KnneHT astra-client-2 (c13e8536c7e813ef) v J
= Cepsepbl RuBackup
Sres P KaTanor pacnakoskw * /home/ -
= XypHansi
& AAMWHWUCTPUPOBaHWE
NapameTpsi
3anyckaTh Kamabiit 1 +  mins v
XpaHeHuwe pennuk 1 +
Haano nepwona AeACTBMA 06.09.2023 17:20 A @
OxoH4aHue nepuona aencrens  06.09.2024 17:20 [-"]
Hayano pa6o4ero okHa 17:20:00.000 A
A nbacpers Kowew paboyero okHa 17:20:00.000 [}
PucyHok 7.

Pennukn pacnonaratoTcs B penosnutopunm B BuAE 3anumcen C TUMNOM 3agadn Create
replica (PucyHok 8).

Y
¢ Ru

Aadn  Tun 3agaqn Cratyc npoeepkn  Mma xocta Twn pecypca Pecypc ID npaeuna HaseaHwe npasuna

& 06nekThl
1 0 1 Create replica Not Verified astra-client-1 File system /home/u/backup - No name
[ Crpareruu
El Mmo6anbHoe pacnvcanue
[d YpanéHHas pennukauus
[2) PenozuTopuii

Ouepepspb 3aaay

Cepsepsl RuBackup

[<] XKypHansi

AAMWHWUCTPUpOBaHUE

PucyHok 8.

B xoae paboTbl cTapble penankn 6ygyT yaanAaTbCs U3 penosnTopus, ANsa 4Yero B rna.-
HOM oyepean 3agay 6yayT cosgaBaTbCA COOTBETCTBYHOWME 3aaaun (PrucyHok 9).
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8.4. MNpocMoTp ovepean 3agad

" Ru A &

= ]I[ Yopanute v ﬁ?

ID knveHTa Mma KnUeHTa Craryc Tun pecypca  Pecypc ID npaeuna 1D cTpart

& O6bekTsi

2 Apply replica 2 astra-server b10142c1073cealc File system thome/u/backup 0 0
1 Create replica 3 astra-client-1 9dadbebbd34a53f3 File system thome/u/backup 0 0

@ Crparernn

El Mo6ansHoe pacnucaHve
[ YaanénHas penavkauns
[2) Penozutopwii

Ouepesb 3aja4
Cepsepbl RuBackup

=] KypHanki

E‘:\ AAMWHWCTPUpOBaHKWE

A rubackup@astra-server

PucyHok 9.

8.4. MNpocmMmoTp ouepeanm sapav
,D,J'IFI OoTCNieXnBaHMA BbIMOJIHEHUA NMPaBUn nepe|7|,u,|/|Te B pa3fen 3anaqu.

B paHHOM pasgene 3agaya nosiBASETCA B MOMEHT BbINOJIHEHUA CO34aHHOro npaswuna,
BbIMONIHEHMA CPOYHOIr0 Pe3epPBHOro KOMMPOBaHNA, BOCCTaHOBNEHUA AaHHbIX 13 PK, npwu
npoBepke pesepBHOU Konuu, yaaneHun PK nnm nepemelteHnm PK.

TakXXe OTCneXxuBaTb BbINOMHEHME 33a4ay MOXHO npu nomowu RBC unn yTUAUTHI
KOMaHOHOWN CTPOKWN rb_tasks.

[Mocne ycnewHoOro 3aBeplleHns 3afaun Pe3epBHOro KOMMPOBaHUA pes3epBHas KOMnus
OyaeT NoMeLleHa B XpaHUuLLLEe pe3epBHbIX KOMUKM, a MHGopMaLus o Hen ByaeT pasme-
LeHa B pa3saernie Peno3uTopun.
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FnaBa 9. YapaneHue

YoaneHne moaynsa npousBoguUTCA TONMbKO BMecTe ¢ knaneHToM PK RuBackup. lpoue-
aypa yganeHunsa knueHta PK RuBackup npuBegeHa B okyMeHTe «CUcTeMa pe3epBHOro
KONMMPOBaHMA M BOCCTaHOBNEHUA AaHHbIX RuBackup. PykoBoACcTBO MO yCTaHOBKE WU
OBHOBNEHMUIO».
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10.1. JlokanbHbIA NNCT OrpaHuyeHunin

MnaBa 10. NMpunoxeHue 1

10.1. JIoKanbHbIA NIUCT OrpaHUYEeHUMn

B Tom c/qliy4dae, ecinm Kakune-nnbo KOHKpeTHble pecCypcCbl KNIMEHTA He AOOJI>KHbI NMonacTb B
pe3epBHYO KOMMUKO, NX MOXHO BKJIFOYNTb B NOKalbHbIN NUCT OFp&HI/I‘-IGHI/IVI Ha KIIMEHTEe
/opt/rubackup/etc/rubackup_restriction.list.mysql57.

HanmeHoBaHMe pecypca, O/ KOTOPOro HeT HeoBXOOAMMOCTWU BbINOSHATL pes3epBHOe
KOMMpOoBaHNE, [OMKHO BbITb YKa3aHO B OTAENbHOM CTPOKE COOTBETCTBYHOLWLErro panna.

Ons Toro, 4yTtobbl NMNCTbI OrPaHUYEHNN UMENN CUNY, HEOBXOLUMO BKOUYUTb 3TY BO3-
MOXHOCTb ANA KAneHTa B KOHPurypaumm RuBackup (cMm. MeHekep agMuHMcTpaTopa
RuBackup (RBM)).

Ona ¢annoBbix CUCTEM B INCTE OrpaHUYEeHUn BO3MOXHO MUCMOIb30BaHWeE perynapHbIX
BblpaXxeHnn, HanpuMep ANA UCKYEHUA U3 pe3epBHON Konuu Bcex ¢pannoB C paclin-
peHneM tmp HeobxoaMmMo A06aBUTb CTPOKY:

*tmp

B HekoTOpbIX Cry4asax onepaunoHHas cuctema 61okMpyeT BpeMeHHble daisbl
N KaTanorm Takmm obpasoM, YTO K HUM HEe MOXET MOoNyuYnTb OOCTYyn gaxe
cynepnosnb3oBaTesib. ATO MOXET MPOUCXOAUTb NPU yOaneHHOM [OoCTyne K
YYETHOW 3anncu Nosb3oBaTesis, B 3TOM Crly4yae MOryT ObiTb 3ab/10KMPOBaHbI
KaTanorum ~/.session, ~/.cache, ~/.gvfs unp. Ecnunpmn ncnonHeHnun peseps-
HOro KonmpoBaHMA NofaobHble ¢annoBble pecypcbl 6yayT 3abnokuMpoBaHbl,
pe3epBHOE KOoMnMuMpoBaHne byaeT 3aBeplleHo ¢ ownbkon. YTobbl npepoTBpa-
TUTb NOAOOHYIO CUTYyauuo pekomMeHayeTca 0obaBuTb NoAo6HbIE KaTanoru B
¢anmn /opt/rubackup/etc/rubackup_restriction.list.filesystem U BK/IO-
YNTb ONA KIMeHTa BO3MOXHOCTb MCMNOMIb30BaHUA NUCTa 3anpeToB (cM. MeHe-
axxkep agMuHucTpatopa RuBackup (RBM)).
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https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
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