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Nnhasa 1. HazHauyeHue

Cuctema pesepBHoOro konmposaHmsa RuBackup n moaynb ¢annosbix cuctem Windows,
BXOAAWMN B €€ cocTas, (manee — CPK RuBackup) no3BonaroT BbINOMHATL pe3epBHOE
KonnpoBaHMe U BOCCTaHOBNEHWE U3 pe3epBHON KOMUK ¢anoB KU KaTanoros B ¢paniosou
cucteme NTFS, ncnonbayemomn B onepaymoHHbIX cuctemax cemenctea Windows NT.
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dannosble cuctembl Windows

naea 2. Pe3sepBupyemMblie flaHHble

PesepBHOE KOMMpOBaHME BbINOAHAETCA ON1A BblOpaHHbIX GannoB WU/MAM KaTanoroB K
dannoson cnctembl NTFS.

[Mpwn BbINOSIHEHUM PE3EPBHONO KOMMPOBAHUA MPUMEHSAeTCcA TexHonorma VSS, 4To nos-
BONISIET HE OCTaHaBMBaTb PaboTy M BbINONHATb Pe3epBHOE KOMMPOBaHME, B TOM 4Yuce
CUCTEeMHbIX pannos.
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naBa 3. Tunbl pe3epBHOro KONUMpPoOBaHUSA

Mopaynb pe3epBHOro KOMMPOBaHWA M BOCCTaHoBNeHUs ¢damnoson cuctembl Windows
noAfep>XuBaeT cneayroLwme Tunbl pe3epBHOro KONMpoBaHUA:

e MOMHOE pPe3epBHOE KOMMpoBaHWe. Kaxkablii pa3 npu BbINOSHEHMM 3afa4yn pe3eps-
HOro KOMUPOBAHUSA N3 UCTOYHUKA KOMUPYKOTCA BCE AaHHble 6e3 U3bATUS. DTOT TUM
pPEe3epBHOro KOMMPOBaHUA Hanbonee MeasieHHbI U pecypco3aTpaTHbIA, HO obecne-
YyMBaeT HanboNbLUYH MNOIHOTY M TOYHOCTb COXPaHEHUA OaHHbIX;

e WHKpPEMEHTaNbHOe pPEe3epBHOE KOMMpOBaHME. ATOT TUM PE3EPBHOrO KOMUPOBaHUS
npeaHasHayeH ANa KOMMPOBaHUA TOJNIbKO U3MeHMBLIMXCA ¢dainos. CHavyana cosga-
eTcs nonHas pesepsHas Konus. MNMocneaytowme pesepBHble KONun cogepyxaT daisbl,
N3MEHMBLUMECS C MOMEHTa CO3[aHuA nocnegHein pesepBHON Konun (A06aBOYHOMN
Ny NosnHoMn). Ans BOCCTaHOBMEHMS OaHHbIX NOTPebyeTcsi NONHas pe3epBHasn Konus,
Ha 6ase KOTOPOW cO3[aHa BOCCTaHaB/MBaeMasa WHKpPEMeHTalbHas pesepBHas
KOMnusi, 1 BCce A06aBOYHbIE KOMUKN, CO3[aHHble C MOMEHTa CO3[aHUs NOJIHON pe3epBs-
HOW KOMWM 00 MOMEHTa CO34aHNsi BOCCTaHaBNMBaeMOW pe3epBHOI KONuu;

o anddepeHUnanbHoe pesepBHOE KOMMPoBaHME. ITOT TUM PE3EePBHOIO KOMUPOBaHUS
COXpaHsAeT TONbKO AaHHble, N3MEHEHHbIE CO BPEMEHWN BbINONHEHUSA NMpeablayLLero
MOJIHOTrO PE3EePBHOr0 KOMUPOBaHUSA.

Mpw BbINOMHEHMM PE3ePBHOro KOMMPOBaHMA No6oro Tuna byaeTt nponseeneHa noKanb-
Has aeaynnukKauus pesepBHo Konuu (yaaneHne ay6nmpyrowmx 610KoB.).

nobanbHas genynnnkauna pesepBHON KOMUK BbINOJIHAETCA MPU COXPaHEHUN e€ B Xpa-
HUMWe 6N10YHOro Tuna.
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dannosble cuctembl Windows

FnaBa 4. Cnoco6bl BOCCTAHOBJIEHUA AAAHHbIX

CPK RuBackup nopgaepxuBaeT cnegyrouwme crnocobbl BOCCTAHOBNEHUSA ¢annoBOn
cuctembl Windows 13 pesepBHON Konuu:

e LleHTpann3oBaHHOE BOCCTaHOBlEHMe ¢annoson cuctembl Windows 13 pesepBHOM
Konuu. BoccTaHoBNeHNe U3 pe3epBHON KONUN BO3MOXHO NocpeacTsoM MeHemxepa
agMuHucTpaTopa RuBackup vnu yTunuTbl KOMaHLHOW CTPOKW rb_repository. Peko-
MeHOyeTCA UCMNOoMb30BaTb LeHTpann3oBaHHOE BOCCTaHOBNEHNE OaHHbIX.

e 5IOKasibHOe BOCCTaHOBMIEHME [aHHbIX U3 pe3epBHON Konuu Ha knneHTe PK. BoccTa-
HOBJIEHME N3 PE3EePBHOMN KOMUM BO3MOXHO MNOCPEACTBOM YTUIUTbI KOMaHLHOM
CTPOKWU rb_archives.
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FnaBa 5. Tunbl BOCCTAHOBJIEHUA ALaHHbIX

CPK RuBackup noggep>unBaeT crefyrowme Tunbl BOCCTAaHOBNEHNA GpanifioBON CUCTEMDI
Windows 13 pesepBHON KOMuu:

e MOJIHOE BOCCTaHOB/IEHME BCex GpannoB M nanok B ¢pannoBon CUCTEME y3/a KIINEHTA
pe3epPBHOro KONMPoOBaHUS;

e FPaHyNApPHOE BOCCTAHOBMEHME BblIOpaHHbIX Nanok unn ¢annos N3 pe3epBHO KOMuu.
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dannosble cuctembl Windows

Nnaea 6. KoMnnekT nocTtaBKu

Mogaynb ¢annoson cuctembl Windows BKJIFOYEH B COCTaB NnakeTa KIMEHTa pe3epBHOro
KOMMpoBaHWS RuBackup B dopmarTe .exe C MMEHEM
RuBackup_client_installer_<version>.exe, rge <version> — HOMep Bepcun nocrasnse-
MOro nakerTa.
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naBa 7. OrpaHuyeHun

e MakcumManbHbIV pasMep oTAeNbHOro ¢anna, noanexkaliero pesepBHoMy Konnposa-
HUO, cocTaBnsaeT 500 I'b.

e [Mpy pesepBHOM KOMUPOBaHUN AP/bIKOB pPe3epBHOE KonMpoBaHue ainoB, Ha KOTO-
pble cCblnaeTca ApnblK, He BbINONHSAETCA. [pyM BOCCTAHOBMIEHMM PE3EPBHON KOMUM
6yneT BOCCTAHOB/IEH TONbKO SIPIbIK.

e Pe3epBHOE KONMPOBaAHNE PECYPCOB, COAEPXALLMX CUMBON «'» B UMEHW, He nogaep-
XMBaeTcs (3aBepLuaeTcs oWnbKon).

e PesepBHOE KOMMPOBaHME CNMUCKa pecypcoB (HECKONbKMX $pannoB UM Nanok B Kade-
CTBe pecypca) HegOoCTYMHO.

» BoccTaHoBeHME pe3epBHbIX KOMUIA, BbIMOSHEHHbLIX KITIMEHTOM Pe3epBHOro KOMMpo-
BaHMsA AaHHblx OC Windows Server, Ha KJIMEHTe pe3epBHOro KONMpoBaHUS B cpeae
OC cemencTBa Linux HegoCTyMHO.

e BoccTaHoBneHMEe pe3epBHbIX KOMUA, BbIMOMHEHHbIX KIIMEHTOM Pe3epBHOro KOMMpo-
BaHMA AaHHbIXx OC cemencTBa Linux, Ha KNMeHTe pe3epBHOro KOMMPOBaHUSA B cpeae
OC Windows Server HeJ0CTYMHO.

¢ [Tocne BOCCTaAHOBMIEHUA PE3EPBHOM KOMUK JaTa U BpeMA CO34aHMA BOCCTAHOBIEH-
HbIX ¢annoB M1 nanok 6yp,eT COOTBETCTBOBATb AaTe NX BOCCTaHOBJ1EHNA.

¢ ABTOHOMHbBIN peXunM paboTbl KIIMEHTA Pe3epPBHOro KONMPOBaHUA B cpefe QyHKLMO-
HupoBaHmMa OC Windows Server He nogaep>XxunBaeTcs.

o PaboTa rpapuyeckoro MeHepgxepa knmeHTa RuBackup (RBC) B cpege OC Windows
Server He nogaep>XmBaeTcs.

o PekomMeHayeM npu cosgaHum rpynn KIneHToB pe3epBHOro KoNMpoBaHusa (knactep-
HbIX MW pasfensaemMblX) PasHOCUTb KIIMEHTbI PE3ePBHOMO KOMMPOBAHUA B 3aBUCUMO-
CTW OT MUcnosnb3yemMon umm cpedbl dyHKUMoHUpoBaHna (OC Windows Server unmn OC
cemencTaa Linux). B MHOM crniy4yae aTO MOXET NPMBECTU K HeonpeaeneHHoOMy nose-
AEHNIO NPU CO34aHUN pe3epBHbIX KON Ha pasHblix OC.
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dannosble cuctembl Windows

naBa 8. CucrtemMHble TpeboBaHUNA

8.1. Tpe6oBaHuA K NporpaMMHbIM CpeACcTBaM

[nA BbINONHEHUA Pe3epPBHOro KONMPOBaHUA U BOCCTaHOBNEHNA dannoBon cuctemsl OC
Windows cpegctBamu CPK RuBackup Ha y3ne Heob6xoaumMo npenycTaHOBEHHOE Mpo-
rpaMMHoe obecrneyeHue:

e 64-6UTHasa onepaunoHHasa cnctema (ogHa us):

o Windows Server 2012;

e Windows Server 2016;

e Windows Server 2019;

e Windows Server 2022.

e 6ubnunoteka OpenSSL Bepcus 3.3.0, ycTaHoBneHHas B gupektopuro C:\0OpenSSL-
Winé4;

e nakeT Microsoft Visual C++ Bepcus 2015;

e NONb30BaTENO OnepaunoHHONW CUCTEMbI, BbIMOMHAKOLWEMY pe3epBHOE KONMUpoBaHue
dannoBon cucTeMbl, OOMKHbI BbiTb Ha3Ha4YeHbl NpaBa Ha 3amnyck cepBuCca KMEHTa
pe3epBHOro KonmposaHna RuBackup;

[na ynpaBneHns pes3epBHbIM KONUPOBAHMEM N BOCCTAHOB/IEHMEM panoBOU CUCTEMBI
Windows pekoMeHA0BaHO criegyroliee nporpaMMHoe obecneyeHume:

o MeHepxep AgMunHucTpaTtopa RuBackup (RBM) ansa ynpasneHua CPK.

Takxe nogaepxunsaetca ynpasneHne CPK RuBackup nocpenCTBOM KOHCOJbHbIX YTU-
NNT.
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9.1. MNoaroToBKa K yCTaHOBKe

NnaBa 9. YcTaHOBKaA

9.1. MNoaroroBka K ycTaHOBKe

9.1.1. CeTeBble HACTPOMNKU

Ha ys3ne pa3BéprIBaHI/IFI KITIMEeHTa pe3epBHOIro KonnpoBaHMA:

1. OTKponTe cuCTeEMHbIN ¢pann C:\Windows\system32\drivers\etc\hosts.

2. [lpoBepbTe Hannume CTPOKWU C faHHbIMW BCeX Y3N0B cepBepHon yacTtu RuBackup
(OCHOBHOW cepBep, pPe3epBHbIN N Meguacepsep Npu Hannunu).

9.1.2. HacTpoiika cnyxe6Hoi CYB/[] PostgreSQL

[lna paspelleHnsa ncnonb3oBaHUA CMMBOMA \ BbIMNONHUTE cnefyroume oencTBua:

1. OTpepakTnpynTe KOHPUrypaumoHHbin ¢amn postgresql.conf Ha ysne cnyxebHon
6asbl gaHHbIX PostgreSQL.

2. Ansa napameTp standard_conforming_strings yCTaHOBUTE 3HayYeHMe on.

3. CoxpaHuUTe U3IMEHEHMA.

9.1.3. YcTaHoBKa nakeTa Microsoft Visual C++
YcTaHoBuTe nakeT Microsoft Visual C++ " :
1. CkavyanTe nakeTbl Microsoft Visual C++ 32- n 64-paspsagHble Bepcum 2015 ¢ opmum-

anbHoro canta Microsoft.

2. 3anycTtute nooyepénHo 3arpy>XeHHble dannbl vc_redist.x86.exe n
vc_redist.x64.exe.

3. CnefynTte MHCTPYKLUMAM YyCTaHOBLLMKA.

9.1.4. YcTaHoBKa nakeTa OpenSSL
YcTaHosuTe 6ubnmotekm OpenSSL ' sepcms 3.3.0:
1. Ckavante gucTtpmnbytme OpenSSL Bepcun 3.3.0 gna 64-paspsagHon OC Windows Ha

odunumanbHOM canTe paspaboTumka.

2. 3anycTuTte UcnonHsaembin dann Win640penSS1l-<version>.exe U yKaXunte AUPEKTO-
puto C:\OpenSSL-Win64, B KOTOPYH BYAET YCTaHOBIIEHO MPUIOXEHNE.

3. MponuwunTe NyTb K NPUIOXEHNIO B NepeMeHHbIX cpeabl Windows:

o OTKpounTe okHO MaHenb ynpaBneHna — Cuctema u 6esonacHoctb — Cucrtema;

S Bbl6epI/ITe U3MeHuTDb napamMmeTpbl — BKJ1agKa JAONOJIHUTENbHO;
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dannosble cuctembl Windows

o HaxmuTe KHonky MepeMeHHble cpeabl;

o OTKpOWTE pasaen CUCTEeMHbIe NepeMeHHble B TEKYLLLEM OKHE;
o OTKPOMTE NepeMeHHYo PATH;

o CcO30anTe ABa 3HaYeHus:

= MOJIHbIN nyTb K Mnanke, B KOTOPYKO YCTaHOBWUIN MPUNOXeHne C:\OpenSSL—
Win64 :

= nognanky C:\OpenSSL-Win64\bin;

o Haxxmute OK gna coxpaHeHUA N3MeHeHUN.

9.2. YcTaHOBKA NaKkeToB

1. MpepoBapuTenbHO  cKayalTe  NakeT  K/WMEHTa  PEe3epBHOro  KOMMPOBaHUSA
RuBackup_client_installer<version>.exe, rge <version> — aKTyaJibHas Bepcus
nakeTa (cMm. JucTpnbyTumesl).

2. 3anycTuTe 3arpy>eHHbinn ¢parmn RuBackup_client_installer<version>.exe C npa-
BaMW aMUHUCTpaTopa.

3. BbibepuTe A3blk MHTepdenca ycTaHoBLMKA, NPUMUTE NIULLEH3UOHHOE CornawleHve n
HaYHUTE YCTaHOBKY.

4. Ona OC Windows Server Bepcuun 2012 1 Bepcumn 2016: nepesarpysute OC ana npu-
MEHEeHUs HaCTPOeEK.

[1] NogpobHoe onncaHne NpuBefEHO B 0dULIMANbHOM AOKYMEHTAL MM Ha MPorpaMMHbIA NpoaykT Microsoft Visual C++

[2] MoppobHOe onucaHne NprMBeLEeHO B 0dULMANbHON AOKYMEHTaLMM Ha NporpaMMHbIn npoaykT OpenSSL
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10.1. HacTtpoiika knueHTa PK

naea 10. HacTpouka

10.1. HacTpoika knueHTa PK
BbinonHnTe HacTponky komnoHeHTa CPK RuBackup:

e 3anycTunTe Ha KaXgoM Yy3se, Ha KOTOPOM PasBEPHYT KINeHT PK, MHTepaKTUBHYHO
YTUNNTY rb_init:

start C:\RuBackup-win-client\bin\rb_init.exe

o [lanee HacTponTe KoMnoHeHT CPK B MHTepakTUBHOM pexume. KnneHT PK moxeTt
ObITb HAcTpoOeH Ana paboTbl B K/INEHT-CEPBEPHOM peXuUMe UM B aBTOHOMHOM
pexunme.

1. You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

MpuMnTe NULEH3noHHoe cornaweHne (EULA), HaxaB knasuwy <y>.
10.1.1. KnueHT-cepBepHbIA peXXum pa6oTbl knneHTa PK

1. Choose client mode: client-server or autonomous (c/a)?

BbiGepuTe cueHapuili HaCTPOMKN KNIMEeHTa: KITMEHT-CepBep <C>.

HacTpoika coeguHeHUAA C OCHOBHbIM CEpPBEpPOM
2. Hostname of primary server:

YKaxkute agpec OCHOBHOro (primary) cepsepa.

HacTpoika coeguHeHUN C pe3epBHbIM CepBepoM

3. Will you use secondary server (y/n)?

Ecnu B KoHOUrypauum nogpasymMmeBaeTcsi pe3epBHbl (secondary) cepsep, To Bblbe-
pUTE 3Ty BO3MOXHOCTb, Ha)aB KNasully <y>.

a. Hostname of secondary server:

YKaxuTe afpec pesepBHoro (secondary) cepsepa.

HacTpoiika KnmeHTa pe3epBHOro KOnMpoBaHUA:

4. Choose client net interface ID for use:
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dannosble cuctembl Windows

Selected interface:

Bbibepute ceTeBom nHTEpdENc, NocpencTBOM KOTOPOro knneHTy RuBackup paspe-
LLEHO B3aUMOEeNCTBOBaATb C CUCTEMOM pPe3epPBHOIro KOMMPOBaHMUA.

5. Do you allow centralized recovery (y/n)?
yKa)KVITe, HY>XXHO J11 BKJTIOYNTb LLEHTPa/In30BaHHOE BOCCTaHOBJIEHNE ,D,aHHbIX?

B cnyuae Bbibopa <y>, LEeHTpannM3oBaHHOE BOCCTaHOBNEHME AaHHbIX N3 pe3epBHOM
Konun 6ygeT [OOCTYMHO C TMOMOWbLIKO yTuUnuTbl «MeHepxep agMWHUCTpaTopa
RuBackup» (RBM), ¢ noMoOLLblO KOHCONBHOM yTUAUTbI rbfd unn ytunutel «MeHe-
axepa knneHTa RuBackup» (RBC).

B cny4yae Bbibopa <n>, LeHTpanmM3oBaHHOE BOCCTAHOBNEHNE [aHHbIX U3 Pe3epBHOM
KOnMMn C noMouwbko yTunutel «MeHepxep agMuHuctpaTtopa RuBackup» 6ypet
OTK/MKOYEHO, BOCCTAHOB/IEHNE N3 PEe3epPBHON KONUM ByaeT BO3MOXHO C MOMOLLbO
KOHCONbHOM yTUNUTbl rbfd unn ytunntel «MeHepxepa knueHTa RuBackup».

6. Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

YKkaxuTe, 6ygeT nm Ucnonb3oBaTbCA HEMNPEPbIBHAA yaaneHHaa pennmkaynsa Ha Knu-
eHTe PK.

7. Enter local backup directory path [/tmp]

YKaxunte OUPeKToOpUO A1 BPEMEHHbIX onepauun ¢ ¢pannamm pesepBHbIX KOMUN K
nogTBepAnTe co3faHue KaTasnora Ans BpeMeHHbIX ¢pansios, HaXas KfaBully <y>.

a. Would you like to create / (y/n)?

[MoaoTBepaouTe co3gaHue KaTtanora ona BpeMeHHblX ¢annos, B cryyae, eCnm yka-
3aHHOro KaTanora eweé He cyl,ecTByer.

8. Create RuBackup master key..

ABTOMaTMYeCKOe CcO3faHMe MacTep-K/4a, KOTOopbIM HeobxoguMm npu cosgaHum
napbl KAKYENn ANsa 31eKTPOHHO-LUPPOBON NOANNUCK Pe3epPBHbIX KOMUA N 3aLLUTHOIo
npeobpasoBaHMA Pe3ePBHbIX KOMUN.

9. Will you use digital signature (y/n)?
Create new secret key
Create new public key

YKaxunte, XoTUTe NN Bbl CO34aThb KKOUYM SNEKTPOHHO-LKPpoBON nognnucun. Peseps-
Haa Konma MoXeT ObITb nognucaHa LumMepoBon NOANUCHIO ANS NOCNeayroLWero KoH-
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10.

1.

12.

10.1. HacTtpoiika knueHTa PK

TpONA U NpeaynpeXxgeHmd yrpo3bl eé nogMeHb>bl.
Do you want to enable system monitoring of this client (y/n)?
YKa)KVITe, XOTUTE NN Bbl BKJIKOUYNTb CUCTEMHbIN MOHUTOPWUHI ANd AaHHOIo KJIMEHTA.

dann MOHUTOPUHra NPOU3BOANTENIBHOCTN CUCTEMHbLIX KOMMOHEHTOB OyaeT pa3sme-
LWEH B Nanke /opt/rubackup/monitoring/.

Do you want to set a soft memory threshold? (y/n)?

YKaxuTte, XoTUTE N1 Bbl YCTAHOBUTb BEPXHWUI Npenen onepaTUBHON NaMATU, KOTO-
pas MOXeT UCMNOoNb30BaTbCA NPU PE3EPBHOM KOMUPOBAHUN Ha K/IMEeHTe (TOYHOCTb
BEPXHEWN rpaHuLbl 06beMa NaMATU He rapaHTUpyeTcs).

a. Enter the allowed amount of memory for backup in GB (integer value):

B cnyyae Bbibopa <y> yKaxuTe MakCUMalnbHO A4ONYCTUMbIN O6BEM ONepaTUBHOM
NamMATN, KOTOPbIN MOXeET B6biTb UCMONb30BaH MpPU pPe3epBHOM KOMUPOBAHUM Ha
kKnueHTe B 'b (Lenoe 4yncno).

Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

BbibepunTte kakne nybnmyHble MMeHa byayT ncnonb3oBaHbl DNS-cepsepom.

10.1.2. ABTOHOMHbIN peXuUM paboTbl KnueHta PK

1.

Choose client mode: client-server or autonomous (c/a)?
BbibepuTe cueHapuit HaCTPOMKN KITMEeHTA: aBTOHOMHbIN <a>.

ABTOHOMHbIN peXXnm paboTbl KNMeHTa — MUCnonb3oBaHne KnneHTa PK 6e3 cepsep-
HOM YacTu. Mpn 3TOM CcoXpaHAeTCH BO3MOXHOCTb UCMNOJSIb30BaHUA NMOBbIX QYHKLMO-
HanbHbIX MO4YNen ANA CO30aHUA pe3epBHbIX KOMUK

Enter local backup directory path [/tmp] : /rubackup-tmp Would you like to
create /rubackup-tmp (y/n)?

YKaxuTte OUPEKTOPUIO ONA BPEMEHHbIX onepauuin ¢ ¢annamMm pesepBHbIX KOMUN U
noaATBepAUTe CO3[aHMe KaTanora gnsa BpeMeHHbIX ¢panoB, HaXkas KNaBuLly <y>.

Would you like to use a catalog, or dedicated device, or network share to
store your archives? (c/d/n)

YKaxuTe XoTUTe N Bbl UICMONb30BaTb KaTasnor, BblaeneHHoe yCTPONCTBO Unu ceTe-
BOW pecypc AN XpaHEeHUsi CBOUX apXnBOB?

o <C> - YKaXWUTe NyTb K KaTanory Ha BawleM Ji1oKaJibHOM YXECTKOM AUCKEe Ans Xpa-
HEHNA pe3epPBHbIX Konuu;
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o <d> - 6yayT nokasbl BCe BallM YCTPOWNCTBa U NoTpebyeTcs yKasaTb BblbpaHHOe
YCTPOWCTBO A1 XPaHEHUS pe3epBHbIX KOMWiA;

o <N> - YKaXunTte ceTeBOW KaTanor gns XPaHEHNA pe3EePBHbIX Konum

4. Create RuBackup master key..

ABTOMaTM4YeCKOe cO3[aHuve MacTep-K/4a, KOTOopbIM Heobxogum npu cosgaHum
napbl KKYen s afneKTPOHHO-LNOPOBON NOAMUCU Pe3epPBHbIX KOMUIA U 3alLUTHOrO
npeobpasoBaHUsa pe3epBHbIX KOMUN.

5. Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

BbibepuTte kakmne nybnmyHblie MMeHa ByayT ncnonb3oBaHbl DNS-cepBepom

10.2. HacTpoika y3na

10.2.1. [lo6aBneHne UCKJIIOYEHUA B aHTUBUPYC

1. Mpwn ncnonbsoBaHuu aHtuempyca Windows Defender He0O6X0ANMO UCKMKOUYNTL Nanky
C:\RuBackup-win-client U3 aBTOMaTUYECKOWN NPOBEPKN:

Add-MpPreference -ExclusionPath C:\RuBackup-win-client

2. Onsa nposepku ncknodeHnin Windows Defender BbiBeguTe MOMHbIA CINCOK UCKIIHO-
YeHUNn:

Get-MpPreference | fl exclx

10.2.2. YcTaHOBKa orpaHuyeHusa VSS

Ona obecrneyeHMs KOHCUCTEHTHOCTU OaHHbIX pPe3epBHON KOMUU HEOBXOAUMO OrpaHu-
YNTb OOBEM OMCKOBOro NMPOCTPAHCTBA, MCNOb3YEeMOro cny>6om TeHeBOro KonmpoBsa-
HMA TomMoB VSS, ons aToro:

1. Boigenute He MeHee 30% OMUCKOBOro NPOoCTpaHCTBaA AJ/19 TEHEBOM KOMUMN.

2. OTKponTe YnpaBneHne KOMMNbIOTEPOM.

3. Bbigennte O6wue nanku.
4,

Haxmute KM un BbibepuTe Bee 3apaum — HacTtpouTb TeHeBble konuu — lMapa-
MeTpbl.

5. Bbibepute ToM 1 oTkpornTe MapameTpbl (PrcyHoK 1);
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10.3. Jo6aBneHne B aBTO3anycK

Mapametpel A

Tom:
CA

MecTo xparerna
Pacnonoxexo Ha Tome:

CA W Ceenesmna..

Makcumanstsid () He orparies
pasMep: (®) orparuerite: 128000 = MB

MpyuMeyaHue: ANA CO3A3HWA TEHEBOA KonWK TpebyeTch He menes 300
ME caofoaHoro mecTa.

Pacrucasie
Pacrmcarme. .

Mpurmeyarme: pacnucadue no YMOMYaHMD NPEQYCMATPMBAET COS0aHME
OEYX TEHEBLI KOMWA B JeHe, He pekomengyeTcA co3gasats Gonee
0AHOA TEHEB0A KOMMK B Yac,

5 ==

PucyHok 1. OkHo «[MapameTpbl»

6. B okHe MapameTpbl YCTAaHOBUTE OrpaHM4yeHne MaKCMMasrbHOro pa3mepa TeHEeBOW
Konum He meHee 30% OT o6bEMa BbIbGpaHHOro ToMa.

7. Haxxmute OK o5 coXpaHeHUa NU3MeHeHUNn.

8. MNepesarpysuTte MK a4nga npuMeHeHNA HacTpoeK.

10.3. [lo6aBneHue B aBTO3anycK
[o6aBbTe cepBuc knmeHTa PK B aBTO3anyck npu 3arpyske OC:

1. OTkponTe AucneTuyep cepeepoB — CpepcTea — CnyXxo6bl.
2. BbibepnTe RuBackup Service — CBoicTBa — BK/1aaka O6wue.

3. [Ana napamMeTpa Tun 3anycka yCTaHOBUTE 3HaYeHne ABTOMaTUYECKM (P1CYHOK 2).
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Ceodcrea: RuBackup Service (floxaneHbli komnbroTep) X
Ofwwe Buons cuctemy BoccTanomnessse  3aBucumocTi

Misa ey RuBackup Service
Crofpaxaemoe  RuBackup Service

WMBA.

Ormcarme: This is background process of RuBackup
applcation. Performs all backup /restore operations
at the background

WenonHsemsid ain:

“C:\RuBackup-win-client \bin'vb_service exe”

Tun sanyexa: AsToMaTHeCKM v

CocTomme: BenomireTcA
Janycvme OcranoanTs MpwocTaHoBM TS MpoponxnTs

Bed MOmETE YKAIETE NADAMETDE 3AMYCKA, NPWMEHREMBIE NPV 3AMYCKE
chyxficl U3 3TOMD QMANOrOBOrD OKHA,

Dm MprMer T

PucyHok 2. OkHo «CBowcTBa RuBackup Service»

4. Haxmunte OK gna coxpaHeHnsa U3MeHeHUN.
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11.1. 3anyck cepBuca KIMeHTa

Mnaea 11. 3anyck

MponsBeanTe akTmBauuto KnmeHTckonm 4Yactm CPK RuBackup, BbIMOMHMB Ha KaX[oM
y3/e C pasBéPHYTbIM KIMEHTOM pPe3epBHOIro KOMMPOBaHMA 3amnyCcK cepBuca KmMeHTa.

[lna ycnelHoro 3anycka knneHta PK B KNMEHT-CEPBEPHOM pexunme npensa-
pPUTENbHO HEOBGXOAMMO 3anyCTUTb CepBepHYHo YacTb CPK.

11.1. 3anyckK cepBUca KJIMeHTa
3anycTuTe cepBUC KJIMEHTA Pe3epPBHOIro KOMMPOBaHMUA:

1. OTkponTe AiucneTtyep cepeepoB — Cpepctea — CnyXxo6bl.

2. BoibepuTe RuBackup Service 1 3anycTtuTe ero.
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naBa12. Pe3ynbTaTbl yCTaHOBKMU

CospaH KaTtanor yctaHoBkuM C:\RuBackup-win-client.

CospaH KoHourypaunoHHsi ¢ann C:\RuBackup-win-client\etc\config.file.txt C
YCTaHOBJ/IEHHbIMU NPU HACTPONKE 3HaYEeHNAMU NapamMeTpPoB.

[obasneHbl CeTeBble cepBUCHI.

YcTaHoBneH tar n3 naketa libarchive pna cosgaHva M ynpasrieHUs NMOTOKOBbIMU
apXMBHbIMUK darnamu (B cnydae ucnonbsosaHmsa OC Windows Server Bepcun 2012 n
Bepcun 2016).
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https://docs.rubackup.ru/InstallationManual/2.6.0.0.0/results/install-directory/
https://docs.rubackup.ru/InstallationManual/2.6.0.0.0/results/config-file/
https://docs.rubackup.ru/InstallationManual/2.6.0.0.0/results/services/

13.1. OnucaHune paboTbl C AaHHBIMK

'naBa 13. Pa6boTa ¢ faHHbIMU

13.1. OnucaHue pa6oTbl C faHHbIMU

PesepBHOe konupoBaHue ¢parnnoson cncteMbl NTFS BbINOMHAETCA areHTHbIM MeTOLO0M.
[aHHbIN MeToL, UCroNb3yeTCca O/ Pe3epBHOro KONMPOBaHUA U BOCCTaAHOBNEHUA ¢dan-
N0OB U Nanok onepaumoHHbIX cnctemM cemenctea Windows NT, TpebyeT yCTaHOBKN KSN-
eHTa PK RuBackup n mopynsa ¢annosbix cuctem Windows Ha pesepBuUpyeMbln y3en
(BHYTpb OnNepaLnoHHOM CUCTEMBI), YTO MNO3BONSAET CO34aBaTb MOMHbIE, NHKPEMEHTAsb-
Hble U guddepeHumnanbHble pesepBHble KONMUU 6e3 OCTaAaHOBKW OTKPbITbIX MPOLEeCcCOB
(4uTo obecneunBaeT HeNpPEpPbLIBHOCTb NpoLecca), C MUMHUManbHOW Harpys3Kom Ha y3en u
nokanbHyto ceTb LAN.

MpeaBapunTeNnbHO AN YCNELWHOro BbINOSIHEHNA PE3EePBHONO KONMPOBAHNA 1 BOCCTAHOB-
nenuvs ¢amnoson cuctemMbl NTFS passepHuTe knmeHT PK RuBackup Ha y3ne pesepBu-
pyemMon ¢pannoBon cuUcTeMbl. TakXe Ha y3en ¢ knneHtom PK RuBackup v mogynem
HeobXxoANUMO nNpeaycTaHoBUTb nakeTbl OpenSSL n Microsoft Visual C++ 2015 ana nopg-
AEPXKN anrOpUTMOB XSLWMPOBAHUA, WNGPOBAHUA U SNEKTPOHHOM MognucKu, a Takxe
YyCTaHOBKM B6e3onacHbiXx SSL coegunHeHnn; BbIMONHUTL HacTponky CYB/[ PostgreSQL Ha
y3ne, roe pasBépHyTa cnyxebHas 6asa gaHHbix RuBackup.

CospganTe 3ajayy pes3epBHOro KOMMPOBaHUA pecypca Ha y3ne C pasBEPHYTbIM MOAy-
nem ¢annoson cnctemMmbl Windows ¢ NOMOLLbIO YTUNINUTbI KOMaHOHOW CTPOKKU (nogpob-
Hee CM. pasfen PesepBHoe KONMpoBaHne ¢ NoMOLLBI YTUINTEI) UK Ha GPYroM y3ne C
pa3BEpHYTbIM MeHeg)xepoM agMuUHUCTpaTopa RuBackup, npegBapuTenbHO aKTUBUPO-
BaB QYHKLWIO LLeHTPaNn30BaHHOIro BOCCTaAaHOBNEHUA. YnpaBneHne yHKLNEN LeHTpanu-
30BaHHOr0 BOCCTaHOBJ/IEHUA [OaHHbIX obecneymBaeTcA 3Ha4YeHMEeM MapameTpa
centralizedrecovery KOHPUrypaLmMoHHOro ¢danna C:\RuBackup-win-
client\etc\config.file.txt TekyLero KnneHTa pesepBHOro konvposaHusa RuBackup.

[Mpn 3anycke 3agayn Ha cosfaHue pesepBHOW Konun ¢arnos 1 Nanok mMogynb ¢anno-
Bon cucteMbl Windows aHanusmpyeT BblbpaHHbIN pPecypc — ec/in BblbpaH TEKCTOBbLIN
¢dann, To NPON3BOAUTCA NPOBEPKa Ha MPUHALNEXHOCTb K danny Crnmcka pesepsupye-
MbIX pecypcoB. [anee moaynb oTnpasfafeT 3anpoc cnyxbe VSS Ha reHepupoBaHue
TEeHeBOW Konuu ¢annoBon cMcTemMbl, dopmupysa ¢ann n pasbmsasa Bce AaHHble Ha 610KK
no 16K6 kaxpgbin. Moaynbe ¢annoson cuctembl Windows aHanmsupyeT MNosyYeHHYH
TEHeBYH Konuwo, ¢dopmupya o¢ann MeTafaHHbIX U3 X3Wen pesepBUpyeMbIX LaHHbIX,
n3BnekaeT BblbpaHHble 6/10KM faHHbIX. [Janee ¢ann meTagaHHbIX U 6N10KU pesepBupye-
MbIX faHHbIX ByAyT oTnpaBfneHbl Ha Meanacepsep RuBackup Ansa XpaHeHus.

B cnyyae nepegaun pesepBHON KOMUM B XpaHUNuWe AedyninunpoBaHHbIX Pe3epBHbIX
KOMWIi Bcerga NpoUCXoAuT nepefaya TONMbKO TeX YHUKambHbIX GNOKOB (ANS TOro Xe
TWNA UCTOYHUKA aHHbIX), KOTOPbIX elle HET B XpaHunuLie.

[Tocne BbINOMHEHUA PE3ePBHOr0 KOMUPOBaAHUA TeHeBas Konua ¢GansioBoN CUCTEMDbI
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oynet yganeHa.

CxemMa npouecca pe3epBHOro KOMMPoOBaHWUA N BOCCTAHOBMIEHUA ¢GansioBON CUCTEMDI
Windows npuBefeHa Ha PrucyHok 3.

N
‘ Pe3epBHOe KONMPOBAHKHE ‘ Pe3epEHOE KOMHPOBAHWE
CpouHoe Mo pacnucaHmo
! E OnuH pecypc | Tpynna pecypcos

Y h h A

cozgaHue CTpatern

cozaanue MNpaenna moGansHoro PAcNMCaHnA

co3fianne Mpasuna CTpaTenu

i

BoccTavoBneHne uz2
pe3epBHON KOMUK

T

YCNoBHbIE DGD3HAYEHNA!
PlﬂcyHOK 3. CprKTypHaﬂ CXeMa pe3epBHOro KonnposaHMA N BOCCTaHOBIEHUA ¢a|?1n0|30|71 CUNCTEMDI
Windows

thyHELmMoHan RBM (yaen nog ynpaenexduem Linux)

KMMEHT PE3EPBHOND KOMMPOBAHWA (y3en noa ynpasneHuem Windows)

MonHoe BoccTaHoBneHue ¢annoson cuctembl Windows BbINOAHAETCA U3 UHKPEMEH-
TanbHOW, anddepeHumnanbHON UK MOSIHOW PEe3epPBHOM KOMUU LaHHbIX B Bbl6paHHYO
OAVIPEKTOPUIO Ha Yy3Ne KAneHTa, Ha KOTopoM Oblfla co3gaHa BOCCTaHaBNMBaemMas
pesepBHasa KOMus.

[na BOCCTaHOBNEHUA OTAENbHbIX GansioB UM NanokK UCMNosib3ynTe rpaHynspHoe BOC-
CTaHoOBNeHWe, npeaBapuTenbHO coopMmpoBaB crieumdunkauuno, cogepxallyro Bce
nMeHa ¢anioB apxmBa MeTafaHHbIX Pe3epBHOW KOMUU, B XOA4e CO3[aHUA pe3epBHON
Konuw.

[NMpn 3anycke 3agaysM Ha BOCCTAHOBJ/IEHMA pe3epBHOM Konuu ¢annoBoN CUCTEMBbI
Windows Heobxoaumo npegBaputenbHO obecneynTb cBOGOAHOE MECTO Ha AUCKE He
MeHee 110% oT obbémMa BOCCTaHaBNMBaeEMbIX AaHHbIX. B COOTBETCTBUM C MeTafaH-
HbIMW BOCCTaHaBnmBaemMon PK B BbIGpaHHOW OANMPEKTOPUN Ha Y3Ne KIIMEHTa, pe3epBHas
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13.2. OnuncaHme paboTbl ¢ gaHHbIMK B RBM

Konus ¢annoBon CUCTEMbl BOCCTaHaBMBaeTCA, ByAyT co3gaHbl NycTble ¢pannbl U KaTa-
NIOrN C OpUrnHanbHbIM aTpubyTamu: UMeHeM ¢danna n TUNOM COLEPXWUMOro, AaTon U
BpeMeHeM co3faHua ¢anna, uMeHeM Bragenbua ¢anna, pasmepom ¢dawnna, npasamMmu
AocTyna K ¢anny, Metogom goctyna K ¢anny. Janee 6yayT nepefaHbl U 3anncaHbl B
HY>XHble ¢pannbl 610KM AaHHbIX N3 ¢dann BOCCTaHaBIMBAaEMOW pPe3epBHON KOMUM.

Ecnu pecypc npu co3gaHum BOCCTaHaBNMBaEeMOW pe3epBHOM Konuu 6bin 3afaH B BUAE
cnucka ¢ainos/kaTanoros, noanexalwmx pesepBHOMY KOMMPOBaHMKO, TO NMpu BOCCTa-
HOBMEHUN B BbIOPaHHYH AMPEKTOPMIO PacrakoBKM BHYTpPM Heé OyneT cosfaHa BCS
nepapxms gnsa AaHHbIX Gannos 1 KaTanoroB OTHOCUTENIbHO AUPEKTOPUM PacnakoBKM.

JlokanbHoe BoccTaHoBneHne ¢annoson cnctemol Windows BO3MOXHO NOCPEACTBOM:

e KOHCOMN Ha y3ne knueHta PK c ycTaHoBNeHHbIM Mopynem ¢anioBon CUCTEMbI
Windows ¢ ucnonbsoBaHneM yTunut rb_archives. lNogpobHoe onucaHne paboTbl C
YTUINTOW NPUBELEHO B AOKYMEHTE «YTUNNTbI KOMaHAHOM CTpoku RuBackup»;

 MeHepXxepa knueHTa RuBackup. MNoapobHoe onncaHue paboTbl C yTUINTON NpuBe-
[eHOo B lIoKyMeHTe «PykoBoaCcTBe nosnb3oBaTtesnis RuBackup».

LleHTpannsoBaHHoe BoccTaHoBNeHne ¢amnoson cuctembol Windows BO3MOXHO TakXe
nocpenctsoM MeHepxkepa agMuHucTpaTtopa RuBackup Ha ys3ne nopg ynpasneHunem OC
Linux.

13.2. OnucaHue pa6oTbl ¢ gaHHbiMu B RBM
e PK ona ogHoro pecypca no pacnucaHuwo. [na BbINOHEHUA pPe3epBHOro Konuposa-
HUA $annNoBOMN CUCTEMBI pecypca No pacrnmcaHno Heobxoanmo:

o 3anycTuTb MeHepxep AgmuHucTtpatopa RuBackup (RBM) (cMm. 3anyck MeHe-
axepa AgMuHucTpaTtopa RuBackup (RBM));

o aBTOPM30BaTbLCA C NpaBaMU agMUHUCTpPaTopa (CM. ABTopM3aLma rnonbL3oBaTens
B RBM);

o MPOBEPUTb CTaTyC kNueHTa PK, Ha KOTOpPOM pasBeEPHYT MOAY/Nb ¢ansoBomn
cuctembl Windows (cMm. CtaTtyc knmenta PK);

o co34aTb M HacTpouTb npasuno (cMm. CosgaHne npasuna rrnobankHoro pacnuca-
HIS) MOMHOrO PEe3epPBHOr0 KOMUPOBaHWUS A/ CO3[aHWUS MNIaHOBbLIX Pe3epPBHbIX
KOMWiA BOBMOXHO ABYMS cnocobamu:

» B pasgene «lnobanbHoe pacnucaHuve», HaXaB KHOMky «[ob6aBuTtb» K
HacTpouB co3faBaemoe [1paBuno;

» B pasgenie «O6bekTbl», BbibpaB BKNagky «lpaBuna» 1 HaXxaB KHoOMky «[Joba-
BUTbY;

o MpaBuno AOMKHO MMEeTb CTaTyC «run» (3anyLeHo) A5 BbINOMHEHUS
pPe3epPBHOro KOMMPOBaHUSA MO PacrnucaHuio.
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o B pasgene 3agaum OOCTYNHO OTCNEeXMBaHWe cTaTyca BbIMOMHEHHbIX U XOp4,
BbIMNOMIHSEMOW 3afa4y pe3epBHOro KonupoBaHus (cM. Pasnen 13.7);

o B pesynbTaTe BbINOMHEHNS 3a4a4n pe3epBHas Konus byaeT nepemelleHa B Xpa-
HUNWLWeE, a eé MeTafaHHble AOCTYNHbI B pasaene «Penosntopuiny.

e PK onsa rpynnbl pecypcoB no pacnucaHuto. [ns BbiNoSHEHNS pe3epBHOro KonnpoBa-
HUA FPYNMNbl PECYPCOB MO PAacNUCaHU He06X0aNMO:

o 3anycTuTb MeHemxep AgMnHucTpaTopa RuBackup (RBM);
o aBTOPM30BaTbCA C NMpaBaMu agMUHUCTPaTOpPa;

o MPOBEPUTb CcTaTyc KneHTa PK, Ha KOTOpOM pasBépHYT MoAaynb ¢annosomn
cuctemMbl Windows;

o CO30aTb U HACTPOUTb NocsiegoBaTe/lbHO:

= CTPpATErnto nMnoJIHOIro pes3epBHOro KonmpoBaHuMA A4 CO34aHMA TJ1IaHOBbIX
pe3epBHbIX Konun B pas3gene «CTpaTeFVII/I», Ha>XaB KHOTKY «[1o6aBnTb»;

» MPaBWUSIO CTpaATerumn Ana Kaxaoro pecypca B pasgene «CTpaTerum», Bblaenms
HY>KHYIO CTpaTeruio n Haxas KHonky «[pasuna». MoBTOpUTb co3faHue npa-
BMMa AN1S Ka)[4oro pecypca;

o MpaBuno AOMKHO UMEeTb CTaTyC «run» (3anyLeHo) A5 BbINOMHEHNS
Pe3epBHOro KOMUPOBAHUS MO PAcMMCaHuIo.

o B pasgene 3apaum JOCTYNHO OTCNEeXMBaHMEe cTaTyca BbIMNO/IHEHHbIX U XO[,
BbIMOSIHAEMOW 3aa4 Pe3epBHOro KONMPOBaAHUS;

o B pesynbTaTe BbINOJHEHNA 3afayn pPe3epBHble KOMUU BUPTYasibHbIX MaLUWH
OyayT nepeMelleHbl B XpaHunuuwie, a UX MeTafaHHble AOCTYMHbl B pasgene
«Penosntopuinm».

e CpouHoe PK. CpoyHOe pesepBHOE KONMPOBaHME BbINOSIHAETCA AN OQHOro pecypca
(BbIBPaHHbIX Gpannos U/MnNn KaTanoros):

o 3anycTuTb MeHepxep AgmuHucTpaTtopa RuBackup (RBM);
o aBTOPM30BaTbCA C NMpaBaMu agMUHUCTPaTOpPa;

o NPOBEPUTb CTaTyCc kNueHTa PK, Ha KOTOpOM pasBEPHYT MoAy/Mb ¢annoBomn
cuctemMmbl Windows;

o BbIMOSIHNTb CPOYHOE pe3epBHOE KOMMPOBaHNE BO3MOXHO ABYMS cnocobamu:

= ObICTPbIV AOCTYM K QYHKLMN CPOYHOIO PE3EPBHON0 KONMMPOBAHWUA MO HaXaTuko
Ha KHoMKy «CpoyHoe PK» Ha BepxHen naHenn RBM;

= B pasgene «O6bekTbl», Bblgenus KnneHTa PK, KOTopbln ocylecTBNAeT ynpas-
neHne pesepBHbIM KonupoBaHMeM @¢annoson cuctembl Windows, U Haxas
NOABMBLLYHOCA KHOMKY «CpoyHoe PK»;

o B pasgene 3apaum OOCTYIMHO OTCNeEXMBaHNE CTaTyCa BbIMNOJIHEHHbLIX U XO[4
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13.3. OcobeHHocTM HacTporku RBM ans PK dannosoin cnctemol Windows

BbINOJIHAEMOW 3a4au pe3epBHOro KoOnMpoBaHUA,

o B pesynbTaTe BbINOMHEHUS 3a4a4n pe3epBHas Konus byaeT nepemellleHa B Xpa-
HUNWLWE, a eé MeTafaHHble AOCTYNHbI B pasaene «Penosntopuiny.

e BoccTaHoBneHne n3 PK. [1na BbINOSIHEHUA BOCCTAHOBNEHUA ¢aifioB U KaTanoros 13
pe3epBHON KOMUM HEO6XOANMO:

o 3anycTuTb MeHepxep AaMuHucTpaTopa RuBackup (RBM);
o aBTOPWU3OBATbCSA C NMpaBaMn agMUHUCTPATOpPa;

o MPOBEPUTb CTaTyCc knneHTa PK, Ha KOTOpPOM pasBePHYT MoAynb ¢annosomn
cuctembl Windows;

o B pasgene «Penosntopuit» BoibpaTb PK 1 HaxaTb KHOMKY «BOCCTaHOBUTLY;

o B paspgene 3apgaum JOCTYMNHO OTCNEeXMBaHME cTaTyca BbIMNOSIHEHHbIX U XO[,
BbIMNOSIHAEMOW 3a,a4 BOCCTAHOBJ/IEHUA PE3EPBHON KOMUK;

o B pe3ynbTate npomsseaeHo BOCCTaHOBJ/IEHUE ¢annos n/vnn KaTtanoroe Ao
COCTOAHNA Ha MOMEHT CO34aHnA p63€pBHOI7I Konun.

13.3. Oco6eHHOoCTU HacTpoiku RBM gna PK ¢pannoeon
cuctembl Windows
Mpw BbINOAHEHUN MOHBOro cueHapus, onucaHHoro B nogpasgene "Pasnen 13.2" HacToA-

Lero OoKyMeHTa, cneayeT npu HacTpownke npaBun, cTpaTernn, BOCCTaHoBNeHUA n3 PK
B COOTBETCTBYHLUX MONAX YKasaTb crefyrowmne gaHHble:

e B nosie KnueHT BbibpaTb M3 BbiNajarowero cnnucka umsa knneHta PK, Ha KOTopom
pasBEPHYT Moaynb ¢annoson cuctembl Windows;
e B nose Tun pecypca BbibpaTb N3 Bbinagatowero cnucka File system WIN;

e MpU HEOBXOOMMOCTU MPOU3BECTU TOHKYHO HACTpPoOWKy mMopyns ¢pannoBoM CUCTEMDI
Windows (cm. Paszpgen 16.3);

» B rnone Pecypc BbiGpaTb KaTanoru u/vnun dainbl, pesepeHas Konus KoTopbix 6yneT
co3faHa, U3 BbiNagarolero CnMcka UM BBECTU B MoMe MOMHbIA NyTb K HUM. Mpu
BBOJE NYTU K Pecypcy pes3epBHOro KOMMpoBaHUs HEO6XOAMMO MCMONb30BaTb CUM-
Bon /. Mpv UCNONBb30BAHUN \ BO3MOXHbI OLLUNBKMU.

o B rnone Tun PK BbiOpaTb MonHoe, UHKpemeHTanbHoe UNN [IndpdepeHumansHoe .

13.4. Pe3epBHOE KonNupoBaHue

13.4.1. B MeHepXxepe AgMmuHucTtpaTopa RuBackup

3anyck MeHepxepa AgmuHucTpaTopa RuBackup (RBM)

OkoHHoe npunoxeHne MeHepxep AgMunHuctpaTopa RuBackup (RBM) npegHasHayeHo
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dannosble cuctembl Windows

AN aAMUHUCTPUPOBaHUA cepBepHOW rpynnupoBkn RuBackup, Bknovaa ynpasreHue
KNMeHTaMun, rnobasnbHbIM pacrnmcaHneM, XpaHunmwamMm pesepBHbIX KOMUR U ApYruMu
napameTpamu CPK RuBackup Ha y3ne nog ynpasneHnem OC Linux.

na 3anycka MeHepyxepa AaMuHUcTpaTopa RuBackup cnegyet BbIMONMHUTL B TEPMU-
Hane KOMaHA4y:

/opt/rubackup/bin/rbm&

ABTOpU3ayua nonb3osaTtesnsa B RBM

[locTyn K cucTemMe pe3epBHOro KOMUPOBaHNS OCYLLECTBNSETCS Ha OCHOBE MHOIoMosib-
30BaTeNbCKON MOAENN ynpaBneHns 4OCTYMNOM.

[ns ynpasneHnsa pesepBHbIM KonvpoBaHMeM BM nosnb3oBaTesnb JoOKeH 6bITb aBTOPU-
30BaH C nNpaBamMu cynepnonb3oBaTtens (AgMuHuctpatop CPK) unn agMuHucTpaTtopa
(Monb3oBaTenb CPK).

Mpwn 3anycke RBM BamMm notpebyeTcA NponTU ayTEHTUGUKALWIO B [MANOrOBOM OKHE,
AOCTYyNHOM nocre 3anycka RBM, gns atoro sBegute (PrcyHok 4):

» B none Umsa cepeepa RuBackup — ip-agpec vnnm nma ysna, Ha KOTOPOM PasBEPHYT
OCHOBHOW CepBep pe3epBHOro konmposaHma RuBackup;

» B nonsa Uma nonb3oBartensa 1 Maponb — y4€THble faHHble AgMUHUCTPaTopa CPK nnn
MNMonbsoBaTtensa CPK (noruH 1 naponb);

e B None Tun ayTeHTUPUKaLUm — BbibepnTe 6a3sy AaHHbIX AN19 BepuduKaumm y4ETHbIX
AaHHbIX : RuBackup DB (6asa paHHbix Postgresqgl (C MMeHeM no yMOyaHuo
rubackup), cosgaHHasa npun pasBépTbiBaHUM cepBepa RuBackup, roe xpaHATCA y4eT-
Hble AaHHble nonb3oBaTenen RuBackup, nnm Domain Controller gna sepunoukaumm
YUYETHbIX AaHHbIX cny>6on kaTtanoros MS Active Directory nnn ALD PRO.
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RuBackup Manager

WmMs cepeepa RuBackup

localhost|

MmAa nons3oeaTtena

rubackup

Mapons

Tun ayTeHTUdUKaunn
RuBackup DB

BoiTtun

PucyHok 4. JnanoroBoe oKHO Ha CTpaHuue aBTopusauun RBM

Crtatyc knueHTa PK

[ns BbINOMHEHUA pe3epBHOro KonMpoBaHWUA KMeHT PK pgonkeH 6biTb aBTOpPM30BaH
afAMUHNCTPATOPOM Ha OCHOBHOM cepsepe CPK RuBackup.

[Mocne ycnewHon ayteHTUoMKaumm B RBM gna onpefneneHnsa ctaTyca KiMeHTa peseps-
HOro KOMUPOBaHWA OTKPOWTe pasgen «AOMUHUCTpUpoOBaHue», B nogpasgene «O6b-
eKTbl» BblbepuTe 610K L «KnneHTbI».

B oTkpbiBWEMCA OKHe ByayT oTobpaXKeHbl BCe aBTOPU30BaHHble KneHTbl PK 1 BbiBe-
AeHO coobleHne O HeaBTOPWM3OBaHHbIX KnMeHTax PK, ecnn Takue CyWecTBYHT B
NHPPACTPYKTYpPE Pe3epBHOro KonmposaHusa (PrcyHok 5), ¢ BbIBOGOM CNefyoLwmx gaH-
HbIX B TabNM4YHOM Buae:

¢ ID - ngeHTnpMKaTop KNneHTta PK;

* UMA — 1MA y3na, Ha KOTOPOM pasBEPHYT KNeHT PK;

¢ Tun OC - HanmeHoBaHMe OC, ncnonbsyemon Ha knmeHTe PK;

« EMKoOCTb XpaHunuwa — o6Wwmit pasmep xpaHunuwa B 'b;

* LleHTpanusoBaHHOe BOCCTaHOBJMEHUE — BKOYeHa (1) nnum BbikoyeHa (0) yHKLMSA
LeHTpPasIM30BaHHOIr0 BOCCTAHOBNEHUS AaHHbIX KNneHTa PK;

+ Bepcus — Homep Bepcumn yctaHosneHHoro MO knneHTa PK.

Mpy HanuumMm B MHOPACTPYKType PK HeaBTOPU30BaHHOrO KNMeHTa 6yaeT aKTUBHA
KHOMKa (x HeasTopusosanHbie kmenTsl | BhIBEA,EHO YBEAOMJIEHNE O KONMMYECTBE HeaBTOPM30-
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BaHHbIX K/IMEHTOB Ha SIEBON 60KOBO NaHe N [ e

£ a4 @
> MOHWTORWMHINE
P DobasuTh & HeaBTOPM30BAHHBIE KIMEHTHI iE]

vID Wma WIMA rpyn bl Tun OC Cratyc EMKOCTb XpaHnnMwa LIeHTPaNM308aHHOE BOCCTAHOBNEHWE Bepcwma

E CTpatervm 2 server No group Linux I': B CETH :l 10 true 2.1.1.60e832b
[E rno6ansHoe pacnucanme

YaanéHHan pennukauma
E Penoautopwii

E] O4epeas 3apaq

epeepsl RuBackup

£ AAMUHUCTPUpOBaHUE

PucyHok 5. OkHO «KnueHTbI» pasgena « AGDMUHUCTPUPOBaHME»

Bce HoBble KMMEHTbI A0MXKHbI 6bITb aBTOPU30BaHbl B CUCTEME pPe3epPBHOro KONMpoBsa-
HMA RuBackup.

AeTtopusayua knuenta PK

Ons aBTopusaumm knmeHTa PK HaxxmunTte B okHe «KnueHTbl» (PUCyHOK 6) Ha BEpPXHEWN
naHenu KHOMKYy WUAW Ha yBefOMJIEHME O KOMIMYeCTBE HeaBTOPU3OBaHHbIX K/IMEHTOB Ha
neson 6OKOBOW MaHenu.

B oTKpbiBlWEMCH OKHe «HeaBTOpu3oBaHHble KnneHTbl PK» BbiBeAEH CMUCOK BCeEX KNU-
eHTOB PK, oxupgarowmx aBTopu3aLmm C BbIBOAOM CNeayrolWnX AaHHbIX B Tab/MYHOM
BUAe:

o ID — npeHTNPUkKaTop knueHTta PK B cTpykType CPK RuBackup;

e UMA — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;

Tun OC — HanmeHoBaHue OC, ncnonblyemMom Ha ysne knmeHTa PK;

AucTtpubbirotTop OC — komMmnaHusa-paspaboTumk OC, yCTaHOBMEHHOW Ha y3/e KNu-
eHTa PK;

MAC — ngeHTUouMKaTop CeTeBOM KapTbl, NCNONb3yeMon KnneHTom PK;

Ipv4 — ip-agpec y3na knueHTa PK, ncnonbayembinn npu nepegaye AaHHbIX Mo Npo-
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Tokony lpv4;
Ipv6 — ip-agpec y3na knueHTa PK, ncnonbayembiin npu nepegaye AaHHbIX Mo Npo-
Tokony lpve;

HWID — yHuKanbHoe annapaTHOe UMSA MalUMHbI, Ha KOTOPOW pasBépPHYT KNneHT PK;

MocnepHAs akTUBHOCTb — MOC/Ie4HAA aKTUBHOCTb KNMeHTa PK;

Bepcua — HoMep Bepcun ycTaHoBneHHoro M0 knueHTa PK.

-~
*"Ru ¢ 8 @
(u]s]
o0 Maxens MoHUTOpuHra & AsTopu3oBaTtb ™ Yaanuts g
LJ O6nekThi vID Nms Cratyc Tun OC OucTpubbioTop OC MAC 1Pv4 IPv6
4 WIN-VIORL3H964G Windows  Microsoft 9e:30:15:02:c6:b8  192.168.4.116  feB0::9c2e:6a19:99b1:4

[E) CrpaTterun
[E rnobanbHoe pacnucaxue
YnanéHHas pennukauus

£ PenosuTopuit

Ouepenb 3anay

& Cepsepsl RuBackup

YKypHans!

& AnMUHUCTpUpoBaHuMe

8 rubackup@localhost

& 1 HeaBTOPH30BAHHBIX KAMEHTOB

PucyHok 6. OkHO «HeaBTopusoBaHHble KnneHTbl PK»

1. BblbepuTe HY>XHOro HeaBTOPU30BAHHOIO KJ/IMEHTA U HaXXMUTE CTaBLUYHO aKTUBHOM
KHOMKY & Aetopusosar: ABTOPU3OBATb.

2. B nosABMBLUEMCA OKHe MOATBEPXOEHUA HaXMUTe KHOMKY «[da» ona npoaosKeHus
aBTopmu3aumn knneHTa PK.

MNocne ycnewHon aBTopmsaLnm HOBbIN KNNMeHT PK 6yaeT oTobpaxEH B OKHe «KnneHTbI»
pasgena «AQMUHUCTPUPOBaAHNE» N B OKHe pasfena «06bekTb» (PucyHok 7).
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*"Ru

= i

.
i ubuntu22-2

(u]u]
88 MNaHens MOHUTOpPUHra

J ObnekThi
8
E

& PenosuTopuii

[nobanbHoe pacnucaHue

YnanéuHas penankaumnsa

Ouepenb 3anad

& Cepsepbl RuBackup
[=] XKypHans

£ ABMUHUCTpPUpOBaHWE

& rubackup@localhost

S

A WIN-V70RL3H964G

Crparterumn File system W

& 8 @

3apayn MNpasuna Mpaswna cTpaTeruu PenosuTtopwuia YpanéuHas pennvkauuns MnaH BoccTaHoBNEHMA

ID npaswnna ID cTpaTervmn

Twun Wma knueHTa CraTyc Twn pecypca Pecypc

PucyHok 7. OkHo pasgena «O6beKTbl»

Cos3paHue npasuna rno6anbHoro pacnucaHusa

[ns BbINONMHEHUA pPerynspHOro pPes3epBHOrO KOMUPOBaHME KOMMOHEHTOB MOYTOBOW
cCuUcTeMbl, He0b6XoANMMO co3faTtb Npasuio B rnobanbHOM pacnucaHuu. B cnydyae rpyn-
NOBbIX OnepaLun MOXHO TaK Xe UCNosib30BaTb CTpaTErnm pes3epBHOro KONMPOBaHUA.

[na cospaHus npaswuia rnobanbHoOro pacnmncaHna BbinONHUTE cneayrowne 0EeNCTBUSA:

1. Nepengnte B pasgen «O6beKTbI», BblbepuTe BKNagky «lpaBunia» M HaXXMUTe Ha
KHOMKY «[Jo6aBuUTb» (PrcyHok 8).
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(N 4
Ru £ B ®
3apaqn Mpaewna cTpaTeruv PenosnTopwuii YnanéHHan pennvkauna MnaH BoCCT:
» No group 5]
» group

WMmA rnoGansHOro pacnucaHng CraTyc WNmA knneHTa HWID Wma nyna EEEY

OBBLeKThI

CTpaTerum
FnobanbHoe pacnucaHune

| Ynané&nuana pennukauws

=] PenozuTopuii

7| Ouyepenb 3apay
B Cepeepbl RuBackup
[=] XKypHans

AQMUHUCTPUPOBaHNE

(O]

B  rubackup@localhost

PucyHok 8. OkHo BKnagku «MpaBuna» B pasgene «O6beKTbI»

B oTkpbiBlIEMCA OKHe (PrcyHok 9) ans HacTponkn PK ¢annoson cuctembl Windows
BbINOMHNUTE HACTPOWMKW CO34aBaeMoro npasuna u wabnoHa rnobanbHOro pacnuca-
HUA.

-~
" Ru

<« [lo6aBuTL NPaBuo rNo6anbHOro pacnUcaHns

Npaswna rnobanbHOro pacnucaHws

0o
0o MaHens MOHWTOPUHIra

] O6bekThi

CtpaTterun MapameTpsi npasuna

Hassanue npasnna
[E rnobansHoe pacnucanue

Knuent WIN-V70RL3H964G (6fc6cbdfeb7ff544)

v
YnanéuHasa pennukauus

Tun pecypca File system WIN v -
& PenosuTopuii

Pecypc * C:/Documents and Settings/ -
(] O4epeas 3ana4 Twun PK MonHas v

Ceapeepsbl RuBackup
rbm

HononHuTenbHele NapaMeTpsI Npasnna

[=] XKypHane!
EMKOCTb XpaHunuwa Inf ré
& AAMUHUCTpUpOBaHUe ~
EMKOCTb XpaHWUAULLA KAWEHTA Inf re
Mpuopuret 100
3awuTHoe npeobpasosaxue nocrypt

CKPUNT NpW HOPMANbHOM BbLINOAHEHWIK

CKpUNT Np#y BBINOHEHUM C OWKBKaMn

... ¢ *

CKpUNT Npu BOCCTAHOBAEHNN

No6aeuTe Npasuno B WabnoH w

PucyHok 9. OkHO cosgaHusa npasuna rnobanbHOro pacnmcaHnsa pesepBHOro KONMpoBaHuA
Bbinonnute HaCTpOVIKVI co3aBaeMOro npasusa pe3epBHONo KonmpoBaHUA:

o MapamMeTpsbl Npasuna (PrucyHok 10)
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MNapameTpsl Npag|na
Hazpanuwe mpaswna
KEnueHT WIN-YTORLIHLEAG (6fcBcBdfebT544)
Tun pecypca File systam WIN L

e
Pecype * C:/Documents and Settings! -
e

Tun PHE MNonman

PucyHok 10. OkHO cosfaHuns npasuna rnobanbHOro pacnmcaHusa pesepBHOro KONMpoBaHKUS.
HacTpolika npasuna — [MapameTpbl npasuna

= B none KnueHT BbLIGepuTe KNIMEHTA PE3EPBHOrO KOMUPOBAHUA Ha y3ne rnop
ynpasneHnem OC Windows Server, pesepBHy Konuo ¢annoBon CUCTEMbI
KOTOPOro HeE06XoAMMO Co34aTh;

= B nofie Tun pecypca BbibepnTe TUMN PE3EPBUPYEMOro pecypca 13 Bbinagaro-
wero cnucka — File system WIN. Tone cogep>XuT AOMONMHUTENBHO TOHKUE
HacTpoiiku moayna ¢pannoeonn cuctembl Windows, KOTOpble MOXHO U3Me-
HUTb HaXaTWuemM KHOMKWU ! MNoppobHee 0 HacTpomkax CMOTpuU B Paspgen
16.3;

= B none Pecypc — HaXMuTe KHOMKY W BblbepuTe B pasBEpPHYBLUEMCSH OKHe
KaTanor umnu ¢ann, onsa KoTopon byget cosgaHo npaswunio rnobanbHOro pac-
NnUcaHusa, N3 CNMckKa OOCTYMHbIX UK BBEgMUTE NYTb K pecypcy, ¢ UCMNoNb3oBa-
HMeM cumBona «/». NoagpobHee o cnocobax 3agaHna pecypca cM. noapasnen
OcobeHHocTK HacTponkn RBM gnsa PK ¢annoson cnctemol Windows

= B nosie Tun PK — 0OCTYNHO NOJSIHOE, MHKPeMeHTanbHoe n anddpepeHymnanbHoe
pes3epBHOE KONMpoBaHue;

o [ONOJSIHNTENbHbIE NapaMeTpbl Npasuna (PrucyHok 11):

HononHWTEeNEHLIE NapaMeTpelI NMPagnna

EMKOCTEL XpaHunuwa Inf ré
EMKOCTb XpaHWAMLLA KNMEeHTa Inf ré
NpwopuTeT 100

3awwnTHoe npeobpazoeaHKe nocrypt

CKpMNT NPW HOPMaNLHOM BLINOAHEHWMMK

CKpMNT NPX BBINONHEHWW C OWWDKaMK

I::K{]I;-’II'IT NPpWU BEOCCTAaHOBNEHWW

PucyHok 11. OKkHO co3gaHus npasua rnobanbHOro pacnmcaHns pesepBHOro KONMpPoBaHKS.
HacTpovika npaBuna — [LononHUTeNbHbIE NapaMeTpbl Npasuna

= B rione EMKOCTb XpaHUIMwa yKaxxmte MaKCUMasbHbIN pasMep nyna gna Xpa-
HeHuA PK, co3gaHHbIX No OJaHHOMY ripaBuy. 3HayeHue o YMOJTHaHNUIO. [aH-
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HbIA nNapamMeTp [AOCTYMeH, eCcnM B HacTpolrkax rnobanbHoM KoHUrypauuu
aKTUBMPOBaH NepektoyaTenb «OrpaHnyeHns éMKocTn ansa rnobanbHoOro pac-
MUCaHns»;

= B nosie EMKOCTb XpaHWAMLL,a KIMEHTa YKaxXnTe MakCUMarbHbli pasmep xpa-
HUNUWa Tekywero knueHta PK. [aHHbIA napameTp AOCTYMNeH, ecnn B
HacTpomkax rnobanbHOM KOHOUrypauum aKTUBMPOBAH NepekroYvaTenb
«OrpaHnyeHnss EMKOCTU ANA KIINEHTOBY;

= B nosie NMpuoputeT MoxeT cogepxaTtb 3HadyeHne ot 100 go 1000. Yem Bbiwe
3HayeHue, TeM BbllLe NPUOPUTET BbINONHEHUA NPaBUna;

= B rone 3awuTHoe npeo6pasoBaHue MO YMOJIYAHUKO BbIOPAHO 3HAYeHue
«nocrypt» - 6e3 ncnonb3oBaHUA 3aWMTHOro npeobpasosaHusa PK. B cnydae
Bbl6opa anropntMa 3aWmnTHOro npeobpasoBaHna cMOTpU Tabnmuy:

Tabnuya 1. AnropuTmel 3alyNTHOIO nNpeobpasoBaHuns, LOCTYMNHbIE B yTUANTe rbfd

Anroputm MopnaepxvBaemMas ANvHa MpumeyaHue
KJova, 6uTt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKM HaLNOHasbHbIR
cTtaHgapt ACTY 7624:2014

Kuznyechik 256 Poccuninckuin HaunmoHanbHbIN
ctaHgapt NOCT P 34.12-
2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknm HauMoHanbHbIn
CTaHdapT gna 6ecnpoBof-
HbIX ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

» B Nosie CKPUNT NpU HOPMaJIbHOM BbINOJIHEHUM YKaXXNTE Ny Tb PacrnoioXeHNs
cKpunTa npw HOpPManbHOM BbIMOMHEHNN PK
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpUNT He BXOAUT B KOMMMEKT
NOCTaBKM W ABNAETCA L[OMNONHUTENBHOM OMNUMOHANBbHON BO3MOXHOCTbHO,
co3[0aHne KoTopon obecneumBaeT 3akasuuk. MNogpobHoe onncaHme aprymMmeH-
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dannosble cuctembl Windows

TOB CKpUNTa NnpmneegeHo B «PyKOBO,D,CTBe CNCTEMHOIo agMMHUCTpPAaTOpPa»,

B Nosie CKPUNT NpU BbINOJIHEHUMN C OLUMOBKAMM BbLINOSTHEHUNY YKaXUTe NyTb
PacnooXeHns cKpunTa npu BbIMNOSTHEHNN PK C oLnobkKom
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpuUNT He BXOAUT B KOMMMEKT
NOCTaBKM W ABNAETCA [L[OMONHUTENBHON OMNUMUOHANBHON BO3MOXHOCTbHO,
co3faHne KoTopon obecneumBaeT 3akasuuk. [ogpobHoe onncaHne aprymMmeH-
TOB CKpuUNTa NpmBeaeHo B «PykoBoACTBE CUCTEMHOIO agMUHUCTPaTopay;

B Nnosie CKpUNT NP1 BOCCTAHOBJIEHUMN YKaXXNUTe MNyTb PaCMoNOXEHNSA CKpunTa
BoccTaHoBneHuA PK /opt/rubackup/scripts/Baw_ckpunt.sh. CKpUnT He BXOAUT
B KOMMJEKT NOCTaBKN N ABNAETCA AOMOSHUTENbHOM ONLMUOHAaNbHON BO3MOX-
HOCTbHO, CO34aHNe KOTopon obecnedmBaeT 3akasuuk. NogpobHoe onucaHue
apryMeHToB CKpunTa npueeneHo B «PyKoBOACTBE CUCTEMHOrO agMUHUCTpPa-
Topa»;

BbinonHnTe HacTponku wabnoHa rnobanbHOro pacnmcaHmsa, NPUMeEHAEeMble KO BCEM
npasunam rnobanbHOro pacnmcaHus:

o B 6noke «HacTponku (PrucyHok 12):
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HacTpoiku
BknioYnTe Nocne cosgaHnsa
Nyn Default
Ha4ano nepnoga gercTeMA 10.06.2024 16:40

OkoHYaHWe nepvoaa gedctena | 10.06.2025 16:40

|m<5

OBLWMe HAacTPOMKK MO4YNA

PucyHok 12. OkHO cosfiaHuA npasBuna rnobanbHOro pacnucaHusa pes3epBHOro KONMpoBaHUS.
HacTporka wabnoHa — HacTpoiku

Bknountb nocne cospaHuA. [lpy akTMBaUMK nNepekn4vaTens cosgaHHoe
npaBunno 6y,u,eT MMEeTb CTaTyC run (3anyL|.|,eHo). Ecnn nepekntoyaTtenb nepmo-
ON4eCKOoro 3anycka AeakTmBumpoBaH , TO CO34aBaeMoOe npaBunio He Cco3gacT
3a/a4y pe3epBHOro KonnpoBaHMA " 6y,u,eT MMEeTb CTaTyC wait;

B none Myn BbibepuTe JOCTYNHbIN Ny ONA XpaHeHus konun PK;

B none Hauyano nepuopa peicTBUA yKauTe Havyano nepuoga AencTBUS
CO3/7,aBaeMOro npasuna pe3epBHOro KONMPoBaHWA, HaXaB KHOMKY U BbiGpas B
OTKpPbIBLIEMCS KaneHaape aaTy U BpeMsi Hayana nepuojda sanycka cosfaBae-
MOrO NnpaBu/ia Pe3epPBHOro KONMPOBaHWS;

B nofie OKOHYaHue nepuopa AeNCTBUA YKaXUTe OKOHYaHMe nepuopa fen-
CTBUS CO3[aBaeMoro npaBufia Pes3epBHOro KOMUPOBAHMUA, HaXaB KHOMKY W
Bbi6paB B OTKPbIBLUEMCA KaneHwaape AaTy WU BpemMA OKOHYaHuA nepuoaa
3anycka co3faBaeMoro npasuia pesepBHOro KonumposaHuA. Mo yMonYaHuo
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CPOK LeNncTBuA nNpasuna cocTtasndaeT 1roq ¢ MOMeHTa ero cosfaHus;

» KHoMka  [EEECERSEMGLIEVRIGAREN  npefocTaBndeT  napameTpbl  Os

HaACTPOMKN MHOronoTOYHOIro pPe3epBHOro KonuposaHuA. OnncaHne napamer-
pOB npueBeneHo B Pasnen 16.2;.

o B 6noke «Pacnucanue» (PucyHok 13):

» B nosfie MNMepuopguyeckuit 3anyckK onpenenvMtb TUM 3amnycka CO3[4aBaeMoro
npasuna. Mpu akTUBALUWUW MON3YyHKa MNEepuoauMyeckoro 3anycka YykKaxute B
MUHYTax 4Yepes Kakoe Bpems 6yaeT BbINONHATbLCSA CO34aBaemMoe NpasBuno.
Ecnv nonsyHoK nepuogmyeckoro 3anycka AeakKTMBMPOBaH , TO HacTpouTe
KPOH-Bblpa)keHne, yKasaB gaTy U BpeMsi UHTepBana BbINOMHEHUS cO3aaBae-
MOro npaBuna;

PacnucaHne
BeifpaHo: KpoH-Belpa#eHue 00 1 * *
MNepuvognyecknii 3anyck
MuHyTa

Yac

ololo

JeHs mecsLla
Mecsay,

JeHs Hegenw

PycyHok 13. OKHO co3faHusi MpaBuia rno6anbHOro pacnucaHnsa pe3epBHOrO KOMMPOBaHMS.
HacTpoiika wa6noHa — [JonofHUTEeNbHbIe NapamMeTpbl NpaBuna

o B 6noke «lMpoBepka» npu akTuBauum nepekmodatens @) 0OCTynNHa HacTpoika
NEepPUOANYHOCTIN NPOBEPKM apXMBOB Pe3epPBHbIX Konuii (PrcyHok 14):

» B nose MpoBepku pe3epBHbIX KOMUMA YKaXXUTe MepuofUyHOCTb MPOBEPKU
pe3epBHbIX KOMUW. 3TO OeNCTBME UHULUMPYET co3faHve 3afadu npoBepKu
pe3epBHOM Konuu — undpoBon nognmucu n pasmepa ¢amnos. Ecnn pesepBHas
Konma 6blna noanucaHa uUuMGpoBOW nognucbro, To ByAeT NPOBEPEH pasMep
dannoB pe3epBHON KOMUKU N caMa pe3epBHaa Konua. Ecnu pesepBHaa Konus
He 6blsia nognucaHa unepoBon NOANUCHID, TO ByaeT npoBepeH TOJSIbKO pas-
Mep ¢annoB pesepBHOW Konun. B cny4dae, ecnu npoBepka pesepBHbIX KOMUi
He TpebyeTcA, TO feaKTUBUPYNTE NepeknyaTesb B TEKYLEN CTPOKE
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Mpoeepka
Mpoeepka pe3epBHLIX KONWA Kaxgble D

1 + Mecaues A4

PucyHok 14. OkHO cosfaHns npasuna rnobanbHOro pacnmcaHusa pesepBHOro KONMpoBaHUS.
HacTpowka wabnoHa — lNposepka PK

o B 6n1oke CpoK xpaHeHus (PricyHoK 15) yKanTe CKOMbKO AHEN, HeAeNb, MecsLeB
UM NeT XPaHUTb pe3epBHble KOMUKW, MOJSyYeHHble B pe3ysibTaTe BbIMNOJIHEHUS

npaBuna,
Cpok xpaHeHWs

ApaHWTh pe3epeHble KOMWW B TEYEHWE D

1 + NeT v

PucyHok 15. OkHO cosfaHus npasuna rnobanbHOro pacnMcaHnsa pesepBHOro KONMpoBaHus.
HacTporika wabnoHa — Cpok xpaHeHusa PK

o B 6noke Pe3epBHble Konuu (PricyHok 16) npu akTuBauum nepeknodatenn @
BO3MOXHa HaCTpOWKa NepeMeLLeHns pe3epBHbIX KOMUN, MOSyYeHHbIX B pesyrb-
TaTe BbINOJIHEHUA NpaBuna:

» C YKa3aHHOW NepunogunNyYHOCTbIO;

= B Ny, LOCTYMHbIN N3 pacKpblBatOLLEroCH CNUCKa;

PesepEHbIE KOMKWUK

MNepeMecTUTbL B Ny Yepes

PucyHok 16. OKHO cosfaHusa npasunia rnobanbHOro pacnmcaHus pesepBHOro KONMpoBaHus.
HacTpolika wabnoHa — PK

o B BNoKke «YCTapeBLlIMe pes3epBHblie KOMUU» HEOBXOoOaMMO onpenennuTb AencTBUA
nocfie NICTeYeHNA CpoKa XpaHeHNA pe3epBHbIX KOMUK, NONYYEHHbIX B pesyfbTaTte
BbINONHEHMS Npasuna» (PucyHok 17):

» akTmBupyinTe @) nepeknoyaTen ABTOMaTUYECKOe yaaneHue a5 yaane-
HUA Pe3epBHbIX KOMUIA MO OKOHYaHWUIO onpeaenéHHoro B npaBuie cpoka xpa-

HEHWSA UNN OeaKTUBUPYITE NepekodaTerb , €CNN yaaneHne pesepBHbIX
KOMuin He TpebyeTcs;

= B rosie YBeAOMNATb HacTpPOWTE Kaknme agMUHUCTPaTUBHbIE rpynnbl 6yayT
yBeAOMJIeHbl 06 UCTEYEHUN CPOKa AEeNCTBUA Pe3epPBHbIX KOMNUN;
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= B nosie KNMeHT MoXeT yaanuTb pe3epBHblie KONUU 3TOro NpaBuna akTuBU-
pyiTe nepekmoyvatens @ ons paspelueHna knneHTy PK yganutb ycTapes-
LIne pe3epBHble KOMUW UMW AeaKTUBMPYITE NepekoYaTenb AN paspe-
LUEHMSA Ha yaaneHne pesepBHbIX KOMUIA TONIbKO Ha CepBepE;

yCTHpEHIlJME pe3epEHBIE KONMKWMKX
ABTOMaTU4ECKOE yaaneHne
YeepgomnaTte  Nobody “

KnueHT MoKeT yOanuTe PE3EpEHEIE KOMNWK 3TOMD NRaewna (:)

PucyHok 17. OkHO co3gaHusa npasuna rnobanbHOro pacnmcaHna pes3epBHOro KOMMPOBaHUS.
HacTporika wabnoHa — YcTapeswue PK

o B 6510ke YBepgomneHnus (PvicyHok 18) ons yKasaHHbIX COObITUIA U3 BbiNagaroL,ero
CMncKa onpegennuTe rpynny nofnb3oBaTtesnen, kotTopasa byaeTt yBeAoMeHa B Cny-
Yyae npowusoweplwero cobbiTnsa. B none E-mail CC MoXHO BBECTU nrobon agpec
9NIEKTPOHHOM NOYTbI 419 0COBOro yBeAoOMNEHUS;

YeegoMneHWs
HopmaneHoe BeINONHEHWE Nobody W
BrinonHeHwe ¢ ownbkoi Nobody W
MNpoeepka pe3epBHON KONWK Nobody W
OKOHYaHWe OeACTEWMA Npaswna MNobody W
OrOHYaHWe EMKOCTW xpaHunuwa  Nobody v

PuncyHok 18. OKHO co3gaHuna npasuna rnobanbHOro pacnmucaHmnsa pesepBHOro KONMPoOBaHUA.
HacTponka wabnoHa — PK

3. lMocne HacTpoWnKK Npasuia HaXXMUTE KHOMKY «[PUMEHNTb» ANA coxpa-
HEeHMA HaCTPOeK NpaBunia Pe3epBHOro KOMMPOBaHUS.

CospgaHHoe npaBuno 6ypeTt OOCTYNHO ONA pefakTUPOBaHUA U U3MEHEHUs cTaTyca
(«3anyweHo» nnn «oxnpaeT») B pasgene «nobanbHoe pacnucaHme».

13.4.2. B TepMmuHane

Pe3epB|-|oe KonupoBaHue C NOMOLLbIO YTUJIUTDbI

BbINONHUTBL pe3epBHOE KOMUPOBAHME Ha KIMEHTEe pe3epBHOro KOMMPOBaHUA C Mogynem
dannosbix cncteM Windows (C TOHKMMM HacTpoOnkamMm MoOLYnNS), BbINOMHUB B KOHCOMMU
KOMaHAY:

37 1354




dannosble cuctembl Windows

C:\RuBackup-win-client\bin\rb_archives.exe -c <resource> -m filesystem_win -e
file_list:yes

roe:
e MapamMeTp -C YKasblBaeT pe3epBUpyeMble pPecypcChl, <resource> — NOoJHbIA NyTb A0
pesepBMpyeMor nanku n/unn danna;

e MapaMeTp -m yKasblBaeT UCMofb3yeMblit Moaynb, <filesystem_win> — HasBaHue
MOAYNA, ANA NPOCMOTPa A0CTYMNHbIX MOAYNEN BbINOIHUTE B KOHCOMN Ha KnneHTe PK
KOMaHay:

C:\RuBackup-win-client\bin\rb_archives.exe -L

e NapaMeTp -e yKasblBaeT napameTpbl mMoayna (nogpobHee o napameTpax CMOTPWU
Paspen 16.3, Pasgen 16.2.

13.5. CpoyHoOe pe3epBHOE KONUpoBaHue

13.5.1. B MeHepgXxepe AgMmuHucTpatopa RuBackup

CquHOG pe3epBHOE KonnpoBaHWe MNMo3BoJiIAeT e4ANHOPa30BO CO30aTb MOJIHYKO pe3epB-
HYHO Konuto ¢annoB 1 KaTanoros, He HaszHa4vasa NpPaBusIo Mo PacnmUCcaHuLo.

1. BbINosIHEHNE CPOYHOro pes3epBHOro KonmposaHWa B RBM BO3MOXHO OCYLECTBUTb
ABYMSA crnocobamm:

o nepentn B pasgen «O6bekTbl», BblAeNUTb KnneHTa PK, ocyuwecTBnsowero
yrnpaBfeHne pes3epBHbIM KOMUPOBAHMEM BUPTYalibHbIX MallWMH, W HaXaTb
NosABUBLLYHOCSH KHOMKY £ «Cpo4vHoe PK»;

o HaXaTumeM Ha KHOMKY Ha BepxHen naHenn RBM kHonky £ «CpoyHoe PK».

2. B oTKpbIBLIEMCSA OKHE NPON3BEANTE HACTPONKY NapameTpoB (PucyHok 19):
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s
Ru £ B @
= & CpouHoe PK Vv NpumeHnTsb
85 NaHens MOHWUTOPWHra
Knuent WIN-V70RL3H964G (6fc6cbdfeb7ff544) v
J O6vekThi
Twn pecypca File system WIN v -
CtpaTerum
Pecypc * C:/Documents and Settings/ -
[E rnobansHoe pacnucaHue
ApxuBupoBaHue
YpanéuHas penavkaums Tun PK NonHas -
& PenozuTopun Myn Default v
Ouyepenpb 3aaa4 3awwmTHoe npeobpasosaHne  nocrypt v
Cepeepbl RuBackup NpuopuTeT 100 *
Cpok xpaHeHus 1 + Ner v
[«] XKypHanbi
_ O6wwe HacTpoWKKU MOaYyNA
(3 AOMUHUCTpUpOBaHUe

PucyHok 19. OKHO HacTpoinku CpoYHOro pe3epBHOro KONMpPOBaHUS

o

B none KnueHT BbibepuTe K/MEHTa pPe3epBHOr0 KOMUPOBAHUA Ha y3ne MnoA
ynpasneHnem OC Windows Server, pe3epBHYHO KOMuo $annoBoin CUCTEMbI KOTO-
pOro Heo6xoaMmMo co3aaTh;

o B none Tun pecypca BbibepnTe TUN pe3epBnpyeMOro pecypca mns BbinagaroLero
cnucka — File system WIN. lNone coaep>XuT OONONHUTEIbHO TOHKUE HAaCTPONKU
moayna ¢pannosoii cucteMmbl Windows, KOTOpble MOXHO M3MEHUTb Ha)KaTuem
KHOMKWN ! MogpobHee 0 HacTpownkax cMoTpu B Paspen 16.3;

o B nosne Pecypc — HaXXMUTE KHOMKY U BbiIbepnTe B pa3BepHYBLUEMCH OKHe KaTasnor
nnu dann, ona Kotopon GygeT co3gaHo npaBuno rnobanbHOro pacrnmcaHus, ms
cnncka AOCTYMHbIX UK BBegUTe MyTb K pecypcy, C UCNosb30BaHMEM CUMMBONA
«/». NMopgpobHee o cnocobax 3afaHus pecypca cM. nogpasgen OcobeHHoCTn
HacTponkn RBM gns PK ¢annoson cnctemol Windows

o akTmempynTe@) nepeknoyaTens ApPXMBUPOBaHME [/ KONMpoBaHus BM, eé
apXMBUPOBaHUA U yaaneHunsa Leneson (UCXOL4HOM) BUPTYyanbHOM MaluvHbL. [Mpw
aKTUBauuM JaHHOro nepeknovatena U npuUMeHeHUsa BCeX HaCTPOeK CPOYHOro
pe3epBHOro KONMpoBaHUA ByaeT BbiIBELEHO OKHO MOATBEPXAEHUS C npegynpe-
XaeHvem o6 yganeHuu Leneson BM nocne apxnsupoBaHus.

[aHHbIN QYHKLMOHaN noseseH B CUTYaLnun, Korga He Hy>KeH 4yacTbln 4ocTyn K BM
(BonroBpeMeHHoOe XpaHeHue);

= B none Tun PK - 0OCTYynHO NonHoe, MHKpeMeHTanbHoe u anddpepeHunanbHoe
pe3epBHOE KONMMpoBaHue;

= B none Myn 13 pacKkpbIiBalOLWErocA Cnucka BblibepuTe AOCTYMNHbIA Nyn gns
COXpaHeHUA pe3epBHOWN KOMUK;

= B MNone 3awuTHoe npeo6GpasoBaHue MO YMOJIYAHUKO BbIOPAHO 3HaYeHue
«nocrypt» - 6e3 ncnonb3oBaHUA 3aWMTHOro npeobpasoBaHusa PK. B cnydae
Bbl6Opa anropntMa 3aWmnTHOro NnpeobpasoBaHna cM. Tabnuyy:
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Tabnuya 2. AIropuTMbI 3aLLUTHOro NpeobpasoBaHus, 4OCTYMNHbIe B yTuanTe rbfd

Anroputm Mopaepxveaemas ANvHa MpumeyaHue
KJova, 6uT

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKMN HaLNOHAasbHbIR
cTaHgapt OCTY 7624:2014

Kuznyechik 256 Poccuincknin HaunoHasnnbHbIN
ctaHgapt NOCT P 34.12-
2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknim HauMoHanbHbIn
CTaHdapT gna 6ecnpoBof-
HbIX ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

= B rnone MNMpuopurteT MoXeT cogepxaTb 3HadeHne oT 100 go 1000. Yem Bblwe
3HayeHue, TeM Bbile NPUOPUTET BbINOSTHEHUA NPaBuna;

= B rosle CpOK XpaHEeHUA YKaXuTe CKOJIbKO OHEWN, Hefenb, MecsaueB unu net
XPaHUTb pPe3epBHble KOMUW, MOJIYYEHHYHD B pes3yfibTaTe BbINOJIHEHUSA CPOY-
Horo PK;

Glels’ Il OOLLe HacTporRKK MoaYy s npenocTaBnseT napameTpbl  Ans

HaCTPOWKN MHOrOMOTOYHOrO pe3epBHOro KonnposaHuaA. OnucaHve napameT-
poB NpuBefeHo B Pasfen 16.2.

CpouHoe pe3epBHOE KONUPOBaHMWe No NpaBuny

B Tom cnyvyae, ecnu Heo6Xo0gMMO BbINOMHUTL CPOYHOE pPe3epBHOE KOMMPOBaHME MO
CO34aHHOMY npaBuy rnobanbHOro pacnncaHus:

1. Mepengute B pasgen «nobanbHoe pacnucaHmner.

2. BblgenuTe Hy>HOoe npasuno.

3. BbizoBuTE NpaBoM KHOMKOM MbIWM KOHTEKCTHOE MEHK U HaXMUTe «BbIMOMHUTL»
(PncyHok 20).
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HNobasnTh

KnoHupoBaTb
PefakTUpOBaTb
MNprocTaHoOBUTL
BbINOMHUTH
Yaanute

MNepeiTH K...

PucyHok 20. 3anyck CpoOYHOro pe3epBHOro KonNupoBaHMs Mo nNpasuny rnobanbHOro pacnncaHms

4. TlpoBepbTe X0 BbINOMHEHUA PE3EePBHOIO KOMUPOBAHWA MOXHO B pasgene
3apaum (PncyHok 21).

¢ Ru 2 & @
@ YaanuTe v £

EH%: MaHenb MOHUTOPUHIra UmAa knnenTa Tun pecypca Pecypc

_ Backup global  WIN-V70RL3H964G File system WIN  C:/Users/

L O6vekThi

& CrpaTeruu

E rnobansHoe pacnucaHue
YnanéHHasa pennukauumsa
= Peno3uTtopuit

[] Ouyepens 3apau

E{ Cepeepbl RuBackup

[=] XKypHansi

& AOMUHUCTPUpOBaHME

PucyHok 21. OkHO o4epegm 3apay

Mpn ycnewHOM 3aBepLUeHUM pPEe3epPBHOr0 KOMMPOBAHMA COOTBETCTBYHOLWAsA 3ajaya
nepenget B ctaTtyc «Done».

13.6. BoccTaHOB/IeHUe A aHHbIX
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13.6.1. LleHTpanusoBaHHOe BOCCTaHOBJ/IEHUE pPe3epPBHbIX KOMUHA B
"MeHep)xepe AgpMuHucTpartopa RuBackup"

Cuctema pesepBHOro konmposaHus RuBackup npegycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHUA pe3epBHbIX KOMUM KakK CO CTOPOHbI knueHTa CPK nocpeAcTBOM yTUAUT
RuBackup, Tak n co cTopoHbl agMuHucTpatopa CPK. B Tex cny4dasx, korga ueHTpanu-
30BaHHOE BOCCTaHOBJ/IEHNE pe3epBHbIX KOMUA He XXenaTeflbHO, Hanpumep, Korga BoCc-
CTaHOBJNIEHMEe [aHHbIX ABMAETCA 30HOM OTBETCTBEHHOCTW Bnagenbla KIANeHTCKOM
CUCTeMbI, 3Ta QYHKLMOHANBHOCTb MOXET OblTb OTK/KOYEHA Ha KMeHTe (cM. «PyKoBoA-
CTBO CUCTEMHOro agMmHucTpaTtopa RuBackup»).

[NnA LeHTpann3oBaHHOrO BOCCTAHOBMEHUSA Ha KnneHTe PK:

1. B RBM nepengute B pasgen «Penosntopuin».

2. BbibepuTe B OTKPbIBLLIEMCH OKHe TpebyeMyto pe3epBHYHO KOMWUIO, HaXXMUTE Ha Hee
NpaBoON KHOMKOW MbIWK N BblI6EpUTE B KOHTEKCTHOM MeHI0 «BoccTaHoBUTb» (Pucy-
HOK 22) UAN HaXXxMnTe KHonky =2 «BoccTaHOBUTbY.

BoccTaHOBUTBL
MpoBepuThb
KonuposaTb

MepeMecTuThL

XpaHuTe Ao

Ypanute

MNepenTu K...

PucyHok 22. OkHo pasgena «Penosutopuin». BoccTaHoBneHne PK

3. B OTKpbIBWIEMCA OKHE LEHTPannM3oBaHHOro BOCCTaHOBNAEHUA (PucyHok 23) npea-
CTaBfeHa cneayrowasa nHpopmMayma 1 BO3SMOXHOCTN:
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-
" Ru 2 8 @

LleHTpanu3osaHHOE BOCCTaHOBNEHUE \/ NpumeHnTL

98 NaHenb MOHWTOPWHIa

WHdopMauuna o pesepeHOA KONUK

J ObbekThl

Wms xocTa: WIN-V70RL3H964G
CrpaTerm HWID: 6fc6c6dfeb7ff544
[El rnobansHoe pacnucaxue Tun pecypca: File system WIN
YaanéHHasa pennukauus Pecypc: C:/Users/
& PenosuTopwuii Myn: Default

Tun PK: full
[£] O4epenb 3apay

Co3paHo: 2024.10.10 06:26:05
Cepeeps! RuBackup

BoccTaHOBUTL LIENOYKY: 9
HypHanel Wma npaeuna: test
:_ AQMUHWUCTpUpOBaHWE CraTtyc PK: Not Verified

MecTo BOCCTaHOBNEHMSA

BoCCTaHOBWTL Ha KNWEHTa: WIN-V70RL3H964G (6fc6c6dfeb7ff544) v

KaTtanor pacnakoeku: * (D) { C:/Documents and Settings/test x -

(®

BoccTaHoBWTL Ha uenesoM pecypce: (D

Obuwune HacTpolkKKu MoayNA

PucyHok 23. OkHO LleHTpann3oBaHHOro BoccTaHoBneHns BM
o MHOOpPMaLUUA O pe3epBHOW Komuwu. [aHHbI OI0K COAEPXUT HEU3MEHAEMYIo
NHGOPMaLMIO O pe3epBHON KOMUK;
o MEeCTO BOCCTaHOBNEHUA. B gaHHOM onoke HeO6XO,EI,I/IMO onpeaennTb:

= B Nosie BOCCTaHOBUTb Ha K/IMEHTa BbibepuTe 13 BbiNafatoLero Cruncka ysen
KNNEHTa pe3epBHOro KONMpoBaHUs ¢alnoBas cucteMa KoToporo 6yaeTt Boc-
CTaHOBJEHA;

» B none KaTtanor pacnakoBKM YKaXUTe BPEMEHHbI KaTanor Ans pacnakoBKu
pe3epBHOIN Konuu;

= JOCTYNHbl O6LW,Me HaCTPOMUKU MOAYNA [/1F onpefeneHns sHa4YeHna napamMmeT-
POB BOCCTAHOBMNEHUSA (PUCyHOK 24):
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Obwme HacTponkn moayns: Restore task

worker _parallelism 8 -+

memory_threshold 0 -+

3Ha4YeHUA N0 YMONYaHWIO

PucyHok 24. OkHo O6line HacTPOMKN MOAY NS NPU BOCCTaHOBNEHMM (3HaUYeHWe No yMonya-
HWHO)

» napameTp worker_parallelism 3agaeT KOnMYecTBO MNOTOKOB, KOTOPble
OyayT y4yacTBoBaTb B rMpoLecce BOCCTAHOBMEHUA 6MOKOB [aHHbIX

pecypca;

= napameTp memory_threshold ycTaHaBnnMBaeT BEPXHIOKO rpaHULLy NCNOSb-
30BaHMA onepaTmBHOM NamMAaTK (B [6) Npu BOCCTaHOBMIEHUM PE3EpPBHOM
Konnun. MMHMManbHOe 3Ha4YeHMe napamMmeTpa paBHO 4, MPU MEHbLUEM 3Ha-
YeHMe napameTpa B NpoLecce pes3epBHOro KonMpoBaHnsa 6yneT BbiBeAEHO
npeaynpexaeHne n napamMeTp He byaeT YUTEH.

o [paHynApHoe BoOcCCTaHoBNeHWe. Mcnonb3ynte ¢yHKUMM JaHHOro 6noka, ecnu
HEeOOXO0ANUMO BbIMOMIHUTL BOCCTAHOBMIEHME TOJSIbKO HEKOTOpbIX ¢annos wu/unmv
KaTanoroB (PucyHok 25). [aHHbIA TWUM BOCCTAHOBMEHUA AOCTYMEH TONbKO ANA
pe3epBHON KOMWU, BbIMNOSIHEHHOW C cOo34aHMeM cneuundukaunm pesepsupyeMbix
dannoB n kaTanoroB (akTMBMpOBaHHbIM nepekoyaTenem file_list B TOHKMX
HacTpomkax Mogyns).
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paHynApHOe BOCCTAaHOBNEHWE
N06aBWUTb 06BLEKTH
MpaHynspHOe BOCCTaHOBNEHME B HAaCTOALLEe BPEMA OTK/IOYEHO.

Y106bl BKAKYUTE FPaHyNspHoe BOCCTaHoBAeHWe, AobaBbTe HeobxoauMbie hainbl U3
paHHon PK, HaxxumMan Ha kHonky "[JobaBuTb 06beKTbI".

PrucyHok 25. OKHO HacTPOWKN FrpaHyIIPHOro BOCCTaHOBEHUA PeCypCoB

[ns Bbibopa BOCCTaHaBNMBaeMbIX Marnok n ¢annos U3 cneundmkaunm Hax MmTe
KHOMKY «[]06aBUTb 06bekTbI» [+]. B oTKpbIBLIEMCA OKHE BbibepuTe (BblaenuTe)
pecypchbl, KoTopble 6yayT BOCCTaHOBNEHbl (PUCYyHOK 26) M HaXMWUTE KHOIMKY

"\
Ru £ 8 ®
= &« Cnucok (haitnoB rpaHyNAPHOro BOCCTaHOBNEHUA v MNpumeHuTs
92 MNaHenb MOHWTOPUHra
o0 i
L] ObvekThi v PazpelueHns Bnageney Pasmep faTta Bpems Wms dainna
@ CTpaTerum s e nobody/nobody 0 2024-09-20 07:32:08 Users
e nobody/nobody 0 2024-09-20 07:56:44 Users\All Users
[E rnobanbHoe pacnucaHue
[s B nobody/nobody 0 2024-09-19 15:45:24 Users\Default
YnanénHas pennvkauus L I—— nobody/nobody 0 2018-09-15  10:19:00  Users\Default\AppData
@ PenosuTopuii [« nobody/nobody 0 2024-09-19 15:45:24 Users\Default\AppData\Local
[ nobody/nobody 0 2024-09-19 15:45:24  Users\Default\AppData\Local\A
] Oyepeas 3apay
[ nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\H
Cepsepbl RuBackup nobody/nobody 0 2018-09-15  10:19:00  Users\Default\AppData\Local\M
@ YKypHansl nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
_ nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
2 ADMUHUCTpUpOBaHue
nobody/nobody 0 2024-09-19 15:45:24 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:00 Users\Default\AppData\Local\M
nobody/nobody 0 2018-09-15 10:19:03 Users\Default\AppData\Local\M
e nobody/nobody 117941 2018-09-15 10:16:48 Users\Default\AppData\Local\M
a rubackup@ubuntu22-1 (TR nnhndv/nnhndw n 2018-N8-15 1N0-19-0N llzers\NefanlfAnnDatall nralihv

PucyHok 26. OkHO Bbl6opa pecypcoB Mpu rpaHyISspHOM BOCCTaHOBNEHUN
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B 610k «['paHynspHOe BOCCTaHOBNEHNe» byayT nobaBneHbl BbiIbpaHHble pecypchl
(PncyHok 27). B gaHHOM OKHe BO3MOXHO pefakTupoBaHMe Bblibopa — BbliOpaH-
Hble pPecypcCbl MOXHO yOanunTb M3 CAUCKa BOCCTaHaB/IMBAEMbIX OOBLEKTOB WU
[00aBUTb HOBblE OOBHEKTHI.

paHynsapHOe BOCCTaHOBNEHWE

No6asnTb 06bekTol  [i] UckniounTe obbekTol & OYMCTUTL BCE

¥ BeibpaHHble 06beKThI

Users\AamuHucTpaTtop\Pictures
Users\AaMuHUcTpaTop\Pictures\desktop.ini

Users\AamuHucTtpaTtop\PrintHood

PucyHok 27. OKHO pefaKTMpoBaHUs BbIGopa pecypcoB rpaHyIAPHOro BOCCTaHOBNEHMS

4. TlpoBepbTe X0 BbINONHEHNA Pe3epPBHONo KOMMPOBaAHUA B pasfene 3apaum. pu
yCMewHOM 3aBepLleHNUN BOCCTAHOBJIEHUA pe3epBHOW KOMUM COOTBETCTBYHOLLASA
3aja4a Ha BOCCTaHOB/eHMe nepengeT B ctatyc «Done» (BbIMOMHEHO).

13.6.2. B TepmuHane

BoccTaHOBNEHME pe3epBHOI KONUM C MOMOLLLbIO YTUINTbI

LleHTpannsoBaHHOe BOCCTaHoBMeHMe BM un3 pe3epBHOW KOMUM BO3MOXXHO Mocpen-
CTBOM YTUNUTbI KOMaHAHOW CTPOKWU rb_repository.

JlokanbHoe BoccTaHoBneHne ¢annoson cuctembl Windows 13 pesepBHOM Konuu Ha
KnneHTe PK BO3SMOXHO NOCPeaCTBOM YTUANT KOMaHAHOM CTPOKWU rb_archives.

BbINOMHUTL NOKanbHOE BOCCTaHOB/IEHME PE3EPBHON Konuu (C HacTpomkamMu mMoayns
dannoson cuctembl Windows) Ha KIMEHTe pe3epBHOro KOMMPOBaHWA Mog ynpasne-
Hnem OC Windows:

C:\RuBackup-win-client\bin\rb_archives.exe -x <id> -d <restore_path>

roe:

e MapamMeTp -X YKasblBaeT Ha BOCCTaHoBMeHWe PK mnn Leno4vykn pe3epBHbIX KOMUN,
<id> — npeHTnoMKaTop BOCCTaHaBINBAEMOWN Pe3epBHOM KOMUK, ANA npocmMoTpa id
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13.7. NpocMoTp ovepean 3agad

BCEX Pe3epBHbIX KOMUN, BbIMOMHEHHbIX TEKYLWWUM KNneHToM PK, BbINOAHUTE B Tep-
MUWHane knueHta PK komaHay:

C:\RuBackup-win-client\bin\rb_archives.exe

e NapamMeTp -d yKasblBaeT JloKalbHbI/ KaTanor BOCCTAHOB/IEHUS pPe3epBHOM KOMuw,
<restore_path> — nonHbIN NyTb 00 /IOKaNIbHOro KaTanora BocctaHoBneHus PK;

13.7. NNpocMoTp ouepenu 3agav

13.7.1. NMpocMoTp ouepenu 3afad B "MeHep)xepe agMUHUCTpPaATOpa
RuBackup"

[na oTcnexunBaHWA BbINOIHEHWSA NpPaBuI NepengnTe B pasnen 3apaum.

B maHHOM pasgene 3ajaya NosBNAeTCA B MOMEHT BbIMONHEHUA CO34aHHOro npasuna,
BbIMONIHEHMA CPOYHOIr0 Pe3epPBHOro KOMMPOBaHNA, BOCCTaHOBNEHUA AaHHbIX 13 PK, npwu
npoBepke pesepBHOU Konuu, yganeHun PK nnu nepemelteHnm PK.

[Mocne ycnewHoOro 3aBeplleHns 3afaudun pPe3epBHOro KOMMPOBaHUA pesepBHasd Konus
OypeT noMelleHa B XpaHunuuie pesepBHbIX KOMUM, a MHpopMaums o Hein byaeTt pasme-
LeHa B pasgene «Penosntopum».

13.7.2. B TepmuHane

OTcnexuBaTb BbinosiHeHNe Bcex 3agay CPK RuBackup BO3MOXHO MocpencTBOM yTU-
NNTbl KOMaHOHOW CTPOKMU rb_task_queue, BbINOMHMB KOMaHAY B KOHCONU ANA MNpo-
CMOTpa BCex 3agau:

C:\RuBackup-win-client\bin\rb_task_queue.exe -v

OTcnexuBaTb BbINOMHEHME 3a4a4y Ha KINEHTE pe3epBHOro KonmpoBaHMA BO3MO>XHO
nocpeacTBoM YTUIINTbI KOMaHgHOoMn CTPpOKHU rb_tasks, BbINOAHUB KOMaHAay B TepMunHarlne
On4 NpocMOoTpa 3adayd, BblMOJIHAEMbIX TEKYLWNM KITMEHTOM PK:

rb_tasks -v
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naBa 14. O6HOBNEeHUue

O6HoBMEHNE MOAYNs MPOM3BOAUTCA TONbKO BMecTe C KnmeHToM PK RuBackup (cm.
O6HoBneHne CPK).
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https://docs.rubackup.ru/MaintenanceGuide/2.6.0.0.0/update/

FnaBa 15. YaaneHue

Ynanenve moayns ¢pannosbix cuctem Windows nponsBognTca TONbKO BMECTe C KJIMEH-
ToM PK RuBackup.

[na yaaneHve KnneHTa pe3epBHOro konmposaHna RuBackup:

1. OcTaHOBUTE CEPBUC KITMEHTA PE3EPBHOI0 KOMUPOBaHUS:
a. OTkpounTe npunoxeHve [incnetyep cepsepoe — Cpepcrtea — *Cryx0Obl;
b. BbibepuTe cepBmuC RuBackup Service W OCTaHOBUTE €ro.

2. YpanuTte KNMEHT pesepBHOro konnposaHma cpegcteamm OC Windows:
a. OTkpounTe npunoxeHve NMapameTpbl — NMPUNOXXEHNUA U BO3MOXXHOCTH;
b. BbibepuTe B cnncke npunoxeHne RuBackup Client n HaxkmuTe Yganutb.

3. Mo xenaHuo ypganuTe nanky C:\RuBackup-win-client\.
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naBa 16. lNpunoxxeHuna

16.1. NMpunoxeHue 1

lpumep nucTuHra KOHPUrypaunoHHoro ¢avina knmeHta PK RuBackup C:\RuBackup-win-
client\etc\config.file.txt

# RuBackup configuration file

# created by rb_init 2024-0ct-03 13:52:52

#

#

centralized-recovery yes
use-local-backup-directory C:\RuBackup-win-client\tmp
node client

who-is-primary-server ubuntu22-1
client-inet-interface Intel(R) PRO/10006 MT Network Connection
deduplication-task-memory 268435456

logfile C:\RuBackup-win-client\log\RuBackup.log
parallelizm_media 8

parallelizm 8

parallel-tasks 1

rbd_algorithm sha2

rbd_block_size 16384

rbd_hash_length 256

client-shutdown_scenario cancel-if-tasks
use-product-uuid false

use-ip-instead-hostname false
reconnect-period-count 3
reconnect-period-timeout 20

reconnect-count 3

reconnect-timeout 5

digital-signature no

used-ip-version both

16.2. NMpunoxxeHue 2

16.2.1. O6Lw e HacCTPOUKU MOAY A B NpoLecce pe3epBHOro KonmpoeaHus

KHonka [EENUEREMGLELCEIGVAEN npegocTaBnAeT chnefyloline napameTpbl  Ans

HaCTPOVKM MHOTOMOTOYHOrO Pe3epPBHOro KonmpoBaHusa (PrcyHok 28):
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16.2. MpunoxeHune 2

Obujwe HACTPORKM MOAYAA: Riile

worker parallelism 8 - +
enable_multithreading
enable_flexible_dedup
network_parallelism 8 - +
memory threshold 0 I

deny memaory_exceed

deduplication D

3HavyeHua No yMon4yaHuio

PucyHok 28. OkHO ObLmne HaCTponKn Mogyns (3Ha4YeHns No yMOoa4aHuIo)

e napameTp «worker_parallelism» 3agaeT KOAMYeCcTBO MOTOKOB, KOTOpble OyayT
obpabaTbiBaTb U AeaynnnunpoBaTb 6/I0KN faHHbIX pecypca;

« @ nepeknovaTtens «enable_multithreading» nns MHoronoTouyHon nepenayn
[aHHbIX C MUCMONb30BaHNEM CETEBbIX MOTOKOB B KOMUYECTBe, yKa3aHHOM B napa-
MeTpe network_parallelism;

o akTmeupyinte @ nepekntoyatens «enable_flexible_dedup» gna nucnonbsoBaHus
HeCKONbKMX Tabnuy, gegynnukaumm BMecTo of4HoOW. crnonb3yeTcsa BMecTe ¢ nepe-
KnovaTenem enable_multithreading [nsa NOBbIWEHUS CKOPOCTU Pe3epBHOr0 KOMMPOo-
BaHUSA;

e napameTp «network_parallelism» 3agaeT KONM4YecTBO MOTOKOB, KOTOpble OyayT
nepepasaTb OM0KWM [aHHbIX Ha Mepguacepsep. Bnokn, noaroToBIEHHble worker
noTokamu, cobuparotca B 6ydepbl, KOTopble ByayT nepenasaTbCa Ha cepBep. Pas-
Mep 6ydepa no ymonyaHuto coctasnaet 100 M6, HO ero MOXHO U3MEHUTb B danne
rbfd.cnf ') B sHaueHun napameTpa parcel-size. Mpu yBenuueHnn pasmepa bydepa
MOXeT OblTb NPEBbIWEH pacxod NaMATK, 3afaHHbIN NapamMeTpoM memory-threshold
B KOHUrypaunoHHOM daine 0OCHOBHOIro cepeepa /opt/rubackup/etc/config.file.

Ona orpaHnyeHnsa notpebneHne onepaTMBHOM NAaMATU KITIMEHTOM MPU pe3epBHOM KOMU-
pPOBaHUN, NCNOJb3YNTE:

e napameTp memory_threshold ycTtaHaBnMBaeT BepXHKOK rpPaHULY MCNONb30BaHUA
onepaTMBHOM NamATK (B '6) Npu co3gaHnn pe3epBHON KoNnn. MMHMManbHoe 3Haye-
HMe napameTpa paBHO 4, Npu MeHblLUeM 3HaYeHWe napameTpa B Nnpouecce peseps-
HOro KONMPoBaHUA ByaeT BbiBEAEHO NpefynpeXxaeHne n napameTp He byaeT YUTEH.

o akTueupyrnte @ nepeknoyaTtens deny_memory_exceed B cnyvae, ecnu npegpl-
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Ayuwiasa MHKpeMeHTanbHasa pesepBHas konus 6bina caoenaH sepcunen CPK RuBackup
paHee 2.1.1-a.84, a TekyLasa sepcua CPK RuBackup 2.1.1-a.84 n BbiLue.

MpuBeAEHHbIE HACTPOWKM AOCTYMHbl TakXe B KOHOUrypaunoHHOM daine
OCHOBHOro cepBepa /opt/rubackup/etc/config.file.

16.3. NMpunoxeHue 3

16.3.1. TOHKMEe HacTPOMNKU MOA YA B NpoLecce pe3epBHOro KonupoBaHua

o ToHKkMe HacTpoku wmopynsa ¢annosoii cucrtembl Windows npuBeageHbl B
[application_three:::c850e0ed-44chb-40af-b8a6-4b820435c2c5].

o KHOMKa 3HauyeHus Mo YMONYaHUIO COpacbiBaeT BCE TEKYLLME HACTPONKM napameT-
POB M UCMOMb3yeT 3HAYEHUS MO YMONYAHUIO.

Tabnvya 3. [NapameTpbl TOHKOWM HACTPOWKM MOAYNA parinoBoi cuctembl Windows

MapameTp OnucaHue Bo3moXxHble 3HaYeHus (no
YMOJT4aHUIO)
file_list AKTMBUPYINTE NepeksodaTenb true, false (false)

@ ) 117 cospaHna cneumnduka-
Lnun, cogepikallern Bce nMeHa
dannosB apxmBa MeTaAaHHbIX

pesepBHOM KONUW. [laHHas cne-
unpukaums Heobxognuma gns

rpaHynspHOro BOCCTaHOBEHUSA
GannoB 13 pe3epBHON KOMUN.
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16.3. MpunoxeHwne 3

MapameTp OnucaHue Bo3Mo)xHbIe 3HaYeHusa (no
YMOJTYaHUIO)
changing_files [MapameTp, onpefensrowmn oen- error — eCsiv BO BpPeEMS BbIMNOSI-

CTBUe ¢ dpannamu, KoTopble BO

HEHWNA 3adayn pe3epBHOro Konnm-

BpeMSs pe3epBHOrO KOMMPOBaHUA POBaHUA BO3HWKIA OLKNbOKa 4Te-

Oblnn yaaneHbl AN N3MeHUImn
CBOW pasmep.

HUA Kakoro-nmoo danmna
pecypca, To pesepBHOe KONMpo-
BaHWe 3aBepLINTCA OLNOKON K
3afava nepenget B cTtaTyc Error.

ignore — ecnv BO BpPeMs BbIMoOI-
HEeHWA 3aa4dn pe3epBHOro Konum-
pOBaHMA BO3HMKMA OWKMOKa 4YTe-
HUA Kakoro-nmbo ¢amna, TO
Takonm ¢ann He ByaeT BKAKOYEH B
PK, a sapavya ycnewHo 3aBep-
wmnTCA co cTaTtycom
Done_With_Defect.

read — MO3BOMIAET BKAOYATb B
PK ¢annbl pecypca, pasmep
KOTOpbIX 6bl1 UBMEHEH BO BpeMs
pes3epBHOro KonumposaHuA. Ypaa-
JNIeHHble BO BpPEeMSA pe3epBHOro
KonupoBaHusa dannbl He 6ynyT
BK/KOYEeHbI B PK 1 He ByayT BoC-
CTaHoBMEHbI. [lpn BO3HMKHOBE-
HUWN OWKNOKK YTeHusa ¢anna B PK
oynert pobaBneHa TONbKO
yCrMewHo  CYMTaHHas yacTb
danmna. 3agadya  pesepBHOro
KOMUPOBaHUA Mpu BO3HUKHOBE-
HUM YKasaHHbIX BbilWe Ccny4yaes
3aBeplnTcA co cTaTycoMm
Done_With_Defect.

0 « Mocne  peseps-

HOro  KomupoBa-

HUS pecypca He
MpPOV3BOANTCA

noBTopHaa npo-
Bepka ¢annoB Ha

BO3MOXHble
NU3MeHeHus. Takne
N3MEHEHUA He

nonagyT B PK.

e MIHpopmaymo no
KOHKpeTHbIM dan-
nam, KoTopble
NU3MeHUIn cBom
pasmMep unun 6bian
yAaneHbl, a Takxe
nPU YTEHUU KOTO-

pbIX BO3HAKIIA: 4
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[1] MogpobHee 0 CO3/aHUM SAHHOTO KOHGUrypaLWOHHOro ¢aina cMoTpu B LOKYMeHTe «CUCTeMa Pe3epBHOro KOMMUPOBaHWUS U
BOCCTaHOBNEHUA faHHbIX RuBackup. PyKOBOACTBO CUCTEMHOMO agMUHUCTpaTOpa»
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