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FreelPA

Cucrtema pesepBHOro KonmposaHusa RuBackup rno3sonseT BbINOHATbL NOJIHOE pe3eps-
Hoe KonupoBaHue aaHHbIX FreelPA Bepcun 4.7, 4.8, 4.9 B OC Linux.

lMonHoe pesepBHOE KOMMPOBaHME — 3TO CO3[aHME Pe3epBHOW KOMUU BCEX OaHHbIX U3
MCXOAHOro Habopa, He3aBMCUMO OT TOr0, USMEHANUCH NN JaHHble C MOMEHTa BbINOJIHEe-
HUA nocnegHen NOSHOW pe3epBHOM KOMUN.

FreelPA aBnaeTca MHTErpMpoBaHHOM CUCTEMOMN MPOBEPKU MOANMHHOCTU N aBTOpMU3a-
unn B ceteBon cpepe Linux. FreelPA cepBep obecneumBaeT LEHTPaANIN30BaHHYHO MPo-
BEpPKY MOAJSIMHHOCTMW, aBTOPU3aLMIO U KOHTPOSb aKKayHTOB MoJSib30BaTeNen, CoXpaHsas
cBefieHMA O Mnofb3oBaTene, rpynnax, ysnax u apyrux obbekTtax, Heobxogumblx LN
obecneyeHns ceTeBOoM 6E30MACHOCTU. 3TO KOMMJIEKCHOE pelleHne Mo YyrnpaB/eHUHO
6esonacHocTbio Linux-cuctem, 389 Directory Server, MIT Kerberos, NTP, DNS wu
Dogtag. FreelPA noggep>xunBaeT Beb-nHTEPHENC N NHTEPHENC KOMaHLHOM CTPOKMW.

[na BbINONMHEHUA pes3epBHOro KonmpoBaHUA OaHHbiX FreelPA Ha knneHTe RuBackup
AOMKeH ObiTb ycTaHoBneH moaynb RuBackup rb_module_freeipa. PaboTa 3aTtoro
MOAYNA Ha KNIMEHTe BO3MOXHa TOJIbKO B TOM Cllyyae, eC/ih Ha HEM yCTaHOBJSIEHbl HEO6-
xogumble nakeTbl FreelPA, n akTuBHa cnyxba ipa.service.

Pe3sepBHOe KOMMpoBaHWe BbIMOMHAECTCA MO 3apaHee 3afaHHbIM npasunam B rnobarb-
HOM pacnuncaHum RuBackup. KnmeHTy TakXe JOCTYMHO CPOYHOE pe3epBHOE KOMMpoBa-
HMe gaHHbIX FreelPA.

o Mpu paboTe Moayns rb_module_freeipa NIOKanbHble CMNCKM OrpPaHUYEHUI He
NPUMEHSATCA.

BoccTaHoBNeHMe fgaHHbIX U3 apXmBa BO3MOXHO MO MHULMATUBE KneHTa. [Ans BoccTa-
HOBMEHMA OaHHbIX NOSb30BaTeNlb AO/XEH BBECTU Maposib, NO3BONAOLWMA BbINOAHUTD
BOCCTaHOBJIEHME. Pe3epBHOE KOMMPOBaHME MOXET ObiTb BbINOSIHEHO C MPUMEHEHNEM
CXXaTWA Ha CTOPOHE KJIMEHTA UK Ha CTOPOHe cepBepa RuBackup.

Mpn KONMPOBaHUN U BOCCTAHOBNEHUWN OaHHbIX cpefAcTBaMu MeHenxep Kan-
eHTa RuBackup (RBC) wnn HenocpenCTBEHHO yTunutTamu ipa-backup/ipa-
restore B CNeAcCTBME Nepesanycka cnyx6 KkaTanora Ha KoHTponnepax nagaeT
WEB-cepBuc apache2, KoTopblii 0OTBeYaeT 3a JOCTYyN K KOHCONW yrnpaBreHuns
ALD Pro. [na BoccTaHOBMeHUs pocTyna K KoHconu ynpasneHua ALD Pro
HY>XHO 3anyCTUTb CepBUC apacheZ.
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naea 1. YcTaHoBKa KiMeHTa RuBackup

[1nsa BO3MOXXHOCTW pe3epBHOro konmposaHua FreelPA npu nomolwm RuBackup Ha cep-
Bep [OO0/KeH O6blTb YCTaHOBMEH KAMEeHT RuBackup v cooTBeTCTByLOLME MOLYNW.
MoapobHO Npoueaypa yCTaHOBKU KITMEHTA ONMCaHa B PasBepThiBaHMe.

KnueHT RuBackup npeactaBnsaeTt cobonn GOHOBOE CUCTEMHOE NMPUIOXeHMe (AEMOH UK
cepBuc), obecneumBatolLee B3aMMOLENCTBME C CepBEpPHON rpynnupoBkon RuBackup.
[na BbinONHeHNA pesepBHOro konnposaHus FreelPA knneHT RuBackup gonxeH pabo-
TaTb OT MMEeHU cynepnonb3oBaTens (root Ansa Linux n Unix).
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FreelPA

FnaBea 2. Noaroroska xocTta FreelPA

[nA NogroToBKM XOCTa C yCTaHOB/eHHbIM FreelPA ona BbINONHEHUA pe3epBHOro Konu-
POBaHUA U BOCCTAHOBJIEHNA OaHHbIX cpeAcTBaMu RuBackup HeobXoAUMO BbINOAHUTb
cnepyrouine oencTeus:

1.

YcTtaHoBUTb MoayNnb RuBackup rb_module_freeipa. B 3aBMCMMOCTUK OT UCMONb3Yye-
Mor B OC cucTemMsbl ynpasneHnsa naketaMmu crnefyeT BbINOSHUTb KOMaHAY:

sudo dpkg -i rubackup-freeipa.deb

nnn

sudo rpm -i rubackup-freeipa.rpm

BbINONHUTb KOMaHAY:

sudo apt install python3-yaml

Ounctutb Katanor /var/lib/ipa/backup. [lepen ncnonb3oBaHnemM Moaynsa Heobxo-
AMO ybeanTbcA, 4YTO KaTanor /var/lib/ipa/backup nycT. Ecnnm po Toro, Kak
MoAYy/b OblNl YCTAHOBMEH, B 9TOM KaTasiore rnpucyTCTBYIOT pe3epBHble KOMUN, PEKO-
MeHAYeTCA NepeHecTn Nx B pyroe MecTo Bo nsbexaHne owmnbok.

HacTpoinTe oba3aTenbHble NapaMeTpbl B KOHOUTYpaLWOHHOM Garnre Moayns.
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3.1. NonHoe pesepBHOE KoNnpoBaHue cepsepa FreelPA

naBa 3. Pe3sepBHOe KonupoeaHue FreelPA

Cucrtema pesepBHOro KonmposaHusa RuBackup no3sonseT BbINOHATbL NOJIHOE pe3eps-
Hoe KonupoBaHue cepBepa FreelPA nnubo pesepBHOE KOMMPOBaHWE TOMbKO [aHHbIX
FreelPA. MoapobHo npoueaypa HaAaCTPOWKKM onnucaHa B paspene «MeHemXep agMUHU-
cTpaTtopa RuBackup (RBM)».

3.1. MonHoe pe3epBHOEe KonupoBaHue cepeepa FreelPA

[MonHoe pesepBHOE KonMMpoBaHue cepepa FreelPA cosgaéT Konuw Bcex ¢annos cep-
Bepa FreelPA, a Takxxe gaHHbiX LDAP. FreelPA 3aTparnsaeT COTHM ¢asioB 1 KaTanoros,
a TakXXe KoHdurypaumm n dansnbl XXypHanoB, KOTOpble OTHOCATCA HENMOCPEACTBEHHO K
[PA nnu K pasnnyHbiM ero cry>xotam.

Mopaynb RuBackup rb_module_freeipa npOW3BOAMT pe3epBHOE KOMMpPOBaHME nNpwu
noMoLwun yTunnTbl ipa-backup.

Mpw BbINOMHEHMM MOJSIHOIO PE3EePBHOr0 KOMMPOBaAHUA YTUIUTA ipa-backup OcTaHaBnu-
BaeT Bce cnyX0bl FreelPA, ytobbl o6ecrneunTb 6e30nacHbIn X0 npoLuecca pe3epBHOro
KONUpoBaHuA.

Pe3epBHOe KONMpoBaHWe NpPon3BOAMTCA B KaTanor /var/lib/ipa/backup/.
BoccTaHoBneHne NosHOM pe3epBHOW Konunm 13 ¢arna npoucxoguT npuv NOMOLWU yTK-
NNTbI ipa-restore, KOTOpasa UMeET crnefyroLlWnin CUHTAKCUC:

ipa-restore path_to_backup -U --password=password [ --data [ --online ]| ]

path_to_backup
3afaéT nyTb K danny pes3epBHOM KOnun

password

COAEPXKUT NMaposib agMUHNCTPATOPA XOCTa

--data

no3BoffAeT 3ajaTb BOCCTAHOBMIEHNE TOJNIbKO [aHHbIX U3 MOJIHOW pe3epBHOW Konuu
cepBepa FreelPA

--online

NO3BOJIAET BbIMNO/IHNTb BOCCTAHOBMEHMe 6e3 ocTaHOBKM cnyX6 FreelPA

3.2. Pe3epBHOE KonUpoBaHUue ToJIbKO flaHHbIX FreelPA

PesepBHasa konua ToNbKo AaHHbIX FreelPA cospgaét konuo gaHHbix LDAP v XypHana
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FreelPA

N3MEHEHUN. DTOT TUM Pe3epPBHOro KOMMPOBAHUSA TakXe noggep>XueBaeT 3anncb copep-
»xumoro LDAP, xpaHsawerocsa B LDIF.

Mogynb RuBackup rb_module_freeipa npou3BoguT pe3epBHOE KOMUPOBaHME MOAYIb
npon3BoguUT NPWY NOMOLWM YTUNUTbI ipa-backup:

ipa-backup --data [ --online ]
PesepBHasa KOMUA AaHHbIX MOXET BbIMOMIHATBLCA KaK B peXume oHNanH (6e3 0CTaHOBKM
cnyx6 FreelPA), Tak 1 B aBTOHOMHOM peXxuMme.

Pe3epBHOE KONMpoOBaHME NpPon3BOANTCA B KaTanor /var/lib/ipa/backup/.
BoccTaHoBNeHNe pe3epBHOMN KOMUKU AaHHbIX U3 ¢anna nponcxoguTt nNpu NOMoLWn yTu-
NNTbl ipa-restore, KOTOpas UMeeT crefyroLwmnin CUHTaKCUC:

ipa-restore path_to_backup -U --password=password [ --data [ --online ] ]

path_to_backup
3aa€T NyTb K panny pesepBHON KONUK

password

COOEepPXUT Napofib agMUHUCTPATOPa XocTa

--data

No3BOJIAET 3afiaTb BOCCTAHOBMIEHWE TONIbKO OaHHbIX U3 MOJIHOW pPe3epBHOW KOMun
cepsepa FreelPA

--online

NO3BOJISET BbINOJIHUTb BOCCTAHOB/IEHMNE 6&3 OCTaHOBKM Cﬂy)K6 FreelPA
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4.1. LleHTpann3oBaHHOEe BOCCTaHOBNEHNE pe3epBHbIX Konun B "MeHeaxepe AgMuHucTpaTtopa RuBackup”

naBa 4. BoccTaHOBJIeHME fLJaHHbIX

4.1. UeHTpanu3soBaHHOE BOCCTaHOBJIEHUE pe3epPBHbIX
konuu B "MeHep)xepe AgMmuHuctpaTtopa RuBackup"

Cuctema pesepBHOro konmposaHus RuBackup npegycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHUA pe3epBHbIX KOMUM KaK CO CTOPOHbI knueHTa CPK nocpeacTBOM yTUAUT
RuBackup, Tak 1 co cTopoHbl agMuHUcTpaTopa CPK. B Tex cny4dasax, Korga LeHTpanu-
30BaHHOE BOCCTaHOBJIEHME pPEe3epBHbIX KOMUIM HeXenaTenbHo (Hanpumep, Korga Boc-
CTaHOBJIEHME [aHHbIX ABMAETCA 30HOM OTBETCTBEHHOCTW Bnagenbla KIANeHTCKOMN
CUCTEeMbI), 3Ta OYHKLMOHANbHOCTb MOXET ObiTb OTK/KOYEHA Ha KNMeHTe (CM. MeHe-
oaxep agMunHucTpaTtopa RuBackup (RBM)).

[NnA LeHTpann3oBaHHOrO BOCCTAHOBNEHUSA Ha KnneHTe PK:

1. B RBM nepenguTe B pasgen @ Peno3uTtopwui.

2. BbibepuTe B Tabnuue TpebyeMyio pes3epBHYH KOMWIO, HaXMWTe Ha Hee npasou
KHOMKON MbIWWN U BblGEpUTE B KOHTEKCTHOM MeHIO BOCCTAHOBUTb MM HaXMuTe
kHorKy (9] BoccTaHOBUTD.

3. B OTKpbIBLIEMCS OKHE LIeHTPanM30BaHHOrO BOCCTAHOBIEHMA NpeacTaBfieHa cneny-
row,an MHGopMaLnsa 1 BO3MOXHOCTH:

VW [MapamMeTpbl LeHTPanm30BaHHOro BOCCTaHOBIIEHUSA

Bo3MO)XXHble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YaHuo)

Bnok «MHPpopmMaLua 0 pe3epBHOI KONMUU»
JlaHHDbIN GNOK cofepXXUT Hen3MeHAEeMYI0 MHPOpPMaLLMIO O pe3epPBHOI KONUM.

bnok «MecTo BocCTaHOBNIEHUA»

BoccTaHOBUTb Ha Y3en K/IMeHTa pe3epBHOro KonnpoBaHmA ¢dannosas

K/IMeHTa cucTema KoToporo 6yaeTt BOCCTaHOBIEHa.

KaTanor pacna- . .
BpemeHHbI kaTanor gna pacnakoBKW pe3epBHON KONUK.

KoBkm XK

[To3BONAET BOCCTAHOBUTb Pe3epBHYHO KOMUIO B LIeSIeBON

BoccTaHoBUTb Ha PECYPC.

Lenesom 3
pecypce o Bes aTon onuum BOCCTaHOBMEHME [OaHHbIX
KaTasiora He MPoOUCXoamT.
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MapameTp

Oo6wue
HaCTPOWNKHU
Mopaynsa

Bo3MO)XXHble 3Ha-
OnucaHue 4yeHus (no ymon-
YaHuo)

COﬂerMTﬂapaMeprlBOCCTaHOBﬂeHMﬁ

e worker_parallelism — KONMYeCcTBO NOTOKOB, KOTO-
pble 6ygyT yyacTBOBaTb B MpPOL,ECCE BOCCTaHOBE-
HWA 6/TOKOB AaHHbIX pecypca;

e memory_threshold — ycTaHaBnMBaeT BEPXHIOKO rpa-
HULY MCMNONb30BaHWA onepaTMBHOW namMaTn (B 6)
NPy BOCCTAHOBJIEHUM pe3epPBHOMN KOMUN.

MWHUManbHOe 3HayeHuWe MapamMeTpa PaBHO 4, Npu
MEeHbLLUEM 3HaYEeHNe NapamMeTpa B npoLecce peseps-
HOro KOMMpoBaHMA 6yaeT BbiBeAEeHO Npeaynpexage-
HWe 1 NapaMeTp He ByaeT YUTEH.

[Mpy BOCCTaHOBMEHUM AaHHbIX C MOMOLbO RuBackup Ha 0OQHOM U3 KOHTposne-
pPOB [OOMEHa MNPOMUCXOAUT aBTOPUTATUBHOE BOCCTAHOBEHWE (HasHayvaeTcs
HOBOe 3HauyeHue reHepatopa CSN n oOH BbinagaeT W3 pennukauwuu). Ona
3aBeplleHnsa npouenypbl BOCCTAHOB/IEHUS LOMeHa TpebyeTcs BbINOJHUTD
penHuLmManmsaymio oCTanbHbIX KOHTPOIEPOB B OMEHE:

ipa-replica-manage re-initialize --from

<UMA_BOCCTaHOBJIEHHOI O_KOHTpOJU1EpPa>

B aTOM cnyyae Bce penHuLmManmsnpoBaHHble KOHTPOIEpPbl CKONUPYKOT 6a3y ¢
BOCCTAHOBJIEHHOrO KOHTpOJI/Iepa BMECTe C HOBbIM 3HA4YeHWEM reHepaTopa
CSN, pennukauusa B LOMeEHe BOCCTaHOBUTCA.

4.2. B TepMuHane

4.2.1. BoccTaHoB/IeHUe pe3epBHOMN KONMUU C MOMOLLbLIO YTUIUTDI

LleHTpann3oBaHHOEe BOCCTAHOBNIEHME W3 PEe3epBHOMN KOMUM BO3MOXHO MOCPEnCTBOM
YTUNUTbl KOMAHOHOW CTPOKWN rb_repository.

JlokanbHOe BocCCTaHoBNeHe GannoBOU CUCTEMbI U3 pe3epBHON Konun Ha kKnneHTe PK
BO3MOXHO NMOCPEACTBOM YTUNINT KOMaHAHOW CTPOKN rb_archives.
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naea 5. MacTep-kioy

B xome ycTaHOBKM KnneHTa RuBackup 6ygeT cosgaH mMacTep-Kod A8 3aWUTHOro
npeobpasoBaHns pe3epBHbIX KOMUIA, @ TakXe KUY/ 018 9NEeKTPOHHOW nognucu, ecnu
npepgnonaraeTcs NCNob30BaTb 3/IEKTPOHHYHO NO4MNUCH.

Mpn yTepe KO4Ya Bbl HE CMOXETe BOCCTAHOBUTb [AaHHble U3 pPe3epBHOM
KOMuW, ecnin oHa bbina npeo6pasoBaHa C NMOMOLbKO 3alMUTHBLIX aJITTOPNTMOB.

o Knroum pekoMeHayeTcsi Mocne co34aHus CKOMMPOBaTb Ha BHELIHUIA HOCUTEND,
a TakXe pacrnedyaTaTb GYMaKHYHO KON M ybpaTb 3TU KOMUU B HafEXHOe
MecTO.

MaCTep-KﬂI-O‘-I pekoMeHayeTcsa pacneyataTb Npy NOMOLWKM YTUNUTbI hexdump , TaK Kak OH
MOXeT Coaep>XKaTb He0T06pa>KaeMb|e Ha 3KpaHe CMMBO/JIbI:

hexdump /opt/rubackup/keys/master-key

0000000 79d1 4749 7335 €387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020
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naea 6. MeHep)Xep agMUHUCTpPaTOpa
RuBackup (RBM)

OKoHHOe npunoxeHne «MeHepxep agMuHucTpaTtopa RuBackup» (RBM) npepgHasHa-
4YeHO ONA obwero agMUHUCTPUPOBAHUSA CepBepHOM rpynnnposku RuBackup, ynpasne-
HUA KIIMEHTaMWU PEe3epBHOr0 KOMMPOBaHUA, rnobanbHbIM pacnucaHMEM pPEe3epBHOro
KONMMPOBaHNA U XPaHUIULLAMN Pe3EpPBHbIX KOMUNA.

RBM MoXeT 6bITb 3anyweHo agMUHUCTPATOPOM Ha OCHOBHOM CepBepe pPes3epBHOro
KonupoBaHua RuBackup.

[na 3anycka RBM cnefyeT BbINOMHUTL KOMaHAY:

ssh -X user@rubackup_server
/opt/rubackup/bin/rbm

Monb3oBaTenb, 3anyckarowmn RBM, gonxeH BXoAnTb B rpynny rubackup.

Ha Bknagke O6GBbeKTbl B /1€BOM YacTW NpeacTaBfieH CIUCOK KIIMEHTOB CUCTEMDbI
pe3epBHOro KOMMUPOBaHUA, B KOTOPOM YyKasaHo uUMA, YHUKanbHbln HWID n onucaHwue.
KnueHTbl, KOTOpble B AaHHbIA MOMEHT HaxoA4AaATCA B online, 6yayT OTMeYeHbl 3€/1eHbIM
LBEeTOM. KNMeHTbl B COCTOAHUM offline - KpacHbIM (PucyHok 1).

"n
Ru a @
= 3anaqu Mpaewna cTpaTerun PenoznTopwia YaanéHHaa penankaums MnaH BoOCCTAaHOBNEHNA
J O6bekThl rbfd-stress-fsclient i
rbfd-stress-media0l ID  WMmsa rnobansHoro pacnucadna Cratyc ID knnenta WMA knvenTa HWID Wms nyng

»

> B
@l CTpaTerum

> B

»>

rbfd-stress-media02
rbfd-stress-pgclient

| Yoanénnas pennvkaums Id rbfd-stress-primary Jdal
ld rbfd-stress-secondary

[El FnobansHoe pacnucaHune

[a) Peno3uTopui
Ouepenb 3afay
Cepsepsl RuBackup
[es] XypHanb!

& ALMUHUCTpPUPOBaHWE

ﬁ rubackup@rbfd-stress-primary

& 1 HeaBTopU30BAHHBIX KNUEHTOB

PucyHok 1.
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[ns pe3epBHOro KONMPOBaHUA Ha XOCTe A0/KeH bbiTb yCTaHOBMNEH KMeHT RuBackup n
COOTBETCTBYIOLWMIA MOAYb, obecrneymBaloLLMin pe3epBHOe KonmpoBaHue. KnueHT gon-
»XEH BbITb aBTOPM30BaH agMUHUCTpaTopoM RuBackup (cMm. KrineHnTol).

Ecnn knneHT RuBackup ycTaHOBNEH, HO He aBTOPU30BaH, B HMUXXHEN YacTu okHa RBM
nosABUTCA coobLleHne O TOM, YTO HanAeHbl HeaBTOPM30BaHHbIE KIMEHTbl. Bce HOBble
KMMWEeHTbl OOJ/KHbl ObiTb aBTOPU30BaHbl B CUCTEME pPE3EPBHOr0 KOMUPOBAHUSA
RuBackup.

[na aBTOpM3aLMN HEaABTOPU30BaAHHOrO kneHTa B RBM BbinonHUTE chnegywouwme aen-
CTBUSA:

e HaxMnTe Ha BKNagky AAMMHUCTpPUPOBaHUE N Bbibepute MKOHKY KnneHnTtbl (Pricy-
HOK 2).

e 2 {T] a &

] ObbekTbl [onb3oBaTenun g

[d YnanénHana pennukauuns

@ CrpaTterum
pynnel
lMonb3oBaTenu o
[El FnobansHoe pacnucaHue nonb3oBaTenen

CynepBaiizepsl ConpoBoxaatoline

(o) PenozuTopuia

Ouepenb 3ana4

Cepeepbl RuBackup
AQMUHWCTpaTOPbI

[es] XypHanst

& ADMUHUCTpPUpPOBaHUe 06'bEKTbI
[
KnueHTbl —o— [ pYynnbl KIUEHTOB
1=
N
E Menunacepeepbl
(e =)
Cl
XpaHunuiia
Mynsbl Ipynnbl Nynos
& rubackup@rbfd-stress-primary
& 1 HEABTOPU30BAHHBIX KNMEHTOB
PucyHok 2.

e Ha BepxHen naHenu nepengute Ha BkNagky HeaBTopusoBaHHble KNMUEHTb! (Puricy-
HOK 3).
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& O6vexThi

@ Crparerun

[ ro6ansHoe pacnucanme
[ YaanénHas pennvkauus

@ Peno

& AgMUHUCTpUpOBaHVe

RuBackup manager (Ha rb-primary)

HeaBTOpU30BaHHbIE KMEHTb!

& AsTopuzosats @ Yaanurs i

Tun OC  OC ancr|

1 rbclient0l 2 3 6e:f3:86:da:68:00  10.177.32.108  fe80::6cf3:86ff.feda:6800  af8ff269c771bd33  2023.02.21 10:35

PucyHok 3.

e BblbepuTte HYXXHOrO HEeaBTOPM30BAHHOIO KAMEHTA W HaXMuTe ABTOpPU3OBaTb
(PncyHok 4).

RuBackup manager (4a rb-primary)

Bonpoc

ABTOPM30BaTh BbIGPaHHbIX KNNEHTOB?

PucyHok 4.

Mocne aBTOpU3aLLINUM HOBbIN KIMEHT ByaeT BUAEH B rnaBHOM okHe RBM (PucyHok 5):
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LY
" Ru

.
.
.
El FTnobaneHoe pacnucavve |4

@ Ynanénuas pennukauus . P'i
R oicsivess seconder

= O6bekThl

& CTpaTeruu

[o) PenosvTopuii
Ouepenb 3afay
Cepeepbl RuBackup
[os] My pHansl

& ABMUHWCTpUpOBaHWe

B  rubackup@rbfd-stress-primary

& 1 HeasTOPMIOBAHHBIX KNMEHTOR

3apayn [EULECEREN Mpasuna cTpaterum  PenoswTopuic  YaanéHHas pennukauyns MnaH BoccTaHoOBNEHUA

EMKOCTB

Wms rnobanbHoro pacnucanms Cratyc ID kaveHTa Wms kaneHTa Wma nyna

PucyHok 5.

Mpn nomMown MeHepXxepa agMuHUcTpaTopa RuBackup MOXHO co3gaTb B rnobanbHOM
pacrnmcaHum o4HO NN HECKOJIbKO NpaBui Pe3epBHOro KONMpoBaHUA AaHHbIX FreelPA.

[1nsi 3TOro Heo6xo0AMMO BbINONHUTbL Crieaytolle AencTBUS:

e Haxopgscb B pasgene O6beKTbl, BbibepuTe Bkaaky MpaBuna v HaXXMUTE Ha UKOHKY

(PucyHoK 6).

LY
¢ Ru

rbfd-stress-fsclient

rbfd-stress-media0l

>
- CEETTITITY
E CTpaTerun
[l rbfd-stress-media02
[ rbfd-stress-pgclient

[ rbfd-stress-primary Jgal

& O6bekThI

[El FnobansHoe pacnucaHue
@ Ynanénuas pennukaums
o . [ rbfd-stress-secondary
[=) PenosuTopuia

Oyepenb 3afay

Cepeepbl RuBackup

[os] My pHans

& ABMUHWUCTpUpOBaHue

B rubackup@rbfd-stress-primary

& 1 HeasTopwiosaHHbIX KNMEHTOR

3apaqn Mpaesuna Mpaswuna cTpaTervm Penozntopwi YpanéHHas peniukauns MnaH BOCCTAHOBNEHUA

Wma nyna  EMKocTb

Wms rnobancHoro pacnucanHns CrtaTtyc ID kamenta WMsA KnveHTa

PucyHok 6.

e Bbibepute Tmn pecypca Free IPA (PucyHok 7):
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FreelPA

T
¢ Ru & B ©

[o6aBWTE Npaewno rnobankHoro pacnucanus " MpuMeHnTE

59 MaHens MOHUTOPHHIa

ObbekTsl
CrpaTternmn

obanbHoe pacnucadne

Mpaeuna rno6ansHOro pacnucaHua

MNapameTpsl Npasuna

Hassanwe npasuna

Knuent nodel0 (806aacefc80e3900) g
YnanéxHana pennvkauua
Twn pecypca Free IPA X W ]-
= Peno3utopuin
7| Ouepenp 33aa4 Twun PK MNonuas v

B Cepsepnl RuBackup
[lonoNHUTENLHBIE NAPaMEeTPLI MPaEMAA

=] XKypHansi
-~ EmMKOCTbL XpaHnnnua Inf re
£ ABMMHUCTPUpPOBaHWe .
EMKOCTb XpaHunnwa KnneHTa Inf re
MNpuopuTteT 100
3awmTHoe npeobpa3sosanue nocrypt

CKPHI‘IT npv HOpMansHOM BbINONHEHWW

CKpWNT NpK BLINOAHEHWKM C OWWBKaMU

aea - -
©

CKpHI‘IT nNpv BOCCTAHOBNEHWKW

DobaenTe npasnno B wabnoH

LabnoH rnobaneHoro pacnucaHua

A  rubackup@10.177.32.5

PuncyHok 7.

» BblGpaTb pecypc, s KOToporo 6yaeT BbINOMHATLCSA NPaBuio

e YCTaHOBUTE HaCTPOWKN NpaBuna: HasBaHne Npasuna, Nyn XpaHeHusa AaHHbIX, MaKCu-
MasbHbIN 06BbEM ANA pe3epBHbIX Konuin npasuna (8 M'B), TMN pe3epBHOro KoNupoBa-
HUA, pacnucaHue pPe3epBHOrO KOMUPOBAaHWUSA, CPOK XPaHeHUA U Heobs3aTeNbHbIN
BPEMEHHOI NPOMEXYTOK NPOBEpPKM pe3epBHOI Konun (PrucyHok 8).
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[I06aBITE NPaBUAIO FI0GANEHOrO PACNMCAHMS  MpumennTs

98 Makens MOHUTOPUHT:
MpaBuna rN06ankHOro pacnucaHns

[ o6bektsi

Crpaternn NapameTpsi npasina JlonoNHUTENbHBIE NAaPaMeT sl NPaBuaa

Hazeauue npasuna EMKOCTb xpaHuanwa Inf e
[E] mobankHoe pacnncarne

Knnent nodel0 (806aacefc80e3900) v EMKOCTb XpaHunwa KnneHTa Inf e
YRanéHHas penamkauma

Tun pecypca [[FreetPa X v ]- NpropuTer 100 +
& Penoautopuit
Pecype * BB zouvroe npeospasosanme nocrypt v
Ouepeas 33na4
[] Ouepens 3an Tun PK Nonuas v CKPUNT MPY HOPMANLHOM BLINCAHEHNN -
[ Cepeepor RuBackup CKPUNT MPU BHIMOAHEHIN C OWHEKaMU =]
[ XypHansi CKpUNT PN BoccTaHOBAEHMM =]

& AamuHncTprpoBaHue
RosasuTs Ap3sno & wacon

LUIaBNOH FAIOBANLHOTO pacnicaHus

HacTpoiikin PacnucaHue

BKNIO4ATL NOCNE CO3AAHNS [ @) BLIGPaHO: KPOH-BLIpa)eHMe 0 0 1% *

nyn Default v Tepuoanseckuit 3anyck

Hayano nepuopa AecTanA 04.04.2024 10:03 @] MusyTa [ @) 0 +

OKoHyakue neproga aecTena | 04,04.2025 10:03 @] Yac [ @) 0 +
Dlens mecsua [ @) 1 +
(@
Aetb Hepenu

Nposepka Cpox xpaHeHns
Mpoeepka pesepeHLIX KONWUii Kaxasie ‘D XpaHuTb pesepeHbie Konuu B TeyeHne ()
B  rubackup@10.177325 B + ) Mecrives hd : + (et hd
PucyHok 8.

e HaxaB Ha MKOHKY [...] pAooOM C BblOpaHHbIM TUMNOM pecypca Free IPA, yCTaHOBUTE
AOMNOSTHUTENbHbIE HACTPONKN NMpaBuia pe3epBHOro KONMPoBaHMA.

o YCTaHOBKa 3Ha4yeHusa true O/ HACTPOMKM online_backup go6aBnseTt B KOMaHAY
napamMeTp --online, KOTOPbIVA NO3BONAET BbIMONHUTL pe3epBHOE KOMNPOBaHWE B
pexumMe oHnamH, 6e3 octaHoBkK cnyx6 FreelPA.

o YCcTaHOBKa 3HayeHus true pAna HacTpoWkM only_data_backup pgobasnset B
KOMaHAy napamMeTp --data, KOTOPbIA NO3BONAET BbINOSIHUTL pe3epBHOE KONUPO-
BaHMe TONIbKO AaHHbIX FreelPA.

o BknoyeHue HacTpomkn online_backup aBTOMaTu4yecku nogpasymMmeBaeT UCMONb-
30BaHMe napamMeTpa only_data_backup, u npu cpabaTbiBaHUM nNpaBuna 6ypeTt
NPOn3BeLEHO pe3epBHOE KOMMPOBAHME TOMbKO AaHHbIX B PeXUME OHJIalH.

e [lnA npaBuna pe3epBHOro KOMUPOBaHUS TaKXe MOXHO HacTPOUTb YBEAOMIEHUS
NPV HOPMaslbHOM €ro BbINOSIHEHUM WU NMPU BO3HUKHOBEHMM OWMOKM B npouecce
BbIMONIHEHUSA, YBEAOMIEHNS MPU OKOHYaAHUM CpoKa AeNCTBUA npaBwuna, yBegomie-
HUA MPU OKOHYaHMM EMKOCTM B nyfe, yBeAOMEHUSA MpWU yAaleHUn ycTapeBLUMX
PEe3epPBHbIX KOMWUI, BO3MOXHOCTb W MEPUOAUYHOCTb MEPEMELLEHNS PEe3ePBHbIX
KON B A4pYron nyn AaHHbiX (PrcyHok 9):
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FreelPA

&£ 8 &
[106aBTH NPABIIO FIOGAIEHOrO PACTIMCAHHS W TlpumennTs
28 Nanens MoHUTOPUHT
MpaBina r106ansHoro pacnucanus
[ o6bektsi
Crpaternn NapameTpsl npasnna LlONOAHATENbHbIE NaPaMeTPbl NPaBMna
Hazgakve npaswna EMKOCTL Xpanmua Inf re
[E] mobankHoe pacnncarne
Knuent node10 (806aacefc80e3900) v EMKOCTL XpaHAnMILa kineHTa Inf 6
YRanéHHas penamkauma
Tun pecypca [[FreetPa < v |8 rovopurer 100 +
& Penoautopuit
pecype [ T — rocryt .
Ouepeas 33na4
[] Ouepens 3an Tun PK Nonuas v CKPUNT MPY HOPMANLHOM BLINCAHEHNN -
I Cepnepu Rusackup S —— a
B Ay F— a
& AnMWHWCTPUpOBaHUe
Bobas T npaswao & watnow
LUA6710H F16631LHOFO pacnucaus
HacTpoiikn Pacnucanive
BKNIO4ATL NOCNE CO3AAHNS [ @) BLIGPaHO: KPOH-BLIpa)eHMe 0 0 1% *
nyn Default v Tepuoanseckuit 3anyck
Hayano nepuopa AecTanA 04.04.2024 10:03 @] MusyTa [ @) 0 +
OKoHyakue neproga aecTena | 04,04.2025 10:03 @] Yac [ @) 0 +
Dlens mecsua [ @) 1 + E
Mecsu :
Aetb Hepenu
Nposepka CpOK xpareHus
Mpoeepka pesepeHLIX KONWUii Kaxasie ‘D XpaHuTb pesepeHbie Konuu B TeyeHne ()
+ +
B  rubackup@10.177325 B Hecties hd : fler hd

e Haxxmnte Ha kKHOMKy FpPUMEHUTb B MPaBOM-BEPXHEM Yrny [ONS 3aBeplleHus
HaCTPOMKWN N co3gaHunA npasuna. BHOBb co3gaHHoe npasuno bygeTt obnagatb CTa-
TYCOM wait, 9TO O3HayaeT YTO OHO He ByaeT NopoXAaaTb 3afay Ha BbIMOSIHEHNE
pe3epBHOro KONMpoBaHUA A0 TOM Mopbl, NOKa agMuUHUCTpaTop RuBackup He 3any-
CTUT €ro N OHO N3MEHWNT CBOM CTaTyC Ha run. [1pn HeobxoanMocTn paboTy npasuna
MOXHO 6ygeT NPUOCTAHOBUTbL UK 3anyCTUTb B NOOOM MOMEHT BPEMEHU MO Xena-
HUKO agMUHUCTpPaTopa. Tak Xe agMUHUCTPATOP MOXET MHUUMMPOBATb HEMEO IEH-
HOe CO3[aHue 3afadn nNpu ctatyce npasuna wait.

MpaBwnnio rnobanbHOro pacnucaHnsa MMeeT CPOK XU3HU, onpeaenseMsblii Npu ero cosaa-
HUW, a TaK Xe npefycMmaTpuBaeT cleayrolime BO3MOXHOCTU:
1. BbINONHUTb CKPUMNT Ha KNWEHTe nepen HayanoM pe3epBHOro KONMMpPoBaHMS.

2. BbINONHUTb CKPUNT Ha KIMEHTE Nocse yCnewHoro OKOH4YaHnA pe3epBHOro Konupo-
BaHWA.

3. BbINOMHUTL CKPUNT Ha KNIMEHTE Moc/ie HeyauyHoro 3aBepLUEHUs] PE3EPBHOIro KOoMm-
poBaHMs.

4. BbInonHUTL 3aWMTHOE NpeobpasoBaHne pe3epBHOM KOMUN Ha KITNEHTE.
5. lMeprnoanyeckun BbINOMHATL NPOBEPKY LLeNTIOCTHOCTU pe3epBHOW KOMUK.

6. XpaHUTb pe3epBHble KOMUWU onpeaenéHHbIN CPoK, a Moc/ie ero OKOHYaHus yaanaTb
NX U3 XpaHUNULLLA pe3epBHbIX KOMUIN 1 U3 3anncein penosntopus, nMbo NpocTo yBe-
AOMNATb NMoNb30oBaTeNel CUCTEMbl PE3EPBHOIr0 KOMMPOBaHNS 06 OKOHYaHWUM Cpoka
XpaHeHus.

7. Yepe3s onpenenéHHbll CpoK MOcC/ie CO3[4aHUs Pe3epBHON KOMUM aBTOMaTUYECKU
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nepemMecTuUTb €€ Ha APYrown nyn XpaHeHUs pes3epBHbIX KOMWUM, Hanpumep Ha Kap-
TPUAX NTEHTOYHON BNBINOTEKMN.

8. YBegoMnATb nosb3oBaTenen CNCTEMDbI PE3EPBHOINO KOMMPOBaHMA O pe3ysibTaTaX
BbIMNOJIHEHMA TEX UNN UHbIX onepaLmnn, CBA3AHHbIX C NPaBUIOM rnobanbHoOro pacnun-
CaHuns.

9. YCTaHOBUTb [OMOJSIHUTENbHbIE MapaMeTpbl MNpaBufia pPes3epBHOr0 KOMMPOBaHUA
(HacTporkun only_data_backup 1 online_backup ansa pecypca FreelPA)

[Mpu co3gaHum 3agadm RuBackup oHa nossnsaeTcAa B rnaBHoOW oyepenmn 3agad. OTcnexu-
BaTb UCMOJIHEHME MpPaBUl MOXET KakK aAMUHUCTpPATop, ¢ nomouwbio RBM, Tak KnueHT
npwv nomowm RBC.

[Mocne ycnewHOro 3aBepLUEHUs PEe3epPBHOrO KOMMPOBaHUA pesepBHas Konusa bypeTt
pasMelleHa B XpaHunuiie pesepBHbIX KOMUiM, a uHpopmMauma o Hen byaeT pasMelleHa B
peno3uTtopun RuBackup.
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FreelPA

naBa 7. HacTpouku npaBun rrno6asbHOro
pacnucaHua RuBackup

[Onsa BbINONMHEHNA pe3epBHOro KonuposaHuAa pecypcoB FreelPA Heobxogumo npu
NOMOLLM MeHeKepa agMHUCTpaTopa RuBackup cosgaTtb npasusio B rnobanbHOM pac-
nnucaHuu, B KOTOPOM YyKasaTb COOTBETCTBYHOLWMUN TUMN pecypca. Npn coszgaHnn npasuna
B rnobanbHoM pacnucaHum agmuHucTpaTop RuBackup 6ypet BumaeTb CMNUCOK BCeEX
pecypcoB FreelPA Ha KMeHTe N MOXET BblbpaTb TpebyemMblin (418 3TOro He0bXoANUMO,
4YTOObl Ha KNNeHTe paboTan KJIMEHTCKUN GOHOBLIN NPOLEecc).

I'Ipvl COo3faHUKN npaBuia pe3epBHOro KonunMpoBaHWUA MOXHO OrfipefennTtb cnegyrumne

napamMeTpbl:
1. TN pe3epBHOro KonmpoBaHus (full);
2. paspeLUeHHbI MaKkCMalbHbI 06bEM O/1 BCEX pe3epBHbIX KOMUI NpaBuna;
3. HeobXxogMMOCTb 3alUTHOro MNpeobpasoBaHUA pPe3epBHON KOMUU TEM WU WHbIM
anropntMomMm. NpeobpasoBaHue ByaeT BbIMONHATHCA Ha CTOPOHE KIIMEHTA;
4. BKMKOYEHME U Nepuo aBTOMaTUYECKOW NPOBEPKU pe3epBHOW Konuu;
5. CPOK XpaHeHus pe3epBHbIX KOMUA cO34aBaeMoro npasuna;
6. Nyn XpaHeHus, B KOTOPOM ByayT pasMeLLeHbl pe3epBHble KOMUK;
7. HeOBXOAMMOCTb aBTOMATUYECKOro yAaneHus pe3epBHON KOMUU, CPOK XpaHeHus
KOTOPOW UCTEK;
8. nepeMeLlLeHne pe3epBHON KONUKM B APYron nyn, npu AOCTUXEHUM OnpefenéHHOro
CpOKa C MOMEHTa eé co3aHus;
9. BO3MOXHOCTb A1 KIMEeHTa yAansaTb Pe3epBHbIe KOMUU N3 PENO3UTOPUS;
10. HacTponkn cucTeMbl yBegomneHma RuBackup gna cosgaBaemMoro npasuna;

YBeooMIeHMnA MOT'YT NMPOUCXoOnTb B Cliegyrowmnx cnydanx:

N o a kM oD -

HOpMaJsibHOE UCNOJTHEHME NMpouenypbl Pe€3epPBHOro KONMPOBaHUS;
NCNOSIHEHME NpoLeaypbl pe3epBHOro KONMPoOBaHMA C onbKamu;

npoBepkKa pe3epBHON KOMUK;

OKOHYaHMe nepunoga AencTBMA Co34aBaeMoro rnpasuna;

OKOHYaHMe BbleNneHHoro o6bemMa A1 XpaHeEHUA Pe3epPBHbIX KOMUA NpaBuna;
OKOHYaHMEe CpoKa XpPaHEHUA Pe3epPBHON KOMUN.

AOMNONIHUTENbHble HAaCTPOWKK NpasBuna ANA BbINOMHEHUS Pe3epBHOr0 KonmpoBaHUA
pecypcos FreelPA.
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naea 8. MeHepXxep knueHTa RuBackup (RBC)

[MpuHUMN B3aUMOAENCTBUA KIIMEHTCKOrO MeHeaXepa C CUCTEMON pe3epBHOro Konmpo-
BaHWUA COCTOMUT B TOM, YTO NOJSib30BaTeSlb MOXeT CGOpPMMPOBaTb TY UIN NHYHO KOMaHAy
(>xenaemoe feNcTBMe) N OTNPaBUTb EFr0 CEPBEPY Pe3epBHOro KonnposaHmsa RuBackup.
B3aumopencTteme nonb3oBaTeNna ¢ CepBepOM pPe3epBHOro KoNnMpoBaHUA NpPon3BOaMTCSA
Yyepes KneHTa (GOHOBbIN NPOoLLEeCC) Pe3epBHOrO KONMPoBaHUA. KNMeHTCKUn MeHeaXep
OTNpaBnseT KOMaHAYy NoNb3oBaTensa KANEHTY, KIIMEHT OTNpaBnseT eé€ cepBepy. B Tom
cnyyae, ecnu gencteue Jonyctnumo, To cepsep RuBackup oTtgacTt obpaTHyO KOMaHAy
KNMEHTY u/unn nepeHanpaBuT eé mepuacepsepy RuBackup gna pganbHenwen obpa-
60OTKN. DTO 0O3HaAYyaeT, YTO K/IMEHTCKUA MeHeaXXep 0OblYHO He OXupaeT 3aBeplLueHus
TOr0 WAN MHOIO LENCTBUSA, HO OXUAAET OTBETA OT K/IMEHTa, YTO 3afaHne NMPUHATO. ITO
No3BOMIAET MHULMMPOBATb MNapanfesibHble 3anpocbl KANMEHTa K CepBepy pe3epBHOro
KOMMPOBaHWA, HO TpebyeT OT NoNb3oBaTeN CaMOCTOATENIbHO KOHTPONMPOBaTb YTOObI
He Obl/I0 «BCTPEYHbIX» onepauun, Korga npoOUCXOAUT BOCCTAHOB/IEHME [aHHbIX, U B
9TOT XX€ MOMEHT 3TW Xe [AaHHble TpebyrTca N5 CO34aHNA HOBOW pPe3epBHOM KOMUN.
Mocne Toro, Kak Bbl OTOANN Ty WAN UHYKO KOMaHLy Mpu NMOMOLLU KJIMEHTCKOrO MeHe-
A)xepa, Bbl MOXeTe MPOCTO 3aKpbITb NPUNOXEHUE, BCe OENCTBUA OyayT BbINOSIHEHbI
CUCTEMON pe3epBHOr0 KOMMPOBaHMA (0AHAKO CTOUT 0XAaTbCA COOBLEHNA YTO 3a4a-
HWEe MPUHATO K MCMOMHEHUIO N MPOKOHTPONMPOBATL 3TO BO BKNagke 3apaum).

padpunyeckmin nHTepdenc KIMEHTCKOro MeHeaXXepa noaaep>XXmBaeT PycckuUm N aHrnmm-
CKUIN A3bIKN.

[nsa 3anycka RBC cnepyeT BbINOMHUTL KOMaHAY:

ssh -X user@freeipa_host
/opt/rubackup/bin/rbc

Monb3oBaTenb, 3anyckarowmin RBC, gomkeH BXxoguTb B rpynny rubackup.

Mpn nepBOM 3anycke KIMEHTCKOro MeHegXepa HeobxoguMmMo 3apaTb napofb, MNpu
MOMOLLMN KOTOPOro BNOCNeACTBUN MOXHO 6yaeT 3anpoCuUTb BOCCTAHOBMIEHNE pesepB-
Hon konun. Bes BBoAa Mapons MONYUYNUTb PE3EPBHYKO KOMUKO ANA KANEHTa U3 XpaHu-
NVL,a HEBO3MOXKHO. X3l Naponsi BOCCTAHOBNEHUA XpaHUTCA B 6ase gaHHbix RuBackup
cepBepa. [pn HEOBXOAMMOCTU MOXHO M3MEHUTb MapoNb MPU MOMOLLM KIMEHTCKOro
MeHepxepa (MeHo Konpurypauua -> U3MeHUTb Naponb).

Ha rnaBHOW CTpaHuUe KINEHTCKOro MeHea)kepa pacnosioXeHbl nepekovarolmecs
BKJ1TaaKW, NMO3BOJIAOLWLME YIMNPaB/iATb pe3epBHbIMU KOMUAMKU, pacnncaHneM pe3epBHOro
KOMnpoBaHUA U npocMaTpuBaTb TeKyllne 3agayvn KiimeHTa.
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FreelPA

8.1. Bknapka «Pe3epBHble KONMUu»

B Tabnuue Bknagku Pe3epBHble KONMUU COLEPXUTCA MHGOPMaLMA 000 BCeEX pPe3epBHbIX
KOMUAX KIMEHTa, KOTopble XpaHATcsa B penosnTopun RuBackup (PucyHok 10). OAndode-
peHumanbHble pe3epBHble KOMUN CCbIIakoTCA Ha MOJIHble pe3epBHble KOMUKU, UHKPEMEH-
TalbHble pe3epBHble KOMUW CCbINATCA Ha MNOJHble pe3epBHble KOMUU UK npegblay-
LMe MHKPEMEHTalNbHble, TaK YTO NPU HEeOBXOAUMOCTU BOCCTAHOBUTb LaHHblE MOXHO
O4HOW KOMaHOOoW MHULWUMPOBATb BOCCTAaHOBEHNE BCEN LLeNOYKN Pe3epBHbIX KOMUN.

¥ RuBackup meHemKep KAMeHTa

KoHpurypauma Bwua Aeidcteua  MHbopmauma

PesepeHble konuy | FnoBaneHoe pacnvcaHne 3aaaqn NokansHoe pacnvcaHne  OrpaHrnYeHusa

Id Task ID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size Created Creation duration
11 1 Free IPA FreelPA4.6.4 |full Default | 2478080 179 2020-11-11 18:47:32+03 | 00:00:07.18
22 2 Free IPA FreelPA 464 |full Default |2478080 179 2020-11-11 18:49:00+03 | 00:00:06.72
33 18 Free IPA FreelPA4.6.4 |full Default |6451200 179 2020-11-16 16:26:53+03 | 00:00:36.07

4 4 20 Free IPA FreelPA4.6.4 |full Default 6471680 179 2020-11-16 16:30:27+03 | 00:00:35.43

PuncyHok 10.
Bo Bknagke PesepBHble KOMUU rnosib3oBaTesNito AOCTYIMHbI cnepyroumne JEencTBus:

e YaanuTtb BbIGPaHHYIO PEe3epPBHYIO KONUIo. ITO AeNCTBME BO3MOXHO B TOM Cllyyae,
ecnv B npaswune rnobanbHOro pacnucaHua ecTb COOTBETCTBYHOLLEee paspelleHue.
Kpome Toro, npn HeEO6XOANMOCTM BbINONHUTbL YAaNeHne pe3epBHON Konum noTpeby-
€TCs BBECTW Naposib KIINEHTA.

o BoccTaHOBUTb LLENOYKY pe3epBHbIX Konui. OTO [eNCTBMEe 3anyckaeT npouecc
BOCCTAHOBNEHUA LENOYKN pPe3epBHbIX KOMUM Ha cUCTeMe KneHTa. KnMeHTCKumn
MeHeLXep He 0XXUOaeT OKOHYaHMA BOCCTAHOBJIEHMA BCEX Pe3epBHbIX Konun. MNonb-
30BaTeNb OO/HKEH BO BKagke 3apauum MpoOKOHTPONMPOBaTb, YTO BCE CO34aHHble
3aja4M Ha BOCCTaHOB/EHNE [aHHbIX 3aBepLUNIUCE YCnewHo (cTtaTyc 3agay Done).
[na ycnewHoro BbINOSIHEHMA 3TOro OENCTBUA TpebyeTca Hanmunme JOCTaTOYHOro
cBOOGOOHOrO MecTa B KaTanore, npeaHasHauYeHHOM [AJ/19 CO34aHuUsA U BPEMEHHOro
XpaHeHUs pesepBHbIX KOMUK (CM. use-local-backup-directory).

e MpoBepuTb pe3epBHYIO KONUIO. 3TO OeNCTBME UHULUMPYET Co34aHMe 3agadun npo-
BEepPKU pe3epBHON Konun. Ecnu pesepBHasa Konusa Bbina nognucaHa umepoBon noa-
nnceto, To BydeT nNpoBepeH pasMep ¢anioB pes3epBHON KOMUU U caMa pesepBHas
Konus.

8.2. Bknapka «I'no6anbHoe pacnucaHue»

B Ttabnuue Bknagku Fno6anbHoe pacnucaHue cofepXutcsa MHPopmauums obo Bcex
npaBunax B rnobanbHOM pacnucaHmm RuBackup gnsa atoro knmeHTa ([rbc---ddc039fe-
6084-4689-b6e3-3d37f4e3fce]).
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8.3. Bknagka «3apgaun»

RuBackup MeHeOXep KNHeHTa [

KoHpurypaumus Bug [eidctens  WHpopMauus

PesepeHbie koruu | [noBaneHoe pacnucavne | 3apaum  JlokankHoe pacnucanne | OrpaHuyeHus

Storage
capacity, GB

141 1st 10 * * * * * 2019-11-05 15:23:00+03 | 2020-11-05 15:23:00+403 File system /home/andr

Day of
month

Day of Walidity Validity Resource

Month week start period end period type

Id Rule name Min Hour Reso

2(42 2nd 10 * = * = = 2019-11-09 19:57:00+03 | 2020-11-09 19:57:00+03 | File system /home/fandr

343 diff 10 0 4] 1 January |Monday 2019-11-12 15:29:00+03 | 2020-11-12 15:29:00+03 | File system /home/andr

PucyHok 11.

Bo Bknagke Ino6anbHoe pacnucaHue nofb30BaTeNl0 LOCTYMHbl cnefjyrowmne nen-
CTBUA:

e 3anpocuTb HOBOE MpaBuNo. 3TO AENCTBUE Bbi3blBaeT guanor noaroTOBKM HOBOIo
npasuna B rnobanbHoM pacnmcaHum RuBackup gns paHHoro knneHTa. 3anpoc Ha
pobasneHne npasuna TpedyeT ogobpeHus agMmuHucTpatopa RuBackup, ogobpeHue
MOXeT ObITb cAenaHo B OKOHHOM MeHeyKepe agMuHucTpatopa RuBackup.

e 3anpocuTb yganutb NpaBuio 13 rnobanbHOro pacnucaHua. 3t1o gencrteme ¢opmu-
pyeT 3anpoc K agMuHUcTpaTopy RuBackup o6 yganeHuu BbIGpaHHOro rnofibsoBaTe-
nem npaswuna na rnobanbHoro pacnmncanusa RuBackup. 3anpoc Ha yganeHve npasuna
TpebyeT ofo0bpeHnsa agMnHUcTpaTopa RuBackup, ogobpeHne MoXeT 6biTb caenaHo
B OKOHHOM MeHef)xepe agMuHucTpaTtopa RuBackup.

8.3. Bknagka «3apaun»

B Tabnuue Bknagkn 3agaum copepxumtcs nHoopmauma obo Bcex 3agadax B riaBHON
oyepenmn 3agaHunin RuBackup gns atoro knneHTta (PrucyHok 12).

B 3aBMCUMMOCTM OT HacTpoek pesepBHOro cepsepa RuBackup BbIMNOSIHEHHbIE 3a4auun U
3aflaun, 3aBepLUMBLUMECA HEey[AauHO, Yepes Kakoe-TO BpeMs MoryT 6biTb aBToMaTuU4ye-
CKW yOaneHbl U3 rnaBHom oyepenn sagad. MIHdopmauma o BbINONHEHUM 3a0aHNN GUKCU-
pyeTcs B cneymnanbHOM XypHane 3agadv cepsepa RuBackup, npn HeobxogmumocTu cTa-
Tyc ntobon 3agaumn, faxe yganeHHom ns odepenmn, MOXHO YTOYHUTb Y afMUHUCTPpaTopa
RuBackup. Tak »xe nHpopmaLus O BbIMONHEHUM 3a4a4 KNIMEHTa 3aHOCUTCSA B JIOKasIbHbIN
XYPHaNbHbIM Gann Ha KneHTe. B KIMEHTCKOM MeHea)Xepe MOXHO OTKPbITb OKHO
oTCnexXmnBaHua XXypHanbHoro panna (MeHo UHpopmauua > XKypHanbHbii dpain).

*&"  RuBackup meHeaep KnMeHTa - O x

KoHdurypauws  Bug  [Jeictens  WHdopmauyma

PesepBHble konuv  TnobansHoe pacnucaHne 3agaun NokansHoe pacnucadHve  OrpaHn4eHys

Id Type Resource type Resource Backup type Rule ID Strateqgy ID Repository ID Pool Status Created
118 Backup global | FreeIPA FreelPA4.6.4 |full 2 3 Default |Done 2020-11-16 16:26:16+03
2 20 Backup global | FreeIPA FreelPA4.6.4 |full 2 4 Default |Done 2020-11-16 16:29:50+03

3|22 Restore Free IPA FreelPA 4.6.4 |full 4 Default Done 2020-11-16 16:56:02+03

PucyHok 12.
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8.4. Bknagka «JlokanbHoe pacnucaHue»

Bo Bknaake JlokanbHoe pacnucaHue MOXHO OMNpeaenvTb npasuna, 3agaBaemMble Kn-
€HTOM /1A TeX UM MHbIX NIOKaNbHbIX pecypcoB. s paboTbl NOKaNbHOro pacnmcaHus
3Ta BO3MOXHOCTb [0/1XHa ObITb BK/IKOYEHA agMUHUCTPaTopoM RuBackup ans knneHTa.

8.5. Bknapka «OrpaHuJyeHua»

Bo Bknagke OrpaHuyeHua MoryT 6biTb onpefenieHbl fIoKalbHble pecypchbl, pesepBHoe
KOMMpoBaHNe KOTOPbIX HexenaTenbHo. [1nA paboTbl IOKanbHbIX OrpaHNYeHnin aTa BO3-
MOXHOCTb [0J1XHa BbITb BKOYEHa afMUHUCTPaTopoM RuBackup ana knneHTa.
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NMpunoxxeHue A: KoHpurypaumnoHHbin panun

®ann rb_module_freeipa.conf NUCMNOMb3yeTCs TOMbLKO NP BOCCTAHOBIEHUN PE3EPBHOWN
KOMuu.

[Tocne BOCCTaHOBMNEHUA OaHHbIX PeKOMeHAYeTCA OCTaBfiATb ero nycTbiM BO nsbexa-
H/e yTe4dKKn rnapon4d.

Ob6asaTenbHble K 3aN0O/THEHUIO napamMeTpbl 0603Ha4YeHbl CUMBOJIOM *

Tabnvya 1. lNapameTpbl KOHPUrypaLynoHHoro gavina /opt/rubackup/etc/rb_module_freeipa.conf
MapameTp OnucaHue

password 3K MNaponb agMuHucTpaTopa FreelPA

Mo ymonuyauuio He s3apaHo

ipactl K MonHbI NyTb 00 YTUNUTBI ipactl

Mo ymonyauuio /usr/sbin/ipactl

ipa-backup 3K MoNnHbIA NYyTb A0 YTUINTbLI ipa-backup

Mo ymonyauuio /usr/sbin/ipa-backup

ipa-restore 3 MoNHbIA NYyTb 40 YTUNUTbLI ipa-restore

Mo ymonyaHuio /usr/sbin/ipa-restore

use_secret_storage K dnar ncnonb3oBaHUA CEKPETOB MOAYNA
BoO3MO)XXHblIe 3HaueHus False, True
Mo ymonyaHuio False

B cnyyae ncnonb30BaHNA CEKPeTOB MOAYNA NapaMeTp use_secret_storage
LOMKEH MMeTb 3HauyeHuMe true. [lpu 3TOM BaXHO, 4YTObGbI MapameTp
password B KOHOUrypauMoHHOM daiine Moayns 6bll paCKOMMEHTUPOBAH U
WUMen NycToe 3HayeHue.

0 Ecnu daiin HacTpoek OTCYTCTBYeT, TO pe3epBHas Konus byaeT pacnakoBaHa B
3af,aHHYI AVPEKTOPUIO.

lMpumep NMMCTUHra KoOHPUrypaumoHHoro ¢arina /opt/rubackup/etc/rb_module_freeipa.conf
# KoHourypaumoHHbin ¢anmn monynsa FreeIPA
# KoHOurypaumoHHbIN pann 3anosiHAeTCA MoSib30BaTeNeM BPYYHYI0

# MNaponb agmmHucTpaTopa FreeIPA

password:
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# AGCOMOTHBIA NYyTb A0 yTuauMThl ipactl
ipactl: '/usr/sbin/ipactl'

# AGCOMOTHBIN NMyTb OO YyTunmMThl ipa-backup
ipa-backup: '/usr/sbin/ipa-backup’

# AGCOMOTHLIM MyTb 0O YyTWAMTH ipa-restore
ipa-restore: '/usr/sbin/ipa-restore'

# onar Mcnonb3oBaHUA CeKpeToB MOAysA
use_secret_storage: False
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naBa 9. YTUNUTbI KOMaHOHOU CTPOKMU
KnueHTa RuBackup

Ona ynpasneHnsa RuBackup cO CTOPOHbI KNMEHTA, MOMUMO KJ/IMEHTCKOrO OKOHHOrO
MeHeyKepa, MOXXHO BOCMOIb30BaTbCA YTUINTAMN KOMaHOHOW CTPOKMN:

rb_archive

YTunuta npegHasHadeHa AN NMPOCMOTPa CNUCKA Pe3epBHbIX KOMWIA KIWEHTa B
CUCTEME Pe3epBHOro KOMMPOBaHUA, CO3AaHNS CPOYHbIX Pe3epBHbIX KOMUK, Ux yaa-
NeHns1, NPOBEPKM N BOCCTaAHOBMEHUS. Huxe npeacTaBneH MpuMep BbINOIHEHUS
KOMaH/pbl.

rb_archives

Id | Ref ID | Resource | Resource type | Backup type | Created

| Crypto | Signed | Status

———te - Fom e Fom e Fomm e
o Fomm - o tomm -

1 | FreeIPA 4.6.4 | Free IPA | full | 2020-11-30
12:02:00 | threefish | True | Trusted

2 | | FreeIPA 4.6.4 | Free IPA | full | 2020-12-01
15:02:08 | threefish | True | Trusted

3 | | FreeIPA 4.6.4 | Free IPA | full | 2020-12-02
10:00:11 | threefish | True | Trusted

4 | | FreeIPA 4.6.4 | Free IPA | full | 2020-12-02
11:02:14 | threefish | True | Trusted

rb_schedule

Ytunuta npegHasHa4vyeHa AJsiad npocMoTpa NMEKLWNXCA MNMpaBnJl KIIMEHTaA B rnobanb-
HOM pacrnnmcaHmm pesepBHOro KOHMpOBaHMﬂ.FUOKe npeancTtaB/ieH npmnmMep BbiMNOJIHE-
HUA KOMaHAbl.

rb_schedule

Id | Name | Resource type | Resource | Backup type | Status

B Tt T e - e - Fom - -

1 | Astra freeipa | Free IPA | FreeIPA 4.6.4 | full | wait
rb_tasks

YTunuTa npeaHasHadyeHa Ana NpPocMoTpa 3agay KIneHTa, KoTopble NPUCYTCTBYHOT B
rnaBHOM ouyepean 3agay CUCTEMbl PE3epBHOro KOMMpoBaHusA. Huxe npeacTaBneH
NpUMep BbINOTHEHNA KOMaHbI.
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rb_tasks

Id | Task type | Resource | Backup type | Status | Created
s T Fom e Fomm - tomm -

o

1 | Backup global | FreeIPA 4.6.4 | full | Done | 2020-12-02
12:01:16+03

2 | Backup global | FreeIPA 4.6.4 | full | Done | 2020-12-02
13:01:53+03

3 | Backup global | FreeIPA 4.6.4 | full | Done | 2020-12-02
14:05:26+03

4 | Restore | FreeIPA 4.6.4 | full | Error | 2020-12-02
15:06:45+03

O3HaKOMUTBLCA C GYHKLUAMU YTUINT KOMAHAHON CTPOKN MOXHO MPU MOMOLLM
KOMaHbl man WX B PYKOBOACTBE Y TUINThI KOMaHLHON CTPOKMN.
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