@ RuBackup

Cucrtema pe3epBHOro KonupoBaHus
U BOCCTaHOBNEHUSA AaHHbIX

MOAYJib KVM

BEPCHA 2.4.0, 02.07.2025



CopepXxaHue

1. MogroTtoeka xocta KVM aNna BbINONIHEHUSA pe3epBHOro KONMpoBaHuA
1.1. YcTaHoBKa knneHTa RuBackup
1.2. YcTaHOBKa NakeToB MofYyJier pe3epBHOro KonnmpoBaHus
1.3. HacTponka kaTanora gns BpeMeHHbIX ¢pannos
1.4. Hactponka AppArmor
1.5. YoaneHune knneHTta RuBackup
2. MNoaroToBka BUpTYyanbHOM MawnHbl KVM ansa BbIMONHEHUA Pe3epBHOro
KONMMpoBaHus
2.1. JTokanbHbIA NUCT OrpaHUYeHunin
3. MacTep-knoy
4. MeHepxep agMuHucTpaTopa RuBackup (RBM)
5. MeHep)xep knneHTa RuBackup (RBC)
5.1. Bknagka «PesepBHble KOonumn»
5.2. Bknagka «[nobanbHoOe pacnucaHue»
5.3. Bknapgka «3agaumn»
5.4. Bknagka «JlokanbHoe pacnucaHue»
5.5. Bknagka «OrpaHnyeHunsa»
6. YTUnnTbl KOMaHAHOM CTPOKM KnneHTa RuBackup
7. BoccTaHoBEHME pe3epBHON KON BUPTYasibHON MaLUMHBbI
7.1. BoccTaHoBneHue pesepBHoM konun B RBC
7.2. LleHTpann3oBaHHOe BOCCTAHOB/IEHME pe3epPBHbIX KOMUI ¢ NnoMoLlbio RBM
7.3. BoccTaHoBneHue npu nomMmowm yTunntel rb_archives
8. Onepauun Hag BM, BoccTaHOBNEHHOM 6e3 pa3BepTbiBaHUA
8.1. ®annbl oUCKOB BUPTYyasibHOM MalLWHbI B GopMaTe qcow?2
8.2. ®annbl ANCKOB BUPTYasibHOW MalluHbI B dopmMaTe raw
8.3. ®annbl 4UCKOB BUPTYarbHOM MalUMHbI B raw ¢opmaTe Haxogmnuchb B
xpaHunuwe Ceph B rados block device

o g b~ M b~ DM

o

10
21
21
22
23
24
24
25
26
26

32
35
36
37

37




Moaynb KVM

CucTtema pesepBHOro konmposaHusas RuBackup no3BonsieT BbINOSHATb K/IVMEHTaM Mos-
HOe, UHKpeMeHTanbHoe N guddepeHumanbHoe pe3epBHOEe KOMMPOBaHME BUPTYasbHbIX
MawwuH KVM Bepcumn 7.2.5 6e3 nx 0CTaHOBKM.

NMonHoe pe3epBHOE KONMUpPOBaHUE — 3TO CO3[aHME pPe3epPBHOMN KOMUU BCEX OaHHbIX U3
ncxogHoro Habopa, He3aBUCUMMO OT TOro, U3MEHANUCHb AaHHble UMW HEeT C MOMEHTa
BbIMOSIHEHUA MOCcegHeN NONHOW pe3epBHOW KONUN.

ﬂ,mbd)epeuu,uanbuoe pe3epBHOoe KonupoBaHue COoXpaHAET TOJIbKO AaHHble, N3MEHEH-
Hble CO BPpEMEHU BbIMNOJIHEHNA MNMpeablAYyLWero noJiHoro pe3epBHOro KonnMpoBaHMA.

MHKpeMeHTanbHOE pe3epBHOE KONMUPOBaHUE COXPaHAET TOMIbKO AaHHble, UBMEHEHHbIE
CO BpeMeHW BbINOJIHEHUA Npefbliayen UHKpPeMeHTarlbHOM pe3epBHOW Konuu, a ecnu
TaKOW HeT, TO CO BPEMEHW BbINOJIHEHUA NOCNeAHeN NOMHON pe3epBHOMN KOMUN.

[nsa BbINOMTHEHUA Pe3epPBHOr0 KOMMPOBaHMA BUPTYasibHbIX MaWWH Ha XOCT, rae ycra-
HoBneH KVM, TpebyeTcsa ycTaHOBUTb knueHTa RuBackup v mMogynb kvm Ana KnveHTa
RuBackup. B BupTyanbHble MallMHbI, O19 KOTOPbIX MpeanofiaraeTtca BbINOJIHEHME
pe3epBHOro KonumposaHua cpepctBaMmm RuBackup, gomxeH 6biTb YCTaHOBMIEH gemu-
guest-agent M B WX KOHOMUrypauwuro p[oskeH ObiTb fobaBreH Channel Device
org.gemu.guest_agent.@.

PesepBHOE KOMMpoOBaHWeE BbLIMOMHAETCA MO 3apaHee 3ajaHHbIM npasBunam B rnobarb-
HOM pacnucaHmn RuBackup. KnueHTy [OCTYNHO CPOYHOE pe3epBHOE KonupoBaHwue
BUPTYasibHbIX MawmnH KVM, HO B 9TOM cfly4yae BbIMOSIHAETCSA NOJIHOE pe3epBHOE KOomMu-
poBaHWe BblIbpaHHOro pecypca.

BoccTaHoBneHne DGSGpBHOIZ KOMMM BO3MOXHO MO UHMLKMATMBE KNMeHTa. [1ns BoccTa-
HOBJ1IEHNA OaHHbIX MOJIb30BaTeEJIb A0JI>XKEH BBECTU MapOJib, NO3BONAKOWMNIA BbINONHUTbL
BOCCTaHOBJ1eHNe.

MNepesarpyska BUPTYyanbHON MaLLMHbI WX TMNEepPBU3Opa BO BPEMSA Pe3epBHOro
KOMUPOBaHUA UM BOCCTAHOBIEHNA MOXET MPUBECTU K NOoTepe AaHHbIX BUP-
TyaNnbHOW MaLUUHbI!

10 BbINONHEeHNA ¢ BM nnu runepsmnsopomM paboT, BrekyLwmnx 3a cobon nepesa-
rpy3ky, yoeautecb B OTCYTCTBUMM aKTUBHbIX 3afiay pe3epBHOro Konupoea-
HUA UIKN BOcCcTaHoBNneHus BM.

PesepBHasa konuna cpeactsamm RuBackup no3sonuTt nsbexkaTb NOMHOM NoTepu
JaHHbIX BM.

RuBackup MoOXeT BbINOMHATbL pPe3epBHOE KOMMpoBaHMe BUPTYyasibHbiX MawnH KVM c
Anckamu cnegyrowmx Tunoe: file, block, network (B TOM cnydae, Korga AUCKU BUPTY-
anbHOM MalWKHbI pacrnonararoTca B xpaHnnuue Ceph B Buge rados block device).

PesepBHOEe KoNMpoBaHWe NoanepXXnBaeTca AN raw, lvm, qcow2 AWUCKOB BUPTYasibHOW
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MaLlnHbl. KonnyecTBo AUCKOB B BUPTYalbHON MallMHE MOXeET ObITb 60/bLLE OAHOrO, B
3TOM CJly4dae pe3epBHOe KOrNMnpoBaHMe BbIMNONHAETCA AJ14 BCeX ANUCKOB.

B xoae BbINOMHEHUS PE3EPBHOr0 KOMUPOBAHUS UCMOMb3YeTCs TEXHONOrMA COo3haHus
MOMEHTaNbHbIX CHUMKOB BUPTYyanbHOW MalluMHbl. lNepefn co3gaHMEM CHMMKa M cpasy
nocne cosfaHus CHMMKa, BHYTPWM BUPTyalbHOW MalWHbl MOXET OblTb BbIMOSHEH
CKPUWMT, KOTOPbIA 06€CNeYnNT KOHCUCTEHTHOCTb AaHHbIX NPUNOXEHUS, GYHKLNOHUPYHO-
Lero B BUPTYanbHOM MaLUMHe.
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Moaynb KVM

FnaBal. NMNoarortoeka xocta KVM ansa
BbIMNOJIHEHUSA pe3epPBHOro KonMpoBaHus

[na BO3MOXHOCTU pe3epBHOro KOMMPOBaHUA U BOCCTAHOB/IEHUSA BUPTYasibHbIX MaLUVH
KVM npu nomowm CPK RuBackup Ha cepBep cnefnyeT yCTaHOBUTb CriefytoLine nakeThbl:

e rubackup-common.deb — o6wne koMmnoHeHTbl CPK RuBackup;
e rubackup-client.deb — KNMEHT pe3epBHOro KONMPOBaHUS;

e rubackup-kvm.deb - MOAyNb pe3epBHOro KONMMPOBaHUA AaHHbIX KVM.

1.1. YcTaHoBKa KnMeHTa RuBackup

[Ona ocyuwecTBNeHNA pes3epBHOro KOMUPOBAHUA U BOCCTaHOB/IEHUA BUPTYasbHbIX
MawurH KVM npu nomowm RuBackup Ha cepBep BuMpTyanusaunun Ao/KeH 6biTb ycTa-
HOBMEeH KneHT RuBackup co Bcemn HeobxogummbiMu mopynamu. KnueHT RuBackup
npegcTaBnseT cobon GOHOBOE CUCTEMHOE NPUAOXeHMe (EMOH nnu cepeuc), obecne-
yMBaroLLee B3aMMOLENCTBUE C cepBepHOM rpynnuposkon RuBackup.

[na BbINONHEHUA pPe3epBHOro KOMNUPOBaHUA BUPTYyanbHblX MawuH KVM  KnneHT
RuBackup gonmkeH paboTaTb OT UMeHU cynepnosnb3oBaTens (root B Linux 1 Unix).

MNMoapobHO Npoueaypa yCTaHOBKU KNIMEHTa onucaHa B Pa3BEpThiBaHMe.

1.2. YcTaHOBKa NakeToB MoAy/ieil pe3epBHOro
KOMUPOBaHUSA

YcTaHOBKa nakeTa MOAYNen pes3epBHOro KonmposaHusa RuBackup npowussBogntca U3
YYETHOWN 3aMUCU C agMUHUCTPaATUBHbIMK NpaBaMn Ha ysne KVM nocne yCTaHOBKU Ha
Hero knueHTa RuBackup.

ﬂ,ﬂﬂ YCTaHOBKMU MNMaKeTa Mop,yne|7| I/ICI'IOJ'Ib3yI2Te OAHY U3 cneayrumnx KoMaHa:
sudo dpkg -i ./rubackup-kvm.deb
nnun

sudo rpm -I ./rubackup-kvm.rpm

1.3. HacTpoika KaTanora gna espeMeHHbiX ¢pannoe

[na co3gaHnsa pe3epBHbIX KOMUNA U XpPaHeHNA BPpeMeHHbIX ¢pannoB, KOTOpble CO34ar0TCA
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/

1.4. HacTpoiika AppArmor

NPW MX BOCCTaHOBNEHUU, TpebyeTca onpenenéHHoe MPOCTPaHCTBO. PekoMeHayeTcs
BbIAENMNTb A9 3TOWN LEeNN OTAENbHbIN OUCK WX YCTPOUCTBO XPaHEHUS LOCTAaTOYHOro
pa3Mepa u NPMMOHTUPOBATb K /kvm-backup (IM6O K MHOW yAOOHON TOYKE MOHTUPOBA-
HWS), BO n3bexxaHne nepenosiHeHUss CUCTEMHOro ancka. Heobxoanmo onpeaennTb 3TOT
KaTanor Kak sHadyeHue napameTpa use-local-backup-directory B KOHOUIypauUMOHHOM
¢danne /opt/rubackup/etc/config.file 1 nepesarpysnTb KNMeHT RuBackup.

B ucknounTenbHbIX cAy4daax LOMNYyCTUMO MWCNOSb30BaHWE BO3MOXHOCTU cepBepa
RuBackup npepocTtaButb knneHTy NFS kaTanor gna cosgaHua pesepBHOW kKonuu. Ons
9TOr0 HY)XXHO oOnpefennuTb 3HayeHWe napameTpa nfs-share-mountpoint, KOTOpPbLIN
onpegenseT B Kakyk TOYKY ¢pannoBon cuctembl bygeT npumoHTMpoBaH NFS kaTtanor.
MapameTp use-local-backup-directory B 9TOM criydae AO/MKeEH ObITb OTKJIKOYEH, @ Ha
cepBepe RuBackup npousBefeHbl COOTBETCTBYKOLWME HACTPOMKU OS5 onpefeneHus
pasgensemoro katanora. bonee nogpobHo cM. RuBackup Manager (RBM).

1.4. HacTpouka AppArmor

B HEKOTOPbLIX Cly4dadX apparmor MoXeT 6ﬂOKMpOBaTb BbIlMOJIHEHUE PE3EepPBHOIN0 KOrMn-
poBaHUA BUPTYaJibHbIX MalUWNH. Ha aTto MoXxeTt YKa3blBaTb cClieayroLllan owmnbka B
CUCTEMHbIX XYpPHalax:

(error: internal error: unable to execute QEMU command 'transaction': Could
not create file: Permission denied)
N coobLLeHna o 6noknpoBaHUn onepaumin AppArmor B XXypHarsne CUCTEMbI.

[na Toro, 4tobbl AaHHYHO OLMOKY YCTPaHUTb, HEOOXOANUMO BbIMOSTHUTb:

sudo apt-get install apparmor-utils

sudo aa-complain /usr/sbin/libvirtd

sudo aa-complain /etc/apparmor.d/libvirt/libvirt-7d2b303d-8c14-4a1d-9chd-
9020460b2f4e (nogo6Hble danbl)

Kakon MMeHHO dpann 6/10KnpyeTCs MOXHO onpenennTbs KOoMaHaom:
sudo cat /var/log/syslog | grep "apparmor" | grep "DENIED" | grep libvirt

B ToM cnyuvae, Korga y BUpTYaNibHOW MallWHbl HECKOMIbKO AWUCKOB, NPW CO34aHUMN CHIM-
LLIOTA MOXET BO3HUKHYTb B/TOKMPOBKA, UHULMNPOBAHHAsA apparmor .

YTobbl n3bexkaTb NOLOOHLIX CUTYyaLMn, HEOBXOAMMO BHECTU MHOOPMaALMIO O KaTanore
AN CO3[aHUA pPe3epBHbIX KOMUM U XPaHEHUA BPEMEHHbIX ¢annos B LWabnoH
/etc/apparmor.d/libvirt/TEMPLATE.qemu:
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Moaynb KVM

profile LIBVIRT_TEMPLATE flags=(attach_disconnected)
{

#include <abstractions/libvirt-gemu>
/kvm-backup/** rw,

1.5. YpaneHue knueHta RuBackup

Mpn HeOB6XO4NUMOCTHU Bbl MOXeETe yaanuTb ¢ cepBepa KnmeHT RuBackup n yctaHoBneH-
Hble MOAYNU pe3epBHOro KonvpoBaHuA. YpaneHne knveHTa RuBackup BO3MOXHO U3
YYETHOM 3anncun ¢ agMUHUCTPATUBHBIMUY NpaBaMu.

[na yoaneHus cepsuca rubackup-client UCNOMb3yNTEe KOMaHAbI:

sudo systemctl disable rubackup_client
sudo systemctl daemon-reload

Onsa ypaneHna knueHta RuBackup u Moayna rubackup-kvm ucrnonb3ynTe cnegyrouime
KOMaHpbl.

sudo apt remove rubackup-kvm
sudo apt remove rubackup-client

Mpn HeobxogumocTu ypanutb knueHT RuBackup n3 koHourypauum CPK, aTo MoxeTt
cAenaTb CUCTeMHbIM agMuHUcTpaTop RuBackup npu nomowm okoHHOro MeHepxepa
AgMuHucTpaTtopa RBM.

MNMocne ypaneHna knneHTa RuBackup B OC Astra Linux SE 1.6 ¢ akTnBMpoBaH-
HbIM PEXMMOM 3aLLMTHOW MPOrpaMMHON cpenbl crnefyer:

e BbINONHUTDL KOMaHAay:
sudo update-initramfs -u -k all
e [lepesarpysuTb onepaymoHHy CUCTEMY

sudo init 6
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naBa 2. Nogrotoeka BUpTYasibHOU MaLLUHbI
KVM gnsa Bbino/iHeHUs pe3epBHOro
KOnupoBaHUA

Ona nogrotoBkn BUpTyanbHOWM MawwuHbl KVM Heo6xoauMo BbIMOMHUTL cregyrouime
AencteuaA: * YCTaHOBUTbL A1 BUPTYanbHOM MawwuHbl obopypoBaHue chanell device
org.gemu.guest_agent.0. 3TO MOXHO caenaTb Npu noMowm virt-manager (puvcyHok 1):
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« B onepauunoHHo cuctemMe Linux BUMPTYanbHON MalUMHbl HEOGXOAMMO YCTaHOBUTb
NnakeT gemu-guest-agent.

apt-get install gemu-guest-agent

nnn

yum install gemu-guest-agent

e [1na onepaunoHHon cuctemMbl Windows ¢ gucka virtio-win HEOH6XOAMMO YyCTaHO-
BUTb NakeT gemu-ga W3 Nankuy guest-agent, KOTOpas HaxogMTCs B KOPHE AMCKa.
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Moaynb KVM

* B onepaunoHHON CUCTEME BUPTYaNbHOM MalUMHblI HEO6XOOMMO YCTaHOBUTb rocTe-
Bble paclumpeHnsa us gmucka Virtio-Win. [ns atoro:

o [lobaBbTe ISO-06pas C rocteBbiIMU PacCLUMPEHUAMN B OMEPaLMOHHYKO CUCTEMY
BUPTYanbHOM MalUMHbI Kak BUpTYyasnbHbin CD-ROM.

o B BMpTYyanbHOW MalLUMHE OTKPOWTE NOAKAYEHHbIV BUPTYyanbHbin CD-ROM.
o 3anycTuTe ¢pann virtio-win-gt-x64.
o icnonb3ysa MacTep yCTaHOBKMW, yCTaHOBUTE QEMU Guest Agent M SPICE agent.

o [Mepesarpysute BMpTYyanbHyt0 MawunHy. [nck Virtio-Win gocTtyneH ona ckaymsa-
HUA No ccbinke: https://fedorapeople.org/groups/virt/virtio-win/directdownloads/
latest-virtio/virtio-win.iso

o [1na Astra Linux CMOMeHCK HeobX0OMMO UCMONb30BaTbh ANUCK pas3paboTkun n pgoba-
BUTb COOTBETCTBYHOLLNIM iSO image B OnepaunoHHYO CUCTEMY KakK BUPTYyasnbHbIN
CDROM. lMocne aToro:

sudo apt-cdrom add
sudo apt update
sudo apt install gemu-guest-agent

2.1. JlokanbHbIA IUCT OrpaHUJYEeHUn

B ToMm cnyyae, ecnn Kakme-nnmbo KOHKPETHbIe pecypchbl KJIMEHTa HE LOJIKHbI MonacTb B
pe3epPBHYKO KOMUKD, X MOXHO BK/IKOUYNTb B SIOKasNbHbIM IUCT OrPaHUYEHNN Ha KIIMEHTE.
Jlnct orpaHnyeHumn pacrnonaraeTcs B danne
/opt/rubackup/etc/rubackup_restriction.list.kvm.

HanmMeHoBaHuMe pecypca, ANA KOTOPOro HeT Heo6XOoOMMOCTU BbINOMHATbL pe3epBHOE
KONMpoBaHune, A0/KHO ObiTb YKa3aHO B OTAENbHOW CTPOKE COOTBETCTBYIOLWEro ¢anna.

Ona toro, 4tobbl INCTblI OFrPaHUYEHNN UMENN CuUny, HeobxoaMMO BKIKOUYUTL 3TY BO3-
MOXXHOCTb ANA KNneHTa B KoHpurypaumm RuBackup (cM. RuBackup Manager (RBM)).
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naea 3. MacTtep-kJioy

B xome ycTaHOBKM KnneHTa RuBackup 6ygeT cosgaH mMacTep-Kod A8 3aWUTHOro
npeobpasoBaHns pe3epBHbIX KOMUIA, @ TakXe KUY/ 018 9NEeKTPOHHOW nognucu, ecnu
npepgnonaraeTcs NCNob30BaTb 3/IEKTPOHHYHO NO4MNUCH.

Mpn yTepe KO4Ya Bbl HE CMOXETe BOCCTAHOBUTb [AaHHble U3 pPe3epBHOM
KOMuW, ecnin oHa bbina npeo6pasoBaHa C NMOMOLbKO 3alMUTHBLIX aJITTOPNTMOB.

o Knroum pekoMeHayeTcsi Mocne co34aHus CKOMMPOBaTb Ha BHELIHUIA HOCUTEND,
a TakXe pacrnedyaTaTb GYMaKHYHO KON M ybpaTb 3TU KOMUU B HafEXHOe
MecTO.

MaCTep-KﬂI-O‘-I pekoMeHayeTcsa pacneyataTb Npy NOMOLWKM YTUNUTbI hexdump , TaK Kak OH
MOXeT Coaep>XKaTb He0T06pa>KaeMb|e Ha 3KpaHe CMMBO/JIbI:

hexdump /opt/rubackup/keys/master-key

0000000 79d1 4749 7335 €387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020
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Moaynb KVM

naea 4. MeHep)Xep agMUHUCTpaTopa
RuBackup (RBM)

OKoOHHOoe npunoxeHne «MeHepxep agMmuHucTpaTopa RuBackup» (RBM) npepgHasHa-
YeHOo AN obuwero agMUHUCTPUPOBaAHNA CepBepHON rpynnnpoBku RuBackup, ynpasne-
HUA KIMEeHTaMW PEe3epBHOr0 KOMMPOBaHWUA, rnobasnbHbIM pacnMcaHMeM pesepBHOro
KOMMPOBaHWA, XpaHUMLL,aMM Pe3epPBHbIX KOMWUA 1 Np.

RBM moxeT 6bITb 3anyLeH agMUHUCTPaTOPOM:

e Ha OCHOBHOM cepBepe pe3epBHOro konnposaHma CPK RuBackup. [1na atoro Bbinon-
HUTE KOMaHgy:

/opt/rubackup/bin/rbm

e Ha ypaneHHoM xocTe (cM. pasgen «YcTtaHoBka RBM Ha yganeHHOM XOCTe» [0KY-
MeHTa «PyKoBOACTBO MO YyCTaHOBKE N OGHOBMIEHMIO CEPBEPOB PEe3ePBHOro KOMmMpo-
BaHMA U Linux knneHToB RuBackup»). [1ns 8TOro nogkmtounMTeCh MO ssh K yaaneH-
HOMY XOCTY:

ssh -X user@rubackup_server
3anycTtnte RBM komaHgom:
/opt/rubackup/bin/rbm

Mpwn 3anycke RBM TpebyeTca NponTu ayTeHTUOMKaLMO. YTOUYHUTE NIOrMH U Naponb Ans
BXofa Yy rnaBHoro agmuHmuctpatopa CPK. Ecnu Bbl rnaBHbIl agMWUHUCTPATOP, TO
ncnonb3ynTe onA asTopusauum cynepnonb3oBaTena RuBackup TOT maposib, KOTOPbIN
Bbl 3afanv eMy Npu MHCTanNNAuMmn (pUcyHoK 2).
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RuBackup Manager

Wma cepeepa RuBackup
localhost

Mma nonbsoBatens

Tun ayTeHTudmrkauun

RuBackup DB

BolTK

Ha Bknagke O6beKTbl B 1eBOM YaCcTU NpeAcTaBNeH CMUCOK KIIMEHTOB CUCTEMbI pe3epB-
HOro KOMNMPOBaHWA, B KOTOPOM YKa3aHo UMS, yHukanbHbin HWID n onncaHue. Ecnu pas-
BEPHYTb 3anucb AN Kakoro-nmbo n3 KIIMeHTOoB, B BbiNagarowem crnmcke yayT otobpa-
>XeHbl TUMbl PECYpPCOB, AN1A KOTOPbIX AAHHbIA K/VMEHT MOXeT co3faBaTb pe3epBHble
Konuu. KnneHTbl, KOTOpble B AaHHbIN MOMEHT HaxogAaTcA B online, 6yayT OTMeuYeHbl
3eneHbIM LBeToM. KNneHTbl B COCTOAHUN offline — KpacHbIM (pycyHOK 3):

¢ Ru 2 8 ®

= .L {Iﬂ;i MNpasuna Mpaewuna cTparerin Penozutopuii YAanéHHasa pennavkayma MnaH BOCCT

0o v - =
B9 MaHens MOHWTOpMHra astral75-kvm i

g OBbekThI File system vID Tun WUma knueHTa Cratyc Tun pecypca Pecypc ID npaeuna ID cTpary

[E) Crparerum LVM logical volume

[E rno6ansHoe pacnucarve |l astral7s-primary

File system
YAanéHHas penavkauma

& Penozutopuii
[] ouepeas 3agau

Cepsepsl RuBackup

[=] XypHans

& AIMUHUCTpUpOBaHMe

8  rubackup@localhost

[nsa pesepBHOro KONMPoBaHWA BUPTYasbHbIX MawmH KVM Ha xocTe AomKeH ObITb ycTa-
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Mogynb KVM

HOBJEeH KNMeHT RuBackup n COOTBETCTBYHOLWMA MOAYNb, obecneymBaroLlLniA pe3epBHOe
KonupoBaHune. KNWeHT foKeH ObliTb aBTOPU30BaH agMuHUcTpaTopoM RuBackup. B Tom
cnyJyae, ecnu knueHT RuBackup 6bin ycTaHOBNEH, HO HE aBTOPU30BaH, B HUXXHEN YacTu
OkHa RBM 6ygeT cooblieHne 0 TOM, YTO HanAeHbl HEaBTOPU3OBaHHbIE KNIMEHTbI (pucy-
HOK 4).

[na aBTopusauun HeaBTOPU3OBaHHOIO knveHTa B RBM BbinonHUTe cnepyrowuve aen-
CTBUA:

e [lepengnte B pasgen «ARMUHUCTPUPOBaAHUE» U HAXMUTE Ha KHOMNKY «KnueHTbI»
(pncyHok 5):

¢ Ru 8 @

Monb3oBaTenn g.
L) O6bekTb

ConposoxaatwoLwme AOQMVHWCTRATOPBI
E) Ctpateruu &@% P Aarow % A parop

&

[El rnobansbHoe pacnucaHne

ObbekThI
YnanéHHasa pennukauus

_ : @2 (=)
& Penozutopuin Q KnueHTbl ‘ -—.r:— pynnel KNUEHTOB (o —) Meawnacepsepsl
O4epenb 3apay g g =

& Cepsepbl RuBackup XpaHunmu_l,a

[=] XypHanei

£ ADMUHUCTPUpPOBaHME @ My ki @

JlokankHble EjiGuricis

thalinoBble g O6naka
\Z,)| ycTponcTea

XpaHUnMwa
[(=—]
[=—]
[=—]
(==]

SN
Ipynnel nynos @@ NonmeHa nynos

R , JIeHTO4HbIE JIeHTO4YHbIE KnneHTckue
\'%; KapTpuoKu 6nbnunoTekn XpaHunuila
Ouepean
Dol =) Ouepenb 3anad =) Odepenb 3apay
Ouyepenb 3apa4 7=| NEeHTO4HbIX v—| B3auMopeicTBuA C
= 6ubnuoTek ¢ obnakamu

e Haxmute KHoOMKy «HeaBTOpPU3OBaHHble KJIMEHTbI». [Ipy 3TOM OTKPOETCS OKHO
(pncyHok 6):
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HeaBTOpPU30BaHHLIE KNUEHTEI

58 NaHent MoHUTOpUHra

] ObnekTsl

Cratyc Tun OC AwncTpubsioTop OC MAC HWID
13 tw-freeipa.brest local Linux astra bc:24:11:6£:93:b5  192.168.1.7  fe80::be24:11fffe6f:93b5  56db24c9f2056f37

=] CtpaTerun

[E] rnobanbHoe pacnucaHne

c] YnanéHHasa pennukaums
Penosutopuii

[f] O4epens 3apa4

EJ Cepsepul RuBackup

[=] XKypHansi

£ AOMUHUCTPUpPOBaHUE

8

f 1 HeaETOPW30BAHHLIX KNHEHTOR

e Bbibepute HYXXHOro HeaBTOPU3OBAHHONO KJ/IMEHTA U HaXXMutTe «ABTOpPU3OBaTb»
(pncyHok 7):

MoaTeepxaeHue

ABTOPU30BaTL BbIBPAHHBLIX KNMEHTOB?

fa

NMocne aBTOpPU3aLIUM HOBbIN KNMEHT ByaeT BUAEH B rNaBHOM okHe RBM (pucyHok 8):
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-
" Ru 2 & @

MNpaeuna Mpaeuna cTparerum PenoauTopuii  YaanéHHas pennnkauus Mnau BoccTa
88 Nakens MoHUTOpUHra g AT 5]

L O6vexTsi

ystem vID Tun Wms knueHTa Cratyc Tun pecypca Pecyy]
Kernel-based Virtual Machine (KVM)
CrpaTervm M logical volume

El rno6anbHoe pacnucanve [ astral7s-primary

tem

YaanéHHas pennukaumsa

& PenoauTopuii
Ouepespb 3a4au
Cepsepbl RuBackup
[= XypHansi

& AaMuHucTpupoBsaHue

a rubackup@localhost

KnneHTbl MOryT 6bITb CrpynnuMpoBaHbl agMUHUCTPATOPOM MO Kakomy-nn6o obuiemy
Npu3Haky. B cnyyae Heo6XoOAMMOCTM BOCCTaHaBNMBaTb Pe3epBHbIE KOMUU Ha APYrom
XOCTe KMMEHTbI AO/IKHbI NPUHAAexaTb K pasfensemMon rpynne (Takas rpynna oTMme-
YyaeTCca KypPCUBHbIM LPUPTOM).

Mpn nomMowmn MeHepXxepa agMuHUcTpaTopa RuBackup MOXHO co3gaTb B rnobanbHOM
pacrnmcaHum OLHO WM HECKOJNIbKO MpaBu/l Pe3epBHOro KOMUPOBAHUA BUPTYallbHbIX
MaLLWH runepsunsopa KVM.

[1nsi aToro Heo6xo0AMMO BbINONHUTbL Crieayrolle AencTBUS:

e B pasgene «O6beKTbI» BblbpaTb KIMEHTCKUM XOCT, Ha KOTOPOM YCTaHOBMEH
Moaynb KVM , nepeinTu Ha Bknagky «fMpaBuna» 1 HaxaTb KHOMKY [+] (prcyHok 9).
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¢ Ru 2 8 ®

= 3apaumn Mpasuna Mpasuna cTpateruu Penosutopui YpanéuHan pennukauma MnaH BOCCTaHOBNEHUA

NaHenb MOHUTOPUHa M 2stra175-kvm i
File system Wm# rnobanbHoOro pacnucaHma Cratyc Wmsa kKnveHTa HWID Wwmn nyna Hauano nepuog

06bexTbl
Kernel-based Vlr[ua‘

Crpateruu LVM logical volume

rno6anbHoe pacnucaHue M astral75-primary

stem
| YaanénHas pennukaums

Penosutopuii

Ouepeab 3aaa4
5| CepBepbl RuBackup
= XKypHanbl

AAMUHUCTPUPOBaHWE

8  rubackup@localhost

e YOOCTOBEPUTHLCH, YTO B rnosie «KnueHT» Bbi6paH HEOOXOANMBIN KITUEHT pe3epBHOro
KOMMPOBaHWSA, Ha KOTOPOM ycTaHoBfeH Moay b KVM (pucyHok 10):

-
" Ru & A @

No6aeuTk npasuno rnobansHoro pacnucaHma v NpumeHuTs

n paswuna rno6ansHoro pacnucaHvA

98 NaHenL MOHWUTOPMHra

] o6wekTb
Crpaterum MNapameTpbl Nnpasuna
Hazeanue npasuna KVM
E rno6ancuoe pacnucanue P
Knuent astral75-kvm (9cb92163c477eb96) v
YaanéHHaa pennvkauua
Tun pecypca File system x W ]-
Penozutopuii
Ouepens 3334 Twun PK Monuas ~

&3 Cepsepsi RuBackup

[ononHuTensHbIE NapaMeTpsl Npasuna

[« XypHansl
EMKOCTb XpaHunmwa Inf ré
AAMWHWUCTpUpOBaHWe .
EMKOCTb XpaHunuiia KnMeHTa Inf ré
MpuopuTteT 100
3awwTHoe npeobpa3oBaHve nocrypt @

CKpHI‘IT NpyX HOpManbHOM BbINONMHEHUW
CKDMI'IT NPy BbINONTHEHWM C ownbramm

CKpMNT NpW BOCCTAHOBNEHWA

gl - -

8 rubackup@Ilocalhost

e YoocToBepuTbCs, YTO B nosne «Tun pecypca» BbibpaHo «Kernel-based Virtual
Machine (KVM)» (prcyHok 11):
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‘\

Ru & 8 @
= DobasuTk Nnpasuno rnobansHOro pacnucaHus Vv MpumenuTs
88 Nanens MoHUTOpUHra

Mpasuna rnobanbHoro pacnucaHnA
J O6bexTbl
CTpaTerMM MapameTpbl NpaBuna
Ha3ssaHue npasuna KVM
[E] rno6ansHoe pacnucanme
Knuent astral75-kvm (9cb92163c477eb96) v
YaanéHHas penavkauuws
Twn pecypca [ Kernel-based Virtual Machine (KVM) ® W ]-
8 Penoautopuii
Pecypc * File system -
Ouepegp 3agau
Tun PK Kernel-based Virtual Machine (KVM) v
£ Cepsepbi RuBackup
LVM logical volume
[«] XypHansi
. EMKOCTbL XpaHunmwa Inf ré
(& AOMWHUCTPUpOBaHUE .
EMKOCTb XpaHUNWLLA KNWEHTa Inf ré
MpuoputeT 100 +
3awmTHoe npeobpa3sosanue nocrypt v @
CKpUNT NpU HOPManbHOM BbINOIHEHWUM -
CKpWIT NpM BbINONHEHUM C oWwnbKamMu -
CKpMNT NpY BOCCTaHOBAEHUM -
8  rubackup@localhost

e HaxaTtb Ha kHOMKy [..] pamoMm c Hagnucbio «Pecypc» U BblibpaTb BUPTYasnbHYH
MaLUVHY, AN KOTOPOW TpebyeTcs co3aaTh Pe3epBHYHO KOMUKO (pUCYHOK 12):

Mpaeuna rnobansHoro pacnucaHna

NapameTpbl npasuna

HassaHnwe npasuna KVM BoifpaTs

KnueHt astral

UuID Name
Twun pecypca Kernel

d05b6947-a446-490c-S centos7.0
Pecypc *

Twn PK MNonHa

EMKOCTb xpaHunuwa

EMKOCTb XpaHuiuwa KnneHTa

Mpuoputet

3awwuTHoe npeobpasosaHue “ @

CKpMNT NpY HOPManbHOM BbINO|

"
CKpPUNT NpK BBINONHEHWM C OWKbKamMm -
CKpPWUNT NpY BOCCTAHOBAEHNN .

e YCTaHOBUTb HacTPOMKW NpaBwuia: Ha3BaHMe Npasuia, Nyn XpaHeHUs AaHHbIX, NPUo-
PUTET BbINOMHEHMUSA NMPaBuia, TUN pe3epBHON KONUKU (NosHasa, HKPeMeHTasnbHasa unu
anddepeHUnanoHasa), pacnucaHve pes3epBHOro KOMUPOBAHUSA, CPOK XPaHeHUs W
Heob6A3aTesNbHbIN BPEMEHHON NPOMEXYTOK NPOBEpPKU Konuu (pucyHok 13).
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=
¢ Ru

foTe}
0o

NaHeNb MOHUTOPUHFa
2 O6wekTu

[ Crparerumn

[E rno6ansHoe pacnucarve
[€] YaanénHas pennukaums
& Penoauopuii

Ouepepsb 3apay

B Cepsepsi RuBackup

[ XypHansi

(& AAMUHUCTPUpOBaHVe

8  rubackup@localhost

£ 8 @

[l063BUTL NPaBINIO FNOBANLHOTO PACTUCAHUS +/ Mpnmenuts

MapameTpsi npasuna

Mpaswna rno6anbHOro pacnicanis

JlononHUTENbHbIE NAPaMeTPyl Npasuna

Hassawve npasuna  KVM EmKocTs xpaHmnwa Inf
Knuewt astral75-kvm (9cb92163c477eb96) v EMKOCTS XpaHW/MLLa KnveHTa Inf

Twn pecypca Kernel-based Virtual Machine (KVM) v . MNpuopuTeT 100
Pecypc * d05b6947-a446-490c-9dc9-1e92f12554d . 3awmTHoe npeobpasosative nocrypt
Tun PK Monkas x v ] CKPUNT NPU HOPMANLHOM BLINONHEHM

CKPMNT NPY BLINONHEHUM C OWMGKaMn

CKPUNT NPY BOCCTaHOBAEHWM

aee - -

Rob6asuTb Npasuno B wabnow

HacTpoiiku
BKNI04UTE NOCNE CO3RAHMA

fyn block-device
Hauvano nepnopa peicrens 12.08.2024 02:38

OKoH4aHMe nepuoaa AeiicTems  12.08.2025 02:38

MNposepxa

MposepKa pe3epaHsIX KONWiA Kaxabie

LWa6noH F106aN1bHOrO pacnucanis

Pacnucanue
[ @) BLI6PaHO: KpOH-BupaXeHUe 00 1%+
v Meproanseckuii 3anyck
(@] MuhyTa [ @) 0
(@] Yac [ @) 0
Mecsy

DeHb Hepenn

Cpok xpaHeHus

e Ha)xxaB Ha KHonkKy [...] psaoM c BbibpaHHbIM TUNom pecypca «Kernel-based Virtual
Machine (KVM)» ycTaHOBUTb AOMOMHUTENbHbIE HAaCTPOMKN NpaBuia pe3epBHOro
KonmpoBaHusa (pucyHok 14).
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Kernel-based Virtual Machine (KVM)

backup if shutdown ()

script_before _snapshot
script_after_snapshot
execution_script_timeout 5 -+

ceph_user

3Ha4YeHUA No yMON4YaHuIO

Tabnuya 1. JononHUTENNbHbIE HACTPONKM rpaBuia pe3epBHOro KOnmpoBaHus

MapameTp OnucaHue 3HauyeHue [lonyctu-
Mo ymMos-  Mble 3Ha-
YaHMIO YyeHus
backup_if_shutdown BbINonMHATL N1 pe3epBHOE KonupoBaHue, ecnv BM  true true, false
BbIK/FOYEHa

script_before_snapshot [lonHbIA NYyTb K CKPUNTY WUAN NCNONHAEMOMY
danny BHyTpKn BM, ona Kotopor npegnonaraetcs
cosfaHune pesepBHON Konuu. CKpUnT UM UCrnon-
HAeMbIn dann 6yaeT BbINONHEH nepep onepauunen
MIHOBEHHOI0 CHUMKa

script_after_snapshot MonHbIN NYTb K CKPUNTY UAN UCMONIHAEMOMY
danny BHyTpKn BM, ons koTtopor npegnonaraetcs
co3faHue pesepBHON Konun. CKpUNT namn ncnon-
HAeMbI dann ByaeT BbINOMHEH Nocne onepawuum
MFHOBEHHOr 0 CHMMKa
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MapameTp OnucaHue 3HayeHue [lonyctu-
Mo ymon- Mble 3Ha-
YaHuo YyeHus

execution_script_timeou [llepuog, (B cek), B Te4eHMe KOTOPOro CKpunT gon- 5 >1
t XXeH OblTb 3aBepLEH. Ecnn ckpunt He BygeTt

3aBEPLLEH 3a YKa3aHHbI MPOMEXYTOK BPEMEHMH,

onepauus pe3epBHOro KonmpoeaHusa bygeT npe-

pBaHa

ceph_user MonbsoBaTtenb Ceph. HacTpolika akTyasbHa
TONbKO AJ15 BUPTYalibHbIX MaLUMH, OUCKN KOTOPbIX
pacnonoxeHbl B CEPH-xpaHunuue

Ecnn pononHUTenbHbIMM HacTpoMKaMm He 3ajaHbl CKPUNTbl, KOTOPbIE AO/KHbI BbITb
BbIMOJ/IHEHbI B BUPTYallbHOM MalUMHe nepepg v nocne cosgaHna MOMEHTaIbHOro CHUMKa
(CHanwoTa), HO B BUPTYaNbHOM MalIMHE CYLLECTBYeT WCMOSHAEMbIA CKpUAT
/opt/rubackup/scripts/rubackup-kvm.sh, TO nepepg co3gaHMEM CHUMMKa OH b6yaeTt
BbINOSIHEH C NapamMeTpoM before, a nocne cosgaHUsa CHUMKa OH 6yaeT BbIMNOJSIHEH C
napameTpoM after. 3HauyeHMe TaMayTa B 3TOM Clly4yae paBHAETCA S CeK.

BHoBb co3gaHHoe npasuno bypeT obnagatb CTaTyCOM «wait», 9TO O3HA4aeT YTO OHO
He ByfeT nopoXgaTb 3afay Ha BbIMOSIHEHME PE3EPBHOr0 KOMMUPOBAHMUA A0 TOW MOpbl,
noka agMumHmucTtpatop RuBackup He 3anycTUT ero m OoHO He U3MEHWUT CBOW CTaTyC Ha
«run» . [Mpn HEOBXOAMMOCTM paboTy NpaBuia MoOXHO BygeT NPUOCTAaHOBUTL UK 3any-
CTUTb B MO60OM MOMEHT BPEMEHMW MO XeNaHU agMUHUCTpaTopa. Takxke agMUHUCTPa-
TOP MOXET MHUUMMPOBATb HeMefSIeHHOe co3faHuMe 3ajaudu npu crtaTyce npasuna
«wait».

MpaBwnnio rnobanbHOro pacnucaHnsa UMeeT CPOK XU3HU, onpeaensemMsblii Npu ero cosaa-
HUW, a TaK Xe npeaycMmaTpuBaeT cleayrolime BO3MOXHOCTU:

1. BbINOMHUTDL CKPUMNT Ha KJIMEHTE CKPUNT Ha KIIMEHTE nepen Ha4valloM pe3epBHOro
KOMnMpoBaHWA.

2. BbINONHUTb CKPUNT Ha KNIMEHTe Mnocse yCcrnewHoro OKOH4YaHnA pe3epBHOro Konupo-
BaHWA.

3. BbINOSHUTbL CKPUNT Ha KMEHTE MOC/e HeyAauYHOro 3aBepLUEHNA Pe3ePBHOMO KOMU-
POBaHWS.

4. BbInonHUTb NpeobpasoBaHue pe3epBHOM KOMUK Ha KIIMEHTE.
5. Meprnoanyeckn BbINOMHATL NPOBEPKY LLeNIOCTHOCTU pe3epPBHON KOMNK.

6. XpaHuUTb pe3epBHble KOMUN OMNpPeaenEHHbIA CPOK, a NoC/e ero OKOHYaHus yaansitb
NX U3 XPaHUWLLA Pe3epBHbIX KOMWUIA 1 U3 3anncelt peno3nTopus, Tbo npocTo yBe-
AOMNSATb NMoNb3oBaTeNen CUCTEMbl PE3EPBHOIr0 KOMMPOBaHNS 06 OKOHYaHUM Cpoka
XpaHeHus.

7. Yepes onpenenéHHbil CPOoK Mocsfe CO3L4aHus Pe3epBHOM KOMUM aBTOMATUYECKMU
NnepeMecTuUTb €€ Ha APYron nys XpaHeHUs pe3epBHbIX KOMWIK, Hanpumep Ha Kap-
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TPUOX NTEHTOYHON BUBINOTEKMN.

8. YBe[oMNATb Nosib3oBaTeNien CUCTEMBI pe3epBHOro KornunpoBaHUA O pe3ysibTaTaxX
BbIMOJIHEHNA TE€X UNMN UHbIX OI'IGpE]LI,I/II7I, CBA3aHHbIX C MpaBnJiIoM rnobanbHoOro pacnun-
CaHunsa.

Mpwn co3pgaHum 3agadn RuBackup oHa nossnsaeTcsa B rnaBHoOW oyepenmn 3agad. OTcnexu-
BaTb UCMOJIHEHME MpPaBUl MOXET KakK aAMUHUCTpPATOop, ¢ nomouwbio RBM, Tak KnueHT
npw nomowm RBC.

[Mocne ycnewHOro 3aBepLUEHUs PE3epPBHOrO KOMMPOBaHUA pesepBHas Konua bypeTt
pasMeLLeHa B XpaHUNLLLE pe3epBHbIX KOMUK, a MHGopMaLUs O HeN ByOeT pasMeLleHa B
peno3suTtopun RuBackup.
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5.1. Bknagka «PesepBHble Konnmn»

naea 5. MeHepXxep knueHtTa RuBackup (RBC)

MpuHUMN B3aUMOOENCTBUA KNMEHTCKoro MeHeaxepa (RBC) ¢ cuctemonm pesepBHOro
KOMMPOBaHWA COCTOUT B TOM, YTO MNOJSIb30BaTeslb MOXET cHopMMpoBaTb Ty WU UHYIO
KOMaHAy (Xenaemoe AeNncTBMe) N OTNpaBUTb ero CepBepy Pes3epBHOro KOMMPOBaHUS
RuBackup. Bsaummopgencteue nosb3oBaTesii C CEPBEPOM pPE3epPBHOro KOMMPOBaHUSA
NPON3BOANTCS Yepes KnmeHTa (POoHOBLINM NPOLECC) Pe3epPBHOro KOMMPoBaHUA. KIneHT-
CKUIN MeHeaXep OoTnpaBnseT KOMaHA4y Nosib30BaTens KAUEHTY, KIMEHT oTnpaBnaeT eé
cepeepy. B TOM cnyyae, ecnn gencteve gonyctumo, To cepsep RuBackup oTgacTt
obpaTHyHO KOMaHAY KMEHTY U/unn nepeHanpaBuT eé Mmeamacepsepy RuBackup gns
AanbHenwen obpaboTku. ITO O3HA4YaeT, YTO, KakK MNpaBUIo, KIIMEHTCKUA MeHeaxXep
06bIYHO He OXMpaeT 3aBepLleHUA TOro UM MHOMO AENCTBUA, HO OXUAaeT oTBeTa OT
KNMWeHTa, 4YTO 3afaHue TMpPUHATO. ITO MNO3BOMSAET WHULWMPOBATb MNapasnesnbHble
3arnpochbl KIMEeHTa K CepBepy pe3epBHOro KONMpoBaHusA, HO TpebyeT OT nosb3oBaTens
CaMOCTOATENIbHO KOHTPONMpoOBaTb YTOBbl He OblI0 «BCTPEYHbIX» onepauun, Korga
NPONCXOAMUT BOCCTAHOBMEHME OaHHbIX, U B 3TOT XX€ MOMEHT 3TU Xe AaHHble TpebytoTcCs
A5 CO3[aHNA HOBOW pes3epBHOM Konuwu. [locne Toro, Kak KAMEHT OTAan Kakyko-1mbo
KomMaHay npu nomouwn RBC, oH MOXeT NPOCTO 3aKpbiTb MPUIIOXEHUE, BCe OENCTBUSA
6yaoyT BbINOSHEHbI CUCTEMOW PE3epBHOrO KOMUPOBaHUA (TeEM He MeHee, CTOoUT
A0XAATbCA COOOLLEHNA O TOM, YTO 3afaHune MPUHATO K UCMOJIHEHMIO, N NMPOKOHTPON-
pOBaTb 3TO Ha BKNagke «3apaumn»).

padunyeckmin MHTepdenc KIMEHTCKOro MeHeaXepa NoAaepPXXMBAET PYCCKUA U aHT TNN-
CKNI A3bIKN.

ssh -X user@srv.brest.loc
/opt/rubackup/bin/rbc

Monb3oBaTenb, 3anyckarowmn RBC, gonmkeH BXxoguTb B rpynny rubackup.

Mpy nepBOM 3arnycke KAWMEHTCKOro MeHep)xepa HeobxoAumMo 3afaTb napofb, Mpwu
NOMOLLM KOTOPOro BNOCNEACTBMN MOXHO ByaeT 3anpoCuUTb BOCCTAHOBIIEHNE pe3epB-
HOW kKonun. be3 BBOAA MapoNnA MONYyUYUTb PEe3epPBHYHD KOMUKO ONA KAWEeHTa U3 XpaHu-
LA HEBO3MOXHO. X3l Maposis BOCCTaHOBNEHUS XpaHUTCA B 6ase gaHHbiX RuBackup
cepsepa. pn HEOOBXOOMMOCTU MOXHO WU3MEHUTb MNapoflb NPU MOMOLUN KITIMEHTCKOrro
MeHepxepa (MeHo «KoHpurypauusa» -> «A3MeHUTb Naposib»).

[(naBHasa cTpaHuua RBC cogepXxuT nepeknoyaromecs Bkiagku, no3sonsowme yrnpas-
NATb pe3epBHbIMA KOMUAMMU, pacrCaHMEM Pe3EePBHOINo0 KONMMpoBaHWUA, a TaK>XXe MNpo-
CMaTpuBaTb TeKylMe 3agavn KJiIMeHTa, JioKkaJibHOE pacrncaHue n orpaHn4yeHms.

5.1. Bknapka «Pe3epBHble KONMUuU»

B Tabnuue Bknagku «PesepBHble KONUN» COLEPXUTCA MHOOPMaLMsa 060 BCeX peseps-
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Moaynb KVM

HbIX KOMUAX KTMEHTa, KOTopble XpaHATcA B penosutopumn RuBackup (pucyHok 15). And-
depeHumanbHble pe3epBHble KOMUU CCbINTaltoTCA Ha MNOJIHble pe3epBHble KOMUKU, NHKpe-
MeHTallbHble pe3epBHble KOMUU CCbINAKTCA Ha MOJIHble pe3epBHble KoMUY Un npeabl-
Aylwine HKpeMeHTasbHble, TaK YTO NPy HEOHBXOAMMOCTN BOCCTAHOBUTbL AaHHbIE MOXHO
O4HOW KOMaHOOoW MHULWUMPOBaTb BOCCTaHOBEHNE BCEN LLenOYKN pe3epBHbIX KOMUN.

RuBackup MeHepxep KnMeHTa (]

KoHgmrypauus Bug [OedcTens WMHpopMauua

Pe3epBHbIE KOMWK FnobaneHoe pacnucaHne 3apaqn JlokansHoe pacnucaHne OrpaHnyeHus
Id Task ID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size

1/63 |222 Kemnel-based Virtual Machine (KVM) cbc208da-ee42-40ec-alll-778cb456853c | full Default 2713673896 22614017 2021-0
2 64 227 File system /heme/fandreyk/RuBackup/ full Default 216161666 135304 2021-0

3 65 228 63 Kemnel-based Virtual Machine (KVM) cbc208da-ee42-40ec-alll-778ch456853c incremental Default 68589 22614017 2021-0

Bo Bknagke «PesepBHble KONUMY» NOSIb30BaTENO AOCTYMHbI Clieayrowme 4eicTBmA:

e YOanuTb BbIOpaHHYO pPe3epBHYO KOMUK. 3TO AeACTBME BO3MOXHO B TOM Clyvae,
ecnun B npasufe rnobanbHOrO pacnuMcaHns ecTb COOTBETCTBYHOLLEE paspelleHue.
Kpome Toro, npu Heo6Xo0ANMOCTM BbINOMHUTL YaaleHne pe3epBHOM Konum noTpeby-
eTCs BECTU NMaposib KMEeHTa.

e BoccTaHOBUTBL LLENoYKy pesepBHbIX KOMUA. 3TO OENCTBUE 3anycKaeT npouecc Boc-
CTaHOBJIEHMA LLEeNOYKN pe3epBHbIX KOMUK Ha NokanbHOW ¢pannoBOM CUCTEME KIN-
eHTa. [pn BOCCTaAHOBMIEHNN Pe3epPBHON KOMUU UM LENOYKU pPe3epBHbIX KOMUIA Kn-
€HT [0J1)KeH BblIbpaTb MecTo AJ/11 BOCCTaAHOBMIEHUA $annoB pe3epBHOM Konun. Peko-
MeHOYEeTCA UCNONb30BaTb BPEMEHHbIN KaTanor gasa onepauum ¢ pesepBHbIMU KOMN-
AMW, HanpuMep /rubackup-tmp (CM. napamMeTp use-local-backup-directory). [AnA
YyCMNewHOro BOCCTaHOBMNEHUSA AaHHbIX TpebyeTca LOCTAaTOYHbIA 06beM CcBOBOAHOIro
MecTa B BblbpaHHOW ¢pannoson cucteme. RBC He oXxugaeT OKOHYaHUA BOCCTaHOB-
NIEHNA BCEX pPe3epBHbIX KOMUA. [lonb3oBaTeNb LOSKEH MNPOKOHTPONMPOBaATb Ha
BKNagke «3agadun», YTo BCe CO3faHHble 3aJa4n Ha BOCCTaHOB/IEHNE AaHHbIX 3aBep-
LUMNCB YCMEeLWHO (cTaTyc 3agay Done).

e [IpoBepuUTb pe3epBHYO KOMU. 3TO AENCTBUE MHULUUPYET co3faHune 3ajayun npo-
BEPKU pe3epBHON Konuvn. B ToM cnyvyae, ecnn pesepsBHasa konua 6bina nognucaHa
L1ndpoBOM NOANMUCHIO, TO ByaeT NPOBEPEHLI pasMep ¢annoB pesepsHON Konum, mds
CyMMa ¥ npoBepeHa cama pesepBHas Konuda. Ecnu pesepBHas konusa He 6bina noa-
nnucaHa uwnoposor noanucbro, To ByayT nNpoBepeHbl pasmep ¢GansoB pesepBHOM
Konun 1 md5 cymMmma.

5.2. Bknagka «'no6anbHoe pacnucaHue»

B Tabnuue Bknagku «lnobanbHoe pacnucaHme» CopepXUTca MHbopmaumsa obo Bcex
npaBwuniax B rnobanbHoM pacnucaHmum RuBackup ana aToro knveHTa (pucyHok 16).
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5.3. Bknagka «3agaum»

RuBackup MeHeaXep KAMEeHTa )

Kondurypaums Bupg [Oeictena WHdopmauuns

Pe3sepsHuie konuu | nofanbHoe pacnucadne | 3apgauu  JIOKankHOE PAcrMcaHWe | OrpaHuHeHus

& Bulejname caitaocrl?:e.eGB Jin Hloug ?r?gnlgli Jooth D:gecl'cf stggéiggod e:glge‘?od Hest\?:‘r!ce
1|1 RuBackup 10 0 0 1 January  |Monday 2020-01-28 16:21:00+03 | 2022-01-28 16:21:00+03 |File system fha
2|10 |RuBackupinc 10 o 0 1 January | Monday 2021-02-15 12:24:00+03 | 2022-02-15 12:24:00+03 |File system fho
3|11 |RuBackup diff 10 1] 0 1 January | Monday 2021-02-15 12:28:00+03  2022-02-15 12:28:00+03 File system fho
4[15 Win AD test 100 4] 0 1 January | Monday 2021-02-18 14:12:00+03 | 2022-02-18 14:12:00+03 |Kernel-based Virtual Machine (KvM) e5
5/23 |KVMtest 100 o 0 1 January |Monday 2021-03-02 17:26:00+03 | 2022-03-02 17:26:00+03 Kernel-based Virtual Machine (KvM} cbi
6(24 KVMtestinc 100 0 0 1 January | Monday 2021-03-02 17:38:00+03 | 2022-03-02 17:38:00+03 |Kernel-based Virtual Machine (KVM} cbi

4 b

Bo Bknapgke «[no6anbHoe pacnucaHme» Monb3oBaTeno AOCTYMHblI crepyolime aein-
CTBUA:

e 3anpocuTb HOBOE MpaBwno. ITO OeNCTBUE Bbi3blBaeT AuManor NoAroToOBKU HOBOIO
npasuna B rnobanbHoM pacnmcaHum RuBackup gns paHHoOro knneHTa. 3anpoc Ha
fobasneHne npasuna TpebyeT ogobpeHns agMuHUcTpaTopa RuBackup, ogobpeHue
MOXeT ObITb c,eNlaHO B OKOHHOM MeHeXepe agMunHucTpaTopa RuBackup.

e 3anpocuTb yganutb Npasuno 13 rnobanbHOro pacnucaHua. 3t1o gencrtemve ¢opmu-
pyeT 3anpoc K agMuHucTpaTopy RuBackup o6 yganeHuu BbiIOpaHHOro rnofibsoBaTte-
nem npaswuna us rnobanbHoro pacnucaHusa RuBackup. 3anpoc Ha yaaneHue npasunia
TpebyeT ogobpeHnsa agMuHUcTpaTopa RuBackup, opobpeHne MoxXeT 6bITb caenaHo
B OKOHHOM MeHep)xepe agMuHucTpaTtopa RuBackup.

5.3. Bknapka «3agaun»

B Tabnuue Bknagkm «3agaum» cogepxutca nHpopmayma obo Bcex 3agavax B rnaBHoOM
ovyepegn 3agaHumin RuBackup gns aToro knameHTta (pucyHok 17). B 3aBUCMMOCTWU OT
HaCTpPOEeK pe3epBHOro cepeepa RuBackup BbIMosHEHHbIE 3afa4M N 3a4a4n, 3aBepLUNB-
LUMeca HeyaayHo, yepes3 Kakoe-TO BpeMs MOryT ObiTb aBTOMaTU4ecKW ypaneHbl U3
rnaBHoOM oyepegun 3agad. MHpopmayma o BbINOMHEHUM 3aaHUN GUKCUPYETCSH B Crieyn-
anbHOM >XypHane 3apad cepsepa RuBackup, npu HeobxogaummocTun cTtaTyc nobon
3ajauu, faxe yganéHHom ns oyepeamn, MoXXHO YTOYHUTb Y agMUHUCTpaTopa RuBackup.
Takxxe nHpopmMaLumns O BbIMOSIHEHUM 3a4a4y KIMEHTA 3aHOCUTCA B NNOKaNbHbIN XYpPHasb-
HbIM Gann Ha KineHTe. B KIIMEHTCKOM MeHeaXXepe MOXHO OTKPbITb OKHO OTC/ieXUBa-
HWA XXypHanbHoro ¢amna (MeHo «UHPopmauma» - «XKypHanbHbii painn»).

RuBackup MeHefep KNMeHTa %

KoHgpurypauns  Bup VHmopMaLua

PesepeHuie konun | [noBanbHoe pacnucanme | 3agaym | JlokanbHoe pacnucaine | OrpaHnyeHus

_ld  Type oo Resourcetype o Resource  Backuptype RulelD  StrategyID  RepositoryID  Pool  Status =
8 |217 |Restore Kernel-based Virtual Machine (KVM) | cbc208da-ee42-40ec-al111-778cb456853c | full 62 Default |Done
9 [218 |Restore Kernel-based Virtual Machine (KvM) | cbc208da-ee42-40ec-all1-778cb456853c |full 62 Default |Done
10(219 |Restore Kernel-based Virtual Machine (KVM) | cbc208da-eed42-40ec-al11-778cb456853c |full 62 Default |Done
11222 |Backup global | Kernel-based Virtual Machine (KVM) | cbc208da-ee42-40ec-al11-778ch456853c | full 23 63 Default |Done
12(227 |Backup global File system fhome/andreyk/RuBackup/ full 1 64 Default  Done
13(228 |Backup global Kernel-based Virtual Machine (KVM) |cbc208da-ee42-40ec-al11-778cb456853¢ | incrementa 24 65 Default |Done

23 13 38




Mogaynb KVM

NHpopMaLmsa o BbINOTHEHUM CNYXEOHbIX 3a4a4 B AaHHOW BKaake He oTobpa-
XaeTcs. CnyxxebHbIMU SIBASIOTCA 3a4a4M MPOBEPKU, YAaNneHUs, nepeMeLleHuns
pPe3epPBHbIX KOMWUIA, @ Tak)e UX KONUPOBaHUSA B APYron nysn.

5.4. Bknapka «JlokanbHoe pacnucaHue»

Bo Bknagke «JlokanbHoe pacnucaHne» MOXHO onpeaennTb NpaBuna, 3agaBaeMble Kin-
€HTOM A9 TeX UM MHbIX NIOKanbHbIX pecypcoB. [ns paboTbl NOKaNbHOro pacnmcaHus
3Ta BO3MOXHOCTb [0J1XHa ObITb BK/IKOUEHA agMUHUCTPaTopoM RuBackup ans knneHTa.

5.5. Bknagka «OrpaHu4YeHus»

Bo Bknagke «OrpaHnyeHma» MoryT 6biTb OnpefeneHbl nokanbHble PECYPChbl, pe3epBHOe
KOMMPOBaHNE KOTOPbIX HeXenaTenbHo. [1nA paboTbl NOKabHbIX OrpaHNYeHMIn 3Ta BO3-
MOXHOCTb AOJIKHa ObITb BK/IKOYEHa agMUHUCTPaTopoM RuBackup gnsa knveHTa.
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naBa 6. YTUNUTbI KOMaHOHOU CTPOKMU
KnueHTa RuBackup

Ona ynpasneHnsa RuBackup cO CTOPOHbI KNMEHTA, MOMUMO KJ/IMEHTCKOrO OKOHHOrO
MeHeyKepa, MOXXHO BOCMOIb30BaTbCA YTUINTAMN KOMaHOHOW CTPOKMN:

rb_archives

Ytunuta npegHasHa4vyeHa pgnda npocMoTpa CrUCKa pe3epBHbIX KON KNMeHTa B
CnctemMe pesepBHOro KonmpoBaHmAa, co3gaHnAa CPOYHbIX pe3epBHbIX KOMuu, ux yOa-
J1IeHNA, NPOBEPKUN N BOCCTaHOBJIEHNA.

rb_archives

andreyk@antares:~$ rb_archives
Id | Ref ID | Resource | Resource type | Backup type | Created | Crypto | Signed | Status
+ + + + +

et AL B R L R
| cbc2e8da-ee42-40ec-a111-778cb456853c | Kernel-based virtual Machine (KvM) | full | 2021-83-82 17:37:23403 | nocrypt | True | Trusted
| /home/andreyk/RuBackup/ | File system | full | 2021-03-02 17:37:46+03 | nocrypt | True | Trusted
| cbc2@8da-ee42-40ec-al111-778cb456853c | Kernel-based Virtual Machine (KVM) | incremental | 2021-03-82 17:39:07+03 | nocrypt | True | Not Verified

rb_global_schedule

Ytunura npegHasHa4deHa aJsid NpocMoTpa NMEKLWNXCA rnpaBul KJIMEHTA B rnobanb-
HOM pacCrnnMcaHnn pe3epBHOro KonnmpoBaHUA.

rb_global_schedule

:~$ rb_global_schedule
| Client | HWID | Pool | SC | Resource type | Extra params | Resource

| dima | 22f87c51d9bb292c | Default | - | File system e | [home/
| dima | 22f87c51d9bb292c | Default | - | File system e | fhome/dima/JokymeHTs/
22f87c51d9bb292c Default - File system i 6

rb_tasks

Ytunnura npegHasHa4d4eHa asid NpoCcMoTpPa 3a4au K/IIMeHTa, KOTopble NPUCYTCTBYHOT B
rnaBHou o4yepegn 3agay CUCTEMbI pE3EPBHOIo KOrnnpoBaHMA.

rb_tasks

:~S rb_global_schedule
| Client | HWID | Pool | SC | Resource type | Extra params | Resource
B e e e et e i e e
| dima | 22f87c51d9bb292c | Default | - | File system e LCLEY
| dima | 22f87c51d9bb292c | Default | - | File system e | fhome/dima/JokymeHTs/

1
FS
Filesystem 22f87c51d9bb292c Default - File system

O3HaKOMUTBLCA C QYHKUMAMN YTUIUT KOMaHAHOM CTPOKN MOXHO Mpu NMoMoLn
KOMaHAbl man Unn B pyKOBOACTBE «YTUNUTbI KOMaHOHOM CTPOKN RuBackup».
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naBa 7. BoccTaHOB/IeHUE pe3epPBHON KOMUMK
BUpPTYa/ibHOU MaLLUUHbI

HenocpeAcTBeHHOEe BOCCTaHOBMIEHME BUPTYyalbHbiX MawnH B KVM npu nomowm
RuBackup BO3MOXHO A8 TakUX BUPTYasibHbIX MalUMH, OUCKM KOTOPbIX pacnofararTCs
B ¢annoBon CUCTEME N UCMONb3YT popMaT qcow? .

Ecnu pgns guMckoB BUPTYanbHOM MalUMHbI UCMONb3YOTCA ON0YHblIE YCTPOMCTBA WU
ycTponctBa Ceph, To pesepBHas konus 6yneT BOCCTAHOB/IEHA B KaTanore B BuUAe
Habopa ¢annoB BUPTYanbHON MalUUHbI (KOHPUrypaunoHHbIn Xxml-dann n obpasbl anc-
KOB BMPTYanbHOW MalUWHbI), KOTOPbIE MOXXHO MMMOPTUPOBaTb B Cpeay BUpTyanusauyum
BPYUYHY!O.

KnneHT MOXeT OCyLeCTBUTb BOCCTAHOBMIEHNE [aHHbIX Pe3epBHOM KOMUN B OKOHHOM
MeHepxepe KnueHta RuBackup (RBC), nmb6o npu noMoLWm yTUAUTbI KOMaHAHON CTPOKMK
rb_archives.

B cnyyae BOCCTaHOBMIEHUSI MHKPEMEHTalIbHOW pe3epBHOIM Konumn 6yaeT cdopMmnpoBaHa
Llenoyka BOCCTaHOB/EHMA: BHavyane 6yaeT BOCCTaHOBMEHa MoNHas pesepBHas Konus,
Ha KOTOPYH BYAYT HaNoXeHbl U3MEHEHNS U3 MHKPEMEHTasIbHbIX Pe3ePBHbIX KOMUIA.

7.1. BoccTaHoBneHue pe3epBHoU Konuu B RBC

[NnA BOCCTAHOBNEHUA [OaHHbIX pPe3epBHOW KOMUM B OKOHHOM MeHepyxepe KnueHTa
RuBackup (RBC) Heob6xogMMO BbINONHUTbL Cneayrolime AencTBus:

e Bblgenntb HYXHYH pe3epBHYH KOMUKO U B KOHTEKCTHOM MeHto BbibpaTb «BoccTa-
HOBUTbY» (prCyHOK 18):

RuBackup MeHenXep KnHeHTa ]

Kondwmrypauwa Bwo [edctena  WHdopmauna

PesepeHbie komu | TnobansHoe pacnucavne | 3apaun | JlokankHoe pacnucadwe | OrpaHWyeHns
Id Task ID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size cn
163 222 Kernel-based Virtual Machine (KVM) | cbc208da-eed42-40ec-al11-778cb456853c |full Default |2713673896 22614017 2021-03-03

264 227 File system fhome/andreyk/RuBackup/ full Default | 216161666 135304 2021-03-04

3 Kemnel-based Virtual Machine (KVM} | cbc208da-ee42-40ec-al11-778cb456853c Default (68589 22614017 2021-03-03

CpoyHoe PK

BoccTaHoBUTE
YnanuTe

MpoBepnTh

e BBecTn naponb knneHta n pganee RBC BbiBegeT MHOOpMaLMOHHOE cooblieHne o
AanbHenwnx gencrteuax (pucyHok 19):
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7.1. BoccTaHoBneHWe pesepBHon konuu B RBC

MHdopmaumn

Heobxogumo BeibpaTe KaTanor, roe bByoeT NpoMCXoOnTh
BOCCTAHOBNEHWE PE3EpPBHON KOMWK.

ECNW 3TO BO3MOMHO, pe3epBHan Konus byneT
BOCCTaHOBNEHA HENOCPEACTEEHHD B CUCTEMHBIA pecypc.
ECNW Bbl BOCCTAHABNWBAETE MHKPEMEHTANLHYH WKW
onipepeHUNansHy D pe3epBHY D KOMWK, BCA LenoYKa
pe3epBEHLIX KONKWA ByOeT BOCCTaHOBNEHS B 3TOM
KaTanore.

ByOyT BOCCTaHOBNEHbI CNenyloWne pe3epeHble KONKWK:
B3 65

JAKPLITE

e YKasaTb MeCTO BOCCTaHOBMEHUS pe3epBHON Konuun (prucyHok 20):
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BeibepuTe daitn MM KaTanor
Name * Size Type Date Modified

b Q / Drive 26.02.2021 06:49
» 8 bin Folder 14.01.2021 06:59 X Cancel
b B boot Folder 27.02.2021 06:48
b [ cdrom Folder 02.11.2020 17:26
b B dev Folder 01.03.2021 18:48
v B etc Folder 02.03.2021 17:28
b B export Folder 15.02.2021 13:16
» [ home Folder 24.02.2021 13:14
5 E lib Folder 02.11.2020 18:25
+ [ lib6a Folder 02.11.2020 17:37
b [ lost+found Folder 02.11.2020 17:24
b B media Folder 02.11.2020 17:57
b B mnt Folder 24.02.2021 13:11
b B opt Folder 24.02.2021 13:16
v proc Folder 01.03.2021 16:44
v B root Folder 24.02.2021 13:09

= rubackup-tmp 02.03.2021 17:39
b B rubackupl Folder 02.03.2021 17:39
v B run Folder 02.03.2021 17:35
v [ sbin Folder 24.02.2021 13:11
v snap Folder 21.12.2020 15:50
b B srv Folder 26.04.2018 21:18
v SYS Folder 01.03.2021 16:44
b B tmp Folder 02.03.2021 17:48
v B usr Folder 02.11.2020 17:39
b B wvar Folder 24.02.2021 13:14

Co3paTh...

o [lanee noasuTcA MHGOPMaALMOHHOE COObLLEHNEe O CO34aHMM 3a[a4M Ha BOCCTaHOB-
neHue (pucyHok 21):
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7.1. BoccTaHoBneHWe pesepBHon konuu B RBC

MHdopmaumn

TASK WAS ADDED TO QUEUE:231 232

JAKPLITE

e [pOKOHTpPONMMpPOBaTb pesynbTaT NpoLecca BOCCTAHOB/IEHUA MOXHO Nocsie aBTomMa-
Tnyeckoro nepeknoyeHnsa RBC Ha BKnagky «3apgaum» (p1cyHoK 22):
KoHpurypaums Bupg WHhopmaLuua

Pe3sepBHule KonkM | nofanbHoe pacnucaime | 3aga4u | /lokankHOe pacnucaHve | OrpaHuueHus

o e P e e U P v ST SO eense D 2ckup.tvpe, o Rule 1D BYID5 |y Repository,i0y g ool (g Status.) o
10(219 |Restore Kernel-based Virtual Machine (KVM) | cbc208da-eed42-40ec-al11-778cb456853c |full 62 Default |Done
11222 |Backup global | Kernel-based Virtual Machine (KVM) | cbc208da-ee42-40ec-al11-778ch456853c | full 23 63 Default |Done
12227 | Backup global |File system fhome/andreyk/RuBackup/ full 1 64 Default Done
13228 |Backup global | Kernel-based Virtual Machine (KVM) | cbc208da-ee42-40ec-a111-778cb456853c | incremental 24 65 Default |Done
14231 |Restore Kernel-based Virtual Machine (KVM) | cbc208da-ee42-40ec-all1-778cb456853c |full Default | Done

15 Kernel-based Virtual Machine (KVM) | cbc208da-eed42-40ec-al11-778ch456853c i -_— Default WI

[Mocne BbINONHEHUA BoccTaHoBneHUs B KVM nosBUTCA HOBaA BUPTyalbHasdA MallUMHa,
NMONIHOCTbIO UOEHTUYHAA TOW, KOTOopas Oblna B CUICTEME B MOMEHT pe3epBHOro Konnpo-
BaHWA.
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7.2. LleHTpanusoBaHHOe BOCCTaHOBJIEHUE pe3epPBHbIX
Konui ¢ nomouibio RBM

CucTtema pesepBHOro konupoBaHua RuBackup npegycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHMSA Pe3epPBHbIX KOMUN KaK CO CTOPOHbI KIIMEHTA CUCTEMBbI, TaK U CO CTOPOHbI
agMuHucTpaTtopa CPK.

B Tex cnyyasx, korga ueHTpasn3oBaHHOe BOCCTAaHOBNEHME pe3epPBHbIX KOMUIA He Xena-
TenbHO, HanpuMep Korga BOCCTaHOBMEHNE AaHHbIX ABNAETCA 30HOM OTBETCTBEHHOCTM
BNagenbLa KINEHTCKON CUCTEMDI, 3Ta QYHKLMOHANBLHOCTb MOXET BbiTb OTK/IHOYEHA Ha
KnneHTe (cM. RuBackup Manager (RBM)).

B Tex cny4yasx, Kkorga LeHTpanM3oBaHHOE BOCCTAHOBMIEHWE Ha KMeHTe OOCTYMHO, TO
€ro MOXHO WMHMUMMPOBATb, nepengs B pasgen «Penosutopui». Hangute B cnucke
TpebyeMyto pe3epBHYHO KOMUKD, HaXXMUTE Ha Hee NpaBor KHOMKOW MbIWKN 1 BblibepuTe B
KOHTEKCTHOM MeHI0 «BoccTaHOBUTbB» (prICyHOK 23):

BoccTaHoBUTE
MposepuTs
KonuposaTe
MNepemecTuTs
Move metadata
XpaHuTb N0

Ynanute

MNepentu k...

B OKHe LieHTpann3oBaHHOrO BOCCTAHOBMIEHUS MOXHO YBMAETb OCHOBHbIE MapamMeTpbl
PEe3epPBHON KOMUW W, ecnu 3TO MNPUMEHMMO, OMNPeaenMTb MeCTO BOCCTaHOB/IEHUS
pPe3epPBHON KOMUW.

B c/ly4yae BOCCTaHOBNEHNA BpryaanoM MallUHbI N3 pe3epBHO|?1 Konmn 6yp,eT BbIMOJ1-
HeHa NpoBepKa Hann4ymnAa B cpene BUpTyanmsaumm BupTyasbHON MallnHbl C OpUrUHanNb-
HbIM UMEHEM.

Ecnn Takoi BUPTYyanbHOM MallWHbl HET, TO 6yaeT MPOoW3BEAEeHO BOCCTaHOBMIEHUE C
OPUrMHasNbHbIM UMEHEM.
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7.2. LleHTpanu3oBaHHOEe BOCCTaHOBMIEHNE pe3epBHbIX KOMUM ¢ noMoLLbio RBM

Ecnn BupTyanbHaa MawunHa C TakKUM MMEHEM YyXe eCTb, TO K MMEHU BUPTYasbHON
MaLluHbl 6yaeT gobasneH uudposon noctdukc. Takxe ByayT yaaneHbl N3 BOCCTaHaB-
nMBaeMon BUPTyanbHOW MallUHbl cheunduyHbie MapamMeTpbl CeTeBbIX MHTeppencos
(Hanpumep MAC-agpec), ANA M3bexXaHUA KOHPNIMKTOB C OPUTMHANbHOW BUPTYasbHOWM
MaLUMHOW (pUCyHOK 24).

-
¢ Ru 2 & @

LleHTpann3osaHHOe BOCCTAHOBNGHWNE Vv NpumennTs

88 Nanens MonuTOpWHra

UHbOPMaLIMs O pe3epeHOil Konun

) O6wekThi
Wms xocTa: astral75-kvm
B crparerun HWID: 9cb92163c477eb96
B rno6ansroe pacnucaHve Twn pecypca: Kernel-based Virtual Machine (KVM)
YjanéHHas penaukauums Pecypc: d05b6947-a446-490c-9dc9-1e9f2f12554d
- Nyn: block-device
& PenosuTopuii
Tun PK: full
Ouepesb 3aaau
CozpaHo: 2024.08.12 03:03:25
Cepsepel RuBacku
- peep P BoccTaHoBUTE UENOYKY: 2
M XKypHanbi Wms npaeuna: KVM
£ AaMuHucTpypoBaHue CraTyc PK: Not Verified

MecTo BoccTaHoBneHns

BOCCTaHOBUTL Ha KNWEHTA: astral75-kvm (9cb92163c477eb96) v

Katanor pacnakeskn: * (D -

BoccTaHoBMTb Ha Lenesom pecypce: ()
06wwme HAaCTPOHKK MOAYNA

[ paHynsapHOe BOCCTAHOBNEHUE

8  rubackup@localhost

MpoBepPUTb XOA BbINONIHEHNS BOCCTAHOBIEHNSA PE3EPBHON KOMUM MOXHO B OKHe «Ovye-
peab 3agau» (prcyHok 25).

™S

¢ Ru ¢ 8 ®

= © Yaanuts v

gg MaHenb MOHUTOPWHra vID Tun Wms knvenTa Crartyc Tun pecypca Pecypc 1D npasuna 1D cTparervm I

O 3 Restore astra175-kvm 17.58% Kernel-based Virtual Machine (KVM) d05b6947-a446-490c-9dc9-1e9f2f12554d 1 0 0
ObbexTbl

= 2 Backup global astra175-kvm Done Kernel-based Virtual Machine (KVM) d05b6947-2446-490¢-9dc9-1e9f2f12554d 1 0 0

B crpaterum

B rno6ansHoe pacnucanue
YAanéHHan pennukaums
& Penoavopuii

Ouepess 3a4ay

Cepsepbl RuBackup

[=] XypHans!

£ AaMuHUCTpUpOBatne

A4 rubackup@localhost

[Mpn ycnewHoM 3aBepLUEHNN BOCCTAHOBNEHUS PE3EPBHOMN KOMUU UK LLENOYKN pe3epB-
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HbIX KOMWM, COOTBETCTBYIOLIME 33aJayM Ha BOCCTaHOBMIEHWE MepenayT B cTaTycC
«Done» (prcyHok 26).

‘\
Ru & 8 @
= [T Yaanuts v i)
28 Nanens, MoHuTOpUHra vip Tun Wms knueHTa Cratyc Tun pecypca Pecypc ID npasuna 1D cTpaterum 10
O o6 3 Restore astra175-kvm \: Done :\ Kernel-based Virtual Machine (KVM) d05b6947-2446-490¢-9dc9-1e9f2f12554d 1 0 0
O6bexTb ————
2 Backup global astra175-kvm Done :\ Kernel-based Virtual Machine (KVM) d05b6947-2a446-490¢-9dc9-1e9f2f12554d 1 0 0
Crpateruum
B rno6ansHoe pacnucamvie
YaanéHHas pennukauus
€ Penozutopuii
Ouepeas 33434
B Cepsepsi RuBackup
[ XypHanei
£ ABMUHWCTPUpOBaHUE
[©)

A rubackup@localhost

7.3. BoccTaHoBNeHue npu nomowu ytunutbl rb_archives

[lnA BOCCTAHOBNEHUS pPE3EPBHbIX KOMUMN KIMEHT MOXET WCMOoNb30BaTb YTUNUTY
KOMaHIHOWN CTPOKM rb_archives. Micnonb3yiTe cneayolyo KOMaHay:

rb_archives

andreyk@antares: $ rb_archives
¢ | Backup type | Created

2-40ec-a111-778cb456853cC ernel-baser | 2621-03-02 17
k/RuBackup/ ile sys | 2021-03-02 17

rb_archives -x 63

Password:

----> Restore archive chain: 63 < ----
Record ID: 63 has status: Trusted

TASK WAS ADDED TO QUEUE:233

Bbl MoXxeTe MPOKOHTPOJZIMPOBaATb Mnpouecc BOCCTaHOBJ/IEHUA B ¢aﬂne XYpHasla npu
nomMoLwmn KomMmaHabl:

3213 38




7.3. BoccTaHoBeHMEe Npy NMOMOLUK YTUAUTLI rb_archives

tail -f /opt/rubackup/log/RuBackup.log

Tue Mar 2 17:58:29 2021: Try new name: ubuntul18.64-test-kvm-0

Tue Mar 2 17:58:29 2021: The name: ubuntul18.04-test-kvm-0 is free. Use it
Tue Mar 2 17:58:29 2021: Found disk in XML file. Type: file device: disk
Tue Mar 2 17:58:29 2021: Source file:
/var/lib/libvirt/images/ubuntul18.04_clean-clone-3-clone-clone-1.qcow2

Tue Mar 2 17:58:29 2021: File is exists:
/var/lib/libvirt/images/ubuntu18.084_clean-clone-3-clone-clone-1.qcow2

Tue Mar 2 17:58:29 2021: Try new filename:
/var/lib/libvirt/images/ubuntu18.084_clean-clone-3-clone-clone-1-0.qcow2
Tue Mar 2 17:58:29 2021: -----=------- >> Direct restore <<------------

Tue Mar 2 17:58:37 2021: New domain was defined from XML file: /rubackup-
tmp/cbc208da-ee42-40ec-al111-778cb456853c/cbc208da-ee42-40ec-a111-
778cb456853c . xml

Tue Mar 2 17:58:37 2021: Task was done. ID: 234

Tue Mar 2 17:58:37 2021: Task ID: 234. New status: Done

[Mocne BbinoNHeHWsa BoccTaHoBNeHMA B KVM nosaBuTCcA HOoBaA BUPTYyalbHaa MallMHa,
NOSIHOCTbIO UOEHTUYHAA TOW, KOTOpas OblNa B CUCTEME B MOMEHT pe3epBHOro Konmpo-
BaHUA.

B ToM cnydyae, ecnu BupTyanbHas MallWMHA C OPUrMHANIbHbIM MMEHEM YyXe MpUCyT-
ctByeT B KVM, TO HoBas BMpTyanbHas MalluMHa 6yaeT BOCCTaHOBNEHa C onpeneneH-
HbIM MOCTPUKCOM B €€ UMEHU, Hanpumep -0;

B ToM cnyyae, ecnn Heob6xo4MMo BOCCTaHOBUTb palfbl BUPTyanbHOW MallnHbl 6e3 pas-
BepTbiBaHMA ee B KVM, TO MOXHO BOCMO/Ib30BaTbCA onuuen -X:

rb_archives -X 63

Password:

----> Restore archive chain: 63 < ----
Record ID: 63 has status: Trusted

TASK WAS ADDED TO QUEUE:235

B aToM cny4dae ¢annbl BUpTyanbHOW MaluHbl 6yayT BOCCTAaHOBNEHbI B TEKYLMA KaTa-
10T, U3 KOTOPOro 6bina BbINOMHEHA KOMaHaa rb_archives:

sudo 1s -1 cbc208da-eed42-40ec-al111-778cb456853c/

utoro 5913168

-rw------- 1 root root 5475 map 2 17:36 cbc208da-ee42-40ec-al111-
778cb456853c . xml
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-rw------- 1 root root 116 map 2 17:36 target_list
-rw------- 1 root root 6055067648 map 2 17:36 ubuntu18.04_clean-clone-3-
clone-clone-1.qcow2
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naea 8. Onepauuu Hapg BM,
BOCCTaHOBJIEHHOU 6€e3 pa3BepTbiBaHUA

[Mpn BOCCTaHOBNEHUN pe3epBHOW Konun 6e3 pasBepTbiBaHUA OHa OyaeT BOCCTAHOB-
neHa B BblbpaHHbIN Monb3oBaTenemM kKatanor. [lpy UKCNOMb30BaHUU  YTUNTbI
rb_archives (CM. onuuio -X) oHa 6ygeT BOCCTaHOB/EHA B TOKasbHbIA KaTanor, nMbo xe
B TOT, KOTOpPbIN 6bIS1 3agaH onumen -d.

B BblibpaHHOM Mofib30BaTENEM NYTU OyAeM co3[aH KaTanor C UMeHeM BOCCTaHaBIMBa-
€MOW BUPTYanbHOM MalUWHbI CO CNeaytoLLeM COAEPKNUMbIM:

1. KOHPUrypauMoHHbIN ¢pann BUpTyanbHOWM MalnHbl B popmaTe xml;

2. ¢annbl ANCKOB BUPTYasibHOW MaLUVHbI.

C uenbro HemepgeHHon npoBEpPKU BOCCTaHOBJIEHHOMN p63€pBHOﬁ Konmn ana pasnnyHbiX
TMnos ¢annos HEO6XO4MMO BbIMOSTHUTL ONUCAHHbIE HUXE AENCTBUA.

[na npuMepa pacCcCMOTPUM BOCCTAHOBMNEHHYHO BUPTYanbHYyO MawunHy KVM ¢ nmeHem
small. ®annbl pesepBHOM KON BM 6binn BocCTaHOBNEHbI B KaTanor /kvm/small.

XML-¢ann koHourypaumm BM small.xml copepXuTt cnepyrouee onuvcaHme 6as3oBon
KOHOUrypaLuum BUpTyanbHON MalUUHBbI:

<domain type='kvm'>

<name>small</name>
<uuid>3b42f58f-9fe5-4012-b7d06-2129a2608526e</uuid>

<memory unit='KiB'>2097152</memory>

<currentMemory unit='KiB'>2097152</currentMemory>

<vcpu placement='static'>1</vcpu>

<0S>

<type arch='x86_62"' machine='pc-1i440fx-bionic'>hvm</type>
</os>

BHecuTe cnepyrouwme nsmeHeHns B XML-dpann KoHpuUrypaumu:

1. Ypanute cTpoky ¢ UUID.

2. AaMeHUTe uMA [OOMeHa MeXxpay Teramm <name> W </name>. Hanpumep, Ha
<name>small-restored</name>.

Cnepynte OENCTBUAM HMXE B 3aBUCUMOCTKU OT ¢dopmMaTa ¢pannoB ANCKOB BOCCTAHOB-
neHHon BM.
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8.1. ®aitnbl AUCKOB BUPTYasibHOM MalLUHbI B popMaTe
qcow2

Ona npumepa paccmoTpuMm XML-¢pann kKoHourypauum BM, cogepxawmn cnegyrouiee
onucaHue gucka B popmaTte qcow?:

<disk type='file' device='disk'>

<driver name='qgemu' type='qcow2'/>

<source file='/var/lib/libvirt/images/small.qcow2'/>
<target dev='vda' bus='virtio'/>

<boot order="'1'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x07'
function="'0x0"/>

</disk>

e /I3MeHnTb NyTK gocTyna K ¢annam BUpTyanbHON MaluHbl B xml ¢danne KoHourypa-
Lumn:

<source file='/var/lib/libvirt/images/small.qcow2'/>
3aMeHNTe Ha 3TOT My Tb:

<source file='/kvm/small/small.qcow2'/>

<disk type= device=
<driver name= type=
<source file=
<target dev= bus=

<boot order= _‘f}
<address type= domain= Function= ;}
<fdisk=

Mpn 3TOM HEO06X0AMMO, YTOBbI AaHHbIN KaTanor Gbin pa3peLllén Ana XpaHeHUs AaHHbIX
KVM.

o MpoBepuTb 3anyck BUPTYyanbHON MaLLVHBbI:

virsh create small.xml

e [1na co3paHusa BUPTYyanbHOM MallWHbI UICNONb3YNTe:

virsh define small.xml
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8.2. ®annbl ANCKOB BUPTYanbHOM MallvHbl B popMaTe raw

8.2. ®ainbl AUCKOB BUPTYasibHOW MaLLUUHbI B popmMaTe
raw

B gaHHOM criyyae ecTb ABa NyTu (NpeanonoXuMm, 4To ¢pannbl HaxoasaTca B /kvm/small):

e BoccTaHoBUTL ¢dannbl ANCKOB BUPTYalibHOM MalUMHbI B NOAXOAALLee raw YCTPOWM-
CTBO C NMOMOLLbO KOMaHAbl dd, HanpumMep:

dd if=/kvm/small/sdel of=/dev/sdel bs=5M
[lanee naMeHnUTb NyTWN JOCTyna K raw ycTtponcteam B XML-danne KoHPurypaumm sup-

TyanbHOW MaLUUHbI.
e [lpyrom nyTb - 3TO KOHBEPTUPOBATb BOCCTAHOBJIEHHble dannbl raw YCTPOWCTB B
qcow2 ¢opmaT nNpu NOMOLLM KOMaHAbl gemu-img convert, HaNnpumep:
gemu-img convert -f qcow2 -0 raw /kvm/small/sdel /kvm/small/image.qcow2
[lanee naMeHnUTb NyTWN OOCTyNna K raw ycTtponcteam B XML-danne KoHPurypauumm sup-
TyanbHOMN MaLUWHbI.

e 3anycTuUTb BUPTYasnbHY MaLIVHY:

virsh create small.xml

Mocne npoBepkn @YHKLNOHNPOBAHUA BOCCTaHOBMEHHOW BUPTYasibHONW MaLUUHbI
CUCTEMHbIN aAMUHUCTPATOP AOJSIKEH MPUHATb PeleHne 0 TOM, Kyga MMEHHO [OJTXHbI
ObITb pasMelleHbl pansibl BOCCTAaHOBNEHHOW BUPTYasrlbHON MaLUMHbI B paboyyto KOHPU-
rypauuto KVM.

8.3. ®aunnbl AUCKOB BUPTYaJZibHOM MaLLUHbI B raw
dopmaTe Haxoaunuch B xpaHunuuie Ceph B rados block
device

B naHHOM cny4yae Heo6XogMMO BHECTU USMEHEHMA B xml dann:

o [1ns BO3MOXXHOCTW 3anyckKa BUPTYasbHON MaLUWUHbI C NTOKaNbHbIM 06pa3soM U3MEHUTb
CEKLWIO, 3aK/MIOYEHHYIO B Tern <disk> .. </disk> cregyrowmm obpasom:

<disk type='file' device='disk'>
<driver name='qgemu' type='raw'/>
<source file='path_to_restored_image'/>
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<backingStore/>

e YOanntb cekuunto

<auth> ... </auth>

e Ypanntb cekuuo

<source protocol="rbd' .... </source>

. 3aI'IyCTI/ITb BNPTYallbHYIO MallnHy ONA NPOBEPKN:

virsh create small.xml

[na cospaHus BI/IpTyaJ'IbHOI7I MallnNHbI I/ICI'IOJ'Ib3yI7ITe KOMaHAay:

virsh define small.xml

[Mlocne npoBepkn QYHKUUOHNPOBAHUA BOCCTAHOBMIEHHOW BUPTYalbHOW MaLUUHbI
CUCTEMHbIN afMUHUCTPATOP AO/IKEH MPUHATH pelleHne 0 ToM, KyAa UMEHHO [O0MIXKHbI
ObITb pasMeLlLeHbl ¢ansibl BOCCTAaHOBNEHHOW BUPTYaNbHOM MalnHbI B paboyyro KoHOU-
rypauuto KVM.

3813 38




	Модуль KVM
	Содержание
	Глава 1. Подготовка хоста KVM для выполнения резервного копирования
	1.1. Установка клиента RuBackup
	1.2. Установка пакетов модулей резервного копирования
	1.3. Настройка каталога для временных файлов
	1.4. Настройка AppArmor
	1.5. Удаление клиента RuBackup

	Глава 2. Подготовка виртуальной машины KVM для выполнения резервного копирования
	2.1. Локальный лист ограничений

	Глава 3. Мастер-ключ
	Глава 4. Менеджер администратора RuBackup (RBM)
	Глава 5. Менеджер клиента RuBackup (RBC)
	5.1. Вкладка «Резервные копии»
	5.2. Вкладка «Глобальное расписание»
	5.3. Вкладка «Задачи»
	5.4. Вкладка «Локальное расписание»
	5.5. Вкладка «Ограничения»

	Глава 6. Утилиты командной строки клиента RuBackup
	Глава 7. Восстановление резервной копии виртуальной машины
	7.1. Восстановление резервной копии в RBC
	7.2. Централизованное восстановление резервных копий с помощью RBM
	7.3. Восстановление при помощи утилиты rb_archives

	Глава 8. Операции над ВМ, восстановленной без развертывания
	8.1. Файлы дисков виртуальной машины в формате qcow2
	8.2. Файлы дисков виртуальной машины в формате raw
	8.3. Файлы дисков виртуальной машины в raw формате находились в хранилище Ceph в rados block device


