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HacToswee pykoBOACTBO onpegenseTr MNopsaoK MOArOTOBKM W YCTaHOBKM MOLYISA
Pe3epBHOro KOMMPoBaHUs U BoccTaHosneHnus CYB MySQL!". B paHHoM pykosop-
CTBe NpuBeeHbl NOAPOOHbIE AENCTBUA TONbKO A/ HEKOTOPbIX BO3SMOXHbIX CLLEHapMeEB
pe3epBHOro KOMMPOBaHUSA U BOCCTAHOBNEHMSA AaHHbIX. bonee nogpobHas nHpopmaums
npueBegeHa B AOoKyMeHTe «CucTemMa pe3epBHOro KONMpoBaHMA U BOCCTaHOBMNEHUSA faH-
HbIX RuBackup. PykoBogCcTBO CUCTEMHOIro agMUHUCTpaTopar.

Hepen aKcnnyaTaumeM nporpaMmMHOro cpeancTtBa pekoMeHayetTcd BHUMaTeSIbHO O3Ha-
KOMNTbCA C HAaCTOoAWMM N pEKOMEHAOBAHHbIM PYKOBOACTBaMMW.

HacTosilee PpyKoBOACTBO MpeAHasHayeHo ANA aAMUHUCTPaTOPOB MNPOrPaMMHOMO
cpeactBa «CuCTeMa pe3epBHOr0  KOMWPOBAHWSA U BOCCTAHOBAEHWS  AaHHbIX
RuBackup».

XapakKTep U3NOXEeHUA MaTepuana aHHOro PYKOBOACTBa npepnonaraeT, YTO Bbl 3Ha-
KOMbl C OnepaunoHHbIMM CUCTeMaMn cemencTBa Linux, Ha KOTopbIX paboTaeT npo-
rpaMMHOe CpencTBO, U BrageeTe 06as3oBbIMU HaBblkaMW aLMWUHUCTPUPOBAHUA L1
paboTbl B HUX.
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naesa1. YcnoBus BbiNOJIHEHUSA

1.1. Tpe60oBaHUA K annapaTHbIM cpeAcTBaM

1.1.1. Tpe6oBaHuA K annapaTHbIM cpeacTBaM KnueHTta PK

Y3en, BbINoNHALWMA QyHKUUM KNneHTa PK, Ha KOTopoM npeanonaraeTcsa pasBepTbiBa-
HWe, foMKeH obnagaTh xapakTepucTukamu, NnpmBenEHHbIMK B Tabnuue Tabnuua 1.

Tabnuya 1. TpeboBaHUA K annapaTHbIM cpeacTBam KanmeHTa PK

AnnapaTHoe Tpe6oBa- 3HaueHue MpumeyaHue
Hue
[Mpoueccop OfHOMOTOYHBIN peXNUM  MHOFOMNOTOYHbBIN PEXUM —

1 agpo KonunyecTBo agep =

Konn4yecTBy NOTOKOB

TBepOoTenbHbIN Hako-  3HayeHue TpebyemMoro ANCKOBOro npocTtpaHcTea He meHee 400THb
nnTenb MOXeT BbITb paccumMTaHo no dopmyrne

OnepaTtuBHasa NamMATb CyMMa 3HayeHun onepaTMBHOM NaMATU ANd Bcex [ Oe onepaTtuBHas
33,24 pe3epBHOro KONMpoBaHUs namATb OAHOro pecypca
pasHa 16 + 4% oT pas-
Mepa LefieBoro pecypca

MHTepdeincHoe ycTpon- CeTeBor aganTep —
CTBO

lpumep 1. Popmyna pacyéTa AUCKOBOro NpoCTpaHCTBa

Volresource

V = m X (Sizehash + 20) X (K + ]-) + Sizemetadata

roe:

e K =1 nNpun 0gHOMNOTOYHOM PEXUME;

e K = worker_parallelism, ecnuM 3afaHbl MHOFOMOTOYHbIA  PEXUM
(enable_multithreading) vn cnabas geaynnukayums (enable_flexible_dedup);

o worker_parallelism — KO/IM4YeCTBO paboymx MOTOKOB, UCMOJIb3YyeMbIX 014
BbINONIHEHMA PK;

o enable_multithreading — ¢nar, ykasbiBatOLWMA Ha UCMOSIb30BaHNE MHOIO-
NMOTOYHOCTMN,

o enable_flexible_dedup — ¢nar, ykasbiBaloLWMUA HA UCNONb30BaHNE TMBKOMN
Aepynnukauyum;

o Volresource — 0OLWMIN O6BEM faHHbIX, Nognexawmnx PK;
o Sizep,ck — pasmep 6/10Ka fAaHHbIX, UCMNOoSb3yeMoro gna obpaboTKM faHHbIX BO
BpeMs PK (ana nynos Tunos "File system", "Tape library", "Cloud" pasmep 65noka
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1.2. TpeboBaHUA K NporpaMMHbIM CpeAcTBam

anaeTca GUKCMpOBaHHbIM U paBeH 16384 b);
o Sizep,sn — pasMep xella, UCNOMb3yeMoro Ana uaeHTUbMKaunm AaHHbIX;
e 20 — MakcuMarsbHbI pa3Mep cepunanmsoBaHHOM No3uumm B panne;

e 71— BpemMeHHas 6asa A/1a BblYMCNEHNSA CUrHaTYypPbl MW OTNPaBKM Xellen Ha cep-
BEp;

o Sizeperadara — 3TO 0.02 x 06bEM pecypca

1.2. Tpe6oBaHUA K NpOrpaMMHbIM CpefcTBaM

[na BbINONHEHWA pe3epBHOro KonuposaHWA U BoccTaHoBneHna CYB MySQL cpen-
ctBamun CPK RuBackup Heobxoanmo npegsapuTesibHO pa3BepHYTb KIIMEHT pe3epBHOro
konuposaHusa RuBackup Ha y3ne, Ha KOTOpoM ByaeT BbINO/IHEHO pe3epBHOE KOMMpoBa-
Hne CYB/.

1.2.1. NMporpammHasn cpepa CPK RuBackup

Onsa ¢yHKUMOHMpoBaHUA nporpamMmHoro mogyna CYB[ MySQL Heobxogumo cnepyro-
Lee nporpaMMHoe obecneyeHue:

o OnepaynoHHas cuctema (ogHa us):

o Astra Linux 1.6 (akcnepuMeHTanbHbIN PexXunm);

o Astra Linux 1.7 (akcnepuMeHTanbHbIN peXum);

e Astra Linux 1.8 (akcrnepuMeHTanbHbIn peXxXnm);

e Debian 10 (3kcnepuMeHTanbHbIN PEXNM);

e Debian 12 (akcnepuMeHTanbHbIN pPeXum);

e Ubuntu 18.04;

o Ubuntu 20.04;

e Ubuntu 22.04;

e Alt Linux 10 (sKCnepuUMeHTanbHbIN PeXnM);

e CentOS 7 (akcrnepuMeHTanbHbIN peXnm);

e CentOS 8 (akcnepuMeHTasnbHbIN PEXUM);

e RHEL 9 (3kcnepuMeHTanbHbI pexunm);

e RedOS 7.3 (akcnepuMeHTanbHbIN pexunm);

e RedOS 8 (akcnepuMeHTanbHbIN PEXNM);

e Rosa Chrome 12 (akcnepuMeHTanbHbIN PeXNM);

o Rosa Cobalt 7.3 (akcnepuMeHTanbHbIN PeXUM);
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Rosa Cobalt 7.9 (skcnepuMeHTanbHbIN PEXNM).

KnueHT pesepBHOro konnposaHua RuBackup:

MoAaynn rubackup-common U rubackup-client ycTaHoBneHbl Ha y3ne CYB[ MySQL.

Ona ynpaBneHna pesepBHbIM KOMUPOBaHMEM W BoccTaHoBneHneMm CYB[ MySQL
pPEKOMEH0BAHO criefyrolee nporpaMmMHoe obecrneyveHue:

MeHepxep AamuHucTpaTtopa RuBackup (RBM) gnsa ynpasneHusa CPK.

Takxe nopgnepxusaetcsa ynpasneHne CPK RuBackup nocpefcTBOM KOHCOJbHbIX YTU-
T n MeHepxxepa knneHta RuBackup (RBC).

1.2.2. lNporpaMmmMmHas cpepna Ha y3ne MySQL

Ona ¢yHKUMoHMpoBaHUa nporpamMmmHoro moaynsa CYB MySQL Heobxogmmo cnepyro-
Lee nporpaMMHoe obecrneyeHne Ha COOTBETCTBYHOLLEM Yy3rie:
o CYB[ MySQL (nogpep>xnaemble Bepcumn: S u 8);

e yTUnuUTa innobackupex (ana CYBO MySQL Bepcuu 5) nnn ytunuta xtrabackup Bep-
cum Bblwe 2.3 (gna CYBM MySQL Bepcum 8) ¢ HaCTPOEHHbIMWU MPUBUAErNAMN ANA
nogknoyeHnsa Kk CYb.

[1] Danee no TekcTy — Mopynb P-BupTyanusauums.
[2] Oanee no TekcTy — CPK RuBackup, nporpaMmmHoe cpefcTso.
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2.1. HasHauyeHne

(naBa 2. O6uiue cBefeHus

2.1. HasHauyeHue

Cuctema pesepBHOro konnmposaHmsa RuBackup n mogyne CYB[ MySQL, Bxogawmn B eé
cocTas, (aanee — CPK RuBackup) no3BonsoT BbINOAHATL pe3epBHOE KonupoBaHue 6as
AaHHbIX 6e3 ocTaHOBKM paboTbl, obecnevynBas KOHCUCTEHTHOCTb AAHHbIX.

2.2. Pe3epBupyembie faHHble
PesepBHOE KOMMpoOBaHWE BbINONHAETCA ANd BCex 6as gaHHbIX 1 Tabnuy CYB MySQL.

Mpw BbINOSTHEHUN PE3EePBHOI0 KOMMPOBaHMA BHavyane KonupyroTcsa ¢ainbl AaHHbIX, Kak
OHW €CTb, KOTOpPble AOMONHAKTCA XYPHANOM TpaH3aKLWiA CKONMBLUMXCS 3a BPeMs Npo-
Leaypbl KOMMPOBaHMS, YTO MO3BOMSIET HE OCTaHaBMBaTb paboTy Ha BpemMs peseps-
HOrO KOMMPOBaHMS.

B xoge pesepBHOro KOMMPOBaHMA BO BCEX CyYaaX M3 pe3epBHOM KOMUWU yOanstoTCs
ayoénunpyrowme 610KKN (BbIMONHAETCA NokanbHas geaynnamkauyms).

2.3. Tunbl pe3epBHOro KONUpPoOBaHUA

Mogynb pe3epBHOro KonmposaHuUA M BoccTaHoBrieHus CYB[ MySQL nopaepxusaeTt
cnepyroume TUMbl pe3epBHOro KOMMPOBaHUS:

e MOJIHOE pe3epBHOE KOoMupoBaHue. Kaxablh pa3 npu BbINOHEHUN 3afaun peseps-
HOro KOMUPOBAaHUSA N3 UCTOYHUKA KOMUPYKOTCA BCE AaHHble 6e3 U3bATUS. DTOT TUM
pPe3epBHOr0 KOMMPOBaHUA Hanbonee MeasieHHbI U pecypco3aTpaTHbIi, HO obecne-
yMBaeT HanbOobLLUY NOMHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

e VHKPEMEHTaNlbHOE pe3epBHOE KOMupoBaHue. 3TOT TUM PEe3epPBHOro KOMMpPOoBaHUSA
npegHasHayeH A1 KOMUPOBaAHUA TOSIbKO M3MEHUBLUMXCA AaHHbiXx. CHavana cospga-
eTcA MnofnHaa pesepBHaa konuA. Mocnegyrowme pesepBHble KONUKM codepXXaT AaH-
Hble, K3SMEHUBLUMECA C MOMEHTA CO34aHNA NocneaHen pesepBHOM Konun (gob6aBoy-
HOM mMNn nonHomn). [Ins BOCCTAHOBNEHUA LaHHbIX NOTpebyeTca nosHas pesepBHas
Konus, Ha 6ase KOTOPOM Co3faHa BOCCTaHaBNMBaeMas MHKpPEMeHTanbHaa pesepBs-
Haa Konus, U BCe A06aBOYHblE KOMWMK, CO3LaHHble C MOMEHTa CO34aHus MOJIHOM
pe3epBHOM KOMUN L0 MOMEHTa CO34aHNA BOCCTaHaB/IMBaEMOWN pe3epBHOMN KOMUK;

o anddepeHUnanbHoe pes3epBHOE KOMMPoBaHME. ITOT TUM PE3EePBHOIO KOMUPOBaHUS
COXPaHSsieT TONbKO AaHHble, UBMEHEHHbIE CO BPEMEHM BbIMOMIHEHMS MpeablayLero
MOJIHOTrO PE3EePBHOr0 KONMMPOBAaHUSA.

Mpw BbINOMHEHMM PEe3ePBHOro KONMPOBaHMA No6oro Tuna 6yaeTt nponsBeneHa nokKanb-
Has AepynnuKauus pesepBHoOM Konuu (yaaneHne ay6nmpyrowmx 6110KoB.).
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(nobanbHas nenynnukauuns pesepBHOMN KONUKU BbINONHAETCSA MPU COXpPaHeHUU eéB Xpa-
HUAMwe 6n104YHOro TMna.

2.4. CnocoObl BOCCTaHOBJIEHUA A aHHbIX

CPK RuBackup nogaep>xusaeT cnegyroume cnocobbl BoccTaHoBneHmna CYb MySQL ns
pe3epBHON KOMUK:

e LEHTpasiM30BaHHOE BOCCTaHOB/EHNE 6a3 AaHHbIX U3 pe3epBHOMN Konun. BoccTaHoB-
NEeHne 13 pes3epBHOM KOMUM BO3SMOXHO [BYMA cnocobamnm nocpenctsom: MeHe-
aXxepa agMuHuctpaTtopa RuBackup, yTunmuTbl KOMaHOAHOW CTPOKWU rb_repository.
PekoMeHayeTCs UCMOMb30BaTb LEHTPanM3oBaHHoe BoccTaHoBneHne CYB MySQL;

e 5I0KaNlbHOe BOCCTaHOB/EeHNe 6a3 JaHHbIX N3 pe3epBHOM Konuu Ha KnneHTe PK. Boc-
CTaHOBJIEHME M3 PEe3epPBHON KOMUM BO3MOXHO NOCpencTBOM: MeHeaXepa KMEHTa
RuBackup yepes GUI nnm ytunntbl KOMaHOHOW CTPOKWN rb_archives.

2.5. Tunbl BOCCTaHOBNIEHUA A aHHbIX

CPK RuBackup nopggepxuBaeT cnepytouwme Tunbl BoccTaHoBneHna CYB MySQL u3
pe3epBHO KOMUK:

e NOSIHOE BOCCTaHOBJIEHME 6a3 AaHHbIX.

2.6. KoMmnnekT nocTaBkKu

OuctpnbyTtmebl moayna MySQL CPK RuBackup noctasnsetcsa B Buge rpm- mnu deb-
nakeTa c UMeHaMu:

e rubackup-mysql_<version>.x86_64_signed.rpm;

e rubackup-mysql_<version>_amd64_signed.deb;

roe <version> — HOMeEpP BepCuU NoCcTaBAaAeMoro Moayns.

2.7. OrpaHunyeHus

¢ ['paHynApHoe BoCCTaHOBEHNE 6a3 JaHHbIX He noaanep>XmBaeTcsa.
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https://docs.rubackup.ru/Cli/2.5.7.0.0/rb_repository/
https://docs.rubackup.ru/Cli/2.5.7.0.0/rb_archives/

3.1. MogroToBKa K ycTaHOBKE Moayns

naBa 3. YcTaHOBKaA

3.1. NMoaroroBka K ycTaHOBKe MOA YN

MpoBepbTe BbINONHEHME TPE6OBaHUIN, yKa3aHHbIX Ha CTpaHuue [naga 2.

3.1.1. NoarotoBka knueHTa PK

e Ha y3ne c yctaHoBneHHon CYB[ MySQL, pasBépHYT M HaCTPOEH KIIMEHT pesepB-
HOro KOMUPOBaHWUA, KOTOPbIA NOAKMOYeH K ocHOBHOMY cepBepy CPK RuBackup B
COOTBETCTBUU C JOKYMEHTOM «CuctemMa pes3epBHOro KOnMpoBaHUSA U BOCCTaHoBe-
HUA AaHHbIX RuBackup. PykoBoACcTBO NO yCTaHOBKE U OGHOBIEHMIOY;

e Ha knneHTe pe3epBHOro KOMUPOBaHUA PEKOMEHOYETCA aKTUBMPOBATb QYHKLUHO
LEHTPaIM30BaHHOr0 BOCCTAHOB/IEHNA B TeX Cllydasax, Korga npegnonaraetcsa Boc-
cTaHoBneHne CYB/[ nocpeactBoM MeHeaxxepa agMuHUcTpaTtopa RuBackup (RBM).
YnpasneHne QyHKUNEN LLEHTPAIM30BAaHHONO BOCCTAHOBNEHUSA aHHbIX obecneynBa-
eTcA 3HayeHMeM napameTpa centralizedrecovery KOHUrypauymoHHoro d¢anna
/opt/rubackup/etc/config.file Tekywero KJMEHTa pPe3epBHOro KonmpoBaHUA
RuBackup.

3.1.2. NMoaroroBKa AaHHbIX ANna nogkmovyeHus K CYb/]
e [MpenBapuTeNbHO NOArOTOBbTE CrieAyolle AaHHble AN HaCTPOMKN NOAKIOYEHUS K
Cyb MySQL:

e nlonyuynte y agMuHuctpatopa CYB MySQL y4yéTHble gaHHble nonb3oBaTens s
aBTopusauun B CYBJ MySQL 1 npasamu goctyna'’ Ans BbINONHEHUA pe3epBHOro
KONMPOBaHMSA C MOMOLLbI YTUNUTLI xtrabackup WAM yTUANTBI innobackupex (B 3aBU-
CMMOCTHN OT ucnonbsyemon sepcun CYB MySQL);

e MpeaBapuUTeEsIbHO MNMOoAroToBbTE aBTOpI/I3aLI,I/IOHHbIVI ¢)aI7IJ'I C MNnOoMOWbO YTUNINTHI
mysql_config_editor;

e 3adMKCUpYNTE cneayrowme gaHHble gna nogknodeHma moayna K CYb[ MySQL:

o MYyTb 00 YTUANTbI xtrabackup MAW innobackupex (B 3aBUCUMOCTW OT UCMOJSIb3ye-
Mo Bepcun CYb MySQL);

o uMmA cepsuca CYBO MySQL (B 3aBUCMMOCTU OT MCMONb3YEMON OnepaLoOHHON
CUCTEMDI);

o UMA nonb3oaTtena OC, OT MMeHM KOTOPOro NpoucxoanT 3anyck cepsuca CYB[,
MySQL.

3.2. YcTaHOBKa Moaynsa

1. Ha noaroToBneHHOM Yy3ne knueHta PK npowusBeaute ycTaHoBky mopgyna CYB[
MySQL CPK RuBackup rb_module_mysql 3 nakeTa rubackup-mysgl-<version>,
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BbIMOJIHNB KOMaHAY:

Astra Linux, Debian, Ubuntu

sudo apt install ./rubackup-mysql-<version>_amd64_signed.deb

AnbT

sudo apt-get install ./rubackup-mysql-<version>.x86_64_signed.rpm

Rosa Cobalt, RHEL

sudo yum install ./rubackup-mysql-<version>_x86_64_signed.rpm

RedOS, CentOS, Rosa Chrome

sudo dnf install ./rubackup-mysql-<version>.x86_64_signed.rpm
roe <version> — HoMep Bepcum moayna CYB MySQL CPK RuBackup.

2. MNocne 3anycka KOMaHAbl yCTaHOBKN MOAYNA BbINONHAOTCA:
o pacnakoBka naketa mogyna CYB MySQL CPK RuBackup;
o HaCTpomMKa nakeTa rubackup-mysq.

3. B pesynbTaTte ycTaHOBKM nakeTa moaynsa CYB MySQL cosgaHbl:

/opt/rubackup/etc/rb_module_mysql.conf

KoHdpurypaumnoHHbin ¢ann mogyna CYBO MySQL pona HacTpoek pgoctyna CPK
RuBackup k CYB[l MySQL

/opt/rubackup/modules/rb_module_mysql
YTunuta pesepBHOro KonnmpoBaHUs N BOCCTaHOBNEHMA faHHbix CYB[ MySQL

3.3. HacTpoika napaMmeTpoB KOHUrypaLuoHHOro
daina mopyna

1. OnpepgenuTte 3HaYyeHusd napameTpoB KOHUrypaLumnoHHoro ¢danna
opt/rubackup/etc/rb_module_mysql.conf, npuBegeHHbIX B Tabnuue Tabnuua 2.
[na aToro oTpefakTupynTe KoHPUrypaumoHHbi ¢ann, BbIMOSHMB KOMaHAY:

sudo nano /opt/rubackup/etc/rb_module_mysql.conf

Tabnvya 2. MNapaMeTpbl KOHPUrypaLnoHHOro ganna /opt/rubackup/etc/rb_module_mysql.conf

username Mmsa gna aBTopusaumm nonb3o- <JIornH nonb3oBaTtensa>
BaTena CYb[ MySQL, 0T UMeHH
KOTOpOro 6yget BbIMOSIHEHO
pesepBHOEe KOMMpOoBaHMe C
COOTBETCTBYHOLLNMK Npa-

Bamu'! Ha JaHHbIe onepaLmm
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password

port

direct_restore

mysql_admin

use_memory

mysql_service

mysqladmin_path
innobackupex_path!”

xtrabackup_path"’

3.4. KpnTepui yCcnewHocTM YCTaHOBKM MoayNna

[Maponb gna asTopmnsauunm
nonb3oBaTtensa CYB MySQL, ot
MMEHM KOTOPOro byaeT BbINos-
HEHO pe3epBHOE KOMUPOBaHUe
C COOTBETCTBYHOLWMMM Npa-
samun'’! Ha gaHHbIe onepauun

MopT ANA coefuHeHus ¢ cepse-
poM 6as faHHbix MySQL no
npotokony TCP/IP

YnpaBneHue npoueccom
pa3BEpTbiBaHNA/OBOHOBNEHMA
MO[LY/A Ha L,eNleBOM pecypce.
MapameTp ucnonbsyetca ons
NoALepXKN obpaTHON coBMe-
CTMMOCTW NPX OGHOBNEHUN
CPK RuBackup

YyeTHas 3anmch nonb3oBaTens
onepauMoOHHON CUCTEMbI, OT
UMEHN KOTOPOro OCYLLEeCTB/ISA-
eTcsa 3anyck cepsuca CYb/[]
MySQL

MakcuManeHbIn 06LEM Bydep-
HOM NaMATU, NCNOJIb3YEeMbIN
YyTUNUTON xtrabackup unn
innobackupex npu co3gaHun
pes3epBHON Konun, B Meraban-
Tax

dakTnyeckoe nMa cepsuca
MySQL ans 3anycka

MyTb K yTUnnTe mysqladmin
MyTb K yTUNUTE innobackupex

MyTb K yTUnnTe xtrabackup

<Maponb nonb3oBatens>

<nopT> (Mo yMonyaHuo —
3306)

yes, no (N0 yMOn4YaHuo — yes)

<JlorvH nonb3oBaTtensa>

Llenoe yucno (no ymonya-
HUO — 100 M)

(mo ymonyaHmo — mysqld)

<path>
<path>
<path>

2. [1nAa npuMeHeHUs HacTpoekK nepesanyctute cepsuc knmeHta PK RuBackup Ha y3ne,
Ha KOTOPOM ycTaHoBneH knneHT PK n mogynb CYB[ MySQL, BbINONHUB KOMaHAY:

sudo systemctl restart rubackup_client

3.4. KpuTtepuit ycnewHoOCTU YCTaAaHOBKU MOAY NS

o Kputepnem ycnewHoCcTM YCTaHOBKM M HacTpomkm moayna CYBL MySQL 6ypet
ABNATbHCSA 3aMMCb O €ro YCrnewHon NpoBepKe KIMEHTOM pe3epBHOr0 KOMMPOBaHUA

(«...  module 'MySQL was

/opt/rubackup/log/RuBackup.log.

checked successfully») B >XypHane cobbiTui

e B cnyuae, ecnn B XypHane cobblTnin /opt/rubackup/log/RuBackup.log AAMUHW-
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cTtpatop CPK BMAUT owmnbKY O HernpaswuibHOM KOHOUrypauum moayns MySQL, To
Heobxognumo NpPoBEPUTH HaCTPOMNKHN KOHUrypaumnoHHoro ¢danna
/opt/rubackup/etc/rb_module_mysql.conf B py4YHOM pexunme, BbIMONHUB B TEPMU-
Hane knueHTa PK koMmaHgy:

/opt/rubackup/modules/rb_module_mysql -t

Ecnn owwnbka He nogpaeTca aHanuady, To agMuHucTtpaTtopy CPK cnepyeT cosgaTb
WHUNOEHT B cepBuCe TexHu4deckon nopapep>xXkm RuBackup ¢ npepocTaBneHMeEM BCeW
Heobxogumonm uHGopMaLUMM MO BO3HUKWEN rnpobremMe Ha oouunanbHOM canTe
https://support.rubackup.ru/bugzilla/.

[1] NogpobHee o HeobxoAMMbIX NpaBax Nonb3oBaTens https://docs.percona.com/percona-xtrabackup/8.4/privileges.html?h=privi
[2] Heobxoaumo ykasaTb TOMbKO Npu pe3epBHOM KonuposaHum CYB[ MySQL Bepcun 5.
[3] Heobxopmmo ykasaTb TOSIbKO Npu pesepBHOM KonuposaHun CYB MySQL Bepcum 8.
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4.1. OnncaHmne paboTbl C JaHHbIMU

Fnaea 4. Pa6boTa c faHHbIMMU

4.1. OnucaHue paboTbl C AaHHbIMHU

PesepBHoe konuposaHne CYB[ MySQL BbinonHaeTcA 6e3 npekpalieHns Ncnosb3oBa-
HUsA 6a3sbl faHHbIX, YTO obecrneynBaeT HENPEPbLIBHOCTb Npouecca.

[nAa BbINONMHEHMS 3aJad Pe3epBHOr0 KOMUPOBAHUA M BOCCTAHOBNEHMA ©a3 [aHHbIX
npefBapuUTenbHO pPasBEpPHUTE KIMEHT pe3epBHOro kKonvpoBaHua RuBackup Ha ysne
CYb MySQL (B cooTBeTcTBMM C TpeboBaHUAMM, YKa3aHHbIMW Ha cTpaHuue [nasa 1
HacToALero AOKYMEHTa) M yKaxuTe HeobxoAuMble 3HayeHus napameTpoB B danne
KOHPUrypaumnm moaynsa /opt/rubackup/etc/rb_module_mysqgl.conf (cMm. [naga 3).

[Mpn 3anycke 3agayn Ha co3gaHne pesepBHON Konum 6as gaHHbiXx Moaynb CYB[ MySQL
3anyckaeT YyTUNUTy xtrabackup (MM innopbackup) OT UMEHM Nonb3oBaTenNs, YYETHblE
JaHHble KOTOPOro ykasaHbl 411 napaMeTpoB username U password KOHPUrypauMOHHOro
danna mMopyns, B pesynbTtaTe OyneT chopmMupoBaHa pesepBHas KOMUA AaHHbIX U3
danna mMeTagaHHbIX U ¢anna NoNy4YeHHOW KOHCUCTEHTHOW KOMUWU AaHHbIX KIWEHTOM
pe3epBHOro KonnpoBaHUA.

[aHHaa pesepBHasA Konua 6yaeT pacrofliodXeHa B KaTasnore XpaHeHua pesepBHbIX
Konuin, 3afaHHOM B NapaMeTpe use-local-backup-directory ¢anna HaCTPOEK KMeHTa
pes3epBHOro KonmpoBaHuA /opt/rubackup/etc/config.file, U panee nepepaHa Ha
Megunacepsep RuBackup B nyn, ykasaHHbin B rnobanbHOM pacnncaHum unu ctpaTernm
BbINOJIHAEMON 3afaun. B cnyyae nepefayum pesepBHOM KOMUWU B XpaHUNuUe genynnu-
LMPOBaHHbIX pe3epBHbIX KOMUA BCerga npoucxoguT nepepada To/bKO TeX YHUKaNbHbIX
6710KOB (418 TOro »Xe Tvna NCTOYHUKA aHHbIX), KOTOPbIX €eLle HET B XpaHunuLuie.

lMonHoe BoccTaHoBneHne CYB/[ BbINONHAETCA N3 MHKPEMEHTaNnbHoOW, guddepeHLumanb-
HOM nnu nosnHoun pesepsHon konun CYBL MySQL. lNpwn 3anycke 3agayn Ha BOCCTAHOB-
neHuve 6as faHHbIX BOCCTaHaBnMBaeMas pesepBHasa Konua (Mnm uenodyka PK B cnyvae
NHKPEMEHTaNbHOr0 BOCCTaHOBMIEHUs) OyAeT ckayaHa C MeaunacepBepa B YKasaHHbIN
KaTanor pacrnakoBKW Ha KneHTe pes3epBHOro konuposaHua. Mogynb CYB[ MySQL
3anyckKaeT yTUnnMTy xtrabackup (MM innobackupex ), BbINOAHAETCSA NOArOTOBKA pe3epB-
HOM KOMUW K BOCCTAHOBJIEHUKO — pacnakoBKa U ornpefenieHne KoHourypauumm BoccTa-
HaBnMBaeMblx 6as faHHbIX (NpaB Ha KaTanor 6asbl faHHbIX, BflageHne KaTtanorom nepe-
[AETcA nonb3oBaTento, ykaszaHHOMY [/ napamMeTpa mysql_admin. [lanee nponsBo-
AVUTCA BOCCTaHOBMeHMe 6a3 JaHHbIX B COCTOSAAHME Ha MOMEHT CO3[aHuUA pe3epBHOM
KOMNUW, 08 KOTOPOW BbINOSHAETCHA BOCCTAHOB/IEHME.

JlokanbHoe BoccTaHoBneHne CYbB MySQL BO3MOXHO:

e B KOHCOJ/IM Ha y3ne KnmeHTa PK ¢ ycTaHoBneHHbIM MmoaynemMm CYB MySQL nocpea-
CTBOM YTUNUT rb_archives. NogpobHoe onncaHne paboTbl C yTUINTON NPUBEAEHO B
AOKYMeHTe «YTUNUTbl KoMaHgHon cTpokn RuBackupy;
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e nocpenctsoM MeHepxepa knueHTa RuBackup. lNogpobHoe onucaHue paboTbl C
AaHHBIMW  YyTUNUTaMU TMpUBELEHO B [OOKyMeHTe «PyKkoBoACTBe MoJib3oBaTens
RuBackup».

LleHTpannsoBaHHoe BoccTaHoBneHne CYB MySQL BO3MOXHO TakXe nocpencTBOM
MeHep)xepa agMuHmncTpaTopa RuBackup.

Cxema npouecca pesepBHOro KonmposaHus n soccTaHoBneHnsa CYBL MySQL npuse-
AeHa Huxe (PucyHok 1).

¥

‘ PeaepeHOE KONWPOBaHWE ‘ PesepEHOE KONMPOBaHWE

CpouHoe Mo pacnucaHno
! E OpnHa BM | Tpynna BM

| [
|

co3aave Mpasuna mMoGankHoTo PACcIMCaHNA

co3naHue CTpaTernm

*

co3gaHue Mpaeana cTpaTemm

C¥el1l CY¥BAM

i

BoccranoBnexmne u3
pe3epBHOR KONKK

T

YCNoBHbIe 0G03HAYEHNA: AV4
Megnacepeep RuBackup
[ ] cPxRuBackup
I o e

[ wencvmamsa

— % MpOUECC pe3epBHOM KonwposaHuA CYB
» MNpouecc BoccTaHoBneHwAa CYB[

PucyHok 1. CTpyKTypHas cxemMa pe3epBHOro KonmpoBaHmsa n BoccTtaHoBnenua CYB MySQL

4.2. KpaTkue cueHapum pa6otbi c CYB/[l MySQL

1. PK pna CYB/[] MySQL no pacnucanuio. [11 BbiMONIHEHUS Pe3epPBHOr0 KONMMPOBaHUSA
6a3bl JaHHbIX MO pacnMcaHuo HeobxoanMo:

o 3anycTuTb MeHepxep AaMuHucTpaTtopa RuBackup (RBM) (Pazgen 4.4.7);
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4.2. KpaTkue cueHapum paboTbl ¢ CYB MySQL

o aBTOPM30BaTbLCA C NpaBaMu agMUHUCTpaTopa (Pasnen 4.4.2);

o NpOBepuUTb cTaTyc knueHTa PK, Ha KoTopoMm pasBépHyT moaynb CYB[ MySQL
(Paspen 4.4.3);

o co3faTb M HacTpouTb NpaBuno (Pasgen 4.4.5) NOAHOro pe3epBHOro Konuposa-
HUA OS5 CO34aHUSA NNaHOBbIX Pe3epPBHbIX KOMUI BO3MOXHO ABYMSA cnocobamu:

» B pasgene «lnobanbHoe pacnucaHme», HaXaB KHOMkKy «[Job6aBuTtb» K
HacTpouB co3faBaemoe [1paBuno;

» B pasgenie «O6bekTbl», BbibpaB BKNagky «lpaBunia» n HaXxaB KHoOMKy «[oba-
BUTbY;

o MpaBuno AOMKHO UMEeTb CTaTyC «run» (3anyLeHo) A5 BbINOMHEHUS
pPe3epBHOro KOMMPOBaHWA MO PacnuCaHuio.

o B pasgene «Ouepedb 3a4a4y» AOCTYMHO OTCEXMBaHNE CTaTyca BbINOSIHEHHbIX U
X0/l BbIMOJTHAEMOW 3a7a4 pe3epBHOro KonuposaHua (Pasaen 4.4.6);

o B pe3yNbTaTe BbINOJHEHNA 3a4a4M pe3epBHan Konua byaeT nepemMellleHa B xpa-
HUNMLLE, a eé MeTaaHHble JOCTYNHbI B pa3aene «Peno3ntopuin».

2. PK pna Heckonbkux y3noe CYbJ] MySQL no pacnucaHuio. [1nA BbINONHEHUA
pe3epBHOro KoNMpoBaHusa rpynnbl 6a3 gaHHbIX NO pacnncaHuo HeobxoaAnMOo:

o 3anycTuTb MeHepxep AaMunHucTpaTtopa RuBackup (RBM);

o aBTOPU30BaTbCS C NpaBaMu agMUHUCTPATOPA;

o NpOBepuUTb cTaTyc kKNueHTa PK, Ha KOTopoM pasBépHyT Moaynb CYB[ MySQL;
o CO3[aTb W HACTPOUTb NocNefoBaTeNbHO:

= CTpaTEeruio MOJSIHOrO PEe3epPBHOIr0 KOMUPOBAaHMA [NA CO34aHMA MaHOBbIX
pe3epBHbIX KOMWI B pasaene «CTpaTernmy», Haxas KHOMNKY «[J06aBUTbY;

= IPaBUAO cTpaTerMm gna Kaxpnonm 6asbl AaHHbIX B pasgene «CrtpaTerum»,
BbIOENNB HY>XKHYIO CTpaTeruto 1 Ha)xxas KHOMKY «[lpasuna». NoBTOpUTb co3aa-
HWe npasuna ana kaxgon CYBL;

o MpaBnao AOIKHO MMETb CTaTyC «run» (3anyLeHo) ANs BbiNONHEHNUS
pPe3epBHOIr0 KOMMPOBaHMA MO pacnmcaHuio.

o B pasgene «Oyepedb 3afgay» QOCTYMHO OTCNEXMBaAHWE CTaTyCa BbIMOMHEHHbIX U
XO[, BbINMOMHAEMOW 3afa4 pe3epBHOro KONMpPOBaHMS;

o B pe3ysibTaTe BbIMNOJIHEHNA 3aa4YN pe3epBHble KOMUn 6a3 gaHHbIX 6y,u,yT nepe-
MelWleHbl B XpaHUNnue, a X MetafgaHHble OOCTYMNHbI B pa3aene «Pen03|/|Top|/||7|».

3. CpouHoe PK. CpouyHoe pesepBHOe KoMuvpoBaHWe BbinonHsaeTcsa gna ogHon CYB/[
MySQL:

o 3anycTuTb MeHeaxxep AgMnHucTpaTopa RuBackup (RBM);
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[e]

o

[o]

[e]

[e]

aBTOPM30BaTbCA C NpaBaMu aAMUHUCTPATOPa;
npoBepuTb cTaTyc kKnueHTa PK, Ha KoTopoM pasBépHyT Moaynb CYB[ MySQL;
BbIMONIHUTb CPOYHOE PEe3epBHOE KOMMPOBAHNE BO3MOXHO ABYMSA CNOCO6aMU:

= ObICTPbIN AOCTYM K QYHKLMN CPOYHOIO PE3EPBHON0 KONMMPOBAHWUA MO HaXaTuko
Ha KHonky «CpoyHoe PK» Ha BepxHen naHenun RBM;

» B pasgenie «O6beKTbI», Bblgenus KnneHTa PK, KOTopbIn ocylecTBNAET ynpas-
neHve pesepBHbIM KonupoBaHuem CYB[ MySQL, n HaxaB noABUBLUYHOCSH
KHOMKY «CpoyHoe PK»;

B pasgene «Oyepeab 3agay» AOCTYMHO OTC/IEXMBaHME CTaTyca BbINMOSIHEHHbIX U
XO[, BbINOMHAEMOI 3aa4 pe3epBHOro KONMPOBaHMS;

B pe3ynbTaTe BbINOMHEHUSA 3a4a4n pe3epBHaa Konusa 6asbl AaHHbIX ByaeT nepe-
MellleHa B XpaHunuile, a eé MeTagaHHble AOCTYMHbI B pasaene «Penosutopuiny.

4. BoccTtaHoBneHne u3 PK. [na BbinonHeHUa BoccTaHoBnenwunsa CYBO MySQL w3
pe3epBHON KOMMN HEOBXO4UMO:

o

4.3.

3anyctutb MeHegxep AgMunHucTpaTopa RuBackup (RBM);

aBTOPM30BaTbCSA C NpaBaMu afMUHUCTPATOPA;

npoBepuTb cTaTyc knueHTa PK, Ha KoTopoM pasBépHyT Moaynb CYB[ MySQL;
B pasgene «Penosutopun» BoibpaTb PK 1 HaXkaTb KHOMKY «BOCCTaHOBUTbLY;

B pasgene «Oyepeb 3agay» OOCTYMHO OTCNEXMBaHME CTaTyca BbIMNOIHEHHbIX U
X0[, BbINOSIHAEMOM 3a4a4 BOCCTaHOBMIEHNSA pe3epBHOW KONuu;

B pe3ynbTaTe Npou3BefeHO BOCCTAHOBMIEHMNE YOaNEeHHON NN U3MEHEHHOWN 6asbl
[aHHbIX [0 COCTOSIHUS, B KOTOPOM OHa Oblfla Ha MOMEHT CO3[aHWNSI Pe3epPBHON
Konuu.

Oco6eHHOCTU HacTpouku RBM pgnsa PK

Mpwn BbINONHEHUM NMOBOro cueHapus, onucaHHoro B nofgpasgene Paspen 4.2 HacTos-
Lero AOKYMEHTa, cnefyeT npu HacTponke npasui, cTpaTernin, BocctaHosneHusa ns PK
B COOTBETCTBYHOLWMX MNONAX YKasaTb crefyrowme gaHHble:

e B nosne «KnmeHT» BbiOpaTb M3 BbiMafarolero cnmcka umsa knueHta PK, Ha KOTopom
pa3BEPHYT Moaynb CYB MySQL;

e B None «Tun pecypca» BblbpaTb N3 BbiNagarowero cnucka «MySQL»;

e B none «Pecypc» BbibpaTb 6a3y gaHHbIXx MySQL, pesepBHaa Konua KoTopon byaer
co3faHa;

e B none «Tun PK» Bbi6paTb «[MonHoe», «MIHKpeMeHTanbHoe» unn «dnddepeHumans-
Hoe».
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4.4. CosfaHve pesepBHOM Konum no pacnuncaHuio 8 RBM

4.4. Co3paHue pe3epBHOU Konuu no pacnucaxvio e RBM

4.4.1. 3anyck MeHeaxepa AgMmuHuctpaTtopa RuBackup (RBM)

OKOHHOe npunoxeHne MeHeaxep AaMuHucTpatopa RuBackup (RBM) npegHasHayeHO
ANna agMUHUCTPUPOBaHUA cepBepHOU rpynnnpoBkn RuBackup, Bknto4yasa ynpasBneHue
KNMeHTaMun, rnobanbHbIM pacrnmcaHneM, XpaHunmwamMm pesepBHbIX KOMUN U ApYrumMu
napameTpamm CPK RuBackup.

[na 3anycka MeHegkepa AaMuUHUCTpaTopa RuBackup cnepyeT BbIMONHUTL B TEPMU-
Hane KoMaHgy:

/opt/rubackup/bin/rbm&

4.4.2. AyteHTudpukauma nonbsoeartensa s RBM

[loCTyn K cucTeMe pe3epBHOro KONMpPoBaHUA OCYLLECTBNAETCA Ha OCHOBE MHOIOMNoSb-
30BaTeNIbCKOM MOAENN YNpaBfieHNa 4OCTYMNOM.

[ns ynpaeneHnsa pesepBHbIM KonupoBaHuem CYB/[l nonb3oBaTtesnib JOKEH ObiTb aBTo-
pU30BaH ¢ nNpaBamMmu cynepnonbsosatensa (AoamumHuctpatop CPK) unum agMuHucTpaTopa
(MonbsosaTtenb CPK).

Mpwn 3anycke RBM BaM notpebyeTca NpoONTU ayTEHTUGUKALUIO B OMNANOrOBOM OKHE,
AOCTYMNHOM nocrne 3anycka RBM, gns atoro BBegute (CM.PucyHok 2):

» B none Umsa cepeepa RuBackup — ip-agpec wam nms ysna, Ha KOTOPOM pPasBEPHYT
OCHOBHOW cepBep pe3epBHOro konuposaHma RuBackup;

e B nonsa Umsa nonb3osatens 1 Maponb — y4yéTHble AaHHble AgMUHUCTpaTopa CPK
nnu Nonbsosatens CPK (normH n naponb);

e B nofie Tun ayteHTudmukaumm — BbibepuTe 6asy [aHHbIX ANA ayTeHTUpMKauumm
YUYETHbIX JaHHbIX: RuBackup DB (6a3a gaHHbix Postgresql (C nMeHeM Mo yMmonyaHuo
rubackup ), cosgaHHas npu pasBEépTbiBaHUN cepBepa RuBackup, rae xpaHAaTca gaH-
Hble YYETHbIX 3anucen nonbsosaTtenen RuBackup, nnn Domain Controller gns aBTo-
pu3aLmm C UCNOJIb30BaHUEM YYETHbBIX AaHHbIX OMEHHOro nonb3osaTtensa MS Active
Directory nnu ALD PRO.

17 n3 48




MySQL

RuBackup Manager

Nma cepeepa RuBackup
localhost|

WNma nonsb3oBaTens

rubackup

MNaponb

TWun ayTeHTUdUKaLKK
RuBackup DB

BonTtk

PucyHok 2. ilnanorosoe okHO Ha cTpaHuLe aBTopusauum RBM

4.4.3. Ctatyc knmeHTa PK

[ns BbINOMHEHUA pPe3epBHOr0 KOMMPOBaHWUA KMeHT PK ponkeH 6biTb aBTOPM30BaH
afMUHUCTPATOPOM Ha ocHOBHOM cepsepe CPK RuBackup.

[Mocne ycnewHon ayTeHTUdMKaumm B RBM gna onpeneneHnsa ctaTyca KiMeHTa peseps-
HOro KOMUPOBaHWA OTKPOWTe pasgen «AOMUHUCTpUpoOBaHMe», B nogpasgene «O6b-
eKTbl» BblbepuTe 610K L «KnneHTbI».

B OTKpbIBLLEMCS OKHE ByayT O0TOGpaXeHbl BCe aBTOPU30BaHHbIe KMeHTbl PK 1 BbiBe-
AEeHO COO6LLEHNE O HeaBTOPWU3OBaHHbIX KneHTax PK, ecnu Takue cywecTBYyOT B
NHOPACTPYKTYpPE Pe3epBHOIro KOMMPOBaHUSA (CM. PuUcyHOK 3), C BbIBOOAOM CNeayoLnX
AaHHbIX B TabNMYHOM BUAe:

e ID — npgeHTUPUKaTOp KNneHTa PK;

e UMAa — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;

Tun OC — HanmeHoBaHue OC, ncnonbayemMon Ha knneHTte PK;

EMKocTb XxpaHunmw,a — o6Lwuit pasmep xpaHunuuia B ['b;

LieHTpanusoBaHHOe BOCCTaHOB/IeHUe — BkJtoYeHa (1) nnu BbikmtoveHa (0) dyHK-
LINS LeHTPanM30BaHHOro BOCCTAHOBNEHUS AaHHbIX KnneHTa PK;

Bepcusa — HomMep Bepcumn yctaHoBneHHoro N0 knneHTa PK.

Mpn Hanuumn B UHOpacTpykType PK HeaBTOpW30OBaHHOro knueHta 6yget akTuBHa
KHOMKa (& HeasTopusosaribie kamenTs |1 BpIBEAEHO YBELOMJIEHME O KONMMYECTBE HEABTOPU30-
BaHHbIX KIMEHTOB Ha NIeBON 6OKOBOM NaHeNV [ e
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4.4. CosfaHve pesepBHOM Konum no pacnuncaHuio 8 RBM

&£ a4 @

NobaeuTs  f HEeaBTOPM3OBAHHLIE KTMEHTHI iE]

e MOHWTOPUHIa

Qo

*ID ims WmMs rpynns Tun OC CraTtyc EMKOCTB XpaHMnMLa LUeHTpanW3oBaHHOe BOCCTaHOBNEHWE Bepcus

|'5_l CTpaTerum 2 server No group Linux I': B CETH \ 10 true 2.1.1.60e832b

[El rno6ansmoe pacnncanne
[E] Yaanéuman pennukauma
I‘-E Penozntopuia

E] ouepeas 3apau

epsl RuBackup

& AaMUHWCTPHpOBaHWe

PucyHok 3. OKHO «KnneHTbl» pasgena «AGMUHUCTPUPOBAHMEY

Bce HOBble KMMeHTbl JOKHbI 6bITb aBTOPM30BaHbl B CUCTEME Pe3epBHOro KOnMpoBsa-
HMA RuBackup.

4.4.4. AsTopusauua knueHta PK

Ona aBTopmsaumnm knneHTa PK HaxXmMuTe B oKHe «KnneHTbl» (CM. PucyHok 3) Ha Bepx-
Her naHesn KHOMKY Wan Ha YBeLOMJIEHME O KONMYECTBE HEaBTOPU30BaAHHbIX KIIMEHTOB
Ha neBon 6OKOBOW NaHenwu.

B oTKpbiBlWEMCA OKHe «HeaBTopu3oBaHHble KnneHTbl PK» BbiBeAeH CMUCOK BCeX KNu-
eHToB PK, oXugarowmx asTopmsaumm (CM. PucyHok 4) ¢ BbIBOAOM Cleayrowmnx gaHHbIX
B TabM4YHOM BUAeE:

e ID — ngeHTnPUKaTop knmeHTta PK B cTpykType CPK RuBackup;

e UMA — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;

¢ Tun OC — HanmMeHoBaHWe OC, ncnonb3yemMon Ha y3ne kKnmeHTa PK;

e AucTtpubbloTop OC — KomMnaHus-paspaboTumk OC, yCTaHOBMIEHHOMN Ha Yy3ne Kin-
eHTa PK;

e MAC — ngeHTndumnkaTop CeTEBOW KapThbl, NICNOJSIb3YEMON KNMEHTOM PK;

e Ipv4 — ip-agpec y3na knueHTa PK, ncnonbsyembin npu nepegade gaHHbIX No npo-
Tokony lpv4;

e Ipv6 — ip-agpec y3na knveHTa PK, ncrnonbsyembln npu nepegave faHHbIX Mo npo-
TOoKONy lpve;
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e« HWID — yHuKanbHoe annapaTHoOe NMSA MalluHbl, HA KOTOPOW Pa3BEPHYT KINeEHT PK;
» NMocnegHAa aKTUBHOCTb — NOCNIEAHAA aKTUBHOCTb kKnneHTa PK;

* Bepcus — HOMep Bepcum ycTaHoBneHHoro MO knueHTa PK.

¢ Ru ¢ 8 @

& 1 HEABTOPU3OBAHHLIX KNUEHTOB

& Asropusosats & Vaanure iz

88 NaHens MoHuTOpUHra

& O6vexToi vID Vima Craryc Tun OC AnctpubbioTop OC MAC Pv4 1Pv6 HWID MocneaHsA aKTMBHOCTD Bepcus

8 Crparerun 2 ubuntu20-Altw Linux ubuntu be:24:1° 192.16¢ fe80:81de:c7eb:6 6ace1f39475dbdal 2024.10.17 13:55 2.1.2.0c666b4
[E rno6ansroe pacnucative

YAanéHHas pennukaums

© Penozutopwuii

Ouepepb 3ajau

& Cepeepbi RuBackup

[E ypHans:

& AAMUHUETpUpOBaHUe

B  rubackup@localhost

&  1HeaeTopnsoBaHHBIX KNMEHTOR

PucyHok 4. OkHO «HeaBTOpu3oBaHHble KnneHTbl PK»
1. Bb|6ep|/|Te HY>XHOro HeaBTOpPMN3OBaAHHOIO KJIMEHTaA N Ha>XMUTE CTaBLUYIO aKTUBHOW
KHOMKY & Astopusosate ABTOPU3OBATh.

2. B nosABMBLUEMCA OKHe MOATBEPXOEHUA HaXMUTe KHOMKY «[a» ana npoaosKeHus
aBTopmu3aumn knneHTa PK.

3. Mocne ycnewHon aBTopusaLmm HoBbIN KIMeHT PK ByaeT oTobpaxEH B okHe «Knn-
€eHTbI» pasaena «KAOMUHUCTPUPOBAHUE» U B OKHe pasgena «O6bekTbl» (CM. PrUcyHOK
5).
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&g 8 &
oo
oo MaHenb MOHUTOPUHT:
R [® Aobasute i)

J O6vexTul

UmArpynnel  TunOC  Cratyc  EmKocTb XpaHunuuja  LleHTpanusoBaHHoe BOCCTaHOBMeHMe  Bepcna

g Crpaterim a ubuntu20-ATtw  No group Linux B Cetn 10 true 2.1.2.0c666b4
2 astr18-q9nc No group Linux B ceTh 10 true 2.1.2.0c666b4
[E rno6ansoe pacnucarive

YAanéHHas penavkauma

€ Penosutopuii

Ouepess 3aja4
& Cepeepul RuBackup
(5] XypHans!

& AAMUHUCTpPUPOBaHUe

A rubackup@ocalhost

PucyHok 5. OkHo pasgena «O6beKTbI»

4.4.5. Co3paHue npaBuia rno6anbHoOro pacnmcaHus

[ns BbINOMIHEHWSI PEryNAPHOro pe3epBHOr0 KONMpoBaHMe KOMMOHEHTOB 6asbl AaHHbIX,
HeobXxoAMMO co3a4aTb NpPaBuIo B rnobanbHOM pacnucaHun. B crnydae rpynnoBbix one-
paLnii MOXHO TaK Xe UCMOo/b30BaTh CTPATErMM PE3EPBHOI0 KOMMPOBaHUS.

[na cosgaHma npasuna rnobanbHoro pacnucaHusa BbIMOSHUTE cneayrowme encTema:

1. Nepengute B pasgen «O6beKTbI», BbibepUTe BKNAAKy «IpaBuna» M HaxMuTe Ha
kHomKy [+ «[Jo6aBuTb» (CM. PucyHok 6).
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‘“Ru & 8 &

= 3apaqn Mpaewnna Mpaewna cTpaTeruv PenoznTopuia YnanéHHan pennvkauna MnaH BoCCT:

28 MaHens MOHUTOPUHTA > No group &2

» group WMa rnobanbHoro pacnucaHns CraTyc WMa KNMeHTa HWID Wma nyna Haual

L] O6bekThl

CrtpaTerum

E rnobansHoe pacnucaHue
YpanéHHana pennukauna
& PenozuTopuMii

Ouepenb 3anad

£ Cepeepbl RuBackup

[=] XKypHans

AQMUHUCTPUPOBaHNE

(O]

B  rubackup@localhost

PucyHok 6. OkHo BKnagku «Mpaeuna» B pasgene «O6beKTbI»

2. B oTkpbiBwemMca okHe (cMm. PucyHok 7) pna Hactponkun PK CYB[ BbinonHWTe
HaAaCTPOMKW co3gaBaeMoro npasuna W wWwabnoHa rnobanbHOro pacnucaHus,
HaAaCTPOMKN KOTOPOro pacrnpoCTpaHATCA Ha Bce rnpasuna rnobanbHoro pacnuca-
HUS.

'S
Ru ¢ & @
= [106aBuTE NPaBMAC FOBANLHOMD PacnnCaHms V' Mpumennts
88 Narens moHuTOpUHra 11PaBUAa F/1003/IbHOMO PACTIMCAHNA
J O6nekTbi
MapameTtpel npasuna

8 GpEETT HaseaHwve npasuna test
[E mo6ansHoe pacnucanme Knuewt ubuntu20-Altw (6ace1f39475dbda1) v
YjanéHHan pennukaums Tun pecypca MysSQL v
E PenoauTopuii Pecypc * MySQL 8.0 -
Ouepeas 3aga4 Tun PK MNonHan v
E‘ Cepeepel RUBaCkup AononHUTeNbHLIE NapaMeTpsl Npasvuna
[ XypHane! EMKOCTE XpaHunmwa Inf e
£ AAMUHWCTPUpOBaHUE EMKOCTE XpaHunmwa knvexTa Inf re

Mpuopurer 100

3awmTHoe npeobpasosaHue nocrypt

CKPUNT NPY HOPMANEHOM BLINONHEHWN
CKPUNT NPM BLINONHEHWUM € OLINBKaMK

CKPUNT NPU BOCCTAHOBNEHWW

2ee

Ao6aButh Npasuno B LWaboH

La670H F06aNLHOMO pacnncaHms

A  rubackup@localhost

HacTpoiikn

PucyHok 7. OKHO cosfaHuA npasuia rnobanbHOro pacnmucaHnsa pesepBHOro KONMpoBaHUA

o BbIMNOMHWUTE HACTPOWKM cO34aBaeMOro npasuia pe3epBHOro KONMpPOoBaHUA:

= B 6510ke MapameTpbl npaBuna (cMm. PrcyHok 8):
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MNapameTpel npaevna

HassaHwe npasuna test

Knueur ubuntu20-Altw (bace1f39475db4a1) v
Tun pecypca MySQL »

Pecypc * MySQL 8.0 -
Tun PK MNonHan v

PucyHok 8. OKHO co3faHus npaBumnaa rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHus.
HacTpolika npasuna — NapamMeTpbl Npasuna

B none KnueHT Bbibepute knueHTa ¢ mogynemMm CYB/[ MySQL, pasBépHy-
TOro Ha y3ne pesepBupyemMon 6asbl JaHHbIX;

B none Tun pecypca BbibepnTe TUMN pe3epBnpyemMoro pecypca 13 Bbinaga-
rowero cnucka — MySQL;

B nosie Pecypc — HaXXMuUTe KHOMKY ! n BbibepnTe B pasBepHyBLUEMCH
OKHe pecypc pesepsupyemon CYbB[;

B none Tun PK — [OCTYynNHO MOSHOE, MHKPEMEeHTanbHoe N guodepeHum-
aflbHOE pe3epBHOE KOMMPOBaHUe;

» B 6/10Ke [lonoNHUTeNbHbIE NapaMeTpbl NpaBuna (cM. PrcyHok 9):

,ELI:I NONHWTENEBHBIE NapaMeTpPel Npaguna

EmkocTe xpannnuwa Inf re
EMKOCTE XpaHunuwa KnmeHTa Inf re
MpuoputeT 100

3awnTHoe npecbpazoeaHne nocrypt

CKpunAT NpM HOPMaNEHOM BeINOAHEHWMW

CKpUNT NpW BeINOAHEHWK € OWWBKaMK

CKpWNT NpW BOCCTAHOBNEHWMW

PucyHok 9. OKHO co3faHusa NpaBua rnobanbHOro pacnmcaHus pe3epBHOro KonMpoBaHuUs.
HacTporika npasuna — [LononHUTeNbHble NapaMeTpbl NpasBuna

= B nosie EMKOCTb XpaHUAMLLA YKaXUTe MaKCUMasbHbI pasmep nyna A
XpaHeHus PK, cosgaHHbIX Mo gaHHOMY npaBuy. 3Ha4YeHUe rno yMOJI4YaHMIo.
[aHHbIN NnapaMeTp AOCTYMNEH, eC/in B HacTponKax rnobanbHoOmn KoHpurypa-
LN aKTUBUPOBaH NepekstovaTens «OrpaHnyeHns éMKocTn ans rnobanb-
HOroO pacnucaHuay;

= B none EMKocTb XpaHUMLLLA KJIMEHTa YKaXXNUTe MakCUMalbHbIA pasMep
XpaHunuuwia Tekywero knumeHta PK. [aHHbIM napamMeTp LOCTYMEH, ecnv B
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HaCcTpoMKax rnobanbHOM KOHOUrypauum akTUBMPOBaH MNepeksoyaTenb
«OrpaHnyeHma EMKOCTM AN KIIMEHTOBY;

B none MpuoputeT MOXeT cofepxaTb 3HavyeHue ot 100 go 1000. Yem
BbllLie 3HAaYEHNE, TEM BblLLE NPMOPUTET BbINOHEHMA NPaBUNa;

B nose 3awuTHOEe npeobGpasoBaHUe Mo yMOSYaHUKO BbIOpaHO 3Ha4deHue
«nocrypt» — 6e3 Ucnonb3oBaHUA 3alWMTHOro npeobpasosaHus PK. B cny-
Yae Bblbopa anropnTMa 3awmTHOro npeobpasoBaHnsa cM. Tabnuyy:

Tabnuya 3. AAropnTMbl 3alUTHOMO rNpeobpasoBaHuns, 4OCTYMNHbIE B yTuanTe rbfd

Anroputm Moppepxvueaemasa gpnvHa lMpumeyaHue
KJova, 6uT

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKMN HaLNOHasbHbIR
cTtaHgapT ACTY 7624:2014

Kuznyechik 256 Poccunmnckuin HaunmoHanbHbIN
ctaHgapT NOCT P 34.12-
2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknm HauMoHanbHbIn
CTaHAapT gna 6ecnpoBof-
HbIX ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

B nosie CKpUNT NpU HOPMaNbHOM BbINOJIHEHUU YKaXXUTe MyTb pacnosno-
XXeHusa cKpunTa npwu HOpPManbHOM BbIMOJSTHEHUN PK
/opt/rubackup/scripts/Baw_ckpunt.sh. CKPUNT He BXOOUT B KOMMJEKT
NOCTaBKN N ABMSAETCA LOMNOSIHUTENIbHOM OMUMOHaNIbHON BO3MOXHOCTbHO,
cosfaHue KoToporn obecrnevmBaeT 3akasuuk. [logpobHoe onucaHue apry-
MEHTOB CKpunTa npuBefeHO B PykoBoACTBE CUCTEMHOro agMWHUCTpa-
TOpa;

B nosie CKpUNT NMpPU BbINOJIHEHUM C OLWUMOGKAMMW BbINOJIHEHUN» YKaXUTe
NyTb pPacrnosioXXeHusa cKkpunta npu BbinonHeHnn PK ¢ owwnbkon
/opt/rubackup/scripts/Baw_ckpunt.sh. CKPUNT He BXOOUT B KOMMJIEKT



https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Threefish

4.4. CosfaHve pesepBHOM Konum no pacnuncaHuio 8 RBM

MOCTaBKM W SBNAETCA [OOMONHUTENbHOW OMLMWOHANBbHON BO3MOXHOCTBIO,
co3faHne KoTopor obecneuymBaeT 3akasuumk. MogpobHoe onucaHue apry-
MEHTOB CKpWMTa nNpuBeAeHO B PyKOBOACTBE CUCTEMHOro agMUHUCTPa-
TOpPA3;

= B rnone CKpUNT NMpU BOCCTAHOBJIEHUU YKaAXUTE MyTb pPaACMOSIOXEHUS
CKpunta BoccTaHoBNneHna PK /opt/rubackup/scripts/Baw_ckpunT.sh.
CKpunT HE BXOAUT B KOMMJEKT MOCTaBKU U ABMASETCHA AOMONHUTENbHOMN
OnuMoHaNbHOM BO3MOXHOCTbLI), CO3[aHne KOoTopon obecrneymBaeT 3akas-
4yuk. NogpobHoe onucaHMe aprymMeHToB CKpunTa npueBeneHo B Pykosopg-
CTBE CUCTEMHOro agMMUHUCTpaTopa;

o BbINonHMTE HacTpolkn wabnoHa rnobanbHOro pacnucaHus, NpPUMeHsieMble KO
BCEM MnpaBunam rnobanbHoro pacnmcaHus:

= B 6510ke HacTpoiiku (cMm. PrucyHok 10):

HacTpoiku
BknwouiTe Nocne co3naHuAa
Myn Default
Ha4ano nepvoga gerncTenAa 10.06.2024 16:40

OKkoH4YaHWe nepuoaa OeACTBKUA 10.06.2025 16:40

Im<8

Obwwre HacTpoMKK Moayns

PucyHok 10. OkHo cosfaHus npasuna rnobanbHOro pacnncaHus pes3epBHOro KONMpoBaHuUs.
HacTpowka wabnoHa — HacTponku

« Bkmountb nocne cospanma. [1py akTuBaLUK nepeknyaTens cosfgaHHoe
npaBuno 6yaeT MMeTb cTaTyc «run» (3anyuieHo). Ecnu nepekntoyatenb
nepuogm4yeckoro 3arnycka AeakTMBUPOBaH , TO CO3[aBaeMoe MpaBuio He
CcOo3JacT 3ajay pe3epBHOro KONMpPoBaHUA N ByLeT UMeTb CTaTyc «wait»;

= B nosne Myn BbiGepuTe 4OCTYMHbIA NyN AN5 XpaHeHusa konun PK;

= B nosnie Hayano nepuopa AencTBUA YKaXXNTe Hayano nepuoga AencTeus
CO3[aBaeMoro npaBuna pPesepBHOro KOMUPOBAHUA, HaXaB KHOMKY W
BblOpaB B OTKpPbIBLUEMCA KaneHpgape paTy W BpeMsa Hadana nepuopa
3anycka cosgaBaemMoro npasuia pe3epBHOro KonnMpoBaHUS;

= B nofie OKOHYaHUe nepuopa AEeNCTBUA YKaXUTe OKOHYaHWe nepuoaa
0EeNCTBMA CO3[aBaeMoro npaBuia pPe3epBHOrO KOMUPOBaHWA, Haxas
KHOMKY U BblBpaB B OTKPbIBLUEMCA KaneHaape AaTy U BpeMs OKOHYaHusA
nepuona 3anycka co3gaBaemMoro npasuia pes3epBHOro KonuposaHusa. Mo
YMOYaHUIO CPOK [eiCTBUA npaBuna cocTasnfeT 1 rog ¢ MOMeHTa ero
CO3aaHus;

= KHOMKa npeAocTaBnAeT napameTpbl AN HaCTPONKY
MHOIOMOTOYHOrO PE3epBHOrO KOMMpoBaHus. OnucaHve napameTpoB Npu-
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BeEeHO Ha cTpaHuue [ naga 8.

= B 6/10ke Pacnucanume (cMm. PrucyHok 11) B none NMepuoguyeckuii 3anyck onpe-
[enuTe TUM 3anycka co3gaBaemMoro npasuna. Mpu akTMeBaLum NonsyHka nepu-
0QMYECKOro 3anycka yKa)uTe B MUHYyTax 4yepes Kakoe Bpems 6yaeT BbINo-
HATbCA Cco3JaBaemMoe MpaBuno. ECnvM MonsyHoK NepuoaMyeckoro 3anycka
[eaKTUBMPOBAH, TO HACTPOWTE KPOH-BbIpaXXeHue, ykasaB paTy U Bpems
MHTepBana BbINOMIHEHUSI CO3[,aBaeMOoro npasuna;

PacnucaHue
BeiGpaHo: KpoH-BeIpaXKeHe 0 0 1 * *
MNepuoanyeckKnin 3anyck
MuHyTa

Yac

olole

JeHb mecaua
Mecay,
JeHb Hegenun

PucyHok 11. OKHO co3faHus npasuna rnobanbHOro pacnncaHnsa pe3epBHOro KONMMpoBaHus.
HacTponka wabnoHa — [JononHuTenbHble NapaMeTpbl NpaBunia

= B 6510ke MpoBepka npu akTusauumn nepekovatens € [OCTYNHa HaCTpPoOnKa
NepuogNYHOCTIN NPOBEPKN apXMBOB Pe3epPBHbIX KOMUIA (CM. PUcyHoK 12).

Mpoeepka

MNpoBEpKa Pe3epBHLIX KOMWA KaXkoble ()

1 + Mecaues W

PucyHok 12. OkHO cosgaHus npasuia rnobanbHOro pacnMcaHnsa pesepBHOro KoNMpoBaHus.
HacTponka wabnoHa — lNMpoeepka PK

B none MNpoBepka pe3epBHbIX KOMUA YKaXUTe MNepuoanyHOCTb MPOBEPKNU
pe3epBHbIX KOMUN. I3TO AEeNCTBME UHULMUPYET co3faHve 3afadu npoBepKu
pe3epBHON KONMUU —LMPPOBON NoANUCK N pa3Mepa ¢pannos.

Ecnu pesepBHas konua 6bisia nognncaHa umdpoBon NoANUCLIO, To byaeT npo-
BepeH pasmep ¢annoB pes3epBHOM KOMUM U caMa pesepBHaa konua. Ecnu
pesepBHasa Konusa He bbina nognucaHa umudpoBon NoANUCHIO, TO byaeT npose-
PeH TONbKO pasMep ¢annoB pesepBHOM Konuu. B cnydae, ecnu nposepka
pe3epBHbIX KOMUK He TpebyeTcA, TO OeaKTUBUPYNTE NepeksovaTenb B TeKY-
wen ctpoke .

» B 6510Kke CpoK XpaHeHusa (CM. PucyHOK 13) yKaXuTe CKONIbKO AHeWn, Hefaenb,
MecCsLEB WNU JNIeT XPaHUTb pPe3epBHble KOMuUW, NONyYeHHble B pesyfbTaTe
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BbIMOJIHEHNA NPaBWna,

Cpok xpaHeHWsA

XpaHWUTb pe3epBHbIe KONWW B TeYeHWe Q

1 + Net ~

PucyHok 13. OKHO co3faHus npaeunia rnobanbHOro pacnmcaHms pesepBHOro KONMpPoBaHuS.
HacTpolika wabnoHa — Cpok xpaHeHus PK

» B 6/510ke Pe3sepBHble Konuu (CM. PricyHOK 14) nNpu akTUBaLUM NepekoYaTens
© BO3MOXHa HacTpoiKa MepeMeLleHNs Pe3epBHbIX KOMUN, MOSYyYEeHHbIX B
pesynbTaTe BbINOMHEHUs NpaBuna:

Pe3epBHbIe KOMKWK

MNepeMecTUTe B Ny Yepes

PucyHok 14. OkHO co3paHusa npasunia rnobanbHOro pacnmcaHns pesepBHOro KOnMpoBaHus.
HacTpolika wabnoHa — PK

» C YKa3aHHOW NepunogunUYHOCTbIO;
= B Ny, 4OCTYMNHbIA N3 pacKpbIBarOLLEroCca CNNCKa;

= B 6/10Ke YcTapeBluMe pe3epBHbie KONUn Heob6xoanMo onpenennTb AencTBmsA
nocne UCTEYEHUS CPOKa XPaHEHUS Pe3ePBHbIX KOMUK, MOSTyYEHHbIX B pesyib-
TaTe BbINOJIHEHUS npaBuna» (CM. PucyHok 15):

yCTE]pEF}IlJME PE3IEPEHBIE KOMWMK
ABTOoMaTMYeCcKoe yaaneHne

YeepomnaTe  Nobody v

KNWeHT MoMeT yaannTe pe3epeHble KONWK 3TOoro npaesnna ‘:)

PucyHok 15. OKHO co34aHuA npaBuia rnobanbHOro pacnmcaHns pesepBHOro KONnMpoBaHus.
HacTpolika wabnoHa — YcTapeswune PK

» akTuBMpyinTe @ nNepeknoyaTens ABTOMaTUUYECKOe yaaneHue 415 yaane-
HUA Pe3epBHbIX KOMUI MO OKOHYaHWUIO OMPeLEeNEHHOrO B MpaBuie Cpoka
XpaHeHUss WNuM [OeakTUBUPYWTe nepekovatens @, ecnu ypaneHue
pes3epBHbIX KOMWIA He TpebyeTcs;

» B rosie YBeAOMNATb HAacTPoONTe Kakne aaMUHUCTPATUBHbIE TPYNNbl 6yayT
yBefoMJeHbl 06 UCTeUYeHMM CpoKa AeACTBUSA Pe3epBHbIX KOMWIA;

= B none KnueHT MoXeT yaanuTb pesepBHblie KONUM 3TOro NpaBuna akTu-
BUpYMTe nepekntoyatens @© Ansa paspeleHns KnneHty PK yaoanuTb ycTa-
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PeBLUNE pe3epBHble KOMUM WU AeakTUBMPYNTe nepeknovatens @ ans
paspelleHns Ha yaaneHne pe3epBHbIX KOMUA TONbKO Ha cepBepe;

= B 6510Ke YBegomMneHusa (CM. PrcyHok 16) Ana yKasaHHbIX COBbITUIA U3 BbiNaga-
FOLLEro Crnncka onpenennuTe rpynny nosb3oBaTenen, kotopas éyneTt yseaom-
NeHa B cnyyae npousowepalwero cobbiTnsa. B none «E-mail CC» MOXHO BBECTU
nobon agpec 3NeKTPOHHOW NOYThl 419 0COB0ro yBeaAoOMNEHNUS;

YeeooMneHua

HopmaneHoe BeINONHEHWE Nobody v
BeinonHeHwe ¢ ownbKoM Nobody v
MNpoeepka pe3epBHOR KONWK Nobody v
OkoH4YaHWe OeAcCTBMA Npaswna Nobody v
OKOHYaHvWe EMKOCTK xpaHunuwia  Nobody v

PucyHok 16. OkHO co3faHus npasuna rnobanbHOro pacnucaHusa pesepBHOro KONMpoBaHus.
HacTpowka wabnoHa — PK

3. locne HacTpoOWKM npaBuia HaXXMUTE KHOMKY =
HacTpoeK npasBwusia pe3epBHOro KONMPOBaHKA.

«an/IMeHI/ITb» Ona CoXpaHeHund

Co3paHHoe npaBuno 6yaeT AOCTYMHO ANA pefakTUPOBaHWs U U3MEHeHUA cTaTyca
(«3anyLLeHo» Unu «oxugaeT») B pasgene «FnobanbHoe pacnucaHue».

4.4.6. NpocMoTp 3apgaumn pesepBHOro KonuposaHusa

[na oTcnexmnBaHUA BbINOMHEHUSA NpaBuia nepengnte B pasgen «O4vepenb 3agau».

B pnaHHOM paspgene 3agaya NosiBNAETCA B MOMEHT BbIMOSIHEHUA CO34aHHOro npasuna,
BbINMOJIHEHNA CPOYHOIr0 PE3epPBHOIro KOMMPOBAHUSA, BOCCTAHOBNEHUA AaHHbIX 13 PK, npwu
npoBepKe pes3epBHON Konun, yaaneHmn PK nnm nepemeleHmn PK.

Mocne ycnewHoro 3aBeplUeHNs 3a4ayn pe3epBHOro KOMMPOBaHWS pe3epBHas Komnus
6yaeT NoMellleHa B XpaHUuLLEe pe3epBHbIX KOnui, a MHbopMaL s o Hell ByaeT pasme-
LLleHa B pasaene «Penosutopuiny.

4.5. CpouyHoe pe3epBHOe KonuposaHue B RBM

4.5.1. CpouyHoe pe3epBHOE KOnupoBaHue

CpouHOe pes3epBHOE KOMMpoOBaHWe NO3BONAET eQMHOPa30BO CO34aTb MOJHYIO pe3epB-
Hyto konuto CYB[, MySQL, He HasHa4asa NpaBmIo Mo pacnucaHuio.

1. BbiNosIHEHNE CPOYHOro pe3epBHOro KonmposaHWa B RBM BO3MOXHO OCYLECTBUTb
ABYMSA cnocobamm:
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4.5. CpoyHoe pesepBHOe konnposaHne B RBM

o nepentn B pasgen «O6bekTbl», BblAeNUTb KnNneHTa PK, ocylwecTBnaswowero
ynpasneHne pesepBHbIM KonuposaHneM CYB MySQL, n HaXxaTb NOSBUBLLYHOCS
KHoMKy £ «CpoyHoe PK»;

o Ha)XkaTMeMm Ha KHOMKY Ha BepxHen naHenn RBM £ «Cpo4yHoe PK».
2. B oTKpbiBLWIEMCSH OKHE NPON3BEANTE HACTPONKY NapameTpoB (cM. PucyHok 17):

o B nosie KnueHT — KNMeHTa ¢ ycTaHoBNeHHbIM MmoayrnemMm CYB[ MySQL, pa3ssép-
HYTOro Ha y3se pesepBupyemon 6asbl faHHbIX;

o B none Tun pecypca— TWUM PE3EPBUPYEMOro pecypca Wu3 BbiNagaroL,ero
cnucka — MySQL;

o B none Pecypc — HaxmuTe kHornky [l  BbibepuTe B PasBEpPHYBLIEMCS OKHE
pecypc pesepBupyemoit 6asbl AaHHbIX;

‘\Ru £ 8 @

&« CpouHoe PK v/ MpumennTs

88 Nanenb monuTOpMHra

Knueur ubuntu20-A1tw (6ace1f39475db4a1) ~
J O6wbekThi

Tun pecypca MySQL v

Pecypc * MySQL 8.0 ‘

Tun PK MNonHan W

Crpaternm
B rno6anbHoe pacnucaHue

YaanéxHan pennvkauma fyn Default e

Q Penosutopwii 3awuTHOe NpeobpazosaHue  nocrypt "
Ouyepeab 3a4au Mpuopurer 100 N

Cepeepbl RuBackup CpoK XpaHeHun 1 +  JNler v

XypHansl O6Lyme HaCTPORKW MoAYNA

& AaMuHUCTpUpoBaHue

PucyHok 17. OKHO HacTponkm CpoYHOro pes3epBHOro KonmpoBaHus
o B none Tun PK — [OCTYNHO MNOJSIHOE, MHKpeMeHTanbHoe U guodepeHuymanbHoe
pe3epBHOE KONnpoBaHue;

o B nosne Myn n3 packpbiBaroLWErocsa Cnncka Bblibepute JOCTYMHbIAN Nyn ANa coxpa-
HEHUA pe3epPBHOMN KOMNUHK;

o B Mnofe 3awuTHOe npeo6GpasoBaHUe MO YMOJSYAHUIO BbIBPAHO 3HAYeHne «
nocrypt» — 6e3 MCrnoNb3oBaHUA 3aWMTHOro npeobpasoBaHusa PK. B cnyvae
BblbOpa anropmMTMa 3alnTHOro NpeobpasoBaHmsa CM. Tabnuuy:

Tabnuya 4. AnropnTmbl 3alYUTHOIO NpeobpasoBaHus, 4OCTYMNHbIE B yTUANTE rbfd

Anroputm Moppepxusaeman AonuHa Mpumeyanue
KJlova, ouTt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256
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Anroputm MopnepxveaemMas AoNvHa MpumeyaHue
KJlova, ouTt

Kalyna 128, 256, 512 YKpanHCKU HaLMOHanbHbIN
cTaHgapT ACTY 7624:2014

Kuznyechik 256 Poccumnckuin HaumoHanbHbIN
cTtangapt FOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 KuTanckunin HaunoHanbHbIn
CTaHAapT g8 6ecnpoBOgHbIX
ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

o B none MpuoputeT MoXeT cofepxaTb 3HavyeHne ot 100 go 1000. Yem Bbliwe
3HayeHue, TeM Bbille NPUOPUTET BbINOJIHEHUA NPaBuna;

o B none CPOK XpaHeHUs YKaXXNTe CKONIbKO AHEeN, Hefenb, MecALleB unm neT xpa-
HUTb PE3ePBHYIO KOMMWI, MONTYYEHHYIO B pe3yfibTaTe BbIMNOSIHEHUS CPoYHOoro PK;

o KHoMka [EEUEREMGBLIEURIMAREN npenocTaBnseT napaMeTpbl AN HACTPOWKK

MHOIrONOTOYHOIr0 pe3epBHOro KonmposaHusa. OnucaHne napamMeTpoB NMpuUBe[eHO
Ha cTpaHuue [ naea 8.

4.5.2. CpoyHoe pe3epBHO€e KONupoBaHue no npaesuny

B Tom cnyvyae, ecnu Heo6XoOMMO BbINOSIHUTL CPOYHOE pPe3epBHOE KOMMPOBaHME MO
CO3gaHHOMY npasBuiy rnobanbHOro pacnncaHus:

1. Mepengute B pasgen «nobanbHoe pacnnucaHmne».

2. BblgenuTe Hy>XHOe npaBuio.

3. BbizoBuTE NpaBoM KHOMKOM MbIM KOHTEKCTHOE MEHK U HaXMUTe «BbIMOMHUTL»
(cM. PucyHok 18).
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4.5. CpoyHoe pesepBHOe konnposaHne B RBM

Lo6aBuUTL

KnoHwnposaTb
PepakTtuposaTk
MpuocTaHoBUTE
BeinonHuTe
Ypanute

NepenTH K...

PycyHOK 18. 3anyck CPOYHOro pe3epBHOro KOMMPOBaHWA No NpaBuiy rnobansHoOro pacnmcaHns

4. NpoBepbTe X0, BbIMNONIHEHNS PE3EPBHOr0 KOMMPOBaHMA MOXHO B OKHe «Quepefdb
3agay» (cMm. PucyHok 19).

£ a4 &
@ Yaanute v i)
99 Nanens MOHUTOpUHFa WMMA KNKeHTa Cratyc Tun pecypca Pecypc ID npaeuna ID cTpaTerui 1D pennuKaumu
_ Backup local ubuntu20-Altw | B0.52% ) MySQL MySQL 8.0 0 0 0
O6bekTsl
Backup local  ubuntu20-ATtw MysQL MySQLB.O 0 0 0
g} Crpatervm Backup local  ubuntu20-Altw MysQL MysQL8.0 0 0 0

ro6ankHoe pacnucaHue
YAanéHHaa pennvkauws
. 3 Penoautopwii
v | Ouepeab 3agay4
-] Cepsepsl RuBackup

XypHans!

& AAMUHMCTpUpOBaHUe

(@

PucyHok 19. OkHO ovepenm 3apay

Mpn ycnewHOM 3aBepLUeHUM PEe3EepPBHOr0 KOMMPOBAHMA COOTBETCTBYHOLWAsA 3ajaya
nepenget B ctaTtyc «Done».
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4.6. LleHTpanMsoBaHHOEe BOCCTaHOBJIEHUE pe3epBHbIX
Konui B RBM

Cuctema pesepBHOro KonmposaHusa RuBackup npepycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBNEHUA pPe3epBHbIX KOMUN KakK CO CTOpOHbl KnneHTa CPK nocpegcteoM MeHe-
axepa knueHta RuBackup, Tak n co cTopoHbl agMmuHucTtpatopa CPK. B Ttex cnydasx,
Korga LeHTpannM3oBaHHOE BOCCTaHOBNEHNE pe3epBHbIX KOMUN He XenaTenbHOo, Hanpu-
Mep Korga BOCCTaHOB/IEHWE [AaHHbIX SABAETCA 30HOM OTBETCTBEHHOCTW Bnagenbua
KTMEHTCKOM CUCTEMbI, 3Ta QYHKLMOHANbHOCTb MOXET ObiTb OTK/OYEHA Ha KIMEHTEe
(cM. «PyKOoBOACTBO CUCTEMHOIro agMmnHUCTpaTopa RuBackup»).

4.6.1. NMNonHoe BOCCTaHOBJ/IEHUE A aHHbIX

[NnA LeHTpann3oBaHHOrO BOCCTAHOB/EHUA OaHHbIX Ha KnneHTe PK:

1. B RBM nepengute B pasgen «Penosntopuin».

2. BblbepnTe B OTKPbIBLUEMCA OKHEe TpebyeMyto pe3epBHYHO KOMUIO, HaXXMUTE Ha Hee
NpPaBON KHOMKOW MbIM N BblbepuTe B KOHTEKCTHOM MeEHI «BOCCTaHOBUTb» (CM.
PucyHok 20) unm HaXXMuTe KHOMkKy = «BoccTaHOBUTLY.

BoccraHoBuTh
MpoeepuTe
KonupoBaTe
MNepemecTuts
XpaHuTe A0

Ypanute

Nepeiitn K....

PucyHok 20. OkHo pasgena «PenosnTtopuin». BoccTtaHoBneHne PK

3. B OTKpbIBLIEMCS OKHE LieHTPaNnM30BaHHOr0 BOCCTAaHOBNEHNS (CM. PucyHok 21) npea-
CTaBfieHa cneayrolas MHGopMaLms 1 BOSMOXHOCTM:

o MHOOPMaUMA O pe3epBHOW KOMUW. [JaHHbIN BG/IOK COOEPXWUT HEU3MEeHAEMYHO
NHPOopMaL MO O pe3epPBHON KONuu;
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4.7. PesepBHoe KonnpoBaHne N BOCCTaHoOBNEHNE C MOMOLLBbKO YTUNUT KOMaHZHOM CTPOKM

“Ru £ &8 @

& LieHTpan13IoBaHHoe BOCCTAHOBNEHME v MNpuMeHnTs

B8 Nanenb MoHmTopUHra e
< : ubuntu20-Altw
& O6nexTsI Wws xocTa:

Crparerum HWID: bace1f39475db4a1l

E rno6anbHoe pacnucanve Tun pecypca: MysQt
Pecypc: MySQL 8.0
YpanéHHan penavkauua
Myn: Default
& Penosutopuii

Tun PK: full

Ouepepak 3afay

Co3zpaHo: 2024.10.24 10:29:28

Cepeepsi RuBackup
BOCCTaHOBWTL LIENOUKY: 3

XypHansi

WM npaeuna:

3 AAMWHUCTPUpOBaHUe Craryc PK: Not Verified

MecTo BOCCTaHOBAEHUA @

BOCCTaHOBWUTE Ha KNMEHTA: ubuntuZO-Mtw(6ace1f39475dbda1j x W ]

Katanor pacnaxoekw: * (D /home/temp -

8  rubackup@Iocalhost

PucyHok 21. OkHo LleHTpanusoBaHHOro BocctaHosneHnsa CYbB/[,

o MEeCTO BOCCTaHoOBNeHuA. B gaHHOM 6n10ke Heobxognumo onpenennTb:

o B nosie BoccTaHOBUTb Ha KNIMEHTe BbibepuTe 13 BbiNafatoLero Crnmcka KiameHTa
pe3epBHOro KONMPoOBaHUA, Ha KOTOpoM ByaeT BoccTaHoBneHa CYB[ MySQL;

o B none Karanor PaCMNaKOBKU YKaXuNTe BpeMeHHbII‘/'I KaTtanor Ana pacrnakoBKU
pe3epBHO|?1 KOnmn Ha ysne Bbl6paHHOFO KIINEeHTa pe3epBHOro KonmpoBaHMA,

o Npn akTtmBauun @ nepeknoyaTens BocCTaHOBUTb Ha LeNIeBOM pecypce
pesepBHaa Konus 6yaeT BocCTaHOBMEHa B ucxogHyto CYB/]. B cnyyae geaktuea-
uun nepeknodatensa @ pesepBHasa Konva 6yaeT BOCCTAHOB/IEHA TOJMIbKO B Narky,
yKasaHHYo B rnosie «KaTtasnor pacrnakoBKu»;

o NOCTYNHbl O6LLME HACTPOIKU MOAYNA 017 onpefeNieHns 3HaYeHUs napamMeTpoB
BoccTaHoBneHusa ([ nasa 9):

4. MNMpoBepbTe X044 BbINO/IHEHUA PEe3epPBHOro KOMMpoBaHUs B OkKHe «O4yepefb 3agauy».
Mpn ycnewHoM 3aBepLUEHNN BOCCTAHOBIEHNA Pe3epBHOM KONUM COOTBETCTBYHOLLAA
3aja4a Ha BOCCTaHOBeHMe nepengeTt B ctatyc «Done» (BbIMOMHEHO).

4.6.2. 'paHynsapHoe BOCCTaAHOBJIEHUE flaHHbIX

paHynApHOe BOCCTaHOBNEHNE He NMoaOepXKMBaAeTCA B TekyLwen sepcum mogyna CYB/[,
MySQL. JoCcTynHO TONBbKO NOJSIHOE BOCCTaHOBNEHME 6a3 faHHbIX.

4.7. Pe3epBHOE KONUpoBaHUe U BOCCTaHOBJIeHUe C
MOMOLLLbIO YTUIUT KOMaHAHOMN CTPOKMU

MNoppobHoe onucaHue paboTbl C yTUAMTAMU MPUBEOEHO B [AOKYMeHTe «YTUNUTbI
KOMaHAHoM cTpoku RuBackup».
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Huxe npuBeneHbl rnipumepbl NCroJib30BaHUA YTUJINT.

4.7.1. Pe3epBHOe KOnupoBaHue C NOMOLLLbIO YTUNIUTbI

BbINONHUTL pes3epBHOE KOMMPOBAHME Ha KITMEHTE PE3EPBHOIo KOMMPOBAHUSA C MOGYEM
CYB[, MySQL, BbINONHMB B TepMUHaNe KoMaHgy:

sudo rb_archives -c <resource> -m mysql_-e worker_parallelism:<some_size>

roe:

1. napamMeTp -c ykasbiBaeT pesepsupyemyto CYB/[], <resource> — Ha3BaHWe pe3epBU-
pyemon CYB[], ona npocMoTpa LOCTYMHbIX PeCcypcoB BbINOMHUTE B TepMuHane
KOMaHAay:

/opt/rubackup/modules/rb_module_mysql -1

2. napamMeTp -m yKasblBaeT UCMONb3yeMbli MOAY/b, <mysql> — HasBaHWe Moayns, ons
NPOCMOTPA AOCTYMHbIX MOAY/EN BbINOMHUTE B TEPMUHANE Ha KnueHTe PK komMaHay:

rb_archives -L

3. napamMeTp -e yKasbiBaeT napameTpbl Moayns (I nasa 8).

4.7.2. BoccTaHOBJ/IEHUE pe3epPBHOIi KONUM C MOMOLLLbIO YTUIUTDI

LleHTpannsoBaHHoe BoccTaHoBneHne CYB[] 13 pesepBHON KOMUM BO3MOXHO MNocpes-
CTBOM YTUNUTbI KOMaHAHOM CTPOKU rb_repository.

JlokanbHoe BoccTaHoBneHue CYB[ n3 pe3epBHOM KOMUW Ha KiveHTe PK BO3MOXHO
NOCPeLCTBOM YTUNUT KOMaHOHOW CTPOKKN rb_archives.

BbINONHUTBL flOKasibHOE BOCCTAHOBMIEHWE PEe3epPBHOM KOMUU Ha KIWEHTEe pe3epBHOro

KOMMpoBaHNA:

rb_archives -x <id> -d <restore_path> -e worker_parallelism:<some_size>

roe:

1. napaMeTp -x YyKasblBaeT Ha BOCCTaHOB/ieHMe PK mnm Leno4vykn pesepBHbIX KOMUNA,
<id> — naeHTUPMKaTOpP BOCCTAHABNMBAEMOW pe3epBHOM Konuu, 4nd npocMoTpa id
BCEX pe3epBHbIX KOMUN, BbINONHEHHbIX TEKYLWWUM KneHToM PK, BbINONHUTE B Tep-
MUHane knueHta PK komaHay:
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4.7. Pe3epBHoe KonnpoBaHne N BOCCTaHoOBNEHNE C MOMOLLBbKO YTUNUT KOMaHZHOM CTPOKM

rb_archives

1. napamMeTp -d yKasblBaeT NIOKasbHbIA KaTanor BOCCTAaHOB/IEHUA Pe3epBHOMN KOMUH,
<restore_path> — MOMHbIA NYTb 4O NIOKANbHOIr0O KaTanora BocctaHoBneHus PK;

2. NnapameTp -e yKasblBaeT napamMeTpbl MOAYNA Npu BoccTaHoBNeHun PK. 1na moayns
CYB[] MySQL pocTynHbl TONbKO 0bLme HaCTPOMKM NapaMeTpoB Mpu BOoCCTaHOBNE-
Hum ((nasa 9).

4.7.3. MpocMoTp ouepeanu sapayd ¢ NOMOLLbIO YTUUTDI

OTcnexuBaTb BbinosiHeHWe Bcex 3agay CPK RuBackup BO3MOXHO nocpencTBOM yTU-
NNTbl KOMaHOHOW CTPOKWU rb_task_queue, BbINOMIHUB KOMaHAY B TepMuHane Ans npo-
CMOTpa BCex 3agau:

rb_task_queue -v

OTcnexwuBaTb BbINOMHEHME 3a4a4y Ha KI/MEHTEe pe3epBHOro KonmpoBaHMA BO3MOXHO
nocpeacTBoM YTUNNTbI KOMaHgHomn CTPOKWU rb_tasks, BbINMONHMUB KOMaHAYy B TepMUHane
On4 NpocMOTpPa 3adaud, BbllMOJIHAEMDbIX TEKYLWNM KITMEHTOM PK:

rb_tasks -v
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naea 5. AMropuTmMbl 3alLUTHOrO
rnpeo6pasoBaHus

B knacTepHown cepBepHOM rpynnmMpoBKe Npu BOCCTAHOBMEHNN 3alLINGPOBaAHHOW pe3epBs-
HOM KOMUW Ha AOPYroM KIMEHTEe rpynnupoBKM HeobXOogMMO MCNONb30BaTb TOT Xe
MacTep-K/OY KNIMEHTA, C MOMOLLLbIO KOTOPOro Aenanachb gaHHasa Konus.

Tabnuuya 5. ANropuUTMbl 3aLMTHOrO NPeobpasoBaHUs, AOCTYMNHbIe B yTuanTe rbfd

Anroputm

Anubis
Aria
CAST6
Camellia

Kalyna

Kuznyechik

MARS
Rijndael

Serpent
Simon

SM4

Speck
Threefish

Twofish

36 n3 48

MoppepxuBaeman onuHa Mpumeuyanue
KJlova, ouTt

128, 256
128, 256
128, 256
128, 256

128, 256, 512 YKpauHCK1 HaLMOHasbHbIR
cTaHgapT ACTY 7624:2014

256 Poccuinckmnin HaumMoHanbHbIN
ctaHgapT N'OCT P 34.12-2015

128, 256

128, 256 Advanced Encryption
Standard (AES)

128, 256

128

128 Kntancknim HauMoHanbHbIA CTaH-
JapT ans 6ecrnpoBOfHbIX ceTen

128, 256

256, 512, 1024

128, 256
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naBa 6. YaoaneHue

YpoaneHue Mmoaynsa npoumsBoanTca TONIbKO BMecTe ¢ knmeHToM PK RuBackup. lMpoue-
aypa yganeHunsa knueHta PK RuBackup npuBegeHa B okyMeHTe «CUcTeMa pe3epBHOro
KONMpoBaHWA U BOCCTaHOBNEeHWA AaHHbIX RuBackup. PykoBoacTBO Mo ycTaHOBKE WU

OOHOBEHUIO».
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naea 7. NpunoxeHue A. Npumep NnUCTUHra
KoHpurypauuoHHoro damna moayna MySQL
/opt/rubackup/etc/rb_module_mysql.conf

username rubackup_backuper
password qwerty1234

port 3306

direct_restore yes

mysql_admin mysql

use_memory 106M

mysql_service mysqld
mysqladmin_path mysqladmin
innobackupex_path innobackupex

xtrabackup_path xtrabackup
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naBa 8. NpunoxxeHue b. 061 Me HACTPOUKHU
MOAYNA B NNpoLecce pe3epBHOro
KONMUpoBaHUA

KHonka [EEMUERSEIMGLULURIATEN npegocTaBnseT cleayolme napameTpbl  Ans

HaCTPOWMKM MHOFOMOTOYHOIO PE3EPBHOI0 KOMMPOBaHUSA (PUCYHOK PricyHoK 22):

OB6Lyme HacTpoiiky Moayns: Rule

worker_parallelism 8 -+
enable_multithreading
enable_flexible_dedup
network_parallelism 8 -+
memory_threshold 0 -+

deny_memory_exceed

3HadeHws no ymon4yaHuw m

PucyHok 22. OkHO «O6LWne HAaCTPONKN MOLYNSA» (3HAYEHUS NO YMOYAHNIO)

e napameTp worker_parallelism 3agaeT KonnM4yecTBO NOTOKOB, KOTOpble ByayT obpa-
6aTbiBaTb U AeaynnamumnpoBaTb 6N10KM JaHHbIX pecypca;

o akTuBUpynTe @ nepeknoyatenb «enable_multithreading» gns MHoronoTo4yHown
nepepayvn AaHHbIX C UCMOJSIb30BaHMEM CeTeBbIX MOTOKOB B KONIMYeCTBe, YKa3zaHHOM B
napameTpe network_parallelism;

o akTuBupynTe @ nepeknovatens «enable_flexible_dedup» pna wmcnonb3oBaHuA
HeCKONbKMX Tabnuy, gefynnukaumm BMecTo ofHoOW. Ncrnonb3yeTcsa BMeCcTe ¢ nepe-
KnovaTenem «enable_multithreading» gnsa noBbIWEHUA CKOPOCTU PE3EePBHONO Konu-
pOBaHUS;

» napameTp network_parallelism 3agaeT KonmM4yecTBO NOTOKOB, KOTOpble ByayT nepe-
faBaTb OMOKM OaHHbIX Ha MepguacepBep. Bnoku, NoaroTtoBneHHble worker-noTo-
Kamun, cobuparotca B 6ydepbl, KOTopble 6YAyT nepefaBaTbCA Ha cepBep. Pasmep
oydpepa no ymonyanumo coctasnaetr 100 M6, HO ero MOXHO WU3MEHUTb B danne
rbfd.cnfr'” B 3HaueHWn napameTpa parcel-size. [pu yBennyeHUn pasmepa
bydepa MoXeT ObiTb MPEBbIWEH Pacxod NaMATW, 3a4aHHbI NapaMeTpoOM memory-
threshold B KOHUrypaumoHHOM danne OCHOBHOrO cepsepa
/opt/rubackup/etc/config.file.

e napameTp memory_threshold ycTtaHaBnMBaeT BepXHKOK rpPaHULY WMCNONb30BaHUSA
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onepaTmsBHoN NnamaTK (B ['6) Npu co3gaHnn pesepBHON Konun. MnMHMMarnbHoe 3Hade-
HMe napamMeTpa paBHO 4, NPU MeHbLLEM 3HaYeHne napameTpa B NpoLecce peseps-
HOro KOMMPOoBaHUA ByAeT BbiBEAEHO NpeaynpexneHne 1 napaMmeTp He 6yaeT YUTEH.

o akTmBupymnTe @ nepekntoyaTesnb deny_memory_exceed B ciiyyae, eCcnu npegbiay-
lWaa MHKpeMeHTalNbHaa pesepBHaa Konusa 6bina cgenaH Bepcuen CPK RuBackup
paHee 2.1.1-a.84, a Tekyw,asa sBepcma CPK RuBackup 2.1.1-a.84 n Bbiwwe.

MpuBeaEHHbIE HACTPOWMKM AOCTYMHbl TakXe B KOHOUrypaunoHHOM dainne
OCHOBHOr O cepBepa /opt/rubackup/etc/config.file.

[1] MogpobHee 0 CO3/aHUM SAHHOTO KOHGUrypaLWOHHOro ¢aina cMoTpu B LOKYMeHTe «CUCTeMa Pe3epBHOro KOMMUPOBaHWUS U
BOCCTaHOBNEHUA AaHHbIX RuBackup. PyKOBOACTBO CUCTEMHOMO agMUHUCTpaTopay.
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naBa 9. NMpunoxxeHue B. O6LLMe HACTPONKHU
MOAYIA B NpoLecce BOCCTaHOBJIEHUSA
pe3epBHON Konuu

KHonka [EEMUERSEIMGLULURIATEN npegocTaBnseT cleayolme napameTpbl  Ans

HaCTPONKM MHOrONMOTOYHOr0 PE3EPBHOI0 KOMMPOBAHUS (PUCYHOK PucyHok 23):

O6Lwme HacTpoikn mogyns: Restore task

worker_parallelism 8 . +

memory_threshold 0 -+

3Ha4yeHuA No yMon4aHuo “

PucyHok 23. OkHo «Ob6Lne HaCTPONKN Moaynsa» (3HaYeHMs Mo YMOJTYaHWIo)

e napameTp worker_parallelism 3agaeT KONMYeCTBO NOTOKOB, KOTOPble ByayT yyacT-
BOBaTb B NpoLecce BOCCTaHOBNEHNA 610KOB AaHHbIX CYB/;

e napameTp memory_threshold yctaHaBnMBaeT BepXHIOKO FpaHULy UCNONb30BaHUA
onepaTtuBHoM NamATK (B '6) Npu BOCCTaHOBAEHUN pPe3epBHON Konuu. MrMHUMansHoe
3HauyeHVe napamMeTpa paBHO 4, NMpU MeHblleM 3HayeHune napameTpa B Mnpouecce
BOCCTaHOBJIEHNA pe3epBHOM KONuu ByaeT BbIBEAEHO NnpefynpexaeHve n napameTp
He ByfeT YUYTEH.

MNpnBefEHHbIEHACTPOMKN OOCTYMHblI TakXe B KOHQUrypaunmoHHOM danne
OCHOBHOIO cepBepa /opt/rubackup/etc/config.file.
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naBa 10. O603HaYeHNa U COKpaLLLeHUsA

CLI YTUNNUTbl KOMaAHAHOW CTPOKU

FQDN Fully Qualified Domain Name

ID |dentificator

IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
MAC Media Access Control
NFS Network File System

NTFS New Technology File System

Tucana rpagpunyeckmin web-nHtepoenc gna pabotol ¢ CPK RuBackup

hwid Hardware Identification

VSS Volume Shadow Copy

APM aBTOMaTU3NpPOBaHHOe paboyee MecTo

BM BUpPTYyaJibHaa MallMHa

nK NPOrpamMMHbIN KOMIMEKC

nc noyTtoBas cuctemMa

PK pes3epBHaa Konus, pes3epBHOE KONMPOBaHMe
CPK CcCUCTeMa pe3epBHOro konuposaHusa RuBackup
cybj cucTemMa ynpasneHus 6azamMun gaHHbIX

RBC MeHep)xep knneHTa RuBackup

RBM MeHep)xep agMuUHUcTpaTopa RuBackup
JIKM JleBas KHOMKa Mblwun

oC OnepaynoHHasa cuctemMa

aun 9neKTpOHHaaA unpposasa noanuch
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naea 11. TepMUHbI

ApmuHucTpaTtop CPK [MTonb3oBaTenb C POMbO Cynepnosb3o-
BaTensa B CPK RuBackup wn root-gocTy-
NoM K y3/aMm, Ha KoTopbix bygeT ycTa-
HOBJIEH MOLY/b.

APM apmuHucTpaTopa CPK YOoanéHHbln y3en, UMerWwuin ceTeBoe
coefuHeHne ¢ agMuHucTpupyemon CPK
RuBackup.

ApxusupoBaHue [Mpouecc co3gaHua MOHOW pes3epBHON

KOMUW OaHHbIX pecypca, akTyalbHbIX Ha
TOT MOMEHT, 6e3 BO3MOXHOCTUK rnocne-
Ayrouiero AOMNOJSTHEHUSA (cospaHue
WHKPEeMeHTanbHon N audoepeHumans-
HOM pPe3epBHON KOMUM) U C NMOCneayr-
WUM yganeHnem ueneBoro (MCXogHoro
pecypca) C LeNnbl YMEHbLUEHUA 3aHU-
MaemMoro UM AUCKOBOro MPOCTPaHCTBA,
NOAXOAUT ONnA  PeAKoUCnosib3yeMblX

pecypcos.
Be3areHTHbIii cnNoco6 pe3epBHOro PesepBHOe KOMupoBaHuWe BUPTYanbHbIX
KONupoBaHUsA MalWH, TNPU KOTOPOM KOMMOHEHTbI

RuBackup He ycCcTaHaBNMBatOTCA Ha
pe3epBUpPyeMyrO BUPTYalbHYIO MaLUUHY.

Bbno4yHoe ycTponcTBO Bug danmna yctponcts B UNIX/Linux-
cuctemax, obecneymBarOWnM  UHTeEp-
denc K YCTPOWUCTBY, peasibHOMY WU
BUPTyanbHOMY, B BuAe ¢anna B ¢panno-
Bon cucteme. C 61104YHBIM YCTPONCTBOM
obecneynBaeTca obMeH gaHHbIMKU 6510-
KaMu OaHHbIX.

BpewuuuuuaxpaHunMuqe KaTtanor ona BpeMeHHOro XpaHeHud
pesepBHbIX Konui (CM. use-local-
backup-directory).

Fno6anbHoe pacnucaHue MNepunoanyeckne 3afaHuUs pPe3epBHOro
KONMpoBaHWA faHHbIX. [ONna cosgaHuA
pe3epBHbIX KOMWW MO pacrmcaHuio B
CPK cywecTBytoT npasuna rnobanb-
HOro pacnucaHns, MHOXeCTBO KOTOPbIX
cocTaBniseT rnobanbHoe pacnucaHue.
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FpaHynspHoOe BOCCTaHOBJIEHUe

BoamoxHocTb AgMuHucTpaTopa CPK ocywecTBnATb BOCCTaAHOBMIEHME BblGpaHHbIX
dannoB n/unu KaTanoros U3 pe3epBHON KOMUN.

Adepynnukauua

Mpouecc UcknoyeHna oyenmpyowmnxcs agaHHblx. Jeaynnmkauma nossonseT onTuMm-
3MpoBaTb MCMNONb30BaHNE ANCKOBOrO NPOCTPaHCTBA CUCTEM XPaHEHUNA AaHHbIX. OnA
BbINOJIHEHUS MpoLecca Aeaynankaunum HeobXxoAnUMO Hanuume genynaMunpoBaHHOro
nyna.

OdeaynnuunpoBaHHbIi Nyn
Myn, B KOTOPOM BbINOMHAETCS NPOLECC Aeayninkauumn.

AnddepeHumnanbHoe pesepBHOE KONUpoBaHue

CospaHue pe3epBHO|71 KOMMU TOJIbKO TeX AaHHbIX, KOTOpPble ObIN UBMEHEHbI CO Bpe-
MEHU BbINONHEHNA Nnpeablaywero noJIHoro pe3epBHOro KOrMnMpoBaHMA.

AomMmeH

YyeTHas 3anucb oOpraHuMsauuu, KoTopasi BKoYaeT B cebs cnepyroume AaHHble:
yyeTHble 3anucu Mosfib3oBaTenein, pecypchl, NOYTY, KaneHgapu, agpecHble KHUMW,
aBaTapbl, KOHTAKTbI.

XXypHan
®ann pernctpaumm cobbiTnn CPK RuBackup.

UHKpeMeHTanbHoe pe3epBHOE KONMpoBaHue

CosaaHne pe3epBHON KOMUN TONbKO TeX AaHHbIX, KOTopble OblNN N3MEHEHbI CO Bpe-
MEHW BbINONHEHUA NpeablayLeil UHKPeMeHTaNbHOW pe3epBHO KOMUK, a NPU OTCYT-
CTBUWN TaKOBOI — CO BPEMEHMW BbINOSTHEHUSA NOCNeAHEN NOMHON Pe3epPBHON KOMUK.

KaTanor pacnakosku
KaTanor, B KOTopbIn ByaeT pacnakoBaHa PK npu BoccTaHOBNEHUM.

KnueHnTt PK
KnneHTckoe MO RuBackup ans BbIMONMHEHUS pe3epBHOro KOMMPOBaHUS.

KoHTponnep goMeHa

NHCTpyMeHT Ana ynpasneHus u agMUHUCTPUPOBaHNA BCEMU YCTPONCTBaMMU U NOJb-
30BaTeNsAMU B KOMMbOTEPHOM ceTu (Hanpumep, ALD Pro).

KoHndurypaumnoHHbii paiin moayna

®ann ¢ pacwmpeHmem .conf B AUpeKTopuUn /opt/rubackup/etc/, B KOTOPOM coaep-
»KaTcA napamMeTpbl HacTponkn Mogyns.
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JleHTOYHOe YCTPOMCTBO

YCTPONCTBO, KOTOPOE COOEPXMUT HECKONIbKO NEHTOYUHbIX KapTPUOXen, HECKONbKO
OTCEKOB A1 XPaHEHUS NIEHT, CKaHep U pob0oTM3MPOBAHHY CUCTEMY, KOTOpas aBTo-
MaTU3NPYET 3arpy3Ky U CMEHY KapTpuaxen.

JleHTOuYHbIe KapTpUuaXXu
Hocutenb nupopmaumn, peannsoBaHHbI Ha MAarHUTHOWN NIEHTE.

JlokanbHOe BOCCTaHOBJIEHUE pe3epPBHON KONUMN

Bo3MOXHOCTb KNMeHTa PK ocywecTBAATb MNOJIHOE BOCCTaHOBJSIEHWE [AaHHbIX W3
pe3epBHOM KOMNUK, NOTYYEHHOW Ha 3TOM KJTNEHTE.

JlokanbHaa ycTaHOBKa

Bce koMmnoHeHTbl CPK pa3BépTbiBaOTCA Ha 0QHOM Yy3ne (cepBepe, KOMMbOTEPE UMK
BUPTYaslbHOMN MalLNHE).

Mepuacepeep

NHTepdenc K xpaHmnuuiam, acCouMMpoBaHHbIM C HUM. lpHMMaeT AaHHble OT Knu-
eHToB PK W1 coxpaHAeT ux B ueneBoe XpaHunuwe. [lpu OTCYTCTBUU OTLENBHO
HaCTpPOeHHbIX MeaunacepBepoB UX OGYHKUUM BbINOAHAOT OCHOBHOW W Pe3epBHbIN
cepBepa (Npu Hanuuuu).

MeHep)xep agMmuHucTpaTopa RuBackup
OcHoBHoOe rpagpunyeckoe cpeacTso agMmuHmucTpuposaHna CPK RuBackup.

Mopaynb

YTunuTa, KOoTopasi OTBeYaeT 3a pPe3epBHOE KOMMPOBaHWME W BOCCTaHOBMEHWE
pecypca onpeaeneHHoro Tuna v ynakoBKy pe3epBHbIX KOMUIA.

O6nayHoe xpaHunuue

Cnyx6a, KoTopasi NO3BOMSET XPaHWUTb AaHHble MyTeM WX Mepefayn no UHTEpHeTy
NN OPYron cetTu B CUCTEMY XPaHEHUS, 0BCNY>XMBAEMYHO TpeTbel CTOPOHOIA.

Onepauua umnopTta PK
MNMonyyeHne pesepBHOM Konun ¢ Megunacepsepa CPK-oTnpasuTens

Onepauusa akcnopTta PK
OTnpaBka pesepBHON KONUKN Ha Meaunacepsep CPK-nonyvyaTens

OcHoeHom cepeep PK

naBHbIN ynpasnswowmn cepsep CPK, obecneuymBarowmin B3auMOLENCTBNE KOMIMO-
HeHTOB CPK.

NMonHoe BoCCTaHOBJIEHUE
BoccTaHoBNeHMe faHHbIX U3 pe3epBHOM KOMUW nogpasymeBaeT TOJNIbKO BOCCTAHOB-
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NneHne yganeHHbIX N U3MEHEHHbIX ¢annoB A0 COCTOAHUA, B KOTOPOM OHU OblNn Ha
MOMEHT CO3aaHunA pe3epBHO|7| kKonuu. Ecnn B ONPEKTOPUN eCTb dannobl, KOTOpble
Oblnn gobaBneHs.bl y>X€e nocrie co3naHnma p63€pBHOI7I KON, TO OHN HEe 6y,D,YT yOalleHbl
npwmn BOCCTaHOBNEHNN.

MonHoe pe3epBHOE KONUpPOBaHUE

3afaya pe3epBHOro KOMMpoBaHUs, NP BbINOSIHEHUN KOTOPOM U3 MCTOYHUKA KOMUPY-
FOTCA BCE AaHHble 6e3 N3bATUSA.

ATOT TMN pPe3epBHOro KONMpoBaHuA Hanbonee MeanNeHHbIN N pecypco3aTpaTHbIi, HO
obecneynBaeT HanbONbLUYHO NOSIHOTY U TOYHOCTb COXPAHEHUA OaHHbIX.

Monb3oBaTenb CPK

Nonb3oBaTenlb C PONbO agMUHUCTpaTopa, ayguTopa, cynepsansepa wnu cynep-
nonb3oBaTena MHoronosb3oBaTenbckon mogenu CPK RuBackup.

n paBuio UMnNopTa

OnpepenseT NOpA[0K NoyvYeHUs pesepBHbIX Konun ¢ meguacepsepa CPK-oTnpasu-
Tens Ha megunacepsep CPK-nonyyatens.

Mpaeuno pennukauum

ﬂpaBI/IJ'IO KOMMpoBaHUA pe3epBHbIX KOMWUWN, CO34aHHbIX N0 npasuny rnobanbHoro pac-
NMnNcCaHna NCXoa4HOro nyna, B Ha3Ha4YeHHbIN nyn B COOTBETCTBUU C Bbl6paHHbIMI/I yCcno-
BUAMW BbINOJIHEHNA KOMNPOBaHNA pe3epPBHbIX KOMUN.

Mpaeuno akcnopTa

OnpepensdeT NopALoOK OTNPaBNeHUA pe3epBHbIX KOMWU,CO3LaHHbIX MO onpeferneH-
HOMY npasuny rnobasbHOro pacnucaHusa Unu onpeaeneHHoMy npasuny cTtpaterum, B
yoaneHHyto CPK Ha KOHKpeTHbI MeanacepBep nocne NosaBneHna COOTBETCTBYIOLWMUX
3anucen B penosutopun CPK-oTnpasuTtens.

PacnpepenéHHasa ycTaHOBKaA

PasBépTbiBaHMEe KOMMOHEHTOB CPK Ha HECKOSIbKMX Yy3/ax, CBSA3aHHbIX MeXagy cobon
yepes ceTb.

Pe3epBHOe KonupoBaHue

I'Ipou,ecc Co34aHnA Konnmnm AaHHbIX Ha AOONOJIHUTEJNIbHbIX HOCUTENAX I/IH(I)OpMaLLI/II/I,
npegHasHa4eHHbIX A5id BOCCTAaHOB1IEHNA OaHHbIX B Clly4dae noBpeXageHnda nnimn cboeB
B NepBONCTOYHUKE.

Pe3epBHas Konua BUPTYasibHOW MaLLUUHbI

Konusa Bcex ANUCKOB BMPTYasibHOW MalUUHbI U €€ MeTafaHHble, nosty4yeHHble OT nnaT-
(bOprI BUpPTYyann3auunn, ana UCnosib3oBaHUA B Cliydae noTtepn WUin yHUUTOXEHUA
opurnHana.

46 n3 48




Peno3uTtopui

XpaHunuiie MeTagaHHbIX BCeX pe3epBHbIX Konuit. CamMu pesepBHble KONUKM pacrnona-
raloTCs B YCTPONCTBAX XPaHEHUs pe3epBHbIX KOMUIA (XpaHWnuMLLax), KOTopble acco-
LunpoBaHbl ¢ MNynamm XxpaHeHUs pesepBHbIX KOMUI.

PesepBHas konua CYB[]

Konus Bcex 6a3 AaHHbIX, Tabnuy, N eé mMeTajaHHble ANSA UCMOSb30BaHUSA B Cliyyae
NOBPEXAEHUA UNN YHUUTOXEHUSA opuUrnHana.

PoTauusa ¢pannos xxypHana

MNepunoanyeckoe cosgaHne HOBbIX GannoB XypHana C uesnbko yrnpaBneHus pasmepom
dannoB xypHana, NoBbIWEHNA NPOU3BOANTENBHOCTN, COXPAHEHUS AaHHbIX XYypHana
N NoBblWeHnA H6e3onacHoCTW. Tpurrepom cosgaHusa HoBoro darnna cobbliTua ABMA-
eTca npowusowepllee cobbiTMe Mocfie KOTOPOro MpPou3BOAUTCA OLEeHKa pasmepa
danna XXypHana n cpaBHeHMe OLEeHKWN C 3afaHHbIM afMUHUCTPATOPOM MakKcuMmarsb-
HbIM pa3smepom odawnna.

Cuctema pesepBHOIro KONMpoBaHUSA U BOCCTaHOBJIeHUA AaHHbIX RuBackup

CucTteMHoe KIIMEHT-CepBePHOE MNpuioXxXeHme, rnpegHasHadyeHHoe AOJid aBTOMAaTU3N-
[POBaHHOIo BbIMOJIHEHNA Mpouenyp pe3epBHOro KornnMpoBaHUA AOaHHbIX CepBEPOB,
BUPTYaJibHbIX MallWH, 6as AaHHbIX U I'IpI/IJ'IO)KeHI/IVI B UEHTpPax O6pa6OTKI/I OaHHbIX, a
TakK>Xe gnd BOCCTAHOBJIEHNA OaAHHbIX N3 pe3epPBHbIX KOMun no 3aripocy noJsib3oBaTtesin
nnnm CNCTeMHoro agMmMHUCTpaTopa.

CPK-oTnpasuTtenb

CucTtemMa pe3epBHOro KOMMpPOBaHUA, U3 KOTOPOW OCYLLECTBNAETCH 3KCMOPT peseps-
HOWM KOMUW.

CPK-nonyuaTtenb

CucTtemMa pes3epBHOro KOMMpOBaHWUA, B KOTOPYHD OCYLLECTBNAETCA UMMOPT pes3eps-
HOWN KOMuu.

CpouHoe pe3epBHOEe KONMPOBaHUe
Co3fgaHune pesepBHOIN Konun eanHopasoBo 6e3 pacnmucaHus.

CTtparterus

OOHOBpPEMEHHbIE AENCTBMA Hag rpynnaMyM pecypcoB, KOTOpble CO34aroT 3agaudn
PEe3epPBHOr0 KOMMPOBaHUA B COOTBETCTBUM C PacnucaHUsMn AN BCEX PECYpPCOB U
KIIMEHTOB, KOTOPbIE UX KacaroTcs.

Cynepsaiizep
Ponb nonbsosaTensa CPK, KOTOpbIN MOXET BbIMOMHATL AENCTBUSA, AOCTYMHble Cynep-
nonb3oBaTento, B TOM 4ucrie, HasHavaTb ponu ConpoBoxgarowero u AAMnUHUCTpa-
TOpa, 3a UCKKOYEHNEM OObIX AeNCTBUN C Nosb3oBaTENsAMU U naMeHeHnsa nobanb-
HOM KOHoUrypauum CPK.
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Cynepnonb3oBaTesb

MpuBMNerMpoBaHHbIN agMUHUCTPATOP, KOTOPOMY MO3BOJSIEHbI NOObIE OENCTBUA B
CPK. 3T0T nonb3oBaTesnib co3gaeTcs npu KoHourypaumum OCHOBHOIo cepsepa.

TeHaHT

YUYéTHaa 3anucb opraHuMsauum, KoTopas BKIOYaeT B cebs chneayrolime AaHHble:
JOMEHbI, YYeTHble 3annucu nofib3oBaTenen, pecypchl, NOYTY, KaneHaapwu, agpecHble
KHWUIW, aBaTapbl, KOHTaKTbI.

YTUAUTbl KOMaHAHOMN CTPOKH

KOHcOoNbHasa yTUINTa, C NOMOLLBIO KOTOPOW MOXHO YrpaBnsaTb OONbLWNHCTBOM QYHK-
unn CucTembl pesepBHOro KonnposaHua RuBackup.

XonogHoe xpaHunuue

Pe3epBHoe XpaHunnumuie NOYTOBOW cuUcTeMbl RuPost, KOTOpOEe WCMNoJib3yeTCcAa KakK
MCTOYHUK OaHHbIX A1 pe3epPBHOINo KonmpoBaHMA KOMIMOHEHTOB NOYTOBOW CUCTEMBI.

XonogHoe XxpaHunuuie cogepxuT B cebe:

e KaTajnor C No4YToBbIMA ALLNKAMMU,
e KaTanor Cc apxmBamMum no4YTOBbIX ALLNKOB,

e KaTasnor ¢ yganeHHbIMN NUCbMaMn.
Kaxxablh KaTanor cogepXxuT B cebe nogkatanor Backup.

XpaHnunuwe PK
YCTPOUCTBO XpaHEeHUsA pe3epBHbIX KOMUN.

LleHTpannsoBaHHOe BOCCTaHOBJ/IEHUE pe3epPBHON KONMUU

BoamoxHocTb AgMuHucTpaTtopa CPK ocywecTBnNATb NOSIHOE BOCCTAHOB/IEHME OaH-
HbIX U3 pe3epBHOW KoNnu KnneHTta PK.

AneKTpoHHas NOANUCH pe3epPBHbIX KONuii

Ob6ecneynBaeT BO3MOXHOCTb KOHTPOJNA Haj COOTBETCTBMEM BHELUHWX aTpubyToB
pe3epBHbIX KOMUN ee BHYTPEHHEMY COOEPXUMOMY W MO3BOMSET MPoBeEpPATb dakT
HEN3MEHHOCTU COAEPXNUMOro Pe3epBHOMN KOMUN.
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