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Mogynb nnatdopmbel OpenStack

CucTema pesepBHOro konvposaHusa RuBackup no3BonsieT BbIMONHATbL pe3epBHOE KOMu-
pOBaHWe U BOCCTaHOBNEHME BUPTYalbHbIX MawnH U TOMOB NnaTdopMbl BUPTYyanusauyum
OpenStack Bepcuun Antelope. [1oCTynHO NONHOE, MHKpPEMEHTaNbHoOe N guddepeHymnanb-
HOe pe3epBHOe KonupoBaHue. TakXe BO3MOXHO BbIMOSIHATbL pe3epBHOe KOoNMpoBaHue C
ncnonb3oBaHWeM defynnvkauum n XpaHuTb pe3epBHble Konuu B AeAynnumMpoBaHHOM
XpaHunuLe.

NMonHoe pe3epBHOE KONMUpPOBaHUE — 3TO CO3[aHWNe Pe3epBHON KOMUWN BCEX LaHHbIX U3
ncxogHoro Habopa, He3aBUCUMO OT TOro, U3MEHANIUCb AaHHble UM HET C MOMEHTa
BbIMOSIHEHUA MOocegHe NONHOW pe3epBHOW KOMUN.

AunddepeHumnanbHoe pe3epBHOE KONMUPOBaHUE COXPaHAET TONIbKO AaHHble, N3MEHEH-
Hble CO BpeMeHW BbINOJIHEHNA MNMpeablayLlero noJIHoOro pe3epBHOro KONMpoBaHMA.

MHKpeMeHTanbHOE pe3epBHOE KONMUPOBaHUE COXPaHAET TONIbKO JaHHble, USMEHEHHbIE
CO BPEMEHW BbIMOMHEHUA MpeablayLen MHKPEMEHTANbHON PEe3epPBHOM KOMUK, a ecnun
TaKoW HeT, TO CO BPEMEHM BbINONIHEHWA NOCefHeN NOSTHOW pe3epBHON KOMUW.

PesepBHOE KOMMpoOBaHME BUPTYasbHbIX MalWWH U TOMOB MAaTGopMbl BUPTyanusaymum
OpenStack BbinonHAeTca 6e3areHTHbIM COocoboM. 3TO O03HA4YyaeT, UTO B BUPTYaNbHYHO
MalLMHY, 018 KOTOPOW npepnosiaraeTcs cosfaHne pesepBHOM KOMNUK, He yCTaHaBNMBa-
eTca areHT RuBackup (ogHako gns pe3epBHOro KOMMpPoOBaHUA BUPTYasibHOW MalUMHbI
TpebyeTcA yCTaHOBKa rOCTEBbIX PaCLUMPEHU OrnepaunvoHHOW CUCTEMbI, HanpuMmep
gemu-guest-agent). PesepBHOe KoMMpoBaHWe BUPTYyanbHOW MallWHbl BbINONHAETCA
LeNIMKOM, ANA BCeX AUCKOB BUPTyalbHOM MalUMHbl. B xo4e pes3epBHOro KonvpoBaHUSA
BO BCEX Cl/ly4adAx W3 pe3epBHOM Konuwu ypansoTca aybnumpyrouwme 6noku (Bcerga
BbIMNONHAETCA NloKanbHaa geaynnmkayms).

B cnydae nepepayn pe3epBHO|7| Konmm B XpaHunuuwe genyniamumnpoBaHHbIX pe3epBHbIX
Konun Bcerpga nponcxoanT nepepada TOJIbKO TeEX YHUKaJIbHbIX 6noKoB (ANA Toro xe
TnMa NCTOYHUKa I,El,aHHbIX), KOTOpPbIX elle HET B XpaHUuLe.

[NnAa BbINONMHEHNA PEe3epBHOr0 KOMUPOBAHMA BUPTYaNbHbIX MalWH WAW TOMOB cpefbl
BUpTYyanmsaumm OpenStack HeO6X0gMMO YCTAHOBUTbL KITMEHT PE3EPBHOIN0 KOMMPOBaHUSA
RuBackup no ogHon 13 criefyroLlmnx cxXxem:

e Ha OAHY W3 BUPTYaNbHbIX MalUMH B AAHHOM cpefe BUpTyanusauuun, A5 KOTOPOW
HaCTPOEH AOCTYN K r’MNepBmn3opy (rmnepeunsopam);

e Ha HECKONIbKO BUPTYaNbHbIX MallXH B A@aHHOW cpeae BUpTyanu3auum, ecnu aTo oby-
C/IOBNIEHO HEOBXOANMMOCTbLIO AMHAMMUYECKN pacnpenensaTh HarpysKy B Xofe pe3eps-
HOrO KOMUPOBaHUS N 06ecrneynTb BO3MOXHOCTb BbIBOAA TOWM UMW UHOW BUPTYanb-
HOW MallMHbl U3 3KCnyaTauum 6e3 N3MeHeHUn B pacnmncaHnm pe3epBHOro Konmpo-
BaHWs (B AaHHOM CXeMe HeobXOAMMO BKIOUUTb 3TU FMNEPBU30Pbl B KACTEPHYH
FPynny KNMEHTOB CUCTEMbI PE3EPBHOMO KOMNPOBAHMS).

[Mpn BbINOSIHEHUN pPE3epPBHOro0 KOMUPOBAHUA MPUMEHAETCA TEeXHONOrna Cco3gaHus
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MOMEHTasIbHbIX CHUMKOB AaHHbIX ONA OUCKOB BUPTYasbHOWM MalUMHbI, YTO MO3BONAET
He OCTaHaBJIMBaTb pa60Ty Ha BpeMsa pe3epBHOINo KonmpoBaHUA.

[Mepepn cospaHneM cCHMUMKa U cpasy nocne ero cosgaHusa RuBackup MoXeT BbIMOMHUTL
CKPUNT BHYTPW BUPTYanbHOW MaLlWHbI ANA TOro, 4Tobbl UMEeTb BO3MOXHOCTb MPUBECTU
AaHHble NPUNOXEHU BHYTPU BUPTYasibHOW MallMHbl B KOHCUCTEHTHOE COCTOSAHME.

Tak>ke BHYTpU BUPTYasibHON MalUMHbI MOXeET BbITb CO34aH CKPUNT, pacnonararowmnimncs
B ¢anne /opt/rubackup/scripts/openstack.sh.B ToM cny4dae, ecnv BHyTpu BUpPTYyasb-
HOM MalUWHbI CyWeCcTBYeT Takon ¢ann ¢ aTpmbyTamMmm Ha UCMNOSTHEHME, TO Nepepn cosa-
HWEM MOMEHTaNbHOro CHMUMKa OH 6yaeT BbINOSIHEH C aprymMeHToMm before, a cpasy
nocne cosfaHnss MOMEHTaNIbHOr0 CHUMKa OH 6yAeT BbINOSIHEH C apryMeHToM after.
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Mogynb nnatdopmbel OpenStack

naea 1. YcTaHoBKa KiMeHTa RuBackup

1.1. Moaynb rb_module_openstack

[ns BOBMOXHOCTU pe3epBHOro KONMPOBaHUA BUPTYaNbHbIX MalIVH cpegbl BUPTYyanu-
3aumm OpenStack HeO6X0AMMO YCTAaHOBUTbL KIMEHT RuBackup Ha ogHY 13 BUPTYyasibHbIX
MalInH B cpede BupTyanusaumm OpenStack, HaxogAWMXCa nog, ynpasneHnem onepa-
LMoHHOM cucTtemsbl Astra Linux 1.7, Ubuntu 18.04 unn 20.04, Debian 10 n gna Kotopown
HaCTPOEeH AOCTYN K runepsusopy (runepsunsopam). Croga e HeobXxoaAnMO YCTaHOBUTb
Mogynb rb_module_openstack («OPENSTACK») u3 nakeTta rubackup-openstack.deb
(cM. gucTpmnoyTtmne gnsa OC Debian 10).

YcTaHoBKa nakeToB KineHTa RuBackup nponsBoANTCA U3-MNOA YYETHOW 3annucu ¢ agMum-
HUCTPaTUBHBIMW NMpaBaMn MpPU MOMOLLM ClefyroWmnX KOMaH4 (MMeHa nakeToB MOryT
OTNIMYaTbCA B 3aBUCUMOCTN OT UCMNOJIb3YyEMOWN OnepaLMOHHON CUCTEMDI):

sudo dpkg -i rubackup-client.deb
sudo dpkg -i rubackup-openstack.deb

Moapo6Ho npoueaypa YCTaHOBKM KNMEHTa onncaHa B pasgene PassépThiBaHue.

[Mpn HacTpoWKe KIIMeHTa pPeKoOMeHAyeTCA BKIUYUTb QYHKLUKO LEeHTpanmso-
BaHHOro BOCCTaHOBMIEHMSA B TeX Clyyanax, Korga npegnonaraetcs BOCCTaHOB-
NeHve BUpTYyanbHOW MalluHbI U3 cpefcTBa ynpasneHna RBM.

Mpn cTapTe kNneHTa RuBackup B XypHanbHOM danne /opt/rubackup/log/RuBackup.log
Ha KNWeHTe NosBUTCA creayollas 3anunchb:

Try to check module: 'OPENSTACK'

Execute 0S command: /opt/rubackup/modules/rb module openstack -t 2>&1
Module version: 2.1

[2023-06-16 06:25:19] Info: Identity API version: v3.14

[2023-06-16 06:25:19] Info: Compute version: 2.95
[2023-06-16 06:25:19] Info: Volume version: 3.70
. module 'OPENSTACK' was checked successfully. Module supports archiving

B py4HOM pexxume npoBepuTb MPaBUIbHOCTb HACTPOEK MOXHO MpPW MOMOLLK cnegyro-
e KoMaHabl:

/opt/rubackup/modules/rb_module_openstack -t

B xoge wHcTannauuMm naketa B cucTeme 6ygeTt cosfgaH ¢dann HacTpoek [ocTyna
CUCTEMDI pe3epBHOro KonnpoBaHusA K API OpenStack
[opt/rubackup/etc/rb_module_openstack.conf (cMm. [1aga 6). U3sMeHUTe B aTOM dainne
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/

1.1. Moaynb rb_module_openstack

HaCTpPOWKK ana nogknoyeHnsa K APL:

e identity_url: URL go cepsuca ldentity
o compute_url: URL go cepsnuca Compute
e volume_url: URL po cepsuca Volume
e image_url: URL go cepsuca Image
KOHKpeTHble 3HayeHuA ONA [AaHHbIX MNapaMeTpoB MOXHO B3ATb CO CTpaHWUubI

https://<OpenStack_WEBUI_IP>/dashboard/project/api_access/ - WEB Ul npego-
CTaBNIeHHOM NMHCTansauum cepsuca OpenStack (PucyHok 1).

APl Access

Displaying & items

Service Service Endpoint

Compute https/10.177.32. 11987742 1

Identity https//10.177.32.119:5000

Image https:/10.177.32.119:9292

MNetwork https/10.177.32.119:9696

Placement https/10.177.32.119:8780

Volumev3 https/10.177.32.119:8776/v3/2e2969139f7{402aba83b46d60f5a7 db

Displaying 6 items

PucyHok 1.

e project_id: ID npoekTa nnatpopmbl OpenStack

e username: ums nonb3sosaTtens nnatdopmbl OpenStack

e password: naponb nonb3oBaTens nnatdopmbl OpenStack
o domain: uma gomeHa nnatoopmbl OpenStack

e timeout: MakcumanbHO Jonyctumoe BpeMms BbinonHeHnsa REST-3anpocoB k nnat-
¢dopme OpenStack B cekyHOax. 3HaYeHMe rno YMOYaHUIO - 5 CEKYHS,

e rubackup-vm-id: id BuWpTyanbHOM MalWHbI, Ha KOTOPOM YCTAHOBMNEH KIIMEHT
RuBackup ¢ yctaHoBneHHbIM Mogyniem Openstack

Y3HaTb id BMPTyanbHOMW MalWMHbI MOXHO, B TOM 4uclie 3anycTuB Moayib
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https://<OpenStack_WEBUI_IP>/dashboard/project/api_access/

Mogynb nnatdopmbel OpenStack

rb_module_openstack ¢ aprymeHToMm -l. KomMaHga npuMeT crneayrowmnin Bua;

/opt/rubackup/modules/rb_module_openstack -1

Tak>ke MOXHO BOCMONb30BaTbCA YTUANTOM rb_archives:

rb_archives -t openstack

e admin_name: uMMA agMuHUCTpaTopa nnatoopmbl OpenStack. Heobxogumo pns
BbIMNOSIHEHNSA CKPUNTOB

e admin_password: naposnb nosb3oBaTesns nnatpopmbl OpenStack
e enable_ssl: BKKOYNTb NPOBEPKY SSI-cepTudukaTon
e ca_info: nyTb 0O cepTudpukaTa

e volume_creation_timeout: HaCTpOWKa TanMayTa ANA CO34aHUA TOMa B nnatpopme
Openstack B cekyHgax. Ecnu TanmayT UcTek, a TOM He 6bin co3faH, 3agava 3aBep-
LUATCA C OLINOKOWN.

3HayeHne no ymonydaHuo - 300 (cekyHn), MUHMManNbHoe 3HavyeHue - 100 (cekyHa),
MaKCUMasbHOe 3HadeHune - 600 (cekyHa);

e snapshot_creation_timeout: HacTpoMnka TanvMayTa ONA CO34aHUA CHMMKA COCTOSA-
HWA gucka (cHanwoTa) B nnatdopme Openstack B cekyHaax. Ecnn TanmMayT UCTeK, a
CHUMOK fucka He 6bln co3aH, 3afa4a 3aBeplINTCA C OLUMOKON.

3HayeHne no ymonydaHuo - 300 (cekyHn), MUHMMaNbHoOe 3HavyeHue - 100 (cekyHa),
MaKCuMasbHoe 3HayeHune - 600 (cekyHa);

e volume_attachment_timeout: HacTpoWka TanmMayTa ANnsa npucoegHuUHeHus/oTcoean-
HeHnA ToMa K/oT BM B nnatdpopme Openstack B cekyHaax. Ecnm TanmayT uctek, a
TOM He 6bln NpucoeanHeH/oTcoeanHeH K/oT BM, 3agayda 3aBeplUNTCS C OLLIMOKOMN.

3HayeHne no ymonydaHuo - 300 (cekyHn), MUHMMaNbHoOe 3HavyeHue - 100 (cekyHa),
MaKCUMasbHoe 3HayeHune - 600 (cekyHa);

e cinder_api_request_retry_number - KONMMYeCTBO MOMNbITOK BbINOJIHEHNA 3aNPOCOB K
nnatdopme BUpTyanusauymm Openstack gna Takmx onepauun, Kak cosgaHme CHMMKa
(cHanwoTa) Ancka, cosgaHne gucka, NoAKNKYeHNe ANCKa K BUTYaNbHOM MallnHE B
criyyae OWmnbKN Co CTOPOHbI NNaTopMbl BUPTYannsaumnm. 3HauyeHne rno ymMonyaHuo
- 0 (NoBTOpHblE MOMbLITKN He NPEeANnPUHUMAOTCA B Cllydae OWWNOKU CO CTOPOHbI
nnatdombl). MMHUManbHoe 3HadyeHne - 0. MakcumanbHoe 3HayeHune — 10.

e ‘cinder_api_request_retry_timeout - NPOMEXYTOK BPEMEHW B CEKYHOaX MeXAay
OTMpaBKoOM MOBTOPHOro 3arnpoca K nnatdopme supTyanmsaumnm Openstack B cnyyae
OWMBKN CO CTOPOHLI NNnaTtdopMbl (CM. cinder_api_request_retry_number). 3HayeHne
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1.2. Mogynb rb_module_openstack_vol

no ymonyaHumo - 1 (cekyHaa). MnHMmManoHoe 3HadeHue - 1 (cekyHaa). Makcumans-
Hoe 3HayeHune — 600 (cekyHp).

1.2. Moaynb rb_module_openstack_vol

[na BO3MOXHOCTU pe3epBHOro KOMMPOBaHUA OTOENbHbIX TOMOB Cpefbl BUpTyanusa-
umn OpenStack HeO6XOANMMO YCTaHOBUTb KIMEHT RuBackup Ha ogHy M3 BMPTYyanbHbIX
MallnH B cpede BupTyanusaumm OpenStack, HaxogAWMXCa nopg, yrnpaBneHnem ornepa-
LMoHHOM cuctemsl Astra Linux 1.7, Ubuntu 18.04 nnu 20.04, Debian 10. Croga e Heob-
XOOAUMO YyCTaHOBUTb Mopynb rb_module_openstack_vol («<OPENSTACK Volume») wu3
nakeTa rubackup-openstack-vol_2.1.1~a.55-1_amd64.deb (cm. guctpmbyTtme gna OC
Debian 10).

YcTaHoBKa nakeToB KnMeHTa RuBackup nponsBoguTcsa ns-nog y4eTHoOW 3anucu ¢ agMum-
HUCTPATMBHbLIMK NpaBamMn MNPU MOMOLLWU CleayrWmnx KoMaHg (MMeHa nakeToB MOryT
OTNIMYaTbCA B 3aBUCUMOCTU OT UCMNOSIb3YEMON ONEpPaLMOHHON CUCTEMDI):

sudo dpkg -i rubackup-client.deb
sudo dpkg -i rubackup-openstack-vol.deb

MogpobHo npouenypa yCTaHOBKN KNIMEHTA ONncaHa B pasgene PasBepThiBaHue.

B xoge wHcTannauuMm naketa B cucteme 6yaeT cosfgaH ¢ann HacTpoek [ocTyna
CUCTEeMbI pe3epBHOro KonupoBaHuA K API OpenStack
Jopt/rubackup/etc/rb_module_openstack_vol.conf. i3amMeHUTe B 3TOM ¢aline HaCcTPONKMN
ans nogknoyeHns K API:

e identity_url: URL po cepsuca ldentity

e compute_url: URL go cepsuca Compute

e volume_url: URL oo cepsuca Volume

e image_url: URL go cepsuca lmage

KOHKpeTHble 3HayeHuWsA [N [OaHHbIX NapaMeTpoB MOXHO B3ATb CO CTpaHWULbl

https://<OpenStack_WEBUI_IP>/dashboard/project/api_access/ - WEB Ul npego-
CTaBNeHHOM NHCTansauum cepeuca OpenStack (PucyHok 2).
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/
https://<OpenStack_WEBUI_IP>/dashboard/project/api_access/

Mogynb nnatdopmbel OpenStack

API| Access

Displaying & items

Service Service Endpoint

Compute https/10.177.32 11987742 1

Identity https:/10.177.32.119:5000

Image https:/10.177.32.119:9292

MNetwork https/10.177.32.119:9696

Placement https/10.177.32.119:8780

Volumev3 https/10.177.32.119:8776/v3/2e29691397{402aba83b46d60f5a7db

Displaying & items

PucyHok 2.

e project_id: ID npoekTa nnatpopmbl OpenStack

e username: MMSA nosfib3oBaTtens nnatpopmbl OpenStack

e password: naponb nonb3oBaTens nnatdopmbl OpenStack

e domain: nmsa gomeHa nnatdopmbl OpenStack

e region: pervoH nnatdopmbl OpenStack (onunoHanbHbI NapameTp)

e timeout: MaKcuUManbHO AOMNYCTUMOe BpeMs BbiMosiHeHNA REST-3anpocoB K nnaT-
dopme OpenStack B cekyHaax. 3HaYEHME MO YMONYAHUIO - 5 CEKYHL,.

e rubackup-vm-id: id BMPTyanbHOW MaLUUHbI, Ha KOTOPOW YCTaHOBMEH KIUEHT
RuBackup ¢ ycTtaHoBneHHbIM Moaynem Openstack

Y3HaTb id BUPTyanbHOM MaWWHbl MOXHO, B TOM u4ucfne 3anycTMB MOAYIb
rb_module_openstack ¢ aprymeHToM -1. KomaHga npuMmeT CcneayroLwmm sBua;:

/opt/rubackup/modules/rb_module_openstack -1

Tak>ke MOXHO BOCMONb30BaTbCA YTUANTOM rb_archives:

rb_archives -t openstack
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1.3. O6HOBNEHNE KOHOUTYpaLIMOHHOrO dpanna

e enable_ssl: BKIKOYUTb NPOBEPKY SSI-CcepTUPMKaTOB
e ca_info: nyTb o ceptudumnkaTa
e curl_verbose: BbIBOA ANArHOCTUYECKOW MHOPMaL UK

e volume_creation_timeout: HaCTpOWKa TanmMayTa AJg co3aHnA ToOMa B nnatdopme
Openstack B cekyHgax. Ecnu TanmayT nctek, a ToM He 6bin co3faH, 3agava 3aBep-
LWMTCA C OLUNBKON.

3HayeHne no ymondaHuo - 300 (cekyHn), MUHMManNbHoe 3HavyeHue - 100 (cekyHa),
MakcuMasnbHoe 3HadeHune - 600 (cekyHa);

e snapshot_creation_timeout: HacTponka TanmMayTa 1A CO34aHUA CHMMKa COCTOA-
HWA ancka (cHanwoTa) B nnatdpopme Openstack B cekyHaax. Ecnu TanmMayT uUcTek, a
CHUMOK AncKa He 6bin co3aaH, 3agava 3aBepLlUnTCA C OLUNOKOMN.

3HayeHne no ymondaHuo - 300 (cekyHn), MUHMMaNbHOe 3HavyeHue - 100 (cekyHa),
MaKCuMasnbHOe 3HadeHune - 600 (cekyHa);

e volume_attachment_timeout: HacCTpoKrKa TarMayTa ANA NpUCcoeHUHeHus/oTcoean-
HeHnAa ToMa K/oT BM B nnatpopme Openstack B cekyHaax. Ecnm TanmayT uctek, a
TOM He 6bIn1 NpucoeanHeH/oTcoeanHeH K/oT BM, 3agayda 3aBeplUNTCS C OLLIMOKOMN.

3HayeHne no ymondaHuo - 300 (cekyHn), MUHMMaNbHOe 3HavyeHue - 100 (cekyHa),
MaKCuMarnbHoe 3HadeHune - 600 (cekyHa);

e cinder_api_request_retry_number - KONM4YeCTBO MOMbITOK BbIMOJIHEHMUA 3aNPOCOB K
nnatdopme BupTyanusauymum Openstack gna Takmx onepauun, Kak cosgaHme CHUMKa
(cHanwoTa) gucka, cosfaHne gucka, NogKMrYeHne gMUckKa K BUPTyarbHOW MallnHe B
Ccry4yae OLWNBKM CO CTOPOHbI NNaThopMbl BUPTYyanmsaumn. 3Ha4yeHmne No yMOT4YaHuo
- 0 (NoBTOpHblE MOMbLITKN He NPEeANnPUHUMAKOTCA B CllydYae OLWWNOKU CO CTOPOHbI
nnatdombl). MMHUManbHoe 3HadyeHne - 0. MakcumanbHoe 3HadyeHune — 10.

e cinder_api_request_retry_timeout - NMPOMEXYTOK BPEMEHW B CEeKyHOax MexXnay
OTNpPaBKOM NOBTOPHOro 3anpoca K niatdpopme sBupTyanmsaumm Openstack B cnyyae
OWMBKN CO CTOPOHbI NNnaTtdopMbl (CM. cinder_api_request_retry_number). 3HauyeHne
no ymonyaHumo - 1 (cekyHga). MuHMManbHoe 3HauyeHne - 1 (cekyHga). Makcnmanb-
Hoe 3HauyeHune — 600 (cekyHp).

1.3. O6HOBNEHUe KOHPUrypalmoHHoro ¢panna

Mpn HeobXxoaMMOCTU Bbl MoOXeTe OO6HOBUTb MOLYNb pPEe3epBHOro KOMMpOBaHUSA
Openstack. Npn 3ToM 06HOBUTCA KOHPUrypaLNoHHbIN ¢ainn Mogyns.

B KoHOUrypauMoHHOM o¢aline Moayns MpUCYTCTBYIOT chefyloline HeobsisaTesNbHble
napameTpbi:
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Mogynb nnatdopmbel OpenStack

##

## Transport to execute remote scrips: before_backup, after_backup
# possble values: virsh, ssh

# default value: virsh

#script_transport virsh

##

## User name for ssh transport

#ssh_user rubackup_service_user

## Connection timeout for ssh transport, seconds
# minimum 1, maximum 300, default 5
#ssh_connection_timeout 30

## ssh key file for ssh transport, full path only!
#ssh_key_file /root/my_keys/my_key_file

## project's region, optional

region NONE

Monb3oBaTenb Npu Co3faHUM NpaBuna Ha pes3epBHOE KONMMpPoBaHME MOXET 3afaTh NyTb
K CKPUNTY BHYTPU BUPTYanbHON MalnHbl. CKPUNT, NyTb K KOTOPOMY YKasaH B KayecTBe
3HayeHua napameTtpa script_before_snapshot, OyneT BbINOMHEH Ha BUPTYasbHOMN
MallnHe, ONA KOTOPOW BbINOJSIHAETCA pe3epBHOE KOMMpoBaHWe, nepepn co3faHuem
CHWUMKOB COCTOAHUA ANCKOB 3TOM BUPTYasibHON MaLUUHBbI.

CKpunT, nNyTb K KOTOPOMY yKa3aH B KayecTBe 3HauyeHus napamMeTpa
script_after_snapshot, 6yneT BbiNOSHEH Ha BUPTYanbHOM MallMHe, A KOTOPOW
BbIMNOMIHSETCS pe3epBHOE KOMMPOBaHMe, Noce CO34aHUsA CHAMNWOTOB AMUCKOB 3TOMN BMP-
TyanbHON MaLUWHBbI.

BbinonHsaeMble AeNCTBUA ONA 3TUX CKPUNTOB ONpeaenstoT noNb3oBaTenu.

3HayeHne ckpunT-TpaHcnopTa virsh cTaBuTCcA No ymonyaHuo. MNpu 3TOM, €Cnn Heob-
XoAuMa OYHKUMSA 3anycka CKpUNTOB Ha LLeNeBOM BUPTYallbHOWM MalUMHE, BbINOJIHUTE
cnepyrouime TpeboBaHus:

HacTtporiTe kKoHpuUrypaumnoHHbI ¢parin HacTtpoek goctyna Kk APl OpenStack rb_module_openstack.conf
(moapobHee B pasgene «YctaHoBka KnneHTa RuBackup»), Kpome OCHOBHOW M0/1b30BaTE/IbCKOM YHETHOM
3anucu

KOHOUIypaUNOHHbIV Gaiin AOSIKEH coaepyKaTb YYETHYHO 3an1cb aaMUHUCTpaTopa.

PasBepHUTe BUPTYanbHyrO MalLuMHy, 418 KOTOPOU npeanonaraeTcs

CO3[aHune pesepBHbIX KOMUN, UCNONb3ynTe runepsusop tuna QEMU.

1. Ana BupTyanbHOM MalUWHbl, HA KOTOPOW pas3BepHYT KAneHT RuBackup n mogynb
rb_module_openstack:
o ycTaHoBuTe naker libvirt-clients;

o cKonupymte SSH-kNY Ha y35bl FTMMNepBn3opoB niaaTtdopmMbl BUpTYanusaymm. 31o
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1.3. O6HOBNEHNE KOHOUTYpaLIMOHHOrO dpanna

HeobxoanumMo gna B6ecnaponbHOro SSH-NoAkMYeHNA ¢ BUPTYanibHOW MalUWHBbI,
Ha KOTOPOM pas3BepHYT KNMeHT RuBackup, K y3nam runepsusopoB nnatpopmbl
BUPTYanusauum;

o Ha BUPTYyanbHON MallnHe, 0N KOTOPOWN NpeanonaraeTca Co3faHne pesepBHbIX
KOMWI, yCTaHOBUTE NakeT emu-guest-agent.

Ecnn BblibpaTb 3HauyeHne ssh, ToO onAa 3anycka CKpUNTOB Ha BUPTYasnbHOW MaluHe, ANs
KOTOPOW CO34aéTcA pesepBHas Konusa, BMECTO obpalleHua K runepsusopy oOypet
NCcnonb3oBaTbCsA NOAKOYEHME No SSH ¢ y3na, rae yCTaHOBNEH KJIMEHT N 3TOT MOAY/b.
B aTOM cnyyae nonb3oBaTento Heo6Xo0AMMO 3afaTb HOBble NapaMeTpbl B KOHOUrypawu-
OHHOM ¢anne, rae:

o ssh_user — nonb3soBaTesib OT MMEHU KOTOPOro 6yaeT MHULMNPOBAHO NOAKIHOYEHNE
K BUPTYyanbHOW MallunHe Yyepe3 SSH onsa 3anycka Ha Hen ckpunTa. [pegnonaraeTcs,
4YTO 9TOMY MOJSIb30BaTESO NPefOoCTaBNeHbl BHYTPU LLesIEBOM BUPTYaslbHOW MalUMHBbI
npaBa Ha ucnosHeHne ckpunToB script_before_snapshot, script_after_snapshot
nnu /opt/rubackup/scripts/rustack.sh.

e ssh_connection_timeout — mMakcumanbHoe BpeMs 0XnOaHus B CEKYHOaX, B Teye-
HMe KOTOPOro MOAY/b OXWAaeT ycrnewHoe nogknovyeHne no SSH K BUPTYyanbHOM
MalwwuHe. Ecnn coegmHeHne He byaeT YCTaHOBNEHO B 3afaHHOe BpeMs, 3ajavya Ha
co3faHune pe3epBHOW KOMUKU 3aBepLUMTCS C OLLNBKOMN.

o ssh_key_file — nonHbin nyTb K ¢anny SSH-koYa Ans nonb3oBaTens, ykasaHHOro
onumnen ssh_user, KOTOPbI NO3BOSIAET 3TOMY MOMb30BaTENO MOAKIOYATLCA K BUP-
TyasibHbIM MalIMHaM (4159 KOTOpbIX NpegnonaraeTca co3faHne pes3epBHbIX KOMuin) B
npoekTe OpenStack 6e3 BBoga napons.

Ecnn ykasaTb napameTp 4Ns region, TO ero sHayeHne byaeT MCNofib30BaHO COBMECTHO
c username, password, domain, project_id B 3anpoce TokeHa ayTeHTUdMKauum gns
B3anmogencteuma ¢ APL. o ymonyaHuto sHayeHne — NONE, T.e. region He 6ygeT ¢ury-
pUpoBaTb MpKU 3anpoce TOKEHa ayTeHTUdPUKaumn ansa szammonenctema c APIL.

9Ta Bepcus MOAYNA COLEPXUT KOHOUTYPaLUOHHbIA dann, napamMeTpbl KOTOPOro MOryT
OT/INYATbCA OT TEKYLLEeN BEPCUU, MOITOMY MpU OBHOBNIEHNN MOLYNA HA HOBYIO BEPCUIO
TakXxe OBHOBNAETCA N ero KOHOUrypaunoHHbin ¢ann. [na nepeHoca 3HayeHUn napa-
MEeTPOB HaCTPOEeK W3 CTaporo KOHOUrypauumoHHoOro ¢anna B HOBbIM MpenyCcCMOTPeEH
MeXaHU3M CIIMAHUA KOHPUrypaLMOHHbIX ¢annos.

MoxeT cyuwecTBoBaTb 3 BEpCUMN KOHPUIypaLmMoHHOro ¢anna:

e /opt/rubackup/etc/rb_module_openstack.conf — TeKyLWMUA KOHOUrypaLNOHHbIN
dann Mopayns. MNocne CINAHNA oynet nepenmMeHoBaH B
rb_module_openstack_old.conf.

e /opt/rubackup/etc/rb_module_openstack_old.conf — cTapbiii KOHOUIYpPaALMOHHbBIN
dann, KoTtopbi 6biN 3arpyXXeH B npegblayuiee OOHOBMIEHME WM NPU YCTaHOBKE
Moy ns.
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Mogynb nnatdopmbel OpenStack

e /opt/rubackup/etc/rb_module_openstack_upgrade.conf — KOHQUrypaLMOHHbIN
¢dann obHoBNeHUs. [1omkeH 6bITb CO34aH BPYYHYHO.

MexaHU3M CINAHUA KOHOUIYpaLMOHHbIX alfioB 3anycKaeTcA aBTOMaTU4YeCKM Mpw
obHoBNeHun nakeTta deb nnu rpm.

ABTOMaTUYECKOE O6GHOBJIeHUe KOHPUrypaLuuoHHoro ¢painna

ABTOMaTMYyeckoe 0bHOBNEHNE KOHPUIYpaLMOHHOro ¢parna BbINOMHAETCA npmn obHoBe-
HMUW NaKeToB deb UAW rpm U He TpebyeT AENCTBUN OT NOSIb30BaTENS.

[MopAanok aBToMaTUYeCKoro OBHOBNEHMS:

1. Tekywnin KoHpuUrypaumoHHbln ¢amn rb_module_openstack.conf nepenmMmeHoOBbIBa-
eTcAa B rb_module_openstack_old.conf.

2. CospaeTtca ¢ann /opt/rubackup/etc/rb_module_openstack.conf, KOTOpbIA panee
OyaeT UCrnonb3oBaH B Ka4ecTBe TeKyLLero.

3. B cospgaHHbin dann rb_module_openstack.conf gobaBnatoTca napamMmeTpbl KOHOUry-
paunoHHOro ¢anna, KotTopble NOCTaABNAOTCA B nakete deb unu rpm. lNpn aTomM BCe
napameTpbl 3aKOMMEHTUPOBaHbI (BbICTaBNEH CUMBOJ # nepep, KaXK 4o CTPOKON).

4. MNpoucxoanT cAnAHME CTaporo KOHoUrypauumoHHoro ¢awnna, KOHPUrypaumoHHOro
¢danna obHOBMEHMNA N HOBOIO KOHOUrypaLunoHHOro ¢anna, KoTopbll NOCTaBNAETCA B
nakeTe, Npu 3TOM:

o 3HayeHMe Kaxkgoro napameTtpa bepeTca U3 KOHOUrypaunoHHoro ¢pamna obHoOB-
NeHuns.

o Ecnn B KOHUrypauymoHHomMm odanne obHOBNEHUS MapameTpa HeT, TO 3HayeHue
bepeTca U3 CTaporo KOHGUrypaLunoHHoro ¢anna.

o Ecnn B cTapoM KoHpUrypaumoHHOM ¢anne 3HadeHne napameTpa OTCYTCTBYET,
TO TaKoe 3HayeHwue:

» [lo6aBnseTca, ecnu aTo o6si3aTeNbHbI NapameTp. [lobaBnseTcsa 6e3 3Have-
HUA.

» He pobaBnseTcs, ecnu HacTpoKrKa He obs3aTesnbHas.

o Ecnny o6aszaTenbHOro napamMeTpa HeT 3HaYeHUs, TO NpU yCTaHOBKE NnakeTa BO3-
HUKHeT owmnbka. MHbopmaumo 06 OWnbKe MOXHO MOCMOTPETb B Jiore ycTa-
HOBKMW:

B pesynbTate aBTOMaTU4YeCcKoro obHoBneHna 6yayT OOHOBNEHblI KOHOUrypaunOHHbIE
¢annbl  rb_module_openstack.conf ¥ rb_module_openstack_vol.conf. Mogynb
Openstack 6ygeT roToB K paboTe.
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1.4. HacTpoika SSH-goctyna

Mpn cNUAHUKM KOHPUIrypaumMoHHbIX ¢dannoB ByayT yaaneHbl BCe KOMMEHTapum U3 cTa-
pPOro KOHoUrypaunoHHoro ¢arna.

Ecnn npu oBHOBNEHUN KOHPUrypauMoHHOro danna BO3HUKAM OWKMOKK, TO MOSb30Ba-
Teno Heobxognmo npoBepPUTHL KOPPEKTHOCTb
/opt/rubackup/etc/rb_module_openstack.conf n
/opt/rubackup/etc/rb_module_openstack_vol.conf n npu HEOOXOANMOCTW 3aMOSTHUTb
napamMeTpbl BPYy4YHYHO.

1.4. HacTpoika SSH-pocTyna

[na paboTbl napamMeTpoB script_before_snapshot U script_after_snapshot Heobxo-
AnMo obecneunTb BecnaponibHbIn A4OCTYN ANA Nonb3oBaTens root ¢ knueHTa RuBackup
Ha y3/bl C TMNEPBU3OPOM.

ssh-keygen -t rsa

cat /root/.ssh/id_rsa.pub

9TOT Ny6AMYHBIA KNKOY HYXXHO A06aBuTb B ¢dann ~/.ssh/authorized_keys Ha y3nax c
rMNepBuU3opoOM ANA Nofb3oBaTens root.

1.5. YoaneHue knueHTa RuBackup

Mopspok yoaneHnsa knueHTa RuBackup nsnoxeH B pasgene PasBepThiBaHMeE.
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Mogynb nnatdopmbel OpenStack

naea 2. MacTep-Knoy

B xome ycTaHOBKM KnneHTa RuBackup 6ygeT cosgaH mMacTep-Kod A8 3aWUTHOro
npeobpasoBaHns pe3epBHbIX KOMUIA, @ TakXe KUY/ 018 9NEeKTPOHHOW nognucu, ecnu
npepgnonaraeTcs NCNob30BaTb 3/IEKTPOHHYHO NO4MNUCH.

o Mpy noTepe KMO4Ya Bbl HE CMOXETe BOCCTAaHOBUTb [aHHble M3 pe3epBHOW
KOMWK, eCNi OHa Bbina NpeobpasoBaHa C NOMOLLbK 3aLLUTHBIX anropUTMOB.

[Mocne co3paHuA KKOUYM PeKOMEHLYeTCH CKONMPOBaTb Ha BHELWHUN HOCUTENb,
a TaKXe pacneyvyaTtaTb 6yMa)KHyI-O KOonmw " Y6paTb 9TN KOMUU B HafEXHoe
MeCTO.

MacTep-K/o4Y peKkoMeHayeTCcs pacrnedyaTtaTb Npu NOMOLWM YyTUAKMTLI hexdump, TakK Kak
OH MOXET coepXaTb HeoTobpaXxaemMble Ha dKpaHe CUMBOIbI:

hexdump /opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020
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naea 3. 3aWMTHOE NpeobpasoBaHue
pe3epBHbIX KOMUX

Mpy HeobxooUMOCTU, cpasy MocC/e BbIMNOMHEHUS Pe3epPBHOr0 KOMUPOBAaHUA apXuBbl
MOTyT OblTb Mpeo6pa3oBaHbl HA XOCTe KNMeHTa. TakMM 06pa3oM, BaXKHble [AaHHble
6yayT HeAoCTYMHbl ANA aaMUHUCTPaTopa RuBackup nnm apyrux nuy, KoTopblie MOrau
6bl NONYYNTb AOCTYN K pe3epBHOM KOMUK (HanpuMep, Ha BHELLHEM XPaHWUMLLE KapTpu-
A>Xel NeHTOYHOM 6MBNMOTEeKN UMK Ha NniolwagKe nposaigepa 06navyHOro XxpaHunuwa
AN BalLMX Pe3epBHbIX KOMuii).
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Mogynb nnatdopmbel OpenStack

naea 4. Ucnonb3oBaHue MeHea)kepa
aapMuHucTpatopa RuBackup (RBM)

4.1. 3anyck RBM

OKOHHOe npunoxeHne «MeHepxep agmumHucTpatopa RuBackup» (RBM) npepgHasHa-
YeHo ANnA obwero agMUHUCTPUPOBaHNA CepBepHONn rpynnuposku RuBackup, ynpasne-
HUA KIMEeHTaMW pPes3epBHOr0 KOMMPOBaHWUA, rnobanbHbIM pacnMcaHneMm pesepBHOro
KONUPOBaHWA, XpaHUIUWaAMW pe3epBHbIX KOMUA W  pasnnyHbIMX  NapamMeTpamu
RuBackup.

[na 3anycka RBM BbINO/HUTE KOMaHAY:
/opt/rubackup/bin/rbm&

Mpwn 3anycke RBM Bam noTtpebyeTcs nponTtn ayteHTUdmKaumno (PucyHok 3). YTouyHUTE
login/password pgnsa Bawen paboTbl y rnaBHoro agMuHuctpatopa CPK. Ecnn Bbl rnas-
HbI agMUHUCTPATOpP, UCNONb3yNTe ANA aBTOpU3aLMM cyrnepnonb3oBaTens rubackup v
TOT Naposib, KOTOPbIM Bbl 3afanv eMy nNpu MHCTaNNALnn.

RuBackup Manager

Wmsa cepeepa RuBackup

localhost

Wma nonksosaTena

rubackup

Maponb

Tun ayTeHTUUKauum
RuBackup DB

BorTK

PucyHok 3.

Ha Bknagke O6beKTbl NMpefcTaBfieH CINCOK KIMEHTOB CUCTEMbI Pe3epBHOro KOMMUpo-
BaHMA. KnneHTbl OTOOpaXaroTCcs MO MMEHM y3/a, Ha KOTOPOM OHM 3anyuieHbl. Ecnn
HaBeCTW yKasaTesib MbIlM Ha UMA KaKoro-mbo 13 KIMEHTOB, byaeT oTobpaXeH ero
HWID. Ecnu pasBepHYTb 3anucb A/ Kakoro-nmbo W3 K/ANMEHTOB, B HUCMaAaroLliem
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4.1. 3anyck RBM

cnucke 6yayT oTobpaXeHbl TUMbl PEeCcypCcoB, OS5 KOTOPbIX OaHHbIA KINEHT MOXET
cosfaBaTb pesepBHble Konuu (PrcyHok 4). KNnneHTbl, KOTopble B AaHHbIA MOMEHT Haxo-
AATCA B COCTOsAHUM online, 6yayT OTMeYeHbl 3efeHbIM LBETOM. KAMeHTbl B COCTOAHUM
offline — kpacHbIM (PrcyHok 4).

& a8 ©
Mpasuna Mpaeuna cTpaterin Penosutopuii YaanéHHan pennukauus MnaH BOoCCTaHOBAEGHWNA
805 MaHenb MOHUTOPUHIa . 0 Yaanuts v =
’ Primary  E8is] Tun Wms knueHTa Cratyc Tun pecypca Pecypc ID npasuna IDer
O O6ekTbi B pecyp yp P P
48 Restore astra-client OPENSTACK e40a443c-6a7b-49ca-93bb-377eeaed0c96 0 0
SECERY 47 Restore astra-client OPENSTACK ~ e40a443c-6a7b-49¢a-93bb-377eeacd0ca6 0 0
[El ro6ansHoe pacnucanve 46 Restore astra-client OPENSTACK e40a443c-6a7b-49ca-93bb-377eeaed0c96 0 0
o 45 Restore astra-client OPENSTACK ed40ad43c-6a7b-49ca-93bb-377eeaed0c96 0 0
YaanéHHas pennukawus
44 Restore astra-client Error OPENSTACK e40a443c-6a7b-49ca-93bb-377eeaed0c96 0 0
& Penosuropuii 43 Backup local astra-client OPENSTACK e40a443c-6a7b-49ca-93bb-377eeaed0c96 0 0
E] Ouepens 3anau
B Cepsepui RuBackup
] XKypHank
£ AaMUHKWCTPUYpOBaHVe
A rubackup@localhost
& 1 HEaBTOPU30BAHHBIX KNMEHTOB
PucyHok 4.

[na pe3epBHOro KONMPOBAHUSA KNWEHT OO/MKEH ObiTb aBTOPM30BaH aAMUHUCTPATOPOM
RuBackup.

Ecnn knueHT RuBackup ycTaHOB/IEH, HO HE aBTOPWU30BaH, B HMXXHEN 4YacTu okHa RBM
NOABUTCA COOOLLEHME O TOM, YTO HangeHbl HeaBTOPU30BaHHbIE KNNEHTbl. Bce HOBble
KNMEeHTbl, CpefcTBaMM KOTOPbIX MMaHUPYeTCA Co34aBaTb pe3epBHble KOMUWU, OOKHbI
ObITb aBTOPN30OBaHbl B CUCTEME pe3epBHOro konnposaHusa RuBackup.

[na aBTopusaumnm HeaBTOPU30BAHHOrO KnneHTa B RBM Heob6xoaMMO BbIMNOSHUTL Crie-
Ayoume gencTeus:

1. Haxxmnte Ha Bknagky «AAMMHUCTpUpOBaHUE» W BblbepuTe UKOHKY «KnueHTbI»
(PucyHok 5).
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aHeNlb MOHUTOPWHra NMonb3oBaTenn g

L) O6wexThl
Fpynnsl ang -
Crparerum & Monb3osatenu % yBeAOMAEHMI % Cynepsaisepsbl
[E rnobanbHoe pacnucanue
YAanéHHas penaukauma % ConpoBoxjaiolue &ﬁ AOMUHUCTPaTOPHI E@{% AynuTopsl
& Penoautopuii ’
Oyepeab 3agad 06beKTbI
[ cepeepbi RuBackup
22 =)
KypHansi KnueHTbl —o— [ pynnbl KIVEHTOB Mepguacepsepsbl
YP ) (e —)
: e e
& AAMWUHUCTpUpoBaHVe
XpaHunuwa
N
Mynbl Ipynnel Nynos @@ NMooMeHa Nynos
JlokanbHble
@ thaitnosblie EHOHH.b'e @ Obnaka @
YCTPOWCTBA
XpaHnnvia
@ JleHToYHbIE % JIeHTOYHbIE KnueHTckue
ubackup@localhost . [=—]
8  rubackup@localhost NZ=" KkapTpunxu == 6ubnnoTekn XpaHuuwa
B 1 HeaBTOPHIOBAHHBIX KIMEHTOR
PucyHok 5.

2. Ha BepxHel naHenun nepenante Ha Bknagky «HeaBTopnu3oBaHHble KIMEHTbI» (Pucy-
HOK 6):

T~
¢ Ru

1 HeaBTOPW30BaHHbIX KNWEHTOB

23 Naxens MOHUTOPMHra

L] O6wekThl

CraTyc Tun OC JAwncTpubeiotop OC MAC 1Pv4 IPv6 HWID MocneaHnAs aKTMBHOCTE Bepcwa

Crparerum 3 saf-cliel Linux astra far16:3e  172.29. fe80:fé eb772f9: 2024.06.10 15:58 2.1.0.4301!

[E rno6ancHoe pacnucanue

YAanéHHas penavkavms
Penosutopuii

[£] Ouepens 3apau

& Cepsepsl RuBackup

[=] XypHansi

& AZMWHMCTpUpOBaHWe

& 1 HeaBTOPU3I0BAHHEIX KINEHTOR

PucyHok 6.

3. HaxxmuTte Ha TpebyeMblin HeaBTOPWU3OBAHHbIA KIIMEHT MNPaBOW KHOMKOW MbIWN ©
BblbepuTe «ABTOpM30BaTh» (PrcyHoK 7):
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4.2. PerynsipHoe pesepBHOE KOMMPOBaHNe BUPTYasbHOM MalUMHbl UK OTAENbHbIX TOMOB

[MoaTBEpPXAEHKE

ABTOPW30BaTk BbibpaHHLIX KNTMEHTOB?

PucyHok 7.

Mocne aBTOpU3aLNKM KNMEHT ByaeT BuAeH BO BKNagke «06beKTbI» (PrcyHok 8):

Y
¢ Ru £ & @
= & 4o Mpasina  Mpasuna cTpatermit  PenosuTopwih  YaanéuHas pennukaums  [naH soccTaHoBnel
88 NaHenb MoHWTOpUHra " i
» MMa kKnueuTa CTaTyC Tvn pecypca PECpr 1D npaenna ID cTpaTtervu
] O6bekThl
Al saf-client2
CTpaTterim File system
[El rob6ansroe pacnucanve LVM logical volume
OPENSTACK
YaanéHHas penvkauus

= PenosvTopwii
Ouepesb 3aaau

B Cepsepsl RuBackup

[=] XypHans:

£ AAMUHUCTpYpOBaHWe

(@]

A  rubackup@localhost

PuncyHok 8.

4.2. PerynsapHoe pe3epBHOe KONMpoBaHUe BUPTYasibHOMN
MaLLMHbI WU OTAEeNIbHbIX TOMOB

YTO6bl BbIMOMHATL PErynAapHOe pesepBHOE KOMMpoBaHWE BUPTYasbHOW MallMHbl UIN
OTAENbHbIX TOMOB, HEOOXOANMO CO34aTb NPaBWUAO B rNobanbHOM pacnucaHum (B cny-
Yyae onepauuin C HECKONbKMMMK pecypcamu n/unm TunamMm PecypcoB MOXHO TakKXe
NCNOMb30BaTb CTPATErnn pes3epBHOro KoNMpoBaHus). [na 3Toro BbIMOSIHUTE Cleayto-
e nencTBus:
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1. Haxopscb B pasgene «0O6beKTbl», BbibepnTe BkNagky «fMpaBuna» v HaXXMUTe Ha
NKOHKY «+» (PrcyHok 9):

'S
Ru & & @
= @ {@} Sapaun Mpasuna cTpaterimn Penosuropui YaanéHHas pennukayms MnaH BocCTaHOBNEHWA
88 MaHenb MOHUTOPWHra g astraclient i
> Primary WIMA rnoBaneHoro pacnvcaHus Cratyc WimA knueHTa HWID Wms nyna Ha4ano nepuoga gevictamns

06 BLeKTs
- CZED

Crpaterum

Tno6ankHoe pacnucaHue

YAanéHHas penavkaLms
S PenoavTopuii

| Oyepepb 3aaa4

E Cepsepsl RuBackup

[=] XypHans!

£ AgMWHUCTpUpOBaHue

[©]

B  rubackup@Iocalhost

PucyHok 9.

2. BboibepuTe KNMEHT, BMeCTe C KOTOpbIM ycTaHoBNeH Moaynb RuBackup, npegHasHa-
YeHHbIN 415 pPe3epPBHOro KONMMpPOBaHUA BUPTYasnbHbIX MalWwnH nin Tomos OpenStack
(Mogynb «rb_module_openstack», Ttun pecypca «OPENSTACK» nn6o mopynb
«rb_module_openstack_vol», Tun pecypca «OPENSTACK Volume») (PrcyHok 10):

¢"Ru ¢ & @

[063B1TL NPaBKAo rNo6ankHOro pacnucaHus ~/ MpumeHnTs

82 NaHens MoHUTOpPWHra
npaEMﬂa rnobansHoro pacnucaHua
O6BbekThI

Crpaterun MapameTpb npasuna

Hassanne npaswna

obansHoe pacnucaHue

KnuenT astra-client (58140b70a60cc373) X o™
c| ¥nanérHas pennvkaums
S Penoautopuii

Pecypc * astra-server (259aeeff0f2fd0df)
£ | Ouepeab 3aaau Tun PK

_ saf-client2 (eb772f93c0bd6461)
b=/ Cepeepbl RuBackup
JlononHuTensHuie NapamMeTpyl Npaeuna

KypHanbi
EMKOCTb XpaHunmwa Inf ré
AIMUHUCTpUpOBaHWe B
EMKOCTb XpaHuaMwa KaneHTa Inf ré
Mpuoputet 100
3awmTHOe NpecbpasosaHue nocrypt

CKpWNT NpY HOPMAaNbHOM BbINOHEHWKM

CKpWNAT NpW BEINOAHEHWN C OWMBKamMm

... ¢ +

CKpWNT NpY BOCCTAHOBARHWUM

JobasnTe npasuno B Wabnox

Wa6noH rnobansHOro pacnucaHua

8  rubackup@localhost

PucyHok 10.
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4.2. PerynsipHoe pesepBHOE KOMMPOBaHNe BUPTYasbHOM MalUMHbl UK OTAENbHbIX TOMOB

3. Boibepute «Tun pecypca» > «OPENSTACK» nnu «OPENSTACK Volume» (Pucy-
HOK 11):

Y
(] Ru £ d3aKDb\Tb
= Nlo6aB1TL NpaBKno rnobankHoro pacnucaHnsa v Mpumennts
88 NaHens MoHUTOpUHra
Mpasuna rnobansHOro pacnucaHus

L) O6wekThl
Crpaterumn NapameTpsl npasuna

Hazsanue npasuna
Bl ro6ansHoe pacnucatue

KnueHt astra-client (58140b70a60cc373) v
YaanéxHas pennvkauuns

Tun pecypca [ OPENSTACK| PR ]-
& Penozutopwii

Pecypc * File system -
Ouepess 3agau

Thn PK LVM logical volume v
& Cepeepui RuBackup

OPENSTACK

[#] XypHanti

EMKOCTb XpaHnnuwa OPENSTACK Volume
& AaMUHUCTpUpoBaHVe ~

EMKOCTB XpaHunnwa KnmeHTa Inf ré

MpuoputeT 100 +

3awwuTHoe npeobpasoBanue nocrypt v

CKPUNT NPU HOPMANbHOM BbINOHEHNN -

CKPWMT NPY BBINONHEHWM C OLIMBKaMMA -

CKPWNT NPN BOCCTAHOBNEHUM - @

OobaenTe Npaenno B WabnoH

PucyHok 11.

4. HaxXMUTe Ha MKOHKY «..» PAAOM C Hagnucbio «Pecypc» 1 BbibepuTe BUPTYanbHYHO
MallUHY UK TOM, AN KOTOpPbIX TpebyeTcs co3gaTbh pe3epBHY Konukwo (PucyHok
12):

BoibpaTh

ID Name

7ee50fel-ebaf-4960-a47c-b8ea0a200056 test-disks

5d01a25f-f3c5-4a2c-9b0e-37b761a684d8
167d500c-c55f-425b-bebd-944068b66c7c
l4edal06-a443-4bba-80ad-f36432d2068b
c84c3807-cd9f-4ce3-8bdb-7e20f4392b41
4be2c099-1cbd-4c0c-8bbd-620e9a5a6e38
b56a19b0-0059-4d0d-90cb-d5b55dc85d15

rubackup-small
rubackup-smalll
rubackup-client
rubackup-tmp
rubackupl

rubackup

PuncyHok 12.

5. YcTaHOBMTE OCTasbHble HAaCTPOWKW NpaBuia: HasBaHWe MpaBufa, TUM Pe3epBHOWN
Konuu (NonHasi, MHKpPeMeHTanbHas unm anddepeHumnanpHas), EMKOCTb XpaHUINLWa U
€MKOCTb XpaHWUIMLa KIMeHTa, NPUOPUTET BbINOMHEHMA NpaBuaa, anropuTM 3aLuT-
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HOro NpeobpasoBaHns, CKPUNT NPU HOPMaNbHOM BbIMOIHEHUN, CKPUNT MPU BbIMON-
HEeHWUM C oNBKaMN, CKPUNT, UCMOSIb3YyeMbIl NPY BOCCTAaHOBNEHMUN Pe3epBHOMN KONUK
(PncyHok 13):

“Ru £ 8 &

N063BKTL NPaBUNO rN06aNLHOIO PacNUCaHUS v MpumeHnTs

58 NawHenb MoHWUTOpWHra
Mpaeuna rno6aneHore pacnucaHns
O 06wekThi

Crpatervu MapameTpsl Npasuna

Hassanne npaeuna

[E rno6ansHoe pacnucanme

KnnenT astra-client (58140b70a60cc373) v
YaanéHHan penavkauva

Twn pecypea OPENSTACK N - |
& Penozutopwia
Ouepeas sapa4 Tun PK MonHas v

[ Cepeepsi RuBackup

DononHnTensHble NapamMeTpsl Npasuna

[=] XypHansi
~ EmMKOCTb XpaHmnuwa Inf re
(3 ABMWHUCTPUpPOBaHWe N
EMKOCTb XpaHunuLLa KnmeHTa Inf re
Npuoputet 100
3awwTHoe npeobpasoBakue nocrypt

CKpUNT NpY HOPMA/BHOM BLINOIHEHWN

CKpMNT Npy BLINOAHEHMM C OLNBKaMK

... ¢ +

CKpUNT NpM BOCCTAHOBNCHUU

JNobaeuTe npasuno B wabnox

PucyHok 13.

6. HaxxaB Ha MKOHKY «...» PAOOM C BblOpaHHbIM TUMOM pecypca, YyCTaHOBUTE AOMOSTHN-
TeflbHble HAaCTPOWKW NMpaBuia pes3epBHOro KOMMPOBaHUA.

Ana tvna pecypca «OPENSTACKD» (PucyHok 14, Tabnuua):

OPENSTACK
script_before_snapshot
script_after_snapshot
execution_script_timeout 5 -+
PucyHok 14.

Tabnuya 1. JonosHNTeNbHbIe NapamMeTpbl NpaBuia Pe3epPBHOro KONMPOBaHWNA BUPTYasbHbIX MaLUyH
OpenStack
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4.2. PerynﬂpHoe pe3epBHOE KonnpoesaHune BVIpTyaJ'IbHOIZ MallUnHbl N oTAeNIbHbIX TOMOB

MapameTp OnucaHue - Anro- 3HauyeHue no ymonya- JjonycTuMmble 3Haye-
pUTMbI 3aLLLUTHOIO HUI0 Hue
npeo6pasoBaHus,
AOCTYMHbIE B yTUAUTE
rberypt
script_before_snapshot [MonHbIA NyTb K [opt/rubackup/scripts/o

CKpUNTY BHYTPU BUPTY- penstack.sh
aNbHOW MalUWHbI, KOTO-

pbI 6yaeT BbINONHEH

nepep cosgaHvem

CHUMKa COCTOSHUA

OaHHOW BMPTYyasibHOM

MalLUHBbI.

script_after_snapshot  MonHbIA NyTb K Jopt/rubackup/scripts/o
CKPUNTY BHYTPU BUPTY- penstack.sh
anbHOWM MaLUUHbI, KOTO-
pbIi 6yAeT BbINOHEH
nocne cosgaHus
CHMMKa COCTOSHUSA
OaHHOW BMPTYasnbHOMN

MaLUWHbI.
execution_script_timeo Bpems B cekyHfax, B 5 1-600
ut TeyeHue KoToporo

Mopaynb RuBackup
byneT oXXungaTtb BbINoA-
HEeHWA CKPUNTOB
BHYTPW BUPTYanbHOM
MaLUWHbI 40 1 nocne
CO34aHuNA CHUMKa
COCTOSHUA BUPTay/ib-
HOW MaLUMHBbI.

ans paboThl napameTpoB script_before_snapshot 7
script_after_snapshot HacTponTe SSH-gocTyn (cM. pasgen Pasnen 1.4).

JONONHUTESbHbIE HAaCTPOWKM MpaBuia Pe3epPBHOro KONMPOBaHUA AJ1A TUna pecypca
«OPENSTACK Volumey:
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OPEMSTACK Volume

create_snapshot_if volume_available

3HayeHWs No YMoNYaHUIo OK

PucyHok 15.

Tabnuya 2. [JornosHUTeIbHbIE NapaMeTpbl npaBusa pe3epBHOro KonuposaHnsa TomoB OpenStack
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4.2. PerynﬂpHoe pe3epBHOE KonnpoesaHune BVIpTyaJ'IbHOIZ MallUnHbl N oTAeNIbHbIX TOMOB

MapameTp OnucaHue - Anro- 3HauyeHue no ymonya- Jlonyctumbie 3Haye-
PUTMbI 3alLUTHOrO HUIO HUA
npeo6pasoBaHus,
[OCTYMHbIE B YyTUIUTE
rberypt

create_snapshot_if_volu CosgaHne cHanwoTa false true, false
me_available ansa nocnegyrou,ero

pe3epBHOro KonMpoBa-

HUA.

Ecnun 3apgaHo 3HaveHue
true, To npu peseps-
HOM KOMMpOoOBaHMUU
ToMa B cTaTtyce
Available pgna Hero
OyaeT cosfaH cHanwoT
ans nocnegywouiero
pe3epBHOro KonmpoBsa-
HUS.

Ecnu 3agaHo 3HayeHue
false, TO npu peseps.-
HOM KOMMpOoOBaHW
TOoMa B cTaTtyce
Available sT10T TOM
oyneT nNpucoeguHeH K
BUPTYyasibHOM MalunHe
KSINEHTa CPK  pgns
nocnegyroLiero
pe3epBHOro KonupoBsa-
HUA.

7. MNMocne Bblbopa HaACTpPoOeK npaBuiia pPe3epBHOro KOMMPOBAHUA HaXMWUTE Ha KHOMKY
«Jl06aBUTb NpPaBUNO B LIAGNOH», €C/IN XOTUTE COo34aTb Cpa3sy HEeCKOsIbKO NpaBui —
npaswno gns BolbpaHHoro Tmna pecypca (OPENSTACK nn6o OPENSTACK Volume) n
BbI6paHHOro pecypca (BMpTyanbHON MalWHbI UK TOMA) NOABUTCA B CAUCKE NpaBun
noa kHonkon (PucyHok 16). TakmMm obpasoM co3ganTe CTOMbKO MNpaBuil, CKOMbKO
TpebyeTca. [1na co3gaHna ogHOro rnpasuna HaXXnMaTb Ha KHOMKY He HY>XHO.
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HdobaeuTb npaeuno B WabnoH

Cnucok npaenn

ISTACK_RULELl | :27ff4bb2d77a5f) OPENSTACK }f76-93a9-aeeb85832f82 (D X

PucyHok 16.

3anonHute pasgen «WabnoH rnobanbHoro pacnucaHusa» (nogpobHee cM. B pasgene
RuBackup Manager (RBM)).

HaxmuTe Ha KHOMKYy «lMpUMEHUTb» B MNPaBOM-BEPXHEM yrniy [ANA 3aBeplUeHus
HaCTPOVIKM 1 co3aaHna npasuna/npasu.

BHOBb co3gaHHOe npaBusio 6yaeT nMeTb cTaTyc run. Ecnn HeobxoamMmo co3gaTh npa-
BM/1O, KOTOPOE MOKa He [O0MXKHO MOpoXAaTb 3afay Pe3epBHOro KOMUPOBAHMUA, HYXHO
y6paTb OTMETKY «BK/IOUMTb NOC/E CO3[aHNN».

MNpn Heo6X0AMMOCTU, agMUHMUCTPATOP MOXET MPUOCTAHOBUTb PaboTy npasBunia WUau
HEMeAIeHHO 3anyCTUTb ero (T. €. MHULUMPOBaTb HEMEAJIEHHOE CO3[aHne 3agaun npu
cTaTyce npasuna wait).

MpaBwnnio rnobanbHOro pacnucaHnsa UMeeT CPOK XU3HU, onpeaenseMsblii Npu ero cosaa-
HUW, a TaK Xe npeaycMmaTpuBaeT cleayrolie OCHOBHbIE BO3MOXHOCTMU:

1.
2.

BbINONHUTL CKPUNT Ha K/IMEHTE Nnepes HavyarioM pPe3epBHOro KONMPOBaHUS.

BbINONMHUTL CKPUMT Ha KAIMEHTE Nocfle YCNeLwwHOoro OKOH4YaHus pe3epBHOro Konmpo-
BaHWA.

BbINONHUTL CKPUNT Ha KIMEHTE MOC/e HeyAa4yHOoro 3aBepLUeHNs Pe3epBHOro Konu-
pOBaHUS.

BbINONHUTL 3aWMTHOE NpeobpasoBaHne Pe3epPBHOMN KOMUK Ha KITMEHTE.

5. MNepuoanyeckmn BbINOMHATL NPOBEPKY LLeTOCTHOCTU pe3epBHOI KOMUN.

XpaHUTb pe3epBHble KONUM onpefenénHbi CPOK, a Nocne ero OKOHYaHusa yaannTb
NX N3 XpaHUnuLia pesepBHbIX KOMUW U U3 3anucen penosntopusa nnbo ysegoMUTb
nonb3oBaTesien CUCTEMbI PE3ePBHOIr0 KONMMPOBaHUA 06 OKOHYaHUM CPpoKa XPaHeHUs.

Uepes onpefenéHHbin CPOK Mocfie COo3[4aHUsA Pe3epBHOW KOMUM aBTOMaTUYECKM
nepeMecTUTb €€ Ha APYron nyn XpaHeHUs pe3epBHbIX KOMUW, HanpuMmep, Ha Kap-
TPUAXK NEHTOYHOM BUBINOTEKMN.

YBegoMnsaTb nNoNnb3oBaTenen CUCTEMDI pe3epBHOro KornnpoBaHUA O pe3ysibTaTaxX
BbIMOJIHEHNA TE€X UNN UHbIX OI'IGpElLI,I/IVI, CBA3aHHbIX C NnpaBuniIomM rno6anbHOro pacnun-
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4.3. Cpo4yHOe pesepBHOE KoNnpoBaHue

CaHunA.

Mpn cospgaHun 3agadm RuBackup oHa nossnseTca B ovepeau 3agady. OTcnexmsaTb
NUCMOJIHEHWE MpPaBuUl MOXET KakK agMUHUCTpaTop C nomowbo RBM wnu ytunurt
KOMaHAHOM CTPOKU, TaK U KINEeHT npu noMmowm MeHeaxepa knneHta RuBackup (RBC)
WAN YTUNUTbI KOMaHOHOM CTPOKMK rb_tasks.

lMocne ycnewHOro 3aBepLlUEHUs PEe3epBHOrO KOMMPOBaHUA pesepBHas Konua bypert
pasMelleHa B XpaHunuiie pesepBHbIX KONuin, a uHdopmMauma o Hen byaeT pasmMelleHa B
peno3uTtopun RuBackup.

4.3. CpouyHOe pe3epBHOE KonupoBaHue

B cnyyae HeobxogMMOCTU CPOYHOrO Pe3epBHOrO KOMUPOBAHWUSA, BbibepUTEe KIUEHT U
HaXXMuTe KHonky «CpoyHoe PK» (PrcyHok 17):

™
¢ Ru

= & fo 3apaun [EIGEETNEM Mpasuna cTpaterid  Penosutopuid  YganéHHan pennukauus  MNaH BOCCTaHOBAEHUA

88 NaHens MoHWTOpUHra " cpounoe PN

i astra-server BUSINELY M5 rnoBansHoro pacnvcaHva CraTyc Wma knMeHTa HWID Wmsi nyna Hauvano nepuoga

L] O6bekThi
)

Crpaterum

[E ro6ansHoe pacnucanve
YaanéHuas penaukaums
& PenosuTopuii

Ouepesb 3aaau

5 Cepeepsi RuBackup

[] >KypHans:

£ ABMUHUCTpUpOBaHUe

8  rubackup@localhost

PucyHok 17.

OTkpoeTcsa okHO (PucyHok 18). Bbibepute TuUn pecypca LN CPOYHOrO pesepBHOro
konnpoBaHnsa «OPENSTACK» nn6o «<OPENSTACK Volume»:
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=
¢ Ru & @
= &« CpoyHoe PK: atarasov " MpumeHnTs
L O6bekThl
Twn pecypca OPENSTACK v -
E) CtpaTerum [ J
Pecypc * -
El FnobanbHoe pacnucaHue
ApxWBMpOBaHNE
YpnanénHas pennmkauus
B va P 2 Tun PK full v
(o) PenozuTtopuia Myn Default -
O4epenb 3a0a4 3awmMTHOoEe Npeobpa3oBanMe  nocrypt g
Cepeepbl RuBackup MNpropuTet 100 +
[+ XKypHan.l
& ADMWHWCTpUpPOBaHKNE
PucyHok 18.

HaXMuTe Ha MKOHKY «..» PSAAOM C Haanucbio «Pecype» 1 BblbepuTe BUPTYaNbHYIO
MaLUVHY UK TOM, /151 KOTOPOro TpebyeTca co3faTth pe3epBHYo Konuo (PucyHok 19).

BuifpaTh

1D Name

|

72d1lddee-alal0-486e-892b-98e8d90cd1fd rubackup-tmp
3alde04d-a3a2-4080-8138-fb684220109c atarasov

= W

71a7fe98-41d8-4f76-93a9-aeebhB5832182 rubackup

PucyHok 19.

MNMocne Bblbopa BUPTYaslbHOW MalWHbl UM TOMa 3anofIHUTE OCTallbHble HACTPONKMU
CPOYHOr0 Pe3epBHOIr0 KOMUPOBaHUA: apXxMBMpPOBaHME, TUM Pe3epBHOM KoNun (MonHas,
NHKpPEMeHTanbHasa unm guodepeHumanbHas), nyn, anropuTM 3alnTHOro npeobpasoBa-
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4.4. LleHTpannu3oBaHHOE BOCCTaHOBEHNE pe3ePBHbIX KOMUN

HUS, NPUOPUTET.

Mocre 3anonHEHNA HAaCTPOEK HaXXMUTe KHOMKY «MPUMEHUTL» B NMPaBOM BEPXHEM Yriy
aKpaHa.

MpoBepuTb X04, BbINOJIHEHUA PE3EPBHOr0 KOMMPOBAHUA MOXHO, Nepengn Ha BKIaaKy
«Oyepepb 3apau» (PrcyHok 20).

ID Tun ID knnenta Wma knnenta HWID CraTyc Twn pecypca Pecypc
44 Backup global 2 rubackup de27ffabb2d77a5f 0% OPENSTACK 71a7fe98-41d8-4f76-93a
43 Restore 2 rubackup de27ffabb2d77a5f Done ) OPENSTACK dllcal6c-277b-4d27-a2
(TR
42 Restore 2 rubackup de27ffabb2d77a5f Done ) OPENSTACK dllcal6c-277b-4d27-a2
PucyHok 20.

Mpn ycnewHOM 3aBepLUeHUN PEe3epPBHOr0 KOMUPOBAHMA COOTBETCTBYHOLWAA 3ajaya
nepenget B ctatyc «Done» ():

XKypHansl v Y6uTh Mepesanyctute (1) Yaanuts v | i
ID Twn ID knnenta Wma knmenta HWID CraTtyc Twn pecypca Pecypc
44  Backup global 2 rubackup de27ffabb2d77a5f OPENSTACK  71a7fe98-41d8-476-93a
43 Restore 2 rubackup de27ffabb2d77a5f ( Done ) OPENSTACK  dllcalbc-277b-4d27-a2
42 Restore 2 rubackup de27ffabb2d77a5f ( Done ) OPENSTACK  dllcal6c-277b-4d27-a2

4.4. LeHTpanusoBaHHOe BOCCTaHOBJIEHUE pe3epPBHbIX
KOnuu

CuctemMa pesepBHOro konmposaHMa RuBackup npegpycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHMA pPe3epPBHbIX KOMUA KaK CO CTOPOHbI KNIMEeHTa CUCTEMbI, TaK U CO CTOPOHbI
agMuHucTpatopa CPK. B Tex cny4daax, Korga LeHTpasiM30oBaHHOE BOCCTAHOBNEHME
pe3epBHbIX KOMWU HeXenaTesbHO, Hanpumep, Korga BOCCTAHOBMEHWE AaHHbIX ABNA-
€TCA 30HOM OTBETCTBEHHOCTW BNagefibLla KIINEHTCKOW CUCTEMbI, 3Ta ¢QYHKLMOHaNb-
HOCTb MOXEeT ObITb OTK/KOYEHA Ha KNneHTe (cM. RuBackup Manager (RBM)»).

B Tex cny4asx, Korga LeHTpann3oBaHHOE BOCCTAHOBMEHNE Ha KIMEHTe OOCTYMHO, ero
MO>XHO MHULUMPOBATb, Nepengsa Bo BkNaaky «Penosutopuin» Ha neson naHenu RBM.
[ns aToro HamguTe B cnucke TpebyemMyto pe3epBHYIO KOMUIO, HaXXMUTEe Ha Hee NpaBow
KHOMKOW MbILLN N BblI6epUTE B KOHTEKCTHOM MeHO «BoccTaHoBUTb» (PrcyHok 21):
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Mogynb nnatdopmbl OpenStack

BoccTaHOBWTL

MNpoBepuUTh

KonupoBaTk

MNepeMecTUTh
ApPaHWTL 40
Ynanute

MNepelTu K...

PucyHok 21.

B OKkHe LeHTpanM3oBaHHOrO BOCCTaHOBMNEHUSA (PUCYHOK 22) MOXHO yBMOETb M 3anos-
HUTb OCHOBHbIE MapaMeTpbl Pe3epPBHON KOMUKU, 3aaTb MECTO BOCCTAHOBJ/IEHUA pe3epB-
HOM KOMUM 1 NapameTpbl BOcCTaHoBNeHUsA moayna OpenStack:

LeHTpanu3oBaHHOE BOCCTaHOBNEHUE \/ NMpuMeHnTL

WHidopMmauwa o pesepeHOR Konun

Wms xocTa: astra-client
HWID: 58140b70a60cc373
Twn pecypca: OPENSTACK
Pecypc: 09012de2-9410-4210-a52¢-631eb462f828
Myn: Default
Twun PK: full
Coszpaxo: 2024.06.07 14:29:01
BOCCTaHOBUTL LENOYKY: 12
Wmsa npasuna:
CTpUpOBaHUe CraTyc PK: Not Verified
MecTo BOCCTaHOBNEHWA
BoccTaHoBMTb Ha KAMeHTa: astra-client (58140b70a60cc373) ~
KaTanor pacnakoeku: * (@O -
MapameTpbl BOCCTAHOBASHWA ANA MOAYNS: OPENSTACK - @

BoccTaHoBKTB Ha Lenesom pecypee: (D

0O6LWe HAaCTPOAKK MOJyNs

PucyHok 22.

«KaTanor pacnakoBku» 0603Ha4YaeT BPEMEHHYHD AOUPEKTOPUO, B KOTOpyto OypgeTt
BbIMOJIHEHA pacnakoBKa apxuBa pes3epBHOM Konuu. ECnn BbIMOMHAETCA BOCCTaHOBNeE-
HMe pes3epBHON KOMNUU C pasBepTbiBaHUEM BUPTYasbHOM MalUMHbI (BKIKOYEH Nepekto-
yaTenb «BoccTaHOBUTb Ha L,ENeBOM pecypce»), TO Nocfne pasBepTbiBaHUSA COAEPXMU-
Moe L aHHOW gupekTopun bypeT ounweHo. Yéeautecb B Hannumm csoboHOro MecTa B
BbIOpaHHON OMPEKTOPUM pacnakoBku (NnoTtpebyeTcs cBO6OAHOE MECTO KaK MUHUMYM B
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4.4. LleHTpannu3oBaHHOE BOCCTaHOBEHNE pe3ePBHbIX KOMUN

o6bemMe, paBHOM CYMMapHOMY O6beMy OMCKOB BUPTYanbHOW MalUMHbI, A8 KOTOPOWA
cenaHa pesepBHasn Konus).

[na HacTPOMKM NnapamMeTpoB BOCCTAHOBNEHUA MOLYNA HAXMUTE HA UKOHKY «...» PAO0M
c nonem «MapameTpbl BoccTaHoBneHUA ana moayna: OPENSTACK». OTKpoeTcs OKHO
(PrncyHok 23 n PucyHok 24). Ana oTobpaXKeHnsi onucaHns MHTepecyroLero napameTpa

HaXXMUTe Ha PSAOM C MMeHeM napamMeTpa. MNogpobHee MHGoOpMaLMa O Napa-
MeTpax BOCCTaHOB/IEHUS MOAYNA YKasaHa B TabrvLe.

OPEMSTACK

Vcnonb3oBaTh HECTpﬂI:"IKI-"I no ymon4aHWwo

dd_block_size (1) 0 +
keep_original_vm_name ()

network_uuid () 56e9134e-20ed-4a8f-a437-6995d19a2584 ~

fixed_ip O

image_uuid (@) [edeﬁEﬂbf—?aae-mda-gng-1e5?d2dc2223 KW ]

new_name (1)

PucyHok 23.
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OPENSTACK

WNcnonk3oBaTh HECTpﬂIﬁI{H no ymon4aHWo

new_name (1)

remove_volumes_at_restore_failure ()

server_group_id (i) 012a8c69-bcbl-4dbe-adl0-a7c37f83d4cewv
flavor_id (D 201 v
volume_type_id () 2f7bba72-da29-4ae5-8adl-cd8d42a95cch v
server_availability_zone_name () nova v

PucyHok 24.

Tabnuya 3. lNapameTpbl BoccTaHoBAeHNA 418 moaynsd OPENSTACK

MapameTp OnucaHue 3HaueHue no ymonya-
HUMIO
dd_block_size YKasblBaeT pasmep 5

6noka ansa ytnnntsl dd
npuv onepawusax BoccTa-
HOBNeHVs B MerabamTax

keep_original_vm_name YKasblBaeT, COXPaHATb true
N1 BUPTYarnbHyO
MaLUVHY C TakuUM Xe
NMeHeM npu onepauumn
BOCCTaHOB/EHNA NN
co3faBaTb HOBYIO

network_uuid YkasblBaeT ngeHTnoum- —
KaTop BMPTYyanbHON
ceTun B cpege BupTyanu-
3auum OpenStack, roe
6ypeT HaxoguTCA BOC-
CTaHOBNEHHas BUPTY-
anbHaa MalnHa
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4.4. LleHTpannu3oBaHHOE BOCCTaHOBEHNE pe3ePBHbIX KOMUN

MapameTp OnucaHue 3HaueHue no ymonya-

HUMIO
fixed_ip YkasbiBaeT IP-agpec

BUPTYaNbHON MallUHbI B
ceTun B cpefe BM3yanu-
3auum OpenStack, roe
6yneT HaxoauTca BoC-
CTaHOBNEHHas BUPTY-
anbHaa MallmHa

[onycTumbie 3HayeHuna

image_uuid YKasblBaeT ngeHTnou-

KaTop uMmaxa B cpeae
BU3yanunsaumm
OpenStack , ¢ KOTopbIM
bypeT accoummnpo-
BaTbCA BOCCTaHOBMNEH-

Has BMpTyanbHas

MallnHa Ui ToOM.

new_name [MpuceanBaeT HOoBOE

WMSA BOCCTaHaB/nBae-
MOW BUPTYasnbHOMN
MalunHe. Ecnu ykasaTb
napameTp, BUpTyasibHas
MallMHa BOCCTaHOBUTCA
C HOBbIM MeHeM. Ecnin
napameTp He yKasbl-
BaTb, TO BUPTYyanbHas
MallMHa BOCCTaHOBUTCA
C UMEHeM, NPUCBOEH-
HbIM el Npun pasBEpThbl-
BaHUW.
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MapameTp OnucaHue

remove_volumes_at_rest
ore_failure

Ecnu 3HauyeHne napa-
MeTpa true (nepeknto-
yaTesnb BKJIOYEH), TO
TOMa, KOTOopble bblnu
COo3[aHbl B cpefe Bup-
Tyanusauun, 6yayT yaa-
NEHbI B CNy4yae BO3HUK-
HOBEHUS OWKNOKM B Xxo4e
BbIMOSTHEHUA 3a4aum
BOCCTaHOBNEHUSA
pesepBHON Konuu.
Hanpumep, B cniyyae
OLNBKN co3aaHnsA BUP-
TyanbHOW MallWHbI B
npoLecce BOCCTaHOBMe-
HUA.

Ecnun sHaueHue onuum
false (nepekntoyatens
BbIK/IKOYEH), TO TOMa,
KOTOpble 6bln co3gaHbl
B Cpefe BMpTyanusauum
B NpoL,ecce BOCCTaHOB-
NEHNs OCTaHyTCA B
cpefe BuUpTyanusaumm B
cny4ae owwmnbkn cospa-
HUsa BM.

server_group_id YKasblBaeT, HY>XHO 1n
NoaKYaTb BUPTYasb-
HYIO MaLUVHY K cepBep-
HOWM rpynne u, ecnu
HY>XHO, TO K Kakon. Mpwu
Bbl6Ope 3HaueHus BuUp-
TyanbHaa MallnHa noa-
KITFOUNTCA K YKa3aHHOM
cepBepHon rpynne.
Ecnu BbibpaTb 3Ha4YeHMe
NONE, To BupTyalnbHas
MaLlnHa He NOAKIIHO-
UMTCH HU K KaKom cep-
BepHoOM rpynne.

=volume_type_id MNossonseT Bbl6paTh
naeHTuomnkaTop TMNa
TOMa, C KOTOpPbIM Crie-
AyeT co3faTb HOBbIN

TOM
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HUUIO

false

[onycTumbie 3HayeHuna

true, false




4.4. LleHTpannu3oBaHHOE BOCCTaHOBEHNE pe3ePBHbIX KOMUN

MapameTp OonucaHue 3HaueHue no ymonua- JlonycTuMble 3HaUYEHUS
HUUIO

=flavor_id MossonseT BbIGPaTh — —
naeHTuomnkaTop wab-
JNIOHa KoHdUrypauum

Sserver_availability_zon  MossonseT BbIGpaTh — —
e_name 30HY AOCTYMHOCTU

MNMapametp fixed_ip TpebyeT 06A3aTeNbHOro  yKasaHus  napameTpa
network_uuid.

B cnyyae BoccTaHOBNEHUA BUPTYanbHOM MalUMHbI U3 pe3epBHON Konun 6yneT Bbinosi-
HeHa npoBepKa Hanu4yna B cpefe Bu3yanunsauun BUPTYyarbHOW MalUWHbl C TakKUM Xe
nMeHeM. Ecnn Takon BUPTyasibHOW MalluHbl HET, TO OyAeT BbINOSIHEHO BOCCTAHOBIE-
HWe C OpUrnHanbHbIM UMeHeM. Ecnn BUpTyanbHasa MallvHa C TakKUM UMEHEM YXe eCTb,
TO K UMEHU BUPTYyanbHOM MalnHbl 6yaeT aobasneH umudpoBon NocTOUKe (PrcyHok 25).

Instance Image Key Availability Power
O IP Address Flavor Status Task
Name Name Pair Zone State
rubackup-tmp 4-4-
O 20.04 = Active nova None Running
2 12
4-4-
(O rubackuptmp 20.04 - Active nova None Running
12
4-4-
(O rubackup 20.04 - Active nova None Running
12
PucyHok 25.

B ToM cnyyae, ecnm He06Xo4MMO BOCCTaHOBUTb PE3EPBHYH KOMUKO B JIOKasbHbIN KaTa-
NOr Ha KnneHTe 6e3 pa3BepTbiBaHMS BUPTYaNbHOW MalMHbI UKW TOMa B Cpeae BupTya-
nuMsaumm, HeobxoAMMO BbIKMIOUYUTL Nepekovates «BoccTaHOBUTbL Ha LeNneBoM
pecypce» (PucyHok 26):
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MecTo BOCCTAaHOBNEHWA

BoccTaHOBWTE Ha KNWEHTA: astra-client (58140b70a60cc373) v
KaTtanor pacnakoeku: * (i) -
MapameTpel BEOCCTAaHOBNEHWA N8 MOOYNA: OPENSTACK -

BoccTaHoeuTe Ha uenesom pecypee: (1)
Ob6wKe HacTpoRKK MoOyNs
PucyHok 26.

Ecnun BbibpaHo BoccTaHoBneHne ansa moayna « OPENSTACK Volume», To nNpu HaXaTuu
Ha Ha WKOHKY «..» pAgoM c nosiem «lMapameTpbl BOCCTAHOBNIEHUA ANA MOAYNA:
OPENSTACK Volume» oTkpoeTtcsi okHO (PucyHok 27). Ons oTobpa)XeHus onumcaHus

MHTEepecCyoLero napameTpa HaXmuTe Ha PSOOM C MMeHeM napameTpa.
MoapobHee MHPoOpMaLMa O NapaMeTpax BOCCTAHOBNEHNS MOAYNA yKa3aHa B TabnuLe.

OPEMSTACK Volume

Mcnonbzo0BaTh HBCTpGIﬁKH no YyMon4yaHWw

restore_to_original_volume (i)

remove_volumes_at restore_failure (1)

dd_block_size () 0 +
image_uuid (1) ede630bf-7aae-40da-99f5-1e57d2dc2223 w

new _name (1)

PucyHok 27.

Tabnnya 4. NapameTpbl BoccTaHoBAeHWA 418 moaynsa OPENSTACK Volume
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4.4. LleHTpannu3oBaHHOE BOCCTaHOBEHNE pe3ePBHbIX KOMUN

MapameTp OnucaHue 3HaueHue no ymonya- JlonycTtuMblie 3HaYeHUe
HUI0
Erestore_to_original_vol MosBonseT npomssecTn false true, false
ume BOCCTaHOBJIEHNE B OpU-

rMHanbHbIA TOM (OpUrn-
HaNbHbIA TOM A0/KEH
Cyl,ecTBoOBaTb N UMeTb
CTaTyC «AOCTYMEH»,
WMHa4ye 3agava no BoC-
CTaHOBMIEHUIO He ByaeT

BbINONHEHA.
remove_volumes_at_rest Ecnu 3HauyeHue napa- false true, false
ore_failure MeTpa true (nepeknto-

yaTeslb BKAKOYEH), TO
TOMa, KOTopble bbinn
cosfaHbl B cpefe Bup-
Tyanusauuun, byayT yaa-
NeHbl B cnyyvae BO3HUK-
HOBEHUS OWNGBKM B XOae
BbINOJSIHEHMA 3afaun
BOCCTaHOBNEHUSA
pes3epBHON KOMUU.
Hanpumep, B cniyyae
OLNBKKN co3faHns BUp-
TyanbHOW MalUWHbI B
npouecce BOCCTaHOBIe-
HUS.

Ecnn sHauyeHune onumm
false (nepekntoyaTtenb
BbIK/IFOYEH), TO TOMa,
KOTOpble 6bln co3gaHbl
B Cpefe BMpTyanusauunm
B MpoLuecce BOCCTAHOB-
NIEHNS OCTaHYTCA B
cpene BupTyanusaumm B
criy4yae owmnbKun cospa-
HUsa BM.

dd_block_size YkasblBaeT pasMep 5 1-100
6noka gna ytmnutel dd
npw onepaunsax BoccTa-
HOBNEHWs B MerabanTax

image_uuid YkasblBaeT ngeHtnomn- — —
KaTop uMmaxa B cpene
BMU3yanusaumm
OpenStack , ¢ KOTopbIM
oypeT accoummpo-
BaTbCA BOCCTaHOBMNEH-
Has BMpTYyanbHas
MaLlunHa U TOM.
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MapameTp OonucaHue 3HaueHMe no ymonuya- JlonycTumble 3HaYeHue
HUIO

new_name lMpuceanBaeT TOMY — —

HOBOE UMS Mpu BOCCTa-
HoBneHnn. Ecnn ykasaTb
napameTp, TOM BOCCTa-
HOBUTCS C HOBbIM UMe-
HeM. Ecnun napameTp He
yKasbiBaTb, TO TOM BOC-
CTaHOBUTCH C UMEHEM,
NPUCBOEHHbBIM MY NpU
pes3epBHOM Konnposa-
HUW.

MapameTp MOXeT
MMeTb NyCTOe 3Haye-
HWe, T.e. TOMY Mpu BOC-
CTaHOBMIEHNN MOXHO
3agaTb NycToe Ums.

[MpoBepuUTb XO4 BbIMNOSIHEHUA BOCCTAaHOBMEHUA Pe3epPBHOMN KOMNUM MOXHO B OKHe «Oye-
peab 3apau» (PucyHok 28). Mpn ycnewHoM 3aBepLUEHNN BOCCTAHOBEHNSA pPe3epBHOM
KOMUM UIIN LEeNOYKN pe3epBHbIX KOMUIA COOTBETCTBYHOLWME 3a4a4M Ha BOCCTAHOBMEHNE
nepengyt B cTtatyc «Done» ([centralized_backup_restoring:::aa25624c-0c61-46ed-
8962-92d48ed229c2]).

@ YaanuTs v (4 iE
ID Tun ID knnenta Wma knnenta HWID CraTtyc Twn pecypca Pecypc
46 Restore 2 rubackup de27ff4bb2d77a5f Assigned OPENSTACK dl1cal6c-277b-4d27-a2
45  Restore 2 rubackup de27ffabb2d77a5f ( 0% ) OPENSTACK  dllcal6c-277b-4d27-a2
44  Backup global 2 rubackup de27ffabb2d77a5f ( Done ) OPENSTACK  7l1a7fe98-41d8-476-934
43  Restore 2 rubackup de27ffabb2d77a5f ( Done ) OPENSTACK  dllcal6c-277b-4d27-a2
42 Restore 2 rubackup de27ffabb2d77a5f ( Done ) OPENSTACK  dllcal6c-277b-4d27-a2

PucyHok 28.
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naBa 5. BoccTaHOB/IeHUe CO CTOPOHDI
KJIMEeHTa

B cnyyae HeobxogMMOCTU BOCCTAHOBMIEHUNA pPe3epBHOW KOMUM CO CTOPOHbI KIIMEHTA Bbl
MOXXeTe BOCMO/Ib30BaTbCA YTUNMTON KOMaHAHOW CTPOKWU rb_archives:

MPOCMOTP CNNCKa AOCTYMHbIX PE3ePBHbIX KOMUIA:

root@rubackup:/home/ubuntu# rb_archives
Id | Ref ID | Resource | Resource type | Backup type | Created | Crypto | Signed | Status

B B e e B B B e e B e T
| dllcal6c-277b-4d27-a214-937166F1b463 | OPENSTACK | full | 2623-06-06 05:13:11+060 | nocrypt | True | Not Verified
| dllcal6c-277b-4d27-a214-93716611b463 | OPENSTACK | incremental | 2023-06-06 05:16:52+00 | nocrypt | True | Not Verified

PucyHok 29.

3anpoc Ha BOCCTaHOB/IEHNE Pe3epPBHO KOMUM:

root@rubackup-ubuntu:~# rb_archives -X 2

Password:

The archive will be restored in the directory: /frubackup-tmp
----> Restore archive chain: 1 2 < ----

Record ID: 1 has status: Not Verified
Continue (y/n)? yes

Record ID: 2 has status: Not Verified
Continue (y/n)? yes

TASK WAS ADDED TO QUEUE:4 5

PucyHok 30.

B ToM cny4yae ecnu pe3epBHas Konus A0MXHa 6biTb pasBepHyTa, T.e. HE06XOANMO BOC-
CTaAHOBUTb BUPTYaNbHYO MallMHY B Cpedy BMPTyanusauun, HY>HO WCMNOSb30BaTb
onuwuo -x. B ToM cny4yae korga TpebyeTcss BOCCTAHOBUTb PE3EPBHYIO KOMUIO B JTOKasb-
HOM KaTanore KnMeHTa 6e3 pa3BepTbiBaHMSA, HY>XHO NCMOb30BaTh ONLUO -X.
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naBa 6. JIucTuUHr KoHpuUrypaymoHHoro panna
mopayna rb_module_openstack

Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter

# Mandatory parameters

# Get config URLs at
https://<OPENSTACK_WEBUI_IP>/dashboard/project/api_access/

# or https://msk.cloud.vk.com/app/<PROJECT>/project/endpoints
identity_url http://<OPENSTACK_WEBUI_IP>:5000/v3/

compute_url http://<OPENSTACK_WEBUI_IP>:8774/v2.1/<PROJECT_ID>/
volume_url http://<OPENSTACK_WEBUI_IP>:8776/v3/<PROJECT_ID>/
project_id <PROJECT_ID>

# User name on behalf of which the API requests will proceed

username <user name>

# Password to be used with 'username' to authenticate in API

password <user password>

# Domain name to be used with 'username' and 'password' to authenticate
in API

domain <domain name>

# REST oprations timeout, seconds

# minimum 1, maximum 300, default 5

timeout 20

# ID of VM in Openstack platform where current module is deployed - can
be obtained from instance info in WEB GUI

rubackup-vm-id <vm id>

#t

## Optional parameters:

# Admin user account info of OPENSTACK is required to run scripts inside
the target VM

admin_name <admin name>

admin_password <admin password>

#

## Name of admin's project, optional

## If this value is not set, project_id value will be used instead as
admin's project

admin_project_name NONE

## Name of admin's project domain, optional

admin_project_domain_name NONE

#
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# If certificate info is not specified the module will connect to API
w/o certificate verification

enable_ssl no

ca_info <path to cert>

# Turn on debug of REST requests

curl_verbose no

#it

## Transport to execute remote scrips: before_backup, after_backup
# possble values: virsh, ssh

# default value: virsh

script_transport virsh

#it

## User name for ssh transport

ssh_user rubackup_service_user

## Connection timeout for ssh transport, seconds
# minimum 1, maximum 300, default 5
ssh_connection_timeout 30

## ssh key file for ssh transport, full path only!
ssh_key_file /root/my_keys/my_key_file

# Project's region, optional

region NONE
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