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[na pesepBHOro KonMpoBaHMA 06beKToB NnaTtopMbl BUpTYanusayum OpenStack sBep-
cumnm 2023.1 (Antelope), 2023.2 (Bobcat) n Zed B CPK RuBackup cywecTByrOT MOLYN:

e [naBa 1

e [1aBa 2

Moaynb OpenStack, Bxogawmin B cocTtaB CPK RuBackup, nossonfeT BbINOMHATb

pesepBHOE  KOMUpPOBaHWe BUPTYyaslibHbIX MaWwWH  naaTtdopmMbl  BUPTyanusaymuu
OpensStack.

Mogynb OpenStack Volume, Bxogawmn B coctas CPK RuBackup, nosBosnseT BbINoOs-
HATb pe3epBHOE KOMMpOBaHWE OTAEesNbHbIX TOMOB (TOMOB) NnaTdopMbl BUPTYyanusayum
OpenStack.
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naBa 1. BuptyanbHblie MawuMHbl OpenStack

1.1. HazHauyeHue

PesepBHOE KONMpoBaHMe BUPTYasbHbIX MawuvH nnatdopmbl BUpTyannsaunm OpenStack
Bepcun 2023.1 (Antelope), 2023.2 (Bobcat) n Zed BbinonHAETCA C NOMOLLbIO MOLYSA
OpenStack, Bxogsauwero B coctaBs CPK RuBackup.

1.2. Pe3epBupyembie flaHHble

Pe3epBHOE KOMMpOBaHMe BbINOMHAETCA A1 BCEX TOMOB W CHUMKOB BUPTYasnbHOWU

MallUHbI N OCYLLECTBNAETCA B 6e3areHTHOM pexnme m,

1.3. Tunbl pe3epBHOro KONUpoBaHuA

Moaynb noggepXuBaeT cnegyrolne TUMbl Pe3epBHOr0 KOMMPOBAHUSA BUPTYaNbHbIX
MaLUWH NaToopMbl BUPTYanmn3aLnm:

e MOJIHOE,
e WHKpPEMEHTarbHoe,

e andpodepeHUnanbHoe.

1.4. Tunbl BOCCTAHOBJIEHUA A aHHbIX

Mogaynb NoAAep>XWBaeT MoJSIHOE BOCCTaHOBMEHME BMPTYalbHbIX MalUWMH NaaThopMbl
BUPTYanuMsauunmn c pa3BepTbiBaHUEM U 6e3 pas3BepTbiBaHUSA Ha LLEe/IeBOM pecypce.

[JOCTYNHO BOCCTaAHOB/IEHME BUPTYasbHbIX MaLUWH:

e B MPOEKTEe, K KOTOPOMY OHM OTHOCWU/INCb Ha MOMEHT PEe3epPBHOr0 KOMMPOBaHUSA
(ncxogHbIR);

e B O60OM NpPoeKTe, KOTOPbIA OOCTYNEH Ha MOMEHT BOCCTAHOB/EHUSA.

1.5. Cnoco6bl pe3epBHOro KONUpPoBaHUA

Mopaynb nognepXXmBaeT pes3epBHOE KOMMPOBaHME BUPTYasbHbIX MalMH NNaTGopMbl
BUPTYyanmsaumm ¢ MOMOLLbHO:

o MeHemxep agmuHncTpaTopa RuBackup (RBM) (pekoMeHgyeMmbin crnocob),

e Tucana,

e MeHepxep knueHTa RuBackup (RBC),

* YTUINT KOMaHgHOM CTPOKWN.
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https://docs.rubackup.ru/Terms/2.8.0.0.0/#fc083237-e9fb-4d45-b972-c94838989cbc
https://docs.rubackup.ru/Terms/2.8.0.0.0/#bb2e94c5-9e52-46b2-abdd-a83033816a9d
https://docs.rubackup.ru/Terms/2.8.0.0.0/#a3998f56-14a9-4bc9-84ed-03367722b527
https://docs.rubackup.ru/Terms/2.8.0.0.0/#fb0c58d7-e2f8-4f18-bb3f-7a2a8c5215e2
https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/TucanaGuide/2.6.0.0.0/
https://docs.rubackup.ru/RBCManual/2.6.0.0.0/
https://docs.rubackup.ru/Cli/2.6.0.0.0/

1.6. Cnocobbl BOCCTAHOBNEHUSA OaHHbIX

B aTOM AoKyMeHTe npuBeaeHbl MHCTPYKUMM no cosgaHuio PK ¢ nomouwbto MeHepxep
agMuHucTpaTtopa RuBackup (RBM) (cm. Pasgen 1.11.1) n yTUAUTbI KOMaHAHOW CTPOKMU
rb_archives (cm. Pazpgen 1.11.2).

1.6. Cnoco6bl BOCCTAHOBJIEHUSA A aHHbIX

Mogynb noggepXXuBaeT crnefyrowme cnocobbl BOCCTAHOBMEHUA BUPTYalbHbIX MalUWH
nnaTtoopMbl BUPTYanmsaunm N3 pesepBHbIX KOMUNA:
e LleHTpann3oBaHHOe BOCCTAHOBMIEHMNE C MOMOLLbHO:
o MeHemxep agmuHncTpaTopa RuBackup (RBM) (pekomMeHgyeMbin crnocob),
o Tucana,
o YTUINT KOMaHOHOW CTPOKMU.
¢ JlokanbHOe BOCCTAHOBJ/IEHME Ha KJIMEHTE PEe3epPBHOI0 KOMMPOBAHMA C MOMOLLbIO:
o MeHepxxep knueHTa RuBackup (RBC),
o YTUINT KOMaHLHOW CTPOKMU.
B 3TOM [OOKYMEeHTe npuBeLeHbl MHCTPYKUMWM MO BOCCTaHOBNEHMIO PK C nomoulbto

MeHeppxkep agMuHucTpaTopa RuBackup (RBM) (cM. Pazgen 1.12.1) n yTUNnUTbl KOMaHA-
HOW CTPOKWM rb_archives (cMm. Pazgen 1.12.2).

1.7. KoMnnekKT NnoCTaBKU

OucTtpnbyTmB Mopynsa rnocTtaBnsetca B Buae deb-naketa ¢ vMMeHeM  rubackup-
openstack_<version>_amd64_signed.deb, rgoe <version> — HOMep BepCcuUn NocTaBnsge-
MOro mMopgyns.

MakeT AOCTYMeH ans CKaymBaHus Ha odunymanbHOM cante
https://www.rubackup.ru/go/.

1.8. CucteMHble TpeboBaHUA

[na pe3epBHOrO KOMMPOBAHUA U BOCCTAHOBMEHUA BUPTYaslbHbIX MalMWH NaaTGopMbl
BupTyanusaumnm OpenStack ¢ nomoLybto moaynsa OpenStack Ha y3ne HeobxoaAnMbI:
e nnatdopma BupTyanmsaumm OpenStack ogHoM U3 Bepcui:
o 2023.1 (Antelope);
o 2023.2 (Bobcat);
o Zed;

 runepsusop Tuna QEMUY:
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https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/Cli/2.6.0.0.0/rb_archives/
https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/TucanaGuide/2.6.0.0.0/
https://docs.rubackup.ru/Cli/2.6.0.0.0/
https://docs.rubackup.ru/RBCManual/2.6.0.0.0/
https://docs.rubackup.ru/Cli/2.6.0.0.0/
https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/Cli/2.6.0.0.0/rb_archives/
https://www.rubackup.ru/go/
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e YTUAMTA KOMaHAHOW CTPOKM virsh Ha runepBM3ope C pe3epBupyeMbIMU BUPTYasb-
HbIMW MalmnHamn'™:

e rocteBorn areHT QEMU Guest Agent BHYTpu roctesonn OC pesepBuUpyemMon BUPTY-
anbHol MawwuHb™;

e Ha OL4HOW UNN HECKOJSIbKUX BUPTYanbHbIX MalUMHaX:
o 04Ha N3 64-6UTHbIX ONMepPayNOHHbIX CUCTEM:
= Astra Linux 1.7;
= Ubuntu 18.04;
» 20.04;
= Debian 10;

o KJIMEHT pe3epBHOro konnposaHusa RuBackup.

BupTyanbHasi MalimMHa, Ha KOTOPYH yCTaHaBMBAOTCA KIIMEHT PE3epBHOIO KOMMPOBa-
Hus RuBackup u Moaynb OpenStack, BbiCTynaeT B KayecTBe MPOKCU-XOCTa Ans
pe3epBHOro KONMPOBaHMA BUPTYasbHbIX MalWnH NaTGopMbl BUPTYyanmsawmnu.

[Ona ynpaBneHnsa pesepBHbIM KOMMPOBaAHMEM U BOCCTAHOB/IEHMEM BUPTYallbHbIX MaLUWH
nnatdopmbl BUpTYanusayum OpenStack pekomMeHgyem Kucnonb3oBaTb MPOrpamMMHoe
obecneyeHne MeHepxep agmuHucTpatopa RuBackup (RBM).

1.9. YcTaHOBKaA

MpensapuTenbHo Ha npokcu-xocTe!” fommkeH BbiTb YCTaHOBEH U HACTPOEH
KTMEHT pe3epBHOro KONMMPOBaHWUA, NOAKIIFOYEHHbIN K OCHOBHOMY cepBepy CPK
RuBackup.

N5 yCTaHOBKM MOAYNSA Ha npokcu-xocTe™ nnaTdopmbl BUpTYanusaLmum:

1. OctaHoBuTe cepsuc knmeHTa CPK RuBackup:
systemctl stop rubackup_client.service

2. 13 nanku, rge Pacnono>XXeH naket MoAaysid, BblMONMHUTE!
dpkg -i rubackup-openstack_<version>_amd64_signed.deb

roe <version> — HOMeEpP BEPCUUN MOAYNSA.

MNocne yCTaHOBKMW BbINOIHUTE HACTPOMKY MOLY /IS,
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https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/InstallationManual/2.6.0.0.0/client_linux/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.6.0.0.0/client_linux/client-configuration/

1.10. HacTpoika

1.10. HacTpoika
Mocne YCTAaHOBKW MOAY 1A BbIMOJIHUTE!

1. MofroToBKY AaHHbIX A8 NOAKIKYEHMA MOAYNA K naTdopme BUpPTYyannsauun.
2. HacTpoiky nogkntoyeHns Moaynsa K nnatoopme BupTyanmsaumn.
3. HacTponky 3anycka CKpMnToB.

4. MNpoBepKy YCNewHOCTN YCTAaHOBKM U HAaCTPOVKN Moay s,

1.10.1. MoaroToBKa AaHHbIX AN NOAKJ/IIOYEeHUA MoAYy A K nnatdpopme
BUpPTYyanuMsauum

MpeaBapuTenbHO noayuynutTe Yy  agAMUHUCTpaTopa nnatdopmbl  BUPTyanusayuu
OpenStack yuyéTHble JaHHble NoMb30BaTens W CO3[aiTe MPOKCU-XOCT™ (pasBepHUTE
KIMEHT pes3epBHOro KonmposaHuMa U mMoayfib OpenStack Ha BMpTyanbHOW MallMHe) B
nnatdopme BUPTYyann3aunm B COOTBETCTBUM C CUCTEMHbIMU TpeboBaHMAMU (CM. Pas-
nen 1.8).

MogroToBbTe AaHHble OS19 HACTPOWKM NOAKMHOYEHNA Moayna K nnaTtdopmMe BUpTyanu-
3ayum no REST API:

1. ABTOPU3YNTECH C YUYETHbLIMU AaHHbIMW NOMb30BaTeNs B NnaTthopmMe BUPTyanmsayum
yepes Beb-nHTEepdenc no agpecy:

https://<0penStack_WEBUI_IP>/dashboard/project/api_access/

roe <OpenStack_WEBUI_IP> — agpec nnatdopMbl BUPTYyanusawmm.

2. MNMepengnte B pasgen MpoexkTt - [locTtyn K APL.
3. CoxpaHnuTte ana ceba URL-agpec onsa gocTtyna K cepBucy Identity ansa naeHTuduka-
LMK nonb3oBaTens.

Ecnn notpebyroTca pgononHuTenbHble URL-agpeca, TO MoAynb 3anpocUT UX npwu
aBTopu3aumn B nnatdopmMe BMeCcTe C TOKEHOM ayTeHTUbUKaLmn.
4. lMNMepengnte B pasgen NMpoekt - BbluncnurenbHble pecypcbl > UHCTaHCHI.

5. Haxxmnte Ha nMmAa BUpTyanbHOM MawwuHbl. [MponsongeT nepexon B pasgen fetanu
BMpTYyanbHOM MaLlLIMHbI -> BKagka O63op.

6. CoxpaHuTe gna cebs naeHTUGUKaTop BUPTYanbHOM MalUMHbI, HA KOTOPOW YyCTaHOB-
neH knneHTt PK RuBackup.

7. MNepengute B pasgen UpeHtudukauusa - MNpoekTbl.

8. CoxpaHuTte ans cebs:
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o UMSs Nonb3oBaTens NnaTeopMmbl;
o Maposib Nonb3oBaTens nnaToopmbl;
o MAEHTUPUKATOP NPoekTa NnaTGopMsbl;

o MMSA gomMeHa nnatpopmbl.

1.10.2. HacTpo#ka nogknioyeHuss Moaynsa K nnatpopme BUpTyanusauum

[Ona nogknroyeHna Moayna K nnatoopme BupTyanusaumm yepes REST API:

1. HacTpoiTe ob6a3aTenbHble NapamMeTpbl B KOHOUTYpaLoHHOM daine Moayns.

2. lMNepesanycTtute cepsuc CPK RuBackup:

systemctl restart rubackup_client.service

1.10.3. HacTpoiika 3anycka CKpUnToB

Mopfynb NO3BONAAET BbIMOMHATL CKPUMTbI B NpoL,ecce pe3epBHOro KONMpoBaHUA BUPTY-
anbHOM MaLLMHbI (4,0 1 Noclie co34aHnA CHUMKa COCTOSAHMSA TOMOB 3Ton BM).

MpepBapuTesnbHbie HACTPONKUN

[ns BO3MOXHOCTM 3arnycka CKpuUNTOB (MM NobbIX APYrnux UCNoNHAeMbixX ¢annos)
BHYTPU BUPTYasibHOM MalLMHbI B NpOL,eCcCe BbINOSIHEHNA 3a4a4M Pe3epPBHOIo KONMpoBa-
HMA Ha npokcu-xocte” crenepupyinTe napy SSH-knkouen, ecnu OHW OTCYTCTBYIOT B
AnpekTopumn /root/.ssh:

sudo ssh-keygen
B pesynbTtate B gupekTopum /root/.ssh Oypet cosgaHo Aga dawnna, Hanpumep:

id_rsa.pub — OTKpPbITbI/ KNOY U id_rsa — 3aKpbITbIA KMHOU.

Nocne npeaBapuUTesibHOM HACTPOWKU BblbepuTe TUM TpaHcnopTa LS BbIMNOSIHEHUS
ckpunTtoB B rocteBon OC pesepsupyemorn BM 1 npofomknute HaCTPOMKY B COOTBET-
cTBytowem pasgene Pasnen 1.10.3.2 unun Paspen 1.10.3.3.

3anyck CKpUMNTOB Yepes virsh

[lna 3anycka CKpunToB Yepes virsh:

1. Y6eantecb, 4to B roctesom OC pesepBupyemMon(bix) BM ycTaHOBNEH rocTeBoWn
areHT QEMU Guest Agent.

2. 3anpocute y agMUHUCTpaTopa nnatoopmbl BUpTyanmsaunm OpenStack y4é€THble
AaHHble agMUHUCTpPATOpa 418 AocTyna K nnatdopme.
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3. Ha npokcmn-xocTe! B koHdUrypaumoHHom haiine Moaynsa 3agaiite B napaMeTpax:

a. script_transport TWUN TpaHcnopTa virsh;

b. admin_name ¥ admin_password y4eTHble AaHHble agMUHUCTpaTopa.

4. Ha runepsusope(ax):

a. CosfaiTe OupeKTopuo /root/.ssh (ecnm oTcyTcTByeT):

mkdir /root/.ssh

b. CosganTe pann authorized_keys (ecnm oTcyTCTBYET):

touch /root/.ssh/authorized_keys

c. Ckonnpynte d¢anmn oTKpbITOro SSH-ka4Ya U3 AupekTopun /root/.ssh Ha
npokcu-xocte!” n noMecTuTe ero coaepxunmoe B dann
/root/.ssh/authorized_keys.

5. B rocteson OC pesepBupyemornn BM pasmecTuTe CKpUnTbl 0gHUM N3 cnocobos:
o B /opt/rubackup/scripts/openstack.sh;
o B IOOBOM fpyroMm MecTe. YKaxumTe NyTb A0 CKPUMNTOB B TOHKMX HacTpoOMKax

MoAaynda ona pe3epBHOro KoOnmMpoBaHUA.

3anyckK CKpUnToB Yepes SSH

[lna 3anycka CKpunToB 4Yepes SSH:

1. Ha npokcu-xocte™ B koHbMrypaLmorHom daiine Moayns safaiiTe B napameTpax:
a. script_transport TUN TpaHcnopTa ssh;
b. ssh_user ums nonb3osaTens BM, oT KOToporo 6ygyT BbINOMHATLCA CKPUMThI;

c. (onumoHanbHO) ssh_key_file NyTb [0 3aKPbITOro Ko4Ya /root/.ssh/id_rsa Ha
npokcu-xoctel”, ecnm ncnonbsyetca Heckonbko nap SSH-kouen;

d. (onunoHanbHO) ssh_connection_timeout BpeMs OXWUOaHUA COeQUHEHUS.

2. Brocteson OC pesepBupyemoin(bix) BM:

a. CozpanTte AMPeKTopuo /home/<uma_nonbsosaTtensa>/.ssh (ecnm oTcyTCTBYET):

mkdir /home/<uma_nonb3oBaTena>/.ssh

b. B onpeKkTopumn /home/<uMa_nonb3oBaTtensa>/.ssh co3fgaunte dann
authorized_keys (ecnum oTCyTCTBYET):
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touch /home/<uma_nonb3oBaTtena>/.ssh/authorized_keys

c. Ckonunpynte d¢anmn oTKpbITOro SSH-ka4Ya U3 AUpekTopun /root/.ssh Ha
npokcu-xocte” n nomecTnte ero cogepxunmoe B dpaiin /home/<uMsi_nosb30Ba-
Tena>/.ssh/authorized_keys.

d. PasmecTuTe cKpunTbl O4HUM U3 CNOCOBOB:
= B /opt/rubackup/scripts/openstack.sh;

» B JIIO6OM ApYroM MecTe. YKaxute nyTb A0 CKPUMNTOB B TOHKUX HAaCTpOMKax
MOAYNA ANA Pe3ePBHOro KONMMPoBaHuA.

1.10.4. Pe3ynbTaTbl yCTAaHOBKU U HACTPOUKU MOAY NS

CTpyKTypa YyCTaHOB/IEHHOr0 NaKeTa

B pesynbTaTe ycTaHoOBKM nNakeTa mopynsa OpenStack B cuctemy 6yayT pobasrieHbl
dannbl, NpuBegeHHble B Tabnuue:

Tabnuya 1. lNepeyeHb ycTaHaBINBaEMbIX B CUCTEMY palifioB

PacnonoxxeHue Ha3sHauyeHune

/opt/rubackup/etc/rb_module_openstack.conf KoHourypaunoHHbsin dann moaynsa OpenStack
CPK RuBackup

/opt/rubackup/modules/rb_module_openstack McnonHaembin ¢ann mogyna OpenStack CPK
RuBackup

MpoBepkKa ycnewHoCcTU yCTaHOBKU

15 npoBepkun paboToCcnoCoBHOCTM MOAY A BbINOAHWUTE Ha Npokcu-xocTe'™ komaHay:
/opt/rubackup/modules/rb_module_openstack -t

O6 ycrnewHon ycTaHOBKE WU HaCTPoOMKe MOAYNA TakXe CBUOETENbCTBYET 3anucb O ero
yCnewHon npoBepKe KIMEHTOM pPe3epBHOr0 KonupoBaHUs (.. module 'OPENSTACK'
was checked successfully) B XypHane cobblTun /opt/rubackup/log/RuBackup.log.

Ecnn B XypHane cobbiTuin /opt/rubackup/log/RuBackup.log agmuHucTtpatop CPK
BUANT OWNGKK, coobliatowme O HenpaBuiibHOM KOHOUrypauum mopynsa, npoBepbTe
HaCTPOMKHN B KOHUrypaLumMoHHOM danne
/opt/rubackup/etc/rb_module_openstack.conf mMopgynsa.

Ecnn owmnbka He nopgpaeTcsa aHanusy, TO obpaTUTeCb B CEPBUC TEXHUYECKOW Mopg-
nep>xku RuBackup ¢ npepgocTtaBneHnemM BCen HeobxoanMMonm MHopMauum NO BO3HUK-
lwen npobneme Ha opmymanbHOM canTte hitps://support.rubackup.ru/bugzilla.
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1.11. PesepBHOEe KOoNnpoBaHue

1.11. Pe3epBHOEe KonNupoBaHue

1.11.1. Pe3epBHoe KkonuposaHue B RBM

PerynspHoe pe3epBHOe KONUpPOBaHUe No nNpaBuny

[lns BbINOJIHEHUSA PErynApPHOro (MNeprMoamnmdeckoro) pe3epBHOro KOMMPOoBaHMA Mo npa-
BMY HEO6XOAMMO CO3aaTh NPaBUo B rnobanbHOM pacnncaHum.

MpaBunno cooepXuT B cebe HACTPOMKKN, HEOBXOAUMbIE O/ PE3ePBHOr0 KOMUPOBaHUS
TpebyemMoro pecypca.

1.

7.

lMepengute B pasgen Pe3sepBHOe konupoBaHue - nob6anbHoe pacnucaHue 1
HaXXMuTe ([lo6aBuTb). OTKpPOeTCcsa dopmMa CO3[aHMs HOBOrO npasuna rnobanb-
HOro pacnmcaHus.

Beegnte nma cosgaBaemMoro npasuna B napame'rpbl npasuna.

BbibepuTe 13 crnucka KNMEeHT KnneHTa, KOTOPbI YCTaHOBMAEH Ha NpoKcu-xocT!”
nnatoopMbl BUpTYyanmsauuu.

Bbibepute 13 cnncka Tun pecypca OPENSTACK. [Mpu HeobxognumocTn HaxmuTe [..] n
onpenennTe TOHKME HacTponkn mogynsa (cMm. lMNpunoxenne 1.6).

HaxmuTe [...] B none Pecypc 1 BbiIGepnTe U3 CINCKA PE3EPBUPYEMYIO BUPTYabHYIO
MaLUUHY.

BbibepuTte s cnucka Tun PK TN pesepBHOM KONUN. BO3MOXHbIE 3HAaYEHUSA:
o MOsHaA,

o MHKpEeMeHTallbHas,

Mpwn BbIGOPE MHKpPEMEHTanbHOro Tuna PK 6yaeTt BbIMNOSHEHO MOSIHOE pe3epBHOE
KONupoBaHWe, ecnin co3gaéTca nepBas pesepBHas Konva BM nnm koHpurypauyms
BM 6bina nsmeHeHa.

o andpodepeHUnanbHas.

Mpwn HeOo6Xo4ANMOCTM 3afanTe AOMONHUTESNbHbIE napaMeTpbl Nnpasuna:

V [ononHuTesnbHble napameTpbl npasunia rinobanbHOro pacnucaHus
MapameTp OnucaHue

EmkocTb XpaHunuw,a EmkocTb xpaHunuwa gna PK (B rurabantax). BosMoXHOCTb peaakTu-
poBaHWA NapameTpa 3afjaeTcsd B pasgesie MnobanbHasa koHGUrypaums
napameTpomM OrpaHuyeHue éMKOCTU A1l rNo6anbHOro pacnucaHus

EmkocTb XpaHunuw,a EmkocTb XpaHunuwa Tekyuwero knneHta CPK RuBackup (B rurabain-

KJ/INeHTa Tax). BoaMOXXHOCTb peAakTUpoBaHMa NapamMeTpa 3a[aeTca B pasgene
Fno6anbHan KoHdUrypaums napameTpom OrpaHuyeHne EéMKoOCTH ans
KJINeHTa
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MapameTp OnucaHue

MpuopureTr MpropnTET BbLINONHEHNS NpaBuna
JAnanasoH 3HauYeHu# 100-1000
Mo ymonuyaHuio 100

YeM Bbllle 3HAYEHME, TEM BbilLE NPUOPUTET BbINOJIHEHNA NMpaBkia

3awuTHOe npeobpa- Tun 3aWMTHOro npeobpasoBaHns
30BaHue
Bo3MO)XXHble 3HaYeHuA Anubis,Aria,CAST6,Camellia,Kalyna,
Kuznyechik , MARS, Rijndael, Serpent,
Simon, SM4, Speck, Threefish, Twofish

Mo ymonyaHuio nocrypt (6e3 3alMTHOro NpeobpasoBaHus)

Moapo6Hee 06 anropuTMax 3aLUMTHOro NpeobpasoBaHms

CkpunT npv HopManb- [lyTb [0 CKpunTa npu HopmMmanbHOM BbiMofHeHUW PK. Beegute nyTtb
HOM BbinonHeHun'” BPYYHYO mnn Haxmute [..] u BblbepuTe B pasBepHYBLUEMCA OKHe
CKPUNT N3 CNmncKa AOCTYMHbIX

Bo3MO)XXHble 3HaYeHun /opt/rubackup/scripts/Baw_cKpunTt.s
h

CkpunT npuBbinon- [lyTb OO CKpunTa npu BbinonHeHun PK ¢ owwnbkamu. BBeaute nyTb
HeHuM c owmbkamu'”  BpyyHyto unn Haxmute [..] n BbibepuTe B pasBepHYBLUIEMCH OKHE
CKPUNT M3 CNCKa [OCTYMHbIX

Bo3MO)XXHble 3HaYeHuA /opt/rubackup/scripts/Baw_ckpunT.s
h

Ckpunt npuBoccta- [lyTb 0O CKpunTa MNpu BOCCTaHOBJIEHUN pe3epBHON Konuwu. Beegute
HoBneHum PK™ NyTb BPYYHYIO Unu HaxmuTe [...] n BbibepuTe B pasBepHYBLUEMCSH OKHe
CKpUMT N3 cnucka AoCTYMHbIX

Bo3MOXXHble 3HaYeHus /opt/rubackup/scripts/Baw_ckpunT.s
h

8. Haxunmas Ao6aBuTb npaBuno B WAGMOH, co3ganTe HeobxogMmMoe KonyecTBo
npaBua pe3epBHOro KonnposaHus BM.

9. HacTtponTe wabnoH rnobanbHOro pacnmcaHnsa, KOTOpPbIN pacnpocTpaHsaeTCs Ha BCe
pobasneHHble npasuia rnobanbHOro pacnmcaHus:

V lNapameTpbl wabsioHa rnobasibHOro pacrnmcaHms

MNapameTp OnucaHue

HacTpoiku
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MapameTp

BknouuTb nocne
co3paHuna

Myn

Havano nepuopna pei-
CTBUA

OKOHuYaHMe nepuopa
AencTBusa

TpaHCNOpTUPOBOY-
Hbl 6ydep

O6Lue HacTPONKHN
moayna

Mepuogunyeckuin
3anyck

1.11. PesepBHOEe KOoNnpoBaHue

OnucaxHue

3arnyck npasuna nocne ero cosgaHus
Bo3MO)XXHblIe 3Ha4YeHuUn true, false
Mo ymonuyaHuio true

[Mpwn 3HaYeHun:

e true co3gaHHOe NpaBuno OyaeT MMETb CcTaTyc run (3anyLweHo);

o false coO3gaHHOe MpaBWIO byaeT MMeTb cTaTyc wait (He 3any-
LLLEHO).

[Myn onsa coxpaHeHnsa pes3epBHOW Konun

[laTta Havana oencTBus npasuna

MOXHO yKa3aTb BPYYHYH UM HaXaTb a 1 BblibpaTb B KaneHaape

[aTta okoH4YaHunA gencTBuna npasuna

MO>HO yKasaTb BPYYHYIO UKW HaXaTb a 1 BbIBpaTh B KaneHpape
Pasmep TpaHcnopTupoBo4YHOro bydepa (B H6anTax, kmnobamtax, Mera-
banTax unun rurabanTax)

JAunana3oH 3HauyeHu 50 M6-1 6

Mo ymonyaumio 100 M6

B TpaHcnopTnpoBOYHbI Bydep nomeltaroTca 6/10KN pe3epBHOM KONuu,
nocne yero 6ydep nepepaetca Ha cepsep. OT pasmepa Gydpepa 3aBu-
CUT KONMYEeCTBO nepefaBaeMbix G/IOKOB 3a OOuH pas, 3TO yckopsAeT
nepepfavy gaHHbIX Ha cepBep, HO 3agencTByeT 6onblwnm o6beM onepa-
TUBHOW NamMATH

HaCTpOIZKI/I 0na MHOronoTo4YHOro pe3epBHOro KonmpoBaHMA

PacnucaHue

PacnuncaHune ons BbINOMHEHUA Pe3epPBHOro KONMPOBaHUA Mo npasuny
Bo3MOXXHble 3HaYeHus true, false
Mo ymonyaumio true

HacTponTte pacnucanue gna PK. MNpu sHayeHnu:

e true 6yaeT MPOUCXOAUTb 3aMyCK pPe3epBHOIrO KOMWPOBaHUA C
NepuoAMYHOCTLIO (B MUHYTax). YKaXuTe HyXHOe KOMM4YecTBO
MUHYT;

o false OyAeT MPOMCXOAWUTb 3amyCK PEe3epBHOro KOMMPOBaHUSA B
onpepeneHHoe BpemMsa (Mecsu, AeHb Mecsua, AeHb Hepenu, yac u
MUHYyTa). BkmounTe @ psgoM C HYXXHbIM MOJIEM U YKaXuTe 3Have-
Hue. B pesynbTaTe 6yaeT cGOpPMMUPOBAHO Cron-BblpaXKeHue.

1313 54




OpenStack

MapameTp

OnucaxHue

MpoBepka

Mpoeepka pe3sepBHbIX BknounTe MNMpoBepka pe3epBHbIX KOMUA KaXKAable 1 YKaXXnTte nepmo-

KOMNuih Kaxkgble

XpaHUTb pe3epBHbie
KOMNuUU B TeYeHue

MepemecTUTb B NynN
yepes

Myn

ABTOMaTHNUYECKOEe
yAaneHue yctapes-
wux PK

YeepoMnathb

KnueHT MoXeT ypa-
NNTb pe3epBHble
KOMuu 3TOro NnpaBuna

HopmanbHoe Bbinon-
HEeHue
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OVWYHOCTb aBTOMaTUYECKOM NPOBEPKN pe3epBHbIX KONUM B OHAX, Hepe-
nax, Mecauax nnu rogax.

Ecnun PK:

e MoanucaHa umdpoBon NOLNNUCHLIO, TO ByAeT NpoBeEPEH pasmMep dan-
nos u cama PK;

e He nognucaHa umbpoBon MoanuUchblo, To ByaeT MpoBepeH TONbKO
pa3mep dannos PK.

CpoK XxpaHeHus

Bknounte XpaHUTb pe3epBHble KOMUU B TEYEHUE 1 YKaXMTe CpoK
XPaHeHUsi pe3epBHbIX KOMWUIA B AHAX, HEAEeNaAX, MecsAlax uimn rogax.

Pe3epBHble Konuu

Bkntounte MepemecTUTb B Nyn yepes /15 NepeMelleHns pe3epBHbIX
KOMWin B Apyrue nynbl. YKaxuTe 4yepes Kakoe KONUYECTBO [AHEW,
Heaenb, MecsiLeB UM NeT HY>KHO NepeMecTUTb B APYroi nyn peseps-
HYHO KOMWIO

M3 cnncka Myn BbibepuTe nyn, B KOTOPbIA HEOBXOAMMO NEePEMECTUTb
PK. lNepemMelleHne pe3epBHbIX KOMUA OCYLLECTBNACTCA TOJIbKO B pam-
Kax CepBUCHOro okHa. HeBO3MOXHO NepeMecTUTb pPe3epBHYHO KOMMUIO,
KoTopas pacnonaraeTcs B nyne Tuna JIeHTo4YHaa 6ubnmoTeka

YcTapeBlumne pe3epBHbie KONUn

Bknounte ABTOMaTUYecKoe yaaneHue yctapeswux PK onsa astoma-
TUYECKOro yaaneHus pesepBHbIX KOMWUR, Y KOTOPbIX BbILES CPOK Xpa-
HeHud

M3 cnucka YBeaoMnaTb BbibepuTe rpynny nosibsoaTtenen gnsa nHoop-
MUPOBaHMUA 06 YyCTapeBLMX pe3epBHbIX KOMUAX (N0 YyMOMYaHWHO
Nobody )

BknounTe KNMeHT MOXeT yaanuTb pe3epBHble KOMUM 3TOro npa-
BUNA, YTOGbI paspewmnTb KNneHTy PK yaanaTbh pesepBHble KOMUN TeKy-
LLero npaewunia rnobanbHoro pacnmucaHuns

YeepomMmneHus
[Monyyatenu yBeoOMSIEHUA O HOPMasbHOM BbINOJIHEHUN PE3EPBHOIr0

KonnpoBaHuA

BbibepuTe rpynny nonb3oBaTenei U3 Bbinagarowero cnmucka (no ymorn-
YaHuo Nobody ) Unv BBEOUTE afpec 3NEeKTPOHHOW NoYThl NonyyvyaTens B
none E-mail CC




1.11. PesepBHOEe KOoNnpoBaHue

MapameTp OnucaHue

BbinonHeHue c ownb6- [lonyyaTenn yBeaoMNEHWIA O BbINONIHEHWUMN PE3EPBHOI0 KOMMPOBAHUSA C
KoM ownbkamm

BbibepuTe rpynny nonb3oBaTenein U3 Bbinagarolero cnucka (no ymorn-
YyaHuo Nobody ) Unv BBeAUTE agpec 3NeKTPOHHOM NoYThl Nony4vaTens B
none E-mail CC

Mpoeepka pe3epBHO [lonyyaTenn yBegoMIEHNUI 0 NPOBEPKE pe3epBHO KOMuK

Konuu
BbibepuTe rpynny nonb3oBaTenei U3 Bbinagarolero cnmucka (no ymorn-

YaHuo Nobody ) Unv BBEOUTE afpec 3NEeKTPOHHOW NoYThl NonyyYyaTens B
none E-mail CC

OkoHuaHMe fleiicTBUA [lonyyaTenn ysegoMneHnin o6 OKOHYaHUN CpoKa AeNCTBUSA NpaBunia

npaeuna
BbiGepuTe rpynny nonb3oBaTenei U3 Bbinagarowero cnucka (no ymon-

YaHuo Nobody ) Unv BBEOUTE afpec 3NEeKTPOHHOW NoYThl Nony4vyaTens B
none E-mail CC

OKOHYaHMe eMKOCTH I'Ionyanenvl YBe,EI,OMJ'IeHI/II‘/'I 06 ncyepnaHmm EMKOCTM XpaHunniuia

XpaHunuwa
BbibepuTe rpynny nonb3oBaTenei U3 BbiNagaroLero cnucka (no ymon-

YyaHuo Nobody ) U BBeOUTE afpec 3NEeKTPOHHOW NoYThl Nony4vyaTens B
none E-mail CC

10. HaxmuTte v/ MPUMEHUTD /19 COXPaHeHUs npasuna.

CosfaHHOe npaBuiIo NOSBUTCA B CMMCKe NpaBwun B nogpasnene E Fno6anbHoe pac-
nucaHue.

BHennaHoBoe pe3epBHOEe KONMUPOBaHUe No NpaBuny

[ns BbINOMIHEHNSI CPOYHOrO PE3EPBHOr0 KOMMPOBaHUA MO CO34aHHOMY MpaBuny rno-
6anbHOro pacnmcaHus:

1. MNepengnte B pasgen Pe3epBHoe konupoBaHue - 'no6anbHoe pacnucaHue.
2. BbigenuTe Hy>XHOe npasuno.

3. Haxmute [E (BbINOMHUTB) B MaHeN UHCTPYMEHTOB WKW BbibepnTe BbINOAHUTD B
KOHTEKCTHOM MEHIO 3TOro npasuna.

ByneT cospnaHa 3agayva B pasgene 3apaum.

[Mocne ycnewHOro 3aBepLUEHUs PEe3epPBHOrO KOMMPOBaHUA pesepBHas Konua bypeTt
nomMelleHa B XpaHUnuLL,e pesepBHbIX KOMUK, a MHGopMaLMsa O Her ByaeT pasMelLeHa B
pasgene @ Penosutopui.

CpouHoe pe3epBHOE KONMMpoBaHUe

CpoyHOe pe3epBHOE KOMUPOBAHME HEMEeOJIEHHO BbINOMHAET pe3epBHOE KOMMPOBaHWe
BblGpaHHOro pecypca 6e3 cosgaHua npasuna B rno6anbHOM pacnucaHum.
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1.

10.

1.

12.

[ONnsa BbINONHEHUS CPOYHOro pe3epBHOro KonmposaHMsa B RBM BbibepuTe oguH 13
cnocobos:

o [epengnte B pasgen UndppacTpykTypa > KnueHTtbl. Bbigenmrte KnveHTa
CPK RuBackup, ocyuwiecTtBnawowero ynpasfeHne pesepBHbIM KOMUPOBaHUEM
pecypca. Haxmute j_}. (CpouHoe PK).

o HaxmuTe Ha BepxHel naHenu ﬁ (CpouHoe PK).
OTkpoeTca Gpopma CPOYHOrO PE3ePBHOr0 KOMMPOBaHUA.
Bbibepute 13 crvcka KAMEHT KnveHTa, KOTOPbIA YCTaHOB/EH Ha MpPOKCU-XOCT!

nnatdopMbl BUPTyanusauuu.

BbibepunTte 13 cnucka Tun pecypca OPENSTACK. NMpu HeobxognumocTu Haxxmute [...] n
onpefennTe TOHKME HacTPOrKM Moayna (cm. [NpunoxeHne 1.5).

HaxxmuTe [...] B none Pecypc 1 BbibepuTe U3 CUCKa Pe3epBUPYyEMYIO BUPTYalbHYHO
MaLLVHY.

M3 cnmucka Tun PK BbibepuTe TUN pes3epBHOM KONUU. BO3MOXHble 3Ha4YeHus:
o MOJIHaA,
o MHKPEMeHTanbHas,
o anodepeHymnanbHas.

M3 cnucka Myn BbibepuTe nyn onas CoOXpaHeHUs pe3epBHON Konuu.

M3 cnucka 3awuTHOEe npeobpasoBaHue rnpy HeobxogMMocCTu BbibepuTte Tumn 3alinT-
HOro npeobpasosaHus PK.

B MpuoputeT yKaxXnte NpuopuTET BbINOIHEHMA CPOYHOrO0 PE3EpPBHOro KOMMpoBa-
HMSA. BO3MOXHbIe 3HaYeHns: OT 100 40 1000.

B CpoOK XpaHeHMs YKaXXUTe CPOK XpPaHEHUs pe3epBHOI KOMUN, CO34aHHONM B pe3yib-
TaTe BbIMNOIHEHUSA CPOYHOIrO PEe3ePBHOr0 KONMPOBaHUs (N0 YyMON4YaHuo 1 rog).

B TpaHcnopTUPOBOYHbIN Gydep yKaxunTe pasmep TPaHCMOPTUPOBOYHOro bydepa
(B 6anmTax, kunobamTax, MerabamTax unm rurabamtax). B TpaHCNOPTUPOBOYHbIN
oydep nomeltaroTca 6NOKN pe3epBHOM Konuu, nocne 4yero bydep nepepaeTcs Ha
cepBep. OT pasmepa bydepa 3aBUCUT KONMMYECTBO NepepaBaeMblx B/I0KOB 3a OAUH
pas: yeM bonblle pasmep bydepa, TeM BbICTpEE AaHHble NepenarTCA Ha cepBep, HO
npu 3TOM 3afencTByeTCA O60MbWMA 06bEM OMnepaTUBHOM NamMATU. Pasmep TpaHc-
nopTUPOBOYHOro bydepa ykasbiBaeTcsa B guanasoHe oT 50 M6 o 1 6 (no ymonua-
HUIO 100 M6 ).

Haxmute O6WMe HAcTpoOWKuM Mopynsa U, Npu HeobXxoaAUMMOCTW, onpeaenunte
HaCTPOWNKM A1 MHOrOMOTOYHOIrO PE3EePBHOr0 KOMMPOBaHUS.

HaxxmuTte \/anMeHMTb Onsa BbINOJIHEHUA CPOYHOIoO pPe3epBHOro KornmpoBaHUA C
Bbl6paHHbIMI/I HacTponKamMu.
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bypet co3pgaHa 3agava B pasgene 3apaum.

[Mocne ycnewHoro 3aBepLlUEeHUs Pe3epBHOr0 KOMMPOBaHUA pel3epBHas Konua bygeTt
NoMeLLeHa B XpaHUNULLE pe3epBHbIX KOMUK, a MHGopMaLma O HeN ByaeT pa3MelleHa B
pasgene @ Penosutopuin.

1.11.2. Pe3sepBHOE KONMpoBaHUe U3 KOMaHAHOW CTPOKMU

[NA BbINONHEHMNA PE3EPBHOIr0 KOMMPOBAHUA BUPTYasrlbHOW MalKWHbI NaTdopMbl BUPTY-
anusaummn Ha knueHTe PK:

1. MonyuymTe CNNCOK PecypcoB (BUPTYanbHbIX MalVH NaTGopMbl BUPTYanmsaumm):

KomaHaa nonydeHusi cnucka pecypcos

rb_archives -t openstack

2. BbINONHUTE 3anpocC Ha co3faHne pe3epBHOM KOMUMK:

lMpumep cosnaHns NosIHOMN Pe3epPBHON KON

rb_archives \

-c <vm_id> \ @

-m openstack \ @

-e
script_before_snapshot:/opt/rubackup/scripts/openstack.sh, ..,<param_name_n>
:<param_value_n> ©

roe:

0 NoeHTnoumkaTop BUPTYanbHON MaLLNHbI

Takxe MoryT ObITb yKasaHbl ngeHtTuoukaTtop, nma u IP-agpec BUpTyanbHOM
MawuHbl B ¢opmate JSON: {"ID": "vm_id", "Name": "vm_name", "IP-
Address: "ip_vm"}.

@) Vicnonbsyembiit MOAyIb

9 MapameTpbl Moayna CPK (cm. Npunoxenune 1.5)

[pumep cosnaHnsa MHKPEMEHTalbHOW Pe3epBHOM KONMUN
rb_archives -c <ID> -m openstack -i -e

script_after_snapshot:/opt/rubackup/scripts/openstack.sh, ..,<param_name_n>:
<param_value_n>
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lpumep cospaHusa angoepeHUynanbHON pe3epBHON Konumn

rb_archives -c <ID> -m openstack -D -e
execution_script_timeout:400, .., <param_name_n>:<param_value_n>

1.12. BoccTaHoBJ/IeHUe pe3epBHbIX KONUM1

1.12.1. BoccTaHoB/IeHUe pe3epBHbiX Konuii B RBM

o B pe3epBHOI Konum BM XxpaHUTCs MHGOpMaLUS:

e O NPOEKTe, KOTOPOMY MpuHaaiexana ucxogHas BM;

0 CeTU, K KOTOpOoW Bbina noaknroyeHa ncxogHasa BM;

06 obpasax, Ha KOTOpble MO N CCbiNaTbCA TOMa NcxogHon BM;

O TUNe nHcTaHca (flavor_id);

e UT.A.

Mpy aToM apTedakTbl (ceTb, 06pasbl, TUM MHCTAHCa U T.4.) MOrYT 6bITb NpPU-
BaTHbIMU (AOCTYMNHbI ANA UCMONb30BaHUA TOIbKO B UCXOHOM MPOEKTe).

Mo ymMonyaHuo Npu BOCCTAHOB/IEHUN UCNONb3yeTcA UHGopMaumsa o6 ncxon-
HOM MpoeKTe N3 pe3epBHON Konuu. Ecnn B pe3epBHOM KOMUU OTCYTCTBYeET
nHpopmauma o6 MCXoQHOM MPOEKTe, TO UCMNosb3yeTca MHPopmauma o npo-
eKTe U3 KoHOUrypawoHHoro Ganna mogyns.

[na ueHTpann3oBaHHOrO BOCCTAHOBMEHUA BUPTYalbHbIX MalMH nnaTtopMbl BUpPTYa-
NnN3aLnKn Ha KNIMEHTEe pe3epBHOro kKonmposaHma B RBM:

1.

o - o
—
Mepeiignte B pasgen (= Penosutopuit 1 BbigennuTe Tpebyemylo pesepBHYHO
Konuo. HaxxmMuTe KHomMKy | D] BoccTaHOBUTDb, NN BbibepuTe BOCCTaHOBUTb B KOH-
TEKCTHOM MEHIO pPe3epBHOW KOMUMU.

OTKpOeTCFI c|>opMa U,EHTpaJWISOBaHHoe BOCCTaHOBJ1I€EHUe.
N3 cnncka BocCTaHOBUTb Ha KJIMEHTa Bbl6epI/ITe KNIMeHTa, KOTOPbIN YCTAHOBJIEH Ha

npokcu-xocT™ nnatdopmbl BUPTYanusauuu.

B KaTanor pacnakoBku Haxkxmute [...] 1 yKaxute Kkatanor Ans pacrnakoBKW pes3epBs-
HoM Konun B rocteson OC npoKcKu-xocTa.

HacTtponTe ¢nar BoccTtaHoBUTb Ha LeneBoM pecypce. Ecnn ¢nar BocctaHoBUTD
Ha LueneBoOM pecypce:

o BK/IOYEH, TO pe3epBHas Konus OyaeT pacrnakoBaHa Ha LENeBOM pecypce B
KaTanor pacnakoBKMW, a 3aTeM, Ha OCHOBE [aHHbIX Pe3epBHOW Konuu, byaeT
pasBepHyTa HOBas BMpTyasibHasi MallMHa C napamMeTpaMn BOCCTAHOBNEHUSA U3
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1.12. BoccTaHOBMNEHWE Pe3EPBHbIX KOMUIA

TOHKUX HacTpoek (cM. [Mpunoxenne 1.B) B nnatdopme BupTyanmsauyun. Mocne
BOCCTaHOBJIEHNA BUPTYasibHOM MalUMHbl KaTanor pacnakoBkn 6ygeT OYMLLEH;

Ecnu npn aToM BKtoUeH ¢nar BocCTaHOBUTb B UCXOAHbIA MPOEKT, TO
HoBaA BM bygeT pasBepHyTa B UICXO4HOM MPOEKTE.

o BbIK/IFOYEH, TO pe3epBHaAA KOMUa BUPTYyaNbHOWM MalUMHbl pacnakoBblBaeTCA B
KaTanor pacnakoBku, aBToMaTnyeckoe pasBepTbiBaHWe B nnatdopme BUpTya-
nnm3agmm He nponcxognT.

5. HacTpoinTte ¢pnar BocctaHOBUTb B UCXOAHDbIA NPOEKT.

Ecnu nHpopmauymsa o pecypce B CBOMCTBAX Pe3epPBHON KOMUU HE COLEPXUT
JaHHble 006 MCXOOHOM TMpPOeEKTe, TO BbIkKMOUYMTE ¢nar BoccTaHOBUTH B
UCXOAHDbIA MPOEKT N FBHO YKaXuUTe AOMEH, MPOEKT WU [OMNONHUTENbHbIE
napameTpbl BOCCTAHOB/IEHUA B TOHKNX HACTPOMKax MOy NS,

Ecnn ¢nar BoccTaHOBUTb B UCXOAHbIN NPOEKT:

o BK/OYeH, To BM 6yaeT BoccTaHOBMIEHa B TOT MPOEKT, K KOTOPOMY OHa OTHOCU-
nacb Ha MOMEHT Pe3epPBHOro KOMMPOBaHWS;

o BbIK/OYeH, TO BM 6yaeT BocCTaHOBNEHA B MPOEKT, KOTOPbIA MOXET HaXOAUTbCA
B JOMEHe, OT/IMYHOM KaK OT AOMeHa mpokcu-xocTal”, Tak n 0T AOMeHa, K KOTO-
poMy npuHagnexana opurnHanbHaa BM Ha MomMeHT co3pgaHua PK. lNocnepoBa-
TesNlbHO HacTpoOWTe nons:

a. B flomeH HaxxmuTe [...] n BoibepuTe JOMEH U3 CNUCKA;

b. B MpoeKT Haxxmute [...] 1 BbibepnTe NPOeKT HasHauYeHna 13 Crmncka npoek-
TOB, CYLECTBYHOLWMX B JOMEHE.

o Ecnu ¢dnar BoccTaHOBMTb Ha LLle/IeBOM pecypce:

= BKJ/IKOYEH, HO MoJsib30BaTEeNb He 3a4an napamMeTpbl BOCCTaHOBIEHUA B
TOHKUX HacTpoKrkax MoAyns, TO ANnA napamMeTpoB BOCCTaAHOBMEHUA
network_uuid, fixed_ip, image_uuid, server_group_id, flavor_id,
volume_type_id, server_availability_zone_name W13  TOHKUX
HaCTpoeK Moayna 6yayT WUCMNosb30BaTbCA 3HAYEHUS U3 pPe3epBHOMN
Konuu.

hna napameTpoB BOCCTaHOBNEHUA dd_block_size,
keep_original_vm_name, remove_volumes_at_restore_failure,
enable_direct_restore M3 TOHKMX HACTPOEK MOy OyAYT UCMONb-
30BaTbCA 3HayeHWA no ymondaHuoo. BM 6ygeT pasBepHyTa B
BbI6paHHOM MpoeKTe.

Ecnu aptedakTbl BM (ceTb, 06pasbl, TUN MHCTAHCa M T.4.) MICXOLHOro
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npoekTa ABMATCA MNPUBATHbIMWU, TO ABHO YKaXXuTe [OMNOSIHUTENb-
Hble MapaMeTpbl BOCCTAHOBJIEHUA B TOHKMX HacTponkax moaynsa. B
NPOTUBHOM Clly4ae 3ajaya Ha BoccTaHoBneHue PK ¢ pasBepTbiBa-
HMEM 3aBEepPLUNTCA C OLINOKOW;

» BbIK/IKOYEH, TO pesepBHasi Konua 6GyaeT pacnakoeaHa B Katanor
pacnakoBKM 6e3 pa3BepTbiBaHUA.

Ecnu MNMpoeKT Ha3HayeHUs U3 CNnUcKa NPOeKTOoB He Bbl6paH, TO OJ14 BOCCTaHOBJ1e-

HUA ByaeT MCNONb30BaTbCA MPOEKT, 3afaHHbI B KOHOUIypaLMoHHOM daline Ha

npokcu xocTe'.

6. B MapameTpbl BOCcCcTaHOBNEHUA Ana moaynsa Haxmute [...] n onpepennte TOHKME
HacTPOMKK Moayns (cMm. MNpunoxenne 1.B).

7. Haxxmnte O6GWMe HACTpPOUKM Mopynsa U, npu HeobxoauMMoOCTW, onpepennte
HaACTPOMKWN ANA MHOMOMOTOYHOrO BOCCTAHOB/IEHNA PE3EePBHOM KOMUN.

8. Haxxmnte v/ MpUMeEHUTDb 415 3anyCcka BOCCTaHOBNIEHNA Pe3ePBHON KOMUM.

byneT co3naHa 3afaya BoccTtaHoBrieHma PK B pasgene Ouepepnb 3apau.

1.12.2. BoccTaHOBJ/IeHME pe3epPBHbIX KOMNUA U3 KOMaHAHON CTPOKU

[nAa BOCCTaHOBNEHNA Pe3ePBHbIX KOMUA BUPTYasbHbIX MawWH nnatdopMbl BUPTYyann-
3aumun Ha KnneHTte PK:

1. TlonyyunTe cnUcok ¢ ngeHTupMKaTopamm pes3epBHbIX KOMUN BUPTYanbHbIX MaLUUH:

KomaHga nosiydeHns crnvcka pes3epBHbIX KON ¢ ugeHTupmnkaTopamm

rb_archives -1 openstack

2. BbINoNHMTE 3anpoc Ha BOCCTaHOBMIEHNE BUPTYallbHOM MalUUHbI:

[MpuMep BocCTaHOBNEHWUS BUPTYaslbHOWM MalLMHbI N3 PEe3EPBHOM KOMUM C pa3BepTbiBaHWEM B r/1aT-
dopme BUpPTyanusaumm

rb_archives \
-x <ID> \ @
-d <restore_path> \ @
-e dd_block_size:10, ..,<param_name_n>:<param_value_n> &

@ VipeHTdMKaTOp BOCCTaHaBNIMBAEMON Pe3epPBHOMN KoMK

[lnsi BOCCTaHOBNEHUS BMPTyanbHON MaliMHbl 6e3 pasBepTbiBaHUS B
nnaTpopme BUPTYyanmnsaLmm NcnosibayeTcst apryMeHT -X.
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1.13. O6HoBNEHNE

@ MonHbIN NyTb A0 KaTanora pacnakoBK1 PE3EPBHOM KOMUM Ha Npokcu-xocTte!’!

© NapameTpbl Moaynst CPK (cMm. Mpunoxerne 1.B)

MpuMep BocCTaHOBNEHWUS BUPTYalbHOWM MalLMHbI U3 Pe3epBHOM Konum 6e3 pa3BepTbiBaHUS B Ni1aT-
dopme BUPTyanusaumm

rb_archives -X <ID> -d <restore_path>

1.13. O6HOBNEHMuE

Mepen obHOBAEHMEM MOAYNA Ha npokcu-xocte™ nnatdopmbl BUPTYyanusaumm o6HO-
BUTe nakeT knueHTa CPK RuBackup (cm. O6HoeneHne CPK).

[ns o6HOBNEHWs Moayns Ha npokcu-xocTe!” nnatdpopmbl BUpTYanusaLmm:

1. OctaHoBuTe cepsuc knmeHTa CPK RuBackup:
sudo systemctl stop rubackup_client.service

2. N3 nanku, rae pacrnosioXXeH nakeT MOAY/SA, BbIMOSHUTE:
dpkg -i rubackup-openstack_<version>_amd64_signed.deb

roe <version> — HOMEpP BEPCUN MOAYNSA.

3. 3anycTtuTe cepsuc knmeHta CPK RuBackup:
sudo systemctl start rubackup_client.service

MNMocne 06HOBMNEHUS BbINONHUTE HACTPOMKY MOLY S,

Ecnu po obHoBneHna mopynsa Obin U3MEHeH KOHGUrypauuoHHbIN  daiis
MOy /15, TO NPU YCTaHOBKE HOBOW Bepcun Moaynsa npounsonget obbefnHeHne
CTapblX HACTPOEK C HOBbIMU, NPU 3TOM:

e CYyLLeCTBYHOLWME NapaMeTpbl COXPaHAT CBOWN 3HAYEHUS;

e HOBble 0bs3aTesbHble napamMeTpbl HYy>XXHO 6y,u,eT 3aMOJIHUTDb;

e HOBble HeobA3aTesNbHble NapaMeTpPbl MOXHO OyAeT 3anoNHUTb NPU HEOO-
XOAUMOCTMW.
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1.14. YpaneHue
Ons ynanenus moayns Ha npokcu-xocte™ nnatdopmbl BUpTyanmsaumu:

1. OcTaHoBuTe cepsuc knmeHTa CPK RuBackup:
systemctl stop rubackup_client.service
2. YpanuTte moayrnb:
dpkg -r rubackup-openstack
3. 3anycTtuTe cepsuc knmeHta CPK RuBackup:

systemctl start rubackup_client.service

NMpunoxxexHue A: KoupurypaumoHHbin pann moaynsa

ObAsaTenbHble K 3aMN0/IHEHUIO NapaMeTpbl 0603HavYeHbl CUMBOSIOM *

Tabnuya 2. lNapamMeTpbl KOHPUrypaynoHHoOro ¢awnaa /opt/rubackup/etc/rb_module_openstack.conf
MapameTp OnucaHve
identity_url k™ URL-agpec ans goctyna K cepBucy Identity ona naeHTuduKaLmm nonb3osa-
Tens
Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:56000/v3/

compute_ur1[5] URL-agpec ansa goctyna K cepsucy Compute, npefocTaBnsAloLLero Bblunc-
NINTENbHbIE MOLWHOCTU ANA CO34aHUA BUPTYalbHbIX MaluH N yNpaBfeHns
nMmn

Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:8774/v2.1/<PROJEC
T_ID>/

volume_url®™ URL-agpec ans goctyna K cepsucy Volume gna 6N04YHOro XxpaHeHusa faH-
HbIX

Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:8776/v3/<PROJECT_
ID>/

network_url™ URL-agpec ana goctyna kK cepsucy Network ons ynpasfieHUs ceTaMu

Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:9696

image_url®™ URL-agpec gna goctyna K cepBucy Image Ana B3aMMogencTBua ¢ obpa-
3amu

Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:9292
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MapameTp

project_id k™

username XK

password K

domain

timeout

rubackup-vm-id k"

admin_name fe1

admin_password el

admin_project_name

MpunoxeHue A: KoHoUrypauunoHHbin pann moayns

Onucanue

NpoeHTndmKaTop npoekTa nnaTtPpopmMbl BUPTyanmnsaumum

Mo ymonyaHuio <PROJECT_ID>

ma gnsa aBTOpu3aLunn nonb3oBaTend B rmaT(bopMe BMPTYyansaunmn

Mo ymonyaHuio <user name>

I'Iaponb ona aBTopmsaunn nosib3oBaTesia B nnaT¢opMe BUpPTYyann3aunmm

Mo ymonyaHuio <user password>

Nma pomeHa nnaTdopmbl BUPTyanmsauum

Mo ymonyaHuio <domain name>

MakcuManbHO gonycTumoe BpeMsa BbiMonHeHMA REST-3anpocoB kK nnaT-
bopMe BUpTyanmsaumm B cekyHaax

Bo3MoO)XHbIe 3HaUEHUA 1-300

Mo ymonyaHuio 5

NoeHTnoukaTop BUPTYarbHON MaLlUHbI, HA KOTOPOW YCTaHOBMEH KNueHT PK
RuBackup

Mo ymonyaHuio <vm id>

MmMa ona asTopmusaumm agMUHUCTPaTopa Ha nnaTdopme BUpTyanusauum
Mo ymonyaHuio <admin name>

TpebyeTcss pnsi BO3MOXHOCTM 3amnycka CKPUMTOB BHYTPU BUPTYanbHOW
MaLUMHbI B NpoL,ecce BbIMONHEHWUS 3af,a4M Pe3epPBHOr0 KOMMPOBaHMS

o Ona BO3MOXHOCTW pe3epBHOr0 KOMUPOBaHUA BUPTYanbHbIX
MaLUVH N3 PasfiNYHbIX MPOEKTOB N A9 BOCCTAHOBMEHUA BUPTY-
anbHbIX MaLlWH B 9TW NPOEKTbl y4YeTHas 3anucb agMUHUCTpaTopa
OOJHKHa UMeTb ponu admin M member B nnatdopme BUpPTyanmnsa-

Lun.

Maponb Ana aBTopmsaunm agMUHUCTpaTopa Ha nnaTtdopmMe BUpTyanmsayum
Mo ymonyauuio <admin password>

TpebyeTcsi AN BO3MOXHOCTM 3anycka CKPUNTOB BHYTPU BUPTYasbHOM
MaLUWHbI B MpoL,ecce BbINOSIHEHUS 3a4a4M Pe3ePBHOMO KOMMPOBaHUS

MMAa agMUHUCTpaTopa NpoekTa nnatdopmMbl BUPTyannsaumm
Mo ymonyauuio NONE

Ecnv 3HauyeHne napamMeTpa He 3a[aHo, TO WUCMOoMb3yeTca UaeHTUdMKaTop,
yKa3aHHbI B NapameTpe project_id
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MapameTp

Onucanue

admin_project_domain_ WMs agMUHMUCTpaTOpa AOMEHa NpoeKTa Ha nnaTdopme BUpTyanmsaumm

name

enable_ssl

ca_info

curl_verbose

curl_workers

script_transport

ssh_user

Mo ymonyaHuio NONE
Ecnun 3HayeHwe napameTpa He 3afaHo, TO MUCMNOMb3yeTCA UAeHTUdukaTop,
yKasaHHbIA B NapameTpe project_id
BkntounTb npoBepky ssl-cepTudukatoB ana REST-3anpocos K nnatpopme
BUPTYyanunsayum

BO3MO)XHbIEe 3HaYEHUS yes, no

Mo ymonyaHuio no

MyTb 0O KOpHeBoro ssl-ceptudukata knmeHta CPK RuBackup ¢ ycTaHoB-
NIEHHbIM MoAyfeM B dopmaTe .pem MNpu UCNosb3oBaHMKM SSL coeanHeHus
(TpebyeTcs ykasaTb Npu 3Ha4YeHUN yes napameTpa enable_ssl)

Mo ymonuyauuio <path to cert>

Mcrnonb3oBaHne oTnagkn REST-3anpocos. [lo3BonseT npocmaTpuBaTbh
nogpobHyto nHpopmaumo o REST-3anpocax u oTeeTax

Bo3MO)XHbIe 3HaUEHUA yes, no
Mo ymonyauuio no

0 PekomMeHAoyeM BKOYaTb HAaCTPOWMKY (3HauyeHuMe yes) TOJSbKO C
Lenbo oTnagku npobnem npu B3anMogencTBnm Moayns ¢ nnat-
dopmon BupTyanmasumm Yepes REST API.

KonnyecTtso napannenbHbix REST-3anpocoB npu 3anpoce cnmcka pecypcosB
Moayns

Bo3MO)XXHble 3HaYeHus 1-100

Mo ymonuaHuio 1

Twun TpaHcnopTa AN OTNpPaBKK 3anpoca Ha BbIMOJIHEHNE CKPUMNTOB B rocTe-
Bon OC pesepsupyemonn BM pgo/nocne cosgaHnsa CHUMKOB COCTOSHUSA B
npoLecce pe3epBHOro KONMPOBaHNSA

Bo3MoO)XHbIe 3HaUeHUA virsh, ssh

Mo ymonyaHuio virsh

MMa nonbsoBaTensa gns TpaHcnopTa Tuna ssh

Mo ymonyaHuio rubackup_service_user

ssh_connection_timeou Bpems oXunaaHua coeguHeHUs ¢ TPaHCMopPTOM Tuna ssh (B cekyHaax)

t
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MapameTp

ssh_key_file

region[m

cinder_api_request_re
try_number

cinder_api_request_re
try_timeout

volume_creation_timeo
ut

MpunoxeHue A: KoHoUrypauunoHHbin pann moayns

OnucaHue

MonHbin NyTb 0O ¢anna ¢ nNpuMBaTHbIM KOYOM L1 6ecrnapofibHOro nof-
KoyeHus K BM yepes SSH

Mo ymonyaHuio /root/my_keys/my_key_file
JononHuTenbHbI NapamMeTp 45 aBTopusauuu B nnatdopme BUpTyanmsa-
L1 1 ons B3aMMo4encTBus ¢ nnatpopmon yepes REST API

Mo ymonyauuio NONE
3afaeTcsq, ecnu B nnatdopme BUPTyanms3aumm UCrosib3yeTcs PErnmoH He ro
YMOSIYaHUo

KonnuectBo noBTOpHbIX REST-3anpocoB K cepsucy Cinder nnaTtdopmbl,
KOTopble 6yAyT BbIMOJSIHEHbI B Cllyyae, eCnn oT cepsuca bbin nNonyyeH oTeeT
C owmnbKomn

Bo3MOXXHble 3HaYeHUs 0-10
Mo ymonyaHuio 0

Mpwn 3HauYeHUn 8 NoBTOpPHble REST-3anpockl He BLIMOHAKTCSA

Tam-ayT (B cekyHAax) mexay noBTOpHbiMU REST-3anpocamu K cepBucy
Cinder nnaTtdopMbl, KOTOpble BYAYT BbINOJIHEHbI B ClyYae, eciv OT cepBuca
Obl/1 NONYYEH OTBET C OLUINMOKON

Bo3MoO)XHble 3HaYeHusA 1-600

Mo ymonyaHuio 1

Bpems (B cekyHAax), B Te4eHMe KOTOPOro MOAY/ b OXMUAAEeT CO3haHNA TOMa
(nepexofa ToMa B COCTOAHME available ¢ MOMeHTa onpaBKM 3anpoca Ha ero
co3fgaHue) B nnatdopme BUpTyanusaumm

Bo3MO)XXHble 3HaueHus 100-600
Mo ymonyaHuio 300

Ecnu Bpems, 3agaHHOe napamMeTpoM volume_creation_timeout, NCTEKSIO C
MOMeHTa OTNpPaBKW 3anpoca Ha co3gaHne ToMa, U Npu 3TOM TOM He nepe-
lwen B COCTOAHUE available, TO COOTBETCTBYHOLAA 3aada Ha cosgaHume PK
3aBepLUNTCA C OLWNBKOM
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MapameTp OnucaHue

snapshot_creation_tim Bpemsa (B cekyHAaax), B Te4YeHMe KOTOpPOro Mogylb OXWAaeT Cco3daHus

eout CHMMKOB COCTOSIHUS TOMOB pe3epBupyemorn BM (nmepexoga CHUMKOB B
COCTOfIHWNe available c MOMeHTa onpaBKKM 3anpoca Ha Ux co3gaHune) B nnaT-
dopme BUpTYanmsaymm

Bo3MO)XXHble 3HaYeHus 100-600
Mo ymonyauuio 300

Mpn BbINOMHEHUMN 3af@un pPe3epBHOro KonuposaHus BM mopynb oTnpas-
nAeT OAHOBPEMEHHO HECKOMNbKO 3amnpocoB (No KonuyecTsy ToMoB BM) Ha
CO3[aHne CHUMKOB COCTOSIHUA TOMOB pe3epBupyemMon BM.

Ecnu Bpems, 3agaHHOe napaMeTpoM snapshot_creation_timeout, NCTEKNO
C MOMEHTa OTMpaBKN 3anpoCOB Ha CO3aHNE CHUMKOB COCTOAHMUA, U Mpwu
9TOM CHUMKM He nepewnn B COCTOsHWe available, To cooTBeTCTBYyIOLLAA
3afava Ha cosgaHune PK 3aBepLunTCs C oWMGKON

volume_attachment_tim Bpems (B cekyHAax), B TeYeHne KOTOPOro Moaysfb OXWUAaeT NoAKIoYEeHNS
eout ToMa (nepexoga ToMa B COCTOsIHME in-use C MOMEHTa OMpaBKyM 3anpoca Ha
€ro NoJKoYeHne) K BUpTyanbHoO MallMHe B nnatdopMe BUPTyanm3auum

Bo3MO)XXHble 3HaYeHus 100-600
Mo ymonyaHuio 300

Ecnv Bpems, 3agaHHoe napaMeTpoM volume_attachment_timeout, UCTEKNO
C MOMEHTa OTMpaBKK 3anpoca Ha NoAkso4YeHne ToMa K BM, n npu atom
TOM He nepewen B COCTOAHME in-use, TO COOTBETCTBYHOLWAA 3afaya Ha
co3faHune unn BoccTaHoBreHne PK 3aBeplumnTcs ¢ olMbKon

lMpumep NMCTUHra KOHPUrypaLmnoHHoro ¢avina /opt/rubackup/etc/rb_module_openstack.conf

Description variables

Symbol "#" at the beginning of the line treats as a comment
"#" in the middle of the line treats as a parameter value

So please do not use comments in one line with parameter
Mandatory parameters

Get config URLs at
https://<OPENSTACK_WEBUI_IP>/dashboard/project/api_access/

# or https://msk.cloud.vk.com/app/<PROJECT>/project/endpoints
#identity_url http://<OPENSTACK_WEBUI_IP>:5000/v3/

URL to the compute service, optional

compute_url http://<OPENSTACK_WEBUI_IP>:8774/v2.1/<PROJECT_ID>/
URL to the volumev3 service, optional

volume_url http://<OPENSTACK_WEBUI_IP>:8776/v3/<PROJECT_ID>/
URL to the network service, optional

Network URL must be provided without version in path
network_url http://<OPENSTACK_WEBUI_IP>:9696

H O oH HF H OH
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MpunoxeHue A: KoHoUrypauunoHHbin pann moayns

# Image URL must be provided without version in path

# image_url http://<OPENSTACK_WEBUI_IP>:9292

#project_id <PROJECT_ID>

# User name on behalf of which the API requests will proceed
#username <user name>

# Password to be used with 'username' to authenticate in API
#password <user password>

# Domain name to be used with 'username' and 'password' to authenticate
# in API

#domain <domain name>

# REST operations timeout, seconds

# minimum 1, maximum 300, default 5

#timeout 20

# ID of VM in Openstack platform where current module is deployed - can
# be obtained from instance info in WEB GUI

#rubackup-vm-id <vm id>

#it

## Optional parameters:

# Admin user account info of OPENSTACK is required to run scripts
# dinside the target VM

#admin_name <admin name>

#admin_password <admin password>

#

## Name of admin's project, optional

## If this value is not set, project_id value will be used instead as
#admin's project admin_project_name NONE

## Name of admin's project domain, optional
#admin_project_domain_name NONE

#

# If certificate info is not specified the module will connect to API
# w/o certificate verification

#enable_ssl no

#ca_info <path to cert>

# Turn on debug of REST requests

#curl_verbose no

## Amount of parallel workers for REST requests

# min 1, max 100, default 1

#curl_workers 1

#it

## Transport to execute remote scrips: before_backup, after_backup
# possible values: virsh, ssh

# default value: virsh

#script_transport virsh

#it

## User name for ssh transport
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#ssh_user rubackup_service_user

## Connection timeout for ssh transport, seconds

# minimum 1, maximum 300, default 5

#ssh_connection_timeout 30

## ssh key file for ssh transport, full path only!

#ssh_key_file /root/my_keys/my_key_file

# Project's region, optional

#region NONE

## Number of retry attempts for cinder API requests in case of negative
#response from API

# minimum O, maximum 10, default ©
#cinder_api_request_retry_number ©

## Value of a timeout in seconds to wait for between retry requests to
#cinder API in case of negative response from API

# minimum 1, maximum 600, default 1
#cinder_api_request_retry_timeout 1

## Timeout for creating volumes in openstack platform, seconds

# minimum 100, maximum 600, default 300

#volume_creation_timeout 300

## Timeout for creating snapshots in openstack platform, seconds
# minimum 100, maximum 600, default 300
#snapshot_creation_timeout 300

## Timeout for attaching and detaching volumes in openstack platform, seconds
# minimum 100, maximum 600, default 300
#volume_attachment_timeout 300

#

# Variables value

identity_url

project_id

username

password

domain

rubackup-vm-id

NMpuno)xeHue b: TOHKNE HACTPOUKMU OISl pe3epPBHOro
KOMNUpoBaHUA

B Tabnuue onucaHbl TOHKME HAcTPOMKM MOoAOyns ANA pe3epBHOro KONMPOBaHUA (CM.
Paspen 1.11.1).

Tabnuya 3. ToHkmne HacTporikn mogynsa OpenStack gnsa pe3epBHOro KonupoBaHWs
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MpunoxeHue B: TOHKME HAaCTPOMKWN A8 Pe3epPBHOro KONMpoBaHusa

MapameTp OnucaHue

script_before_snapsho T[lofHbIA NYyTb K CKPUMNTY Ha pe3epBMPYEMOI BUPTYanbHON MallMHe, KOTO-
t pblil 6yAeT BbIMOMHEH nepefs Co3h4aHNeM CHYMKa COCTOSIHUSI TOMOB AaHHOM
BMPTYaslbHON MaLLUHbI

Bo3MoO)XXHbIe 3HaYeHusA path

Ecnv BbINONHEHWe CKPWUMTa 3aBepLUINTCA HeyAayHo WM Mo yKasaHHOMY
nyTU CKPUNT ByaeT OTCYTCTBOBATb B rocTeBoit OC pe3epBupyeMoi BUPTY-
anbHOM MallKHbI, TO 3afa4a Ha pe3epBHOE KOMMPOBaHME 3TON BUPTYasnbHOWM
MaLUVHbI 3aBEPLUNTCS C OLIMBKOWA.

[Ona ucrnonb3oBaHWA MapamMeTpa npeaBapuTeNlbHO BbINOSHUTE AENCTBUS,
onucaHHble B pasgene Pasgen 1.10.3

script_after_snapshot [loNHbIA NyTb K CKPUNTY Ha pe3epBUpPyeMON BUPTYanbHOW MallnHe, KOTO-
pbll 6BygeT BbIMNOSIHEH MOCNe CO3[aHuUsA CHUMKa COCTOSIHUA TOMOB JaHHOM
BUPTYanbHOM MaLUUHbI

Bo3MO)XHbIe 3HaUEeHUA path

Ecnn BbINOMIHEHME CKPUNTa 3aBEPLUNTCA HEy[ayHO WA Mo yKasaHHOMY
nyTW CKpUNT 6ygeT oTCyTCTBOBaTb B rocteBon OC pesepBMpyeMOn BUPTY-
aflbHOW MalUWHbI, TO 3afiaya Ha pe3epBHOE KOMMpoBaHMe 3aToW BUPTYanbHOMN
MaLUWHbIl 3aBEPLLUNTCS C OLLUMOKON.

Ona ucnonb3oBaHUA nNapameTpa npegBapuTenbHO BbINOMHUTE OeNCTBUSA,
onucaHHble B pasgene Pasnen 1.10.3

execution_script_time BpeMs B CeKyHAaX, B TeYeHMe KOToporo Moaynb RuBackup 6yneT oxuaaTtb
out BbIMNOSIHEHMSA CKPUMNTOB BHYTPY BUPTYanbHOW MallWHbl A0 U NOCMe Co3aaHus
CHUMKa COCTOSIHUA TOMOB BUPTYasbHOWM MalUVHbI

JAunanasoH 3HauyeHu 1-600
Mo ymonyauuio 5

Ecnv Bpem#, 3afgaHHOe NapaMeTpoM execution_script_timeout BbILWIIO, HO
BbINOSIHEHME cKpunTa B rocTteBon OC pesepBUpyemMoln BUPTYyasibHON
MaLUWHbI eLle He 3aBepLInOCh, TO 3ajava Ha pe3epBHOe KonupoBaHue BUp-
TyanbHOM MaLUMHbI 3aBEPLUMNTCS C OLLIMBKOW

[nsa ncnonbsoBaHWA napameTpa nNpeaBapuUTeNIbHO BbINOSHUTE AENCTBUS,
onuncaHHble B pasgene Pasgern 1.10.3

KHonka OK coxpaHseT HaCTPOnKN.

KHonka 3HayeHUs No YMOJIYaHMIO O4MLLLaeT napaMeTpbl U UCnonb3yeT ANS HUX 3Ha4ve-
H1A MO YMOJT4aHUIO.
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NMpunoxxeHue B: TOHKUe HaCTpONKU Ana
BOCCTaHOBJ/IEHUS1 pe3epBHON KONUU

B Tabnunue onncaHbl TOHKNME HAaCTPOWMKM MOAYNA TOHKME HAaCTPOMKM MoAayna Ana BOC-
CTaHOBJIeHMA pe3epBHOM Konumn (cM. Pasgen 1.12.1).

Tabnuua 4. ToHkne HacTpoukn Mogayna OpenStack 4711 BOCCTaHOB/IEHUSA pe3epPBHOM KON

MapameTp OnucaHue

Ucnonb3oBaTb Mcnonb3oBaHMe 3Ha4YeHUM NO YMOYaHMo
HaCTpPOWKMU No ymonya-

HUI0 Bo3MOXKHbIe 3HaYEeHUs! true, false

Mo ymonyauuio true
Mpwn 3Ha4YeHUn:

e true A7 NapamMeTPOB UCMOJb3YOTCA 3HAYEHUA MO YMONYaAHWUIO;
o false 3HayeHWsA NapaMeTPOB MOXHO U3MEHUTb.
dd_block_size Pasmep 6n1oka gna ytunuTbl dd npu onepaumax BOCCTaAHOBNEHMA (B Mera-
banTax)

[Anana3oH 3HayeHuni 1-100

Mo ymonuaHuio 5

keep_original_vm_nam OnpegenseTt, CoxpaHATb 1 UMSA BOCCTaHaBnueaemoln BM, ecnu B nnat-
e dbopMe BUpTyanusaumum yxe cywectesyet BM ¢ TakuMm nmeHem

Bo3MOXXHble 3HaUYeHUA true, false
Mo ymonyaHuio false

Mpy BOCCTAHOBMEHUW BbINOMHAETCS NMPOBEpKa Hanuuus B niaTtpopme BUP-
Tyanusayum UCXOLHON BUPTYanbHON MaLUVHbI.

Ecnv B nnatoopme BMpTyanusauuu CyLecTBYeT BUPTyanbHOW MallnHa C
MUMEHEM, KaK y BOCCTaHaBIMBaEMOW, TO NPu 3HaUYeHUK:

e true BM 6ygeT yganeHa ns nnathopmbl BUpTyanusauun. bygeT cosfaHa
HOBas BUpTYyallbHad MallMHa C LaHHbIM UMEHEM;

o false K MMeHM BM un3 nnatoopmbl BUPTYyanusauum bypeT pobasneH
noctoukc. bypeT cosgaHa HoBass BM ¢ nMeHeM ncxogHon BM.

o Ecnu onpepeneH napaMeTp new_name, TO 6yaeT MpoBepATbCH
MMS U3 9TOro NapamMeTpa.
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network_uuid

fixed_ip

image_uuid

new_name

MpunoxeHune B: TOHKME HAaCTPOWKK AN151 BOCCTAHOBNEHUS PE3EPBHOM KOMnK

Onucanue

NpeHTudmkaTop BMPTYanbHON ceTu B nnaTdopme BUPTyanmsauun, K KoTo-
por 6yaeT nofkkoYeHa BOCCTAHOBNEHHAsA BUPTYyanbHasa MallnHa

Bo3MoOXHble 3HaYeHUs! <ID>, ORIGINAL
Mpwn 3HavYeHun:

e <ID> mncnonb3yeTtcs Bbl6paHHbII7I N3 CMNnNCKa I/I,D,eHTI/IdJVIKaTOp ceTn,

e ORIGINAL MCNonb3yrTCA UOEHTUOUMKATOPbI CYLECTBYIOLWMX CeTeln, K
KOTOpbIM Oblfla MNOOKNKYEHa WCXOOHaA BUPTyalbHaa MallMHa Ha
MOMEHT pPEe3epBHOro KonumpoBaHus. [onkHa cyulecTBOBaTb XOTSA Obl
OfHa ceTb, WHA4Ye BOCCTAHOB/IEHWE PE3EPBHOM KOMUWN 3aBEPLUNTCA C
OoLMBKON.

o MapameTp o6si3aTeneH K 3anoJfIHEHWIO, eC/M 3a[aHO 3HayeHue
napamMeTpa fixed_ip.

®dunkcmpoBaHHbIn IPv4 appec, KOTOpbIM OyaeT HasHayeH ceTeBOMY apan-
Tepy BUPTYyanbHOM MalLMHbI, CO34aBaeMom B npouecce BoccTaHoBneHnsa PK

MoeHTnoukatop obpasa OC B nnatopme BUPTyanmsauum, ¢ KOTOPbIM
OypeT accoummpoBaTbCA BOCCTaHaBMBaeMbIn TOM. TpebyeTca npu cospa-
HMW 3arpy304HOro gucka

Bo3MoO)XHbIe 3HaYeHusA <ID>, ORIGINAL

Mpn cospgaHnMM 3arpy304YHOro Aucka npu 3HadeHuun: * <ID> MCMONAb3yeTcs
BblOpaHHLIN U3 cnucka naeHTudmnkaTop obpasa OC; * ORIGINAL MCNOMb3y-
eTca ngeHTudukaTop obpasa OC, ¢ KOTOPbIM ObINT aCCOLUNPOBAH 3arpy3o4-
HbIN OUCK UCXOAHOWM BUPTYanbHOW MalUMHbl HA MOMEHT PEe3epBHOr0 Konu-
poBaHusa. Ecnn obpas oTCyTCTBYET, TO BOCCTAHOBNEHMNE PE3EPBHON KOMnu
3aBepLUINTCA C OLWNBKOM

HoBoe uMsi, C KOTOPbIM BUPTYyarnbHaa MallnHa 6yaeT BOCCTAaHOB/EHA
Mo ymonyaHuIo MCNoNb3yeTCsa MMSt UCXOLHON BUPTYanbHON MaLUVHbI.

Ecnn 3HayeHue napameTpa onpefenieHo, TO B KayecTBe WMeHW 6ypeT
NCNob30BaTbCH 3TO 3HaYEHMe
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MapameTp

remove_volumes_at_re
store_failure

server_group_id

flavor_id

32un354

Onucanue

OnpepgensieT, 4yTO fenaTb C TOMaMu, KOTopble BbIiv co3faHbl B nnaTtoopme
BUpTYanusaumm B npouecce pacnakoskn PK Ha ysen CPK RuBackup, ecnu
Ha ¢MHanNbLHOM pase nocne pacnakoBKyM NPousoLLlsia ownbka

Bo3MoO)XXHble 3HaUYeHUA true, false
Mo ymonyaHuio false
Mpwn 3HavYeHun:

e true TOM, KOTOpbIA Bbls1 co3gaH B nnatdopme BUpTyanusauuu, byget
yganeH ns nnatdopmbl BUpTyanmsauuu;

o false TOM, KOTOpbIN 6biN co3gaH B nnatdopMe BUPTyanmsauum, octa-
HeTcs B nnatdopMe BUPTyanmsauum.

OnpepenaeT naeHTMPUKATOP CEpPBEPHON rpynnbl, B KOTOpy ByaeT nome-
LeHa BOCCTaHaBIMBaeMasi BUpTyasibHasi MallWHa

BoO3MOXKXHbIEe 3HaYEeHUs <ID>, NONE, ORIGINAL
Mpwn 3HavYeHnn:

o <ID> BoccTaHaBnueaemas BM ByaeT nomelleHa B CepBepHyo rpynmny,
WAEHTUPUKATOP KOTOPOW BbIOpaH B KayecTBe 3Ha4yeHuUs O/ OaHHOro
napameTpa BOCCTaHOBNEHUA. ECnn cepBepHas rpynna oTCcyTCTBYET, TO
BOCCTaHOBJIEHNE Pe3EepPBHOMN KOMNUN 3aBEPLUMTCS C OLLUMOKONR;

e ORIGINAL BoccTaHaBnmBaemMas BM 6ypeT nomeweHa B CepBEPHYHO
rpynny, B KOTOPOW Haxoawunacb ucxogHas BM Ha MOMEHT pesepBHOro
KonvpoBaHuAa. Ecnu cepBepHas rpynna oTCyTCTBYeT, TO BOCCTaHOB/e-
HWe pe3epBHON KOMWUK 3aBEPLUMTCS C OLLIMOKOR;

» NONE BOccTaHaBnvMBaemMmas BM He BypeTt nomelleHa HU B OfHY cepBep-
HYIO rpynny.
NpoeHTuounkaTop wabnoHa KoHOUrypaumm, KoTopbin 6yaeT NpUMEHEH K BOC-
CTaHaBAMBaeMoW BUpPTyanbHOM MallmnHe. LLabnoH onpegenseTr KOANYECTBO
npoLeccopoB, ob6beM onepaTMBHON MaMATU U TOMOBOrO MPOCTPaHCTBA,
BblAeNsieMbIX BUPTYyanbHON MalLMHe

Bo3MoO)XHbIe 3HaUEeHUnA <ID>, ORIGINAL

Mpu 3Ha4YeHUn: * <ID> 6GygeT NpMMeHeH WabnoH KoOHoUrypaummn, naeHTnoun-
KaTop KOTOpOoro BblbpaH B KayecCTBe 3HAYeHWA ANA [aHHOro napameTpa
BOCCTaHOBMEHMS; * ORIGINAL OyaeT npuMMeHeH wWwabnoH KoHdurypauum,
KOTOPbIN 6bl1 NPUMEHEH K BUPTYasibHOM MallMHE Ha MOMEHT pPe3epBHOro
KonupoBaHua. Ecnu wabnoH KoHoUrypaumm oTCyTCcTBYeT, TO BOCCTaHOB/e-
HUe pe3epBHON KOMWUK 3aBEPLUMTCS C OLLUNOKON.




MpunoxeHune B: TOHKME HAaCTPOWKK AN151 BOCCTAHOBNEHUS PE3EPBHOM KOMnK

MapameTp OnucaHue

volume_type_id NoeHTUdUKaTop TMNa TOMa, C KOTOPbIM cneayeT co3aaTh HOBbIN TOM
Bo3MO)XXHble 3HaueHus <ID>, ORIGINAL
Mpw 3Ha4YeHUn:

e <ID> HOBbIN TOM 6ygeT co3faH C TUMOM, WAEHTUOUKATOP KOTOPOro
BbiOpaH B KayecTBe 3HauyeHus O JaHHOro napamMeTpa BOCCTaHOBIe-
HUSA;

¢ ORIGINAL HOBbIN TOM 6y,u,eT CcO34aH C Tunom, KOTOprVI ncnonb3oBalsica
Ha MOMEHT pe3epBHOro KonmpoeaHWa Toma. Ecnu Ttun TomMa OTCyT-
CTBYET, TO BOCCTaHOBJIEHNE pesepBHO|7| KOMnn 3aBepLllInNTCA C OLUNBKON.

server_availability_zon [losBonset BbibpaTb 30HY gocTynHocTK (availability_zone)

e_hame
BoO3MOXHbIEe 3HaYEeHUs <ID>, ORIGINAL

Mpn 3Ha4YeHnn:

¢ <ID> BOCCTaHOBJIEHME NPON3ONLET C 30HON JOCTYMHOCTU, UAEHTUDUKa-
TOp KOTOPOM BbIGpaH B KayecTBe 3HAYeHUs OS89 AaHHOrO napameTpa
BOCCTaHOBJ/IEHUS;

e ORIGINAL BOCCTaHOBJIEHME NMPOU3ONAET C 30HON AOCTYNHOCTKN, KOTOpas
ncrnonb3oBasiacb Ha MOMEHT pe3epBHOro konuposaHusa BM. Ecnu 30Ha
OOCTYMHOCTU OTCYTCTBYET, TO BOCCTAHOBJIEHVWE pPEe3epBHOM Konuu
3aBepLUMTCA C OLLINMBKON.

[1] Bes ycTaHOBKM [ONONHUTENBHBIX KOMMNOHEHTOB RuBackup Ha BUPTYanbHYH MallUHY, pe3epBHOE KOMMPOBaHMe KOTOPON Heobxo-
AVIMO BbINOSTHUTb.

[2] TpebyeTca Tonbko ANs GyHKLMOHANa 3anycka ckpunTtos B roctesont OC pesepBupyemort BM.
[3] BupTyanbHasa MalumMHa, Ha KOTOPOW pa3BepHYTbl KNIMEHT pe3epBHOro konupoBaHms RuBackup n mogyne OpenStack.

[4] CkpunT He BXOAUT B KOMMEKT MOCTaBKM W SBNAETCA AOMNOSHUTENbHOW OMUMOHANbHON BO3MOXHOCTbIO, CO34aHMe KOTOPON
obecrneunBaeT 3aKasumk.

[5] Ona nony4yeHnsa gaHHbIX BOCNONb3yhTeCh Beb-nHTepdericom nnatdopmsl BupTyanmsaumm OpenStack.

[6] 3anpocuTe AaHHble Y agMUHUCTpaTopa nnaTdopMel BUpTyanusauumn OpenStack.
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Fnaea 2. OTaenbHble ToMa OpenStack

2.1. HasHauyeHue

PesepBHOE KonMpoBaHMe TOMOB (guckoB) nnaTdopmbl BUpTyanusaumm OpenStack Bep-
cun 2023.1 (Antelope), 2023.2 (Bobcat) n Zed BbINOMHAETCA C MOMOLLbLIO MOAYNSA
OpenStack Volume, Bxogsuwiero B coctaB CPK RuBackup.

2.2. Pe3epBupyembie faHHble

Pe3epBHOE KOMMPOBaHWE BbIMONHAETCA AN OTAENbHbIX TOMOB MaaTopMbl BUPTyanu-
3auun.

2.3. Tunbl pe3epBHOro KONMpPoBaHUNA

Moaynb noagepXuBaeT chnepyrolme TUMbl PE3ePBHONO KOMUPOBaHUA OTAESNbHbIX
TOMOB NNaTdopMbl BUPTYyanusauuu:

e MOJIHOE,

e WHKpPEMEHTarbHoe,

e andpodepeHUnanbHoe.

2.4. Tunbl BOCCTAHOBJ/IEHUA A aHHbIX

Mogaynb NoAAep>XmnBaeT MosiHoe BOCCTaHOBEHE OTAENbHbIX TOMOB NiaThopMbl BUP-
Tyanusauum c pasBepTbiBaHNEM 1 6e3 pa3BepTbiBaHMA Ha LLeNIeBOM pecypce.

2.5. Cnoco6bl pe3epBHOro KoONMpoBaHusa

Mogynb Noanep>XXnUBaeT pe3epBHOe KOMMpoBaHMWe OTAeNbHbIX TOMOB niatdopMbl BUP-
Tyanusayum ¢ NoMOLLbHO:

o MeHepxep agmuHucTpaTtopa RuBackup (RBM) (pekoMeHgyemMbln crocob),

e Tucana,

o MeHepxep knueHTa RuBackup (RBC),

e YTUINT KOMaHLHOW CTPOKMU.
B 9TOM LOKYMeHTe npuBefeHbl MHCTPYKUKUM No co3gaHuto PK ¢ nomouwbio MeHexep

agMuHucTpaTtopa RuBackup (RBM) (cm. Pasgen 2.11.1) n yTUANTblI KOMaHOHOW CTPOKMU
rb_archives (cm. Pazpgen 2.11.2).
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https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/TucanaGuide/2.6.0.0.0/
https://docs.rubackup.ru/RBCManual/2.6.0.0.0/
https://docs.rubackup.ru/Cli/2.6.0.0.0/
https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/Cli/2.6.0.0.0/rb_archives/

2.6. Cnocobbl BOCCTAaHOBMEHWUA AaHHbIX

2.6. Cnoco6bl BOCCTAHOBJIEHUA A aHHbIX

Mogaynb noapepXxuBaeT clefyrouwme cnocobbl BOCCTAHOBMEHUA OTAESIbHbIX TOMOB
nnaTtdopmbl BUPTYyanmsaumm n3 pesepBHbIX KONUM:
e LleHTpannsoBaHHOEe BOCCTAHOBMIEHME C MOMOLLbHO:
o MeHepxep agmuHucTpaTopa RuBackup (RBM) (pekoMeHgyemMbln crocob),
o Tucana,
o YTUINT KOMaHLHOW CTPOKMU.
o JlokanbHOEe BOCCTAHOB/IEHMNE Ha K/IMEHTE PEe3epPBHOr0 KOMMPOBaHMA C MOMOLLbHO:
o MeHepxep knmeHTa RuBackup (RBC),
o YTUINT KOMaHOHOW CTPOKMU.
B aToM [OKyMeHTe npuBegeHbl MHCTPYKUWM MO BOCCTaHoOBMAEHWO PK ¢ nomoLybro

MeHeppxep agmuHncTpaTopa RuBackup (RBM) (em. Pazgen 2.12.1) n yTUNUTbI KOMaHA-
HOWM CTPOKM rb_archives (cM. Pasgen 2.12.2).

2.7. KoMnnekT nocTaBKu

OuctpmnbyTmnB Mopynsa noctaBnsetca B Buae deb-naketa ¢ vMMeHeM  rubackup-
openstack-vol_<version>_amd64_signed.deb,rge <version> —HOMep BEPCUNTMOCTaAB-
nfaemMoro Mmoayns.

MNakeT AOCTYNeH ans CKayuMBaHUA Ha odumunansHOM canTe
https://www.rubackup.ru/go/.

2.8. CucteMHble TpeboBaHunA

[ns pesepBHOro KONMpoBaHMUS U BOCCTaHOBMIEHUS OTAENbHbIX TOMOB NaaTdopMbl BUP-
Tyannsayum OpenStack ¢ nomouwbto Mmoaynsa OpenStack Volume Ha y3ne HeobxoanMbl:
e nnatdopma BupTyanmsaumm OpenStack ogHoM U3 Bepcuit:
o 2023.1 (Antelope);
o 2023.2 (Bobcat);
o Zed;
e Ha OL4HOW UNN HECKOJIbKUX BUPTYalbHbIX MalUMHaX:
o OfHa N3 64-6UTHbIX ONepaLOHHbIX CUCTEM:
» Astra Linux 1.7;
= Ubuntu 18.04;
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= 20.04;
= Debian 10;

o KNMEHT pe3epBHOro KonmposaHusa RuBackup.

BupTyanbHaa MalunHa, Ha KOTOPYH YCTaHaB/IMBAOTCA KMEHT pe3epBHOro Konuposa-
HMA RuBackup n moaynb OpenStack Volume, BbiCTynaeT B KayecTBe MPOKCU-XOCTa ANns
pe3epBHOIro KOMMPOBaHMA OTAENbHbIX TOMOB M1aThoOpMbl BUPTYyanumsauuu.

[na ynpaBneHus pesepBHbIM KOMUPOBaAHMEM W BOCCTaHOB/IEHUEM OTAESIbHbIX TOMOB
nnatoopMbl BUPTYyanmsaumum pekoMeHgyemM UCnosb3oBaTb NporpaMMHoe obecrneyeHume
MeHepxep agMuHucTpaTtopa RuBackup (RBM).

2.9. YcTaHOBKaA

[3-Tnaga 1]

ons YCTaHOBKN MOAYNA Ha MPOKCU-XOCTE I'IJ'IaT(bOprI BUPTYann3sayunn:

1. OctaHoBuTe cepsuc knmeHTa CPK RuBackup:
systemctl stop rubackup_client.service
2. 13 nanku, roe pacrnosioXeH naket MoAy/s, BbiMNOSHUTE:

dpkg -i rubackup-openstack-vol_<version>_amd64_signed.deb

roe <version> — HOMeEpP BEPCUUN MOAYNSA.

MNMocne yCTaHOBKM BbIMNOSIHATE HACTPOKY MOAYIA.

2.10. HacTpoika
Mocne YCTaHOBKW MOy 1A BbIMOJIHUTE!

1. MNMoAaroToBKy AaHHbIX A4 NOAKNKOYEHMUA MOAYNA K nnaTtdopme BUpTyannsauuun.
2. HacTpoiky noaknroyeHns Moayna K nnatoopme BUpTyannsauum.

3. MpoBepKy YyCNeLlwHOCTN YCTAaHOBKM M HAaCTPONKN MoayNns.

2.10.1. NMoaroroBKa AaHHbIX AN NOAK/IOUEHUA MoAY A K nnaTtpopme
BUpPTYyanuMsauum

MNpenBapuTenbHO NOyuYnTe Yy agMUHUCTpaTopa nnatdopMbl BUPTyanusauum yYeTHble
[aHHble nonb3oBaTens u cospgaiTe npokeu-xoct: " (pasBepHUTE KNMEHT peseps-
HOro KOMMPOBAaHUA 1 MOAY/b Ha BUPTYasibHOM MallMHe) B nnaTdopmMe BUPTYyanm3auum B
COOTBETCTBMUU C CUCTEMHbIMU TpeboBaHnaMM (cM. Pasaen 2.8).
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2.10. HacTpoiika

MoaroToBbTE AaHHbIE ONA HACTPOMKWU MNOAKKYEHMA MOAYNA K nnaTdopme BUPTYanu-
3auun no REST API:

1.

ABTOpPU3YNTECH C YYETHBIMU JaHHbIMW NoJSb3oBaTensa B naaTtdopmMe BUpTYyanmsaumnm
Yyepes Beb-nHTepdenc no agpecy:

https://<OpenStack_WEBUI_IP>/dashboard/project/api_access/

roe <OpenStack_WEBUI_IP> — agpec nnathopMbl BUPTYanusaumm.

Mepengute B pasgen NMpoekTt - [loctyn K APL.

CoxpaHuTe ans cebs:

o URL-agpec gnsa goctyna K cepsucy Identity ona naeHTudukaunm nonb3oBaTens;

o URL-agpec pna poctyna K cepsucy Compute, npefocTaBnatoWero BblYMCIN-
TesibHble MOLWHOCTKU ANA CO34aHUA BUPTYalbHbIX MalWVH 1 yNpaBneHnsa UMK;

o URL-agpec gnsa goctyna K cepsucy Volume pna 6/104HOr0 XpaHEHUS AaHHbIX;

o URL-agpec onsa goctyna K cepsucy Image onsa BsauMogencTeus ¢ obpasamu.

Mepengute B pasgen NMpoekT - BbluncnutenbHble pecypcbl > UHCTaHCHI.

5. HaxmMute Ha umfa BUpPTyanbHOM MalwuHbL. [1ponsongeT nepexond B pasgen Aetanu

[00]

2

BUPTYyanbHOM MaLUMHbI -> BKnagka 063op.

CoxpaHuTte gns ceba ngeHTudukaTop BUPTYyasbHON MalUMHbI, HA KOTOPOM YCTaHOB-
neH knueHT PK RuBackup.

Mepengute B pasgen Upentudpukauyusa - MNpoexTol.
. CoxpaHuTe onsa cebs:

o UMSA nonb3oBaTensa niaTdopmbl;

o Maponb nonbaoBaTensa niaaTdopmbl;

o naeHTnomMKaTop npoekTa ninatdopmbl;

o UMSA JoMeHa nnatpopmbl.

.10.2. HacTpoiika noaknouyeHna Moayna K nnatdpopme BUpTyanmsauum

[na nogknoyeHns Moayna K nnatdopme BupTyanmsaumm yepes REST API:

1

. HacTpoiiTe o6a3aTenbHble NapaMeTpbl B KOHGUIypaLoHHOM daiine mogyns.

2. lMepesanyctute cepsuc knneHta CPK RuBackup:

systemctl restart rubackup_client.service
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2.10.3. Pe3ynbTaTbl yCTaHOBKU U HACTPOMNKMU

CTpyKTypa YyCTaHOBJ/IEHHOro NakKeTa

B pesynbTaTe ycTaHOBKM NakeTa MoAyNnsa B cuctemMy éyayTt gobasneHbol ¢annbl, npuee-
OEHHble B Tabnuue:

Tabnuya 5. lNepeyeHb ycTaHaBIMBaEMbIX B CUCTEMY paiisioB

PacnonoxeHue HasHaueHue
/opt/rubackup/etc/rb_module_openstack_vol.co KoHopurypaumoHHbln dann moayns
nf
/opt/rubackup/modules/rb_module_openstack_vo McnonHsaemblin dann mogyns

1

MpoBepKa ycnewHoOCTU YCTaHOBKM

- [naBa 1]

Jns npoBepkn paboTOCMOCOBHOCTM MOAYNAA BbINOMAHUTE Ha npokcu-xocTe
KOMaHay:

/opt/rubackup/modules/rb_module_openstack_vol -t

O6 ycnelwHoOn yCTaHOBKE N HAcTponKe MoAyNsA TakXe CBUAETEeNbCTBYET 3anucb O ero
yCMewHon npoBepKe K/INEHTOM pe3epBHOro KonuposBaHus (.. module 'OPENSTACK
Volume' was checked successfully) B XYypHane cobbITumn
/opt/rubackup/log/RuBackup.log.

Ecnn B XypHane cobblTuin /opt/rubackup/log/RuBackup.log agmuHucTtpaTtop CPK
BUANT OWMNOBKK, cooblatowme O HenpaBuiIbHOWM KOHOUrypauum mMopyns, rnpoBepbTe
HaCTPONKN B KOHUrypaLuMoHHOM danne
/opt/rubackup/etc/rb_module_openstack_vol.conf mopgyns.

Ecnn owmnbka He nopgpaeTcsa aHanusy, TO obpaTUTeCb B CEPBUC TEXHUYECKOW Mopg-
Aep>Xkn RuBackup ¢ npegocTaBfeHMEM BCe HEOBXOOMMOMN MHPOPMaLMM MO BO3HUK-
Wwewn npobneme Ha opmymanbHOM canTte hitps://support.rubackup.ru/bugzilla.

2.11. Pe3epBHOE KONMUpoOBaHUe

2.11.1. Pe3epBHoe konuposaHue 8 RBM

PerynapHoe pe3epBHoOe KONMpoBaHue Nno npasuny

[na BbINOMIHEHUS PErynapHOro (Nepuoamyeckoro) pesepBHOro KOMMPoBaHWSA Mo npa-
BUY HEO6XOAMMO CO3AaTh NPaBUIIO B rNob6anbHOM pacnucaHum.

MpaBuno copoepXuT B cebe HaACTPOMKK, HeobxogMMble ON1A Pe3epPBHOIro KOMMpoOBaHUSA
Tpebyemoro pecypca.
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2.11. PesepBHOEe KoNnpoBaHue

1. Nepengnte B pasgen Pe3sepBHOe KonupoBaHue -> Fnob6anbHoe pacnucaHue 1
HaXXMuUTe (Ao6aBuTtb). OTKpoeTCca dopMa co3gaHnUsa HOBOro npaswuna rnobarnb-
HOro pacrnmcaHus.

2. BeeauTte nms cosgasaemMoro npasunia B MapameTpbl npasuna.

3. BbibepuTe 13 cnvcka KAnMeHT KnneHTa, KOTOPbIN YyCTaHOBMAEH Ha MPoKcu-xocT: %

' nnaTdopMbl BUpTYanusaLum.

4. Bblbepute 13 cnnucka Tun pecypca OPENSTACK Vol. [Npn HEOBXOAMMOCTU HaXXMUTe
[...] n onpenennTe ToHkMe HaACTPOVKM MoAayNsa (cM. MNpunoxenne 2.[1).

5. HaxxmuTte [...] B none Pecypc v BbibepuTe U3 CNUCKa pe3epBupyemMbli TOM.
6. Boibepute ns cnncka Tun PK T1n pesepBHOM KONUKU. BO3MOXHble 3Ha4YEeHUS:
o MOsHaA,
o MHKpeMeHTalnbHas,
Mpwn BbIGOPE MHKPEMEHTasIbHOro Tnna PK 6yaeT BbIMOMHEHO MOJSTHOE pe3epBHOE
KOnNupoBaHMe, ecnin co3gaéTca nepBas pesepBHas kKonva BM nnm koHpurypauyms
BM 6bina nameHeHa.
o andpodepeHUManbHas.

7. Mpwn HeO6XOoANMOCTM 3afanTe AOMONHUTESNbHbIE napamMeTpbl npasuna:

VW LonosHuTenbHble napameTpsbl rnpasuia rnobasibHoro pacrnmcaHus
MapameTp OnucaHue

EmkocTb XpaHunuw,a EmkocTb XxpaHunuwa gna PK (B rurabantax). BosMoXHOCTb peaakTu-
poBaHUA NapamMeTpa 3ajaeTcsd B pasgene MobanbHasa KoHGUrypaums
napameTpomM OrpaHuyeHue éMKOCTHU ANl rNo6anbHOro pacnucaHus

EmkocTb XpaHunuw,a EmkocTb XpaHunuwa Tekyuwero knneHta CPK RuBackup (B rurabain-

KNUeHTa Tax). BO3MOXHOCTb pefakTMpOoBaHUs NapamMeTpa 3afaeTcs B pasgene
mob6anbHasa KoHbuUrypauus napameTpoMm OrpaHuyeHne EMKOCTH Ans
KNMeHTa

MpuopuTteT MpyopUTET BbINOMHEHNA NpaBuna

JAnana3oH 3HaYeHu# 100-1000
Mo ymonyaHuio 100

YeM Bbile 3Ha4YeHne, TeM Bbllle NpUopunTeT BbINOJIHEHUA NMpaBnia

3awuTHoe Nnpeobpa- Twun 3aWMTHOro NpeobpasoBaHUs

30BaHue
Bo3MOXXHble 3HaYeHuA Anubis,Aria,CAST6,Camellia,Kalyna,

Kuznyechik , MARS, Rijndael, Serpent,
Simon, SM4, Speck, Threefish, Twofish

Mo ymonyanuio nocrypt (6e3 3alWwunTHOro npeobpasoBaHns)

MoaopobHee 06 anropnTMax 3alMTHOro NpeobpasoBaHUSA
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MapameTp OnucaHue

CKpunT npv HopManb- [lyTb 0O CKpunTa npu HopManbHOM BbiMoNHeHUW PK. BeeguTte nyTb
HQBI!IIPbII'IOHHeHVIVIM_ BPYYHYO mnn Haxmute [..] u BbibepuTe B pasBepHYBLUEMCH OKHe
CKPUNT N3 CnmncKa AOCTYMHbIX

Bo3MO)XXHble 3HaYeHuA /opt/rubackup/scripts/Baw_ckpunT.s
h

CkpunT npuBbinon- [lyTb 4O CKpunTa npu BbinonHeHun PK ¢ owwnbkamu. BBeaute nyTb
Hg;“ucomuﬁkamu”' BPYYHYO UM HaxmuTe [..] v BbibepuTe B pasBepHyBLUEMCS OKHe
CKPUNT U3 CNNCKa AOCTYMHbIX

Bo3Mo)KHble 3HaYeHUA /opt/rubackup/scripts/Baw_ckpunT.s
h

CkpunT npuBoccTa- [lyTb A0 CKPWMNTa NPM BOCCTAHOBNEHWUWM pe3epBHON Konuu. BeeguTe
HoBneHun PKY " "°**  nyTh BpyyHyo nan HaxmuTe [...] 1 BbibepuTe B passepHyBLUEMCH OKHe
CKPUMT M3 CRMcKa AOCTYMHbIX

Bo3MO)XXHble 3HaYeHus /opt/rubackup/scripts/Baw_ckpunT.s
h

8. Haxxnumas [Jo6aBuTb NpaBuo B LIAGJIOH, COo3[aNTe HeobXxoaMmMoe KONMYEeCTBO
npaBuI pe3epBHOro KonuposaHusa BM.

9. HacTtponTe wabnoH rnobanbHOro pacnmcaHusa, KOTOpbIA pacnpocTpaHAeTCA Ha BCe
pobaBneHHble nNpasuia rnobanbHOro pacnmcaHus:

V lNapameTpbl WwabsioHa rnobasibHOro pacnmcaHms

MapameTp OnucaHue
HacTpoiku
BkniounTb nocne 3anyck npasuna nocne ero cosgaHms
co3paHuna
Bo3MO)XXHble 3HauYeHusA true, false

Mo ymonyaumio true
Mpw 3HaYeHuu:

e true CO3[aHHOe NpPaBuIo ByaeT UMeTb CTaTycC run (3anyLieHo);

o false cosfgaHHOe npaBwuio 6ygeT uMeTb cTaTyc wait (He 3any-
LLLEHO).

Myn Myn pona coxpaHeHns pe3epBHOM KOMUn

Havano nepuopna peit- [laTa Hayana g4encTeua npasuna
cTBUA
MO>HO yKasaTb BPYYHYH UK HaXkaTb @ 1 BblbpaTb B KaneHgape

OKOHuYaHue nepuopa [aTa oKoH4YaHuA oencTeuns npaBuna

AencTBnA
MO>XHO yKasaTb BPYYHYO UKW HaXaTb a 1 BbIOpaTh B KaneHgape
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2.11. PesepBHOEe KoNnpoBaHue

MapameTp OnucaHue
TpaHCcnopTUPOBOY- Pasmep TpaHcnopTupoBo4Horo bydepa (B 6anTax, kunobantax, mera-
HbliA 6ypep 6anTax nnm rurabanTtax)

JAunana3oH 3HayeHu# 50 M6-1 I'6
Mo ymonuyaHuio 100 M6

B TpaHCcnopTuUpoBoYHbIN Bydep nomMellaroTcs 610KM pe3epBHON Konuuy,
nocne yero 6ydep nepepaetca Ha cepsep. OT pasmepa bydpepa 3aBu-
CUT KONIMYeCTBO MnepefaBaemMbiX G/IOKOB 3a OOMH pas, 3TO ycKopseT
nepegadvy AaHHbIX Ha cepBep, HO 3agencTByeT 6onblunii 06beM onepa-
TUBHOW NamATH

O6LMe HacTPOMKHN HacTpoliku 419 MHOrONOTOYHOrO PE3ePBHOro KOMMPOBaHKA
Mmoaynsa

PacnucaHue
Mepuopgnyeckuii PacnuncaHue s BbINOSHEHUA PE3EPBHON0 KOMMPOBAHUA MO Npasuy
3anyck
Bo3MO)XHble 3HaYeHus true, false

Mo ymonuyaHuio true
HacTtponTte pacnucaHune gna PK. NMpu 3HavyeHnn:

e true 6yaeT NpoUCXoAUTb 3amnyCK pPe3epBHOrO KOMWPOBAHMA C
NepuoanyYyHOCTBIO (B MUHYTax). YKaxXuTe Hy>XHOe KONM4yecTBO
MUHYT;

e false 6yaeT MPOUCXOAUTb 3aMyCK PE3epBHOro KOMUPOBaHUA B
onpeaeneHHoe BpeMsa (Mecsl, AeHb Mecsua, AeHb Heaenu, yac u
MUHYTa). BkounTe @ PsAaoOM C HYXXHbIM MOJIEM U YKaXuUTe 3Have-
Hue. B pesynbTaTe 6yaeT cGOPMUPOBAHO Cron-BblpakeHue.

MpoBepka

MpoeepkKa pe3epBHbIX BknounTe MpoBepka pe3epBHbIX KOMNUIA KaXKAable 1 YKaXuTe nepuo-
Konuii KaXxable AVMYHOCTb aBTOMAaTMYECKOM NPOBEPKM Pe3epPBHbIX KOMWUI B AHAX, Hefe-
nsAX, Mecsauax unm rogax.

Ecnun PK:
e NognucaHa umdpoBon NOLNNUCHLIO, TO ByAeT NpoBEPEH pasmep dan-

nos u cama PK;

e He nognucaHa uUnMGPOBON MOANUCHLIO, TO ByAEeT NMPoBepPeH TOJIbKO
pasmep ¢annos PK.

CpoK XxpaHeHus

XpaHuUTb pe3epBHble BkiounTe XpaHUTb pe3epBHble KOMUM B TeUYEHUe 1 YKaxuTe CPoK
KONUMU B TeYEeHUe XpaHeHUs pe3epBHbIX KOMWI B AHAX, HeAensax, Mecauax uim rogax.

Pe3epBHble KOonuu
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MapameTp

MepemecTUTb B NyN
yepes

Myn

ABTOMaTHUUYECKOe
yAaneHue yctapes-
wux PK

YeepoMnathb

KnueHT MoXeT ypa-
NNTb pe3epBHble
KOMUMU 3TOro NnpaBuna

Hopmaanoe BbInoJs-
HeHue

BbinonHeHue ¢ ouno6-
KoM

MpoeepkKa pe3epBHOi
Konum

OKOH4YaHue pgeicTBusa
npasuna

OKOHYaHue EMKOCTHU
XpaHuuw,a
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OnucaxHue

BkntounTte MNMepemecTUTb B NyN yepes /19 NepemMeLleHns pe3epBHbIX
Konum B Apyrve nynbl. YKaXxute 4epes Kakoe KONYeCTBO [Hen,
HefesNlb, MeCALLEB UK NIET HYXHO NepeMecTUTb B APYron nyn peseps-
HYHO KOMUIO

M3 cnucka Myn BbiGepuTe nyn, B KOTOPbIA HEOOXOAMMO NEpPeMecTUTb
PK. lNepemMelleHne pe3epBHbIX KOMUI OCYLLECTBNAETCH TOJIbKO B pam-
Kax CepBUCHOro okHa. HeBO3MOXHO NepeMecTUTb Pe3epBHYIO KOMUKO,
KOTOpas pacrnonaraeTcsa B nyne tuna JleHTouyHasa 6ubnmoTeka

YcTapeBlimne pe3sepBHbie KONUU

Bknounte ABTOMaTUYecKoe yaaneHue yctapeswux PK onsa astoma-
TUYECKOro yaaneHus pesepBHbIX KOMWUA, Y KOTOPbIX BbILES CPOK Xpa-
HeHuda

M3 cnncka YeepoMnaTb BblbepuTe rpynny nonb3osaTtenen gnas nHoop-
MUpPOBaHMUA 00 YyCTapeBLUMX pPe3epBHbIX KOMUAX (MO yMONYyaHuto
Nobody )

BknounTe KNMEHT MOXeT yaanuTb pe3epBHble KOMUM 3TOro npa-
BUNA, YTOGbI paspewnTb KNneHTy PK yaanaTb pesepBHble KOMUN TeKy-
LLlero npaewunia rnobanbHoro pacnmucaHuns

YBepomMneHun

nOﬂy‘-IaTeJ'II/I yBeﬂ,OMJ'IeHI/IVI O HOPMaJjibHOM BbINOJIHEHUN PEe3epPBHOIo
KonnpoBaHuA

BbibepuTe rpynny nonb3oBaTenei U3 BbinagaroLlero cnmcka (no ymon-
YaHuo Nobody ) v BBEOUTE afpec 3NEeKTPOHHOW NoYThl NonyyYyaTens B
none E-mail CC

MonyyaTtenu yBegOMEHMIA O BbINOSIHEHUN PE3EPBHOIO KONMUPOBAHUA C
owwnbkamm

BbibepuTe rpynny nonb3oBaTenein U3 Bbinagarolero cnucka (no ymorn-
YyaHuo Nobody ) NNV BBeAUTE afpec 3NeKTPOHHOM NoYThl Nony4vaTens B
none E-mail CC

MonyyaTenu yBeAoM/IEHMIN O NPOBepKe pe3epBHON Konum
BbiGepuTe rpynny nonb3oBaTenen 13 BbiNagarollero cnucka (no ymon-

YaHuo Nobody ) Unv BBEOUTE afpec 3NEeKTPOHHOW NoYThl NonyyYyaTens B
none E-mail CC

MonyyaTtenu yBegoMaeHUn o6 OKOHYaHUM CpOKa AeNCTBUA npasuna
BbibepuTe rpynny nonb3oBaTenei U3 Boinagarolero cnmcka (no ymon-

YaHuo Nobody ) Unv BBEOUTE afpec 3NeKTPOHHOW NoYThl Nony4vyaTens B
none E-mail CC

MonyyaTenu yseaoMneHuin o6 ncyeprnaHmm EMKOCTU XpaHumiLa
BbibepuTe rpynny nonb3oBaTene U3 BbiNagaroLero cnucka (no ymon-

YaHuo Nobody ) U BBeOUTE afpec 3NEeKTPOHHOW NoYThl Nony4vyaTens B
none E-mail CC




2.11. PesepBHOEe KoNnpoBaHue

10. HaxmuTte v/ MpUMEHUTb /19 COXPaHeHUs npasuna.

CospgaHHOe npaBuio NoSBUTCA B CNUCKe MpaBun B nogpasnene IEI Fno6anbHoe pac-
nucaHue.

BHennaHoBoe pe3epBHOE KONMUPOBaHUe No NpaBuny

[nsa BbINOMIHEHUA CPOYHOrO Pe3epBHOr0 KOMUPOBAHUA MO CO3LaHHOMY Mpasuny rno-

6anbHOro pacnucaHus:

1. Mepengnte B pasgen Pe3epBHOe KonupoBaHue -> Nnob6anbHoe pacnucaHue.

2. BbigenuTe Hy>XHoe npasuno.

3. HaxwmuTte [E (BbINONMHUTBL) B NaHesn MHCTPYMEHTOB Unu BblbepnTe BbINOAHUTDL B
KOHTEKCTHOM MEHIO 3TOro npasuna.

bypet co3gaHa 3agava B pasferne 3apaum.

[Mocne ycnewHoro 3saBepLUIEHUS PE3EPBHOr0 KOMUPOBaHWUA pe3epBHaa Komnua b6yaert
NoMeLLEHa B XpaHUNULLE pe3epBHbIX KoMK, a HGopMaLma O Hen ByaeT pa3MelleHa B
pasgene @ Penosutopuin.

CpouHoe pe3epBHOE KONUpPOBaHue

CpoyHoe pe3epBHOE KOMMPOBaHME HeMeOJSIEHHO BbINOSHAET pe3epBHOE KOMMPOBaHWe
BbIGPAHHOro pecypca 6e3 co3naHus npasuna B rnobanbHOM pacnmncaHum.

1. lnA BbINOJIHEHUA CPOYHOro pes3epBHOro konuposaHua B RBM Bbibepute oguH n3
cnocobos.:

o [Nepengute B pasgen UHnPppacTpykTypa > KnumeHTbl. Bbigenurte KnneHTa
CPK RuBackup, ocyuwecTBnawowWero ynpasneHne pes3epBHbIM KOMMpoBaHUEM
pecypca. Haxmute @ (CpouHoe PK).

o Ha)XxmMunTe Ha BepxHen naHenu @ (CpouHoe PK).

OTKpoeTcsa popmMa CPOYHOro pe3epBHOro KONUPOBaHUA.

- [naBa

2. Bbibepute us cnucka KnueHT KnveHTa, KOTOPbI YyCTaHOBAEH Ha MPOKCU-XOCT"
" nnaTdopMbl BUpTYanusauum.

3. Bbibepute 13 cnmucka Tun pecypca OPENSTACK Vol. [Mpy HEOB6XOOMMOCTUN HaXMUTE
[...] v onpepenuTe ToHKME HacTporikmn moaynsa (cMm. MNpunoxexne 2.[1).

4. HaxxmuTe [...] B none Pecypc 1 BbibepuTe U3 CMcka pesepBupyeMblil TOM.
5. M3 cnncka Tun PK BbibepuTe TN pe3epBHOMN KONMUN. BO3MOXHbIE 3HAYEHUSA:
o MONHaA,

o MHKpeMeHTaJlbHaq,
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10.

1.

12.

o anodepeHymnanbHas.
. N3 cnucka Myn BbibepuTe Nyn ans CoXpaHeHns pes3epBHON KONUN.

M3 cnucka 3awmTHOoe npeobpasoBaHue rnpy HeobxogMMoCcTu BbibepuTe Tum 3alinT-
Horo npeobpasoBaHunsa PK.

B MpuopuTeT yKaxmute NpMopuTeT BbINOMHEHUS CPOYHOIO PEe3epBHOro KoMnMpoBa-
HUA. BO3MOXHble 3HaYeHMA: OT 100 40 1000.

B CpoK xpaHeHM A yKaXXNTe CPOK XpaHEHUs pe3epBHOW KOMUK, CO34aHHON B pe3yib-
TaTe BbIMNOSIHEHNA CPOYHOIrO Pe3epPBHOr0 KONMPOBaHMSA (N0 yMonyaHuo 1 rog).

B TpaHCnOpTUPOBOYHBbIA Gydep yKamTe pasMep TPaHCNOPTUPOBOYHOro bydepa
(B 6banTax, kunobamTtax, Mmerabamtax unu rurabamTax). B TpaHCNOPTUPOBOYHBIN
bydep nomewaroTca 610KM pe3epBHOM KOMUK, nocne yero bydep nepepaeTcsa Ha
cepsep. OT pasmepa bydpepa 3aBUCUT KONMYECTBO nepenaBaemMbix 6510KOB 3a O4UH
pas: 4yeM bonblle pasmep 6ydepa, TeM BbicTpee gaHHble NepearoTCcs Ha cepBep, HO
npwn 3TOM 3afeNCcTByeTCA OOMblWMM 0ObEM ornepaTMBHOM NamMATU. Pasmep TpaHc-
NOPTUPOBOYHOro Bydepa ykasbiBaeTCA B AnanasoHe oT 50 M6 oo 1 Ié (no ymonya-
HUIO 100 M6 ).

HaxXMnte OO6wWMe HaACTPOMKM MoOAyna U1, npu HeobXxoAuMMOCTW, onpegenute
HaACTPONKN AN MHOTONOTOYHOIO Pe3epPBHOr0 KOMMPOBaHUA.

Haxmute v/ NMPUMEHUTb AON15 BbINOSHEHUSA CPOYHOIro PEe3epPBHOro KOMMPOBaHUS C
BblBPaHHbIMW HAaCTPONKaMW.

bypet co3naHa 3agava B pasferne 3apaum.

[Mocne ycnewHoro 3aBepLUEHUS PE3EPBHOr0 KOMUPOBaHWUA pe3epBHaa Komnua b6yaet
NoMeLLEeHa B XpaHUNULLEe pe3epBHbIX KoMK, a HGopMaLma O Hen ByaeT pa3MelleHa B
pasgene Penosutopuin.

2.11.2. Pe3epBHOE KONMpPOBaHWE U3 KOMaHAHOW CTPOKM

[NnA BbINOMHEHNSA PE3EPBHOr0 KOMMPOBAHUA OTAESbHbIX TOMOB MaaTopMbl BUPTYyanu-
3auun Ha knnenTe PK:

1

2

. MonyunTe cnucok pecypcoB (oTaeNbHbIX TOMOB NaTGopMbl BUPTYanmsaumm):

KomaHaa nonydyeHusi cnucka pecypcos

rb_archives -t openstack_vol

. BbInonHUTe 3anpoc Ha co3fgaHne pe3epBHOMN KOMUN:

lMpumep cosnaHuA NOIHOMN pe3epBHOW KON

rb_archives \
-c <vol_id> \ @
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2.12. BoccTaHoBNEHNE Pe3epBHbIX KOMUN

-m openstack_vol \ @
-e create_snapshot_if_volume_available:true &

roe:

@ VineHTndukaTop Toma

Takxxe MOryT 6bITb yKasaHbl UMA U naeHTupukatop TomMa B dopmaTte JSON:
{"Name": "vol_name", "ID": "vol_id"}.

@) Vicnonb3syeMmblii Moy b

9 MapameTpbl Moayna CPK (cm. [MNpunoxenune 2.[)

Mpumep cosgaHns MHKPeMEeHTaslbHOW pe3epBHOM Konum

rb_archives -c <ID> -m openstack_vol -i -e
create_snapshot_if_volume_available:true

lNpumep cosgaHna angoepeHLmnanbHoOn pes3epBHON KOnum

rb_archives -c <ID> -m openstack_vol -D -e
create_snapshot_if_volume_available:true

2.12. BoccTaHoOBJIeHUe pe3epBHbIX KONMUK

2.12.1. BoccTaHOBNeHUe pe3epBHbIX Konui B RBM

MogpobHyo nHdopmMaumo O BbIMOSHEHNM BOCCTAHOBMIEHNA PE3EPBHbIX KOMUA C NMOMO-
wbto MO MeHepxep AoMuHncTpaTtopa RuBackup (RBM) cM. B MeHenxep agMuHUCTpa-
Topa RuBackup (RBM).

Ll,eH'rpanusoBaHHoe BOCCTaHOBJIeHUue OoTAeJibHbIX TOMOB nnachoprl BUpPTYyanusayumum

[na ueHTpann3oBaHHOrO BOCCTAHOBNEHUA OTAE/IbHbIX TOMOB NaaTGopMbl BUPTYyanusa-
LMW Ha KITMEHTEe pe3epBHOro KonnposaHus B RBM:

o - -
—
1. MNeperignte B pasgen [= PenosuTopuit 1 BblOenTe TpebyemMyro pPes3epBHYH
KOnuo. HaXxXmMuTe KHOMKY BoccTtaHoBuUTb, 11K BbibepnTe BoccTaHOBUTb B KOH-
TEKCTHOM MEHIO pPe3epBHOMN KOMUMU.

OTkpoeTcsa popma LleHTpanusoBaHHOE BOCCTaHOBJIEHUE.

2. U3 cnucka BoccTaHOBUTD Ha KNIMEHTA BbiIOepuTe KNIMEHTa, KOTOPbIA YCTaHOBMEH Ha
npokcu-xocT™ "1 nnaThopMbl BUpTyanusauum.

3. B KaTanor pacnakoBku HaxxmuTe [...] 1 yKaxnute katanor Ana pacrnakoBKU peseps-
Hon Konuu B rocteBon OC NpoKcKn-xocTa.
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4. B NMNapameTpbl BOCCTaHOBNEHUA Aana Moayna HaxmuTe [...] n onpenennte ToHkne
HacTpoikmn mogynsa (cm. lMNpunoxeHve 2.E).

5. BknounTte BoccTaHOBUTD Ha LlefieBOM pecypce /19 BoccTaHoBneHns PK Ha uene-
BOM pecypce. PesepBHaa konua byaeT pacnakoBaHa B KaTanor pacnakoBKM, a
3aTeM, Ha OCHOBE [aHHbIX Pe3epBHOMN KOMUW, Ha y3ne nnatdopMbl BUPTYyanmsaumu
OyaeT pasBepHYT TOM C napamMeTpaMn U3 TOHKMX HacTpoek (cM. [Npunoxexne 2.E).
[Mocne BOCCTaHOBEHUA TOMa KaTasnor pacrnakoBKM 6yaeT OUMLLEH.

Ecnu ¢nar BoccTaHOBUTDb Ha LLeNIeBOM pPecypce BbiK/IOUEH, TO pe3epBHas
Konua ToMa pacnakoBbiBaeTcs B KaTtanor pacnakoBKW, aBToOMaTM4yeckoe
pasBepTbiBaHWe B NnaTdopMe BUPTyanmnsaLumm He NPOUCXOANT.

6. HaxkxmMnte O6WMe HACTPOMKM Mopaynsa U, MNpu HeoBGXOAMMOCTM, onpepenute
HaCTPONKM AN MHOrOMOTOYHOIrO BOCCTaHOBNIEHUS PE3EPBHOM KOMUN.

7. Haxxmute v/ MpuUMeHnTb AN15 3arnycKa BOCCTaHOBNIEHUA pe3epPBHOM KOMUN.

bypeT co3naHa 3agaya BoccTtaHoBneHna PK B pasgene O‘JEPEAb 3apgauv.

2.12.2. BoccTaHOB/IeHUE pe3epPBHbIX KONMUA U3 KOMaHAHOW CTPOKU

[nA BOCCTaAHOBNEHUA PE3EPBHbIX KOMUIA TOMOB MnaTGopMbl BUPTYyanmMsaunm Ha Kiv-
eHTe PK:

1. TlonyyunTe CNUCOK C ngeHTUudMKaTopamMm pes3epBHbIX KONUN TOMOB:

KomaHga nonydeHus cnvcka pesepBHbIX KONUM ¢ nageHTugukaTopamm

rb_archives -1 openstack_vol

2. BbinonHuTte 3arnpoc Ha BOCCTaHOBJIEHNE TOMa.

Mpumep BOCCTaHOBEHUS TOMa U3 PE3ePBHOM KOMNUU C Pa3BepThiBaHNEM B N1aTHopMe BUPTYyanm3a-
umm

rb_archives \
-x <ID> \ @
-d <restore_path> \ @
-e restore_to_original_volume:true, .., <param_name_n>:<param_value_n> ©

@ VneHTndukaTop BocCTaHaBIMBaEMOW PE3ePBHOM KOMUK

[lnsi BoccTaHoBNEeHUsA ToMa 6e3 pa3BepTbiBaHWs B nnaThpopme BUpTYa-
NM3aumn UCNONb3yeTCs apryMeHT -X.

Q MonHbIA NyTb [0 KaTanora pacnakoBKW Pe3epBHOM KOMWMU Ha mpokcu-xoctel” -
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2.13. ObHOBNEHME

naBa 1]

© NapameTpbl Moayns CPK (cMm. Mpunoxerne 2.E)

[MpuMep BOoCcCTaHOBNEHUS TOMa U3 pPe3epPBHOM Konum 6e3 pa3BepTbiBaHUS B N1aTdopMe BUPTyanm3sa-
umm

rb_archives -X <ID> -d <restore_path>

2.13. O6HOBNEHME

Mepen obHoBReHMeM Mogyns Ha npokcu-xocte” ~ "™ ' nnatdopmbl BUPTYanusaLum
obHoBUTe nakeT knNneHTa CPK RuBackup (cM. O6HoeneHne CPK).

[ns o6HoBNeHWs Moayns Ha npokcu-xoctel " nnatdhopmbl BUpTyanusauum:

1. OctaHoBuTe cepsuc knmeHTa CPK RuBackup:
systemctl stop rubackup_client.service
2. N3 nanku, rae pacrnosioXXeH nakeT MOAY/SA, BbIMOSHUTE:
dpkg -i rubackup-openstack-vol_<version>_amd64_signed.deb

roe <version> — HOMEpP BEPCUN MOAYNSA.

3. 3anycTtuTe cepsuc knmeHta CPK RuBackup:
systemctl start rubackup_client.service

MNMocne 06HOBMNEHUS BbINONHUTE HACTPOMKY MOLY S,

Ecnu po obHoBneHna mopynsa Obin U3MEHeH KOHGUrypauuoHHbIN  daiis
MOy /15, TO NPU YCTaHOBKE HOBOW Bepcun Moaynsa npounsonget obbefnHeHne
CTapblX HACTPOEK C HOBbIMU, NPU 3TOM:

e CYyLLeCTBYHOLWME NapaMeTpbl COXPaHAT CBOWN 3HAYEHUS;

e HOBble 0bs3aTesbHble napamMeTpbl HYy>XXHO 6y,u,eT 3aMNOJIHUTDb;,

e HOBble HeobA3aTesNbHble NapaMeTpPbl MOXHO OyAeT 3anoNHUTb NPU HEOO-
XOAUMOCTMW.
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2.14. YpaneHue

[3-TnaBa1

[ns ynaneHus Moayns Ha NPoOKCU-xocTe "nnatdopmbl BUpTYanusaumu:

1. OcTaHoBuTe cepsuc knmeHTa CPK RuBackup:
systemctl stop rubackup_client.service
2. YpanuTte moayrnb:
dpkg -r rubackup-openstack-vol
3. 3anycTtuTe cepsuc knmeHta CPK RuBackup:

systemctl start rubackup_client.service

MpunoxxeHue I': KoupurypauyunoHHbin pamnn

ObAsaTenbHble K 3aMN0/IHEHUIO NapaMeTpbl 0603HavYeHbl CUMBOSIOM *

Tabnuya 6. NapameTpbl KOHPUrypaLmnoHHoro ¢aina /opt/rubackup/etc/rb_module_openstack_vol.conf
MapameTp OnucaHve
identity_url k" " URL-appec ons gocTyna K cepsucy Identity ans uaeHTUdMKaLMm Nonb3oBa-
Tens
Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:56000/v3/

compute_url k" "1 URL-agpec ana poctyna K cepsucy Compute, NpefoCTaBAsIOWEro BblUnC-
NUTENbHbIE MOLLHOCTU A/1A CO3[,aHNs TOMOB BUPTYaslbHbIX MaLUVH U yrpas-
NEeHNs MK

Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:8774/v2.1/<PROJEC
T_ID>/

volume_url 5P "2 URL-agpec ans goctyna K cepsucy Volume gna 6N04YHOro XxpaHeHusa faH-
HbIX

Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:8776/v3/<PROJECT_
ID>/

image_url 5P 7o URL-agpec gons gocTtyna K cepsucy Image ansi Bsaumopmenctsus ¢ obpa-
3aMu

Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:9292

project_id KE "1 YpeHnTndrkaTOp NpoekTa NNaTHOPMbI BUPTYanmsaLmm

Mo ymonyaHuio NONE
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MpunoxeHue I: KoHoUrypaunoHHbIn dann

MapameTp OnucaHue
username %1 MmMsa onsa asTopusaumm nonb3osaTesis Ha nnatdopme BupTyanusauymm
Mo ymonyaHuio <user name>
password 3K "1 Maponb Ansa aBTopu3aL MM Nonb3oBaTens Ha nnaTdopme BUpTYyannsauum
Mo ymonyaHuio <user password>
domain b el Ms foMeHa nnaTdopMbl BUPTYanu3aLmm
Mo ymonyaHuio <domain name>
timeout MakcumanbHO AonycTUMOe BpeMs BbiMofHeHUA REST-3anpocoB K nnat-

dopMe BMpPTYyanmsaLmm B cekyHaax
B0o3MO)XHble 3HaYeHUsA 1-300

Mo ymonyaHuio 5

Jubackup-vm-id kP peHTndMKaTOP BUPTYanbHOM MalLMHbI, Ha KOTOPOW YCTaHOBMEH KINeHT PK

RuBackup
Mo ymonyaHuio <vm id>
enable_ssl BkntounTtb npoBepky ssl-cepTudumkatos ana REST-3anpocoB K nnatdopme
BUpTYyanusauum

Bo3MoO)XXHbIe 3HaYeHusA yes, no

Mo ymonyaHuio no
ca_info MyTb fo KopHeBoro ssl-ceptudukata knmeHta CPK RuBackup ¢ ycTaHoB-
JIEHHbIM MOAy/eM B ¢opmaTe .pem Mnpu UCnosib3oBaHMuM SSL coenHeHus
(TpebyeTcs ykasaTb Npu 3Ha4YeHUM yes napameTpa enable_ssl)
Mo ymonyaHuio <path to cert>
curl_verbose McnonbsoBaHue oTnagkn REST-3anpocos. [lo3BonseT npocMaTpmBaTb
noapobHyto nHdpopmauno o REST-3anpocax n oTeeTax
Bo3MoOXXHble 3HaYeHUs yes, no

Mo ymonyaHuio no

0 PekomMeHAoyeM BKMKOYaTb HACTPOWKY (3HayeHMe yes) TOJSIbBKO C
Lenbko 0TNaaky Npobnem npu B3aMMOAENCTBMM MOAYNA C niaT-
dopmMonm BupTyanmasuyum yepes REST API.

[6 - TnaBa 1]

region [ononHuTenbHbIA NapamMeTp A8 aBTopu3auun B nnathopme BUPTYyanmsa-

L1 n gns BsaMmMogencTeums ¢ nnatpopmon yepes REST API
Mo ymonyaHuio NONE

3apaeTcs, ecnu B nnatdopmMe BUPTYanunsaLmm NCNob3yeTCa PErnoH He rno
YMOTYaHMIO
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MapameTp

cinder_api_request_re
try_number

cinder_api_request_re
try_timeout

volume_creation_timeo
ut

snapshot_creation_tim
eout

50 ns 54

Onucanue

KonnyectBo noBTOpHbIX REST-3anpocoB k cepsucy Cinder nnatdopmbl
BUpPTYanusauum, KoTopble 6yayT BbINOSIHEHbI B Cllyyae, ecniv OT cepBuca
Obl/1 NOSTyYEH OTBET C OLWNBKOM

Bo3MoO)XXHble 3HaUYeHUA 0-10
Mo ymonyaHuio 0

Mpwn 3Ha4YeHUn 6 NoBTOPHble REST-3anpochkl He BbIMONHATCSA

Tam-ayT (B cekyHAax) mMexay noBTOpHbiMM REST-3anpocamu K cepBucy
Cinder nnatdopmMbl BUpTYyanusaumm, Kotopble 6yayT BbINOSHEHbI B CNy4vae,
€C/n OT cepBuca b6bl1 NONyYeH OTBET C OLWNBKOM

Bo3MoO)XXHbIe 3HaYeHunA 1-600

Mo ymonyaHuio 1

BpeMms (B cekyHOax), B TeYeHMEe KOTOPOro MoAY/ b OXUAAeT Co3AaHNA TOMa
(nepexopa ToMa B COCTOsAIHME available ¢ MOMeHTa onpaBKK 3anpoca Ha ero
cosfaHve) B nnaThopme BUpTyanusaLum

Bo3MO)XXHble 3HaYeHus 100-600
Mo ymonyauuio 300

Ecnu Bpems, 3afaHHOe napamMeTpoM volume_creation_timeout, NCTEKIO C
MOMEHTa OTMpaBKK 3arnpoca Ha cosfaHne ToMa, 1 Npu 3TOM TOM He nepe-
Len B COCTOAHME available, To cCOOTBETCTBYHOLAA 3aadya Ha co3gaHume PK
3aBepLUINTCA C OLWNBKOM

Bpemsa (B cekyHpax), B TeyeHMe KOTOPOro MOAY/b OXWAaeT co3faHus
CH/MKOB COCTOfIHUSI TOMOB pe3sepBupyemMon BM (mepexoga CHMMKOB B
COCTOfIHWe available c MOMeHTa OnNpaBKK 3anpoca Ha X cosfdaHue) B Nnat-
bopmMe BUpTyanmsaumm

Bo3MO)XXHble 3HaYeHus 100-600
Mo ymonuaHuio 300

Mpy BbINOMHEHUN 3afayun pe3epBHOro KonuposaHwa BM mopynb oTnpas-
nseT OfHOBPEMEHHO HECKOJIbKO 3anpocoB (Mo KonuvyecTsy ToMoB BM) Ha
co3[jaHne CHMMKOB COCTOSAHNA TOMOB pesepsBupyemMon BM.

Ecnv BpeMms, 3afaHHoe napaMeTpoM snapshot_creation_timeout, UCTEKNO
C MOMEHTa OTnpaBKU 3anpoCOB Ha coO3faHWe CHUMKOB COCTOSHUA, U Npwu
9TOM CHUMKM HE Nepewnn B COCTOsAHWe available, To cooTBeTCTBYyIOLLAA
3ajayva Ha cospgaHune PK 3aBeplumTcs ¢ owmbKomn




MpunoxeHue I: KoHoUrypaunoHHbIn dann

MapameTp OnucaHve

volume_attachment_tim BpeMms (B cekyHAax), B TeYeHne KOTOPOro MoAyfb OXWUAaeT NMoAKIoYEeHNS
eout ToMa (nepexoga ToMa B COCTOsIHME in-use C MOMEHTa OMpaBKM 3anpoca Ha
€ro NnoJKoYeHne) K BUPTyanbHOM MalivHe B nnaTpopme

Bo3MoO)XXHble 3HaUYeHUA 100-600
Mo ymonyaHuio 300

Ecnv Bpems, 3afaHHoe napaMeTpoM volume_attachment_timeout, UCTEKNO
C MOMEHTa OTMpaBKK 3anpoca Ha NoAksoYeHne ToMa K BM, n npu atom
TOM He nepelwen B COCTOsHME in-use, TO COOTBETCTBYKLWAA 3agada Ha
co3faHune unm BoccTaHoBrieHne PK 3aBepLlumnTcs ¢ oWMbKon

lMpumep NMCTUHra KOHPUrypaLmnmoHHoro ¢avina /opt/rubackup/etc/rb_module_openstack_vol.conf

# Symbol "#" at the beginning of the line is treated as a comment
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter

#t

### Mandatory parameters

#it

# Get config URLs at
https://<OPENSTACK_WEBUI_IP>/dashboard/project/api_access/

# or https://msk.cloud.vk.com/app/<PROJECT>/project/endpoints
identity_url http://<OPENSTACK_WEBUI_IP>:5000/v3/

compute_url http://<OPENSTACK_WEBUI_IP>:8774/v2.1/<PROJECT_ID>/
volume_url http://<OPENSTACK_WEBUI_IP>:8776/v3/<PROJECT_ID>/
image_url http://<OPENSTACK_WEBUI_IP>:9292

project_id <PROJECT_ID>

#it

# User name on behalf of which the API requests will proceed
username <user name>

#it

# Password to be used with 'username' to authenticate in API
password <user password>

#it

# Domain name to be used with 'username' and 'password' to authenticate in
API

domain <domain name>

#t

# Project's region, optional

region NONE

#it

# REST API operations timeout, seconds

# minimum 1, maximum 300, default 5

timeout 20
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#t

# ID of VM in Openstack platform where current module is deployed - can be
# obtained from instance info in WEB GUI

rubackup-vm-id <vm id>

##

### Optional parameters:

#it

# If certificate info is not specified the module will connect to API w/o
# certificate verification

enable_ssl no

ca_info <path to cert>

#it

# Turn on debug of REST requests

curl_verbose no

## Number of retry attempts for cider API requests in case of negative
#response from API

# minimum ©, maximum 10, default ©

cinder_api_request_retry_number ©

## Value of a timeout in seconds to wait for between retry requests to cider
#API in case of negative response from API

# minimum 1, maximum 600, default 1

cinder_api_request_retry_timeout 1

## Timeout for creating volumes in openstack platform, seconds

# minimum 100, maximum 600, default 300

volume_creation_timeout 3600

## Timeout for creating snapshots in openstack platform, seconds

# minimum 100, maximum 600, default 300

snapshot_creation_timeout 300

## Timeout for attaching and detaching volumes in openstack platform, seconds
# minimum 100, maximum 600, default 300

volume_attachment_timeout 300

NMpunoxxeHue [1: TOHKMe HaCTPOUKU A1 pe3epPBHOro
KONUpoBaHUA

B Tabnuue onucaHbl TOHKME HAaCTPOMKM MoAyns ANA pe3epBHOro KONMPoBaHUA (CM.
Paspgen 2.11.1).

Tabnuya 7. ToHkue HacTpoviku mogyns OpenStack Volume A8 pe3epBHOro KonnmpoBaHus
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MpunoxeHue E: TOHKME HaCTPONKN ANA BOCCTAaHOBNEHNA Pe3epPBHOMN KONUK

MapameTp OnucaHue

create_snapshot_if_vo WMcnonb3oBaHMe CHUMKa COCTOAHUSA TOMa 415 pe3epBHOM KoMK
lume_available
Bo3MO)XXHble 3HaueHus true, false

Mo ymonuyaHuio false

Ecnn TOM HaxoguTca B cTaTtyce Available n 3HadeHue napameTpa
create_snapshot_if_volume_available:

e true, TO nepep pes3epBHbIM KOMMPOBAHMEM [ANA 3TOro Toma 6GyaeT

CO34aH CHAMOK COCTOSIHUA. Moaynb Ha OCHOBE CHMMKA CO3[acT KOMUKo

TOMa 1 NOAK/OUNT ee K npokcm-xocTy™ 2% 1

o false, TO Nepepn pe3epBHbLIM KOMMPOBaHWEM MOAY/b MOAK/OYNT TOM K
MPOKCU-XOCTY.

KHonka OK coxpaHaeT HaCcTPOUKMN.

KHonka 3HayeHus no YMOJTYaHMIO O4NLLIAeT NapaMeTpbl N UCNOJIb3yeT AJ1Ad HNX 3Ha4ye-
HNA MO YMOJTYaHUIO.

NMpunoxxeHue E: TOHKMe HaCcTPoOUKU AnA
BOCCTaHOBJ/IEHUS1 pe3epBHON KONUU

B Tabnuue onucaHbl TOHKME HaCTPOMKM MOAOyns ANA BOCCTAHOBNEHUS pPe3epBHOWN
kKonuun (cm. Pazpgen 2.12.1).

Tabnuya 8. ToHkue HacTponku moayns OpenStack Volume a1 BOCCTaHOBIIEHUA pe3epBHON KOMUU

MapameTp OnucaHue

Ucnonb3oBaTb Mcnonb3oBaHWe 3HaYeHNn MO YMONYaHUIO
HaCTPOWKMU No yMmonya-

HUIO Bo3MOXKHbIe 3HaYeHUs! true, false

Mo ymonyaHuio true
Mpw 3HavYeHUn:

e true ONd napamMeTpPoB UCNOJIb3YKOTCA 3HAa4YEeHNA NO YMOJTYaHUIO,
e false 3HayeHUA NapaMeTpPOB MOXXHO U3MEHUTD.

restore_to_original_vol BoccTaHoBneHne B NCXOOHbIA TOM (MCXOAHbIA TOM AOMXEH CYL,eCTBOBaTb
ume M nMeTb cTaTyc [JocTyneH, NHadye 3aava Ha BoccTaHoBNeHne PK He 6ypeT
BbIMNOJIHEHA)

Bo3MOXXHbIe 3HaYEeHUs! true, false

Mo ymonuyauuio false
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MapameTp

remove_volumes_at_re
store_failure

dd_block_size

image_uuid

new_name

54 n3 54

Onucanue

OnpepenseT, YTo AenaTtb C TOMaMu, KoTopble 6bIM co3faHbl B nnatdopme
BUpTYanusaumm B npouecce pacnakoBku PK Ha ysen knueHta CPK
RuBackup, ecnn Ha ¢uHanbHoM ¢ase nocne pacnakoBKM Mpousolna
owunbka

Bo3MOXXHbIe 3HaYEeHUs1 true, false
Mpn 3Ha4YeHnn:
e true TOM, KOTOpbI Obi co3gaH B nnatdopme BMpTyanusauum, byget

yAaneH 13 nnathopmbl BUPTYyanm3aumu;

e false TOM, KOTOpbLIN 6bIN1 co3gaH B nnatdopme BMpPTyanusauum, ocTa-
HeTcs B nnatdopmMe BUPTyanmsaunm.

Pasmep 6noka ana ytunmTbl dd npu onepaumnax BOCCTaHOBEHUA (B Mera-
banTax)

JAnana3oH 3HaueHun 1-100

Mo ymonuaHuio 5
NpoeHTuoukatop obpasa OC B nnatdopme BUpTyanusauuu, ¢ KOTOPbIM
OypeT accoumMmnmpoBaTbCA BOCCTaHaBNIMBaeMbI TOM

Bo3MO)XXHble 3HaueHus <ID>, ORIGINAL

Mpw 3Ha4YeHUn:

e <ID> MCNonb3yeTcA BbIOPaHHbIN U3 criucka ngeHTuoukaTop obpasa OC;

e ORIGINAL wucnonb3syeTtcs uaeHTudukatop obpasa OC, ¢ KOTOpbIM 6bin
acCoOLUMUNPOBaH UCXOOHbIA TOM Ha MOMEHT Pe3epBHOro KOMUPOBaHUA.
Ecnun obpas oTCyTCTBYET, TO BOCCTaHOBJIEHNE PE3EPBHOM KOMUN 3aBep-
LWIMTCA C owmnbKOom

HoBoe nms, ¢ KOTOpbIM TOM BYLleT BOCCTaHOBNEH
Mo ymMonuyaHuio 1NCnosb3yeTcs MMA NCXOLHOro ToOMa.

Ecnn 3HauyeHwue napameTpa onpegeneHo, 10 B KaydeCTBe WUMEHU 6y,u,eT
MCNONb30BaTbCA 3TO 3HA4YeHUne
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