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[na pesepBHOro KonMpoBaHMA 06beKToB NnaTtopMbl BUpTYanusayum OpenStack sBep-
cumnm 2023.1 (Antelope), 2023.2 (Bobcat) n Zed B CPK RuBackup cywecTByrOT MOLYN:

e [naBa 1

e [1aBa 2

Moaynb OpenStack, Bxogawmin B cocTtaB CPK RuBackup, nossonfeT BbINOMHATb

pesepBHOE  KOMUpPOBaHWe BUPTYyaslibHbIX MaWwWH  naaTtdopmMbl  BUPTyanusaymuu
OpensStack.

Mogynb OpenStack Volume, Bxogawmn B coctas CPK RuBackup, nosBosnseT BbINoOs-
HATb pe3epBHOE KOMMpPOBaHMEe OTAENbHbIX TOMOB (ANCKOB) NAaTGopMbl BUPTYyanusayum
OpenStack.
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naBa 1. BuptyanbHblie MawuMHbl OpenStack

1.1. HazHauyeHue

PesepBHOE KONMpoBaHMe BUPTYasbHbIX MawuvH nnatdopmbl BUpTyannsaunm OpenStack
Bepcun 2023.1 (Antelope), 2023.2 (Bobcat) n Zed BbinonHAETCA C NOMOLLbIO MOLYSA
OpenStack, Bxogsauwero B coctaBs CPK RuBackup.

1.2. Pe3epBupyembie flaHHble

Pe3epBHOE KOMMpOBaHMe BbINOMHAETCA A1 BCEX TOMOB W CHUMKOB BUPTYasnbHOWU

MallUHbI N OCYLLECTBNAETCA B 6e3areHTHOM pexnme m,

1.3. Tunbl pe3epBHOro KONUpoBaHuA

Moaynb noggepXuBaeT cnegyrolne TUMbl Pe3epBHOr0 KOMMPOBAHUSA BUPTYaNbHbIX
MaLUWH NaToopMbl BUPTYanmn3aLnm:

e MOJIHOE,
e WHKpPEMEHTarbHoe,

e andpodepeHUnanbHoe.

1.4. Tunbl BOCCTAHOBJIEHUA A aHHbIX

Mogaynb NoAAep>XWBaeT MoJSIHOE BOCCTaHOBMEHME BMPTYalbHbIX MalUWMH NaaThopMbl
BUPTYanuMsauunmn c pa3BepTbiBaHUEM U 6e3 pas3BepTbiBaHUSA Ha LLEe/IeBOM pecypce.

[JOCTYNHO BOCCTaAHOB/IEHME BUPTYasbHbIX MaLUWH:

e B MPOEKTEe, K KOTOPOMY OHM OTHOCWU/INCb Ha MOMEHT PEe3epPBHOr0 KOMMPOBaHUSA
(ncxogHbIR);

e B O60OM NpPoeKTe, KOTOPbIA OOCTYNEH Ha MOMEHT BOCCTAHOB/EHUSA.

1.5. Cnoco6bl pe3epBHOro KONUpPoBaHUA

Mogynb noggepXxuBaeT pe3epBHOE KOMUPOBAHME BUPTYasbHbIX MawWH NnaTthopMbl
BUPTYann3auum ¢ NOMOLLbIO:
e NPUNOXEHUN:

o MeHepxep agmuHucTpaTopa RuBackup (RBM) (pekoMeHgyemMbln crocob),

o Tucana,

o MeHepxep knueHTa RuBackup (RBC),

4 13 56



https://docs.rubackup.ru/Terms/2.7.0.0.0/#fc083237-e9fb-4d45-b972-c94838989cbc
https://docs.rubackup.ru/Terms/2.7.0.0.0/#bb2e94c5-9e52-46b2-abdd-a83033816a9d
https://docs.rubackup.ru/Terms/2.7.0.0.0/#a3998f56-14a9-4bc9-84ed-03367722b527
https://docs.rubackup.ru/Terms/2.7.0.0.0/#fb0c58d7-e2f8-4f18-bb3f-7a2a8c5215e2
https://docs.rubackup.ru/RBMManual/2.7.0.0.0/
https://docs.rubackup.ru/TucanaGuide/2.7.0.0.0/
https://docs.rubackup.ru/RBCManual/2.7.0.0.0/

1.6. Cnocobbl BOCCTAHOBNEHUSA OaHHbIX

o YTUINT KOMaHgHoM CTPOKWN.

B 3TOM AOKYMEHTe npuBefeHbl MHCTPYKLMK NO co3gaHmio PK ¢ MOMOLLLLIO NPUTOXKEHNS
MeHnemxep agmuHncTpaTopa RuBackup (RBM) (cm. Pazgen 1.11.1) n yTUAUTbI KOMaHA-
HOM CTPOKWU rb_archives (cM. Pasgen 1.11.2).

1.6. CnocoObl BOCCTaHOBJIEHUA A aHHbIX

Mogynb nognepXXuBaeT crefgyrowme cnocobbl BOCCTAHOBMEHUA BUPTYasibHbIX MalUWH
nnatdopmMbl BUpTyanmsaLumm N3 pesepBHbIX KOMUNA:
e LleHTpann3oBaHHOe BOCCTaHOBMIEHME C MOMOLLbHO:
o MPUNOXEHUN:
» MeHepxep agmMmuHmucTpaTtopa RuBackup (RBM) (pekoMeHayeMbin cnocob),
= Tucana,
o YTUNUT KOMaHOHOW CTPOKMW.
e JlokanbHOe BOCCTaHOBJ/IEHME Ha KJIMEHTE pe3epBHOro KOMMPOBaHUA C MOMOLLLbIO:
o npunoxeHna Mexegyxep knmerTta RuBackup (RBC),
o YTUINT KOMaHAHOW CTPOKMU.
B aTOM [OOKyMeHTe npuBefeHbl MHCTPYKUUM MO BOCCTaHOBNeHMO PK C nomoubro

MeHeppxep agMmuHmucTpaTtopa RuBackup (RBM) (cM. Pazgen 1.12.1) n yTUNUTbl KOMaHA-
HOW CTPOKWM rb_archives (cMm. Pasgen 1.12.2).

1.7. KoMnnekT NnoCTaBKu

Onctpnbytmne mopgyna nocTtaBnseTca B Buae deb-naketa ¢ MMeHeM rubackup-
openstack_<version>_amd64_signed.deb, rge <version> — HOMep Bepcuu noctaBnse-
MOro mMogyns.

MNakeT AOCTYNeH ans CKayuMBaHUA Ha odmunansHOM canTe
https://www.rubackup.ru/go/.

1.8. CucteMHble TpeboBaHUA

[ns pe3epBHOro KOMUPOBAHUA M BOCCTAHOBMNEHUA BUPTYallbHbIX MaWWH naaTGopMbl
BupTyanusaumm OpenStack ¢ nomowbio moayna OpenStack Ha y3ne HeO6XoAUMBbI:

e nnatdopma BupTyanmsaumm OpenStack ogHoM U3 Bepcuit:
o 2023.1 (Antelope);
o 2023.2 (Bobcat);
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https://docs.rubackup.ru/Cli/2.7.0.0.0/
https://docs.rubackup.ru/RBMManual/2.7.0.0.0/
https://docs.rubackup.ru/Cli/2.7.0.0.0/rb_archives/
https://docs.rubackup.ru/RBMManual/2.7.0.0.0/
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o Zed,;
e runepsusop Tna QEMUY;

e YTUANTa KOMAHAHON CTPOKM virsh Ha runepsusope C pesepBrpyeMbIMU BUPTYasb-
HbIMU MawmnHamn'’;

e rocteBoun areHT QEMU Guest Agent BHyTpu roctesont OC pesepBupyemMon BUPTY-

anbHoM MawuHbI;

e Ha OL4HOW NN HECKOJSIbKUX BUPTYanbHbIX MalUMHaX:
o 0fHa 13 64-6UTHbIX ONEepPaLMOHHbIX CUCTEM:
» Astra Linux 1.7;
= Ubuntu 18.04;
= 20.04;
= Debian 10;

o KNMEHT pe3epBHOro KonmposaHua RuBackup.

BupTyanbHaa MalunHa, Ha KOTOPYH YCTaHaB/IMBAOTCA KIMEHT pe3epBHOro Konuposa-
HMA RuBackup u mMogynb OpenStack, BbICTynaeT B KadecTBe MPOKCU-XOCTa ANA
pe3epBHOro KOMMPOBaHMA BUPTYasbHbIX MaLlMH NaaTdopMbl BUpPTyanusawmun.

[na ynpaBneHus pesepBHbIM KONMPOBAHMEM N BOCCTAHOB/IEHMEM BUPTYaNbHbIX MaLUUH
nnatoopmbl BUpTyanusaumm OpenStack pekoOMeHZyeM UCMNOoSb30BaTb MPOrpaMmHoe
obecneyeHne MeHepxxep agmuHucTpatopa RuBackup (RBM).

1.9. YcTaHOBKaA

o MpensapuTenbHo Ha npokcu-xocTe!” fosmkeH BbiTb YCTaHOBEH U HACTPOEH
KTMEHT pe3epBHOro KOMMPOBaHWUA, NOAKIKOYEHHbIN K OCHOBHOMY cepBepy CPK
RuBackup.

15 ycTaHOBKM Moaynsa Ha npokcu-xocte™ nnatdopmbl BUpTyanmsaumu:

1. OcTtaHoBuTe cepsuc knneHTa CPK RuBackup:
systemctl stop rubackup_client.service

2. N3 nankuy, rge pacnono>XeH naket MoAyJsid, BblMOMHUTE!
dpkg -i rubackup-openstack_<version>_amd64_signed.deb

roe <version> — HOMeEpP BEpPCUUN MOAYNSA.
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https://docs.rubackup.ru/RBMManual/2.7.0.0.0/
https://docs.rubackup.ru/InstallationManual/2.7.0.0.0/client_linux/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.7.0.0.0/client_linux/client-configuration/

1.10. HacTpoika

MNMocne yCTaHOBKM BbIMNOSIHATE HACTPOMKY MOAYIA.

1.10. HacTpoika
Mocne YCTaHOBKM MOAY 1A BbIMOJIHUTE:

1. MNMoAaroToBKy AaHHbIX ANA NOAKNKOYEHMUA MOAYNA K nnaTtdopme BUpTyannsauuun.
2. HacTpoiky noaknoyeHnsa Moayna K nnatoopme BUpTyannsauum.
3. HacTponky 3anycka CKpunToB.

4. MNpoBepKy YCNEewwHOCTN YCTAaHOBKM U HAaCTPOMKN Moy s.

1.10.1. MoaroToBKa AaHHbIX A4NA NOAK/IOYMEHUA MoAYy A K nnatdpopme
BUpTYyanusauum

MpepBapuTenbHO MOAyYNTE Yy  agMUHUCTpaTopa nnaTtdopmbl  BUpTyanmsauuu
OpenStack yuyéTHble AaHHble Nonb3oBaTens U cosfjaiTe MPOKCU-XOCT™ (pasBepHuTE
KNMEHT pes3epBHOro KonmposaHuMa U Moaynb OpenStack Ha BUpTyanbHOM MallMHE) B
nnatoopme BUPTyannsaumm B COOTBETCTBUM C CUCTEMHBIMU TpeboBaHUsAMU (CM. Pas-
nen 1.8).

MogroToBbTe AaHHbIE OS19 HACTPOWKM NOAKMOYEHNA MOAYNSa K niaTtdopMe BUpTyanu-
3auun no REST API:

1. ABTOPU3YNTECH C YYETHbLIMU AaHHbIMW NOMb30BaTeNA B NnaThopme BUpPTyanumsaymum
yepes Beb-nHTepdenc no agpecy:

https://<OpenStack_WEBUI_IP>/dashboard/project/api_access/

roe <OpenStack_WEBUI_IP> — apgpec nnatdopMbl BUpTyanusauun.

2. MNepengunte B pasgen MpoekTt - Aoctyn K APL
3. CoxpaHnuTte gns ceba URL-agpec ana goctyna K cepsucy Identity ona naeHTnouka-
LMK nonb3oBaTens.

Ecnu noTpebytotca gononHutenbHble URL-agpeca, To Moay/b 3anpocuUT uX npu
aBTopu3saumn B nnaTtdopmMe BMeCcTe C TOKEHOM ayTeHTUbMKaL M.
4. Mepengute B pasgen NMpoekt - BbluncnurtenbHble pecypcbl > UHCTaHCHI.

5. Haxmute Ha nma BUpPTyanbHOM MalwuHbl. [1ponsongeT nepexond B pasgen Aetanu
BUPTYyanbHOM MaLUUHbI -> BKnagka 063op.

6. CoxpaHuTe onsa cebs naeHTUGUKaTop BUPTYanbHOM MalUWHbI, Ha KOTOPOW YCTaHOB-
neH knneHT PK RuBackup.

7. Nepengute B pasgen UpaeHtudukauusa -> MNMpoekTbl.
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8. CoxpaHuTe gna cebs:

o

UMS NoNnb3oBaTena NaaTeopMmbl;

[o]

MnapoJib rnoJjib3oBaTend I'IJ'IaTCI)OprI;

o

naeHTNOMKaTOpP NpoekTa niaTtdopmbl;

[o]

UM gomMeHa nnatpopmbl.

1.10.2. HacTpo#ka nogknioyeHuss Moaynsa K nnatdpopme BUpTyanusauum

[na nogknoyeHns Moayna K nnatdopme BupTyanmsaumm yepes REST API:

1. HacTpoinTe obsizaTenbHble NapamMeTpbl B KOHOUIrypaLnoHHoMm darine Mogyns.

2. lMepesanyctute cepsuc CPK RuBackup:

systemctl restart rubackup_client.service

1.10.3. HacTpoiika 3anyckKka CKpUnToB

Mopaynb NO3BONAET BbINOMHATbL CKPUMTbI B MPOLECCE PE3EePBHONO KOMMPOBaHUSA BUPTY-
anbHOWM MaLUMHbI (4,0 1 NocNe co34aHns CHMMKa COCTOSIHUA TOMOB 3Toi BM).

MpeaBapuTenbHbie HACTPOWKMU

[ns BO3MOXHOCTM 3anycka CKpPUNTOB (MM NobbIX APYrnX WCHONHAEMbIX ¢annos)
BHYTPU BUPTYasbHOM MalLMHbI B NpoL,ecce BbINOMIHEHUA 3a4a4M Pe3epBHOro KonmpoBsa-
HMA Ha npokcu-xocte” crenepupyinTe mapy SSH-knouei, ecnn OHW OTCYTCTBYIOT B
AnpekTopumn /root/.ssh:

sudo ssh-keygen
B pesynbTtate B gupektopun /root/.ssh 6ygeT cosgaHo gBa ¢anna, Hanpumep:

id_rsa.pub — OTKpPbITbIN KNHOY N id_rsa — 3aKpPbITbIA KO,

Mocne npeaBapuTenibHOM HACTPOMKM BblbepuTe TUM TpaHCrnopTa ANA BbIMOSHEHUSA
ckpuntoB B rocteson OC pesepsupyemorn BM 1 nNpofomknute HaCTPOWKY B COOTBET-
cTBytowem pasgene Paznen 1.10.3.2 unun Paspen 1.10.3.3.

3anyckK cKpunToB Yyepes virsh
[lna 3anycka CKpUnToB 4yepes virsh:

1. Yéeoutecb, 4to B roctesom OC pesepBupyemMon(bix) BM ycTaHOBNEH rocTeBOM
areHT QEMU Guest Agent.

2. 3anpocute y agMuUHUCTpaTopa nnatdopmbl BUpTyanusaumm OpenStack y4éTHble
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1.10. HacTpoika

JaHHble agMUHUCTpaTopa ANa gocTtyna K nnatpopme.

3. Ha npokcun-xocte! B koHdUrypaumoHHom daiine Moayna 3agaite B napaMeTpax:

a. script_transport TWUN TpaHcnopTa virsh;

b. admin_name M admin_password y4YeTHble JaHHble agMUHUCTPATOpa.

4. Ha runepsusope(ax):

a. CospanTte ANPEKTOpUO /root/.ssh (ecnm oTCcyTCTBYET):

mkdir /root/.ssh

b. CosganTe ¢ann authorized_keys (ecnm oTCyTCTBYyeT):

touch /root/.ssh/authorized_keys

c. Ckonupynte ¢ann OTKpbIToro SSH-k4Ya W3 AupekTopun /root/.ssh Ha
npokcu-xoctel” " nomecTuTe ero coflepXnMoe B dann
/root/.ssh/authorized_keys.

5. Brocteson OC pesepsupyemMmon BM pasmecTnte CKpunTbl OAHUM U3 CrOCO60B:
o B /opt/rubackup/scripts/openstack.sh;
o B /IOOOM fpyroMm MecTe. YKaxumTe NyTb A0 CKPUMATOB B TOHKMX HaCTpOMKax

MoAayna Oona pe3epBHOro KOnMpoBaHUA.

3anyck CKpuMnToB yepe3 SSH

[lna 3anycka cKpunToB Yepes SSH:

1. Ha npokcu-xocte™ B koHdurypaumonHom daine Mmogyns saganTe B napameTpax:

a. script_transport TUN TpaHcnopTa ssh;
b. ssh_user uMs nonb3oBaTtens BM, oT KOTOpOro 6yayT BbINOMHATLCSA CKPUMTHI;

C. (onumoHanbHO) ssh_key_file NyTb A0 3aKpPbITOro KNo4va /root/.ssh/id_rsa Ha
npokcu-xocte™, ecnu ncnonbsyetca Heckonbko nap SSH-knouen:;

d. (onuunoHanbHO) ssh_connection_timeout BPeMs OXWUOAHUA COeANHEHUS.

2. Brocteson OC pesepBupyemon(bix) BM:

a. CospanTte AnpekToputo /home/<umsa_nonbsoBaTtensa>/.ssh (ecnm oTcyTcTByeT):

mkdir /home/<uma_nonb3oBaTena>/.ssh

b. B ANpeKTopun /home/<nma_nonb3oBaTensa>/.ssh cospanTe dann
authorized_keys (ecnu oTcyTCTBYeT):
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touch /home/<uma_nonb3oBaTtena>/.ssh/authorized_keys

c. Ckonunpynte d¢anmn oTKpbITOro SSH-ka4Ya U3 AUpekTopun /root/.ssh Ha
npokcu-xocte” n nomecTnte ero cogepxunmoe B dpaiin /home/<uMsi_nosb30Ba-
Tena>/.ssh/authorized_keys.

d. PasmecTuTe cKpunTbl O4HUM U3 CNOCOBOB:
= B /opt/rubackup/scripts/openstack.sh;

» B JIIO6OM ApYroM MecTe. YKaxute nyTb A0 CKPUMNTOB B TOHKUX HAaCTpOMKax
MOAYNA ANA Pe3ePBHOro KONMMPoBaHuA.

1.10.4. Pe3ynbTaTbl yCTAaHOBKU U HACTPOUKU MOAY NS

CTpyKTypa YyCTaHOB/IEHHOr0 NaKeTa

B pesynbTaTe ycTaHoOBKM nNakeTa mopynsa OpenStack B cuctemy 6yayT pobasrieHbl
dannbl, NpuBegeHHble B Tabnuue:

Tabnuya 1. lNepeyeHb ycTaHaBINBaEMbIX B CUCTEMY palifioB

PacnonoxxeHue Ha3sHauyeHune

/opt/rubackup/etc/rb_module_openstack.conf KoHourypaunoHHbsin dann moaynsa OpenStack
CPK RuBackup

/opt/rubackup/modules/rb_module_openstack McnonHaembin ¢ann mogyna OpenStack CPK
RuBackup

MpoBepkKa ycnewHoCcTU yCTaHOBKU

15 npoBepkun paboToCcnoCoBHOCTM MOAY A BbINOAHWUTE Ha Npokcu-xocTe'™ komaHay:
/opt/rubackup/modules/rb_module_openstack -t

O6 ycrnewHon ycTaHOBKE WU HaCTPoOMKe MOAYNA TakXe CBUOETENbCTBYET 3anucb O ero
yCnewHon npoBepKe KIMEHTOM pPe3epBHOr0 KonupoBaHUs (.. module 'OPENSTACK'
was checked successfully) B XypHane cobblTun /opt/rubackup/log/RuBackup.log.

Ecnn B XypHane cobbiTuin /opt/rubackup/log/RuBackup.log agmuHucTtpatop CPK
BUANT OWNGKK, coobliatowme O HenpaBuiibHOM KOHOUrypauum mopynsa, npoBepbTe
HaCTPOMKHN B KOHUrypaLumMoHHOM danne
/opt/rubackup/etc/rb_module_openstack.conf mMopgynsa.

Ecnn owmnbka He nopgpaeTcsa aHanusy, TO obpaTUTeCb B CEPBUC TEXHUYECKOW Mopg-
nep>xku RuBackup ¢ npepgocTtaBneHnemM BCen HeobxoanMMonm MHopMauum NO BO3HUK-
lwen npobneme Ha opmymanbHOM canTte hitps://support.rubackup.ru/bugzilla.
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1.11. Pe3epBHOEe KonNupoBaHue

1.11.1. Pe3epBHoe KkonuposaHue B RBM

PerynspHoe pe3epBHOe KONUpPOBaHUe No nNpaBuny

[lns BbINOJIHEHUSA PErynApPHOro (MNeprMoamnmdeckoro) pe3epBHOro KOMMPOoBaHMA Mo npa-
BMY HEO6XOAMMO CO3aaTh NPaBUo B rnobanbHOM pacnncaHum.

MpaBunno cooepXuT B cebe HACTPOMKKN, HEOBXOAUMbIE O/ PE3ePBHOr0 KOMUPOBaHUS
TpebyemMoro pecypca.

1.

7.

lMepengute B pasgen Pe3sepBHOe konupoBaHue - nob6anbHoe pacnucaHue 1
HaXXMuTe ([lo6aBuTb). OTKpPOeTCcsa dopmMa CO3[aHMs HOBOrO npasuna rnobanb-
HOro pacnmcaHus.

Beegnte nma cosgaBaemMoro npasuna B napame'rpbl npasuna.

BbibepuTe 13 crnucka KNMEeHT KnneHTa, KOTOPbI YCTaHOBMAEH Ha NpoKcu-xocT!”
nnatoopMbl BUpTYyanmsauuu.

Bbibepute 13 cnncka Tun pecypca OPENSTACK. [Mpu HeobxognumocTn HaxmuTe [..] n
onpenennTe TOHKME HacTponkn mogynsa (cMm. lMNpunoxenne 1.6).

HaxmuTe [...] B none Pecypc 1 BbiIGepnTe U3 CINCKA PE3EPBUPYEMYIO BUPTYabHYIO
MaLUUHY.

BbibepuTte s cnucka Tun PK TN pesepBHOM KONUN. BO3MOXHbIE 3HAaYEHUSA:
o MOsHaA,

o MHKpEeMeHTallbHas,

Mpwn BbIGOPE MHKpPEMEHTanbHOro Tuna PK 6yaeTt BbIMNOSHEHO MOSIHOE pe3epBHOE
KONupoBaHWe, ecnin co3gaéTca nepBas pesepBHas Konva BM nnm koHpurypauyms
BM 6bina nsmeHeHa.

o andpodepeHUnanbHas.

Mpwn HeOo6Xo4ANMOCTM 3afanTe AOMONHUTESNbHbIE napaMeTpbl Nnpasuna:

V [ononHuTesnbHble napameTpbl npasunia rinobanbHOro pacnucaHus
MapameTp OnucaHue

EmkocTb XpaHunuw,a EmkocTb xpaHunuwa gna PK (B rurabantax). BosMoXHOCTb peaakTu-
poBaHWA NapameTpa 3afjaeTcsd B pasgesie MnobanbHasa koHGUrypaums
napameTpomM OrpaHuyeHue éMKOCTU A1l rNo6anbHOro pacnucaHus

EmkocTb XpaHunuw,a EmkocTb XpaHunuwa Tekyuwero knneHta CPK RuBackup (B rurabain-

KJ/INeHTa Tax). BoaMOXXHOCTb peAakTUpoBaHMa NapamMeTpa 3a[aeTca B pasgene
Fno6anbHan KoHdUrypaums napameTpom OrpaHuyeHne EéMKoOCTH ans
KJINeHTa
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MapameTp OnucaHue

MpuopureTr MpropnTET BbLINONHEHNS NpaBuna
JAnanasoH 3HauYeHu# 100-1000
Mo ymonuyaHuio 100

YeM Bbllle 3HAYEHME, TEM BbilLE NPUOPUTET BbINOJIHEHNA NMpaBkia

3awuTHOe npeobpa- Tun 3aWMTHOro npeobpasoBaHns
30BaHue
Bo3MO)XXHble 3HaYeHuA Anubis,Aria,CAST6,Camellia,Kalyna,
Kuznyechik , MARS, Rijndael, Serpent,
Simon, SM4, Speck, Threefish, Twofish

Mo ymonyaHuio nocrypt (6e3 3alMTHOro NpeobpasoBaHus)

Moapo6Hee 06 anropuTMax 3aLUMTHOro NpeobpasoBaHms

CkpunT npv HopManb- [lyTb [0 CKpunTa npu HopmMmanbHOM BbiMofHeHUW PK. Beegute nyTtb
HOM BbinonHeHun'” BPYYHYO mnn Haxmute [..] u BblbepuTe B pasBepHYBLUEMCA OKHe
CKPUNT N3 CNmncKa AOCTYMHbIX

Bo3MO)XXHble 3HaYeHun /opt/rubackup/scripts/Baw_cKpunTt.s
h

CkpunT npuBbinon- [lyTb OO CKpunTa npu BbinonHeHun PK ¢ owwnbkamu. BBeaute nyTb
HeHuM c owmbkamu'”  BpyyHyto unn Haxmute [..] n BbibepuTe B pasBepHYBLUIEMCH OKHE
CKPUNT M3 CNCKa [OCTYMHbIX

Bo3MO)XXHble 3HaYeHuA /opt/rubackup/scripts/Baw_ckpunT.s
h

Ckpunt npuBoccta- [lyTb 0O CKpunTa MNpu BOCCTaHOBJIEHUN pe3epBHON Konuwu. Beegute
HoBneHum PK™ NyTb BPYYHYIO Unu HaxmuTe [...] n BbibepuTe B pasBepHYBLUEMCSH OKHe
CKpUMT N3 cnucka AoCTYMHbIX

Bo3MOXXHble 3HaYeHus /opt/rubackup/scripts/Baw_ckpunT.s
h

8. Haxunmas Ao6aBuTb npaBuno B WAGMOH, co3ganTe HeobxogMmMoe KonyecTBo
npaBua pe3epBHOro KonnposaHus BM.

9. HacTtponTe wabnoH rnobanbHOro pacnmcaHnsa, KOTOpPbIN pacnpocTpaHsaeTCs Ha BCe
pobasneHHble npasuia rnobanbHOro pacnmcaHus:

V lNapameTpbl wabsioHa rnobasibHOro pacrnmcaHms

MNapameTp OnucaHue

HacTpoiku
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MapameTp

BknouuTb nocne
co3paHuna

Myn

Havano nepuopna pei-
CTBUA

OKOHuYaHMe nepuopa
AencTBusa

TpaHCNOpTUPOBOY-
Hbl 6ydep

O6Lue HacTPONKHN
moayna

Mepuogunyeckuin
3anyck

1.11. PesepBHOEe KOoNnpoBaHue

OnucaxHue

3arnyck npasuna nocne ero cosgaHus
Bo3MO)XXHblIe 3Ha4YeHuUn true, false
Mo ymonuyaHuio true

[Mpwn 3HaYeHun:

e true co3gaHHOe NpaBuno OyaeT MMETb CcTaTyc run (3anyLweHo);

o false coO3gaHHOe MpaBWIO byaeT MMeTb cTaTyc wait (He 3any-
LLLEHO).

[Myn onsa coxpaHeHnsa pes3epBHOW Konun

[laTta Havana oencTBus npasuna

MOXHO yKa3aTb BPYYHYH UM HaXaTb a 1 BblibpaTb B KaneHaape

[aTta okoH4YaHunA gencTBuna npasuna

MO>HO yKasaTb BPYYHYIO UKW HaXaTb a 1 BbIBpaTh B KaneHpape
Pasmep TpaHcnopTupoBo4YHOro bydepa (B H6anTax, kmnobamtax, Mera-
banTax unun rurabanTax)

JAunana3oH 3HauyeHu 50 M6-1 6

Mo ymonyaumio 100 M6

B TpaHcnopTnpoBOYHbI Bydep nomeltaroTca 6/10KN pe3epBHOM KONuu,
nocne yero 6ydep nepepaetca Ha cepsep. OT pasmepa Gydpepa 3aBu-
CUT KONMYEeCTBO nepefaBaeMbix G/IOKOB 3a OOuH pas, 3TO yckopsAeT
nepepfavy gaHHbIX Ha cepBep, HO 3agencTByeT 6onblwnm o6beM onepa-
TUBHOW NamMATH

HaCTpOIZKI/I 0na MHOronoTo4YHOro pe3epBHOro KonmpoBaHMA

PacnucaHue

PacnuncaHune ons BbINOMHEHUA Pe3epPBHOro KONMPOBaHUA Mo npasuny
Bo3MOXXHble 3HaYeHus true, false
Mo ymonyaumio true

HacTponTte pacnucanue gna PK. MNpu sHayeHnu:

e true 6yaeT MPOUCXOAUTb 3aMyCK pPe3epBHOIrO KOMWPOBaHUA C
NepuoAMYHOCTLIO (B MUHYTax). YKaXuTe HyXHOe KOMM4YecTBO
MUHYT;

o false OyAeT MPOMCXOAWUTb 3amyCK PEe3epBHOro KOMMPOBaHUSA B
onpepeneHHoe BpemMsa (Mecsu, AeHb Mecsua, AeHb Hepenu, yac u
MUHYyTa). BkmounTe @ psgoM C HYXXHbIM MOJIEM U YKaXuTe 3Have-
Hue. B pesynbTaTe 6yaeT cGOpPMMUPOBAHO Cron-BblpaXKeHue.
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MapameTp

OnucaxHue

MpoBepka

Mpoeepka pe3sepBHbIX BknounTe MNMpoBepka pe3epBHbIX KOMUA KaXKAable 1 YKaXXnTte nepmo-

KOMNuih Kaxkgble

XpaHUTb pe3epBHbie
KOMNuUU B TeYeHue

MepemecTUTb B NynN
yepes

Myn

ABTOMaTHNUYECKOEe
yAaneHue yctapes-
wux PK

YeepoMnathb

KnueHT MoXeT ypa-
NNTb pe3epBHble
KOMuu 3TOro NnpaBuna

HopmanbHoe Bbinon-
HEeHue
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OVWYHOCTb aBTOMaTUYECKOM NPOBEPKN pe3epBHbIX KONUM B OHAX, Hepe-
nax, Mecauax nnu rogax.

Ecnun PK:

e MoanucaHa umdpoBon NOLNNUCHLIO, TO ByAeT NpoBeEPEH pasmMep dan-
nos u cama PK;

e He nognucaHa umbpoBon MoanuUchblo, To ByaeT MpoBepeH TONbKO
pa3mep dannos PK.

CpoK XxpaHeHus

Bknounte XpaHUTb pe3epBHble KOMUU B TEYEHUE 1 YKaXMTe CpoK
XPaHeHUsi pe3epBHbIX KOMWUIA B AHAX, HEAEeNaAX, MecsAlax uimn rogax.

Pe3epBHble Konuu

Bkntounte MepemecTUTb B Nyn yepes /15 NepeMelleHns pe3epBHbIX
KOMWin B Apyrue nynbl. YKaxuTe 4yepes Kakoe KONUYECTBO [AHEW,
Heaenb, MecsiLeB UM NeT HY>KHO NepeMecTUTb B APYroi nyn peseps-
HYHO KOMWIO

M3 cnncka Myn BbibepuTe nyn, B KOTOPbIA HEOBXOAMMO NEePEMECTUTb
PK. lNepemMelleHne pe3epBHbIX KOMUA OCYLLECTBNACTCA TOJIbKO B pam-
Kax CepBUCHOro okHa. HeBO3MOXHO NepeMecTUTb pPe3epBHYHO KOMMUIO,
KoTopas pacnonaraeTcs B nyne Tuna JIeHTo4YHaa 6ubnmoTeka

YcTapeBlumne pe3epBHbie KONUn

Bknounte ABTOMaTUYecKoe yaaneHue yctapeswux PK onsa astoma-
TUYECKOro yaaneHus pesepBHbIX KOMWUR, Y KOTOPbIX BbILES CPOK Xpa-
HeHud

M3 cnucka YBeaoMnaTb BbibepuTe rpynny nosibsoaTtenen gnsa nHoop-
MUPOBaHMUA 06 YyCTapeBLMX pe3epBHbIX KOMUAX (N0 YyMOMYaHWHO
Nobody )

BknounTe KNMeHT MOXeT yaanuTb pe3epBHble KOMUM 3TOro npa-
BUNA, YTOGbI paspewmnTb KNneHTy PK yaanaTbh pesepBHble KOMUN TeKy-
LLero npaewunia rnobanbHoro pacnmucaHuns

YeepomMmneHus
[Monyyatenu yBeoOMSIEHUA O HOPMasbHOM BbINOJIHEHUN PE3EPBHOIr0

KonnpoBaHuA

BbibepuTe rpynny nonb3oBaTenei U3 Bbinagarowero cnmucka (no ymorn-
YaHuo Nobody ) Unv BBEOUTE afpec 3NEeKTPOHHOW NoYThl NonyyvyaTens B
none E-mail CC




1.11. PesepBHOEe KOoNnpoBaHue

MapameTp OnucaHue

BbinonHeHue c ownb6- [lonyyaTenn yBeaoMNEHWIA O BbINONIHEHWUMN PE3EPBHOI0 KOMMPOBAHUSA C
KoM ownbkamm

BbibepuTe rpynny nonb3oBaTenein U3 Bbinagarolero cnucka (no ymorn-
YyaHuo Nobody ) Unv BBeAUTE agpec 3NeKTPOHHOM NoYThl Nony4vaTens B
none E-mail CC

Mpoeepka pe3epBHO [lonyyaTenn yBegoMIEHNUI 0 NPOBEPKE pe3epBHO KOMuK

Konuu
BbibepuTe rpynny nonb3oBaTenei U3 Bbinagarolero cnmucka (no ymorn-

YaHuo Nobody ) Unv BBEOUTE afpec 3NEeKTPOHHOW NoYThl NonyyYyaTens B
none E-mail CC

OkoHuaHMe fleiicTBUA [lonyyaTenn ysegoMneHnin o6 OKOHYaHUN CpoKa AeNCTBUSA NpaBunia

npaeuna
BbiGepuTe rpynny nonb3oBaTenei U3 Bbinagarowero cnucka (no ymon-

YaHuo Nobody ) Unv BBEOUTE afpec 3NEeKTPOHHOW NoYThl Nony4vyaTens B
none E-mail CC

OKOHYaHMe eMKOCTH I'Ionyanenvl YBe,EI,OMJ'IeHI/II‘/'I 06 ncyepnaHmm EMKOCTM XpaHunniuia

XpaHunuwa
BbibepuTe rpynny nonb3oBaTenei U3 BbiNagaroLero cnucka (no ymon-

YyaHuo Nobody ) U BBeOUTE afpec 3NEeKTPOHHOW NoYThl Nony4vyaTens B
none E-mail CC

10. HaxmuTte v/ MPUMEHUTD /19 COXPaHeHUs npasuna.

CosfaHHOe npaBuiIo NOSBUTCA B CMMCKe NpaBwun B nogpasnene E Fno6anbHoe pac-
nucaHue.

BHennaHoBoe pe3epBHOEe KONMUPOBaHUe No NpaBuny

[ns BbINOMIHEHNSI CPOYHOrO PE3EPBHOr0 KOMMPOBaHUA MO CO34aHHOMY MpaBuny rno-
6anbHOro pacnmcaHus:

1. MNepengnte B pasgen Pe3epBHoe konupoBaHue - 'no6anbHoe pacnucaHue.
2. BbigenuTe Hy>XHOe npasuno.

3. Haxmute [E (BbINOMHUTB) B MaHeN UHCTPYMEHTOB WKW BbibepnTe BbINOAHUTD B
KOHTEKCTHOM MEHIO 3TOro npasuna.

ByneT cospnaHa 3agayva B pasgene 3apaum.

[Mocne ycnewHOro 3aBepLUEHUs PEe3epPBHOrO KOMMPOBaHUA pesepBHas Konua bypeTt
nomMelleHa B XpaHUnuLL,e pesepBHbIX KOMUK, a MHGopMaLMsa O Her ByaeT pasMelLeHa B
pasgene @ Penosutopui.

CpouHoe pe3epBHOE KONMMpoBaHUe

CpoyHOe pe3epBHOE KOMUPOBAHME HEMEeOJIEHHO BbINOMHAET pe3epBHOE KOMMPOBaHWe
BblGpaHHOro pecypca 6e3 cosgaHua npasuna B rno6anbHOM pacnucaHum.
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1.

10.

1.

12.

[ONnsa BbINONHEHUS CPOYHOro pe3epBHOro KonmposaHMsa B RBM BbibepuTe oguH 13
cnocobos:

o [epengnte B pasgen UndppacTpykTypa > KnueHTtbl. Bbigenmrte KnveHTa
CPK RuBackup, ocyuwiecTtBnawowero ynpasfeHne pesepBHbIM KOMUPOBaHUEM
pecypca. Haxmute j_}. (CpouHoe PK).

o HaxmuTe Ha BepxHel naHenu ﬁ (CpouHoe PK).
OTkpoeTca Gpopma CPOYHOrO PE3ePBHOr0 KOMMPOBaHUA.
Bbibepute 13 crvcka KAMEHT KnveHTa, KOTOPbIA YCTaHOB/EH Ha MpPOKCU-XOCT!

nnatdopMbl BUPTyanusauuu.

BbibepunTte 13 cnucka Tun pecypca OPENSTACK. NMpu HeobxognumocTu Haxxmute [...] n
onpefennTe TOHKME HacTPOrKM Moayna (cm. [NpunoxeHne 1.5).

HaxxmuTe [...] B none Pecypc 1 BbibepuTe U3 CUCKa Pe3epBUPYyEMYIO BUPTYalbHYHO
MaLLVHY.

M3 cnmucka Tun PK BbibepuTe TUN pes3epBHOM KONUU. BO3MOXHble 3Ha4YeHus:
o MOJIHaA,
o MHKPEMeHTanbHas,
o anodepeHymnanbHas.

M3 cnucka Myn BbibepuTe nyn onas CoOXpaHeHUs pe3epBHON Konuu.

M3 cnucka 3awuTHOEe npeobpasoBaHue rnpy HeobxogMMocCTu BbibepuTte Tumn 3alinT-
HOro npeobpasosaHus PK.

B MpuoputeT yKaxXnte NpuopuTET BbINOIHEHMA CPOYHOrO0 PE3EpPBHOro KOMMpoBa-
HMSA. BO3MOXHbIe 3HaYeHns: OT 100 40 1000.

B CpoOK XpaHeHMs YKaXXUTe CPOK XpPaHEHUs pe3epBHOI KOMUN, CO34aHHONM B pe3yib-
TaTe BbIMNOIHEHUSA CPOYHOIrO PEe3ePBHOr0 KONMPOBaHUs (N0 YyMON4YaHuo 1 rog).

B TpaHcnopTUPOBOYHbIN Gydep yKaxunTe pasmep TPaHCMOPTUPOBOYHOro bydepa
(B 6anmTax, kunobamTax, MerabamTax unm rurabamtax). B TpaHCNOPTUPOBOYHbIN
oydep nomeltaroTca 6NOKN pe3epBHOM Konuu, nocne 4yero bydep nepepaeTcs Ha
cepBep. OT pasmepa bydepa 3aBUCUT KONMMYECTBO NepepaBaeMblx B/I0KOB 3a OAUH
pas: yeM bonblle pasmep bydepa, TeM BbICTpEE AaHHble NepenarTCA Ha cepBep, HO
npu 3TOM 3afencTByeTCA O60MbWMA 06bEM OMnepaTUBHOM NamMATU. Pasmep TpaHc-
nopTUPOBOYHOro bydepa ykasbiBaeTcsa B guanasoHe oT 50 M6 o 1 6 (no ymonua-
HUIO 100 M6 ).

Haxmute O6WMe HAcTpoOWKuM Mopynsa U, Npu HeobXxoaAUMMOCTW, onpeaenunte
HaCTPOWNKM A1 MHOrOMOTOYHOIrO PE3EePBHOr0 KOMMPOBaHUS.

HaxxmuTte \/anMeHMTb Onsa BbINOJIHEHUA CPOYHOIoO pPe3epBHOro KornmpoBaHUA C
Bbl6paHHbIMI/I HacTponKamMu.
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bypet co3pgaHa 3agava B pasgene 3apaum.

[Mocne ycnewHoro 3aBepLlUEeHUs Pe3epBHOr0 KOMMPOBaHUA pel3epBHas Konua bygeTt
NoMeLLeHa B XpaHUNULLE pe3epBHbIX KOMUK, a MHGopMaLma O HeN ByaeT pa3MelleHa B
pasgene @ Penosutopuin.

1.11.2. Pe3sepBHOE KONMpoBaHUe U3 KOMaHAHOW CTPOKMU

[NA BbINONHEHMNA PE3EPBHOIr0 KOMMPOBAHUA BUPTYasrlbHOW MalKWHbI NaTdopMbl BUPTY-
anusaummn Ha knueHTe PK:

1. MonyuymTe CNNCOK PecypcoB (BUPTYanbHbIX MalVH NaTGopMbl BUPTYanmsaumm):

KomaHaa nonydeHusi cnucka pecypcos

rb_archives -t openstack

2. BbINONHUTE 3anpocC Ha co3faHne pe3epBHOM KOMUMK:

lMpumep cosnaHns NosIHOMN Pe3epPBHON KON

rb_archives \

-c <vm_id> \ @

-m openstack \ @

-e
script_before_snapshot:/opt/rubackup/scripts/openstack.sh, ..,<param_name_n>
:<param_value_n> ©

roe:

0 NoeHTnoumkaTop BUPTYanbHON MaLLNHbI

Takxe MoryT ObITb yKasaHbl ngeHtTuoukaTtop, nma u IP-agpec BUpTyanbHOM
MawuHbl B ¢opmate JSON: {"ID": "vm_id", "Name": "vm_name", "IP-
Address: "ip_vm"}.

@) Vicnonbsyembiit MOAyIb

9 MapameTpbl Moayna CPK (cm. Npunoxenune 1.5)

[pumep cosnaHnsa MHKPEMEHTalbHOW Pe3epBHOM KONMUN
rb_archives -c <ID> -m openstack -i -e

script_after_snapshot:/opt/rubackup/scripts/openstack.sh, ..,<param_name_n>:
<param_value_n>
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lpumep cospaHusa angoepeHUynanbHON pe3epBHON Konumn

rb_archives -c <ID> -m openstack -D -e
execution_script_timeout:400, .., <param_name_n>:<param_value_n>

1.12. BoccTaHoBJ/IeHUe pe3epBHbIX KONUM1

1.12.1. BoccTaHoB/IeHUe pe3epBHbiX Konuii B RBM

o B pe3epBHOI Konum BM XxpaHUTCs MHGOpMaLUS:

e O NPOEKTe, KOTOPOMY MpuHaaiexana ucxogHas BM;

0 CeTU, K KOTOpOoW Bbina noaknroyeHa ncxogHasa BM;

06 obpasax, Ha KOTOpble MO N CCbiNaTbCA TOMa NcxogHon BM;

O TUNe nHcTaHca (flavor_id);

e UT.A.

Mpy aToM apTedakTbl (ceTb, 06pasbl, TUM MHCTAHCa U T.4.) MOrYT 6bITb NpPU-
BaTHbIMU (AOCTYMNHbI ANA UCMONb30BaHUA TOIbKO B UCXOHOM MPOEKTe).

Mo ymMonyaHuo Npu BOCCTAHOB/IEHUN UCNONb3yeTcA UHGopMaumsa o6 ncxon-
HOM MpoeKTe N3 pe3epBHON Konuu. Ecnn B pe3epBHOM KOMUU OTCYTCTBYeET
nHpopmauma o6 MCXoQHOM MPOEKTe, TO UCMNosb3yeTca MHPopmauma o npo-
eKTe U3 KoHOUrypawoHHoro Ganna mogyns.

[na ueHTpann3oBaHHOrO BOCCTAHOBMEHUA BUPTYalbHbIX MalMH nnaTtopMbl BUpPTYa-
NnN3aLnKn Ha KNIMEHTEe pe3epBHOro kKonmposaHma B RBM:

1.

o - o
—
Mepeiignte B pasgen (= Penosutopuit 1 BbigennuTe Tpebyemylo pesepBHYHO
Konuo. HaxxmMuTe KHomMKy | D] BoccTaHOBUTDb, NN BbibepuTe BOCCTaHOBUTb B KOH-
TEKCTHOM MEHIO pPe3epBHOW KOMUMU.

OTKpOeTCFI c|>opMa U,EHTpaJWISOBaHHoe BOCCTaHOBJ1I€EHUe.
N3 cnncka BocCTaHOBUTb Ha KJIMEHTa Bbl6epI/ITe KNIMeHTa, KOTOPbIN YCTAHOBJIEH Ha

npokcu-xocT™ nnatdopmbl BUPTYanusauuu.

B KaTanor pacnakoBku Haxkxmute [...] 1 yKaxute Kkatanor Ans pacrnakoBKW pes3epBs-
HoM Konun B rocteson OC npoKcKu-xocTa.

HacTtponTe ¢nar BoccTtaHoBUTb Ha LeneBoM pecypce. Ecnn ¢nar BocctaHoBUTD
Ha LueneBoOM pecypce:

o BK/IOYEH, TO pe3epBHas Konus OyaeT pacrnakoBaHa Ha LENeBOM pecypce B
KaTanor pacnakoBKMW, a 3aTeM, Ha OCHOBE [aHHbIX Pe3epBHOW Konuu, byaeT
pasBepHyTa HOBas BMpTyasibHasi MallMHa C napamMeTpaMn BOCCTAHOBNEHUSA U3
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1.12. BoccTaHOBMNEHWE Pe3EPBHbIX KOMUIA

TOHKUX HacTpoek (cM. [Mpunoxenne 1.B) B nnatdopme BupTyanmsauyun. Mocne
BOCCTaHOBJIEHNA BUPTYasibHOM MalUMHbl KaTanor pacnakoBkn 6ygeT OYMLLEH;

o Ecnn npu aToMm BKAOYeH napamMeTp enable_direct_restore B TOHKKX
HacTpoukax Moayns, TO BOCCTaHOBIeEHMe ToMoB BM bBygeT npoucxo-
AVTb 6€3 NCNob30BaHNA BPEMEHHOrO KaTanora pacrnakoBku. Bo Bpe-
MEHHbIA KaTanor pacnakoBbIBalOTCA TONbKO MeTagaHHble PK (nogpob-
Hee 3[ecCh).

o Ecnn npu aTomM BKoYeH ¢riar BocCTaHOBUTb B UCXOAHDbIN MPOEKT, TO
HoBass BM byaeT pasBepHyTa B NPOEKTE, B KOTOPOM Haxo4nacb NCXon-
Hafa BM Ha MOMEHT pe3epBHOIro KONMpoBaHUA.

o BbIKJITO4YEH, TO pe3epBHaa Konus BI/IpTyaJ'IbHOIZ MallWHbl pPacnakKoBblBaeTCA B
Katanor pacnakoBKM, aBTOMaTU4YECKOE pa3BepTbiIBaHNE B nnaT(bopme BUPTYa-
nnm3augmm He nponcxognT.

5. HacTpoinTte ¢pnar BocctaHOBUTb B UCXOAHDbIA NPOEKT.

Ecnn nupopmaumsa o pecypce B CBOUCTBAX PE3E€PBHON KOMUN HE COAEPXKUT
[aHHble 06 WCXOLHOM MpPOEKTe, TO BblKAUYMTE ¢nar BoccTaHOBUTb B
MCXOAHDbIA MPOEKT N FABHO YKaXuUTe AOMEH, MPOEeKT WU [OMNONHUTENbHbIE
napameTpbl BOCCTAHOB/IEHUA B TOHKUX HacTpoukax Moy ns.

Ecnn ¢nar BoccTaHOBUTb B UCXOAHbIN MPOEKT:

o BK/OYeH, To BM 6yaeT BoccTaHOBMIEHa B TOT MPOEKT, K KOTOPOMY OHa OTHOCU-
nacb Ha MOMEHT Pe3epPBHOro KOMMPOBaHWS;

o BbIK/IKOYEH, TO BM 6yfeT BOCCTaHOB/EHA B MPOEKT, KOTOPbIN MOXET HaxoauTbCcs
B JOMEHe, OT/IMYHOM KaK OT AOMeHa npokcu-xocTal”), Tak n oT AOMeHa, K KOTO-
poOMYy MpuHagnexana opuruHanbHaa BM Ha mMomeHT co3pgaHua PK. lNocneposa-
TeNbHO HacTPOWNTe nons:

a. B flomeH HaxxmuTe [...] n BoibepuTe JOMEH U3 CNUCKA;
b. B MpoekT HaxmuTe [..] 1 BbibepnTe NPOEKT Ha3HAYEeHUs U3 CrUCKa MPOoeK-
TOB, CYLLECTBYIOLUX B OMEHE.

o Ecnn ¢onar BoccTaHOBUTD Ha LLe/IeBOM pecypce:

= BKJ/IHOYEH, HO MoJsib30BaTEeNb HE 3a4an napaMeTpbl BOCCTaHOB/IEHUA B
TOHKUX HacTpoKrkax MoAynsA, TO ANA napamMeTpoB BOCCTAHOBMEHUA
network_uuid, fixed_ip, image_uuid, server_group_id, flavor_id,

volume_type_id, server_availability_zone_name W13  TOHKWUX
HacTpoeK Moayna 6yayT MCNoNb30BaTbCA 3HAYEHUA U3 pe3epBHON
Konuwu.
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6.

8.

na napameTpoB BOCCTaHOBNEHUA dd_block_size,
keep_original_vm_name, remove_volumes_at_restore_failure,
enable_direct_restore M3 TOHKNX HAacTpoek Moaynsa 6yayT UCNOsb-
30BaTbCA 3HayeHus no ymonyaHuwo. BM Oyaer passepHyTa B
BblIBpaHHOM MNpOeKTe.

Ecnu apTtedakTbl BM (ceTb, 06pasbl, TUN MHCTAHCa M T.4.) MICXOOHOro
NnpoeKkTa ABNAKTCA MNPMUBATHbIMWU, TO ABHO YKaXWUTe LOMOSIHUTENb-
Hble napamMeTpbl BOCCTAHOBNEHUA B TOHKUX HacTponkax monynsa. B
NPOTUBHOM Cllyyae 3afaya Ha BOCCTaHoBNeHMe PK c pasBepTbiBa-
HMEM 3aBEPLUNTCA C OLUINOKOW;

» BbIK/IKOYEH, TO pes3epBHas konua b6yaeTt pacnakoBaHa B Katanor
pacnakoBku 6e3 pa3BepTbIBaHUS.

Ecnv MpoeKT HasHauYeHNs 13 Cincka NPoeKToB He BblbpaH, TO A/18 BOCCTaHOBMe-
HUA ByAeT UCMONb30BaTbCA MPOEKT, 3af4aHHbIN B KOHOUIypaLMoHHOM baiine Ha
npokecu xocte!™.

B MapameTpbl BoccTaHOBNEHUA Ana moayna HaxmuTe [...] U onpegennte TOHKMe
HacTponKn moaynsa (cm. Mpunoxenne 1.B).

HaxXMnte OO6WMEe HACTPOMKM MoOAyna u, npu HeobxoAuMMOCTW, onpegenute
HaACTPOMKWN 411 MHOMOMOTOYHOrO BOCCTAHOB/IEHNA PEe3epPBHOM KOMUW.

Haxmute v/ NMpUMeHUTb 415 3aMyCcKa BOCCTaHOBNEHUA Pe3ePBHOMN KOMUK.

bypet co3naHa 3agayda BoccTtaHoBeHna PK B pasgene O‘JEPEAb 3agauv.

1.12.2. BoccTaHOB/I€HME pe3epBHbIX KONMUA N3 KOMaHAHOW CTPOKHU

[NA BOCCTaHOBNEHUA pPe3epBHbIX KOMUA BUPTYasbHbIX MaWWH nnatoopMbl BUPTYyanu-
3aumun Ha KnueHTte PK:

1.

[Mony4ynTe CNUCOK C naeHTUPUKaToOpaMmn pesepBHbIX KONUA BUPTYasbHbIX MaLLWH:

KomaHpa nonydeHns crnvcka pesepBHbIX KOMui ¢ nageHTnpukatopamm

rb_archives -1 openstack

BbinonHute 3aripocC Ha BOCCTaHOBJ1EHNE BMpTyaﬂbHOﬁ MallNHbI:

[puMep BocCcTaHOB/IEHUS BUPTYasibHON MaLLUUHbI U3 PEe3epBHOM KOMUWU C pa3BepThbiBaHWEM B NaaT-
¢popMe BuUpTyannsaymm

rb_archives \
-x <ID> \ ©
-d <restore_path> \ @
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1.13. O6HoBNEHNE

-e dd_block_size:10, ..,<param_name_n>:<param_value_n> &

@ VipeHTdMKaTOp BOCCTaHaBNIMBaEMON Pe3epPBHON KONUK

[NnA BOCCTaHOBNEHUA BUPTYanbHOW MalluHbl 6€3 pas3BepTbiBaHUS B
nnaTdopme BUPTYyanmnsaLmm UCrnosib3yeTcss apryMeHT -X.

@ MonHbIi NyTb A0 KaTanora pacnakoBKW Pe3epBHOM Konuu Ha npokcu-xocte!”

9 MapameTpbl Moayna CPK (cm. MNpunoxeHne 1.B)

[puMep BoCcCTaHOB/IEHUS BUPTYasibHON MaLLlnHbI N3 Pe3epBHOM Konun 6e3 pa3BepTbiBaHUSA B nNaaT-
popMe BUpTyannsaymm

rb_archives -X <ID> -d <restore_path>

1.12.3. NMpamoe BoccTaHOBJIEHUE

[MpssAMOe BOCCTaHOB/EHWE — BOCCTaHoOBMleHMe TomMoB BM n3 pesepBHOM KoOMuu 6es
MCNOJIb30OBaHNA BPEMEHHOIO KaTaJiora pacrnakoBKW.

MNpsAMoe BOCCTAHOB/IEHME OOCTYMNMHO B OKHE TOHKOM HacTPOMKN NPU BOCCTaAHOBMIEHUU
PK.

MpsAMoe BOCCTaHOBMEHME NPOUCXOAUT CNeayroLInM 06pasom:

1.
2.

Mopynb aHannsnpyeT nHpopmaumo o ToMax ucxogHom BM.

B nnaTdopMe BUPTyanu3aumm co3naroTcs ToMa Tpebyemoro pasmMepa B TpebyeMoMm
KONM4yecTBe ¢ aTpubyTamMm (UMs, onunucaHue 1 TUM ToMa), akTyanbHbIMUA Ha MOMEHT
CO3/,aHNSA NOJTHOW pe3epBHO KOMUM.

Co3sfaHHble TOMa MOAKYalTCa K npoken-xocTy™, B pesynbTtaTe B roctesoit OC
nosBNATCA 610YHbIE YCTPOMCTBA.

[aHHble ToMoB BM 13 pesepBHOM KOMUN pacrakoBbIBAOTCA HaNpsMyko B B10YHbIE
YCTPONCTBA, MUHYSA BPEMEHHbIN KaTasnor.

OrpaHunyeHus

[lna BCex pe3epBHbIX KOMUIM B LLeNoYKe MHKPEMEHTaNbHbIX Pe3epBHbIX KOMUK
HEe MOXEeT MEeHATbCA KONM4yecTso ToMOB BM.

Y ToMoB BM He MOXeT MeHATbCA pasmep, ID, ¢nar 3arpysku.

1.13. O6HOBNEHME

Mepen obHOBREeHMEM MoAyna Ha npokcu-xoctel” nnatdopmbl BUpTYanmsaumm o6HO-
BUTe naket knueHTa CPK RuBackup (cm. O6HoeneHne CPK).
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15 06HOBREHNs MOAYNSA Ha Npokcu-xocTe™ nnaTdopmbl BUPTYanusaLuu:

1. OcTaHoBuTe cepsuc knmeHTa CPK RuBackup:
sudo systemctl stop rubackup_client.service

2. N3 nankuy, roe pacnofio>XeH nNaket MoAayJsid, BblIMOMHUTE!
dpkg -i rubackup-openstack_<version>_amd64_signed.deb

roe <version> — HOMeEpP BEPCUUN MOAYNSA.

3. 3anycTtuTe cepsuc knmeHta CPK RuBackup:
sudo systemctl start rubackup_client.service

MNocne 06HOBNEHNS BbINOMHUTE HACTPONKY MOAYIIS.

Ecnvu [no o6HoBneHus Moayns 6bil U3MEHEH KOHOUIYPaLMOHHBIA  hain
MOAY/IA, TO MPU YCTAHOBKE HOBOWM BepCcUM Moayns nNpousonaeT obbeanHeHne
CTapbIX HACTPOEK C HOBbIMU, MPU 3TOM:

e CyllecTBYylLLME NapaMeTPbl COXPAHSAT CBOU 3HAYEHMS;
e HOBble 06sA3aTeNbHbIE NAapaMeTPbl HYXXHO B6yaeT 3amnoNHNTD;

e HOBble HeobsA3aTeNbHbIE napamMeTpbl MOXXHO 6y,u,eT 3arfoJIHUTb Mpun Heob-
XO4MMOCTMW.

1.14. YpaneHue
[ns yoaneHns Mogyns Ha npokcu-xocte™ nnaTdopmbl BUpTYanusaumu:

1. OcTtaHoBuTe cepBuc knneHta CPK RuBackup:
systemctl stop rubackup_client.service
2. YpanuTte moayrnb:
dpkg -r rubackup-openstack

3. 3anycTtuTe cepsuc knmeHta CPK RuBackup:
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MpunoxeHue A: KoHoUrypauunoHHbin pann moayns

systemctl start rubackup_client.service

NMpunoxxeHue A: KoHpurypaumoHHbin pann moayna

O6s3aTesNbHbIE K 3aMo/IHEHWIO NapaMeTpbl 0603HaYeHbl CUMBOOM K.

Tabnvya 2. MNapaMeTpbl KOHPUrypaLMoHHOro ganna /opt/rubackup/etc/rb_module_openstack.conf

MapameTp

identity_url %"

compute_url Bl

volume_url ™!

network_url 5]

image_url ]

project_id 5"
username XK
(61

password K

domain K"

OnucaHue
URL-agpec ansa goctyna K cepsucy Identity ona naeHTudmukaLmm nonb3osa-
Tens
Mo ymonyauuio http://<OPENSTACK_WEBUI_IP>:5000/v3/

URL-agpec ons gocTtyna K cepsucy Compute, npefocTaBnAloLWEro BblYMC-
NNTenbHble MOLWHOCTM ANS CO30aHUA BUPTYasbHbIX MallWMH W ynpaBneHus
nMmn

Mo ymonyauuio http://<OPENSTACK_WEBUI_IP>:8774/v2.1/<PROJEC
T_ID>/

URL-agpec gnsa goctyna K cepsucy Volume gna 6104YHOrO XpaHeHus gaH-
HbIX

Mo ymonyauuio http://<OPENSTACK_WEBUI_IP>:8776/v3/<PROJECT_
ID>/

URL-agpec gna goctyna K cepsucy Network gnsa ynpasneHnsa ceTamm

Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:9696

URL-agpec onsa goctyna K cepBucy Image ana BsanMogencTeusa ¢ obpa-
3amMm

Mo ymonuaHuio http://<OPENSTACK_WEBUI_IP>:9292

NaoeHTnoukaTop npoekTa nnatGopmbl BUpTYanmnsaumm

Mo ymonuaHuio <PROJECT_ID>

Nms pnst aBTopur3almm nonb3oBaTtens B naaTtdopmMe BUpTyanmsauum

Mo ymonuaHuio <user name>

Maponb Ans aBTopm3aLmm nonb3oBaTens B nnatdopmMe BUpTyanusauum

Mo ymonuaHuio <user password>

Mmsa pomMmeHa nnatdopMbl BUpTYyanusaumnm

Mo ymonuaHuio <domain name>
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MapameTp

timeout

rubackup-vm-id k™

admin_name[m

admin_password[m

admin_project_name

admin_project_domain_

name

enable_ssl
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Onucanue
MakcuManbHO ponycTumMoe BpeMsa BbiMonHeHMA REST-3anpocoB kK nnaT-
bopMe BUpTyanmsaumm B cekyHaax

Bo3MoO)XHbIe 3HaUEeHuUA 1-300

Mo ymonyaHuio 5
NoeHTnoukaTop BUPTYyasrbHON MallnHbI, HA KOTOPOW YCTaHOBMEH KNMeHT PK
RuBackup

Mo ymonuaHuio <vm id>

MmMa gna asTopmusaumm agMUHUCTPaTopa Ha nnaTdopme BUpTyanusauum
Mo ymonyaHuio <admin name>

TpebyeTcss Ansi BO3MOXHOCTM 3amnycka CKPUMNTOB BHYTPU BUPTYanbHOWM
MaLUMHbI B NpoLecce BbIMONHEHWUs 3af,a4M Pe3epPBHOr0 KOMMPOBaHMS

o [nA BO3MOXHOCTW pPEe3epPBHOr0 KOMUPOBAHUS BUPTYasbHbIX
MalUVH U3 Pa3sfIMyHbIX MPOEKTOB W AN BOCCTAHOBNEHUS BUPTY-
anbHbIX MaLUWH B 3TV NPOEKTbI y4YeTHasa 3anvucb agMUHUCTPaTopa
[lONTKHa MMeTb pPoNM admin M member B NnaTdpopme BUpTyanusa-

Lun.

Mapornb Ana aBTopmsaLnm agMUHUCTpaTopa Ha nnaTtdopmMe BUpTyanmsayum
Mo ymonyauuio <admin password>

TpebyeTcsi AN BO3MOXHOCTM 3anycka CKPUMNTOB BHYTPU BUPTYasbHOM
MaLUWHbI B MpoL,ecce BbINOIHEHUS 3a4a4M Pe3ePBHOM0 KOMMPOBaHUS

MIMAa agMUHUCTpaTopa NpoekTa nnatdopmMbl BUPTyaansaumm
Mo ymonyauuio NONE

Ecnn 3HauyeHue napamMeTpa He 3a[aHo, TO WUCMOoMb3yeTcA UaeHTUdMKaTop,
yKa3aHHbI B NapameTpe project_id

MMAa agMUHUCTpaTopa OMEHa NpoekTa Ha nnaTtdopme BupTyanmsauum
Mo ymonyauuio NONE

Ecnv 3HauyeHne napamMeTpa He 3afaHo, TO WUCMOoMb3yeTcA UaeHTUdMKaTop,
yKa3aHHbI B NapameTpe project_id

BkntounTtb npoBepky ssl-cepTudukatoB ana REST-3anpocos k nnatpopme
BUPTYyanunsauum

BO3MO)XHbIe 3HaYEHMS yes, no

Mo ymonyauuio no




MapameTp

ca_info

curl_verbose

curl_workers

script_transport

ssh_user

ssh_connection_timeou
t

ssh_key_file

region[m

MpunoxeHue A: KoHoUrypauunoHHbin pann moayns

Onucanue

MNyTb 0o kopHeBoro ssl-ceptudukarta knmeHta CPK RuBackup ¢ yctaHoB-
NeHHbIM MogyneM B dopmMaTte .pem npu UCronb3oBaHUN SSL coeanHeHns
(TpebyeTcs ykasaTb Npu 3Ha4YeHUN yes napameTpa enable_ssl)

Mo ymonyauuio <path to cert>

Mcrnonb3oBaHne oTnagkn REST-3anpocoB. [lo3BonseT npocmaTpuBaTbh
nogpobHyto nHpopmaumo o REST-3anpocax u oTeeTax

Bo3MoO)XHbIe 3HaUEHUA yes, no
Mo ymonyauuio no

0 PekomMeHAoyeM BKMKOYaTb HAaCTPOWMKY (3HauyeHWe yes) TOJSIbBKO C
Lenbo oTnagku npobnem npu B3anMogencTBnm Moayns ¢ nnat-
dopmon BupTyanmasumm depes REST API.

KonnyecTtso napannenbHbix REST-3anpocoB npu 3anpoce Crnmcka pecypcosB
Moayns

Bo3MO)XXHble 3HaYeHus 1-100

Mo ymonuaHuio 1

Tun TpaHcnopTa ANA OTApaBKK 3anpoca Ha BbINOSIHEHME CKPUNTOB B FrocTe-
Bonn OC pesepsupyemonn BM pgo/nocne cosgaHnsa CHUMKOB COCTOSHUA B
npoLecce pe3epBHOro KONMPOBaHNSA

Bo3MoO)XHbIe 3HaUEeHUA virsh, ssh

Mo ymonyaHuio virsh

MMsa nonbsoBaTensa gns TpaHcnopTa Tuna ssh

Mo ymonyaHuio rubackup_service_user

Bpems oxungaHua coegMHeHns ¢ TPaHCMOPTOM TuUna ssh (B cekyHgax)
Bo3MO)XXHble 3HaYeHus 1-300

Mo ymonuyauuio 5

MonHbIn NyTb A0 danna C NpPMBaTHbIM KHOYOM AnA 6ecrnaposbHOro nopg-
KNtoYeHus Kk BM yepes SSH

Mo ymonyaHuio /root/my_keys/my_key_file

JononHuTtenbHbIn NapaMeTp ANns asTopusauuu B nnatpopme BUpTyanusa-
L1 1 ons B3aMMogencTBus ¢ nnatpopmon yepes REST API

Mo ymonyaHuio NONE

3apaeTcs, ecnu B nnatdopmMe BUPTYanmnsaLumm NUCNob3yeTCa PErnoH He Mo
YMOYaHMO
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MapameTp

cinder_api_request_re
try_number

cinder_api_request_re
try_timeout

volume_creation_timeo
ut

snapshot_creation_tim
eout
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Onucanue

KonnuectBo noBTOpHbIX REST-3anpocoB K cepeucy Cinder nnatdopmbl,
KOTopble 6yAyT BbIMOSIHEHbI B Cllyyae, eCnun oT cepBuca bbln NoyyYeH oTeBeT
C oLumbKom

Bo3MoO)XXHble 3HaUYeHUA 0-10
Mo ymonyaHuio 0

Mpwn 3Ha4YeHUn 6 NoBTOPHble REST-3anpochkl He BbIMONHATCSA

Tam-ayT (B cekyHAax) mMexay noBTOpHbiMM REST-3anpocamu K cepBucy
Cinder nnatdopmbl, KOTopble BYAYT BbINOMHEHbI B Clly4ae, eCin OT cepBuca
Obl/1 NOSTyYEH OTBET C OLWNOKOM

Bo3MoO)XXHbIe 3HaYeHunA 1-600

Mo ymonyaHuio 1

BpeMms (B cekyHOax), B TeYeHMEe KOTOPOro MoAY/ b OXUAAeT Co3AaHNA TOMa
(nepexopa ToMa B COCTOsAIHME available ¢ MOMeHTa onpaBKK 3anpoca Ha ero
cosfaHve) B nnaThopme BUpTyanusaLum

Bo3MO)XXHble 3HaYeHus 100-600
Mo ymonyauuio 300

Ecnu Bpems, 3afaHHOe napamMeTpoM volume_creation_timeout, NCTEKIO C
MOMEHTa OTMpaBKK 3arnpoca Ha cosfaHne ToMa, 1 Npu 3TOM TOM He nepe-
Len B COCTOAHME available, To cCOOTBETCTBYHOLAA 3aadya Ha co3gaHume PK
3aBepLUINTCA C OLWNBKOM

Bpemsa (B cekyHpax), B TeyeHMe KOTOPOro MOAY/b OXWAaeT co3faHus
CH/MKOB COCTOfIHUSI TOMOB pe3sepBupyemMon BM (mepexoga CHMMKOB B
COCTOfIHWe available c MOMeHTa OnNpaBKK 3anpoca Ha X cosfdaHue) B Nnat-
bopmMe BUpTyanmsaumm

Bo3MO)XXHble 3HaYeHus 100-600
Mo ymonuaHuio 300

Mpy BbINOMHEHUN 3afayun pe3epBHOro KonuposaHwa BM mopynb oTnpas-
nseT OfHOBPEMEHHO HECKOJIbKO 3anpocoB (Mo KonuvyecTsy ToMoB BM) Ha
co3[jaHne CHMMKOB COCTOSAHNA TOMOB pesepsBupyemMon BM.

Ecnv BpeMms, 3afaHHoe napaMeTpoM snapshot_creation_timeout, UCTEKNO
C MOMEHTa OTnpaBKU 3anpoCOB Ha coO3faHWe CHUMKOB COCTOSHUA, U Npwu
9TOM CHUMKM HE Nepewnn B COCTOsAHWe available, To cooTBeTCTBYyIOLLAA
3ajayva Ha cospgaHune PK 3aBeplumTcs ¢ owmbKomn




MpunoxeHue A: KoHoUrypauunoHHbin pann moayns

MapameTp OnucaHve

volume_attachment_tim BpeMms (B cekyHAax), B TeYeHne KOTOPOro MoAyfb OXWUAaeT NMoAKIoYEeHNS
eout ToMa (nepexoga ToMa B COCTOsIHME in-use C MOMEHTa OMpaBKM 3anpoca Ha
€ro NnoJKoYeHne) K BUpTyanbHoO MalliMHe B nnatdopmMe BUPTyanm3auum

Bo3MoO)XXHble 3HaUYeHUA 100-600
Mo ymonyaHuio 300

Ecnv Bpems, 3afaHHoe napaMeTpoM volume_attachment_timeout, UCTEKNO
C MOMEHTa OTMpaBKK 3anpoca Ha NoAksoYeHne ToMa K BM, n npu atom
TOM He nepelwen B COCTOsHME in-use, TO COOTBETCTBYKLWAA 3agada Ha
co3faHune unm BoccTaHoBrieHne PK 3aBepLlumnTcs ¢ oWMbKon

lMpumep NMCTUHra KOHPUrypaLmnoHHoro ¢avina /opt/rubackup/etc/rb_module_openstack.conf

Description variables

Symbol "#" at the beginning of the line treats as a comment
"#" in the middle of the line treats as a parameter value

So please do not use comments in one line with parameter
Mandatory parameters

Get config URLs at
https://<OPENSTACK_WEBUI_IP>/dashboard/project/api_access/

# or https://msk.cloud.vk.com/app/<PROJECT>/project/endpoints
#identity_url http://<OPENSTACK_WEBUI_IP>:5000/v3/

URL to the compute service, optional

compute_url http://<OPENSTACK_WEBUI_IP>:8774/v2.1/<PROJECT_ID>/
URL to the volumev3 service, optional

volume_url http://<OPENSTACK_WEBUI_IP>:8776/v3/<PROJECT_ID>/
URL to the network service, optional

H OH HF O H OH

Network URL must be provided without version in path
network_url http://<OPENSTACK_WEBUI_IP>:9696

Image URL must be provided without version in path
image_url http://<OPENSTACK_WEBUI_IP>:9292

#project_id <PROJECT_ID>

# User name on behalf of which the API requests will proceed

H OH H O H OH H OH B H

#username <user name>

# Password to be used with 'username' to authenticate in API

#password <user password>

# Domain name to be used with 'username' and 'password' to authenticate
# in API

#domain <domain name>

# REST operations timeout, seconds

# minimum 1, maximum 300, default 5

#timeout 20

# ID of VM in Openstack platform where current module is deployed - can
# be obtained from instance info in WEB GUI
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#rubackup-vm-id <vm id>

#it

## Optional parameters:

# Admin user account info of OPENSTACK is required to run scripts
# dinside the target VM

#admin_name <admin name>

#admin_password <admin password>

#

## Name of admin's project, optional

## If this value is not set, project_id value will be used instead as
#admin's project admin_project_name NONE

## Name of admin's project domain, optional
#admin_project_domain_name NONE

#

# If certificate info is not specified the module will connect to API
# w/o certificate verification

#enable_ssl no

#ca_info <path to cert>

# Turn on debug of REST requests

#curl_verbose no

## Amount of parallel workers for REST requests

# min 1, max 100, default 1

#curl_workers 1

#it

## Transport to execute remote scrips: before_backup, after_backup
# possible values: virsh, ssh

# default value: virsh

#script_transport virsh

#it

## User name for ssh transport

#ssh_user rubackup_service_user

## Connection timeout for ssh transport, seconds

# minimum 1, maximum 300, default 5

#ssh_connection_timeout 30

## ssh key file for ssh transport, full path only!

#ssh_key_file /root/my_keys/my_key_file

# Project's region, optional

#region NONE

## Number of retry attempts for cinder API requests in case of negative
#response from API

# minimum O, maximum 10, default ©
#cinder_api_request_retry_number ©

## Value of a timeout in seconds to wait for between retry requests to
#cinder API in case of negative response from API

# minimum 1, maximum 600, default 1
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#cinder_api_request_retry_timeout 1

## Timeout for creating volumes in openstack platform, seconds

# minimum 100, maximum 600, default 300

#volume_creation_timeout 300

## Timeout for creating snapshots in openstack platform, seconds
# minimum 100, maximum 600, default 300
#snapshot_creation_timeout 300

## Timeout for attaching and detaching volumes in openstack platform, seconds
# minimum 100, maximum 600, default 300
#volume_attachment_timeout 300

#

# Variables value

identity_url

project_id

username

password

domain

rubackup-vm-id

NMpuno)xeHue b: TOHKNEe HACTPOUKMU OISl pe3epPBHOro
KOMNUpOoBaHUA

B Ttabnuue onucaHbl TOHKME HAacTPOMKM MoAOyns ANA pPe3epBHOro KONMPOBaHUA (CM.
Pazpen 1.11.1).

Tabnuya 3. ToHkmne HacTporikn mogynsa OpenStack gnsa pe3epBHOro KonupoBaHWs
MapameTp OnucaHue

script_before_snapsho T[lofHbIA NyTb K CKPUNTY Ha pe3epBMPYEMOI BUMPTYanbHON MallMHe, KOTO-
t pblil 6yAeT BbIMOMHEH nepefs Co3haHNeM CHYMKa COCTOSIHUSI TOMOB AaHHOM
BMPTYasibHON MaLLUHbI

Bo3MoO)XXHbIe 3HaYeHuUsA path

Ecnv BbINONHEHWe CKPWUMTa 3aBeplINTCA HeyAayHo WM Mo yKasaHHOMY
nyTW CKPUNT ByaeT OTCYTCTBOBATb B rocTeBoit OC pe3epBUpyemMoit BUPTY-
anbHOM MallKHbI, TO 3afa4a Ha pe3epBHOE KOMMPOBaHME 3TON BUPTYasbHOWM
MaLUVHbI 3aBEPLUMUTCS C OLIMBKOWA.

[0na ucrnonb3oBaHWA MapamMeTpa npeaBapuTeNlbHO BbINOSHUTE AENCTBUS,
onuncaHHble B pasgene Pasgen 1.10.3
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MapameTp OnucaHue

script_after_snapshot T[lofHbIA NyTb K CKPUMNTY Ha pe3epBMPYEMON BUPTYanbHON MallMHe, KOTO-
pblil 6yAeT BbIMOMHEH MOC/e CO3A4aHUS CHUMKA COCTOSIHUS TOMOB AaHHOM
BMPTYaslbHON MaLLUHbI

Bo3MoO)XXHbIe 3HaYeHusA path

Ecnv BbINONHEHWe CKPWUMTa 3aBepLUINTCA HeyAayHo WM Mo yKasaHHOMY
nyTU CKPUNT ByaeT OTCYTCTBOBATb B rocTeBoit OC pe3epBupyeMoi BUPTY-
anbHOM MallKHbI, TO 3afa4a Ha pe3epBHOE KOMMPOBaHME 3TON BUPTYasnbHOWM
MaLUVHbI 3aBEPLUNTCS C OLIMBKOWA.

[Ona ucrnonb3oBaHWA MapamMeTpa npeaBapuTeNlbHO BbINOSHUTE AENCTBUS,
onucaHHble B pasgene Pasgen 1.10.3

execution_script_time Bpemsa B cekyHOax, B TeUYeHne KOTOporo Moaynb RuBackup 6ypet oxungaTb
out BbIMNONIHEHUSA CKPUMTOB BHYTPWU BUPTYasrbHOW MalUMHbI A0 U NOC/ie co3faHns
CHWMKa COCTOSIHUA TOMOB BUPTYasibHOM MaLUUHBbI

Avana3oH 3HayeHuit 1-600
Mo ymonyaHuio 5

Ecnv Bpems, 3afaHHOE NapaMeTpoM execution_script_timeout BbIWO, HO
BblMONHEHME cKpunTa B rocteson OC pesepBUpyeMoin BUPTYyasbHOM
MaLLUMHbI eLle He 3aBepLUnsIoCh, TO 3aja4a Ha pe3epBHOe KOMMpoBaHue BUpP-
TyanbHOW MallUHbl 3aBEPLUNTCA C OLIMBKOMN

[na ucrnonb3oBaHWA MapamMeTpa npeaBapuTeNlbHO BbINOSHUTE AENCTBUS,
onucaHHble B pasgene Pasgen 1.10.3

KHonka OK coxpaHaeT HacTPOUKN.

KHonka 3HayeHus no YMOJTYaHMIO O4NLLAeT NapaMeTpbl N UCNOJIb3yeT AJid HNX 3Ha4ye-
HNA MO YMOJTYaHUIO.

NMpuno)xeHue B: TOHKMe HaCTPOUKU ANNa
BOCCTaHOBJ/IEHUS1 pe3epBHON KONUu

B Tabnuue onncaHbl TOHKNME HAaCTPOWMKM MOAYNSA TOHKME HAaCTPOMKW MoAayna Ana BOC-
CTaHOBJIeHMA pe3epBHOM Konum (cM. Pasgen 1.12.1).

Tabnuua 4. ToHkne HacTpoukn Moy na OpenStack 4711 BOCCTaHOB/IEHUSA Pe3epPBHOM KON
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MapameTp

Ucnonb3oeaTtb
HacCTpPOWKU NO ymonya-
HMIO

dd_block_size

enable_direct_restore

keep_original_vm_nam
e

MpunoxeHune B: TOHKME HAaCTPOWKK AN151 BOCCTAHOBNEHUS PE3EPBHOM KOMnK

Onucanue

Mcrnonb3oBaHne 3HaUYeHU Mo yMOSTYaHWo
Bo3MO)XXHble 3HaueHus true, false
Mo ymonuyaHuio true

Mpwn 3HavYeHun:

e true A4NA NapaMeTPOB UCMOJb3YOTCS 3HAYEHUS MO YMONYaHUIO;
o false 3HauYeHMWs NapaMeTPOB MOXHO U3MEHUTb.

Pasmep 6noka gna yTunuTbl dd Npu onepauuax BOCCTAHOBNEHMSA (B Mera-
bainTax)

Avana3oH 3HayeHuit 1-100

Mo ymonyaHuio 5

Pazpen 1.12.3 TomoBs BM
Bo3MO)XXHble 3HaueHus true, false
Mo ymonuaHuio true

Mpw 3HayeHMn true BOCCTaHOBJIEHNEe TOMOB BM 13 pe3epBHON KOMum nNpo-
ncxoguT 6e3 UCnosib3oBaHNA BPEMEHHOMO KaTasora pacnakoBKu.

MapameTp dd_block_size He yunTbiBaeTcA (dd He MCnonb3yeTcs)

OnpepenseT, COXpaHATb NN UMSA BOCCTaHaBnuBaemon BM, ecnu B nnat-
dopmMe BUpTyanusaumm yxe cyuiectesyet BM ¢ TakuM MeHeM

Bo3MoXHble 3HaYeHUsl true, false
Mo ymonyaHuio false

Mpn BOCCTaHOBNEHMM BbIMOSIHAETCA NPOBEPKa HanMums B niathpopme BUp-
Tyanusaumm UCXO4HOM BUPTYasibHON MaLUUHbI.

Ecnu B nnaT¢opMe BNUPTYyain3aunmn CyulecTByeT BI/IpTyaJ'IbHOIZ MallnHa C
MMEHEM, KaK y BOCCTaHaBNMBaeMOM, TO NPU 3HAYEHUU:

e true BM 6yget ynaneHa ns nnatoopmbl BUpTyanmsauun. byget cosgaHa
HOBas BUPTyanbHaa MallMHa C AaHHbIM UMEHEM;

o false K umMeHn BM u3 nnatdopmbl BUpTyanusauum bypnet pobasneH
noctukc. bygeT cosgaHa HoBasa BM ¢ nmeHeM ncxogHowm BM.

o Ecnu onpegeneH napameTp new_name, TO 6yAeT NpoBepsAThbCS
MMS M3 3TOro NapameTpa.

311356




OpenStack

MapameTp

network_uuid

fixed_ip

image_uuid

new_name
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Onucanue

NpeHTudmkaTop BMPTYanbHON ceTu B nnaTdopme BUPTyanmsauun, K KoTo-
por 6yaeT nofkkoYeHa BOCCTAHOBNEHHAsA BUPTYyanbHasa MallnHa

Bo3MoOXHble 3HaYeHUs! <ID>, ORIGINAL
Mpwn 3HavYeHun:

e <ID> mncnonb3yeTtcs Bbl6paHHbII7I N3 CMNnNCKa I/I,D,eHTI/IdJVIKaTOp ceTn,

e ORIGINAL MCNonb3yrTCA UOEHTUOUMKATOPbI CYLECTBYIOLWMX CeTeln, K
KOTOpbIM Oblfla MNOOKNKYEHa WCXOOHaA BUPTyalbHaa MallMHa Ha
MOMEHT pPEe3epBHOro KonumpoBaHus. [onkHa cyulecTBOBaTb XOTSA Obl
OfHa ceTb, WHA4Ye BOCCTAHOB/IEHWE PE3EPBHOM KOMUWN 3aBEPLUNTCA C
OoLMBKON.

o MapameTp o6si3aTeneH K 3anoJfIHEHWIO, eC/M 3a[aHO 3HayeHue
napamMeTpa fixed_ip.

®dunkcmpoBaHHbIn IPv4 appec, KOTOpbIM OyaeT HasHayeH ceTeBOMY apan-
Tepy BUPTYyanbHOM MalLMHbI, CO34aBaeMom B npouecce BoccTaHoBneHnsa PK

MoeHTnoukatop obpasa OC B nnatopme BUPTyanmsauum, ¢ KOTOPbIM
OypeT accoummpoBaTbCA BOCCTaHaBMBaeMbIn TOM. TpebyeTca npu cospa-
HMW 3arpy304HOro gucka

Bo3MoO)XHbIe 3HaYeHusA <ID>, ORIGINAL

Mpn cospgaHnMM 3arpy304YHOro Aucka npu 3HadeHuun: * <ID> MCMONAb3yeTcs
BblOpaHHLIN U3 cnucka naeHTudmnkaTop obpasa OC; * ORIGINAL MCNOMb3y-
eTca ngeHTudukaTop obpasa OC, ¢ KOTOPbIM ObINT aCCOLUNPOBAH 3arpy3o4-
HbIN OUCK UCXOAHOWM BUPTYanbHOW MalUMHbl HA MOMEHT PEe3epBHOr0 Konu-
poBaHusa. Ecnn obpas oTCyTCTBYET, TO BOCCTAHOBNEHMNE PE3EPBHON KOMnu
3aBepLUINTCA C OLWNBKOM

HoBoe uMsi, C KOTOPbIM BUPTYyarnbHaa MallnHa 6yaeT BOCCTAaHOB/EHA
Mo ymonyaHuIo MCNoNb3yeTCsa MMSt UCXOLHON BUPTYanbHON MaLUVHbI.

Ecnn 3HayeHue napameTpa onpefenieHo, TO B KayecTBe WMeHW 6ypeT
NCNob30BaTbCH 3TO 3HaYEHMe




MapameTp

remove_volumes_at_re
store_failure

server_group_id

flavor_id

MpunoxeHune B: TOHKME HAaCTPOWKK AN151 BOCCTAHOBNEHUS PE3EPBHOM KOMnK

Onucanue

OnpepgensieT, 4yTO fenaTb C TOMaMu, KOTopble BbIiv co3faHbl B nnaTtoopme
BUpTYanusaumm B npouecce pacnakoskn PK Ha ysen CPK RuBackup, ecnu
Ha ¢MHanNbLHOM pase nocne pacnakoBKyM NPousoLLlsia ownbka

Bo3MoO)XXHble 3HaUYeHUA true, false
Mo ymonyaHuio false
Mpwn 3HavYeHun:

e true TOM, KOTOpbIA Bbls1 co3gaH B nnatdopme BUpTyanusauuu, byget
yganeH ns nnatdopmbl BUpTyanmsauuu;

o false TOM, KOTOpbIN 6biN co3gaH B nnatdopMe BUPTyanmsauum, octa-
HeTcs B nnatdopMe BUPTyanmsauum.

OnpepenaeT naeHTMPUKATOP CEpPBEPHON rpynnbl, B KOTOpy ByaeT nome-
LeHa BOCCTaHaBIMBaeMasi BUpTyasibHasi MallWHa

BoO3MOXKXHbIEe 3HaYEeHUs <ID>, NONE, ORIGINAL
Mpwn 3HavYeHnn:

o <ID> BoccTaHaBnueaemas BM ByaeT nomelleHa B CepBepHyo rpynmny,
WAEHTUPUKATOP KOTOPOW BbIOpaH B KayecTBe 3Ha4yeHuUs O/ OaHHOro
napameTpa BOCCTaHOBNEHUA. ECnn cepBepHas rpynna oTCcyTCTBYET, TO
BOCCTaHOBJIEHNE Pe3EepPBHOMN KOMNUN 3aBEPLUMTCS C OLLUMOKONR;

e ORIGINAL BoccTaHaBnmBaemMas BM 6ypeT nomeweHa B CepBEPHYHO
rpynny, B KOTOPOW Haxoawunacb ucxogHas BM Ha MOMEHT pesepBHOro
KonvpoBaHuAa. Ecnu cepBepHas rpynna oTCyTCTBYeT, TO BOCCTaHOB/e-
HWe pe3epBHON KOMWUK 3aBEPLUMTCS C OLLIMOKOR;

» NONE BOccTaHaBnvMBaemMmas BM He BypeTt nomelleHa HU B OfHY cepBep-
HYIO rpynny.
NpoeHTuounkaTop wabnoHa KoHOUrypaumm, KoTopbin 6yaeT NpUMEHEH K BOC-
CTaHaBAMBaeMoW BUpPTyanbHOM MallmnHe. LLabnoH onpegenseTr KOANYECTBO
npoLeccopoB, ob6beM onepaTMBHON MaMATU U TOMOBOrO MPOCTPaHCTBA,
BblAeNsieMbIX BUPTYyanbHON MalLMHe

Bo3MoO)XHbIe 3HaUEeHUnA <ID>, ORIGINAL

Mpu 3Ha4YeHUn: * <ID> 6GygeT NpMMeHeH WabnoH KoOHoUrypaummn, naeHTnoun-
KaTop KOTOpOoro BblbpaH B KayecCTBe 3HAYeHWA ANA [aHHOro napameTpa
BOCCTaHOBMEHMS; * ORIGINAL OyaeT npuMMeHeH wWwabnoH KoHdurypauum,
KOTOPbIN 6bl1 NPUMEHEH K BUPTYasibHOM MallMHE Ha MOMEHT pPe3epBHOro
KonupoBaHua. Ecnu wabnoH KoHoUrypaumm oTCyTCcTBYeT, TO BOCCTaHOB/e-
HUe pe3epBHON KOMWUK 3aBEPLUMTCS C OLLUNOKON.
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MapameTp OnucaHue

volume_type_id NoeHTUdUKaTop TMNa TOMa, C KOTOPbIM cneayeT co3aaTh HOBbIN TOM
Bo3MO)XXHble 3HaueHus <ID>, ORIGINAL
Mpw 3Ha4YeHUn:

e <ID> HOBbIN TOM 6ygeT co3faH C TUMOM, WAEHTUOUKATOP KOTOPOro
BbiOpaH B KayecTBe 3HauyeHus O JaHHOro napamMeTpa BOCCTaHOBIe-
HUSA;

¢ ORIGINAL HOBbIN TOM 6y,u,eT CcO34aH C Tunom, KOTOprVI ncnonb3oBalsica
Ha MOMEHT pe3epBHOro KonmpoeaHWa Toma. Ecnu Ttun TomMa OTCyT-
CTBYET, TO BOCCTaHOBJIEHNE pesepBHO|7| KOMnn 3aBepLllInNTCA C OLUNBKON.

server_availability_zon [losBonset BbibpaTb 30HY gocTynHocTK (availability_zone)

e_hame
BoO3MOXHbIEe 3HaYEeHUs <ID>, ORIGINAL

Mpn 3Ha4YeHnn:

¢ <ID> BOCCTaHOBJIEHME NPON3ONLET C 30HON JOCTYMHOCTU, UAEHTUDUKa-
TOp KOTOPOM BbIGpaH B KayecTBe 3HAYeHUs OS89 AaHHOrO napameTpa
BOCCTaHOBJ/IEHUS;

e ORIGINAL BOCCTaHOBJ/IEHME NPOM30MNLET C 30HON JOCTYMHOCTU, KOTOPas
ncrnonb3oBasiacb Ha MOMEHT pe3epBHOro konuposaHusa BM. Ecnu 30Ha
OOCTYMHOCTU OTCYTCTBYET, TO BOCCTAHOBJIEHVWE pPEe3epBHOM Konuu
3aBepLUMTCA C OLLINMBKON.

[1] Bes ycTaHOBKM [ONONHUTENBHBIX KOMMNOHEHTOB RuBackup Ha BUPTYanbHYH MallUHY, pe3epBHOE KOMMPOBaHMe KOTOPON Heobxo-
AVIMO BbINOSTHUTb.

[2] TpebyeTca Tonbko ANs GyHKLMOHANa 3anycka ckpunTtos B roctesont OC pesepBupyemort BM.
[3] BupTyanbHasa MalumMHa, Ha KOTOPOW pa3BepHYTbl KNIMEHT pe3epBHOro konupoBaHms RuBackup n mogyne OpenStack.

[4] CkpunT He BXOAUT B KOMMEKT MOCTaBKM W SBNAETCA AOMNOSHUTENbHOW OMUMOHANbHON BO3MOXHOCTbIO, CO34aHMe KOTOPON
obecrneunBaeT 3aKasumk.

[5] Ona nony4yeHnsa gaHHbIX BOCNONb3yhTeCh Beb-nHTepdericom nnatdopmsl BupTyanmsaumm OpenStack.

[6] 3anpocuTe AaHHble Y agMUHUCTpaTopa nnaTdopMel BUpTyanusauumn OpenStack.
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2.1. HasHauyeHne

Fnaea 2. OTaenbHble ToMa OpenStack

2.1. HasHauyeHue

PesepBHOE KonMpoBaHMe TOMOB (guckoB) nnaTdopmbl BUpTyanusaumm OpenStack Bep-
cun 2023.1 (Antelope), 2023.2 (Bobcat) n Zed BbINOMHAETCA C MOMOLLbLIO MOAYNSA
OpenStack Volume, Bxogsuwiero B coctaB CPK RuBackup.

2.2. Pe3epBupyembie faHHble

Pe3epBHOE KOMMPOBaHWE BbIMONHAETCA AN OTAENbHbIX TOMOB MaaTopMbl BUPTyanu-
3auun.

2.3. Tunbl pe3epBHOro KONMpPoBaHUNA

Moaynb noALepXXMUBaeT creayrolme Tunbl Pe3epBHOro KOMUMPOBAHUA OTAENbHbIX
TOMOB nnachopr| BUPTYanln3ayunn:

e MOJIHOE,
e WHKpPEMEHTarbHoe,

e andpodepeHUnanbHoe.

2.4. Tunbl BOCCTAHOBJ/IEHUA A aHHbIX

Mogaynb NoAAep>XmnBaeT MosiHoe BOCCTaHOBEHE OTAENbHbIX TOMOB NiaThopMbl BUP-
Tyanusauum c pasBepTbiBaHNEM 1 6e3 pa3BepTbiBaHMA Ha LLeNIeBOM pecypce.

2.5. Cnoco6bl pe3epBHOro KoONMpoBaHusa

Mogynb Noanep>XXnUBaeT pe3epBHOe KOMMpoBaHMWe OTAeNbHbIX TOMOB niatdopMbl BUP-
Tyanusayum C nomoLlbio: * npunoxeHun: MeHepkep apmuHucTpatopa RuBackup
(RBM) (pekomMmeHayeMblit cnoco6), Tucana, ** MeHepxep knveHTa RuBackup (RBC), *
YTUINT KOMaHLHOM CTPOKW.

B aTOM OOKYyMeHTe npuBeaeHbl MHCTPYKLUUK N0 co3gaHmo PK C MOMOLLLIO NPUNOXEHUS
MeHnemxxep agmuHmncTpaTopa RuBackup (RBM) (cm. Pazgen 2.11.1) 1 yTUAUTblI KOMaHA4-
HOM CTPOKWU rb_archives (c™m. Pasgen 2.11.2).

2.6. CnocoO6bl BOCCTAHOBJIEHUA A aHHbIX

Moaynb noggepXxuBaeT cregyrouime crocobbl BOCCTAHOBMIEHMA OTAESbHbIX TOMOB
nnatdopmbl BUPpTyanmsaLmm N3 pesepBHbIX KOMUN:

¢ LleHTpannsoBaHHOEe BOCCTAHOB/IEHUE C MOMOLLbHO:

3513 56



https://docs.rubackup.ru/Terms/2.7.0.0.0/#fc083237-e9fb-4d45-b972-c94838989cbc
https://docs.rubackup.ru/Terms/2.7.0.0.0/#bb2e94c5-9e52-46b2-abdd-a83033816a9d
https://docs.rubackup.ru/Terms/2.7.0.0.0/#a3998f56-14a9-4bc9-84ed-03367722b527
https://docs.rubackup.ru/Terms/2.7.0.0.0/#fb0c58d7-e2f8-4f18-bb3f-7a2a8c5215e2
https://docs.rubackup.ru/RBMManual/2.7.0.0.0/
https://docs.rubackup.ru/RBMManual/2.7.0.0.0/
https://docs.rubackup.ru/TucanaGuide/2.7.0.0.0/
https://docs.rubackup.ru/RBCManual/2.7.0.0.0/
https://docs.rubackup.ru/Cli/2.7.0.0.0/
https://docs.rubackup.ru/RBMManual/2.7.0.0.0/
https://docs.rubackup.ru/Cli/2.7.0.0.0/rb_archives/

OpenStack

o MPUNOXEHUN:
» MeHepxep agmuHmucTpaTopa RuBackup (RBM) (pekoMeHayeMbin cnocob),
= Tucana,

o YTUNUT KOMaHOHOW CTPOKMW.

e JloKkanbHOe BOCCTAHOBJ/IEHME Ha KJIMEHTE pe3epBHOro KOMMPOBaHMA C MOMOLLLbIO:
o npunoxeHna Mexegxkep knmerTta RuBackup (RBC),
o YTUINT KOMaHOHOW CTPOKMU.
B aTOM [OOKyMeHTe npuBefeHbl MHCTPYKLUUM MO BOCCTaHOBNeHMO PK C nomoubro

MeHeppxep agmuHncTpaTopa RuBackup (RBM) (em. Pazgen 2.12.1) n yTUNUTbI KOMaHA-
HOW CTPOKM rb_archives (cM. Pasgen 2.12.2).

2.7. KoMnneKkT nocTtaBKu

OuncTtpubyTtnB Mopyna nocrtaeBnaetcA B Buae deb-naketa € MMeHeM rubackup-
openstack-vol_<version>_amd64_signed.deb,rge <version> —HoOMep BepCcUMnocrTas-
nsemMoro Mmogyns.

MNakeT AOCTYMeH ans cKaumBaHus Ha odunymanbHOM cante
https://www.rubackup.ru/go/.

2.8. CuctemMHble TpeboBaHunA

[lns pes3epBHOro KONUPOBaHUA U BOCCTAHOBNEHUSA OTAE/MbHbIX TOMOB NAaTGopMbl BUP-
Tyannsayum OpenStack ¢ nomouwbto Moaynsa OpenStack Volume Ha y3ne HeobxoanMmbl:
e nnatdopma BupTyanmsaumm OpenStack ogHoOM U3 Bepcui:
o 2023.1 (Antelope);
o 2023.2 (Bobcat);
o Zed;
e Ha OAHOWN NN HECKONbKUX BUPTYanbHbIX MalLMHaX:
o 0fHa M3 64-6UTHbIX ONEPaLMOHHbIX CUCTEM:
» Astra Linux 1.7;
« Ubuntu 18.04;
= 20.04;
= Debian 10;

o KJIMEHT pe3epBHOro konnposaHusa RuBackup.
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2.9. YcTaHoBKa

BupTyanbHaa MalunHa, Ha KOTOPYH YCTaHaB/IMBAOTCH KIMEHT pe3epBHOro KONuMpoBsa-
HMA RuBackup n mogynb OpenStack Volume, BbiCTynaeT B KayecTBe MPOKCU-XOCTa ANs
pe3epBHOro KOMMPOBaHMA OTAENbHbIX TOMOB MNaTGOpPMbl BUPTYyanumsauuu.

[na ynpaBneHus pe3epBHbIM KOMUPOBaHMEM W BOCCTaHOBNEHWEM OTAESNIbHbIX TOMOB
nnaTdopmbl BUPTyanMsaumm pekoMeHayemMm UCnosib3oBaTb NporpaMmMHoe obecrnedyeHune
MeHepXxep agMuHmncTpaTtopa RuBackup (RBM).

2.9. YcTaHOBKaA
[ns ycTaHoBKM Moaynsa Ha npokcu-xocte” " nnatdopmbl BUPpTYyanusauuu:

1. OcTtaHoBuTe cepsuc knneHTa CPK RuBackup:
systemctl stop rubackup_client.service
2. N3 nanku, rae pacrnosioXXeH nakeT MOAY/SA, BbIMOSHUTE:
dpkg -i rubackup-openstack-vol_<version>_amd64_signed.deb

roe <version> — HOMEpP BEPCUUN MOAYNSA.

Mocne YCTaHOBKMH BbIMOJIHUTE HaCTpOIZKy MoAayns.

2.10. HacTpoiuka
Mocne YCTaHOBKU MOAY 1A BbIMOJIHUTE:

1. MoAroTOBKY AaHHbIX AN NOAKAYEHUA MOAY A K NnaTdopme BUPTYyanmsaunm.
2. HacTpoiiKy noaknoyYeHns Moayns K nnatoopme BUpTyanmsaumm.

3. lpoBepKy yCNeLwWwHOCTN YCTaHOBKN U HACTPOUKN MoayNs.

2.10.1. NoarotoBKa AaHHbIX AN NOAKIOYEeHUA MOAYNA K nnaTtdpopme
BUPTYyanuMsauum

MpeaBapuUTeNnbHO NMONyyYnuTe y agMMHUCTpaTopa nnathopMbl BUPTyannsaumm y4YeéTHble
[aHHble Nonb3oBaTens v cospaiiTe npokcu-xoct: " (pasBepHUTE KMEHT peseps-
HOro KOMMPOBaHMA U MOAY b Ha BUPTYyanbHOW MallnHe) B nnaTdopmMe BUpTyanmsaumm B
COOTBETCTBMUN C CUCTEMHbIMU TpeboBaHNAMU (CM. Pazgen 2.8).

MogroToBbTe AaHHbIe OS19 HACTPOWKK NOAKMOYEHNA MOAYNSa K niaTtdopMe BUpTyanu-
3auun no REST API:

1. ABTOPU3YNTECH C YYETHBIMU OaHHbIMW MNONb30BaTeNA B NiaTdopmMe BUPTyanusaumm
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yepes Beb-nHTepdenc no agpecy:

https://<0penStack_WEBUI_IP>/dashboard/project/api_access/

roe <OpenStack_WEBUI_IP> — agpec nnaTtdopmbl BUpTYyanmsauumn.

2. MNepengute B pasgen MpoekTt - Aoctyn K APL

3. CoxpaHuTe gna cebs:

o

URL-agpec gnsa gocTtyna K cepsucy Identity ona ngeHtndukaumm nonb3oBaTens;

[e]

URL-agpec ans pocTtyna K cepsucy Compute, NpefocTaBnsoWero BblYMCN-
TeNbHble MOLLHOCTU ANA CO3AaHMA BUPTYanbHbIX MAaLIVH U YNPaBIEHUS UMU;

[o]

URL-agpec gna goctyna K cepsucy Volume gna 6/104HONO XpaHEHUSA AaHHbIX;

[e]

URL-agpec gns gocTtyna K cepBucy Image ons B3auMogencTeums ¢ obpasamu.

4. MNepengute B pasgen Npoekt - BbluncnutenbHblie pecypcbl -> UHCTaHCHI.

5. HaxxMunte Ha nMmAa BUpTyanbHOM MawwuHbl. MponsongeT nepexon B pasgen fletanu
BUPTYyaNnbHOM MaLUUHbI -> BKnagka 063op.

6. CoxpaHuTe ansa cebs ngeHTUdMKaTop BUPTYyasnbHOM MallWHbI, HA KOTOPOW YCTaHOB-
neH knneHTt PK RuBackup.

7. MNMepengnte B pasgen UpeHtudukauyusa > NMpoekTbl.
8. CoxpaHuTte ans cebs:

o UMSA Nonb3oBaTensa niaaTteopmbl;

o Maposib Nosib3oBaTensa NnaTeopmbl;

o ngeHTuomKaTop npoekTa nnaTtPopmsl;

o UMSA goMeHa nnaTtpopmbl.

2.10.2. HacTpoiika noaknouyeHus Moayna K nnatdopme BupTyanusayum

[Ona nogknroyeHna Moayna K nnatoopme BupTyanusaumm yepes REST API:

1. HacTponTe obs3aTenbHble NapaMeTpbl B KOHOUIYypaLMOHHOM Garie Moayns.

2. MepesanyctuTte cepsuc knneHta CPK RuBackup:

systemctl restart rubackup_client.service

2.10.3. Pe3ynbTaTbl yCTAaHOBKU U HACTPOMNKU
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2.11. PesepBHOEe KoNnpoBaHue

CTpyKTypa yCTaHOBJNIEHHOro NakeTa

B pe3ynbTaTe yCTaHOBKM NakeTa MOAyNs B cuctemy byayT AobasneHbl ¢ainbl, npuse-
[eHHble B Tabnuue:

Tabnuya 5. lNepeyeHb ycTaHaB/IMBAEMbIX B CUCTEMY ¢alisioB

PacnonoxeHue HasHaueHue
/opt/rubackup/etc/rb_module_openstack_vol.co KoHpurypaumoHHbsln dann moayns
nf
/opt/rubackup/modules/rb_module_openstack_vo McnonHaemMblin dann moayns

1

nposepKa YCNewHOCTU YCTaHOBKH
- [naBa 1]

[ns nposepku paboToCMOCOBHOCTM MOAYAA BbINOAHUTE Ha npokcu-xocTe
KOMaHay:

/opt/rubackup/modules/rb_module_openstack_vol -t

06 ycnemHon YCTaHOBKeE U HaCTpOIZKe MOOynA TakXe cBugeTenbCTByeT 3afnncb O ero
yCMNewHon npoBepKe KIMEHTOM pPe3epBHOro KonmpoBaHuA (.. module 'OPENSTACK
Volume' was checked successfully) B XYpHane cobbiTnn
/opt/rubackup/log/RuBackup.log.

Ecnn B XypHane cobbiTuin /opt/rubackup/log/RuBackup.log agmMmuHucTtpatop CPK
BUANT OWNGKK, coobliarolwme O HenpaBuiibHOM KOHOUrypauum mopynsa, npoBepbTe
HaCTPOMKN B KOHUrypaLumMoHHOM danne
/opt/rubackup/etc/rb_module_openstack_vol.conf mopgyns.

Ecnu owmnbka He nopgpaeTcA aHanuay, TO obpaTuUTeCb B CEPBUC TEXHUYECKOM Nopg-
Aep>Xkn RuBackup ¢ npepocTtaBfieHMeM BCen HEOBXOOMMON UHPOPMALIMM MO BO3HUK-
wen npobneme Ha opmymanbHoM cante https://support.rubackup.ru/bugzilla.

2.11. Pe3epBHOe KonNupoBaHue

2.11.1. Pe3epBHOe KonuposaHue B RBM

PerynspHoe pe3epBHOe KONUpPOBaHUe No NpaeBuny

[na BbINOMHEHUS PErynapHOro (Nepuoamyeckoro) pesepBHOro KOMMpoBaHus no npa-
BMY HEO6XOAMMO CO3A4aTh NPaBuo B rnobanbHOM pacnncaHum.

MpaBuno coaepXuT B cebe HaCTPONKK, HEOBXOAMMbIE A Pe3epPBHOro KOMMPOBaHMUS
Tpebyemoro pecypca.

1. MNMepengnte B pasgen Pe3epBHOe KonuposaHue -> nob6anbHoe pacnucaHve ¥
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HaXXMUTe (Ao6aBuTb). OTKpoeTCs popmMa CO3AaHUA HOBOro npaswuna rnobanb-
HOro pacnucaHus.
2. BBeauTe ums cosgaBaemoro npasuna B MapameTpbl npaBuna.
3. BblbepuTe 13 cnucka KNMeHT KnneHTa, KOTOPbIN YCTaHOBMEH Ha NpoKcu-xocT: %%
" nnaTdopMbl BUpTYanusauum.

4. Boibepnte 13 cnncka Tun pecypca OPENSTACK Vol. [Mpn HEOBXOAMMOCTU HaXXMUTe
[...] v onpepenuTe ToHKME HacTpokikmn moaynsa (cMm. MNpunoxexne 2.[1).

5. HaxxmuTe [...] B none Pecypc v BbibepuTe U3 CNUCKa pe3epBUpyeMbI TOM.
6. Bbibepute 13 cnncka Tun PK T1n pesepBHOM KONUKU. BO3MOXHble 3Ha4YeHUs:
o MosHagq,
o MHKPEMeHTanbHas,
Mpwn BbIGOPE MHKPeMeHTasbHoro Tna PK 6yaeT BbIMOMHEHO NOJSIHOE pe3epBHOE
KONMpoBaHWe, ecrin CO34aEeTCA nepBas pesepBHas konva BM nnm koHpurypauyms
BM 6bina nsmeHeHa.
o anodepeHymnanbHas.

7. Tpn HeobXo4NMOCTU 3afanTe LOMONHUTENbHbIE NapaMeTpbl Npasuna:

VW [JononHuTebHble napaMeTpbl Npasuia rnobasbHoOro pacnucaHus
MapameTp OnucaHue

EMKocTb XpaHunuwa EmkocTb xpaHunuwa ans PK (B ruraGaiitax). BosMOXHOCTb pefakTu-
poBaHMA NapameTpa 3agaeTca B pasgene MobanbHasa KoHbUrypauus
napameTpom OrpaHnyeHue EMKOCTHU ANA rNo6asibHOro pacnucaHus

EMkocTb xpaumnumuw,a EmkocTb xpaHunnuuia Tekyuiero knvenTa CPK RuBackup (B rurabaii-

K/UeHTa Tax). BoaMoOXHOCTb pefakTMpoBaH/s nNapaMeTpa 3agaeTcsa B pasgene
Fno6anbHaa koHpUrypauumsa napameTpom OrpaHuueHue EMKOCTH gns
K/IMEeHTa
MpuopurteT [MpuopuTET BbINOJIHEHMSA NpaBuKia
Aunana3oH 3HayeHU# 100-1000

Mo ymonuyaHuio 100

YeM Bbille 3Ha4YeHne, TEM BblLle NMPUOPUTET BbINMOJIHEHWNA NMpPaBua

3awuTHOe npeobpa- Tun 3aWMUTHOro NpeobpasoBaHms
30BaHue
Bo3MoOXKHble 3HaYeHUnA Anubis , Aria,CAST6,Camellia, Kalyna,
Kuznyechik , MARS, Rijndael, Serpent,
Simon, SM4, Speck, Threefish, Twofish

Mo ymonuaHuio nocrypt (6e3 3awmTHOro NnpeobpasoBaHms)

MoppobHee 06 anropuTMax 3almUTHOro npeobpasoBaHna
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2.11. PesepBHOEe KoNnpoBaHue

MapameTp OnucaHue

CKpunT npv HopManb- [lyTb 0O CKpunTa npu HopManbHOM BbiMoNHeHUW PK. BeeguTte nyTb
HQBI!IIPbII'IOHHeHVIVIM_ BPYYHYO mnn Haxmute [..] u BbibepuTe B pasBepHYBLUEMCH OKHe
CKPUNT N3 CnmncKa AOCTYMHbIX

Bo3MO)XXHble 3HaYeHuA /opt/rubackup/scripts/Baw_ckpunT.s
h

CkpunT npuBbinon- [lyTb 4O CKpunTa npu BbinonHeHun PK ¢ owwnbkamu. BBeaute nyTb
Hg;“ucomuﬁkamu”' BPYYHYO UM HaxmuTe [..] v BbibepuTe B pasBepHyBLUEMCS OKHe
CKPUNT U3 CNNCKa AOCTYMHbIX

Bo3Mo)KHble 3HaYeHUA /opt/rubackup/scripts/Baw_ckpunT.s
h

CkpunT npuBoccTa- [lyTb A0 CKPWMNTa NPM BOCCTAHOBNEHWUWM pe3epBHON Konuu. BeeguTe
HoBneHun PKY " "°**  nyTh BpyyHyo nan HaxmuTe [...] 1 BbibepuTe B passepHyBLUEMCH OKHe
CKPUMT M3 CRMcKa AOCTYMHbIX

Bo3MO)XXHble 3HaYeHus /opt/rubackup/scripts/Baw_ckpunT.s
h

8. Haxxnumas [Jo6aBuTb NpaBuo B LIAGJIOH, COo3[aNTe HeobXxoaMmMoe KONMYEeCTBO
npaBuI pe3epBHOro KonuposaHusa BM.

9. HacTtponTe wabnoH rnobanbHOro pacnmcaHusa, KOTOpbIA pacnpocTpaHAeTCA Ha BCe
pobaBneHHble nNpasuia rnobanbHOro pacnmcaHus:

V lNapameTpbl WwabsioHa rnobasibHOro pacnmcaHms

MapameTp OnucaHue
HacTpoiku
BkniounTb nocne 3anyck npasuna nocne ero cosgaHms
co3paHuna
Bo3MO)XXHble 3HauYeHusA true, false

Mo ymonyaumio true
Mpw 3HaYeHuu:

e true CO3[aHHOe NpPaBuIo ByaeT UMeTb CTaTycC run (3anyLieHo);

o false cosfgaHHOe npaBwuio 6ygeT uMeTb cTaTyc wait (He 3any-
LLLEHO).

Myn Myn pona coxpaHeHns pe3epBHOM KOMUn

Havano nepuopna peit- [laTa Hayana g4encTeua npasuna
cTBUA
MO>HO yKasaTb BPYYHYH UK HaXkaTb @ 1 BblbpaTb B KaneHgape

OKOHuYaHue nepuopa [aTa oKoH4YaHuA oencTeuns npaBuna

AencTBnA
MO>XHO yKasaTb BPYYHYO UKW HaXaTb a 1 BbIOpaTh B KaneHgape

4113 56




OpenStack

MapameTp OnucaHue
TpaHCcnopTUPOBOY- Pasmep TpaHcnopTupoBo4Horo bydepa (B 6anTax, kunobantax, mera-
HbliA 6ypep 6anTax nnm rurabanTtax)

JAunana3oH 3HayeHu# 50 M6-1 I'6
Mo ymonuyaHuio 100 M6

B TpaHCcnopTuUpoBoYHbIN Bydep nomMellaroTcs 610KM pe3epBHON Konuuy,
nocne yero 6ydep nepepaetca Ha cepsep. OT pasmepa bydpepa 3aBu-
CUT KONIMYeCTBO MnepefaBaemMbiX G/IOKOB 3a OOMH pas, 3TO ycKopseT
nepegadvy AaHHbIX Ha cepBep, HO 3agencTByeT 6onblunii 06beM onepa-
TUBHOW NamATH

O6LMe HacTPOMKHN HacTpoliku 419 MHOrONOTOYHOrO PE3ePBHOro KOMMPOBaHKA

Monyns
PacnucaHue
Mepuopgnyeckuii PacnuncaHue s BbINOSHEHUA PE3EPBHON0 KOMMPOBAHUA MO Npasuy
3anyck
Bo3MO)XHble 3HaYeHus true, false

Mo ymonuyaHuio true
HacTtponTte pacnucaHune gna PK. NMpu 3HavyeHnn:

e true 6yaeT NpoUCXoAUTb 3amnyCK pPe3epBHOrO KOMWPOBAHMA C
NepuoanyYyHOCTBIO (B MUHYTax). YKaxXuTe Hy>XHOe KONM4yecTBO
MUHYT;

e false 6yaeT MPOUCXOAUTb 3aMyCK PE3epBHOro KOMUPOBaHUA B
onpeaeneHHoe BpeMsa (Mecsl, AeHb Mecsua, AeHb Heaenu, yac u
MUHYTa). BkounTe @ PsAaoOM C HYXXHbIM MOJIEM U YKaXuUTe 3Have-
Hue. B pesynbTaTe 6yaeT cGOPMUPOBAHO Cron-BblpakeHue.

MpoBepka

MpoeepkKa pe3epBHbIX BknounTe MpoBepka pe3epBHbIX KOMNUIA KaXKAable 1 YKaXuTe nepuo-
Konuii KaXxable AVMYHOCTb aBTOMAaTMYECKOM NPOBEPKM Pe3epPBHbIX KOMWUI B AHAX, Hefe-
nsAX, Mecsauax unm rogax.

Ecnun PK:
e NognucaHa umdpoBon NOLNNUCHLIO, TO ByAeT NpoBEPEH pasmep dan-

nos u cama PK;

e He nognucaHa uUnMGPOBON MOANUCHLIO, TO ByAEeT NMPoBepPeH TOJIbKO
pasmep ¢annos PK.

CpoK XxpaHeHus

XpaHuUTb pe3epBHble BkiounTe XpaHUTb pe3epBHble KOMUM B TeUYEHUe 1 YKaxuTe CPoK
KONUMU B TeYEeHUe XpaHeHUs pe3epBHbIX KOMWI B AHAX, HeAensax, Mecauax uim rogax.

Pe3epBHble KOonuu
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MapameTp

MepemecTUTb B NyN
yepes

Myn

ABTOMaTHUUYECKOe
yAaneHue yctapes-
wux PK

YeepoMnathb

KnueHT MoXeT ypa-
NNTb pe3epBHble
KOMUMU 3TOro NnpaBuna

Hopmaanoe BbInoJs-
HeHue

BbinonHeHue ¢ ouno6-
KoM

MpoeepkKa pe3epBHOi
Konum

OKOH4YaHue pgeicTBusa
npasuna

OKOHYaHue EMKOCTHU
XpaHuuw,a

2.11. PesepBHOEe KoNnpoBaHue

OnucaxHue

BkntounTte MNMepemecTUTb B NyN yepes /19 NepemMeLleHns pe3epBHbIX
Konum B Apyrve nynbl. YKaXxute 4epes Kakoe KONYeCTBO [Hen,
HefesNlb, MeCALLEB UK NIET HYXHO NepeMecTUTb B APYron nyn peseps-
HYHO KOMUIO

M3 cnucka Myn BbiGepuTe nyn, B KOTOPbIA HEOOXOAMMO NEpPeMecTUTb
PK. lNepemMelleHne pe3epBHbIX KOMUI OCYLLECTBNAETCH TOJIbKO B pam-
Kax CepBUCHOro okHa. HeBO3MOXHO NepeMecTUTb Pe3epBHYIO KOMUKO,
KOTOpas pacrnonaraeTcsa B nyne tuna JleHTouyHasa 6ubnmoTeka

YcTapeBlimne pe3sepBHbie KONUU

Bknounte ABTOMaTUYecKoe yaaneHue yctapeswux PK onsa astoma-
TUYECKOro yaaneHus pesepBHbIX KOMWUA, Y KOTOPbIX BbILES CPOK Xpa-
HeHuda

M3 cnncka YeepoMnaTb BblbepuTe rpynny nonb3osaTtenen gnas nHoop-
MUpPOBaHMUA 00 YyCTapeBLUMX pPe3epBHbIX KOMUAX (MO yMONYyaHuto
Nobody )

BknounTe KNMEHT MOXeT yaanuTb pe3epBHble KOMUM 3TOro npa-
BUNA, YTOGbI paspewnTb KNneHTy PK yaanaTb pesepBHble KOMUN TeKy-
LLlero npaewunia rnobanbHoro pacnmucaHuns

YBepomMneHun
MonyyaTtenu yBegoOMSIEHUA O HOPMasbHOM BbINOJSIHEHUN PE3EPBHOIO

KonmpoBaHuA

BbibepuTe rpynny nonb3oBaTenei U3 BbinagaroLlero cnmcka (no ymon-
YaHuo Nobody ) v BBEOUTE afpec 3NEeKTPOHHOW NoYThl NonyyYyaTens B
none E-mail CC

MonyyaTtenu yBegOMEHMIA O BbINOSIHEHUN PE3EPBHOIO KONMUPOBAHUA C
owwnbkamm

BbibepuTe rpynny nonb3oBaTenein U3 Bbinagarolero cnucka (no ymorn-
YyaHuo Nobody ) NNV BBeAUTE afpec 3NeKTPOHHOM NoYThl Nony4vaTens B
none E-mail CC

MonyyaTenu yBeAoM/IEHMIN O NPOBepKe pe3epBHON Konum
BbiGepuTe rpynny nonb3oBaTenen 13 BbiNagarollero cnucka (no ymon-

YaHuo Nobody ) Unv BBEOUTE afpec 3NEeKTPOHHOW NoYThl NonyyYyaTens B
none E-mail CC

MonyyaTtenu yBegoMaeHUn o6 OKOHYaHUM CpOKa AeNCTBUA npasuna
BbibepuTe rpynny nonb3oBaTenei U3 Boinagarolero cnmcka (no ymon-

YaHuo Nobody ) Unv BBEOUTE afpec 3NeKTPOHHOW NoYThl Nony4vyaTens B
none E-mail CC

I'Ionyanem/l YBe,EI,OMJ'IeHI/IIZ 06 ncyepnaHmm EMKOCTM XpaHunniia

BbiGepuTe rpynny nonb3oBaTenei U3 BbinagarollLero cnmcka (no ymon-
YaHuo Nobody ) U BBeOUTE afpec 3NEeKTPOHHOW NoYThl Nony4vyaTens B
none E-mail CC
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10. HaxmuTte v/ MpUMEHUTb /19 COXPaHeHUs npasuna.

CospgaHHOe npaBuio NoSBUTCA B CNUCKe MpaBun B nogpasnene IEI Fno6anbHoe pac-
nucaHue.

BHennaHoBoe pe3epBHOE KONMUPOBaHUe No NpaBuny

[nsa BbINOMIHEHUA CPOYHOrO Pe3epBHOr0 KOMUPOBAHUA MO CO3LaHHOMY Mpasuny rno-

6anbHOro pacnucaHus:

1. Mepengnte B pasgen Pe3epBHOe KonupoBaHue -> Nnob6anbHoe pacnucaHue.

2. BbigenuTe Hy>XHoe npasuno.

3. HaxwmuTte [E (BbINONMHUTBL) B NaHesn MHCTPYMEHTOB Unu BblbepnTe BbINOAHUTDL B
KOHTEKCTHOM MEHIO 3TOro npasuna.

bypet co3gaHa 3agava B pasferne 3apaum.

[Mocne ycnewHoro 3saBepLUIEHUS PE3EPBHOr0 KOMUPOBaHWUA pe3epBHaa Komnua b6yaert
NoMeLLEHa B XpaHUNULLE pe3epBHbIX KoMK, a HGopMaLma O Hen ByaeT pa3MelleHa B
pasgene @ Penosutopuin.

CpouHoe pe3epBHOE KONUpPOBaHue

CpoyHoe pe3epBHOE KOMMPOBaHME HeMeOJSIEHHO BbINOSHAET pe3epBHOE KOMMPOBaHWe
BbIGPAHHOro pecypca 6e3 co3naHus npasuna B rnobanbHOM pacnmncaHum.

1. lnA BbINOJIHEHUA CPOYHOro pes3epBHOro konuposaHua B RBM Bbibepute oguH n3
cnocobos.:

o [Nepengute B pasgen UHnPppacTpykTypa > KnumeHTbl. Bbigenurte KnneHTa
CPK RuBackup, ocyuwecTBnawowWero ynpasneHne pes3epBHbIM KOMMpoBaHUEM
pecypca. Haxmute @ (CpouHoe PK).

o Ha)XxmMunTe Ha BepxHen naHenu @ (CpouHoe PK).

OTKpoeTcsa popmMa CPOYHOro pe3epBHOro KONUPOBaHUA.

- [naBa

2. Bbibepute us cnucka KnueHT KnveHTa, KOTOPbI YyCTaHOBAEH Ha MPOKCU-XOCT"
" nnaTdopMbl BUpTYanusauum.

3. Bbibepute 13 cnmucka Tun pecypca OPENSTACK Vol. [Mpy HEOB6XOOMMOCTUN HaXMUTE
[...] v onpepenuTe ToHKME HacTporikmn moaynsa (cMm. MNpunoxexne 2.[1).

4. HaxxmuTe [...] B none Pecypc 1 BbibepuTe U3 CMcka pesepBupyeMblil TOM.
5. M3 cnncka Tun PK BbibepuTe TN pe3epBHOMN KONMUN. BO3MOXHbIE 3HAYEHUSA:
o MONHaA,

o MHKpeMeHTaJlbHaq,
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2.11. PesepBHOEe KoNnpoBaHue

o anodepeHymnanbHas.
N3 cnuncka Myn BbibepuTe Nyn gNa COXpPaHEHMA pe3epBHOMN KOMUK.

M3 cnucka 3awmTHOoe npeobpasoBaHue rnpy HeobxogMMoCcTu BbibepuTe Tum 3alinT-
Horo npeobpasoBaHunsa PK.

B MpuopuTeT yKaxmute NpMopuTeT BbINOMHEHUS CPOYHOIO PEe3epBHOro KoMnMpoBa-
HUA. BO3MOXHble 3HaYeHMA: OT 100 40 1000.

B CpoK xpaHeHM A yKaXXNTe CPOK XpaHEHUs pe3epBHOW KOMUK, CO34aHHON B pe3yib-
TaTe BbIMNOSIHEHNA CPOYHOIrO Pe3epPBHOr0 KONMPOBaHMSA (N0 yMonyaHuo 1 rog).

B TpaHCnOpTUPOBOYHBbIA Gydep yKamTe pasMep TPaHCNOPTUPOBOYHOro bydepa
(B 6banTax, kunobamTtax, Mmerabamtax unu rurabamTax). B TpaHCNOPTUPOBOYHBIN
bydep nomewaroTca 610KM pe3epBHOM KOMUK, nocne yero bydep nepepaeTcsa Ha
cepsep. OT pasmepa bydpepa 3aBUCUT KONMYECTBO nepenaBaemMbix 6510KOB 3a O4UH
pas: 4yeM bonblle pasmep 6ydepa, TeM BbicTpee gaHHble NepearoTCcs Ha cepBep, HO
npwn 3TOM 3afeNCcTByeTCA OOMblWMM 0ObEM ornepaTMBHOM NamMATU. Pasmep TpaHc-
NOPTUPOBOYHOro Bydepa ykasbiBaeTCA B AnanasoHe oT 50 M6 oo 1 Ié (no ymonya-
HUIO 100 M6 ).

HaxXMnte OO6wWMe HaACTPOMKM MoOAyna U1, npu HeobXxoAuMMOCTW, onpegenute
HaACTPONKN AN MHOTONOTOYHOIO Pe3epPBHOr0 KOMMPOBaHUA.

Haxmute v/ NMPUMEHUTb AON15 BbINOSHEHUSA CPOYHOIro PEe3epPBHOro KOMMPOBaHUS C
BblBPaHHbIMW HAaCTPONKaMW.

bypet co3naHa 3agava B pasferne 3apaum.

[Mocne ycnewHoro 3aBepLUEHUS PE3EPBHOr0 KOMUPOBaHWUA pe3epBHaa Komnua b6yaet
NoMeLLEeHa B XpaHUNULLEe pe3epBHbIX KoMK, a HGopMaLma O Hen ByaeT pa3MelleHa B
pasgene Penosutopuin.

2.11.2. Pe3epBHOE KONMpPOBaHWE U3 KOMaHAHOW CTPOKM

[NnA BbINOMHEHNSA PE3EPBHOr0 KOMMPOBAHUA OTAESbHbIX TOMOB MaaTopMbl BUPTYyanu-
3auun Ha knnenTe PK:

1.

2.

MonyuymTe CnMcok pecypcoB (0TAeNbHbIX TOMOB NAaTGOpPMbl BUPTyanunsauum):

KomaHaa nonydyeHusi cnucka pecypcos

rb_archives -t openstack_vol

BbINoNHMTe 3anpoc Ha co3faHne pe3epBHON KOMUK:

lMpumep cosnaHuA NOIHOMN pe3epBHOW KON

rb_archives \
-c <vol_id> \ @
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-m openstack_vol \ @
-e create_snapshot_if_volume_available:true &
roe:

@ VineHTndukaTop Toma

Takxxe MOryT 6bITb yKasaHbl UMA U naeHTupukatop TomMa B dopmaTte JSON:
{"Name": "vol_name", "ID": "vol_id"}.

@) Vicnonb3syeMmblii Moy b

9 MapameTpbl Moayna CPK (cm. [MNpunoxenune 2.[)

Mpumep cosgaHns MHKPeMEeHTaslbHOW pe3epBHOM Konum

rb_archives -c <ID> -m openstack_vol -i -e
create_snapshot_if_volume_available:true

lNpumep cosgaHna angoepeHLmnanbHoOn pes3epBHON KOnum

rb_archives -c <ID> -m openstack_vol -D -e
create_snapshot_if_volume_available:true

2.12. BoccTaHoOBJIeHUe pe3epBHbIX KONMUK

2.12.1. BoccTaHOBNeHUe pe3epBHbIX Konui B RBM

MogpobHyo nHdopmMaumo O BbIMOSHEHNM BOCCTAHOBMIEHNA PE3EPBHbIX KOMUA C NMOMO-
wbto MO MeHepxep AoMuHncTpaTtopa RuBackup (RBM) cM. B MeHenxep agMuHUCTpa-
Topa RuBackup (RBM).

Ll,eH'rpanusoBaHHoe BOCCTaHOBJIeHUue OoTAeJibHbIX TOMOB nnachoprl BUpPTYyanusayumum

[na ueHTpann3oBaHHOrO BOCCTAHOBNEHUA OTAE/IbHbIX TOMOB NaaTGopMbl BUPTYyanusa-
LMW Ha KITMEHTEe pe3epBHOro KonnposaHus B RBM:

1.

o - -
]
Mepenante B pasgen = Penosutopuit 1 BbloenMTe TpebyemMyro pe3epBHYH
KOnuo. HaXxXmMuTe KHOMKY BoccTtaHoBuUTb, 11K BbibepnTe BoccTaHOBUTb B KOH-
TEKCTHOM MEHIO pe3epBHOMN KOMUMW.

OTkpoeTcsa popma LleHTpanusoBaHHOE BOCCTaHOBJIEHUE.

M3 cnucka BoccTaHOBUTb Ha KJIMEHTa BbiGepUTe KIMEeHTa, KOTOPbIN YCTaHOB/EH Ha
npokcu-xocT™ "1 nnaThopMbl BUpTyanusauum.

B KaTanor pacnakoBku Haxxmute [...] 1 ykaxnute katanor Ana pacrnakoBKU pe3eps-
Hon Konuu B rocteBon OC NpoKcKn-xocTa.
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2.12. BoccTaHoBNEHNE Pe3epBHbIX KOMUN

4. B NMNapameTpbl BOCCTaHOBNEHUA Aana Moayna HaxmuTe [...] n onpenennte ToHkne
HacTpoikmn mogynsa (cm. lMNpunoxeHve 2.E).

5. BknounTte BoccTaHOBUTD Ha LlefieBOM pecypce /19 BoccTaHoBneHns PK Ha uene-
BOM pecypce. PesepBHaa konua byaeT pacnakoBaHa B KaTanor pacnakoBKM, a
3aTeM, Ha OCHOBE [aHHbIX Pe3epBHOMN KOMUW, Ha y3ne nnatdopMbl BUPTYyanmsaumu
OyaeT pasBepHYT TOM C napamMeTpaMn U3 TOHKMX HacTpoek (cM. [Npunoxexne 2.E).
[Mocne BOCCTaHOBEHUA TOMa KaTasnor pacrnakoBKM 6yaeT OUMLLEH.

o Ecnv npu 3TOM BK/KOYEH MapaMeTp enable_direct_restore B TOHKMX
HacTporKkax MOJYNs, TO BOCCTAHOBMEHME [aHHbIX ToOMa byaeT MpPoucxo-
ANTb 6e3 NCnonb3oBaHMA BPEMEHHOIo KaTasora pacrnakoBku. Bo BpemMeH-
HbI KaTasor pacnakoBbIBAOTCS TONbKO MeTagaHHble PK (nogpobHee

30echb).

o Ecnu ¢pnar BoccTaHOBUTb Ha Lie/IeBOM pecypce BbiK/H0YEH, TO pe3epBHas
KONMA TOMa pacnakoBbiBaeTcs B KaTanor pacnakoBKu, aBTOMaTU4yecKoe

pasBepTbiBaHWE B niaTdopme BUpTyanmsaumm He NpoOnUCXoguT.

6. Haxxmnte OO6OWMe HaACTpOUKM MoAayna W, Npu HeobXoaMMOCTW, onpepenute
HaACTPOMKWN A1 MHOTOMOTOYHOrO BOCCTAHOBIEHNA PE3epPBHOM KOMUW.

7. HaxmuTe v/ MpUMeHnTb A4 3anycKa BOCCTAHOBNEHNS Pe3epPBHOM KOMUN.

bypnet co3naHa 3agaya BoccTtaHoBieHna PK B pasgene Ouepepnb 3apau.

2.12.2. BoccTaHOBJ/IeHUE pe3epPBHbIX KOMUA U3 KOMaHAHOW CTPOKU

[NnA BOCCTaHOB/IEHMNA Pe3epBHbIX KOMUM TOMOB MnaTopMbl BUPTyanusauum Ha Kin-
eHTe PK:

1. Tlony4unTe CNUCOK C NgeHTUPMKaTopamMm pes3epBHbIX KONUN TOMOB:

KomaHpa nonydyeHns crnvcka pesepBHbIX KOMUi ¢ nageHTnpukatopamm

rb_archives -1 openstack_vol

2. BbINONHUTE 3anpoc Ha BOCCTaHOBMEHNE TOMa:

[MpnumMep BOoCCTaHOB/IEHUS TOMa U3 PE3ePBHOM KOMUU C pa3BepThiBaHWEM B NaTdopme BUpTyanm3a-
yum

rb_archives \
-x <ID> \ @
-d <restore_path> \ @
-e restore_to_original_volume:true, .., <param_name_n>:<param_value_n> &
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0 NoeHTuduKaTOp BOCCTaHaABMIMBAEMOMN pPe3epPBHON KOMUK

[na BoccTaHoBNEHUA ToMa 6es3 pasBepTbiBaHUA B nnatdopme BUpTYya-
nn3aumm ncnonb3yeTca aprymMmeHT -X.

@ MonHbi NyTb A0 KaTasora pacnakoBKW PE3epBHOM KOMWM Ha npokcu-xocte -

nasa 1]

@ NapameTpbl Mogynst CPK (cMm. Mpunoxerne 2.E)

[pnumMep BOCCTaHOB/IEHUS TOMa U3 PE3EePBHOU KOnuu 6e3 pa3BepTbiBaHUS B NnaThopmMe BUPTyanmsa-
yum

rb_archives -X <ID> -d <restore_path>

2.12.3. lpssMoe BOCCTaHOBJIEHUE

MNpsimoe BOCCTaHOB/IEHNE — BOCCTAHOBNEHME AaHHbIX TOMa U3 pe3epBHON Konuu 6es
NCMONb30BaHNs BPEMEHHOIO KaTanora pacnakoBKMu.

[MpAMoOe BOCCTaAHOBMEHNE LOCTYMHO B OKHE TOHKOW HacTPOWKM MPWU BOCCTAHOBIEHUU
PK.

MpsiMOe BOCCTaHOBMEHME NPOUCXOAUT CreayroLnuM o6pasom:

1. Mogynb aHanuanpyeT nHbopmaLmo 06 UCXOAHOM ToMe (pasmep, ID, dnar 3arpysku,
onucaHue v Tun).

2. B nnatdopme BUpTyannsaumm cosgaeTcs HOBbIA TOM.

- naea 1]

3. CospaaHHbIii TOM MogkItoyYaeTcs K Npoken-xocTyt
OC nosiBnAeTca 6/104HOE YCTPOMCTBO.

, B pesynbTaTte B rocTeBou

4. [laHHble TOMa W3 pe3epBHOM KOMWUM pPacrnakoBbIBAOTCA HanpsAMytd B OM04YHOe
YCTPONCTBO, MUHYA BPEMEHHbIN KaTanor.

2.13. O6HOBNEHMe

- naBa 1]

Mepen obHOBREHMEM MOAYNA Ha npokcu-xoctel nnatoopmMbl BUPTyanusaumm
obHoBUTe nakeT knneHTa CPK RuBackup (cMm. O6HoeneHne CPK).

3-TnaBal

.05 06HOBEHNSA MOAY A Ha NPOKCM-XocTe! " nnatdopmbl BUpTYanusaLmum:

1. OctaHoBuTe cepsuc knmeHTa CPK RuBackup:
systemctl stop rubackup_client.service
2. 13 nanku, roe pacnosioXeH rnaket MoAyrs, BbINOSHATE:
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2.14. YpaneHne

dpkg -i rubackup-openstack-vol_<version>_amd64_signed.deb

roe <version> — HOMeEpP BEpPCUUN MOAOYNSA.

3. 3anycTtuTe cepsuc knmeHta CPK RuBackup:
systemctl start rubackup_client.service

MNocne 06HOBNEHNS BbINONHUTE HACTPONKY MOAYIIS.

Ecnvu [no o6HoBneHus Moayns 6bll U3MEHEH KOHOUIYPaLMOHHBIA  hain
MOAY/IA, TO MPU YCTAHOBKE HOBOWM BepcUM Moayns npovsonaeT obbegnHeHne
CTapbIX HACTPOEK C HOBbIMU, MPU 3TOM:

e CyllECTBYHLLME NapaMeTPbl COXPAHST CBOU 3HAYEHMS;
e HOBble 06sA3aTeNbHbIE NAapaMeTPbl HYXXHO 6yaeT 3anoNHNTD;

e HOBble Heobs3aTeslbHble MapaMeTpbl MOXHO 6yAeT 3anofIHUTb NpU Heob-
XOANUMOCTMW.

2.14. YpaneHue
[ns ypanenvs moayns Ha npokcu-xocte” I nnatdopmbl BUpTYanusaLmum:

1. OcTtaHoBuTe cepBuc knneHta CPK RuBackup:
systemctl stop rubackup_client.service
2. Ypanute moaynb:
dpkg -r rubackup-openstack-vol
3. 3anycTtuTe cepsuc knmeHta CPK RuBackup:

systemctl start rubackup_client.service

NMpunoxeHue I': KoHpurypaumoHHbin pann
Ob6sa3aTenbHble K 3aN0O/IHEHUIO napamMeTpbl 0603Ha4YeHbl CUMBOJIOM *

Tabnvya 6. MNapameTpbl KOHPUrypaLmMoHHOro gaiaa /opt/rubackup/etc/rb_module_openstack_vol.conf
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MapameTp OnucaHue
identity_url k" " URL-appec ona gocTyna K cepsucy Identity ans uaeHTUdMKaLMM Nonb3oBa-
Tens
Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:5000/v3/

compute_url k" "1 URL-agpec gna pgoctyna k cepsuicy Compute, NpefoCTaBAsIoOLEro BblUnC-
NNTENbHbIE MOLLHOCTU Af1A CO3[aHNs TOMOB BUPTYaslbHbIX MaLUVH U yrpas-
NeHNs MK

Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:8774/v2.1/<PROJEC
T_ID>/
volume_url kP " URL-agpec ans gocTyna K cepsucy Volume Ans 610YHOrO XPaHEHWs JaH-
HbIX
Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:8776/v3/<PROJECT_
ID>/
image_url 5P 7o URL-agpec ans gocTyna K cepsucy Image ans B3aMMoOOeincTeus ¢ obpa-
3aMu

Mo ymonyaHuio http://<OPENSTACK_WEBUI_IP>:9292

project_id b "1 NaoeHTndmKaTop NpoekTa nnaTthopmMbl BUPTyanmnsaLum

Mo ymonyaHuio NONE

username %1 NMs gna aBTOpuM3aumm nofb3oBaTena Ha nnatdopme BUPTyanmnsaumum
Mo ymonyaHuio <user name>
password 5K %1 Maponb pns aBTOpU3aLLUM NONb3oBaTENS Ha N1aTGopMe BUPTYanmsaumm
Mo ymonyaHuio <user password>
domain P o= MMa oMeHa nnathopmbl BUPTyanmsaLmm
Mo ymonyaHuio <domain name>
timeout MaKkcuManbHO fonycTumMoe BpeMsa BbiMnoNHeHMA REST-sanpocoB kK nnaT-

dopMe BMpPTYyanmsaLmm B ceKyHaax
B0o3MO)XHble 3HaYeHUs 1-300

Mo ymonyaHuio 5

Jubackup-vm-id kP Y aeHTUPUKATOP BUPTYaANbHOM MaLLMHBI, Ha KOTOPOi YCTaHOBNEH KNNeHT PK

RuBackup
Mo ymonuaHuio <vm id>
enable_ssl BkntounTtb npoBepky ssl-cepTudukatos ana REST-3anpocos Kk nnatpopme
BUpTYanusauum

Bo3MOXXHbIEe 3HaYEeHUs yes, no

Mo ymonuaHuio no
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ca_info

curl_verbose

q 6-T 1
region® 721

cinder_api_request_re
try_number

cinder_api_request_re
try_timeout

volume_creation_timeo
ut

MpunoxeHue I: KoHoUrypaunoHHbIn dann

OnucaHue

MNyTb 0o kopHeBoro ssl-ceptudukarta knmeHta CPK RuBackup ¢ yctaHoB-
NeHHbIM MogyneM B dopmMaTte .pem npu UCronb3oBaHUN SSL coeanHeHns
(TpebyeTcs ykasaTb Npu 3Ha4YeHUN yes napameTpa enable_ssl)

Mo ymonyauuio <path to cert>
Mcrnonb3oBaHne oTnagkn REST-3anpocoB. [lo3BonseT npocmaTpuBaTbh
nogpobHyto nHpopmaumo o REST-3anpocax u oTeeTax

Bo3MoXHble 3HaYeHUsl yes, no

Mo ymonyauuio no

0 PekomMeHAoyeM BKMKOYaTb HAaCTPOWMKY (3HauyeHWe yes) TOJSIbBKO C
Lenbo oTnagku npobnem npu B3anMogencTBnm Moayns ¢ nnat-
dopmon BupTyanmasumm depes REST API.

JononHuTtenbHbI NapameTp ANA aBTopusauum B nnatdopme BUpTyanusa-
L1 n onsa B3aMmMogencTeus ¢ nnatpopmon yepes REST API

Mo ymonyaHuio NONE
3apaeTtcsa, ecnu B nnatdopme BUPTyanmsaumm UCrosb3yeTcs PErnoH He ro

YMOYaHMIo

KonnyectBo noBTOpHbIX REST-3anpocoB k cepsucy Cinder nnatdopmbl
BUpPTYanusauum, KoTopble 6yayT BbIMNOSIHEHbI B CllyYyae, ecniv OT cepBuca
Obl/1 NONYYEH OTBET C OLUNMOKON

Bo3MoO)XXHble 3HaYeHUs 0-10
Mo ymonyaHuio 0

Mpwn 3HauYeHUn 8 NoBTOpPHble REST-3anpockl He BLIMOHAKTCSA

Tam-ayT (B cekyHAax) mMexay noBTOpHbiMU REST-3anpocamu K cepBucy
Cinder nnatdopMmbl BUpTyanu3aumm, KoTopble 6yayT BbIMNOSIHEHbLI B Cry4ae,
€CNnn OT cepBuca 6bi1 NoyYeH OTBET C OLUMOKON

Bo3MoO)XXHbIe 3HaYeHusA 1-600

Mo ymonyaHuio 1

Bpems (B cekyHaax), B Te4eHne KOTOporo Moaysb OXuaaeT co3gaHua ToMa
(nepexofa Toma B COCTOsIHUE available ¢ MOMeHTa OMnpaBKyM 3anpoca Ha ero
cosfaHve) B nnaTdopme BUpTyanusaLum

Bo3MO)XXHble 3HaYeHus 100-600
Mo ymonyauuio 300

Ecnv Bpems, 3agaHHOe napaMeTpoM volume_creation_timeout, NCTEKIIO C
MOMEHTa OTMpaBKN 3arnpoca Ha cosfaHne ToMa, N Npu 3TOM TOM He nepe-
Len B COCTOAHME available, To COOTBETCTBYHOLLAA 3aadya Ha cosgaHume PK
3aBepLUNTCA C OLWNBKOM
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MapameTp OnucaHue

snapshot_creation_tim Bpemsa (B cekyHAaax), B Te4YeHMe KOTOpPOro Mogylb OXWAaeT Cco3daHus

eout CHMMKOB COCTOSIHUS TOMOB pe3epBupyemorn BM (nmepexoga CHUMKOB B
COCTOfIHWNe available c MOMeHTa onpaBKKM 3anpoca Ha Ux co3gaHune) B nnaT-
dopme BUpTYanmsaymm

Bo3MO)XXHble 3HaYeHus 100-600
Mo ymonyauuio 300

Mpn BbINOMHEHUMN 3af@un pPe3epBHOro KonuposaHus BM mopynb oTnpas-
nAeT OAHOBPEMEHHO HECKOMNbKO 3amnpocoB (No KonuyecTsy ToMoB BM) Ha
CO3[aHne CHUMKOB COCTOSIHUA TOMOB pe3epBupyemMon BM.

Ecnu Bpems, 3agaHHOe napaMeTpoM snapshot_creation_timeout, NCTEKNO
C MOMEHTa OTMpaBKN 3anpoCOB Ha CO3aHNE CHUMKOB COCTOAHMUA, U Mpwu
9TOM CHUMKM He nepewnn B COCTOsHWe available, To cooTBeTCTBYyIOLLAA
3afava Ha cosgaHune PK 3aBepLunTCs C oWMGKON

volume_attachment_tim Bpems (B cekyHAax), B TeYeHne KOTOPOro Moaysfb OXWUAaeT NoAKIoYEeHNS
eout ToMa (nepexoga ToMa B COCTOsIHME in-use C MOMEHTa OMpaBKyM 3anpoca Ha
€ro NnoJKoYeHne) K BUpTyanbHOM MallvHe B nnaTpopme

Bo3MO)XXHble 3HaYeHus 100-600
Mo ymonyaHuio 300

Ecnv Bpems, 3agaHHoe napaMeTpoM volume_attachment_timeout, UCTEKNO
C MOMEHTa OTMpaBKK 3anpoca Ha NoAkso4YeHne ToMa K BM, n npu atom
TOM He nepewen B COCTOAHME in-use, TO COOTBETCTBYHOLWAA 3afaya Ha
co3faHune unn BoccTaHoBreHne PK 3aBeplumnTcs ¢ olMbKon

lMpumep MMCTUHra KOHPUrypaLmnoHHoro ¢avina /opt/rubackup/etc/rb_module_openstack_vol.conf

# Symbol "#" at the beginning of the line is treated as a comment
# "#" in the middle of the line treats as a parameter value

# So please do not use comments in one line with parameter

#

### Mandatory parameters

#it

# Get config URLs at
https://<OPENSTACK_WEBUI_IP>/dashboard/project/api_access/

# or https://msk.cloud.vk.com/app/<PROJECT>/project/endpoints
identity_url http://<OPENSTACK_WEBUI_IP>:5000/v3/

compute_url http://<OPENSTACK_WEBUI_IP>:8774/v2.1/<PROJECT_ID>/
volume_url http://<OPENSTACK_WEBUI_IP>:8776/v3/<PROJECT_ID>/
image_url http://<OPENSTACK_WEBUI_IP>:9292

project_id <PROJECT_ID>

#t

# User name on behalf of which the API requests will proceed
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MpunoxeHue I: KoHoUrypaunoHHbIn dann

username <user name>
#it

# Password to be used with 'username' to authenticate in API

password <user password>

##

# Domain name to be used with 'username' and 'password' to authenticate in
API

domain <domain name>

#it

# Project's region, optional

region NONE

#it

# REST API operations timeout, seconds

# minimum 1, maximum 300, default 5

timeout 20

#t

# ID of VM in Openstack platform where current module is deployed - can be
# obtained from instance info in WEB GUI

rubackup-vm-id <vm id>

#

### Optional parameters:

#it

# If certificate info is not specified the module will connect to API w/o
# certificate verification

enable_ssl no

ca_info <path to cert>

#it

# Turn on debug of REST requests

curl_verbose no

## Number of retry attempts for cider API requests in case of negative
#response from API

# minimum ©, maximum 10, default ©

cinder_api_request_retry_number ©

## Value of a timeout in seconds to wait for between retry requests to cider
#API in case of negative response from API

# minimum 1, maximum 600, default 1

cinder_api_request_retry_timeout 1

## Timeout for creating volumes in openstack platform, seconds

# minimum 100, maximum 600, default 300

volume_creation_timeout 3600

## Timeout for creating snapshots in openstack platform, seconds

# minimum 100, maximum 600, default 300

snapshot_creation_timeout 300

## Timeout for attaching and detaching volumes in openstack platform, seconds
# minimum 100, maximum 600, default 300
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volume_attachment_timeout 300

NMpunoXxeHue [1: TOHKMe HAaCTPOUKU ANl pe3epPBHOro
KOonnupoBaHus

B Tabnuue onmcaHbl TOHKME HACTPOWKW MOAYNA ANA Pe3epBHOro KOMMPOBaHUA (CM.
Paspnen 2.11.1).

Tabnuya 7. ToHkue HacTpoviku mogyns OpenStack Volume A8 pe3epBHOro KonnmpoBaHus

MapameTp OnucaHue

create_snapshot_if_vo WMcnonb3oBaHWe CHUMKa COCTOAHMUA TOMa 4S5 pe3epBHOM KOMUK
lume_available
Bo3MO)XHbIe 3HaUEeHuA true, false

Mo ymonyaHuio false

Ecnn TOM HaxoguTca B cTaTyce Available n 3HayeHue napameTpa
create_snapshot_if_volume_available:

e true, TO nepepn pes3epBHbIM KOMMPOBaHWEM ANA 3Toro TomMa 6yaet

CO3[4aH CHUMOK COCTOSAHUA. Moy/ib Ha OCHOBE CHMMKa CO30acT KOMUKo

TOMa ¥ MOAKMOUUT ee K npokcu-xocTyr .

o false, TO Nepepn pe3epBHbIM KOMMPOBaHMEM MOAY /b MOAK/OYMT TOM K
MPOKCU-XOCTY.

KHornka OK coxpaHsieT HaCTPOMKMW.

KHomnka 3HayeHUs1 Mo YMOJTYaHUIO OYMLLaeT NapaMeTpbl U UCMOMb3yeT A8 HUX 3Hade-
HMA MO YMOJTYaHWIO.

MpunoxxeHue E: TOHKMe HaCTPOUKU Anea
BOCCTaHOBJIEHUA pe3epPBHON KONUU

B Tabnuue onucaHbl TOHKME HaCTPOMKM MOAYMs ANA BOCCTAHOBNEHUS pPe3epBHOWN
konuu (cm. Paspen 2.12.1).

Tabnuya 8. ToHkne HacTpovikmn moayns OpenStack Volume gn1sa BocCTaHOB/IEHUSA pe3epBHON KOMUUN
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Ucnonb3oeaTtb
HacCTpPOWKU NO ymonya-
HMIO

restore_to_original_vol
ume

remove_volumes_at_re
store_failure

dd_block_size

enable_direct_restore

MpunoxeHue E: TOHKME HaCTPONKN ANA BOCCTAaHOBNEHNA Pe3epPBHOMN KONUK

Onucanue

Mcrnonb3oBaHne 3HaUYeHU Mo yMOSTYaHWo
Bo3MO)XXHble 3HaueHus true, false
Mo ymonuyaHuio true

Mpwn 3HavYeHun:

e true A4NA NapaMeTPOB UCMOJb3YOTCS 3HAYEHUS MO YMONYaHUIO;
o false 3HauYeHMWs NapaMeTPOB MOXHO U3MEHUTb.

BoccTaHoBNeHMe B UCXOAHbBIN TOM (MCXOAHbBIA TOM OOJ/TXEH CYLLECTBOBATb
M uMeTb cTaTyc JocTyneH, nHaye 3afadya Ha BoccTaHoBneHne PK He bygeT
BbIMOJIHEHA)

BoO3MO)XXHblIe 3HaueHus true, false

Mo ymonyaHuio false

OnpepgenseT, YTo AenaTb C TOMaMu, KoTopble 6bln co3gaHbl B nnatdopme
BUpTYyanusaumm B npouecce pacnakoBku PK Ha ysen knueHta CPK
RuBackup, ecnu Ha o¢uHanbHOM ¢as3e nocne pacrnakoBKM Mpousolna
owmnbka

Bo3MoOXXHble 3HaYeHUsA true, false
Mpw 3HavYeHUn:

e true TOM, KOTOpbIA 6bIN co3aaH B NnaTtopme BUPTyanusauuu, yaeT
yZaneH u3 nnatdopmbl BUPTyanmsaumu;

o false TOM, KOTOpPbIN 6biN co3gaH B NnaTthopmMe BUPTyanusaLum, ocTa-
HeTcs B NnatdopMe BUPTYanmsaLum.

Pasmep 6noka ansa ytunmTbl dd npu onepaunsx BOCCTaHOBEHUA (B Mera-
banTax)

Avana3oH 3HayeHuit 1-100

Mo ymonyaHuio 5

Pasgen 2.12.3 ToMa
Bo3MOXXHbIEe 3HaYEeHUs true, false
Mo ymonyaHuio true

Mpy 3Ha4YeHUN true BOCCTAHOB/EHME [AaHHbIX TOMa M3 Pe3epBHOIN Konuu
npoucxogunT 6e3 NCMNosb30BaHNA BPEMEHHOIO KaTanora pacnakoBKu

MapameTp dd_block_size He yuynTbiBaeTcs (dd He ncnonbayetcs)

5513 56
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MapameTp

image_uuid

new_name

56 n3 56

OnucaHue
MpoeHTnoukatop obpasa OC B nnatopme BUPTyanmsauum, ¢ KOTOPbIM
OypeT accoumMmpoBaTbCA BOCCTaHaBIMBaEMbIN TOM

Bo3MoO)XHbIe 3HaUEeHuUA <ID>, ORIGINAL

Mpwn 3HavYeHun:

e <ID> MCNonb3yeTcA BbIbpaHHbIN U3 crucka ngeHtueukaTop obpasa OC;

e ORIGINAL wucnonbsyeTtcs maeHTudukatop obpasa OC, ¢ KoTopbIM Obin
acCOLUMPOBaH MUCXOOHbIA TOM Ha MOMEHT PE3EepPBHON0 KOMUPOBaHUA.
Ecnun o6pas oTCyTCTBYET, TO BOCCTaHOBNEHNE PEe3epPBHON KOMWUMK 3aBep-
LIMTCS C OLInbBKOWM

HoBoe nms, ¢ KOTOpbIM TOM ByeT BOCCTaHOBNEH
Mo ymMonyaHuio 1NCnosb3yeTcs MMA UCXOLHOro ToMa.

Ecnn 3HauyeHve napamMeTpa onpefeneHo, To B KayecTBe WUMeHW OyaeTt
MCNnoNnb3oBaTbCA 3TO 3Ha4YeHUNe
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