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CuctemMa pesepBHOro konmpoBaHusa RuBackup nossonsieT BbIMONHATbL MNOMIHOE, UHKpe-
MeHTanbHoe, anddepeHLnanbHoe pesepBHOe KOMMPOBaHME N MOJTHOE U rpaHynspHoe
BOCCTaHOB/IEHME BUPTYalbHbIX MaLLMH NOAAEPXMBAEMbIX NAaTOOpPM BUPTYanmnsauuu.

CPK npousBoanT noKasnbHYy0 AeAynvKauui U XpaHeHne pe3epBHbIX KOMWUii B aepyn-
NMUMPOBAHHOM XpaHunuuwie. B xoge nokanbHOW gepynvkauum CpaHUBaOTCA MeXay
coboin 610KN OaHHbIX Ha KNWeHTe U yganaTca aybnukaTsl. Mpn nepenave pe3epBHONA
KOMUN B XpaHWNMLLE AeAyNNLMPOBaAHHbIX PE3ePBHbIX KOMUIA NepemMeLLatoTcs TOSIbKO
YHUKanbHble 610KM (A5 TOFO Xe TUMa UCTOYHUKA AaHHbIX), KOTOPbIX elle HEeT B XpaHu-
nmue.

PesepBHOe KONMpoOBaHMEe BUPTYalbHbIX MalUMH Moggep>XmnBaemMblx niatdopm BupTya-
nnsauunm BbinosiHAeTCA 6e3areHTHbIM CrocoboM:

1. B caMy BUpTYyasbHyO MalWHy He ycTaHaBnuBaeTcs areHT RuBackup (ogHako Tpe-
byeTcA yCTaHOBKA rOCTEBbIX pPaclUMpEeHUn onepaunoHHOM CUCTEMbI, Hanpumep
gemu-guest-agent);

2. pe3epBHOE KOMMPOBaHME BMPTYaslbHON MaluMHbl BbIMOSHAETCA LLe/IMKOM, ANA BCEX
AVCKOB BMPTYyasnbHON MalLWHbI;

3. B xoae pe3epBHOro KonmpoBaHMA BbIMONMHAETCA J1OKaJibHaaA pgenynjinkKauna (ecnu
OHa BKJIHOYEHA) U 13 pe3epBHO|7| KON yganarTcA p,y6n|/|py+ou.|,|/|ec;| 610KMW.

[NA BbINOSIHEHNA PE3EePBHONr0 KOMMPOBAHUA BUPTYalbHbIX MalIWH MOALEPXMNBAEMbIX
nnatoopm BUPTyannsaumm HeobXoaANMO YCTAaHOBUTb KIIMEHT Pe3epBHOro KOMMpoBaHUS
RuBackup no ogHon U3 cnegyroLmx cxem:

e Ha OOWNH U3 TNNepBU3OPOB,

e Ha HECKO/bKO FMMepBM30POB B TOM Cllyyae, ecninm aTo 06YCNOBEHO HEO6XOANMO-
CTbIO AMHaAMUYECKU pacnpenenaTb Harpy3ky B XO4e Pe3epBHOro KOMMPOBaHUA UIn
obecneynTb BO3MOXHOCTb BbiIBOAA TOr0 UM MHOTO rUMNepBM3opa 13 aKcrnayaTauum
6e3 U3MEHEHUI B pacnuUcaHUn pe3epBHOro KOMMPOBaHMSA; B AAaHHON CXeMe HeobXxo-
AVMO BKHOYUTb 3TU TUNEPBU30OPblI B KNACTEPHYH TPynny KIAMEHTOB CUCTEMbI
pe3epBHOro KOMMPOBaHMA.

Mpn nobon cxeme yCTaHOBKU KMeHT RuBackup mMMeeT BO3MOXHOCTb BbIMNOMHATb
pes3epBHOE KOMMPOBaHME N BOCCTaAHOBIEHME BCEX BUPTYasibHbIX MalUMH cpenbl BUpPTya-
nn3auum, BHe 3aBUCUMOCTU OT TOr0 Ha KakOM M3 Y3/10B B HAaCTOALWMA MOMEHT QYHKLMN-
OHMpYeT BUpTYyalbHasA MallnHa.

MpX BbINOMHEHUN PE3EPBHOIrO KOMUPOBAHUA TMPUMEHSETCS TEXHONOornsa Co3gaHus
MOMEHTasIbHbIX CHUMKOB [aHHbIX ANS OUCKOB BUPTYanbHOW MallMHbl, YTO MO3BONSET
He OCTaHaBnMBaTb W He «MNOAMOPaXKMBaTb» PaboTy Ha BPeMs Pe3epPBHOr0 KOMMpoBa-
HUS.

[Mepepn cospaHneM cCHMMKa U cpasy nocne ero cosgaHusa RuBackup MoXeT BbIMOMHUTL
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CKPWUNT BHYTPW BUPTYasbHOMN MaLUMHbI AN1A TOro, 4YTObbl MMETb BO3MOXHOCTb npmuBeCTU
AaHHblE NPUTOXXEHUI BHYTPW BUPTYaNbHOWM MalUnHbl B KOHCUCTEHTHOE COCTOSAHME.
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naea 1. NMNogpep)xueaembie nnat@dopmbl
BUPTYanu3aLum, TUNbl XpaHUIULL U
¢dannoBblie cucTeMmbl

Tabnuya 1. MNoaaep>kmBaemele nnaTopMbl BUPTYyann3auum, TUrbl XpaHUanly 1 pariaioBble CUCTEMbI

MnaTtdopma euptyanu-

3auum

oVirt

zVirt

ROSA Virtualization

PE/[]l BupTyanusauumsa

HOSTVM

Bepcuna

4.4,4.5

4.0,4.1,4.2,4.3, 4.4,
4.5

3.0 (API Version 4.4,
4.5), 3.1 (APl Version
4.4, 4.5)

7.3.0

4.5

MoppepxuBaembie
TUNbI XPaHUULY,

NFS 2.4.0,iSCSI 2.4.0

NFS 2.4.0,iSCSI 2.4.0

NFS 2.4.0, iSCSI 2.4.0,
FCP 2.4.0

NFS 2.4.0,iSCSI 2.4.0

NFS 2.5.0

[1] Ha momeHT penusa 2.6.0.0.0 nogaepxmBaeTca paboTa ToNbKo ¢ guckamu 6e3 LVM.

[2] Ona paboTbl ¢ xfs HeobxoauMm nakeT xfsprogs .

[3] Ons paboTbl ¢ ntfs Heo6xoaum nNakeT ntfs-3g.

Moppepxueaembie

daiinosbie cuctembi

ext2
ext3
ext4
xfs
btrfs
fat
fat32
exfat
ntfs
vfat
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naea 2. YcTaHoBKa KnueHTa RuBackup

[1ns ncnonb3oBaHUA rPaHyNsiPHOrO0 BOCCTAHOBMEHNSA Nepes yCTaHOBKOM Nake-
TOB HEO6XOAMMO BbIMNOSIHUTL KOMaHAy OT Mosb3oBaTens root Ha co3faHue
nepeMeHHon oKpyXeHnss OVIRT_ROOT_USER:

export OVIRT_ROOT_USER=true

[15 BO3MOXHOCTWN pe3epBHOro KOMUPOBaHUA BUPTYasbHbIX MalWH No44epXXUBaeMbIX
nnaTtdopm BUpTyanmsaumm HeobXoguMO YCTaHOBUTb MakeTbl knveHTa RuBackup Ha
BbIGpaHHbI rMNepBn3op (rMnepBmn3opbl), CM. ANCTPUBYTUB Ansa oVirt:

e rubackup-ovirt-client-<version>.el8.x86_64.rpm

e rubackup-ovirt-common-<version>.el8.x86_64.rpm,
roe <version> — Homep Bepcumn mogyns oVirt.

MogpobHo npouenypa yCTaHOBKM KIMEHTa onucaHa B «PyKoBOACTBE MO YCTaHOBKe
CepBepOB Pe3epBHOro KONMpoBaHMA 1 Linux knueHToB RuBackup».

o [lnAa 3anycka KfimeHTa Kak cepBuca nepesanyctuTe LEMOH KOMaH4aMU:

systemctl daemon-reload
systemctl start rubackup_ovirt_client

OCHOBHble OTMYMS paboThl kKNneHTa RuBackup B noggepymBaemMbix nnatdopmax Bup-
Tyanmsauum COCTOAT B CNefyoLLEeM:

1. 3anycK rubackup_client HEOOXOAMMO BbINOMHATL OT UMEHWN NONb30oBaTeNa vdsm B
root gupektopum (/). B TOM cnydae, ecnm BaMm HeEOH6X0AMMO 3anyCTUTb KJIMEHT He
KaK CepBu1C, a B TEPMUHANIbHOM peXXnMe, BOCMNOoJb3yNTeCb KOMaHAaMMu:

3anyck KnneHTa

sudo -u vdsm /opt/rubackup/bin/rubackup_client start

OcTaHoBKa K/IMEHTa

sudo -u vdsm /opt/rubackup/bin/rubackup_client stop

2. B coCTaB K/IMEHTCKOro nakeTa BK/KOYEH TOSIbKO MOAY b AJ1A pPe3epBHOro Konnposa-
HMA BUPTYasibHbIX MaWWH MOALEPXMBAeMbIX MIAaTGOpPM BUPTyanmnsauun, HUKaKmMX
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ApYyrux mogynen B 4aHHOW KOHOUrypauum He NpefycMoTpeHoO.

. B cocTaB KNMEHTCKOro nakeTa BXOAAT TOSIbKO YTUMINTblI KOMaHOHOM CTPOKWU, rpadu-
YeCKUN MeHeXep KIneHTa RBC B cocTaB nakeTa He BKJIHOYEH.

. icnonb3oBaHne BO3MOXHOCTM aBToMaTuyecku npepoctasnsate NFS ! ¢aiinosyto
CUCTEMY CO CTOPOHbI CepBepa pe3epBHOro KonmpoBaHus gna paboTbl knneHTa oVirt
He NpefyCMOTPEHO U He NOoALEPXKMBAETCA.

. Ons co3gaHns 1 BOCCTaHOBNIEHUS PEe3epPBHbIX KOMUIN Ha CTOPOHE K/IMEHTa pe3eps-
HOrO KOMMpPOBaHMA TpebyeTcs cneumanbHO BblAeNeHHOe MPOCTPaHCTBO (KaTanor
AN51 BPEMEHHbIX onepawuui):

a. Ecnn 3HadeHne napameTpa backup_using_ovirt_api yes, TO TpebyemMblinl 06beM
NPOCTPaHCTBa CM. B rnaBe «TpeboBaHmsa 1 orpaHuYyeHns A5 co3naHnsa MHKpe-
MeHTalbHbIX PK».

b. Ecnn 3HadeHne napameTpa backup_using_ovirt_api no, TO 06beM NPOCTPaHCTBA
paccuynTbiBaeTCH TakK:

= Ecnu 3HayeHne napameTtpa backup_vm_from_native_host no ”n B KayecTBe
XpaHunuuwa guckos BM wucnonbsyetcsa NFS, To ana cosgaHua pesepBHOM
Konum notpebyeTcsa He MeHee 2% OT obuwero o6bemMa BMPTYalbHbIX MaLUVH,
AJ151 KOTOPbIX BbIMNOSHAKTCA OLHOBPEMEHHbIE Ornepauunm pes3epBHOro Konmpo-
BaHWsA (Hanpumep, 4Na 0gHOBPEMEHHOr0 pe3epBHOro KonmposaHusa 10 BUPTY-
anbHbIX MawwuH no 106 Heobxogmnmo 26 BblgENEHHOr0 NPOCTPAHCTBA). ITO
CBSiI3aHO C TEM, YTO XOTHA CO3[4aHNE PEe3EPBHbIX KOMUA OUCKOB BUPTYaNbHbIX
MalLUWH U MPOUCXOOUT HENOCPEACTBEHHO U3 XpaHWULWA, OAHaKo TpebyeTtcs
cBOB6OAHOE NPOCTPAHCTBO O/19 BPEMEHHOIO XpPaHeHUs cny>XebHon nHpopma-
uum CPK.

= Ecnn 3HayeHue napameTpa backup_vm_from_native_host no ¥ B kadecTBe
XxpaHunuwa guckos BM ucnonbsyetcsa iSCSI ¥ unn FCP ¥, a takxe ecnu
3apadva no cospaHuo PK HasHayeHa Ha TOT Xe y3en, Ha KoTopoM 3Ta BM pas-
BepHyTa, TO TpeboBaHUA K NPOCTPAHCTBY Takue e, Kak 1 B npegbigyLiem
NyHKTE.

Ecnu xe 3apava HazHayeHa Ha y3es, OT/IMYHbIA OT TOro, Ha KOTOPOM pasBep-
HyTa BM, To 06beM TpebyemMoro npocTpaHcTBa 6yneT paBeH 102% oT obbeMa
BM, ana KkoTopon nponssoanTca pesepBHoe konnpoBaHue (100% — ana Bpe-
MEHHOr 0 XpaHeHNA KOMnu SUCKOB BUPTYasibHON MalUMHbI + 00 2% [NA XpaHe-
HMA cnyxebHon wuHoopmaumm CPK). Konunm anckoB Takom BUPTyanbHOM
MaLUVHbI 3arpy>ar0TCA B KaTtanor Ana BpeMeHHbIX onepauuin yepes oVirt API.

= Ecnun 3HayeHme napameTtpa backup_vm_from_native_host yes, TO BHe 3aBUCU-
MOCTM OT TUNa xpaHunuuia TpeboBaHua K cBOO6OOHOMY MeCTY B KaTasore ans
BPEMEHHbIX onepauun Takme Xe, Kak B MyHKTe.

» Ecnn 3HayeHme napameTpa disk_upload_mechanism file, TO o118 BOCCTaHOB-
NEHUs pe3epBHOM KOMUW B KaTanore pacnakoBKW, BblIOpaHHOM Mofib3oBaTe-
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nem CPK, TpebyeTcsa cBob60gHOE MECTO B pasmepe He MeHee 102% oT obbemMa
BUPTYanbHOM MalKWHbI, ANA KOTOPOW BbINOMHAETCA pe3epBHOE KOMMpoBaHme
(100% oT pasmepa BOCCTaHaBIMBAEMOro pecypca COCTaBNAOT AaHHble AUC-
KOB BMPTYanbHOW MalUWHBbI, @ A0 2% — cny>xebHasa nHpopmauymsa CPK).

o Ecnn cBobogHOro MecTta HefoOCTaTOYHO, 3ajaya pPe3epBHOro Konu-
pPOBaHNA 3aBEPLUNTCSA C OLUNOKOMN.

B >XypHane mMoayns 6yaeT 3anucaHo noApo6Hoe cooblieHne 06
owmnbKe C yKasaHneM HeobxoanMoro o6bemMa NpPoCcTpaHCTBa.

» Ecnn 3HauyeHue napameTtpa disk_upload_mechanism nbd n BM BoccTaHaBnn-
BaeTcs C auckamu B xpanunuuwe tmna FCP ¥ unn iSCSI ¥, To gns BoccTaHoB-
NEHNA pe3epBHOM KOMUM B KaTanore pacrnakoBKW, BblOpaHHOM Mofib3oBaTe-
nem CPK, mMoxeT noTtpeboBaTbcA cBO6OAHOE MECTO B pasMepe He MeHee
202% OT obbemMa BUPTYyanbHON MaLUWHbI, 41 KOTOPOW BbIMOSIHEHO pe3epBHOE
konuposaHune (oo 200% oT pasmepa BOCCTaHaBIMBAEMOro pecypca MOryT
COCTaBUTb JaHHble OUCKOB BUPTYanbHOW MalUWHbI, @ 0O 2% — cnyXebHas
nHopopmauyma CPK). 310 ob6cynoBneHo HeobXO0AMMOCTbLIO KOHBEPTaLMM gUcKa
BUPTYyanbHON MalWuHbl U3 ¢opmaTa qcow2 B raw Mepepn 3arpy3kon OaHHbIX
AVCKa B XpaHunuwe nnatoopmbl BUpTyanusaumm cpeactesamm oVirt APL. Ecnu
AVCK OPUrMHanbHOM BUPTYanbHOW MallMHbI W3Ha4vanbHO 6bln B ¢dopmaTte
gcow2, TO KOHBepTauna TpebyeTca U Ha MOMEHT OKOHYaHUA KOHBepTauuu B
KaTanore pacrakoBkKM K 3TOMY OUCKY OyAyT OTHOCUTbCA ABa ¢anna: dann
ancka B ¢opmaTe qcow2 U ¢pain gucka B popmate raw. Ecnm gnuck opurmHans-
HOWM BMPTYasibHON MaLUMHbI U3Ha4YanbHO Oblin B popMaTe raw, TO KOHBepTauusa
He TpebyeTcAa M OJ19 BOCCTAaHOB/IEHUA PEe3epBHOM KOMUK B KaTanore pacna-
KOBKW NoTpebyeTcs MeHblle cBobogHOro mecta - o 102% ot o6bema opurun-
HaNbHOW BUPTYanbHOW MaLUUHbI.

o Ecnu cBob6ogHOro Mecta HefoCTaTOYHO, 3afa4a Pe3epBHOro Kornu-
POBaHWA 3aBEPLLUNTCSA C OLLUNBKON.

B xypHane mopyna 6yget 3anncaHoO noAapobHoe coobueHue 06
olwmnbKe C yKazaHMeM Heobxogmmoro o6bema NpoCcTpaHCcTBa.

Mpn pe3epBHOM KOMUPOBAHUU B peXxXunme genynnvkaunm ato TpeboBaHne He ABNAETCH
obfAsaTesibHbIM, T. K. BECb 06MEH AaHHbIMU MPOUCXOLUT 6€3 NCMoNb30BaHUA UCKOBOIo
NPOCTpPaHCTBa, O4HaKO O/19 BOCCTAHOB/IEHUA BUPTYanbHOMW MalUMHbl U3 Oefynnnumpo-
BaHHOW pe3epBHOWM KOMUWN Ha KIIMeHTe noTpebyeTca MecTo gnsa GopMMpPOBaHUSA OUCKOB
BOCCTaHaB/IMBaeMON BUPTYaslbHON MaLUUHBbI.

[Mocne pacnakoBKuM NakeToB common u client B anne /root/.bashrc nponucaTb cne-
OYHOLW YK CTPOYKY:
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export PATH=SPATH:/opt/rubackup/bin

[anee nepesarpysnTb OKPY>XEHUE:

. ~/.bashrc

3aTeM co3gaTbh KOHPUrypaumoHHbIn dann knneHTa RuBackup ¢ MOMOLLbHO KOHCOSTbHOWN
YTUNNTBI rb_init.

[Mpn KOHOUrypaunum KnneHTa ¢ UCrosib30BaHUEM 31IEKTPOHHOM NOAMUCU, NOCHe BbIMOS-
HEHWUA rb_init Ha KAMEHTe HeobXoAMMO BbIMOMHUTL KOMaHAy chown vdsm:kvm
/opt/rubackup/keys/secret-key.pem.

1. Nocne cospgaHna KaTanora Ana paboTbl C BpeMeHHbIMK dannamMun (Hanpumep, npu
Bblbope KaTanora /rubackup-tmp) He06Xx04MMO NpefoCTaBUTb K HEMY AOCTYnM MOb-
30BaTeNo vdsm:

chown vdsm:kvm /rubackup-tmp

BpeMeHHbI KaTanor Heobxoanm ans XpaHeHns:

e MeTagaHHbIX, KoTOpble popmupyeT CPK B npouecce cosgaHuUs pe3epBHOM KOMUn
BUPTYyasibHOM MalnHbl. Pasmep ¢opMupyeMbiX MeTafaHHbIX MOXeT gocturatb 3%
OoT o6beMa OgHOBPEMEHHO pe3epBUPYEMbIX BUPTYasibHbIX MaLUMH.

e Konuin guckoB BUpPTYanbHbIX MalWH — OJ19 CNy4YaeB, Korfaa BbIMOSIHAETCA pes3eps-
HOoe KOMMpoOBaHWe BbIKNKOYEHHOW BUPTYasibHON MallWMHbI, AUCKW KOTOPOW pacnoso-
XeHbl B Xxpanunuue iSCSI nnu FCP. B gaHHOM criy4yae o6beM KaTanora gnsa BpeMeH-
HbIX onepaunn gomkeH 6biTb He MeHee 103% OT pa3smMepa BUPTYyasibHbIX MaLUnH, oNA
KOTOPbIX BbIMOSHAETCSA pe3epBHOE KOMMPOBaHME.

[Mpn ycTaHOBKEe KNMEeHTa peKkoMeHAyeTCcA UCNob30BaTh GYHKLUUIO LLeHTPann3oBaHHOro
BOCCTAHOBJIEHMSA B TeX CNy4yanx, Korga npegnonaraeTcq BOCCTaHOBNEHNE BUPTYalibHOW
MaLlWHbI U3 cpeacTBa ynpasneHna RBM.

B xopme wHcTannAumMm naketa B cucTteMe 6ypeT cosfgaH dann HacTpoek pocTtyna
CUCTEMBI pe3epBHOro KOMMpoBaHus K API oVirt
/opt/rubackup/etc/rb_module_ovirt.conf: ([1aBa 9)

[lanee Heo6X0ANUMO BbINOMHUTL CNeaykoLlne AencTBUA:

1. N3MeHnTb B 3TOM ¢aisie HaCcTponku gna nogknodveHma Kk API, ona yero:

o cos3paTb cepTudumkaT gocTtyna K APl cnepgyrolen KoMaHLoM:
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curl --output /opt/rubackup/keys/ovirt.ca.crt 'http://ovirt-
engine.yourdomain.local/ovirt-engine/services/pki-resource?resource=ca-
certificate&format=X509-PEM-CA"

o U3MEHWUTb NpaBa AoCTyna Ana cepTudmKaTa crneayrollet KOMaHaoM:

chown vdsm:kvm /opt/rubackup/keys/ovirt.ca.crt

Mpwn cTapTe KNMeHTa RuBackup B XXYPHanbHOM danne
/opt/rubackup/log/RuBackup.log Ha KIMeHTe NOABUTCA cneayrouaa 3anuchb:

Try to check module: 'oVirt'
Execute 0S command: /opt/rubackup/modules/rb_module_ovirt -t 2>&1
[2024-02-01 ©88:37:31] Info: Module version: 2.0
[2024-02-01 88:37:31] Info: zVirt Engine version: 4.5
. module 'oVirt' was checked successfully
Execute 0S command: /opt/rubackup/modules/rb_module_ovirt -c 2>&1

2. B py4yHOM pexxmme NpoBepuTb NPaBUIbHOCTb HACTPOEK CleaytoLeln KOMaHaom:

/opt/rubackup/modules/rb_module_ovirt -t

2.1. HacTpoika poctyna 6e3 naponsa ansa nonb3oBaTtensa
vdsm

[Onsa kKoppekTHon paboTbl C MoAaynem nosfb3oBaTento vdsm Heobxoaum pocTyn 6es
naponsa no ssh. K nonbsoBaTento root Ha OCTasibHbIX Y3/ax BUpTyanusauum, rae ycra-
HoBJeH knueHT RuBackup.

[na aToro Heo6XoAMMO MPOBEPUTL HanMuMe ssh Kya Ha JaHHOM y3rie, eC/n KoY
OTCYTCTBYEeT, CO34aTb ero cnegyrouien KoMaHLoun:

sudo -u vdsm ssh-keygen -t rsa -b 4096 -f /var/lib/vdsm/.ssh/id_rsa

[anee HeobxogMMo cKonupoBaTb NY6/INYHbIN K/HOY NOAb30oBaTensa vdsm, HaXxoaaWmnnca
B ¢anne id_rsa.pub 1 3anucaTb B ¢pann /root/.ssh/authorized_keys Ha Bcex ocTalb-
HbIX y3nax BUpTyanusauum, roe yctaHoBneH KnneHT RuBackup.

[Mocne BblWEONUCaHHbIX AENCTBUN HeobXoanmMo y6e,EI,I/ITbCF|, 4YTO BC€ BbINMOJIHEHO rpa-
BNJIbHO, I'IOI'IpO6OBaTb NnoAKJMIOYNTBbCA C OAHOroO y3Jia BUpTyaJsin3aunn Ha ,D,pyFOVI KOMaH-
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2.2. PaboTta Moaynsa 6e3 NpoMexXyTOYHOro XxpaHmnuiia
[on:
sudo -u vdsm ssh root@<hostname>

Ecnn npu nogkntouyeHunM cucteMa He TpeboBana Mnaposib — HaCTPOWMKa BbIMOMHEHA
BEPHO.

2.2. PaboTta Mmofynsa 6e3 NPpoOMeXYTOYHOro XxpaHunuiy,a

[0na Moayna AOCTYMNHO pes3epBHOE KONMMpoBaHWE U BOCCTaHoOBMNEHME 6e3 ncnonb3oBa-
HUA NPOMEXYTOYHOr0 XpaHunuwa. 3To NO3BOAAET YMEHbLUUTb UCNOJSIb3YyEMOE ANCKO-
BOE NMPOCTPAHCTBO MpU PE3EPBHOM KOMUPOBAHUM U BOCCTAHOBMIEHUM 33 CYET UCMOSb-
30BaHuMA TexHonorum FUSE.

nns pa6OTbI 6es NMPOMEXYTOYHOI 0 XpaHmnnuila:

1. B 3aBucumoctn ot OC Ha ys3ne BupTyanusauuu, yctaHoBuTe nakeT fuse3 numbo
nakeT fuse2. [1nsa paboTbl 6€3 NpoMeXyTo4yHoro xpaHunuwa ¢ ROSA Virtualization
Heobxogum nakeT fuse2, T.K. fuse3 oTcyTCcTBYET B penosutopun POCA.

Mocne ycTaHoBKM fuse2 co3pgainiTe CCbIIKY Ha fusermount.

In -s /usr/bin/fusermount /usr/bin/fusermount3

2. PacCKOMMEHTUpynTE napameTp user_allow_other B /etc/fuse.conf.

o Onuusa paboTaeT ToNnbko ansa oVirt APIl, napameTp backup_using_ovirt_api gon-
XE€H MMETb 3HaYeHNe yes.

2.2.1. Pe3epBHOE KOnNupoBaHue 6e3 NPoMeXYTOUYHOro XpaHunumiua

BbiNoNHNTE pe3epBHOE KOMUPOBAHUE MO MHCTPYKLMM C YYETOM NMYHKTOB HUXE.

1. YcTaHOBUTE 3HayeHne napameTpa memory_threshold >= 4 B 06WKMX HacTpoMKax
npw BbinonHeHnn PK, nHaye 3agaya pe3epBHOro KONMPOBaHMA 3aBEPLUMTCSH C OWKn6-
KOWN.

2. OTKNMOYNTE NapamMeTp use_tmp_dir_at_backup B TOHKKX HacTpoukax MoLyns rnpw
BblNonHeHun PK.

2.2.2. BoccTaHOBJ/IeHMe 6e3 BpeMEeHHOro XxpaHunumiua

BbinonHnTe BOCCTaHOBNEHME pe3epBHO|7| KOMMnM no MHCTPYKLMM C YyYEeTOM MNYHKTOB
HXe.
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1. YcTaHOBUTE 3HayeHne napameTpa memory_threshold >= 4 B 0bwmx HacTpoOWKax
Npw BOCCTaHOBNIEHUN, MHaYe 3aJa4Ya BOCCTAHOB/IEHUS 3aBEPLUMTCS C OLNBKOMN.

2. OTKNMOYNTE NnapamMeTp use_tmp_dir_at_restore B TOHKMX HAacTpOMKax MOLYIIS Mpn
BOCCTaHOBNEHUM PK.

2.3. XpaHunuuie ceKpeToB

Mogaynb oVirt nogaepxuBaet 6e30nacHoe XpaHeHne ayTeHTUMKALNOHHON nHopmMa-
LUK ONS NOAKMHOYEHMA K nnatopmMam BUPTyanu3aumm C NMOMOLLBIO BHELWIHErO XpaHWU-
N1LL,A CEKPEeTOB.

[na paboTbl C XPaHUNULLEM CEKPETOB B Moay/e:
1. BbinonHWTE npeaBapuUTeNbHYO HACTPOMKY XpaHunuwa cekpeToB B MeHemxkepe

agMuHucTpaTopa RuBackup (RBM) nnn B Be6-npunoxenum Tucana.

2. YcTaHOBUTE 3HayeHWe napamMeTpa use_secret_storage yes B KOHOUrypaLNOHHOM
danne mogyns.

o Npu cosgaHmn PK BbibepuTe npenBapuTesibHO CO3LaHHbIN CeKpeT B TOHKKX
HacTpoWkKax MoAyNs;

o MNpwu BocCcTaHoBNeHUN PK BbibepuTe CcekpeT B HacTponkax BoccTaHoBneHus PK.

Ecnn ncxogHoe XpaHUnuLLe CeKpeToB HeAoCTYMHO, BbibepuTe Opyroe
UNN yKaxXunTe 3HadeHne CeKpeT He BbIGpaH.

[11 NFS — Network File System (cM. nogpo6Hee Ha cTpaHuue https://www.ovirt.org/documentation/administration_guide/

[2] iSCSI— Internet Small Computer System Interface (cMm. nogpobHee Ha cTpaHuue https://www.ovirt.org/documentation/
administration_guide/

[3] FCP — Fibre Channel Protocol (cM. nogpobHee Ha cTpanuue https://www.ovirt.org/documentation/administration_guide/
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3.1. NonHoe pesepBHOE KONMpoBaHue

naBa 3. Tpe6oBaHUA U orpaHUYeHUa Anea
co3paHusa PK

3HayeHVe napamMeTpoB CM. B pasgene [nasa 9

3.1. MonHoe pe3epBHOE KONMUPOBaHUe

1. Ecnn gna nosiHOro pes3epBHOro KonupoBaHUA napameTp backup_using_ovirt_api
YCTaHOBJIEH B 3Ha4YeHME yes, MOAY/b BblYMCNAET CYMMapPHbIN pasMep pesepBupye-
MbIX OaHHbIX. Mogynb TakXe yuyuTbiBaeT pasMepbl OUCKOB pesepBupyemon BM un
npoBepseT, YTO B KaTanore s BPEMEHHbIX onepauun Ha ysne knneHta CPK ecTb
HeobxoanmblIh 06beM cBOBOAHOIoO MecTa.

[Mpn NosHOM pe3epBHOM KonuMpoBaHun cpegcteamu oVirt APl B kaTanore gnsa spe-
MEHHbIX Onepauun Ha KIMeHTe LO/HKHO ObiTb [0CTAaTOYHO CBOBOLAHOro MecTa,
4YTOObI COXPaHUTb KONUM guckoB BM 1 0o 2% OT CyMMapHOro pasmMepa AUCKOB Noj,
MeTafaHHble, KoTopble popmupyeT CPK (B npouecce paboTbl rbfd).

(cymmapHbIn pasmep guckos BM) x 2 + ~0,02 x (CyMMapHbI pa3mep OUCKOB
BM) !

Ecnn cBo604HOro MecTa HefloCTaTOYHO, 3ajiaya pPe3epBHOro KONMpPoBaHUA
3aBEepLUINTCA C OLLMBKON.

B xypHane mogyna 6yaet 3anucaHo nogpobHoe coobuieHne 06 owmnbke ¢
yKasaHMeM HeobxogmmMoro o6bema nNpoCTpaHCcTBa.

2. Ecnn nonHaa PK cospaHa 6e3 npoMexyTo4yHoro xpaHunuuwa, u cnegyrouwan PK B
LLenoyke sanfaHMpoBaHa Kak MHKpPeMeHTanbHaa unn guedepeHumanbHas ¢ npome-
XXYTOYHbIM XPaHUNULLEM, BMECTO WHKPEeMeHTanbHon wunn puodepeHymnanbHom
oyneT cospgaHa nonHasa PK.

Ecnn nonHaa PK co3gaHa ¢ NpOMeXYTOYHbIM XpaHunuwiem, u cnegyrouwas PK B
Lenoyke 3aniaHupoBaHa Kak MHKpeMeHTanbHaa unn gudoepeHumanbHasa 6e3 npo-
MEXYTOYHOro XpaHunuuia, BMECTO WHKpPeMeHTanbHon wunn paundoepeHymnanbHomn
obypeT cospgaHa nonHasa PK.

3.2. UHKepeMeHTasIbHOE pe3epBHOE KONMUpoBaHUe

1. Ecnu uenouka PK Havanacb ¢ backup_using_ovirt_api, YCTaHOBJ/IEHHbIM B 3Ha4e-
HMUe no, NPU o4YepeaHON UTepaumn MHKpeMeHTanbHoro PK Mogynb TakXxe npoBepuT
3HayeHWe napamMeTpa backup_using_ovirt_api B KOHUrypauuoHHOM ¢anne
MOLYNA, eCnn 3HaYeHne U3MEHUIOCb Ha yes, BygeT COOTBETCTBYHOLLEE yBeAOMSe-
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HMe B XYypHane moaynsd, n uenodka PK HauyHeTcA 3aHOBO (T.e. BMecTO MHKPEMEH-
TaJlbHO KON 6yp,eT cosfaHa nosnHas).

2. Ecnn uenouka PK Hayanacb ¢ backup_using_ovirt_api, yCTaHOBNEHHbIM B 3Haye-
HUe yes, NpW o4YepeaHOW UTepaunn HKpemeHTanbHoro PK Moaynb TakXXe npoBepuT
3HayeHMe napameTpa backup_using_ovirt_api B KOHOUrypayunmoHHOM danne
MOLY A, eC/in 3HaYeHne N3MEHUIIOCb Ha no, ByfeT COOTBETCTBYHOLEE yBEeOOMIIEHNE
B XYpHasne moaynsa, u uenoyka PK HauyHeTCs 3aHOBO.

3. Ecnn backup_using_ovirt_api YyCTaHOB/EH B yes, BbINOJIHAETCA UTepauUus Ha
cosfaHne uHKpeMeHTanbHon PK u y kakoro-nnbo aucka pesepsupyemon BM B
cucTtemMe BUpTyanusauum 3HadeHune ONA nNapamMmeTpa Backup type OTNM4YHOE OT
incremental, To BMecTo MHKpeMeHTanbHon PK cpeactBamu APl oVirt 6ygeT Bbinon-
HeH NOSMHbIM gamMn guckoB BM (Takxke 4yepes oVirt API), nanee pacyeT N3MEHEHUN

(menbTa ¢ MOMeHTa cosfaHnusa npeablaywen PK) 6yaeT BbiNnoAHATb rbfd (cMm. rbfd)
2]

4. Ecnn backup_using_ovirt_api YCTaHOBMEH B yes, BbINOMIHAETCA UTepauns Ha
cosfaHne uHKpeMeHTanbHonm PK u y kakoro-nnbo aucka pesepsupyemon BM B
cucTeMe BUPTYanusauuu 3HayeHWe raw gns napameTtpa format ', To BMecTo
NHKpeMeHTanbHon PK cpeacteamu API oVirt 6ygeT BbINOSHEH NOJHBIN Jamn OUCKOB
BM, panee pacyeT MU3MeHeHUN (OenbTa C MOMEHTa co3faHua npegblgyuwen PK)

6yaeT BbINOAHATbL rbfd .

5. B cnyvae, korga cospgaetca uenoyka PK, ona KOTOpoOM BbINOMHAKTCA YCNOBUA
(nyHKTOB 3 N 4) ANA co3gaHus MHKpeMeHTa cpeacTBamm oVirt APIl, HO Ha Tekyulen
nTepaumn nkpemeHTasnbHoro PK a1 ycnoBusa He BbINOHAKTCSA, B TaKOW CUTyaLun
OypeT BbiBeAEHO MnpepynpexgeHwe B XypHan mMoaynsa, v uenoyka PK HauyHeTcs
3aHOBO (BMECTO MHKPEMEHTaNbHON Konun 6yaeT cosgaHa nonHas).

6. [na cnyyaes, Korga nognepxmBaeTtca MHKpemeHTtanbHoe PK cpegctesamm oVirt API
(nyHkTOB 3 1 4), npn nonHoMm PK pamnbl guckos BM coxpaHaoTCcA B KaTanor gns
BPEeMEHHbIX onepaunn Ha knneHTte. @annbl gamMnos umetoT raw dopmaTt. Ha aTane
CO30aHNA UHKpeMeHTanbHon Konuu cpegcteamu oVirt APl gamnbl ANCKOB (TOMbKO
AenbTa ¢ MOMeHTa npegbiaywero PK) dopmupyrotcs B gcow2 dopmarte.

7. Ecnun nHkpemMeHTanbHasa uwnn guddpepeHumanoHaa PK cosgaHa 6e3 npoMeXxXyTo4yHoro
XpaHunuwa, n cnegyrowan PK B uenoyke 3annaHMpoBaHa KakK WHKpeMeHTasbHas
nnn andoepeHunanbHasa ¢ NPOMEXYTOYHbIM XPaHUNULLLEM, BMECTO UHKpeMeHTalb-
HOW Unu gnodepeHumanoHom byaeT cosgaHa nonHas PK.

Ecnn nHkpeMeHTanbHasa uwnn guodepeHymanbHaa PK cosgaHa ¢ NpoMeXyTOYHbIM
XpaHunuuiem, n cnegyrouwaa PK B uenoyke sansaHMpoBaHa Kak MHKPEMEHTasbHas
nnn gnodepeHymanbHasa 6e3 NPoOMeXXyTOYHOr0 XpaHunumLLa, BMECTO MHKPEMEHTalb-
HOM nnn gnuodepeHymanbHon byaeTt cosgaHa nonHasa PK.

8. Ecnn napameTp use_tmp_dir_at_backup ycTaHoBneH B false npu co3gaHun pas-
3HOCTHbIX PK cpepgctBamm oVirt API, Mogynb byaeTt cosgaBaTb JaMn TOMbKO TeX
ONOKOB faHHbIX Ha guUcKax, KOTOpble USMEHUNCL C MOMEHTa npegblayLlen ntepa-
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3.3. OCo6eHHOCTU pesepBHOro KONMpoBaHWSA Npu OTKIKOYeHHOM oVirt API

LU pe3epBHOro KonmposaHuA. [lonyyeHHble gamnbl 6yayT COXpPaHEHbl B KaTanor
019 BPEMEHHbIX onepauunh BHe 3aBUCMMOCTW OT 3HaA4YeHWs napameTpa
use_tmp_dir_at_backup.

o Ecnn B cucteme BUpTyanusauum y oucka He BKOYeHa ¢YyHKUMA MHKpeMeH-
Ta/lbHOE pe3epBHOE KOMUPOBaHMe N Ucnonbsyetcs cosgaHne PK 6e3 BpeMeH-
HOrO XpaHwunuwa, TO BMeCTO UHKpeMeHTanbHou unu gudoepeHumansHon PK
bypeT cospgaHa nosnHaa PK.

3.3. Oco6eHHOCTH pe3epBHOro KonupoeaHusa nNpu
oTknoyeHHoMm oVirt API

Ecnu napameTp backup_using_ovirt_api yCTaHOBNEH B no, pPe3epBHOE KOMMpoBaHue
BbINMOJIHAETCA HaANpPAMYIO 4Yepes rmnepBn3op:

1. Ana BkNtOYEHHON BM:

o Moaynb oTnpaBnsieT 3anpoc K rmnepBu3opy Ha CO34aHMEe CHUMKOB COCTOSIHUA
anckoB BM (koMaHaa virsh snapshot-create-as <domain_id>)

o "lMoAMOpPOXEeHHbIE" nocne CHUMKa COCTOAHMA AuckM BM 3anakoBbiBarOTCA B
apxus PK

° MO,EI,yJ'Ib BbIMNOJIHAET KOMMUT CHUMKOB COCTOAHNA (virsh blockcommit)

o OnucaHHble 3Tanbl co3gaHnMa U GuHanMsauum CHMMKOB COCTOSAHMA AMCKOB BM
OTCNEXNBAKOTCH Yepes CUCTEMY MPOCMOTpPa CobbITUN Ha NnaThopme BUPTyanu-
3auumn

2. [Ana BbIKNKOYEHHON BM:
o Moaynb NblTaeTcs HaWTK pacnonoXeHne auckos BM .
o Ecnn pacnonoxeHwe HangeHo, anckn BM 3anakoBbiBaoTCcA B apxuB PK

o Ecnn pacnonoxeHwe He HangeHo, BbIMNOMHAETCA AaMn AWCKOB B KaTanor gns
BPEMEHHbIX ornepauun, nocrie Yyero cgamrnieHHole ¢annbl AUCKOB 3anakoBblBa-
roTCA B apxus PK

[1] NepBoe cnaraemoe — nog dannbl guckos BM (raw 1 qcow?2), BTopoe cnaraemMoe — nog, MetagaHHole CPK.

[2] OnpepeneHne genbTbl BbIMOMHAET HE cucTemMa BupTyanusauumn, a CPK (yXxe nocne gamna gmcka B KaTanor O/ BPEMEHHbIX
onepauun).
[3] https://www.ovirt.org/documentation/doc-REST_API_Guide/#types-disk_format
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naea 4. PesepBHOEe KONUpOBaHUe

4.1. PesepBHOe KonuposaHue B RBM

BbibepnTte cnocob BbIMNOMHEHUSA PE3epPBHOro KOMUPOBAHWUA B NpUIoXeHun MeHepxep
agpmuHucTpaTtopa RuBackup (RBM) n npousBeguTe HacTpPoOWKy, crefyf ykKasaHUsaM U3
COOTBETCTBYHOLLEro JOKYMEHTa:

e CpoYHOEe pe3epBHOe KonupoBaHue

e NobanbHoe pacnucaHue

o CTpaTerum

[na pesepBHOro konnposaHua BM:

1.

N3 cnncka KnueHT BbibepnTe KNMeHTa, KOTOPbIA YCTaHOBMNEH Ha y3ne BUpTyanusa-
LN,

N3 cnucka Tun pecypca Bbibepute oVirt. MNpu HeobxogumMocTn Haxmute [..] n
onpenennuTe ToHKME HAaCcTPOMKN MOLY IS,

HaxmuTe [...] B none Pecypc 1 BbiIbepnTe U3 CNNCKA PE3EPBUPYEMYIO BUPTYabHYHO
MaLUUHY.

M3 cnmucka Tun PK BbibepuTe TUN pe3epBHO KOMUN.

Ecnn Kk pesepBupyembiM BM nogkntoveHbl AUCKuU Ttuna llpeaBaputesibHO
pasmMeyeHHbIV, TO NpefBapuTesibHO B HAaCTPOMKax Ancka BkaounTe Bkio-
4YUTb UHKPEMEHTa/lbHOe pe3epBHOEe KonupoBaHue.

Haxmute v MpUMeHNTb 419 COXPaHEHUS USMEHEHUN.

[na Bo3BpaTa K 3HaYEHUSAM NO YMOYaHUIO HaXXMNUTe 3HAYEHUS N0 YMOJTYaAHMIO.
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5.1. BoccTaHoBneHue pesepBHbIX Konui B8 RBM

naBa 5. BoccTaHoBIeHUe pe3epBHbIX KOMUX

5.1. BoccTaHoBneHue pe3epBHbix konuii B RBM

5.1.1. NMonHoe BOoCCTaHOBJNIEHUE

[1nA NoNHOro BOCCTaHOBEHMA HEOOXOANUMO, YTOObLI NONb30BaTENO vdsm 6blSIN BblgaHbI
npaBa Ha BHECEHUE M3MEHEHNN B KaTanor PacCnakKoBKH pesepBHoﬂ KOoMnuun.

B npunoxeHunn MeHepkep apgmuHucTpaTtopa RuBackup (RBM) npousseanTe
HaCTPOWKY, cneays yKasaHUAM U3 OKYMeHTa Pasnern «Penosutopuiny.

[na nonHoro BocctaHoBnenmns BM ns PK:
1. N3 cnncka BocCTaHOBUTDb Ha KJIMEHTE BblIOEpUTE KJIMEHTA, KOTOPbIA YCTAaHOBJIEH Ha

y3rne BUpTyanu3auuu.

2. B KaTtanor pacnakoBku HaxmuTte [...] N yKaxuTe KaTanor gssa pacnakoBku peseps-
HOW KOonuu.

3. B Bbl6op cekpeTHoro meropfa BbibepuTe MeETOL MONYYEHUA ceKkpeTa, KOTOopbIn
MCMONb30BasICA NPU CO3LaHNN Pe3epPBHON KOMUK.

Ecnun ncxogHoe xpaHUnue CeKpeToB HeOoCTYMHO, BbibepuTe Apyroe unm
yKaxkuTe 3HayeHne CeKpeT He BbiGpaH.

4. B MapamMeTpbl BOCCTaHOBNEHUA ans moayna Haxmute [...] n onpegennute ToHKMe
HacTponKn moayns (cm. naga 11).

5. Bkmounte @© BoccTaHOBUTD Ha LLeNneBOM pecypce /15 BoccTaHoBneHuss BM n3 PK
B nnatdopme BUpTYyanmsaunm.

Ecnn ¢nar BoccTaHOBUTD Ha L,e/1IeBOM pecypce BbIKJIFOYEH, TO pe3epBHan
konna BM pacnakoBbiBaeTCA B Bbl6paHHbIIZ KaTanor. BoccTaHoBneHune
3aBepllaeTcA.

PesepBHas konust BM 6yaeTt pacnakoBaHa B KaTanor pacnakoBKM, a 3aTeM, Ha OCHOBE
[LaHHbIX pe3epBHOM Konun, HoBass BM byaeT pasBepHyTa B nnatdopme BUPTYyanmsaumnm
B XpaHunuuie, ykasaHHOM B napameTpe storage_domain B TOHKMX HacTpolkax
mopyns. MNMocne BoccTaHoBNeHUss BM kaTanor pacnakoBku 6ygeT OUYULLEH.

5.1.2. N'paHynapHOe BOCCTaHOB/IEHUE

[nA rpaHynAapHOro BOCCTaHOBNEHNS Heob6Xo4ANMO, YTOObI:

e pesepBHas Konusa bbina cosgaHa ¢ ToHkon HacTpornkon file_list;

e NONb3oBaTeNto vdsm 6biN BblgaHbl NpaBa Ha BHECEHME U3MEHEHUIN B KaTasnor pac-
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NakoOBKU pe3epBHO|7| KOruun.

B npunoxeHun Menemxkep agmuHuctpatopa RuBackup (RBM) nepengute B Paspgen

«PenosnTtopuiny.

[nAa rpaHynAapHOro BOCCTaHOBNEHUA OTAeNbHbIX ¢annosB U katanoros BM us PK:

1. Haxxmute 4 BoccTaHoButb BM 1 BbiGeprTe 13 cnncka oVirt. OTKPOETCH OKHO CO
CMUCKOM pe3epBHbIX KOMUN, CO34aHHbIX MOLYIEM.

2. BbibepuTe pesepBHYHO KOMUIO U3 CNCKa U HaxmuTe flanee —». OTKPOETCA OKHO CO
CMUCKOM ¢$arnnoB 1 KaTanoros Ans rpaHynapHOro BOCCTaHOBEHUS.

3. Bbibepute M3 cnucka Heobxoaumble ¢annbl U KaTanorn gna BOCCTaAHOBIEHUA.
[JocTynHa omunbTpauns AaHHbIX B CINCKeE.

MapameTp

dunbTp NYyTU K Ppaitny

Hauano pa6ouero
OKHa

KoHel, pa6ouero okHa

MokasaTb AO0NOAHU-
TeNlbHble HACTPOWKMU

18 ns 48

OnucaHue

MMyTb K "CKOMOMY dainny nnm katanory.

BoamoxHa ¢ounbTpayma no npedpukcy, cybdmnkecy nnm KombmHaummn npe-
dvkca n cyddukca

[aTa n BpeMs Hayana cosgaHus PK.
HeobxogMmo BKIOYMTL Gnar 1 ykasaTb gaTty n BpeMms.

Bo3Mo)XHble 3HaYeHunA

true, false.

Mo ymonyaHuio

false.

[aTa n BpeMs okoH4aHuA cospaHus PK.
Heobxogumo BKMOUMTL dnar 1 ykasaTb gaTy 1 Bpems.

Bo3Mo)XHble 3HaYeHUs

true, false.

Mo ymonyaHuio

false.

,D,OCTyI'I K A4ONONHUTETbHbIM HaCTpOIzKaM d)I/IJ'IpraLI,I/II/I nouncka.

Bo3MOXHble 3HaYeHus

true, false.

Mo ymonuyaHuio

false.



https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/rbm/repository_recovery/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/rbm/repository_recovery/

5.1. BoccTaHoBneHue pesepBHbIX Konui B8 RBM

MapameTp OnucaHue

3anuceit Ha cTpaHule KonuyecTBo oTobGpakaemMblx GannoB M KaTanoroB Ha OAHOM CTPaHULLE.

JocTyneH Tonbko ecnum napameTp [lokasaTb [ONONHUTENbHbIE
HaCTPOWKM NPVHMMAET 3HaYeHne true.

Bo3MO)XXHble 3HaYeHus
OT 1 Ao 10000 .

Mo ymonuyaHuio

false.

CopTtupoBaTb no CTonbeul, No KOTOpOMY ByaeT OTCOPTUPOBaAH CNNCOK GannosB 1 KaTano-
cTonéuy ros.

JocTtyneH ToONbkKO ecnn napameTp [MokasaTb [AOMNOJSIHUTENbHbIE
HaCTPOWKU NPUHUMaET 3HaYeHne true.

Bo3Mo)XHble 3HaYeHunA

NyTe k ¢amny, ID, ID penosutopusa, Paamep, Tun, Bnagenewy, CosgaHo
06HoBNEHO, PaspeweHus .

Mo ymonyaumio

HeT COpPTUPOBKMU.

HanpaeneHue coptu- [lopAgok pacnonoxeHus ¢panioB 1 KaTanoros.

POBKM
JocTyneH Tonbko ecnuM napameTp [lokasaTb [OMNONHUTENbHbIE

HaCTPOﬁKM NPUHNMaET 3Ha4vyeHne true.

Bo3Mo)KHble 3HaYeHunA

Mo y6biBaHWU, Mo BO3pacTaHuw.

Mo ymonuyaHuio

Mo y6biBaHMIO .

. Haxxmute flanee —>. OTKPOETCA OKHO HAaCTPOeK BOCCTaHOBMEHNS.

S. Bbl6epVITe N3 cnnucka BoccTaHOBUTb Ha KJIMEHTE K/IMeHTa, KOTOPbIA YCTaHOBMEH Ha

y3ne BUpTyanmsauum.

. B KaTanor pacnakoBku Haxmute [...] N yKa>kxute katanor A58 pacrnakoBKN pe3epBs-
HOW KOMUW.

. B MapameTpbl BOCCTaHOBNEHUA Ana moayna Haxmute [...] n onpegenuTte ToHKne
HacTponkn mogynsa (cMm. nasa 11), ecnm nnaHUpyeTca BOCCTaHOBNEHME BblIGpaHHbIX
dannos 1 katanoros B Lenesyo BM B nnatpopme BupTyanunsauum (bnar BocctaHo-
BUTb Ha LLe/IeBOM pecypce).

a. YKaxxuTe ueneByro BMPTyasibHYHO MalUMHY, KOTopasa byaeT Mcnosib3oBaTbCcA AN
FrpaHynsapHOro BOCCTaHOBMEHUA @annoB U3 pes3epBHOW Konuu (napameTp
granular_restore_target_vm). [10 ymMonuyaHuto BbibMpaeTcsa opurnHansHas BM.
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b. Ykaxute ISO-xpanunuuie, B Kotopoe byaeTt nomeuweH cGopMmUpoBaHHbIA MOAY-
nem ISO-o06pas, cogeprxallimm BOCCTaHOBIEHHbIE dalnnbl U KaTanorn BM (napa-
MeTp granular_restore_iso_domain). [1o ymMon4aHuio BblibupaeTca nepBoe Xxpa-
HUMMLLE N3 CNIUCKA OOCTYMHbIX B NnaTdopme BUpTyannsauunu.

8. BknounTte @© BoccTaHOBUTb Ha LLeIeBOM pecypce [/19 BOCCTaHOBNEHUs BblbpaH-
HbIX ¢annoB 1 KaTanoros B uenesyo BM B nnatdopme BupTyanmsauymu.

Ecnn ¢nar BoccTaHOBUTb Ha L,e/1IeBOM pecypce BblK/IHOYEH, TO B KaTasnore
pacrnakoBku 6yfeT co3faH apxmB C BOCCTAHOB/IEHHbIMU GpaliaMn <kaTasno-
r_pacnakoBku>/<ID_nonHon_PK>.rest/<ID_ueneBon-
_BM>/RuBackup_TAR_<id_sapauyn>_<paTa_un_ppema>.tar.

9. Haxxmute v NMpUMeHUTDb 415 3anycka rpaHyfspHOro BOCCTaHOBEHUS.

Ounck BM n3 PK byaeT pacnakoBaH B KaTanor pacrnakosku. Mogynb coopmupyet ISO-
obpas 13 BblIbpaHHbIX GalnioB N KaTanoros M NOMecTUT ero B BblbpaHHoe ISO-xpaHu-
nnuwe. NMnatdopma BupTyanusaymm nogknount 1ISO-obpas K BbibpaHHOW Leneson BM,
BOCCTaHOBJIEHHbIE JaHHble 0TobpasAaTcsa B rocteson OC gaHHon BM.

Ecnn ISO-xpaHnnuw,a oTCyTCTBYHOT B nnaTthopme BUpTYyannsauum, To 3ajada Ha rpaHy-
NApHOEe BOCCTAHOBMNEHWNE AaHHbIX U3 Pe3ePBHOMN KOMUN 3aBEPLUNTCA C OLLUMOKON.

5.2. BoccTaHoB/IeHUe CO CTOPOHbI KJINEHTa

B cnyJae HEOOBXO0ANMOCTN BOCCTAHOBNEHNS pe3epBHOW KOMUU CO CTOPOHbI KITMEHTA Bbl
MO>XeTe BOCIMNOJ/1Ib30BaATbCA yTMﬂMTOVI KOMaHgHOoM CTPOKWM rb_archives:

[MpocMOoTp cnncka AOCTYMHbIX Pe3ePBHbIX KoM

[root@ovirt-nodel ~]# rb_archives

Id | Ref ID | Resource | Resource type | Backup
type | Created | Crypto | Signed | Status

————— T T et e T T P
------------- s T T S

9468 | | ebceb5ea-8b3d-45ae-bfd7-21bdf9d2e5¢ch | oVirt | full

| 2022-06-08 16:29:47+03 | nocrypt | True | Not Verified

9469 | | ebceb5ea-8b3d-45ae-bfd7-21bdf9d2e5ch | oVirt | full

| 2022-06-08 20:40:43+03 | nocrypt | True | Not Verified

9471 | | ebceb65ea-8b3d-45ae-bfd7-21bdf9d2e5¢chb | oVirt | full

| 2022-06-09 16:14:02+03 | nocrypt | True | Not Verified

3anpoc Ha BOCCTaHOB/IEHNE PE3EPBHON KOMUMN

[root@ovirt-nodel -]#
[root@ovirt-nodel -]# rb_archives -X 9469
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5.2. BoccTaHOBMEHME CO CTOPOHbI KNTMEHTA

Password:

The archive will be restored in the directory: /rubackup-tmp
----> Restore archive chain: 9469 <----

Record ID: 9469 has status: Not Verified

Continue (y/n)?

[ns BoccTaHOBNEHUSA pe3epBHOM Konuun B xpaHunuuwe tuna NFS, iSCSI nnn FCP, Heo6-
XOAMMO yKasaTb UMSA XpaHuuLLa C NapaMeTpoM -e:

rb_archives -x <archive_id> -e storage_domain:hosted_storage

lpumep 1. BoccTaHOBIEHNE pe3epBHON KOMUN B UCXOAHOE XpaHUnLLe

rb_archives -x <archive_id> -e storage_domain:ORIGINAL

Ecnu napameTp storage_domain He 3afaH UK ecnn 3agaHo 3HavyeHne ORIGINAL, TO npwu
BoccTaHoBneHun PK guckn BM 6yayT co3fiaHbl B TOM Xe XpaHUULWe, B KOTOPOM OHWU
OblIN Ha MOMEHT B3Kana y OpuUrnHasnbHOW BUPTYasibHOW MaLUUHbI.

Mocne co3gaHns KaTanora Ans pacrnakoBKU pe3epBHOM KONun, Hanpumep, /rubackup-
tmp, Heo6X0AMMO 0becneynTb NoMb3oBaTeNto vdsm BO3MOXHOCTb AenaTb U3MEHEHUA
BHYTPW AaHHOro KaTasnora:

chown -R vdsm:kvm /rubackup-tmp

B cnyuae, ecnu pesepBHas Konusi AoJ1IXXHa OblTb pasBepHyTa, T.e. HE0H6XOAMMO BOCCTa-
HOBUTb BUPTYaslbHYO MallWHYy B cpefy BUpTyanusauuu, HeobXogMMo MCMosb30BaTb
onuuo -x.

B cnyyae, Korga Tpe6yeTc;| BOCCTaHOBUTb pPE3EPBHYIO KOMUKO B JTOKaJZIbHOM KaTaJiore
KNneHTa 6e3 pa3BepTbiBaHUA, HY>XXHO MCNOJIb30BaTb onuuo -X.
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naBa 6. HacTporka MUHUMaNbHbIX NpaB

MHCTpYKUMA MpUMeHUMa TONbKo Ansa nnatoopmbl BupTyanusaumm ROSA
Virtualization 3.0.

[Ona HacTPOMKM MUHUMAaNbHbBIX MpaB y4YeTHon 3anucu ana pabotel CPK RuBackup ¢
nnaTtdopmon snpTyanusaumm ROSA Virtualization BbinonHUTE cneayrouwme warnu:

6.1. KomaHpgHaa cTpoka Hosted Engine ROSA
Virtualization

CyLLeCTBYeT HECKOMbKO BapMaHTOB PacroioXeHUs ynpasnstoLLet MallnHb:

¢ Ha BblgeNeHHOM ¢UN3NYECKOM cepBepe;

» B BMAe BM Ha xocTe BupTtyanusauunm ROSA Virtualization.

[aHHasa MHCTPYKLMS ONUCbIBaeT BapuaHT, KOrga ynpasnsiolan MaluHa pacnonara-
eTca B BuAe BM Ha xocTe BupTyanmsaunm ROSA Virtualization.

1. OTKpoOMTE KOMaHAHYKO CTPOKYy ynpasnsawoowen mawuHol Hosted Engine ROSA
Virtualization nnn nogknoYnTechb K KOMaHgHoOM cTpoke rno SSH.

2. BbINONHMUTE KOMaHAb! ANs co34aHuns yquHon 3arnncn ¢ MMHMMaJibHbIMU NMpaBaMW:

ovirt-aaa-jdbc-tool user add rubackup --attribute=firstName=Service
--attribute=1lastName=Account

roe:

o user add rubackup — pgobaBneHue nonb3oBaTens ¢ UMeHeM rubackup.

ovirt-aaa-jdbc-tool user password-reset rubackup --password-valid-to
="2025-12-12 12:00:00-0800"

roe:

o user password-reset rubackup — cbpoc napons Ana nonb3oBaTeNs ¢ UMEHEM
rubackup.

o --password-valid-to="2025-12-12 12:00:00-0800" — yKa3aHue gaTbl ucteye-
HUA 0EeNCTBUA Napons.

[Mocne ycnewHoro BbINOMIHEHMA KOMaHObl BaM 6yaeT npeasioXXeHo BBECTU Naposib
ANd nonb3oBaTens rubackup. BBeouTe naposib U COXpaHUTE ero gnasa nocnenyrow,ero
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6.2. WEB-mnHTepoenc ROSA Virtualization

MCMNOJIb30BaHNA.

6.2. WEB-untepdeiic ROSA Virtualization

1. Bongnte B WEB-nHtepdpenc ROSA Virtualization nopg y4yeTHOM 3anncbro agMUHU-
cTpaTopa.

2. MNepengute B pasgen AgMuHuctpuposaHue - lMonb3oBatenu n HaxxmuTte [loba-
BUTD.

3. B ¢popme pobasneHna nonb3oBaTens Bblbepute MMA nonb3oBaTens rubackup U
HaxXmuTe [lo6aBuTb 1N [l06aBUTb U 3aKPbITb.

byneT pobasneH nonb3oBaTenb C nNpaBaMu Mo ymon4daHuto. pun cosgaHnum HOBOWM
y4YyeTHOW 3anucu Ha nnatoopme BupTyanusaumm ROSA Virtualization kaxxgon HoBon
yyeTHOW 3anucu pobaBnsaeTca ornpefesieHHbin Habop ponen mus rpynnel Everyone
TUNa nonb3oBaTenb. KOMMYECTBO pPosien 3aBUCUT OT PasnyHbIX 06beKToB, CHOpMU-
POBaHHbIX Ha NnaTdopme.

4. BbipenuTte AoNoNHUTENbHbIE PON ANA NONb3oBaTeNnsa rubackup:

o lMepengnte B pasnen AgmuHuctpuposaHue - lMonb3osatenu - rubackup -
MpaBa poctyna n HaxxmuTe [106aBUTb CUCTEMHDbIE NOJIHOMOUYMS.

o BblbepuTe 13 BbiNagarolero cnucka posib ExternalEventsCreator M HaXmuTe
Oxk.

[aHHaa ponb nossonsfeTt cosfaBaTb cobbITUA Ans BM BO Bpems onepauunn
pe3epBHOro KONMpPoBaHMA N BOCCTaHOBNEHUSA.
5. CospanTe ponb agMUHUCTpaTOpa ANA nonb3oBaTenis rubackup:

o lNepengunte B pasgen AgpMuHucTpuposaHue -> Hactpoutb - rubackup - Ponu
N HaXXxMnTe [lo6aBuUTb.

o HacTtponTe napameTpbl ponu:

= UmMa — 1MMS ponn, HanpmuMmep SRKAdmin.
= Tun y4yeTHOM 3anucu — TUM POJSIN, HEOBXOANMO BblbpaTb AgMMHUCTpaTOp .

» HaxxmuTe Pa3sBepHYTb BCe 1 aKTUBUPYNTE HEOOXOMMble dnaru:

V ®naru BbiaensaemMblx rpas

Paspen npas Bbigensiembie npasa
CuctemHoe MNpaBa gocTyna Bxo4a B CUCTEMY
CeTb HasHaunTb npodunb VNIC malwmnHe
CeTb HasHaunTb npoduns VNIC wabnoHy
LLlabnoH MmnopT/akcnopT
BM CMeHuTb CD
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Paspnen npae Bbipensemble npaBa
BM Co3pgaTtb
BM Ypanntb
BM PepakTnpoBaTb CHUMKU
Onck CospgaTtb
Ounck Ypanutb
Ounck MpucoegmHUTb
Onck MPUMEHNTb TOHKOE pPe3epBMpPOBaHME
Ounck CaoWcTBa
Onck BACKUP_DISK

6. [lob6aBbTe co3gaHHyto ponb SRKAdmin ! gns nonbsosatens rubackup:

o lNepengute B pasgen AgMuHucTpuposaHue - lNonb3oBaTtenu - rubackup -
MpaBa poctyna v HaxxmMnTe [lo6aBUTb CUCTEMHbDbIE NOJIHOMOUMS.

o BblibepuTe 13 BbiNnagatoLLero cnucka poab SRKAdmin ! n Haxxmute OK.

O3HaKOMUTECb C BO3MOXHbIMU MpobnemMamMm UCMosfb30BaHUA MWHMMalbHbIX MpaB B
[(naBa 8.

[1] UcnonbsyiiTe cBOE MMSA ponu.
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FnaBa 7. YaoaneHue

YTobbl yoanutb Mmoaynb oVirt:

1. Yoanunte nakeTbl Moayna oVirt ¢ noMoubio NakeTHOro MmeHegxepa sawen OC

AnbT, Rosa Cobalt, RHEL, RedOS, CentOS, Rosa Chrome

rpm -e rubackup-ovirt-client rubackup-ovirt-common
2. MepesanyctuTte cepsuc knneHta CPK RuBackup.

systemctl restart rubackup_ovirt_client.service
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naea 8. YcTpaHeHUue Henonaaok
8.1. Ouno6ka sbinonHeHus PK

NMpo6nema

I'Ipvl BbIMOJIEHNN PE3EPBHOIO KONMpoBaHMA BKNtOYEHHON BM nossnseTcsa ownbka:

error: unable to execute QEMU agent command 'guest-fsfreeze-freeze':
failed to open <disk mounted directory>: Permission denied

PeweHue

BbinonHute BHyTpu rocteson OC pesepsupyemon BM oT nonb3oBaTtens root:

setenforce ©

8.2. 1nfi BOCCTaHOBJIEHUA A0CTYNHbI HE BCe BblopaHHble
dannbl U AUpPEKTOPUN

NMpob6nema

lNocne BbINOMHEHUA FPaHYNAPHOrO BOCCTAHOBMIEHUS C pasBepTbiBaHUEM Ha LeNeBOn
BM B rocteson OC Ha nogkntoyeHHoM K Hen CD-ROM pocTyrnHbl He BCe BbibpaHHble
ANA BOCCTaHOBNeHUs dannbl/gupekTopun.

PeweHue

BbinonHuTe BHYTpW rocteson OC uenesor BM oT nonb3oBaTens root:

umount <mounted directory>
eject /dev/sro
mount /dev/sr@ <directory to mount>

8.3. ABTOMaTUYecKas Bbliaua npas nocne
BOCCTAHOBJIEHUA
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8.4. HeBO3MOXHOCTb BOCCTaHOBUTb BM Ha hosted_storage

NMpob6nema

Mocne BbINOMHEHWs BoccTaHoBneHns ' Ha nnatpopme BupTyanusauum ROSA
Virtualization yepes y4yeTHYHO 3anuUCb C MUWHUMaNbHbIMW MpaBaMu, LAHHOW Yy4YeTHOW
3anncu aBToMaTUYeCKN BbISAtOTCA AOMNOSTHUTESbHbIE PO/ C COOTBETCTBYHOLWMMK Npa-

BaMu:

e DiskOperator

o UserVmManager

PelwueHue

1. Nepengnte B WEB-uHTepdenc ROSA Virtualization nog y4eTHOM 3annUCbio agMUHK-
CcTpaTtopa.

2. OTkpownTe pasgen AgMuHucTpuposaHue -> Hactpoutb - rubackup - Ponu.

3. Bbibepute ns cnncka ponun DiskOperator W UserVmManager, HaXXMUTe YRaNUTb.
o Mocne ypaneHus ponen DiskOperator U UserVmManager :

e HEBO3MOXHO ygoanuntb BM;

e Mpu apxusmpoBaHum BM He ypoanseTcs.

8.4. HeBo3MOXXHOCTb BoccTaHoBUTb BM Ha
hosted_storage

NMpo6nema

Yepes yyeTHYH 3anNnUCb C MUHUMaNbHbIMU NPUBUNETMAMN HENb3A BOCCTaHaBNmMBaTb BM
C Ha hosted_storage.

PeweHue
[lobaBbTe posib cynepagMmMHUCTpaTopa:

1. Mepengnte B8 WEB-uHteppenc ROSA Virtualization nog, y4eTHOM 3anncCbio agMUHN-
cTpaTopa.

2. OTkponTe pasgen ApgMmuHuctpuposaHue - lNonb3oBatenu - rubackup - lNpaea
pocTtyna v HaxxmMuTe [lo6aBUTb CUCTEMHbBIE NMOSTHOMOYMS.

3. BbibepuTe 13 BbiNagaroLwWero cnucka posb SuperAdmin 1 Haxmute OK.
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8.5. 3apaya Ha rpaHynsipHoe BoccTaHoBneHue PK
3aBepwmnacb co ctratycom Done With Defect

NMpob6nema

Mpn rpaHynspHOM BOCCTAHOB/IEHMW C pasBepTbiBaHUWEM Ha 3aK/IKOUYUTESIbHOM 3Tane
ISO-06pa3s He 6bin NogKoYeH K ueneson BM nnatdopmbl BUpTYyanmsauuu.

Ona nogknodenmsa ISO-obpasa Moaynb nepesarpysun uenesyto BM, 3agava 3aBepLlum-
nacb co ctatycom Done With Defect.

PelwueHue

He TpebyeTcs.

[1] Mpw pesepBHOM KOMWUPOBaHWUM NPobieMa OTCYTCTBYET.
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9.1. NapameTpbl dpanna

naBa 9. KoHdurypawumoHHbin pann

9.1. MNapameTpbl painna

Tabnuya 2. MNapaMeTpbl KOHPUrypaLnoHHOro gania /opt/rubackup/etc/rb_module_ovirt.conf

MapameTp
engine

grant_type

username
password
ca_info

timeout

disk_upload_mecha
nism

HasHaueHue
IP-agpec ansa APl-3anpocoB B nnatdopmy BupTyanusaumm oVirt

Twun rpaHTa ToKeHa ayTeHTudukauum OAuth aona ssanmogenctensa ¢ APl-nnat-
dopmon BUpTYyanmsaumm

MmMsa nonb3oBaTtensi, OT UMeHM KOTOPOro 6yayT BbINOSHATLCA 3anpochl API
Maponb AnA nonb3oBaTeNs, ykasaHHOro B MapaMeTpe username
MNyTb po ceptudpukara SSL

Bpemsa oxupgaHua (B cekyHgax) oTBeTa OT nnaTdopMbl BUpTyanmsaumm Ha API
3anpochl.

Ecnv npu BbINONHEHUN 3afa4yn Ha co3gaHue PK nnu BoccTaHoBneHne PK oTeBeT
OoT nnaTtdopMbl HE NOCTYNUT B TeYeHMe 3afaHHoro onumen timeout BpemMmeHu, To
COOTBETCTBYIOLLAA 3afa4a MOXeT ObITb 3aBepLUeHa C oLnbKomn

Mo ymonuyaHuio
20

MexaHu3M A8 YTeHUA OaHHbIX AUCKa M 3anucu OaHHbIX Ha AUCK BHYTPW nnaT-
dopMbI BUPTYanusaLum:

nbd

MexaHu3M B3aMMOenCcTBuA C AMUCKaMu, peannsyemMblii Ha OCHOBE MPOTOKOoNa
NBD.

file
MexaHn3sm B3aMMOLENCTBUA C OUCKaMM Ha OCHOBE NPSAMOro JOCTYyrna K HAM.

[na socctaHoBneHns BM Ha nnatdopme BUpTYyanusauum ¢ UCNosiblyemMon Bep-
cuen oVirt Hxe 4.5.0 ¢ NOMOLLbIO MexaHM3Ma 3arpyskn AUCKOB nbd B XpaHu-
nnwa tuna iSCSI n FCP HeobxoauMo, 4Tobbl ANCKU opuruHanbHon BM mumenu
MonuTnky pacnpegeneHus « TOHKOe pesepBMpOBaHME», MHaYe He rapaHTupyeTcs
BOCCTaHoBNeHne BM (cM. nogpobHee Ha cTpaHuue https://ovirt.github.io/ovirt-
imageio/packages.html)

Mo ymonuyaHuio
file
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MapameTp

backup_vm_from_na
tive_host

disk_upload_timeo
ut

disk_download_tim
eout

image_transfer_ti
meout

imagetransfer_ina
ctivity_timeout

301348

HasHaueHue

MapameTp onpepenseT, bygeT NM 3agadya pes3epBHOro KOMMPOBaHUA BUPTYyasib-
HOM MallWHbl HasHayeHa KAMeHTy RuBackup, KoTopbih paboTaeT Ha TOM Xe
XOCTe, YTOo 1 uenesasa BM.

yes

3apgada 6ypeT HasHayeHa knmeHTy RuBackup Ha ToMm e xocTe. KnuneHT CPK
npun 3TOM [OJIKEH ObITb f06aBMIEH B KIACTEPHYHO Fpyrny BMecTe ¢ ApyruMu
KnneHTamm CPK, pasMelleHHbIMW Ha y3nax nnatdopMmbl BUpTyanusauuun. Ins
nHoopMaumm o pobaBfieHUM KAMEHTa B KNacTEpHyH rpynny cM. pasgen
«[pynnbl KNMeHTOB» PyKoBOACTBa CUCTEMHOIro agMuHUcTpaTopa RuBackup.

no

3apgadva 6yfeT HasHadeHa knmeHTy RuBackup, ncnonbsyemomy npu cosgaHum
npaswuia pes3epBHOro KONMpoBaHus.

Mo ymonuyaHuio
yes

BpeMs oxugaHuns (B MUHyTax) s 3arpy3ku Kaxaoro gucka Ha nnatoopmy npwu
BOCCTaHOBEHU

Mo ymonuyanuio
25

Bpemsa oxugaHus (B MMHyTax) ANs 3arpysku KaXgoro gucka ¢ nnatoopmbl npu
CO30aHNN pe3epBHOM KoMK

Mo ymonuyaHuio
25

MapameTp ykasbiBaeT BpeMsi (B CEKYH[ax), B TeYeHne KOToporo Moaynb 6yaer
oxupaTtb nepexopa ImageTransfer B cocTosiHMe transferring.

Ecnv aToT BpeMsa OXULAHUA UCTEKNO, HO ImageTransfer HEe nepewest B COCToA-
Hune transferring, TO COOTBETCTBYyHOUWaA 3ada4vya pe3epBHOro KonmpoBaHUA Unn
BOCCTaHOBJIEHUNA 3aBEPLUNTCA C oLmnbKon

Bo3MoOXHbIe 3HaYeHusA
OT 1 A0 3600.

Mo ymonuyaHvio

300
MNapameTp onpefenset BpemMs (B CekyHAax), B Te4eHUM KoToporo nnatdopma
OyneT oxupaTb Havana 3arpysku gucka nocne cosganusa ImageTransfer

Bo3MO)XHbIe 3HaYeHuUnA
OT 5 A0 500.

Mo ymonyaHuio
60




MapameTp

image_transfer_fi
nalize_timeout

allow_work_with_i
ncompatible_versi
ons

curl_verbose

backup_using_ovir
t_api

9.1. NapameTpbl dpanna

HasHaueHue

MapameTp ykasbiBaeT BpeMsa (B CeKyHAax), B Te4eHne KOToporo moayno byaet
oXunpaTb 3aBeplleHns ImageTransfer.

Ecnn BpemMA oxXwuaaHus UcTekno, Ho ImageTransfer He nepellen B COCTOSHUE
finished_success, B XypHan moayns 6yaet gobasneHo npeaynpexaeHve. M3-3a
3TOro pesepBHOE KOMMPUBaHME MOXET 3aBepPLUUTLCSA C OLUNBKO

Bo3MoOXHbIe 3HaYeHusA
OT 1 A0 3600.

Mo ymonuyaHuio

300
MapameTp ykasbiBaeT 6yaeTt nn Moaysnb paboTaTh ¢ Bepcuern nnatdopMbl BUPTY-
anusauuu, COBMECTMMOCTb C KOTOPOW He Bblna NnpoTecTUpoBaHa.

Ecnn Moaynb He COBMECTUM C Bepcuein NnathopmMbl BUPTyanmsaLmm n sHadyeHne
napameTpa YyCTaHOBMEHO B no, MOAYJlb 3aBEPLUNT CBOKO paboTy C COOTBETCTBYHO-
wMm cooblieHnem ob owmnbke.

Mpn HeobxognMMocTK paboTbl C HECOBMECTMMON Bepcuen nnathopmbl BUPTYanu-
3aUuUn yCTaHOBUTE NapamMeTp B 3HaAYEHne yes

B0O3MO)XXHble 3HaYeHuUs

yes, no.

Mo ymonuyaHuio

no
MapameTp BbIBOAUT AONOAHUTENBHYIO MHGopMaumo no REST API 3anpocam, npu
3HayYeHUn yes

B0O3MO)XXHble 3HaYeHuUs

yes, no.

Mo ymonuyanuio

no

MapameTp, MO3BONAIOWMIA BbiGpaTb CMOCO6 PE3epBHOrO KOMMPOBAHWUA Cpef-
ctBamu oVirt API M

yes

PK cospaeTcs cpegctBamm oVirt API.

no

PK cosgaeTcs HanpsiMyto Yepes runepsmsop.

Mo ymonyaumio

no
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MapameTp

remove_vm_checkpo
ints_at_full_back

up

platform_side_bac
kup_timeout

backup_finalize_t
imeout

321348

HasHaueHue

Mpwn cospaHnn pesepeHon konum BM cpepcteamu oVIRT API nnatdopma BupTya-
nnsauun popmupyeT yeknonHT ! pesepsrpyemoit BM.

Ecnu y gaHHOro napamMeTpa 3Ha4YeHue BbICTaBNEHO B yes, a TakXXe Yy napamMmeTpa
backup_using_ovirt_api 3HauyeHuWe yes, TO Npu Kaxgom nonHom PK BM, CPK
(Moayb) BbINOMHUT 3aMpoC Ha MOMyYEeHNEe CANCKa UMEOLMXCA YEKNOMHTOB BM,
W 418 KaXK40ro YeknomHTa oTnpaBuT 3anpoc Ha ero yganeHune

Bo3MO)XHbIe 3HaYEHUA

yes, no.

Mo ymonyauuio
no

MapameTp yKasblBaeT BpeMs (B CEKyHOax), B TeYeHne KOTOporo mMoaynb byaet
oXwnpaaTb roTOBHOCTYU (Nepexop oVirt B cocTosiHue ready ') pesepsHoii konuu.

Ecnun Bpemsa oXuaaHna UCTEKO, HO pe3epBHas KOMMUSA He HaxoguTCHA B COCTOA-
HMM FTOTOBHOCTM, COOTBETCTBYHOLLASA 3afaya pPe3epBHOrO KOMMPOBaHUA 3aBep-
LUMTCA C OLLIMOKON

Bo3MO)XHbIe 3HaYeHuUA
OoT 1 A0 7206.

Mo ymonuyaHuio
7200
MapameTp ykasbiBaeT BpeMs (B CeKyHAax), B Te4eHne KOToporo moayno byaet

oxXunpaTtb (oxumpgaeTtcsa nepexon oVirt B cocTosiHMe succeeded) ycnewHoro
3aBepLUEHNS pe3epPBHOro KOMMpPoBaHUs.

Ecnu BpemMa oXxunpgaHna UCTEKO0, HO pe3epBHOE KOMUPOBaHWE He 3aBepLUnNOCh
YCMewHo, B XYypHan moaynsa /opt/rubackup/log/rb_module_ovirt.log 6yper
[o6aBneHo npegynpexaeHune

Bo3MOXHbIe 3HaYEeHuUA
OT 1 A0 3600.

Mo ymonyaumio
300




9.1. NapameTpbl dpanna

MapameTp HasHaueHue
clean_vm_operations [lapameTp 3aBepLllaeT Bce onepauun ¢ BM nepepf Hayanom HOBOro pe3epBHOMO
_before_new_backup KOMMPOBaHWS

o MpuMeHSAeTCA TOMbKO NMPU BOCCTAHOBMIEHUM U3 KOMWUN, CO3L4aHHbLIX C
backup_using_ovirt_api=yes

Bo3MoOXHbIe 3HaYeHusA

yes, no.

Mo ymonuyaHvio

no

use_secret_storage l[cnosib30BaHWe BHELIHEro XpaHunuL,a CeKpeTos

B0O3MO)XXHbIe 3HaYeHUn

yes, no.

Mo ymonyaumio
no
create_vm_snapshot_ [TapameTp yKasbiBaeT BpeMsA (B CeKyHAax), B TEYEHUN KOTOPOro Moaynb byper
timeout coBepLlaTb MNONbITKMU co3gaTb CHAMOK COCTOAHUA BM

o [MpMeHsAeTCcA TONbKO NPW BOCCTAHOBNEHUM U3 KOMWI, CO3LaHHbIX C
backup_using_ovirt_api=yes

Bo3MoOXXHble 3HaYeHus
OT 1 A0 3600.

Mo ymonyaumio
300

inter_snapshots_cre [apaMeTp yKasbiBaeT MHTEPBa OXMUAaHWA (B CeKyHAax) Mexay onepauusMm no
ation_timeout CO30aHMI0 CHUMKOB COCTOSHUSA BM

0 [MpuMeHsAeTCsa TONMbKO MPU BOCCTAHOBJSIEHUMN U3 KOMWIN, CO34aHHbIX C
backup_using_ovirt_api=yes

Bo3MoOXHble 3HaYeHus
OT 60 A0 3600.

Mo ymonyaHuio
60
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MapameTp

HasHaueHue

delete_vm_snapshot_ [TapameTp yKasbiBaeT BpeMs (B CEKyHAax), B TEYEHUN KOTOPOro Moaynb byger

timeout

coBepwaTb NOMNbITKN yAannTb CHUMOK COCTOAHUA BM

o MpuMeHSAeTCA TOMbKO NMPU BOCCTAHOBMIEHUM U3 KOMWUN, CO3L4aHHbLIX C
backup_using_ovirt_api=yes

Bo3MoOXHbIe 3HaYeHusA
OT 1 A0 3600.

Mo ymonuyaHvio
300

disk_snapshot_wait_ [apameTp ykasbiBaeT BpeMA (B CeKyHAax), B TeYeHUN KOToporo Moaynb byaeT

unlock_timeout

oXnaaTb ANCK UK CHUMOK cocTosAHuA BM B cocTosHne OK

ﬂpMMeHﬂeTCﬂ TONbKO MpPWK BOCCTAHOBNIEHNN W3 KOI'IVIVI, CO3[aHHbIX C
backup_using_ovirt_api=yes

BO3MO)XXHbIe 3HaYeHuUs
OT 1 o 3600.

Mo ymonuyanuio
300

disk_snapshot_trans MapameTp ykasblBaeT BpeMs (B CEKyHAAX), B TEYEHUU KOTOPOro MOAY b COBEpP-

fer_timeout

34 n3 48

WwaeT MNonbITKN co3faHnsa obbekTa ImageTransfer Ona 3arpys3kn AgaHHbIX OWNCKa
NN CHMMKa COCTOAHNA B Cpeay BUPTyannsayunnm oVirt

Bo3MoOXXHble 3HaYeHus
OT 1 A0 3600.

Mo ymonyaumio
300




9.1. NapameTpbl dpanna

MapameTp HasHaueHue

curl_workers MapameTp ykasbiBaeT KONMYeCTBO MapannesfibHbix obpaboTumkoB REST API
3anpocoB. [NpUMeHNM TONbKO AJ19 3anpOoCcoB cnmcka BM.

MapameTp UCMNOoMb3yeTCA COBMECTHO C curl_page_size

B0O3MO)XXHble 3HaYeHuUs
OoT 1 Ao 100.

Mogynb 3anpalwmBaeT CnMcok Bcex BM ogHMM 3anpocoM K nnatdopme
BUPTYanusayuu.

bonble 1

Moaynb 3anpalmBaeT CnMCOK BceX BM napannenbHbiMM 3anpocamu K
nnatdopme BUPTyanusaLuu.

Mo ymonuyaHuio
1

o MeToauKa onpeaeneHns onTUMasnbHbIX 3HaUYEHWA:

1. BbeinonHuTe KoMaHgy time
/opt/rubackup/modules/rb_module_ovirt -1 W” 3apukcupymnte
BpeMs BbINOSIHEHNA KOMaHbl N3 NoNA real, BpeMsa oTobpaxaeTcs
B dopMaTe MuHyTHl :CeKyHpbi .

2. YcTaHoBUTE Ha4valbHble 3Ha4yeHunda curl_workers 1 n
curl_page_size 50, BbINONHUTE KOMaHAy M3 MyHKTa 1 3aHOBO U
3aduKCcupynTe BPEMSA BbIMONIHEHUS.

3. YcTaHoBUTE 3HayeHue curl_workers 2 1 nocnepoBaTesfibHO yBe-
nMYnBanNTe 3HavYeHns ansa curl_page_size.

[Mocne Kaxporo WU3MeHeHuUs 3HadeHun curl_page_size BbIMOS-
HANTe KOMaHgy nyHKTa 1 3aHOBO N QUKCUPYHTE BPeMSA BbiNoHe-
HUA.

4. MNMocnepoBaTeNbHO yBenuuMBamTe 3HadeHUs curl_workers u gnsa
Ka>X[40ro HOBOro s3HayeHus curl_workers yBennyMBanmTe 3HAYEHUS
ona curl_page_size.

[Mocne Kaxporo W3MeHeHUss 3HadeHun curl_workers 7
curl_page_size BbIMNOSHANTE KOMaHAY NyHKTa 1 3aHOBO N PUKCK-
pynTe BpeEMS BbINOSHEHUS.

5. BblbepnTe KOMBUHALMIO 3HAYEHUIA, NPU KOTOPOM BpeMS BbiNoHE-
HUS MUHUMaJTBHO.

[Ns NOBbIWEHNSI TOYHOCTU Ha KaxAoM Liare GpUKCUpyhTe BpeMms
BbINOJIHEHUSI KOMaH[Abl HECKONIbKO pa3 W OUKCupyinTe cpepHee
BPeMs BbIMNOSHEHUSI KOMaHAbI.
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MapameTp HasHaueHue

curl_page_size MapameTp yKasblBaeT KOMMYECTBO 3/IEMEHTOB, KOTOPbIE COAEPXATCA B OAHOM
REST API 3anpoce. [pMMeHM TONbKO 418 3anpocoB crnvcka BM.

MapamMeTp MCNoNb3yeTCcA COBMECTHO C curl_workers

B0O3MO)XXHble 3HaYeHuUs
OT 25 00 106000.

Mo ymonuyanuio
1000

o MeToauKa onpefeneHns ONTUManbHbIX 3HaYEHWMIA:

1. BeinonHuTe KoMaHgy time
/opt/rubackup/modules/rb_module_ovirt -1 W” 3apuKkcupymnte
BpeMs BbINOJIHEHNA KOMaHA4bl N3 NOMA real, BpeMsa oTobpaxaeTtcs
B dopMaTe MuHyTbl :CeKyHabl .

2. YCTaHOBMTE  HauvalbHble 3HauyeHWss curl_workers 1 n
curl_page_size 50, BbINOSHUTE KOMaHAy W3 MyHKTa 1 3aHOBO U
3adUKCUpPYINTE BPEMS BbIMNOSTHEHUS.

3. YcTaHoBUTE 3HauyeHMe curl_workers 2 W NocfiefoBaTeNbHO yBe-
NNUYMBaNTe 3HauYeHUs ansa curl_page_size.

Mocne kaxporo M3MeHeHWs 3HavyeHun curl_page_size BbIMOJI-
HANTEe KOMaHAY NyHKTa 1 3aHOBO U GUKCUPYNTE BPEMS BbIMOJIHE-
HUA.

4. MNocnepoBaTeNbHO yBenMUMBanTe 3HavyeHUA curl_workers W Ans
KaXX40ro HOBOro 3HayeHus curl_workers yBennMyMBanmTe 3HAYEHUS
Ona curl_page_size.

[Mocne Kaxporo W3MeHeHUss 3HadeHun curl_workers 7
curl_page_size BbIMONHANTE KOMaHAY NMyHKTa 1 3aHOBO N dUKCU-
pyrTe BPEMS BbINOSHEHUS.

5. Bblbepnte KOMBUHALMIO 3HAYEHUIA, NPU KOTOPOM BpeMs BbiNoHE-
HUS MUHUMaJTBHO.

[Na noBbIWEHMS TOYHOCTU Ha KaXkaoM Liare ouKcupyinte Bpems
BbIMOJIHEHUSA KOMaHbl HECKONIbKO pa3 u ¢dukcupyinTe cpegHee
BPeMs BbIMNOMIHEHUSI KOMaHAbI.

9.2. JlIucTuur panna

lpumep nncTuHra KoHPUrypaumnoHHoro ¢avina /opt/rubackup/etc/rb_module_ovirt.conf

# Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter
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#

# oVirt engine FQDN

engine <fqdn>

# Authentication grant type.

# Default value: password

grant_type password

username <username>

password <password>

ca_info <path to a certificate>

# Maximum time allowed for http request (from start to end) in seconds.

# Default value: 1

timeout 20

#

# The mechanism used (backend) to upload the disk to the server.

# Possible values: file or nbd

# Default: file

disk_upload_mechanism file

#

# Set this flag to 'yes' if there is a need to assign a VM backup task the
RuBackup client

# which is running on the same host as the target VM.

#If set 'no' the backup task will be assigned the RuBackup client node used
for backup rule creation.

#Default value: yes

backup_vm_from_native_host yes

#

# Specifies the maximum single disk upload timeout in minutes. Default: 25
minutes. Min 1 minute

disk_upload_timeout 25

# Specifies the maximum single disk download timeout in minutes. Default: 25
minutes. Min 1 minute

disk_download_timeout 25

#

# RuBackup module creates oVirt ImageTransfer in order to download or upload
disk data.

# Parameter 'image_transfer_timeout' specifies the amount of time in seconds
# the module will wait the ImageTransfer goes to state "transferring".

# If this timeout is reached but the ImageTransfer is not in 'transferring'
state

# corresponding backup or restore task will end with error.

# Possible values: [1, 3600]

# Default value: 300

image_transfer_timeout 300

#

# oVirt ImageTransfer inactivity_timeout in seconds. Default: 60 seconds. Min
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5 seconds, max 500 seconds

imagetransfer_inactivity_timeout 60

#

# When backup via oVirt API is done and VM disks are dumped

# RuBackup module initiates finalizing the ImageTransfer.

# After that it waits while the the ImageTransfer reaches state
'finished_success'.

# Parameter 'image_transfer_finalize_timeout' specifies the amount of time in
seconds

# the module will wait the ImageTransfer is finalized.

# If this timeout is reached but the ImageTransfer is not in
'finished_success'

# state a Warning is added to the module 1log.

# Further ovirt backup finalizing can also fail due to this.

# Possible values: [1, 3600]

# Default value: 300

image_transfer_finalize_timeout 300

#

# Try using the module if the platform version is not compatible with
RuBackup. Default: no

allow_work_with_incompatible_versions no

#

# Turn on debug of REST requests

# Possible values: yes, no. Default no

curl_verbose no

#

# Set this flag to 'yes' if there is a need to make a VM backup by means of
the platform (oVirt API)

# Possible values: yes, no

# Default value: no

backup_using_ovirt_api no

#

# Set this flag to 'yes' if there is a need to remove all VM checkpoints at
full backup task.

# The flag is applicable only if 'backup_using_ovirt_api' is set to 'yes'.
# Possible values: yes, no

# Default value: no

remove_vm_checkpoints_at_full_backup no

#

# When the 'backup_using_ovirt_api' is set to 'yes', RuBackup module
initiates backup

# of a VM using oVirt API. After that it waits while the backup reaches state
'ready’.

# Parameter 'platform_side_backup_timeout' specifies the amount of time in
seconds
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the module will wait the backup is ready.

If this timeout is reached but the backup is not in 'ready' state
corresponding backup task will end with error.

Possible values: [1, 72000] seconds

Default value: 7200 seconds

platform_side_backup_timeout 7200

H OH O B

When backup via oVirt API is ready and VM disks are dumped

RuBackup module initiates finalizing the backup.

After that it waits while the backup reaches state 'succeeded'.
Parameter 'backup_finalize_timeout' specifies the amount of time in seconds
the module will wait the backup succeeded.

If this timeout is reached but the backup is not in 'succeeded'

state a Warning is added to the module log.

Possible values: [1, 3600]

Default value: 300

backup_finalize_timeout 300

#

# If this flag is set (value 'yes') the RuBackup module cancels active VM

H OH H O H OH O H O H OB R

ImageTransfers

# and finalizes VM Backup(s) before start of a new Backup.

# This behavior is applicable only when 'backup_using_ovirt_api' is set to
'yes'

# Possible values: yes, no

# Default value: no

clean_vm_operations_before_new_backup no

#

# Enable interaction with centralized secret repositories
# Possible values: yes, no. Default: no

use_secret_storage no

When a VM snapshot is being created, it can fail if some internal
operations of oVirt are not finished yet. The module is waiting for
successful snapshot creation during 'create_vm_snapshot_timeout' seconds.
If a timeout is reached, the task will fail. To mitigate this,

increase the value of the parameter

H OFHF OB HF O HF

Applicable only for restore of copies created with
backup_using_ovirt_api=yes.

# Possible values: [1, 3600] seconds

# Default value: 300 seconds

create_vm_snapshot_timeout 300

#

# To fix the oVirt VM snapshot creation issue, a timeout should be applied
between snapshot creations.

# Applicable only for restore of copies created with
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backup_using_ovirt_api=yes.

# Possible values: [60, 3600] seconds
# Default value: 60 seconds
inter_snapshots_creation_timeout 60

When a VM snapshot is deleting, it can fail if some internal

operations of oVirt are not finished yet. The module is waiting for
successful snapshot deletion during 'delete_vm_snapshot_timeout' seconds.
If a timeout is reached, the task will fail. To mitigate this, increase
the value of the parameter.

H OB H O H OB H OH

Applicable only for restore of copies created with
backup_using_ovirt_api=yes.

# Possible values: [1, 3600] seconds

# Default value: 300 seconds
delete_vm_snapshot_timeout 300

During a restore operation, a VM's disk/snapshot can be busy because

it is processed by oVirt. This parameter is used to set amount of time
(in seconds) to wait while the disk/snapshot becomes available.

If a timeout is reached, the task will fail. To mitigate this, increase
the value of the parameter.

H O oH HF H OH B H®

Applicable only for restore of copies created with
backup_using_ovirt_api=yes.

# Possible values: [1, 3600] seconds

# Default value: 300 seconds

disk_snapshot_wait_unlock_timeout 300

#

# During a backup/restore operation, a VM's disk/snapshot can be busy because
# it is processed by oVirt. This parameter is used to set amount of time
# (in seconds) to wait while the disk/snapshot will be ready for transfer
operation.

# If a timeout is reached, the task will fail. To mitigate this, increase
# the value of the parameter.

# Possible values: [1, 3600] seconds

# Default value: 300 seconds

disk_snapshot_transfer_timeout 300

#

# Amount of parallel workers for REST requests

# Applicable only for requests of VMs list.

# min 1, max 100, default 1

curl_workers 1

#

# Number of oVirt elements that every worker requests at once

# Applicable only for requests of VMs list.

# min 25, max 10000, default 1000
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curl_page_size 1000

[1] https://www.ovirt.org/develop/release-management/features/storage/incremental-backup.html
[2] https://www.ovirt.org/documentation/doc-REST_API_Guide/#types-checkpoint
[3] https://www.ovirt.org/documentation/doc-REST_API_Guide/#types-backup_phase
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naBa 10. TOHKMe HaCTPOUKU MoAYNA NpU
BbinosiHeHuu PK

10.1. U3aMeHeHue NapaMeTpPoOB TOHKUX HacTPoeK MoayNs
,D,J'Iﬂ M3MEHEHNA TOHKNX HAaCTPOEK MOAYNA:

OTKponTe OKHO [lo6aBUTb NpaBuIo rno6anbHoro pacnucauua 1 CpoyHoe PK.
BbibepuTte none Tun pecypca.
HaxmuTe [...].

BbINOMHUTE TOHKYHO HAaCTPOWKY MOAYS.

L N O R

Haxmute OK gns coxpaHeHus YCTaHOBEHHbIX 3HaYEHUN.

o KHoMka 3HayeHUAa nNo yMON4YaHMUIo cOpacbiBaeT BCe TeKyline HacTpOoWKu napa-
MeTPOB U UCMONb3yeT 3HAYEHUA MO YMOMYaHUIO, YCTAHOBIEHHbIE B KOHOUIypa-
LMOHHOM Gainie mogyns.

10.2. MapameTpbl TOHKUX HAaCTPOEK MOAYNA NpU
pe3epBHOM KONMUpoBaHUMU

Tabnuya 3. MNapameTpbl TOHKUX HACTPOEK MOAYS NPW PE3ePBHOM KONMUPOBaHUN
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MapameTp

backup_if_shutdown

script_before_snapsho
t

script_after_snapshot

execution_script_timeo
ut

10.2. MapameTpbl TOHKMUX HACTPOEK MOAYNSA NPU Pe3epPBHOM KOMUPOBaHUM

Onucanue

MNapameTp, 3aatoLmii BO3SMOXHOCTb Pe3epPBHOrO KOMUPOBaHUSA BbIKTFOYEH-
HOM BUPTYasibHON MaLUWHbI.

true

BO3MOXHO coO3[aHMe pPe3epBHOM KOMUU BbIK/TKOYEHHOW BUPTYalbHON
MaLUWHbI.

false

CosgaHve pesepBHOM KOMUU BbIKMKOYEHHOW BUPTYasnbHOM MalUWHbI
HEeBO3MOXHO. 3afiaya Ha pe3epBHOe KoMnMpoBaHWe ByaeT 3aBeplueHa C
OLLNGKOMN.

Mo ymonyaumio

true

PesepBHOE KOMUPOBaHME BbIKNKOYEHHbBIX BUPTYasbHbIX MallWH BO3MOXHO
ONs BUPTYanbHbIX MalnH, 6asupyrowmxca B xpaHunuwe tuna NFS, iSCSI
mwnn FCP

o o Ecnn B npouecce pes3epBHOro KONUPOBaHUA BbIKIKOYEHHOMN

BUPTYaslbHOM MalUMHblI MNPU  3Ha4YeHUW true nMapameTpa

backup_if_shutdown nosb3oBaTeNb BKIKOYUT OAHHYHO BUPTY-

anbHYHO MalUMHY, TO pe3epBHas KOMuUA MOXET MOoNyuYnuTbCcA
HEKOHCUCTEHTHOMN.

o [1NA ycrnewHoro BOCCTaAHOBMNEHUS PE3epPBHON KOMUWU, AUCKMU
KOTOpOW HaxoaATca B xpaHunuwax tuna NFS, iSCSI nnmn FCP
HeobXxo4MMO NpW COo3[aHunM gUcKa YyCTaHOBUTbL dnar «Bknto-
UNTb WHKPEMEHTANlbHOE pe3epBHOe KonuposaHue». B npo-
TUBHOM Clly4Yae BOCCTaHOBUTb BM un3 xpaHunuwa tmna NFS,
iSCSI unn FCP HeEBO3MOXHO.

MoAHbIN NYyTb K CKPUNTY BHYTPW BUPTYasnbHOM MallMHbl, KOTOpPbIN OyaeT
BbIMOJIHEH Nepef co3faHneM CHanwoTa ANA 4aHHOM BUPTYanbHOW MaLUUHbI

MONHbIA NyTb K CKPUMNTY BHYTPW BUPTYanbHOW MalUMHbI, KOTOPbIA GyaeT
BbIMOJSIHEH MOCe CO3/iaHNA CHIAMLWOoTa A5 AaHHON BUPTYabHON MaLlUHbI

BpeMs B ceKyHAax, B TeYeHne KoToporo Moaynb RuBackup 6ymeTt oxuaaTtb
BbIMNOSIHEHMSA CKPUMNTOB BHYTPY BUPTYanbHOW MallWHbl A0 U NOCMe Co3aaHus
CHanwoTa

B0O3MO)XXHbIe 3HaYeHuUs
OT 1 [0 600.

Mo ymonyaHuio
5
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MapameTp

require_consistency

file_list

secret_method

44 »3 48

OnucaHue

© ycTaHoBUTe dnar 4asa NPOBEPKM Ha 3aMOpo3Ky BM. Npu 3HauyeHnn napa-
MeTpa true pesepBHOe KonupoBaHve BM saBeplumtca owmnbkon, ecnm BM
He 3aMOopOXeHa.

Bo3MoO)XHbIe 3HaYeHusA

true, false.

Mo ymonuyanuio
true
Mpwn 3HaueHUM NapameTpa true B npouecce cosgaHna PK BM 6yget coop-

MWPOBaH CNUCOK GannoB/ANPEKTOPUN, CYLLECTBYHOLWNX Ha AUCKaX pesep-
BMpyemon BM.

[ns BbINONHEHWA rpaHysapHOro BoccTaHoBneHnsa ¢annos rocteson OC BM
U3 ee pe3epBHOM Konnm Heobxogumo yctaHoBuTb dnar @ file_list.

Bo3MOXHbIe 3HaYEHUA

true, false.

Mo ymonyaumio
false

Bbl60p MeToda nony4vyeHna cekKpeTa gnda noaknrovyeHna K cCuctemMe BUpTya-
nn3aunn.

CekpeT He Bbi6paH

[aHHble nonb3oBaTena ANA MOSKMHOYEHUS K CUCTeMe BupTyanusauuu
OyayT cunTaHbl N3 KOHOUrypaLnoHHOro danna Mogysis.

<Ha3BaHue meTopa>

MpepBapuTenbHO A06aBMEHHbIN MeToh nonyvYeHus cekpeTta. [daHHble
nonb3oBaTensa ANA MOoAK/MIYEHUSs K CUCTeMe BupTyanusauum 6yayT
3anpoLleHbl U3 XpaHUInLLa CEKPETOB.

Mo ymonuyanuio

CekpeT He Bbi6paH



:reference-configuration-file.pdf

10.2. MapameTpbl TOHKMUX HACTPOEK MOAYNSA NPU Pe3epPBHOM KOMUPOBaHUM

MapameTp Onucanue

use_tmp_dir_at_backup @ cHuMUTEe ¢nar WCMNONb30BaHUS MPOMEXYTOYHOrO XpaHWUWa Mpu
pe3epBHOM KOMMPOBaHUMN.

Mpy OTKMOYEHHOM driare NPOMEXYTOYHOE XPaHUWLLE BO BPeEMS pe3epB-
HOro KOMMPOBaHWA NCMONb30BaTbCA He ByaeT (cM.PaboTa moayns 6es npo-

MexyTquoroxpaHmnmmaL

0 MapameTp ucnonbsyeTcs Tonbko s oVirt sepcun 4.5 v Bbilwe.

Bo3MoXHble 3HauYeHus

true, false.

Mo ymonuyaHuio

true
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naBa 11. TOHKMe HAaCTPOUKU MOA YA NpPU
BoccTaHoBJIeHuu PK

11.1. A3MeHeHMe NnapaMeTpPOB TOHKUX HAaCTpPoeK MoAyns
[ONs N3MeHeHnsa TOHKUX HaCTpoeK MoadyJiAa npm BOCCTaHOBTIEHNN pe3epBHOIZ Komnuu:

1. OTKponTe OKHO LleHTpanusoBaHHOEe BOCCTaHOBNEHMe, /1A 3TOro:
a. 3anauTe B pasgen Peno3utopui;
b. HaXXMUTe NpaByd KHOMKY MbILWK Ha BbIBPAHHOM pe3epBHOMN KOMUK;
C. BblbepuTe BoccTaHOBUTD.

2. BoibepuTte none NMapameTpbl BOCCTAHOBNEHUA ANA MOAYNA.

3. HaxmwuTe [...].

4. @ cHumuTe dnar Ucnonb3oBaTtb HaCTPOMKMU MO YMOJTYAHMUIO /19 U3MEHEHUA TOH-
KNWX HacTpoeK Moayna npu BocctaHoBneHun PK.

© npu BkOYeHUM dnara Ucnonb3oBaTb HACTPOMKU NO YMoNYaHUIo 6yayT NCNOSb-
30BaHbl 3Ha4YEHUA NapaMeTpoB, 3anncaHHble Npu cosgaHum PK.

5. BbINONHUTE TOHKYK HAaCTPOUKY MOAYNA.

6. Haxxmunte OK gnfa coxpaHeHusa yCTaHOB/IEHHbIX 3HAaYeHUN.

11.2. MapamMeTpbl TOHKUX HACTPOEK MoAayJif nNpu
BOCCTaHOBJIEHUMN

Tabnuua 4. NapameTpbl TOHKUX HACTPOEK MOAY/SA MPY BOCCTAHOBIEHUN PE3ePBHOM KOMUM

MapameTp OnucaHue

storage_domain Bblbepnte xpaHunuuwie pna BoccTaHoBneHus. pu 3HayeHunM ORIGINAL
MOAY/Mb CO30acT OUCKM B TOM X€ XpaHunuuie, B KOTOPOM OHM Oblnn Ha
MOMEHT co3aaHunsa PK

B BbinagatowemM OKHe npefcTaBfieHa uWHopMauma B BuUae: <name>
(<storage-type> — available <size> GB)

B0O3MO)XXHbIe 3HaYeHuUs
NFS, iSCSI, FCP.

Mo ymonuyanuio
ORIGINAL
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MapameTp

cluster

keep_original_mac

vnic_profile

11.2. MapameTpbl TOHKMUX HACTPOEK MOAY A NPU BOCCTAHOBMEHNUMN

Onucanue

Knactep pgns BoccTaHoBneHnsa BM. [llpu 3HayeHuM ORIGINAL MoOAySb
cosgacT BM B TOM Xe kfnacTtepe, B KOTOPOM OHa 6blsla Ha MOMEHT CO3A4aHusA
PK

o [na KOPPEKTHOro BOCCTAHOBMEHUA pPe3epBHON KOMUM Heobxo-
OVMO, YTOObI:

» BblbpaHHble Storage Domain u Cluster 6b11K accouMmpoBaHsbl
Mexnay coboi. B npoTMBHOM cnydae 6yaeT aBTOMaTUYeCKU
npepnpuHaTa nonbiTka HanTtu Cluster, cBA3aHHbIN C BbIOpaH-
HbIM Storage Domain;

e B BbIOpAHHOM XpaHunuwe O6bi1o0 AOCTAaTOYHO CBOBOAHOro
MecTa.

Mo ymonuyaumio
ORIGINAL

© ycTaHoBuTe dnar, ecnnm BoccTaHoBneHHas BM pomxHa mmetb MAC-
agpec ncxogHom BM.

Ecnn MAC-agpec nHTepdenca 3aHAT opuruHanbHOW wunu gpyron BM, 1o y
CO3[aHHON B npoLlecce BOCCTaHOBNeHUs BM ceTeBon uHTepdenc byper
OTCYTCTBOBaTb. B 3TOM cnyvae B XypHan Moayns
(/opt/rubackup/log/rb_module_ovirt.log) 6yget go6aBneHo npegynpe-
XOEHNE O HEBO3MOXHOCTUK f06aBneHnsa nHtepdenca c yxe 3aHaTbiM MAC-
agpecom.

Boibepute npodunb BUpPTyanbHOM ceTeBol KapTbl BM. TMpu 3HayYeHuu
ORIGINAL mopaynb 6yget ncnonb3oBaTb NPoousib, ornpefeneHHbi BO BpeMs
co3nanHusa PK

0 Mpw yKaszaHum Mob60oro sHayeHms, Kpome ORIGINAL , cucTemMa npo-
BepsieT A4OCTYNHOCTb NPOdUNA B LLENIEBOM AaTa-LeHTpe.

Ecnn npodunb HegocTyneH nnu nnatdpopma BupTyanmsaunm Bos-
BpallaeT owmnbKy npu NOAKMHOYEHNN CETEBOro agantepa K BOC-
CTaHaBnuBaemon BM, 3apjaya BOCCTaHOB/IEHUA 3aBEPLUMTCHA CO
cTaTycoM Done_With_Defect, a BoccTaHoBneHHaa BM 6ypet
cosfaHa 6e3 ceTeBoro uHTepodenca.

Mepepn BoccTaHOBMEHNEM Y6eUTECh, YTO BbIBPAHHbIN vnic Npo-
dunb AOCTYNEH B LLeIEBOM OKPY>KEHUN.

Mo ymonyaumio
ORIGINAL

granular_restore_targe BbibepuTe BM, KoTopas 6yaeT ncnonb3oBaTbCsA ANA FPaHyNspHOro BoccTa-

t_vin

HOBNeHUA ¢pannos

Mo ymonuyaHuio
ORIGINAL
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MapameTp

granular_restore_targe
t_vm

granular_restore_iso_d
omain

OnucaHue

Llenesas BupTyasbHaa MallMHa, KoTopaa byaeT Mcnonb3oBaTbCA NS rpa-
HYIAPHOro BOCCTaHOBNEHNA GainioB U3 pe3epBHOMN KOMUK.

Ncnonb3yeTcss TONbKO AN FPaHyNspHOro BOCCTAHOBMEHUS AaHHbIX W3
pes3epBHOI KOMUK C pa3BepTbiBaHMEM Ha LieNIeBOM pecypce

Mo ymonuyaHvio
ORIGINAL

ISO-xpaHunuie, B KoTopoe 6yaeT nomMeweH CHoOpMUPOBAHHBIA MOAYEM
ISO-06pas, cofepxawnn BOCCTaHOBIIEHHble ¢aisnbl U Katanornm BM. Tlo
YMOJIYaHMIO BbliBMpaeTCa NepBoe XpaHWInLLEe N3 CnMcka AOCTYMHbIX B NaaT-
dopme BUpTYyanmsaymn

Ncnonb3yeTcss TONMbKO ANsi TPAHYNSPHOrO BOCCTAHOBNEHWUS [AaHHbIX W3
pe3epBHOI KONUK C pa3BepTbiBaHMEM Ha LiesIieBOM pecypce.

use_tmp_dir_at_restore @ cHuMUTe dnar UCMoNb30BaHUS NPOMEXYTOUHOro XpaHwuIuLLa npu Boc-

clear_snhapshots_at_re
store
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CTaHOBNEeHUN.

Mpn OTKOYEHHOM dnare gaHHble pe3epBHOMN Konun 6yayT MOHTUPOBATLCS
Cc nomouwbio TexHonorum FUSE (cm.Pabota moayna 6e3 npoMexxyTOYHOro
XpaHunmwa).

o MapameTp ncnonbayeTcs TonbKo ansa oVirt Bepcun 4.5 1 Bbllwe

Bo3MoOXHble 3HaYeHus

true, false.

Mo ymonuyaHuio

true
© ycTaHoBUTE dnar Ana yaaneHus CHAMKOB COCTOSHUS Noc/ie BOCCTaHOB-
JNIeHUs pe3epBHON KOMUK.

o Mcnonb3yeTca TOMbKO MNpW  3HauyeHUM false napameTpa
use_tmp_dir_at_backup

B0O3MO)XXHble 3HaYeHUs
true, false.

Mo ymonuyaHuio

false
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