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PostgreSQL v Tantor

Mopaynb PostgreSQL Universal npegHasHayeH 4NA pe3epBHOro KONMpoBaHMA 1 BOCCTa-
HoBneHumna CYB[ PostgreSQL sepcun 11, 12, 13, 14, 15, 16, 17 n CYB[, Tantor Special
Edition sBepcun 15, 1C 15, 16 B peXxume MNonHOro pes3epBHOro KONMpoBaHWA U pe3eps-
HOro KonupoBaHus apxueHbix WAL. BO3MOXHO BblibpaTb OAMH W3 nNogMoAynen
PostgreSQL Universal npy HacTpoinke npasua n cTpaTerun pesepBHOro KONMpoBaHUA:

e postgresql — nogmoAynb, NCNOAb3YHOLWMA HU3KoYpoBHeBbIN API CYB/[ PostgreSQL
AN BbIMOTHEHMA Pe3epPBHOr0 KONMMPOBaHWS;

e pg_probackup — nogMoAy/ib, UCMOMb3YOWMWA YTUNUTY pg_probackup Ana BbinonHe-
HUA pesepBHOro konuposaHua CYB[, Postgres Pro (noggepXuBaroTcA Bepcum
PostgreSQL ¢ 11 n Bbiwe);

e superb — nogmMopAynb, NpefAHasHayYeHHbIA ANA pe3epBHOro KONMpoBaHWA U BOCCTa-
HoBneHus CYB[ PostgreSQL B peXxuMe HenpepbiBHOrO pe3epBHOro KOMNMPOBaHUA n
pe3epBHOro KonnposaHua apxmeBHbIX WAL.

Mopaynb PostgreSQL Universal obecneumBaeT nopaepXxky Oefynnvkauum faHHbIX B
Xofe pesepBHOro konmposaHua RuBackup.

MpuHumn pesepBHoro konuposaHua CYB[ PostgreSQL ¢ ncnonbsoBaHnem RuBackup
COCTOUT B NepUOANYECKOM CO3LaHUU MOJHbIX pe3epBHbIX konun aksemnnsapa CYB u
pe3epBHOMY KOMMPOBaHUIO apxmsupoBaHHbIX ¢arnos WAL no onpepeneHHomy pacnu-
CaHuio.

B CPK RuBackup nogpgep>mBaeTca cosgaHve 06a30BbiX pPe3epBHbIX KOMUA (MOSHbIX
pesepBHbIX kKonun (full)), a TakXkKe CO34aHME WUHKPEMEHTAsbHbIX Pe3epPBHbIX KOMUN
(incremental, co3gatoTcA Ha ocHoBe 6a30BoOW pesepBHOM Konun). JuddepeHynansHoe
pesepBHOe KonnpoBaHue aaHHbix CYB[] PostgreSQL He npefyCMOTpPEHO.

Mpy BbINOMIHEHUM PE3EPBHOro KOMMPOBaHWUS OaHHbIX ANA nogmMoaynein postgresql u
superb GyayT co3OaHbl pe3epBHble KOMUN:

o ¢anmnoB pgaHHbiXx CYB[, pacrnofioXeHHbIX B AUPEKTOPUKM, KOTopas onpepensercs
napameTpom data_directory B KOHPUrypaumoHHOM danne
/etc/postgresql/12/main/postgresql.conf (I'naga 4);

o WAL-dannoB, pacrnosioXXeHHbIX B AUPEKTOPUN, KOTOPpAA onpenensaeTca napameTpom
archive_catalog B KOHUrypaumMoHHOM banne
/opt/rubackup/etc/rb_module_postgresql.conf ([1aga 4);

o KOHUrypaumoHHbix ¢annos CYB/[], He3aBUCMMO OT UX PaACMONIOXKEHUS:
o postgresql.conf;
Ecnn B KOHOUrypaunoHHbln ¢ann postgresql.conf BKIKOYEHbI gpyrue
KOHOUrypauuoHHble ¢annbl  (C  NOMOLWbK  AMpekTuB  include,

include_if_exists, include_dir), To 6ygeT co3gaHa pe3sepBHas Konus
9TUX ¢pannos..
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o pg_hba.conf;

o pg_ident.conf.

[Mocne ycnewHoro BbIMOSIHEHMA PE3epPBHONo KOMUpoOBaHMA apxmBHble ¢annbl WAL
MOTryT BbITb aBTOMATUYECKM yOaneHbl KNMeHToM RuBackup 13 katanora ¢ apXMBHbIMU
WAL-pannamun (napameTp archive_catalog B KOHPUrypauumoHHoM danne mopnyns),
eCnn BKJIKOYEH NapamMeTp auto_remove_wal B KOHPUrypauMoOHHOM danne Mogyns.

HeB0O3MOXHO 3anyCcTUTb OQHOBPEMEHHO OBe onepauun pe3epBHOro KONMpoBaHUA U
BOCCTaHoBNeHNA ona Mmoayns PostgreSQL Ha ogHOM XOCTe. 9TO NpefonpeneneHo Tewm,
4YTO BbIMOJSIHEHNE pe3epBHOro konuposaHna CYB[ nponssoanTcsa no ocobom MeToauke,
He npefycMaTpuBatoLLEeN KOPPEKTHYH BO3MOXHOCTb MapasnnenbHblX 3aay pe3epBHOro
KOMMPOBaHWA M BOCCTaHOBNEeHUA Ana ogHon u ton Xe CYB[. B ToM cnyvyae, ecnu
napannenbHasa 3afiaya Bce-Taku OyaeT 3anyLieHa, ToO OHa 3aBepLUNTCA C OLLMBKON.

Mopynb PostgreSQL Universal nopgaep>xuBaeTt 6e3onacHoe xpaHeHne ayTeHTudunkaum-
OHHOM MHbOpMauun ana nogknovyeHns Kk CYB/[ PostgreSQL ¢ NOMOLLbIO MHTErpauum ¢
BHELWHMUM XpaHununwem cekpetoB HashiCorp Vault 1.16.3.

Mpwn nocTynneHnn 3agadn Ha Co3gaHne NHKPEMEHTasIbHOW pe3epBHOW KOMUK B
CPK RuBackup npoussogutca aHanni WAL-¢annoB. Ecnm aHanns nokasbl-
BaeT, YTo B TekywemMm WAL-¢painne nsmeHmnacb IMHNUA BpeEMeHN NO CpaBHEHUIO
c nocnegHnum WAL-dannom vs npegbigylien ntepaynm cosgaHma pesepBHON
KOMUU, TO BMECTO MHKPEMEHTaNbHOW KOMUW CO3JaeTcA NofiHaa pesepBHas
KOnus. 3TO aKkTyanbHO ANA nogMoaynen postgresql v superb.

HacTosuwee pyKoBOACTBO ABAAETCA ONMMCAHMEM ¢YHKLUWMOHanNa u He
ABMAETCA TOYHOM UHCTPYKLUKMEN no BoccTaHoBneHuo CYB[ B nobon
cuUTyauumn, KoTopas MOXeT NponsonTu!

Mpwn BbINOSIHEHMN OMNepaumn BOCCTAHOBIIEHUS C pas3BepTbiBaHNEM CYLLECTBY-
rownm knactep 6as gaHHbix CYB[ PostgreSQL 6ypeT YHUUYTOXEH, a Ha ero
MecTe byaeT BOCCTaHOBNEH KnacTep 6a3 AaHHbIX U3 pe3epBHOM Konuu. MNepes
ornepauuen BOCCTaHOBMEHUA pPeKOMeHOyeTCA MNPUHYAUTENbHO OCTaHOBUTb
paboTy Bcex knneHtoB ¢ CYB/[ 1 BbINONHUTL 6a30Boe pe3epBHOE KonMpoBa-
Hue!

PekoMeHAyeTCs OTKNKOUYNTb BOSMOXHOCTb LLeHTpasiM3oBaHHOIrO BOCCTaHOB/E-
HUsa CYB[] Ha KNMeHTe M BbINOJIHATL BOCCTAHOBIEHNE N3 PEe3epPBHON KOMUK
TOJIbKO CO CTOPOHbI KNIMEHTa NojA KOHTposieM agMuHuctpaTtopa CYB/.

LleHTpann3oBaHHOe BOCCTaHOBMIEHME N BOCCTAHOBJIEHNE C pa3BepTbiBaHWEM
peKoOMeHAYyeTCA npeaBapuTenibHO BbINOAHATb Ha PEe3epBHOM XOCTe (BUPTY-
anbHOM MalKWHe) 018 NPOBEPKN KOPPEKTHOCTU BoccTaHoBneHus CYB/.

Mopaynb PostgreSQL Universal nognep>XuBaeT paboTy € XpaHUIULLEM CeKpe-
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ToB HashiCorp Vault 1.16.3 Ha nnatdopmax Astra Linux 1.7, Ubuntu 20.04,
RHEL 8.
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naea 1. YcTaHoBKa KiMeHTa RuBackup

[NA BO3SMOXHOCTU pe3epBHOro KonnposaHusa npu nomolm RuBackup Ha 3awuwaembin
cepsep ¢ bl gonkeH 6bITb ycTaHOBMEH KNUEHT RuBackup n Mogynb pesepBHOro Konm-
poBaHus PostgreSQL Universal.

o na koppekTHon paboTbl mogynsa PostgreSQL Universal Ha y3en ¢ KIIMEHTOM
RuBackup Heob6xoaMMo yCTaHOBUTb YTUANTLI sudo, 1sof, grep, awk.

YcTaHOBKa nakeToB KNnMeHTa RuBackup nponsBognTcAa n3-nog y4eTHoOM 3annucm ¢ agMum-
HUCTPATMBHbLIMK NpPaBamMn MNPU MNOMOLWLWN CleayrWmnx KoMaHg (MMeHa nakeToB MOryT
OTNIMYaTbCA B 3aBUCUMOCTM OT UCMNOJSIb3yEMOW OnepaLMOHHON CUCTEMDI):

sudo dpkg -i rubackup-common.deb
sudo dpkg -i rubackup-client.deb
sudo dpkg -i rubackup-postgresql.deb

root@postgresql: # dpkg -1 rubackup-client.deb
Beibop paHee He BuibpaHHOro nakerta rubackup-client.
(YTeHne Ba3bl JaHHBIX .. HA [aHHBIM MOMeHT ycTaHoeBneHo 131037 dawnoB W KaTanoros.)

MoproTtoeka K pacnakoeke rubackup-client.deb ..
PacnakoswBaetrcA rubackup-client (2.0.0-rc.14) ..
HactpavBaerca naket rubackup-client (2.0.0-rc.14) ..

PucyHok 1. YcTaHoBKa nakeTta rubackup-client.deb

root@postgresql:/home/client2# dpkg -i rubackup-postgresql.deb
Beibop paHee He BolbpaHHOro naketa rubackup-postgresql.
(YTeHne Oa3bl OAHHBEIX .. HA OJaHHBIK MOMeHT ycTaHoeBneHo 131083 ¢awna v kKartanora.)

Moprotoeka K pacnakoeBke rubackup-postgresqgl.deb ..
PacnakoesiBaeTcA rubackup-postgresgl (2.0.0-rc.14) ..
Hacrtpaweaerca nakeT rubackup-postgresgl

PucyHok 2. YcTaHoBKa nakeTa rubackup-postgresql.deb

Mpn HacTponKe KNNeHTa peKoOMeHAYyeTCA aKTUBNPOBaTb QYHKLNIO LLeHTpanmM3oBaHHOIo
BOCCTAHOBJIEHMA B Tex Cry4vasax, Korga npegnonaraetca BoccTaHoBneHne CYB[, u3
cpepncTBa ynpasneHnsa RBM.

B xome mnHcTannsaumm naketa moayns PostgreSQL Universal B cncteme 6ygeT cosgaH
dann HacTpoek AocTyna K cyb4 PostgreSQL
/opt/rubackup/etc/rb_module_postgresqgl.conf. 3MeHUTe B 3TOM ¢aisie HaCTPOMKN
A1 BO3MOXHOCTU nogkntoyeHmnsa moayna K CYB/] v BbINOSTHEHUA pe3epBHOro Konmpo-
BaHUSA (CM. COOTBETCTBYHOLLMIA pasnen Hmxe).

[Mpu cTapTe knMeHTa RuBackup, B cny4ae npasuibHON HacTponku goctyna K CYB[ v
KOPPEKTHOM HacTponkn camon CYB[l ona BbINOMHEHMA 3afia4y Pe3epBHOro KOnmpoBa-
HMWA U BOCCTaHOBJIEHUA, B XYpHanbHOM ¢anne /opt/rubackup/log/RuBackup.log Ha
KNMeHTe NoABUTCA crefytollas 3anuchb:
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2023: Try to check module: 'PostgreSQL universal' ...
2023: Execute 0S command: /opt/rubackup/modules/rb module postgresql -t 2=&1
2023: Module version: 2.0

2023: PostgreSQL version: 12.13 (Ubuntu 12.13-O@ubuntu®.20.04.1)
2023: [2023-02-15 11:47:03] Info: PostgreSQL data directory: /var/lib/postgresql/12/main
2023: ... module "PostgreSQL universal' was checked successfully

PucyHok 3. CtapT knneHTa RuBackup

MogpobHo npouenypbl NOArOTOBKN K YCTAHOBKE, MHCTANMALUMA, HAaCTpPOMKa M 3amnyck
knueHTa CPK onuncaHbl B 4OKYMeHTe «PyKOBOACTBO MO YCTaHOBKE U OBHOBIIEHUIO Cep-
BEepOB pe3epBHOro KonNMpoBaHma 1 Linux knmeHToB RuBackup».

1.1. O6HOBNEHNEe KOHPUrypaLMoHHOro ¢panna

HoBasa Bepcua MOAYNA COLEPXUT KOHOUTrypauWoOHHbIN ¢ann, napameTpbl KOTOPOro
MOryT OT/INYaTbCA OT TEKYyLW,en BepCun, No3TOMY Npu OBHOBNEHUN MOLYNA Ha HOBYHO
BEPCUIO Tak>Xe OOHOBNAETCH U ero KOHOUrypaunoHHbln pann. [nsa nepeHoca 3Ha4YeHUN
napameTpoB HAaCTPOEK U3 CTAPOro KOHGUrypaunoHHOro ¢anna B HOBbIN NpenyCcMOTpPeEH
MeXaHN3M CIIUAHUNA KOHPUrypaLMOHHbIX ¢annos.

MoxeT cyuiecTBoBaTb 3 BEPCUN KOHOUTYypaLMoHHOro ¢panna:

e /opt/rubackup/etc/rb_module_postgresql.conf — TeKyLWUN KOHOUrypaLNOHHbIN
dann Moaynsa. lNocne CNNAHUA oyper nepevMeHoBaH B
rb_module_postgresql_old.conf.

e /opt/rubackup/etc/rb_module_postgresql_old.conf® — cTapbl KOHOUrypaLNOH-
HbI Gann, KOTOpbIN BbiN 3arpy>eH B npegbigyu,ee obHOBNEHNE UMW MPU YCTaHOBKE
Moy ns.

e /opt/rubackup/etc/rb_module_postgresql_upgrade.conf® — KOHQUrypaLMOHHbIN
¢dann obHoBneHma. [JomkeH 6biTb co3daH BPYYHYH. [JaHHbIA KOHOUIypaLUWOHHbIN
dann ncnonblyeTca O/ 3aMeHbl 3HAaYeHUA NnapamMeTpoB Npu O0O6HOBNEHUN MOLYNA.
Mpn o6HOBNEHUN MOLYNA OBHOBUTCA N €ro KOHOUrypaunoHHbIA ¢ann, a 3HayeHus
napameTpoB OyAyT B3ATbl M3 CTaporo KoHdurypauumoHHoro danna. Ecnm xe B
rb_module_postgresql_upgrade.conf 3anmcaHoO Apyroe 3HadeHne, TO OypeT
MCMNOJIb30BaHO OHO. ATO €4UHCTBEHHbIN CNOCO6 NOAMEHUTL 3HAYEeHUs NapamMeTpoB
MOAYNA nMpu o6HOBNEHUN.

MexaHn3M CnnaHnA KOHPUrypauMoHHbIX ¢GansioB 3anyckaeTcA aBTOMAaTUYECKU Mpw
obHoBNeHMN nakeTa deb nnu rpm.

1.2. ABTOMaTU4YeCcKoe O6HOBJIeHue KOHPUrypaLuoHHOro
danna

ABTOMaTM4yeckoe 0BHOBIEHNE KOHOUTYPaLMOHHOrO ¢aisa BbINOJHAETCA Npu oOHOBIE-
HUM NakeToB deb nnu rpm n He TpebyeT AeNCTBUI OT NMOJIb3OBaTeNA.

[MopAanok aBToOMaTUYeCKoro OBHOBNEHMS:
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1.2. ABTOMaTnyeckoe ob6HOBMNEHNE KOHOUTYPaLLMOHHOrO danna

1. Tekywnin KoOHPUrypaunoHHbin panmn rb_module_postgresql.conf nepenmmMmeHoBbIBa-
eTcAa B rb_module_postgresql_old.conf.

2. CospaeTtcsa ¢ann /opt/rubackup/etc/rb_module_postgresql.conf, KOTOpbIV fanee
OyneT UCrnosib30oBaH B KAYeCTBE TEKYLLEroO.

3. B cosgaHHbIn dann rb_module_postgresql.conf gobaBnaroTCcA NapamMeTpbl KOHOU-
rypaymoHHoro ¢awna, KoTopble NocTaBnaAlTCA B nakete deb wvnu rpm. [pu aTom
BCE MapamMeTpbl 3aKOMMEHTUPOBaHbI (BbICTaBNEH CUMBON # MNepef KaX[om CTpo-
KOMN).

4. lNpoucxoanT cCAnAHWE CTaporo KOHoUrypauumoHHoro ¢awnna, KOHPUrypaumoHHOro
¢danna obHOBNEHNA, N1 HOBOIO KOHOUIypaLunMoHHOro ¢anna, KoTopbl NOCTaBMNsAETCA B
nakeTe, NPN 3TOM:

o 3HauyeHme Kaxxgoro napameTpa b6epeTcs U3 KOHOUrypaumMoHHoro ¢amna obHoB-
NeHus.

o Ecnn B KOHOUrypaumoHHOM ¢anne oObHOBNEHUA MapaMeTpa HeT, TO 3HayeHue
bepeTca U3 cTaporo KOHGUrypaunoHHoro danna.

o ECcnn B cTapoM KOHOUrypauMmoHHOM ¢anne 3HadeHMe napameTpa OTCYyTCTBYeT,
TO TakKoe 3Ha4yeHue:

= [lo6aBnaeTca, ecnu aTo obaszaTenbHas HacTpoika. [lobaBnaeTca 6e3 3Have-
HUA.

= He pobasnseTcs, ecnu HacTpomnKa He obAsaTenbHas.

o Ecnuy obsisaTenbHOro napamMeTpa HeT 3HauyeHus, TO Npu YCTaHOBKE NakeTa BO3-
HUKHET owunbka. MHbopMauuo 06 olmMbKe MOXHO MOCMOTPEeTb B jlore ycTa-
HOBKM:

PucyHok 4. MHpopmauma o6 owmnbke

B pesynbTaTte aBTOMaTU4yeckKoro obHoBMeHUs 6ygeT OOHOBNEH KOHOUrypauMOHHbIN
¢anmn rb_module_postgresql.conf. Mogynb PostgreSQL Universal 6yget rotos K
paboTe.

Mpn cnnaHMM KoHOUrypauuoHHbIX ¢annos 6yayT yaaneHbl BCe KOMMEHTapuu u3s
rb_module_postgresql.conf.

Ecnn npu oBbHOBNEHUN KOHPUrypauMOHHOIro ¢danna BO3HUKAM OWKMOKK, TO NOSb30Ba-
Teno Heobxoanumo npoBepuTb KOPPEKTHOCTb
/opt/rubackup/etc/rb_module_postgresgl.conf u npu HeEOBGXOOMMOCTU 3aroOSIHUTb
napamMeTpbl BPYYHYHO.
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MnaBa 2. KoHpurypaumoHHbin pann moayns

B xope nHcTannAuMm naketa MoAynsa B CUCTEME CO3[aeTcs KOHPUrypaLuMoHHbIN ¢ann
/opt/rubackup/etc/rb_module_postgresql.conf.

Cogepxmmoe KoOHPUrypaLmoHHoro ¢arina

# Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter

dbname postgres

username rubackup_backuper
password 12345

host localhost

port 5432

postgresql_admin postgres

#Enable interaction with centralized secret repositories
use_secret_storage no

# MNepeknoyaTbCA WM HET Ha MOJIHbLIM 63Kan ecnu

HEBO3MOXHO BbINMONIHUTL WHKPEMeHTanbHbIN/andd

#auto_switch_full yes

archive_catalog /opt/rubackup/mnt/postgresgl_archives

# Specify this path according to the installed version

pg_ctl /usr/lib/postgresql/12/bin/pg_ctl

postgresql_service_name postgresql

auto_remove_wal yes

postgresql_admin postgres

# Timeout period for the last WAL file generated during backup(in seconds)
wal_wait_timeout 10

# Availability check period for last WAL file generated during backup(in
seconds)

wal_check_period 1

#Enable interaction with centralized secret repositories
use_secret_storage no

#keep wal files chain even for full backup

keep_wal_chain no

# MNepekno4aTbCA WAW HET Ha MOJIHbLIA 63Kan ec/iM HEBO3MOXHO BbIMOJHUTL
MHKpPEMeHTanbHbn/ ogndd

auto_switch_full yes

#
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archive_catalog /opt/rubackup/mnt/postgresqgl_archives

# Wcnonb3oBaTb move panA nepeHoca WAL n3 apxmBa BMeCTO KOMMpoBaHUSA
move_on_archive_get yes

# KonuuecTtBO noTtokoB anda apxusauuu WAL

num_threads_for_wal_archiving 1

# KonnyecTtBo ¢amnoB obpabaTbiBaeMbiX 3a OA4MH BbLI3SOB apxuBauuu
batch_size_for_wal_archiving 1

# Makc. pasmep XpaHMMbIX JioKanbHO apxuBHbix WAL ¢ainoB (0 - HeT nvmuTa)
wal_archive_files_size ©

# Makc. BpeMa B CeKyHAax KoTopoe npouecc cHATUA PK xpeT ocBob6oxaeHus
apxMBHOIro KaTasnora

cleanup_wait_timeout 1000

# BbINONMHATbH MPOBEPKY paboThl KOMaHA apxuBauuum nepef cHATuem PK
make_archiving_check yes

# lMonbiITKM MpoBepkM, 4YTO wal summarizer ycrnen BHECTM BCE M3MEHEHUs B summary
dannbl
wal_sum_max_retries 20

# [MpeKTOpUs ONs COXpPaHEHUA peryIMKauMOHHbIX [aHHbIX

replication_catalog /opt/rubackup/mnt/postgresql_replica

# NyTb fo ytunutbel pg_receivewal (¢u3umyeckas pennmkauus), HauvMHas c 10 Bepcuwu
pg_receivewal /usr/lib/postgresql/10/bin/pg_receivewal

# BboinonHuTb drop ¢msmyeckoro cnoTta ¢ uMMeHeM slot_name nocne cospgaHuma PK
drop_slot no

# WUcnonb3oBaTb PUM3NYECKUM CNOT, 3afaHHbIM B CUCTeMe, MHaye co3fjaTb C YKa3aHHbIM
UMEHEM

slot_name my_slot_name

i —omo= Patroni -----

# Patroni parameters are optional

# and may be needed for the module work in a patroni cluster
patroni_host localhost

patroni_port 8008

patroni_node_type_for_backup leader

patroni_https no

patroni_ca /etc/ssl/ca.crt
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#
pg_waldump /usr/lib/postgresql/12/bin/pg_waldump
num_threads_for_wal_processing 8

# BOo3MOXHble 3HauyeHus OnA restore_target_action: [pause | promote | shutdown]
restore_target_action pause

# Bo3MOXHble 3HayeHuA Onsa restore_target: [immediate | latest]

restore_target immediate

# AGCONKTHLIM NYTb A0 YTUAUTH pg_probackup

pg_probackup /opt/pgpro/std-13/bin/pg_probackup

# AGCONKTHBIA NMYyTb OO KaTanora, B KOTOPOM XPaHATCSH pe3epBHble KOMuu
probackup_catalog_copies /opt/rubackup/mnt/pg_probackup

# Wma uHcTaHca. Wma nogkaTanoroB, B KOTOPbLX 6YAyT XPaHUTbLCA KOMUK
probackup_instance_name data

# Bo3MoOXHble 3HauyeHusa ana s3_interface: [minio | vk]
s3_interface minio

# Specify if custom built PostgreSQL binary is required

# pg_binary /usr/bin/custom/postgres

# Specify if server output should be redirected to the file
# pg_log /tmp/postgres.log

[MapameTpbl N3 KOHOUrypauymoHHOro ¢anna rb_module_postgresql.conf npeacTtas-
NneHbl B Tabnuue.

Tabnuuya 1. [NapameTpsbi paina KOHPUrypawmm Moaynsa pesepBHoro KonnposaHus PostgreSQL

MapameTp HasHaueHue
dbname MMsa 6a3bl faHHbIX, pe3epBHOe KONMMPOBaHME KOTOPOM byaeT BbIMOJHATLCA
Mo ymonyaHuio postgres
username Mmsa nonbsoBatena B CYB[ PostgreSQL, obnapgarowero npasamMu BbIMOSHATb

pe3epBHOE KoNnnpoBaHue

Mo ymonyaHuio rubackup_backuper

password Maponb ons nonb3oBaTens, YKasaHHOro B MapaMeTpe username
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MapameTp HasHaueHue

host XocT, Ha koTopoM CYB/[] npuHuMaeT nogkntoyeHns. NcnonbayeTcsa A5 B3aMMo-
penctensa ¢ CYB/[, pesepBHOe KOMMPOBaHME KOTOPOWM BbIiNofHAeTCA. [NapameTp
Heobs3aTeNbHbIN

Ucnonb3yroTtcs e |[P-agpec nokanbHOro xocTa.
o [loMeHHOE UMS NTOKasIbHOro XocTa.

o [lyTb 0O KaTanora fiokanbHbIX COKeTOB. YKasblBaeTCH
3HayeHVe napameTpa unix_socket_directories Wu3
KOHUrypaunoHHOro danna
/etc/postgresql/12/main/postgresql.conf (no
YMOJTYaHWO /var/run/postgresql).

Takxe npn Mncnonb3oBaHMM cCoKeTa AOJid noaknto4ye-
HNA Ba>XHO Y4YWUTbIBaTb MpaBa AOCTyMNa K COKeTYy,

KoTopble 3agaroTcs napameTpamu
unix_socket_group W unix_socket_permissions B
KOHUrypaunoHHOM danne

/etc/postgresql/12/main/postgresql.conf

Mo ymonyaHuio localhost

port MopT ana coeguHerHnsa ¢ CYB[. MNapameTp Heobs3aTeNbHbIN

Mo ymonuyauuio 5432

use_secret_storag lcnonb3oBaHune xpaHunuia cekpetoB HashiCorp vault v1.16.3
e
Bo3MO)XXHble 3HaYeHUA yes, no

Mo ymonyaHuio no

auto_switch_full [lepekntoyeHune Ha MonHbin TMN PK, B cnyyae ownoku:

e MpW NpoBepkKe AnddepeHLmanbHON NN UHKPEMEHTasIbHOWN LEenouKu;

* TPW BbINOSIHEHUU MHKPEMEHTANbHOI0 PE3epPBHOIro KOMMPOBaHUS.
Bo3MOXXHbIE 3HaYEeHUs yes, no

Mo ymonyauuio yes

archive_catalog Kartanor gns xpaHeHus apxuBHbix WAL

Mo ymonyaHuio /opt/rubackup/mnt/postgresql_archives

pg_ctl Mcnonb3yeTtcs gnsa 3anycka n octaHoBkn CYB[ PostgreSQL BO BpeMs BOCCTa-
HOBJIEHUSA C pa3BepTbiBaHMEM. MeCTOHaxoXaeHne pg_ctl 3aBMCUT OT UCMONb3Y-
eMoWn Bepcuu

Mo ymonyaHuio /usr/lib/postgresql/12/bin/pg_ctl
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MapameTp

pg_binary

pg-log

postgresql_servic
e_name

pg_waldump

num_threads_for_w
al_processing

auto_remove_wal

postgresql_admin
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HasHaueHue

Mcrnonb3yeTca npu Bbi3oBe yTUIUTLI pg_ctl Ana 3anycka PostgreSQL BO BpeMs
BOCCTaHOBJ/IEHUSA C pa3BepTbiBaHMEM. YKasbiBaeT NyTb K UCNOSHAEMOMY ¢anny
postgres. NapameTp pg_binary He saBnsetca obAsaTesnbHbIM. 10 yMoOnYaHuO
ncnonHsaeMbln Gann postgres 6epeTcsa N3 TOro Xe KaTtasnora, U3 KoToporo 3anyc-
Kancs pg_ctl, a ecnu HanTu dann HEBO3MOXHO, TO U3 XXECTKO 3aJaHHOro KaTa-
fiora nHcTannsauuu

Mcrnonb3yeTca npu Bbi3oBe yTUIUTLI pg_ctl ana 3anycka PostgreSQL Bo BpeMms
BOCCTaHOBMEHNS C pa3BepTbiBaHWEM. B ykasaHHbln dann byaeT HanpaBnsATbCH
BbIBOg, cooblieHnn cepBepa. ®ann co3gaétcH, ecnm OH elé He cylecTByeT.
MapameTp He ABnAeTCA 06s3aTeNlbHbIM

Cny>xebHoe nms 6asbl AaHHbIX

Mo ymonyaHuio postgresql

MyTb 8o yTunuTbl pg_waldump . [MapamMeTp Heo6Xxo4MMO 3agaTh A9 paboTbl nog-
TUNa MHKPEMEHTANIbHOrO PEe3epBHOr0 KOMMpoBaHua page (Mpyv UCNosib30BaHWMK
nogmopyna postgresql). MecToHaxoxaeHne pg_waldump 3aBUCUT OT UCMOMb3ye-
Mow Bepcuu PostgreSQL

Mo ymonyauuio /usr/lib/postgresql/12/bin/pg_waldump

KonnyecTBo nNpoLeccoB, BbliAeneHHbIX Ans 06paboTku apxmeHbix WAL dannos

Mo ymonyauuio 8

YpaneHue apxuBHbix WAL n3 kaTtanora archive_catalog nocne BbIMOJIHEHUSA
pPEe3epPBHOIro KOMMPOBaHMs (ECNU OHM BKKOYEHbI B PE3EPBHYHO KOMUHO)

Bo3MOXXHbIE 3HaYEeHUs yes, no
Mo ymonuaHuio yes
[Mpwn 3HavYeHun:

e yes apxuBHble WAL OyayT ydaneHbl M3 Katanora archive_catalog nocne
BbINONHEHWS PE3EPBHON0 KONUPOBAHWUS;

e yes apxuBHble WAL He 6yayT yaaneHbl U3 Kkatanora archive_catalog nocne
BbINOMHEHMWSA PE3EPBHON0 KONUPOBAHWUA.

Login agMuHucTpaTopa PostgreSQL B onepauoHHON cucTemMe

Mo ymonyauuio postgres




MapameTp

execute_only_on_1
eader

patroni_node_type
_for_backup

wal_wait_timeout

wal_check_period

patroni_host

HasHaueHue

MapamMeTp NpMMeHSeTCS TONbKO NpW paboTe B knacTepe Patroni n ucnonbsyetcs
TONbKO B Bepcum Moaynsa 2.0 n Huxe. B KoHourypaunoHHom danne moayns Bep-
cumn 2.1 napaMeTp 3aMeHEH Ha patroni_node_type_for_backup

Bo3MOXXHbIE 3HaYEHUs yes, no
Mo ymonyaHuio no

Mpy 3HaYeHUM yes pe3epBHOE KOMUPOBAHME BbINOMHAETCA TONIbKO Ha nuaepe
knactepa Patroni. Mopynb BoO3BpaljaeT OTpULATENbHbIA OTBET cepBepy Ha
3anpoc O HanMumMM pecypca, eciiv XocT, Ha KOTOPOM NPOU3BOANTCA NPOBEPKA, HE
ABNAETCA NMAEPOM Knactepa Patroni

[MapameTp patroni_node_type_for_backup 3ameHseT B Bepcun mogynsa 2.1 napa-
MeTp execute_only_on_leader

Bo3MOXXHbIe 3HaYeHUs leader, sync, async

Mo ymonyaHuio leader

Mpn 3Ha4YeHnu:

o leader pecypc 6ygeTt [OCTYNEeH TONbKO NPU YCOBUN, YTO Y3es, Ha KOTOPOM
yCTaHOBNEH MOAY/lb C TakKMM 3HayeHMeM, UMeeT ponb leader B KnacTepe
Patroni;

e sync pecypc 6yaeT AOCTYNeH TOMbKO NPU YCNOBUW, YTO y3€e/, Ha KOTOPOM
YCTaHOBMEH MOAY/Mb C TakKMM 3Ha4YeHWeM, MMeeT Posb Sync stanby B Kna-
cTepe Patroni;

e async pecypc byneTt AOCTYMNeH TOMbKO MpWU YyCNOBUKN, YTO y3€eJl, Ha KOTOPOM
YCTaHOBMIEH MOAY/b C TakKMM 3HAYEHMEM, UMeeT ponb replica B KnacTtepe
Patroni.

MNMepuoa oXupaHus OKOHYaHWs apxuBauuu nocnegHero WAL-danna (B cekyH-
[ax), CreHepupoBaHHOIO BO BPeMs CO3[aHUSA Pe3epBHON KONUK

Mo ymonyaHuio 10
Mepwnop NpoBepKM OKOHYaHMA apxueauun nocnegHero WAL-danna (B cekyHaax),
CreHepupoBaHHOIro BO BPeMSA CO34aHNA pe3epBHON KONUn

Mo ymonuaHuio 1

IP-agpec, Ha KOTopoM Patroni npuHuMaeT BxogsAwme s3anpockl Rest API. MNapa-
MeTp Heobs3aTeNbHbIN, HEOBXOANM TONbKO A/ B3auMO4eNCcTBmA Moaynsa ¢ Rest
API nokanbHoro npouecca Patroni. Ecnun 3HayeHne napameTpa He yKasaHo, byaeT
NpeanpuHATa NorbiTKa aBTOMaTUYeCcKn onpefennTb 3Ha4YeHue AN 3Toro napa-
MeTpa yepes yTunuty Isof

Mo ymonyaHuio localhost
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MapameTp

patroni_port

restore_target_ac
tion

restore_target

pg_probackup

probackup_catalog
_copies

probackup_instanc
e_name
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HasHaueHue
MopT, Ha KOTOPOM JOKanbHbIN npouecc Patroni cnywaeTt 3anpocbl Rest API.
MapameTp HeobsA3aTENbHbIN, HEOBXOAUM TONbKO O/15 B3aMMOAENCTBUSA MOSYNA C
Rest APl nokanbHoro npouecca Patroni. ECnn 3HayeHne napameTpa He yKasaHo,
OypeT npegnpuHATa NOMbiTKa aBTOMaTUYECKU ONpefennTb 3HayeHme gnsa aToro
napameTpa 4yepes yTunuty Isof

Mo ymonyauuio 8008
BoccTaHoBneHne ueneBoro pAencteusd. lapamMeTp UCMONb3yeTcA TOMbKO ANA
nogmogayns pg_probackup

Bo3MOXXHbIE€ 3HaYEeHUs pause, promote, shutdown

Mo ymonyauuio pause

Mpwn 3HavYeHUn:

e pause BOCCTaHOBNEHMe ByLeT NPUOCTaHOBMNEHO;

e promote BOCCTaHOBMIEHME ByAeT NPOOOMKEHO;

e shutdown BOCCTaHOBJIEHNE HE NPON3BOLUTCA.
Kakoe BoccTaHoBneHne PK 6yaeTt BbINOfIHEHO. [TapaMeTp MCNofb3yeTcsa TOMbKO
ans nogmopyns pg_probackup

Bo3MO)XXHbIe 3HaYEHUA immediate, latest

Mo ymonyauuio immediate

Mpw 3HavYeHUn:

o immediate 6yfeT BocCTaHoB/EHa cpoyHas PK;

o latest 6ygeT BoccTaHoBMEHa nocnegHsasa PK.
ABCOMOTHBIN NYTb 00 YTUNUTLI pg_probackup . MapamMeTp UCNOMb3yeTCs TOMbKO
4na nogMoayna pg_probackup

Mo ymonyaHuio /opt/pgpro/std-13/bin/pg_probackup
ABCONOTHBIN NYyTb [0 KaTanora, XpaHsawero pesepBHble Konuu. [lapameTp
NCNOJb3yeTCs TOMNbKO 418 NoAMOAYNA pg_probackup

Mo ymonyauuio /opt/rubackup/mnt/pg_probackup
MMAa nopgkaTanora gnsa XpaHeHus pesepBHbIX Konuin. [apamMeTp mMchnosnb3yeTcs

TONbKO ANA NoAMoayns pg_probackup

Mo ymonyaHuio data




MapameTp HasHaueHue
s3_interface MHTepdeinc obnadyHoro xpaHunuuwa. MapaMeTp UCNOMb3YeTCA TOMbKO ANS nog-
minio Mopayns pg_probackup
Bo3MOXHbIe 3HaueHus minio, vk
Mo ymonyaHuio minio
Mpw 3HauYeHUn:
e minio O6yAeT UCnosb3oBaTbCcA 06BbEKTHOE XpaHunuwe MinlO, coBMmecTumoe ¢
obnayHbiM XpaHunuwem S3;
e vk BygeT ncnonbs3oBaTbCA XpaHUuLLEe VK.
pg_receivewal MyTb A0 YyTUNUTBI pg_receivewal. YTuUnuMTa obpabaTbiBaeT OWMOKN U COXpaHAeT
dannbl
Mo ymonyaHuio /usr/lib/postgresql/108/bin/pg_receivewal

drop_slot BbinonHsaeT cb6poc dpmnsnyeckoro cnoTa
Bo3MoO)XHbIe 3HaYEeHUA yes, no
Mo ymonyauuio no
Mpwn 3HavYeHUn:

e yes CcHPOC BbINOSHUTCS;
e no cOpOC He BbIMNOSHUTCS.

slot_name Nmsa pmnsnyeckoro cnoTa

Mo ymonyaHuio my_slot_name

replication_catal AGCONIOTHLIN nyTb A0 KaTaJiora ¢ peryimnkauMoHHbIMW OaHHbIMW

og
Mo ymonyaHuio /opt/rubackup/mnt/postgresql_replica

move_on_archive_g [MepeHocut WAL ¢ainnbl BMECTO KOMMPOBaHUA
et
Bo3MOXKXHbIE 3HaYEeHUs yes, no

Mo ymonuaHuio yes
Mpwn 3HavYeHun:

o yes WAL ¢ainbl 6ygyT nepeHeceHs.l.
e no B6yayT co3gaHbl konun WAL dannos.

num_threads_for_w KonnyecTBo notokos ansa apxmsauun WAL dannos
al_archiving
Mo ymonyauuio 1
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MapameTp

batch_size_for_wa
1_archiving

wal_archive_files
_size

cleanup_wait_time
out

make_archiving_ch
eck

patroni_https

patroni_ca

sslmode
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HasHauyeHune
KonnyecTtso obpabaTbiBaeMbix WAL ¢annos, KoTopble OAHOBPEMEHHO OTNpPaB-
NAKOTCA B apXMBHbIA KaTanor

Mo ymonyaHuio 1
MakcumanbHbI pasmep apxuBHbix WAL ¢ainnoB, xpaHuUMbIX nokanbHo (B M6).
Ecnu ycTtaHoBneHO 3HauyeHWe O, TO nuMuUTa HeT. [lpy nNpeBbieHUn pasMepa
apxuBa 3anyckaeTc ¢oHoBas ouyucTka. Bo Bpema pesepBHOro KonupoBaHWs
04MCTKa bnokupyeTtcs

Mo ymonyauuio 0
MakcumManbHoe BpeMs (B cekyHAaax) oXungaHns ocBOBOXAEHNA apXMBHOMO KaTa-
fora, KoTopoe XaeT npouecc cHATUA PK

Mo ymonyaHuio 1000
Mpoeepka paboTbl apxmMBaLnn A0 3anycka ANNTENIbHOrO pe3epBHOro Konmposa-
HUA

Bo3MoOXHbIe 3HaYeHUs! yes, no

Mo ymonyaHuio yes

Mpw 3HauYeHUn:

e yes GyAeT BbINONHEHa NpoBepKa KOMaHA, apxuBauuy nepeq cHaTvem PK. Mpwn
YCMELWHOM MpoBepKe pes3epBHOE KOMUPOBaHME MPOXOAUT B  LUTAaTHOM
pexxuMme. Tpu HeycnewHoW MNpoBepke B XXYypHane noABnsSeTCA 3anucb U
pe3epBHOE KOMMPOBaHMe OCTaHaBNNBaETCS.

* no MNpoBepKa KOMaHA apxmBauum rnepepg cHATMEM PK BbINofiHEHa He ByaerT.

Mcnonb3oBaHue pexunma HTTPS npu paboTte ¢ Patroni
Bo3MOXHble 3HaYeHUs yes, no
Mo ymonuaHuio no

Mpn 3Ha4YeHnu:

¢ yes Ucrnonbsyetca pexum HTTPS;
e no pexxum HTTPS He ncnonbsyeTcs.

MyTb K KOpHEBOMY cepTudukaTy, ecnm TpebyeTca NpoBepka cepTudukata cep-
Bepa Patroni. MNapameTp Heobs3aTeNbHLIN

Pexum SSL. OnpepensieT ypoBeHb 3aluTbl coefuHeHus. Vcnonb3yeTtca And
HacTponkn SSL-coegmHeHunsa ¢ CYB[ Ha y3ne ¢ moaynem PostgreSQL (cMm. [naBsa
5)

Bo3MOXKHbIe 3HaYeHUs1 disable, allow, prefer, require, verify-ca,
verify-full

Mo ymonuaHuio prefer




MapameTp

sslrootcert

sslcert

sslkey

HasHaueHue

MytTe Kk cepTudukaty LleHTpa cepTudukaumn. NcnonbayeTcsa AN HACTPONKU
SSL-coeanHeHus ¢ CYB/[ Ha y3ne ¢ mogynem PostgreSQL (cm. ['naga 5)

MyTb K cepTuomkaTty ana mopynsa PostgreSQL. NcnonbsyeTca ONA HAaCTPONKK
SSL-coeaunHeHus ¢ CYB/[ Ha y3ne ¢ mogynem PostgreSQL (cMm. ['naga 5)

MNyTe K 3akpblTOMy KoYy ana mogyna PostgreSQL. WcnonbdyeTca and
HacTpolkn SSL-coegmHeHmnsa ¢ CYB[ Ha y3ne ¢ mogynem PostgreSQL (cm. [naBsa
5)
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naea 3. YaaneHue knmeHta RuBackup

Mopspok yoanenusa knveHta RuBackup nsnoxeH B fokyMeHTe «PykoBOoACTBO MO yCcTa-
HOBKE CepBepOB pe3epBHOro KonmposaHus u Linux knneHTos RuBackup».
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4.1. NoagroTtoBka cepsepa ¢ CYB/[ PostgreSQL

Fnaea 4. NMoprotoeka CYB[] PostgreSQL

Mogrotoeka CYB/[ PostgreSQL K BbINO/IHEHUIO Pe3epPBHOr0 KOMUPOBaHUA NPU MOMOLLN
CPK RuBackup BknovaerT:

1. NMoaroTtoBkKy cepBepa ¢ CYB/[ PostgreSQL;

2. CospgaHune nonbsoBaTtena CYB[L ona 6esonacHOro BbINOJSIHEHUA Pe3epBHON Konuu
PostgreSQL.

o Jlns NoaroToBku pg_probackup nepenauTe K pasgeny PesepsHoe konvpoBsa-
HWe C UCMOMb30BaHMEM NOAMOAYNA pg_probackup .

o [na KoppekTHoM paboTbl BOCCTAaHOBNEHUA C pa3BepTbiBaHMeM B OC Alt Linux
Heobxogumo B ¢anne /etc/passwd:

1. [lobaBUTb CTPOKY:
postgres:x:46:46:PostgreSQL Server:/var/lib/pgsql:/bin/bash
2. 3aKOMMEHTUPOBATb CTPOKY:

postgres:x:46:46:PostgreSQL Server:/var/lib/pgsql:/dev/null

4.1. Noarotoeka cepeepa c CYB/l PostgreSQL

Ona nogrotoBku cepsepa ¢ CYB PostgreSQL Heob6XxoAnMMO BbINOAHUTL cregyrouime
OENCTBUSA:

1. Ana wudpoBaHUsa naposs npu aBTopusaummn nosb3oBaTens rubackup_backuper B
CYB/[] BbibepuTe M yKaxute MeTofd [ocTyna B KoHdurypaumoHHom danne CYB[
PostgreSQL /etc/postgresql/12/main/pg_hba.conf

o md5;

o scram-sha-256.

lpumep 1. NNpumep HacTpoek

# TYPE DATABASE USER ADDRESS METHOD
# "local" is for Unix domain socket connections only

local all all md5
# IPv4 local connections:
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host all all 127.0.0.1/32 md5
# IPv6 local connections:
host all all ::1/128 md5

# Allow replication connections from localhost, by a user with the
# replication privilege.

host postgres rubackup_backuper 0.0.1/32 scram-
sha-256
host backupdb rubackup_backuper ::1/128 scram-
sha-256

2. Mpwn HeobxogmmocTun HacTponTe SSL-coegnHenmne ¢ CYB[ (cm. B naga 5).

3. Ykaxute MmectononoxeHune ¢annos CYB/[] B napameTpe data_directory (ecnm oHo
He onpeneneHo) B KOHUrypaumoHHOM danne
/etc/postgresq1/12/main/postgresq1.conf“%

data_directory = '/var/lib/postgresql/12/main’

4. [1nA HenpepbIBHOro apxmBmpoBaHuUA U BoccTaHoBneHna CYB[ PostgreSQL Bknto-
ymTe apxmsupoBaHme WAL.:

°o B KOHOUrypaLNOHHOM danne cyp4 PostgreSQL
/etc/postgresql/12/main/postgresql.conf!” HacTponTe cregyowmne napa-
MeTpbl:

wal_level = replica

archive_mode = on

archive_command = '/opt/rubackup/modules/rb_module_postgresql
pgsgl-archive-push %p'

Tak>Xe BO3MOXHO UCMNOJSIb30BaTb KOMaHAay:
archive_command = 'cp %p /opt/rubackup/mnt/postgresql_archives/%f"'

o B ¢anne postgresqgl.conf gna sepcun PostgreSQL 12 n 6onee HOBbIX, AOJIXKHA
OblTb NponucaHa CTPOKa, onpegensrowas nopsgok passeptbiBaHna CYB[ n3
pe3epBHOW KOMWUK:

restore_command = '/opt/rubackup/modules/rb_module_postgresql pgsql-
archive-get %f %p'
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Tak>e BO3MOXHO UCMNOMb30BaTh KOMaHAay:

restore_command = 'cp /opt/rubackup/mnt/postgresql_archives/%f %p'

bes pobaBneHna 3aTonm CTpPOKM [NnA Bepcunn PostgreSQL 12 v 6onee HOBbIX
Moaynb OyaeT oTKasbiBaTbCA CTapToBaTb WM OyaeT BblgaBaTb coobuieHne 06
owmnobke:

Wed Feb 15 :10:34 2023: ... module 'LVM logical volume' was checked successfully
d Feb 15 :10:34 2023: Try to check module: 'PostgreSQL universal®' ...
d Feb 15 :10:34 2023: Execute 0S command: /opt/rubackup/modules/rb_module postgresql -t 2>&1

Wed Feb 15 :10:34 2023: Module version: 2.0

d Feb 15 :10:34 2023: PostgreSQL version: 12.13 (Ubuntu 12.13-Qubuntu®.20.04.1)

d Feb 15 :10:34 2023: [2023-02-15 12:10:34] Error: You MUST define restore command in the /etc/postgresql/12/main/postgresql.conf
Wed Feb 15 :10:34 2023: ... unable to use module 'PostgreSQL universal' at this client

PucyHok 5. CoobLieHune 06 owmnbke

Ecnn pasmep apxuBa CNMWKOM 60MbLUIOK, NPOU3BEOUTE CXATUE apXMBHbIX ¢pan-
nos WAL yTunuTon gzip:

archive_command = 'gzip < %p >
/opt/rubackup/mnt/postgresql_archives/%f.gz'

Ona cxaTtusa apxuBHbIX ¢ansioB MOXHO BOCMNOJIb30BaTbCA /IKOOON ApYyron yTunm-
TOM, HO TakuM obpasom, 4Tobbl Ma WAL-dannos nocne cxatunsa 6o1o dopmaTa
TTTTTTTTXXXXXXXXYYYYYYYY .extension, rgoe extension — 370 pacwmnpeHue danna.

[1nsi BOCCTAHOBMIEHMA apXMBa UCMONb3yNTe YTUANUTY gunzip Unn MGy Opyryto
NOAXOOALLYIO YTUNNTY:

restore_command = 'gunzip < /opt/rubackup/mnt/postgresql_archives/%f.gz
> %p'

5. [locne BHeCeHMA WU3MeHeHUW B KOHPUrypauuoHHbIM dann nepesanyctute
PostgreSQL:

sudo service postgresql restart

3HayeHMe napameTpa archive_command AO/IHKHO cofepXxaTb KaTanor B ¢annoBon
cuctemMe cepsepa PostgreSQL, B KOTOPbIN ByAYyT KONMPOBATLCA apXuUBUpYyeMble cer-
MeHTbl WAL.

B  HacTpomkax RuBackup pgna kaxpgon CYB  PostgreSQL B  danne
/opt/rubackup/etc/rb_module_postgresql.conf onpepeneH napameTp
archive_catalog, cogep>alliun 3HayeHe KaTanora, B KOTOPOM npepgnonaraeTcs Bpe-
MeHHOe XpaHeHune apxmBHbix WAL-¢pannoB. 3HadyeHMe 3TOro napamMmeTpa MNo ymonya-
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HWIO:
archive_catalog = '/opt/rubackup/mnt/postgresql_archives/'

Mpu nnaHupoBaHuu yctaHoBkn CPK RuBackup Bbl MOXeTe HasHauuTb L1 XpaHEHUSA
apxmBHbix WAL-dpannoB BblgeneHHoe xpaHunuwe Tpebyemoro pasmepa v caenatb Ha
Hero CCblfIKy Ha TOM cepBepe PostgreSQL, roe aTo TpebyeTcs.

O6beM HeobxoAMMOro npocTpaHcTBa nofg apxueHble WAL-dannbl 3aBUCUT OT Harpy-
XEHHOCTN 6a3sbl faHHbIX N NepUOANYHOCTN 63KanoB, a TakXXe 3Ha4YeHus napameTpa
auto_remove_wal B KOHOUTrypaLNOHHOM ¢aine.

YKasaHHbIN KaTanor Ao/KeH 6blTb AOCTYMNEH ANA 3anNnUCK U YTEHUA NoMb30Ba-
Teno postgres, a Takxe Nonb3oBaTeNto, NoL KOHTPONEM KOTOPOro paboTaer
KnneHT RuBackup!

Ob6ecneynTb 3TO MOXHO KOMaHO0M:
sudo chown postgres:postgres /opt/rubackup/mnt/postgresql_archives/

Ona npasunbHOM paboTbl knneHTa RuBackup napameTp archive_catalog B KOHpUrypa-
umn RuBackup v napameTp archive_command B KOHUrypaumnoHHoMm ¢anne PostgreSQL
OO/KHbI UMETb OAMHAKOBOE 3HaYeHne ans ogHom u tom xe CYb/.

MNocne naMeHeHWs NapaMeTpoB KOHOUrypaLMoHHOro ¢aina HeobxogumMo nepesarpy-
31Tb PostgreSQL:

sudo systemctl restart postgresql

Mpn HacTpoike pesepBHOro KonmposaHua PostgreSQL B OC Astra Linux SE 1.6 n 1.7
Heobxoanmmo B dpanne /etc/parsec/mswitch.conf gns napameTtpa zero_if_notfound
YCTaAHOBUTb 3HAYEHMe yes 1 3aTeM nepesarpysutb cepsuc PostgreSQL:

sudo service postgresql restart

4.2. Co3paHue nonb3oBatena CYB/[l pna 6e3onacHoro
BbiNoJIHEHUA 6a30B0M pe3epBHOM konuu PostgreSQL

Monb3oBaTenb ANA BbINOJIHEHMA onepauum cos3faHna 6a3soBOn pe3epBHOW KONUK L001-
XeH obnagaTb NpaBaMu Ha BbINOMHEHWE QYHKLWUW Hayana M OKOHYaHUA pes3epBHOro
KonupoBaHWA ak3emMniapa PostgreSQL. [Ina HAaCTPOMKWN BbINONHUTE Cheayolne gen-
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CTBUA:

1. BbizoBuTe psql:
sudo -u postgres psql

2. B psql cospanTe nonb3oBaTens rubackup_backuper (B KayecTBe Mapons yKaxuTe
»Kenaemblin Naposib BMECTO 12345):

create user rubackup_backuper password '12345';
alter role rubackup_backuper with login;

B PostgreSQL Bepcun 14 n HMUXXe ncnonb3yrotca yHKumm pg_stop_backup
n pg_start_backup, a B Bepcun 15 w”n Bbie - pg_backup_stop wu
pg_backup_start.

grant execute on function pg_backup_start to rubackup_backuper;

grant execute on function pg_backup_stop(bool, bool) to rubackup_backuper;
grant execute on function pg_switch_wal to rubackup_backuper;

grant pg_read_all_settings to rubackup_backuper;

BMmecTo nonb3oBaTena rubackup_backuper Bbl MOXeTe co3faTb MNONb3oBaTensa C
APYrMM MMEHEM U C TakUM >Xe Habopom npas. B danne KoHourypauumm mopyns
/opt/rubackup/etc/rb_module_postgresql.conf HeOOXOOMMO yKasaTb UMSA MNOJIb30-
BaTensa 1 ero naposb:

sudo cat /opt/rubackup/etc/ rb_module_postgresql.conf
username rubackup_backuper
password 12345

[nsa napameTpa pg_ctl HeobxoAMMO yKasaTb abCOMOTHbIM NYyTb ANA UCMOSIb3YyeMOM
Bepcumn PostgreSQL.

4.3. Hactpoika SELinux

B HekoTopbIx cny4dasax SELinux MoxeT 610KMpoBaTb BbIMNOSIHEHWE PE3EPBHOIr0 KOMUPO-
BaHUs mMoayna PostgreSQL. Ha aTO MOXeT ykasbiBaTb cleayrouwan owmnbka B norax
postgresql:

cp: cannot create regular file
"/opt/rubackup/mnt/postgresql_archives/00000001000004B500000077 " :
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Permission denied

[na Toro, 4tobbl yCTPaHUTb AaHHYHO OWKOKY, BbINOMHUTE chejyroLme waru:
1. YcTaHoBUTEe HeobxoAuMble MHCTPYMEHTbI ynpasneHnsa SELinux:

Y6egutecb, 4YTO Yy BacC YycCTaHoBneH nakeT policycoreutils-python-utils (1nn
policycoreutils-python B 3aBUCMMOCTIM OT Balwlero guCcTpubyTmBea):

sudo yum install policycoreutils-python-utils # For RHEL/CentOS/Fedora
sudo apt install policycoreutils-python-utils # For Debian/Ubuntu

2. CospganTe Nonb3oBaTeNbCKUA MOAYNb NONUTUKK SELinux:

CHavana cospante ¢ann Ansa onpenesieHMsa Ballen nonNb30BaTeNbCKOM MONUTUKN.
Hanpumep, co3gante pann ¢ UMeHeM my_custom_policy.te:

vi my_custom_policy.te

[lobaBbTe B 9TOT ¢dann cneayrouee cogepxmmoe, 3aMmeHmB /path/to/your/folder
dGaKTUYeCKMM nyTeM K KaTanory, KOTOpblA Bbl XOTUTE WCKIKOYUTb, U UMEHEM
my_custom_t1 MOJSIb30BaTENbCKOIro TUMa:

module my_custom_policy 1.0;
require

{

type unconfined_t;
type my_custom_t;

}

type my_custom_t;

allow unconfined_t my_custom_t:file { read write execute };

allow unconfined_t my_custom_t:dir { read write add_name remove_name };

3. CkoMnunmpymnTe n ycTaHoBMUTE MOLY b NOSINTUKMW:

o CKOMMUANPYNTE MOAY/b NONNUTUKN:

checkmodule -M -m -o my_custom_policy.mod my_custom_policy.te
semodule_package -o my_custom_policy.pp -m my_custom_policy.mod

o YCcTaHOBUTE MOLYJ1b NONINTUKN:
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sudo semodule -i my_custom_policy.pp

4. NomMeTbTe KaTanor nonb3oBaTenbCkumMm TUNom SELinux:

Mcnonb3ynte KoMaHAy semanage fcontext, YTO6bl 406aBUTb KOHTEKCT, N KOMaHAY
restorecon, YTO6bl €ro NPMMEHNTb:

sudo semanage fcontext -a -t my_custom_t "/path/to/your/folder(/.*)?"
sudo restorecon -R -v /path/to/your/folder

[1] PacnonoxeHwne daina MoXeT 0TIMYaTbCA B 3aBUCUMOCTM OT ANCTpubyTMBa Linux n Bepcun PostgreSQL.
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naea 5. HacTpouka SSL-coeguHeHun

HacTponka SSL-coeauHeHMA OCyLLeCcTBNAeTCcA Ha 9dTane noarotoskn CYB[
PostgreSQL (cm. [naBa 4).

5.1. HacTpoika SSL-coeanHeHUs Ha cepBepe
PostgreSQL

1. 13 LleHTpa cepTtudmnkaumnm ckonnpymte B nanky /etc/postgresql/16/main Ha cep-
Bep PostgreSQL nogroToBeHHbIE:

o ceptudukat LleHTpa cepTudumnkaymm (Hanpmumep, ca.crt);
o nopgnucaHHbln cepTudmkaTt cepaepa PostgreSQL (Hanpumep, server.crt);

o CreHEpPUPOBaAHHbIA  3aKpbITbIM  KMOY  cepBepa PostgreSQL  (Hanpumep,
server.key).

2. nns CepTVICI)I/IKaTOB M 3aKpPbITOro K/o4a yCtaHoBUTE!:

o AOCTYN Ha YTeHne 1 3anncCb TOJ1IbKO OJ1A BJlagenbLeB:
chmod 600 ca.crt server.crt server.key

o BNagenbla U rpynny nonb3oBaTtena postgres:
chown postgres:postgres ca.crt server.crt server.key

3. B KOHOUrypaunoHHoM daiine /etc/postgresql/12/main/postgresql.conf! %24

o BK/HOYUTE NOAAEPXKKY 3aMPpPOBaHHbIX COegUHEHUN:
ssl = on

o yKaXuTte nyTb K ¢panny ceptnoukaTa LleHTpa cepTupmkaymnm:
ssl_ca_file = '/etc/postgresql/16/main/ca.crt'

o YKaxuTe NyTb K panny ceptuomkarta cepsepa PostgreSQL:
ssl_cert_file = '/etc/postgresql/16/main/server.crt'

o YKaXkuTe nyTb K panny 3akpbITOro Kaya cepsepa PostgreSQL:
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ssl_key_file = '/etc/postgresql/16/main/server.key'

4. 1na poctyna Moayna K cepeepy PostgreSQL TONbKO Mo 4OBEPeHHOMY cepTupukaTty
B KOHPUIypaLMOHHOM daiine /etc/postgresql/12/main/pg_hba.conf! " 4 yka-
Xute:

o TWN NOAKNHOYEHNA hostssl;

o MEeTo[, ayTeHTUPuKauum no cepTudmkaTy cert, ecnm He TpebyeTcs AOMNOSMHU-
TenbHas ayTeHTUdMKaLKUSA Mo Naponio;

o MapameTp ayTeHTUdukaumm clientcert. [1pn 3HaYeHUN:

» verify-full cepsep PostgreSQL npoBepseT, nognucaH nn cepTudukaT gose-
peHHbIM LeHTpoM (CA) n coBnagaeT AN UMSA KIIMEHTaA C UMEHEM B CepTUdPU-

kaTe (CN);

» verify-ca cepBep PostgreSQL nposepseT, noanucaH m cepTudukaTt Kim-
€HTa A0BepPEeHHbIM LLeHTpoM (CA).

lpumep 2. Npumep HaCTPONKUN NOAKIOYEHUSA

# TYPE DATABASE USER ADDRESS
METHOD
hostssl all rubackup_backuper 127.0.0.1/32 cert

clientcert=verify-ca

Ecnu napameTp clientcert He ykasaH, cepBep He TpebyeT u He npoBepseT
cepTnouKaT KnmeHTa.

5. Onsi NpUMEHeHUs1 U3AMEHEHMI Nepe3anycTuTe cepsep:

sudo systemctl restart postgresql

5.2. HacTpouka SSL-coeauHeHUsA Ha y35e c MoayieM
PostgreSQL

1. U3 LleHTpa cepTudukaumm nepeHecuTe B MOOYHO MNanky Ha ysne C Moaynem
PostgreSQL:

o ceptudukat LleHTpa cepTudmnkaymm (Hanpmumep, ca.crt);

o cepTudukaTt gnsa moayns PostgreSQL (Hanpumep, postgresql.crt);
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o CreHepupoOBaHHbIM 3aKpbITbIi KMOY Ana Moayns PostgreSQL  (Hanpumep,
postgresql.key).

2. [na cepTuduUKaToB U 3aKPbITOro K/o4Ya yCTaHOBUTE:

o AOCTYN Ha YTeHne 1 3annUcCb TOJIbKO OJ1A4 B/laaenbLeB:

chmod 600 ca.crt postgresql.crt postgresql.key

o BJjlagesibla 1 rpynny noJjib3oBaTenA:

chown suser:suser ca.crt postgresql.crt postgresql.key

roe suser —roJsib3oBaTeNlb, OT MMEHN KOTOPOro bynet 3anyuweH knneHt CPK ¢
yCTaHOBMIEHHbIM MoayeM PostgreSQL.

3. Ana HacTtponkn SSL-coeauHeHnsa ¢ CYBL B KOHourypauymoHHoMm  danne
/opt/rubackup/etc/rb_module_postgresqgl.conf (cMm. [ naga 2) ykaxuTe:

[e]

pexum SSL B napameTpe sslmode;

o

nyTb OO cepTudumkaTa LleHTpa cepTudukaymm B napameTpe sslrootcert;

[o]

nyTb 4O cepTudmMKaTa ona moaynsa PostgreSQL B napameTpe sslcert;

[e]

NyTb 4O CrEHEPUPOBAHHOIO 3aKpbITOro Kfya gnaa moayna PostgreSQL B napa-
MeTpe sslkey.

== [logrotoBKka K WCMNOMb30BaHUIO LEHTPANIM30BAHHOIO XpaHUNMWa CeKpeToB
HashiCorp Vault 1.16.3

AyTEHTUPUKALMOHHAA MHOPMaUUs (Oanee No TEKCTY — CeKpeT) 418 NOAKNYEHUS K
CYB/[] PostgreSQL, ¢ uenbo pesepBHOro KOMMPOBaHMUA UM BOCCTAHOBNEHUS OaHHbIX
CYB/L, xpaHnTca B KOHOUrypauMOHHOM ¢anne, 4YTo He ABndeTca 6e3onacHbIM NoaXo-
AOM, T.K. 3/T0YMbIWNEHHUKN MOrYy MOoSyuYnuTb AOCTYN K COA4epXMMOMY danna, ecnm oH
HEeOOCTAaTOYHO 3aLLMLLEH.

Bonee 6esonacHbIM MOAXOLOM K XPaHEHUHO CEeKpPeTOB HABNAETCHA WCMNOJSib30BaHWe
WHCTPYMEHTAa ynpaBneHnsa cekpeTamMmn, Takmm kak HashiCorp Vault. 9Ta cuctema nos-
BOMIAET WNppoBaTb CEKpeTbl U XPaHUTb UX B Be30MacHOM XpaHuUnuLe, K KOTOPOMY
UMEKT OOCTYMN aBTOpU30BaHHble nosib3oBaTenm CPK RuBackup ¢ cooTBeTCTBYHOWMMN
npasamMu gocTyna.

MHuTerpauma CPK RuBackup ¢ xpaHunuwem cekpetoB HashiCorp Vault npoucxogut
yepes OCHOBHOW cepBep (MpW ero HegoCTYMHOCTU — 4epes pesepBHbIN cepBep)
nocpencTesomM nHTepdenca REST API.

MHuTerpauma CPK RuBackup ¢ xpaHunuwem cekpetoB HashiCorp Vault noggep>xuea-
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€TCsA TONIbKO MPU CO34aHUN U BOCCTAHOBMIEHUN MOJIHbIX U UHKPEMEHTANbHbIX Pe3epB-
HbIX KOMUIA.

=== [lpaBa gocTyna

MpaBa [ocTyna K cekpeTaM XpaHunuuwia npefocTtaBnalnTcAa nosb3oBaTtenam CPK
RuBackup B cooTBeTCTBMK C Tabnnuen.

Tabnuya 2. lNpaBa gocTtyna nosnb3osatene CPK RuBackup k cekpetaM xpaHunuua HashiCorp Vault

PepaxkTupoBaHue faHHbIX XpaHUIULLLA CEKPEeToB + — — — —
Jlo6aBneHune gaHHbIX XpaHU/ULL,A CEKPETOB + — — — —
YpaneHue faHHbIX XpaHUULLLA CEKPETOB + — — — —
Jo6aBneHue mMeTofoB nosiyuyeHus cekpetos B CPK + — — — —
MpocMmoTp MeToA0B NonyyeHus cekpetoB B CPK + C — — C
PepakTupoBaHue MeTof,0B nony4yeHusi cekpetos B CPK + — — — —
YpaneHue meToaoB nony4dyeHus cekpetos B CPK + — — — —
HasHaueHue gocTyna K MeToAaM NoJly4YeHUs CEKPEeToB B + — — — —
CPK

MpumMeyaHune: C — gocTyn HasHadaeT Cynepnofib3oBaTesnb Ha BblIOpaHHbIN MeTo[,

=== [loAroToBKa K UCMoJ/Ib30BaHUO
[MpenBapuUTenbHO Crneayer:

1. MonyunTe cnegyrolme AaHHble 0T AOMUHUCTPATOPa XpaHUULLA CEeKPETOB:

o MOATBEPXAEHME, YTO CeKpeT co3faH B xpaHunuuwe cekpetoB HashiCorp Vault.
OOVH CceKpeT MOXeT copepxXaTb HecKosibko HabopoB ayTeHTUdUKauMoOHHOM
nHdopmauymmn B popmaTe .json;

o TOKEH AN1A focTyna K XpaHumnuwy cekpetoB HashiCorp Vault;
o METOA [0CTyna K CEKpeTy.

2. Ha xocTe c pas3BépHyTbiM RBM, nocpeacTBOM KOTOporo OyaeT nNpou3BOAUTCSA
pes3epBHOE KOMMpoBaHWe W BOCCTaHoBMeHMe fdaHHbix CYB[ PostgreSQL, Heobxo-
ANMO:

o obaBUTb 3annucb O cepBepe XpaHunuwa cekpetoB HashiCorp B ¢ann
/etc/hosts, Hanpumep, BbINOSIHUB B TEPMUHANEe KOMaHAY:

sudo echo "ip-address hostname" >> /etc/hosts

roe:

e ip-address —ip agpec cepBepa XxpaHunuwa cekpetoB HashiCorp.
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hostname — MMA cepBepa xpaHunuu,a cekpetos HashiCorp.

CcreHepupoBaTb 3anpoc Ha cepTudUKaT U NoAanMcaTb ero Ha cepBepe XpaHunua
cekpeToB HashiCorp (ans ncnonb3oBaHua Metoda https), BbINOMHUB B TepMuHane
KoMaHAay:

sudo openssl s_client -showcerts -servername hostname -connect hostname:8200
> /tmp/cacert.pem

roe:

hostname — nUMs cepBepa xpaHunuwa cekpetoB HashiCorp;

8200 — nopT (MO yMON4YaHWo) A5 NPOCAYLLMBaHMA 3aMpoCcoB K XPaHUULLY ceKkpe-
ToB HashiCorp Vault no 6esonacHomMy npoTtokony https;

/tmp/ — nanka, B KOTOPYtD O6yaeT COXPaHEH CreHepupoBaHHbIA WU MOAMNUCAHHbIN
cepTtudukar;

cacert.pem — uMA ¢anna ceptudukaTta B popmaTe .pem, NognnucaHHoOro Ha cep-
Bepe XpaHumnuuw,a cekpetoB HashiCorp.

. CynepnonbsoBatenb CPK RuBackup posmxeH npousBecTn cneayrowme HacTPONKU

ANA UCNOMb30BaHUA cekpeToB XxpaHunuwa HashiCorp Vault:
B KOHpUrypaynoHHoMm ¢anne moayns rb_module_postgresql.conf gobaBbTe napa-
MeTp MCMNOoSIb30BaHMNA XpaHunuLLa use_secret_storage CO 3Ha4YEHMEM yes;

B KOHUrypaunoHHom ¢amne mogyna rb_module_postgresql.conf ypganuTte napa-
MeTpbl, HAaNpUMep, username n/unu password, KOTopble COAEPXUT UCNONb3YyEMbIN
CeKperT;

nocne asTopusauum B RBM ¢ npaBamu cynepnofib3oBaTens npouseeauTe
HaCTPOWNKM ANA paboTbl C XPaHUULLEM CEKPETOB:

o nobaBbTe XpaHunnumuie CeKpeToB,
o nobaBbTe MeTOL4 nony4YeHNA CeKpeTa B XpaHUINLLE,

o HasHauybTe AgMUHUCTpaTopy u/unu CynepeBansepy AOCTYMHbIA MeTOoq, NOy4YeHns
cekpeTa.

== MacTep-KoYy

B

Xo4e YyCTaHOBKM KnueHTa RuBackup 6ygeT cosgaH MacTep-Ka4 gna 3awuTHOro

npeo6pasoBaHV|ﬂ pe3epBHbIX KOMNUN, a TakKXe K4uu ans SﬂeKTpOHHOVI nognncun, eciin
npepnnonaraeTcAa NCNoJsib3oBaTb 3NNEKTPOHHYHO NOANNCD.

Mpu yTepe Knto4ya Bbl HE CMOXETe BOCCTaHOBUTb [aHHble U3 pPe3epBHOW
KOnuu, ecnu oHa 6blna npeobpasoBaHa C MOMOLLbIO 3aLUTHbIX aropUTMOB!

30 n3 86




5.2. HacTpowka SSL-coegunHeHus Ha y3ne ¢ Mmoaynem PostgreSQL

Knroun pekomMmeHayeTca nocne co3gaHns cKonnmpoBaTb Ha BHELWIHUA HOCUTENDb,
a TakXe pacneyataTb OByMa>kHyKO KOMUKO M ybpaTb 3TU KOMUM B HadeXHoe
mecTol!

MaCTep-KJ'II-OLI peKOMeEHAYETCA pacrneyaTtaTb npy noMown yTunnThbl hexdump, TaK Kak
OH MOXET coaep>aTb He0T06pa>KaeMb|e Ha 3KpaHe CUMBOIJIbI:

S hexdump /opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 S54as 83a3 2053 4818 e183 1528 a343
0000020

== 3aWmnTHOEe npeobpasoBaHNE Pe3epPBHbIX KOMUN

Mpn Heob6Xo4MMOCTK, Cpasy MNocse BbINOJHEHUA PEe3epPBHONro KOMMPOBaHUA apXuBbl
MOryT ObITb MpeobpasoBaHbl Ha XOCTe KAneHTa. TakMM 06pasoM, BaXKHble OaHHble
OyayT HeJoCTyMnHbl ANnA agMuHUcTpaTopa RuBackup wnn gpyrux nul, KotTopble MOrnu
6bl NONYYNTb AOCTYMN K PE3ePBHON KOMUKU (HanpuMep, Ha BHELWHEM XpaHUAnLLE KapTpu-
OXXEN NEHTOYHOM BUBINOTEKN UK Ha Nnouwiagke nposanagepa obsayHoOro xpaHunuwa
ANA BalMX pe3epBHbIX KONUM).

BbibpaTb TN 3aWMTHOro npeobpas’oBaHUA MOXHO B MeHep)xepe agMuUHUCTpaTopa
Rubackup npwu cosgaHumn npasuna nnu ctpaternn (nogpobHee — B AOKYMeHTe «Pyko-
BOACTBO CUCTEMHOro agMuHucTpaTtopa RuBackup»).

== MeHepgxep agMuHucTpaTopa RuBackup (RBM)

OKOHHOE npunoxeHne MeHegxep agMuHUcTpaTopa RuBackup (RBM) npegHasHayeHo
AN aAMUHUCTPUPOBaAHUA CepBepHOW rpynnupoBkn RuBackup, Bknovas ynpasreHue
KNneHTamm, rnobanbHbiM pacnucaHnemM, XpaHunnwamMm pesepBHbIX KONMUA U ApYyruMu
napameTpamm RuBackup.

B RuBackup 2.1 RBM pacnonaraetcs B OTAEeNbHOM NakeTe U MOXeT OblTb YCTaHOBJEH
KakK Ha cepBep pe3epBHOro KONMPoOBaHWUA, Tak U Ha yganeHHOM aBTOMaTU3NPOBaHHOM
paboyeM MecTe agMUHUCTpaTopa (nogpobHee — B JOKYMeHTe «PykoBoACTBO cCUCTEM-
HOro agMmMHUCTpaTopa RuBackup»).

RuBackup 2.1 npepocTaBnsaeT MHOrornosib3oBaTeNbCKylo MOLeNb AOCTYrNa K CUCTEME
pe3epBHOro kKonuposaHus. lNpu 3anycke RBM Bam noTtpebyeTtcsa nponTtn ayTeHTUduUKa-
umo. YTouHnTe login/password gns Bawen paboTbl y rnaBHOro agMmHucTpaTtopa CPK.
Ecnv Bbl rnaBHbIM agMUHUCTPATOP, TO UCMOMb3YNTe ANA aBTopM3aLnm cynepnonb3oBa-
Tens rubackup 1 TOT Naposib, KOTOPbIM Bbl 3aganu eMy Npu NHCTaNNALUN.

[na 3anycka RBM BbINOMHUTE KOMaHAY:
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rbm

MNocne aToro B OTKPbIBLUEMCHA OKHE BBeAuUTe HauMeHoBaHue cepBepa RuBackup, ums
nonb3oBaTtens U naponb (PucyHok 6).

RuBackup Manager

Wma cepeepa RuBackup
10.177.32.71

Mma nonb3oBaTens

rubackup

Mapone

Tun ayTeHTUdUKALNK
RuBackup DB

BoiiTi

PucyHok 6. 3anyck RBM

[ns onpeaeneHns ctaTyca KnmMeHTa HeobxoaMMo nepenTn B pasgen AAMUHUCTPUPOBA-
Hue - KnueHTtbl (PucyHokK 7):
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RuBackup manager (ka astra)
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PucyHok 7. Pasgen "AgMuUHUCTpupoBaHue"

Fpynnel
nonb3osaTenen

22

—o—_ [pynnbl KANEHTOB

=q=

@ Fpynnel nynos

Obnaka

v

QOuepenp 3aga4
JIEHTONHbIX
6urbamoTex

——| MnaH Tekyuwero
=) obcnyxusaHus

Mpn 3TOM OTKPOETCA OKHO (PncyHok 8).

Cynepsaitsepbl

=3

Megvacepseps!

MNoameHa nynos

@
©°

JleHTo4HBIE
KapTPrAXKN

Ouepenpb 3aga4
B3aUMOAENCTBNA C
obnakamu

ieh

M

IS

Conposoxaaiollne

JlokanbHble
aiinoesie
XpaHunuwa

JleHTo4HBIE
6rbamoTeku

QOyepesb
yBeOMIeHW I

Ecnn knueHT RuBackup ycTaHoBneH, HO He aBTOPM30BaH, B BepXxHeln YyacTn okHa RBM
KHOMKa «HeaBTOpPM30BaHHbIE KNWEHTbI» ByAeT akTUBHA, @ B HUXXHEN NeBOn YyacTu byaet
yKasaHo KONM4YeCTBO HEaBTOPU30BaHHbIX KJINEHTOB.

Bce HoBble KNMEHTbI OOMKHbI OblTb aBTOPM30BaHbl B CUCTEME PE3EePBHOI0 KOMMpPOBa-

HMA RuBackup.
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RuBackup manager (4a node190) -

O6beKTh
= NobaeuTe (& HeasTopnsoBaHHbie KAMEHTI

B Crpaterun D VUwma ID rpynnsl Tun OC  incTpubbiotop

HWID Cratyc  MAC 1Pv4 IPv6 JlokansHoe pacnucanme Myn  Cnvcok orpaHMHeHHm|

5 carm)
node1l0 1 2 3 493064b71b78630c (B cetn)

3 Babb63b9ccObedde (B cetn) 02:42:ac:12:00:1d  172.18.0.29 false 1 false 10

172.18.0.10 false 1 false 10

[E MnobansHoe pacnucavue
node29 1

[ Ynanénman pennvkauvs

node28 1 3 adef2aafac7c4572 Bcetn) 02:42:ac:12:00:1c  172.18.0.28 false 1 false 10

3 3ceB5ef5a2016910 BceT) 02:42:ac:12:00:1b  172.18.0.27 false 1 false 10

e
cd600e7fag435be3 B ceTn)

(oeamm)
3 9fc6eeB4491d70d6 B ceTn)

3 3da40f7b8c9cdfdc Bcetn) 02:42:ac:12:00:18 172.18.0.24 false 1 false 10

[2) Penozutopuit node27 1

node26 1 172.18.0.26 false 1 false 10

Ouepenb 3ana4

node25 1 172.18.0.25 false 1 false 10

Cepsepbl RuBackup

NONONON NN

10 node24 1
[ XKypHans!

& ABMUHUCTPUPOBaHME

B  rubackup@nodel0

B 233 HeasTop3oBaHEX KAUeEHTOB

PucyHok 8. KHonka "HeaBTopu3oBaHHbIE KITNEHTbI"

[na aBTOpM3aLMN HEeaBTOPU30BaHHOro knineHTa B RBM BbinonHUTe cnegywouwme gen-
CTBUSA:

1. Ha)XXMnTe KHOMKy HeaBTOpW30BaHHble KNMEHTLI. [1pn 3TOM OTKpoeTca OkKHO (Pucy-
HOK 9):

RuBackup manager (sa node10) - o
& &
=locEER & AeTopn3osaTs @ Yaannts
{ Crparernu D Mma Tan OC  Auctpubbiotop OC MAC 1Pv4 IPV6  HWID Bepcna
B Mo6askHoe pacnucane 1 nodel3o 2 3 02:42:ac:12:00:82  172.18.0.130 caf136a6c295a65f  2023.03.30 13:16
2 nodelss 2 3 02:42:a¢:12:00:9f  172.18.0.159 04de3b0e204642e0  2023.03.30 13:16
[@ Yaanénuas pennvkaumns
3 node68 2 3 02:42:ac:12:00:44 172.18.0.68 5b5963347c6b77d 2023.03.30 13:16
[ PenozuTopwi 4 node93 2 3 02:42:ac:12:00:5d  172.18.0.93 142b8e9dfades7de  2023.03.30 13:16
Ouepens sagas 5  nodel2s 2 3 02:42:a¢:12:00:7d  172.18.0.125 035c578b5bb437e6  2023.03.30 13:16
6 nodel51 2 3 02:42:a¢:12:00:97 172.18.0.151 1blbb2fb3add6338 2023.03.30 13:16
Cepsepbl RuBackup
7 node223 2 8 02:42:a:12:00:df  172.18.0.223 f9281eafcdb6de00  2023.03.30 13:16
= KypHasbl 8 node23a 2 8 02:42:ac:12:00:ea  172.18.0.234 ceb48dd8b25b00f7 2023.03.30 13:16
L% AIMUHACTPUPOBaHME 9 node221 2 8 02:42:ac:12:00:dd 172.18.0.221 dlea05404c6abécd 2023.03.30 13:16
10  nodelsl 2 3 02:42:a:12:00:b5  172.18.0.181 8084d02f27ca9d52  2023.03.30 13:16
11 nodel73 2 3 172.18.0.173 1e245a43fe8fb38b  2023.03.30 13:16
12 node81 2 3 172.18.0.81 8d1b4ag14a1296a0 2023.03.30 13:16
13 node201 2 8 172.18.0.201 890787a9f0542c73  2023.03.30 13:16
14 nodeds 2 3 172.18.0.49 dad032aldaefdde8  2023.03.30 13:16
15  node2ls 2 8 02:42:a¢:12:00:d6  172.18.0.214 7982c24225d6d031  2023.03.30 13:16
16  node64 2 3 02:42:a:12:00:40  172.18.0.64 3df74471d9432af1  2023.03.30 13:16
17 node30 2 3 02:42:ac:12:00:1e  172.18.0.30 d3f32e788977835  2023.03.30 13:16
18 nodeds 2 3 02:42:a:12:00:2d  172.18.0.45 e47ad19aac3f5769  2023.03.30 13:16
20 nodels2 2 3 02:42:a:12:00:b6  172.18.0.182 e1b584f576al1b7b  2023.03.30 13:16
21 node247 2 8 02:42:ac:12:00:f7 172.18.0.247 c65e0c9a19f881fa 2023.03.30 13:16
22 nodess 2 3 02:42:a:12:00:37  172.18.0.55 79aed1bfld2e434b  2023.03.30 13:16
23 node211 2 8 02:42:a¢:12:00:d3  172.18.0.211 72945a2a45fedd96c  2023.03.30 13:16
24 nodel45 2 3 02:42:a¢:12:00:91 172.18.0.145 9bc216af48008f8f 2023.03.30 13:16
25 node22 2 3 02:42:a:12:00:16  172.18.0.22 5c0c33886dcc63bc  2023.03.30 13:16
26 nodeld2 2 3 02:42:a¢:12:00:8e  172.18.0.142 c876539c4e656a76  2023.03.30 13:16
28 nodel93 2 3 172.18.0.193 5d0fbfc764ed4cd2 2023.03.30 13:16
29 nodess 2 3 172.18.0.98 21070686246ab8c0  2023.03.30 13:16
B  rubackup@node10 30 nodels3 2 3 02:42:ac:12:00:99  172.18.0.153 1c26a53480d2df0f  2023.03.30 13:16
& 233 neasTopusosanrLix KmeNTos 31 nodelos 2 3 02:42:a¢:12:00:67  172.18.0.103 a20e3b67ebc3fBad  2023.03.30 13:16

PucyHok 9. OkHO "HeaBTopu3oBaHHbIE KITNEHTHI"

2. BbibepunTe HyXXHbIA HEABTOPM30BaAHHbIN KIIMEHT U HaxXMuTe ABTopunaoBaTb (PucyHok
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RuBackup manager (a node150)

Bonpoc

ABTOPWU30BaTL BbIBPAHHbLIX KNIMEHTOB

PucyHok 10. ABTOpun3aLuns KNUEHTOB

MNocne aBTOpU3aLINUM HOBbIN KIIMEHT ByaeT BUAEH B rNaBHOM okHe RBM (PucyHok 11):

RuBackup manager (Ha node190) _ @
" Ru & @
EISOEERE NobaguTs & HeaeTopuszoBaHHble KaveHTs (7 PeaakTuposaTh W Yoanuts B

g Crpaterun

IPv6 JlokanbHoe pacnncanne Myn CnMCOK OrpaHudenyin  EMKOCTb xpaH|

[ MnoansHoe pacnucarme 2 nodelo 1 2 3 493064b71b78630c (B 172.18.0.10 false 1 false 10
5 node29 1 2 3 8abb63boccObedge 172.18.0.29 false 1 false 10

YaAanéHHas penavkauns
6  node2s 1 2 3 adef2aafac7c4572 172.18.0.28 false 1 false 10
[=) Penosutopuia 7 node27 1 2 3 3ce85ef5a2016910 172.18.0.27 false 1 false 10
E) Ouepens 3amay 8 node26 1 2 3 <cd600e7faB435be3 172.18.0.26 false 1 false 10
- . 9 node2s 1 2 3 9fc6ee84491d70d6 172.18.0.25 false 1 false 10
/TR LR 10 node24 1 2 3 3da40f7b8cIcdfdc E 172.18.0.24 false 1 false 10
[ KypHans! 11 nodel3o 1 2 3 caf136a6c295a65f 02:42:ac:12:00:82  172.18.0.130 false 1 false 10

& AaMuHucTpUpoBatne

PucyHok 11. YcnelwHas aBTopmsaumns KnneHTa

KnueHTbl MOryT 6biTb CrpynnMpoBaHbl aAMUHUCTPATOPOM MO KakKOMy-nnb6o obliemy
Npu3HaKy. B cnyyae Heo6xo4MMOCTU BOCCTaHaBNMBaTb pPe3epBHble KOMUW Ha ApYyroM
XOCTe KJIMEHTbl OOMKHbI NpUHaanexaTb K pasgensemMon rpynne (Takaa rpynna Bblge-
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NAeTCA KYPCUBOM).
=== [lo4roToBKa K MCNosib30BaHWMO XxpaHunuwa cekpetoB HashiCorp Vault

Tak>xe BO3MOXHO MCMONb30BaHME KOHCOMbHOM YTUNINTbI agMUHUCTPaTopa
RuBackup rb_secret_storage gnsa ynpasfieHUA OOCTYNOM K ayTeHTUdUKaL M-
OHHOM WHPopMmauun CYB[ PostgreSQL B xpaHunuwe cekpetoB HashiCorp
Vault (nogpobHee CcMOTpPUM [OOKYMEHT «YTUAUTbI KOMaHOHOW CTPOKMU
RuBackup»).

lMocne aBTopusaumm B RBM ¢ npaBamu Cynepnonb3oBaTtensa CPK RuBackup BbinonHuTe
NpuBEAEHHbIE HMXE HACTpPOMKM (gobaBneHve XpaHunuwia cekpeToB, fobasfeHue
MeToZa MOoJlyYeHUs cekpeTa, HasHayeHne nosb3oBaTenssM MpaB Ha MeToL Mosy4YeHus
cekpeTa) B pasgene «AQMUHUCTpUpOBaHME» — nofgpasgen «HacTpomkun XpaHunuiia
cekpeToB» (PncyHok 12).

‘“Ru e A @

MS Active Directory

88 NaHens MOHUTOPWHTa

) O6nexTul HacTponkwn /y& Accouwauuwn rpynn
coellMHeHWUA MS MS AD v ponein
Crparverum Active Directory &/ RuBackup
E obansHoe pacnKcaHume
Skcnopt/uMmnopT mexay CPK
VpanéHHas pennmkauwa
= ’ ;] S -
& Penozutopuii Cnucok cuctem —| TpaBuWna akcnopTa
© =2

] Ouepeas 3apau

& Cepeepel RuBackup
—/| nNpaswna umnopra
&

[=] KypHane

rr.’. MMIJ‘IHI‘ICTDI‘IDDBEIHME -~
HacTpoiku xpaHunuila cekpeTos

Cnucok xpaHunuuy — | Cnwucok meTonos @
ﬁ CEeKpeToB —22 nonyyeHus cekpeta

HocTyn
£

A  rubackupiglocalhost MeTonam

PucyHok 12. HacTpoika xpaHunuiia cekpeTos
==== [lobaBneHne xpaHunumuia

Mepengnte B pasgen «AOGMUHUCTPUPOBaHME» — noapasfen «HacTpomkn xpaHunuuia
cekpeToB» — 610K «CNUCOK XpaHUINLL, CEKPETOB.

B OTKpbIBLWIEMCHA OKHE HaXXMuTe Ao6aeuTtb 1 3anonHuTe popMy «[lobaBneHue xpa-
HUMMLLA CEKPETOBY:

e B nose «MMs xpaHunuwLa CeKpeToB» YyKaxkmte oTobpakaeMoe NMA XPaHUNLLA;

e «TUN XpaHuNUuLia CeKpPeToB» — [L[OCTYMHO TOJSIbKO XPaHUNULLE CeKpeToB Tuna
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HashiCorp Vault;

e MpU ncnonb3oBaHUKM https-3anpocoB B XxpaHUNuLLe cekpeToB fobaBbTe cepTudukaTt
cTaHgapTa X.509 B TeKkCToBOM popmaTe, NpenBapuTesibHO NOyYEHHbIN Ha ware b.
Mpu ncnonbsoBaHnu http-3anpocosB B XxpaHunuLLe cekpeToB Ao0b6aBnAaTb cepTupmkaTt
He TpebyeTcs;

e BBeAUTE ONMUCaHue XpaHuinilia CeEKPeTOB,

e COXpaHuUTe pe3ynbTaT, Haxkas v/ MPUMEeHUTDb.
[obaBrneHHoe XpaHnnuue 6yaeT oTobpaxkeHo B CNnUCKe XpaHUINLL, CEKPETOB.
==== [lo6aBneHne MeToha Nosiy4yeHnsa cekpeTa

Mepengnte B pasgen «AGMUHUCTPUPOBaHME» — noapasfen «HacTpomkn xpaHunuuia
cekpeToB» — 610K «CNUCOK MeTOL0B MOJTYYEHUA CEKpeTar.

B OTKpbIBWWIEMCA OKHE HaXMuTte JII,oGanrb n 3anonHuTe ¢opmy «dobaBneHue
MeToza NoslydeHnsa cekpeTar:

e B nosie «MIMsA MeTOofa MONYyYeHUA cekpeTa» yKaxute otobpaxxaemoe B «Cnucke
MeTO0B MOJIy4YeHUs CEKPETOB» UMA MeToA3;

e B none «MMs xpaHunuiia cekpeToB» BblbepuTe M3 BbiNaarollero cnucka AocTyn-
Hoe (co3gaHHOe Ha npeablaylieM Lare) XxpaHunuiuie CEeKpeToB, K KoTopoMy byaeT
noakoYeHre Npu Bbibope co3gaBaeMoro MeToaa 415 3anpoca cekpeTa;

e B nosne «TOKeH» BBeANTE TOKEH (MaeHTudUKaTop O1s NonydeHus cekpeTa), npeasa-
PUTENbHO NOSYUYEHHbIN Y AOMUHUCTPaTOPa XpaHUIMLLA CEKPETOB;

e B none «MeTop NonyyeHns CeKpeToB» YKaxXnTe NyTb A0 CEKpeTa, NpeaBapuTenbHo
MONYYEHHbI Yy AQMUHMUCTPATOPa XpaHWUULLA CEKPETOB.

dopmaT NyTn K CEKPETY NpeacTaBneH B Tabnuue:

Tabnvya 3. MeTogbl nony4yeHus ayTeHTUGuKaynoHHon nHpopmauymumn ans nogkmodeHns k CYb/]
PostgreSQL B xpaHunuLie cekpeToB

Metoa nony- MUcnonb3soBaHue https-3anpocos (ykasaH cepTudukaTr npum Ucnonbsoea-

YEHUA CeKpe- CO3[aHuUM XpPaHUIuLL,a) Hue http-

TOB 3anpocos
(cepTudukar

He yKa3aH npu
CO3[,aHuUN Xpa-

HUAULLLA)
dopmaT nyTM K hostname:8200/v1/vault/data/postgresql <ip-address or
ceKpeTy hostname>:8201

/v1/vault/data
/postgresql
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MeTop nony-
YyeHMs ceKpe-
TOB

OnucaHue
¢dopmaTta
MeTopa

Ucnonb3oeaHue https-3anpocos (ykasaH cepTudpukat npm
CO3[laHNUUN XpaHUULLA)

roe:

Ucnonb3oBa-
Hue http-
3anpocos
(cepTudpukar
He yKa3aH npu
co3paHuu xpa-
HUAULLA)

roe:

* hostname — MMS yKasaHHOe B cepTuduKaTe U ncnonbldyemom gns * <ip-address
NOAK/HOYUYEHURA K XPaHWUNLLY, XOCTa Ha KOTOPOM Pa3BEPHYTO XpaHU- or

nnue cekpetoB HashiCorp Vault;

* 8200 — nopT (N0 YMOMYaHWUIO) A8 NPOCAyLIMBaHNA 3aNpPoCoB K

hostname> —
ip agpec nnm
MMS XOCTa, Ha

xpaHunumy cekpeTtos HashiCorp Vault no 6e3onacHoMy NpPOTOKO/ly KOTOPOM

https;

pasBEépPHYTO
XpaHunme

* /v1/vault/data/postgresql — NyTb 00 Nanku, cogepxallen cek- CeKpeToB

peT

e BBeaAuUTe onnMcaHmne MeToa rnojiydeHmna cekKpeTa,

e COXpaHuUTe pe3ynbTaT, Haxas v/ MPUMEeHUTD.

HashiCorp
Vault, cekpet
KOTOpPOro
3anpawunBa-
eTcs;

* 8201 — nopT
(no ymonua-
HWKO) ANsA Npo-
ClylwmBaHms
3aMpocoB K
XpaHunuy
CekpeToB
HashiCorp
Vault, no npo-
Tokony http;

*

/v1/vault/data
/postgresql —
nyTb A0 Nanku,
cofepxatien
cekpert

[lo6aBneHHbIn MeToq 6yaeT oTobpakéH B Cnmcke MeToA0B NoydeHns cekpeTa.

====[loNnUTMKa LOCTYyNa K XpaHUINLLY CEKPETOB

Cynepnonb3oBaTtenb CPK RuBackup moxeT HasHaunTb Cynepsansepy wian AQMUHU-
cTtpatopy CPK RuBackup gocTtyn K BblbpaHHOMY ceKkpeTy MnocpencTBOM accouuaunm
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nosib3oBaTesida C METOAO0M MOJTyYEeHNA CEeKpeTa.

Mepengnte B pasgen «AQGMUHUCTPUPOBaHME» — noapasnen «HacTpomkn xpaHunuuia
cekpeToB» — 610K «[loCTyn nonb3oBaTenem K MeTogam».

B OTKpbIBLLEMCSH OKHE HaXMuTte AoGanrb n sanonHute ¢opmy «[lobaBneHune
MeTofa Nosly4YeHns cekpeTan:

e B Mone «/MA xpaHunvLLa CeKpeToB» BbibepuTe 13 BbiNagaroLlero cnnucka gobasneH-
HOe XpaHunuuie;

e B none «MMsi MeToga MNOJSlyYeHUsi cekpeTa» BblbepuTe W3 BbiNagarolWero crmcka
A06aBMeHHbIN MeTOoA, C KOTOPbIM OyAeT acCoLuMpoBaH AaHHbIA NONb30BaTENb;

e [anee nokKasaH CMMUCOK MoJfib3oBaTeniei (C HasHauyeHHol ponbto CynepBaisep U
AOMVHUCTPATOP), KOTOPbIM CNefyeT Ha3HaunTb AOCTYN K MeToAy MoSlyYeHUss Cek-
peTa B BbIGPAaHHOM XpaHUULLE CEKPETOB;

e COXpaHuUTe pe3ynbTaT, Haxas v/ MPUMEHUTD .

[lo6aBneHHbIN Nonb3oBaTeNlb U aCCOLMUPOBaHHbLIN C HUM MeTod byaeT OoTobpakEéH B
OKHe «[locTyn nosb3oBaTesniet K MeTogam».

== HacTporka npasun pesepsHoro konnposaHma CYB[, PostgreSQL

UTOo6bl BbINONHATL perynspHoe pesepBHoe konunposaHue CYB[ PostgreSQL, Heobxo-
ANMO co3[aTb NpaBuao B rnobanbHOM pacnmncaHum (B crydyae rpynnoBbiX ornepauumi
MOXHO TaK >e UCNosb30BaTb CTpaTErnm pesepBHOro KONMPOBaHUSA).

o PekoMeHayemasi cTpaTervs pe3epBHOro KonumpoBaHWs 6a3 faHHbIX — OCY-
LLeCTBNATb MNOMHOE pe3epBHOe KONMPOBaHWE pas B HeAeNto U UHKPEMeEHTab-
HOe pe3epBHOE KOMMPOBaHNE — KaXabl OeHb.

[lna cosgaHmA npasuna B rnob6anbHOM pacnucaHun BbINOMHUTE cnegyrowmne oeNCTBUA:

1. Haxopgscb B pasgene «[nobanbHoe pacnmcaHme», HaXXMUTEe Ha KHOMNKY «[Job6aBuTby,
4yTO6bI A406aBUTbL NPaBuIo rnobanbHoOro pacnucanma (PucyHok 13).
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"\
Ru & A ®
95 MaHenb MOHWTOPMHIa Wms rnobansHOro pacnucaxdns Craryc Wms KnneHTa HWID
O tst2 |C wai okostin-postgrespro.rubackup.local 19610fe98e248073
 ObbekTsl
tstl |C wai okostin-postgrespro.rubackup.local 19610fe98e248073
CrpaTeruu postgresql_FAILED_CLIENT_POOL @ okostin-postgresql-2.rubackup.local ~ 5243c794c2c366eb
E] rno6ankHoe pacnucaHue postgresgl_delta_default @ okostin-postgresgl-2.rubackup.local 5243c794c2c366eb
postgresqgl_archive_wal_default @ okostin-postgresgl-2.rubackup.local 5243c794c2c366eb
[@ Mpynnosble pacnucaHus
postgresql_full_default @ okostin-postgresql-2.rubackup.local 5243c794c2c366eb
YaanéxHas penivkauuns postgresql page default @ okostin-postgresql-2.rubackup.local ~ 5243¢794c2c366eb
= PenozuTopuin postgresql_ptrack default @ okostin-postgresql-2.rubackup.local 5243c794c2c366eb
pg_probackup_page_default ( wait okostin-postgrespro.rubackup.local 19610fe98e248073
v| O4epeab 3ana4 p
pg_probackup_delta_default [ wait okostin-postgrespro.rubackup.local 19610fe98e248073
EJ Cepeepsl RuBackup pg_probackup_ptrack_default ( wait okostin-postgrespro.rubackup.local 19610fe98e248073
YKypHansi pg_prebackup_full_default |C wait okostin-postgrespro.rubackup.local 19610fe98e248073
pg_probackup_ptrack |C wait okostin-postgrespro.rubackup.local 19610fe98e248073
AQMUHUCTPUpPOBaHKE p
pg_probackup_delta [ wait okostin-postgrespro.rubackup.local 19610fe98e248073 |
pg_probackup_full |i wait okostin-postgrespro.rubackup.local 19610fe98e2480 @
rubackup@10.177.32.71 B
1 HEaBTpr‘BOEEHHh\X KNUEHTOB
1 HEeaBTOPU30BaHHLIX MEANACEDEEDOE
3 NPOCPOMEHHBIX NPasun
1 NpocpoMEHHBIX CTPaTerin

PucyHok 13. TnobanbHoe pacnucaHune

2. BbibepuTte knueHT 1 TUN pecypca «PostgreSQL Universal» (PucyHok 14).

MNapameTpsl Npaewna

HazeaHwe npaewna Test

KnwenT

Twn pecypca

astra-psqgl (2723e042f9dece98)

PostgreSQL universal

Pecypc *

LT
2
Twun PK Monnan W

PucyHok 14. Belbop KNneHTa 1 Tuna pecypca

3. HaXXMuUTe Ha WMKOHKY «...» pAAOM C Hagnucbto «Tun pecypcar». OTKPOETCA OKHO C
TOHKUMW HacTponkamm moayna PostgreSQL Universal(Tabnuua 4):

Tabnuvya 4. NapameTpbl TOHKOW HacTporikm mogynsa PostgreSQL Universal

HaumeHoBaHue napa- OnucaHue napamMmeTpa ﬂonycTuMble 3HaueHua 3HauyeHue no yMonvya-
MeTpa HUI0
connection_monitoring MOHUTOPUHI coeguHe- true, false true

HMSA ¢ 6a30i JaHHbIX
(napameTp ucnonbay-
eTCcA TONbKO AN Noj-
Moayns postgresql)
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HaumeHoBaHue napa- OnucaHue napameTpa J[lonycTuMbie 3HaUeHUs 3HaueHue no ymonva-

MeTpa HUI0
engine Beibop nogmMoayna gnsa  postgresql — nogmo- —
pes3epBHOro KonupoBa-  AyJb, NCNOJb3YOLNNA
HUA HM3KOYpOBHEBLIN API

CYb[ PostgreSQL ans
BbIMOJSIHEHUS pe3epB-
HOrO KOMUPOBAaHUSA;

pg_probackup — noamo-
AYIb, UCMOSb3YHOLWNA
YTUNNTY pg_probackup
ANA BbIMOJIHEHUA
pesepBHOro KonnpoBsa-
Hua CYB/[ Postgres Pro;

superb — nogmMopaynb,
MCMNOMb3YHOLWMA CHaN-

LWOTbI A5 BbINOSIHEHUSA
pe3epBHOro KonmpoBsa-
Hua CYB/[ PostgreSQL.
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incremental_subtype
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HaumeHoBaHue napa-
MeTpa

rTaT e EEarEr/sT T -

HaCTpPOUTb NapameTp

5.2. Hac%Bgﬂ)KVérggLa—%ggﬂﬁl-?eﬁ?m Ha y3ne ¢ mogynem PostgreSQL

OnucaHue napameTpa

¢danna pg_waldump
(nogpobHee cM. B pas-
JhoTey cif avpie BBAwetHt
HbIA dann»).

3HaueHue no ymonya-
HUIO

delta (pa3HoCTHOE
KonupoBaHue). B
pexume delta Mopgynb
PostgreSQL Universal
CUnTbiBaeT BCe ¢pannbl
AaHHbIX B KaTanore faH-
HbIX U KOMUPYET TONbKO
Te CTpaHuLbl, KoTopble
N3MEHWNCh CO Bpe-
MeHU NnpeaplayLw,ero
KonupoBaHusa. Ana
NCNOJIb30BaHNA AAaHHOI0O
pexunma He TpebyeTcs
npon3BoauTb Henpe-
pbIBHOE apXnBMpoOBa-
Hue. B aTOM pexume
06BEM BBOAA/BbIBOAA
MOXET PaBHATLCSH 06b-
€My Mpu NOSIHOM
pe3epBHOM KonnpoBa-
HUW.

ptrack (konupoBaHue
n3MeHeHui). B pexunme
PTRACK Mopgynb
Postgres Pro oTcnexu-
BaeT N3MEHEHUA cTpa-
HWUL, Ha neTy. YTO0ObI OH
paboTan, He TpebyeTcA
npon3BoaMTb Henpe-
pbIBHOE apXnBMpoBaHue
WAL. Mpwn kaxxgom
N3MEHEHUN CTPaHNLbI
OHa NoMeyvaeTcs B cne-
unanbHom kapte PTRACK.
9TO oTCNnexuBaHue
NPUBHOCUT HeboNbLUNE
N3NEPXKK B paboTy
cepBepa, HO 3Haun-
TeNbHO yCcKopseT
WHKPEMEHTasnbHoe
pe3epBHOE KOMMpPoBa-
Hue.
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snapshot_type
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MeTpa

OnucaHue napameTpa

LVM.

5.2. HacAoSAEPYST-AEHANEANRS

a SSL-coéanHenns
HWne Mopyna agpa

dattobd, no3BonstoLulero
JloToyeTeHIbIe 3 BaMeHNA
HOro YCTPOWCTBA;

tatlin — nucnonb3oBa-
Hue Tatlin Unified
Storage, nosBonsAoL,Ero
[enaTb MTHOBEHHbIE
CHUMKMW COCTOSIHUSA OaH-
Hbix CYB/[ PostgreSQL,
KoTopas pacnonaraeTcs
B CUCTEME XPaHEeHUA
JaHHbix Tatlin Unified
Storage.

MNMepen BbINOSIHEHMEM
pe3epBHOro Konmpoea-
HWA cO30aéTCA MrHo-
BEHHbIA CHUMOK COCTOS-
HWUA (B 3aBUCMMOCTU OT
cnocoba MrHOBEHHOI 0
CHUMKA COCTOAHUA:
nornyeckoro toma LVM,
AaHHbIX Ha 6104HOM
YCTPOMNCTBE, CUCTEMbI
XpaHeHunsa gaHHbIX Tatlin
Unified Storage), no
OKOHYaHMWIO Pe3epBHOro
KOMMPOBaHUA MIHOBEH-
HbIA CHUMOK COCTOSAHMSA
oyneT ynanéH.

Mpn ncnonb3oBaHUK
Tatlin Unified Storage
HeobxoanMo npeaBapu-
TefIbHO Ha XOCTe, Ha
KOTOPOM pa3BEPHYT
MO Y/ b PE3EPBHOIro
KOMMpPOBaHMs 1 BOCCTa-
HOBNEHWUSA JaHHbIX dain-
NOBbIX CUCTEM, YCTaHO-
BUTb YTUNUTbI

multipath M sg3_utils.

y3ne ¢ mogynem PostgreSQL

3HaueHue no ymonya-
HUIO
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snapshot_size Bbibop pasmepa CHMMKa — 10
B MpoueHTax oT pas-
Mepa Logical Volume
TOMa, Ha KOTOpPOM pac-
nosioXeHbl ¢annbl 6asbl
JaHHbIX, AN KOTOPOW
BbINONHAETCA peseps-
HOoe KOMupoBaHWe, B
cnydae LVM. Jlnb6o pas-
Mep CHMMKa B MPOLEH-

Tax oT pa3smMepa
YCTPOWNCTBaA, Ha KOTO-
pom pPacnosioXeHbl

dannbl  6asbl  OaHHbIX,
011 KOTOPOM BbIMOJIHA-
eTCA pes3epBHOE KOoMnu-
poBaHue, B  cly4ae
MCnosb30oBaHMA

dattobd. MapameTp
MUCronb3yeTca  TOJSIbKO
ana nogMmoayna superb.

B LVM volume groups, B
KOTOpPbIX PacnosioXeHbl
TomMa LVM, [OmKHO
OblITb He MeHee 10%
cBobogHOro mMecrta Ans
BO3MOXHOCTW CO3gaHus
MOMEHTasNbHbIX  CHUM-
koB LVM.

B xoge BbINONHEHUS
3apaHusA pe3epBHOro
KOMMpoBaHMa B XYp-
HanbHOM ¢anne 3aga-
HUA pPEe3epBHOro KOoMnu-
poBaHus (dann c Home-
pom 3agaun B
/opt/rubackup/log)
MOXHO  MPOKOHTPONN-
poBaTb peanbHyt yTu-
nM3aunlo  CcosdaHHOro
CHarnuwoTa:

Snapshot

' /dev/mapper/vgo-
var--1lib.snap' was
used for: 0.92 %
The snapshot was
removed:
/dev/mapper /vgl-
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entire_snapshot_backu [lpu akTuBMpoBaHUK — —

p nepekntovatens oypet
BbIMOSIHATLCA pesepB-
HOe KOnupoBaHue Bcero
CHUMKa COCTOSHMSA
(cHonwoTa) aucka
(nornyeckoro Toma
LVM), Ha KOTopOM pac-
nonaraetcsa CYb[
PostgreSQL. Ecnu nepe-
KNtoYaTenb He aKTUBU-
poBaH, To bygeT BbIinon-
HATbCSA pe3epBHOE
KOMMpoBaHme TOJbKO
baHHbIX CYB/[
PostgreSQL. MapameTp
NCcnonb3yeTcsa TOMbKO
ana nogMoayna superb.

pg_pro_threads Bbibop KonnyecTBa — —
napannenbHbIX MOTOKOB
npw pe3epBHOM KOMUPO-
BaHuW. MapameTp
ncnonb3yeTcs TONbKO
ana nogMoayns
pg_probackup.
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HaumeHoBaHue napa-
MeTpa

pg_pro_backup_mode
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OnucaHue napameTpa JlonycTUMble 3HaYeHUs 3HauyeHue Mo ymosnua-

Bbibop nogTuna nHkpe-
MeHTaJsIbHOro peseps-
HOro KONUPOBaHMA.
MNapameTp nucnonbay-
eTCA TONbKO ANA noa-
Moaynda pg_probackup.

DELTA (pa3HOCTHOe DELTA
KonuposaHue). B
pexume DELTA
pg_probackup cUuTbI-
BaeT BCe ¢pannbl AaHHbIX
B KaTasiore AaHHbIX U
KonunpyeT TONbKO Te
CTpaHuLbl, KOTOpble
N3MEHWNCh CO Bpe-
MeHU NnpeaplayLw,ero
KonupoBaHusa. Ana
NCNOb30BaHNSA AaHHOro
pexuma He TpebyeTcs
npons3BoauTb Henpe-
pbIBHOE apXnBMpoOBa-
Hue. B aToM pexunme
06BEM BBOAA/BbIBOAA
MOXET PaBHATbCA 00b-
€My Mpu NOSIHOM
pe3epBHOM KonnpoBa-
HUW.

PAGE (CTpaHM4YHOE Konn-
poBaHue). B pexume
PAGE pg_probackup cka-
HupyeT Bce ¢annol WAL
B apXmMBe C MOMEHTa
co3faHua npegblayLien
NOJSTHOWM NN UHKPEMEH-
TanbHom Konun. HoBas
pesepBHasa konusa byaeT
cofepyXaTb TOSIbKO
CTpaHuubl, GUrypupyto-
wue B 3anmcax WAL.
Mpwn aTOM HEOBXOANMO,
yTo6LI B apxmee WAL
COXpPaHANuChL Bce
¢dannbl WAL, 3anuncaH-
Hble nocne npeapigy-
wen konun. Ecnun pas-
Mep 3TuX dannos cpas-
HMM C OBLLMM pasMepom
dannos 6asbl gaHHbIX,
yCKopeHue bygeT MeHee
3HayMTeNbHbIM, HO pas-
Mep Konuun byaeT BCE
Xe MeHbLue.

PTRACK (KonupoBaHue
n3mMeHeHuin). B pexume
PTRACK Postgres Pro
OTCNeXmnBaeT N3MeHe-
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MeTpa HUIO

stream Bbibop pexuma MNpn akTMBMPOBaHHOM  —

poctaskn WAL. nepeknoYvyaTene BKIO-
yaeTcsa pexum STREAM.
Konun Tnna STREAM
BK/HOYalOT BCe cer-
MeHTbl WAL, Heobxogun-
Mble 4151 BOCCTaHoB/e-
HUWSA COrslacoBaHHOro
COCTOSIHUA KacTepa Ha
MOMEHT CO3aHusA
Konuu. Mpun BbIKNHOYEH-
HOM nepeknroYaTene
0encTByeT pexum
ARCHIVE — B TakoM
pexunMe LenoCTHOCTb
Konum obecneynBaeTcs
nocpeLcTBOM Henpe-
PbIBHOIO apxuBupoBa-
HUA (nogpobHee CM. Ha
https://postgrespro.ru/
docs/enterprise/). Napa-
MeTP UCMOMb3yeTCA Kak
Ansa nogmMoayns
pg_probackup, Tak u onsa
postgresql. YT0b6kI
ncrnonb3oBaThb Napa-
MeTp stream C NOAMO-
pynem postgresql,
HacTponTe B KOHOUrY-
paynoHHOM danne
napamMeTpsbl
pg_receivewal U
replication_catalog.

49 n3 86



https://postgrespro.ru/docs/enterprise/
https://postgrespro.ru/docs/enterprise/

PostgreSQL v Tantor

HaumeHoBaHue napa-
MeTpa

secret_method

B npaBoOM BepxHeM yrny OKHa C napamMeTpaMy MOXET MNOABUTLCA XenTas

OnucaHue napamMeTpa

Bbibop MeTofa nonyye-
HUS ayTEHTUPMKALMOH-
HbIX AaHHbIX (cekpeTa)
A5 NOAKMFOYEHNS K
pesepBupyemon b6ase
JaHHbIX. [1ns Boi6opa
MeToga HeobxogMmMo
npegsapuTensHo goba-
BUTb €ro B COOTBET-
CTBWUW C ONNCaHNEM B
nyHkTe "[obaBneHve
MeToga NonyvyeHus cek-
peta". Beibop npeno-
CTaBnAeTCH B COOTBET-
CTBUM C Ha3HaYeHHbIMU
npaesamMun JocTyna aBTo-
p130BaHHOr O NOb30Ba-
Tensa CPK RuBackup.

aynpexpeHue (PucyHok 15).
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JonycTumMmblie 3HaYEHUA

No secret method —
YYETHbIE JaHHble NOJb-
3oBaTensa onsa nogkmo-
YeHuA K pesepBupyemMon
6ase gaHHbIX 6yoyT
CUYMTaHbl U3 KOHOUTrypa-
LUWOHHOro ¢panna
/opt/rubackup/etc/rb_
module_postgresql.con
f.

«HasBaHue meToga» —
MeTopn, KOTOpPbIA npea-
BapuTenbHO fAobaBrneH un
npasa Ha KOTOPbIA
Ha3HayeHbl NoSb30Ba-
Ten; yY4ETHbIE AaHHble
nonb3oBaTens Anas nog-
KIKOYEHUS K pesepBupy-
emMol 6ase gaHHbIX
OyayT 3anpoLleHbl B
XpaHuUnuLLe cekpeToB
HashiCorp Vault.

3HauyeHue no ymonua-
HUI0

MKOHKa-Mpe-




5.2. HacTpoiika SSL-coeanHeHns Ha ysne ¢ mogynem PostgreSQL

PostgreSQL universal

engine postgresqgl W
connection_monitoring ‘:)
incremental_subtype archive_wal b
snapshot_size 10 -+
snapshot_type lvm v
stream (1)

secret_method No secret method v

JHa4YeHWA No YyMoON4aHWo

PucyHok 15. MpegynpexgeHne

Mpn HaXXaTuUM Ha MKOHKY MOXHO yBMAETb NOAPOOHY MHGopMauuko (PrcyHok 16).

MpenynpexneHue »

pg_probackup is not supported. More information can be found in
the client logs.

PucyHok 16. Noapo6bHaa nHdopmaums

1. BbibepuTe pecypc, HaXxkaB Ha MKOHKY «...» PSAOM C Hagnucbko «Pecypc» (PucyHok
17).
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MNapameTpsl Npaewna

Hazeanwe npaewna Test

KnuenT astra-psgl (2723e042f9dece98) v
Twn pecypca PostgreSQL universal v -
Pecypc * PostgreSQL 14.11 -
Twn PK MonHasn v

PucyHok 17. Beibop pecypca

B okHe Bblbopa Bcerga byneT npefsioXxeH ToNMbKo OguMH BapuaHT: PostgreSQL ¢ Home-
poM Bepcun. Moaynb rb_module_postgresql 6ygeT nbiTaTbCA NOAKIHOUYNTLCA K NPONu-
CaHHoM B ¢panne HacTpoek /opt/rubackup/etc/rb_module_postgresql.conf 6a3e gaH-
HbIX MO BblGpPaHHOMY MeTofy MOoSyYeHUs ayTEeHTUPUKAUMOHHON MHPopMaLunK (cek-
peTa): n3 dpanna HaCcTPOoeK MoAYNA Unn xpaHunuwa cekpetos HashiCorp Vault.

Ecnu Ha XoCTe, KOTOpPLIA He SBNsSieTCS NuaepoM, B none «Pecypc» oTcyT-
CTBYIOT HeobXxoOuMble pecypcbl, TO Bbli6epuUTe KWEHT, KOTOPbIA SBASETCS
nnMaepom.

1. YcTaHOBUTE HacTpoOMKKU NpaBuia: HasBaHWe NpaBsuia, TUN Pe3epBHOro KOMMpPoOBaHUA
(full— pna 6as3oBOro pesepBHOro KOMMPOBaHWA, incremental — gns pesepBHOro
KonnpoBaHnsa apxuBHbix WAL), EMKOCTb XpaHUAULLA U EMKOCTb XpaHUMLLA KINEHTa
(8 'B), npnoputeT, anropnT™m 3aWMTHOro NpeobpasoBaHUs, CKPUNT MpU HopMasb-
HOM BbINOJIHEHUN W MNPU BbIMOSIHEHUM C OWMOKaMK, CKPUNT MPU BOCCTAHOB/IEHUN
pesepBHOM Konuu (PrcyHok 18).
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MapameTpe Npaewna

HazeaHwe npaewna Test

KnwuenT astra-psql (2723e042f9dece98) v
Twn pecypca PostgreSQL universal W -
Pecypc * PostgreSQL 14.11 -
Twn PK MonnHan v

LononHWTENEHBIE NAapaMeTpRl NPaeuna

EMKOCTb XpaHunuiua Inf re
EMKOCTb XpaHwunuLia KIveHTa Inf re
MpwopwuteT 100

3awmTHoe npeobpasoeaHne nocrypt

CKpMNT NPW HOPMaNsHOM BEINONHEHWW
CKpMNT NPW BeINOAHEHWK € OWKWDKaMK

CKpWMNT NPW BOCCTAHOBNEHMM

PucyHok 18. HacTpownku npasuna

o CoenaTb WMHKPEMEHTAsNIbHYKO pPe3epBHYIO KOMWK OOHOro pecypca B pasHble
nynbl NpU BK/IKOYEHHOM MNapaMeTpe auto_remove_wal HEBO3MOXHO. YTO6bI
co3[aTb MHKPEMEHTalNbHYKO pPe3epBHYKO KOMUK OAHOro pecypca B pasHbIX
nynax, yCTaHOBUTE B KOHUrypaumoHHOM ¢danne
/opt/rubackup/etc/rb_module_postgresql.conf napameTp auto_remove_wal
B 3Ha4YeHUn no. [10 yMONYaHUIO 3TOT NapaMeTp UMeeT 3Ha4YeHne yes.

OnuuoHanbHO, MPU UCNOJSIb30BaHUM XPaHUNULWLA CEKPETOB: NPWU CO3L0aHNUUN UHKPEMEH-
Ta/lbHOM pe3epBHOM KOMUWU pecypca cnefyeT yuyuTbiBaTb METOA MOSydYeHUA cekpeTa
NpW BbINOSIHEHUU NPeabIAYLLNX pe3epBHbIX KON BbiIbpaHHOro pecypca. Co3gaHHble PK
OyayT HaxoauTCA B OLHOM pPeno3vTopun rnpu yCnoBMM UCNOb30BaHUA OOHOIMO U TOro
Xe MeTofa NonyyeHus cekpeTa oNna NnoAKNYEeHUs K pe3epBMpyeMoMy pecypcy. B cny-
4yae BbIMONIHEHUA WHKpeMeHTanbHon PK pecypca C OT/IMYHBbIM METOAOM MOJyYeHUs
ceKkpeTa, KoTopbln 6bl1 UCNOMb30BaH AN nonydeHusa npegbigywen PK, 6ygoeT Bbinon-
HEeHO MOoJIHoe pe3epBHOE KOMMpoBaHWe pecypca M cosgaHHasa PK bygeT nomellieHa B
APYron penosnTopumn.

1. Mocne BblIbOpa HacTpoek npaswuia rnobanbHOro pacnmMcaHUA HaXXMUTe Ha KHOIMKY
«[Jo6aBnTb NMpaBunno B WabNoH», ecnn XOTUTe cOo3[aTb Cpasy HECKONbKO npaBui —
npaBnno 1A BbIOPAHHOrO TUMa pecypca 1 BbIbpaHHOro pecypca NoABUTCA B CNCKE
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npaBun nopg KHonkon (PucyHok 19). Takmm obpasoM cosfanTe CTOMbKO npaBun,
CKOMbKO TpebyeTcda. [nA co3gaHusa OOHOro npasBuna HaXuMmaTb Ha KHOMKY He
HY>XHO.

NobaswuTes Npasuno & WabnoH

Cnuvcok Nnpaenn

test ldbe5fh751e9ac)  greSQL universal PostgreSQL 14.2 O x

PucyHok 19. [lobaBneHune npasuna B WwWabnoH
2. 3anonHuTte pasgen «lWabnoH rnobanbHoro pacnucaHusa» (nogpobHee CM. B OOKY-
MeHTe «PyKOBOACTBO CUCTEMHOIro agMMHUCTpaTopa RuBackup»).

3. Ecnun HeobxoamMMo cosgaTb NpPaBusio, KOTOPOe MoKa He [AOJKHO MopoXxaaTb 3adad
PEe3epPBHOIr0 KONMUPOBaHWUSA, HYXHO Yy6paTb OTMETKY «BKMHOUNTb Nocne Co3aaHus.

4, I'Ipanma rnobanbHOro pacnmcaHnAa UMEKT CPOK >XXN3HWU, Oﬂpeﬂ,eﬂﬂeMblﬁ npun wmx
CO3[0aHUN, a TakKXXe rnpenocTaB/iA0T cienyrolme BOSMOXHOCTU:

o BbIMOJIHUTb CKPUNT Ha KNIMEHTE rnepen Ha4vyasioM pe3epBHOIro KornmpoBaHuA,

o BbIMOJIHUTb CKPUNT Ha KJIMEHTE MNOocCJie yCnewHoOro OKOH4aHnA pe3epBHOro Korn-
pOBaHUA,

o BbIMOJIHUTb CKPWUMT Ha KJIMEHTE MNocCJsie Heyaa4yHOro 3aBeplUeHUA pe3epBHOro
KOMMpoBaHUA,

o BbINOJIHUTb 3aLMTHOE NpeobpasoBaHMe Pe3epPBHON KOMUKN Ha KITUEHTE;
o NEepUoANYECKM BbINOSHATb NPOBEPKY LLENOCTHOCTUN PE3EPBHON KOMUU;

o XPaHUTb pe3epBHble KOMnn Oﬂpeﬂ,eﬂeHHbIIZ CpOK, MO OKOHYaHUKN KOTOpPOro yga-
NATb UX N3 XpaHWUNTULa pe3ePBHbIX KOMun n U3 3anncen peno3nTopund, nnéo yBe-
AOMNATb KIIMEeHTa 06 OKOHYaHUK CpOKa XpaHeHns,

o yepes onpefeneHHbIt CPoK Nocne CO3AaHUA pes3epBHON KOMUU aBTOMaTUYECKU
NepeMecTuUTb ee B APYron nyna XpaHeHUa pesepBHbIX KOMWUR, HAaNnpUMep, Ha Kap-
TPUOX NEHTOYHON BUBNNOTEKMU;

o YBEOOMNATb nosib3oBaTtenien CUCTEMbI Pe3epBHOro KonnmpoBaHUA O pe3ysibTaTax
BbIMNOJIHEHUA TEX NN NHbIX OI'IGpGLI,I/II?I, CBA3aHHbIX C NpaBun/IOM rno6anbHOro pac-
nnMcaHmsa.

5. Haxxmnte Ha kHonky «[puMeHUTb» B MpaBOM-BEpPXHEM Yyrny nna 3aBepllieHus
HaCTPOMKN M CO3[aHusA Npasuna/npasunn.

BHOBb co3paHHOe npasmnno 6y,u,eT MMETb CTaTycC run. I'Ipvl HeO6XO,EI,VIMOCTI/I, AAMUWHN-
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CTpaTop MOXET NPUOCTaHOBUTb pPaboTy npasBuia UM HeMeaNieHHO 3anycTUTb ero (T.e.
NHULMMPOBATb HEMeAIeHHOe CO3[aHne 3a4aum npu ctatyce nNpasunia wait).

Mpwn co3gaHun 3agadn RuBackup oHa nosBnsieTcs B pasgene 3apgaun. OTcnexu-
BaTb BbIMNOSIHEHNE NPaBU MOXET KaK agMUHUCTpaTop (npu nomowm RBM nnu ytunmt
KOMaHOHOW CTPOKM), TaK W KAMEHT (NpyM MNOMOLUN YTUINTbl KOMAaHAHOW CTPOKMU
rb_tasks).

[Mocne ycnewHoro 3aBepLlUEeHUs PEe3epBHOr0 KOMMPOBaHUA pes3epBHas Konua bygeTt
NoMeLLEeHa B XpaHUNULLE pe3epBHbIX KON, a MHGopMaLma O Hen ByaeT pa3MelleHa B
penosutopun RuBackup.

=== CpoYyHOoe pe3epBHOEe KonvposaHue npu nomolim RBM

[ns BbINOTHEHUA CPOYHOrO Pe3epBHOro0 KOMMPOBaHUA NMOOOro UCTOYHMKA AaHHbIX Ha
KnneHTe Heobxoaumo B RBM Bo Bknagke «O6beKTbl» BblOpaTb HY>XHbIN KNMeHT CPK u
HaXxaTb KHOMKY «CpoyHoe PK» (PucyHok 20):

Sy
¢’ Ru

i —

C] OfbekThl il astra-media.test.rubac

d astra-postgres
Bl Crpaterum

[l astra-secondary.test.ru
El To6ansHoe pacnucaHue [ smolensk.test.rubacku
[d Yaanénnas pennukaums

PucyHok 20. BbINonHeHne CPOYHOro pe3epBHOro KonMpoBaHus

[MoABUTCA OKHO, B KOTOPOM MOXHO 6yaeT BblOpaTb HYXHbI UCTOYHUK OaHHbIX ONA
BbIMOSIHEHNA CPOYHOIO pe3epBHOro KonmpoBaHus (PrucyHok 21):
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BuiEpaTte

PostgreS0QL 14.2

:

PucyHok 21. MICTOYHMK AaHHbIX A8 BbINOHEHUSA CPOYHOIo pe3epBHOro KonnmpoBaHUA

MNMocne BblI6Opa HAaCTPOEK HaXaTb KHOMKY «[1pMMEHUTb» B NpaBoM BepxHeM yrny (Pucy-
HOK 22):

# RuBackup manager =
""i
Ru a8 @
= & Cpo4Hoe PK: astra-postgres v MpumennTs
= 06BekTh!
Tun pecypca [ PostgreSQL universal ~ ] -
& Crpaterum
Pecypc * PostgreSQL 14.2 -
El obanbHoe pacnucaHuve
Tun PK full v
YaanéHHasa pennvkauums
= A P u Myn Default v
=] PenozuTopuii 3awmTHoe npeobpa3soBaHue | nocrypt v
Ouepess 3ajau MNpuopuTeT 100 +

Cepeepsl RuBackup

[+ KypHans

& AaMUHVCTpUpOBaHIe

A  rubackup@localhost

PucyHok 22. KHonka &/ MpumeHnTb
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MpoBepUTb XOA4 BbINOSIHEHMS PEe3epPBHOIr0 KONMMPOBAHUA MOXHO B pasaerne 3apaumn
(PncyHok 23):

‘.‘ Ru a 0

W Yaanuts v f

-

ID knveHTa WMMmA knneHTa HWID Cratyc Tun pecypca

141 Backup global 8 astra-postgres.test.rubackup 094a36e2c64467d1 PostgreSQL universal ;

& o6vekThi

E] Crpaterum
El rno6ankHoe pacnucaHve
[d Yaanénnas pennukauus

[ Peno3suTopuia

Ouepesb 3agau

ES Cepsepbl RuBackup
[+s] XKypHansi

£ AAMWHWMCTpUpOBaHVe

A rubackup@localhost

PucyHok 23. 3apaum

Ecnv npu BbINONHEHMW 3afa4yn Pe3epBHOro KOMMPOBaHUA: * ByaeT UM3MEHEH pasmep
Kakoro-nmbo ¢anna pecypca, To aT0T ¢dann bypet pobasneH B PK n 3agava 3aBep-
LUMTCSA yCcnewHo co cTaTycoM Done. * kakon-nnbo ¢ann pecypca éygeT yaaneH, To npu
BOCCTaHOBNIeHUM ByOeT BOCCTAHOBJ/IEHA Ta 4YacCTb 9TOro ¢anna, Kotopasa ycnena BoNTH
B PK, npu aToM 3agaya Ha cosgaHue PK 3aBeplunTcAa ycnewHo co ctatycomMm Done. *
nponsonaeT ownbka YTeHUs Kakoro-nmbo ¢arnna pecypca, TO 3afadya Ha pesepBHOE
KONMpoBaHWe 3aBepLUnTCA OWnbKon 1 NnepengeT B ctaTyc Error (nogpobHyto nHpopma-
LMo 06 owmnbke cM. B KypHarne onepauuini oyepenmn 3anad).

[Mocne okoHYaHUA 06paboTKM K pPe3epBHOro KonMpoBaHMA ¢anna ero NOBTOPHasA NPo-
BepkKa He NpoucxoanT. Bce namMeHeHus, npomsolleine nocne sasepLlueHna obpaboTku
¢anna, He nonagyT B PK.

[Mpn ycnewHOM 3aBepLUEHUN Pe3epPBHOro KOMMPOBaHUA 3ajada nepexoguT B cTaTyc
Done.

== LleHTpann3oBaHHOe BOCCTaHOBMIEHNE Pe3epPBHbIX KOMUA ¢ nomMoLbio RBM

[pn BbINOSIHEHUM OnepaLnm BOCCTaHOBMEHUSA C pa3BepTbiBAHMEM CYyLLECTBY-
rowmn knactep 6as gaHHbix CYB/[] PostgreSQL 6yaeT yHUYTOXEH, a Ha ero
MecTe byaeT BOCCTaHOBIEH KnacTep 6a3 faHHbIX U3 pe3epBHOM Konuu. lNMepes
ornepaumen BOCCTaAHOBMIEHUA pPEKOMeHAYeTCA MPUHYAUTENIbHO OCTaHOBUTb
paboTy Bcex knueHTtoB ¢ CYB/[ n BbINOMHUTHL MOSIHOE pe3epBHOE Konuposa-
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Hue!l

PekoMeHAyeTCA OTKAYUTb B KOHOUrypauuoHHoMm odanne (nogpobHee 06
BKJIFOYEHUN N OTKITHOYEHUUN LLEHTPANIM30BaHHOIO BOCCTAHOB/IEHUS CM. B [OKY-
MeHTe «PyKOBOACTBO CUCTEMHOro agmMuHuctpatopa RuBackup») BO3MOX-
HOCTb LieHTpanu3oBaHHoOro socctaHoBneHna CYB][] Ha KNneHTe U BbINOMHATL
BOCCTaHOBJIEHME U3 PEe3epPBHON KOMUKN TOJSIbKO CO CTOPOHbI KSIMEHTa NOL KOH-
Tponem agMuHucTpatopa CYB/.

LleHTpann3oBaHHOE BOCCTAHOBSIEHME WU BOCCTaHOB/IEHNE C pa3BepTbIBaHMEM
peKoMeHAyeTCs npeaBapuTenibHO BbINOAHATb Ha PE3epBHOM XOCTe (BUPTY-
anbHOM MallnHe) ANa NPOBEPKN KOPPEKTHOCTK BocCcTaHoBneHnsa CYB/.

CucTtema pesepBHOro konuposaHua RuBackup npegycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHUSA Pe3epBHbIX KOMUN KaK CO CTOPOHbI KIIMEHTA CUCTEMbI, TaK U CO CTOPOHbI
agMuHucTpaTtopa CPK.

B Tex cnyyasx, Kkorga LeHTpann3oBaHHOEe BOCCTaHOBMIEHNE Ha KIMEHTe BKKOYEHO, ero
MO>XHO MHULWUNPOBATb, Bbi3BaB NPaBOM KHOMKOW MbIWKN KOHTEKCTHOE MeHo «BoccTaHo-
BUTb» BO BKNagke «Penosutopum» (PucyHok 24):

# RuBackup manager - 0O x
¢ Ru a @®

= BoccTaHoBuTE MNposeputs KonupoeaTs MNepemectute [ XpaHuTs Ao W YpanuTe 57

Cebinka  ID 3agaum  Twn 3afiaum [ Tun pecypca

= O6BekThl

10 ] Backup global 5 — aaliatiubackup  094a36e2c64467d1  PostgreSQL universal  Postgr

BU('*CTBHUEMTb

MpoeepuTs

KonuposaTe

MepemecTute

Yaanute

& AAMWUHVCTPUPOBaHKe

< — >

PucyHok 24. BoccTaHoBMEHNE pPe3epBHON KoMK

B OKHe LeHTpanM3oBaHHOrO BOCCTAHOB/IEHNSA MOXHO YBMOETb OCHOBHblE MapamMeTpbl
pesepBHOM Konumn (PrcyHok 25):
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LleHTpan13oBaHHOE BOCCTaHOBNEHUE v MpumennTs

= 06bekThI
WHopMauma o pe3epBHOA KONUK

& Crpaterum

Wma xocTa: astra-postgres.testrubackup
Bl ro6ansHoe pacnucanue HWID: 09423622c64467d1
@ Yaanéuuan penankauua Tun pecypca: PostgreSQL universal
[5) Penozutopuii Pecype: PostgreSQL 14.2
Ouepess 3apau Nyn: Default

Tun PK: full
Cepeepbl RuBackup

CozpaHo: 2023-07-27T11:37:21.109
3] XKypHansi
= yP BoccTaHoBUTE LEMOYKY: 1

o
£ AAMWHWUCTPKUpPOBaHUE VMs npasuna:

CraTyc PK: Not Verified

MecTo BocCcTaHoBNEHMA

BoccTaHoBWTL Ha KIMeHTa: astra-postgres.test.rubackup v
MyTe HazHaYeHus: * -
Pa3sepHyTb, EC/IM NPUMEHUMO: E

IpaHynApHoe BOCCTAHOBNEHWE

A  rubackup@localhost

PucyHok 25. OcHoBHbIe NapaMeTpbl pe3epBHON KoMK

Takxe B pasgene «Penosntopun» MOXHO YBUAETb [OMNOSHUTENbHbIE MapamMeTpbl
pe3epBHbIX KOMUN, caenaHHbixX ana mogyns PostgreSQL universal. 1na aToro HaxmuTe
KHOMKY «lOMNOMHNUTENBHO» U BbIGEPUTE HYXHbIA MOy b (PrucyHok 26):

RuBackup manager B E

" Ru 8 @

< @ Bonoanutensho v [ f2

) MaHenb MOHMTOPMHIa TID | Cratycnposepku  Mmaxocra | HWID Tun pecypca IDnpasuna  Pecypc HassaHvenpaswna  IDcTpatern  Hassavie CrparEdeEite oo llN al 3awm

5 Not Verified node14 T412¢c73e9b37186 PostgreSQL universal - PostgreSQL 12.20 Noname - No name Default Full nocry)

B 4 Not Verified node1s 585842e981dd9754  PostgreSQL universal - PostgreSQL 1220  Noname - No name Default Full nocry,
Crpaternm 3 Not Verified node14 7412¢c73e9b37186  PostgreSQL universal - PostgreSQL 12.20 No name - No name Default Full nocry|
IMoBanbHoe pacnucanie 2 Not Verified node10 20249ce6e240913F  File system - /home/ Noname - No name Default Full nocry

1 Not Verified node10 a0a49ce6e240913F  File system - /home/ No name - No name Default Full nocry)

/nanéHHas pensimkauns
S Penosutopuit

uepeas 3aaau

[ Cepsepsi RuBackup

KypHasiel

AZMUHWCTPHPOBaHUE

rubackup@ubuntu-vp

1 HEABTOPH3OBaHHBIX KAHEHTOB

PucyHok 26. Paspen «Penosutopuin»

OTKpoeTcs Tabnuua ¢ AONONHUTENbHbIMU NapaMeTpaMn pe3epBHbIX Konui (PrcyHok
27):
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RuBackup manager D O ¢
o
¢ Ru 2 & @

58 NaHese MonnTOpUHTa =

O O6uekTsl

record  client_hostname  client_hwid resource backup_type  incremental_subtype WAL_MODE START_LSN  STOP_LSN

Crpaternu 5 node14 7412cc73e9b37186  PostgreSQL12.20  full archive_wal 00000001/00000001  16.AMB(16777612) ~ ARCHIVE_WAL  0/6000028 0/6000100
4 nodels 585842e981dd9754  PostgreSQL12.20  Full archive_wal 00000001/00000001  16.IMB(16777612) ~ ARCHIVE_WAL  0/3000028 0/2000138
[E] rno6ansHoe pacnucaHue
3 node1d 7412cc73e9b37186  PostgreSQL12.20  full archive_wal 00000001/00000001  16.1MB(16777612) ~ ARCHIVE_WAL  0/3000028 0/3000138

YaanéHHaA pennnkaumra

& Peno3uTopuii

Ouepeab 3ana4
B Cepsepbi RuBackup
[=] Kyprans

& Aamunnctpuposatue

PucyHok 27. Tabnuua ¢ 4ononHUTENbHbIMIN NapaMeTpaMmn pesepBHbIX KOMUIA
3HayeHne napameTpoB:

e record — id pe3epBHOM KOMUW.
 client_hosthame — nMs (XOCT) KJINEHTa, C KOTOPOro caefniaHa pesepBHas KONus.
e client_hwid — yHuKanbHbI id KNIMeHTa.

e resource — pecypc, A58 KOTOPOro cAenaHa pesepsHas Konus.

e backup_type — Tun pesepsHon konun (full— nonHas, incremental — WHKpEMEH-
TanbHas).
e incremental_subtype — nogTuUN WHKPEMEHTANbHOIO pPe3epBHOro KOMUPOBaHUS.

KonoHka MoXeT npuHUMaTb 3HadeHus archive_wal, page, delta nnu ptrack B 3aBu-
CUMOCTM OT peXxuma, B KOTOPOM cfhenaHa pesepBHas konusa (nogpobHee cMm.
[configuring-backup-rules]).

e TLI — timeline id Ha4YanbHoro n koHe4yHoro WAL-¢dannoB B pe3epBHOW KoMK, pasne-
NEeHHbIE CUMBOJIOM /.

o WAL — obwmnin 06ém WAL-dannoB B pe3epBHON KOMUK, BblpaXkaeTcsa B GanTax,
KnnobanTtax, merabanTtax n T.4.

e WAL_MODE — npuHmnmaeT 3HadyeHne ARCHIVE_WAL (peXxum HenpepbiBHOW apXxuBa-
unn) nnn STREAM (CTpuM pexunm).

e START_LSN — HayvanbHbI LSN npwu Bbi3oBe pg_start_backup().
e STOP_LSN — koHeuHbIn LSN nipu Bbi3oBe pg_stop_backup().

=== PeXnM BOCCTAHOBNEHUSA C [pasBepTbiBaHNEM

CyliecTByeT ABa peXxunma BOCCTAaHOBIEHNS PE3EePBHON KOMUM — C pa3BepTbiBaHWEM U
6e3. YTobbl BOCCTAHOBUTbL PE3EPBHYK KOMUIO C PasBepTbiBaHWEM, BKIIOUMTE OMUUIO
«Pa3BepHyTb, ecnv npumMeHnmo» (PrucyHok 28). B ToM cnyyae ecnu onuus BKIIOYEHa,
BOCCTaHoBNeHMe 6a3bl JaHHbIX U3 pPe3epBHON Konuu ByaeT BbIMNOHEHO aBTOMaTuye-
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CKW — OOMNOJSIHUTESNbHbIE AENCTBUA CO CTOPOHbI NOIb30BaTEeNA HE Tpe6y|-OTCFI.
=== PeXXxnm BoccTaHoOBNeHNA 6e3 Pa3BepTbiBaHNA

Ecnu BbiGpaH pexum 6e3 pasBepTbiBaHUS, MPU BOCCTAaHOBNEHMN HEOOXOAMMO yKasaTb
KaTanor 4fa BOCCTaHOBMIEHUA pe3epBHON Konuu (PrucyHok 28).

[Mocne 3aBepLUeHMA 3aga4n Mo BOCCTAHOB/IEHUIO Heob6Xxoa4nMOo:

1. MepeHecTn pannbl N3 KaTanora A58 BOCCTAaHOBNEHUA B LieNeBble KaTanoru, T.e. U3
KaTanora ans BOCCTaHOBJ/IEHMUA
/restore_dir/number.rest/var/lib/postgresql/11/main (rge number —3ToHOMeEpP
pesepBHOM Konun) B /var/lib/postgresql/11/main C 3aMeHon GannoB, a TakXxe 13
KaTanora ans BOCCTaHOBJ/IEHUA
/restore_dir/number.rest/opt/rubackup/mnt/postgresql_archives nepeHecTun
wal-¢annbl (rae number — 3TO HOMEpP Pe3epBHOW KOMWUW) AN BOCCTAHOB/IEHUS B
/opt/rubackup/mnt/postgresql_archives/;

2. B RBM B paspgene Penosuntopun BbibepuTe BocCTaHaBimBaeMyro PK 1 Haxmute
KHOMKY «BocCTaHOBUTb» .

3. B oTKpbIBLWIEMCA OKHe B 6110Ke «MeCcTo BOCCTaHOBMEHUA» (PUCYHOK 28) HaXMUTEe Ha
NKOHKY - pPAgoM c nonem «lMapamMeTpbl BOCCTAaHOBNEHUSA 419 MOogyNA»

MecTo BOCCTAHOBNEHWA
BOCCTAHOBMTE HA KNWEHTA: client291 (09706cab26a7cBb0) w
KaTanor pacnakoeku: * (1) -
MNapaMeTpw BOCCTAHOBNEHWA ONA MO OYNRA: PostgreSOL universal -

BOCCTaHOBNTL Ha UENEBOM PECYPCE! '@

Obwme HacTpolkK MOgYNA

PuncyHok 28. bnok «MecTo BOCCTaHOBEHUSA»

4. OnNuMoHanNbLHO, NPU UCMNONb30BaHMUN XPaHUNULLA CEKPETOB: B NapaMeTpax BOCCTa-
HOBJIEHUSA OeaKTUBUPYNTE nepekntoyaTesnb «crnonb3oBaTb HACTPOMKU MO yMOSYa-
Huo» ! 1 BblIBepuTe MeTon MoNyyYeHUs ayTeHTUDUKALMOHHON MHPOPMaLIMK A8
NOAKIHOYEHNS K BOCCTaHaBnnBaemMon 6ase gaHHbix (PucyHok 29). MNpu BOoCCTaHOB-
neHun ganHbix CYB[, PostgreSQL MOXHO ncrnonb3oBaTbh 060K JOCTYMHbBIN CEKPET.
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HMecnone3oeaTe HAC T[_'IUI;IKI.-'I ng YMOon4aHWK

secret_method Mo secret method X W
L

DK

PucyHok 29. Beibop MeTofa nofyyeHus ayTeHTudukaumoHHom nibopmaumm

5. HakxmMuTe KHomKy LN1A NPUMEHEHUs BblbpaHHbIX HAaCTPOeK M BOCCTa-
HOBMIEHWUSI JAHHbIX.

6. MpoBepuTb X0 BbIMNONHEHNSA BOCCTAHOB/IEHNA PE3EPBHOM KOMUN MOXHO B pa3gene
3apaum (PncyHok 30):

1 RuBackup manager =
"-
[ {1] 8 @

= W Yoanuts v g
O] 06bekThI ID  Tun ID KAMeHTa  WMA KnWeHTa HWID Cratyc Tun pecypca Pecypc

4 Restore 6 astra-postgres.test.rubackup 094a36e2c64467d1 PostgreSQL universal PostgreSQL 14.2
& Crpaterim

3 Backup global 6 astra-postgres.test.rubackup 094a36e2c64467d1 PostgreSQL universal PostgreSQL 14.2
[El Mo6ansHoe pacnucaxue
[d Yaanénnas penavkauma
[2) PenozvTopwii

by

Ouepess 3334
Cepeepsl RuBackup

el XKypHanki

& AAMUHUCTPUpOBaHWe

B rubackup@localhost

v
PucyHok 30. Paszgen 3apaum

[Mpn ycnewHoM 3aBepLUeHNUM BOCCTAaHOBNEHUSA 3afa4a nepexoauT B ctaTtyc «Doney.
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TaK e MOXHO MPOKOHTPONMPOBATb X0 BOCCTAHOBMEHUA PE3EPBHON KOMUU B XYp-
HanbHOM ¢anne:

root@ubuntu-server:~# cat /opt/rubackup/log/task 2.log
d Feb 15 12:30:18 2823: Media server ql has "New' task in the queue. Task ID: 2. Task type: Backup global
d Feb 15 12:30:18 2023: Task ID: 2. New status: Assigned
d Feb 15 12:30:18 2023: Task ID: 2. New status: At_Client
d Feb 15 12:30:18 2023: Task ID: 2. New status: Execution
d Feb 15 12:30:19 2023: Set unlimited bandwidth for task ID: 2

d Feb 15 12:30:22 2023: Task ID: 2. New status: Start Transfer
d Feb 15 12:30:22 2023: Set unlimited bandwidth for task ID: 2
d Feb 15 12:30:23 2023: Transfer of snapshot client2 TaskID 2 NORuleOrStrategy 0 D2623 2 15H09 30 18 BackupType 1 ResourceType 11 has succeeded. Task ID: 2

d Feb 15 12:30:23 2023: Task ID: 2. New record ID was created in repository: 2
d Feb 15 12:30:23 2023: Task ID: 2. New status: Transmission
d Feb 15 12:30:24 2023: Task ID: 2. New status: Done
Feb 16 11:21:20 2023: Media server ubuntu-server has 'New' task in the queue. Task ID: 2. Task type: Restore
Feb 16 11:21:20 2023: Task ID: 2. New status: Assigned
Feb 16 11:21:21 2023: Task ID: 2. New status: At_Client
Feb 16 11:21:21 2023: Task ID: 2. New status: Start Transfer
Feb 16 11:21:21 2023: Task ID: 2. New status: Transmission
Feb 16 11:21:21 2023: Set unlimited bandwidth for task ID: 2
Feb 16 11:21:24 2023: Blocks are ready. time: 2
Feb 16 11:21:26 2023: Task ID: 2. New status: Done

PucyHok 31. XXypHanbHbin ¢ann

[NMpaBa Ha nanky, KoTopas Oblna cosgaHa gns BOCCTAHOBEHUSA pe3epBHOM
KOMuUM Nocse 3aBepLleHna BOCCTaHOBIEHUA ByAeT MMeTb NpaBa root:root.

== BOCCTaHOBJ/IEHNE CO CTOPOHbI KNIMEHTA

ﬂ,)‘lf-l onepaunn BOCCTAHOBJIEHNA MOXXHO WUCMNOJIb30BaTb YTUIUTY KOMaH,EI,HOIZ CTPOKHU
rb_archives.

Mcnonb3oBaHue YTUNNTbl KOMaHOHOW CTPOKW rb_archives no3BOAAeT MNOCMOTPETb
CMNCOK pe3epBHbIX KOMUIA:

root@postgresql:~# rb_archives
Id | Ref ID | Resource | Resource type | Backup type | Created | Crypto | Signed | Status
R LR R il R Femmmm e R He-mmm - Fommmm - R

1 | | PostgreSQL 12.13 | PostgreSQL universal | full | 2023-02-16 11:11:03+403 | nocrypt | True | Not Verified
root@postgresql:~#

PucyHok 32. MpocMoTp cnucka pesepBHbIX KOMWI C MOMOLbIO YTUANTBI rb_archives

B nepBoi KonoHKe yKasaHbl UOEHTUPUKATOPbI pe3epBHbIX KOMUA. YTO6bl BOCCTaHOBUTb
pe3epBHYIO KOMUo 6e3 pa3BepTbiBaHUSA, HY>KHO UCMOIb30BaTb KOMaHAY:

sudo rb_archives -X -d /path_to_restore

Oonuma -X ykasblBaeT, YTO HY>XXHO BbIMOSIHUTb OMepauunto BOCCTAaHOB/IEHUA 6es pa3Bep-
TbiBaHUA

Onuusa -d ykasbliBaeT MyTb, B KOTOPbIA HY>XHO BOCCTAHOBUTb pe3epBHYO KoMuo. Ecnu
He ucrnonb3yeTcs onuma -d, pesepBHaa Konusa 6yneT BOCCTaHOBMEHA B KaTanor Ans
BPEMEHHbIX Ornepauuin Cc pesepBHbIMU KOMUAMW, NNOO, ecnn KIMEeHT HaCTPOeH Ha
ncnonb3oBaHne BpeMeHHon NFS-nankm oT cepBepa pe3epBHOro KONMpoBaHWA, BOCCTa-
HoBNeHue npounsongeT B aTy NFS-nanky. B cnyyae BocCTaHOBNEHNA pe3epBHOW KOMUK
6e3 pasBepTbiBaHUA Bcerga pekoMeHAyeTcs UCnonb3oBaTb ONuuio -d C yKasaHWeM
KaTanora Ha K/MeHTe, B KOTOPOM eCTb [O0CTAaTOYHO MecTa ANA BOCCTaHOBMNEHUSA
pe3epBHOW KOMUN.

B TOoM cnyJae, ecnun Heo6Xo4ANUMO BbIMNOSIHUTL BOCCTAHOBJIEHUE pe3epBHON KOMUU C
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pa3BepTbiBaHNEM, BbIMOMHNTE KOMaHAOY:

sudo rb_archives -x -d /path_to_restore

Onumsa -x yKasbiBaeT, YTO HY>XXHO BOCCTAHOBUTb PE3EPBHYIO KOMUIO C pasBepTbiBaHUEM.

[na BOCCTaHOB/IEHUS Pe3epPBHON KONUM HEOBXO4MMO BBECTU Maposb KneHTa (3aga-
eTcsA Npu NepBOM MUCMOMb30BaHUN rb_archives CO CTOPOHbI KMeHTa. B ToM cnyyae
€CNU Bbl He 3HaeTe Naposib, obpaTUTECb K CUCTEMHOMY agMuHucTpaTtopy CPK 4ToObl
ero c6pocuTb 1 3agaTb 3aHOBO).

[MPOKOHTpPONMPOBATL BbINOSIHEHNE 3a4a4M BOCCTAHOBIEHMA MOXHO MNPW MOMOLWN YyTU-
NNTbl KOMaHOHOM CTPOKWU rb_tasks:

root@postgresql:~# rb_tasks
Id | Task type | Resource | Backup type | Status | Created
R R R R R R e

1 | Backup global | PostgreSQL 12.13 | full | 2023-02-16 11:10:42+03
2 | Restore PostgreSQL 12.13 | full | Done | 2023-02-16 11:21:20+03
root@postgresql:~#

PucyHok 33. MNMonyyeHmne nHdpopmaLmm o BbINONHEHMM 3a4a4n BOCCTAHOBNEHUSA C MOMOLLLIO YTUNTDI
rb_tasks

Tak XXe MOXHO MOoNy4YnTb feTallbHYyO0 MHPOPMaLMKO O XO4e BOCCTAHOBMIEHUA U3 XYpP-
HanbHOro ¢anna 3agayu:

root@ubuntu-server:~# cat /opt/rubackup/log/task 2.log

d Feb 15 12:30:18 2823: Media server ql has "New' task in the queue. Task ID: 2. Task type: Backup global

d Feb 15 12:30:18 2023: Task ID: 2. New status: Assigned

d Feb 15 12:30:18 2023: Task ID: 2. New status: At_Client

d Feb 15 12:30:18 2023: Task ID: 2. New status: Execution

d Feb 15 12:30:19 2023: Set unlimited bandwidth for task ID: 2

d Feb 15 12:30:22 2023: Task ID: 2. New status: Start Transfer

d Feb 15 12:30:22 2023: Set unlimited bandwidth for task ID: 2

d Feb 15 12:30:23 2023: Transfer of snapshot client2 TaskID 2 NORuleOrStrategy 0 D2623 2 15H09 30 18 BackupType 1 ResourceType 11 has succeeded. Task ID: 2

d Feb 15 12:30:23 2023: Task ID: 2. New record ID was created in repository: 2

d Feb 15 12:30:23 2023: Task ID: 2. New status: Transmission

d Feb 15 12:30:24 2023: Task ID: 2. New status: Done
Feb 16 11:21:20 2023: Media server ubuntu-server has 'New' task in the queue. Task ID: 2. Task type: Restore
Feb 16 11:21:20 2023: Task ID: 2. New status: Assigned
Feb 16 11:21:21 2023: Task ID: 2. New status: At Client

Feb 16 11:21:21 2023: Task ID: 2. New status: Start Transfer
Feb 16 11:21:21 2023: Task ID: 2. New status: Transmission
Feb 16 11:21:21 2023: Set unlimited bandwidth for task ID: 2
Feb 16 11:21:24 2023: Blocks are ready. time: 2

Feb 16 11:21:26 2023: Task ID: 2. New status: Done

PucyHok 34. lNony4yeHne nHpopmMaummn o xoae BOCCTAHOBNEHUSA U3 XXYPHaNbHOro danna sagaum

== BoccTaHoBneHMe Ha onpegeneHHbli MOMeHT BpemeHu (Point in time recovery
(PITR))

o PekoMeHAayeTCcsa 3apaHee MNOArOTOBUTb WHCTPYKLUWKO MO BOCCTaHOB/IEHWUIO
WMEHHO Ballen MHPPACTPYKTYpPbl B KOHTeKCTe PITR, NnpoBepuTb 3Ty MHCTPYK-
LMo, NpoBecTn obyyeHue nepcoHana v NPoBOAUTb PerynsdpHble yYeHusa Mo
BoccTaHoBneHuto CYB/[ n3 caenaHHbIX pe3epBHbIX Konun!

o HacToslwee pyKOBOACTBO fABMAETCA OonucaHueM QyHKLUMOHaNna n He ABnseTcA
TOYHOM NHCTPYKLMEN BO BocCTaHoBNeHMo CYB/ B ntobon cnutyaummn, Kotopas
MOXeT NPon3onTu!

BoccTaHOBMEHNE Ha onpefenieHHblii MOMeHT BpemeHu (Point in time recovery
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(PITR)) HeBO3MOXHO A5 nogMoAaynsa pg_probackup.

B cnyuae, korga TpebyeTcs BOCCTaHOBMEHME Ha onpeaeneHHbIi MOMEHT BPeMeHU Uu
Ha onpeeNneHHYo TpaH3aKLuo, He0b6X0AMMO:

1. BoccTaHOBUTb pe3epBHYO Konuko 6e3 pasBepTbiBaHMUA.

2. B 3aBucumocTun oT Bepcun PostgreSQL gobaBntb HEOBXOANUMYHO METKY B KOHOUry-
paunoHHbIn dann (Bepcum PostgreSQL > 12) unn B ¢ann recovery.conf B COOTBET-
CTBUM C  [JOKyMeHTaumenm PostgreSQL Tpebyemonm Bepcuun, Hanpumep:
https://www.postgresql.org/docs/12/continuous-archiving.htmI#BACKUP-PITR-
RECOVERY

KoHKpeTHaa To4Yka BOCCTAHOBMEHUA OOJ/1KHA OblTb yCTaHOBNEHa B COOTBETCTBUM C
https://postgrespro.ru/docs/postgrespro/12/runtime-config-wal#RUNTIME-CONFIG-
WAL-RECOVERY-TARGET

== PesepBHOe KonupoBaHune 1 BocctaHoBneHne CYB/[ PostgreSQL B knacTtepe Patroni

Bce penctema no KONMPOBAHMIO BbIMOMHAKTCA TONIbKO Ha KIMEHTE C POJblo, YKa3aHHOW
B napameTpe patroni_node_type_for_backup, No ymMonyaHuo aTto «Jlngep».

=== Co3paHune rpynnbl Patroni Ha cepsepe RuBackup

[Mpn perucTtpaumn B RuBackup Bce knueHTbl nomMewarotca B rpynny No group. [Ons
KOPPEKTHOM paboTbl C KNAacTePOM HYXHO co3faTb OTAENbHYIO rpynny KNMEHTOB, nepe-
MECTUTb B HEE BCE KJIMEHTbI KfacTepa, a TakXXe YCTaHOBUTb aTpubyTbl rpynnbl «Pas-
penseman rpynna» n «KnactepHas rpynna» B true (PucyHok 35). bonee nogpo6Ho
cosfaHve n pobaBneHne KIMEHTOB B rpynny onmcaHo B [OKyMeHTe «PykoBoacTBO
CUCTeMHOro agMmHmucTpaTtopa RuBackup».
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A06aBATE FPYTINY KNWEHTOB + NpAMeHnTs

WMA FEYNNG kAWeHTa: * Patron|

PasfenfeMan rpynna:

KaacTepwHar rpynna:

A8

& AAMUHHETpUPEBaHME

PucyHok 35. ATpnbyTbl «Pasgensemasn rpynna» u «KnactepHas rpynna»
=== BbINOMHEHNE MONHOM N/NNN MHKPEMEHTAIbHOM Konun knactepa Patroni

EQnHCTBEHHOE YCNoBME BbIMNOMHEHNA NOSTHOW /UMM MHKPEMEHTasIbHOM KOMNUK KracTtepa
Patroni — BbIMONIHEHNE KOMUPOBAHMA TOJIbKO Ha KJIMEHTE C POJIbIO, YKa3aHHOM B Napa-
MeTpe patroni_node_type_for_backup, no ymonyaHuo aT1o «Jlugep».

[ns BbINOMHEHUA NOSHOTO U/UNWU MHKPEMEHTAaNbHOr0 KONMpoBaHUA B KnacTtepe Patroni
HEOBXOOMMO Ha KaXkoM K/TIMEHTE, BXOOALEM B KflacTep, HaCTPOUTb criefyrolme napa-
MeTpbl: patroni_host, patroni_port, patroni_node_type_for_backup.

Mpn pesepBHOM KOMMPOBaAHUW C y3ra KnacTtepa Patroni, He aABNAOWErocs nuaepom,
napameTp archive_mode Ha BCex y3iax Kflactepa AO/IKEH UMEeTb 3HayeHue always.

=== BoccTaHoBneHue 6e3 Pa3BepTbiBaHNA

1. OnpepenuTtb Nuaepa knactepa Patroni komaHgowm

patronictl -d etcd://agpec_xocTa_etcd list patroni_cluster_1

BbIMNOJIHEHHOM OT NOJSib30BaTeNA postgres Ha KIIMEHTEe, BXOAALLEM B KNacTep;

2. OTKNHOYNTL 3NIEMEHTbI KNnacTepa ¢ ponbto Replica;
3. OTKNHOUNTDL 2N1IEMEHT KacTepa ¢ ponbio Leader;

4. 3anycTuTb NpPoOLLeCC BOCCTAHOBNEHUA 6e3 pasBepTbiBaHUA B KaTanor Ans BocCcTa-
HOBJIEHUA Ha KNINeHTe ¢ ponbo Leader;

5. lMocne 3aBeplleHNs 3af4a4n NO BOCCTAHOBNEHNIO HEOOXOOMMO nepeHecTu ¢annbl U3
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KaTanora gnis BOCCTaAHOBJIEHUA B LesflieBble KaTanoru, T. €. U3 KaTanora gns BoccTa-
HOBNeHUA /restore_dir/number.rest/var/lib/postgresql/11/main (rae number —
9TO HOMEp pe3epBHON Konuun) B /var/lib/postgresql/11/main C 3aMeHon $annos,
a Takxe n3 KaTanora ans BOCCTaHOBNEHUA
/restore_dir/number.rest/opt/rubackup/mnt/postgresql_archives nepeHecTun
wal-¢annbl (roe number — 3TO HOMEpP pPe3epBHOM KOMUKM) A8 BOCCTAHOBMEHUA B
/opt/rubackup/mnt/postgresql_archives/;

Y6epuTbCs, 4TO y NepeHeceHHbIX ¢annos Bnageney, u rpynna HasHavyeHbl postgres;

Ha knneHTe ¢ ponbto Leader oT nonb3oBaTtens postgres HeO6XoANUMO yaanuTb Kna-
CTep KOMaHAoun:

patronictl -c /etc/patroni/config.yml remove patroni_cluster_T1

MoTpebyeTcsa noaTBepXAeHWe yaaneHus KnacTepa: Ha NepBbli 3anpoc MOBTOPHO
BBECTW UMSA KNacTepa, Ha BTOPOM 3anpoc BeBecTu ¢pasy Yes | am aware;

s +------ Fo----- L R T +
| Member | Host | Role | State | TL | Lag in MB
+ Cluster: patroni cluster 1 (715859822136041482+

e +------ e +------- B +
Please confirm the cluster name to remove: patroni_cluster_1
You are about to remove all information in DCS for patroni_cluster_1, please type: "Yes I am aware":

PucyHok 36. NMoaTeepXaeHne yaaneHusa Knactepa

3anyCcTUTb 3/IEMEHT KJlacTepa Ha KNMeHTe ¢ ponbto Leader;
3anycTuUTb a/IeEMEHTbI KNlacTepa Ha KNIMeHTe ¢ ponbto Replica;

y6e,EI,I/ITbCFI, 4YTO BCE 3/1IEMEHTbI NMEIKOT CTaTyC running KOMaHOou:

patronictl -d etcd://appec_xocTa_etcd list patroni_cluster_1

BbIMNOJIHEHHOM OT NOJib30BaTeNA postgres Ha KNMeHTe, BXOAALWEM B KnacTep.

=== BoccTaHoBneHue B pexunme Point in Time Recovery (PITR)

1.

OnpenennTb Nugepa knacTtepa Patroni komaHaomn

patronictl -d etcd://agpec_xocTa_etcd list patroni_cluster_1

BbIMNOJIHEHHOM OT NOJib30BaTeNSA postgres Ha KNMeHTe, BXOASALLEM B KracTep;

1.
2.
3.

OTKMIOUYNTb 3/1IEMEHTbI KflacTepa ¢ ponbio Replica;
OTKIOUYNTb 3NIEMEHT KracTepa ¢ ponbto Leader;

3anycTuTb npoLecc BOCCTaHOBNEHNA 6e3 pa3BepTbiBaHMA B KaTanor ANA BocCTa-
HoBNeHUs Ha BM c ponbto Leader;
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4.

[Mocne 3aBeplUeHNA 3a4a4M MO BOCCTAHOBJIEHMIO HEOBXOOMMO CKOMMPOBaTb ¢dannbl
N3 KaTanora gjia BOCCTaHOBNEHUSA B LeneBble KaTasoru, T. €. U3 KaTtanora gnsa Boc-
CTaHOBNEHUSA /restore_dir/number.rest/var/lib/postgresql/11/main (roe
number —  3TO HOMeEp pe3epBHOM Konun) ckonupoBaTb  ¢aunnbl B
/var/lib/postgresql/11/main, npegBapuTenibHO yganue ¢annbl U3 LLeneBoro Kata-
nora, n n3 KaTanora ans BOCCTaHOBNEHMUA
/restore_dir/number.rest/opt/rubackup/mnt/postgresql_archives (rgenumber —
9TO HOMEp pe3epBHON KOMuM) nepeHecTun wal-¢anmnbl ANA BOCCTAHOBMIEHUS B
/opt/rubackup/mnt/postgresql_archives/

Y6eaunTbCs, UTO Y CKONMUPOBaHHbIX GainnoB HasHauyeHbl Blagenew, u rpynna postgres;

Ha knneHTe ¢ ponbto Leader oT nonb3oBaTtens postgres HeO6XoANMO yaanuTb Kna-
CTep KOMaHAon:

patronictl -c /etc/patroni/config.yml remove patroni_cluster_1

MoTpebyeTca NOATBEpPXAEHME yAaneHus KnacTepa: Ha MepBblil 3anpoc NMOBTOPHO
BBECTUW UMS K/lacTepa, Ha BTOPOI 3anpoc BBeCcTM ¢ppa3y Yes I am aware.

3anyCTUTb 3/IEMEHT KlacTepa Ha KNMeHTe ¢ ponbto Leader;

8. 3anycTuTb aNeMeHTbl KnacTepa Ha KnneHTe ¢ ponbto Replica;

10.
1.
12.

13.

Y6e,EI,I/ITbCFI, 4YTO BCE 3/1IEMEHTbI NMEIKOT CTaTyC running KOMaHOou:

patronictl -d etcd://appec_xocTa_etcd list patroni_cluster_1

BbIMNOJIHEHHOM OT NOJib30BaTeNA postgres Ha KIMEHTEe, BXOAALLEM B KNacTep;

OTKMIOUYNTb 3/1IEMEHTbI KflacTepa ¢ ponbio Replica;
OTKMIOUYNTb 3NIEMEHT KacTepa ¢ ponbto Leader;

Ewe pas ckonupoBaTb  ¢amnbl K3  KaTanora  Ons BOCCTaHOBNEHUA
/restore_dir/number.rest/var/lib/postgresql/11/main (rge number —3ToOHOMeEpP
pesepBHOM Konuu) B /var/lib/postgresql/11/main, npeaBapuTenbHO YyOanue
dannbl N3 LeneBoro Katanora;

B ¢anne postgresql.conf BHECTM 3HAYEHUA B NapaMeTp: recovery_target_time =
'2023-03-27 15:29:00' N  3aKOMMEHTUpPOBAaTb  OCTallbHble  MapaMeTpbl
recovery_target, eCnm OHU HE UCNONb3YHOTCH;
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recover
y_target =
y_target_lsn =

#irecovery_target_name
recovery_target_time

PucyHok 37. PepakTupoBaHue ¢arnna postgresql.conf

14. B ¢anne postgresqgl.auto.conf BHECTU 3HayeHMA B CreaylolMe napamMeTpbl:

restore_command = ‘cp /opt/rubackup/mnt/postgresql_archives/%f %p',
recovery_target_time = '2023-03-27 15:29:00' U recovery_target_action =
"promote’

recovery target time =
recovery_target_action='p
restore_command = '

PucyHok 38. PegakTupoBaHue ¢aina postgresql.auto.conf

15. 3anycTtutb PostgreSQL komaHgom

sudo -u postgres nyTb_k_bin/postgres -D
nyTb_K_data_cogepxawen_KoHouUr _pansbl

lMpumep 3.

sudo -u postgres /usr/local/pgsql/bin/postgres -D
/usr/local/pgsql/data/patroni_cluster_1/data/

16. lNMocne ycnewHoro 3anycka PostgreSQL nposepuTb B fiorax, yto CYB/[, rotosa npwu-
HUMaTb NOAKNHOYEHUS;

17. OcTaHoBUTb PostgreSQL;

18. Ha knuneHTe ¢ ponbto Leader oT nonb3oBaTens postgres HeobxoAMMO yoannTb Kna-
cTep KoMaHgoun patronictl =€ /etc/patroni/config.yml remove
patroni_cluster_1. [loTpebyeTca nogTBEPXOEHME yaaNeHUa KnacTepa: Ha NepBbin
3anpoc NoBTOPHO BBECTU UMSA KacTepa, Ha BTOPOM 3anpoc BBeCcTU ppasy Yes I am
aware;
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Frmmmm - t==m=-- - Frmm-——- L e LT +
| Member | Host | Role | State | TL | Lag in MB
+ Cluster: patroni_cluster_1 (715859822136041482+

Frmmmmmm—- +====-- +mm--- e L R LT +
Please confirm the cluster name to remove: patroni_cluster_1
You are about to remove all information in DCS for patroni_cluster_1, please type: "Yes I am aware": Yes I am aware

PucyHok 39. NoaTteepXxaeHne yaaneHmsa knactepa

19. 3anycTuTb afieMeHT KnacTtepa Ha BM ¢ ponbto Leader;
20. 3anycTuTb 3/1IEMEHTHI KflacTepa Ha KIneHTe ¢ ponbto Replica;

21. Y6eonTbCs, YTO BCE 3/IEMEHTbI UMEKT CTaTyC running KOMaHLoOW, BbINOJIHEHHOM OT
nonb3oBaTesnisa postgres Ha KNnMeHTe, BXOAALWEM B KJlacTep:

patronictl -d etcd://agpec_xocTa_etcd list patroni_cluster_1

== Pe3epBHOE KOMUpoBaHMe C UCMONb30BaHMeM nogmMoayns pg_probackup
=== [logroToBKa K ncnosib3oBaHWMO pg_probackup
o [ns KoppekTHOW paboTbl NOAMOAYNA HEOOXOAMMO HaNN4Ymne:

e YTUNUTBLI pg_probackup Bepcuun 2.6 nnuv Bblle;

e ptrack Bepcumn 2.6.0 nnu Bblwe.

[nAa BbINONHEHNA pe3epBHOro KONMPoBaHUA C NoMOLLLbO Moayna PostgreSQL ¢ nogmo-
aynem pg_probackup BbinonHUTe cneayrowme AencTBus:

1. 3anycTtnte RBM KOMaHpom:
rbm

MNMocne aToro B oTKpbIBWEMCSH OKHe (PucyHok 40) BBegMTE HaMeHOBaHMe cepBepa
RuBackup, nmfa nonb3oBaTensa n naposb.
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RuBackup Manager

Wmsa cepeepa RuBackup
10.177.32.71

WmMa nonb3osatens

rubackup

MNapons

Tun ayTeHTUdUKaUnn
RuBackup DB

BonTwn

PucyHok 40. OkHo Bxoga RBM

. Hob6aebTe nyn Tuna «Client defined» ¢ nomowbo RBM nnb6o KoMaHgHOM CTPOKK (CM.
nogpobHee B JOKYMeEHTe «PyKOBOACTBO CUCTEMHOIO agMUHUCTpaTopa RuBackup»);

. HacTtponTte KnneHtckoe xpanmnuuie ¢ nomowbo RBM nn6o KoMaHOAHOW CTPOKK (CM.
nogpobHee B OKYMEHTe «PyKOBOACTBO CUCTEMHOIO agMUHUCTpaTopa RuBackup»);

o B cnyyae paboTbl ¢ nogMoAynemM pg_probackup npu Bbibope Tuna XpaHu-
nnwa Cloud Bam 6ygeT npennoXXeHo BBECTU aHHble Ass paboTbl ¢ obnay-
HbIM XpaHuiuuieM: XocT obnaka, nopt obnaka, bakeT, 6e30MacHOCTb
obnaka, ID knoya focTyna, CeKpeTHbIM KoY gocTyna. [JaHHasa nHpopma-
uma 6yoeTt nepefaBaTbCA MOAYMO KIIMEHTA MNPW BbINOMHEHUN Pa3fIUYHbIX
onepauumn n nepesanncbiBaTb KOHPUrypaLOHHbIN dann
/etc/pg_probackup/s3.config. Taknm ob6pasom, ykasas faHHble B RBM, Bbl
CMOXeTe OOHOBUTb AaHHble OJ1A BCEX K/IMEHTOB, KOTOpble BYAYT UCMONb-
30BaTb OaHHbIA Ny”n.

. HacTponTe Ha KnneHTCKOM xocTe 6a3y faHHbIX PostgreSQL;

5. YcTaHOBUTE Ha KIMEHTCKOM XxocTe wMoaynb ana PostgreSQL  Universal

(rb_module_postgresql);

. PasBepHuTE KIMEHT pe3epBHOrO KOMUPOBaHUSA, CKOHOUIYpUPYNTE M NOAKIHOUYNTE
ero Kk cepsepy CPK Ha xocTe, rge yctaHosneH Moaynb gns PostgreSQL Universal;

. CospganTte B S3-xpaHunue MinlO nanky, B KOTopyto 6yayT noMewaTbCs pe3epBHble
Konuu;

. HacTtponte PTRACK Ha KnueHTe ona co3faHna M BOCCTAHOBMIEHUA UHKPEeMeHTaslb-
HbIX KONU TabnnyHbIX npocTpaHcTB CFS;
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9. HacTtponTe yTunuty pg_probackup Ha KnneHTe gna paboTbl C S3-XpaHUNULLEM;

o Ona paboTbl ¢ S3-xpaHunuwem MinlO B yTunnte pg_probackup Hy»XHO
MCMoMb30BaTb KMOY --s3=minio

1. Ons Mcnonb3oBaHMA peXxXuma MNocTpaHMYyHoro konumposaHusa (PAGE) HacTpounTe
HenpepbIiBHOE apxusmpoBaHne WAL c cepsepa b/] B8 CPK RuBackup.

=== MHMUManmsauma Kkatanora pesepBHbIX KOMnin

[ns Hayana pa6oTbl nogMoayna pg_probackup BbINOMHUTE NocneaoBaTeNbHO Cleayro-
LMe KOMaHObl OT UMEHW Nonb3oBaTesNsi yKasaHHOro B napameTpe postgresql_admin B
KOHdUrypaumoHHomM oaine mogyns (rb_module_postgresql.conf), N0 yMONYaHMO 3TO
nonb3oBaTeNb postgres. (Nogpo6Hee cM. B obuMLMaNbEHOM LOKYMEHTALNN):

pg_probackup init -B kaTanor_xkonuin [--skip-if-exists] [napameTpbi_s3] [--help]

pg_probackup add-instance -B kaTanor_konun -D kaTanor_pgaHHbiXx --instance
uma_osksemnnapa [--skip-if-exists] [napameTpbi_s3] [--help]

o NMA_ak3emMnispa AO/IKHO coBnagaTbh C MMEHEM KaTanor_gaHHbIX. Hanpumep,
ecnn gobaBnsaeTcsa KaTanor AaHHblX /var/lib/pgpro/std-13/data/, 3HauuT,
NMeHeM aK3eMnsapa byaeT data.

Oupektopuna /opt/rubackup/mnt/pg_probackup ” BCe BJIOXEHHble B Heé
nanku AoKHbl 6bITb AOCTYMHbI AJ1 3aNUCU N YTEHUS MONb30BaTEeNO YKasaH-
HOMY B napameTpe postgresql_admin B KOHOUrypaunoHHOM danne mopyns
(rb_module_postgresql.conf), N0 YMONYaHWO 3TOT NOSb30BaTENb postgres, a
TakXXe Nosib30BaTesto, Mo, KOHTPOEM KOTOPOro paboTaeT KimeHT RuBackup.

ObecneuynTb AOCTYN MOXHO CliefyrowmmMm obpasom:

sudo chgrp postgres -R /opt/rubackup/mnt/pg_probackup
sudo chmod g+rwx -R /opt/rubackup/mnt/pg_probackup

Hwuxe onncaHbl napamMeTpbl, KOTOpble HEO6XOAMMO 3afaTb AN pa3MeLLEeHUA KOMnuin B
YacTHOM 06/1a4YHOM XpaHunuLe. 3TN NapaMmeTpbl MOTYT 3a4aBaTbCA C NKOObIMU KOMaH-
AaMun, KoTopble pg_probackup BbINONHAET Yepes nHtepodenc S3:

e --s3=s3_interface_provider — 3afa€T npoBangepa, Nogaep>XmBaroLLero nHTep-
¢enc S3. Bo3aMOXHble 3HaYEeHUS:

o Minio — o06bekTHoe xpaHunuwe MinlO, coBMecTUMoe ¢ 06/1a4HbIM XPaHUULLEM
S3. C aTuM npoBangepoM no yMos4yaHuo ncnonbsyetca npotokon HTTP un nopTt
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9000.

e --s3-config-file=nyTb_k_danny_koHdurypauum. ECNM 9TOT napaMeTp OrnyckaeTcs,
pg_probackup nuet dann KoHUrypaumu S3 CHayvana B
/etc/pg_probackup/s3.config, a 3aTeM B ~postgres/.pg_probackup/s3.config.

MogpobHee 0 3anoNHEHUN KOHOUTYpaLMOHHOro danna ana pabotbl ¢ S3 cM. oduLmans-
HYO gokymeHTauno (pasgen «MNapameTtpbl S3).

MpuMmepbl UCNOb30BaHNA KOMaHA € S3:

* [Mpumep nucnonb3oBaHna add-instance:

pg_probackup add-instance -B /opt/rubackup/mnt/pg_probackup --instance=data
--pgdata=/var/lib/pgpro/ent-16/data --s3=minio

Ecnn nnaHupyeTcs ncnonb3oBaHMe MOAYNA AN PE3ePBHOIO KOMMPOBAHUA KacTepos
Postgres Pro B cocTase patroni, TO HEOOXOAMMO BbIMONHUTD cnegyrowyro KomMmaHay:

sudo pg_probackup set-config -B /opt/rubackup/mnt/pg_probackup/ --instance
=patroni --pghost ip_knacTepa

raoe ip_knacTepa — 3TO ip-agpec Konmpyemoro aksemnaapa patroni.

=== HacTponka konupyemoro knactepa 6a3 [aHHbIX [N18  WUCNOSb30BaHUA
pg_probackup

[ns BbINOMIHEHUSA pPE3epPBHOr0 KOMUPOBaHUS B 3alMLLEHHOM pPeXunme HeobXOoAMMO
co30aTb POJib C OrpaHUYEeHHbIMM NpaBaMn M 6a3y OaHHbIX PEe3epPBHOro KOMMPOBaHMS.
NmMs ponun, 6a3bl AaHHbIX U Naposib YCNOBHbI U MOTYT OblTb MBMEHEHbI MO YCMOTPEHUIO
nonb3oBaTens. [locnenoBaTeNbHOCTb AENCTBUIA ClieayroLlas:

1. CHayvana co3paiTe 6a3y [aHHbIX Pe3epBHOro KoNMpoBaHus. [laHHaa onepaumsa npo-
N3BOAUTCSA OT UMEHM MNosib3oBaTens postgres:

su postgres
createdb backupdb

2. [lanee onuncaH Npouecc cosgaHnsa ponu gnsa BbINOSIHEHUA Pe3ePBHOI0 KOMMPOBaAHUS.
B uensax obecnedyeHna 6e30MacHOCTU KOMUPYEMbIX [AaHHbIX, cO34aBaeMas pPosb
oypet obnagaTtb MWHMManNbHbIMW NpaBamMy, HeOOXOOUMbIMW [OJ1 BbINOJIHEHUSA
pe3epBHOro KonnpoeaHusa ak3emnnapa Postgres Pro. B aToM npumepe Takon posnbro
o6ypeTt rubackup_backuper.

a. BoinonHute nopgknoyeHne K 6ase gaHHbIX backupdb OT MMeHM nonb3oBaTens
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postgres:

sudo -u postgres psql -d backupdb

b. danee, B psql co3ganTe pofb rubackup_backuper (MMA Nonb3oBaTenss MOXeT
OblTb M3MEHEHO) U 3afanTe Naposib (B KayecTBe MNapofs YKaXuUTe >XenaemMbli
naposb BMECTO 12345). 3aTeM Npu NOMOLLWM NPUBEAEHHOIO HUXE CKpUNTa onpe-
Aenute cnegyrouime paspelleHuns Ha cepBepe Postgres Pro (Tonbko B 6ase faH-
HbIX, K KOTOPOW NPOM3BOANTCS MNOAKIHOYEHNE).

Lns Postgres Pro Bepcuu 14 u Huxe
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BEGIN;

CREATE ROLE rubackup_backuper WITH LOGIN;
ALTER USER rubackup_backuper WITH PASSWORD ‘12345';
GRANT USAGE ON SCHEMA pg_catalog TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog
boolean) TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
rubackup_backuper;

GRANT EXECUTE ON FUNCTION
TO rubackup_backuper;
GRANT EXECUTE ON FUNCTION
rubackup_backuper;

pg_catalog

pg_catalog

pg_catalog

pg_catalog

pg_catalog

pg_catalog

pg_catalog

pg_catalog

.current_setting(text) TO

.set_config(text, text, boolean) TO

.pg_is_in_recovery() TO

.pg_start_backup(text, boolean,

.pg_stop_backup(boolean, boolean) TO

.pg_create_restore_point(text) TO

.pg_switch_wal() TO

.pg_last_wal_replay_1lsn() TO

.txid_current() TO

.txid_current_snapshot() TO

.txid_snapshot_xmax(txid_snapshot)

.pg_control_checkpoint() TO

ALTER ROLE rubackup_backuper WITH REPLICATION;

COMMIT ;
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Lns Postgres Pro 15

BEGIN;

CREATE ROLE rubackup_backuper WITH LOGIN;

ALTER USER rubackup_backuper WITH PASSWORD ‘12345’ ;

GRANT USAGE ON SCHEMA pg_catalog TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.current_setting(text) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.set_config(text, text, boolean) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_is_in_recovery() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_backup_start(text, boolean) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_backup_stop(boolean) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_create_restore_point(text) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_switch_wal() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_last_wal_replay_1lsn() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.txid_current() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.txid_current_snapshot() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.txid_snapshot_xmax(txid_snapshot)
TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_control_checkpoint() TO
rubackup_backuper;

ALTER ROLE rubackup_backuper WITH REPLICATION;

COMMIT;

na Postgres Pro 16 KoMaHgbl MOTYT OT/IMYATLCA — CM. OQULIMANbHYO LOKYMEH-
Tauuo.

3. CospanTe ¢pann .pgpass B JOMaLLUHEM KaTanore nosb3oBaTesia YyKasaHHOro B napa-
MeTpe postgresqgl_admin B KOHPUrypaumoHHOM danne Moaynsa
(rb_module_postgresql.conf), N0 yMONYaHMO 3TO NOMb30BaTeNb postgres. B panne
.pgpass HeobxogMMo yKasaTb AaHHble OJ15 MOOKIYEHUSA K paHee co3aaHHOon 6ase
OaHHbIX U ONA penankaumn.

9TO pacnpoCTpaHEHHbIN cnocob xpaHeHnsa nHdopmauum o coegmHeHun B PostgreSQL
BMECTO BBOZa Mapofif npu KaXkgon COBEPLUEHHOW onepaunn Cc pg_probackup. 3TOT
dann ooNKeH cogepXaTb CTPOKW B TaKOM popmarTe:
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cepBep :nopT :6a3a_JaHHbIX : UMA_Mofib30BaTens .napoJb

localhost:5432:backupdb:rubackup backuper:12345

localhost:5432:replication:rubackup backuper:12345

PucyHok 41. NMpumep ¢aina .pgpass

o dann .pgpass 00fA3aTeNIbHO AOMKEH HaxXxOAMTbCA B [AOMalUHEM KaTanore
nosb3oBaTesis yKasaHHoOro B napameTpe postgresql_admin B KOHOGUrypaumoH-
HOM danne moayna (rb_module_postgresgl.conf), N0 yMOAYaHWMO 3TO MNOJb-
3oBatenb postgres (gomawHuin kaTtanor — /var/lib/postgresql). He
MeHSNTe MecTamMn nHGopMaLno B CTPOKe, OHa O0/KHa ObiTb yKasaHa Kak B
npumepe. TakXe, Macka paspelleHuin ¢anna goskHa COOTBETCTBOBaTb Macke
0600. ECnu ogHO M3 3TUX yCcnoBuin BygeT HapyLeHO, TO BbINOSIHEHME pe3epB-
HOW Konun ByaeT npepBaHO OWNOKOMN.

1. Nanee Heob6Xo4NMMO NPON3BECTU U3MeHeHUA B panne pg_hba.conf. HanTtn KOHPUry-
paLNOHHbIN dainn, OTHOCALMNCA K HAaCTpanBaeMoMy KnacTepy, MOXHO TakK:

sudo -u postgres psql
psql —c 'show hba_file'

BbiszoBuTe psql npy noMoLm KoOMaHAabI:
sudo -u postgres psql

Ecnn pna nonb3oBaTens postgres He yCTaHOBMIEH Maposb, YyCTaHOBUTE ero, N3MeHuB
12345° Ha NOAXOAALUNA:

alter user postgres with password "12345°;
B KoHel ¢anna pg_hba.conf gobaBbTe cnepytowme CTPOKN:

host backupdb rubackup_backuper 127.0.6.1/32 md5
host replication rubackup_backuper 127.0.6.1/32 md5

o Mpu ucnonb3oBaHuM HAProxy, Heo6xogumo B daiin pg_hba.conf [06aBUTb
crefytoLme CTPOKM:

host backupdb rubackup_backuper <IP-agpec xocTta HAProxy> md5
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host replication rubackup_backuper <IP-agpec xocTa HAProxy> md5

BmecTo peer Besge yctaHoBuTe md>S. lNpumep ntorosoro ¢anna:

all all

all all 127.0.0.1/32

all all ::1/128

replication all

replication all 127.0.0.1/32
replication all ::1/128

backupdb rubackup_ backuper 127.0.0.1/32
replication rubackup_backuper 127.0.0.1/32

PucyHok 42. NMpumep ¢anna pg_hba.conf

MpoBepsieM, He 6bINO N1 ONeYaTok, U NepeYnTbiIBaEM KOHOUIYpaLmo:

psgql -c 'select * from pg_hba_file_rules’

psql -c 'select pg_reload_conf()"'
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BuiEpaTte

PostgreS0QL 14.2

:

PucyHok 43. IpoBepka KOHOUrypaLmum

MNocne peanusauun faHHbIX HAaCTPOEK MOAYJIb CMOXET BbINOSHATb NOMHOE pe3epBHOe
KonupoBaHne u punododepeHunanbHoe pesepBHOe KonupoBaHue B pexnme DELTA
ncrnonbaysa pexxnum goctaskn WAL no ymonyanmo (ARCHIVE).

=== HacTpomnka noTOKOBOIro pe3epBHOIro KOMMpoBaHuS

[na HaCcTPOMKM NOTOKOBOro pesepBHOro KonmposaHusa (STREAM) TpebyeTcsa npounsse-
CTU N3MeHeHMUA B ¢anne postgresql.conf, KOTOPbIN HAXOAUTCHA BHYTPWU KONUPYEMOro
Knactepa. Hanpumep, aupekTopuen knactepa CYB[ Postgres Pro 13 saBnseTtcs
/var/lib/pgpro/std-13/data/. ObpaTuTe BHUMAHME Ha TO, YTO pacnonoxeHue ¢panna
MOXeT OTNNYaTbCA B 3aBUCMMOCTWU OT gucTpubyTtmBa Linux, Bepcum Postgres Pro u
Knactepa 6a3 AaHHbIX.

BbinonHuTte cnepyrouwme AencTBus:

1. ycTaHOBMTEe O/ NapameTpa max_wal_senders [0OCTaTOYHO GONblIOE 3HA4YeHWe,
npegycMaTpuBaollee MUHUMYM OAHO MNOAK/YeHMe [ANs Mpolecca pes3epBHOro
KOMUPOBaHWS;

2. 3apanTe gnAa napameTpa wal_level 3HaYeHMe Bblle minimal.

Ecnu Bbl He nNnaHMpyeTe NPOU3BOAUTL AafibHENLYH HAaCTPOMKY, TO NOCNe BHECEHHbIX
n3MeHeHun B ¢pann postgresql.conf Heobxogmumo nepesarpysnTb cepsep Postgres Pro
NpPW NOMOLLLM KOMaHAbl:
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sudo systemctl restart postgrespro-std-13.service

[Nocne peanusaunn gaHHbIX HAaCTPOEK MOAY/Ib CMOXET BbINOJIHATbL MOJIHOE pe3epBHOe
KonupoBaHne u audoepeHunanbHoe pesepBHOe KonumpoBaHue B pexumax DELTA,
ncnonbaysa notokosyro goctasky WAL (STREAM).

=== HacTpoliKa HenpepbIBHOro apxmsmnposaHna WAL

[nsa BbINONHeHMA KonupoBaHuA B pexnme PAGE n BocCTaHOBMNEHUA pe3epBHbIX KOMUIM
Ha MOMEHT BpeMeHn (recovery-target) fOMKHO OCYLLECTBAATLCA HEMNPEPbIBHOE apXu-
BupoBaHue WAL.

YT0bbI HaCTPOUTb HEMNPEPbIBHOE apXnBMPOBaHWE, BbINONHUTE Creayrowme AenCcTBUS:

1. ecnu Bbl HaCTpanmBaeTe pe3epBHOE KONMMpoBaHMe Ha BeayleM cepBepe, 3apaunTe
Anda napameTpa wal_level 3HayeHue Bblle minimal. napameTp archive_mode [on-
XE€H UMeTb 3HauyeHne on Unu always. [N BbINOMHEHNA Pe3€PBHOM0 KONUPOBAHMA Ha
Be,OMOM TpebyeTcs 3HayeHne always.

2. yCTaHoBUTe napamMeTp archive_command:

archive_command = '/nyTb_uHcTannauun/pg_probackup archive-push -B
/opt/rubackup/mnt/pg_probackup* --instance uma_sk3emnnapa --wal-file-path %p
--wal-file-name %f [napameTpbi_ygaanéHHoro_pexumal'

roe:

e NYTb_MHCTaNNALUMM — 3TO NyTb K KaTanory ycTaHOBNEHHOM Bepcumn pg_probackup,
KOTOpPYH Bbl XOTUTE UCMONb30BaThb.

e NMA_SK3eMnsgpa AO/MKHO yKasbiBaTb Ha YyXe MPOMHULWANN3NPOBAHHbLIA ONA OaH-
Horo knactepa b/l konupyembln ak3eMnnap.

e napameTpbl_yAanéHHOro_pexuma AOJIKHbl 3a4aBaTbCA TOMbKO B Cllydae pacnono-
XeHunsa apxusa WAL B yganéHHon cucteme.

[Mpumep:

archive_command = '/opt/pgpro/ent-16/bin/pg_probackup archive-push -B
/opt/rubackup/mnt/pg_probackup --instance data --wal-file-path=%p --wal-file
-name=%f --s3=minio’

1. ycTaHoBUTe NapameTp restore_command:

restore_command = 'nyTb_uHcTannauuu/pg_probackup archive-get -B kaTanor_konum
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--instance umsa_sksemnnspa --wal-file-path=%p --wal-file-name=%f
[napameTpbi_yAaneHHOr o_pexuma ]

roe Katanor_Konum — aTo KaTtarnor, npe,u,HasHaquHbM On4a pe3epBHbIX Konun.

Mpumep:

restore_command = '/opt/pgpro/ent-16/bin/pg_probackup archive-get -B
/opt/rubackup/mnt/pg_probackup --instance data --wal-file-path=%p --wal-file
-name=%f --s3=minio’

o Ecnn Bbl nnaHupyeTe BbIMNOAHATL CTPaHWYHOE KOMMpoOBaHWEe W/unu penatb
KOMuu ¢ BegOMOro cepsepa, ncnonbsysa pexum goctaskn WAL ARCHIVE, npu
HeAOCTaTOYHON TPaH3aKLMOHHOM aKTUBHOCTU MOXeET noTpeboBaTbCA LOJTO
XOaTb 3anofiHeHus odyepegHoro cermeHta WAL. YTo6bl orpaHMunTb BpeMms
OXWOaHWA, Bbl MOXeETe BOCMOJIb30BaTbCA NapaMeTpoM archive_timeout Ha
BeaylwemM cepBepe. 3Ha4YeHMe 3TOro napamMeTpa LO/KHO 6biTb MEHbLUE 3Ha-
YeHUs --archive-timeout (N0 yMOMYaHMO 5 MUHYT), 4TOObI 3aMOSIHEHHbIN
CerMeHT ycnen nepepatbcA BeLOMOMY cepBepy WM nonacTtb B apxus WAL,
npexae 4Yyem KonuvpoBaHMe NPepBETCA MO TanM-ayTy, 3afaHHOMY napamert-
pOM --archive-timeout.

Ecnn Bbl He nMnaHupyeTe NpPon3BOAUTb OaflbHENLWYKO HAaCTPOWKY, TO NOC/Ee BHECEHHbIX
n3MeHeHun B pann postgresql.conf Heobxogmmo nepesarpysnTb cepsep Postgres Pro
NpPW NOMOLLM KOMaHAbl:

sudo systemctl restart postgrespro-std-13.service

lMocne peanunsauunm gaHHbIX HACTPOEK MOAYJTb CMOXET BbINONHATL AnddepeHymnanbHoe
pesepBHoe KonupoBaHue B pexunme PAGE, ncnonbaya pexumbel goctasku ARCHIVE w
STREAM.

=== HacTponka KkonnpoaHua B pexunme PTRACK

[Mepen BbiNOAHeHMEM auddepeHUmanbHon pesepBHoM kKonunm B pexmme PTRACK
BbIMOJIHUTE NOArOTOBUTENbHbIE AENCTBUA, KaK YKasaHO B pasfene HacTporka Konupo-
BaHUsA B pexume PTRACK.

=== 3aBepLUeHNe HaCTPOIKMN KnacTepa

Mocne BbINONHEHUA NOArOTOBKM LIENIeBOro Knactepa K BbINOJIHEHUIO Pe3ePBHOM0O KOmMu-
pOBaHMA HeO6X0ANMO NepesanycTUTb KnneHTa RuBackup:
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rubackup_client stop
rubackup_client start

B pesynbTaTe KIMEHT JOIKEH COOBWUTb O TOM, YTO MOAY/ b PE3ePBHOIr0 KONMMPOBaHUSA
Postgres Pro roToB k paboTe:

Try to check module: PostgreSQL...
Execute OS command: /opt/rubackup/modules/rb_module_postgres -t 2>&1
. module PostgreSQL was checked successfully

=== [1pmMHUMN paboTbl nogmMoayna pg_probackup

MNogpobHyo nHPopMaumo o npuHuune paboTbl nogmMoaynsa pg_probackup Bbl MoXxeTe
NOCMOTPEeTb Ha opuLmanbHoM canTe Postgres Pro.

=== [lpyMep mncnonbs3oBaHMsa nogmMoaynsa pg_probackup B MeHep)xepe agMUHUCTpa-
Topa RuBackup (RBM)

YT0o6bI BbINOMHATbL PeErynspHoe pesepBHoe KonvposaHue knactepa CYB/, Postgres Pro,
HeobXxo4MMO co3gaThb NpaBuo B rnobanbHOM pacnucaHun. [Jna aToro BbINOMHUTE che-
ayroume gencTeus:

1. CospanTte npaBuno NobanbHOro pacnucaHus, Ans 4ero samgute B pasgen «lno-
6anbHoe pacnucanme» (PrucyHok 44) n HaXXMUTe Ha KHoNKY «[1o6aBnTb»;
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-

¢’ Ru £ 8 ®

99 NMaHenL MOHUTOPUHIa MmMs rnofansHOro pacnucaHns Craryc Uma knneHTa Wma nyna

O rule run dima c475aa05b90bdee3 Default
O0bbekTsl

= rule 1 @ dima c475aa05b90bdee3 Default

CTpaTeruu test @ dima c475aa05b90bdee3 Default

El rnobansHoe pacnucaHve

YnanéHHaa penavkaunsa
= Peno3uTopui

Ouepens 3anay

EJ Cepsepbl RuBackup

[=] XKypHansi

ALMWHWUCTPUPOBaHWe

(@

& rubackup@dima

PucyHok 44. Co3paHune npasuna rnobanbHOro pacnnucaHms

2. B oTkpbiBwEMCA okHe (PucyHok 45) Bblbepute KNMEHT, Ha KOTOPOM YCTaHOBJ/IEH
Mogaynb gns PostgreSQL Universal;

iy
¢ Ru & & @

o=

,D,DGBBHTI: npaexvno rnobaneHoro pacnucaHnuA \/ |'|pl4r~|E‘H|-1Tb
99 NaHenb MOHWTOPWHra

Mpaeuna rno6ankHoOro pacnnucaH1a
L] O6bekThl

Crpaterum MapameTpsl Npaeuna

HaseaHwe npaeuna
[E rnobansHoe pacnucaHune

KnunenT okostin-postgrespro.rubackup.local (19610fe98e248073) N
| YnanéHHaa pennukauuns
Twn pecypca PostgreSQL universal xoW ] -
= PenozuTtopuii
Pecypc * -
Ouepeat 3anad Tun PK MonwHas W

E Cepeepul RuBackup

JononHUTENbHBIE NapaMeTpbl Npasuna

[=] XypHansi
EMKOCTb XpaHunmwa Inf ré
, AIMWHWUCTpUpOBaHNe .
EMKOCTL XpaHunuLia KAMeHTa Inf re
MpuopwnTteTt 100
3awmTHOE NpeobpasoeaHue nocrypt @

CkpunT NpHU HOPMANLHOM BbINOAHEHWK
CkpunT NpW BbINONHEHWM C owWBKamn

CkpunT Npu BOCCTaHOBNEHWMMW

8 rubackup@10.177.32.71

PucyHok 45. Bbibop KMeHTa, Ha KOTOPOM yCTaHoBAeH Moaynb Ana PostgreSQL Universal
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3. Boibepute Tnn pecypca — «PostgreSQL universal»;

4. OTKponTe napameTpbl Moayna HaXaTUeM KHOMKU «...» PAAOM C BblOpaHHbIM TUMOM
pecypca;

5. B nossuslemcs okHe (PrucyHok 46) BblibepuTte nogMoaynb (engine) pg_probackup;

PostgreSQL universal

engine | pg_probackup ¥ |
stream (O ‘:)
pg_pro_threads 1 +
pg_pro_backup_mode PTRACK ~
secret_method No secret method v

3Ha4yeHWa No YyMon4aHWwo

PuncyHok 46. Beibop nogmopnyns

6. HacTponte uumcno napannesnbHbiXx MOTOKOB (pg_pro_threads), B koTopble 6ypeTt
BbINONHATBLCA Pe3epPBHOE KOMMPOBAHUE UM BOCCTAHOBEHME. [10 yMOMYaHUIO KONn-
4eCTBO NOTOKOB paBHO 1;

7. BbolbepuTe pexum pesepBHOro konmposaHua («pg_pro_backup_mode») — (DELTA,
PAGE, PTRACK). No ymonuyaHuo — DELTA;

MNepepn BbINOHEHNEM PE3EePBHOro KonMpoBaHua B pexxume PAGE npounsse-
ANTEe HaCTPOWKY HenpepbiBHOro apxmsmpoBaHma WAL (cMm. [backup-using-
the-pg_probackup-submodule]). A nepep BbINOMHEHNEM PE3EPBHOIrO KOMm-
poBaHus B pexume PTRACK nponsBeauTe HaCTPOWKY corfacHo [setup-of-
copying-in-ptrack-mode].

8. BblbepuTe, Kakon pexum goctaskm WAL mncnonbsoBatb (napameTtp stream, (Pucy-
HOK 47)): STREAM (BO BKIHOYEHHOM MONOXEHUM, N0 yMon4yaHuo) nnm ARCHIVE (B
BbIK/TFOUYEHHOM MOJTIOXEHWUN);
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PostgreSQL universal

engine |pg_prcbackup{ W N |
stream () (:)
pg_pro_threads 1 . +
pg_pro_backup_mode PTRACK W
secret_method No secret method v

SHa4eHWA No YMoN4aHWo

PucyHok 47. Bbibop pexuma goctaskm WAL
=== HacTporka konnposaHusa B pexmme PTRACK

Ons koppekTHon paboTbl mMopgynsa PostgreSQL Heobxopum ptrack Bepcum
2.6.0 nnu Bblwe.

lMNepen BbINONHEHNEM UHKPEMEHTANbHOW pe3epBHOMN Konun B pexxnme PTRACK Bbinos-
HUTe crnefyrolme NOgroToBUTENbHbIE AENCTBUS:

1. OTpenakTnpymnTe KOHOUrypaunoHHbIn ¢pann postgresql.conf:
2. 3apanTe gnAa napameTpa shared_preload_libraries 3HayeHue ptrack:

3. pobaBbTe B KOHeL, KOHOUrypaLMoHHOro darna napameTp ptrack.map_size u yCTa-
HOBUTE ero 3HayeHue rno cneayrLwmnm npasunam:

Ona onTuManbHOM MPOM3BOAMTENIbHOCTU PeKoOMeHOyeTCA 3afaBaTb ptrack.map_size
paBHbIM N / 1024, rge N — 06BbEM KnacTepa Postgres Pro B MerabanTtax. YeennumeaTb
3HayeHue ptrack.map_size CBEpPX PEKOMEHAYEMOro He mmeeT 60MbLIOro npakTuye-
CKOro cMbicna. MakcumManbHO JOMNyCTUMOE 3HayYeHne — 1024.

o Ecnn go aTux MaMeHeHun 6bina caenaHa nofiHaa pesepBHas Konus, To nocne
BCTYN/EHNA USMEHEHUI B CUTYy HEOBXOAMMO caenaTb HOBYH MOJIHYIO pesepB-
HYHO KOMUIO, MHa4de anddepeHumanbHoe pe3epBHOE KOMMPOBaHWE B pexXume
PTRACK npepBETCSA OLINOKON.
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1. BbInONMHMUTE KOMaHAY 419 nepesanycka cepBuca.
sudo systemctl restart postgres[umsa_cepBuca]l.service

Mocne peanusauun gaHHbIX HACTPOEK MOAYJ/b CMOXET BbIMNOSHATb UHKPEMEHTasbHOe
pesepBHOe kKonuposaHue B pexnme PTRACK, ncnonbays pexumbl goctasku ARCHIVE v
STREAM.

1. 3angute oT UMeHU agMuHUcTpaTtopa b/l B backupdb:
sudo -u postgres psql -d backupdb

N BbINOSHUTE CreyroLnin 3anpoc:
CREATE EXTENSION ptrack;

1. 3aBepLluMTe HAaCTPOMKY NnapameTpoB Moaynsa HaXaTuemM KHonku «OK»;
2. BbibepuTe pecypc;
3. Bbibepute LN pe3epBHOMN KOMUU — MNOJIHaS;

4. BblbepuTe nyn tuna «Client Defined»;

o Ecnu 6ypeT BbI6paH nyn Apyroro Tuna, 3agava 3aBepLUNTCS C OLWNOKOMN.

5. BblbepuTe ocTasbHble napameTpbl B OKHe npasBwuia rnobanbHOro pacrnmcaHus u
HaXXMUTE Ha KHOMKY «[TpUMEHUTb».

He 3abyabTe ycTaHoBUTbL ¢pnar «C pasBepTbiBaHNEM» BO BPEMSA BOCCTaHOBJE-
HUSA pe3epBHON Konnu

== HacTponka konmposaHua B pexnme PTRACK

Onsa koppekTHon paboTbl Momyna PostgreSQL Heobxoamm ptrack Bepcum
2.6.0 unu Bblwe.

[Mepepn BbINOMIHEHMEM UHKPEMEHTaNIbHOW pe3epBHOMN Konun B pexxume PTRACK Bbinon-
HUTe crnefyrowme nNogroToBUTENbHbIE LENCTBUS:

1. OTpepakTUpynTe KOHPUrypaumnoHHbin ¢pann postgresql.conf:

2. 3apanTe gnAa napameTpa shared_preload_libraries 3HauyeHue ptrack:

3. po6aBbTe B KOHEL, KOHOUTYpaLMOHHOro darina napamMeTp ptrack.map_size U ycTa-
HOBWUTE ero 3HauyeHue No creayroLwmnm npasunam:
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ans onTUManbHOWN NpPoON3BOANTENBHOCTH peKkoMeHayeTcsa 3agaBaThb
ptrack.map_size paBHbiM N /1024, rae N — 06bEM knacTtepa Postgres Pro B mera-
6anTax. YBennumBaTb 3Ha4yeHne ptrack.map_size CBEPX PEKOMEHOYEMOIO HE UMeeT
60NbLWOro NPakTUYECKOro cMbicna. MakcnMmManbHO AONYCTUMOE 3HaYeHne — 1024 .

o Ecnn oo aTux usMmeHeHun Obina cpenaHa nosHaa pesepBHas Komnus, To
nocne BCTYMNEHUA N3MEHEHUA B CUYy HEO6XO0OMMO caenaTb HOBYHO MON-
HYIO pPe3epBHYIO KOMWIO, MHave anddepeHLmanbHoe pe3epBHOE KoNMpoBa-
Hue B pexnme PTRACK npepBEéTcs ownbKON.

4. BbinonHUTE KOMaHAy 1A nepesanycka cepsuca.
sudo systemctl restart postgres[uma_cepsuca].service

[Mocne peannsauun gaHHbIX HACTPOEK MOAYJIb CMOXET BbIMNOJIHATE MHKPEMEHTalb-
Hoe pe3epBHOe KonunpoBaHue B pexume PTRACK, ncnonb3ysa peXxumbl LOCTaBKU
ARCHIVE n STREAM.

5. 3anguTte OoT MeHu agMunHucTpaTopa b/ B «bakupdb»:
sudo -u postgres psql -d backupdb
N BbIMONHUTE CNeayoLWni 3anpoc:

CREATE EXTENSION ptrack;

[1] HacTpoiiku no ymonuaHuio 6yayT fo6aBneHbl B MOCNEAYHOLMX Penn3ax nporpaMMHOro NpoayKTa B 9TO Xe OKHO AJs Moss
«lMapameTpbl BOCCTAHOBMNEHUS 47151 MOZYS»
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