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Mogynb PostgreSQL Universal npegHasHayeH ona pe3epBHOro KONMpoBaHMA 1 BOCCTa-
HoBneHna CYB[, PostgreSQL, Tantor Special Edition n Jatoba.

Tabnuya 1. MNopgep>kmsaemeie sepcun CYB/]
PostgreSQL 11,12, 13, 14,15, 16, 17
Tantor Special Edition 15, 1C 15, 16
Jatoba 6

Tabnuya 2. MoaaepxmBaemMblie TUMbl Pe3epPBHO0 KOMUPOBaHUS
MonHoe pe3epBHOE KONUpPOBaHNe —

Pe3epBHOe KONUpoBaHMe apXUBHbIX XXYPHanos
TpaH3saxkuyuin (WAL)

Mogaynb PostgreSQL Universal nogaepxuaeTt 6e3onacHoe xpaHeHne ayTeHTudunkaum-
OHHOM MHPopMaLum gna nogknoyeHnsa K CYB[ ¢ noMoubio BHELWHEro XpaHuanw,a cek-
petoB HashiCorp Vault.

Tabnuya 3. XpaHunuiya cekpeToB

XpaHunuuie ceKpeToB OnepaLoHHbIE CUCTEMBDI
HashiCorp Vault 1.16.3 Astra Linux 1.7

Ubuntu 20.04

RHEL 8

BoamoxHO BbI6paTb oguH U3 nogmopynen PostgreSQL Universal npmn HacTponke npa-
BWJT N CTpaTerum pesepBHOro KONMpoBaHuA:

Tabnuya 4. lNoamoaynn

postgresql Mcnonb3yeTt HU3koypoBHeBbI APl CYB[ ans BbiNoNHEHNA pe3epBHOro
KonnpoBaHus

pg_probackup McnonbsyeT yTunnTy pg_probackup AN BbIMOJIHEHWNA Pe3ePBHOrO KONUPO-
BaHua CYb[

superb PesepBHoe KonupoBaHue n BoccTaHoBneHne CYB/[ B peXxnume Henpepbis-

HOro pe3epBHOro KonnpoBaHmA N pe3epBHOIro KOMNpPoBaHMA apXUBHbIX XYpP-
HaNoB TpaH3aKL M

Mopaynb obecneumBaeT NogaepXKy AefynnvKauum AaHHbIX B XOA4E PEe3epBHOro Komnu-
POBaHUSA.

MpUHLMN pes3epBHOrO KOMUPOBAHWUA COCTOUT B MEPUOLMYECKOM CO3LaHWUM MOJHbIX
pes3epBHbIX Konuin ak3emnnapa CYB[ 1 pe3epBHOM KONMUPOBaHMM apXMBHbIX XYpPHanoB
TPaH3aKLMiA No 3a4aHHOMY pacnucaHuio.

B RuBackup noggep>xuBaeTcsa cosgaHne 6a30BbiX pe3epBHbIX KOMUIM (MOMHbIX pe3epB-
HbIX KOMWUI), @ TakXe COo3aHne MHKPEMEHTalbHbIX pe3epBHbIX KOMU (Co3g4aBaeMblX Ha
ocHoBe 6asoBon pesepBHOM kKonuu). OAnddepeHumnanbHOe pe3epBHOE KOMMpOBaHMe
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OaHHbIX nognep>xunsaemMboix CYB[ He npeayCcMOTPEHO.

Mpy BbINOIHEHUM PE3EPBHOr0 KOMMPOBAHWUS OaHHbIX ANA nogmMoaynein postgresql u
superb GyayT co3AaHbl pe3epBHble KOMUU:

e ¢anmnoB pgaHHbiXx CYB[, pacrnofioXXeHHbIX B AUPEKTOPUKM, KOTOopas onpepensercs
aBTOMaTU4YeCcKM UNM  3agaeTca napaMeTpoM  data_directory B ¢danne
postgresql.conf ([naga 2);

e APXMBHbIX XYpHanoB TpaHsakuun (WAL-dannoB), pacrnonoXeHHbIX B AUPEKTOPUN,
KoTopas onpepenseTca napameTpom archive_catalog B danne
/opt/rubackup/etc/rb_module_postgresql.conf ([naBsa 2);

o pannos HacTpoek CYB[], He3aBUCUMO OT UX PaACMONOXEHUSA:

o postgresql.conf. Ecnn B KOHOUrypaunoHHbIN dann postgresql.conf BKAKOYEHbI
Apyrne  KOHOUrypauuoHHble ¢annbl  (C  nomowbk  guvpekTmB  include,
include_if_exists, include_dir), To OyaeT cosfaHa pesepBHas KOMUSA 3TUX
¢dannos;

o pg_hba.conf;

o pg_ident.conf.
[Mocne ycnewHoro pesepBHoro konunposaHna WAL-pannbl MoryT 6bITb aBTOMaTUYECKN
yoaneHbl kKnueHToM RuBackup n3 kaTanora ¢ apxmBHbiMu WAL-dannamm (napametp

archive_catalog B KOHOUrypauuMOHHOM dainne Moayns), ecnum BK/IKOYEH MapamMeTp
auto_remove_wal B KOHOUrypaumoHHOM ¢dainne mogyns.
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naBa 1. OrpaHnyeHun

3anyCcTuTb OAHOBPEMEHHO [BE ornepaynmn pe3epBHOro KONMpoBaHUA UM BOCCTaHOBIE-
HUA gna mopyna PostgreSQL Universal Ha ogHOM XOCTe HEBO3MOXHO. BbinonHeHme
pe3epBHOro konuposaHua CYB[ npounsBoauTCsa METOAOM, He npefycMaTpuBaroLL UM
napannenbHbIX 3agay pe3epBHOro KONMPOBaHUA U BOCCTAHOBMIEHMA A1 OAHOW U TOW
e CYB[]. Ecnu napannenbHas 3afada 6yaeT 3anyLeHa, OHa 3aBepPLINTCA C OLUIMOKON.

BoccTaHoBneHMe Ha onpegeneHHbln MOMEHT BpeMeHu (point-in-time recovery (PITR))
ANA noagMoAyns pg_probackup HEBO3MOXHO.

Bo BpeMs BbIMOMHEHUA 3a4ayM Ha CO3LaHME MHKPEMEHTaNlbHON pe3epBHOM
konun B RuBackup npoussoantca aHanns WAL-¢annos. Ecnn aHanus rnokasbl-
BaeT, 4YTo B TekywemMm WAL-¢painne nsmeHmnacb nMMH1UA BpeMeHN No CpaBHEHUIO
¢ nocnegHum WAL-dannom us npegbigyLlien ntepaynm cosgaHma pesepBHON
KOMUU, TO BMECTO MHKPEMEHTaNbHOW KOMUW CO3JaeTcA NofiHasa pesepBHas
KONusa. 3TO akTyanbHO ANA nogmMonynen postgresql v superb.

Mpwn BbINOSIHEHNN BOCCTAHOBMIEHUA C pa3BepTbiBaHNEM CYLLECTBYHOLWMA Kna-
cTep 6a3 paHHbIx CYB[, PostgreSQL 6ypeTt yHUUTOXEH, a Ha ero MecTe byger
BOCCTaHOBJIEH KnacTep 6a3 AaHHbIX N3 pe3epBHON Konuwu. lNepepn onepaunen
BOCCTaHOBJIEHNA PEKOMEeHAYeTCA NPUHYAUTENbHO OCTaHOBUTb pPaboTy Bcex
knnenToB ¢ CYB/[ v BbiNnoMHUTL 6a30Boe (NOSTHOE) pe3epBHOE KOoNMpoBaHue!

PeKoOMeHLYEM OTK/IHOYNUTb BO3MOXHOCTb LIEHTPAsIM30BaHHOMO0 BOCCTaHOB/IE-
Hua CYB[L] Ha KNMeHTe U BbIMOSHATL BOCCTAHOBJ/IEHME U3 pe3epBHOW Konuu
TONIbKO CO CTOPOHbI KNIMEeHTa Nofg, KOHTposieM agMuHucTpaTtopa CYB/.

LleHTpann3oBaHHOe BOCCTaHOBMIEHME N BOCCTAHOBJIEHNE C pa3BepTbiBaHWEM
peKoMeHAYeM npeaBapuTenbHO BbINOMHATL HA PE3epPBHOM XOCTe (BUPTYyasb-
HOM MaLUMHE) AN\ NPOBEPKN KOPPEKTHOCTU BoccTaHoBneHmnsa CYB/.

Ecnn Ha xocTe, KOTOpbI He ABNAeTCA NaepoM, B none Pecypc OTCYTCTBYHOT HEO6XO0-
AVMble Pecypchbl, TO BbIGEPUTE KIIMEHT, KOTOPbIN ABNAETCA NUAEPOM.

CoenaTb MHKPEMEHTANbHYK PEe3epBHYHO KOMUKO O4HOro pecypca B pasHble nysbl Npu
BKJIOYEHHOM NapamMeTpe auto_remove_wal HEBO3MOXHO, NOTOMY YTO pansbl XYypHanos
yaanaTca. YTobbl co34aTbh MHKPEMEHTAlIbHYKO PE3EpPBHYHO KOMUKO OOHOro pecypca B
pasHbIX nynax, yCcTaHoBUTE B KOHUrypaumoHHOM danne
/opt/rubackup/etc/rb_module_postgresqgl.conf napameTp auto_remove_wal B 3Haye-
HWEe no.

Mpyv COo34aHUN MHKPEMEeHTaNbHOW pe3epBHOM KOMUW pecypca crepyeT Yy4uuTbiBaTb
MeTOo[, MONyYEeHUA CeKpeTa NPu BbINONHEHWUM NPeablAyLLNX Pe3epPBHbIX KOMUA BbiBpaH-
Horo pecypca. CosgaHHble PK 6yayT HaxoamMTca B OAHOM Peno3uTopun npu ycroBum
NCMOJSIb30BaHMUA OAHOIO U TOro Xe MeTofa MoNyYeHUs cekpeTa ANnA MOAKIHYEHUA K
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pesepBupyeMomMy pecypcy. B cnydae BbINOSIHEHUA MHKpeMeHTanbHOWM PK pecypca ¢
APYrUM MEeTOAOM MOJIYYEHUA ceKpeTa, KOTOopbIM 6blal UCMONb30BaH ANA NOAYyYEHUA
npegbiaywen PK, 6ynoeT BbIMOMHEHO MOSIHOE pPEe3epPBHOE KOMUPOBAHME pecypca WU
cospaHHana PK 6ypneT nomelleHa B Apyron penosnTopun.
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2.1. CospaHue 1 HacTpolka npas nonssosatens CYB[,

Nnaea 2. Noarotoeka CYB/] PostgreSQL

YnpaBneHve pesepBHbIM KONMPOBaHWEM BbINOJIHAETCA KOMaHgaMun C cepBepa KIIMEHTY.
BsaumopencTtemne ¢ CYB/[, BbinonHAeTca moaynem PostgreSQL Universal Ha y3ne knu-
eHTa (nokanbHo).

PesepBHoe konupoBaHne CYB[ MoXeT ObITb BbIMOMHEHO, €C/N

» obecneyeHa ceTeBas 4OCTYNHOCTb y3na CYB/[ c cepBepa U cepBepa — C KIIMEHTA;

e B HacTpoukax CYB/[] paspelleHo nokanbHoe nogknoyeHne Kk CYB[, nonb3oBaTens,
yKasaHHOro B HacTpomnkax mogyns PostgreSQL Universal;

e B HacTpomnkax CYB/[l HaCTpOeH peXxxum apxmBmUpoBaHUS.

2.1. Co3pgaHue u HacTpomnKa npas nonb3osatena CYb/]

Ecnn ona goctyna k CYB[l ncnonbayeTtca yyeTHasa 3annucb He agMuHucTpaTtopa CYB/,
TO ANA co3naHus 6a30BON pe3epBHOM KOMUKU Nonb3oBaTeNb A0/XKeH obnagaTb npaBamm
Ha BbI30B QYHKLMA Havyana N OKOHYaHMA pe3epBHOro KonnposaHus aksemnnapa CYB/.

1. CospanTte B CYB[l nonb3oBatensa rubackup_backuper.

create user rubackup_backuper password '12345'; @
alter role rubackup_backuper with login;

@ BmecTO 12345 yKaxuTe xenaembilit naponb.

2. Ecnu Bbl NnaHupyeTe BbINONHATH MOTOKOBOE PE3epBHOE KOMUPOBaHME XYPHanoB
TpaH3akuuin (pexum STREAM), To BblganTe nonb3oBaTento rubackup_backuper
npaBa Ha BbINOJIHEHNE pennunKayuun.

alter role rubackup_backuper with replication;

3. HacTtpownTe npasa nonb3oBatens B CYB[ ona gocryna.

lpumep 1. NpenocTaBnerune npas Ha BbiMoJIHeEHNE QyHKUMA B PostgreSQL Bepcuu 15 v Bbilwe

grant execute on function pg_backup_start(text,bool) to
rubackup_backuper; @

grant execute on function pg_backup_stop(bool) to rubackup_backuper; @
grant execute on function pg_switch_wal() to rubackup_backuper;

grant pg_read_all_settings to rubackup_backuper;

@ Cwm. odmumanbHyo fokymeHTauuo PostgreSQL.
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lMpumep 2. MNpegocTaBneHne npas Ha BbINoJHeHne pyHKUu B PostgreSQL Bepcumn 14 n Huxe

grant execute on function pg_start_backup(text,bool,bool) to
rubackup_backuper; @

grant execute on function pg_stop_backup(bool, bool) to
rubackup_backuper; @

grant execute on function pg_switch_wal() to rubackup_backuper;
grant pg_read_all_settings to rubackup_backuper;

0 CM. odunumansHyo gokymenTaumo PostgreSQL.

B kKoHpurypaumnoHHom danne ykaxXute umMa co3gaHHoOro nonb3osaTtens (username) u
ero naposnb (password).

2.2. locTtyn nonb3oBatena kK CYB/]

Mpasuna poctyna Kk CYB[ 3apatoTca B ¢anne pg_hba.conf. ®ann ycrtaHaBnmBaeTt
MeTof nogkntodeHus (local — nokanbHo, host — no TCP/IP), orpaHnuymBaeT fOCTYnN
6aso AaHHbIX UNKM 3agaden (replication), NnpegocTaBnseT AOCTYN MNONb3oBaTeNO C
3ajaHHbIX agpecoB yKa3daHHbIM METOAO0M ayTEHTUPUKALUN.

[Job6aBbTe B ¢ainn pg_hba.conf CTPOKM, yKasbiBarOlWMe Ha MpaBO MoJsb3oBaTens
rubackup_backuper Ha nokanbHbln (localhost, 127.6.0.1) goctyn no TCP/IP k CYB[]
ANA pes3epBHOro KONMPOBaHMA N penankaumm. 3aKkoOMMEeHTUPYNTe CTPOKK, NpenocTas-
NAOWMe 4OCTYN HeorpaHNYeHHOMY Kpyry nuL (host all all).

host backupdb rubackup_backuper 127.0.6.1/32 md5
host replication rubackup_backuper 127.0.6.1/32 md5

lMpumep 3. MNpumep ¢parina pg_hba.conf

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only
local all all md5

# IPv4 local connections:
# host all all 127.0.0.1/32 md5

# IPv6 local connections
# host all all ::1/128 md5

# Allow replication connections from localhost, by a user with the
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2.3. HacTtpoinka SSL-coenHeHns

# replication privilege

local replication all md5
host replication all 127.0.0.1/32 md5
host replication all 1:1/128 md5

host backupdb rubackup_backuper 127.0.6.1/32 md5
host replication rubackup_backuper 127.0.6.1/32 md5

Ecnu Bbl XOTUTe NOAKNHOYATLCA N3 NTOKANbHOW ceTh (192.168.1.%) HENOCPEACTBEHHO K
CYB/L, nobaBbTe B pg_hba.conf CcTpoKy:

host any  any 192.168.1.1/32 md5

o Ona poctyna K CYB/[] Heo6xoanMMo OTKPbITb NOPT 5432 (1N NHOW 3a4aHHbIN B
postgresql.conf) B ¢aepBone y3na KnveHTa. [Nonb3oBaTenb, 418 KOTOPOro
TpebyeTtca poctyn Kk CYB/[, pomxeH cywecTsoBaTb U UMETb Heobxoanmble
NOJSTHOMOYMUSA.

2.3. HacTpoitka SSL-coepguHeHus

HacTponka SSL-coeauHeHMA ocCyllecTBnAeTcA Ha 9aTane noarotoskun CYB[
PostgreSQL (cMm. [naga 2).

2.3.1. HacTpoiika SSL-coeauHeHns Ha cepBepe PostgreSQL

1. N3 LleHTpa cepTudunkaumm ckonupymTe B nanky /etc/postgresql/16/main Ha cep-
Bep PostgreSQL noaroTOB/EHHbIE:

o cepTudukaT LleHTpa cepTudukaymm (Hanpmumep, ca.crt);
o nognucaHHbln cepTudmkaTt cepeepa PostgreSQL (Hanpumep, server.crt);

o CreHEepUPOBaHHbIN  3aKpbITbIM  KMOY  cepBepa  PostgreSQL  (Hanpumep,
server.key).

2. Ans cepTndmnKaToB M 3aKPbITOro Kiya yCTaHOBUTE:

o AOCTYMN Ha YTeHne 1 3arfncCb TOoJ1IbKO AJ14 BJlafesbLeB:
chmod 600 ca.crt server.crt server.key
o BNlagenbla U rpynny nonb3oBaTtena postgres:

chown postgres:postgres ca.crt server.crt server.key
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3. B KOHGUrypaLMoHHOM daine /etc/postgresql/12/main/postgresql.conf '

o BK/IHOUYUTE NOAAEPXKKY 3aMPpOBaHHbIX COeqUHEHUNN:
ssl = on
o yKaXuTte nyTb K ¢panny ceptnomkaTa LleHTpa cepTupmkaymnm:
ssl_ca_file = '/etc/postgresql/16/main/ca.crt’
o YKaxuTe NyTb K panny ceptuomkarta cepsepa PostgreSQL:
ssl_cert_file = '/etc/postgresql/16/main/server.crt'
o YKaXxuTe nyTb K panny 3akpbITOro Koya cepsepa PostgreSQL:
ssl_key_file = '/etc/postgresql/16/main/server.key'
4. 1na poctyna Moaynsa K cepsepy PostgreSQL TONbKO Mo LOBEPEHHOMY CcepTUPMKaTy

B KOHOUrypaLMOHHOM ¢aiine /etc/postgresql/12/main/pg_hba.conf ™ ykaxure:

o TWN NOAKNKOYEHUA hostssl;

o MeTof, ayTeHTMOMKauuM no cepTudukaTty cert, €Cnm He TpebyeTcss AOMOJHU-
TeNlbHaa ayTeHTUPUKaLLMA No Naposito;

o MapameTp ayTeHTuoUuKauum clientcert. Mpu 3HaYEHUU:

» verify-full cepsep PostgreSQL npoBepseT, nognucaH nnm cepTudukaT gose-
peHHbIM LeHTpoM (CA) n coBnagaeT NN UMSA KIIMEHTa C UMEHEM B cepTudu-

kaTte (CN);

» verify-ca cepBep PostgreSQL nposepseT, nognucaH nm cepTupukaTt Kim-
eHTa 0oBepeHHbIM LieHTpoM (CA).

lpumep 4. Npumep HacTPONKN NOLKITFOYEHNSA

# TYPE DATABASE USER ADDRESS
METHOD
hostssl all rubackup_backuper 127.0.0.1/32 cert

clientcert=verify-ca
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2.3. HacTtpoinka SSL-coenHeHns

Ecnu napameTp clientcert He yKasaH, cepBep He TpebyeT U He npoBepsieT
cepTUPUKaT KNneHTa.

5. [nA npuMeHeHna n3MeHeHUn nepesanycTuTe cepeep:

sudo systemctl restart postgresql

2.3.2. HacTpoika SSL-coeguHeHun Ha y3ne ¢ moaynem PostgreSQL

1. N3 UeHTpa cepTudumkaymm nepeHecute B NMOOYHO nanky Ha ysne c Moaynem
PostgreSQL.:
o ceptudukat LleHTpa cepTudumnkaymm (Hanpmumep, ca.crt);
o cepTudukaT ana moaynsa PostgreSQL (Hanpumep, postgresql.crt);
o CreHEepUpPOBaHHbIA 3aKpbITbI K04 Agna mopyna PostgreSQL (Hanpumep,
postgresql.key).
2. Ans cepTndmnkaToB M 3aKPbITOro Kiya yCTaHOBUTE:

o AOCTYN Ha YTeHne 1 3anncCb TOJIbKO AOJ1A BJlaaenbL,eB:

chmod 600 ca.crt postgresql.crt postgresql.key

o BJlagesibLla 1 rpynny nojib3oBaTens:

chown suser:suser ca.crt postgresql.crt postgresql.key

roe suser —noJfib3oBaTeslb, OT UMeHU KOToporo bypet 3anyuweH knameHT CPK ¢
yCTaHOBNEHHbIM Mogynem PostgreSQL.

3. Ana HacTponmkn SSL-coeauHeHna ¢ CYBL B KOHourypauymoHHoMm  danne
/opt/rubackup/etc/rb_module_postgresql.conf (cM. [1aBa 7) ykaxuTe:
o pexum SSL B napameTpe sslmode;
o NyTb A0 cepTudukaTa LleHTpa cepTnpmkaumm B napamMeTpe sslrootcert;
o NYyTb A0 cepTudunkaTta gnsa moaynsa PostgreSQL B napameTpe sslcert;

o MyTb 00 CreHepPUpPOBaAHHOIrO 3aKpPbITOro KtoYa gnsa moayna PostgreSQL B napa-
MeTpe sslkey.

1113 68




PostgreSQL, Tantor u Jatoba

2.4. PeXXyMbl AO0CTaBKU )XYPHaJNoOB TPpaH3aKLUMn
ARCHIVE n STREAM

Pexxumbl goctaBkn ARCHIVE n STREAM B PostgreSQL n npounssofgHbix oT Hee CYB/[
OoTpaXxarT pasHoe nosegeHne CYB/ npu paboTe € XypHanamu TpaH3aKuun.

B pexunme ARCHIVE TpaH3akuuu Bl nuwyTca B XXYpHanbl, a XypHanbl TPaH3aKLun
apXMBUPYIOTCA B COOTBETCTBMN C HacTponkamu CYB/.

B pexxume STREAM BbinonHAeTcA pennukauusa b nytem oTnpaBku XypHanoB TpaH-
3aKUWA Ha y3en, KOTOPbIN HAXOAUTCSA B OXUOAOLWEM peXuMe Ha criyyan oTKasa OCHOB-
Hon B]. Moaynb PostgreSQL Universal B aTOM peXxume nosiyyaeT U3MeHMBLUNECH 3a
3afaHHbIN Nepunog, XypHanbl TpaH3akuum ¢ yana CYB/.

2.4.1. HacTpoiika apXMBUpOBaHUSA XXYPHaNOB TPaH3aKLUN

CYB/[] Ha ocHoBe PostgreSQL xpaHAT »XypHanbl TpaH3akKuun. 3TN XYypHasbl MO3BOAAOT
BOCCTaHOBUTb B/l K KOHCUCTEHTHOMY COCTOSHUIO MyTeM MOCNefoBaTe/IbHOro npume-
HEHUA COXpPaHEeHHbIX TpaH3akuun. ApXMBUPOBaAHME W pe3epBHOE KOMMUpPoBaHWE 3TUX
XXYPHaNoB Mo3BoSIUT BOCCTaHOBUTb B[] Kak 13 noboro HEKOHCUCTEHTHOrO COCTOSHUA,
TakK U BocCTaHoBMTb B[] Ha nobon 3afgaHHbIA MOMEHT BpeMeHu (point-in-time recovery,
PITR).

YT06bI BKIIIOUNTD PEXMM apXMBUPOBAHUA XYpHanoB TpaH3sakuum (ARCHIVE):

1. YcTaHOBUTE Ha BeayLyeM cepBepe napaMeTpy wal_level 3Ha4yeHMe replica.

2. YcTaHOBUTE NapaMeTpy archive_mode 3HauyeHue yes Unn always (Ha Be4OMOM cep-
Bepe — Bcerga always).

3. 3apgante KOMaHAbl  coxpaHeHuMa  (archive_command) W BOCCTaHOBNEHUSA
(restore_command) >XypHanoB TpaH3aKLWMA.

lMpumep 5. HacTpoiika apxuBupoBaHMS XYPHaN0B TpaH3aKLUni B postgresql.conf yepes yTuamTy cp

wal_level = replica
archive_mode = on

archive_command ‘cp %p /opt/rubackup/mnt/postgresql_archives/%f"'

restore_command ‘cp /opt/rubackup/mnt/postgresql_archives/%f %p'

lMpumep 6. HacTpolika apxuBUpOBaHWUA XXYPHaNoB TpaH3aKkLuii B postgresql.conf yepes yTuanty
rb_module_postgresql

wal_level = replica
archive_mode = on
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2.4. PexuMbl 4,oCTaBKM XypHanosB TpaHsakuui ARCHIVE n STREAM

archive_command = '/opt/rubackup/modules/rb_module_postgresql pgsql-
archive-push %p'
restore_command = '/opt/rubackup/modules/rb_module_postgresql pgsql-

archive-get %f %p'

lMpumep 7. HacTporika apXnBUPOBaHUA XYPHaI0B TpaH3akuni B postgresql.conf yepes yTuanty
rb_module_postgresql npu BK/IFOYEHHOM PEXMME PaboTbl C HECKOIbKUMUW MHCTaHcamu Bf] (cM.KoH-
PuUrypaumnoHHbI gpain Mmoaysis)

wal_level = replica
archive_mode = on

archive_command " /opt/rubackup/modules/rb_module_postgresql pgsql-
archive-push %p "4acCTHbIN_KOHPUIypaunOHHbIN_dann"'
restore_command = '/opt/rubackup/modules/rb_module_postgresql pgsql-

archive-get %f %p "4acTHbIN_KOHOUrYpaLNOHHbIN_dann"'

MNMapamMeTp BOCCTAHOBNEHUA restore_command WCMOSIb3YEeTCA TOSbKO ANA
Bepcuun PostgreSQL 12 u Bblwe.

,D,OI'IyCKaeTCFI c>XXaTmne apXmBHbIX ¢dannos Tp8H33KLI,I/II7I BO BpeMA apXmnBnpoBaHNA NN
BOCCTaHOBJ1€HNA N3 apXnBa.

Mpumep 8. KomaHabl cXaTusi U PacrnakoBKW apXUBHbIX XYPHA0B TpaH3aKLui

archive_command = 'gzip < %p >
/opt/rubackup/mnt/postgresql_archives/%f.gz'

restore_command = 'gunzip < /opt/rubackup/mnt/postgresql_archives/%f.gz
> %p'

4. BblganTe Nonb3oBaTento postgres MnpaBa Ha YTEHWE U 3anNUCb B KaTasnor, B KOTOPOM
XPaHATCA apXMBHble XYpHanbl TpaHsakumn (WAL-dannbl).

lpumep 9. Boigada npaB AocTyrna nosb3oBaTesto postgres Ha Kkatasior
/opt/rubackup/mnt/postgresql_archives/

sudo chown postgres:postgres /opt/rubackup/mnt/postgresql_archives/

KaTanor Takxe [O0/KeH 6biTb AOCTYNEeH ANA 3anucu U YTeHUs nosib3oBa-
Teno, Nof, KOHTPOJSIEM KOTOPOro paboTaeT KnMeHT RuBackup.
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Ha nanky, XpaHALWY apxuB >XYpPHanoB TpaH3aKuuin, Heobxoaumo ykasaTb B daise
HacTpoek Moaynsa (napamMmeTp archive_catalog).

2.4.2. HacTpoiKa NOTOKOBOIro pe3epBHOro KOnMpoBaHUsA XXypHanos
TpaH3aKuumn

[Ns HaCcTPOMKM NOTOKOBOro pe3epBHOro KonuposaHus (STREAM) BHeCUTe U3MEHEHUA
B ¢pann HacTpoek CYB/[ (postgresql.conf).

1. YcTaHoBUTE ANs napamMeTpa max_wal_senders [A0OCTAaTOYHO 6oOnblUOe 3HAYeHue,
npegycMmaTpuBarollee MUHUMYM OAHO MOAKI/OUYEHWE A1 MpoLecca pPes3epBHOro
KOMUPOBaHWS.

2. 3apanTe napameTpy wal_level 3HayeHue Bbllle minimal.
3. lMepesanyctute CYB/.

Tenepb mopynb PostgreSQL Universal MoXxeT MCrnonb3oBaTb MOTOKOBYKO [AOCTaBKY
WAL (STREAM) ons nony4yeHus XXypHanoB TpaH3akL .

2.5. Pexxum PAGE

[Mpn MHKpeMeHTanbHOM KonnpoBaHun B pexnme PAGE n3aMeHeHnA oTcnexunesaroTcs no
TPaH3aKUMOHHbBIM XYpPHanaM: apXmus XXYpPHanoB CYMTbIBAETCA U3 Marnky apxmea XypHa-
noB (/var/lib/postgresql/15/main/pg_wal) 1 CO34aETCA «KapTa» USMEHEHHbIX CTpa-

Huu BA.

Bo BpemMsi pe3epBHOro KONMMPOBaHNS COXPaHAKTCA TONbKO CTPaHuULbl, OTMEYEHHbIe Ha
«KapTe» Kak U3MEeHUBLUMECS C MOMEHTa NpeablayLLein pe3epBHON KOMUN.

2.5.1. Tpeb6boBaHuna

e BanungHas npeabigyLlian pesepBHada Konnmsd.
e Bkno4yeHo HErNnpepbiIBHOE apXnBMpoBaHME TpaH3aKUMOHHbIX XXYPHalloB.

e B apxmBe [OMKHbI 6bITb AOCTYMHbl BCe TPaH3aKLMOHHbIE XYpPHanbl C MOMEHTa
npeablayLen pesepBHON KOMuu.

YcTaHoBUTEe NapameTp pg_waldump ([naga 7).

2.6. Pe>xum PTRACK

PTRACK — cokpaweHune ot Physical Truncate Tracking. PTRACK wucnonb3syeTtcs
PostgreSQL gna a¢@eKTUBHOrO ynpaBfieHUs U OTCNeXWBaHUA U3MEHEHUn B ¢dannax
06a3bl faHHbIX.

PTRACK xpaHuUT cBeAEeHNA O TOM, Kakne cTpaHuubl ¢annos Oblin NU3SMEHEHbI N TpebytoT
3anncu Ha guck. CYB/[l oTcnexusaeT M3MEHeHUA B MNaMATU U rpynnupyeTt ux gns
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2.6. Pexxum PTRACK

nocnepyrowen 3anucu. Npu KaxpoM U3MeHeHUU CTpaHuLbl A06aBnseTcA OTMeTKa B
PTRACK.

PTRACK ncnonbayeTtcs npu BKIKOYEHHOM onumn full_page_writes (postgresql.conf).
[nsa KoppekTHOM paboTbl nogmMoaynsa HeobxooMMo paclimnpeHne ptrack Bep-

cun 2.6.0 nnu Bblwe.

2.6.1. HacTpoiika konupoBaHusa B pexxume PTRACK

lMepen BbINOMHEHMEM WHKPEMEHTANbHOW pes3epBHOM Konnuu B pexnme PTRACK
HacTponTe PostgreSQL Ha paboTy ¢ PTRACK.

1. YcTaHoBUTE B  KOHourypaumoHHoMm  danne  postgresql.conf  napameTpy
shared_preload_libraries 3Ha4deHue ptrack.

2. lobaBbTe B KOHel, KOHduUrypauymoHHoro ddanna postgresql.conf napameTp
ptrack.map_size M yCTaHOBUTE ero 3HayeHue paBHbiIM N + 1024, rae N — 06BEM
KnacTepa B MerabanTtax. YBennuymBaTb 3HadeHMe ptrack.map_size CBEpPX 3TOroO He
pekoMeHayeTcAa. MakcumanbHO AonyCcTUMOe 3HadYeHne ptrack.map_size — 1024.

Ecnu po atmx namMeHeHumn 6blna cpenaHa nosiHaaA pes3epBHas KoMus, TO
nocne BCTYMNEHUA U3MEHEHNA B CUy HeObXogMMO caenaTb HOBYHO MON-
HYIO pe3epBHYO KOMUKO, MHa4Ye MHKPEeMeHTarlbHOE pe3epBHOE KOMMpoBaHue
B pexnumMme PTRACK 3aBepLumnTCs C OLINOKOMN.

3. lMepesanycTuTte cepBuc.

sudo systemctl restart <database_service>

4. Bongute B Bl oT MeHu agMmuHucTtpaTtopa CYB/.

sudo -u postgres psql -d <backupdb>

5. 3arpysute pacwumpeHune ptrack.

CREATE EXTENSION ptrack;

Tenepb MoOAY/lb MOXET BbINOMHATL WMHKPEMEHTANIbHOE pe3epBHOE KOMMpoBaHWe B
pexunme PTRACK.

151368




PostgreSQL, Tantor u Jatoba

2.7. Pe)>kxumMm wal_summarizer

B PostgreSQL 17 gocTyneH HOBbIN GOHOBbIN NpOLecc, KOTOPbIA co3faeT «0600LeHnsa»
ANA XypHanoB TpaH3akuumin (WAL) B nanke pg_wal/summaries. 9TWU «OOOO6LLEHHbIE»
dannbl cogepXaT TONbKO MHPOPMaALMIO, HEOBXOOUMYKO A UHKPEMEHTAsbHbIX pe3epB-
HbIX KOMUMN.

Ona pabotbl ¢ aTMMKM  «060OLLEHHBIMUY  darnaMu  NocTaBnaeTca  yTUInUTa
pg_walsummary.

PeXxum wal_summarizer OOCTYNeH TOJSIbKO HaumHasa ¢ PostgreSQL 17 n Tonbko
Aona nogmMopyna postgresql.

T T Ty
o o s
Database WAL wal_summarizer /summaries
]

: gannce WaL
_
: YTeHne WaL

obobweHne WAL

I I : >

| 3annce WAL _ | | |

| | HdTeHWE WAL _ | |

| | . obobwenne WAL _ |

1 1 1 }I

| 3annce WAL _ | | |

: "'yTeHWne WAL : :

[ [ I obobweHwe WaL !

! ! I >

: " yTeHne WAL : :

Catabase WAL wal_summarizer fsummaries

Y Y Ty
Ly Ly N

2.7.1. HacTpoika wal_summarizer

postgresql.conf

wal_level = 'replica' # wm 'logical’
summarize_wal = on

[1] PacnonoxeHwne darina MOXeT OTIMYaTbLCA B 3aBUCUMOCTH OT AMcTpubyTmnsa Linux n Bepcum PostgreSQL.
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naBa 3. YcTaHOBKa Moayne

Mopaynb pesepBHoOro konmposaHus PostgreSQL Universal ycTaHaBnmBaeTca Ha cepsep
c bJl, Ha KOTOPOM yXXe ycTaHOBEH KnneHT RuBackup.

1. YcTtaHoBuTe Moaynb PostgreSQL Universal: rubackup-postgresql.

B xopme ycTtaHoBkM Mopmyna PostgreSQL Universal 6ypeT cospaH dans HacTpoek
Mopayns.

[Mpn o6HOBNEHUM MOAYNA HA HOBYKO BEPCUKO OOHOBNAETCH N €ro KOHOUrypaLuNOHHbIN
¢dann. Mpn o6HOBNEHUU KOHOUTYPaALMOHHOTO daisia BCe KOMMEHTapun U3 Hero yaa-
NATCA.

Mpn oB6HOBNEHUM MOAYNA B KOHOUrypauunoHHbIn ¢ann MoryT fobaBUTbCS HOBbIE
obs3aTenbHble napamMeTpbl. Moaynb cOoOOBWUT 06 OTCYTCTBUN 0BA3aTeNbHbIX Napa-
MeTpOoB B ¢aisie HacTpoeK.

Mpumep 10. CoobluyeHne 06 OTCYTCTBUM 06A3aTe bHbIX NapaMeTPOB B KOHUIypaLMOHHOM ¢arine
npy ycTaHoBKe MoAY A

Warning: Variable 'username' is mandatory and has no value. Module
cannot be used

Warning: Variable 'password' is mandatory and has no value. Module
cannot be used

Warning: Variable 'port' is mandatory and has no value. Module cannot
be used

Warning: Variable 'postgresql_admin' is mandatory and has no value.
Module cannot be used

Warning: Variable 'archive_catalog' is mandatory and has no value.
Module cannot be used

2. NepesanycTtute knneHTa RuBackup.
systemctl restart rubackup_client

3. lNMpoBepbTe cTaTyC 3anycka knneHTa RuBackup.
systemctl status rubackup_client -1

Ecnn poctyn k CYB[ n cama CYB[l HacTpoeHbl MNpaBWibHO, MpU CTapTe KIMEeHTa
RuBackup B >ypHanbHOM ¢anne /opt/rubackup/log/RuBackup.log Ha KIMEHTE
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NOSIBUTCA 3annUCb 06 yCMneLwHon NnpoBepKe Moayns.

lpumep 11. CoobLyeHne 06 ycneLluHow npoBepke Mogysisa PostgreSQL Universal B RuBackup . log

Execute 0S command: /opt/rubackup/modules/rb_module_postgresql -t 2>&1
Info: Patroni node type for backup not set. Processing as a standalone
node. ..
Warning: Please define pg_probackup
Info: Unable to work with engine pg_probackup
Info: Module version: 2.6.0.03d7888
Info: Initiate connection with database
Info: Connected to demo
Info: PostgreSQL version: 13.21
Info: PostgreSQL data directory: /var/lib/pgsql/13/data
Info: Enable to work with engine postgresql
Info: Module version: 2.6.0.03d7888
Info: Initiate connection with database
Info: Connected to demo
Info: PostgreSQL version: 13.21
Info: PostgreSQL data directory: /var/lib/pgsql/13/data
Info: Enable to work with engine superb
. module 'PostgreSQL universal' was checked successfully

lpumep 12. CoobuyeHmne 06 owmbke oTCyTCTBMUA 06513aTE/IbHbIX NapamMeTpPoB B KOHPUrypaLMOHHOM
¢anine

Error: Variable 'host' is mandatory and has not value. Module cannot be
used
Error: Variable 'port' is mandatory and has not value. Module cannot be
used
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naBa 4. HacTpouka Mmoaynsa

Mocne HacTtpoukn CYB[ [OnNAa pes3epBHOro KOMUPOBAHUA U YCTaHOBKU MOLYIIA
PostgreSQL Universal 3agante B KOHOUrypaLNoHHOM daisie MUHUManbHbIe HAaCTPOWKK
MOZYNA, NpU KOTOPbIX pe3epBHOE KOMUPOBaHWE N BOCCTaHOBIEHWE LOJIKHbI BbIMOJI-
HATbCA 6e3 OWnBOoK.

1. YKaxuTe umsa 1 naponb nonb3oBaTtens (username, password), OT UMEHM KOTOPOro
OyaeT BbIMOMHATLCA pe3epBHOE KOMMPOBaHMe.

2. YKaxkute agpec n nopt y3na (host, port), Ha KOTOPOM pacrnonaraeTcs pesepsupye-
mas CYB/.

3. YKaxuTte ums nonbsoBaTtens-agMuHucTpatopa CYB[ (postgresql_admin).

4. YkaxuTte umsa cepBuca CYB[] (postgresql_service_name) WAW MOSIHbIA MyTb K
pg_ctl (pg_ctl).

5. YKaxuTe nanky, B KOTOPOWM XPaHATCA apxMBHbIe >KYpHalbl TpaH3akuum
(archive_catalog).

C aTMK HacTponkamMun mMoaynsa ona HactpoeHHon CYB/[l 6yneT BbINOSHATLCA pes3eps-
HOe KOMMpoBaHMe N BOCCTaHOBIEHME.

Mocne ntoboro nsmeHeHus Hactpoek CYB[ nnn mopyna PostgreSQL Universal nepesa-
nycTute Moaynb: systemctl restart rubackup_client.service.
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naBa 5. NpoBepka HACTPOUKHU

[lna npoBepkn HacTpoek nepesanycTtute knneHTa RuBackup. B pesynbTaTte KAWMEHT
AOMKEH COOBWMTL, YTO MOAY b PE3EPBHOI0 KONMPOBAHUA roTOB K paboTe.

lMpumep 13. [NpoBepka HacTPoeK

rubackup_client stop
rubackup_client start

Try to check module: PostgreSQL...
Execute 0S command: /opt/rubackup/modules/rb_module_postgresql -t 2>&1
. module PostgreSQL was checked successfully

Mpumep 14. NpoBepka HacTporikn Mogyna PostgreSQL Universal

/opt/rubackup/modules/rb_module_postgresql -t

Mpwn oTcyTCcTBUM 06A3aTeNbHbIX NapaMeTpoB B ¢anne HacTpoek CYB/[ 3anyck moayns
3aBepLINTCA C OLUNOKOMN.

CooblyeHne o6 owmnbke

Wed Feb 15 12:10:34 2023: Try to check module: 'PostgreSQL universal'

Wed Feb 15 12:10:34 2023: Execute 0S command:
/opt/rubackup/modules/rb_module_postgresql -t 2>&1

Wed Feb 15 12:10:34 2023: Module version: 2.0

Wed Feb 15 12:10:34 2023: PostgreSQL version: 12.13 (Ubuntu 12.13-
Qubuntu0.20.04.1)

Wed Feb 15 12:10:34 2023: [2023-02-15 12:10:34] Error: You MUST define
restore_command in the /etc/postgresql/12/main/postgresql.conf

Wed Feb 15 12:10:34 2023: ... unable to use module 'PostgreSQL universal'
at this client

[root@centos_vm modules]# ./rb_module_postgresql -t

[2025-07-30 11:45:16] rb_module_postgresql[2069] Info: Patroni node type for
backup not set. Processing as a standalone node...

[2025-07-30 11:45:16] rb_module_postgresql[2069] Warning: Please define
pg_probackup

[2025-07-30 11:45:16] rb_module_postgresql[2069] Info: Unable to work with
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engine pg_probackup

[2025-07-30 11:45:16] rb_module_postgresql[2069] Info: Module version:
2.6.0.03d7888

[2025-07-30 11:45:16] rb_module_postgresql[2069] Info: Initiate connection
with database

[2025-07-30 11:45:16] rb_module_postgresql[2069] Info: Connected to sammy
[2025-07-30 11:45:16] rb_module_postgresql[2069] Info: PostgreSQL version:
13.14

[2025-07-30 11:45:16] rb_module_postgresql[2069] Info: PostgreSQL data
directory: /var/lib/pgsql/13/data

[2025-07-30 11:45:16] rb_module_postgresql[2069] Info: Enable to work with
engine postgresql

[2025-87-30 11:45:16] rb_module_postgresql[2069] Info: Module version:
2.6.0.03d7888

[2025-087-30 11:45:16] rb_module_postgresql[2069] Info: Initiate connection
with database

[2025-07-30 11:45:16] rb_module_postgresql[2069] Info: Connected to sammy
[2025-87-30 11:45:16] rb_module_postgresql[2669] Info: PostgreSQL version:
13.14

[2025-87-306 11:45:16] rb_module_postgresql[2669] Info: PostgreSQL data
directory: /var/lib/pgsql/13/data

[2025-087-36 11:45:16] rb_module_postgresql[2669] Info: Enable to work with
engine superb
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naBa 6. YaaneHue moayns

1. OcTaHoBUTEe cepBUC rubackup_client: systemctl stop rubackup_client.
2. Ypanunte rubackup-postgresql yepes nakeTHbin MeHepxep OC.

3. 3anycTuTe cepBUC rubackup_client: systemctl start rubackup_client.
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naBa 7. KoHpuUrypauuoHHbIn pann

O6s3aTeNbHbIe K 3aMo/IHEHMIO NapamMeTpbl 0603Ha4YeHbl CUMBOOM K.

Tabnuya 5. MNapaMeTpbl KOHPUrypaLMoHHOro gannia /opt/rubackup/etc/rb_module_postgresql.conf

MapameTp

dbname

usernamedk

passwordX

host3k

port¥

postgresql_admin3k

pg_ctlsk

HasHauyeHue
MMsa 6asbl gaHHbIX, K KOTOpOW OyaeT MpoucxoguTb MNOAKMAOYEeHWe Ans
pesepBHOro konnposaHusa scen CYB/[]

Mo ymonyaumio

postgres
Mmsa nonbsosatena B CYB/L, obnagatoLlero npaBaMm BbINONHATbL pe3epBHOE
KonupoBaHue

Mo ymonuyanuio

rubackup_backuper

[Maponb Ana nonb3oBaTesnid, yKka3zaHHOro B NnapaMeTpe username

Mo ymonuyanuio

12345
IP-agpec unu AoMeHHOe UMA NIOKanbHOro xocTa, Ha KotopoM CYB[ npuHu-
MaeT noaktyYeHns

Mo ymonyaHuio
localhost

Heobxogum onsa ssammogenctemsa ¢ CYB/[, pe3epBHOe KOMMPOBaHME KOTO-
PO BbINOSIHAETCA

MopT ana coeguHeHnsa ¢ CYB[

Mo ymonuyanuio
5432

Login agMunHucTpaTopa PostgreSQL B ornepaunoHHOn cnucteme

Mo ymonuyanuio

postgres

MyTb 4O YTUNUTLI pg_ctl

Mo ymonuyaHuio
/usr/lib/postgresql/12/bin/pg_ctl

MapameTp MCNonb3yeTcsA NPUM BOCCTAHOBMEHMM C pa3BepTbiBaHWEM LA
OCTaHOBKM 1 3anycka cepsuca CYb/[]

o Mcnonb3yeTcss, ecnum He 3afaHo  3HayeHWe MapameTpa
postgresql_service_name
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MapameTp

postgresql_service_na
me

auto_remove_walK

wal_wait_timeoutdk

wal_check_periodk

use_secret_storage

keep_wal_chain
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HasHaueHue

Nmsa systemd cnyx6bl CYB[,

Mo ymonuyaHuio

postgresql

MNapameTp ucnonb3yeTcs NpPU BOCCTAHOBMIEHWW C pasBepTbiBaHWEM AN
OCTaHOBKM 1 3anycka cepsuca CYB[] yepes systemctl

o Ncnonb3yeTcs, ecnv He 3aaHo 3HayeHve napamMeTpa pg_ctl

Ypanate nn apxusHble WAL-¢palnbl U3 Kkatanora, ykasaHHOro B napameTpe
archive_catalog

yes

ApxuBHble WAL-dannbl yoanaoTcs U3 katanora archive_catalog nocne
BbINOSIHEHUSA PE3EPBHOr0 KOMMPOBaHMUA (€CNN OHM BKIHOYEHbI B pe3epB-
HYHO KOMUIO).

no

ApxuBHble WAL-dannbl He yganaroTcA.

Mo ymonuyanuio

yes
Mepwuop (B ceKyHOax) oXuOaHUA OKOHYaHWA apxuBauun nocnegHero WAL-
¢danna, creHepnpoOBaHHOrO BO BPEMS CO3LaHUA Pe3epPBHOM KoMK

Mo ymonyaumio

10
Mepuopa (B cekyHOax) NMPOBEPKU OKOHYaHWA apxuBauuu nocnegHero WAL-
danna, creHepnpoBaHHOro BO BPeEMSA CO3[aHNA Pe3epBHOM KOMUK

Mo ymonuyaHuio
1

McnonbsoBaTb XpaHunnuie CeKpeToB

Mo ymonuyaHuio

no
CoxpaHaTtb yenodky WAL-dannos gaxke npu rnosHOM pe3epBHOM KOMMpoBa-
HUK

Bo3MOXHbIe 3HaYEeHUA

yes, no

Mo ymonuyaHuio

no




MapameTp

auto_switch_full

operation_timeout

version_override

instance_name

HasHaueHue

ABTOMaTUYECKM MepeksioYaTb Ha MOMHOe pe3epBHOE KOMMpoBaHue, ecnu
npounsoLLna ownbKa BbINOSHEHUS MHKPEMEHTANbHOro pPe3epBHOr0 KOMMPO-
BaHMsA

Bo3MoO)XHbIe 3HaYeHusA

yes, no
Mo ymonuyanuio
yes

TanmayT (B cekyHpax) 3anycka/ocTtaHoBku cepBuca CYb/

Mo ymonuyanuio
0

MpuHyanTENbHOE yKasaHue Bepcun pecypca Ans cnydaes, korga CYB[,
OCHoBaHHas Ha PostgreSQL, Bo3BpalLaeT HEKOPPEKTHYH UN HECTaHAapT-
HYHO BEPCUIO. YKa3bIBaeTCA MaXKOpHasi U MMHOPHas BEPCUA Yepes TOUKY ( . )

Mo ymonuyanvio
99.99

N3meHeHMe NepeMeHHO YacTu UMeHN pecypca

Mo ymonuyanuio

custom_name

Mo ymon4yaHunio MA pecypca uMeeT ¢opmaTt PostgreSQL (<port>), rge
PostgreSQL - MOCTOSAHHasA 4yaCcTb UMEHW, (<port>) - NepeMeHHas 4acTb
VMEHMN.

MapameTp instance_name MO3BONSET 3agaTb MEPEMEHHYH YacTb MMEHWU
pecypca B cBobogHOM dpopmaTe

3HayeHne MOXeT coaepxaTb:

¢ He 6onee 128 cMMBONOB;
e 3arnaBHble BYKBbI;

e CTPOYHbIE BYKBbI;

* Undpbl;

e crneuycumBonbl: ()[]._.

o Ncnonb3yeTtcs, ecnu napameTpy legacy_instance_name YcCTa-
HOBJIEHO 3HaYeHne no
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MapameTp

legacy_instance_name

multi_instance
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HasHaueHue

Ncnonb3oBaTb $OPMUPOBAHNE UMEHM pecypca, COBMECTMMOE C MPOLLIbIMU
BEpCUAMU

Bo3MoO)XHbIe 3HaYEeHuUA

yes, no

Mo ymonuyaumio

no

Mo ymonuaHuio uMs pecypca umeeT HOBbIM popmaT PostgreSQL (<port>),
roe PostgreSQL - MOCTOSIHHAA 4aCTb UMEHWU, (<port>) - NepeMeHHas 4yacTb
UMEHWN.

3HayeHne yes NapameTpa legacy_instance_name MNO3BOSAAET NCNOSb30BaTb
CTapbin cnocob MMeHOBaHWA pecypca B dopmaTe PostgreSQL <Bepcusa
Major>.<Bepcus Minor>. 3HayeHWe nMapamMeTpa instance_name WUrHOPUPY-
eTcAa

Pexxnm paboTbl ¢ HECKONBLKNUMW MHCTaHcamun B[]

yes

PeXxunm paboTbl C HECKONbKUMW MHCTaHCaMn B[] BKAOYEH.

[nsa paboTbl B 3TOM peXume cosfanTe BpYyUYHYH YaCTHbIN KOHGUrypaum-
OHHbIN ¢ann no aHanornm ¢ rb_module_postgresql.conf.

0 YacTHbIN KOHOUIYPALMOHHBIN haiin:

e [0O/IKEH BbITb CO30aH OTAENbHO ANA KaXXA0ro MHCTaHCa;

e [O/MKEH HaXogUTbCA B OAHOMN OUPEKTOPUU C OCHOBHbIM
KOHPUrypaunoHHoMm ¢annom rb_module_postgresql.conf;

e [O/MKEH MMETb WOEHTUYHbIE NpaBa Ha YTEHWEe, 4YTO U
OCHOBHOWM KOHUrypaunoHHbIn dann;

e NOJIXEH cneposaTtb cxeme HanMeHoBaHUA
rb_module_postgresql<SUFFIX>.conf, rae <SUFFIX> —
9TO NMPON3BOJIbHOE 3HA4YeHNE,

e repeonpegensieTr 3HayeHUs MNapamMeTpoB W3 OCHOBHOIO
KOHpUrypaumnmoHHoro ¢anna.

no

Pexum paboTbl C HECKONMbKUMU MHCTaHCaMun B[] BbiKOYEH U dannbl
YACTHbIX KOHOUIYPaLWOHHbIX GainnoB UTHOPUPYIOTCA.

Mo ymonyaumio

no




MapameTp HasHaueHue

archive_catalogk KaTanor gns xpaHeHus apxuBHbix WAL-¢pannos

Mo ymonuyaHuio

/opt/rubackup/mnt/postgresql_archives

move_on_archive_get MNepeHoc WAL-¢pannoB BMeCTO KOMMpOBaHUA

yes

WAL-dannbl 6ygyT nepemMeLleHbl.

no

BynyT cosgaHbl konun WAL-¢dannos.

Mo ymonuyaumio
yes
num_threads_for_wal_a Konun4yecTBO NOTOKOB ANsA apxmsauum WAL-¢pannos

rchiving
Mo ymonuyaumio

]
batch_size_for_wal_ar KonunyectBo ob6pabaTbiBaeMbix WAL-painnoB, KoTOpble OLHOBPEMEHHO

chiving OTNPaBNAKTCA B apXMBHbIN KaTanor

Mo ymonuyanuio
1

wal_archive_files_siz MakcuManbHbIl padmep apxuBHbix WAL-$annos, XpaHMMbIX NOKanbHO (B
e MB)

Mo ymonyauuio
0

Mpu nNpeBbilleHUM pasMepa apxuBa 3anyckaeTcsi ¢oHoBasi ouyncTka. Bo
BPEMSA Pe3epBHOro KONMMPOBaHUA 04YMNCTKa 610KMpyeTCs.

MpKn 3HaYeHUN B pasmep He orpaHuyeH

o Mo>eT ncnonb3oBaTbCA TOMbKO eC/M KOMaH4bl apXnUBUPOBaHUA
n BoccTaHoBieHna WAL-¢pannoB BbINOMHATCA Yyepes YTUInUTYy
rb_module_postgresql (cm. Paspen 2.4.1).

cleanup_wait_timeout MakcumanbHoe BpemMs OXWAaHUs (B cekyHaax) oCBOBGOXAEHUS apXUBHOMO
KaTanora, KoTopoe XAeT NMpoL,ecc pe3epBHOro KONMpoBaHua

Mo ymonuyanuio
1000
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MapameTp

make_archiving_check

restore_target_action

wal_sum_max_retries

replication_catalog
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HasHaueHue

MpoBepka paboTbl apxuBauum WAL-dpannos [Ao 3anycka [JUTesIbHOro
pe3epBHOro KONMpoBaHus

yes

BbinosnHsAeTcA NpoBepka KOMaH, apxXuBaLuy nepes pesepsHbIM KOMMpo-
BaHWeM. Ecniv npoBepka 3aBepLumnach yCnewHo, To pe3epBHOe Konmpo-
BaHWe NPOMCXOAUT B WTaTHOM pexume. ECnm npoBepka 3aBeplunnach
Hey[ayHo, TO pesepBHOE KOMWPOBAHME He 3amnycKaeTcs, B XypHane
nosiBNsieTCA COOTBETCTBYHOLAs 3anuch.

no

[MfpoBepka KoOMaHA apxuBauun nepepn pes3epBHbIM KOMUPOBAHWEM He
BbIMOJIHAETCA.

Mo ymonyaumio

yes

BoccTaHoBMEeHME LLeneBoro AencTeuns

pause

BoccTaHoBneHue 6yaeT NpnUocTaHOBEHO.

promote

BoccTaHoBneHne byaeT Npofo/IKeHo.

shutdown

BoccTaHoBMeHWe He NnponssoguTCA.

Mo ymonyaHuio

promote
MonbITKM NpoBepkn, 4TO wal summarizer ycnen BHeCTU BCe U3MEHEHUA B
summary ¢annbl

Mo ymonuyaHuio
20

ABCOMOTHBIN NYTb A0 KaTanora ¢ penMkauMoHHbIMU AaHHbIMM

Mo ymonuyaHuio

/opt/rubackup/mnt/postgresql_replica

Wcnonb3yeTtca Tonbko ana pgoctaskn WAL-dannos B pexume
stream




MapameTp HasHaueHue

pg_receivewal MyTb 0O yTUNUTLI pg_receivewal

Mo ymonuyaHuio

/usr/lib/postgresql/10/bin/pg_receivewal
YTunuta pg_receivewal obpabaTbiBaeT OWNOKN U COXpaHAET dansbl

Mcnonb3yeTtca Tonbko Anis goctaskn WAL-¢painnos B pexume
stream

drop_slot BbinonHAeT yaaneHne ¢pusnyeckoro cnoTa

yes

dunsmyecknin cnoT 6yneT yaaneH.

no

dunsmyeckuin cnoT ypaneH He byper.

Mo ymonuyaumio

no

McnonbsyeTca Tonbko ana poctaskm WAL-dannos B pexume
stream

slot_name NMSA, C KOTOPbIM HEOBXOAMMO CO34aTb GU3NYECKUIA CNOT

Mo ymonyaHuio

my_slot_name

Ecnu 3HayeHne He 3af.aHo, TO UCNOoMb3yeTcs GU3NYECKU CNOT, 3afaHHbIN B
cncteme.

McnonbsyeTcsa Tonbko ana goctaskm WAL-dannos B pexunme
stream

patroni_host IP-agpec, Ha koTopoM Patroni npuHuMaeT Bxoaswme 3anpocbkl REST API

Mo ymonuyanuio

localhost

MapamMeTp HeobxogMM TONbKO ANA B3aumogenctesus mopynsa ¢ REST API
nokanbHoro npouecca Patroni.

Ecnun sHayeHne napameTpa He yKasaHoO, TO OHO onpefenaeTca yepes yTu-
Ty lsof
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MapameTp

patroni_port

patroni_node_type_for
_backup

patroni_https

patroni_ca
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HasHaueHue

MopT, Ha KOTOPOM NnoKasbHbI Npouecc Patroni cnywaet 3anpockl REST API

Mo ymonuyaHuio
8008

MapameTp HeobxogMM TONbKO ANA B3aumopmenctsus moayna ¢ REST API
nokanbHoro npouecca Patroni.

Ecnu 3HayeHue napamMmeTpa He yKasaHo, TO OHO onpeaenseTcs yepes yTu-
Ty lsof

Ponb y3na B knacTtepe Patroni, npu koTopown pecypc byaeTt AoCTyneH

leader

Pecypc 6ygeT AOCTYyneH TOMbKO MPW YCNOBUK, UYTO Y3es Ha KOTOPOM
YCTaHOB/IEH MOAY/b C TaKUM 3HaYeHMEM UMEET poJib leader B KnacTepe
Patroni.

sync

Pecypc 6ygeT AOCTyMNeH TOMbKO MpWU YCNOBUW, YTO y3€es, Ha KOTOPOM
yCTaHOBMEH MOAYNb C TaKMM 3HayeHUeM, UMeeT ponb sync stanby B
KnacTepe Patroni.

async

Pecypc 6yaeT AOCTYNeH TOMbKO MpU YCNOBUW, YTO y3€es, Ha KOTOPOM
YCTaHOBMIEH MOAY/lb C TakMM 3Ha4YeHMEM, MMeeT ponb replica B Kna-
cTepe Patroni.

Mo ymonuyaHuio

leader

Mos3BonsAeT MCnonb3oBaTb pexunum HTTPS npu paboTe ¢ Patroni

yes

Pexxum HTTPS MoxeT ncnonb3oBaTbCA.

no

Pexxum HTTPS He MOXEeT UCnonb3oBaTbCS.

Mo ymonuyaHuio

no
MyTb K KOPHEBOMY CcepTuUdUKaTy, ecnu TpebyeTca npoBepka cepTudmkaTa
cepepa Patroni

Mo ymonuyanuio

/etc/ssl/ca.crt




MapameTp HasHaueHue

pg_waldump MyTb 0O yTMAUTLI pg_waldump

Mo ymonuyaHuio

/usr/lib/postgresql/12/bin/pg_waldump

McnonbsyeTca ansa paboTbl NoATUNA MHKPEMEHTANIbHOr0 Pe3epBHOro Konm-
poBaHus page. [MapamMeTp Heobxoaum, ecnn HabnrogatoTca Npobnembl ¢
3anyCcKOM MM OCTaHOBKOW cepBuca postgresql yepes pg_ctl.
MecToHaxoXxaeHne pg_waldump 3aBUCUT OT Ucnonbsyemon CYB[
num_threads_for_wal_p KonnMyecTBO npoLeccoBs, Bbl4eNeHHbIX ANa 06paboTku apxmeHbix WAL-dpan-

rocessing JioB

Mo ymonuyanuio
8

restore_target B kakOM coCTosiHUKM ByfeT BoccTaHoBMeHa b1

immediate

B[l 6ypeT BOCCTaHOBSIEHA B CAMOM paHHEM COCTOSHUN.

latest

B[l 6yneT BOCCTaHOBfIEHa B CaMOM MO3AHEM COCTOSHWUKW, UCXOAA U3
cogepxnmoro apxmsa WAL.

Mo ymonuyaumio

immediate

Mcnonb3ayeTca TONbKO ANns nogMoaynsa pg_probackup

pg_probackup ABCONOTHBIN NYTb [0 YTUNUTLI pg_probackup

Mo ymonyauuio
/opt/pgpro/std-13/bin/pg_probackup

Mcnonb3ayeTca TONbKO ANns nogMoaynsa pg_probackup

probackup_catalog_cop AOGCOMOTHbIA NyTb A0 KaTanora ANns XpaHeHUs pes3epBHbIX KOMui
ies
Mo ymonuyanuio

/opt/rubackup/mnt/pg_probackup

Vicnonb3yeTcs ToNbKo 48 nogMonyns pg_probackup

probackup_instance_na WVMA nogkaTanora gss XxpaHeHUs pe3epBHbIX Konum
me
Mo ymonuyaHvio

data

Mcnonb3yeTcs ToNbKO ANA NoAMoayns pg_probackup
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MapameTp HasHaueHue

check_probackup_versi Hy>HO N1 NpoBepsATb BEPCUKO probackup
on
Bo3MO)XXHble 3HauYeHus

yes, no

Mo ymonuyanuio

yes
Vicnonb3yeTcs TONbKO 48 nogMonyns pg_probackup
s3_interface NHTepdenc obnayHoro xpaHunumia
minio
byneT mncnonb3oBaTbcA 06bekTHOe XpaHunuwe MinlO, coBMecTMoe C

obnayHbIM XpaHunuuw,em S3.

vk
BypeT ncnonbsosaTbcA xpaHunuuie VK.

Mo ymonyaumio

minio
Mcnonb3yeTca TONbKO AN nogMoayns pg_probackup
pg_binary MyTb K ncnonHaemMomy ¢anny postgres

Mo ymonyaumio

/usr/bin/custom/postgres

0 Heobxogum npu MCnofib3oBaHUN YyTUAUTbLI pg_ctl Anda sanycka
CYB/[] npu BOCCTAaHOBNEHMN C pa3BepPTbIBAHNEM

pg_log MyTb oo ¢anna, B KoTopbln ByaeT HanpaBnaTbCA BbIBOL, COOBLLEHNA cep-
Bepa

Mo ymonuyaHvio

/tmp/postgres.log

0 HeobxoamMM npu nMcnonb3oBaHUM YTUNUTLI pg_ctl ANA 3anycka
CYB/[l npu BOCCTaHOB/IEHUN C pa3BepTbiBaHUEM

lMpumep NMMCTUHra KoOHPUrypaumoHHoro ¢gasina /opt/rubackup/etc/rb_module_postgresql.conf

# Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter
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#

#dbname postgres

#username rubackup_backuper

#password 12345

#host localhost

#port 5432

#postgresql_admin postgres

# Specify this path according to the installed version

#pg_ctl /usr/lib/postgresql/12/bin/pg_ctl

#postgresql_service_name postgresql

#auto_remove_wal yes

# Timeout period for the last WAL file generated during backup(in seconds)
#wal_wait_timeout 10

# Availability check period for last WAL file generated during backup(in
seconds)

#wal_check_period 1

#Enable interaction with centralized secret repositories
#use_secret_storage no

#keep wal files chain even for full backup

#keep_wal_chain no

# MNepeknio4aTbCA WAW HET Ha MOMHbIA 63Kan ec/ii HEBO3MOXHO BbIMOJIHUTL
WHKpPEMeHTanbHbin/ gndd

#auto_switch_full yes

# TammayT cTapTt/cTton BJl. B cekyHpax. @ - Mcnonb3oBaTb CUCTEMHbIA OedonT.
06bIYHO 60 ceK.

#operation_timeout ©

# lNepeonpepeneHve Bepcum bJ

#version_override 99.99

# WMA unHCcTaHca

#instance_name custom_name

# Wcnonb3oBaTb GOpMMPOBaAHME WMMEHM pecypca COBMECTMMOE C MpOoWSbiIMM BEPCUAMM
#legacy_instance_name no

#archive_catalog /opt/rubackup/mnt/postgresql_archives

# WcnonbsoBaTb move ana nepeHoca WAL n3 apxmBa BMeCTO KOMUpPOBaHMUA
#move_on_archive_get yes

# KonuyecTBO nMoTokoB ans apxuBauun WAL
#num_threads_for_wal_archiving 1

# KonnyecTtBo ¢amnoB obpabaTbiBaeMbiX 3a OA4MH BbI3SOB apxuBauuu
#batch_size_for_wal_archiving 1

# Makc. pasMep XpaHUMbIX JioKanbHO apxuBHbix WAL dainnoe (0 - HeT numuTa)
#wal_archive_files_size ©

# Makc. BpeMs B CeKyHOax KoTopoe npouecc cHATMA PK xpeT ocBob6oxaeHus
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apxMBHOIro KaTasnora
#cleanup_wait_timeout 1000

# BbINONMHATH MNPOBEPKY paboThl KOMaHA apxuBauuum nepep cHATuem PK
#make_archiving_check yes

# Bo3MOXHble 3HayeHuUs Ons restore_target_action: [pause promote shutdown]
#restore_target_action promote

# MNonbiTKM NpoBepku, 4TO wal summarizer ycrnen BHECTM BCE M3MEHEHUA B summary
dannel
#wal_sum_max_retries 20

# [lnpekTopusa [Asi COXPaHEeHUs PernsIMKauMOHHbIX OaHHbIX

#replication_catalog /opt/rubackup/mnt/postgresql_replica

# NyTb po ytunutbl pg_receivewal (¢u3myeckas pennmkauus), HauvMHas c 10 Bepcuwu
#pg_receivewal /usr/lib/postgresql/106/bin/pg_receivewal

# BboinonHMTb drop ¢msmyeckoro cnorta ¢ uMmMeHeM slot_name nocne cospgaHuma PK
#drop_slot no

# Wcnonb3oBaTb PU3NYECKUN CNOT, 3afaHHbIM B CUCTEME, WMHAye co3haTb C YKa3aHHbIM
NMEeHEeM

#slot_name my_slot_name

# and may be needed for the module work in a patroni cluster
#patroni_host localhost

#patroni_port 8008

#patroni_node_type_for_backup leader

#patroni_https no

#patroni_ca /etc/ssl/ca.crt

#pg_waldump /usr/lib/postgresql/12/bin/pg_waldump
#num_threads_for_wal_processing 8

# Bo3MOXHble 3HayeHus Ona restore_target: [immediate | latest]
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#restore_target immediate

# AGCOMOTHBIA NYyTb OO YTUAMTH pg_probackup

#pg_probackup /opt/pgpro/std-13/bin/pg_probackup

# AGCONKWTHBLIA NYTb OO KaTanora, B KOTOPOM XPaHATCH pe3epBHble KOonuu
#probackup_catalog_copies /opt/rubackup/mnt/pg_probackup

# WMa uHcTaHca. WmA nogkaTanoroB, B KOTOPbIX 6yAyT XPaHUTbCA KOMUK
#probackup_instance_name data

# HyxHO nu npoBepsaTb Bepcuio probackup

#check_probackup_version yes

# Bo3MoxHble 3HayeHus ana s3_interface: [minio | vk]
#s3_interface minio

#
# Specify if custom built PostgreSQL binary is required

# pg_binary /usr/bin/custom/postgres

# Specify if server output should be redirected to the file
# pg_log /tmp/postgres.log

#

#

Variables value
username
password
port
postgresqgl_admin
pg_ctl
auto_remove_wal
wal_wait_timeout
wal_check_period
legacy_instance_name
archive_catalog
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naBa 8. TOHKMe HaCTPOUKU MoAY NS NpU
pe3epBHOM KONMUpPOBaHUU

engine

secret_method

Bbi6op nogMoayns ons pes3epBHOro KONMpoBaHus

postgresql
Moamopynb, wucnonb3ywowmm HuUskoyposHeBblin APl CYB[
PostgreSQL ansa BbIMNONMHEHUSA Pe3epPBHOr0 KOMMPOBaHUS.

pg_probackup

MogMoaynb, WCMNONb3yKOWUA YTUNUTY pg_probackup nns
BbIMOJSIHEHUA pe3epBHOro konnposaHusa CYB[] Postgres Pro.

superb

MoamMoaynb, WCMNONb3YHLNIA CH3MWOTbl A/  BbINOJIHEHUSA
pesepBHOro konvposaHusa CYB[ PostgreSQL.

Bbibop MeToaa nonyyeHns ayTeHTUPUKALMOHHbBIX AaHHbIX (Cek-
peTa) Ans NOAKNKYEeHMA K pesepBupyemMon 6ase faHHbiX. 1§
Bblbopa MeToda HeobxoAuMO npefaBapuTenibHO 06aBUTbL ero.
Boibop npepoctaBnaeTcA B COOTBETCTBUM C Ha3HAYeHHbIMU
npaBamMu LOCTYyNa aBTOPU30BaHHOIo nonb3oBaTena RuBackup.

No secret method

YYéTHble OaHHble MoJib3oBaTeNnA AJjia NoAKHOYEeHNA K pe3ep-
BMpyeMol 6a3e faHHbIX ByAyT cuMTaHbl U3 KOHOUIypaLMoH-
Horo ¢anna /opt/rubackup/etc/rb_module_postgresql.conf.

<HasBaHue meTopa>

MeTog, KOTopblin npegBaputenbHo fobasBneH M npaBa Ha
KOTOPbIA Ha3Ha4yeHbl MoNb30BaTENO; YYETHbIE AaHHbIE MOSb-
3oBaTensa gs NoAKMYEHUs K pesepBupyemMon 6ase AaHHbIX
ByayT 3anpouweHbl B XxpaHunuwe cekpetoB HashiCorp Vault.

8.1. NMNoamopaynb postgresql

stream
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Bbibop pexunma goctaskm WAL.

Y106bl MCNOMb30BaTb NapamMeTp stream C NOAMOAYEM
postgresql, HacTpouTe B KOHbOUrypaLMoHHOM danne
napameTpbl pg_receivewal n replication_catalog.

Bkn (STREAM)
Konunn Tuna STREAM BknroYyaroT Bce cermMeHTbl WAL,




snhapshot_type

8.1. MNogmMoaynb postgresql

HeobxoguMble A9 BOCCTAHOBJIEHMNA COracoOBaHHOIO
COCTOAHUA KNnacTepa Ha MOMEHT CO3aHUA KOMnUK.

Boikn (ARCHIVE)

B pexume ARCHIVE LenocTHOCTb Konun obecrneyn-
BaeTCA NOCPeACTBOM HEMPEPLIBHOMO apXMBUPOBaHUS
(nogpobHee cM. Ha https://postgrespro.ru/docs/
enterprise/).

Mo ymonyaHuio

Bkn
Bbibop Tnna cHMMKa.

lvm

Mcnonb3oBaHme cHanwoToB LVM.

CYB pomkHa pacrnonaratbCa B $pansioBon CUCTEME,
KOoTopas ncrnonbsyet ToM LVM.

Mogynb nognepxueaet CYB[, ¢ [ONOAHUTENBbHBIMU
TabnnyHbIMM NpocTpaHcTBaMKn (tablespaces). Tab-
NNYHble NPOCTPAHCTBa TakKXe [OJ/MKHblI pacnona-
raTbcA B ¢annoBbIX CUCTEMAX, KOTOPble UCNONb3YOT
ToMa LVM.

dattobd

Mcnonb3oBaHne moaynsa sapgpa dattobd, nossonsto-
Lero genaTtb CHUMKN B610YHOro YCTPOMCTBA.

tatlin

Mcnonb3osaHue Tatlin Unified Storage, nossonsto-
Lero genaTtb MrHOBEHHble CHUMKW COCTOSHUSA [aH-
HbiXx CYB/[], KoTopas pacnonaraeTcs B CUCTEME Xpa-
HeHus aaHHbix Tatlin Unified Storage.

Nepen BbINO/IHEHMEM pPE3epPBHOr0  KOMUPOBaHUA
CO30aETCA MIMHOBEHHbIA CHUMOK COCTOSHUSA (B 3aBU-
CUMOCTM OT cnocoba MrHOBEHHOrO CHMMKa COCTOS-
HUA: nornyeckoro TomMa LVM, gaHHbIX Ha 6/104HOM
YCTPOWCTBE, CUCTEMbI XpaHeHuMAa pAaHHbiXx Tatlin
Unified Storage), N0 OKOHYaHWO pe3epBHOro KOMMpo-
BaHMS MIHOBEHHbIA CHUMOK COCTOSHMA 6ypgeT
yOoanéeH.

MNpn ncnonbsoBaHum Tatlin Unified Storage Heobxo-
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snapshot_size

incremental_subtype
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OUMO npeaBapuTesibHO Ha XOCTe, Ha KOTOpOM
Pa3BEPHYT MOAY/b, YCTAHOBUTb YTUNUTbLI multipath
N sg3_utils.

Mo ymonyaHuio

lvm

Bboibop pasmepa cHMMKa B MpoueHTax OT pasMepa
Logical Volume ToMa, Ha KOTOPOM pacnosioXeHbl Gannbl
6asbl [aHHbIX, 4N KOTOPOW BbINOMHAETCA pe3epBHOEe
KonupoBaHue, B cnyyae LVM. Jlnbo pasmep cHUMKa B
npoueHTax OT pasmMepa YCTPOMCTBA, Ha KOTOPOM pac-
nonoxeHbl ¢annbl 6a3bl faHHbIX, S8 KOTOPOW BbINON-
HAETCA pe3epBHOE KOMUPOBaHWE, B Cllyvyae UCMoMb30-
BaHMA dattobd.

B LVM volume groups, B KOTOpPbIX pacrnofioXeHbl ToMa
LVM, pomxHo 6bITb He MeHee 10% cBOOOAHOro MecTa
0719 BO3MOXHOCTU CO3LaHUA MOMEHTasIbHbIX CHUMKOB
LVM.

B xoae BbINOMHEHUA 3a4aHUA Pe3epPBHOr0 KONMPOBAHUA
B XXYpHanbHOM ¢ainne 3agaHnA pes3epBHOro Konuposa-
HUA (pann ¢ HoOMepoM 3agaum B /opt/rubackup/log)
MOXHO TMPOKOHTPONNPOBATb peasibHyk YTUInsauuo
CO3[aHHOro cHanworTa:

Snapshot '/dev/mapper/vg@-var--1lib.snap' was
used for: 0.92 %

The snapshot was removed: /dev/mapper/vg@-var--
lib.snap

B TOM cnyvyae, ecnu 3TO 3HayeHWe npu peanbHOM
pesepBHOM KonupoBaHun 6am3ko K 100%, To Heobxo-
OVUMO yBennunTb pasmMmep csBobogHoro mMecTta B LVM
rpynne v yBennuntb lvm_snapshot_size.

Mo ymonyaHuio
10

Bblbop noAaTuna MHKPEMEHTANIbHOrO Pe3epPBHOIr0 KOMu-
poBaHus.

archive_wal

PeXXUM WHKpeMeHTaNlbHOro pesepBHOro Konuvposa-




8.1. MNogmMoaynb postgresql

HUA, Npu KoTopoM Moaynb PostgreSQL Universal
BbIMONHAET pe3epBHOE KOMMPOBaHWE  apPXUBHbIX
WAL-¢dannos.

page (cTpaHu4yHOe KONMpoOBaHUe)

B aTOM pexume mMoaynb ckaHupyeT Bce ¢annbl WAL
B apXxvBe C MOMeHTa Cco34aHunA npeblayLien nosHoun
WIN  UHKPEMEHTaNnbHoM Konuu. HoBaa pesepBHas
Konusa bygeT cogepxkaTb TONbKO CTPaHULbI, HA KOTO-
pble yKasblBaeT XYypHan TpaH3akuui. Heobxoaumo,
4yTOObl B apxuBe WAL coxpaHsanncb BCe XYpHarsbl
TpaH3akuun, 3anucaHHble nocfe npegblaylien
pesepBHOW Konun. Ecnn pasmep aTux ¢pannos cpas-
HUM C 0B MM pa3MepoM ¢dainnos 6asbl AaHHbIX, YCKO-
peHve bygeT HEBENNKO, HO pa3Mep pe3epBHOM KOMUK
byneT MeHblLle.

Ona paboTbl B 3TOM peXxumMme Heo6XoAMMO HaCTPOUTb
HernpepbIBHOE apXMBUPOBaHME >XYPHANOB TpaH3aK-
Lunn.

Ona paboTbl nogTuna page Heob6Xo4MMO HaCTPOUTb
napamMmeTp KOHOUrypaumoHHoro d¢anna pg_waldump
(CnaBa 7).

delta (pa3sHOCTHOE KONUpoOBaHue)

B aTOM pexxnme MoAyb CUYNTbIBaAET BCe ¢pannbl faH-
HbIX B KaTanore gaHHbIX N KOMUPYeT TONIbKO Te CTpa-
HULbI, KOTOPble U3MEHUIUCb CO BPEMEHU npeabiay-
wero kKonupoBaHuA. [nsa WUCMNOMb30BaHUA [LaAHHOrO
peXunuma HernpepbiBHOE apXuBUpoOBaHME He Tpeby-
eTcA. B oTOM pexumme Harpyska Ha BBOL-BbIBO[,
MOXEeT ObITb conocTaBMMa C MNOJSIHbIM PE3EPBHbLIM
KOMMPOBaHNEM.

ptrack (konupoBaHue U3MEHEeHUM)
B aTOM pexxnme Mofynb oTcnexmBaeT UBMEHEHUA Ha
neTty. ATOT pPEXUM He TpebyeT HernpepbIBHOro apxu-
BUPOBAHMA >XYPHANOB TpaH3akKuun. ITOT pPeXum
nobaBnaeT Harpysky Ha CepBep, HO 3HAuYMTENbHO
yCKOpSAeT MHKPEMEHTasIbHOEe pe3epBHOE KonupoBsa-
HUe.

wal_summarizer

B aTOM pexknme mncnonbsyetca GyHKLMA 0000LeHNs
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connection_monitoring

compression_type

KYpHanoB TpaHsakuui, nossmBliasnca B PostgreSQL
17.

MOHUTOPWHI COeANHEHNs C 6a30oi AaHHbIX

Mo ymonyaHuio

Bkn
CxaTune gaHHbIX.

Bo3Mo)XXHble BapuaHTbl

none, fast, optimal, best

8.2. NMNoamopaynb pg_probackup

stream

pg_pro_threads

pg_pro_backup_mode
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Bbibop pexnma goctaskn WAL.

Bkn (STREAM)

Konun tnna STREAM BknroyatoT Bce cermeHTbl WAL,
HeobxoauMble ANS BOCCTAHOBJIEHMA COrflaCoOBaHHOIO
COCTOSHUA KracTepa Ha MOMEHT CO3aHuA KOMUK.

Boikn (ARCHIVE)

B pexxume ARCHIVE LenocTHOCTb Konun obecneymsa-
eTcA MNOCPeACTBOM HEMPEPLIBHOTO  apXMBUPOBaHMUA
(nogpobHee cM. Ha https://postgrespro.ru/docs/
enterprise/).

Mo ymonyanuio

Bkn

Bbibop kKonnyecTBa napansenbHbiX NOTOKOB NpW peseps-
HOM KOMUPOBaHWUMU.

Bbi6op NoATMMNa MHKPEMEHTaNlbHOrO Pe3epPBHOIo KOMMpo-
BaHMA.

delta (pa3HOCTHOE KONUpOBaHue)

B aTOM peXxnme MoAynb CUYNTbIBAeT BCe ¢annbl AaH-
HbIX B KaTasiore gaHHbIX U KONMUPYET TONIbKO Te CTpa-
HULbI, KOTOPblE WU3MEHWUINCb CO BPEMEHUN Mnpeablay-
wero kKonupoBaHuA. [OnA MCnonb3oBaHWA [[aHHOro
peXXnuMa HenpepbIBHOE apXMBMpOBaHME He TpebyeTcs.
B aTOM peXxunme Harpyska Ha BBOA-BbIBOA MOXeET ObITb
conocTaBMMa C NOJSIHbIM Pe3epPBHbLIM KOMUPOBAHMEM.
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8.3. Mogmoaynb superb

page (cTpaHMYHOe KONUpPOBaHue)

B aTOM pexume Mmoaynb ckaHupyet Bce pannbl WAL B
apxmBe C MOMEHTa co34aHuA npegblaylwen nosiHomn
WIN  UHKpeMeHTanbHoM Konun. HoBas pesepBHas
Konua 6ygeTt cofepXaTb TONMbKO CTpaHULbl, Ha KOTO-
pble yKasblBaeT >XYypHan TpaH3akuuin. Heobxogumo,
yTobbl B apxmBe WAL coxpaHAnUCb BCe >XYypHasbl
TpaH3aKuun, 3anmncaHHble rnocne npegbloyuwen
pesepBHOM Konuu. Ecnun pasmep aTux ¢pannos cpaBHUM
Cc obwmm pasmepomM ¢pannos 6asbl JaHHbIX, YCKOPEHUE
OyLeT HeBeNMKO, HO pasMep pesepBHON konuwn bypeT
MeHbLLE.

Onsa paboTbl B 9TOM pexXunme HeobXo4AnMO HacTpPOUTb
HenpepbIBHOE apXMBUPOBaHME XXYPHaNoB TpaH3aKLUN.

ptrack (konupoBaHue U3MEHEHUM)

B aTOM pexume Moaynb OTCNeXuBaeT U3MEHEHUA Ha
neTy. 3TOT pPeXUM He TpebyeT HenpepbIBHOrO apXmBK-
pPOBaHMA XYPHaNoB TpaH3akuun. ITOT pexum gobas-
NAeT Harpysky Ha cepBep, HO 3HaYUTEeNbHO yCKopseT
WHKPEMEHTasbHOE pe3epBHOE KOMMPOBaHMeE.

Mo ymonyaHuio
ptrack

8.3. Mopamopaynb superb

entire_snapshot_backup [lpn akTMBMpoBaHWN nepeknovaTena OyaeT BbINO-
HATbCA pe3epBHOE KOMMpoOBaHMe BCero CHUMKa
COCTOAHMA (CHaMWoOTa) Aucka (normyeckoro ToMma
LVM), Ha koTopoM pacnonaraetca CYB[. Ecnn nepe-
K/to4aTeNb He akTUBMPOBAH, TO ByAeT TONbKO BbIMOJ-
HATbCA pe3epBHOe KonnpoBaHue gaHHbix CYB/.

snapshot_size Boibop pasmMepa CHUMKa B MpoueHTax OT pasmepa
Logical Volume TOMa, Ha KOTOPOM pPacrofioXeHbl
dannbl 6asbl faHHbIX, ONA KOTOPOW BbIMNONHAETCSH
pesepBHOE KonupoBaHue, B cnydae LVM. Jlnbo pas-
Mep CHMMKa B NPOLEHTaxX OT pasMepa YCTPOMCTBA, Ha
KOTOPOM pacnosioXeHbl ¢annbl 6asbl AaHHbIX, A5
KOTOPOW BbINOJIHAETCA pPEe3epBHOE KOMMPOBaHME, B
crly4yae ncnonb3oBaHnsa dattobd.

B LVM volume groups, B KOTOPbIX pacnosioXeHbl ToMa
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shapshot_type
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LVM, aonmxHo 6biTb He MeHee 10% cBob6OgHOro MecTa
O BO3MOXHOCTU CO34aHNA MOMEHTaNbHbIX CHUMKOB
LVM.

B xone BbINONHEHUA 3a4aHUA pe3epBHOro Konuposa-
HUA B XYpHanbHOM ¢anne 3agaHna pe3epBHOro Konu-
poBaHuA (bann C HOMepOoMm 3agaumn B
/opt/rubackup/log) MOXHO MPOKOHTPONMPOBATL
peanbHy YTUIN3aLMKO CO30aHHOIN0o CHanwoTa:

Snapshot '/dev/mapper/vg@-var--1lib.snap' was
used for: 0.92 %

The snapshot was removed: /dev/mapper/vg@-var--
lib.snap

B TOM cnyyae, ecnu 3To 3HayeHue Mpu peasibHOM
pesepBHOM KonupoBaHnn 6nmsko K 100%, To Heobxo-
OVMO YBENMUYNTb pasmMep cBobopHoro mecta B LVM
rpynne v yBennmuntb lvm_snapshot_size.

Mo ymonyaxHuio
10

Bbl6op TvNa CHMMKa.

lvm

Mcnonb3oBaHue cHanwoToB LVM.

CYBl pomkHa pacnonaratbcA B ¢annoson
CcCUCTeMe, KoTopasa ncnonbsyet Tom LVM.

Mopaynb nogaepxusaet CYB[] ¢ 4ONONHUTENBbHbIMU
TabnnyHbiMM NpocTpaHcTBaMu (tablespaces). Tab-
NNYHbIE NPOCTPAHCTBA TakXe [AOJIKHbl pacnona-
raTbCs B ¢annoBbIX CUCTEMaAX, KOTOpPblE WUCMOSb-
3yl0T ToMa LVM.

dattobd

Mcnonb3oBaHue mMoayna sagpa dattobd, nossonsto-
Lero genaTtb CHUMKKN B10YHOIro YCTPONCTBA.

tatlin

McnonbsosaHue Tatlin Unified Storage, nossonsto-
ero genaTtb MrHOBEHHblIE CHUMKW COCTOSAHWUA OaH-
Hbix CYB[], KoTopas pacnonaraeTcad B CUCTeMe




8.3. MogMopaynb superb

XpaHeHusa gaHHbix Tatlin Unified Storage.

Mepen BbIMNONHEHNMEM pPE3EPBHOr0 KOMUPOBaHMA
CO30aETCA MIHOBEHHbIA CHMMOK coCcTosHUA (B
3aBUCUMOCTM OT crnocoba MrHOBEHHOro CHUMKa
COCTOAHMA: normyeckoro TomMa LVM, OaHHbIX Ha
6/7104HOM YCTPOWMCTBE, CUCTEMbI XPaHEHUA AaHHbIX
Tatlin Unified Storage), no OKOH4YaHWIO pPe3epBHOro
KOMMPOBAHUA MIHOBEHHbIA CHMMOK COCTOSHUA
oypeT yganéH.

Mpw ncnonbsosaHun Tatlin Unified Storage Heobxo-
ANMO MpeaBapuUTeslbHO Ha XOCTe, Ha KOTOPOM
pPas3BEPHYT Mopay/b, YCTaHOBUTb YTUNUTDI
multipath 1 sg3_utils.

Mo ymonyaHuio

lvm
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naBa 9. BoccTaHoBJ/IeHUE pe3epBHbIX KOMUMX

9.1. BoccTaHoB/NeHUe pe3epBHbIX Konui B Tucana

B Tucana npousseguTe HaCTPOWKY, cnenys ykasaHuaM U3 AOKYMeHTa BoccTaHoBeHme
pe3epBHOW KoMun.

[na BocctaHoBnernus b ns PK:

1. I3 cnucka BoccTaHOBUTb Ha KJIMEHTEe BbibepuTe y3es KINeHTa pPe3epBHOro Komnnu-
POBaHUA.

2. B Katanor pacnakoBku Haxxmute [...] U ykaxuTte katanor gna pacnakosku bl ns
PK n ¢anna c meTagaHHbiMn aTton PK.

3. B MapameTpbl BOCcCTaHOBNEHUA Ana moaynsa Haxmute [...] n onpegennte TOHKME
HacTpoOnKK Moaynsa (cMm. Mpunoxenne 9.A).

4. Bkntounte BoccTtaHOBUTb Ha LieneBOM pecypce /19 BocCTaHoBNeHnA b/l Ha uene-
BOM pecypce (Ha y3ne ¢ CYB[]) nocne pacnakoBknm PK BO BpPeMEHHbIN KaTanor
(KaTtanor pacnakoBkKM). [locne BoccTaHOBNeHUs B[l kaTanor pacnakoBku 6ypeTt
OYULLLEH.

o Ecnn npu aTOM BKAOYEH napamMeTp enable_direct_restore B TOHKUX
HacTpoukax Moaynsa, To BoccTaHoBneHwe B[ 6ypeT npoucxoantb 6e3
NCMNONb30BaHMUA BPEMEHHOro KaTasora pacnakoBku. Bo BpeMeHHbIn KaTa-
Nor pacnakoBbIBatOTCA TONIbKO MeTafaHHble PK.

Ecnn ¢nar BoccTtaHOBUTb Ha LlefieBOM pecypce BblK/IKOYEH, TO pe3epBHasa Konus
B[l pacnakoBbiBaeTCA BO BPeMeHHbIN KaTanor. [locne pacnakoBkn PK gna BoccTa-
HoBNeHus B[] nepeHecuTe ¢annbl U3 BPEMEHHOrO KaTanora B LEeNeBble KaTanoru.
Hanpumep:

a. ecnn dannbl pacnonararoTcs B
/restore_dir/number.rest/var/lib/postgresql/11/main (number — 3TO HOMEp
pes3epBHON KOMNUK), TO NnepemMecTuTe nx B /var/lib/postgresql/11/main;

b. ecnn wal-dannbl pacrnonararoTcs B
/restore_dir/number.rest/opt/rubackup/mnt/postgresql_archives (number —
37O HOoMep pes3epBHOM Konuw), TO nepemMecTuTte nx B

/opt/rubackup/mnt/postgresql_archives/.

9.2. BoccTaHOB/IeHUEe CO CTOPOHbI KJIMEHTa

,D,J'Iﬂ onepaunn BOCCTAHOBJIEHNA MOXXHO WUCMNOJIb30BaTb YTUIUTY KOMaH,D,HOVI CTPOKHU
rb_archives.
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9.2. BoccTaHoBMEHWE CO CTOPOHbI KTMEHTA

Mcnonb3oBaHe YTUNMUTbl KOMaHOHOW CTPOKW rb_archives no3BoAAeT MNOCMOTPETb
CMNCOK pe3epPBHbIX KOMUIA:

lMpumep 15. [MpocMOTp crincka pe3epBHbIX KOMUA ¢ NMOMOLLbIO YTUANTbl rb_archives

root@postgresqgl:~# rb_archives

Id | Ref ID | Resource | Resource type | Backup type |
Created | Crypto | Signed | Status

———tm - o o Fomm - +
------------------------ e T

1 | | PostgreSQL 12.13 | PostgreSQL universal | full |
2023-02-16 11:11:03+03 | nocrypt | True | Not Verified

B nepBoi KoMoHKe yKasaHbl UOEHTUPUKATOPbI pe3epBHbIX KOMUA. YTO6bl BOCCTaHOBUTb
pe3epBHYIO KOMUIO 6e3 pa3BepTbiBaHUSA, HY>KHO UCMOIb30BaTb KOMaHAY:

sudo rb_archives -X -d /path_to_restore

Oonuma -X ykasblBaeT, YTO HY>XXHO BbIMOSIHUTb OMepauunto BOCCTAaHOB/IEHUA 6es pa3Bep-
TbiBaHUA

Onuusa -d ykasbliBaeT MyTb, B KOTOPbIA HYXHO BOCCTAHOBUTb pe3epBHYO Konuo. Ecnu
He ucnonb3yeTcs onuuna -d, pesepBHaa Konusa GygeT BOCCTaHOBNEHA B KaTanor Ans
BPEMEHHbIX Ornepauuin C pes3epBHbIMU KOMUAMW, NNOO, ecnn KIIMEHT HACTPOeH Ha
ncnonb3oBaHne BpeMeHHon NFS-nankm oT cepBepa pe3epBHOro KonMpoBaHWA, BOCCTa-
HoBNeHue npounsongeT B aTy NFS-nanky. B cnyyae BocCTaHOBNEHNA pe3epBHON KOMUK
0e3 pa3BepTbiBaHUA BcCerfga peKoMeHAyeTCA MCMosb30BaTh onuuio -d C ykKasaHuem
KaTanora Ha K/WeHTe, B KOTOPOM eCTb [OO0CTAaTOYHO MecCcTa AN BOCCTaHOBMEHUSA
pe3epBHOW KOMUN.

B TOM cnyJae, ecnun Heo6Xo4ANUMO BbIMNOSIHNTL BOCCTAHOBJIEHUE pe3epBHON KOMUKU C
pa3BepTbiBaHNEM, BbINMOJIHUTE KOMaHAY:

sudo rb_archives -x -d /path_to_restore

Onumsa -x yKasbiBaeT, YTO HY>XXHO BOCCTAHOBUTb PE3EPBHYIO KOMUIO C pasBepTbiBaHUEM.

[1nsi BOCCTaHOBMIEHMA Pe3epPBHOM KOMUN HEO6XO0AMMO BBECTM Mapofib KMeHTa (3aga-
eTCs NPy NepBOM UCMOMb30BaHMK rb_archives). ECnn Bbl He 3HaeTe Naposb, obpaTu-
TeCb K CUCTEMHOMY aiMUHUCTPATOPY.

[MpOKOHTpPONMPOBATL BbIMNO/HEHWE 334324 BOCCTAHOBMEHUA MOXHO NMPU NOMOLUN YTK-
NNUTbl KOMaAHOHOW CTPOKKN rb_tasks:
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lMpumep 16. MNonydyeHne nHGopMaLun O BbINOJIHEHUN 3a4a4Y1 BOCCTAHOB/IEHUS C MOMOLLYbH YTUINTbI
rb_tasks

root@postgresql:~# rb_tasks

Id | Task type | Resource | Backup type | Status | Created
s T e Fommm - R +

1 | Backup global | PostgreSQL 12.13 | full | Done | 2023-02-16
11:10:42+03

2 | Restore | PostgreSQL 12.13 | full | Done | 2023-02-16
11:21:20+03

TakK XXe MOXHO MOoNy4YnTb AeTalbHYO MHPOPMaLUO O XO4e BOCCTAHOBMIEHUA U3 XYpP-
HanbHOro ¢anna sagayu:

lpumep 17. lNony4deHne nHpopmMaLumn o Xxone BOCCTaHOBJIEHUA U3 XXYPHAa/IbHOro ¢avina 3agayv

root@ubuntu-server :~# cat /opt/rubackup/log/task_2.log

Wed Feb 15 12:30:18 2023: Media server gl has 'New' task in the queue.
Task ID: 2. Task type: Backup global

Wed Feb 15 12:30:18 2023: Task ID: 2. New status: Assigned

Wed Feb 15 12:30:18 2023: Task ID: 2. New status: At_Client

Wed Feb 15 12:30:18 2023: Task ID: 2. New status: Execution

Wed Feb 15 12:30:19 2023: Set unlimited bandwidth for task ID: 2

Wed Feb 15 12:30:22 2023: Task ID: 2. New status: Start Transfer

Wed Feb 15 12:30:22 2623: Set unlimited bandwidth for task ID: 2

Wed Feb 15 12:30:23 2023: Transfer of snapshot client2 TaskID 2
NORuleOrStrategy_0 D2023_2_15H09 30 18 BackupType 1 ResourceType 11 has
succeeded. Task ID: 2

Wed Feb 15 12:30:23 2023: Task ID: 2. New record ID was created in
repository: 2

Wed Feb 15 12:30:23 2023: Task ID: 2. New status: Transmission

Wed Feb 15 12:30:24 2023: Task ID: 2. New status: Done

Thu Feb 16 11:21:20 2023: Media server ubuntu-server has 'New' task in the
queue. Task ID: 2. Task type: Restore

Thu Feb 16 11:21:20 2023: Task ID: 2. New status: Assigned

Thu Feb 16 11:21:21 2023: Task ID: 2. New status: At_Client

Thu Feb 16 11:21:21 2023: Task ID: 2. New status: Start-Transfer

Thu Feb 16 11:21:21 2023: Task ID: 2. New status: Transmission

Thu Feb 16 11:21:21 2023: Set unlimited bandwidth for task ID: 2

Thu Feb 16 11:21:24 2023: Blocks are ready, time: 2

Thu Feb 16 11:21:26 2023: Task ID: 2. New status: Done
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MpunoxeHue A: TOHKME HACTPONKMK AN BOCCTAHOBNEHUS PE3EPBHOM KoMK

NMpunoxeHue A: TOHKUe HAaCTPOMNKU ANA
BOCCTaHOBJ/IEHUS1 pe3epBHON KONUU

B Tabnuue onucaHsbl

TOHKME HaCTPOMKW MOAYNA [N1A BOCCTAHOBJIEHUA pe3epBHOMN

konuu (cm. Pazgen 9.1).

Tabnuua 6. ToHkue HacTporkun Mmoaynsa PostgreSQL Universal 41 BOCCTaHOB/IEHUS pe3epPBHOM KONun

MapameTp

Ucnonb3oBaTtb
HaCTpPOWKMU No ymonya-
HMIO

PyuyHas HacTpoiika Bpe-
MeH! BOCCTaHOBJIEHUA

recovety_target_time

secret_method

OnucaxHue

Mcnonb3oBaHue 3HaYeHNn MO YMONYaHUIO
Mpw 3HavYeHUn:

e true ANnA NapaMeTpPoB UCNOb3YOTCA 3HAaYEHUA MO YMOJTYaHUIO,

e false 3HayeHUda NapaMeTPOB MOXXHO U3MEHUTD.

Mo ymonyauuio true

[Mo3BonseT HACTPOUTb MPOU3BOJSIBHBIN MOMEHT BPEMEHU BOCCTAHOBJIEHUSA
cocToaHnA b ns nukpemeHTanbHom PK

Mcnonb3ayeTca TONbKO A8 NogMoayns postgresql

Mpwn 3HavYeHUn:

e true MNPV BOCCTAHOBMIEHWUM LLEMOYKN PE3EPBHbIX KOMUIA cocTosiHne B[
6yaeT BOCCTAaHOBMIEHO 0 YKAa3aHHOrO MOMEHTa BPpeMEHU;

o false MpPW BOCCTAHOBJIEHUM LLEMOYKN pPE3EPBHbIX KOMUN COCTOAHME B[
OyLeT BOCCTaHOBEHO 00 MOMEHTa co3gaHusa nocnegHen PK B Lenouke.

Mo ymonyaHuio false
o Mcnonb3yeTcs BMecTe C NapamMeTpoM recovety_target_time

[MpOn3BOSIbHBIK MOMEHT BPEMEHM BOCCTAHOBMEHUA cocToAHMA B uns
pes3epBHON KOMUU. YKasaHHblA MOMEHT [OJ/KeH ObiTb Mo3gHee MOMEHTa
cospaHua nonHonm PK B uenouyke. 3agaeTcs Mo HaxaTuwo pass:n[@]ﬂ B
BUAeE AaTbl U BPEMEHN

TonbKo Ana nogMoayns postgresql

o Mcnonb3ayetca BMecTe C napamMeTpoM PyuyHasa HacTpoiika Bpe-
MEHU BOCCTaHOBJIEHUSA

MeTog, nonydyeHuns cekpeTa (MHOOpMauum aAna noaknodeHus Kk CYB[
PostgreSQL) (cM. XpaHununiia cekpeToB)

Mo ymonyauuio No secret method
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MapameTp

enable_direct_restore
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OnucaHue

Mpsimoe BoccTaHoBNeHWe B[,
Bo3MO)XXHble 3HaueHus true, false
Mo ymonuyaHuio true

Mpwn 3HaYeHUn true BoOCCTaHoBeHWe B[l N3 pesepBHOMN KOMUN MPOUCXOOUT
HanpsAMYyo B LefieBoe MeCTOoMNosoXeHne 6e3 UCnosib30BaHUA BPEMEHHOMO
KaTasnora pacrnakoBKM.

Mcnonb3yeTcs TONMbKO NPW BOCCTAHOBMIEHUN C pa3BepTbiBaHWEM Ha Lene-
BOM pecypce (cMm. Pasgen 9.1).




10.1. MNogroToBKa K UCMOSb30BaHUO pg_probackup

naBa 10. Pe3epBHOE KONMpoBaHUe C
ucnosib3osaHueMm nogmMoanyna pg_probackup

[Ona KoppekTHoM paboTbl nogMoayns Heobxoauma yTunuTa pg_probackup
Bepcun 2.6 nnu Bbille.

10.1. NMoaroToBKa K UCMNOJIb30BaHUIO pg_probackup

[nA BbINONHEHNA PE3ePBHOr0 KONMPOBaHUA C nogmMoaynem pg_probackup BbIMONMHUTE
crnepyrouime gencTens:

1. 3anycTtute RBM KOMaHpOom:

rbm

MNocne aTtoro B OTKpbIBWEMCSH OKHe (PucyHok 1) BBEgMTE HaMMeHOBaHWe cepBepa
RuBackup, nmsa nonb3oBaTtens n naporsib.

RuBackup Manager

Wma cepeepa RuBackup
10.177.32.71

Wma nonb3osaTens

rubackup

Maponeb

Tun ayTeHTUdUKaUWK
RuBackup DB

BonTtn

PucyHok 1. OkHo Bxoga RBM

2. obaebTe nyn Tuna Client defined ¢ nomouwbio RBM nn6o KomaHgHOM CTPOKU (CM.
nogpobHee B OKYMeEHTe «PyKOBOACTBO CUCTEMHOIO agMUHMUCTpaTopa RuBackup»);

3. HacTponTte KnneHTCckoe XpaHunumiie ¢ nomMmoLbo RBM nnb6o KoMmaHgHOM CTPOKKU (CM.
noapobHee B LOKYMeHTe «PyKOBOACTBO CUCTEMHOIo agMUHUCTpaTopa RuBackup»);

1. HacTponTe Ha KNIMEHTCKOM XocTe 6a3y AaaHHbIX PostgreSQL;
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2. YCTaHOBUTE Ha KJ/IMEHTCKOM XocTe wMoaynb pana  PostgreSQL  Universal
(rb_module_postgresql);

3. PasBepHuUTE KNEHT PE3EPBHOr0 KOMUPOBaAHUSA, CKOHOUIYPUPYNTE U MOAKIOUYNTE
ero kK cepsepy RuBackup Ha xocTe, rge yctaHosneH moaynb PostgreSQL Universal;

4. CospganTte B S3-xpaHunuwe MinlO nanky, B KOTopyto 6yayT NOMeLLaTbCA pe3epBHble
Konuu;

5. Hactponte PTRACK Ha knneHTe Ons co3faHuA U BOCCTAHOB/IEHUSA MHKPEeMeHTallb-
HbIX KONU TabnnyHbIX npocTpaHcTB CFS;

6. HacTtponTe yTunnty pg_probackup Ha knueHTe gna paboTbl ¢ S3-XpaHUNULLEM;

o Onsa paboTtel ¢ S3-xpaHunuwem MinlO B yTunmte pg_probackup HY>XHO
MCNONb30BaTb KMHOY --s3=minio

1. AnA mncnonb3oBaHWA peXxuma nocTpaHuMyHoro konuposaHua (PAGE) HacTponTe
HenpepbIiBHOe apxuBmpoBaHme WAL c cepsepa b1 B RuBackup.

10.2. UHMUunanusauma KaTtanora pesepBHbIX KONUM
[na koppekTHON paboTbl NOAMOAYNA pg_probackup BbIMNOSHAUTE NOCE[0BaTENIbHO Crie-

ayroume KoMmaHabl OT UMeHU agMuHUcTpaTopa CYB/.

pg_probackup init -B kaTanor_konui [--skip-if-exists] [napameTpbi_s3] [--help]

pg_probackup add-instance -B kaTanor_konun -D kaTamor_gaHHbX --instance
umsa_sksemnnapa [--skip-if-exists] [napameTpbi_s3] [--help]

UMsi_aKksemnnspa [AOJHKHO coBMnagaTb C MMEHeM KkaTanor_gaHHbeix. Hanpumep, ecnu
nobaBnaeTca KaTanor paHHbiX /var/lib/pgpro/std-13/data/, MMeHeM 3kKsemnnsapa
oypet data.

10.3. [locTyn K nanke pg_probackup

[Manka /opt/rubackup/mnt/pg_probackup ¥ BCe BfIOXEHHbIE B HEE ManKn A0JIKHbI 6bITb
OOCTYNMHbI ONA 3anMcu W YTEeHUA MoNb30oBaTeNito, YyKasaHHOMY B nNapamMeTpe
postgresql_admin B KOHQUrypaunoHHOM danne mMoayns, a Takxke nonb3oBaTento, oT
MMEHN KOTOPOro paboTaeT KnneHT RuBackup.

3apaHne npaes 4OCTyna K nanke pg_probackup

sudo chgrp postgres -R /opt/rubackup/mnt/pg_probackup
sudo chmod g+rwx -R /opt/rubackup/mnt/pg_probackup
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10.4. HacTtpolika HenpepbiBHOro apxmsmposaHna WAL ans pg_probackup

10.4. HacTpoiKa HenpepbiBHOro apxusuposaHna WAL
Ana pg_probackup

Ecnu ycTtaHoBneH pg_probackup, TO KOMaHAbl apXMBMPOBaHMS XYPHANoB TPaH3aKL NN
MOryT UCMOMb30BaTb 3Ty YTUANTY C NpefocTaBnaeMon ero yHKLMOHANbHOCTbIO (Pas-
nen 10.5).

HacTporka KoOMaHA BbINOMHAETCA pefakTupoBaHneMm ¢amna Hactpoek CYB[
(postgresql.conf gna PostgreSQL).

1. 3aganTe KOMaHLYy apXMBUPOBAHMA XYPHaN0B TPaH3aKLU .

archive_command = 'pg_probackup archive-push
-B /opt/rubackup/mnt/pg_probackup
--wal-file-path %p
--wal-file-name %f
--instance umMA_sk3emnnapa @
[mapameTpbi_ynanéHHoro_pexuma] @
"[4yacTHbIN_KOHGUrypaumoHHbin_dann] "' ©

@ vma_sksemnnspa AOMKHO YKasblBaTb Ha YXKe MPOUHNLIMANN3NPOBAHHBIA AN faH-
HOro knactepa b/l konupyembin ak3emMnnap.

@) napameTpbi_ynanéHHoro_pexuma [OJIKHbI 3afaBaTbCs TOMBKO B Clyyae pacnoso-
XXeHusa apxmea WAL B yganéHHom cucteme.

9 "YacTHbLIN_KOHOUIypauMOHHbIM_dann"  YKaXXUTe YaCTHbIA KOHOUrypaunOHHbIN
dann nNpu BKIKOYEHHOM pexunMe paboTe C HECKONbKUMW MHCTaHCaMu B[] B KOH-
éurypauymnoHHomMm danne mogyns.

2. 3apjanTte napaMeTpoM restore_command KOMaHAY BOCCTaAHOBJIEHWUA XYPHaNoB TpaH-
3aKuun n3 apxmsa.

restore_command = 'nyTb_uHcTannsauuu/pg_probackup archive-get
-B /opt/rubackup/mnt/pg_probackup
--instance wums_sk3emnnspa
--wal-file-path=%p
--wal-file-name=%f
[mapameTpbl_yaanéHHoro_pexuma |

" [4acTHbIN_KOHGMIypaUMOHHbIN_pain ]

10.5. HacTpoika xpaHeHUs pe3epBHbIX KONMUA B S3

pg_probackup MO3BOMSAET XpPaHUTb pe3epBHble Konuu B 06/1a4HOM XpaHunuwe MinlO,
VK Cloud 1 AWS.
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[nsa ncnonb3oBaHUA obnayHoro XpaHuuLia

e 3afaNTe napameTp s3_interface;

e nepepanTe pg_probackup napamMmeTpbl --s3 U (ONUMOHaNbHO) --s3-config-file (cMm.
AOKYMEHTaL ).

lMpumep 18. Micnonb3oBaHne add-instance

pg_probackup add-instance \ @
-D /var/lib/pgpro/ent-16/data \ @
-B /opt/rubackup/mnt/pg_probackup \ &
--instance=example \ @
--s3 O

[ --s3-config-file=nyTb_k_¢anny_xkoHourypaumm ] O

@ add-instance cospaeT 3anucb 0 pe3epBHOM KornuposaHun CYB[.

@ -D unn --pgdata — manka ¢ faHHbIMK knactepa b[l. Heo6xoaum pocTyn Ha
3anuchb B 3Ty Nanky.

© -B vwnm --backup-path — nanka, B KOTOPOW XPaHATCA pe3epBHble Konuu. B
aTol nanke 6yayT co3naBaThCs AOMNOMHUTENbHbIE NoANanKu.

@) --instance — MMs Nofnanku KnactTepa B OCHOBHOW MNarnke pesepBHbIX KOMUIA.
Ona --instance=example B Nanke, ykasaHHoOW Onsa --backup-path, 6ygyTt
co3faHbl Nnankn /backups/example U /wal/example.

@ VicnonbsoBaTb 06nayHoe xpaHeHue S3.

@ Ecnn aTOT NapamMeTp He ykasaH, pg_probackup uvweT ¢pann KoHourypauumm S3
CHavana B /etc/pg_probackup/s3.config, a 3aTeM B
~postgres/.pg_probackup/s3.config.

B cnyyae paboTbl ¢ nogMmoayfnemM pg_probackup npu Bblbope TMNa XpaHunuma
Cloud Bam byneT npeAnoXeHo BBECTU faHHble ANnA paboTbl ¢ 061avYHbIM Xpa-
HUAUWeEM: XocT obnaka, nopt obraka, 6akeT, 6e3onacHocTb obnaka, ID knrova
[OCTyna, CEeKPeTHbIN K4 gocTyna. [JaHHaa MHbopmauus OypeT nepepa-
BaTbCA MOAY/IO BO BpeMA paboTbl M nepesannucbiBaTb KOHOUrypaLMOHHbIN
¢ann /etc/pg_probackup/s3.config. YkKaszaB paHHble B RBM, Bbl MoXeTe
0BHOBUTb faHHble 0N BCEX K/IMEHTOB, KOTopble 6yayT NCNONb30BaTb AaHHbIN
nyn.

10.6. Npumep ncnonb3soeaHusa nogMmoayna pg_probackup
B MeHepXxepe agMuHucTpatopa RuBackup (RBM)

Ona perynapHoro pesepBHOro konmpoBaHus CYB[ HeobxoanMMoO cosfaTb MNpaBuio B
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rnob6anbHOM pacnmcaHuu.
1. Mepengnte B pasnen EI Mno6anbHOEe pacnucaHue N HaXXMUTE KHOMKY (Ao6a-
BUTb). OTKpOEeTCA OKHO fobaBneHns npasuna rnobanbHOro pacnmcaHus.

2. B none KnueHT BbibepuTe KNIMEHTA, HA KOTOPOM YyCTaHOBMNeH Moaynb PostgreSQL
Universal.

3. B Tun pecypca BbibepuTe TUMN pecypca PostgreSQL Universal.

4. OTKpoNTEe TOHKME HacTponku mopynsa HaxaTtvem [..]. Bbibepute nogmopynb
(engine) pg_probackup.

5. HactponTe uncno napannenbHbix NoTokos (pg_pro_threads) pe3epBHOro KONMpo-
BaHWSA N BOCCTAHOBJ/IEHUS.

6. Bblbepnte pexxnm pesepBHOro konuposaHus (pg_pro_backup_mode), ecnn Tpeby-
eTCA MHKPeMeHTaslbHasa pe3epBHasn Konus.

MNepen BbIMNONMHEHNEM pe3epBHOro KonmposaHua B pexunme PAGE Heobxo-
anma Paspen 10.4.

MNepen BbINOSIHEHNEM pPe3epBHOro KonuposaHusa B pexnme PTRACK Heob-
xoguma Paspen 2.6.

7. BbibepuTte pexum goctaskn WAL ¢narom stream: STREAM (BKJ1., MO YMOMYAHUIO) UMK
ARCHIVE (BbIk/.). HaxxmuTe OK ans coxpaHeHus.

8. BbibepuTe TN pe3epBHON KOMUN.

9. Haxmute v/ NMpUMeHUTDb.

10.7. HacTpoika KonupyeMoro Knactepa 6a3 faHHbIX
ANnAa ucnosib3oBaHuA pg_probackup

I,D,J'IFI BbIMOJIHEHNA pPe3epBHOINo KOMMpoBaHMA B 3aLL|,I/ILLLéHHOM pexunme HeO6XO,EI,I/IMO
Cc030aTb POJIb C OrpaHNYeHHbIMW MpaBaMn ” 6a3y OaHHbIX pe3epBHOro KormnMpoBaHWMA.

Nmsa ponn, 6asbl AaHHbIX U napoJsib YCNOBHbI N MOTYT OblTb M3MEHEHBI MO YCMOTpPEHUIO
nosib3oBaTesia.

1. CospaiTe 6asy faHHbIX PE3epBHOro KonuvpoBaHusA. [daHHaa onepauus Npou3Bo-
AVTCA OT MMEHU Nonb3oBaTens postgres:

su postgres
createdb backupdb

2. [lanee onucaH npouecc co3gaHna ponn ansda BbiMoJIHEHUA PE3EPBHOIo KOMMpPOoBaHUA.
B uenax obecneyeHns 6e30macHOCTU KOornnmpyembixXx pAOaHHbIX, CO3aBaeMad pPOJib
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oypet obnagaTtb MWHMManNbHbIMW MNpaBamMy, HeOOXOOUMbIMW ASS BbINOSHEHMSA
pe3epBHOro KonMpoBaHMsa ak3emMnnsapa Postgres Pro. B aToM npumMepe Takon posbto
oyneTt rubackup_backuper.

a. BbinonHuTe noaknovyeHne K 6ase faHHbIX backupdb OT MMeHW Mnonb3oBaTens
postgres:

sudo -u postgres psql -d backupdb

b. B psql cosgante ponb rubackup_backuper v 3aganTe naposb, a TakXxe 3aganTe
paspeLleHns (ToNbKo B 6ase aHHbIX, K KOTOPOW Mpon3BOaMTCSA NOAKIOYEHNE).

lpumep 19. CospaHne ponen n 3agaHve paspelueHui B Postgres Pro 15

BEGIN;

CREATE ROLE rubackup_backuper WITH LOGIN;

ALTER USER rubackup_backuper WITH PASSWORD '12345"';

GRANT USAGE ON SCHEMA pg_catalog TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.current_setting(text) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.set_config(text, text, boolean)
TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_is_in_recovery() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_backup_start(text, boolean)
TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_backup_stop(boolean) TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_create_restore_point(text)
TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_switch_wal() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_last_wal_replay_lsn() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.txid_current() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.txid_current_snapshot() TO
rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.txid_snapshot_xmax
(txid_snapshot) TO rubackup_backuper;

GRANT EXECUTE ON FUNCTION pg_catalog.pg_control_checkpoint() TO
rubackup_backuper;

ALTER ROLE rubackup_backuper WITH REPLICATION;

COMMIT;
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3. Cospante pann .pgpass B AOMaLUHEM KaTasore nosb3oBaTesisd, YyKazaHHOro B napa-
MeTpe postgresqgl_admin B KoHOurypaunoHHom danne moayna. B ¢anne .pgpass

yKaXkuTe gaHHble NS NogkKIoUeHns K paHee cCo3faHHON 6a3e faHHbIX U ANs penin-
Kauuw.

9TO pacnpoCTpaHéHHbIN Ccnocob XpaHeHua WHPopMauum O CoeauHEeHUN B
PostgreSQL BMecTO BBOAa MapofifA Mpu KaX4oW COBEPLIEHHOW ornepauum c
pg_probackup. 3TOT ¢ann gONXKeH cogepxaTb CTPOKM B TaKOM popmarTe:

cepBep :NopT:6a3a_gaHHbIX : UMSA_MoJSib30BaTess :Naposib

lpumep 20. MNpumep ¢aina .pgpass

localhost:5432:backupdb:rubackup_backuper:12345
localhost:5432:replication:rubackup_backuper:12345

o dann .pgpass 06s3aTeNbHO AO/MHKEH HAXOAUTLCA B AOMALLUHEM KaTasnore
nosib3oBaTens, yKa3aHHOro B napameTpe postgresql_admin B KOHUrypa-
LWOHHOM ¢daine moayns.

Macka paspelueHunn ¢panna gonxKHa CoOOTBETCTBOBaTb Macke 0600 .

4. [lanee Heob6xo4MMO NPON3BECTU U3MEHEHUSA B danne pg_hba.conf. Hantmn koHdpury-
PaLMOHHbIN ¢ans, OTHOCALLMNCSA K HACTpanBaeMoMy KnacTepy, MOXHO Tak:

sudo -u postgres psql
psql -c 'show hba_file'

BbisoBuTe psql npu NOMOLLM KOMaHAbI:
sudo -u postgres psql

Ecnn gna nonb3oBaTensa postgres He YCTaHOBJIEH MapoJSb, YCTaHOBUTE €ro, nsme-
HMB 12345 Ha NOAXOAALLNN:

alter user postgres with password "12345°;

B KoHeL ¢anna pg_hba.conf gobaBbTe cneayroume CTPOKU:
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host backupdb rubackup_backuper 127.0.6.1/32 md5
host replication rubackup_backuper 127.0.0.1/32 md5

o Mpu ncnonbsoBaHumM HAProxy, Heo6xoauMo B ¢pain pg_hba.conf [06aBUTH
cnepyoLLme CTPOKK:

host backupdb rubackup_backuper <IP-agpec xocta HAProxy> md5
host replication rubackup_backuper <IP-apgpec xocTa HAProxy> md5

BmecTo peer Besge ycTaHoBUTE md5. BbINOAHUTE NOBTOPHYH 3arpysky KoHourypa-
uum b nnu nepesanyctute CYB/.

psql -c 'select * from pg_hba_file_rules'

psql -c 'select pg_reload_conf()"'

Tenepb MOAYNb MOXET BbIMNOSHATL NOJSIHOE pPe3epPBHOE KOMMUPOBaHNE N NMHKPEMEHTalb-

HOe pe3epBHOe KonunpoBaHue B pexnme DELTA, ncnonbsysa pexumm goctaskn WAL no
ymonyaHmo (ARCHIVE).

10.8. Pe3epBHOe KonupoBaHue Knacrtepa Patroni

Ecnu nnaHupyeTca ncnonb3oBaHMe MOAYNA A1 pPe3epBHOr0 KONMPOBAHUA KacTepoB
CYB/L B cocTase Patroni, To He06X04MMO BbINONHUTb ClEAYIOLLYHO KOMaHAY:

pg_probackup set-config \
-B /opt/rubackup/mnt/pg_probackup/ \
--instance=patroni \
--pghost ip_knacTtepa @

@ ip_xknactepa — 370 IP-agpec Konvpyemoro ak3emnnspa Patroni.
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Fnasa 11. HashiCorp Vault

AyTeHTUPUMKaUMOHHas unHGopMauma (ganee — cekpeTt) Ans nogknodeHma Kk CYbB[
PostgreSQL MoXeT XpaHUTbCA B KOHOUrypaunoHHoMm danne. 3To HebesonacHo, T.K.
3/10YMBbILWNEHHUKM MOTY MOMYy4YUTb AOCTYN K COA4EepPXUMOMY dainna, ecnm OH HepocTa-
TOYHO 3aLULLLEH.

BesonacHee ncrnonb3oBaTb MHCTPYMEHT YMpaB/ieHUsa cekpeTamMu, OAHUM U3 KOTOPbIX
anseTca HashiCorp Vault. 9Ta cnctema nossonseTt wWnopoBaTb U 6€30MacHO XpaHUTb
CeKpeTbl.

RuBackup BsanmMogencTByeT ¢ xpaHnunumuiem cekpetoB HashiCorp Vault no REST API.

MHTerpauma RuBackup c xpaHunuwem cekpetoB HashiCorp Vault noggep>xuBaeTtcs
TONIbKO MPW CO34aHUM WU BOCCTAHOBJIEHUM MOJIHbIX U WMHKPEMEHTAasbHbIX pPe3epBHbIX
KOMUWA.

11.1. MoaroToBKa K UCMNOJZIb30BaHUIO
I'Ipe,u,BapMTeano nonyynTte ot aaMMHUCTPAaTOpPa XpaHunwa CEKpPETOB!

e MOATBEPXAEHNE, UTO CEKPET B XpaHunuue cekpetos HashiCorp Vault cosgaH. OaunH
CeKpeT MOXET cofepXaTb HECKOJSIbKO HAabopoB ayTeHTUOUKALNOHHOM MHPOPMaLNUK
B ¢popmaTe JSON;

e TOKEH AN focTyna K XpaHmnuwy cekpetoB HashiCorp Vault;

e METO[ OOCTYyna K CEKpeTy.

1. MNMpoBepbTe, UTO CcepBep XpaHuUNuLWa CeKpeToB [f[oCTyneH: IP-agpec BHeCeH B
/etc/hosts nnu B nokanbHbin DNS opraHusauymn.

2. lpoBepbTe HOMEP N JOCTYMHOCTb NOPTa, MO KOTOPOMY BbINOJIHAETCA 3alULLLEHHOE
HTTPS-nogknto4eHme K XxpaHUnuLLy cekpeTos. [1o yMmonyaHuio: :8200.

3. MonyuunTte uenodyky HTTPS-cepTudmkaTtoB cepBepa (XxpaHunuwia cekpeTtos) B ¢op-
MaTe PEM.

sudo openssl s_client \
-connect hostname:8200 \ @ @
-showcerts \ ©
-servername hostname \ @
> ~/hashicorp.pem ©

@ Onar -connect nokasblBaeT AWArHOCTUYECKY MHbopMaLMo 06 SSL-noaksto-
YeHUKn K cepBepy.

@) hostname — MMSA cepBepa XpaHUNULLA CEKPETOB.
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© Onar -showcerts, A06aBNeHHbIN K -connect, MOKa3blBaeT BCIO LIEMOYKY CepTU-
¢unkaToB cepBepa B popmaTe PEM.

@ BkntouyeHwne SNI.
@ 9KCropT NoNyYEHHO LLenoykn cepTUUKaToB B dpai.

CoxpaHuTte ¢ain ~/hashicorp.pem, OH noTpebyeTca npu 0o6aBAeHUN XpaHUIULLa
CEeKpeToB.

4. B koHOUrypaumoHHom danne Moayrs yCTaHOBUTE NapaMeTpy use_secret_storage
3Ha4yeHue yes.

5. B KOHOuUrypaunoHHom danne Moaynd yganute napaMeTpbl username U password.

11.2. [lo6aBneHne XpaHUIuLLLa CEKPEeToB

1. MNepengnte B pasgen &a ApMuvHucTpupoBaHue - nogpasgen HacTponku xpaHm-
nvua cekpeToB > CNUCOK XpaHUNULL, ceKpeToB. HaxmuTe [Jo6aBuTtb.

2. B UMma xpaHunuil,a cekpeToB yKaXxunTe oTobpaXkaemoe UMA XpaHunuLia.

3. YkaxunTte Tvun xpaHunuua cekpeToB HashiCorp Vault.

4. (onuwoHanbHo) MNpn ncnonbsoBaHuK 3awmueHHoro HTTPS-coeanHeHUa ¢ XxpaHuUnn-
LemM cekpeToB fobaBbTe cepTudumkaT ctaHgapTa X.509 B TekcToBOM popmarTe.

5. (onumoHanbHO) [lo6aBbTe onNMCcCaHne XpaHUInLW,a CEKPETOB.

6. HaxxmuTte v/ NMpUMeHUTDb.

[lobaBneHHoe XpaHunumue 6y,u,eT NMOKa3aHO B CMNCKe XpaHWNJTUL, CEKPETOB.

11.3. [lo6aBneHMe MeToaa noJsiy4yeHUs ceKpeTa

1. Mepengnte B pasgen é%} ApMuvHUCcTpUpoBaHue - noppasnesn HacTpouku xpaHu-
nuw,a cekpetoe > CnMCOK MeTOAOB MOJIYyYEHUA cekpeTa. Haxmute [o6a-
BUTb.

2. 3apante Umsa meTona nonyyeHUs cekpeTa.

3. Boibepute w3 Bbinagarowero crnmcka WUma XxXpaHunuwa cekKpeToB [OCTYMNHOEe
(cospaHHOe Ha npeablaylwem Lare) XpaHuivwe CeKpeToB, K KOTopoMmy bypet
BbINONMHATBLCA NOAKKOYEHME Npun BbiIbOpe co3gaBaeMoro MeToga AJsis 3anpoca cek-
peTa.

4. Beegnte TokeH (noeHTMOMKATOP AN NONYYEHMA ceKpeTa), NpeaBapuTenbHO nony-
YEHHbIN Y aAMUHUCTPATOPa XPaHUNNLLa CEKPETOB.

5. Ykaxute B MeTop, NonyyeHUs1 CEKPeTOB MNyTb 40 CeKpeTa, NpeaBapuTesbHO Nony-
YEHHbIN Y aAMUHMUCTPATOPa XpPaHWUIuLLLa CEKPETOB.

Tabnuya 7. Metogbl nony4eHus ayTeHTUPUKaynoHHON MHpopMaLun A8 nogkmodyeHmns k CYb/
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11.4. HacTpovka JocTyna nofib3oBaTenemn K XpaHuuLLy ceKkpeToB

PostgreSQL B xpaHunuLje cekpeToB

MeTop nonyye- HTTPS (npu co3pgaHumn xpaHunui,a HTTP
HUSA CEKpeToB yKa3aH cepTudumkar)

dopmaT nyTU K hostname :8200/v1/vault/data/postg hostname:8201/v1/vault/data/postg

CeKpeTy resql resql

OnucaHue ¢pop- hostname hostname

MaTa meToaa IP-agpec vnmM nMs XocTa, yKasaH- IP-agpec Unn MMA XocTa, Ha KOTOo-
Hoe B cepTuduKaTe W Ucronbaye- POM pPasBEPHYTO XpPaHUSMLLE CeK-
MOM A/ NOOK/OYEHNA K XpaHu- petoB HashiCorp Vault, cekpeT

ANy, Ha KOTOPOM pPasBEPHYTO KOTOpOro 3anpalinsaeTcs.
XpaHunuie cekpetoB HashiCorp

Vault. 8201
MopT (MO ymMonyaHwuo) Ans npo-
82600 CNyWWBaHUA 3aMpoCoB K XpaHu-
MopT (MO ymMonyaHwuw) Ana npo- nnwy cekpetoB HashiCorp Vault
CNyLlMBaHMA 3arpocoB K XpaHu- no HTTP.
nvwy cekpetoB HashiCorp Vault
no HTTPS. /v1/vault/data/postgresql
MyTb 0O nanku, cogepiallen cek-
/v1/vault/data/postgresql per.

MyTb OO Manku, cogepiallen cek-
perT.
6. (onuumoHanbHo) BBeguTe onncaHne Metoda NosyYyeHns cekpeTa.

7. Haxmute v/ MpUMEHUTD.

[lo6aBneHHbIn MeToa 6yaeT oTo6paxéH B CnMcKke MeTOL,0B NOJIyYeHUs ceKpeTa.

11.4. HacTpoika gocTtyna nosib3oBaTtesiell K XpaHUuLLy
CeKpeToB

Cynepnosib3oBaTesib MOXET HasHaunTb CynepBansepy nnn AGMUHUCTPaTopy AOCTYN K
BbIOpaHHOMY CEKpPEeTY NocpeacTBOM accoumalmm nosb3oBaTens ¢ MeTOL0M MNOoy4YeHUs
ceKpeTa.

Tabnuya 8. MNpasa gocTyna nosb3oBaTtener RuBackup k cekpetam xpaHnnnwa HashiCorp Vault
Onepauums Ponb

Cynep Apmu Ayau- Conpo Cynep

nosib- HM- TOp BOX- BaW-
30Ba- CTpa- pao-  3ep
Tenb TOp [TH7 7]
[ )
a0
PepaKTUpoBaHue faHHbIX XPaHWINLL,A CEKPETOB (V] () (%] (%] (%]
[lo6aBneHne AaHHbIX XPaHN/IULLLA CEKPETOB V] (] (%) (%) [ x)
YpaaneHue faHHbIX XpPaHUIULLA CEKPETOB (V] () (%] (%] (%]
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Jlo6aBneHne MeTo0B NoJly4YeHUsi CeKpPeToB
MpocMOTp MEeTOA0B NOJIyYEHUSI CEKPETOB
PepakTupoBaHWe METOA,0B NOJIyYEeHUsl CEKPETOB

YpaneHue meTtopoB noJiyyeHus ceKpeToB

< B R < B

[x]
a0
[x]
(x)
(x)

00000
00000
©O00ko

YnpaBneHue f0CTYNOM K METOfiaM NOJTyYEeHUS ceKpeToB

ao— OOCTYIM Ha Bbl6paHHbIIZ MeTOo[ Ha3Ha4aeT Cyl'lepI'IOJ'Ib3OBaTeJ'Ib

1. Mepengnte B pasgen &, ApMuHucTpupoBaHue -> nogpasnen Hactpouku xpaHm-
nuuLa cekpeTtoB - [locTyn nosib3oBaTtenieit K MeTogam. Haxmurte o6aBuTb.

2. BblbepuTe 13 BbinagaroLw,ero cnucka UMsa XxpaHunuuLa ceKpeToB XpaHUmLLe cekpe-
TOB.

3. Bbibepute 13 Bbinagarollero cnucka Uma Metopa nonyvyeHus cekpeta MeTof, C
KOTOpPbIM B6yAeT acCoUUNPOBaH NoNb3oBaTeNb.

4. Bblbepute 13 cnucka nonb3oBaTtenien (C ponbto CynepBarizep n AGMUHNCTPATOP),
KOTOpbIM ByfieT HasHayeH LOCTYN K MeToAy NoJlydyeHnsa cekpeTa B BbIbpaHHOM Xpa-
HUNULLE CEKPETOB.

5. Haxmute v/ MpUMeHnTb.

[ob6aBrieHHbIN NoNb3oBaTeNlb U aCCOLMNPOBAHHbBIN C HAM MeTof, byaeT rnokasaH B OKHe
AocTyn nonb3oBaTener K MeToaaMm.
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12.1. Cospganue rpynnbl Patroni Ha cepeepe RuBackup

naBa 12. Pe3epBHOE KONUpoBaHue U
BoccTaHoBneHue CYB/] PostgreSQL B
Knactepe Patroni

PesepBHOE KOMMpPOBaHME BbINOJIHAETCA TOJSIbKO Ha K/IMEHTE C POJblO, YKasaHHOW B
napameTpe patroni_node_type_for_backup dainia HacTpoek MOAYNA.

[ns BbINONHEHUS pe3epBHOro KONMpoBaHuA B KnacTtepe Patroni Heobxoanmo B danne
HacTpPOEK Ha KaXAoM KJMeHTe, BXoAdwemM B KnacTtep, 3agaTb napameTpsbl
patroni_host, patroni_port, patroni_node_type_for_backup.

Ecnu BbINONHAETCA pes3epBHOE KOMUPOBaHWE C y3na knacTtepa Patroni, He asnsowe-
roca nupgepom, napameTp archive_mode Ha BCex y3/s1ax Kaactepa [0NXKeH UMeTb 3Ha-
yeHne always.

12.1. Co3panue rpynnbl Patroni Ha cepBepe RuBackup

Mpwn perncTtpaunm B RuBackup Bce knueHTbl nomewarotca B rpynny No group. OAns
KOppeKTHoM paboTbl C KrnacTtepoM Patroni HY>XHO co3gaTb OTAENbHYHO TPynny KNEeH-
TOB, NepPeMecTUTb B HEE BCe K/IMEHTbl KfacTepa, a TakXe yCTaHOBUTb rpynne aTpu-
oyTbl Paspensemas rpynna v KnactepHas rpynna.

12.2. BoccTtaHoBneHue B pexxume Point in Time Recovery
(PITR)

1. Onpepgenute nugepa knactepa Patroni kKomaHAoN, BbINOMHEHHOW OT MOJSib30BaTENS
postgres Ha K/IMEHTe, BXOASALLEM B KNacTep.

patronictl -d etcd://agpec_xocTa_etcd list patroni_cluster_1

2. OTKNOYNTE INEMEHTbI KNlacTepa € ponbto replica.
3. OTKMOUMTE 3N1EMEHT KnacTepa C posbto leader.

4. 3anycTunTe npouecc BOCCTaHOB/IEHUA 6e3 pa3BepTbiBaHMA B KaTanor ANna BoccTa-
HOBNIEHWSA Ha KNIMeHTe C posbko leader.

5. lNocne 3aBeplweHUa 3af4a4ynm No BOCCTAHOBMIEHUKO CKOMUPYWUTe ¢annbl M3 KaTanora
0719 BOCCTaHOBNEHNA B LieNeBble KaTanoru:

°o U3 KaTanora ansa BOCCTaHOBNEHNA
/restore_dir/number.rest/var/lib/postgresql/11/main (rae number — HOMep
pesepBHOM Konun) B /var/lib/postgresql/11/main, npeaBapuUTenbHO yaanve
dannbl N3 LeneBoro Katanora;
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6.

10.

1.
12.
13.

14.

o n3 KaTanora ans BOCCTaHOBNEHMUA
/restore_dir/number.rest/opt/rubackup/mnt/postgresql_archives (roe
number — HoOMep pe3epBHOM Konmn) WAL-dannbl B

/opt/rubackup/mnt/postgresql_archives/.

Ybepgutecb, u4TO y CKOMMPOBaHHbIX ¢ansioB HasHa4yeHbl Brageney, w rpynna
postgres.

Ha knneHTe c ponbto leader OT Nonb3oBaTeNna postgres ypanuTe KnacTtep KOMaH-

o

Jile]/R

patronictl -c /etc/patroni/config.yml remove patroni_cluster_1

nOﬂ,TBepﬂ,l/lTe yOaneHne KrnacTtepa: Ha I'IepBbIIZ 3aripoc sBegnTe UMA KriacTtepa, Ha
BTOPOW 3anpocC BBeCTN Yes I am aware.

lpumep 21. NoaTBepxaeHve yaaneHnsa knactepa

tomm— - t-—mm—- R e e TR +
| Member | Host | Role | State | TL | Lag in MB |

+ Cluster: patroni_cluster_1 (715859822136041482+
R T S R e e T +

Please confirm the cluster name to remove: patroni_cluster_1
You are about to remove all information in DCS for patroni_cluster_1,
please type: "Yes I am aware": Yes I am aware

3anycTuTe aN1eMeHT KracTepa Ha KIIMeHTe € posbko leader.
3anycTuTe aNeMeHTbl KnacTepa Ha KJIneHTe ¢ posblo replica.

Y6eguntecb, YTO BCE 3/IEMEHTbI UMEKT CcTaTycC running (0T MMEHW NoNnb3oBaTens
postgres Ha KNIMEHTe, BXOASALLEM B KnacTep).

patronictl -d etcd://agpec_xocTa_etcd list patroni_cluster_1

OTKIOUYNTE 3NEMEHTbI KNlacTepa ¢ posbto replica.
OTKNHOUYNTE 3NIEMEHT KNlacTepa € posbro leader.

[MoBTOpPHO ckonupyunTe dannbl n3 KaTanora ans BOCCTaAHOBJIEHUA
/restore_dir/number.rest/var/lib/postgresql/11/main (rge number — HOMep
pesepBHOM Konun) B /var/lib/postgresql/11/main, npegBapuTenbHO YyOanve
dannbl N3 LeneBoro Katasnora.

B ¢ainne postgresql.conf ycTaHOBUTe 3Ha4YeHNe NapamMeTpy recovery_target_time
=  '2023-03-27 15:29:00' UV 3aKOMMEHTUPYNTE oOcCTalibHble MapaMeTpsbl
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12.3. BoccTaHoBeHWe 6e3 pasBepTbiBaHUSA

recovery_target*, €C/IM OHU HEe UCMOMb3YITCA.

lpumep 22. PegakTupoBaHue ¢parina postgresql.conf

# recovery_target =
# recovery_target_lsn =
# recovery_target_name =
recovery_target_time = '2023-03-27 15:29:00'
# recovery_target_timeline = 'latest'

# recovery_target_xid =

15. B ¢anne postgresql.auto.conf ycCTaHOBUTe MapaMeTpbl restore_command,
recovery_target_time, recovery_target_action.

lMpumep 23. PegakTnpoBaHue ¢arina postgresql.auto.conf

recovery_target_time = '2023-03-27 15:29:00'
recovery_target_action="promote'
restore_command = 'cp /opt/rubackup/mnt/postgresql_archives/%f %p'

16. 3anyctute CYB/.

sudo -u postgres nyTb_k_bin/postgres -D
nyTb_kK_data_cogepxawen_KoHouUr _pansbl

lpumep 24. 3anyck PostgreSQL

sudo -u postgres /usr/local/pgsql/bin/postgres -D
/usr/local/pgsql/data/patroni_cluster_1/data/

17. lMocne ycnewHoro 3anycka CYB/[ nposepbTe B norax, 4yto CYB/[] rotoBa npMHMMaTh
NOAKIKOYEHUS.

12.3. BoccTaHoBNeHUe 6e3 pa3BepTbiBaHUA

1. Onpepenute nupepa knactepa Patroni kKoMaHgoW, BbINOMHEHHOW OT MOJib30BaTeNs
postgres Ha KJIMEHTE, BXOAALLEM B KracTep.
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patronictl -d etcd://appec_xocTta_etcd list patroni_cluster_1

2. OTKNOYNTE ANEMEHTBI KNlacTepa € pornbio replica.
3. OTKMOUMTE 3/1EMEHT KnacTepa C posbto leader.

4. 3anycTuTe npoLecc BOCCTaHOBMEHNA 6e3 pasBepTbiBaHUA B KaTanor gJs BocCTa-
HOBNIEHWSA Ha KNIMeHTe C posnbio leader.

5. [locne 3aBepLlUeHUS 3a4a4M MO BOCCTAHOB/IEHUIO NepeMecTuTe ¢annbl N3 KaTanora
014 BOCCTaHOBJIEHUA B LieJieBble KaTaJioru:

o n3 KaTanora ana BOCCTaHOBJIEHUA
/restore_dir/number.rest/var/lib/postgresql/11/main (rae number — HOMep
pesepBHOM Konun) B /var/lib/postgresql/11/main C 3aMeHon $annos;

o n3 KaTanora ans BOCCTaHOBNEHUA
/restore_dir/number.rest/opt/rubackup/mnt/postgresql_archives (roe
number — HOMep pes3epBHOM Konunu) WAL-dpannbl B

/opt/rubackup/mnt/postgresql_archives/.
6. YbeguTech, 4TO y nepemMeLleHHbIX ¢annoB HazHa4eHbl Brageney u rpynna postgres.

7. Ha knueHTe c ponbio leader oT nonb3oBaTena postgres yoanute Knactep KOMaHA4omn:
patronictl -c /etc/patroni/config.yml remove patroni_cluster_1

MoaTBepanTe yoaneHue Knactepa: Ha nepsBbiA 3anpoc BBegUTe UMA KracTepa, Ha
BTOPOM 3anpoc BBeCTN Yes I am aware.

lpumep 25. MNoaTBepXXAeHWe yaaneHus knactepa

to—m - - - Fomm - s T +
| Member | Host | Role | State | TL | Lag in MB |
+ Cluster: patroni_cluster_1 (715859822136041482+
e R t-————- R R s +

Please confirm the cluster name to remove: patroni_cluster_1l
You are about to remove all information in DCS for patroni_cluster_1,
please type: "Yes I am aware": Yes I am aware

8. 3anycTuTe aN1IeMEHT KrlacTepa Ha K/IMEHTe C porbto leader.
9. 3anycTuTe aNeMeHTbl KflacTepa Ha KIIMeHTe ¢ posnbto replica.

10. YbeguTecb, YTO BCE 3NEMEHTblI MMEKT CTaTyC running (0T UMEeHM nonb3oBaTens
postgres Ha KJIMeHTe, BXOOALLEM B KnacTep).
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12.3. BoccTaHoBeHWe 6e3 pasBepTbiBaHUSA

patronictl -d etcd://appec_xocTta_etcd list patroni_cluster_1
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naBa 13. PewleHue npo6nem

13.1. HacTpoiika SELinux

B HekoTopbIx cryyasx SELinux MoxeT 6/10KMpoBaThb BbINOJIHEHNE Pe3epPBHOr0 KOMMPO-
BaHMA. Ha 3TO MOXeT yKasbiBaTb OLIMOKaA B XypHarne:

cp: cannot create regular file
" /opt/rubackup/mnt/postgresql_archives/00000001000004B500000077 " :
Permission denied

YT06bl YCTPaHUTb OWNOKY, BbINONHNTE Clepytowme Wwaru:

1. YCTaHOBUTE UHCTPYMEHTbI ynpasneHmsa SELinux: nakeT policycoreutils-python-
utils (Mnm policycoreutils-python, B 3aBUCUMOCTW OT QUCTPUBYTUBA).

RHEL, CentOS, Fedora

sudo yum install policycoreutils-python-utils

Debian, Ubuntu

sudo apt install policycoreutils-python-utils

2. CospganTe Nonb3oBaTeNbCKUA MOAYNb NONUTUKM SELinuX.

CHavana cospante ¢ann Ansa onpenesieHMsa Ballen nonNb30BaTeNbCKOM MONUTUKN.
Hanpumep, cosgante pann ¢ UMeHeM my_custom_policy.te:

vi my_custom_policy.te

[lobaBbTe B 9TOT ¢dann cneayrouee cogepxmmoe, 3aMeHmB /path/to/your/folder
GaKTUYECKMM NYTEM K KaTanory, KOTOPbIN Bbl XOTUTE UCKIKOUYNTb U3 OrpPaHNYeHni, a
my_custom_t — NONb30BaTENLCKUM TUMOM.

module my_custom_policy 1.0;
require
{

type unconfined_t;

type my_custom_t;
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13.2. PesepBHOe konupoBaHue B Astra Linux

type my_custom_t;
allow unconfined_t my_custom_t:file { read write execute };
allow unconfined_t my_custom_t:dir { read write add_name remove_name };

3. CkoMnunnpymnte MOAYb NONTUKN.

checkmodule -M -m -o my_custom_policy.mod my_custom_policy.te
semodule_package -o my_custom_policy.pp -m my_custom_policy.mod

4. YcTaHOBUTE MOAY/b NONUTUKN.
sudo semodule -i my_custom_policy.pp

5. NomeTbTe KaTanor nonb3oBaTeNbCKUM TUMOM SELinux:

Mcnonb3ynte koMaHay semanage fcontext, YTO6bl ,06aBUTb KOHTEKCT, U KOMaHAY
restorecon, YTOObI €r0 NPUMEHUTb.

sudo semanage fcontext -a -t my_custom_t "/path/to/your/folder(/.*)?"
sudo restorecon -R -v /path/to/your/folder

13.2. Pe3epBHOe KonupoBaHue B Astra Linux

Mpwn HacTpownke pesepBHOro konmposaHua B OC Astra Linux SE 1.6 1 1.7 Heob6xoanmo B
danne /etc/parsec/mswitch.conf gna napametpa zero_if_notfound yCcTaHOBUTb 3Ha-
yeHne yes U nepesarpysntb CYB/.

13.3. BoccTaHoBNneHue ¢ pa3BepTbiBaHueM B Alt Linux

[na KOPPEKTHOro BOCCTAHOB/IEHMA C pasBepTbiBaHnem B OC Alt Linux B danne
/etc/passwd HEOB6XOANUMO:

1. Job6aBUTb CTPOKY:
postgres:x:46:46:PostgreSQL Server:/var/lib/pgsql:/bin/bash
2. 3aKOMMEHTMPOBATb CTPOKY:

postgres:x:46:46:PostgreSQL Server:/var/lib/pgsql:/dev/null
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13.4. HacTpoika BeOMbIX CepBepoB B KflacTepax
Patroni

NMpob6nema

PesepBHOEe KOMMpoOBaHMe He C y3na-nugepa B knactepe Patroni 3aBepliaeTcs ¢ ownb-
KOMN.

PeweHue

YcTaHOBUTE B HacTpounkax knactepa wal_level = always [N BEOOMbIX CEPBEPOB.
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