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Nnhasa 1. HazHauyeHue

Cuctema pesepBHOro konmposaHmsa RuBackup n mogynb Proxmox VM, BxogAawmn B eé
cocTaB, (ganee — CPK RuBackup) no3BonsoT BbINOAHATbL pe3epBHOE KOMMpoBaHue
BKJ/TIOYEHHbLIX WM BbIK/IKOYEHHbBIX BUPTYasibHbIX MawuH nnaTtdopMm BUPTyanusauymum
Proxmox VE n AnbT BupTtyanusauma (6e3 HeobxogMMoCTN YCTAaHOBKN A0MONHUTENbHbIX
areHToB RuBackup Ha BUpTYyasbHble MallNHbl, HO C YCTAHOBKOW FOCTEBbIX PaCLUNPEHNI
onepaynoHHON CUCTEMBI), U BOCCTAHOBMEHWE BUPTYasbHbIX MalUMH W3 pPe3epBHOM
KOMUMW.
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Proxmox n AnbT BupTyanusaums

naea 2. Pe3sepBupyemMblie flaHHble

PesepBHOe KONMpoOBaHMe BbIMOJIHASTCA ANA BCEX OUCKOB BUPTYasibHOM MalUWHbI NnaaT-
¢opmbl BUpTyanusaumm Proxmox VE n AnbT BupTyanusauus BHe 3aBUCUMOCTU OT
COCTOSIHMSA BUPTYasbHbIX MalUMH (BKIKOYEHA UK BbIKNKOYEHA).

MpX BbINOMHEHUN PE3EePBHOr0 KOMUPOBAHUA MPUMEHSETCS TEeXHONOorusa Cco3faHus
MOMEHTaNbHbIX CHUMKOB AaHHbIX ANS OMCKOB BUPTYaslbHOM MalluHbl, YTO MO3BONSET
He oCcTaHaBNMBaTb PaboTy Ha BPeMs pPe3epBHOro KONMMPOoBaHMS.

Ona nnatoopmbl AnbT BupTyanmsauma nogaepxka PK Tmna guckos BM:

e RAW.
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naBa 3. Tunbl pe3epBHOro KONUMpPoOBaHUSA

Mogynb pes3epBHOro KOMMUPOBaHMA U BOCCTAHOBJIEHUS BUPTYasibHbIX MalIMH nnaT-
dopmbl BUpTYyanmsaumm Proxmox VE u AnbT BupTyanusauus nognep>xXmBaeT crefyro-
LLiMe TUMbl PE3EePBHOr0 KONMPOBaHUA:

e MOSIHOE pe3epBHOE KOMMpoBaHWe. Kaxablh pa3 npu BbINOIHEHUN 33afauyn peseps-
HOrO KOMMUPOBaHWUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATMA. ITOT TuUN
pPe3epBHOro KOMMPOBaHUA Hanbonee MeafieHHbI U pecypco3aTpaTHbIi, HO obecne-
YyMBaeT HanbobLUY NOMHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

* WHKPEMEHTaNIbHOE pPEe3epBHOE KOMUPOBaHWE. ITOT TUM PE3EPBHOro KOMMPOBaHMUA
npegHasHa4deH gnda KornnmpoBaHUA TOJIbKO NSMEHUBLUNXCA OaHHbIX.

CHavana cosfgaeTcs MoJjiHasi pe3epBHaa kKonus. lNocnepyrolwme pesepBHble KOMUK
coAepXaT [OaHHble, USMEHUBLUMECA C MOMEHTa CO30aHMsa NocnefHein pesepBHOW
Konun (n,06aBOYHOW MW NOSTHON).

[nAa BOCCTAHOBNEHUS [aHHbIX MOTPebyeTCA MNOSHAas pes3epBHas Konuda, Ha base
KOTOPOW cOo3faHa BOCCTaHaBNMBaeMasa MHKPEMEHTaNbHaa pesepBHaa Komnus, U Bce
Ao6aBoyHble KOMUK, CO3[aHHble C MOMEHTa CO34aHMA NOSTHOW pPe3epBHOM KONUK [0
MOMEHTa CO34aHNA BOCCTaHaBNMBaAeEMOW pe3epBHON KONuu;
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Proxmox n AnbT BupTyanusaums

FnaBa 4. Cnoco6bl BOCCTAHOBJIEHUA AAAHHbIX

CPK RuBackup nopgaep>xuaeTt cnegyrouwme cnocobbl BOCCTAHOBNEHUSA BUPTYasbHbIX
MalWwH nnatoopmbl BUpTYyanmsaumm Proxmox VE u AnbT BupTyanusauuns U3 pesepBHON
KOMUK:

e LleHTpann3oBaHHoOe BocCTaHoBeHNne BM 13 pesepBHON KONUM OgHUM U3 CnocoboB.:

o B MpunoxeHun MeHegxxep agMuHucTpartopa RuBackup;

o C UCMONb30BaHUEM YTUNNTbI KOMAHLHOW CTPOKW rb_repository.
PekoMeHAyeTCs UCMOMb30BaTh LLEHTPanM3oBaHHOe BOCCTaHOB/IeHe BM.

e JIOKanbHoe BoccTaHoBNeHne BM 13 pe3epBHOW KOMUKU Ha kKnneHTe PK ogHUM U3 crno-
coboB:

o B NpunoxeHun MeHepaxep aamuHucTpatopa RuBackup 4epe3 rpadunyeckuni
nHtepoenc (GUI);

o C UCNOJIb30BaHMEM YTUNNTbI KOMaHOHOW CTPOKU rb_archives.
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FnaBa 5. Tunbl BOCCTAHOBJIEHUA ALaHHbIX

CPK RuBackup nogpepxuBaeT crefytowme Tunbl BOCCTAHOBMEHUA BUPTYasibHbIX
MalWwH nnatoopmbl BUpTYyanmsaumm Proxmox VE u AnbT BupTyanusauuns U3 pesepBHON
KOMUK:

e [OJIHOE BOCCTaHOBJ1EeHNE C DHBBéprIBaHMeM HOBOW BUPTYasibHON MaLUUHbI;

e BOCCTAHOBJIEHME PE3EPBHON KOMUKM B YKasaHHbIN KaTanor 6e3 pasBEpTbiBaHUSA BUP-
TyanbHOWN MaLUUHBbI.
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Proxmox n AnbT BupTyanusaums

Nnaea 6. KoMnnekT nocTtaBKu

OunctpnbyTtme moayna Proxmox VM nocTaBnsaeTca B BUAE deb-nakeTa ¢ UMEHEM:
rubackup-proxmox-vm_<version>.x86_64.deb

rae <version> — HOMep BEPCUM NOCTABASIEMOro MOAY A,
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naBa 7. OrpaHuyeHun

e YpaneHHas pennnkauna BUpTyaJibHbIX MallH HeE noanep>XmnBaeTcAa.

e [paHynApHoe BoCCTaHOBMEHNE BUPTYanbHbIX MallMH He Nogaep>XuBaeTcs.
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Proxmox n AnbT BupTyanusaums

naBa 8. CucrtemMHble TpeboBaHUNA

8.1. Tpe6oBaHuA K NporpaMMHbIM CpeACcTBaM

[nsa BbINOMHEHWA pe3epBHOro KOMUPOBaHUA U BOCCTaHOB/IEHUA BUPTYalbHbIX MalUWH
nnatoopmbl BUpTYanmsaunm Proxmox VE Heobxoanumo npefycTaHOBEHHOE NpOorpaMm-
Hoe obecrneyeHue Ha ysne:
e 64-6MTHas onepauymoHHas cuctema (ogHa ns):

o Proxmox VE;

o AnbT Buptyanmsauma 10.2;

o Debian 12;

o Ubuntu 20.04.

e K/IMEHT pe3epBHOro KonmpoBaHus RuBackup, pasBépPHYTbIN Ha y3/1e Un BUpTyalb-
HOM MalnHe nnaTtdopMbl BUpTyanusauum Proxmox VE, Bkaovarowmin nakeTbl:

o rubackup-common;
o rubackup-client;
e nnatdopma BUpTYyanmsaumm (ogHa ms):
o Proxmox Virtual Environment sepcun 8 '
o AnbT BupTtyanusaumsa 10.2.
e PENO3UTOPUN Proxmox ;

e Ha runepsusopax nnatdopmbl BUpTyanusaumm Proxmox VE: yTunutbel QEMU n
libvirt;

e Ha BM nnat¢opmbl BupTyanmsaumm Proxmox VE: rocteBoe pacluMpeHune ornepaym-
OHHOM CUCTEMbl gemu-guest-agent [ON1A PE3epPBHOro KOMUPOBAHWA BUPTYanbHOM
MaLLWHbl 6e3areHTHbIM CNocoboM.

[na ynpaBneHnsa pe3epBHbIM KOMMPOBaHMEM U BOCCTAHOBJIEHMEM BUPTYalbHbIX MaLUUH
nnatdopmbl BUpTYyanmsaumm Proxmox VE pekoMeHOoBaHO cneaywouiee nporpamMMmHoe
obecneyeHue:

e npunoxeHne MeHeaxep agmuHuctTpatopa RuBackup (RBM) ansa ynpaesnexus CPK;

e KOHCOJbHble yTunntbl RuBackup.

[1] PekoMeHayeTcs ,O06aBUTb PEMO3UTOPUIN proxmox B CMIMCOK PEnosnTopues
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9.1. MNoaroToBKa K yCTaHOBKe

NnaBa 9. YcTaHOBKaA

[na yctaHoBku moayna Proxmox VM BbiNONHUTE:

e Paspen 9.1;
e Paspgen 9.2.

9.1. NoaroToBKa K ycTaHOBKe

Ha yane, Ha KoTopoM 6yaeT npousBefeHa ycTaHOBKa Moayns Proxmox, npepsapu-
TeNbHO:

9.1.1. YcTaHoBKa yTUAUTbI vzdump

YCTaHOBUTE YTUANTY vzdump:

sudo apt-get -y install vzdump

9.1.2. YcTaHoBKa nnat¢opmbl BupTyanusayum Proxmox VE

Ha ysne, Ha KoTopoM 6yfgeT npousBefeHa ycTaHOBKa Moayns Proxmox npepBapu-
TenbHO pasBepHUTe nnatdopmy BupTyanusaumm Proxmox VE:

1. Bknounte ona pesepsupyemMbix BM BO3MOXHOCTb B3aMMOLENCTBUA C FOCTEBbIMU
AOMOJSIHEHUAMMU:
a. BblbepuTe BUPTYanbHYH MaLUUHY;
b. nepengute B pasgen Options;
c. BbibepuTte napameTp QEMU GuestAgent;
d. HaxxmuTe kHonky Edit;
e. noctasbTe ¢nar Use QEMU Agent;

2. YCTaHOBUTE rOoCTEBOE [OMNOJSIHEHME gemu-guest-agent BHYTpwu roctesonm OC Ha
pesepBupyemMbix BM.

3. HacTponTe nokanbHOe XpaHumnviie C napameTpamMu:
a. dir: local — xpaHunuuie Tuna Directory;

b. content: Backup, Disk image, ISO image — XpaHUNULLE OOSIKHO MOALEPXN-
BaTb XpaHeHne GpannoB pe3epBHbIX KOMUN.

9.1.3. YcTaHoBKa knueHTa PK

Ha y3ne, Ha KOTOpOM pasBEpHyTa nnaTtdopma BupTyanmsauumm Proxmox VE:
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Proxmox n AnbT BupTyanusaums

1. BbInonHUTE NogroToBKY B COOTBETCTBUM C [104rOoTOBKa K YCTaHOBKE.
2. PasBepHuTe knmeHTa PK B COOTBETCTBUN C YCTaHOBKA MNakeToB.
3. HactponTe knneHTa PK B cooTBeTCcTBUM C HacTporka knneHTa PK.

4. HacTpoinTe nonb3oBaTenem B COOTBETCTBUU C HacTpolka okpyxeHus.

9.1.4. PexoMmeHgayuum

PekomMeHAyeM BKMHOUUTb QYHKLMKO LLeHTPann30BaHHOIO BOCCTAHOB/IEHUA Ha KIIMEHTe
PK gns ynpaBneHus BOCCTaHOBMEHMEM [LaHHbIX B MPUNoXeHun MeHegxep agMuHu-
cTpaTtopa RuBackup:

1. OTKkponTe KOHOUIypaLWOHHbIN dann KNUeHTa PK
\opt\rubackup\etc\config.file.txt.

BbibepuTe napamMeTp centralized-recovery.

YcTaHoBMTE 3HaUYeHWe napameTpa yes.

CoxpaHnTe n3MeHeHus.

o & 0N

[MepesanyctuTe KNneHT PK.

9.2. YcTaHOBKA NaKkeToB
Ha nogrotoBneHHOM y3ne runepsusopa nnatoopmbel BupTyannsauum Proxmox VE:

1. OcTaHOBUTE CEPBUC KIIMEHTa Pe3epBHOro KOMMPOBaHUS:
sudo systemctl stop rubackup_client.service
2. lNpownsseguTe ycTaHOBKY Moaynsa Proxmox:
sudo apt install ./rubackup-proxmox-vm-<version>_amd64.deb

roe <version> — HOMep Bepcuu Moaynsa Proxmox.

3. MNocne 3anycka KoOMaHgbl yCTaHOBKW MOAY/S BbIMNOSTHAOTCA:
o pacnakoBKa nakeTa rubackup-proxmox-vm;
o HacTpomnKa nakeTa rubackup-proxmox-vm.

4. 3a|'|yCTI/ITe cepBUC KIIMEHTa pe3EPBHOIo KOrnnMpoBaHMA:

sudo systemctl start rubackup_client.service
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-configuration/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-setup-user/

naea 10. HacTpouka

1. Onpepenute 3HayeHUs napamMeTpoB Mopyna Proxmox VM B KoHOUrypaunoHHOM
danne opt/rubackup/etc/rb_module_proxmox_vm.conf:

sudo nano /opt/rubackup/etc/rb_module_proxmox_vm.conf
2. CoxpaHUTe N3MEHEHUS.
3. [Ana npyMeHeHUs HacTpoeK nepesanycTute cepsuc knneHta PK RuBackup Ha y3ne,

Ha KOTOPOM ycTaHoBseH knneHT PK n mogynb Proxmox VM:

sudo systemctl restart rubackup_client
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Proxmox n AnbT BupTyanusaums

naea 11. Pe3ynbTtaTbl YyCTaHOBKMU

11.1. CTpyKTYypa YyCTAaHOBJ/IEHHOrr O NaKkeTa

B pesynbTaTe ycTaHOBKM nakeTa Moaynsa Proxmox VM cospaHa CTpyKTypa, NpuBeaeH-
Hasa B Tabnuue Tabnuua 1.

Tabnvya 1. CTpyKTypa yCTaHOBIEHHOr 0 nakeTa rubackup-proxmox-vm
CTPYKTYpPHbIA 3/1EMEHT HasHaueHue anemeHTa
/opt/rubackup/etc/rb_module_proxmox_vm.conf KoHOUrypaunmoHHsin dann moaynsa Proxmox VM

YTunurta pesepBHOro KonnmpoBaHMa U BOCCTaHOB-
/opt/rubackup/modules/rb_module_proxmox_vm  JIEHUA LaHHbIX BUPTYasnbHbIX MaLWWH NAaTGOpMbI
BupTyanusaumm Proxmox VE

11.2. KpuTepuit ycnewwHoCT! YCTaHOBKM

KpuTepuemMm ycnewHoCTU YCTaHOBKM W HacTpowku mopyna Proxmox VM 6ypet
ABNATbLCSA 3aMnCb O ero YCnewHon NpoBepKe KIMEHTOM Pe3epBHON0 KOMMPOBaHUSA («...
module  'Proxmox  was checked  successfully») B XXypHane  cobbiTuin
/opt/rubackup/log/RuBackup.log.

B cnyvae, ecnn B XypHane cobblTun /opt/rubackup/log/RuBackup.log AAMUHUCTpPA-
Top CPK BMANT OWNOKY O HENPaBUIbHON KOHOUIypaunm mogynsa Proxmox, TO Heobxo-
ANMO npoBepuUTb HaCTPONKMU KOHPUrypaLumMoHHOro danna
/opt/rubackup/etc/rb_module_proxmox_vm.conf:

/opt/rubackup/modules/rb_module_proxmox_vm -t

Ecnn owmnbka He nopgpaetca aHanusy, To agMuHucTpaTtopy CPK cnepyet cospathb
WHUNLEHT B cepBuCe TexHu4deckon nopgpepxXkm RuBackup ¢ npepocTtaBneHMeEM BCeW
Heobxogumonm uHGopMaLUMM Mo BO3HUKLWEN MpobremMe Ha oouuManbHOM CcanTe
https://support.rubackup.ru/bugzilla/.
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12.1. OnucaHne NoaroToBKK

FnaBa 12. Pa6oTa ¢ flaHHbIMMU

PesepBHOe KOMMpoBaHWe BUPTYasnbHbIX MalWWH nnathopMmbl BUpTYyanusaumm Proxmox
VE v AnbT BupTyanusauns BbINosIHAETCA MeTOA0M YCTaHOBKKM kKnneHTa PK RuBackup un
Moayna Proxmox VM Ha ysen runepsusopa nnatdopmbl BUPTYyannsauumm, 4To nosso-
NnseT co3faBaTb MNOMHbIE U UHKPEMEHTalbHbIE pe3epBHble KOMnn 6e3 0CTaHOBKN BUPTY-
aslbHOW MaLUMHbI U ¢ obecrneyeHneM HeNpPEepPbLIBHOCTU NpoLecca.

12.1. OnucaHue NoAroToBKH!
BbinonHute noaAroToBKy B COOTBETCTBUU C Pasﬂen 9.1:
1. Ha y3ne runepsusopa nnatoopmbl BUpTYyanmsauum BknrounTe GyHKUNO QEMU guest

agent.

2. B rocteBbix OC pesepBupyeMbix BM HeobxoanMo yCTaHOBUTbL roCTEBOE paclumpe-
HMWe gemu-guest-agent.

3. MNpenBapuTenbHO pasBepHUTE KIIMEHT pe3epBHOro konnposaHusa RuBackup Ha y3ane
rmnepsusopa nnaTthopmMbl BUPTYanmsaunm.

4. Ha ys3ne runepsusopa naatdopmbl BUpTyanmsaumm yCTaHoBUTE YTUNUTY vzdump.

5. [AnAa pesepBHOro KonmposaHua BM nnatdopmbl AnbT BupTyanusaymna B KoHOuUrypa-
LWOHHOM danna KJIMEeHTa PK yCTaHoOBUTE 3Ha4yeHune napameTpa
allow_work_with_incompatible_versions B true.

6. ObecneybTe He MeHee 110% oT obbEMa pesepsupyemMon BM cBobogHOro MecTta Ha
Ancke.

12.2. OnucaHue pesepBHOro konuposaHus BM
[Npwn 3anycke 3agayun Ha co3gaHue pe3epBHOMN KONUN BUPTYalbHON MaLUUHbI:
1. Moaynb Proxmox VM npoBepseT Ha pe3epBupyemMon BM:

o @@ cocTosiHMe (BK/HOYEHa MU BbIKHOYeHa);
o Hanmyme rocTeBOro AOMOSIHEHUA gemu-guest-agent.

2. B cnyJae, ecnn BM BktOYeHa 1 yCTaHOBJIEHO FOCTEBOE [0MNOJSIHEHWNE, TO BHYTpu BM
BbINOHAETCA NOAroTOBASHHbIN ckpmnT M (nnn):

o MO YMOJIYAHUIO PACMONIOXEHHbIN MO NyTU /opt/rubackup/scripts/rubackup-
proxmox_vm-before-snapshot.sh;

o PacroJIOXEHHbIV MO NyTW, yKasaHHOro Asia napamMeTpa script_before_snapshot
TOHKUX HacTPOEeK Moy Ns.
Ecnn pacnofioxeHune cCKpunTa YykKasaHO [f/ss napamMeTpa TOHKUX HacTpoek
MOAYNA, TO OH BYAEeT BbINOSIHEH, KaK MPUOPUTETHbIN (MO OTHOLLEHUIO K CKPUNTY,
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Proxmox n AnbT BupTyanusaums

pPacniIoXeHHOMY MO YMOYaHMIO, ECNN OH 3aAaH).

B cnyJae, ecnu BHyTpu BM cyuwecTByeT ¢ann ¢ aTpnubytamMm Ha UCNOSIHEHWE C apry-
MEHTOM before, TO yKaxuTe nyTb K HEMY B napameTpe
script_before_snapshot_args.

Ecnu npu cospaHMM M HacTpoWKe npaBuna Pe3epBHONO KOMUPOBAHWUS He 3ajaH
napameTp script_before_snapshot_args TOHKUX HacTpoek Moayns, To 6yaeT
MCNONb30BaH apryMeHT Mo YMONYaHUIO s 3anycka cKkpunTa BHyTpu BM before.

BbinonHeHMe ckpunTa NpMBOAMUT AaHHble NPUIOXEHU BHYTPpU BM B KOHCUCTEHTHOE
COCTOfAHNME.

Ecnn ckpunTbl HE yKasaHbl, TO pe3epBHOE KOMUpPoBaHue 6yp,eT npoaoJIXXeHo.

3. Mogynb Proxmox VM oXwugaeT BbINOSIHEHME CKpunTa BHYyTpn BM pgo (1 nocne)
CO3[aHMA MIHOBEHHOro CHMMKa TO BpeMsf, KOTOpOe YyKasaHo [nNda napameTpa
execution_script_timeout KOHOUIypaLMoOHHOro dGanna Mmoayns.

4. Moaynb Proxmox VM akcnopTupyeT KoHpUrypauuo pesepsupyemon BM B KOHOU-
rypauMoHHbIN ¢ans Ha KITMEHT pe3epBHOro konuposaHma RuBackup.

5. Mogynb Proxmox VM oTRaéT KOMaHOy Ha y3en runepsusopa 4na Cco3fgaHus MrHo-
BEHHbIX CHUMKOB TEKYLLEero COCTOSAHUA BCeX AUCKoB BM € NOMOLLbIO WTAaTHOM yTU-
nnTbl vzdump B BblI6paHHOM pexnume (mode): snapshot, stop, suspend.

6. 3apaya pesepBHOro KONMpPoOBaHUA BbINONHAETCA 6e3 cxaTus (ypoBeHb None). 3TO
TpebyeT MUHUManbHbIX pecypcoB LMY, HO noTpebyeT 6onblie AWCKOBOro Mpo-
CTpaHCTBa ANA XpaHeHus GpannoB pes3epBHbIX KOMUNA.

Obpasbl BUpTYanbHOro gucka Proxmox ABNAKOTCA pa3peXXEHHbIMU, U 3TO O3HaYaeT,
YTO BblfENIEHHbIN 06pas Aucka UCMofb3yeT TONbKO HEKOTOPOEe MNPOCTPaHCTBO OT
BCeX peanbHbIX AaHHbIX. OCTaBLWMNCA BblgeNeHHbIN O6bEM paspsAXEH NN 3arosHEH
HynaAMu.

7. MNocne cosgaHnsa MrHOBEHHOro cHUMKa BM 6ygeT BbinonHeH ckpunT ™ (nnw):

o MO YMOJIYaHUIO PaACMONOXEeHHbIN Mo NyTU /opt/rubackup/scripts/rubackup-
proxmox_vm-after-snapshot.sh;

o PacroJIOXEHHbIA MO NYyTW, YKa3aHHOro ANns napameTpa script_after_snapshot
TOHKUX HAaCcTPOEeK MOoAYNs.
Ecnn pacnofioxeHne cKpunTa YykKasaHO [fJ/s napameTpa TOHKUX HacTpoek
MOAYNA, TO OH ByAEeT BbINOSIHEH, KaK MPUOPUTETHbIN (MO OTHOLIEHUIO K CKPUNTY,
PacCMIoXeHHOMY MO YMOMYaHUIO, ECNIN OH 3a4aH).

B cnyyae, ecnu BHyTpu BM cyuwectByeT ¢ann ¢ atpnubytamm Ha UCMONTHEHNE C apry-
MEHTOM after, TO yKaxxuTe nyTb K HEeMY B napameTpe
script_after_snapshot_args.
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12.3. Onuncanmne BoccTtaHoBneHnsa BM

Ecnv mpu co3pgaHum K HacTpoWKe npaBufia Pe3epBHOro KOMUPOBaHWUS He 3afaH
napameTp script_after_snapshot_args TOHKMX HacTpoek MoAyns, To 6yaer
MCMONb30BaH apryMeHT Mo YMONYaHUo 418 3anycka cKpunTa BHyTpu BM after.

Pe3epBHaa Konua coxpaHAeTCA fIoKanbHO Ha y3ne kKnneHTa PK B KaTanore BpeMeH-
HOro XxpaHeHuna PK, KOTOpbIA HasHayeH [f[NA napameTpa use-local-backup-
directory KoHdUrypaumoHHoro ¢anna knmeHta PK.

Ha mepgunacepsep RuBackup akcnoptupyroTca:

a. ¢ann koHourypaumm BM (MeTapgaHHble), NpeaBapUTeNbHO CKOMUPOBAHHLIA Ha
KnneHTt PK;

b. MrHOBEHHbIE CHUMKUN COCTOSIHMA BCEX AUCKOB BMPTYasbHOM MallMHbl C FTMNepBu-
30pa NnaTopMbl BUPTyanmnsauum.

PesepBHasa konna BM ¢opmupyeTcs ns ¢panna mMetagaHHbIX U KOnun guckos BM.

B cnyvyae nepepauv pesepBHOM KOMUKU B XpaHuUnuLe AefyninunupoBaHHbIX peseps-
HbIX KOMWI Bcerga npoucxoauT nepepava TONMbKO TeX YHMKanbHbIX 6/10KOB (aNs
TOro e TUMNa UCTOYHUKA AaHHbIX), KOTOPbIX eLle HeT B XpaHuuLLe.

MNMocne BbINOMHEHUS] PE3EPBHOI0 KOMUPOBAHUSA MIHOBEHHbIE CHUMKM COCTOAHUSA BM
6yayT yaaneHbl Ha y3ne runepeusopa.

12.3. OnucaHue socctaHosneHnsa BM

lMpepBapuTenbHO cnegyeT no3aboTUTCA O Halmnymm CcBOBOAHOro MecTa Ha OUCKe He
MeHee 110% oT o6bEMa BoccTaHaBnmBaemMmomn BM.

[MonHoe BoCCTaHOBNEHMNE BUPTYallbHbIX MaLUVH BbINOHAETCA U3 UHKPEMEHTaNIbHON UK
NOJSIHOW pe3epBHON Konun BM:

o 6e3 pa3BépTbiBaHUS. Pe3epBHas Konus 6yaeT BOCCTAHOBMIEHA B yKa3aHHYH Nanky;

e C pasBépTbiBaHNEM. Pe3epBHasn Konus 6yaeT BOCCTAHOB/IEHA B HOBYHO BUPTYasibHYHO

MallnHY Ha nnatdopme BUpTyanusauun. MNponsBogmuTca BOCCTaHOBNEHWE Mocnesn-
Hero COCTOAHMA UM COCTOSHUA Ha NPeabIAYyWMin MOMEHT BPEMEHM B CllyYyae OTKasa
NCXOAHOW BUPTYasibHOM MalWHbl. ITOT npouecc TpebyeT 6o0sblie BpeMeHU W
pecypcoB, HO obecrneuynBaeT MakCMMasbHYHO NPON3BOAUTENbHOCTb AUCKOBbIX Orne-
pauun BBOAa-BbIBOAA.

Mpwn 3anycke 3ajayn Ha BOCCTaHOBJIEHNE C pa3BEPTbIBAHMEM BUPTYaNbHOM MalUMHbI N3
pe3epBHOW KOMUN:

1.

byneT BbINoO/HEHa pacrnakoBKa pe3epBHOM KOMUWN B YKa3aHHYH JTOKaNbHYH Manky Ha
y3ne knneHta PK ¢ mogynem Proxmox VM.

CospgaHa HoBas BM, B KoTopyto 6yaeT BoccTaHoBreHa PK:

o B TOM Xe node (knacTepe);
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o C ugeHtnoukatopom VMID:
» BOCCTaHaBnmBaemon BM, B cnyydae, ecnu ncxogHaa BM yaganeHa;
= HOBbIV NOEHTUOMKATOP C NOBbILLEHNEM A0 BAMXKanLWero 4OTYMNHOro, B cnyyae,

ecnu ncxogHaa BM npucyTcTByeT B KnacTepe.

3. MNocne BoccTaHoBNEHNA BM KaTanor pacrnakoBky 6yoeT OUMLLEH.

12.4. OnucaHue pab6oTbl ¢ gaHHbiMu B RBM

12.4.1. PK gpns ogHo BM no pacnucaHuio

BbinonHeHe pe3epBHOro KOMMPOBaHUA OUCKOB AN OLHOM BUPTYasibHOW MallMHbI MO
pacnucaHuio:
1. 3anyctute MeHegxep agmuHucTpatopa RuBackup (RBM).
2. ABTopusyinTtech ¢ npasamun AgMmuHucTpaTtopa CPK.
3. MNpoBepbTe cTaTyC KNMeHTa PK, Ha KOTopoM pasBEPHYT MoayNb Proxmox.
4. Co3fanTe N HaCTPOWTe NMpaBUIO MOSTHOMO Pe3epPBHOro KOMMPOBaHUA OJ19 CO3LaHUA
NMIaHOBbIX Pe3epBHbIX KONUM NOBbIM CMOCObOM:
o B pasgene Fmo6anbHoe pacnucaHue, HaxaB KHOMKy Jlo6aBUTb 1 HacTpouB
cosfgaBsaemMoe lNpaBuno;
o B pasgene 06beKTbl, Bbibpas Bkagky Mpaeuna 1 HaxxaB KHoMky Jl06aBUTb;

o MpaBuno [OMKHO MMETb CTaTyC run (3anyLweHo) Ans BbiNOSHEHUS pe3epB-
HOro KOMMPOBAaHWS MO PaCMUCaHWIO.

5. B pa3gene 3agaum oTCrexuBanTe CTaTyC BbIMNOMHEHHbIX U XO[, BbINOHAEMbIX
3afa4y pe3epBHOro KonMpoBaHus.

B pesynbTaTe BbINOMHEHUA 3afa4n pesepBHas konua BM 6ygeT nepemelleHa B XpaHu-
nuue, a eé MeTajaHHble AOCTYMHbI B pa3sgene Penosutopuii.

12.4.2. PK gna rpynnbl BM no pacnucaHuio

BbInonHeHMe pe3epBHOro KONMpPoBaHUA rpynnbl BUPTYanbHbIX MaLIWH NO pacnncaHuio:

1. 3anyctute MeHegxep agmuHucTpatopa RuBackup (RBM).
2. ABTopusyinTechb ¢ npasamun AgMmuHuctpaTtopa CPK.
3. MNpoBepbTe cTaTyC KNMeHTa PK, Ha KOTOpoM pasBEPHYT MoAy/ b Proxmox.

4. CospanTte n HacTponTe nocnegoBaTesibHO:

o CTpaTerno noJIHOro pe3epBHOro KornnpoBaHmAa Asia co3gaHuUA rnnaHoBbIX pe3epB-
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HbIX KOMWUI B pasaene CTpaTeruu, Haxas KHonky Jlo6aBUTb;

o MpaBWio cTpaTerun gns kaxapon BM B paspene CTpaTeruu, BblAeNINB HYXHYHO
cTpaTernio un Haxkas KHonky Mpaeuna. MoBTOpUTE CO3faHNe NpaBuna onsa Kax-
0% BM:

o MpaBuno AOMKHO UMETb CTaTyC run (3anyLweHo) AN BbiNOJHEHUSA pe3epB-
HOro KOMMPOBAaHUA MO PacnucaHuio.

5. B paspene 3apgaum oTCcnexuBanTe CTaTyC BbIMOSHEHHbIX U XO[, BbINOMHAEMbIX
3aa4y pe3epBHOro KONMpoBaHUs.

B pesynbTaTe BbINOMIHEHUA 3afa4M pe3epBHble Konun BM 6yayT nepemMeLleHbl B XpaHu-
nuuie, a Ux MeTafaHHble AOCTYMNHbI B pasgene PenosuTtopwii.

12.4.3. CpouHoe PK

CpoyHoe pesepBHOE KONMpoBaHMe BbINOMHAETCA ANna ogHon BM:

1. 3anyctute MeHegxep agmuHucTpatopa RuBackup (RBM).

2. ABTopusyinTtech ¢ npasamun AgMmuHucTpaTtopa CPK.

3. MpoBepbTe cTaTyC KNMeHTa PK, Ha KOTopoM pasBéPHYT MoayNb Proxmox.
4. BbINoNHUTE CPOYHOE pe3epPBHOE KONMPOBaHME NMOBbIM CMOCO6OM:

o BbICTPbIN OOCTYMN K GYHKLMN CPOYHOIO PE3EPBHOI0 KONMMPOBAHMA MO HaXXaTuUro Ha
KHornky CpoyHoe PK Ha BepxHen naHenn RBM,;

o B pasgesie O6beKTbl, Bbioenms knveHTa PK, KoTopbi ynpaBnseT pes3epBHbIM
KonnpoBaHnem BM, n Haxkas nossumseLUytocAa KHornky CpodHoe PK;

5. BbInonHMTE HaCcTpPOMKY NapaMeTpoB Pe3epBHOro KONMpoBaHusa (cM. Pasgen 12.6.2);
6. B pasgene 3apaum OTCnexmnBanTe CTaTyC BbINOJIHEHHbLIX U XO[, BbIMOSIHAEMbIX
3ajay pe3epBHOro KONMpoBaHUS.

B pesynbTaTe BbINOMHEHUA 3afa4n pesepBHas konua BM 6ypeT nepemelleHa B XpaHu-
nuue, a eé MeTajaHHble AOCTYMHbI B pa3sgene Penosutopuii.

12.4.4. BoccTtaHoBneHue us PK

[1nA BbINONHEHWS BOCCTaHOBNeHNA BM 13 pe3epBHOM KOMUK:

1. 3anyctute MeHegxep agmuHucTpatopa RuBackup (RBM).

2. ABTopusyinTechb ¢ npasamun AgMmuHucTtpaTtopa CPK.

3. MpoBepbTe cTaTyC KNMeHTa PK, Ha KOTopoM pasBEPHYT Moayb Proxmox.
4. B pasgene Peno3sutopui Boibepnte PK n HaxxmumTe KHONKY BocCTaHOBUTD.

5. BbINONHMTE HACTPOMKY NapaMeTpPoOB BOCCTAHOBMEHUS (CM. Pasaen 12.6.3);
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6. B pasgene 3apaum oTcnexumBanTe CTaTyC BbIMNOJIHEHHbLIX U XO[L4 BbIMOJIHAEMbIX
3aa4y BOCCTaHOBJ1eHNA pe3epBH0171 Konuwu,

B pesynbTaTte npousBefeHO BOCCTAHOBMIEHME YyOafleHHONW UK U3MeHEéHHon BM po
COCTOSIHUA, B KOTOPOM OHa Oblfla HA MOMEHT CO34aHNA pe3epPBHON KOMUK.

12.5. Oco6eHHOCTU HacTpouku RBM gna PK BM

I'Ipm BbIMOSIHEHUU NOBOro cueHapumsa (I'Ipl/l HaCTpOVIKe npasunn, CTpaTeFI/II7I, BOCCTaHOB-
nenus ns PK) cnepyetT B COOTBETCTBYHOLLNX MONAX YKa3aTb cneayroume aaHHble:

e B nosie KnueHT BbibpaTb M3 BbiMajarowero cnnucka umsa knneHta PK, Ha KOTopom
pasBEpPHYT Moaynb Proxmox VM;

» B none Tun pecypca BbibpaTb 13 BbiMNafaroLLero cnmcka Proxmox vm;

e Mpu HeO6XOOMMOCTU NPOU3BECTU TOHKYHO HACTPONKY Mogynsa Proxmox VM,

e B nosne Pecypc BbiIG6paTh BM, pesepBHas Konna KoTopon byaeT co3faHa;

e B nose Tun PK Bbi6paTb «[MonHoe» nnm «HKpeMeHTanbHoe».

12.6. BRBM

12.6.1. Hayano pa6oTbi

OKOHHOe npunoxeHne MeHepxep agMuHucTpaTopa RuBackup (RBM) npegHasHayeHo
AN agMUHUCTPUPOBaHUA cepBepHOW rpynnupoBkn RuBackup, Bknrovaa ynpasreHue
KNneHTamm, rnobanbHbiM pacnucaHneM, XpaHUInwamMm pesepBHbIX KOMUA U ApYyruMu
napameTpamm CPK RuBackup.

3anyck MeHep)xepa agMmuHucTpatopa RuBackup (RBM)

[na 3anycka MeHegxxepa agMuHucTpatopa RuBackup BbIMNOMHUTE C NpaBaMu NoMb30-
BaTens, ANA KOTOPOro BbIMOSIHEHblI HACTPOMKM (CM. HacTpoika okpyKeHns):

/opt/rubackup/bin/rbm&

AyTeHTudukKauua nonb3opaTtensa 8 RBM

MNMocne 3anycka RBM nponante ayteHTudmkaumnto (PrcyHok 1):
1. B none Uma cepeepa Rubackup ykaxuTe ip-agpec unm MMA ysna, Ha KOTOPOM
pa3BEPHYT OCHOBHOW CepBep pe3epBHOro konmposaHna RuBackup.

2. B nonsax Ums nonb3soBaTtensa 1 Maponb ykaXxnute yYETHbIE AaHHble AQMUHUCTPAaTOpPa
CPK nnun Cynepnonssosatensa CPK (norvH v napons).

3. B none Tun ayTeHTUPUKaLM BbibepuTe 6a3y faHHbIX ANA ayTEHTUPUKALMUN YUETHBIX
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[OaHHbIX :

o RuBackup DB 6a3a gaHHbIx Postgresql (no ymonyaHmo rubackup ), cosgaHHas npu

pa3BEépTbIBaHUM OCHOBHOro cepBepa RuBackup, rae xpaHATCA faHHble YYETHbIX
3anuncen nonb3oBaTesnien RuBackup;

o Domain Controller gna aBTopuM3aunn C MWCNONb30BaHMEM YYETHbIX [aHHbIX
AoMeHHoro nonb3osatensa MS Active Directory nnu ALD PRO.

RuBackup Manager

Wms cepeepa RuBackup
localhost|

Wma nons3osaTens

rubackup

Mapons

Tun ayTeHTUhUKaLM
RuBackup DB

BoiTk

PucyHok 1. [lnanorosoe okHO aBTopusauun 8 RBM
Crtatyc knueHTta PK

[nsa npoBepku ctaTyca knveHTa PK:

1. BeinonHute B RBM aBTOpmM3auuno Ha ocHoBHOM cepBepe CPK RuBackup ¢ npaBamu
AgmuHucTtpaTopa CPK.

2. Mepenante B pasgen AQGMUHUCTpUpOBaHUE - rnogpasgen 06bvekTbl - 6510k Knu-
€HTbI.

3. B oTKpbIBLIEMCA OKHe (PrcyHok 2) 6yayT oTob6paXeHbl:

o BCe aBTOPWU30BaHHble KNNEHTbI PK;

o ecnn B MHOpacTpykType CPK cywecTByOT HeaBTOPMN30BaHHbIE KNEHTbI PK:

= KHOTKa HeaBTopusnpoBaHHble KJINEHTbI;
X

= YBEOOMJIEHNE O KOJIMYECTBE HEAaBTOPM30BaHHbIX KJIMEHTOB BHWU3Y HaBUrauu-
OHHOW NaHenu.
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£ a4 &
HeNb MOHWTOPWUHIA
’ op OoGasnTe (% HeaBTOPM3DBAHHLIE KIMEHTHI i)

|;| OB BeKTE *ID Wm= VM8 rpynnel Tun OC CraTyc EMKOCTB XpaHunnLLa LieHTpann3oeaHHOe BOCCTAHOBNEHWE Bepcma

|‘5_l CTpaterim 2 server No group Linux I': B CETH \ 10 true 2.1.1.60e832b

B ro6ansHoe pacnucanmve
El YaanéHHan pennukauyma
B PenoauTopwii

E] Ouepeas 3apau

= Bepkl RuBackup

JHANLI

& AAMWHUCTPUpOBaHKe

PucyHok 2. OkHO «KnueHTbI» pasgena « ADMUHUCTPUPOBaHME»

4. Mpw BbIBOAE cnucka knneHToB PK, B Tabnuue oTobpaXkeHbl cnefyrolmne gaHHble:
o ID — npeHTudunkaTop knneHTta PK;
o UMA — nmM4 y3na, Ha KOTOPOM PasBEPHYT KINEHT PK;
o Tun OC - HanmeHoBaHue OC, ncnonbayemMon Ha knneHTte PK;
o EMKOCTb XpaHunuw,a — o6Lmii pasmep xpaHunuiwa B 'b;

o LleHTpanusoBaHHOe BOCCTaHOBJIeHUE — BK/oUeHa (1) unu BbikmtoveHa (0) GyHK-
LINS LeHTPanM30BaHHOro BOCCTAHOBNEHUS AaHHbIX KNneHTa PK;

o Bepcus — Homep Bepcumn yctaHosneHHoro MO knneHTa PK.

ABTOopusayua knmenta PK

[na aBTopusaumm knneHTa PK:
1. Nepengnte B pasgen AAMUHUCTpUpoOBaHUe - nogpasgen 06bvexkTbl - 610k Knun-
€HTbI.
2. Haxxmute (PrucyHok 2) (nnn):
o Ha BEpPXHeW naHenu KHomnky & HeaBTOpU3MpoOBaHHbIE K/INEHTbI;

o BHN3Y HaBUrayMOHHOM NaHenn Ha yBegomMJsieHne o KoJsinyectee HeaBTOPWM30BaH-
HbIX KJIMEHTOB.

3. BbibepuTe HEaBTOPU30BAHHOTO KnMeHTa PK 1 HaxmuTe kHonky (& ABTopusmpo-
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BaTb P1CYHOK 3).

pgs-sv136-proxmax] B CRTH ; Linus debian be:24:11:03:e5:85 10.177.33.195 feB0::be24:11f-fee3:e585 17e7f6e0calcfl43 2025.01.28 10:17 2.5.0.15b2105

pul RuBackup

Nist

£ AnMuHuCTpUpoBaHue

PucyHok 3. OkHO «HeaBTopu3oBaHHble KnneHTbl PK»
4. HaxkmunTe kHonKy Jla B OKHe MoATBEPXAEHUA A8 NPOLOIHKEHUA aBTOpU3aLmmn Knn-
eHTa PK.
5. HoBbin knneHT PK 6yaeT oTobpaXkEéH nocse ycnewHon asTopusaymn:
o B pasgene AQMUHUCTpUpPOBaHMe - nogpasnen 06bveKTbl - 6710k KnueHTobl;

o B pasgene O6beKTbl.

12.6.2. Pe3epBHOE KONMUpoBaHue

Buabl pe3epBHOro KONMpoBaHUA BUPTYasibHbIX MaLUWH:

e perynapHoe pesepBHOE KOMMUPOBaHWe O/ 06ecrneyvyeHns HenpepbiBHOCTU 6UsHec-
MPOLLeCcCcoB M CTabUbHOro NpoLuecca 3aluTbl AaHHbIX:
o Mo NpaBuny rnobanbHOro pacrnucaHus;

o M0 CTpaTernm pesepBHOro KONMpPoBaHuUA.

e CPOYHOE pe3epBHOE KOMMpoBaHWe pas GbicTporo co3gaHua PK nepep KpuTude-
CKUMW N3MEHEHUNSMMU.

PerynsipHoe pe3epBHOe KonupoBaHue no npasuny

[na cosgaHma npasuna rnobanbHoro pacnmncaHna:

1. Mepengnte B pasgen O6bekTbl - BkNaaka NMpasuna.
2. HaXxMuTte Ha KHOMKy (lo6aBuTb).
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3. B oTKpbIBWIEMCSH OKHE HAacCTPONTE cOo34aBaeMoe NpaBuno:

a. cosfaBanTe HeobxoanMmMoe KONM4ecTBO npaBui pe3epBHOro KonMpoBaHMA BUPTY-
a/lbHbIX MallH, Ha>XXMaA KHOTKY Ao6aBuTb npasuno B LIAGNOH;

b. HacTponTe NpaBuno rnobanbHOro pacnnucaHus:

WV [NapameTpbl npaBuna rnobanbHoro pacrnmcaHns

Bo3moXxHble
MapameTp OnucaHue 3HauyeHus (no
YMON4YaHuio)

MapameTpbl npaBuna

Bbibepute KnMeHTa, y KOTOPOro eCTb AOCTYI MO CeTU
KnueHnt K BUpTYyanbHbIM MalnHaM nnaThopmbl BUpTyanmsa-
uum n moaynb Proxmox

BbibepuTe TN pesepBUpPYyEMOro pecypca ns Boinaga-
rowero cnnucka Proxmox
Tuvn pecypca
pecyp Mone cogep>XuT gononHuTensHo Pasgen 15.1, KOTo-
pble MOXHO U3MEHUTb HaXxaTnem KHornku [...] ana
HacTpoWKM cnocoba pe3epBHOrO KOMMPOBaHUA

HaxmuTe kHonky [...] v BbibepuTe B pasBepHyBLUEMCS
OKHe pecypc pesepBupyemMoin BM.

Nmsa pecypca cooepxuT:
Pecypc
 ID pesepsupyemon BM;

e nmsa BM (Name);
e cTaTyc BM (Status);
BbibepuTe TUN pe3epBHOro KONMPOBaHUSA.
Mpn BbibOpe WHKpeMeHTanbHoro PK 6ypaeT BbINoOJ-

HEHO MOJSIHOE Pe3epBHOE KOMUPOBAHWE B CREAYHOLLUX
cnyyasx:

nonHoe
MHKpEeMeHTallb-
HOe

Tun PK

e CO3[0aETCA NepBas pesepBHas konus BM;
* KOHOUrypaums BM 6bina nsmeHeHa;
JononHuTenbHbie NapaMeTpbl Npasuna

YKaxXunte MakcuMMarsbHbIA pa3mep nyna aas XxpaHeHus
PK, cosgaHHbIX No AaHHOMY MpaBuny.

EMKocCTb XpaHu-

ML [aHHbI NapamMeTp AOCTYMNEH, eCNN B HAacTPOWKax rno-

6anbHOM KOHOUrypaLuumn akTUBMPOBaH NepeksovaTenb
OrpaHuyeHus EMKOCTM ANa rno6anbHoro pacnuca-
HUA
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MapameTp

EMKocTb xpaHu-
NNLLA KNMEeHTa

MpuopurteT

3awuTHoe npe-
o6pasoBaHue

CKpunT npun
HOpPMAaJIbHOM
BbINOJ/IHEHUMN

CKpunT npm
BbINOJIHEHUM C
owméKamu

OnucaHmne

YKaxuTe MakCuMMarsbHbIA pasMep XpaHunuLia Teky-
wero knmneHta PK.

JaHHbIn napamMeTp OOCTYMNEH, eCnv B HacTPoKKax rno-
BanbHOM KOHOUIypaLuum akTUBMPOBaH NnepekovaTenb
OrpaHuyeHns EMKOCTH ANA KIINEHTOB;

YKaxute sHayeHune npnopunTETa BbINMOJIHEHUA MNMpa-
BMMa. YeM Bbile 3Ha4YeHMe, TEM Bbllle npuopuTteT
BbINOJIHEHNA NpaBWJia

Mpn Heo6XoAMMOCTHY BblGepUTe ANrOPUTMbI 3aLLUNT-
HOro npeobpasoBaHus.

Mo ymonyaHumo Bbi6paHO 3HayeHne - 6e3 ncnosb3oBa-
HMS 3alMTHOro npeobpasoBaHma PK.

YKaxkuTe NyTb pacrnofioXeHna CKpUnTa npyv HopMasb-
HOM BbIMoNHeHNN PK
/opt/rubackup/scripts/saw_ckpunt.sh ' %9

YKaxute NyTb PacnosioXXeHna CKpunTa BOCCTaHOBJIEe-
HuA PK /opt/rubackup/scripts/saw_ckpunt.sh [1-Fnaea

12.6. B RBM

Bo3MoO)XXHble
3HauvyeHusn (no
YMOJT4aHUIO)

oT 100 go 1000

Anubis, Aria,
CAST6, Camellia,
Kalyna,
Kuznyechik,
MARS, Rijndael,
Serpent, Simon,
SM4, Speck,
Threefish,
Twofish

(nocrypt)

C. HacTpoiTe WabnoH rnobanbHOro pacrnmcaHus, KOTOPbIA PAcnpoCTpaHAeTCs Ha
BCe [ob6aBfieHHble NpaBuia rnobanbHOro pacnucaHus:

V MapameTpebl WwWabsioHa rnobasibHOro pacrnucaHus

MapameTp

BknmounTb nocne
co3paHuA

Myn

Havano nepuopa
AencTeuns

OnucaHune

HacTtpoiiku

© aKkTnBMpYNTE NepekntovaTenb U Npasunno byaet
MMeTb CTaTycC run (3anyLieHo).

Q peakTUBMpPYNTe NnepeknovaTesnb 1 npasuno éynert
UMeTb cTaTyc wait (NpaBmnio He CO30aéT 3afad
pEe3epBHOro KONMMpoBaHus)

BbibepuTte AOCTYNHbIA Ny ANA XpaHeHusa konunn PK

BbiGepuTe B KaneHgape AaTy v BpeMs Hayana nepu-
ofa 3anycka npasuna

Bo3MoOXKHblIe
3HaueHusn (no
YMONYaHu1io)

true

false
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Bo3MoO)XXHble

MapameTp OnucaHue 3HauvyeHums (no
YMOJT4aHUIO)
BbibepuTe B KaneHgape faty v BpeMs OKOHYaHuUA
OkoHYyaHue P Aape AaTy 1 Bp
. 3anycka npasuna.
nepuopa pei- y
cTEUS Mo ymonuyaHuio cpok AerncTBUA Npasuna coctasnset 1
rof ¢ MOMEHTa ero cosgaHus;
Oo6wue KHonka Pasfgen 15.3 npegocTaBnaeT napamMeTpbl AN
HacTpPOWNKKN HaCTPONKN MHOIONOTOYHOIO Pe3epBHOro KONUPoBa-
Mmoaynsa HUA

PacnucaHue

© aKTUBUPYTE NepekodaTenb ANna nepuognye-
CKOro 3anycka yepes Kaxgble N MUHYT.
Mpwn aKTUBaL MM NOMI3yHKa NEPMOANYECKOro 3amnycKa
YyKaXuTe B MMHyTax yepes Kakoe BpeMs 6yaeT Bbinos-

Mepuopguueckuit HATLCS Co3haBaeMoe NpaBuso.

3anyck

@ peakTUBMpPYITE NepeknoYaTeNb ANs BbINOAHEHNA
npaBusia B yKasaHHbI CPOK.
HacTpoiTe KpoH-BblpaXeHue, ykasas aaTy v Bpems
WHTepBasa BbINO/IHEHNS MpaBuna

Mpoeepka

© aKTMBMPYNTe nepeknoyaTenb A8 HaCTPOMKK
NepuUoANYHOCTU NPOBEPKN apXNBOB pPe3epBHbIX KOMUi
- unoposor noanucuK n pasmepa ¢annos:

Mpoeepka e ecnn PK nopgnucaHa uudpoBor nognucero, TO
pe3epBHbIX oyneT npoBepeH pasmep dannos n cama PK;
Konuu Kaxpableé . ecny PK He noanucaHa LMOPOBON MOAMUCHLIO, TO

OyneT NnpoBepeH ToNbKo pasmep ¢annos PK.

Q@ peakTUBMpPYHTE MepekoyaTeNb, ecny npoBepka
pe3epBHbIX KOMUI1 He TpebyeTcs

CpoK XxpaHeHusi
YKaXxute CKONbKO AHEN, Hefenb, MecsaLes nnn net
Xpauutb PK B AHEW, HERETb, H
XpaHUTb pe3epBHble KoMK, MOAYYEHHbIe B pesyfib-
TeuyeHue

TaTe BbINOMHEHUA Npasuna
Pe3epBHble KONuU

© aKkTMBMPYINTE NepekoYaTeNb A5 HACTPOWKM
nepemMeLLeHnst pe3epBHbIX KOMWUIA, MONYYEHHbIX B

pesynbTaTe BbINOMHEHNS NPaBuna;
MepemecTnTb B

nyn yepes y
Q@ peakTuUBUPYNTE NepeksoyaTesb, eCNn He Tpeby-

etcsa nepemewatb PK. B aTom cnydae PK 6yayT
COXpaHeHbl B BblIopaHHOM nysie 6n1oka HacTponku.

YcTapeBlume pesepBHble Konuu
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12.6. B RBM

Bo3MoO)XXHble

MapameTp OnucaHue 3HauvyeHums (no
YMOJT4aHUIO)

© aKTUBUPYNTE NepeknoyaTenb ANa yaaneHus
pe3epBHbIX KOMUA N0 OKOHYaHUIO OnpeaenéHHOro B
ABTOMaTHYe- MpaBuie CPOKA XPaHEHWs;
CKoe yaaneHue
@ [neaKTUBMPYMTe NepekoyaTeslb, ecnn yaaneHve
pe3epBHbIX KOMUil He TpebyeTcs

HacTponTte Kakne agMUHUCTPATUBHbIE rpynnbl 6yayT
YBepoMnaaTb yBeOOMJSIEHblI 06 NCTEUYEHUN CPOKa AeNCTBUSA pe3epB-
HbIX KONUn

[Ansa ykasaHHbIX cO6GbITUI U3 BbiNafaloLLLero CNMcKa onpefenvuTe rpynny nosbsosaTtenei,
KOoTopasi 6yaeT yBeqoMJ/ieHa B cllyuyae npousoliepuero cobbitusa. B none «E-mail CC»
MO)XXHO BBECTH JIl060i afpec 3/IeKTPOHHOU NOYTbI 1711 0CO60ro yBeOMJICHUSA;

4. HaxmuTte KHorky v/ MpUMeHUTb O/15 COXpPaHEeHUss HacTPOeK MnpaBuia pPes3epBHOro
KONuUpoBaHuA.

CospgaHHoe npaBuio bygeT AOCTYMNHO ANA pefakTUPOBaHUA U M3BMeHeHusa cTaTyca ( run
(sanyweHo) unn wait (oxxwnpaet)) B pasgene Fno6anbHoe pacnucaHue.

BHennaHoBoe pe3epBHOE KonMupoBaHUe no npaeuny

B ToMm cnyvyae, ecnun Heo6xoAMMO BbIMOSIHUTL CPOYHOE PE3EePBHOE KOMUPOBaHME MO
CO34aHHOMY npasuy rnobanbHOro pacnnucaHus:

1. Mepengute B pasgen NmobanbHoe pacnucaHue.

2. BblgenuTe Hy>KHOe npasuio.

3. Bbi3oBUTE NpaBont KHOMKOW MbILLN KOHTEKCTHOE MEHIO N HaXXMUTE BbIMOMHUTbD.

4. NpoBepbTe XOA4 BbIMOSIHEHNA PE3EPBHOrO0 KOMMPOBAHUA MOXHO B pasfene

3apgaum.

Mpn ycnewHoOM 3aBepLUEHUN PE3EPBHOIr0 KOMUPOBaHUSA COOTBETCTBYKLWAA 3ajavya B
pasgene 3apaum nepengeT B cTaTyc Done.

CpouHoe pe3epBHOEe KONUPOBaHUe

CpoyHoe pes3epBHOE KOMNMpOBaHMe NO3BOMAET e4MHOPAa30BO CO34aThb MOJSIHYIO pe3epB-
Hyt0 Konuto BM, He Ha3Ha4vas nNpasuio No pacnucaHuto.

1. BbINosIHEHNE CPOYHOro pPes3epBHOro KonmposaHms B RBM BO3MOXHO OCYLLECTBUTb
ABYMs criocobamu:

o nepenaute B pasgen O6beKTbl, Bblaennte KMeHTa PK, ocyuwecTBnsloLWero
yrnpaBfneHne pes3epBHbIM KOMWPOBAHMEM BUPTYaNbHbIX MaLWWH, U HaXMUTe
KHOMKY ﬁ (CpouHoe PK);
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Proxmox n AnbT BupTyanusaums

o HaXXMUTe Ha BEPXHEeW naHenn KHomMKy ﬁ (CpouHoe PK).

2. B OTKpbIBLLUEMCS OKHE MPOon3BeanTe HaCTPOVKY NapamMeTpoB

VW lNapameTpbl npasusa riobasibHOro pacrnmcaHus

Bo3Mo)XHble 3Ha-
MapameTp OnucaHue yeHus (no ymon-
YyaHuI0)

MapameTpbl npaBuna

BbibepuTe KNneHTa, y KOTOPOro eCcTb JOCTYN NO CeTU K
KnueHt BUPTYasbHbIM MallMHaM nnaTtGopmbl BUpTyanmsaumm un
Moaynb Proxmox

BbibepuTe TMN pes3epBUpPYyEMOro pecypca ns Bbirnagaro-
wero cnmcka Proxmox
Tun pecypca
pecyp Mone copepXuT gononHuTenbHo Pasgern 15.1, KoTopble
MO>XHO U3MEHUTb HaxaTtuem KHonku [...] 4na HacTponku
crnocoba pe3epBHOro KONMPoBaHUA

Haxmnte kHomky [..] v BbibepuTe B pasBepHyBLUEMCS
OKHe pecypc pesepBupyemorn BM.

NMsA pecypca coaepkuT:

Pecypc
 |ID pesepsupyemoin BM;
e nmsa BM (Name);
e cTaTyc BM (Status);
BbibepuTe TUM pesepBHOro KONMPoBaHUA.
nosiHoe
Mpu BbIGOpE WHKpPeMeHTanbHoro PK 6yaeT BbIMOMHEHO
MONHOe pesepBHOE KOMUpoBaHue B crnepyrowmx cny- VHKPEMEHTalb-
Tun PK yasax: Hoe
e CO3[aéTCA nepBas pesepBHas Konus BM; AnddepeHLmanb-
Hoe
e KOHOUrypaumsa BM 6bina nsmeHeHa;
JononHuTenbHble NapamMeTpbl NpaBuna
nvn M3 packpbiBatoLL,erocs cnnucka BblibepnTe 4OCTYMNHbIN
y nyn ANs CoOXpaHeHUs Pe3epBHON Konun
Anubis, Aria,
CAST6, Camellia,
Kalyna,
Mpu HeobxoaMMOCTUN BbIbepnTe ANropuTMbl 3alMTHOrO  Kuznyechik , MARS,
npeobpasoBaHus. Rijndael,
3awuTHoe npe- )
Serpent, Simon,
o6pasoBaHue
Mo ymonyaHuo BbI6paHo 3HayeHue - 6e3 UCnosb3oBaHus SM4 , Speck,
3aWmMTHOro npeobpasosaHmsa PK. Threefish,
Twofish
(nocrypt)
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12.6. B RBM

Bo3Mo)XHbIe 3Ha-
MapameTp OnucaHue 4yeHus (no ymon-
YaHuo)

YKaxuTe 3HayeHne npuopuTeTa BbINOSHEHUA Npasuna.
MpuopurteT YeM Bbille 3Ha4YeHue, TeM Bbille MPUOPUTET BbINOJIHE- o1 100 po 1000
HWA NpaBwuna

YKaxute cKoNbKo gHeRn, Hefenb, MecsALeB UK NeT xpa-
CpoOK XpaHeHMs1i HUTb pe3epBHble KOMUK, NMOJTYYeHHbIE B pesynbTaTe
BbINOJSIHEHMSA NpaBuKia

TpaHcnopTupo-
BOYHbI 6ydep

Oo6wue
HACTLOIKY KHonka Paspen 15.2 npegocTaBnseT napaMeTpbl 4N
P HaCTPOWMKN MHOIOMOTOYHOIO PE3EPBHOIr0 KOMMPOBAHUA
mopynsa

3. HaxmuTe kHonky &/ MpUMeHUTb /151 BbINOJIHEHNSI CPOYHOIO Pe3epBHOro KonmoBa-
HUSI C BbIBPaHHbIMW HACTPONKaMN.

OCco06eHHOCTU HAaCTPOIKU pe3epBHOro Konuposauusa BM AnbT Buptyanusauusa

[na pesepBHOro konnposaHusa BM nnatdopmbl AnbT BupTyanusayus:

1. YcTaHoBUTe 3HayeHWe napameTpa allow_work_with_incompatible_versions B true
KOHOUrypaunoHHoro ¢amna /opt/rubackup/etc/rb_module_proxmox_vm.conf, Bknto-
4YMB MOALEPXKKY PEe3epBHOro KOMMPOBaHUA BUPTYalbHbIX MawWwWH naatdopmbl AnbT
BupTyanusauyus.

2. CoxpaHnTe N3MEHEHUS.

3. lMepesanyctute cepBuc knneHta PK.

12.6.3. BoccTaHOoB/NeHue

Cnoco6bl BOCCTaHOBNEHUA

CPK RuBackup npepycmaTpuBaeT BO3MOXHOCTb BOCCTaHOBJIEHUA pPe3epPBHbIX KOMUN
nonb3oBaTenem:

e JIOKaJIbHO (Ha y35i€ KJIMEHTa pPE3EPBHOIo KOI'II/IpOBaHI/IFI);

e LEHTpann3oBaHHO (Ha OOOM y3ne C ceTeBbiM AOCTYNOM K UHOpacTpykType CPK
RuBackup).

PekomMmeHpaLuum

PekoMeHAyeM BKIHOUYUTb PYHKLUKO LLEHTPANM30BaHHOIO BOCCTAHOBJIEHMA Ha KJ/IMEHTE
PK onsa ynpaBneHus BOCCTAHOBMEHMEM [aHHbIX B NPUIOXeHun MeHegxxep aamMuHU-
cTpatopa RuBackup:
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Proxmox n AnbT BupTyanusaums

1. OTKponTE KOHOUIYpPaLWOHHbIN Gann knneHTa PK.
2. BbolbepuTe napameTp centralized-recovery.

3. YcTaHoBUTe 3HaYeHVe napamMeTpa yes.

4. CoxpaHUTe N3MEHEHNS.

5. MepesanycTute KnneHT PK.

B Tex cnyuvasix, korga ueHTpann3oBaHHOe BOCCTaHOBNEHNE Pe3ePBHbIX KOMWIA He Xena-
TeNbHO, HanpuMep, Koraa BOCCTaHOBEHNE AaHHbIX SIBNAETCA 30HON OTBETCTBEHHOCTHU
Bragenbla KIMEeHTCKON CUCTEMDI, 3Ta PYHKLMOHANbHOCTb MOXET 6biTb OTK/IHOYEHA Ha
KNMEHTE pPe3epBHOro KOMMPOBaHUS.

Tunbl BOCCTaHOBJ/IEHUSA [aHHbIX

Mcnonb3oBaHne moayna Proxmox VM npepycMmaTpuBaeT cnegyrowme TUnbl BOCCTAaHOB-
NeHnA pes3epBHbIX KONWM NoNb3oBaTeNeM:

e MOJIHOE BOcCcTaHoBNeHune PK.

NMonHoe BoccTaHoOBNEHME AaHHbIX

UCTOYHUKM

[MonHoOe BoCcCTaHOBMNEHNE AaHHbIX BO3MOXHO:

e 13 nonHou PK;

* N3 MHKpeMeHTanbHoun PK.
B npouecce BOCCTaHOBNEHNA NHKPEMEHTANIbHOW pPe3epBHON KOMUN aBTOMaTUYECKN
OyfeT BOCCTaHOBMEHA BCA L,eno4vka pesepBHbIX KOMWUIA, HAaYMHaA ¢ NocnegHen non-

HOW pes3epBHON Konun BM, BKNoYas BCe MHKPEMEHTalbHble pe3epBHbIe KONuK, cae-
NaHHbIe NMocCie Hee.

Mpouenypbi

Mpouepypa NosHOro BOCCTaHOBNEHUA

[ns BoccTtaHoBneHna BM Ha knneHTe PK:

1. Mepengute B pasgen Penosutopui.
2. BbibepuTe BOCCTaHaBNMBaEMYO Pe3epPBHYH KOMUIO.

3. HaxmuTte BoccTtaHoBUTb. OTKpoeTCcA OKHO LleHTpanusoBaHHOe BOCCTaHoBJe-
Hue.

4. O3HaKOMbTECb C HeusMeHsemMon uHpopmaumen o PK B 6noke UHPpopmauus o
pe3epBHON KONUUN.
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12.6. B RBM

5. OnpepennTe 3HavyeHue napamMeTpoB (Tabnuua 2) B 6noke MecTo BOCCTaHOB/IEHUSA:

Tabnuua 2. MNapaMeTpbl BOCCTaHOBIEHUS

MapameTp OnucaHue

BbibepuTe 13 Bbinagarowero cnucka knmeHta PK ¢ ycTaHOBNEHHbIM

Knuent Mopynem Proxmox VM

KaTanor pacnakoBku YkKaXXuTe BPeMEHHbIN KaTanor 418 pacrnakoBKU pe3epBHOMN KONUn

© ycTaHoBMTE Qnar ANa BOCCTAHOBNEHUA OaHHbIX AOMEHa C PasBEPThbI-
BaHnemM BM:

o PK 6yneT pasBépHyTa B KaTanor pacnakoBku;
e CO3[aHa HoBasi BM:

o B TOM Xe KnacTepe (node);

o C UOEHTUPUKATOPOM:

BoccTaHOBUTb Ha = BOCCTaHaBnmBaemomn BM, ecnn ucxopgHaa BM ypaneHa;

Lenesom pecypce = C HOBbIM I/IJJ,eHTI/Id)I/IKaTOpOM C MOBbIWEHNEM A0 BanXanwero

OOTYMHOro, B criyyae, ecnu mucxogHasa BM npucyTtcTteyeT B
KrnacTepe;

« KaTanor pacnakoBku OyaeT ouuLLEeH Nocne BocCcTaHOBNEHUA BM;
@ cHumMunTe dnar ana socctaHoBneHUs PK 6e3 pasBépTbiBaHUSA:

« PK 6yaeT BocCcTaHOBMIeHa TOMbKO B Manky, ykasaHHyto B none Kara-
Nor pacnakoBKM.

6. HaxmuTte Paspen 15.3 ©M npu HeobXogUMMOCTW YCTaHOBWUTE napamMeTpbl AN
HaCTPOMKN MHOIONOTOYHOIro BOCCTaHoOBNeHUA PK.

7. HaxmuTe v/ MpumMeHnTb B OKHe LieHTpann3oBaHHOe BOCCTaHOBJIEHME.

12.6.4. NMpocmMmoTp ouepenm sapav

[lna oTcnexmnBaHUA BbINONHEHUSA NPaBUII:

1. Mepengnte B pasgen 3apgaum.
o B paHHOM paspgene 3afayva nosiBNAeTCA B MOMEHT:
» BbIMNOJSIHEHUSA CO34aHHOrO NpaBwuna;
= BbINOJIHEHUA CPOYHOIr0 PE3EepPBHOr0 KOMMPOBaAHUS;
= BOCCTaHOBJIEHUNA pe3epBHON AaHHbIX U3 PK;
= MPOBEPKU Pe3epPBHON KONuK,
= yaaneHuu PK;
» nepemelteHum PK.

o MNocne ycnewHoOro 3aBepLUeHWsi 3afa4yn PEe3epBHOr0 KOMMPOBaHUS pe3epBHas
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Konus byaeT noMelleHa B XpaHUIuLWLEe pe3epBHbIX KOMUK, a nHdopmMaumsa o Hen
oyneT pasMelleHa B pasgene Penosutopun.

12.7. C nOMOLLbIO YTUIIUT

12.7.1. PesepBHOE KonupoBaHue

BbINonHUTbL pe3epBHOE KOMMPOBaHME Ha KITMEHTE PE3EPBHOIr0 KOMMPOBaHUA C MOAYIeM
Proxmox (C TOHKMMW HacTpoMKaMn Moayns):

rb_archives -c <resource> -m proxmox_vm -e "mode:snapshot”

roe:

e MapaMeTp -c YKasblBaeT pe3epBupyemyto BM;

e <resource> — ID pe3epBupyeMon BUPTyasnbHOM MallKHbl. [JNA npocMoTpa A4OCTyn-
HbIX PeCYpPCOB BbIMNOSIHATE B TEPMUHANE KOMaHA4Y:
/opt/rubackup/modules/rb_module_proxmox_vm -1
e NapaMeTp -m yKasblBaeT UCMNOJb3yeMbI MOAYb;
e <proxmox_vm> — Ha3BaHUE MOAOYyNA, ANA NPOCMOTPa AOCTYMHbIX Mo,u,yne|7| BbIMoJ-

HUTE B TepMUHasne Ha KnneHTte PK KoMaHAay:

rb_archives -L

napamMmeTp -e ykKasbiBaeT Paszpnen 15.7.

12.7.2. BoccTaHOBJIeHUe

e LleHTpannsoBaHHOe BoCCTaHoBNeHMe BM n3 pesepBHOM KOMWUM BO3MOXXHO NOcpes-
CTBOM YTUNNTbI KOMaHOHOW CTPOKN rb_repository.

o JlokanbHoe BOccTaHoB/ieHMe BM K13 pe3epBHON KOMUM Ha KNuMeHTe PK BO3MOXHO
NOCPeACTBOM YTUIUT KOMaHAHOM CTPOKWN rb_archives.

BbINONHUTL NoKanbHOe BOCCTaHOBMIEHME Pe3epBHOW KOMUU Ha KJIMEeHTe pe3epBHOro
KOMMpPOBaHWNA C pa3BEPTbIBaHMEM HOBOW BM:

rb_archives -x <id> -d <restore_path>

BbINONHUTbL NTOKaNbHOE BOCCTAHOBNIEHNE Pe3epPBHOM KOMUN Ha KNIMEHTE pe3epBHOro
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12.7. C NOMOLLbIO YTUANT

KonnpoBaHnsa 6e3 pasBEpTbiBaHMSA HoBOW BM (PK 6ygeT BoCCTaHOBMEHA TOMbKO B
yKasaHHYo nariky):

rb_archives -X <id> -d <restore_path>

roe:

o MapaMeTp -Xx YKa3blBae€T Ha BOCCTaHOBJIEHNE PK nnu yenoyku pe3epBHbIX Konui;

o MapaMeTp -X yKasblBaeT Ha BOCCTaHoBNeHne PK 6e3 passépTbiBaHMA (6e3 BoC-
CTaHOB/EHMS Ha LiefieBoM pecypce - 6e3 co3gaHna HoBo BM);

o <id> — upeHTUduKaTop BOCCTaHABNMBAEMOW pe3epBHOW KONUN.

[nsa npocMoTpa id BCex pe3epBHbIX KOMUIN, BbIMOMHEHHbIX TEeKYLWUM KIUEHTOM
PK, BbinonHUTe B TepMuHane knneHTta PK komaHgy:

rb_archives

o nMapamMeTp -d YyKasblBaeT JfloKafbHbIA KaTanor BOCCTAHOBMIEHWUS PE3EPBHOM
Konuu;

o <restore_path> — NONHbIN NYyTb [0 SIOKaNbHOro Katanora BocctaHoBneHnsa PK.

12.7.3. NMpocMmoTp ouepenmn sapav

o OTcnexusaTb BbIMosiHeHMe Bcex 3apgad CPK RuBackup BO3MOXHO MnocpencTBOM
YTUINTbl KOMaHOHOW CTPOKU rb_task_queue, BbINOSIHMB KOMaHA4y B TepMuHane gns
NPOCMOTpa BCeX 3ajau:

rb_task_queue -v

o OTCcnexueaTb BbINOJIHEHWE 3afa4 Ha KIIMEHTe pe3epBHOro KonnMpoBaHMA BO3MOXHO
nocpeacTsoM YTUNTIUTDI KOMaHAaHOM CTPOKM rb_tasks, BbINOSIHUB KOMaHAYy B TEPMU-
Hane gnda NpocMOoTpa 3a4au, BbINOJIHAEMbIX TEKYLLWNUM KITMEHTOM PK:

rb_tasks -v

[1] HeobnasaTenbHbIn NnapaMeTp
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NnaBa 13. O6HOBNEHUue

O6HoBNEHNE MOAYNA NPOMN3BOAUTCA TOSIbKO BMecTe € KnneHTtom PK RuBackup.

NMpouTuTe TaKXxe

e O6HOBNeHne CPK
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FnaBa14. YpaneHue

Ypaanenve mogynsa nponsBoauTCA TONbKO BMecTe ¢ knneHToM PK RuBackup.

NMpouTuTe TaKXxe

e Ypanenune CPK
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Proxmox n AnbT BupTyanusaums

naea 15. NMpunoXxeHus

Pasnen 15.1

Paspnen 15.2

Paspgen 15.3

Paspen 15.4

15.1. TOHKMe HacTPOUKU MoAyNA NpU BbinosiHeHUn PK

15.1.1. U3MeHeHMe napaMeTpPoB TOHKUX HAaCTPOEeK MoAayna

[NA N3SMeHeHNa TOHKUX HacTpoeK Moayna Proxmox:

OTKponTe OKHO J[lo6aBUTb NpaBuIo rno6anbHoro pacnucauua 1 CpouyHoe PK.
BbibepuTte none Tun pecypca.
HaxwmuTe [...].

BbINONHUTE TOHKYKO HacTpomnky moaynsa (Tabnuua 3).

L N O I

Haxmute OK gns coxpaHeHusa YCTaHOBEHHbIX 3HaYEHUN.

o KHONKa 3HauyeHUs No YMOJNYaHUIO cbpacbiBaeT BCe TeKyllme HacTpOWmKU napa-
MeTPOB W UCMNOMb3yeT 3HAaYeHUA NO YMOJIYAHUIO, YCTAHOBJ/IEHHbIE B KOHpUrypa-
LWOHHOM ¢danne Moaynsa Proxmox
/opt/rubackup/etc/rb_module_proxmox_vm.conf.

15.1.2. NapameTpbl TOHKOW HACTPONUKU MOAYNA

Tabnuya 3. NapameTpbl TOHKOW HaCTPOMKM MoAay sl Proxmox
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MapameTp

mode *

script_before_sna
pshot

script_before_sna
pshot_args

script_after_snap
shot

script_after_snap
shot_args

15.1. TOHKME HacTPOMKU Moy NA Npu BbiNoNHeHUN PK

Bo3MoO)XXHble 3Ha-
OnucaHue 4YyeHus (no ymon-
YaHMI0)

YKaXnte pexxnmM pesepBHOro KOMMpoBaHUs:

snapshot — peXWuM cHMMKa obecneymBaeT MUHUMASIbHOE
BpemMsi NpocTos BM (ncnonb3oBaHMe 3TOro MexaHnamMa He
npepbiBaeT paboTty BM), HO nMeeT fBa OYEeHb CEPbEe3HbIX
HefocTaTKa — MOryT BO3HMKaTb NpobrieMbl n3-3a 610KNMPO-
BOK ¢aifioB onepaLunoHHON CUCTEMON N caMas HU3Kasa CKO-
pPOCTb CO3aaHus;

stop — PeXum O0CTaHOBKW o6ecrneynBaeT CaMyto BbICOKYHO
COrnacoBaHHOCTb PE3ePBHOro KOMMpPoBaHUA, Ho TpebyeT

NMOJSIHOr O BbIKMOYeHNA BM. B aToM pexume BM oTnpasnsa- snapshot stop
eTCs KOMaHAa Ha LWTaTHOe BbIK/KOUYEHME, NOC/1e OCTAaHOBKM suspend
BbINOIHAETCS PE3epPBHOE KONMPOBaAHME N 3aTEM OTLAETCA

KOMaHpfa Ha BK/touYeHne BM. KonnyecTtso owmnbok npu ( snapshot)
TakKoM Noaxoae MUHUMAanNbHO M Yallle BCero CBOAUTCSA K

HYHO;

suspend — pPeXuM OXugaHusa, npn kotopom BM BpeMeHHO
«3aMoOpaXxuBaeT» CBOE COCTOfAHNE 00 OKOHYaHWsA npoLecca
pe3epBHOro KonuposaHua. Cogep>XXxnMoe ornepaTnsHom
namMAaTU He CTUPaeTCs, YTO NO3BONAET NPOAOIKUTL PaboTy
C TOM TOYKM, Ha KOTOopoW paboTa bblna NPUOCTaHOBIEHA.
CepBep npocTavBaeT BO BpeMs KOMMPOBaHMA MHHopmMaLuuy,
HO NPW 9TOM HET HEOBXOANMOCTU BbIKTKOYEHUS/BKIKOYEHUSA
BM, 4TO LOCTaATOYHO KPUTUYHO ANA HEKOTOPbIX CEPBUCOB

MONHBIA NYTb K CKPUNTY BHYTPY BUPTYasibHON MalUUHbI,
KOTOpbIA 6yAeT BbINOSIHEH Nepeq, Co3A4aHNeEM MIHOBEHHOTO <path>
CHUMKa A1 AaHHOW BMPTYasibHON MaLUUHbI.

ApryMmeHT(bl) CKpUNTa, KOTOPbIN 6yAeT BbINONHEH BHYTPH
BMPTYasbHON MalUUHbI Nepepq, co3aaHneM MrHOBEHHOro
CHUMKa

Heobxognmo YKa3aTb 3Ha4YeHne napameTpa
script_before_snapshot

MONHBIA NYTb K CKPUNTY BHYTPY BUPTYaslbHON MalUUHbI,
KOTOpbIA 6YAEeT BbINOSIHEH NOC/Ee CO3AaHNs MTHOBEHHOTO <path>
CHMMKa A5 aHHON BUPTYanbHON MaLUVHbI.

ApryMeHT(bl) CKpUnTa, KOTOpbI ByAeT BbINOAHEH BHYTPU
BMPTYyanbHOM MallWHbI NOMe CO34aHNsi MTHOBEHHOMO CHUMKa

HeO6XOJJ,I/IMO YKa3aTb 3Ha4eHne napameTpa
script_after_snapshot
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15.2. O6L,Me HacTpPOoNKU MoAay A npu BbinosiHeHuu PK

KHornka O6wue HacTPOMKM MOAYNA MpefocTasBnseT cleaywlme napamMeTpbl AN
HaACTPOMKN MHOrOMOTOYHOIr0 pe3epBHOro KonuposaHua (Tabnuua 4):

Tabnuya 4. ObLyme napaMeTpbl HACTPOUKN Moy Proxmox

Bo3Mo)Hble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YyaHuI0)

worker_parallelis 3aganiTe KOMMYECTBO NOTOKOB, KOTOpble 6yayT obpabaTbl-

(8)

m BaTb U AenynnnumnpoBaTb ONOKM faHHbIX pecypca
i © ycTaHoBuTe dnar ona MHOronoTOYHOM Nepefaydn AaHHbIX true, false
enable_multithrea
din C NCNOJ1Ib30BaHMEM CeTeEBbIX MOTOKOB B KONMNMYECTBE, YKa3aH-
g HOM B napamMeTpe network_parallelism (true)

© yCTaHOBUTE dnar 4ns ncnonb3oBaHUA HECKOSbKUX Tab-

e e e e vy gegynnmkaumm BMeCcTo OgHON. true, false

edup . .
Mcnonb3yeTcs BMecTe ¢ pnarom enable_multithreading (false)

Ona noBblleHUA CKOPOCTU pe3epBHOIro KonmpoBaHnUAa

3afaiTe KOMYeCTBO NOTOKOB, KOTOpPbIE BYAYT NnepefaBaTh
ONOKM AaHHbIX Ha Megunacepsep.

Bnoku, NoaroToBneHHble worker NoToKamu, cobuparoTcs B
6ydepbl, KOTopble ByayT NnepenaBaTbCs Ha cepBep.

network_paralleli

om Pasmep 6ydepa no ymonyaHuo coctasnsgeT 100 M6, Ho ero (8)

MO>XHO N3MeHUTb B panne rbfd.cnf B 3Ha4YeHMU napameTpa
parcel-size.

Mpu yBennyeHun pasmepa bydepa MoxXeT 6bITb NPeBbILLEH
pacxopf namMATu, 3adaHHbIn napaMeTpoM memory-threshold B
KoHdUrypaunoHHoM ¢aisie OCHOBHOIo cepBepa

YCcTaHOBUTE BEPXHIOK rPpaHuLy UCMOMb30BaHNS onepaTuBe-
HoM namATK (B '6) Npu cosgaHUM pe3epBHON KOMUN.

min = 4
memory_threshold MwHMManbHOe 3HayeHWe NapamMeTpa paBHO 4, NPU MeHbLleM
3HayeHne napameTpa B NPOLECCe Pe3ePBHOro KONMPoBaHUA (0)
OyLeT BblBEOEHO NpefynpexaeHne n napameTp He bygeT
YYTEH

@© ycTaHoBUTE dnar B cny4yae, ecnv npegblayLas nHkpe-
deny_memory_excee MEHTasIbHasa pesepBHas Konus bbina caenaH sepcuen CPK
d RuBackup paHee 2.1.1-a.84, a Tekywas sepcus CPK
RuBackup 2.1.1-a.84 v BblLwe;

true, false

(false)
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15.3. O6Lme HaCTPONKM MOAY A NPU BOCCTAHOBEHUMN

Bo3Mo)kHble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YaHMI0)

Onpepenute cnoco® BOCCTAHOB/EHUSA MNOBPEXOEHHbIX
pe3epBHbIX KONWUIA (TONbKO ANA UHKpeMeHTanbHoro PK):

e full_analysis — npu BbibOpe JaHHOro BapmaHTa nNpo-
UCXOAUT CKaHupoBaHue W Bepudukauma pesepsHON full_analysis
KOoMnMumun ans ee BOCCTAHOBIIEHUSA: unchanged_only
disable

restore_corrupted

_blocks
e unchanged_only — npwu BbIGOpe 3TOro BapwaHTa npwu

BOCCTAHOBJIEHUM  PEe3epBHOM  KOMUW  UCMNOJIb3YHOTCA
TONIbKO HE U3MEHEHHbIe dannbl;

e disable — napamMeTp OTK/HOYaETCA B JaHHOM BapuaHTe

© ycTaHoBUTe dnar A5 BbINONHEHMA Aeaynnvkauun. B
XpaHunuiie nepeaaroTca TONbKO YHUKaNbHble GOKY;

Q@ cHMMUTe dnar s oTKAYEHUA geaynnukaumn. B xpaHu-
nuuLe nepefaeTcs BeCb pecypc BMecTe ¢ NOBTOPSAHOLWMMNUCA
6nokamu.

CnepyeT NOMHUTb, YTO Y XpaHunuL,a MoxXeT 6bITb peanmso-
BaH CBOW COBCTBEHHbIN MexaHn3M aeaynnavkaumm (Hanpu-
Mep, y 61104HOro yCTponcTBa Unn geaynivkaunsa Ha ypoBHe
$alninoBow CUCTEMbI XpaHUNULLa)

true, false

deduplication
(false)

MNpuBefEHHble HACTPOWKW [L[OCTYMHbl TakXe B KOHOUrypauuoHHOM banne
OCHOBHOro cepBepa /opt/rubackup/etc/config.file.

15.3. O6uLMe HacTPOMNKUN MOAY NS MPU BOCCTaHOBJIEHUMU

KHonka O6LiMe HACTPOMKM MOAYNA NpefoCTaBnseT cheayroline napameTpbl Ans
HaCTPOVKM MHOTOMOTOYHOr0 BOCCTaAHOBNEHUA AaHHbIX (Tabnuia 5):

Tabnuya 5. Obwme napameTpbl HACTPOVKN MoAy s Proxmox

Bo3MoOXXHble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YyaHuI0)

worker_parallelis 3aganTe KONMYECTBO NOTOKOB, KOTOpble ByayT y4acTBOBaTb
m B MpoLecce BOCCTAHOBJIEHMS BNOKOB faHHbIX pecypca

(8)

YCTaHOBUTE BEPXHIOK FpaHnLy MCNob30BaHMa onepaTmB-
HOM NamATK (B ['6) Npy BOCCTAaHOBMIEHUN PE3EPBHON KOMUK.

memory_threshold MwHMManbHOe 3HayeHWe NapamMeTpa paBHO 4, NPU MeHbLUeM
3HayeHMe NapameTpa B NpoLecce BOCCTaHOBNEHUA pe3epB- (0)

HOM Konun ByaeT BbiBeA4EHO NpeaynpexaeHne 1 napameTp
He BygeT yuTéH

o MNpunBefEHHbIE HACTPOWKWM L[OCTYMHblI TakXe B KOHOUrypauuvoHHOM danne
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OCHOBHOrIO cepBepa /opt/rubackup/etc/config.file.

15.4. KoHpurypayuoHHbin pann

15.4.1. MapameTpbl panna

Tabnuya 6. MNapameTpel parina /opt/rubackup/etc/rb_module_proxmox_vm.conf
MapameTp Paiina OnucaHue

BknounTb noaaep XKy pe3epBHOro KonnpoBaHmMA m BOCCTa-

HOBNeHnsa gaHHbIX BM gns:
allow_work_with_i

ncompatible_versi o ppatdopmbl AnbT BupTyanusauus;
ons
e Henognep>xmusaemMon Bepcun nnatdopmMbl BUpPTyanusa-

unm Proxmox VE

Bpemsi, B TeyeHne KoToporo mogynb Proxmox VM 6yaeT
OXWAaTb BbIMNOSIHEHUA CKPUNTOB BHYTPU BUPTYallbHON
MaLUWHbl 40 U NOocne COo34aHnsA MTHOBEHHOI0 CHUMKA

execution_script_
timeout

15.4.2. JiucTuHr panna

Bo3MoO)XXHble 3Ha-
yeHun (3HavyeHue
Mo YMOJI4aHMIO)
false
true
(false)

1 ... 600 cek

(5)

[Mpumep nUCTUHra KoOHPUrypaumoHHoro ¢arina /opt/rubackup/etc/rb_module_proxmox_vm.conf

# Symbol "#" at the beggining of the line treats as a comment
# "#" in the middle of the line treats as a parametr value

# So please do not use comments in one line with parametr

#

#Enable using the module proxmox_vm with proxmox ve version is not compatible

with Rubackup. Default: false

#Acceptable values are true or false.
allow_work_with_incompatible_versions false
#timeout value (seconds) for scripts executions
execution_script_timeout 30
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