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Proxmox n AnbT BupTyanusaums

naea 1. Moaynu RuBackup

Ona pesepBHOro konupoBaHusa BM nntadopmbl BupTyanusymm Proxmox Virtual
Environment (ganee — Proxmox VE) MoryT 6bITb UCMOJSIb30BaHbl MOAY N:

e [NaBa 9

e [naBa 10

Oco6eHHOoCTM:

e Mogynb [nasa 9 npepHasHayeH Onsa pe3epBHOro konuposaHwa BM opgHon nnat-
¢dopmbl BUpTYanusaumm Proxmox VE.

YcTaHOBKa nNpPou3BOAUTCA Ha Yy3ne runepsusopa nnatdopmbl BUPTYanusayum
Proxmox VE.

e Mogynb [naea 10 npeAHasHayeH ANA pe3epBHOro KonuposaHWA BM HecKONbKuUX
nnatdopm BupTyanusauum Proxmox VE.

YcTaHoBKa nponssoanTcs Ha ysne Proxmox Backup Server.
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naBa 2. HazHayeHue

Cuctema pesepBHOro konupoBaHua RuBackup n mogynb Proxmox VM/[Proxmox BS,
BXOAAWMN B €€ cocTas, (manee — CPK RuBackup) no3BonaroT BbINOMHATL pe3epBHOE
KOMMPOBaHNE BKJTIKOYEHHbIX UMW BbIKIKOYEHHbIX BUPTYasbHbIX MalWH NaaTopm BUPTY-
annsauum Proxmox VE n AnbT BupTtyannsaums (6e3 Heo6xoanMoCcTn YCTaHOBKM 40MN0N-
HUTenNbHbIX areHToB RuBackup Ha BupTyanbHble MalUMHbI, HO C YCTaHOBKOM rOCTEBbIX
paclMpeHnin onepaumoHHON CUCTEMbI), N BOCCTaHOBNEHWE BUPTYalbHbIX MalWH U3
pe3epBHON KOMUW.
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Proxmox n AnbT BupTyanusaums

naea 3. Pe3epBupyemblie flaHHble

PesepBHOe KONMpoOBaHMe BbIMOJIHASTCA ANA BCEX OUCKOB BUPTYasibHOM MalUWHbI NnaaT-
¢opmbl BUpTyanusaumm Proxmox VE n AnbT BupTyanusauus BHe 3aBUCUMOCTU OT
COCTOSIHMSA BUPTYasbHbIX MalUMH (BKIKOYEHA UK BbIKNKOYEHA).

MpX BbINOMHEHUN PE3EePBHOr0 KOMUPOBAHUA MPUMEHSETCS TEeXHONOorusa Cco3faHus
MOMEHTaNbHbIX CHUMKOB AaHHbIX ANS OMCKOB BUPTYaslbHOM MalluHbl, YTO MO3BONSET
He oCcTaHaBNMBaTb PaboTy Ha BPeMs pPe3epBHOro KONMMPOoBaHMS.

Ona nnatoopmbl AnbT BupTyanmsauma nogaepxka PK Tmna guckos BM:

e RAW.
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naea 4. Tunbl pe3epBHOro KONUPoOBaHUA

Mogynb pes3epBHOro KOMMUPOBaHMA U BOCCTAHOBJIEHUS BUPTYasibHbIX MalIMH nnaT-
dopmbl BUpTYyanmsaumm Proxmox VE u AnbT BupTyanusauus nognep>xXmBaeT crefyro-
LLiMe TUMbl PE3EePBHOr0 KONMPOBaHUA:

e MOSIHOE pe3epBHOE KOMMpoBaHWe. Kaxablh pa3 npu BbINOIHEHUN 33afauyn peseps-
HOrO KOMMUPOBaHWUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATMA. ITOT TuUN
pPe3epBHOro KOMMPOBaHUA Hanbonee MeafieHHbI U pecypco3aTpaTHbIi, HO obecne-
YyMBaeT HanbobLUY NOMHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

* WHKPEMEHTaNIbHOE pPEe3epBHOE KOMUPOBaHWE. ITOT TUM PE3EPBHOro KOMMPOBaHMUA
npegHasHa4veH gnAa KornnmpoBaHUA TOJIbKO NUSMEHUBLUNXCA OaHHbIX.

CHavana cosfgaeTcs MoJjiHasi pe3epBHaa kKonus. lNocnepyrolwme pesepBHble KOMUK
coAepXaT [OaHHble, USMEHUBLUMECA C MOMEHTa CO30aHMsa NocnefHein pesepBHOW
Konun (n,06aBOYHOW MW NOSTHON).

[nAa BOCCTAHOBNEHUS [aHHbIX MOTPebyeTCA MNOSHAas pes3epBHas Konuda, Ha base
KOTOPOW cOo3faHa BOCCTaHaBNMBaeMasa MHKPEMEHTaNbHaa pesepBHaa Komnus, U Bce
Ao6aBoyHble KOMUK, CO3[aHHble C MOMEHTa CO34aHMA NOSTHOW pPe3epBHOM KONUK [0
MOMEHTa CO34aHNA BOCCTaHaBNMBaAeEMOW pe3epBHON KONuu;
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Proxmox n AnbT BupTyanusaums

FnaBa 5. Cnoco6bl BOCCTaHOB/IEHUA fLlaHHbIX

CPK RuBackup nopgaep>xuaeTt cnegyrouwme cnocobbl BOCCTAHOBNEHUSA BUPTYasbHbIX
MalWwH nnatoopmbl BUpTYyanmsaumm Proxmox VE u AnbT BupTyanusauuns U3 pesepBHON
KOMUK:

e LleHTpann3oBaHHoOe BocCTaHoBeHNne BM 13 pesepBHON KONUM OgHUM U3 CnocoboB.:

o B NpunoxeHunn RuBackup Manager (RBM);

o C UCMOJSIb30BaHMEM YTUNNTbI KOMaHOHOW CTPOKWK rb_repository.
PekoMeHAyeTCs MCNONb30BaTb LieHTpann3oBaHHOe BOCCTaHOBNEHe BM.

e JIOKaNnbHOe BOccTaHoBNeHMe BM 13 pe3epBHON KONMUK Ha KnneHTe PK ogHMM 13 cno-
coboB:

o B NpunoxeHun RuBackup Manager (RBM) uepes rpadumyeckun nitepoenc (GUI);

o C UCNOJSIb30BaHNEM YTUINTbI KOMaHAHOW CTPOKKU rb_archives.
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https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/Cli/2.6.0.0.0/rb_repository/
https://docs.rubackup.ru/RBMManual/2.6.0.0.0/
https://docs.rubackup.ru/Cli/2.6.0.0.0/rb_archives/

FnaBa 6. Tunbl BOCCTAHOBNIEHUA AAHHDbIX

CPK RuBackup nogpepxuBaeT crefytowme Tunbl BOCCTAHOBMEHUA BUPTYasibHbIX
MalWwH nnatoopmbl BUpTYyanmsaumm Proxmox VE u AnbT BupTyanusauuns U3 pesepBHON
KOMUK:

e [OJIHOE BOCCTaHOBJ1EeHNE C DHBBéprIBaHMeM HOBOW BUPTYasibHON MaLUUHbI;

e BOCCTAHOBJIEHME PE3EPBHON KOMUKM B YKasaHHbIN KaTanor 6e3 pasBEpTbiBaHUSA BUP-
TyanbHOWN MaLUUHBbI.
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Proxmox n AnbT BupTyanusaums

Nnaea 7. KoMnnekT NnoCTaBKM

KoMnnekT nocTaBku 3aBUCUT OT Bbl6paHHOFO Moayn4:

. ﬂ,MCTpVI6yTVIB Moaynda Proxmox VM nocTtaBnaeTca B BUAe deb-nakeTa C UMEHEM:
rubackup-proxmox-vm_<version>.x86_64.deb

roe <version> — HOMeEpP BEPCUU MOCTaBIAEMOro Moayns.

e [OuctpmnbyTtme mogyns Proxmox BS nocTtaBnaeTtca B BUAe deb -nakeTta ¢ UMeHeM:
rubackup-proxmox-bs_<version>.x86_64.deb

roe <version> — HOMeEpP BEPCUU MOCTaBIAEMOro Moayns.
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naBa 8. OrpaHnyeHun

e YpaneHHas pennnkauna BUpTyaJibHbIX MallH HeE noanep>XmnBaeTcAa.

e [paHynApHoe BoCCTaHOBMEHNE BUPTYanbHbIX MallMH He Nogaep>XuBaeTcs.
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Proxmox n AnbT BupTyanusaums

NaBa 9. Proxmox VM

9.1. HazHauyeHue

Moaynb Proxmox VM npepHasHayeH NnA pe3epBHOro KonmposaHus BM ogHon nnat-
dopmbl BUpTyanusaumm Proxmox Virtual Environment.

9.2. MeCcTO YCTaHOBKMU

Mogynb Proxmox VM n knneHT PK goskHbl 6bITb YyCTaHOBNEHbI Ha y3Me runepsnsopa
nnatdopmbl BUpTYyanmsauumm Proxmox VE.

9.3. CucteMHble TpeboBaHUA

9.3.1. Tpeb6oBaHus K nporpaMmMHbIM cpeacTBaMm

[Nna BbINOMHEHUA PEe3epPBHOr0 KOMMPOBAHUA U BOCCTAHOBIEHUA BUPTYallbHbIX MallWH
nnatoopmbl BUpTYanmsaunm Proxmox VE Heob6xoanumo npefycTaHOBNEHHOE NPOorpaMm-
Hoe obecrneyeHune Ha ysne:
e 64-6MUTHaA onepauUnoHHan cucTemMa (ogHa ns):

o Proxmox VE;

o AnbT BupTtyanusaumsa 10.2;

o Debian 12;

o Ubuntu 20.04.

e KJIMEHT pe3epBHOro KonnposaHua RuBackup, pasBépHyTbI Ha y3ne unu BupTyarnb-
HOM MalLnHe nnaTtdopMbl BUpTYanusaumm Proxmox VE, Bkatoyarowmin nakeTbl:

o rubackup-common;
o rubackup-client;
e nnatdopma BUpTYyanmsaumm (ogHa ms):
o Proxmox Virtual Environment sepcun 8 ';
o AnbT BupTyanusauyus 10.2.
e PENO3UTOPUN proxmox ;

e Ha runepsusopax nnatdopmbl BUpTyanusaumm Proxmox VE: yTunutbl QEMU n
libvirt;

e« Ha BM nnatdopmbl BupTyanmsaymm Proxmox VE: rocteBoe paclunpeHme onepaymn-
OHHOWM CcUCTeMbl gemu-guest-agent [A/19 PEe3epPBHOro KOMUPOBaHUA BUPTYaibHOW
MalUMHbI 6e3areHTHbIM CNOCOOOM.

[na ynpaBneHus pesepBHbIM KONMPOBAHMEM N BOCCTAHOB/IEHMEM BUPTYabHbIX MaLUWH
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9.4. YcTaHOBKa

nnatdopmbl BUpTYyanmsaumm Proxmox VE pekomMeHOoBaHO cneaywouiee nporpamMmMmHoe
obecneyeHue:
e npunoxeHne MeHeaxep agmuHucTpaTopa RuBackup (RBM) gns ynpasnenus CPK;

e KOHCOJIbHble yTUNUTbl RuBackup.

9.4. YcTaHOBKa
[na yctaHoBkn mogyna Proxmox VM BbINONHUTE:

e Paspen 9.4.1;
e Pazpen 9.4.2.

9.4.1. NoaroToBKka K yCTaHOBKe

Ha yane, Ha KoTopoM 6yaeT npousBefeHa ycTaHOBKa Moayns Proxmox, npepsapu-
TeNbHO:

YcTaHoBKa yTUNUTbI vzdump

YcTaHoBUTE YTUAUTY vzdump :

sudo apt-get -y install vzdump

YcTaHoBKa nnat¢opmbl BupTyanusauum Proxmox VE

Ha y3ne, Ha KOTOpoM OyneT npousBefeHa yCTaHoBKa Moayna Proxmox npepsapu-
TenbHO pasBepHUTe nnatopmy BupTyanmsaymm Proxmox VE:

1. Bkntounte gnsa pesepsupyemMbix BM BO3MOXHOCTb B3aUMOLENCTBUA C FOCTEBbIMU
AOMOSTHEHUAMMN:
a. BblbepuTe BUPTYanbHYH MaLUUHY;
b. nepengute B pasgen Options;
C. BblbepuTte napameTp QEMU GuestAgent;
d. HaxxmuTe KHonky Edit;
e. nocTtaebTe ¢nar Use QEMU Agent;

2. YCTaHOBUTE roCcTeBOe [OMNOJSIHEHME gemu-guest-agent BHYTpwW roctesom OC Ha
pesepBupyeMbix BM.

3. HacTponTte nokanbHOe XpaHunviie c napameTpamMu:
a. dir: local — xpaHunuuie Tuna Directory;

b. content: Backup, Disk image, ISO image — XpaHuUNULLe OOJKHO MOALEPXN-
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Proxmox n AnbT BupTyanusaums

BaTb XpaHeHWe ¢pannoB pe3epBHbIX KOMUN.

YctaHoBKa KnueHTa PK

Ha y3ne, Ha KOTOpPOM pasBépHyTa nnatpopma BupTyanusaymm Proxmox VE:

1. BbINOMHUTE NMOAIrOTOBKY K yCcTaHoBKe knneHTa PK.
2. PasBepHuUTE KNMeHTa PK.
3. HacTtpounTe knneHTta PK.

4. BbINOSIHUTE HACTPOMKY Nonb3oBaTeNEeN.

PexkomeHpauuun

PekomeHayeM BKIOUUTb QYHKLMKO LEHTPanNU30BaHHOrO BOCCTAHOBNEHUSA Ha KIMEHTEe
PK pona ynpaBreHUss BOCCTAHOBMIEHNEM [aHHbIX B NPUIOXeEHUN MeHepxep agMuHU-
cTpaTtopa RuBackup:

1. OTkponTe InstallationManual:results$config-file.pdf KNINeHTa PK
/opt/rubackup/etc/config.file.

BbibepuTe napameTp centralized-recovery.

YcTaHoBUTe 3HaYeHWe napamMeTpa yes.

CoxpaHnTe N3MEHEeHNS.

o b 0D

[MepesanycTute KNneHT PK.

9.4.2. YcTaHOBKa NakeToB

Ha nogrotoBneHHOM y3re runepsusopa nnatoopmbl BupTyanunsaumm Proxmox VE:

1. OcTaHoBUTE cepBUC KITMEHTa pPe3EPBHOIo KOrMNMpoBaHMA:

sudo systemctl stop rubackup_client.service

2. lNMpownsseguTe ycTaHOBKY Moaynsa Proxmox:

sudo apt install ./rubackup-proxmox-vm-<version>_amd64.deb

roe <version> — HOMep Bepcun Moayns Proxmox.

3. MNocne 3aryckKa KoMaHAbl YCTaHOBKU MOAY 1A BbIMOJIHAKOTCA:
o pacrnakoBKa nakeTa rubackup-proxmox-vm;

o HacTpoKka nakeTa rubackup-proxmox-vm.
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https://docs.rubackup.ru/InstallationManual/2.6.0.0.0/client_linux/client-preparing-installation/
https://docs.rubackup.ru/InstallationManual/2.6.0.0.0/client_linux/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.6.0.0.0/client_linux/client-configuration/
https://docs.rubackup.ru/InstallationManual/2.6.0.0.0/client_linux/client-setup-user/
InstallationManual:results$config-file.pdf

9.5. HacTtpornka

4. Sal'lyCTl/ITe cepBUC KJNIMEeHTa pe3epPBHOIro KoOnmMpoBaHMA:

sudo systemctl start rubackup_client.service

9.5. HacTpoiika

1. OnpepennTe 3HayeHUa napameTpoB Moaynsa Proxmox VM B KoHOUrypaunoHHOM
banne opt/rubackup/etc/rb_module_proxmox_vm.conf:

sudo nano /opt/rubackup/etc/rb_module_proxmox_vm.conf

2. CoxpaHuTe N3MeHeHus.

3. [lna npuMeHeHnA HacTpoek nepesanyctute cepsuc knueHta PK RuBackup Ha y3ne,
Ha KOTOPOM yCcTaHoBeH KnneHT PK u moaynb Proxmox VM:

sudo systemctl restart rubackup_client

9.6. Pe3ynbTaTbl YyCTAaHOBKM

9.6.1. CTpyKTypa yCTaHOBJIEHHOrr O NakeTa

B pesynbTaTe ycTaHOBKKM nNakeTa Moaynsa Proxmox VM cospaHa CTpyKTypa, NpuBeaeH-
Hasa B Tabnuue Tabnuua 1.

Tabnuya 1. CTpyKTypa yCTaHOBIEHHOIr 0 nakeTta rubackup-proxmox-vm

CTPYKTYPHbIiA 3/IeMEHT HasHauyeHue anemMmeHTa
/opt/rubackup/etc/rb_module_proxmox_vm.conf KoHUrypaunoHHsin ¢ann mogyna Proxmox VM

YTunuta pesepBHOro KONUPOBaHUA N BOCCTAHOB-
/opt/rubackup/modules/rb_module_proxmox_vm  JIEHUA OaHHbIX BUPTYanbHbIX MaLWWH NAaTGOpMbI
BupTyanusaumm Proxmox VE

9.6.2. Kputepuit ycnewHoOCTHN YCTAaHOBKU

KputepvemMm ycrnewHoOCTM YCTaHOBKM W HAcTpouku mopgyna Proxmox VM 6ypet
ABNATLCSA 3aMuUCb O ero YCrewHon npoBepKe KINEHTOM pe3epBHOro KoNupoBaHus («...
module  'Proxmox was checked  successfully») B )XXypHane  cobbiTuin
/opt/rubackup/log/RuBackup.log.

B cnyyae, ecnu B XypHane cobbITUin /opt/rubackup/log/RuBackup.log AAMUHUCTpa-
Top CPK BnanT owmnbky O HenpaBuUIbHOW KOHGUrypaunm moaynsa Proxmox, To Heobxo-
AVMO NPOBEPUTb HACTPOWKM KOHGUrypaLoHHOro danna Moy nis:
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Proxmox n AnbT BupTyanusaums

/opt/rubackup/modules/rb_module_proxmox_vm -t

Ecnn owmnbka He nopgpaeTtcA aHanusy, To agMuHucTpaTtopy CPK cnepyeT cospatb
WHUMOEHT B CepBUCe TexHu4yeckon noppepxkm RuBackup c npepoctaBneHMeM BCeu
HeobxoonuMon wuwHPopMaLUM MO BO3HUKWEN npobrneMe Ha odpuuManbHOM canTe
https://support.rubackup.ru/bugzilla/.

9.7. PaboTa ¢ faHHbIMM

Pe3epBHOe KonMuMpoBaHWe BUPTYyasnbHbIX MalWWH nnatdopmbl BUpTyanusaumm Proxmox
VE n AnbT BupTyanusaunsa BbINoSHAETCA MeTO40M YCTaHOBKKM kKnueHTa PK RuBackup un
Moayna Proxmox VM Ha ys3en runepsusopa nnatdopmbl BUpTyanmnsaumm, 4To nosso-
NnAeT co34aBaTb NOJIHbIE N MHKPEMEHTasIbHble pe3epBHble KONUn 6e3 0CTaHOBKN BUPTY-
aflbHOW MaLUMHbI U ¢ obecrnedyeHneM HenpepbIBHOCTU npoLecca.

9.7.1. OnucaHme NoAroToBKu

BbinonHnTe NOAroToBKY B COOTBETCTBUM ¢ Paspen 9.4.1:
1. Ha y3ne runepsusopa nnatdopmMbl BUPTYyanusaunm BkaounTe pyHKUMO QEMU guest
agent.

2. B rocteBbix OC pesepsBupyeMbix BM HeobxoonMo yCTaHOBUTb rOCTEBOE paclumpe-
HMWe gemu-guest-agent.

3. lNMpepBapuTenbHO pa3BEPHUTE KIIMEHT Pe3epBHOro KonmposaHMa RuBackup Ha y3ne
rmnepsmnsopa naaTteopmMbl BUPTyanmsaumun.

4. Ha yane runepsunsopa nnatGopMbl BUPTYanm3aumm yCTaHOBUTE YTUANTY vzdump.

5. [nAa pesepBHOro konmposaHna BM nnatdopmbl AnbT BupTyanusaymna B KoHOUrypa-
LLMOHHOM danna MOoAYy A yCTaHoBUTE 3Ha4yeHue napameTpa
allow_work_with_incompatible_versions B true.

6. ObecneybTe He MeHee 110% oT ob6béMa pesepaupyemon BM csobogHOro MecTa Ha
Ancke.

9.7.2. OnucaHue pesepBHOro konmposaHus BM

[Npwn 3anycke 3agayun Ha co3gaHue pe3epBHOMN KONUN BUPTYanibHOW MaLUUHbI:
1. Moaynb Proxmox VM npoBepseT Ha pe3epBupyemMon BM:

o e€ COCTOsIHME (BK/HOYEHA UMM BbIK/THOYEHA);

o HanM4yme rocTeBOro AOMOSIHEHNS gemu-guest-agent.

2. B cnyvae, ecnn BM BktOYEeHa M YCTaHOBJIEHO FOCTEBOE [0MNOJSIHEHWNE, TO BHYTpY BM
BbINOHAETCH NOArOTOBAEHHbIN ckpunT ) (Mnn):
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https://support.rubackup.ru/bugzilla/

9.7. PaboTa ¢ faHHbIMMK

o MO YMOJIYaHUIO PACMONIOXEHHbIN MO NyTU /opt/rubackup/scripts/rubackup-
proxmox_vm-before-snapshot.sh;

o PacMonoOXeHHbI Mo NyTW, yKasaHHOro ANA napamMeTpa script_before_snapshot
TOHKUX HAaCTPOEK MoAay .
Ecnu pacnofioXeHne CKpuUNTa yKasaHo ANA napamMeTpa TOHKUX HacTpoek
MOAYNA, TO OH 6yAeT BbINOMHEH, Kak MPUOPUTETHbIN (MO OTHOLIEHUIO K CKPUMTY,
PacnIOXEeHHOMY MO YMONYaHUIO, ECNIN OH 3adaH).

B cnyyae, ecnu BHyTpu BM cyuwectByeT ¢ann c atpnubytamm Ha UCMONHEHWE C apry-
MEHTOM before, TO yKaxuTe nyTb K HEMY B napameTpe
script_before_snapshot_args.

Ecnu npu cospaHuMM M HacTpoWKe npaBuna Pes3epBHOrO KOMUPOBaHWUS He 3ajaH
napameTp script_before_snapshot_args TOHKMX HacTpoek Moayns, To 6ygeT
MCMOJSIb30BaH apryMeHT Mo YMOYaHWIo A5 3anycka ckpunTa BHyTpu BM before.

BbliNonHeHMe ckpunTa NPpUBOAMUT AaHHble NPUNOXEeHUN BHYTPU BM B KOHCUCTEHTHOE
COCTOdAHNMeE.

Ecnu ckpunTbl He yKasaHbl, TO pe3epBHOe KONnpoBaHue byaeT NpoaosKeHo.

3. Mogynb Proxmox VM oXwugaeT BbIMNOSIHEHME cKpunTa BHyTpn BM po (1 nocne)
CO30aHNA MrHOBEHHOro CHMUMKa TO BpeMsA, KOTOpoe YyKasaHo ANA napameTtpa
execution_script_timeout KOHOUrypaumoHHoro parvna mogyns.

4. Mogynb Proxmox VM akcrnopTupyeT KoHdurypaumo pesepsupyemon BM B KoHOU-
rypaumoHHbIN ¢ans Ha KIMeHT pe3epBHOro konuposaHma RuBackup.

5. Mogynb Proxmox VM oTRaéT KOMaHLy Ha ys3en runepsusopa 418 CO3L4aHUSA MIHO-
BEHHbIX CHUMKOB TeKYLLero CoCTofaHNA BCexX AUCKoB BM ¢ nomMoLbto WTAaTHOW yTH-
nnTbl vzdump B BblI6paHHOM pexnme (mode): snapshot, stop, suspend.

6. 3agayva pes3epBHOro KOMMPOBaHUSA BbINONHAETCA 6e3 cxXaTua (ypoBeHb None). 3TO
TpebyeT MUHUManbHbIX pecypcoB LMY, HO noTpebyeT 6ofblie ANMCKOBOro MNpo-
CTpaHCTBa N4 XpaHeHNA ¢annoB pe3epBHbIX KOMUNA.

O6pasbl BUPTYyanbHOro gucka Proxmox ABRAtOTCA paspeXXEHHbIMKU, U 3TO O3HayvaerT,
4YTO BblgeNIeHHbIn 06pa3s gUCKa MCMOoJb3yeT TOJIbKO HEKOTOPOE MPOCTPaHCTBO OT
BCEX peasibHbIX faHHbIX. OCTaBLWNNCA BblAENEHHbIN OOBHEM PaspPsXKEH NN 3aNoNTHEH
HynAMW.

7. Mocne co3paHnsa MrHOBEHHOro CHUMKa BM 6yaeT BbinonHeH ckpunT ) (nnn):

o MO YMOJIYAHUKO PACMONOXEHHbIM MO NYyTW /opt/rubackup/scripts/rubackup-
proxmox_vm-after-snapshot.sh;

o PACMOJIOXEHHbIN MO NyTW, YKa3aHHOro ANns napamMmeTpa script_after_snapshot
TOHKWUX HacTpPOeK Moaysi.
Ecnn pacnono)eHwe ckpunTa YKasaHo ANs napamMeTpa TOHKUX HacTpoek
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10.
1.

12.

Mopaynd, TO OH 6y,u,eT BbIMNOJIHEH, KaK NPUOPUTETHbIN (Mo OTHOLWEHUO K cKpunty,
pacnio>XeHHOMY No yMoJi4aHWnto, eCJin OH 3ajaH).

B cnyyae, ecnu BHyTpu BM cyuwectByeT ¢ann c atpnubytamm Ha UCMONTHEHWE C apry-
MEHTOM after, TO yKaXxuTe nyTb K HEeEMY B napameTpe
script_after_snapshot_args.

Ecnu npu cosgaHMM M HacTpPoWKe npaBuna PesepBHOrO KOMUPOBaHWUS He 3aaaH
napameTp script_after_snapshot_args TOHK/X HAcTpoek Moayns, To 6yneT
MCMNOSIb30BaH apryMeHT Mo YMOJIYaHWIo A5 3anycka ckpunTa BHyTpu BM after.

Pes3epBHaa Konua coxpaHAeTCcA fiokanbHO Ha y3ne knneHTa PK B KaTanore BpemMeH-
HOro XxpaHeHuna PK, KoOTopblh HasHayeH [[NnA napameTpa use-local-backup-
directory KoHoUrypauymoHHoro ¢amna knmeHTa PK.

Ha mepgunacepsep RuBackup akcnoptupyroTca:

a. ¢ann kKoHourypaumm BM (MeTapgaHHble), NpeaBapuUTeNbHO CKOMUPOBAHHLIA Ha
KNneHTt PK;

b. MrHOBEHHbIE CHUMKWN COCTOSIHMA BCEX AUCKOB BMPTYasbHOM MallMHbl C FMNepBu-
30pa nnaToopMbl BUPTyanmnsauum.

PesepsHasa konma BM ¢popmupyeTca ns panna metagaHHbIX 1 Konun guckos BM.

B cnyvyae nepepauv pesepBHOM KOMUKU B XpaHuUnuwe AenyninunmpoBaHHbIX peseps-
HbIX KOMWI Bcerga npoucxoauT nepepava TONMbKO TeX YHMKanbHbIX 6/10KOB (ans
TOro e TUMNa UCTOYHWNKA AaHHbIX), KOTOPbIX eLle HET B XpaHuUsuLLe.

Mocne BbINOMHEHUS] PE3EPBHOI0 KOMMPOBAHUSA MIHOBEHHbIE CHUMKM COCTOSHUSA BM
6ynyT yaaneHbl Ha y3ne runepsmsopa.

9.7.3. OnucaHue BocctaHoBneHuss BM

[MpepBapuTenbHO cnegyeT no3aboTUTCA O Hannymm cBo6OAHOro MecTa Ha OUCKe He
MeHee 110% oT o6bEMa BoccTaHaBnImBaemMmon BM.

[MonHoe BoCCTaHOBNEHMNE BUPTYallbHbIX MaLUVH BbINOHAETCA U3 UHKPEMEHTaNIbHON UK
NOJSIHOW pe3epBHOW Konun BM:

e 6e3 pasBEépTbiBaHUA. Pe3epBHan Konusa 6yaeT BOCCTAHOBMEHA B YKa3aHHYH Manky;

e C pasBépTbiBaHNEM. Pe3epBHasn Konus 6yaeT BOCCTAHOB/IEHA B HOBYHO BUPTYasibHYHO

MalWKWHy Ha nnatoopme BUpTyanusauuun. MNpounssoamTca BOCCTaHOBEHNE MNocnea-
HEero CoOCTOAHUA UNMN COCTOAHUA Ha NpeablgyLMi MOMEHT BpPpeMeHU B C/lyYyae O0TKasa
NCXOAHOM BUPTYasbHOM MalWHbl. ITOT npouecc TpebyeT 60sblie BpeMeHU W
pecypcoB, HO obecrneynBaeT MakCMMasbHYHO MPOMU3BOAUTENBHOCTb AUCKOBbIX One-
pauun BBOAa-BbIBOAA.

Mpwn 3anycke 3ajayn Ha BOCCTaHOBJIEHNE C pa3BEPTbIBAHMEM BUPTYaNbHOM MalUMHbI N3
pe3epBHOW KOMUN:
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1. bygeT BbINOJIHEHA pacrnakoBKa Pe3epBHOM KOMUKN B YKa3aHHYH JIOKaNbHYHKO Nanky Ha
y3ne knneHta PK ¢ mogynem Proxmox VM.

2. CospgaHa HoBasa BM, B KoTopyto byaeTt BoccTaHoBneHa PK:

o B TOM Xe node (knacTepe);
o C ugeHtnounkatopom VMID:
» BOCCTaHaBnmBaemoun BM, B cnyyae, ecnu ncxogHaa BM yganeHa;
= HOBbIN NOEHTUPUKATOP C NOBbILLEHMEM A0 BAMXKaNWero JOTYNHOro, B cny4ae,

ecnun ncxopHast BM npucyTcTByeT B KflacTepe.

3. MNocne BoccTaHoBNeHNA BM KaTanor pacrnakoBku 6yAeT OUMLLEH.

9.7.4. OnucaHue pa6oTbl ¢ faHHbiMu B RBM

PK pns ogHoii BM no pacnucaHuio

BbINnoNHeHMe pe3epBHOro KOMMPOBaHUA OMCKOB A1 OLHOW BUPTYasbHOW MaLUMHbI MO
pacnucaHuio:
1. 3anycTtute MeHegxxep agMuHuctTpatopa RuBackup (RBM).
2. ABTOpKM3ynTechb ¢ npasamm AgMunHucTpaTtopa CPK.
3. MNpoBepbTe cTaTyC KNMeHTa PK, Ha KOToOpoM pasBEPHYT Moayib Proxmox.
4. CospanTe N HaAaCTpPOWTE NpaBuIO NOMHOMO PE3EPBHON0 KOMMPOBAHUA ON1A CO34aHUSA
NIaHOBbIX PEe3epPBHbIX KONUI NHO6bLIM CMOCOboM:
o B paspgesnie Fnob6anbHoe pacnucaHue, HaXkaB KHOMKYy Jlo6aBUTb M HaCTpOWB
cospgasaemoe [lpaBuno;
o B pasgene O6beKTbl, Bbibpas Bkagky Mpaeuna 1 HaxxaB KHoMky Jl06aBUTb;

o MpaBnno QOMKHO UMeTb CTaTyC run (3anyLieHo) a5 BbIMOIHEHUA pe3epB-
HOro KOMMPOBAaHWUSA MO pacnucaHuio.

5. B pasgene {section-tasks-new} oTcnexuBanTe cTaTyC BbINOIHEHHbIX WU X0O[, BbINOJI-
HAEeMbIX 3aa4 Pe3epPBHOIro KOMMPOBaHUS.

B pesynbTaTe BbIMNOMHEHUS 3afaun pe3epBHas Konus BM 6yaeT nepemMelleHa B XpaHu-
nuule, a eé MeTagaHHble JOCTYMNHbI B pasaene Penosntopuii.

PK ansa rpynnbl BM no pacnucaHuio

BbInonHeHMe pe3epBHOro KONMPOBaAHUA rpynnbl BUPTYanbHbIX MalWH NO pacnncaHuio:

1. 3anyctute MeHegxep agmuHucTpatopa RuBackup (RBM).

2. ABTopusyinTech ¢ npasamun AgMmuHuctpaTtopa CPK.
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3. MNpoBepbTe cTaTyc KNneHTa PK, Ha KOTOPOM pasBEPHYT Moaynb Proxmox.

4. Co3panTte n HacTponTe NocnefoBaTesibHO:

S.

o CTpaTeruo NoJIHOro Pe3epPBHOr0 KOMMPOBAHWUS A8 CO30aHUA NNaHOBbIX pPe3epBs-
HbIX KONUI B pasaene CTpaTerum, Haxas KHonky Jlo6aBUTb;

o MNpaBuNoO cTpaternn gna kaxgon BM B pasgene Ctpaterum, BblOeNVB HYXHYHO
cTpaTeruto n Haxkae KHonky lMpaBuna. [loBToOpUTE co3gaHMe npaBuna gna Kax-
non BM;

o MpaBuNo LOMKHO MMETb CTaTyC run (3anyLweHo) a5 BbiNOSHEHUS pe3epB-
HOro KOMUPOBaHWUA MO pacnucaHuto.

B pasgene {section-tasks-new} oTcnexmBamnte cTaTyC BbINOSIHEHHbIX U X0, BbIMON-
HAeMbIX 3aay pe3epBHOro KONMPOBaHMUA.

B pesynbTaTe BbINOMHEHMA 3a4a4n pe3epBHble Konum BM 6yayT nepeMeLleHbl B XpaHnu-
nuuLe, a X MeTagaHHble AOCTYMHbl B pasaene Peno3ntopuii.

CpouHoe PK

CpoyuHoe pesepBHOE KONMPOBaHMeE BbINOMHAETCA ANna ogHon BM:

1.
2.
3.
4.

3anycTtute MeHegxep agMuHuctTpatopa RuBackup (RBM).
ABTOpusynTech ¢ npaBamn AgmunHucTpaTtopa CPK.

MpoBepbTe cTaTyc KNneHTa PK, Ha KOTOPOM pasBEépPHYT Mogy/1b Proxmox.
BbInonHUTE CpoYHOE pesepBHOE KONMpoBaHMe NMtobbiM CMOCO60M:

o BbICTPbIN JOCTYN K QYHKLUM CPOYHOI0 pe3epBHOIro KOMMPOBaHMA MO HaXXaTUo Ha
KHornky CpoyHoe PK Ha BepxHei naHenn RBM;

o B pasgesie O6beKTbl, Bbloenms knveHTa PK, KoTopbi ynpaBnseT pes3epBHbIM
KonupoBaHnemM BM, n HaxaB nossusLlyrocA KHoMky CpoyHoe PK;

5. BbInonHMTE HaCTPOMKY NapaMeTpoB Pe3epBHOro KONMpoBaHusa (CM. Pasnen 9.7.6.2);

B pa3gene {section-tasks-new} oTcnexmuBaiTe cTaTyC BbINOMHEHHbIX W XO[, BbIMNON-
HSeMbIX 33,34 Pe3epBHOro KOMMPOBaHUS.

B pesynbTaTe BbINOMHEHUS 3afaum pe3epBHas Konus BM 6yaeT nepemMelleHa B XpaHu-
nuuie, a eé MeTagaHHble [OCTYNHbI B pasgene PenosuTtopuii.

BoccTtaHoBneHue us PK

[nA BbINONHEHWA BOCCTaHOBNEeHNA BM 13 pe3epBHOMN KOMUK:

1.
2.

3anycTtute MeHegxep agMuHuctTpatopa RuBackup (RBM).

ABTOpU3ynTECh C NpaBamu AgMuHucTpaTtopa CPK.
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[MpoBepbTe cTaTyc KnneHTa PK, Ha KOTOPOM pasBEPHYT MoA4yb Proxmox.
B pasgene Penosutopun Bbibepnte PK n HaXXMnTe KHOMKY BoccTaHOBUTbD.

BbINoNHMTE HAaCcTPOMKY NapaMeTpoB BOCCTAHOBAEHUA (CM. Paszaen 9.7.6.3);

2 e

B pa3gene {section-tasks-new} oTcnexmuBaiTe cTaTyC BbINOMHEHHbIX W XOf, BbIMNON-
HSieMbIX 33324 BOCCTaHOB/IEHUS Pe3epBHOM KOMUN;

B pesynbTaTte nNpom3BeOEHO BOCCTaAHOBMAEHWE YyAaNeHHOM WUnn MU3MEeHEHHoOM BM po
COCTOSHUSA, B KOTOPOM OHa 6bl/la Ha MOMEHT CO3aHNA Pe3epPBHOMN KOMUN.

9.7.5. Oco6eHHoCcTU HacTpouku RBM ansa PK BM

Mpw BbINONHEHUN NMOHBOro cueHapus (MpY HaAcTpoKKe NpaBus, cTpaTeruin, BOCCTaHOB-
neHna ns PK) cnepyeT B COOTBETCTBYHOLNX MNONAX yKa3aTb creAyroline gaHHble:

e B none KnueHT BbLIGpaTbh M3 BbiNagaroWEro cnucka nMma knmeHta PK, Ha KOTOpOM
pasBEpHYT Moaynb Proxmox VM,;

B nosie Tun pecypca BbibpaTh 13 BbiNafaroLl,ero cnucka Proxmox vm;

npwn Heob6XoAMMOCTU NPOM3BECTU TOHKYKO HAaCTPOMKY Moayna Proxmox VM,

B none Pecypc Bui6paTb BM, pesepBHas KOnNnsa KOTopon byaeT co3aaHa;

B none Tun PK Bbi6paTb «[onHoe» nnm «HKpeMeHTaibHoe».

9.7.6. BRBM

Hauano pa6oTbl

OKOoHHOe npunoxenne MeHegxep agmuHucTpatopa RuBackup (RBM) npegHasHayeHo
ANa agMUHUCTPUPOBaHUA cepBepHOM rpynnnpoBkn RuBackup, Bknko4yasa ynpasBneHue
KNneHTamu, rnobanbHbiM pacnucaHnemM, XpaHUInWamMm pes3epBHbIX KOMUA U APYyruMu
napameTpamu CPK RuBackup.

3anyck MeHea)xepa agMmuHucTpatopa RuBackup (RBM)

[na 3anycka MeHegxxepa agMuHuUcTpatopa RuBackup BbIMOMHUTE C NpaBaMu NoJSb30-
BaTens, ANA KOTOPOro BbIMOSIHEHbI HACTPOMKM (CM. HacTpoika okpy>KeHns):

/opt/rubackup/bin/rbm&

AyTeHTuduKauyus nonb3opatens B RBM

Mocne 3anycka RBM nponante ayteHTudmkaumto (PrcyHok 1):

1. B none Uma cepeepa Rubackup ykaxuTe ip-agpec uam MMA ys3na, Ha KOTOPOM
pasBEPHYT OCHOBHOW CepBeEpP pe3epBHOro KonmposaHna RuBackup.
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2. B nonax Uma nonb3oBaTtensa v Maponb ykaXxnute y4éTHble gaHHble AOMUHUCTpPaTopa
CPK unun Cynepnonb3oBaTtens CPK (normH n napons).

3. B none Tun ayTeHTUPUKaLum BbibepnTe 6a3y faHHbIX 15 ayTEHTUPMKALMM YUETHbIX
AaHHbIX :

o RuBackup DB 6a3a gaHHbIx Postgresql (mo ymonyaHuto rubackup ), co3gaHHas npu
pa3BEPTbIBAHUN OCHOBHOrro cepsepa RuBackup, raoe XxpaHATCA AaHHble YYETHbIX
3anuncen nonb3oBaTenenn RuBackup;

o Domain Controller gns aBTopu3auuMm C WUCMNOSb3OBAHNEM YYETHbIX [AaHHbIX
AoMeHHoro nonb3oBatensa MS Active Directory nnu ALD PRO.

RuBackup Manager

Wma cepsepa RuBackup

localhost|

Wma nonssoeaTens

rubackup

Mapons

Tun ayTeHTUhUKaLun
RuBackup DB

Boitk

PucyHok 1. lnanorosoe okKHO aBTopusaumn 8 RBM

CraTtyc knueHTa PK

[na npoBepkn ctatyca kKnneHTa PK:
1. BbinonHute B RBM aBTopusauunto Ha ocHoBHOM cepiepe CPK RuBackup ¢ npasamu
AgmMmuHucTtpatopa CPK.

2. MNepengnte B pasgen ApMMHUCTpUpoOBaHUe - noapasgen 06bekTbl - 6510k Knu-
€HTbI.

3. B oTKpbIBLIEMCA OKHE (PrcyHok 2) 6yayT oTo6paXKeHbl:

o BCe aBTOPM30BaHHble KNUeHTbI PK;
o ecnn B MHopacTpykType CPK cywecTBYtOT HeEaBTOPU3OBaHHbIE KITMEHTbI PK:

= KHOTKa HeaBTopu3snpoBaHHbIe KJINEHTbI;
X
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= YBEOOMJIEHNE O KOJIMYECTBE HEABTOPM30BaAHHbIX KJIMEHTOB BHWU3Y HaBUrauu-
OHHOW NaHenw.

£ a4 &
aHeNb MOHMTOPWUHIa
P DNobaenTt (% HeaBTOPM3OBAHHLIE KNWEHTH B

O ofwexts

vID Wima Wma rpynnel Twn OC Cratyc EMKDCTb XpaHMAnLLE LieHTpanu3oBaHHoe BOCCTaHOBNEHWE Bepcun

|‘5_l CTpaterim 2 server No group Linux I': B CETH \ 10 true 2.1.1.60e832b

B rno6ansHoe pacnucanme
El YaanéHHan pennurkauyma

& Penoantopwii

E] Ouepeae 3apau

& Cepeeprl RuBackup

& AAMWHWCTpUpOBaHWe

PucyHok 2. OKHO «KnueHTbI» pasgena « AGDMUHUCTPUPOBaHMEN

4. Mpw BbIBOAE cnNCKa KNMeHToB PK, B Tabnuue oTobpaxkeHbl cnegyrowme AaHHble:
o ID — ngeHTnpmKaTop KnneHTta PK;

o UMA — uMs y3na, Ha KOTOPOM PasBEPHYT KNEHT PK;

[o]

Tun OC - HanmMmeHoBaHWe OC, ncnonb3yemomn Ha knmeHTte PK;

o

EMKoCTb XpaHunnw,a — o6Lwmnii pasmep xpaHunuwa s 'b;

[o]

LieHTpanusoBaHHOe BOCCTaHOBJIEHUE — BK/oUeHa (1) unu BbiktoveHa (0) dyHK-
LWSA LLeHTPanM30BaHHOr0 BOCCTaHOBIEHUA AaHHbIX KNneHTa PK;

o

Bepcusa — Homep Bepcun yctaHosneHHoro MO knneHTa PK.

AeTopusauusa knueHta PK

[na aBTopusaumm knneHTa PK:
1. Mepengnte B pasgen AQGMUHUCTpPUpPOBaHUE - nogpasgen 06bekTbl - 610k Knu-
€HTbI.
2. Haxxmute (PucyHok 2) (nnu):
o Ha BEPXHEWN naHesnm KHOmMkKy & HeaBTOpU3MpOBaHHbIE KJINEHTbI;

o BHM3Y HaBUrauWOHHOW MaHenn Ha yBeLOMJIEHNE O KOJIMYECTBE HEeaBTOPU30BaH-
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HbIX KNNEHTOB.

3. BbibepunTte HeaBTOPM30BaAHHOrO KAneHTa PK M HaXXMUTe KHOMKY &ABTopusupo-
BaTb P1CYHOK 3).

Tun OC AueTpubbatop OC MAC MNOCNEAHAR AKTUBHOLTE Bepena

2 pgs-sv136-proxmexl [ mcetw | Linux debian be:24:11:e3:e5:85  10.177.33.195  feB0::be2d:11M:fee3:e585  17e7f6eOcalcfl43  2025.01.28 10:17 2.5.0.15b2105

f AAMUHWCTPUPOBaHUE

PucyHok 3. OkHo «HeaBTOpun3oBaHHble KnueHTbl PK»

4. HaxkxmunTe kHonKy Jla B OKHe MoATBEPXAEHUS A8 NPOLOIHKEHNSA aBTOPU3aLmMmn Knn-
eHTa PK.

5. HoBbIn knneHT PK 6yaeT oTo6paXkEéH nocne ycnewHon asTopusaymu:
o B pasgene AgMUHUCTpUpoOBaHue - nogpasaen 06vekTbl - 610K KnueHTsl;

o B pa3gene O6beKTbl.

Pe3epBHOe KONMpoBaHue

Buabl pe3epBHOro KONMPOBaHUSA BUPTYasibHbIX MalUVH:

e perynsipHoe pesepBHOE KOMMpoBaHue O o6ecrneyvyeHnss HernpepbiBHOCTU 6GUsHec-
MPOL,eCcCcoB M CTabuNbHOro NpoLecca 3aluTbl AaHHbIX:

o M0 NpaBuay rnobanbHOro pacnucaHus;
o MO CTpaTernm pesepBHOro KONMpPOoBaHMs.

e CPOYHOE pe3epBHOE KomnupoBaHWe pna bbicTporo cospaHua PK nepen Kputuye-
CKUMW N3MEHEHUAMMN.

PerynsapHoe pe3zepBHOe KONUPOBaHUE Mo NpaBuny

[na cosgaHma npasuna rnobanbHoro pacnmncaHna:

1. Mepengnte B pasgen O6veKTbl - BKNaaka MNpasuna.
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2. HaxXMnTe Ha KHOMKY (lo6aBuTb).
3. B OTKpbIBLLUEMCS OKHE HaCTpPONTe co3gaBaeMoe NpaBuio:

a. cosfaBaliTe He0H6X0A4MMOE KONMYEeCTBO NPaBusl Pe3epBHOro KOMMPOBaHUSA BUPTY-
anbHbIX MaLUWUH, HaXKMMas KHonky (4] [lo6aBuTb NpaBUO B LUAGNOH;

b. HacTpoiTe npaBuno rnobasnbHOro pacnmucaHus:

V lNapameTpbl npasuia rnobaabHOro pacrnmcaHns

Bo3Mo)XHbIe
MapameTp OnucaHue 3HauyeHums (no
YMOJ14aHUIO0)

MapameTpbl npaBuna

BbibepuTe KMeHTa, Y KOTOPOro ecTb AOCTYM MO CeTH
KnuenTt K BUpTYyasibHbIM MallnHaM naaTtdopmMbl BUpTyanmsa-
unu n Moaynb Proxmox

BbibepuTe TMN pesepBMpyeEMOro pecypca 1s Bbinaga-
toLLero cnmcka Proxmox
Tvn pecypca
pecyp Mone cogepXut gononHntensHo Pasgen 9.10.1, KoTo-
pble MOXHO U3MEHUTb Ha)xaTnem kHornku [...] aona
HaCTpPOMKK cnocoba pe3epBHOro KONMMpoBaHUSA

Haxmute KHonky [...] 1 BbibepuTe B pasBepHyBLUEMCS
OKHe pecypc pesepsupyemorn BM.

NmMsa pecypca cofepxuT:
Pecypc
¢ |ID pesepsupyemon BM;

e nmsa BM (Name);
e cTaTyc BM (Status);

BbiGepuTe TN pe3epBHOro KONMPOBaHMS.

Mpn BbIbOpe WHKpeMeHTanbHoro PK 6yaeT BbiNoM-

HEHO MOJNHOEe pe3epBHOE KOMUPOBaHWE B CredyHoLmX nonHoe
Tun PK cnyJasx: MHKpEeMeHTasb-

Hoe
e CO3[aéTCA nepBas pesepBHas Konus BM;

e KOHUrypaumsa BM 6binia nsMeHeHa;
JononHuTenbHble NapaMeTpbl NpaBuna

YKaxXnte MakcMMarnbHbI pa3mep nyna afs XxpaHeHus
PK, co3gaHHbIX MO AaHHOMY npaBuy.

EMKocTb xpaHu-

nvwa [aHHbIn NapamMeTp AOCTYNeH, eC/M B HacTpoKax rno-

H6anbHOM KOHOUTypaLnmn akTUBMPOBAH NepeksiovaTesb
OrpaHuJeHus éMKOCTH Ana rno6anbHoro pacnuca-
HUA
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MapameTp

EMKocTb xpaHu-
NNLLA KNMEeHTa

MpuopurteT

3awuTHoe npe-
o6pasoBaHue

CKpunT npun
HOpPMAaJIbHOM
BbINOJ/IHEHUMN

CKpunT npm
BbINOJIHEHUM C
owméKamu

Bo3MoO)XXHble
OnucaHmne 3HauvyeHusn (no
YMOJT4aHUIO)

YKaxuTe MakCuMMarsbHbIA pasMep XpaHunuLia Teky-
wero knmneHta PK.

JaHHbIn napamMeTp OOCTYMNEH, eCnv B HacTPoKKax rno-
BanbHOM KOHOUIypaLuum akTUBMPOBaH NnepekovaTenb
OrpaHuyeHns EMKOCTH ANA KIINEHTOB;

YKaxuTe 3Ha4YeHne npmopmTeTa BbINOSIHEHNA Npa-
BUMa. YeM Bbllle 3HaYeHNE, TEM Bblle NPUOPUTET oT 100 go 1000
BbIMNONIHEHWSA NMpaBuia

Anubis, Aria,
CAST6, Camellia,

Kalyna,
Mpn HeobxogMMOCTK BblbepuTe ANTOPUTMbI 3aLLLNT- Kuznyechik,
Horo npeobpasoBaHus. MARS, Rijndael,
Serpent, Simon,
Mo ymonyaHumo Bbi6paHO 3HayeHne - 6e3 ncnosb3oBa- SM4 , Speck,
HMS 3alMTHOro npeobpasoBaHma PK. Threefish,
Twofish
(nocrypt)

YKaXxute nyTb pacnonoXeHus CKpunTa npu HopmManb-
HOM BbIMoNHeHNN PK
/opt/rubackup/scripts/Baw_ckpunt.sh 2

YkaxuTe NyTb Pacnosio>XXeHna CKpunTa BOCCTaHOBJIe-
Hua PK /opt/rubackup/scripts/saw_ckpunt.sh

C. HacTpoiTe WabnoH rnobanbHOro pacrnmcaHus, KOTOPbIA PAcnpoCTpaHAeTCs Ha
BCe [ob6aBfieHHble NpaBuia rnobanbHOro pacnucaHus:

V MapameTpebl WwWabsioHa rnobasibHOro pacrnucaHus

MapameTp

BknmounTb nocne

co3pgaHusa

Myn

Bo3MoOXKHblIe
OnucaHmne 3HaueHusn (no
YMONYaHu1io)

HacTtpoiiku

© aKkTMBMpYNTE NepeksoyaTesb 1 NpaBuno bygeTt
MMeTb CTaTycC run (3anyLieHo).

true
Q peakTUBMpPYNTe NnepeknovaTesnb 1 npasuno éynert
UMeTb cTaTycC wait (NpaBuno He co3daéT 3agad
pEe3epBHOro KONMMpoBaHus)

false

BbibepuTte AOCTYNHbIA Ny ANA XpaHeHusa konunn PK

Havano nepuopa Bb|6ep|/|Te B KaneHgape aaty u BpeMA Ha4dala nepu-

AencTeuns
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Bo3MoO)XXHble

MapameTp OnucaHue 3HauvyeHums (no
YMOJT4aHUIO)
BbibepuTe B KaneHgape faty v BpeMs OKOHYaHuUA
OkoHYyaHue P Aape AaTy 1 Bp
. 3anycka npasuna.
nepuopa pei- y
cTEUS Mo ymonuyaHuio cpok AerncTBUA Npasuna coctasnset 1
rof ¢ MOMEHTa ero cosgaHus;
Oo6wue KHonka Paspgen 9.10.3 npegocTaBnsaeT napameTpsbl
HacTpPOWNKKN AN HACTPOMKN MHOMOMOTOYHOIO Pe3epBHOro KOMMpo-
Mmoaynsa BaHusA

PacnucaHue

© aKTUBUPYTE NepekodaTenb ANna nepuognye-
CKOro 3anycka yepes Kaxgble N MUHYT.
Mpwn aKTUBaL MM NOMI3yHKa NEPMOANYECKOro 3amnycKa
YyKaXuTe B MMHyTax yepes Kakoe BpeMs 6yaeT Bbinos-

Mepuopguueckuit HATLCS Co3haBaeMoe NpaBuso.

3anyck

@ peakTUBMpPYITE NepeknoYaTeNb ANs BbINOAHEHNA
npaBusia B yKasaHHbI CPOK.
HacTpoiTe KpoH-BblpaXeHue, ykasas aaTy v Bpems
WHTepBasa BbINO/IHEHNS MpaBuna

Mpoeepka

© aKTMBMPYNTe nepeknoyaTenb A8 HaCTPOMKK
NepuUoANYHOCTU NPOBEPKN apXNBOB pPe3epBHbIX KOMUi
- unoposor noanucuK n pasmepa ¢annos:

Mpoeepka e ecnn PK nopgnucaHa uudpoBor nognucero, TO
pe3epBHbIX oyneT npoBepeH pasmep dannos n cama PK;
Konuu Kaxpableé . ecny PK He noanucaHa LMOPOBON MOAMUCHLIO, TO

OyneT NnpoBepeH ToNbKo pasmep ¢annos PK.

Q@ peakTUBMpPYHTE MepekoyaTeNb, ecny npoBepka
pe3epBHbIX KOMUI1 He TpebyeTcs

CpoK XxpaHeHusi
YKaXxute CKONbKO AHEN, Hefenb, MecsaLes nnn net
Xpauutb PK B AHEW, HERETb, H
XpaHUTb pe3epBHble KoMK, MOAYYEHHbIe B pesyfib-
TeuyeHue

TaTe BbINOMHEHUA Npasuna
Pe3epBHble KONuU

© aKkTMBMPYINTE NepekoYaTeNb A5 HACTPOWKM
nepemMeLLeHnst pe3epBHbIX KOMWUIA, MONYYEHHbIX B

pesynbTaTe BbINOMHEHNS NPaBuna;
MepemecTnTb B

nyn yepes y
Q@ peakTuUBUPYNTE NepeksoyaTesb, eCNn He Tpeby-

etcsa nepemewatb PK. B aTom cnydae PK 6yayT
COXpaHeHbl B BblIopaHHOM nysie 6n1oka HacTponku.

YcTapeBlume pesepBHble Konuu
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Bo3Mo)XHbIe
MapameTp OnucaHue 3HauvyeHums (no
YMOJT4aHUIO)

© aKTUBUPYNTE NepeknoyaTenb ANa yaaneHus
pe3epBHbIX KOMUA N0 OKOHYaHUIO OnpeaenéHHOro B
ABTOMaTHYe- MpaBuie CPOKA XPaHEHWs;
CKoe yaaneHue
@ [neaKTUBMPYMTe NepekoyaTeslb, ecnn yaaneHve
pe3epBHbIX KOMUil He TpebyeTcs

HacTponTte Kakne agMUHUCTPATUBHbIE rpynnbl 6yayT
YBepoMnaaTb yBeOOMJSIEHblI 06 NCTEUYEHUN CPOKa AeNCTBUSA pe3epB-
HbIX KONUn

[Ansa ykasaHHbIX cO6GbITUI U3 BbiNafaloLLLero CNMcKa onpefenvuTe rpynny nosbsosaTtenei,
KOoTopasi 6yaeT yBeqoMJ/ieHa B cllyuyae npousoliepuero cobbitusa. B none «E-mail CC»
MO)XXHO BBECTH JIl060i afpec 3/IeKTPOHHOU NOYTbI 1711 0CO60ro yBeOMJICHUSA;

4. HaxmuTte KHorky v/ MpUMeHUTb O/15 COXpPaHEeHUss HacTPOeK MnpaBuia pPes3epBHOro
KONuUpoBaHuA.

CospgaHHoe npaBuio bygeT AOCTYMNHO ANA pefakTUPOBaHUA U M3BMeHeHusa cTaTyca ( run
(sanyweHo) unn wait (oxxwnpaet)) B pasgene Fno6anbHoe pacnucaHue.

BHennaHoBoe pe3epBHOE KONUpoBaHUe Mo npaesuny

B TomMm cnyvyae, ecnu Heo6X0OMMO BbINOMHUTL CPOYHOE PEe3epBHOE KOMMPOBaHME MO
CO3gaHHOMY npaBuy rnobanbHOro pacnncaHums:

1. Mepengute B pasgen rno6anbHoe pacnucaHue.

2. BblgenuTe Hy>XHoe npasuno.

3. Bbi3oBUTE NpaBON KHOMKOW MbILIM KOHTEKCTHOE MEHIO U HAXXMUTE BbINONAHUTD.

4. MpoBepbTe X0, BbINOMHEHUA PE3EPBHOrO KOMUPOBAHWA MOXHO B pasgene

3apgaum.

Mpn ycnewHOM 3aBepLUeHUM pPe3epBHOr0 KOMMPOBaHMUA COOTBETCTBYHOLWAA 3ajavya B
pasgene 3apaum nepenget B ctatyc Done.

CpouHoe pe3epBHOE KonupoBaHue

CpoyHoe pe3epBHOE KOMNMpoOBaHMe MO3BOMAET e4MHOPAa30BO CO34aThb MOJSIHYHO pe3epB-
HytO Konuto BM, He Ha3Ha4vasa npasuio No pacnucaHuto.

1. BbINosIHEHNE CPOYHOro pes3epBHOro KonmposaHns B RBM BO3MOXHO OCYLLECTBUTb
ABYMs criocobamu:

o nepenaute B pasgen O6beKTbl, Bblaennte KnueHTa PK, ocyuwecTBnslowero
yrnpaBneHne pesepBHbIM KOMUPOBAHMEM BUPTYaNlbHbIX MaWWH, N HaXMUTe
KHOMKY ﬁ (CpouHoe PK);
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o HaXXMUTe Ha BEPXHEeW naHenn KHomMKy ﬁ (CpouHoe PK).

2. B OTKpbIBLLUEMCS OKHE MPOon3BeanTe HaCTPOVKY NapamMeTpoB

VW lNapameTpbl npasusa riobasibHOro pacrnmcaHus

MapameTp

KnueHT

Tun pecypca

Pecypc

Tun PK

Myn

3awuTHoe npe-
o6pasoBaHue

Bo3MO)XXHble 3Ha-
OnucaHue yeHus (no ymon-
YaHMI0)

MapameTpbl npaBuna

BbibepuTe KNneHTa, y KOTOPOro eCcTb JOCTYN NO CeTU K
BUPTYasbHbIM MallMHaM nnaTtGopmbl BUpTyanmsaumm un
Moaynb Proxmox

BbibepuTe TMN pes3epBUpPYyEMOro pecypca ns Bbirnagaro-
wero cnmcka Proxmox

Mone copepXxuT gononHutensbHo Pasgen 9.10.1, koTo-
pble MOXHO U3MEHUTb HaXxaTnem KHornku [...] ana
HaCTpPOMKK cnocoba pes3epBHOro KONMpoBaHUSA

Haxmnte kHomky [..] v BbibepuTe B pasBepHyBLUEMCS
OKHe pecypc pesepBupyemorn BM.

NMsA pecypca coaepkuT:

 |ID pesepsupyemoin BM;
e nmsa BM (Name);
e cTaTyc BM (Status);

BbibepuTe TN pe3epBHOro KOMMPOBaHUS.
nosnHoe

Mpu BbIGOpE WHKpPeMeHTanbHoro PK 6yaeT BbIMOMHEHO
MONMHOE pesepBHOe KOMUpoBaHWe B cneayoowmx cny- WHKPEMEHTanb-

yanax: Hoe
e CO3[aéTCA nepBas pesepBHas Konus BM; anododepeHuymans-
Hoe

e KOHOUrypaumsa BM 6bina nsmeHeHa;
[ononHuTenbHble NapaMmeTpbl NpaBuna

M3 packpbiBatoLerocs cnmcka Bbibepute 4OCTYMHbINA
nyn onsi COXpaHeHUs1 pes3epBHOM KOMumn

Anubis, Aria,
CAST6, Camellia,

Kalyna,
Mpn HeobxogMMoOCTK BblbepnTe ANrOpPUTMbI 3alLUTHOTO  Kuznyechik , MARS,
npeobpasoBaHus. Rijndael,

Serpent, Simon,
Mo ymonyaHuio BbI6paHo 3HayeHne - 6e3 NCNonb3oBaHnA SM4 , Speck,
3awmnTHOro npeobpasoBaHus PK. Threefish,
Twofish

(nocrypt)
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Bo3Mo)XHbIe 3Ha-
MapameTp OnucaHue 4yeHus (no ymon-
YaHuo)

YKaxuTe 3HayeHne npuopuTeTa BbINOSHEHUA Npasuna.
MpuopurteT YeM Bbille 3Ha4YeHue, TeM Bbille MPUOPUTET BbINOJIHE- o1 100 po 1000
HWA NpaBwuna

YKaxute cKoNbKo gHeRn, Hefenb, MecsALeB UK NeT xpa-
CpoOK XpaHeHMs1i HUTb pe3epBHble KOMUK, NMOJTYYeHHbIE B pesynbTaTe
BbINOJSIHEHMSA NpaBuKia

TpaHcnopTupo-
BOYHbI 6ydep

O6uwue
HacTw‘oﬁKu KHonka Paspen 9.10.2 npegocTtaBnaeT napamMeTpbl ons
P HaCTPOWMKN MHOIOMOTOYHOIO PE3EPBHOIr0 KOMMPOBAHUA

mopynsa

3. HaxmuTe kHonky &/ MpUMeHUTb /151 BbINOJIHEHNSI CPOYHOIO Pe3epBHOro KonmoBa-
HUSI C BbIBPaHHbIMW HACTPONKaMN.

OC06GEeHHOCTU HACTPOIKU pe3epBHOro konmposaHusa BM AnbT Buptyanusauus

[lna pesepBHOro konnposaHua BM nnatoopmbl AnbT BupTyannsauus:

1. YcTaHoBUTe 3HayeHne napameTpa allow_work_with_incompatible_versions B true
KOHOUrypaunoHHoro ¢amna /opt/rubackup/etc/rb_module_proxmox_vm.conf, BKmtO-
YMB NOAOLAEPXKKY Pe3epBHOro KOMMPOBAHUA BUPTYalbHbIX MawWWH niatoopmbl AnbT
BupTyanmnsauyms.

2. CoXpaHUTE NBMEHEHUS.

3. lNMepesanyctute cepBuc knneHta PK.

BoccTaHoBNeHue

Cnoco6bl BOCCTAHOBJ/IEHUSA

CPK RuBackup npegycmaTtpuBaeT BO3MOXHOCTb BOCCTaHOBNIEHUA pPe3epBHbIX KOMUN
nonb3oBaTenem:

e JlIOKasnbHoO (Ha y3/1€ KINIneHTa pe3epBHOro KOI'II/IpOBaHMFI);

e LIEHTPannM3oBaHHO (Ha N6OM y3ne C ceTeBbIM AOCTYNOM K MHpacTpykType CPK
RuBackup).

PekomMmeHpauuu

PekomMeHAyeM BKMHOUYUTb QYHKLMKO LLeHTPann30BaHHOIO BOCCTAHOB/IEHUA Ha KIIMEHTEe
PK gns ynpaBneHus BOCCTaHOBMEHMEM [LaHHbIX B MPUNoXeHun MeHegxep agMuHu-
cTpaTtopa RuBackup:
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1. OTkponTe KoHburypaunoHHbin dann knneHTa PK.
2. BbolbepuTe napameTp centralized-recovery.

3. YcTaHoBUTe 3HaYeHVe napamMeTpa yes.

4. CoxpaHUTe N3MEHEHNS.

5. MepesanycTute KnneHT PK.

B Tex cnyuvasix, korga ueHTpann3oBaHHOe BOCCTaHOBNEHNE Pe3ePBHbIX KOMWIA He Xena-
TeNbHO, HanpuMep, Koraa BOCCTaHOBEHNE AaHHbIX SIBNAETCA 30HON OTBETCTBEHHOCTHU
Bragenbla KIMEeHTCKON CUCTEMDI, 3Ta PYHKLMOHANbHOCTb MOXET 6biTb OTK/IHOYEHA Ha
KNMEHTE pPe3epBHOro KOMMPOBaHUS.

Tunbl BOCCTaHOB/IEHUA fLaHHbIX

Mcnonb3oBaHne moayna Proxmox VM npegycMmaTpuBaeT cnegyrowme TUnbl BOCCTaHOB-
NeHUs pe3epBHbIX KOMWK Nosib30BaTeNeM:

e MOJSIHOE BOCCTaHoBNeHune PK.

MonHoe BoccTaHOBMEHUE A aHHbIX

UCTOYHUKN

[MonHoe BoCcCTaHOBNEHNE JaHHbIX BO3MOXHO:

e N3 nonHon PK;

e 13 MHKpeMeHTanbHon PK.
B npouecce BoCcCTaHOBNEHUNA NUHKPEMEHTaNlbHOW pe3epBHON KOMUN aBTOMaTU4YeCKun
OyneT BOCCTaHOB/IEHA BCA L,eNOYKa pes3epBHbIX KOMWUIA, HAYMHAA ¢ nNocnegHen non-

HOWM pe3epBHOM Konun BM, BKNtOYaa BCe MHKPEMEHTasbHble pe3epBHble KONUn, cae-
JTaHHbIE Mocne Heeé.

Mpouepypbl

Mpoueaypa NosIHOro BOCCTaHOBNEHUSA

[ns BoccTtaHoBneHna BM Ha knneHTe PK:

1. Mepengnte B pasgen Penosutopui.
2. BbibepuTe BOCCTaHaBNMBaEMYO Pe3epBHYH KOMUIO.

3. HaxxmuTte BoccTtaHoBuUTb. OTKpoeTCcA OKHO LleHTpanusoBaHHOe BOCCTaHoB/e-
HUe.

4. O3HaKOMbTeCb C HeusMeHsemMon uHpopmaumen o PK B 6noke UHPpopmauus o
pe3epBHOK KONUU.
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5. OnpepennTe 3HavyeHue napamMeTpoB (Tabnuua 2) B 6noke MecTo BOCCTaHOB/IEHUSA:

Tabnuua 2. MNapaMeTpbl BOCCTaHOBIEHUS

MapameTp OnucaHue

BbibepuTe 13 Bbinagarowero cnucka knmeHta PK ¢ ycTaHOBNEHHbIM

Knuent Mopynem Proxmox VM

KaTanor pacnakoBku YkKaXXuTe BPeMEHHbIN KaTanor 418 pacrnakoBKU pe3epBHOMN KONUn

© ycTaHoBMTE Qnar ANa BOCCTAHOBNEHUA OaHHbIX AOMEHa C PasBEPThbI-
BaHnemM BM:

o PK 6yneT pasBépHyTa B KaTanor pacnakoBku;
e CO3[aHa HoBasi BM:

o B TOM Xe KnacTepe (node);

o C UOEHTUPUKATOPOM:

BoccTaHOBUTb Ha = BOCCTaHaBnmBaemomn BM, ecnn ucxopgHaa BM ypaneHa;

Lenesom pecypce = C HOBbIM I/IJJ,eHTI/Id)I/IKaTOpOM C MOBbIWEHNEM A0 BanXanwero

OOTYMHOro, B criyyae, ecnu mucxogHasa BM npucyTtcTteyeT B
KrnacTepe;

« KaTanor pacnakoBku OyaeT ouuLLEeH Nocne BocCcTaHOBNEHUA BM;
@ cHumMunTe dnar ana socctaHoBneHUs PK 6e3 pasBépTbiBaHUSA:

« PK 6yaeT BocCcTaHOBMIeHa TOMbKO B Manky, ykasaHHyto B none Kara-
Nor pacnakoBKM.

6. Haxmute Paspen 9.10.3 M npm Heob6XoAMMOCTM YCTaHOBUTE MapaMeTpbl AN
HaCTPOMKN MHOIONOTOYHOIro BOCCTaHoOBNeHUA PK.

7. HaxmuTe v/ MpumMeHnTb B OKHe LieHTpann3oBaHHOe BOCCTaHOBJIEHME.

MpocmoTp ouepeam 3apgau

[na oTcneXxmnBaHA BbINOHEHUSA NpaBuII:

1. Mepengnte B pasgen 3apaum.
o B pmaHHOM paspferne 3agaya nosiBaseTCcA B MOMEHT:
= BbIMOJIHEHUSA CO34aHHOr O NpaBwuna;
= BbINOJIHEHNA CPOYHOIr0 PE3EPBHOIO KOMMPOBAHUS;
= BOCCTaHOBJIEHUA pe3epBHON AaHHbIX U3 PK;
= NPOBEPKU pe3epBHOU KONuH,
» ypaneHum PK;
» nepemelleHnmn PK.

o [locne ycnewHoro saBeplleHUs 3ajauvn Pe3epBHOro KOMUPOBaAHMA pesepBHas
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Konus byaeT noMelleHa B XpaHUIuLWLEe pe3epBHbIX KOMUK, a nHdopmMaumsa o Hen
oyneT pasMelleHa B pasgene Penosutopun.

9.7.7. C noMOLLbIO YTUNUT

Pe3epBHOE KONMUpoBaHue

BbINONHUTL pe3epBHOE KOMMPOBaHNE Ha KNIMEHTE Pe3epBHOIro KOMMPOBaHUA C MoaynemM
Proxmox (C TOHKMMM HacTporKamu Moayns):

rb_archives -c <resource> -m proxmox_vm -e "mode:snapshot”

roe:

e MapaMeTp -c YKasblBaeT pe3epBupyemyto BM;

e <resource> — ID pesepBupyemMon BUpTyanbHOW MalUnHbL. 1A npocMoTpa AOCTyn-
HbIX PeCYpPCOB BbIMNOSIHATE B TEPMUHANE KOMaHAY:
/opt/rubackup/modules/rb_module_proxmox_vm -1
e MapaMeTp -m yKasblBaeT UCMNOJIb3yeMbIl MOLYb;
e <proxmox_vm> — Ha3BaHWe MOAYNA, A8 NPOCMOTpPa LOCTYMHbIX MOoAy/len BbIMon-

HNTE B TEPMUHANE Ha KITUEHTE PK KOMaHAay:

rb_archives -L

napameTp -e ykasbiBaeT Paszpgen 9.10.7.

BoccTaHoBneHue

¢ LleHTpannsoBaHHOe BOCCTaHOBNeHNe BM 13 pe3epBHON KOMUM BO3IMOXXHO Mocpes-
CTBOM YTUNNTbI KOMaAHOHOW CTPOKN rb_repository.

e JlokanbHoe BoccTaHoBfieHMe BM K13 pe3epBHOM KOMUM Ha KNueHTe PK BO3MOXHO
nocCpeacTBOM YTUNUT KOMaHOHOW CTPOKKN rb_archives.

BbINONHUTBL NoOKanbHOe BOCCTAHOBIEHNE PE3EPBHOMN KOMUM Ha KIIMEHTE Pe3epBHOro
KONMMpPOBaHWNA C pa3BEPTbIBaHMEM HOBOW BM:

rb_archives -x <id> -d <restore_path>

BbINONHUTL NloKanbHOe BOCCTaHOBMIEHME Pe3epBHOW KOMUM Ha KJIMeHTe pe3epBHOro
KonupoBaHusa 6e3 pasBépTbiBaHMA HoBoM BM (PK 6ypneT BocCTaHOBMEHA TOMbKO B
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yKasaHHY nanky):
rb_archives -X <id> -d <restore_path>

roe:

o NapaMeTp -x YyKasblBaeT Ha BOCCTaHOBJIeHMe PK nnu Lenoyku pesepBHbIX KOMNUN;

o MapaMeTp -X yKasblBaeT Ha BoccTaHoBneHne PK 6e3 pasBépTbiBaHMA (6e3 BOC-
CTaHOBJIEHMA Ha LLenieBoM pecypce - 6e3 cos3gaHus Hoson BM);

o <id> — uaeHTUdPMKaTop BOCCTaHABNMBAEMOW pe3epBHON KONUN.

Ona npocMoTpa id BCeX pe3epBHbIX KOMWUK, BbIMOSIHEHHbBIX TEKYLLUM KINEHTOM
PK, BbinonHUTe B TepMuHane knneHTta PK komaHgy:

rb_archives

o napameTp -d YyKasblBaeT JfloKaNbHbIA KaTanor BOCCTaAHOBMIEHUS pPe3epBHOM
KOMuu;

o <restore_path> — NONHbIN NYyTb [0 SIOKaNbHOro Katanora socctaHoBneHns PK.

MpocmoTp ouepeam sapgau

e OTcnexwueaTb BbINoNHeHWe Bcex 3agay CPK RuBackup BO3MOXHO MOCpeAcTBOM
YTUANTbI KOMaHOHOW CTPOKU rb_task_queue, BbINOMHMB KOMaHAy B TepMUHane gns
NpocCMOTpa BCex 3agau:

rb_task_queue -v

o OTCnexuBaTb BbINOMIHEHME 3a4a4 Ha KNIMEHTe Pe3epPBHOro KOMMPOBaHMNS BO3MOXHO
NOCPEACTBOM YTUAINTbI KOMaHOHON CTPOKU rb_tasks, BbIMOMIHNB KOMaHAy B TEPMU-
Hane ANns NPOCMOTpPa 3a4ay, BbINOHAEMbIX TEKYLLUM KneHToM PK:

rb_tasks -v

9.8. O6HOBNEHUue

O6HoBNeHne MoaynA NPON3BOANTCA TONbKO BMecTe € KnmeHToM PK RuBackup.

34 n3 44




9.9. YpaneHune

NMpouTUTe TaKXe:

e O0OHOBNeHne CPK

9.9. YpaneHue

YpaneHve moayns Nnpon3BoguUTCA TONbKO BMecTe € kKnneHToM PK RuBackup.

NMpouTuTe TakKXxe

e YpaneHune CPK

9.10. NpunoxxeHusn

e Pasnen 9.10.1
e Pasnen 9.10.2
e Pasnen 9.10.3
e Paspnen 9.10.4

9.10.1. ToHKMe HacTPONKU MoAy A Npu BbinosiHeHun PK

U3meHeHMe napamMeTpoB TOHKUX HAaCTpPoeK Moayna

[Na nsMeHeHNa TOHKMUX HAacTpoeK Moaynsa Proxmox:

OTKponTe OKHO Jlo6aBUTb NpaBuIo rno6anbHoro pacnucauua 1 CpoyHoe PK.
BbibepuTte none Tun pecypca.
Haxmute [...].

BbINoONHMTE TOHKYKO HacTpomnky moaynsa (Tabnuua 3).

L N O I

HaxxmuTte OK gnsa coxpaHeHUsa yCTaHOBMEHHbIX 3HaYEHUN.

o KHOMka 3HayeHUsa No YMONYaHMUIO cOpacbiBaeT BCe TeKylme HacCTPOWKU napa-
MEeTPOB W UCMNOMb3yeT 3HAYEHUA NO YMOJIYAHUIO, YCTAHOBJIEHHbIE B KOHOUrypa-
LMOHHOM danne Mopayns Proxmox
/opt/rubackup/etc/rb_module_proxmox_vm.conf.

MapameTpbl TOHKOW HAaCTPOMNKKN MOAY NSl

Tabnuya 3. MNMapameTpbl TOHKOW HACTPOUKU MoAyna Proxmox
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Proxmox n AnbT BupTyanusaums

MapameTp

mode *

script_before_sna
pshot

script_before_sna
pshot_args

script_after_snap
shot

script_after_snap
shot_args
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Bo3MoO)XXHble 3Ha-
OnucaHue 4YyeHus (no ymon-
YaHMI0)

YKaXnte pexxnmM pesepBHOro KOMMpoBaHUs:

snapshot — peXWuM cHMMKa obecneymBaeT MUHUMASIbHOE
BpemMsi NpocTos BM (ncnonb3oBaHMe 3TOro MexaHnamMa He
npepbiBaeT paboTty BM), HO nMeeT fBa OYEeHb CEPbEe3HbIX
HefocTaTKa — MOryT BO3HMKaTb NpobrieMbl n3-3a 610KNMPO-
BOK ¢aifioB onepaLunoHHON CUCTEMON N caMas HU3Kasa CKO-
pPOCTb CO3aaHus;

stop — PeXum O0CTaHOBKW o6ecrneynBaeT CaMyto BbICOKYHO
COrnacoBaHHOCTb PE3ePBHOro KOMMpPoBaHUA, Ho TpebyeT

NMOJSIHOr O BbIKMOYeHNA BM. B aToM pexume BM oTnpasnsa- snapshot stop
eTCs KOMaHAa Ha LWTaTHOe BbIK/KOUYEHME, NOC/1e OCTAaHOBKM suspend
BbINONIHAETCS TONbKO MNOJIHOE PE3epPBHOE KONMUPOBAHME U

3aTeM oThaeTcs KoMaHAa Ha BkNroYyeHne BM. KonnyecTso ( snapshot)

owmnbok npm TakomM nogxoane MMHMMaJibHO 1 Yalle BCero
CBOAUNTCA K HYHO,

suspend — pPeXuM OXugaHusa, npn kotopom BM BpeMeHHO
«3aMoOpaXxuBaeT» CBOE COCTOfAHNE 00 OKOHYaHWsA npoLecca
pe3epBHOro KonuposaHua. Cogep>XXxnMoe ornepaTnsHom
namMAaTU He CTUPaeTCs, YTO NO3BONAET NPOAOIKUTL PaboTy
C TOM TOYKM, Ha KOTOopoW paboTa bblna NPUOCTaHOBIEHA.
CepBep npocTavBaeT BO BpeMs KOMMPOBaHMA MHHopmMaLuuy,
HO NPW 9TOM HET HEOBXOANMOCTU BbIKTKOYEHUS/BKIKOYEHUSA
BM, 4TO LOCTaATOYHO KPUTUYHO ANA HEKOTOPbIX CEPBUCOB

MONHBIA NYTb K CKPUNTY BHYTPY BUPTYasibHON MalUUHbI,
KOTOpbIA 6yAeT BbINOSIHEH Nepeq, Co3A4aHNeEM MIHOBEHHOTO <path>
CHUMKa A1 AaHHOW BMPTYasibHON MaLUUHbI.

ApryMmeHT(bl) CKpUNTa, KOTOPbIN 6yAeT BbINONHEH BHYTPH
BMPTYasbHON MalUUHbI Nepepq, co3aaHneM MrHOBEHHOro
CHUMKa

Heobxognmo YKa3aTb 3Ha4YeHne napameTpa
script_before_snapshot

MONHBIA NYTb K CKPUNTY BHYTPY BUPTYaslbHON MalUUHbI,
KOTOpbIA 6YAEeT BbINOSIHEH NOC/Ee CO3AaHNs MTHOBEHHOTO <path>
CHMMKa A5 aHHON BUPTYanbHON MaLUVHbI.

ApryMeHT(bl) CKpUnTa, KOTOpbI ByAeT BbINOAHEH BHYTPU
BMPTYyanbHOM MallWHbI NOMe CO34aHNsi MTHOBEHHOMO CHUMKa

HeO6XOJJ,I/IMO YKa3aTb 3Ha4eHne napameTpa
script_after_snapshot




9.10. MpwunoxeHusa

9.10.2. O6uue HacTporKu Moayna nNpu BbinonHeHuu PK

KHonka O6wue HacTpPOMKM MOAYNA MNpefocTasBnseT chneaywlwme napamMeTpbl ANA
HaCTPOMKN MHOrOMNOTOYHOIr0 pe3epBHOro KonuposaHua (Tabnuua 4):

Tabnvya 4. Obwmne napaMeTpbl HACTPOUKN MOAYNA Proxmox

Bo3Mo)Hble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YyaHuIo)

worker_parallelis 3apalTe KONMYECTBO MOTOKOB, KOTOpble ByayT obpabaTbl-

(8)

m BaTb U AeAynnnuMpoBaTb O/1OKM faHHbIX pecypca
i © ycTaHoBMTEe dnar oA MHOMOMOTOYHOW Nepefadn AaHHbIX true, false
enable_multithrea
ding C NCNONb30BaHMEM CETEBbIX MOTOKOB B KONIMYECTBE, YKa3aH-
HOM B napameTpe network_parallelism (true)

© yCTaHOBUTE dnar 4ns ncnonb3oBaHUA HECKOSIbKUX Tab-

nn enynnmkaumm BMecTo OAHOW. t fal
enable_flexible_d H Achy Y A rue, Talse

edup . .
Mcnonb3yetcsa BMecTe ¢ dnarom enable_multithreading (false)

Ona noBbllLEeHUA CKOPOCTU pe3epBHOIro KonmpoBaHuUAa

3afaiTe KONMYeCTBO NOTOKOB, KOTOpble ByAyT nNepefaBaTb
6J10KM faHHbIX Ha Megunacepsep.

Brokun, nogroToBneHHble worker noTokamu, cobnparoTcs B
Oydepbl, KOTOpble BYAYT NepefaBaTbCs Ha cepBep.

network_paralleli

< Pasmep 6ydepa no ymonyaHuo coctasnsaet 100 M6, Ho ero (8)

MOXHO N3MEHUTL B panne rbfd.cnf B 3HaYeHUU NapameTpa
parcel-size.

Mpwn yBenndyeHumn pasmepa bydepa MoxeT 6bITb NPeBbILIEH
pacxopg naMATW, 3aaHHbIN NapaMeTpoM memory-threshold B
KOHUrypaunoHHoM ¢aise oCHOBHOIro cepeepa

YCTaHOBWTE BEPXHIOK rPaHuLy UCMOMb30BaHNS onepaTmB-
HoWM namATK (B '6) Npu co3gaHnK pe3epBHO KOMUN.

min = 4
memory_threshold MwuHUManNbLHOEe 3HaYeHWe NapamMmeTpa PaBHO 4, NPU MeHbLUEM
3HayeHMe NapameTpa B NpoLecce pe3epBHOro KONMpoBaHUsa (0)
ObyneT BbiBeAEeHO NpegynpexaeHve u napaMmeTp He byaeT
YUTEH

© ycTaHoBuTe dnar B criyyae, ecnu npegbigyLias nHKpe-
deny_memory_excee MeHTaNlbHas pe3epBHan Konusa bbina caenaH sepcuen CPK
d RuBackup paHee 2.1.1-a.84, a Tekywas Bepcusa CPK
RuBackup 2.1.1-a.84 v BblLLe;

true, false

(false)
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Proxmox n AnbT BupTyanusaums

Bo3Mo)kHble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YaHMI0)

Onpepenute cnoco® BOCCTAHOB/EHUSA MNOBPEXOEHHbIX
pe3epBHbIX KONWUIA (TONbKO ANA UHKpeMeHTanbHoro PK):

e full_analysis — npu BbibOpe JaHHOro BapmaHTa nNpo-
UCXOAUT CKaHupoBaHue W Bepudukauma pesepsHON full_analysis
KOoMnMumun ans ee BOCCTAHOBIIEHUSA: unchanged_only
disable

restore_corrupted
_blocks
e unchanged_only — npwu BbIGOpe 3TOro BapwaHTa npwu
BOCCTAHOBJIEHUM  PEe3epBHOM  KOMUW  UCMNOJIb3YHOTCA
TONIbKO HE U3MEHEHHbIe dannbl;

e disable — napamMeTp OTK/HOYaETCA B JaHHOM BapuaHTe

© ycTaHoBUTe dnar A5 BbINONHEHMA Aeaynnvkauun. B
XpaHunuiie nepeaaroTca TONbKO YHUKaNbHble GOKY;

Q@ cHMMUTe dnar s oTKAYEHUA geaynnukaumn. B xpaHu-
nuuLe nepefaeTcs BeCb pecypc BMecTe ¢ NOBTOPSAHOLWMMNUCA
6nokamu.

CnepyeT NOMHUTb, YTO Y XpaHunuL,a MoxXeT 6bITb peanmso-
BaH CBOW COBCTBEHHbIN MexaHn3M aeaynnavkaumm (Hanpu-
Mep, y 61104HOro yCTponcTBa Unn geaynivkaunsa Ha ypoBHe
$alninoBow CUCTEMbI XpaHUNULLa)

true, false

deduplication
(false)

MNpuBefEHHble HACTPOWKW [L[OCTYMHbl TakXe B KOHOUrypauuoHHOM banne
OCHOBHOro cepBepa /opt/rubackup/etc/config.file.

9.10.3. 06w e HacTPONKU MOAY A NPU BOCCTAaHOBJIEHUMN

KHonka O6wMe HaACTPOMKM MoOAynsa npenocTaBnseT creaylolme napamMmeTpbl ANns
HaCTPOMKN MHOIrONOTOYHOIrO0 BOCCTAHOBMEHNA AaHHbIX (Tabnuia 5):

Tabnuya 5. ObLyme napamMeTpbl HACTPONKN Moay A Proxmox

Bo3MoO)XXHble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YyaHuI0)

worker_parallelis 3ajaiTe KONMYECTBO MNOTOKOB, KOTOPble ByAyT yY4acTBOBaTb
m B NpoL,ecce BOCCTaHOBNEHMA B/TOKOB faHHbIX pecypca

(8)

YCcTaHOBWTE BEPXHIOK rPpaHuLy UCMONb30BaHNS onepaTuBe-
HoM namATK (B '6) NpM BOCCTAHOBMEHUM PE3EPBHOM KOMUN.

memory_threshold MwHMManbHOE 3HayeHWe NapamMeTpa paBHO 4, NPU MeHbLleM
3HayeHMe napameTpa B NpoLecce BOCCTaHOBNEHUA pe3epB- (0)

HOWM Konun ByaeT BbiBeOEHO NpeaynpexaeHne n napameTp
He ByaeT YUTEH

o MNpuBeaEHHbIE HACTPOMKM [AOCTYMHbl TakXe B KoHbUrypauuoHHoM daine
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9.10. MpwunoxeHusa

OCHOBHOrIO cepBepa /opt/rubackup/etc/config.file.

9.10.4. KoHdpurypaumnoHHbin pann

MapameTpbl paiina
Tabnuya 6. MNapameTpsbl paiina /opt/rubackup/etc/rb_module_proxmox_vm.conf

Bo3MoO)XXHble 3Ha-

MapameTp daiina OnucaHue yeHus (3HaueHue
Mo YMOIYaHUIO)
© ycTaHoBMTE dnar Ana nognepX kK pesepBHOro Konmpo-
BaHWA M BOCCTaHOBMIEHUA AaHHbIX BM gns: false
allow_work_with_
incompatible_vers o ppnatdpopmbl AnbT BupTyanusauus; true
ions
e HernogaepXXmeaemMonm Bepcun Mnatopmbl BUPTyanusa- i)
unm Proxmox VE
: . Bpems, B TeyeHne KoToporo moaynb Proxmox VM 6yaeT 1 ... 608 cek
execution_script_ .
timeout OXWAaTb BbIMNOSIHEHUA CKPUNTOB BHYTPU BUPTYaNbHON
MalUWHbI A0 U Nocne co34aHNsA MTHOBEHHOIO CHUMKaA (5)
JiucTurr ¢paitna

lMpumep NMNCTUHra KOHPUrypaLumoHHoro ¢asina /opt/rubackup/etc/rb_module_proxmox_vm.conf

# Symbol "#" at the beggining of the line treats as a comment

# "#" in the middle of the line treats as a parametr value

# So please do not use comments in one line with parametr

#

#Enable using the module proxmox_vm with proxmox ve version is not compatible
with Rubackup. Default: false

#Acceptable values are true or false.

allow_work_with_incompatible_versions false

#timeout value (seconds) for scripts executions

execution_script_timeout 30

[1] PekoMeHayeTcA f,06aBUTbL PENO3MTOPUIA proxmox B CMUCOK Penos3uTopues

[2] Heobsi3aTenbHbI NnapameTp
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Proxmox n AnbT BupTyanusaums

NnaBsa 10. Proxmox BS

10.1. HazHayeHue

Moaynb Proxmox BS npepHasHauyeH ONna pesepBHOro konuposaHus BM HecKonbKuMx
nnatdopm BupTyanmsaumm Proxmox Virtual Environment.

Mogynb Proxmox BS obecneunBaerT:

e LieHTpann3oBaHHOE ynpaBfieHue;
e ObICTPOE CO3AaHMNE MHKPEMEHTAsbHbIX PE3EPBHbIX KOMWUIA;

. 6b|CTpO€ BOCCTaHOBJIeHNEe BUPTYanbHbIX MallWH U3 pe3epBHbIX KOMUNA.

10.2. MecTO YCTaHOBKM

Mogynb Proxmox BS n knueHT PK pgofkHbl 6biTb YCTaHOBMEHbl Ha y3ne Proxmox
Backup Server.

10.3. HacTpoika
1. OnpepennTte 3HadeHUA napamMeTpoB Moayna Proxmox BS B KoHOUrypaunoHHOM
danne:

sudo nano /opt/rubackup/etc/rb_module_proxmox_bs.conf

2. CoxpaHuTe N3MeHeHus.

3. [lna npyuMeHeHNA HacTpoek nepesanyctute cepsuc knueHta PK RuBackup Ha y3ne,
Ha KOTOPOM yCTaHoBNeH KNneHT PK 1 moaynb Proxmox BS:

sudo systemctl restart rubackup_client

10.4. Pe3ynbTaTbl YCTAaHOBKMU

10.4.1. CTpyKTypa yCTaHOBJIEHHOIr O NakeTa

B pesynbTaTe yCcTaHOBKM nakeTa Moayna Proxmox BS cospgaHa CTpyKTypa, NpuBeaeH-
Hasa B Tabnuue Tabnuua 7.

Tabnuya 7. CTpyKTypa yCTaHOBIEHHOrr 0 nakeTta rubackup-proxmox-bs
CTPYKTYpPHbIA 35IeMEHT HasHauyeHue anemeHTa

/opt/rubackup/etc/rb_module_proxmox_bs.conf KoHOUrypaumoHHbin dann moayns Proxmox BS
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10.5. MpwunoxeHusn

YTunnta pes3epBHOro KONUpPoBaHSA 1 BOCCTAHOB-
/opt/rubackup/modules/rb_module_proxmox_bs  NneHWA AaHHbIX BUPTYanbHbIX MalWWH NNaTthopMbl
BupTyanunsauymm Proxmox VE

10.4.2. KpuTepui yCnewHOCTN YCTAHOBKMU

KpuTepnem ycrnewHOCTN YCTaHOBKN N HAaCTPOMKKM Moayna Proxmox BS 6yaeTt ABNATbCSA
3anncb O ero ycnewHom MpoBepKe K/IMEHTOM PEe3epBHOro KonuvpoBaHUA («... module
'‘Proxmox was checked successfully») B XypHane Co6bITUI
/opt/rubackup/log/RuBackup.log.

B cnyuvae, ecnn B XypHane cobbiTnin /opt/rubackup/log/RuBackup.log AgMUHUCTpa-
Top CPK BUANT OWNOKY O HENpaBU/IbHON KOHOUIypaunm mogynsa Proxmox, TO Heobxo-
OVMO MPOBEPUTb HAaCTPONKN KOHOUTYpaLLMOHHOTo dana Moy ns:

/opt/rubackup/modules/rb_module_proxmox_bs -t

Ecnn owmnbka He nopgpaeTtca aHanusy, To agMuHucTpaTtopy CPK cnepyeT cospaTtb
WHUMOEHT B CepBUCe TexHu4yeckon noppepxkm RuBackup ¢ npepoctaBneHneM BCeu
HeobxogumMonm WuHGoOpPMaLMM N0 BO3HUKLWEN npobrnemMe Ha oouunanbHOM canTe
https://support.rubackup.ru/bugzilla/.

10.5. NMpunoxxeHuna

e Pasnen 10.5.1

10.5.1. KoHdpurypaumoHHbii ¢paiin

MapameTpbl Ppaiina
Tabnvya 8. MNapameTpsbl paina /opt/rubackup/etc/rb_module_proxmox_bs.conf

Bo3MoO)XXHble 3Ha-

MapameTp Paiina OnucaHue yeHus (3HaueHue
Mo YMOJI4aHMIO)
© ycTaHoBUTe dnar gna NogAep>XKKU pesepBHOro Komnmpo-
BaHWA N BOCCTaHOBMIEHUA fAaHHbIX BM ans: false
allow_work_with_
incompatible_vers o nnatopmbl AnbT BupTyanusauus; true
ions
e HernogaepXXmsaemMon Bepcun Mnatopmbl BUPTyanusa- i)

unm Proxmox VE
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Bo3Mo)kHble 3Ha-
MapameTp paina OnucaHue yeHusn (3HayeHue
Mo yMOJ14aHMIO)

HacTponte noaknoyeHMe K nnatopmMme BupTyanmsauum
Proxmox VE, 3agaB napameTpbl B ¢opmMaTe json U CTporo
OOHOW CTPOKOW:

{"pve_pbs_map": [{"pve_ip" :"XX.XXX.XX.XXX",
"pbs_ip" :"XX.XXX.XX.XXX", "pbs_repository"
:"test@pbs@X.X.X.X:datastore", "pve_datastore_name"
:"test_pbs", "pbs_datastore_path":"/datastore" }]}

roe:

e pve_ip — ip agpec y3na nnatdopMbl BUpPTyanmsauum
Proxmox VE, pesepBHOoe konupoBaHne BM KOTOpbIX
byneTt NponsBeeHo;

e pbs_ip —ip agpec y3na Proxmox Backup Server ¢ ycTa-
HOBJIEHHbIM MoaynemM Proxmox BS, no KOTOpoMy ocCy-
LeCTBAETCA coeguHeHne ¢ y3/1oM nnaToopmbl BUPTYa-

nnsaumm Proxmox VE ¢ pesepsupyembimn BM; json dopmaT paH-

b
pve_pbs_map Hbix

e pbs_repository — nmapameTp [ NOSKIKOYEHUS K Xpa-
HunNuwy (datastore) Ha y3ne Proxmox Backup Server c
YyCTaHOBJMIEHHbIM MOAYNEM C aBTopu3auuel nosb3oBa-
Tensa B popmare:

<uMA nonb3oBaTens (user)>@<rpynna nosib3oBaTens
(group)>@<ip appec yana Proxmox Backup
Server>:<HauMeHOBaHWEe XpaHWIuua>

e pve_datastore_name — HasBaHWe XpaHWMMLa NOLKMHO-
YeHHoro Ha yane Proxmox Virtual Environment cooTBeT-
cByrowee xpaHunuwy Proxmox Backup Server ¢ ycTa-
HOBJIEHHbIM MoayneM Proxmox BS;

e pbs_datastore_path — nyTb A0 XpaHuUnuLWa Ha y3ne Ha
yane Proxmox Backup Server ¢ ycTaHOBMIEHHbIM MOAY-
nem Proxmox BS

Bpems oxugaHus, B Te4EHUMN KOTOPOrO AOMKHO ObITh yCTa-
ssh_connection_ti HoBneHo SSH-coeguHeHne mexay Proxmox Virtual
meout Environment 1 yanom Proxmox Backup Server, Ha KOTopom
yCcTaHoBJIeH MoAynb Proxmox BS

Bpems, B TedeHne koToporo moaynb Proxmox BS 6ygeTt 1 .. 600 cek
0XXMAaTb BbINOSIHEHNSA CKPUMTOB BHYTPY BUPTYasnbHOWM
MaLUWHbI f,0 U NOCNe CO34aHNA MTHOBEHHOIO CHUMKA (5)

execution_script_
timeout
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10.5. MpwunoxeHusn

Bo3Mo)kHble 3Ha-
MapameTp paina OnucaHue yeHusn (3HayeHue
Mo yMOJ14aHMIO)

BpeMsa oxunpgaHus, B Te4eHne KoToporo Moaynb Proxmox BS
npyv NOAKMOYEHUN K NaTdopmMe BUpTyanusaumm Proxmox
VE npoBepseT eé BEPCUO N OenaeT BbIBOA CMNCKa pecyp-

version_checking_ coB (4epe3 RBM unu KoHCOsb).
1..20cek(1)

timeout
Ecnn oTBeT He 6bIn NOMyYeH MO OKOHYaHUN BPEMEHHU, TO B
XYpHan cobbITUM ByaeT caenaHa cCOOTBETCTBYHOLLaNA
3anuce.
JiucTuur ¢paiina

lMpumep NMMCTUHra KOHPUrypaumoHHoro ¢avina /opt/rubackup/etc/rb_module_proxmox_bs.conf

# Symbol "#" at the beggining of the line treats as a comment

# "#" in the middle of the line treats as a parametr value

# So please do not use comments in one line with parametr

#

#Enable using the module proxmox_bs with proxmox ve version is not compatible
with Rubackup. Default: false

#Acceptable values are true or false.

allow_work_with_incompatible_versions false

#pve_ip - address of pve server

#pbs_repository - datastore on pbs (need to use proxmox-backup-client
commands)

#pve_datastore_name - name of datastore on PVE server
#pbs_datastore_path - path to folder on PBS server.

#example:

#pve_pbs_map {"pve_pbs_map": [{"pve_ip":"1.1.1.1", "pbs_ip":"2.2.2.2",
"pbs_repository":"test@pbs@2.2.2.2:datastore", "pve>

pve_pbs_map {"pve_pbs_map": [{"pve_ip":"10.170.35.112",

"pbs_ip":"10.170.35.100", "pbs_repository":"test@pbs@2.2.2.2:datas>

pve_pbs_map {"pve_pbs_map": [{"pve_ip":"10.170.23.211",
"pbs_ip":"10.170.35.100", "pbs_repository":"test@pbs@2.2.2.2:datas>

#timeout value (seconds) for ssh connections
ssh_connection_timeout 5

#timeout value (seconds) for scripts executions
execution_script_timeout 30
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#timeout value (seconds) for checking version
version_checking_timeout 1
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