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CnacaTernbHbIi obpas

Nnhasa 1. HazHauyeHue

CnacaTenbHbln 06pas3 — nosiHasa pesepBHaa Konus ornepayMoHHON CUCTEMbI CEMENCTBA
Linux, n3 KoTopon MOXHO BoccTaHoBUTb OC B paboyee COCTOAHNE B KOPOTKUE CPOKMU.

PesepBHOe KonupoBaHne M BoccTaHoBneHne OC BbIMOMHAETCA C MOMOLbO MOAYNSA
Rescue Image, Bxogsuiero B coctas CPK RuBackup.

[Mopopep>kaHo pesepBHOE KONMpOBaHME N BOCCTAHOBNEHME OC:

e Astra Linux 1.7,
e Astra Linux 1.8,
e Ubuntu 20.04,
e Ubuntu 22.04.
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naea 2. Pe3sepBupyemMblie flaHHble

OnepaynoHHasa cucrtema.
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naBa 3. Tunbl pe3epBHOro KONUMpPoOBaHUSA

Mogynb nogaep>XunBaeT rnosiHoe pesepBHOoe KOMMpoBaHne 3anyLeHHON 1 He3anyLleH-
Hon OC npu Hannu4nM JoOCTyna K gUCKY ¢ KOpHeBbIM KaTanorom atoun OC.
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https://docs.rubackup.ru/Terms/2.9.0.0.0/#fc083237-e9fb-4d45-b972-c94838989cbc

FnaBa 4. Tunbl BOCCTaHOB/IEeHUA A aHHbIX

Moaynb nogaepXxmpaet nonHoe BoccTaHoBneHne OC 13 pe3epBHOM KOMuM C pasBep-
TbiIBaHNEM Ha L,eNieBOM pecypce (aucke).

[lna BOCCTaHOBNEHMA HEMb3A UCMOJIb30BaTbh AUCK, HA KOTOPOM B 9TOT MOMEHT
3anyuw,eHa OC.

Mopopep>xaHo BoccTaHoBneHne OC ns PK:

e Ha ApYrov ANCK TOro e XOCTa, C KOTOPOro oCyLecTBAANOCh pe3epBHOE KONMMpPOoBa-
Hue;

e Ha tO6Oro KAMEeHTa U3 TOW Xe Fpynnbl, K KOTOPOW MPUHAANEXNT UCXOOHbIA KNNEHT
(cM. IT'pynnbl KNMEHTOB).

OC wun3 cnacaTtenbHbiXx 06pa3oB, cO3faHHbIX MoayneM Rescue Image wnu cneymnanusm-
POBaHHbIM 3arpyso4yHbiM obpasom RuBackup Key, MoryT 6bITb BOCCTAHOBJIEHbI KaK C
NOMOLLLbIO MOAYNA, TaK N ¢ noMoLbio RuBackup Key.

Ona BocctaHoBneHna OC mn3 cnacaTtenbHOro obpasa ¢ nomowbto RuBackup
Key y knneHTta CPK RuBackup npepgBapuTenbHO [0/KeH ObiTb yCTaHOBNEH
naposb. [aposib MOXXHO YCTaHOBUTb C NOMOLLbIO YTUNUTbI KOMaHLHOW CTPOKMU
rb_archives nnm npunoxenus Mernepxep knaneHTa RuBackup (RBC).
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https://docs.rubackup.ru/RBMManual/2.9.0.0.0/rbm/client-groups/
https://docs.rubackup.ru/RuBackupKeyGuide/2.9.0.0.0/
https://docs.rubackup.ru/RuBackupKeyGuide/2.9.0.0.0/
https://docs.rubackup.ru/RuBackupKeyGuide/2.9.0.0.0/
https://docs.rubackup.ru/Cli/2.9.0.0.0/rb_archives/
https://docs.rubackup.ru/RBCManual/2.9.0.0.0/
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Fnaea 5. Cnoco6bl pe3epBHOro KoNUMpoBaHus

Mogynb nognep>xusaeT pesepsHoe konnposaHme OC C NOMOLLbHO:

e npunoxeHna MeHekep agmuHucTpatopa RuBackup (RBM),
o npunoxeHna Mexegyxep knmerTta RuBackup (RBC),
e YTUANT KOMaHLHOW CTPOKMU.
B 3TOM AOKYMeHTe npuBefeHbl MHCTPYKLMK NO co34aHnio PK ¢ MOMOLLLLIO NPUIOXKEHNUSA

MeHepxep agMmuHucTpatopa RuBackup (RBM) (cm. Pasnoen 11.1) n yTUANTbl KOMaHAHOM
CTPOKWU rb_archives (cMm. Pazgen 11.2).
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https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/RBCManual/2.9.0.0.0/
https://docs.rubackup.ru/Cli/2.9.0.0.0/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/Cli/2.9.0.0.0/rb_archives/

FnaBa 6. Cnoco6bl BOCCTAHOB/IEHUA fLJAHHbIX

Moaynb noggepXxueaeT criegyrowme crnocobbl BoccTaHoBneHMAs OC M3 pesepBHbIX
KOMUN:
e LleHTpann3oBaHHOe BOCCTaAHOBMIEHMNE C MOMOLLbHO:
o npunoxeHna MeHexkep agMmuHucTpatopa RuBackup (RBM),
o YTUANT KOMaHOHOW CTPOKMU.
o JlokanbHOE BOCCTAHOBJIEHNE Ha KITMEHTE PE3EPBHOIN0 KOMMPOBaHNA C MOMOLLbHO:
o npunoxeHuna Menexkep knneHTta RuBackup (RBC),
o YTUINT KOMaHLHOW CTPOKMU.
B aTOM JOKYMeHTe npuBefeHbl MHCTPYKLUMK No BoccTaHoBNeHMo OC n3 PK ¢ nomoLbio

npunoXxenna MeHepkep agmuHucTpaTopa RuBackup (RBM) (cm. Pasgen 12.1) n yTu-
NNTbl KOMaHAHOW CTPOKK rb_archives (cM. Paspen 12.2).
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https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/Cli/2.9.0.0.0/
https://docs.rubackup.ru/RBCManual/2.9.0.0.0/
https://docs.rubackup.ru/Cli/2.9.0.0.0/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/Cli/2.9.0.0.0/rb_archives/
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Nnaea 7. KoMnnekT NnoCTaBKM

Mopaynb BKNKOYEH B cocTaB nakeTa knmeHta CPK RuBackup ¢ mmMeHeM rubackup-
client_<version>_amd64_signed.deb, rge <version> — HOMEpP BEPCUUN KIINEHTA.

MakeT OOCTYrneH ons CKa4dnBaHUA Ha

odpuymanbHOM caunTe
https://www.rubackup.ru/go/.

8 1316



https://www.rubackup.ru/go/

naBa 8. CucrtemMHble TpeboBaHUNA

[ns pesepBHOro KonNupoBaHWA M BoccTaHoBneHna OC C MOMOLLbKO MOAYNA Ha ysne
HeobXoANMO npefyCcTaHOBEHHOE NPorpaMMHoe obecneyeHune:

1. OgHa n3 64-6uTtHbIX OC:

o Astra Linux 1.7,

o Astra Linux 1.8,

o Ubuntu 20.04,

o Ubuntu 22.04.

KnueHT pesepBHOro konuposaHua RuBackup.

MeHep)Xep Nornyecknx TOMoB LVM2.

PepakTop OUCKOBbIX pa3fenoB parted.

YTunurta sgdisk.

S T o

3arpy>XeHHbin moayrb Aapa Linux dattobd.

CHMMKW pasgenoB AMcKa co3garTca MoaynemMm dattobd. CHuMkM LVM-ToMOB cosfga-
FOTCA CTaHAAPTHbLIMU cpefcTBaMu ynpasneHna cHuMmkamum LVM. Tpu pesepBHOM KOnu-
poBaHuM Ha knneHTe CPK RuBackup gonkHO 6bITb 4OCTAaTOYHO CBOBOAHOrO MecTa Ans
BPEMEHHOIr0 XpaHeHUss CHUMKOB.

Ona ynpasneHna pesepBHbIM KonnpoBaHMeM U BoccTaHoBneHnem OC pekomeHpyem
ncnonb3oBaTb NpunoXxeHne Mernekep agmHncTpaTopa RuBackup (RBM).
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https://docs.rubackup.ru/Scenarios/2.9.0.0.0/dattobd/
https://docs.rubackup.ru/Scenarios/2.9.0.0.0/dattobd/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
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naBa 9. YcTaHOBKa U HAaCTpoMnKa

YcTaHoBKa MO4yNA OCYLLEeCTBNAETCA OLHOBPEMEHHO C YCTAaHOBKOM U HACTPOWKON KInN-
eHTa CPK RuBackup Ha pesepsupyemon OC.

KnneHt CPK RuBackup pomxeH 6bITb nogktoyeH K OCHoOBHOMY cepepy CPK
RuBackup.
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https://docs.rubackup.ru/InstallationManual/2.9.0.0.0/client_linux/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.9.0.0.0/client_linux/client-configuration/

10.1. CTpyKTypa yCTaHOBJIEHHOI O NakeTa

naBa 10. Pe3ynbTaTbl YCTAHOBKU U
HaCTPOUKM

10.1. CTpyKTYypa ycTaHOBJ/IEHHOro NaKkeTa

B pesynbTate yctaHoBku B OC byget gobasneH ncnonHaembin ¢amn moayns Rescue
Image /opt/rubackup/modules/rb_module_rescue_image.

10.2. lNpoBepKa ycnewHoCTU YCTAaHOBKU U HACTPOUKHU

[ns npoBepkun paboTocnocobHocTn Moayns Ha ysne ¢ OC BbINOAHNUTE KOMaHAY:
/opt/rubackup/modules/rb_module_rescue_image -t

O6 ycnewHon yCTaHOBKE N HACTpPoONKe MOAYNSA TakXe CBUAETENbCTBYET 3anucb O €ro
YyCMeLwHOon npoBepKe KIIMEHTOM pe3epBHOro KonmpoBaHus (.. module 'Rescue image'
was checked successfully) B XypHane cobblTun /opt/rubackup/log/RuBackup.log.

Ecnn B XypHane cobbiTuin /opt/rubackup/log/RuBackup.log agmMmuHucTtpatop CPK
BMOWT OWNOBKK, coobliarolime O HenpasBuibHOW KOHUrypauum mMoayns, nposepbTe
KOPPEKTHOCTb HacTponkn knneHta CPK RuBackup.

Ecnn owmnbka He nogpaeTtca aHanmsy, obpaTuUTeCb B CEPBUC TEXHUYECKON MOALEPXKKU
RuBackup ¢ npegocTaBneHMeM Bcen HeobxoanmMon nHGopMaumMm No BO3SHUKLLEN MPO-
6nemMe Ha opuumanbHOM canTe hitps://support.rubackup.ru/.
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https://docs.rubackup.ru/InstallationManual/2.9.0.0.0/client_linux/client-configuration/
https://support.rubackup.ru/
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naea 11. Pe3epBHOe KonupoBaHue

11.1. Pe3epBHOe konupoBaHue B RBM

BbibepnTte cnocob BbIMNOMHEHUSA PE3epPBHOro KOMUPOBAHWUA B NpUIoXeHun MeHepxep
agpmuHucTpaTtopa RuBackup (RBM) n npousBeguTe HacTpPoOWKy, crefyf ykKasaHUsaM U3
COOTBETCTBYHOLLEro JOKYMEHTa:

e CpOYHOEe pe3epBHOE KOMMpPOBaHMe
e NobanbHoe pacnucaHue

o CTpaTerum
[nsa pesepBHoro konuposaHusa OC:

1. 3 cnncka KnueHT BbIGepuTe KIMeHTa, KOTOpbI ycTaHoBNeH Ha y3ne ¢ OC.
2. N3 cnncka Tun pecypca BbibepuTe Rescue image.

3. B none Pecypc HaxmuTe [...] 1 BbIbepnTe N3 cnnucka guck, Ha KOTOPOM PacnosoXeH
KopHeBou kaTanor OC. Hanpumep, /dev/sda.

BbibnpanTe MMEHHO OUCK, a He ero pasgenbl (Hanpumep, /dev/sdat).
4. N3 cnncka Tun PK BbibepuTe TUN pe3epBHON KONUK MonHas .

11.2. Pe3epBHOE KOnUpoBaHue U3 KOMaHgHOU CTPOKU

Ona cosgaHna PK OC 13 KoMaHgHOM CTPOKKM Ha knueHTe CPK RuBackup ¢ nomoLybo
yTuUnuThbl rb_archives BbINONHUTE:

Mpumep cozgaHus NoHONM pe3epBHOW KOMum

rb_archives \
-c /dev/sda \ @
-m rescue_image @

@ [Owck, Ha KOTOPOM pacnonoXeH KopHeBow kaTtanor OC

YKasbiBanTe UMEHHO AUCK, a He ero pasgensl (Hanpumep, /dev/sdatl).

@ Vicnonb3yemblii Moayb
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https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/rbm/urgent-backup/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/rbm/global-schedule/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/rbm/strategies/
https://docs.rubackup.ru/Cli/2.9.0.0.0/rb_archives/

12.1. BoccTaHoBneHue pesepBHbIX kKonui B8 RBM

Fnaea 12. BoccTaHoBNneHue

12.1. BoccTaHoB/NIeHMe pe3epBHbIX konui B RBM

B npunoxeHnn MeHepxkep agmuHucTpaTtopa RuBackup (RBM) npousseanTe
HaCTPOWKY, cnefys ykasaHuaM U3 gokymMeHTa Pasnen «PenosnTtopuiny.

Ona socctaHoBneHnsa OC us PK:

1. 3 cnucka BoccTaHOBUTb Ha KJIMEHTe BbibepunTe KIMeHTa, KOTOPbIA YCTAaHOB/EH Ha
y3ne ¢ OC.

2. B NMNapameTpbl BOCCTaHOBNEHUA Ana moayna Haxmute [...] n onpegenuTte ToHKne
HaCTPOMKKN Moaynsa (cMm. Mpunoxenne 12.A).

12.2. BoccTaHOBJIeHUE pe3epPBHbIX KOMUA U3 KOMaHAHOMN
CTPOKM

Ona BocctaHoBneHna OC m3 PK Ha knueHTte CPK RuBackup ¢ nomouwibto yTUAnUTbI
rb_archives:

1. MonyuynTe CNNCOK C ngeHTUPMKaTopamu pesepBHbIX KOMUN:

KomaHpa nonyqeHus cnvmcka pesepBHbIX KOMui ¢ naeHTnpukatopamum

rb_archives -1 rescue_image

2. BbInonHuTe 3anpoc Ha BoccTaHoBneHne OC:

Mpumep BoccTaHoBReHUs OC m3 pe3epBHOM KOMM C pa3BepTbiBaHNEM

rb_archives \
-x <ID> \ @
-e restore_target:/dev/sda, restore_bootloader_mode:efi -y @

@ VneHTnduKaTOp BOCCTaHaBMMBaEMO PE3EPBHOM KOMUK

@) NapameTpbl Moayns CPK (cMm. Mpunoxerne 12.A)

NMpunoxeHue A: TOHKUe HAaCTPONKU ANA
BOCCTaHOBJ/IEHUS1 pe3epBHON KONUU

B Tabnuue onucaHbl TOHKME HaCTPOMKM MOoAyns ANA BOCCTAHOBNEHUS pPe3epBHOWN
Konuu (cm. Pazpgen 12.1).

Tabnuya 1. ToHkMe HacTpokkn Moay s Rescue Image A/151 BOCCTaHOB/IEHUA pe3epBHON KOMUMN
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https://docs.rubackup.ru/RBMManual/2.9.0.0.0/
https://docs.rubackup.ru/RBMManual/2.9.0.0.0/rbm/repository_recovery/
https://docs.rubackup.ru/Cli/2.9.0.0.0/rb_archives/
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MapameTp

Ucnonb3oeaTtb
HacCTpPOWKU NO ymonya-
HMIO

restore_target

OnucaHue

Mcrnonb3oBaHne 3HaUYeHU Mo yMOSTYaHWo
Bo3MO)XXHble 3HaueHus true, false
Mo ymonuyaHuio true

Mpwn 3HavYeHun:

e true A4NA NapaMeTPOB UCMOJb3YOTCS 3HAYEHUS MO YMONYaHUIO;
o false 3HauYeHMWs NapaMeTPOB MOXHO U3MEHUTb.

LleneBown guck, B KOTOpoM byaeTt BoccTaHoBeHa OC
Mo ymonyaHuio 0OuH “3 JOCTYMNHLIX AUCKOB
Mpumep /dev/sda

K BbIGOpY AOCTYMHbI TOMbKO T€ AUCKMW, Ha KOTOPbIX B aHHbIA MOMEHT He
3anyueHbl OC

restore_bootloader_mo PeXXnm 3arpysuymka, ¢ KOTopbiM 6yaeT BoccTaHoBneHa OC

de
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Bo3MO)XHbIe 3HaUeHUA default, bios, efi

Mo ymonyaHuio default




NnaBa 13. O6HOBNEHUue

O6HoBNEHNEe MOAOynA OCylecTBNAeTCcs OLHOBPEMEHHO C 0bHoBNeHMeM knmeHTa CPK
RuBackup (cm. ObHoBreHne CPK).
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https://docs.rubackup.ru/MaintenanceGuide/2.9.0.0.0/update/
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FnaBa14. YpaneHue

YpoaneHne mogyna ocywecTBnAeTcs OLHOBPEMEHHO C ypaneHnemMm knueHta CPK
RuBackup (cMm. YganeHne CPK).
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https://docs.rubackup.ru/MaintenanceGuide/2.9.0.0.0/delete/
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