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HacToflee pykoBoACTBO onpefenseT nopsagokK MNogroToBKM M YCTaHOBKM MoOLyNA
pe3epBHOro KOMUPOBaHWUA W BOCCTAHOB/IEHUA BUPTYallbHbIX MalWH MPOrpaMMHOro
komnnekca P-BupTyanusaums . B gaHHOM pyKoBOACTBE MpuBeaeHbl NOAPOBHbIE Aei-
CTBUA TONbKO ASIA HEKOTOPbIX BO3MOXHbIX CL,eHapueB pPe3epBHOro KOMMPOBaHUA W
BOCCTAHOBNEHMA OaHHbIX. bonee nogpobHaa unHPopmauma npueefeHa B LOKYMEHTE
«CucrtemMa pesepBHOro KONMpoBaHUA N BOCCTaHOBNEHMA OaHHbIX RuBackup. PykoBog-
CTBO CUCTEMHOIr0 agMUHUCTpaTopar.

I'Iepe,u, 3Kcr|nyaTaL|,|/|e|7| nporpaMMHOro cpeancTtBa pekoMeHayeTca BHUMaTESIbHO O3Ha-
KOMNTbCA C HACTOAWMM N peKOMeH40BaHHbIM PYKOBOACTBaMMW.

HacToswee pykoBOACTBO MNpefHasHayeHO AN aAMUHUCTPATOPOB MPOrpaMMHOro

cpencTea «Cuctema pesepBHOro KOMMPOBaHUA M BOCCTAHOBIIEHUSA AaHHbIX RuBackup»
2]

XapakTep U3NoXeHUa MaTepuana gaHHOro pykoBoACTBa npepgnosiaraeT, YTo Bbl 3Ha-
KOMbl C OonepauuoHHbIMWU CUCTeMaMu ceMencTBa Linux, Ha KOTopbIXx paboTaeT npo-
rpaMMHOEe CpefcTBo, W Bnageete 6a30BbIMW HaBblkaMW agMUHUCTPUPOBAHUA ANS
paboTbl B HUX.
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MK P-BupTyanusauus

naBa 1. O6Lw e cBegeHun

1.1. HazHauyeHue

Cuctema pesepBHoOro konmposaHusa RuBackup n mogyne P-BupTyanusauusa, BXO4ALWMN
B eé cocTaB (ganee — CPK RuBackup), no3BonstOoT BbINONHATL pe3epBHOE KOMMpOBa-
HUe BKJIKOYEHHbIX WUN BbIK/TKOYEHHbIX BUPTYanbHbIX MalWH NPOrpaMMHOro KoMmsekca
P-BupTtyanusauunsa sepcum 7.0.13 ¢ ¢yHKUMeN 6e3areHTHOro pe3epBHOro KonmpoBaHUs
BUPTYanbHbIX MalwuMH (6€3 HeobxogMMOCTUM YCTaAHOBKM [L[OMOSHUTENbHbBIX areHToB
RuBackup Ha BupTYyasbHble MalWHbl, HO C YCTAaHOBKOW FOCTEBbIX pacCLUMPEHUA onepa-
LMOHHOM CUCTEMbI) U BOCCTAHOBEHMNE BUPTYaNbHbIX MalWH U3 pe3epBHON KOMUN.

1.2. Pe3epBUupyembie flaHHble

PesepBHOe KOMMpOBaHMeE BbIMONHAETCA 1A BCeX OUCKOB BUPTYallbHOW MalUMHbI NPOo-
rpaMMHOro Kkommnnekca P-Buptyanmsauma sepcum 7.0.13 BHE 3aBUCUMOCTUN OT COCTOS-
HUA BUPTYasnbHbIX MaWWH (BKIKOYEHA UN BbIKIKOYEHA).

an BbIMOJIHEHUN pPEe3epPBHOINro KOMUpPoBaHUA TMPUMEHAETCA TEXHONOrnAa cCco3naHna
MOMEHTallbHbIX CHUMKOB OaHHbIX OJ14 ONCKOB BMpTyaﬂbHOﬁIMamebh 4YTO MNMO3BOJIAET
HEe OCTaHaBJZIMBaTb pa60Ty Ha BpeMA pe3epBHOINo KonmpoBaHUA.

B xo4e pesepBHOro KOMMPOBaHMA BO BCEX CyYaaX M3 pe3epBHOM KOMUWU yOanstoTCs
Ayoénunpyrowme 610KKN (BbINONHAETCA NokanbHas geaynnamkauyms).

1.3. TUnbl pe3epBHOro KONUpPoBaHUA

Mopaynb pesepBHOro KOMMpPOBaHUA 1 BOCCTAHOBEHMS BUPTYalibHbIX MalUWH NporpamMm-
HOro Komnnekca P-BupTyanusaums nopfepXuBaeT crnegyrowme TuMbl pPes3epBHOro
KOMUPOBaHUS:

e MOJIHOE pe3epBHOE KOMMpoBaHWe. Kaxabli pa3 npu BbINOIHEHUN 3afauyn peseps-
HOrO KOMMUPOBaHUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATUA. ATOT TuUN
pPe3epBHOro KOMMPOBaHUA Hanbonee MeasieHHbI U pecypco3aTpaTHbIi, HO obecne-
YyMBaeT HanbobLUY NOMIHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

* MHKPEMEHTaNIbHOE pPe3epBHOE KOMUPOBaHWE. ITOT TUM PE3EepPBHOro KOMMpPOBaHUA
npegHasHayeH 415 KOMMpoBaHUSA TOJNbKO M3MeHmBlInxca ¢annos. CHavana cosga-
eTcA nonHas pesepBHasa Konus. MNMocnegyrowme pesepBHble KONUK cogepxxaT Gpannbl,
N3MEHMBLUMECA C MOMEHTa CO3[aHuA nocnegHen pesepBHOM Konuu (Lob6aBo4YHOM
NUNn NosHown). [na BOCCTaAHOBMEHUSA AaHHbIX NOTpebyeTcs NosiHasa pesepBHas Konus,
Ha ©0as3e KOTOpOM co3[aHa BOCCTaHaB/MBaeMas MWHKPEMEHTanbHaa pesepBHas
Konus, N Bce Aob6aBoYHbIE KOMUKN, CO3AaHHblE C MOMEHTa CO3[aHusA NOJSIHON pe3epB-
HOM KOMUM 0,0 MOMEHTa CO3[4aHNA BOCCTaHaB/IMBAaEMON PEe3ePBHOMN KOMNWUK;

o anddepeHLmanbHoe pe3epBHOe KOMMPOBaHUe. 3TOT TUM Pe3epBHOro KOMUPOoBaHUA
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1.4. Cnocobbl BOCCTAaHOBNEHUA AaHHbIX

COXpaHAeT TOJIbKO OaHHble, M3MEHEHHbIE CO BpeMEHU BbINOJIHEHNA rpeabiayuiero
MOJIHOIO pe3epBHOro KOnMNpoBaHUA.

Mpu BbINOMIHEHUN PE3EePBHOIO KOMMPOBaHUA N60ro Tuna byaeT npovsBeaeHa nokasnb-
Haa geaynnukaunsa pesepBHO Konun (yganeHune aybnmpyrowmx 610KoB).

nobanbHas gegynnnkauna pesepBHON KOMUK BbINOIHAETCA MPU COXPaHEHUN €€ B Xpa-
HUMWe 610YHOro Tuna.

1.4. Cnocob6bl BOCCTAHOBJIEHUA AaHHbIX

CPK RuBackup nopgaep>xuBaeT cnegyrouwme crocobbl BOCCTAaHOBNEHUA BUPTYasibHbIX
MaLlWH nporpamMmMHoro komnnekca P-BupTyanusauma ns pesepBHON KONUK:

e LleHTpann3oBaHHOE BOCCTaHOBeHNe BM 13 pesepBHON Konuu. BoccTaHoBneHne 13
pe3epBHOM KOMUM BO3MOXHO ABYMA cnocobamu nocpenctsomMm: MeHeaxxepa agMu-
HUCTpaTopa RuBackup, yTunnuTbl KOMaHOHOM CTPOKW rb_repository. PekoMeHAay-
eTCA UCNosib30BaTb LEHTParIM30BaHHOE BOCCTaHOBEHME BM.

e JIOKanbHoe BocCcTaHoBNeHne BM 13 pesepBHON konun Ha knueHTe PK. BoccTaHoBne-
HME N3 pe3epBHON KOMUM BO3MOXHO nNocpencTsoM: MeHepxepa knmeHTa RuBackup
yepes gui-nHTepdenc, yTunnTbl KOMaHAHOM CTPOKU rb_archives.

1.5. Tunbl BOCCTaAHOBNIEHUA ALAHHbIX

CPK RuBackup nopnep>xuBaeT chneaywuime Tunbl BOCCTAHOBNEHUS BUPTYalbHbIX
MaLlWH nporpamMmmHoro komnnekca P-BupTyanusauma ns pesepBHON KONUK:

e MOJIHOE BOCCTAHOB/IEHNE B HOBYK BMPTYanbHYO MalUUHY. [Tpy BOCCTAHOBEHUN U3
pe3epBHOM KonuKn 6yaeT co3gaHa HoBas BUPTyanbHaa MalluHa.

1.6. KOMNNeKT NnocTaBKM!

OuncTtpubyTtmebl mogynsa P-Buptyannsaums CPK RuBackup noctaBnsieTcs B Buge rpm-
nakeTa c UMeHaMu:

e rubackup-rvirt-common-<version>.x86_64.rpm;

e rubackup-rvirt-client-<version>.x86_64.rpm;

rae <version> — HOMep BEpPCUM NOCTaABASIEMOro MOAY S,

1.7. OrpaHuyeHus

e YpaneHHasa pennukayma BUpTyanbHbIX MallnH He peannsoBaHa.

e [paHynApHOe BOCCTaHOBMNEHNE BUPTYalbHbIX MallMH HE NoAAepXMBaeTCs.
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MK P-BupTyanusauus

[1] Danee no TekcTy — Mopynb P-BupTyanusauums.
[2] Oanee no TekcTy — CPK RuBackup, nporpaMmmHoe cpefcTso.
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2.1. TpeboBaHusA K annapaTHbIM cpeacTBam

(naBa 2. YcnoBus BbiNOJIHEHUSA

2.1. TpeboBaHUA K annapaTHbIM CPpeACTBaM

2.1.1. Tpe6oBaHus K annapaTHbIM cpeacTBam KnmeHTa PK

Y3en, BbINoNHALWMA QyHKUUM KNneHTa PK, Ha KOTopoM npeanonaraeTcsa pasBepTbiBa-
HWe, foMKeH obnagaTh xapakTepucTukamu, NnpmBenEHHbIMK B Tabnuue Tabnuua 1.

Tabnuya 1. TpeboBaHUA K annapaTHbIM cpeacTBam KanmeHTa PK

AnnapaTHoe Tpe6oBa- 3HaueHue MpumeyaHue
Hue
[Mpoueccop OfHOMOTOYHBIN peXNUM  MHOFOMNOTOYHbBIN PEXUM —

1 agpo KonunyecTBo agep =

Konn4yecTBy NOTOKOB

TBepOoTenbHbIN Hako-  3HayeHue TpebyemMoro ANCKOBOro npocTtpaHcTea He meHee 400THb
nnTenb MOXeT BbITb paccumMTaHo no dopmyrne

OnepaTtuBHasa NamMATb CyMMa 3HayeHun onepaTMBHOM NaMATU ANd Bcex [ Oe onepaTtuBHas
33,24 pe3epBHOro KONMpoBaHUs namATb OAHOro pecypca
pasHa 16 + 4% oT pas-
Mepa LefieBoro pecypca

MHTepdeincHoe ycTpon- CeTeBor aganTep —
CTBO

lpumep 1. Popmyna pacyéTa AUCKOBOro NpoCTpaHCTBa

Volresource

V = m X (Sizehash + 20) X (K + ]-) + Sizemetadata

roe:

e K =1 nNpun 0gHOMNOTOYHOM PEXUME;

e K = worker_parallelism, ecnuM 3afaHbl MHOFOMOTOYHbIA  PEXUM
(enable_multithreading) vn cnabas geaynnukayums (enable_flexible_dedup);

o worker_parallelism — KO/IM4YeCTBO paboymx MOTOKOB, UCMOJIb3YyeMbIX 014
BbINONIHEHMA PK;

o enable_multithreading — ¢nar, ykasbiBatOLWMA Ha UCMOSIb30BaHNE MHOIO-
NMOTOYHOCTMN,

o enable_flexible_dedup — ¢nar, ykasbiBaloLWMUA HA UCNONb30BaHNE TMBKOMN
Aepynnukauyum;

o Volresource — 0OLWMIN O6BEM faHHbIX, Nognexawmnx PK;

o Sizep,ck — pasmep 6/10Ka fAaHHbIX, UCMNOoSb3yeMoro gna obpaboTKM faHHbIX BO
BpeMs PK (ana nynos Tunos "File system", "Tape library", "Cloud" pasmep 65noka
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MK P-BupTyanusauus

anaeTca GUKCMpOBaHHbIM U paBeH 16384 b);
o Sizep,sn — pasMep xella, UCNOMb3yeMoro Ana uaeHTUbMKaunm AaHHbIX;
e 20 — MakcuMarsbHbI pa3Mep cepunanmsoBaHHOM No3uumm B panne;

e 71— BpemMeHHas 6asa A/1a BblYMCNEHNSA CUrHaTYypPbl MW OTNPaBKM Xellen Ha cep-
BEp;

o Sizeperadara — 3TO 0.02 x 06bEM pecypca

2.2. Tpeb6oBaHUA K NporpamMMHbIM cpeacTBam

[NA BbINONMHEHUA pPe3epBHOro KOMMPOBaHUA U BOCCTAHOBNEHUS BUPTYasibHbIX MaLUUH
MK P-Buptyanunsauus cpegcrtesamm CPK RuBackup Ha y3ne Heobxoanmo npenycTaHoB-
NTEHHOE nporpaMmMHoe obecneyeHue:

onepauuoHHasa cuctema (ogHa m3):

e R-Virtualization release 7.0.13;

e CentOS 7.

e NporpamMmHbIn Komnnekc P-Buptyanusauuns sepcus 7.0.13;

e YCTaHOB/IEHHblE FTOCTEBbIE MHCTPYMEHTbI, NOCTaBIseMble BMeCTe C NPOorpaMMHbIM
Komnnekcom P-BupTtyannsayus;

e yTUAUTaA prlctl Ansa ynpaeneHus cepsepamun P-BupTyanusaumm n Haxoaswmnmucs
Ha HUX BUPTYalbHbIMU CpedaMu;

e YTUNWTA virsh ONA ynpaBfeHUa rocTeBbIMUA MHCTPYMEHTAMU U TMNEPBU3OPOM.

[ns ynpaBneHns pe3epBHbIM KOMMPOBAHWEM N BOCCTAaHOBIIEHMEM BMPTYaslbHbIX MaLLWH
NporpaMMHoro komnnekca P-BupTyanusaumns pekoMeHaoBaHo cnenytollee nporpamMm-
Hoe obecneyeHue:

» MeHepxep AgMuHucTpaTopa RuBackup (RBM) gns ynpasneHus CPK.

Takxke nopgpepxusaetcsa ynpasneHnme CPK RuBackup nocpefCcTBOM KOHCOJbHbIX YTU-
T n MeHepxxepa knneHta RuBackup (RBC).
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3.1. MogroToBKa K ycTaHOBKE Moayns

naBa 3. YcTaHOBKaA

3.1. NMoaroroBka K ycTaHOBKe MOA YN

0 NpoBepbTe BbINOSHEHNE TPebOoBaHWN, YKa3aHHbIX B [ N1aBa 2.

3.1.1. MoarotoBka knmeHTta PK

e Ha y3ne, Ha KOTopoM bByaeT npousBefeHa ycTtaHoBKa moayns P-BupTyanusauma un
PasBEPHYT KIIMEHT Pe3epBHOro KONMPOBaHUA, NPOBEPbTE CeTEeBbIe HACTPOWKMU

e Knnent PK un mogynb P-BupTyanusauyuss MOryT ObiTb YCTaHOBJIEHbl Ha JiHO6OM
y35e — BMPTYyasibHOM WUn annapaTHOM, UMetoLLLeM CceTeBOM AOCTYN AA NoAKoYe-
HWA K cepBncaM nporpaMmMHoro Komnnekca P-BupTyanusauyms.

e Ha knneHTta PK pekomMeHfyeTCcAa aKTUBUPOBaTb QYHKLUMIO LeHTpann3oBaHHOro BOC-
CTaHOBJIEHMA B TeX Cy4yanax, Korga npefnonaraetca BOCCTaHOBNEHWE BUPTYyarbHOM
MallWHbl nocpeacTBoM MeHeaxxepa agMuHucTpaTtopa RuBackup (RBM). Ynpasne-
HUe QyHKUMEN LeHTPann3oBaHHOrO BOCCTAHOB/IEHNA aHHbIX obecneymBaeTca 3Ha-
yeHnem napameTpa centralizedrecovery KOHPUrypaLumMoHHOro danna
/opt/rubackup/etc/config.file Tekywero KJMEHTa pPe3epBHOro KonumpoBaHUA
RuBackup.

Jo6aBneHune penosutopun

B CentOS 7 pekoMeHAyeTCsa TakKXe BKIHYUTb penosntopun PowerTools, NOCKOMNbKY
nakeTbl EPEL MOryT 3aBUCETb OT MaKeTOB U3 HEro:

sudo dnf config-manager --set-enabled powertools

YcTaHoBKa 3aBUCUMMOCTEN

YcTaHOBUTE 3aBUCUMOCTMU, BbIMOSTHUB KOMaHAY:

sudo dnf intall qt5-gtbase-gui

HacTpoiika nepeMeHHbIX cpepbl

1. HacTpoinTe nepemMeHHble cpeabl 4J15 Nofib3oBaTensa root M NOJSib3oBaTeNA, KOTOPbIN
OyneT ocyuwecTBnATb 3anyck RBM:
o OTpefakTUPOBaB , BbINMOSIHMB KOMaHAY:

sudo nano /root/.bashrc
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MK P-BupTyanusauus

o OTpefakTupymnTe ¢pann, nobasmB CTPOKU:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3TN nepemMeHHble Takxe MOXXHO onpenennTb B danne
/etc/environment.

o COXPaHNTE USMEHEHNA.

2. MNepengnte B KaTanor /root/, oA 3TOro BbIMNOSHUTE:
sudo cd /root
3. lMepesarpysnTte nepeMeHHbIe OKPYXXEHUS:

sudo source ~/.bashrc

3.2. YcTaHoBKa knueHTa PK (M moaynsa P-
BupTtyanusauus)

Ha nogrotoBneHHoOM ysne (BUpTyanbHOM UMM annapaTHOM) NpousBeguTe YCTaHOBKY
kKnueHTa PK RuBackup, BbINOSHNB KOMaHAb!:

CentOS

sudo dnf install ./rubackup-rvirt-common-<version>_el7.x86_64.rpm

sudo dnf install ./rubackup-rvirt-client-<version>_el7.x86_64.rpm

roe <version> — HoMep Bepcun mogynsa P-BupTtyanunsayma CPK RuBackup.

B npouecce ycTaHOBKM NakeToB ByAeT co3faHa AMpeKTopusa /opt/rubackup.

3.3. HacTpoika knueHta PK

BbinonHnTe HacTponky kKomnoHeHTa CPK RuBackup, 3anycTmB Ha KaXX[OM XOCTe, Ha
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3.4. PesynbTaT HacTponkn knmeHTa PK

KOTOPOM PasBEPHYT KOMMNOHEHT CPK, UHTEPaKTUBHYO YTUAUTY rb_init, BbINOMHUB B
TepMuHane KoMaHay:

sudo rb_init

[anee ckoHpUrypmpymnte kKnneHt PK B MHTEpPaKTUBHOM peXnmMe B COOTBETCTBUMU C
AOKYMEHTOM «PyKOBOACTBO MO yCTaHOBKE M OOHOBJIEHUKO CEPBEPOB PE3EePBHONO KOMU-
POBaHUA.

3.4. Pe3ynbTaT HacTpouku KnueHTta PK

e B pesynbtate HacTpouku knueHta PK 6yayT pobaBrieHbl ceTeBble CEpPBUCHI U
co3faH KoHPUrypaumnoHHbi ¢ann /opt/rubackup/etc/config.file C yCTaHOBJ/EH-
HbIMW MPU HAaCTPOMKe 3HAaYEHUSMUN NapaMeTpoOB.

e [NapameTpbl KOHOUrypaunoHHoro ¢amna npuBefeHbl B LOKYMeHTe «PyKOBOACTBO
CUCTEeMHOro agMnHmucTpaTtopa RuBackup».

e [lpun HEOBXO0AUMOCTU AN UBMEHEHUA 3HAUYEHUS napamMeTpoB:

e OTKpOMWTE dann ona pefakTUpoBaHUS, BbINOJIHMUB KOMaHAY B TepMUHarne:
sudo nano /opt/rubackup/etc/config.file
e OTPefaKTUpynTe 3HauyeHne napamMmeTpos;
e MPUMEHUTE U3MEHEHUA, nepesanycTus cepBuc knneHta PK RuBackup Ha y3ne, Ha

KOTOPOM YyCTaHOBIEH KNNeHT PK 1 Moaynb P-BupTyanusaums, BbINOMHMB KOMaHAY:

sudo systemctl restart rubackup_client
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MK P-BupTyanusauus

naea 4. AnropuTMbl 3alLLUTHOrO
rnpeo6pasoBaHus

B knactepHon cepBepHOM rpynnupoBKe Npu BOCCTAHOB/IEHUN 3aLLNLLEHHON pe3epBHON
KOMUM Ha OPYroM KJIMEHTE rpynnupoBKM HEOBXOAMMO MUCMOMb30BaTh TOT Xe MacTep-
K/HOY K/IMeHTa, C MOMOLLbIO KOTOPOro genanacb AaHHasa Konus.

Tabnuua 2. ANropnUTMbl 3aLMTHOIO NPeobpasoBaHUs, AOCTYMHbIe B yTUanTe rbfd

Anroputm MopnepxvuBaemMas ANVHa MpumeyaHue
KJlova, ouTt
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpauHCK1 HaLMOHasbHbIR

cTaHgapT ACTY 7624:2014

Kuznyechik 256 Poccuinckuin HaymoHanbHbIN
ctaHgapT N'OCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknim HauMoHanbHbIA CTaH-
JapT ans 6ecrnpoBOfHbIX ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256
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https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Threefish

5.1. OnucaHwne paboTbl C faHHbIMU

FnaBa 5. PaboTa ¢ faHHbIMM

5.1. OnucaHue pa6oTbl C faHHbIMU

PesepBHOe KonMpoBaHWe BUPTYasbHbIX MalUMH NpOrpaMMHOro Komnnekca P-BupTya-
nn3aumnsa BbinosHAeTCA 6es3areHTHbIM MeTofoM. [aHHbIA MeToh MCnonb3yeTca Ons
pe3epBHOro KOMUPOBaHWA U BOCCTAHOBMIEHUSA BUPTYaslbHbIX MalWH MNPOrpaMMHOro
KomMnnekca P-BupTyanusauyma 6e3 yctaHoBKM knneHTa PK RuBackup n mogynsa P-Bup-
Tyanusaumsa BHyTPb FOCTEBOM CUCTEMBbI, YTO NO3BOMAET CcO34aBaTh MNOJIHble, UHKPEMEH-
TanbHble U anddepeHunanbHble pes3epBHble Konum 6e3 OCTaHOBKM BUPTYanbHOM
MallKHbl (4TO obecneymBaeT HEMPEPbLIBHOCTb MpoLecca), C MUHUMANbHOW Harpy3Kown
Ha y3en 1 nokanbHyro ceTb LAN.

MNpepBapuTenbHO AN YCMNELWHOro BbIMOMHEHNSA Pe3ePBHOIo KOMMPOBaHUA 1 BOCCTaHOB-
NeHnA BUPTYanbHOW MallMHbI NpOrpamMMHOro komnnekca P-BupTyanusauusa passep-
HUTe KnneHT PK RuBackup Ha y3ne nporpamMmHoro komnsekca P-BupTtyanusaumsa. Tak-
e Ha y3en ¢ knneHToM PK RuBackup 1 nporpaMmMHbIM KoMnnekcom P-BupTtyanusauus
HeobXo4NMO YCTAHOBUTb YTUINTbI prlctl v virsh ona ynpaesneHus cepsepamun P-Bup-
Tyanusaumm n HaxogAWMMUCA Ha HUX BUPTYyasibHbIMU MaLlMHaMWU.

[Mpn 3anycke 3agayvn Ha co3gaHne pe3epBHOW KOMUKX BUPTYaNbHOW MalluHbI Moay b P-
BupTyanmsauma akcnopTupyeT KOHoUrypauuo pesepsmpyemon BM B KOHOUTYypaLMOH-
HbI pann .pvs Ha KNIMEHT pe3epBHOro konuposaHua RuBackup. lNpeasaputenbHoO cne-
AyeT nNo3aboTuUTCA O HanMunm cBobogHOro MecTa Ha aucke He MeHee 10% OoT ob6bEMa
pesepsupyemon BM. lMocne atoro 6ygeT npousBefeHa npoBepka cocTtosHuAa BM —
BKJ/IIOUEHa MNU BbIKOYeHa. B cnydae, ecnun BM BkntoyeHa, TO BbIMONMHAETCA CKPUNT
(NMpy  Hanuuuw), YyKaszaHHbIN [NS NapameTpa script_before_snapshot B TOHKWUX
HacTponkax mopyna P-BupTtyanusauusa. Oanee mopynb P-Buptyanmsauus oTpaér
KOMaHAY Ha y3en runepsunsopa 418 co34aHNA MTHOBEHHbIX CHUMKOB TeKYLLLero cocTtos-
HUA Kaxgoro gucka BM B ¢opmaTe .hdd ¢ nomowbto yTunuTbl virsh. B cny4dae, ecnu
BM BKntOYeHa, TO BbINOMHAETCA CKPUNT (MpW Hanuumu), yKasaHHbI NS napameTtpa
script_after_snapshot B TOHKMX HacTponkax mopyna P-BupTtyanusauua. [locne
BbIMONHEHMA cKpunTa (Npwn Hanuuyum) moaynb P-BupTyanusauma onpegenseTt nyTn Ao
Kaxaoro pgucka pesepsupyemonn BM 1 BbINOSHAET COOTBETCTBYIOLWLYO 3anncb B
rbfd_file_list un akcnopTupyeT Ha Meanacepsep RuBackup ¢ann koHourypauum BM
(MeTapgaHHble), npenBapuUTENlIbHO CKOMUMPOBAHHbLIN Ha KAMEHT PK, M MrHOBEHHble
CHUMKMN COCTOSIHMA BCEX AUCKOB BUPTYasibHOM MalUMHbI C TMnepBun3opa NporpamMmmMHoOro
KoMnnekca P-BupTyanunsauusa. PesepBHas konua BM ¢opmupyetcsa ns panna metagaH-
HbIX U Konuu auckos BM. B cnyyae nepepadn pe3epBHOW KOMUKU B XpaHunuwie genyn-
NNLUNPOBAaHHbBIX Pe3epBHbIX KOMUA BCerga npoucxoanT nepepava To/IbKO TeX YHUKalb-
HbIX 610KOB (415 TOro Xe Tuna NCTOYHUKA aHHbIX), KOTOPbIX eLe HET B XpaHUuLLE.

MNMocne BbINOMHEHUA PE3epPBHOIN0 KOMWPOBAHWS MIHOBEHHblE CHUMKW COCTOsIHUS BM
6ynyT yaaneHbl Ha y3ne runepsmsopa.
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MK P-BupTyanusauus

CxemMa npolecca pes3epBHOro KOMMPOBaHUA U BOCCTAHOBMEHUSA BUPTYasbHbIX MalUUH
NporpamMMHoro komnnekca P-BupTyanusaumsa npusegeHa Ha PucyHok 1.

JKCMOPT MIHOBEHHEIX CHUMKDE COCTOAHMIA guckoe BM

¥ ¥

‘ PesepeHOE KONWPOBAHWE ‘ Pe3epeHoe KONWPOBAHWE

CpouHoe Mo pacnucaHu
! OnHa BM | I'pynna BM
co3aaHue Mpasuna mMo6ankHoro PacnucaHna co3gaHue CTpaTerin

*

cozfanne Mpasuna cTpaTemmn

BM 1 BM N

i

BoccraHosnexue ns
pe3epEHON HONUK

T

YCNOBHEIE 0G03HAYSHWA!

- chyHrLMoHaN RBM

- NporpaMmMHbIi KoMnneks P-BUPTYan1saumna

PucyHok 1. CTpyKTYpHasa cxema pe3epBHOro KonmpoBaHWs U BOCCTaHOBMIEHMA BUPTYyasbHbIX MawwnH MK
P-BupTyanusauusa ns PK

[MonHoe BoOCCTaHOBNEHWE BUPTYasibHbIX MaLUWH BbIMNOSHAETCA U3 WUHKPEMEHTasbHOW,
andoepeHLmnanbHoOM N NONHON pe3epBHOM Konun BM ¢ co3gaHnemM HOBOW BUPTYyalb-
HOM MalUMHbI B NPOrpamMMHOM Komrnekce P-BupTtyanusauuns. Mpu aToM NpomnsBoguTCSA
BOCCTaHOBJIEHNE MOC/IeAHEro COCTOAHUA WM COCTOAHUA Ha npeablaywumin MOMEHT
BPEMEHM B C/ly4ae OTKasa UCXOLHOM BUPTyasbHOM MalUMHbl. 3TOT npouecc TpebyeTt
6osblUe BpeEMEHU N pecypcoB, HO obecneymBaeT MOSIHYIO NPOU3BOANTENBHOCTL ornepa-
LM BBOAA-BbIBOAA OMCKA.

MNpwn 3anycke 3agadn Ha BOCCTaAHOB/IEHWE BUPTYasibHOW MalUWHbI U3 pe3epBHOM KOMuu
O6yneT BbIMNOSIHEHA pacrnakoBKa pPe3epBHOM KOMUM B YKasaHHYH JSIOKalbHYKO Manky Ha
yane knueHTta PK ¢ mopynem P-BupTyanusauus, ona 4yero HeobxoAumMo npensapu-
TenbHO obecneunTb cBob6ogHOE MecTO Ha Aucke He MeHee 110% oT ob6béma BoccTa-
HaBnuBaemon BM. Ecnn akTuBumpoBaH nepekntoyaTtenb keep_original_vm_uuid, TO
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5.2. OnncaHune paboTbl ¢ gaHHbIMK B RBM

HoBas co3gaHHaa BM byaeT nmeTtb ngeHtupukaTop UUID BoccTaHaBnmBaemomn BM.

Mpu coxpaHeHun UUID BupTyanbHOM MallnHbl B NpOorpaMMHOM Komrsekce P-
BupTyanunsaumsa gonkKHa OTCYyTCTBOBaTb UCXOAHasA (OpuUrnMHanbHas) BUpTyanb-
Haf MallnHa, MHa4ye 3afiaya BOCCTAHOBMIEHUNA pe3epBHOM Konuu byaeTt 3aBep-
WweHa ¢ owmnbkon!

MNpwn feakTMBMPOBaHHOM MepekstovaTene Hosada BM 6yaeTt cosfgaHa ¢ Mpou3BOJbHbIM
UulID.

MAC-agpec ceTteBoro obopyaoBaHus byaeT 3agaH B COOTBETCTBUM C YCTAHOBNEHHbIM
3HayeHMeM napameTpa mac_address.

[anee nokanbHaa nanka ¢ BOCCTaHoOBAeHHOM BM bypeT nepemmeHoBaHa B ¢opmaTte
<UUID_vm>-rubackup-restored-0, roe UID_vm — ugeHTtudukatop UUID HoBOM BUPTY-
aflbHOW MalUMHbl, B KOTOpYH ByneT BOCCTAHOBJ/IEHa pes3epBHasa Konuva. pu nomMoLm
yTunnTbl prlctl gaHHaa nanka 6ygeT cYMTaHa, Kak HoBas BUPTYyanbHas MalluHa.

JlokanbHOe BOCCTaHOBEHNE BUPTYaJibHbIX MallH MporpaMMHOro KomMnJjiekca P-BI/Ip-
Tyannsaunma BO3SMOXKHO:

e B KOHCOMW Ha y3ne knneHTa PK c ycTaHOBMEHHbIM Moaynem P-BupTyanusauums
NOCPeACTBOM YTUNUT rb_archives. MNoapo6bHoe onvucaHne paboTbl C YTUANTON Npu-
BEeOEHO B IOKyMeHTe «YTUNUTbI KOMaHAHOM CTpoku RuBackup»;

e nocpencTtsoM MeHepxepa knnmeHTa RuBackup. lNogpobHoe onucaHue paboTbl C
yTUNUTON NpmBeAeHO B [OKYMeHTe «PykoBoacTBe nonb3oBatena RuBackup».

LleHTpann3oBaHHOEe BOCCTaHOB/IEHNE BUPTYasbHbIX MalWWH NPOrpaMMHOro KOMekca
BO3MOXXHO TakXe nocpenctsoM MeHepxepa agMuHuUcTpaTopa RuBackup.

5.2. OnucaHue pa6oTbl ¢ gaHHbiMu B RBM
e PK ona ogHon BM no pacnucanuto. 18 BbINONHEHUA pe3epBHOro KONMpoBaHUsa guc-
KOB OHOW BUPTYanbHOM MallWHbI MO pacnucaHno HeobxoaMmo:
1. 3anycTuTb MeHegxep AaMuHnctpatopa RuBackup (RBM) (Pazgen 5.4.1);
2. aBTOpM30BaTbCA C NpaBaMun agMUHUCTpaTopa (Paspen 5.4.2);

3. npoBepuTb cTaTyc kNneHta PK, Ha KOTOpOM pasBEépHYT Moaynb P-Buptyanusa-
uma (Paspen 5.4.3);

4. cospaTtb U HacTpouTb Npaswunio (Pasgen 5.4.5) NOAHOro pesepBHOro Konuposa-
HUA 018 CO30aHNA NNAHOBbIX Pe3ePBHbIX KOMUIM BO3SMOXHO ABYMSA cnocobamu:
» B pasgene «lnobanbHoe pacnucaHme», HaXaB KHOMKy «[JobaBuTtb» K
HacTpous cosgaBsaemoe [NpaBuno;

» B pasgenie «O6bekTbl», BbibpaB BKNagky «l1paBunia» 1 HaxaB KHoOMKy «[Joba-
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S.

6.

. PK

pPTyanusauyuna

BUTbY;

o MpaBuno AONXHO WMMeTb CcTaTyc run (3anyuieHo) Ans BbINONHEHUS
pPe3epBHOro KOMUPOBAaHNS MO PacMMCaHuio.

B pasgene 3apaum JOCTYMHO OTCMEXMBaHME CTaTyCa BbIMOSHEHHbIX U XOf,
BbINOHAEMOWN 3afa4 pe3epBHOro KonmpoBaHua (Pasgen 5.4.6);

B pe3yfibTaTe BbINOJIHEHUS 3a[a4yM pe3epBHas Konusa byaeT nepemMelleHa B xpa-
HUNWULLE, a eé MeTadaHHble OOCTYMHbI B pa3aene «Peno3ntopuiny.

Ana rpynnsl BM no pacnucaHuio. On8 BbINOMHEHUS Pe3epBHOr0 KOMUPOBaHUSA

rpynnbl BUPTYanbHbIX MalMH MO pacnmMcaHmno He0bX0aNMO:

1.
2.

3anyctutb MeHegxxep AgMuHucTpaTtopa RuBackup (RBM);
aBTOpM30BaTbCA C NpaBaMn agMUHUCTPAToOPa;

npoBepuTb cTaTyc KnneHTa PK, Ha KOTOpOM pas3BeépHYT mMoaynb P-BupTtyanusa-
una;

CcOo30aTb N HACTPOUTb NnocneaoBaTesibHO!:

» CTpaTEeruo MoJSIHOrO PE3EepPBHOIO KOMMPOBAHMA [N CO34aHUA M1aHOBbIX
pe3epBHbIX KON B pasaene «CTpaTernm», Haxas KHOMKY «[]o6aBUTb»;

= MpaBUNIO cTpaTerum aasa kaxgom BM B pasgene «Ctpaterum», Bbl4eNNB HYX-
HYHO CTpaTeruvo U HaxkaB KHonky «[llpasuna». [oBTOpPUTb CO34aHMe npasuna
Ansa kaxpgomn BM;

o MpaBuno AONXHO WMeTb CcTaTyc run (3anyuieHo) Ans BbINONHEHUS
pPe3epBHOro KOMUPOBAaHNS MO PacMMCcaHuio.

B pasgene 3apaum JOCTYMHO OTCMEeXMBaHME CTaTyca BbIMNOJIHEHHbIX U XOA,
BbINOJIHAEMO 32424 Pe3epBHOro KONMPOBaHMS;

B pesynbTaTe BbIMNOMIHEHUA 3afaudn pe3epBHble KOMUW BUPTYasbHbIX MalluH
OyayT nepeMelleHbl B XpaHunuwie, a UX MeTafaHHble AOCTYMHbl B pasgene
«PenosnTtopuinm».

e CpoyHoe PK. Cpo4HOe pe3epBHOE KOMMPOBaHME BbINOHAETCA ANA ogHOn BM:

1.
2.
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3anyctntb MeHegxep AgMunHucTpaTopa RuBackup (RBM);
aBTOpM30BaTbCA C NpaBaMn agMUHUCTPAToOPa;

NpoBepuTb cTaTyc KnneHTa PK, Ha KOTOpOM pasBEépHYT mMoaynb P-BupTtyanusa-
una;

BbIMNOJIHNTb CPOYHOE pe3epBHOE KOMMPOBaHNE BO3MOXHO OBYMA crnocobamum:

= ObICTPbIN AOCTYMN K QYHKLMN CPOYHOIO Pe3ePBHON0 KONMPOBAHMUA MO HaXaTuUko
Ha KHoMnkKy «CpoyHoe PK» Ha BepxHen naHenn RBM;




5.3. OcobeHHocTN HacTpornkn RBM gna PK BUpTyanbHOM MaLLvHbI

= B pasgene «O6beKTbl», BblAENMB KNneHTa PK, KOTopbIV OCYyLLEeCTBNAET ynpas-
NeHne pesepBHbIM KonuposaHneM BM, 1 HaXxxaB NosBMBLLYIOCA KHOMKY «Cpoy-
Hoe PK»;

S5. B pasgene 3apaum [OCTYNHO OTCNEeXMBaHMe cTaTyca BbIMNOJIHEHHbIX U XO[,
BbIMOSIHAEMOW 3afa4 pe3epBHOro KONMPoBaHUS;

6. B pe3ynbTaTe BbINO/HEHUS 3a4a4yn pesepBHan konua BM 6ygeT nepemelleHa B
XpaHunuiLe, a eé MeTagaHHble AOCTYMHbI B pa3aene «Penosntopuin.

e BoccTaHoBneHne 13 PK. [1na BbINoMHEHNA BOCCTaHOBMEHNA BM 13 pe3epBHON Konumn
HeobxogmMmo:

1. 3anycTuTb MeHegxep AogMuHmncTpatopa RuBackup (RBM);
2. aBTOpM30BaTbCA C NpaBaMu agMUHUCTPATOPA;

3. NpoBepuTb cTaTyc KNueHTa PK, Ha KOTopoM pasBEPHYT Moaynb P-BupTyanusa-
LS,

4. B pasgene «Penosntopuin» Boibpatb PK 1 HaxaTb KHOMKY «BOCCTaHOBUTLY;

5. B pasfene 3apaum JOCTYMHO OTCleXMBaHWe cTaTyca BbINOMHEHHbIX N XOf,
BbIMOSIHAEMOW 3a4a4y BOCCTAHOB/IEHUA Pe3epPBHON KOMUK;

6. B pesynbTaTe NpousBeLeHO BOCCTaAHOBNEHME yAaneHHON U n3MeHéHHon BM
[0 COCTOSAHUSA, B KOTOPOM OHa 6blfla Ha MOMEHT CO34aHNA Pe3ePBHOMN KOMUN.

5.3. Oco6eHHocTU HacTpouku RBM gnsa PK BuptyanbHoun
MalLlUUHbI

Mpw BbINOHEHUM NHOBOrO CLieHapus, OnNncaHHoOro B noapasgene Pasgen 5.2 HacTos-
LLero JOKyMeHTa, crieqyeT npu HacTpoViKe NpaBui, CTpaTernn, BocctTaHoBneHus us PK
B COOTBETCTBYHLLMX NONAX YKasaTb cheaytolme AaHHble:

e B none «KnueHT» Bbi6paTb W3 BbiNagaroLwWwero cnucka nma knmeHta PK, Ha KoTopom
pas3BEPHYT Moaynb P-BupTyanusaumna n npefocTtaBfeH ceTeBor AOCTYM K Y31y Npo-
rpaMMHOro komMmnnekca P-Buptyannsayus;

B none «Tun pecypca» BblbpaTb U3 BbiNagarow,ero cnmcka «R-Virtualization VM»;

npu HEo6Xo4NUMOCTH NPON3BECTUN TOHKYIO HaCTpOIZKy Moaynda P-BI/IpTyaJ'II/IBaLI,I/IFI;

B none «Pecypc» BbibpaTb BM, pesepBHasa Konma KoTopon 6yneT co3faHa;

B none «Tun PK» Bbl6paTb «lMonHoe», «MHKpeMeHTanbHoe» nnu «uddepeHymans-
Hoe».

5.4. Co3pgaHue pe3epeHou konuu BM no pacnucaHuio B
RBM
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MK P-BupTyanusauus

5.4.1. 3anyck MeHep)xep AgMmuHucTpatopa RuBackup (RBM)

OkoHHoe npunoxeHne MeHepxep AgMnHuctpaTopa RuBackup (RBM) npegHasHayeHo
AN aAMUHUCTPUPOBaHUA cepBepHOW rpynnupoBkn RuBackup, Bknrovasa ynpasreHue
KnneHTamun, rnobanbHbiM pacnucaHnemM, XpaHunuwamMm pes3epBHbIX KONMUA U ApyruMu
napameTpamm CPK RuBackup.

Ona 3anycka MeHep)xepa AaMuUHUCTpaTopa RuBackup cnegyet BbIMONMHUTL B TEPMU-
Hane KOMaHA4y:

/opt/rubackup/bin/rbm&

5.4.2. AyTeHTudukayusa nonb3osartensa 8 RBM

JlocTyn K cucTeMe pe3epBHOro KOMMPOBaHMA OCYLLLECTBIAETCA Ha OCHOBE MHOroMnosb-
30BaTeIbCKOM MOAENN ynpaBeHns AOoCTYMNoM.

[na ynpaBneHus pe3epBHbIM KonMpoBaHnem BM nonb3oBaTenb AONMXKEH ObiTb aBTOPU-
30BaH C nNpaBamMmu cynepnonb3oBaTtens (AgMuHucTtpaTtop CPK) mnn agMuHucTpaTtopa
(Monb3oBaTtenb CPK).

Mpn 3anycke RBM BaM noTpebyeTcsa nponTn ayTeHTUOMKaLUKO B AMANOrOBOM OKHe,
AOCTYynHOM nocre 3anycka RBM, gns atoro Beegute (PrUcyHok 2):

« B rnone Uma cepeepa RuBackup — IP-agpec nnm nmsa ysna, Ha KOTOPOM Pa3BEPHYT
OCHOBHOW CepBep pes3epBHOro konuposaHma RuBackup;

e B nons Uma nonb3osatensa 1 Maponb — y4dyéTHble AaHHble AoMUHUCTpaTopa CPK
nnu Monbsosatena CPK (norvH n naponb);

e B nose Tun ayTeHTUPUKaUUM — BbIOepuTe 6asy faHHbIX ONA ayTeHTUdukauuu
YUYETHbIX AaHHbIX : RuBackup DB (6a3a gaHHbIx Postgresqgl (C MeHeM Mo yMON4YaHuo
rubackup), cosgaHHas npu pasBeépTbiBaHUN cepBepa RuBackup, raoe xpaHATCcA gaH-
Hble YYETHbIX 3anucen nonb3oBaTtenen RuBackup, nnm MS Active Directory (6asa
AaHHbIX YYETHbIX AaHHbIX Nonb3oBaTenen MS AD).
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5.4. CospaHue pesepsHom konun BM no pacnucaHuio 8 RBM

RuBackup Manager

WmMs cepeepa RuBackup

localhost|

MmAa nons3oeaTtena

rubackup

Mapons

Tun ayTeHTUdUKaunn
RuBackup DB

BoiTtun

PucyHok 2. [ilnanorosoe okHO Ha CTpaHuue aBTopmusaunum RBM

5.4.3. Ctatyc knuenta PK

[nsa BbINOMHEHUA pe3epBHOro KOoMmpoBaHUA KnMeHT PK pgomkeH 6biTb aBTOpPM30OBaH
aAMUHUCTpPaATOPOM Ha ocHOBHOM cepBepe CPK RuBackup.

lNocne ycnewHon ayTeHTudunkaumum B RBM gna onpepeneHus ctaTyca KnneHTa peseps-
HOro KOMUPOBaHUA OTKPOMTe pasgen «AgMUHUCTpUpoOBaHMe», B nogpasgene «O6b-
eKTbI» BblbepuTe 6ok L «KnueHTbI».

B oTkpbiBLWIEMCA OKHe ByayT oTobparkeHbl BCe aBTOPU30BaHHbIe KNMeHTbl PK 1 BbiBe-
AeHO coobleHne O HeaBTOPWU30OBaHHbLIX KNMeHTax PK, ecnn Takme CywecTBYHT B
NHOPACTPYKTYype pe3epBHOro KonmposaHua (PrcyHok 3), ¢ BbIBOAOM CNeayrLWmx gaH-
HbIX B TabNM4YHOM BUAE:

e ID — unpgeHTNOUMKaTOp KNMeHTa PK;

e UMAa — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;

o Tun HaumeHoBaHue OC — OC, ncnonbayemon Ha knneHTte PK;

« EMkocTb XpaHunuua — obwmin pasmep xpaHunmwa B I'b;

e LleHTpanusoBaHHOe BOCCTaHOB/IeHUe — BK/toYeHa (1) unu BbikmtoveHa (0) GyHK-
LUK LeHTPanM30BaHHOro BOCCTAHOBNEHUS AaHHbIX KNneHTa PK;

o Bepcus — HoMep Bepcun ycTaHoBneHHoro M0 knueHTa PK.

Mpyn HanuumMm B MHOPaAcTPyKType PK HeaBTOPW30BaHHOIO KAWEHTa 6yaeT aKTUBHA
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MK P-BupTyanusauus
KHOMKa & HeaBTopusuposaHHble KJZINeHTbl N BbiBEOEHO yBeJOMJ/IeHNe O KOoJIn4yecTBe

HEeaBTOPWU30BaHHbIX KITMEHTOB Ha NeBOM 60KOBOM NaHenu.

& &4 &

NobaenTs & HeasTopM3oBaHHEIE KIMEHTH 2]

B8 MaHens MoHUTOPWHra

L) O6wextei

v ID Wima Wima rpynne Twun OC Cratyc EMKOCTE XpaHnnWLa LieHTpan13osaHHoe BOCCTaHOBNEHWE Bepcwn

E CTpaterim 2 server No group Linux I B CETH \l 10 true 2.1.1.60e832b
E rno6GaneHoe pacnucaHwe

gl NéHHan pennukaums

8 Penoautopuii

E] ouepeas 3apau

& Cepeepui RuBackup

=) *

£ AIMUHUCTPUpOBaHWE

& 1 HEeaBTOPMI0EAHHLIX KIHEHTOE

PucyHok 3. OkHO «KnueHTbl» pasgena «AGQMUHUCTPUPOBaHNE»

Bce HOBble KMEHTbl JOKHbI 6bITb aBTOPM30BaHbl B CUCTEME PEe3epPBHOro KONMpoBa-
Hua RuBackup.

5.4.4. AeTopm3sauuma knueHta PK

Ona aBTopusayum knueHta PK HaxXmMute B okHe «KnuneHTbl» (PucyHok 3) Ha BepxHen
NaHenn KHOMKy WM Ha yBeAOMJIEHME O KOSIMYECTBE HEABTOPU3OBAHHbLIX K/IMEHTOB Ha
nesow 6oOKOBOW naHenu .

B oTkpbiBLIEMCA OKHe «HeaBTOpu3oBaHHble KnneHTbl PK» BbiBeAEH CMUCOK BCEX KNU-
eHToB PK, oxugarowmx asTopusaumm (PncyHok 4) ¢ BbIBOAOM CNeayHLWmMX OaHHbIX B
TabnnyHoM Buge:

o ID — ngeHTnPUkKaTop knueHta PK B cTpykType CPK RuBackup;

 UMa — nmA y3na, Ha KOTOPOM pasBEePHYT KneHT PK;

Tun OC — HanmeHoBaHue OC, ncnonblyemMon Ha y3sne knneHTa PK;

AvcTpubbloTop OC — KoMnaHuA-paspaboTunk OC, yCTaHOBJIEHHON Ha y3fe Ku-
eHTa PK;

MAC — ngeHTuduKaTop ceTeBOm KapTbl, NCMONb3yeMON KneHToMm PK;
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e Ipv4 — IP-agpec y3na knneHTa PK, ncnonbsyembii Npu nepepgade AaHHbIX Mo nNpo-
Tokony lpv4;

e Ipv6 — IP-agpec y3na knneHTa PK, ncnonbsyembil Npu nepegade AaHHbIX MO Npo-
Tokony lpve;

o HWID — yHK1KanbHoOe annapaTHOEe UMS MallUHbI, HA KOTOPOWM pPa3BEPHYT KNMNEHT PK;
o MNocnepHAs aKTUBHOCTb — MNOCNEeAHAA aKTUBHOCTb KnneHTa PK;

+ Bepcusa — HoMep Bepcun yctaHoBneHHoro N0 knueHTa PK.

1 HEABTOPUIOBAHHLIX KNHWEeHTOR

BNk MOHWTORWHra

SEKTkl

Tun OC AnctpubbioTop OC MAC IPv4 IPwE HWID MocnegHAn aKTUBHOCTE Bepcwa

2 client :scem \ Linux astra 52:54:00 10.7.6.7 fe80:5( d0c73730 2024.08.22 11:00 2.1.1.60e8:

E) Crpaterum

E| rmo6ansHoe pacnucaHwe
[E] Yaanénman pennvkauma
8 Penoawtopwii

E] Ouepeas 3apay

= Cepeepel RuBackup

[ XypHansi

& AgmuHncTpUpoBaHue

host

AHH I KNHEHTOE

PucyHok 4. OkHO «HeaBTopu3oBaHHble KnneHTbl PK»

1. BblGepuTe HYXHOro HeaBTOPU30BaAHHOIO K/IMEHTA U HaXXMUTE CTaBLUYHO aKTUBHOM
kHorky & AeTopusnpoBaTb.

2. B nosiBMBLUEMCA OKHe MOATBEPXOEHUA HaXMUTe KHOMKY «[da» ona npoaoskKeHus
aBTopmu3aumn knneHTa PK.

3. MNocne ycnewHon aBTOpU3aLnm HOBbIN KIMeHT PK 6ypeT oTobpaxEeH B okHe «Knn-
eHTbI» pasgena «KAOMUHUCTPUPOBaAHNE» U B OKHe pasgena «O6bekTbl» (PrucyHok 5).
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“Ru & a8 @
‘= Mpasuna Mpaewna cTpaTeran PenoanTopui ¥aanEHHaR peEnnWKaUma MnaH eoccTd
55 NaHens MOHWTOPMHrA *» Nogroup 2
|;| Elenara v rirt - D Twun WmA knwedTa CraTyc Twun pecypca

» r-'u'lm
E] CTpaTterum »

| rnoBansHoe pacnucaHwe
2] ¥nanéHHas pennnkauua

& PenozuTopui

(=] HypHans

£ ANMWHWCTPUpOBaHKME

B rubackupg@le

PucyHok 5. OkHo pasgena «O6beKTbl»

5.4.5. Co3pgaHue npaBuna rno6anbHOro pacnucaHus

[lnsi BbIMNONHEHWUSI PErynAapHOro Pes3epBHOr0 KOMMPOBaHME KOMMOHEHTOB MOYTOBOW
CUCTeMbl, HEOH6XOAMMO CO34aTb NPaBMMO B rNobanbHOM pacnucaHun. B cnydae rpyn-
MOBbIX OMepaL it MOXHO TakK e UCMOoNb30BaTb CTPATErNMN PE3EePBHOI0 KOMUPOBAHKS.

[lna co3pgaHunsa npaBuia rnobanbHOro pacnncaHns BbINOMHUTE creayolime AencTBus:

1. Mepengnte B pasgen «O6bekTbl», BblbepuUTe BKNagky «llpaBuna» U HaXMUTe Ha
KHOMKY (Ao6aBuTtb) (PrcyHOK 6).
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& 8 @

3apaqn Mpaewnna Mpaewna cTpaTeruv PenoznTopuia YnanéHHan pennvkauna MnaH BoCCT:

aHeNb MOHUTOPUHIA > No group e

= qQroup

WMmA rnoGansHOro pacnucaHng CraTyc WNmA knneHTa HWID Wma nyna EEEY

L] O6bekThl

CrtpaTerum

E rnobansHoe pacnucaHue
YpanéHHana pennukauna
& PenozuTopuMii

Ouepenb 3anad

£ Cepeepbl RuBackup

[=] XKypHans

AQMUHUCTPUPOBaHNE

(O]

B  rubackup@localhost

PucyHok 6. OkHo BKnagku «Mpaeuna» B pasgene «O6beKTbI»

B oTkpbiBWweMcA okHe (PucyHok 7) pana HacTponkn PK BM BbINOMHUTE HACTPOMKU
cosfaBaeMoro npasunia un wabnoHa rnobanbHOro pacnucaHns, HacTPOMKM KOTOPOro
pacnpocTpaHATCA Ha BCe npaswuna rnobanbHOro pacnmcaHus.

“’Ru & a @

[06aBuTL NPaBuIo rno6anbHOro pacnucaHus " MpumeHnTs

88 MaHens MOHUTOPWHra

MNpasuna rnobansHoro pacnucaHusa
L] ObbekThbl

CrpaTterumn NapameTpsl Npasua

HaszeaHue npasvuna
nobanbHoe pacnucaHune

KnueHt r-virt4 (4404e151b0835808) v
C| YaanénHas pennvkauns

Tun pecypca R-Virtualization VM B } -
S Penosutopuit

Pecypc * -
‘| Ouepent 3anay Tun PK MonHan v

EJ Cepeeptl RuBackup

JononHUTENBHBIE NAapamMeTpsLl Npasuna

[=] XypHane!
EMKOCTL XpaHuauwa Inf re
AﬂMVIHI-‘!CTpMDOEaHME .
EMKOCTL XpPaHWnMLLa KNMeHTa Inf ré
MpwopuTeT 100
JawmuTHoe npeobpasosaHune nocrypt

CKpWMNT NPY HOPMA/IbHOM BLINONHEHUMW

CKPI‘II‘\T npv BEINOIHEHWW C owwnbkamn

CKpUNT NP BOCCTaHOBNEHWW

Do6aenTe npasuno B wWabnoH

LWa6noH rnofaneHoro pacnucaH1a

B  rubackup@localhost

PucyHok 7. OkHO cosfgaHua npasuna rnobasnbHOro pacnnucaHmsa pes3epBHOro KonmMpoBaHus
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BHHOHHMTGHaCTpOﬂKMC03ﬂaBaeMOFOHpaBMﬂape3epBHON)KOHMpOBaHMﬁ

o

o

napamMeTpsbl Npasuna (PrcyHok 8):

MapameTpel Npaeuna

HazeaHwe npaenna

Knuent r-virt4 (4404el51b0835808) v
Tun pecypca R-Virtualization VM X W ] -
Pecypc * -
Tun PK MNonnHas w

PucyHok 8. OkHOo cosgaHuns npasuna rnobanbHOro pacnmcaHna pe3epBHOro KoNmMpoBaHUS.
HacTpolika npasuna — lMapamMeTpbl Npasuna

B none KnueHT BbibepnTe KNNEHTA, Y KOTOPOro eCTb AOCTYMN MO CEeTU K BUPTY-
allbHbIM MalUMHaM NporpaMMHOro Kommnnekca P-BupTtyanusaums;

B nosie Tun pecypca BbIbepuTe TUMN PE3EPBUPYEMOro pecypca U3 BbinagaroLw,ero
cnucka —  R-Virtualization VM. T[lone copoepXWUT AOOMNO/HATENbHO TOHKMUe
HacTpoiku moayna P-BupTyanusayua, KOTopble MOXHO M3MEHUTb HaXaTUeM
KHomnku [...]. MogpobHee 0 HacTponkax cMoTpu B [punoxeHne B;

B none Pecypc — HaXMUTe KHOMKY W BblbepuTe B pasBepHyBLUEMCSA OKHe BM,
ANA KOTOpOW 6yaeT co3OaHO NpaBuno rnobanbHOro pacnucaHus, M3 crnucka
AOCTYMHbIX B MPOrpaMMHOM Komnnekce P-BupTyanusauus;

B none Tun PK — [OCTYNHO MOSIHOE, UHKPEMEHTanbHoe U guddepeHumanbHoe
pe3epBHOE KONnpoBaHue;

[OMONHUTENbHbIE NapamMeTpbl Npasuna (PrucyHok 9):

,[lD NONHWTENBHBIE NapaMeTpel Npaewnung

EMKOCTE xpaHunuwa Inf re
EMKOCTEL XpaHunuLa KNWeHTa Inf re
NpwopuTeT 100

3awmnTHoe npecbpa3zoBaHue nocrypt

CKpMNT NpW HOPManNkLHOM BLINOAHEHWMK

CKpMNT NPW BBINONHEHWW C OWWBKaMK

CKpMNT NPW BOCCTAHOBIEHMM

PucyHok 9. OKHO co3aaHua npaeuna rnobanbHOro pacnucaHusi pe3epBHOro KOMMPOBaHUS.
HacTpolika npaBuna — JonofHUTeNbHble NapaMeTpbl NpaBunia
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[e]

B none EMKOCTb XpaHMAML,a yKaxuTe MakcUMarbHblii pasMep nyna 4ns XpaHe-
HMA PK, co3gaHHbIX Mo JaHHOMY npaBwuy. 3Ha4YeHMe No yMOoNYaHuto. [aHHbIN
napamMeTp OOCTYMNeH, eC/in B HAaCTporKax rnobanbHOn KoOHOUrypaumm akTMBnpoO-
BaH NepekntoyaTenb «OrpaHnyeHna EMKOCTU s rnobanbHOro pacnmcaHnsay;

o B None EMKOCTb XpaHUNMLLA KNMEHTa YKaxnTe MaKcUMasbHbI pasMep XpaHu-
nnwa tekyuwero knveHTa PK. [JaHHbIn napamMeTp AOCTYMNeH, ecnn B HaCTpOMKax
rnobanbHOM KOHOUrypauum akTUBMpoBaH nepekstoyatenb «OrpaHnYyeHns éMKo-
CTU N8 KNINEHTOBY;

o B none MpuoputeT MoXeT cofepxaTb 3HavyeHne ot 100 go 1000. Yem Bbiwe
3HayeHue, TeM Bbille NPUOPUTET BbINOSIHEHUA NPaBUNa;

o B rnofe 3awuTHOEe npeo6pa3oBaHMe MO0 YMOJSIYAHMUKO BblIOPaAHO 3HaYeHue
nocrypt — 6e3 MCNonb30BaHMA 3alWMTHOro npeobpasoBaHma PK. B cnydae
Bblbopa anropmMTmMa 3aWmnTHOro npeobpasoBaHmsa cCM. Tabnuuy:

Tabnvya 3. ANropuTMbl 3aLMTHOIO NpeobpasoBaHuns, 4OCTYNHbIE B yTuanTe rbfd

Anroputm Moapepxueaemas anvHa MpumeyanHue
KJlova, 6ut
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpauHCKM HaLMOHabHbIR

cTaHpapt ACTY 7624:2014

Kuznyechik 256 Poccuinckuii HaunoHasnbHbIN
ctaHgapT F'OCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntanckmnim HauMoHanbHbIA CTaH-
JapT ans 6ecnpoBOgHbIX ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

e B rnosie CKpUNT NPV HOPMasbHOM BbIMOJIHEHUU YKAXUTE MYyTb PaACNONOXEHUSA
CKpunTa nNpn HopManbHOM BbinosHeHUU PK /opt/rubackup/scripts/Baw_ckpunt.sh.
CKpuNT HE BXOOUT B KOMIMJIEKT MOCTaBKU U ABNAETCA AOMNONHUTENBHOM ONUMOHaNb-
HOM BO3MOXHOCTbIO, CO3aHne KoTopon obecneymBaeT 3akasuumk. [logpobHoe onn-
CaHWe aprymMeHToB CKpunTa npueeneHo B PYKOBOACTBE CUCTEMHOINo agMUHUCTpa-
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TOpa;

¢ B Nosie CKpUNT Npu BbINOJIHEHUM C OLUMOGKAMM BbIMNOJIHEHUU» YKaXUTE NyTb pacro-
NOXXeHUsa cKpunTa npwu BbIMOJTHEHUN PK C ownobkom
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpUNT HE BXOANT B KOMMJIEKT NOCTaBKN U
ABNAETCA [OMOSIHUTENIbHOW OnNuMOHaNIbHOM BO3MOXHOCTbIO, CO34aHWe KOTOPOW
obecneumBaeT 3akasuuk. [NogpobHoe onncaHne apryMeHToB CKpuUnTa NpmBeaeHo B
PykoBoaCcTBe CUCTEMHOIO agMUHUCTPaTOpPAa;

e B rofsie CKpUNT NpU BOCCTAHOBJIEHUMN YKaXXNTE MyTb PacrofioXXeHUss CKpunTa BOC-
cTaHoBneHna PK /opt/rubackup/scripts/Baw_ckpunt.sh. CKpuUnT HE BXOOUT B KOM-
NNeKT MOCTaBKM M ABNAETCA AOMNOJHUTENbHOM ONUMOHANbHOW BO3MOXHOCTLIO,
co3faHme KoTopoun obecneumBaeT 3akasuuk. [MogpobHoe onucaHne aprymMeHToB
CKpunTa npmBeneHo B PyKOBOACTBE CUCTEMHOIO aAMUHUCTPATOPA;

BbinonHute HaCTpOIZKM lwabnoHa rnobanbHOro pacnmncaHnA, npuMeHAaemMble KO BCEM
npasuniamMm rnobanbHOro pacnmncaHnA:

e B 6510oke «HacTponku (PncyrHok 10):

HacTpoWnKK
BkA4MTE NOCNe Co3AaHnA
Myn Default
Hayano nepuoaa AeldcTBMA 10.06.2024 16:40

OKOH4YaHWe Nepuofa OelcTEMA 10.06.2025 16:40

IDD<6

OBLMe HacTpoORKK MogynA

PucyHok 10. OKHO co3fpaHusa npaeunia rnobdanbHOro pacnmcaHns pesepBHOro KONMpPoBaHMS.
HacTpolika wabnoHa — HacTpoiiku

o BxnouuTb nocne cospaHusa. Npy akTMBaLMM NepeknoyaTena co3gaHHoe npasusio
6yoet uMMeTb cTaTyc run (3anyweHo). Ecnn nepeknoyaTenb Nepuogunyeckoro
3anycka [eakTUBMPOBaH , TO COo3faBaeMoe NPaBu/Io He Co34acT 3a4ay Pe3epBHOro
KONMUpPOBaHUA 1 byaeT UMeTb cTaTyc wait;

o B none Myn BbibepuTe JOCTYNHbIN NyN oNA XpaHeHus konun PK;

« B none Hauyano nepuoga gencTeusa yKaxnute Havyasno nepuoga AencTens cosgaBae-
MOro NpaBu/ia Pe3epBHOro KOMMPOBaHUSA, HaXaB KHOMKY M BbibpaB B OTKPbIBLLUEMCS
KaneHgape gaTy v Bpems Havyana nepuoga 3anycka co3gaBaemMoro npaeuna peseps-
HOrO KOMMPOBAaHMS;

e B nofie OKOHYaHUe nepuopa AEUCTBUA YKaXXMNTe OKOHYaHMe nepuoga [eicTBus
CcO3[aBaeMoro npaBufia PesepBHOrO KOMUPOBaHMA, HaXaB KHOMKY U BblbpaB B
OTKPbIBLLUEMCSA KaneHaape AaTy M BpeMsa OKOHYaHWS nepuopga sanycka cosjaBae-
MOro MnpaBuna Pes3epBHOro KOMMpoBaHuUs. Mo yMONYaHUIO CPOK AeCTBUSA NpaBuna
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cocTaBngeT 1 rof C MOMEHTa ero co3faHus;

e KHOMKa O6wue HacTpPoOMKM Mopayna npefocTaBnAeT napamMeTpbl AN HAaCTPOWKKU
MHOrONOTOYHOro pes3epBHOro KonvposaHus. OnucaHne napamMeTpoB MNPUBELEHO B
pasgene lpunoxeHune b.

e B 6noke «Pacnucanue» (PucyHok 11):

e B none MNMepuopuyeckuit 3anyck onpeaennTb TUMN 3anycka co3faBaeMoro npasuna.
Mpn akTMBaLUWUW MNON3YHKa MNEepPUOANYECKOro 3amnycka ykKaxuTe B MUHYTax 4vepes
Kakoe Bpems 6yaeT BbINONHATLCA co3AaBaeMoe npasuno. ECnv non3yHok nepuoamn-
4eCKOoro 3anycka [eakTUBUPOBaH , TO HAaCTPOWTE KPOH-BbipaXeHne, ykasas gaTy u
BpeMsi UHTepBaria BbINOJIHEHUSA CO34,aBaeMoro npasuna;

PacnucaHune
BeibpaHo: KpOH-BblpaxeHne 0 0 1 * *
MNepvoanyecknin 3anyck
MuHyTa
Hac

IeHs Mecaua

ololo

Mecsauy,

NeHs Hegenw

PucyHok 11. OKHO co3faHus npasuna rnobanbHoOro pacnncaHnsa pe3epBHOro KoNMpoBaHus.
HacTponka wabnoHa — [JononHuTenbHble NapaMeTpbl NpaBunia

e B O6noke «[lpoBepka» npu axkTtusauuum nepekmovatens € [ocTynHa HacTpomka
NeprvogNYHOCTN NPOBEPKN apXMUBOB pe3epBHbIX KOnun (PrcyHok 12):

e B nosfe lNMpoBepkKu pe3epBHbIX KOMUNA YKaXNTe NepuoanYHOCTb NPOBEPKN pe3epB-
HbIX KOMUW. 3TO OeNCTBME WUHULMUPYET co3faHune 3afadn NpPOBEpKU pe3epBHOM
Konum — unopoBon noanucu u pasmMepa ¢annos. Ecnm pesepBHaa konusa 6binia noa-
nnucaHa umppoBom noanuceto, To bygeT NnpoBepeH pasMep GpanioB pesepBHOMN KOMUN
N camMa pesepBHaa Konus. Ecnn pesepBHaa Konus He 6blna nognucaHa unoposon
No4NUCbIO, TO ByAEeT NPOBEPEH TONbKO pa3mep GpannoB pesepBHOM Konunu. B cnydae,
eCqn MpoBepKa Pe3epBHbIX KOMUN He TpebyeTcA, TO AeaKTUBUPYNTE MNepeksova-
TeNb B Tekylen cTtpoke Q.
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Mpoeepka
Mpoeepka pe3epBHLIX KONWA Kaxgble D
1 + Mecaues A4

PucyHok 12. OkHO cosfaHusa npasuna rnobanbHOro pacnmcaHnsa pesepBHOro KONMpoBaHus.
HacTporka wabnoHa — lNMposepka PK

e B 6510ke CpoK xpaHeHusl (PricyHoK 13) yKaXuTe CKONMbKO OHEel, HeaeNb, MecsiLeB
NN NeT XPaHUTb pes3epBHble KOMUK, NOJSIyYeHHble B pe3ysibTaTe BbINOMHEHUs npa-
BUNA;

Cpok xpaHeHWs

XPaHWTh pe3epBHbIE KOMWW B TeYeHWe D
1 + NeTt w

PucyHok 13. OkHO cosfaHunA npasuna rnobanbHOro pacnmcaHnsa pesepBHOro KONMPoBaHUS.
HacTpowka wabnoHa — Cpok xpaHeHus PK

» B 65110ke Pe3epBHble Konuu (PricyHok 14) npyn akTuBauum nepeknodatena @ Bo3-
MOXHa HacCTpoWKa MepemMelleHNs pes3epBHbIX KOMWUIA, MOJIyYEeHHbIX B pesyfbTaTe
BbINOJIHEHUS NpaBwuna:

e C YKa3aHHOW Nepnoan4YHOCTbHO;

e B Mys, 4OCTYMHbIA N3 pacKpbIBatOLLErOCA CMUCKa;

PesepEHbIE KOMKWUK

MNepeMecTUTbL B Ny Yepes

PucyHok 14. OKHO cosfgaHusa npasunia rnobanbHOro pacnmcaHus pesepBHOro KOnMpoBaHus.
HacTpolika wabnoHa — PK

e B 6Nn0OKe «YCTapeBLME pe3epBHble KOMUM» HEOBXOAMMO OnpenennuTb OENCTBUA
nocne UCTEYEHUS CPOKa XPaHEHUA pes3epBHbIX KOMWM, MOSIYYEHHbIX B pesysbTaTe
BbINONHEHMA NpaBunia» (PucyHok 15):

e akTuBMpynte @ nepeknovyatens ABTOMaTUYECKOe ypaaneHue ANA yaaneHus
pe3epBHbIX KOMUN NO OKOHYaHUKO ONpefenéHHOro B npaBuie CpokKa XpaHeHUs unm
AeaKTnBupynTe nepeknodatens @, ecnn yaaneHne pesepBHbIX KOMUN He Tpeby-
eTcs;

e B rosie YBeAOMAATb HAaCTPOMNTE Kakne agMUHUCTPaTUBHbIe rpynnbl 6yayT yBegoM-
NeHbl 06 UCTeYeHUU CpoKa AeNCTBUA pe3epBHbIX KOMNUN;
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e B none KnMeHT MoXeT yAaanuTb pe3epBHble KOMUU 3TOro NpaBuna akTUBUPYMNTe
nepekmoydatens @© ana paspelweHns KnneHTy PK yoanuTb ycTapeBLlUne pe3epBHble
KOMUM WNW [eakTUBUPYMTe nepekmodvaTens @ [ONs paspelleHWsa Ha yaaneHue
pe3epBHbIX KOMWI TONbKO Ha CepBepE;

yCTHpEF}IlJME pe3epEHBIE KONMKWMKX
ABTOMaTUYECKOE yaaneHne
YeepgomnaTte  Nobody “

KnueHT MoKeT yOanuTe PE3EpEHEIE KOMNWK 3TOMD NRaewna ‘:)

PucyHok 15. OKHO co3faHus npasuia rnobanbHOro pacnucaHusa pe3epBHOro KONMpPoBaHUS.
HacTporka wabnoHa — YcTtapeslme PK

o B 6noke YBegomneHua (PucyHok 16) gns ykasaHHbIX COObITUA M3 BbiNagarollero
CrncKa onpegennTte rpynny nofib3oBaTtenen, Kotopas 6yneT yBeAoMNeHa B Crlyyae
npounsowepgero cobbiTua. B none «E-mail CC» MOXHO BBeCTM Ntobon agpec anek-
TPOHHOM NOYTbI A1 0CO6Oro yBe4OMIIEHUS;

YeegoMneHWs
HopmaneHoe BeINONHEHWE Nobody W
BrinonHeHwe ¢ ownbkoi Nobody W
MNpoeepka pe3epBHON KONWK Nobody W
OKOHYaHWe OeACTEWMA Npaswna MNobody W
OrOHYaHWe EMKOCTW xpaHunuwa  Nobody v

PucyHok 16. OKHO co3gaHua npasuna rnobanbHOro pacnmcaHnsa pesepBHOro KONMPoBaHUA.
HacTponka wabnoHa — PK

1. Mocne HacTpPoOVKW MpaBuna HaxmuTe KHOMKy </ MPpUMEHUTb [/ COXPaHeHus
HacTpPOEK NnpaBuia Pe3epBHOro KONMPOoBaHMS.

CospgaHHoe npaBuno 6ypeTt OOCTYNHO ONA pefakTUPOBaHUA U U3MEHEHUs cTaTyca
(«3anyweHo» nnn «oxnpaeT») B pasgene «nobanbHoe pacnucaHme».

5.4.6. NMpocMoTp 3afaum pe3epBHOro KoOnMpoBaHus
[lna oTCnexunBaHnsa BbIMONHEHUSA NPaBUA NepenanTe B pasgen 3apaum.

B pnaHHOM pasgene 3ajaya NosBNAETCA B MOMEHT BbIMONHEHUA CO34aHHOro npasuna,
BbIMONIHEHUA CPOYHOIr0 Pe3epPBHOro KOMMPOBaHNA, BOCCTaHOBNEHUA AaHHbIX 13 PK, npwu
npoBepke pesepBHoOW Konuu, yganeHun PK nnu nepemelteHnm PK.

Mocne ycnewHoro 3aBeplUeHns 3a4auyn pesepBHOro KOMMPOBaHWS pesepBHas Konus
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6yaeT NnoMelleHa B XpaHuuLLLEe pe3epBHbIX KOMUIA, a MHpopMaLma o Hell byaeT pa3mMe-
LeHa B pasgene «Penosutopuin».

5.5. CpouHoe pe3epBHOe KonupoeaHue B RBM

5.5.1. CpouyHoe pe3epBHOE KONupoBaHue

CpoyHoe pe3epBHOE KONMpoOBaHMe MO3BOMAET €4MHOPAa30BO CO34aThb MOJSIHYO pe3epB-
HytO Konuto BM, He Ha3Ha4vas nNpasuio No pacnucaHuto.

1. BbINosIHEHNE CPOYHOro pes3epBHOro KonmposaHns B RBM BO3MOXHO OCYLLECTBUTb
ABYMS crnocobamm:

o nepentn B pasgen «O6bekTbl», BbIAENUTb KneHTa PK, ocyuecTBnsiowero
yrnpaBneHne pesepBHbIM KOMUPOBaAHMEM BUPTYaslbHbIX MalIWH, W HaXaTb
NOSABMBLLYHOCA KHOMKY ﬁ (CpouHoe PK);

o Ha)aTuveM Ha KHOMKY Ha BepxHen naHenn RBM KHonky ﬁ (CpouHoe PK).

2. B OTKpbIBLIEMCA OKHE NPOU3BEANTE HAaCTPONKY napameTpos (PrucyHok 17):

"-

Ru 2 B8 @
— & CpouHoe PK ' MpyMeHnTb
23 MaHenL MOHWUTOpUHIa

Knnent r-virt4 (4404e151b0835808) v
] ObnekTh

Twun pecypca R-Virtualization VM ~ -
Crpaterun

Pecypc * 84a2e2320-45b9-455a-a25c-474b903f49d5 n
E rno6ansHoe pacnucaHue

ApxneupoBaHue
YnanéHHasa pennavkauma Tun PK MonHas -
& Penoautopuit Myn bd v
Ouepenb 3apay 3awmTHoe npeobpasosanne  nocrypt v
EJ Cepeeptl RuBackup MpnopuTeT 100 *

Cpok XxpaHeHWs 1 + Net ~
[=] XKypHane!

O6LmMe HacTPOMKKN MOLYNA

& ADMUHUCTpUpOBaHWe

PucyHok 17. OKHO HacTporkn CpOYHOro pe3epBHOro KONMMpoBaHUs

o

B none KNnMeHT — KnneHTa, y KOTOPOro ecTb AO0CTYMN MO CEeTU K pecypcam npo-
rpamMMHOro Komnnekca P-BupTtyanusaums;

o B nofe Tun pecypca— TUN pPe3EpPBUPYEMOro pecypca u3 BblMagaroLlero
cnucka — R-Virtualization VM. [lone copepXuUT AOOMNOSHUTENbHO TOHKUE
HacTpoiku moayna P-BupTyanusayua, KOTopble MOXHO M3MEHUTb HaXaTUeM
KHoMkW [...]. MMogpobHee 0 HacTporkax CMOTpU B [punoxeHne B;

o B nosne Pecypc — HaxXmute KHOMKY [..] n BbibepnTe B pasBepHYBLUEMCSH OKHe
pecypc pesepsupyemon BM;

o akTuBupymnte @ nepeknoyaTtesns ApxXuBMpoBaHue /19 KonmpoBaHua BM, eé
ApPXMBMPOBAHUA U yOaneHunsa Leneson (MCXOA4HOW) BUPTYanbHOM MaluuHbl. [Mpu
aKTMBaLUWM OAHHOrO nepeknroyaTens U npUMeHeHUs BCeX HaCTPOeK CPOYHOro
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5.5. Cpo4Hoe pesepBHOe KonupoBaHue B8 RBM

pe3epBHOro KonMpoBaHna 6yaeT BbiBeAEHO OKHO MOATBEPXAEHUA C npeaynpe-
XaeHnem ob yganeHum ueneson BM nocne apxmBupoBaHuA. [JaHHbIR GYHKLNO-
Han NoseseH B CUTyaLMn, KOrga He Hy>eH YyacTbln gocTyn K BM (gonroBpemMeH-
HO€ XpaHeHune);

B none Tun PK — [OCTYNHO MOJSIHOE, UHKPEMEHTanbHoe U guddepeHumanbHoe
pe3epBHOE KONUPOBaHUE;

B none Myn 13 packpbiBaoLLErocs cnmncka BblibeprTe AOCTYMNHbIN Nyn Ans coxpa-
HEeHWUsi pe3epPBHOI KOMUN;

B nose 3awuTHOE npeobpasoBaHMe MO YMOSYaHUKO BbIOPAHO 3HayeHue
nocrypt — 6e3 Mncnosb3oBaHWA 3aWMUTHOro npeobpasosaHna PK. B cnyvae
Bblbopa anropmMTmMa 3aWmnTHOro npeobpasoBaHmsa CM. Tabnuuy:

Tabnuya 4. ANropuTMbI 3aLMTHOIO NPeobpas3oBaHus, JOCTYMHbIE B yTuante rbfd

Anroputm MopnepxvuBaemas ANVHa MpumeyaHue
KJllova, out

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKM HaLMOHasbHbIN
cTtaHpapt ACTY 7624:2014

Kuznyechik 256 Poccuinckuin HaumoHanbHbIN
ctaHgapT NOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknim HaLMoHanbHbIn
CTaHZapT g8 6ecnpoBOgHbIX
ceTten

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

B none MpuoputeT MOXET cogepXxaTb 3HavyeHme oT 100 go 1000. Yem Bbliwe
3HayeHune, TeM Bbille NPUOPUTET BbINOSIHEHUA NPaBUNa;

B nosie CPOK XpaHeHUA YKaxuTe CKONbKO AHEN, Hedenb, MecsiLleB Uan neT xpa-
HUTb PEe3epBHbIE KOMWM, NONYYEHHYIO B Pe3y/ibTaTe BbIMNOJIHEHUS CPOYHOro PK;

KHoMKa O6Lue HacCTPOKN MOAYNA NpefoCTaBNAAeT napaMeTpbl A1 HAaCTPONKK
MHOrOMOTOYHOIO Pe3epBHOro KonuposaHua. OnucaHne napaMeTpoB NPUBELEHO
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MK P-BupTyanusauus
B pasgene [lpunoxeHune b.

5.5.2. CpouHOe pe3epBHOE KOnMpoBaHue Nno npasuny

B ToM cnydyae, ecnv Heo6XxoAuMMO BbINOSIHUTL CPOYHOE PE3EepPBHOE KOMUPOBaHME MO
CO3[,aHHOMY MpaBwiy rnobanbHOro pacnmcaHus:

1. Mepengute B pasgen «nobanbHoe pacnucaHmne».
2. BblgenuTe Hy>XHOe npaBuio.

3. BbizoBuTE nNpaBoM KHOMKOM MbIUM KOHTEKCTHOE MEHIKO U HaXMuUTe «BbIMOMHUTb»
(PncyHok 18).

No6aeuTh
KnoHupoBaTb
PepakTupoBaTk
MprocTaHoBUTE
BeINOAHNTE

Yananute

NepelTH K...

PucyHok 18. 3anyck CpoYHOro pe3epBHOro KONMpoBaHWa Nno npasuny rno6anbHoro pacnmcaHus

4. NpoBepbTe X0 BbINOMHEHUA PE3EPBHOrO KOMUPOBAHUA MOXHO B pasgene
3apaum (PrcyHok 19).
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5.6. LleHTpan1M3oBaHHOE BOCCTaHOBNEHUE pe3epBHbIX Konuin B RBM

‘\Ru & 8 @

W Yaanuts v 2

vID Tun WMms kKnneHTa CraTtyc Tun pecypca Pecypc ID

245  Backup local  rvirta R-Virtualization VM 84ae2320-45b9-455a-a25c-474b903f49d5 0

25 MaHens MOHUTOPUHIa

L] O6nekTh

CtpaTerum

LibreOffice Writer JACNKUCaHne

YpnanéHHana pennukauma

& PenozuTopwii

F] O4epens 3apnay
g Cepeepsl RuBackup

HypHans

£ AOMUHUCTPUPOBaHWE

PucyHok 19. OkHO oyepean 3agav

Mpn ycnewHOM 3aBepLUeHUM pPe3epBHOr0 KOMMPOBaHMA COOTBETCTBYHOLWAA 3ajaya
nepenpet B ctatyc «Done».

5.6. LleHTpanusoBaHHOe BOCCTaHOBJIEHUE pe3epPBHbIX
Konui B RBM

Cuctema pesepBHOro kKonuvposaHusa RuBackup npepycmaTpuBaeT BO3MOXHOCTb BOC-
CTAHOBJIEHMA PE3EepPBHbIX KOMUN KakK CO CTOPOHbI KineHTa CPK nocpencteoM MeHe-
oXxepa knmeHTta RuBackup, Tak U co CTOpOHblI agMuHucTpaTopa CPK. B Tex cny4asx,
Korga LeHTpanM3oBaHHOE BOCCTAHOB/IEHNE PEe3EePBHbIX KOMUA He XenaTesbHOo, Hanpu-
Mep Korga BOCCTAHOBJ/IEHME [LaHHbIX ABMSAETCHA 30HOM OTBETCTBEHHOCTW BfnagesnbLa
KTMEHTCKOM CUCTEMbI, 3Ta QYHKLMOHANbHOCTb MOXET ObiTb OTK/OYEHA Ha KIMEHTEe
(cM. «PyKoBOACTBO CUCTEMHOIo agMuHUCTpaTopa RuBackup»).

[nA ueHTpann3oBaHHOro BOCCcTaHoBeHUA BM Ha knneHTe PK:

1. B RBM nepengute B pasgen «Penosntopuin».

2. BblbepuTe B OTKPbIBLUEMCS OKHE TpebyeMyr Pes3epBHYH KOMUKO, HAaXXMUTE Ha Hee
NpaBoM KHOMKOW MbILWN N BblbepnTe B KOHTEKCTHOM MeHI0 «BoccTaHoBUTb» (Pucy-
HOK 20) UK HaXXMUTE KHOMKY BoccTaHOBUTD.
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BOCCTAaHOBUTL
MNpoBepuTh
KonupoBaTb
MNepemecTuThb
XpaHuTb 00

YaanuTe

NeperTH K...

PucyHok 20. OkHo pasgena «Penosutopuin». BocctaHoBneHue PK

3. B OTKpbIBLLEMCA OKHe LeHTPann30BaHHOIrO BOCCTaHOBNAeHUA (PucyHok 21) npea-
cTaBfeHa cneayrowasa nHpopmMayma 1 BO3SMOXHOCTU:

o MHPOPMaLMA O pesepBHOM KoMuW. [JaHHbI ONOK COLAEPXUT HEU3MEHAEMYIO
nHGopMaL Mo O pe3epBHON KoNuu;

o MECTO BOCCTaHoBNeHuA. B faHHOM 6/10Ke HeOBX0ANMO onpenennTb:

o B nofle BoccTaHOBUTb Ha KNIMeHTe BbibepuTe U3 BbiNafaroLero Cnmcka KimneHTa
PK, KOoTopbI UMeeT ceTeBOW AOCTYN K NporpaMMHOMY KoMniekcy P-BupTtyann-
3aums;

o B nosie Katanor pacnakoBKM YKaXXUTe BPEMEHHbIN KaTanor O pacrnakoBKu
pe3epBHON KONUK;

o MONIOXeHMe nepeknoyaTensa B none «BocctaHOBUTbL Ha LlenieBOM pecypce». Ecnu
nepekoyaTenb geaktnemposaH @, To pesepBHas Konua ByaeT pacnakoBaHa B
NIoKanbHbIA KaTanor, BbibpaHHbIN Nnonb3oBaTeneM. Npu akTuBauun nepeknoya-
Tena @© PK Takxe bygeTt pacnakoBaHa B NIOKalbHbIWM KaTanor u co3gaHa HoBas
BUPTYyanbHasa MalluHa Ha y3ne nporpaMmMHoro KkomMmnnekca P-BupTyanusauyus;
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.
¢ Ru

25 MaHens MOHUTOPUHIa

J O6bekThI

CtpaTeruu

[E] rnobansHoe pacnucaHue
YpanéHHana pennvkauna
& PenozuTopui

Ovepenb 3apa4

[ Cepeepbl RuBackup

[] KypHansi

AOMWUHWCTPUpOBaHKe

8  rubackup@localhost

5.6. LleHTpan1M3oBaHHOE BOCCTaHOBNEHUE pe3epBHbIX Konuin B RBM

& & @

Wma xocTa:

HWID:

Twn pecypca:

Pecypc:

Myn:

Tun PK:

CozpaHo:
BOCCTaHOBWTL LENOYKY:
Wms npaenna:

CraTyc PK:

BoccTaHoBUTE Ha KWeHTa:

KaTtanor pacnakoeku: * (1)

MapameTpel BOCCTAHOBASHWA A8 MOAYNS: R-Virtualization VM -

LieHTpanu3osaHHOe BOCCTaHOBNEHWe \/ MpuMeHnTL

WHdopMauma 0 pe3epBHOW KONWK

r-virt2

99128b0c41461461

R-Virtualization VM
79efcbc2-ed6f-4532-8b80-d0b2143a0ccl
Default

full

2024.07.04 12:16:31

78

Trusted

MecTo BoCCTaHOBAEHUA
r-virt2 (99128b0c41461461) v

fopt/

BoccTaHoBMTL Ha LenesoM pecypee: (D)

[ TP =

O6LUMe HACTPORKK MOaYyNs

[paHynApHOe BOCCTAHOBNEHWE

PucyHok 21. OkHoO LleHTpan1MsoBaHHOro BOCCTaHOBNeHNA BM

o B none rMMapameTpbl

BOCCTaHOBJIEHUA ANA MoaynAa [OOCTYMNHbl TOHKUe

HaCTpOﬁKM moayna P-BupTtyanusaymsa, KoTopble MOXHO WU3MEHUTb HaXaTUeM

KHonku [...].

o OOCTYnHblI O6LW,Me HaCTPOUKU MoAYNA 1A onpefenieHnsa 3HadYeHnsa napameTpos
BOCCTaHoOBNEeHMA (PucyHok 22):
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OBwwe HacTpoikK Moayna: Restore task

worker parallelism 8 -+

3Ha4YeHMA No YMONHaHWD

PucyHok 22. OkHo Ob6Lme HacTPOMKU MOAY NS NPU BOCCTAHOBEHNM (3HaYEeHMEe NO YMOYaHMIo)

o napameTp worker_parallelism 3agaeT KonMyecTBO MOTOKOB, KOTopble 6yayT
yyacTBOBaTb B NpoL,ecce BOCCTAaHOBMEHMS B/I0KOB faHHbIX pecypca;

o MPW aKTMBaLUUK NepeknroYvaTens «BocCcTaHOBUTb Ha LLe/IeBOM pecypce» pe3epB-
Hasa KonuAa byaeT pasBepHyTa B Nanky, ykasaHHyto B nosie «KaTtanor pacrnakoBku»
N Ha y3ne nporpaMmMHOro kommnnekca P-BupTyanusauyus 6ypnet cosgaHa HoBas
BM c napameTpamu, 3agaHHbIMU TOHKUMW HacTponkamn moayna P-BupTtyanusa-
uma». B cnyyae peaktmBauumn nepekntodatena @ pesepBHas Konua 6yaeTt Boc-
CTaHOBJ/IeHa TOJIbKO B Nanky, yKasaHHYyto B none «KaTtanor pacrnakoBku»;

o FpaHynspHoe BOCCTAHOB/IEHNE He MOALEPXMUBAETCA B TEKYyLLEN BEpCUM MOLYNA
P-BupTtyanmnsauma. LOCTYnHO TONIbKO MOJSIHOE BOCCTAHOBJIEHWE OUCKOB BUPTY-
anbHOW MaLUUHbI.

4. MNMpoBepbTe X0[, BbINOSIHEHUS PE3ePBHOI0 KONMPOBaHUA B pasgene 3apauum. pn
YCMNEewHOM 3aBepLUEHNUN BOCCTAHOBMEHUA pe3epBHON KOMUKM COOTBETCTBYHOLLAA
3aja4a Ha BOCCTaHOB/eHMe nepengeT B ctatyc «Done» (BbIMOMHEHO).

5.7. Pe3epBHOe KonupoBaHue U BOCCTaHOBJIEHUE C
NMOMOLLLbIO YTUWINT KOMaHAHOU CTPOKMU

MNogpobHoe onucaHwe paboTbl C yTUAUTAMU MPUBELEHO B LOKYMEHTe «YTUNUTbI
KOMaHgHon cTpoku RuBackup».

B naHHOM nopgpasgnene npuseneHbl NpuMepbl NCNosib30BaHUA YTUINT.
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5.7. Pe3epBHoe KonnpoBaHne N BOCCTaHoOBNEHNE C MOMOLLBbKO YTUNUT KOMaHZHOM CTPOKM

5.7.1. Pe3epBHOe KONMpoBaH1e C NOMOLL,bIO YTUJIUTDI

BbINONHWUTL pe3epBHOE KOMUPOBaHWE Ha KIIMEHTE Pe3epPBHOro KOMMPOBaHUSA C MOAYIEM
P-BupTyanusauma (C TOHKMMW HaACTpOMKaMn MOAYNSA), BbINOSHMB B TepMuHane
KOMaHZy:

sudo rb_archives -c <resource> -m rvirt_vm -e backup_if_shutdown:yes

roe:

e MapamMeTp -c yKasbiBaeT pe3epBupyemMyto BM, <resource> — Ha3BaHWe pe3epBupy-
€MOW BUPTYyanbHOW MaLUUHbI.

[lna npocMoTpa AOCTYMHbIX PECYPCOB BbINOHUTE B TEPMUHANE KOMaHAY:

/opt/rubackup/modules/rb_module_rvirt_vm -1

e MapamMeTp -m yKasblBaeT UCMOJb3YyEMbI MOAYb, <rvirt_vm> — Ha3BaHWe MOAYNS,
AN MPOCMOTPa OOCTYMHbIX MoAyNel BbIMNOHATE B TepMUHane Ha knveHTe PK
KOMaHpay:

rb_archives -L

e MapamMeTp -e yKasblBaeT NapamMeTpbl Moaynsa (nogpobHee o napameTpax cM. [1pu-
noxexHue b, lNpunoxxeHue B.

5.7.2. BoccTaHOBNEeHME pe3epBHOW KOMUU C MOMOLLLbIO YTU/IUTbI

LleHTpannsoBaHHOe BOCCTaHoBMeHMe BM un3 pe3epBHOW KOMUM BO3MOXXHO Mocpen-
CTBOM YTUNNTbI KOMaHOHOW CTPOKN rb_repository.

JlokanbHoe BoccTaHoBneHne BM wun3 pesepBHOM Konun Ha KnneHTe PK BO3MOXHO
NOCPeAcTBOM YTUIUT KOMaHAHOM CTPOKN rb_archives.

BbINONHUTBL NOKanbHOE BOCCTaHOBMIEHNE Pe3epBHOMN KOMUK (c HacTponkamMu mogynsa P-
BI/IpTyaJ'II/ISaLI,I/IFI) Ha KJIMEHTE PeE3EPBHOIo KOnMpoBaHmMA:

rb_archives -x <id> -d <restore_path> -e
keep_original_vm_uuid:t,mac_address:<some_addr>

roe:

e MapaMeTp -X YKa3blBa€T Ha BOCCTaHOBJIEHNE PK nnn uenoyku pPe3epBHbIX Konun,
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<id> — MaeHTUPUKaToOp BOCCTaHABIMBAEMOW PE3EPBHOI KOMUN.

[Ona npocMmoTpa id BCex pesepBHbIX KOMUI, BbINOSIHEHHbIX TEKYWUM KineHTom PK,
BbINOHUTE B TepMUHane knmeHTta PK komaHgy:

rb_archives

e NapameTp -d yKasblBaeT NoKaslbHblA KaTanor BOCCTAHOBEHUS PE3epPBHOM KOMuN,
<restore_path> — MOMHbIN NYTb [0 JIOKANbHOIro KaTanora BoccTaHoBneHus PK;

e NMapaMeTp -e YKasblBaeT nMapameTpbl MOAOYNA nNpu BOCCTaHoBAeHun PK,
keep_original_vm_uuid:t — napameTp co3faHua HoBo BM B nporpaMMHOM KOM-
nnekce P-Buptyanusauma c¢ ungeHtupukatopom UUID umcxopgHon (opurnmHanbHOM)
BM; mac_address:<some_addr> — MAC-agpec ceTeBoro obopygoaHnus. lNogpobHee
0 AOMYCTUMbIX 3HaYEHNAX CMOTPW noAapasgen Pasaen 5.6 HaCTOAWEro 4OKYMeHTa.

5.7.3. MpocmoTp ouepenm 3apay C NOMOLLbLIO YTUINTDI

OTcnexuBaTb BbinosiIHeHNe Bcex 3agay CPK RuBackup BO3MOXHO MocpencTBOM yTU-
NNTbl KOMaHOHOW CTPOKKU rb_task_queue, BbINOMHWB KOMaHAy B TepMuHane Ans npo-
CMOTpa BCex 3agau:

rb_task_queue -v

OTcnexwuBaTb BbINOMHEHME 3a4a4 Ha KI/MEHTE pe3epBHOro KonmpoBaHMA BO3MOXHO
nocpeacTBoM YTUINTbI KOMaHgHoMn CTPOKHU rb_tasks, BbINOSHUB KOMaHAay B TepMunHarne
On4 nNnpocMOoTpa 3adayd, BblMOJIHAEMDbIX TEKYLWNM KITMEHTOM PK:

rb_tasks -v
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naBa 6. YaoaneHue

YpoaneHue Mmoaynsa npoumsBoanTca TONIbKO BMecTe ¢ knmeHToM PK RuBackup. lMpoue-
aypa yganeHunsa knueHta PK RuBackup npuBegeHa B okyMeHTe «CUcTeMa pe3epBHOro
KONMpoBaHWA U BOCCTaHOBNEeHWA AaHHbIX RuBackup. PykoBoacTBO Mo ycTaHOBKE WU

OOHOBEHUIO».
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NMpunoxeHue A: lNpumep NUCTUHra
KoOHUrypauuoHHoro ¢pamna knmeHta PK
RuBackup /opt/rubackup/etc/config.file

centralized-recovery yes
remote-replication yes
use-local-backup-directory /rubackup-tmp
node client

who-is-primary-server ubuntu20-eb2
client-inet-iterface bro
deduplication-task-memory 268435546
logfile /opt/rubackup/log/RuBackup.log
parallelizm_medis 8

parallelizm 8

parallel-tasks 2

rbd_algorithm sha2

rbd_block_size 16384

rbd_hash_lenght 256
client-shutdown_scenario cancel-if-tasks
use-product-uuid false
use-ip-instead-hostname false
reconnect-period-count 3
reconnect-period-timeout 20

reconnect-count 3
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reconnect-timeout 5

digital-signature yes
digital-sign-hash shail
monitoring-client yes

used-ip-version ipv4
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NMpunoxxeHue b: 06w Me HacTPpoOUKU MoaynAa
npu pe3epBHOM KONMUPOBaHUMN

KHonka O6wue HacTPOMKM MOAYNA MpefocTasBnseT cleaywolme napamMeTpbl AN
HaCTPOMNKN MHOrOMOTOYHOIr0 pe3epBHOro KonnposaHua (PrcyHok 23):

Obwwe HacTpoikw Mmooyna: Urgent backup

worker parallelism B - -
enable multithreading
enable flexible dedup

network_parallelism 8 -+

3HA4YeHWA MO YMON4YaHWIo

PucyHok 23. OkHo O6ume HaCTPOMKK MOAYNSA (3HaYEeHUs Mo YMOTYaHWIO)

e napameTp worker_parallelism 3agaeT KonMYyecTBO NOTOKOB, KOTOpble ByayT obpa-
6aTblBaTb M AeaynnnmumpoBaTb 6/10KM OaHHbIX pecypca;

o akTuBMpynTe @ nepeknoyaTtens enable_multithreading nna MHoronoTo4yHown
nepefaydn AaHHbIX C UCMOJSIb30BaHMEM CETEBbIX MOTOKOB B KOSIMYECTBE, YKa3zaHHOM B
napameTpe network_parallelism;

o akTmBupynTe @ nepeknoyaTens enable_flexible_dedup gns wcnonb3oBaHus
HeCKosbKMUX Tabnuy aefynivkaumm BMeCTO Of4HON. Mcnonb3yeTca BMeCcTe C nepe-
kntoyatenem enable_multithreading 117 NoBbIWEHNS CKOPOCTU Pe3epBHOMO KOMu-
pOBaHUS;

e napameTp network_parallelism 3agaeT KonmM4yecTBO NOTOKOB, KOTOPble ByayT nepe-
AaBaTb 6/I0KN flaHHbIX Ha MeguacepBep. Bnoku, NoAroToBMEHHbIE WOorker NOTOKaMMU,
cobuparoTcsa B bydepbl, KOTOpble OyayT nepefaBaTbCs Ha cepBep. Pasmep bydepa
no ymonuyaHuo coctasnseT 100 M6, HO ero MOXHO U3MeHUTb B daine rbfd.cnf '8
3Ha4yeHun napameTpa parcel-size. [1pn yBennyeHnn pasmepa bydpepa MmoxeT 6biTb
npeBbllleH pacxopn namMATU, 3afaHHbI NapaMeTpoM memory-threshold B KOHOUry-
paLMoHHOM ¢aisie OCHOBHOro cepeepa /opt/rubackup/etc/config.file.
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MNpuBeféHHble HACTPOWKW LOOCTYMHbl TakXe B KOHOUrypauuoHHOM danne
OCHOBHOIO cepBepa /opt/rubackup/etc/config.file.

[1] MogpobHee 0 CO3AAHUM [AHHOMO KOHGUrypaLMOHHOrO daiina CMOTpKM B OKYMeHTe «CUCTEMa Pe3ePBHOMO KOMMPOBaHMUSA 1 BOC-
CTaHOBMEHNs faHHbIX RuBackup. PyKOBOACTBO CUCTEMHOMO agMUHUCTpaTOpas.
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MK P-BupTyanusauus

NMpuno)xeHue B: TOHKMe HaCTPOUKU MOAY NS
npu pe3epBHOM KONMUPOBaHUMU

Tabnuya 5. ToHKWe HaCcTPonKu Moaynsl P-BupTyanusayus rnpu pesepBHOM KOMUPOBaHUN
MapameTp OnucaHue

backup_if_shutdown Bkn

Pa3pelmnTb BbINOHEHNE PE3ePBHOrO0 KOMMPOBAHWUS BUPTYasb-
HOW MaLUWHbI, €CNIN OHa BbIK/IKOYEHa.

Bbikn

Pe3epBHOE KOMMPOBaHWE BbIKIKOYEHHON BUPTYanbHOW MallUHbI
6yOeT 3aBepLIEHO C OLUNBKON.

[aHHan ¢yHKUMA No3BONSET 3alUTUTb KOHCUCTEHTHOCTb AaHHbIX
NPy pe3epBHOM KOMMUPOBAHMM BUPTYanbHOW MaLlMHbI.

script_before_snapshot [MonHbIM NYTb K UCNONHAEMOMY ¢Ganny BHYTPU pesepsupyemon BM,
KOTOpbIA ByaeT 3anyLeH nepepg co3gaHnemM CHUMKa cocTossiHUs BM

script_after_snapshot MonHbIN NYTb K UCNONHAEMOMY ¢alnny BHYTpU pesepsrpyemMon BM,
KOTOpbIN ByaeT 3anyL,eH Nocse co3faHns CHMMKa COCTOAHUA BM

execution_script_timeout Bpems B cekyHOax, B TEYEHME KOTOPOro MOAY/b OXUAaeT BbINos-
HEeHUA CKPUNTOB BHYTPW BUPTYanbHOW MallMHbI 40 W NOcre co3fja-
HWA MTHOBEHHOI0 CHMMKa COCTOAHUA

3HaueHMsa No YMOJIYAHUIO OYMLLLAEeT MNOMA NapamMeTpoB M UCMOSb3yeT 3HaYeHUs napa-
METPOB MO YMOJTYaHWIO.
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NMpuno)xeHue I': TOHKUe HaCTPOMUKU MoAYNA
npu BOCCTaHOBJIEHUMN

Tabnuya 6. ToHKWEe HacTporku Moayna P-BupTyanusayus rnpv BOCCTaHOB/IEHN

MapameTp OnucaHue

Ucnonb3oBaTb Mocne cHATUA ¢nara [OCTYMHbI NapamMeTpbl TOHKOW HacTponku mogyns P-
HacTpOWKMU no ymonya- BupTyanusauus

HUI0

keep_original_vm_uuid Bkn

CospaTtb npu BoccTaHoBneHun Hoeyto BM B ¢ UUID-ngeHTndmnkaTtopom
ncxogHom (opurmuHanbHon) BM. Ecnu ncxogHas BM He 6bina yganeHa, 10
3aja4da BOCCTaHOBJIEHUA pe3epBHON KoMun ByaeT 3aBeplleHa C owmnb-
KOMn.

Bbikn
UUID HoBOW BUPTYanbHOM MaLUUHbI ByaeT creHepupoBaH Npou3BObHO.

o MapaMeTp BOCCTaAHOBNEHUA keep_original_vm_uuid Heo6xo-
AMMO MCMONb30BaTb TOMbKO ECNM OpUrMHanbHas (McxopHas) BM
Oblna paHee yganeHa nnm ogHOBPEMEHHO C remove_original_vm

mac_address YcTtaHoBuTb MAC-agpec cosgasaemMon BM.

NEW

MAC-agpec 6ygeTt creHepupoBaH M NPUCBOEH MPOrpaMMHbIM KOMMNEK-
coM P-BupTyanusaumsa B COOTBETCTBUM C KOJTMYECTBOM CETEBLIX UHTEP-
¢dencos ucxogHom BM.

<nycTo>

To e camoe, 4YTO Npu 3HaYeHN ORIGINAL .

ORIGINAL

MAC-agpec 6yaeT MaeHTMYeH ucxogHom (opurmnHanbHon) BM B cooT-
BETCTBMU C KOJIMYECTBOM CETEBbLIX MHTEPHENCOB UCxoaHom BM.

<noJjib3oBaTeJIbCKOe 3Ha4YeHue>

dopmaT BBOOA 3HauyeHUA: 12 CMMBOJIOB, TONbLKO YMCNa WM 3arfiaBHble
6yKBbl aHrInnckoro andasuta. CosgaHHaa BM byneT umeTb oguH ceTe-
BOW UHTepdenc.
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MK P-BupTyanusauus

MapameTp

new_vim_name

remove_original_vm
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Onucanue

3apaTtb HOBOe UMA Ana BM, cosgaBaeMoi B npoLlecce BocCTaHoBNeHUs PK.

B xope BoccTaHoOBNEeHNs (neped cosgaHnemM HoBol BM) OyaeT BbinosiHeHa
npoBepka Hannuyusa BM ¢ UCXOAHbIM UMEHEM UNU UMEHEM, 3afaHHbIM 3TUM
napamMmeTpoM. Ecnn BM ¢ TakuM MMEHeM cyl,ecTBYeT, TO K 3TOMY UMEHU
oyneT pobasneH LunppoBoM NOCTOUKC 1 BygeT BbiNOHEHA NOBTOPHAA Npo-
BepKa Hanmumna BM ¢ o6bHoBMEHHbIM MMeHeM. B utore gnsa Hoson BM 6yaeTt
noaobpaHo He3aHATOE UMSA.

MapameTp He 3apaH

B kayecTBe OCHOBbI 019 UMEHWN BOCCTaHaBnmMBaemMmon BM ucnonbayeTtcs
nMs ncxogHom BM.

MapameTp 3apaH
B KayecTBe OCHOBbI AN MMEHM BOCCTaHaBnMBaemMon BM ncnonbsyetcs
3afaHHoe UMs.

YoaneHve WCXOA4HOW BMPTYyalbHOM MallMHbl MPUW BOCCTAHOBAEHUU U3
pe3epBHOI KOMUM.

Bbikn

Mpn BoccTaHoBNeHMn PK ¢ pasBepTbiBaHMEM HanuMuve ncxogHonm BM Ha
nnatdopme BUPTYyannsauum He NpoBepseTCs.

Bkn

Mpn BoccTaHoBNeHMM PK ¢ pasBepTbiBaHMEM Hanuvuve ncxogHonm BM Ha
nnatdopme BUPTyanmsauum nposepsetcs. Ecnu ncxogHas BM HanpgeHa,
OHa ypganseTcs.

aToT napameTp MO>HO MCMoNb3oBaThb B coyeTaHunn C
keep_original_vm_uuid: TakK Kak ucxopgHaa BM ypanseTca B cnydae
Hannuua, To UUID aTton BM 6onee He 3agencTBOBaH Ha nnatdopme Bup-
Tyanusauun, n BM, cosgaBaemMasa B npolecce BoCCTaHoOBMeHUA ns PK,
MOXeT UCMofib3oBaTb UcxoaHbin UUID 6e3 KOHONINKTOB.

Mo ymonyaumio

Bbikn
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