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B atom OOKYMEHTE OMNNCaHbI:

e MNOAroTOBKA N YCTaHOBKa MOAYNA pe3epBHOro KONMpPoBaHMA U BOoCCTaHOBNeHNA SAP
HANA pns CPK RuBackup,

e HEKOTOpble CLieHapum pe3epBHOro KONMPOBaHUA U BOCCTaHOBJIIEHUS.
[lOKYMeHT npefHasHayeH ansa agMuHuctpatopos CPK RuBackup.

[JOKYMeHT npepnonaraeTt, 4YTo umTaTenb obnajaeT HaBblkaMW agMUHUCTPUPOBAHMUA
onepaumoHHbIX CUCTEM ceMencTBa Linux n 6a3 gaHHbIx SAP HANA.
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SAP HANA

naBa 1. O6Lw e cBegeHun

1.1. HazHauyeHue

Mopaynb SAP HANA nossonseT CPK RuBackup BbINOMHATL pe3epBHOE KONMpoBaHue U
BOCcTaHoBNeHue 6a3 gaHHbix CYB][] SAP HANA.

1.2. Tpe6oBaHUA K NpOrpaMMHbIM CpefcTBaM

[na ocywecTBNeHUs pe3epBHOro KONMPoOBaHNA U BOCCTAHOBIEHUS JaHHbIX C MOMOLLbIO
moayna SAP HANA Ha y3ne Heobxogumo npenycTaHoBEHHOE nporpaMMHoe obecne-
YyeHue:

OpfHa 13 64-6UTHbIX OMepaLnOHHbIX CUCTEM:
o SUSE Linux Enterprise Server 15;
o Red Hat Enterprise Linux 8;
o Red Hat Enterprise Linux 9.

CYbB SAP HANA Bepcuun 2.4 v Bbllle;

PekomeHayem npu HacTporke CYB[ SAP HANA He BkmtoyaTbh wudpoBaHme
AaHHbIX B wn xypHanoB (napameTp Encryption of Data and Log
Backups). Ecnu wunopoBaHne BKKOYEHO, TO BOCCTAHOBUTb 6a3sy AaHHbIX,
KOoTopasa Oblnia yaaneHa rnocne BbINOMHEHUA pe3epBHOW KOMuW, He Mnony-
ynTCH.

KnueHT pesepBHOro konuposaHna RuBackup;
Mogynb SAP HANA.

Pe3epBHOe KOMMpoBaHWe M BOCCTaHOBNEeHWe 6a3 faHHbIX BbIMOIHAETCA BCTPOEHHOW B
CYB SAP HANA yTtunutoin hdbsql, koTopas fOJIKHA ObITb YCTaHOBMIEHA Ha y3Nne Kn-
eHTa RuBackup.

[Ona ynpaBneHnsa pesepBHbIM KOMMPOBaHMEM W BOCCTaHoBneHneM 6a3 gaHHbix CYB/[
SAP HANA pekoMeHOyeM WUCMonb3oBaTb MporpamMmHoe obecneyvyeHne MeHenxep
AamuHncTpaTtopa RuBackup (RBM) (RuBackup Manager (RBM)).

1.3. Pe3epBupyemMbie flaHHble

e pesepBHble konun gaHHbiXx CYB[ SAP HANA,
e pesepBHble Konun XypHanos TpaH3akuumn CYBL SAP HANA.

dannbl pesepBHbIX KONUA GOPMUPYIOTCH BCTPOEHHON YTUINTON hdbsql B HACTPOEHHOM
BPEMEHHOM KaTarore.
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https://docs.rubackup.ru/RBMManual/2.5.7.0.0/

1.4. Tvinbl pe3epBHOro KONMpPoBaHUSA

lMonaBwwne B PK gaHHble v XypHanbl TpaH3akUUin yoanaoTCca Nocnie yCnewHoW 3arpysku
PK Ha Mepunacepsep.

1.4. Tunbl pe3epBHOro KOnNMpoBaHus
Mogynb SAP HANA nopaep>XuBaeT clefyroLwme TuUnbl pe3epBHOro KONMpoBaHUA:

e MOJIHOE;
e NHKPEMEeHTalbHOE;

o anodepeHymnanbHoe.
MogpobHee 0 TUNax pe3epBHOro KOMMPOBAHUA CM. B ApPXUTEKTYPa U MHOpacTpyKTypa.

B oaTOM AOKYMeHTe npuBefeHbl MHCTPYKLUMK No co3gaHmio PK ¢ noMoLbio NporpamMmsl
MeHenxep AamuHucTpatopa RuBackup (cMm. Paspen 6.1) U yTUAUTbl KOMaHAHOM
CTPOKW rb_archives (cM. Pasgen 6.2).

1.5. Tunbl BOCCTaHOBJIEHUA A aHHbIX

Moaynb SAP HANA noppepXxuBaeT chnegyrowme Tunbl BOCCTAHOBJIEHUA pPe3epPBHbIX
KOMun:

e MONHOE BOCCTaHOB/EHNe 6a3 AaHHbIX HA MOMEHT BbIMOSTHEHUSA PE3EePBHOIr0 KOMUPO-
BaHUA;

e BOCCTaHOBJ/IEHWNE Ha 3aflaHHbIA MOMEHT BpeMeHU (point-in-time recovery).

1.6. Cnoco6Obl BOCCTaHOBJIEHUA AaHHbIX

CPK RuBackup noppep>uBaeT cneaywouwme cnocobbl BoccTaHoBnenma CYB[ SAP
HANA:
e LleHTpann3oBaHHOEe BOCCTaHOBMIEHMNE C MOMOLLbHO:

o nporpamMmbl MeHegxep AaMuHUCTpaTopa RuBackup (cM. RuBackup Manager
(RBM));

o YTUNUTblI KOMaHOHOW CTPOKN rb_repository (cM. rb_repository).
¢ JlokanbHO€E BOCCTaAHOBJIEHNE Ha KITMEHTE PE3EPBHOI0 KOMMPOBaHNA C MOMOLLbHO:
o nporpammbl MeHeaxxep KnneHta RuBackup (cm. RuBackup Client (RBC));
o YTUNUTbI KOMaHOHOW CTPOKN rb_archives (cM. rb_archives).
B aTOM gokKyMeHTe npuBefeHbl MHCTPYKLMN NO BOCCTaHoBMeHUO PK ¢ nomolybto npo-

rpaMmmbl MeHegxep AgmuHucTpaTtopa RuBackup (cMm. Pasnen 7.1) U yTUAUTbI KOMaHA,-
HOM CTPOKU rb_archives (cMm. Paspgen 7.2).
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https://docs.rubackup.ru/General/2.5.7.0.0/architecture/
https://docs.rubackup.ru/RBMManual/2.5.7.0.0/
https://docs.rubackup.ru/RBMManual/2.5.7.0.0/
https://docs.rubackup.ru/Cli/2.5.7.0.0/rb_repository/
https://docs.rubackup.ru/RBCManual/2.5.7.0.0/
https://docs.rubackup.ru/Cli/2.5.7.0.0/rb_archives/

SAP HANA

1.7. KoMnnekT NnoCTaBKM

OucTtpubyTtme moaynsa SAP HANA CPK RuBackup nocTaBnseTcs B BMAe rpm-nakeTa C
MMeHeM rubackup-sap-hana-<version>.x86_64.rpm, rge <version> — HOMeEp Bepcuun
NOCTaB/IAEMOro Mogyns.
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2.1. MopgrotoBKa K yCTaHOBKe MOoAYy NS

naBa 2. YcTaHOBKaA

2.1. NMoarortoBKa K ycTaHOBKe Moayns

Ha ysne ¢ yctaHoBneHHon CYB[ SAP HANA ponXeH 6biTb pasBEPHYT (CM. YCTaHOBKaA
NnakeToB) M HacCTpPoeH (cM. HacTporka knmeHTa PK) KIMEHT pe3epBHOro KonMpoBaHUS,
NOAKNKOYEHHbIN K OCHOBHOMY cepBepy CPK RuBackup.

Ecnu Bbl nnaHnpyeTe BOocCTaHOBeHWe 6a3 faHHbIX Yepe3 MeHegxxep agMUHUCTpaTopa
RuBackup (RBM), BKOUMTE Ha Y3Me KIMEHTa Pe3epBHOro KONMpPoBaHNA GYHKLUKO LEeH-
Tpann3oBaHHOrO BOCCTaHOBNEHUSA.

OyHKUMA  LEeHTPann30oBaHHONO  BOCCTaAHOBMIEHMS  ynpaBnseTcs napameTpom
centralized-recovery KOHQUrypaumoHHoro ¢amna /opt/rubackup/etc/config.file Ha
y3/e K/IMeHTa:

BknroyeHue 4eHTpaan3oBaHHOro BoccTtaHoBsieHns ( /opt/rubackup/etc/config.file)

centralized-recovery yes

2.2. YcTaHOBKa Moaynsa
Ha noaroToBJ/IEHHOM Y3J1€ KJIMeHTa pe3epBHOINo KonmpoBaHUA:

1. OcTaHOBUTE CepBUC KNIMEHTa pe3epBHOro KonuposaHna RuBackup:
sudo systemctl stop rubackup_client.service

2. BoinonHuTte yctaHoBky moayna SAP HANA CPK RuBackup pns Bbi6paHHon OC:

o Red Hat Enterprise Linux:

sudo yum install ./rubackup-sap-hana-<version>.x86_64.rpm
o SUSE Linux Enterprise Server:

zypper install ./rubackup-sap-hana-<version>.x86_64.rpm

roe <version> — HoMep Bepcum mogyna SAP HANA CPK RuBackup.

B xoge ycTaHOBKM MOAYMs BbIMOMHAKTCA pacnakoBKa M HacTpoMKa nakeTa MoAyns
SAP HANA rubackup-sap-hana.
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-install-packages/
https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/client_linux/client-configuration/

SAP HANA

B pesynbTaTte ycTaHOBKM nakeTa mopyna SAP HANA B cuctemy 6yayT pobaBreHbl
¢dannbl, NpuBeneHHble B TabnuLe:

Tabnuya 1. lNepeyeHb ycTaHaBINBaEMbIX B CUCTEMY palifioB

PacnonoxeHue Ha3HauyeHue
/opt/rubackup/etc/rb_module_sap_hana.conf ®ann HacTpoek Mmoayna SAP HANA CPK
RuBackup
/opt/rubackup/modules/rb_module_sap_hana WcnonHaembln ¢pann mopyna SAP HANA CPK
RuBackup

2.3.Nocne ycTaHOBKMU
Nocne YCTaHOBKWM MOAYNA:

1. HacTtponTte napameTpbl B danne HacTpoeK
/opt/rubackup/etc/rb_module_sap_hana.conf mogyna SAP HANA (cm. Paspgen
10.7).

2. [lepesanycTunTe cepBUC KNIMEHTa pe3epBHOro konmposaHuna RuBackup:

sudo systemctl restart rubackup_client.service

2.4. Kputepumn ycnewHoOCTU YCTaHOBKMU

06 ycnewHomn yctaHoBKe U HacTponke moayna SAP HANA cBuOeTenbCTBYET 3arnncb O
€ero ycnewHom rnpoBepke KIIMEHTOM pe3epBHOro KonnpoBaHua (.. module 'SAP HANA'
was checked successfully) B XypHane cobblTun /opt/rubackup/log/RuBackup.log.

Ecnn B XypHane cobbiTuin /opt/rubackup/log/RuBackup.log agmMuHucTtpatop CPK
BUANT owKnbKy, coobLiarolwyo 0 HenpaBunbHOW KoHdurypauum mopyna SAP HANA,
npoBepbTe HAaCTPOWKK B panne /opt/rubackup/etc/rb_module_sap_hana.conf, Bbinon-
HWB Ha y3Ne KNMeHTa pe3epBHOro KOMMPOBaHNA KOMaHAy:

/opt/rubackup/modules/rb_module_sap_hana -t

Ecnn owmnbka He nopgpaeTcsa aHanusy, TO obpaTUTeCb B CEPBUC TEXHUYECKOW Mopg-
nepXxku RuBackup ¢ npepgocTtaBneHnemM BCen HeobxoammMonm MHGopMauum No BO3HUK-
lwen npobneme Ha obdmymanbHOM canTte hitps://support.rubackup.ru/bugzilla.
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https://support.rubackup.ru/bugzilla

3.1. AnropuTMBl 3aLlMTHOro npeobpasoBaHus

naea 3. 3aWMTHOE NpeobpasoBaHue
pe3epBHbIX KOMUX

[Mocne BbINOMHEHNA Pe3epPBHOr0 KOMUPOBaHUA pe3epBHble KOMUU MOTyT ObiTb 3awng-
pOBaHbl Ha y3Me KNneHTa. 3alluleHHble AaHHble 6yayT HeLOCTYMNHbI A8 agMUHUCTPa-
Topa CPK RuBackup vinu gpyrmux nuy, Kotopble MOrnu 6ol Nony4YnTb AOCTYMN K pe3epB-
HOWM KOMUMW.

3awnTHOE npeobpasoBaHme ocylecTBseTcs Bxoaswen B coctas CPK RuBackup yTu-
anTon rbfd (CM. YTunuTel KomaHgHou cTpoku). Koy gna sawmnTtHoro npeobpasoBaHms
pe3epBHbIX KOMUA XPaHUTCHA Ha y3ne KNneHTa B ¢anne /opt/rubackup/keys/master-
key .

[locTynHble anropuTMbl 3alMTHOrO NpeobpasoBaHus cM. B Pasaen 3.1.

3.1. AnropmMTMbl 3aLLLUTHOro Npeo6pasoBaHua

B knacTepHon cepBepHON rpynnMpoOBKe MNP BOCCTAaHOBEHNM 3allndpoBaHHON pe3epB-
HOM KOMUW Ha AOPYroM KIUEHTEe rpynnupoBKM HeobXogMMO MCMNONb30BaTb TOT XXe
MacCTep-KNY KNIMeHTa, C MOMOLLLbKO KOTOPOro fgenanacb AaHHasa Konus.

Tabnuya 2. AnropuTMbl 3aLMTHOIO NpeobpasoBaHns, OCTYMHbIE B yTUANTE rbfd

Anroputm MopnepxuBaemas ANvHa MpumeyaHue
KJova, ouTt
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpauHCK1 HaLMOHasbHbIN
cTaHpapt ACTY 7624:2014
Kuznyechik 256 Poccuinckuin HaumoHanbHbIN
ctaHgapT NOCT P 34.12-2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption
Standard (AES)
Serpent 128, 256
Simon 128
SM4 128 Kntancknim HauMoHanbHbIA CTaH-
0apT ona 6ecnpoBOgHbIX CeTen
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256
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https://docs.rubackup.ru/Cli/2.5.7.0.0/
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Threefish

SAP HANA

naea 4. Co3paHue npasuna B rno6anbHoM
pacnucaHum

[ns BbINOMHEHUA perynspHoro (Nepnoamnmyeckoro) unm CPoYHoro (pasoBoro) peseps-
HOro KOMMpPOBaHMSA No NpaBuy HeobxogMMo cosfaTh NpaBwuio B rnobanbHOM pacnuca-
HUW.

MpaBuno coaepXxuT B cebe HacTPONKK, HeEOBXOAMMble A Pe3epPBHOro KOMMPOBaHMUS
Tpebyemoro pecypca.

1.

MepengnTte B pasgen E| Mo6anbHOEe pacnucaHue N HaXxXMuTe (Ao6aBuTb).
OTKpoeTcsa ¢opmMa co3faHMsa HOBOIO nNpasusia rnobanbHOro pacrnmcaHus.

BBeauTe nmsa cosgasaemoro npasuna B MapameTpbl npaBuna.

BbibepuTe 13 cnncka KnueHT y3en KnmMeHTa, Ha KOTOPOM YCTaHOBJIEHa pe3epBupye-
Mas 6asa AaHHbIX.

BbibepuTe U3 cnncka Tun pecypca SAP HANA.

5. HaxxmuTe [...] B none Pecypc v BbibepuTe N3 CNUCKa pesepBupyemyro 6asy gaHHbIX.

8.

BbibepuTte 13 cnucka Tun PK TN pe3epBHOMN KONUN. BO3MOXHbIE 3HAaUYEeHUSA:
o MOJIHaA,
o MHKPEMEeHTanbHas,
o anodepeHymnanbHas.

Mpn Heob6XoAUMOCTW 3afanTe [OOMNOoNHUTENbHble napamMeTpbl npasBuna  (Cm.
RBMManual:ROOT:page$add_global-schedule.pdf), B ToM umucne nepuognyHoCTb
€ro BbINOJIHEHMSA.

Haxmute v/ MpUMEHUTb /19 COXPaHeHUs npasuna.

CospgaHHoe npaBusio NOABUTCA B CMIUCKE NpaBusl:

e pasgen Q O61bekTbl - BkNaaka MNMpaBuna,

e pasgen El Mo6anbHOEe pacnucaHue.

Ecnu npu cospgaHun npaBuna ycTaHoBreH ¢nar BkmouuTb nocne cosgaHua ©,
co3faHHoe npaBuno byaeT UMeTb cTaTyc run.

Ecnu npu cosgaHun npasuna ¢nar BkmounTb nocne cospgaHua @ CHAT, co3faHHOe
npaBuio 6yaeT MMeTb cTaTyc wait.
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RBMManual:ROOT:page$add_global-schedule.pdf

5.1. PesepBHOe KonmpoBaHue

naea 5. lNpouecc pe3epBHOro KONUPOBaHUA U
BOoccTaHoBN1IeHUs 6a3 faHHbIX CYB][l SAP
HANA

5.1. Pe3epBHO€ KONUpoBaHue

CospanTe 3ajayy pesepBHOro KkonnposaHua pecypca CYB[L SAP HANA ogHuM n3 cno-
coboB:

e C nomouwbto MeHeaxxepa AgmmnHucTpaTopa RuBackup (RBM) (PesepeHoe Konnposa-
Hue Yepe3 MeHeaxxep AgMunHucTpaTopa RuBackup);

e C MOMOLLBI YTUINT KOMaHAHON CTPOKWN (Pe3epBHOE KOMMPOBaHNE C MOMOLLLI YTHU-
NNT KOMaH0 CTPOKM).

5.1.1. NonHoe pe3epBHOE KONUpoOBaHUe

lMocne 3anycka 3ajayv Ha co3faHue MnosiHoM pesepBHOM Konum 6a3 gaHHbix CYB[, SAP
HANA:
1. Mogynb SAP HANA 3anyckaeT KoMaHAy Ha co3faHue PK BbibpaHHOM 6a3bl AaHHbIX.

2. CYBl SAP HANA cospaet PK (npoucxoguT 3anucb pesepBUPYEMbIX LaHHbIX B
nokanbHoe pannoBoe xpaHunuuie).

3. Mogynb SAP HANA sanpawwuBaeT n nonydyaet ot CYE[ SAP HANA meTagaHHble
cospgaHHom PK (snap).

4. Mopynb SAP HANA nepepaeT Ha Meguacepsep MeTagaHHble PK (snap).

5. RBFD nepepaeT 13 nokanbHOro ¢amaoBoro xpaHwnuwia Ha MeauacepBep co3faH-
HytO PK 1 BCe noru xypHana TpaH3akLun.

6. Mogynb SAP HANA ypanseT nepefaHHble AaHHble U3 NIOKasbHOro GansioBoro xpa-
HUAnLa.

CxemMa npouecca rnosiHoro pesepBHOro KonuposaHuA 6a3 gaHHbix CYB[ SAP HANA
npueefeHa Ha PucyHok 1:
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SAP HANA
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PucyHok 1. MNMpouecc cosganusa nonHon PK 6as gaHHbix CYBL SAP HANA

5.1.2. UHKpemeHTanbHoe u audPpepeHumnanbHoe pesepBHOEe KoOnMpoBaHue

[Mocne 3anycka 3agjayn Ha Cco3faHNe UHKPeMeHTaslbHou Wnn aunpoepeHymnasrbHou
pesepBHOM Konun 6a3 gaHHbIX CYB SAP HANA:

1.

Mopynb SAP HANA 3anpawwuvBaeTt n nonyyaet ot CYB SAP HANA v oT Meguacep-
Bepa MeTajaHHble npeabiayuwen PK.

Mopaynb SAP HANA nponssoguT Banuaaumo XXypHanoB TpaH3akLum.

3. Moaynb SAP HANA 3anyckaeT KOMaHAy Ha co3gaHue PK BbibpaHHOM 6asbl AaHHbIX.

4. CYB[] SAP HANA cospgaeT PK (MpoucxoauT 3anmncb pe3epBUPYEMbIX [AaHHbIX B

nokanbHoe ¢annoBoe xpaHunuiie).

Moaynb SAP HANA 3anpawwunBaeT u nonydaet ot CYB[ SAP HANA meTapaHHble
cosfaHHom PK (snap).

. Mogynb SAP HANA nepepaeT Ha Meanacepsep MeTagaHHble PK (shap).

RBFD nepepaeT 3 nokanbHOro ¢ansioBOoro xpaHunuuia Ha Megumacepsep co3faH-
Hyt0 PK 1 BCe noru xypHana TpaH3akLuun.

Moaynb SAP HANA ypanseT nepefaHHble faHHble N3 NoKanbHOro ¢annoBoro xpa-
HUAULWa.

CxeMa npouecca MHKpEMEHTas/IbHOro U AngoepeHLmnarbHOro pe3epBHOro KonMpoBaHus
6as paHHbix CYB[ SAP HANA npusefeHa Ha PUcyHOK 2:
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5.2. BoccTaHoBneHWe pesepBHON Konum

-~ SAP HANA | RuBackup Client | ___ SAPHANA  ammmmmnn ammmmnnnn RBEDY -
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PucyHok 2. Mpouecc co3gaHnsa MHKpemMeHTanbHon/gnddepeHumnansHon PK 6as gaHHbix CYB SAP HANA

5.2. BoccTaHoBJ/IeHUe pe3epBHOU KONUu

CospanTe 3agayvyy Ha BOCCTaHOB/IEHME pesepBHOM konuu pecypca CYBLO SAP HANA
04HMM 13 cnocobos:

e C nomowbto MeHepxepa AamMuHucTpatopa RuBackup (RBM) (BoccTtaHoenenue
pesepBHOM KoNun Yepes MeHeaxep AgMuUHuUcTpaTopa RuBackup);
e C MOMOLLBLID YTUINT KOMAHAHOW CTPOKM (BoccTaHoBMeHME pPEe3epBHOM KOMUM C

MOMOLLbIO YTUNUT KOMaHA0M CTPOKW).

[Mocne 3anycka 3agadn Ha BOCCTaHOBNEHNE pe3epBHOM Konun 6a3bl gaHHbix CYE[ SAP
HANA:

1. Moaynb SAP HANA 3anpawmBaeT C MeguacepBepa pe3epBHYO KOMUKO N ee MeTa-
AaHHbIE.
2. Mopynb SAP HANA nonyyaeT MeTafaHHble pe3epBHOM KONUM C Meanacepsepa.

3. RBFD nony4yaeT pes3epBHYIO KOMNUIO C MeanacepBepa v nepepaet ee B JIOKasibHOe
dannoBoe xpaHunuiie.

4. Mogynb SAP HANA 3anyckaeT KOMaHZY Ha BOCCTaHOBfieHMe 6a3sbl AaHHbIX U3
pe3epBHOM KOnuu.

Ecnn BKIHOYEHO BOCCTaHOB/IEHWE PE3epBHON KOMUM Ha LEeneBOM pecypce, TO
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MOZY/b OenaeT 3anpoc Ha aBTOMaTMYeCcKoe BOCCTaHOBJeHe 6a3bl gaHHbIX nocne
pacnakoBKUN pe3epBHOMN KOMuK.

Ecnn ykasaHa Toyka BOCCTaHOBMEHUS 6asbl AaHHbIX U3 PEe3epBHOM KOMUK, TO BOC-
CTaHOBJ/IEHME MPOUCXOAUT Ha YKa3aHHYH TOYKY BO BPEMEHM.

5. PesepBHaaA Konus BOCCTaHaB/MBaeTCA W3 JIOKalbHOro ¢annoBOro xpaHunuiuia B
CYB/[] SAP HANA.

Cxema npouecca BoccTaHoBneHns PK 6a3 pgaHHbix CYBO SAP HANA npuBegeHa Ha
PucyHok 3:

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ R”Bac’k“’p Client ~=mmm SAP HANA RBFD Ammmmmmm Ammmm ~=== SAP HANA
I

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

I
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ RuBackup Client <=~ SAP HANA [ poco S . - SAP HANA

PucyHok 3. MNpouecc BoccTaHoBneHns 6a3 aaHHbix CYBL SAP HANA
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6.1. PesepBHoe konnposaHne B RBM

naBa 6. Pe3epBHOE KONMpoBaHUe

6.1. Pe3sepBHOe kKonupoBaHue B RBM

MoapobHyo MHGOPMaLMIO O BbINOHEHUM PEe3epPBHOr0 KOMMPOBaHUA C nomolbio MO
MeHrenxxep AamuHucTpaTopa RuBackup (RBM) cm. B RuBackup Manager (RBM).

6.1.1. PerynapHoe pe3epBHOe KONUpOBaHUe

PerynﬂpHoe pe3epBHOE KOMMpoBaHWE BbIMNOJTHAETCA AOJ1A Ka>KAoro BKJ/IOYEHHOIo Mnpa-
BWNa B COOTBETCTBMUU C 3a4aHHON 3TUM MpPaBUIOM NepUOANYHOCTbHO.

[MpaBunio B cTaTyce run 0XXuaaeT BbINONIHEHMA B 3a4aHHYHO B HEM 0aTy n BpemMs.

MpaBwuno B cTaTyce wait NPUOCTaHOBNEHO U He ByaeT BbINOHATbLCA.

1.
2.

[MepenguTe B pasgen EI Mo6anbHOE pacnucaHue.

Ecnn Hy»XHOe MpaBuio Pe3epBHOro KOMUPOBAHWA €CTb B CMUCKe, NPpoBepbTe ero
cTaTyc.

Ecnun npaBunio B cTaTyce run, 0XXuganTte ero BbiMNo/IHEHUS.

Ecnu npasuno B cTaTyce wait, BblAeNUTe ero B CNUCKEe U YCTaHOBMTE Ha MaHenu
MHCTPYMeHTOB ¢nar Bkmountb @©, unu BbiGepuTe BbINOAHUTB B KOHTEKCTHOM
MeHIO 3TOro npaswuna. MpaBuno nepenaeT B cTaTyc run.

Ecnn npaBunio ¢ Hy>XHbIMWU HacTPoOMKaMM OTCYTCTBYET B CNUCKe MNpaBun, cosgante
npaBuno (cMm. [nasa 4). YéeauTech, YTO B CO3[,aBaeMOM MpaBuie ycTaHoBNeH nar
Bxkmountb nocne cosgaHusa ©.

BKtOUYEHHOEe MpPaBWUIO PE3ePBHOIO KOMUPOBAHUSA 6GyAeT BbIMNOMHEHO B GAMXAWLLIYO
3afaHHYIO ATy U BpeMs.

6.1.2. CpoyHoOe pe3epBHOE KONMpoBaHue no npasuny

CpoyYHOe pe3epBHOE KOMMPOBaHME MO3BONAET BbIMOMHUTL MPaBUIO PE3ePBHOro KOMu-
poBaHUs HemepaneHHo. CpoYHOe pes3epBHOE KOMMpOBaHME Mo npaBuny TpebyeT
HaCTPOEHHOro NpaBuna B rnobanbHOM pacnmcaHum.

1.
2.

[MepenauTe B pasgen El Mo6anbHOE pacnucaHue.

Ecnn npaBuno ¢ HY>XHbIMU HacTpoMKaMu OTCYTCTBYeT B CMUCKe NpaBwui, cosganTe
npaBuno (cMm. [1aesa 4). YéeguTecb, YTO B CO3[aBaeMOM npaBuie cHAT ¢nar Bkmo-
YuTb nocne co3gaHusa Q.

Ecnn Hy>HOe npaBuio pes3epBHOro KONMPOBaHWUS eCTb B CANCKE NpaBui, BblaennTe
ero B CMUCKe N HaXMuTe E] (BbINONHUTDB) B NaHeNN MHCTPYMEHTOB, UK BblbepuTe
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BbINONMHUTbL B KOHTEKCTHOM MEHIO 3TOro npasuna.

CpoyHoe pe3epBHOE KONMpoOBaHMe co3faeT 3afady B pasgene Ouepepb 3apav.

6.1.3. CpouHoe pe3epBHOe KonupoBaHue (6e3 npasuna)

CpoyHoe pe3epBHOE KonvpoBaHue (6e3 npasuia) HEMeAIEHHO BbINOMHAET pe3epBHOe
KOMMpOBaHWe BbIGpPaHHOro pecypca, HO He cosfaeT npaBufa B rnob6anbHOM pacnuca-
HUW.

. [Ans BbINONIHEHMA CPOYHOrO PEe3epPBHOr0 KonupoBaHusi B RBM BbibepuTe OAuH U3

cnocobos:

o B pasgesie O6beKTbl BbibepuTe KNMEHTa pe3epBHOro KONMpPOoBaHUA, Ha KOTOPOM
yCTaHOoBJIeHa pe3epBupyemMas 6asa faHHbIX, U HAXXMUTE i}. (CpouHoe PK);

o HaXXmuTe ﬁ (Cpounoe PK) Ha BepxHel naHenv RBM.
OTKpoeTca Gpopma CPOYHOrO PE3ePBHOrO KOMMPOBaHUA.

BbibepuTte 13 cnucka KnueHT ysen KNneHTa, Ha KOTOPOM YCTaHOB/IEHa pe3epBupye-
Masi 6a3a faHHbIX.

3. Bbibepute ns cnucka Tun pecypca SAP HANA.

HaxmuTe [...] B none Pecypc v BbibepuTe pesepBupyemMyto 6asy AaHHbIX.

5. M3 cnncka Tun PK BbibepuTe TN pe3epBHOMN KOMUN. BO3SMOXHbIE 3HAYEHUSA:

10.

o MosHas,
o MHKPEeMeHTanbHas,
o anodepeHymnanbHas.

M3 cnucka Myn BbibepuTe nyn oA CoOXpaHeHUs pe3epBHON Konuu.

N3 cnucka 3awmTHOE npeo6pasoBaHue MNpu HEOOXOAMMOCTU BbibepuTe anroputm
3aWMTHOro NpeobpasoBaHmA (BO3MOXHbIE 3HAaYeHMSA CM. B Pasfen 3.7).

B MpuopuTeT yKaxnTe NpMopuTeT BbINOMHEHUS CPOYHOrO Pe3epBHOro KoMnupoBa-
HUA. BO3MOXHble 3HaYeHMA: OT 100 A0 1000 . YeM Bbille 3HaYeHue, TEM Bbille Npuo-
PUTET BbINOSIHEHUS CPOYHOr0 PE3EPBHOI0 KOMMPOBaHUS.

B CpOK XpaHEeHUs YKaXXNTe CPOK XPaHEHUsI pe3epBHO KOMWKM, CO30aHHON B pe3yb-
TaTe BbIMNOMHEHUSA CPOYHOr0 PE3EPBHOI0 KOMMPOBaHUS.

B TpaHcnopTUPOBOYHbIN Bydep yKaxunTe pasmep TPaHCNOPTUPOBOYHOro bydepa
(B 6anmTax, kunobamTax, MerabamTax uan rurabamtax). B TpaHCNOPTUPOBOYHbIN
oydep nomewaroTca 6N0OKN pesepBHOM KONuK, nocne 4yero bydep nepepaeTcs Ha
cepsep. OT pasmepa bydepa 3aBUCUT KONMMYECTBO NepepaBaeMblx G/10KOB 3a OAUH
pas: yeM bonblle pasmep bydpepa, TeM ObICTpEE AaHHble NepenarTCA Ha CepBep, HO
npun aToM 3agencTeyeTcs 6onbwnn o6beMm onepaTUBHOM NamAaTU. PasmMep TpaHc-
NOPTUPOBOYHOrO Bydepa yKasbiBaeTCs B AManasoHe oT 50 M6 fo 1 6 (no ymonya-
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HMIO 100 M6 ).

1. HaxkxmuTe O6wW,Me HaCTPOMUKU MOAYANA 1 onpefenmTe HaCTPOMKN A1 MHOMONOTOY-
HOro pe3epBHOro KonmpoBaHus (cM. RBMManual:ROOT:page$clients-list.pdf).

CpouHoe pesepBHOe KOMMpoBaHWe co3aaeT 3a4ady B pasgene Ouepepb 3apau.

6.2. Pe3epBHOE KONUpOBaHUE U3 KOMaHAHOW CTPOKMU

MogpobHyo MHPOPMaLUO O BbIMOSTHEHUMN PE3EPBHOIO KOMMUPOBAHMUA C NMOMOLLLIO YTU-
NNT KOMaHAHOM CTPOKN CM. B YTUIINTbI KOMaHLHOW CTPOKMN.

[nAa BbINONHEHNA pe3epBHOro KonmpoeaHnA 6as gaHHbix CYB[ SAP HANA:

1. MonyunTe cnnucok pecypcos (6as gaHHbix CYB[ SAP HANA) Ha KNneHTe pe3epBHOro
KOMMpOoBaHuA:

KomaHga nonyyeHusi crnmcka pecypcos

sudo rb_archives -t sap_hana

2. BbINONHUTE 3anpocC Ha co3faHne pe3epBHON KOMUUK:

lpumep cosgaHusa NosTHOW pes3epBHON Konum

sudo rb_archives \
-cdb \ @
-m sap_hana\ ®

roe:

@ VM5 pesepBupyemoro pecypca

@) Vicnonbsyembiit Moayb

[na cospgaHna MHKPEeMeHTanbHOW pe3epBHOW KOMWUU LOMNOMHUTENbHO nepepanTte
yTuUnuTe napameTp -i:

MpumMep cozpaHns MHKPEeMeHTaslbHOM pPe3epBHOM KOMum

sudo rb_archives -c db -m sap_hana -i

Ona cospgaHna gunodepeHymnanbHON pe3epBHOW KOMUK LOMOSHUTENbHO MepepanTte
yTunuTe napameTp -D:
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lMpumep cosnaHunsa anpoepeHynanbHoON pe3epBHON KOMUN

sudo rb_archives -c db -m sap_hana -D
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7.1. BoccTaHoBneHue pesepBHbIX Konui B8 RBM

naBa 7. BoccTaHOB/IeHUE pe3epPBHbIX KONMUHA

7.1. BoccTaHoBIeHMe pe3epBHbIX Konui B RBM

MNoapobHyo MHPOPMaLMO O BbIMOSIHEHNUN BOCCTAHOBNEHUA Pe3epPBHbIX KOMWN C MOMO-
woto MO MeHegxep AamuHuctpaTopa RuBackup (RBM) cm. B RuBackup Manager
(RBM).

[nA ueHTpann3oBaHHOrO BOCCTAHOBNEHUA BUPTYalbHbIX MallWH Ha KNWEHTe pes3eps-
HOro KonuposaHwnsa B RBM:

o - o
]
1. Nepeignte B pasgen [ Penosutopuit 1 Bbigennte Tpebyemylo pesepBHYHO
Konuto. HaxXmMuTe KHoMKy | D] BoccTaHOBUTDb, MW BbibepuTe BOCCTaHOBUTb B KOH-
TEKCTHOM MEHIO pPe3epBHOW KOMUM.

OTkpoeTcs popMa LieHTpanu3oBaHHOE BOCCTaHOBJIEHHUE.
2. N3 cnncka BoccTaHOBUTb Ha KJIMEHTA BbiOepuTe y3en KNMeHTa pe3epBHOro Konu-

poBaHUA.

3. B KaTanor pacnakoeku HaxmuTe [..] 1 yKaxuTe BpeMeHHbIn kaTanor Ans pacna-
KOBKW pe3epBHOM KOMUMU.

4. 1ns BoccTaHoBnenns bl ns PK B onpeaeneHHbin MOMEHT BpeMeHun (point-in-time
recovery) B MNapamMmeTpbl BOCCTaHOBNEHUA ansa moayna HaxmuTte [...] u onpepnenute
TOHKMe HacTporiku moaynsa SAP HANA (cm. Pazgen 10.2).

5. Haxxmnte O6LMe HACTPOUKM MOAYNA U onpeaennuTe HaCTPOMKN A5 MHOIMOMoToY-
HOro BOCCTaHOBNEHMUA pesepBHOM Konum (cm.
RBMManual:ROOT:page$repository_recovery.pdf).

6. Bkntounte BoccTaHOBUTD Ha LLe1IeBOM pecypce /19 aBTOMaTUYeCKoro BOCCTaHOB-
neHus 6asbl gaHHbIX Ha y3ne ¢ CYB SAP HANA nocne pacnakoBKW pe3epBHOM
konun. B CYB[, o6azaTenbHO Hannume 6asbl faHHbIX C TaKUM XE MMEHEM, KaK Uy
BOCCTaHaB/MBaeMon. locne BOCCTaHOBMEHNA 6asbl AaHHbIX KaTanor pacnakoBKU
OyaeT OYULLEH.

Ecnn ¢nar BoccTaHOBUTb Ha LLlefieBOM pecypce BblK/IHo4eH, TO NOoc/e pacnakoBKU
pe3epBHOM KOMUN aBTOMaTMU4YeCKOe BOCCTaHOB/IEHNE 6a3bl faHHbIX HE MPONCXOOMT.

7. Haxxmute v/ MpUMeHnTb 15 3arnycKa BOCCTaHOBNIEHUS pe3epPBHOM KOMUW.
bypneT co3naHa 3agaya BoccTtaHoBrieHma PK B pasgene Ouepepnb 3apau.

7.2. BoccTaHOBJIeHUe pe3epBHbIX KONMUA B KOMaHOHOM
CTpoOKe

Houpo6Hwo MHPOpMaL MO O BbIMOSIHEHNN BOCCTAHOB/IEHNA PEe3ePBHbIX KOMUA C MOMO-
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LLbIO YTUIUT KOMaHOHOW CTPOKN CM. B YTUNNTLI KOMaHLHOW CTPOKN.
[na BocCTaHOBMEHMA pe3epBHbIX Konuin 6a3 gaHHbix CYB SAP HANA:

1. NMonyynTe cNNCoK C naeHTudMKaTopamm pesepBHbIX Konunm 6as gaHHbix CYBL SAP
HANA Ha KNnueHTe pe3epBHOro KonMpoBaHuA:

KomaHga nosiydeHns cnvcka pes3epBHbIX KON ¢ ugeHTupmukaTopamm

sudo rb_archives -1 sap_hana

2. BbInonHMTE 3anpoc Ha BoccTaHoBeHne 6asbl gaHHbiX CYB[ SAP HANA:

lpumep BoccTaHoBIeHNS 6a3bl faHHbIX N3 PE3EPBHON KOMN
sudo rb_archives \

-x <ID> \ @
-d <restore_path> \ @

@ VipeHTnduKaTOp BOCCTaHABIMBAEMOW PE3EPBHON KOMUM

@) MMonHbIf NyTb A0 NOKaNbHOro KaTanora BoccTaHoBNeHUsA PK
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naBa 8. MpocmoTp oyepenu 3agay

[MpoBepbTe X0 BbINO/IHEHMA 3a4auM Ha KINEHTEe Pe3epBHOro KOMMPOBaAHUA OOHUM U3
cnocobos:

e B pasgene Ouepepb 3apav yepes RBM (cm.
RBMManual:ROOT:page$task_queue.pdf). Mpn ycnewHOM 3aBeplUeHUN COOTBET-
CTBYHOLLLAA 3afa4a nepenéT B ctaTyc Done (BbIMOHEHO);

e yepes CLI (cM. YTUAUTbl KOMaHAHOM CTpokM). OnA npocMoTpa 3agay KMeHTa
pe3epBHOro KomnupoBaHusa RuBackup C NOMOLWbIKO YTUINTbI KOMaHOHOW CTPOKWU
rb_tasks BbINnonHUTE:

sudo rb_tasks -v
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naBa 9. YaaneHue moayna SAP HANA

Ona ypanenusa mogyna SAP HANA CPK RuBackup:

1. 3akpownTe RuBackup Client GUI (RBC), ecnu OH 3anyLueH.

2. OcTaHoBUTe cepBUC KNUeHTa RuBackup:

sudo systemctl stop rubackup_client.service
3. Ypanute Mmoaynb:

rpm -e rubackup-sap-hana
4. 3anycTtute cepsuc knueHta CPK RuBackup:

sudo systemctl start rubackup_client.service
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10.1. dann HacTpoek Moayns

naBa 10. NMpunoxeHusn

10.1. ®ann HacTpoek moaynsa

B Tabnuue onncaHbl napameTpbl Moayna SAP HANA gna goctyna K CYB[ SAP HANA.

Tabnuya 3. @ann HacTpoek /opt/rubackup/etc/rb_module_sap_hana.conf mogyns SAP HANA

MapameTp

username

password

host

port

user_store_key

hdbsgl_util_path

system_db_name

os_username

OnucaHue

Mmsa nonbsoBatensa b

Mo ymonyaHuio system

Maponb nonb3osaTtensa b

Mo ymonuyauuio Rub1gq2w3e4r

XOCT, Ha KOTOPOM yCTaHoBfeH nHcTtaHe CYB[

Mo ymonyauuio localhost

MopT, Ha KOTOPOM ycTaHoBNEH MHcTaHCc CYB/]

Mo ymonuyauuio 30013

Knoy oT y4deTHbIX OaHHbIX nonb3oBaTtens bl n3 xpaHunuwa nonb3oBaTenen.
MoXeT ncrnonbsoBaTbCA A8 NOAKOYEHUsA K B[] BMECTo napaMeTpoB username,
password . Kno4y reHepmpyeTcs ¢ NOMOLLbIO YyTUInNTbl hdbuserstore

lpumep vcrnonb3oBaHus yTUNTbl hdbuserstore A4/19 reHepauuu Kro4a

hdbuserstore set SYSTEMKEY localhost:30013 system password

MNyTtb go ytunntbl hdbsql, KoTOpas ucnosnb3yeTcsa A8 BbiMoSHeHNA SQL-3anpo-
coB. C NOMOLWbIO YTUNNTbLI CO3[aI0TCHA N BOCCTAHABNUBAKOTCA Pe3epBHble KOMUN.
Mo yMonyaHmMio yTUInTa XpaHUTCA B MeCTEe pacrofioXxxeHns nHctaHca CYB/[]

Mo ymonyauuio /usr/sap/HXE/HDBB6/exe/hdbsql
Mma nonbsoBaTena CYB[, yepes KOTOPOro 6yAyT BbINOMAHATLCA CUCTEMHbIE
3anpocsl

Mo ymonyaHuio SYSTEMDB
Mmsa nonbsosaTena OC ¢ npaBaMu agMUHUCTpaToOpa UK ¢ AOCTYNOM K JIOKaslb-

HbIM pecypcam, CBA3aHHbIM C cuctemMamm SAP

Mo ymonyaHuio hxeadm

10.2. ToHkue HacTpoiku moayna SAP HANA ana
BOCCTaHOBJ/IEHUS1 pe3epBHON KONUU

B Tabnuue onucaHbl TOHKME HacTponkun mopyna SAP HANA [ns BOCCTaHOBJIEHUS
pesepBHOM Konuu (cM. Pasgen 7.1).
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Tabnuya 4. ToHkne HacTporikmn Mogayna SAP HANA a5 BoCCTaHOBEHUS pe3epBHON KOMUU

MapameTp

Ucnonb3oBaTtb
HacTpPOWKMU No ymonya-
HUI0

PyuyHas HacTpoiika Bpe-
MEHM BOCCTaHOBNEeHUsA

timestamp

OnucaHue

VMcnonb3oBaHWe 3HAYEHU MO YMOJTYaHUIO
Mpn 3Ha4YeHnn:

e true ONd NapaMeTpoB UCMNOJIb3YKOTCA 3Ha4YeHNA MO YMOJTYaHUIO,

e false 3HayeHVs NapaMeTpPOB MOXHO U3MEHUTb.

Mo ymonyaHuio true

[Mo3BoNsSeT HaACTPOUTb MPOU3BOJSIbHBIA MOMEHT BpPEMEHU BOCCTAHOBIEHUSA
coctosHMA B npu MHKpeMeHTanbHOM U guddepeHynarbHOM BOCCTaHOB-
neHunm PK

Mpwn 3HavYeHUn:

e true MNPV BOCCTAHOBMIEHWUM LLEMOYKN Pe3EPBHbIX KOMUIA cocTosiHne B[
6yaeT BOCCTAaHOBMIEHO A0 YKAa3aHHOrO MOMEHTa BPeMEHU;

o false Npu BOCCTAHOBMIEHUM LLEMOYKN pPe3epPBHbIX KOMUA COCTOAHUE B[]
OyLeT BOCCTaHOBMEHO 00 MOMEHTa co3gaHusa nocnegHen PK B Lenouke.

Mo ymonyaHuio false

[MpON3BOSIbHBbIA MOMEHT BPEMEHM BOCCTAHOBMEHUA cocToAHMA B uns
pes3epBHON KOMUU. YKasaHHblA MOMEHT [OJ/KeH ObiTb Mo3gHee MOMEHTa
cospaHusa nonHom PK B Luenouke. 3agaeTcs No HaXaTuo ﬁ B BMAE fathbl n
BpeMeHu no ctaHgapty UTC. Ecnm HYy>XHO ykasaTb 15:00 N0 MOCKOBCKOMY
BpeMeHun (MSK, UTC+3), To BbibepuTe 12:00 UTC

KHornka OK coxpaHsieT HaCTPOMKMW.
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