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Nnhasa 1. HazHauyeHue

Cuctema pesepBHOro konupoBaHua RuBackup n mopgynb Tionix, Bxogfawmn B eé
cocTaB, (ganee — CPK RuBackup) no3BonsoT BbINOAHATbL pe3epBHOE KOMMpoBaHue
BKJTIOYEHHbIX UM BbIKIIFOYEHHbBIX BUPTYasibHbIX MawuH obnayHon nnatoopmbl BUPTYya-
nn3aumm TIONIX ¢ ¢yHKUMen 6e3areHTHOro pes3epBHOr0 KOMUPOBAHWA BUPTYasbHbIX
MalKnH (6e3 HeobX0aMMOCTM YCTAHOBKN AOMOSIHUTENbHbIX areHToB RuBackup Ha Bup-
TyasibHble MalUWHbI, HO C YCTAHOBKOW FOCTEBbIX pacLUMPEHU onepaLMOHHON CUCTEMDbI)
N BOCCTaHOBMIEHME BUPTYasbHbIX MaLUMH N3 Pe3epBHON KOMUW.
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Mogynb nnatdopmbl TIONIX

naea 2. Pe3sepBupyemMblie flaHHble

PesepBHOe KONMpoOBaHMe BbIMOJIHASTCA ANA BCEX OUCKOB BUPTYasibHOM MalUWHbI NnaaT-
¢opmbl BupTyanmsauma TIONIX BHe 3aBUCUMOCTU OT COCTOSHUA BUPTYasbHbIX MalUnH
(BkNHOYEHA MNKU BbIKAKOYEHA). MpK BbINOSIHEHUM PE3EPBHOIO KOMUPOBAaHUA MPUMEHSA-
eTCA TEXHONIOMNA CO34aHNA MOMEHTasIbHbIX CHUMKOB [laHHbIX A1 ANCKOB BUPTYanbHOM
MaLLMHbI, YTO NMO3BOJISET HEe OCTaHaBNMBaTb PaboTy Ha BpPeMSA pPe3epBHOro KONMpoBa-
HUA. B xo4e pe3epBHOro KonMpoBaHUA BO BCEX Clly4aaX U3 pe3epBHOW KONUW yaans-
roTca ayénupyrowme 610KM (BbINONHAETCA NokanbHaa geaynamkauns).

4 1352




naBa 3. Tunbl pe3epBHOro KONUMpPoOBaHUSA

Mogynb pes3epBHOro KOMMUPOBaHMA U BOCCTAHOBJIEHUS BUPTYasibHbIX MalIMH nnaT-
¢oopmbl BupTyanmsaumm TIONIX nogaepxmBaeT cneayrowme TUMbl pe3epBHOro KONMpo-
BaHWS:

e MOSIHOE pe3epBHOE KOMMpoBaHWe. Kaxablh pa3 npu BbINOIHEHUN 33afauyn peseps-
HOrO KOMMUPOBaHWUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATMA. ITOT TuUN
pPe3epBHOro KOMMPOBaHUA Hanbonee MeafieHHbI U pecypco3aTpaTHbIi, HO obecne-
YyMBaeT HanbobLUY NOMHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

e NHKpPEeMeHTaNbHoe pes3epBHOE KOMupoBaHMe. ATOT TUM PEe3epPBHOr0 KOMUPOBaHUA
npeaHasHayeH A1A KOMMPOBaHMA TONbKO M3MEHMBLLMXCA AaHHbIX. CHavyana cospa-
eTca nonHasa pesepBHaa Konus. Mocneayroline pesepsBHble KONUM coaepXkaT AaH-
Hble, N3MEHUBLUNECA C MOMEHTa Co3AaHua NocneaHel pe3epBHo Konun (0,06aBoy-
HOW MNW nonHow). ONA BOCCTaHOBNEHUS [aHHbIX NoTpebyeTcs NonHas pesepBHas
Konus, Ha 6a3e KOTOPOW co3faHa BOCCTaHaB/IMBaeMas MHKPEMeHTaNlbHaa peseps-
HaA KonusA, U Bce A06aBOYHblE KOMUM, CO3AaHHble C MOMEHTA CO3[aHUA MOJIHOM
pe3epBHON KoMK A0 MOMEHTa CO3/1aHNsA BOCCTaHaBMMBaEMOWN pe3epBHOMN KOMuu;

o AnddepeHUnanbHoe pesepBHOe KonNuMpoBaHue. 3TOT TUM Pe3epBHOr0 KOMMPOBaHUA
COXpaHfAeT TONMbKO AaHHble, U3MEHEHHbIEe CO BPEMEHW BbINOMHEHUSA NpeablayLiero
MOSIHOrO pPe3epBHOro KonuvpoBaHuA. [Mpn BbINOHEHUM PE3EPBHOIO0 KOMUPOBaHUSA
noboro Tvna 6ygeT npousBefeHa noKanbHaA Aefynavkauua pesepBHOW KOonuu
(ypaneHve oybnupyrowmx 6510K0B).

Fno6anbHas Aeayninkauus pesepBHON KOMUK BbIMOSIHAETCS MPU COXPaHeHUM eé B Xpa-
HUMLe 6104YHOro TMNa.
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Mogynb nnatdopmbl TIONIX

FnaBa 4. Cnoco6bl BOCCTAHOBJIEHUA AAAHHbIX

CPK RuBackup nopgaep>xuaeTt cnegyrouwme cnocobbl BOCCTAHOBNEHUSA BUPTYasbHbIX
MawuH nnatdopmbl BupTyanmsaumm TIONIX n3 pesepBHOM KOMUMK:

e LEeHTpanmM3oBaHHOE BOCCTaHoBNeHMe BM 13 pesepBHOM kKonuu. BoccTaHoBNEHNE U3
pe3epBHOM KOMUM BO3MOXHO ABYMSA cnocobamu nocpenctsomM: MeHepxepa agMum-
HucTpaTopa RuBackup, Beb-mHTepdenca Tucana, yTUNUTbI KOMaHOHOW CTPOKMU
rb_repository. PekoMeHAyeTCA MUCMNOMb30BaTb LEeHTpasn3oBaHHOe BOCCTaHOBJIe-
HMe BM;

e JIOKanbHoe BoCcCTaHoBNeHne BM 13 pesepBHON kKonun Ha knneHTe PK. BoccTaHoBne-
HME N3 pe3epBHON KOMUM BO3MOXHO nNocpencTsoM: MeHepxepa knmeHTa RuBackup
yepes gui-nHTepdenc, yTunnTbl KOMaHAHOM CTPOKK rb_archives.
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FnaBa 5. Tunbl BOCCTAHOBJIEHUA ALaHHbIX

CPK RuBackup nogpepxuBaeT crefytowme Tunbl BOCCTAHOBMEHUA BUPTYasibHbIX
MawuH nnatdopmbl BupTyanmsaumm TIONIX n3 pesepBHOM KOMUMK:

e MOJIHOE BOCCTAHOB/IEHNE B HOBYHO BUPTYaNbHYO MaluHy. [pn BOCCTAHOBMEHUN U3
pe3epBHO|?1 Konmn 6y,u,eT CoO3faHa HOBaA BUpPTYyaJZibHaa MallMHa.
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Mogynb nnatdopmbl TIONIX

Nnaea 6. KoMnnekT nocTtaBKu

OncTtpubyTtmebl mogyna TIONIX CPK RuBackup nocTtaBnseTcsa B Buge rpm- wan deb
-nakeTa c UMeHaMu:

e rubackup-tionix-<version>.x86_64.rpm;

e rubackup-tionix-<version>_amd64.deb;rge <version> - HOMep Bepcun nocTasnsfe-
MOro Moayn4.
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naBa 7. OrpaHuyeHun

e [paHynapHOe BOCCTaHOBNEHNE BUPTYalbHbIX MallMH He NoAAepPXMBaeTCs.
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Mogynb nnatdopmbl TIONIX

naBa 8. CucrtemMHble TpeboBaHUNA

[nAa BbINOMHEHWA pPe3epBHOro KOMUPOBaHUA U BOCCTAHOBJIEHUA BUPTYallbHbIX MalUVH
nnatoopmbl BupTyanusaumm TIONIX cpepctBammn CPK RuBackup Heobxoammo npepBsa-
PUTENbHO pPasBepHYTb Ha BUPTYyalibHOM MawuHe nnatdopmbl BupTyanusauymm TIONIX
KNIMEHT pe3epBHOro konnposaHusa RuBackup.

8.1. NMporpammHan cpega CPK RuBackup

Ona ¢yHKUNMOHUpPoBaHMA nporpaMmmHoro mogynsa TIONIX Heobxoanmo cnegyrouiee npo-
rpaMMHoe obecneyeHue:
e 64-ObMTHaA ornepaLVOHHas cucTemMa:
o Alt Linux 10;

e K/IMEHT pe3epBHOro KonupoBaHusa RuBackup, pas3BEpHYTbIn Ha BUPTYyasbHON
MalnHe nnatdopmbl BupTyanusaumm TIONIX, Bkovarowmm Mmogynu:

o rubackup-common;
o rubackup-client.
[lna ynpaBneHna pes3epBHbIM KONUPOBaHMEM M BOCCTAaHOBIEHMEM BUPTYallbHbIX MaLUWH

nnatoopmbl BUpTYanusayum TIONIX pekoMeHLoBaHO crneayrolee nporpaMmmMmHoe obec-
neyeHwue:

o MeHepxep AgMmuHucTpaTtopa RuBackup (RBM) gna ynpasneHmna CPK.

Takxe nopggepxuBaeTca ynpasneHne CPK RuBackup nocpeAcTBOM KOHCOJMbHbIX YTU-
T n Beb-nHtepdenca Tucana.

8.2. MporpaMmmHas cpena nnatpopMbl BUPTYanu3sawLmum
TIONIX

Ona ¢pyHKUNMOHUpoBaHuA nporpamMmmHoro moaynsa TIONIX Heobxoanmo cnegyroulee npo-
rpaMMHoe obecrneyeHne Ha pe3epBUpyeMbIX BUPTYarbHbIX MaLUUHAX:
e nnatpopma supTyanusauyum TIONIX Bepcum 2.9;

e YCTaAHOBMNEHHbIE YTUNNTbLI QEMU M libvirt Ha runepsusopax naatoopmMbl BUPTyanu-
3ayum TIONIX;

e FOCTEBbIE PaCLUMPEHUSA ONepPaLMOHHON CUCTEMbI, HANPUMEpP, gemu-guest-agent ANS
pe3epBHOro KONMpPoBaHMA BUPTYaslbHOM MallnHbl 6e3areHTHbIM CNoco6oM;

e YTUNWTA virsh ONA ynpaBfeHUA rocTeBbIMUA UHCTPYMEHTAMU U TMNEPBU3OPOM.
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9.1. MNoaroToBKa K yCTaHOBKe

NnaBa 9. YcTaHOBKaA

9.1. MNoaroroBka K ycTaHOBKe

0 MpoBepbTe BbINONHEHNE TpeboBaHMIN, YKasaHHbIX B pasgene [nasa 8 HacTos-
LLero JOKyMeHTa.

9.1.1. Noproroeka knueHta PK

Ha BupTyanbHOn MalwmnHe nnatdopmbl BupTyanmsaumm TIONIX, pa3BepHYT N HaCTpPOeH
KJIMEHT PE3EePBHOr0 KOMMPOBAHUA, KOTOPbIA NOAKMOYEH K OCHOBHOMY cepBepy CPK
RuBackup. lNogpobHee B pasgene Pa3sepThiBaHue;

Ha knneHTe pe3epBHOro KOMUPOBaHUA PEeKOMEHAYeTCHA akKTUBMPOBATb QYHKLMUIO LieH-
TpanuM30BaHHOrO BOCCTaAHOBJIEHUA B TexX CryJyasx, Korga npepnonaraetcad BOCCTaHOB-
NeHne BUPTYyanbHOW MallMHbl nocpeacTtBoM MeHepXxepa agMuHUcTpaTopa RuBackup
(RBM). YnpaBneHue ¢yHKUMEN LEHTPaNM30BaHHOrO BOCCTAHOBMIEHNA OaHHbIX obecne-
YnBaeTCA 3HayeHMeM napameTpa centralizedrecovery KOHOUrypauWOHHOro ¢amnna
/opt/rubackup/etc/config.file TekylWlero KiMeHTa pPe3epBHOro KOMuUpoBaHUA
RuBackup.

9.1.2. NoarotoBKa AaHHbIX AN NOAK/IOUEeHUA K nnaTtdpopme

MNpenBapuTenbHO NOAroTOBbTE Cneayltolme AaHHble ANS HAaCTPOMKW MOAKIIOYEHUNA K
API:

e MONyYnTE Y agMuUHUCTPaTopa nnaTtdopmMbl BUPTYyannsaumnum y4éTHble OaHHble MoJib-
30BaTeNs W agMUHUCTPaTopa AN aBTopu3auuMm Ha nnatoopme BUPTyanunsauum
TIONIX;

e BbINOJIHUTE aBTOPM3aALUKO C MOSYYEHHbIMU YYETHbIMU OAaHHbIMW MOSb30BaTeNs Ha
nnatdopme Buptyanmsaumm TIONIX B bpaysepe no agpecy:

https://<TIONIX_WEBUI_IP>/dashboard/auth/login/?next=/dashboard/project/insta
nces/

roe <TIONIX_WEBUI_IP> — agpec nnatoopmbl BupTyanmsayum TIONIX;

e OTKPOWTE CTPaHULY:
nnat¢opma BupTyanusaumm TIONIX — pasgen «lpoekT» - «Jloctyn K API»

e 3adMKCUpPYNTE cneayowme gaHHble a4na nogKAYeHna Mogyna K nnatpopme BUpTY-
anunsayum TIONIX:
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/

Mogynb nnatdopmbl TIONIX

o NyTb Ao REST API nHtepdenca cepsuca Identity Ans MaeHTUGUKaLUM NOSb30-
BaTens;

o NyTb 0o REST APl nHTepdenca cepsuca Compute, NpefoCcTaBNAOLWErO BblYMCIN-
TenbHble MOLHOCTW AN CO30aHUA BUPTYanbHbIX MaWWVH U yNpPaBNeHUs NMu;

o NyTb Ao REST APl nutepdenca cepsmca Volume 6/104HOrO XpaHEHUS OaHHbIX;

o NyTb Ao REST APl nHtepoeinca cepsuca Network g ynpaB/ieHUs CETEBOW apXu-
TEKTYpOWu;

e OTKPOWTE CTPaHULY:
nnatdopma BupTyanusauymm TIONIX — paspgen «MpeHTudmkauma» - «[poeKTbi» :

e 3adMKCUpYynTE cneayowme gaHHble 4N NOogKAKYEHUA MOLYNA K nnaTthopme BUPTY-
annsauyum TIONIX:

o naeHTnoumkaTtop npoekTa ID_poekTa;

o MMS JOMeEHa.

9.2. YcTaHOBKA NaKkeToB

1. Ha nogrotoBneHHoM y3ne knueHTa PK (BUpTyanbHOM MawmnHe nnathopmbl BUPTYya-
nmsaumm  TIONIX) npowusBegmuTe ycTaHoBky Mogyna TIONIX CPK RuBackup
rb_module_tionix Wu3 nakeTa rubackup-tionix-<version>_amd64, BbIMNOJIHUB
KOMaHAYy:

Astra Linux, Debian, Ubuntu sudo apt  install ./rubackup-tionix-
<version>_amd64.deb

AnbT sudo apt-get install ./rubackup-tionix-
<version>.x86_64.rpm

Rosa Cobalt sudo yum install . /rubackup-tionix-
<version>_amd64.rpm

RedOS, CentOS sudo dnf  install . /rubackup-tionix-
<version>.x86_64.rpm rge, <version> — HOMep
Bepcumn mogyna TIONIX CPK RuBackup.
2. locne 3anycka KOMaHAbl YyCTAaHOBKM MOAYNA BbIMONHAKOTCA:
o pacnakoBka naketa mogynsa TIONIX CPK RuBackup;
o HaCTpoMKa nakeTa rubackup-tionix.

3. B pesynbTaTte yctaHoBkM nakeTa moayna TIONIX co3gaHa CTpyKTypa, npuBeneHHasn
B Tabnuue 1
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9.3. KoHourypaumnoHHbin dann

Tabnvya 1. CTpyKTypa yCTaHOBEHHOro naketa rubackup-tionix
CTPYKTYpPHbIii 9N1eMeHT HasHauyeHue anemMmeHTa

/opt/rubackup/etc/rb_module_tionix.conf KoHourypaumnoHHblin dpann moayna TIONIX ons
HacTpoek gocTtyna CPK RuBackup k API

/opt/rubackup/modules/rb_module_tionix YTunnta pe3epBHOro KONUPOBaHWUA N BOCCTa-
HOBJIEHUA AaHHbIX BUPTYasibHbIX MaLUWH NnaT-
dopmbl BupTyanusauum TIONIX

9.3. KoHdurypaumoHHbin pann

1. OnpepgenuTte 3HaYyeHus napameTpoB KOHUrypaumoHHoro danna
opt/rubackup/etc/rb_module_tionix.conf, npuBefeHHbIX B Tabnule 2. Ana aToro
OTpefaKkTUpynTe KOHPUrypaLMoHHbIA ¢ais, BbINOHUB KOMaHAY:

sudo nano /opt/rubackup/etc/rb_module_tionix.conf

Tabnuya 2. NapameTpbl KOHPUrypaumoHHoro ¢avna /opt/rubackup/etc/rb_module_tionix.conf

Bo3s-
Napa- MOXX-
o Hble
T 3Have-
rVbaLm- OnucaHune HuA
ypau (SHayve-
OHHOro
daitna Hue no
yMmon-
YaHUo)

identit URL-agpec no REST API-uHTepodelica cepuca ldentity gna ngeHtnomkaumm  <https:

y_url nosb3oBaTenAa //path>
compute URL-agpec go REST API-uHtepdenca cepsuca Compute, npenocTaBnsaowero <https:
uprl BblYNCANTENbHbIE MOLLHOCTU A1 CO34aHUA BUPTYasbHbIX MalluH U ynpasne- //paih;

HUA NMUA

volume_ URL-agpec po REST APIl-uHtepdenica cepsuca Volume 6104YHOro XxpaHeHnUss  <https:

url OaHHbIX //path>
network URL-agpec oo REST APl-uHtepdenca cepsuca Network gnsa ynpaeneHus <https:
_url ceTamMun //path>
roject il e
& Jid MpoeHTuoumkaTop npoekta nnatpopmbl TIONIX Mpo-
- eKTa>
<JloruH
usernam
o Mimsa gnsa aBTopusaumn nofb3oBaTtens Ha nnatdopme suptyanmsaymm TIONIX nonbso-
BaTenAa>
<[aponb
passwor Maponb Ana aBTopmusaLnm Nonb3oBaTeNna Ha niathopme BUpTyaansauum
NnoJZib30-
d TIONIX
BaTenAa>
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Mogynb nnatdopmbl TIONIX

Mapa-

MeTp
KOH)M-

® OnucaHue

rypauu-

OHHOro

dana

domain Nma pomeHa nnatoopmbl TIONIX
PP MakcuManbHO fonycTUMOe BpeMs BbinonHeHnss REST-3anpocos K nnatdopme

BupTyanusauum TIONIX B cekyHaax
NoeHTnoukaTop BUPTYarbHOM MallNHbI, HA KOTOPOW YCTAHOBMEH KIINEHT

rubacku RuBackup. Ons nonyyeHus ID BM Bocnonb3yntecb Beb-nHTEpHEncom nnat-
P— dopmbl TIONIX Dashboard nnu BbINOMHUTE KOMaHAY B TepMUHane Ha ysne

knueHTa PK ¢ mogynem TIONIX: /opt/rubackup/modules/rb_module_tionix
-1

admin_n NMsA gns aBTopu3aumm agMUHUCTpaTopa Ha nnatdopme BUPTYyanusauum

ame !/ TIONIX*
admin_p
Maponb gna aBTopmU3aLumn agMUHUCTpaTopa Ha nnaTtdopme BUpTYyanusaymm
assword
L1 TIONIX
enable_ BknounTb npoBepky ssl-cepTudukatos ona REST-3anpocos K nnatpopme
ssl TIONIX

[MyTb 0,0 KOpHEBOro ssl-cepTudukaTta knneHTa PK ¢ ycTaHOBNEHHbIM MOy NEM
ca_info  TIONIX B popmaTe .pem npu ncnonb3osaHum SSL coegunHeHus (TpebyeTtcs
yKasaTb Npu 3Ha4YeHUn yes napameTpa enable_ssl)

Bos-
MOXK-
Hble
3Have-
HUS
(3Have-
HUe no
ymon-
YaHUIO)

<UmnA
nOMeHa>

(no
yMonya-
HUHO —
default)

Llenoe
yncno
[1;300]

(no
ymMonya-
HUO —
S)

<ID_BM>

<JlorvH

aOMUHN-
cTpa-
Topa>

<[aponb

aJMUHN-
cTpa-
Topa>

yes, no

(no
yMonya-
HUO —
no)

<path_t
o_cert>

2. [1nsa npuMeHeHnsa HacTpoeK nepesanycTuTte cepsuc knmeHTa PK RuBackup Ha y3ne,

Ha KOTOPOM ycTaHoBNeH KNneHT PK 1 moaynb TIONIX, BbINONHMB KOMaHAY:
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9.4. HacTpolka 3anycka CKpunToB

sudo systemctl restart rubackup_client

9.4. HacTpoika 3anycka CKpUnToB

[ns BO3MOXHOCTM 3anycka CKPUNTOB BHYTPWU BUPTYyalbHOW MallWHbl B MNpoLecce
BbINOJIHEHUS 3aa4M Pe3ePBHOro KOMMPOBaHUS BbIMOSTHUTE CNeayoLne HaCcTPONKK:

1. Ha y3ne knneHTa pe3epBHOro KONMpoBaHUs ¢ ycTaHoBNeHHbIM Moaynem TIONIX:

o CKOMUpynTe copepxnumoe damna mmerowieroca ssh-knroya nonb3oBaTens root
N3 gupekTopun /root/.ssh;

o B Cllyyae OTCYTCTBUSA NYyGANYHOro SSh-koY B AMPEeKTOpUn /root/.ssh, creHe-
pPUPYNTE HOBYIO Napy ssh-KoYel, BbIMOMHUB KOMaH4y B TepMuHane:

sudo ssh-keygen

o B pesynbTaTe 6yaeT cosfaHo ABa daina B AMPEKTOpPUKN /root/.ssh: id_rsa.pub
— OTKPbITbIV KMOY U id_rsa — 3aKpbITbIA K/OY;

o CKOMUpPYNTe cogepxXunumoe darnna id_rsa.pub, BbINOSHMB KOMaHAY :
cat /root/.ssh/id_rsa.pub

2. Ha runepsusope(ax):

o CO3panTe ANPEKTOPUO /root/.ssh (B Crlyyae OTCYTCTBUSA), BbIMOSTHMB KOMaHAY:
mkdir /root/.ssh

o co3pganTte ¢pann authorized_keys:
vi /root/.ssh/authorized_keys

o BCTaBbTe CKOMUPOBaHHOE cofepxumoe ¢amna id_rsa.pub u coxpaHuTe ¢dann
/root/.ssh/authorized_keys.

9.5. Kputepumn ycnewHoCTU YCTaHOBKMU

KpuTepuemM ycCrnewHoCcTn yCcTaHOBKM W HacTponkum mopyna TIONIX 6ypeT sABNATbCSA
3anNncb O ero ycrewHonm nNpoBepKe KIMEHTOM pPe3epBHOro KonnmpoBaHUA («.. module
"TIONIX was checked successfully») B XYpHane cobbITnn
/opt/rubackup/log/RuBackup.log.
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B cnyvae, ecnn B XypHane cobblTun /opt/rubackup/log/RuBackup.log AAMUHUCTpPA-
Top CPK BMguT owmnbKy 0 HenpaBuibHOM KoHourypauum mogynsa TIONIX, To Heobxo-
ANMO npoBepuUTb HaCTPONKMU KOHPUrypaLumMoHHOro danna
/opt/rubackup/etc/rb_module_tionix.conf B py4YyHOM peXXuUme, BbINOJIHUB B TepMU-
Hane knueHTa PK koMmaHay:

/opt/rubackup/modules/rb_module_tionix -t

Ecnn owmnbka He nopgpaeTtcA aHanusy, To agMuHucTpaTtopy CPK cnepyeT cospatb
MHUMOEHT B CepBUCe TexHu4yeckon noppepxkm RuBackup ¢ npepoctaBneHMeM BCeu
HeobxoanuMon wuwHPopMaLMM MO BO3HMKWEN npobrneMe Ha odpuuManbHOM canTe
https://support.rubackup.ru/bugzilla/.

[1] Heo6X04MMO ANSA BbINOSHEHUS CKPUMTa BHYTPU pPe3epBMPYyEeMOit/ BOCCTaHaBIMBAEMO BUPTYabHOM MalluHbI
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10.1. OnucaHune paboTbl ¢ AaHHBIMK

FnaBa 10. Pa6oTa ¢ paHHbIMMU

10.1. OnucaHue pa6oTbl ¢ AaHHbIMU

PesepBHOe KONMpoBaHWe BUPTYyasnbHbIX MaWWH o6nayHon nnaTtdopmMbl BUPTYyannsaunm
TIONIX BbInonHAeTCcA 6e3areHTHbIM MeTo40M — 6e3 ycTaHoBKKN knneHTa PK RuBackup
n mopyna TIONIX BHYTpb FOCTEBOM CUCTEMbI, YTO MO3BOMIAET CO34aBaTb MOJIHbIE,
NHKpEMEeHTanbHble U guddepeHumanbHble pesepBHblie Konnn 6e3 0CTaHOBKW BUPTYyarsb-
HOM MalWHbl C MUHMMANbHOWM Harpys3kom Ha y3en n obecrieyeHMemM HenpepbiBHOCTU
npouecca.

[NpenBapuUTenbHO pasBepHUTE KIIMEHT pe3epBHOro KonnposaHusa RuBackup Ha BupTy-
anbHOM MawwuHe obnayHonm nnatoopmbl BUpTyanusauum TIONIX B cooTBeTCTBUM C
CUCTEMHbIMU TpeboBaHuAMHK ([aBa 8) ANA BbINOMHEHUS 3a4a4 Pe3epBHOro KonMposa-
HMWA N BOCCTAHOBJMIEHUA OaHHbIX BUPTYyaNbHbIX MaluWH. B cnyyae, ecnn Heobxoaumo
ANHaMU4YecKoe pacnpepeneHne Harpyskun nnm obecnedeHne BO3MOXXHOCTU BbiBOAA TON
WNN VHOW BUPTYanbHOM MalUMHbI M3 3KcnnyaTauum 6e3 M3MeHeHUn B pacrnmncaHuu
pe3epBHOro KOMMPOBaHWA, TO pPa3BEepPHUTE KINEHTbl PEe3epBHOro KOMUPOBaHUA WU
Mogynn TIONIX Ha HeCKONMbKUX BUPTYalbHbIX MalKWHax, B 3TOM clly4yae Heobxoaumo
BKJ/IIOYNTb 3TU Y3Nbl B KIACTEPHYIO rpynny KJIMEHTOB CUCTEMbI Pe3epPBHOr0 KONMpoBa-
HWNA.

Ona nogkntoyeHnsa K nnatoopme supTtyanusaymm TIONIX HeobxoauMo ykasaTb 3Haye-
HUA NapamMeTpoB B panne KoHpuUrypauum /opt/rubackup/etc/rb_module_tionix.conf,
npenBapuTenbHO 3anpoCuB LaHHbIe Yy €€ agMUHUCTpaTopa.

3afauym Ha KonmpoBaHWe U BOCCTAHOBJIEHME BUPTYaNbHbIX MawuvH niatoopmbl TIONIX
OoCyLLecTBNAKOTCA nocpencTsom otnpaskn API-3anpocoB kK REST API cepsucoB obnay-
Hon nnaTtdopmbl (TIONIX Cloud Platform), no url-agpecam, nony4yeHHbIM OT aAMWUHU-
cTpaTtopa nnatoopmbl BupTyanusauum TIONIX u ykasaHHbIM 3HayYeHUW napameTpoB
KOHOUrypaLunoHHoro ¢anna moaynsa /opt/rubackup/etc/rb_module_tionix.conf.

CxemMa npouecca pe3epBHOro KOMMPOBaHUA M BOCCTAHOBMIEHUA BUPTYasibHbIX MalUWH
nnatdopmbl BupTyanmsaymmn TIONIX npuBegeHa Ha (pucyHok 3).
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PucyHok 1. CTpyKTypHas CxeMa pe3epBHOro KONMMPOBaHMA U BOCCTAaHOBNEHMSA BUPTYasbHbIX MalUUH

nnatdopmbl BupTyanusaumm TIONIX

10.1.1. OnucaHue BbINONHEHUS pe3epPBHOro KONMpoBaHUA

1. Mpw 3anycke 3agayun Ha co3faHne pe3epBHOM KONUU BUPTYanbHON MalUMHbI MOGYNb
TIONIX oTtnpasnseTt API-3anpoc kK REST APl nHTepderica nnatdopmbl BUpTYyanmsa-

uum TIONIX.

B pesynbTaTe aTOro 3anpoca Ha obnadHom nnatoopme TIONIX 6ygeT:

o 3KCMOpTUPOBaHa KOHOUrypaums pesepsupyemMort BM B KOHOUIrypaLVOHHbIA dann
(bamn meTapgaHHbIX pesepBHOM Konuu). B danne mMeTagaHHbIX COXpaHAeTcs

nHdopmaumsa o:
= BCEX CeTeBbIX agantepax BM;

= Network ID aganTepos;

18 n3 52




10.1. OnucaHune paboTbl ¢ AaHHBIMK

= MAC-agpecax;
» |P-agpecax;

= pa3melleHnn BM B gomMeHe oTKasa (MpUHagNeXHoCTb K apPUHUTEHTHOM
rpynne (Anti-affinity, affinity));

= 3HayeHun nona 0S-EXT-SRV-ATTR:user_datal U "™ ecnu oHo gocTynHo

(npepocTaBneHo nnatpopmon BMpTyanmsauum B OTBET Ha 3anpoc UHpopma-
umMnm o BM mopynem). Mone 0S-EXT-SRV-ATTR:user_datal ! " ° moxer
copepXaTb ckpunT (Habop KOMaHfA), KoTopbin 6bin NepefaH Nonb3oBaTeNem
npwn cosgaHnm BM Ha nnaTtdopme BupTyanusaymm TIONIX;

o MpousBefeHa nposepka cocTosHNA BM — BktoyeHa nnu BbiktoveHa. B cnyvae,
ecnn BM BKJOYEHA, TO BLIMOSIHAETCA CKPUNT (MpU Hannuuum), yKasaHHbIn O
napameTpa script_before_snapshot B TOHKMX HacTpounkax moaynsa TIONIX;

o BbIMOJSIHEHbI MFTHOBEHHbIE CHUMKWM BCEX OUCKOB pe3epBupyemMon BM Ha runepsu-
30pe nnatdopmbl BUpTYyanmsayun. B cnydae, ecnn BM BkNroYeHa, TO BbINOMHA-
eTCA CKpUNT (NpW Hann4nKn), yKasaHHbI ANa napameTpa script_after_snapshot
B TOHKWMX HacTponkax moaynsa TIONIX;

° M3 NOJYYEHHbIX MIHOBEHHbIX CHUMKOB AnckoB BM 6yayT cosgaHbl ANCKKU, KOTO-
pble NOABATCA B COOTBETCTBYIOWEM pasgene dashboard TIONIX;

o CO3[aHHble ANCKU BYAYT NOOKOYEHbI K BUPTYasibHOM MallnHe KJIMEHTa pe3epBs-
Horo konupoBaHua ¢ mogynem TIONIX.

2. [lanee faHHble C NOAKJIKOYEHHbIX OUCKOB U 9KCMOPTUPOBAHHbIN dann KoOHGUrypaumm
pesepBupyemMonn BM ¢GopMUPYIOT pPe3epBHYHO KOMUKO U NepefarTcAa KIUEHTOM
pe3epBHOro KonmpoBaHuA Ha Mefpuacepsep RuBackup gna xpaHeHua. B cnydae
nepefayn pesepBHOW KOMUKU B XpaHuUnuLie genyninuupoBaHHbIX pe3epBHbIX KONUin
BCerga npoucxoauT nepefaya TONIbKO TeX YHUKasNbHbIX 6/10KOB (418 TOro e Tuna
NCTOYHUKA OaHHbIX), KOTOPbIX €LLe HET B XpaHUNuLLe.

3. lMocne BbINOMHEHNSA PE3EePBHOI0 KONUPOBaHUA:

o MFHOBEHHbIE CHUMKW cocTosHMAa BM OyayT ypaneHbl Ha ys3ne runepsusopa
obnayHon nnatdopmbl BupTyanusaumm TIONIX;

o OUCKW, CO3[4aHHble U3 MIHOBEHHbIX CHUMKOB W MOOK/KOYEHHbIE K Y37y K/IMEeHTa
PK, 6ygoyT OTKNHOYEHbI N yOaneHbl.

10.1.2. OnucaHue BbINOJIHEHUA BOCCTaHOBJIEHUS pe3epPBHON KONUMU

[MonHoe BOCCTaHOBMEHWE BUPTYasibHbIX MalUWH BbIMNOSHAETCA U3 WUHKPEMEHTasIbHOWN,
anddepeHUnanbHOM Unu NONHOM pesepBHoOM kKonun BM ¢ co3gaHmemM HOBOW BUPTYyasb-
HOWM MaLUMHbI Ha nnaTtdopme BupTyanusayum TIONIX.

MNpy 3TOM MNPOU3BOOUTCA BOCCTAHOBJ/IEHME BUPTYaslbHON MallWHbl B COCTOSIHUE Ha
MOMEHT CO3[aHNs Pe3ePBHOIN KONUK, ANt KOTOPOW BbIMNOSIHAETCA BOCCTaHOBMEHME.
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1. MNMpwn 3anycke 3agayn Ha BOCCTAHOBNEHME BUPTYyallbHOM MalWHbl Ha nnatdopme
BUPTYyanunsauumm n3 pes3epBHON KOMUU KITIMEHT pe3epBHOro KONMpPoBaHUA C YyCTaHOB-
neHHbiM Mogynem TIONIX otnpasnseT API-3anpocbkl kK REST APl nntepdeinca nnat-
¢opmbl BupTyanusaumm TIONIX no url-agpecam, ykasaHHbIM B KOHOUIypaLWOHHOM
¢danne mogyna /opt/rubackup/etc/rb_module_tionix.conf.

B pesynbTaTe aTMX 3anpoCos:

o onpepeneHa KOHoUrypauum socctaHasnmeaemon BM. NMpu BoccTaHoBneHnn BM,
B 3aBMCUMOCTM OT BblOpaHHbIX TOHKUX HacTpoek mogyna TIONIX, MoryT ObiTb
MCMONIb30BaHbl JaHHble O KOHPUrypauum opurmHanbHon BM, 4Tobbl NOAKNHOUNTD
BOCCTaHOBJeHHYO BM B Te Xe ceTu, C TeMu Xe MAC n IP agpecamu, B Ty Xe
adomHnTeHTHYtO rpynny (Anti-affinity, affinity), 4yto u ncxogHaa BM. B cnyuvae,
eCcnn opuruHanbHbIn MAC nnu IP agpec 3aHAT, To BM BoccTaHOBNEHa He ByaeT u
3afilavya BOCCTaHOBIEHUA pe3epBHOM Konumu BM 6yaeT 3aBepLueHa owWnOKOoM.

[Mpn BOCCTaAHOBNEHUN pe3epBHON kKonunm BM coxpaHeHHOe 3HadyeHue gna nons
0S-EXT-SRV-ATTR:user_datal OyaeT WCMoOfb30BaHO MoAy/leM B 3anpoce Ha
co3gaHne BM B cny4yae, ecnn npu cosgaHum PK nnatopma BupTyanusauum
npefocTaBuna AaHHble 1 nNonsa user_data, user_data_file He 3aMoOJSIHEHDI;

o Ha nnatdopme BupTyanmsaumm TIONIX 6yayT cosgaHbl OUCKW, KOTopble
NOABATCA B COOTBETCTBYHOWEM pasgene dashboard TIONIX;

o CO3[aHHble OMUCKN ByayT NOAKIKOYEHbI K BUPTYasibHOM MallnHe KNneHTa pe3eps-
Horo konupoBaHusa ¢ moaynem TIONIX kak 61104Hble YyCTPONCTBA;

o B 6/10YHble yCcTpoicTBa OyaeT MpPoOM3BEeOEeHO BOCCTAHOBMIEHME [aHHbIX AMCKOB
OpUrMHaNbHOM BUPTYanbHOM MaLUWHbI;

o OTKJIHOYEHMEe BNI0YHbIX YCTPOMUCTB OT y3/a KJIMeHTa Pe3epBHOr0 KOMMPOBaHUA C
moaynem TIONIX;

o MpoOBepKa Hanmuus ucxogHon BM un cospgaHme HoBon BM Ha 6ase guckos, BOC-
cTaHoBNeHHbIX Mmogynem TIONIX.

Ecnn akTmBMpoBaH nepeknoyvaTenb keep_original_vm_name, TO 6ygeT cosgaHa
HoBas BM c opurmHanbHbIM MMeHeM BOCCTaHaBnmBaemon BM, a opurmHanbHas
BM bypeT yganeHa B cnydyae €€ Hanmuus.

Mpn OeakTMBMPOBAHHOM rMepeknoyaTene HoBasd BM 6ypeT cospaHa ¢ opuru-
HanbHbIM UMEHEeM, B Crly4ae ecnn Ha ninatdopme He cywectByeT BM ¢ Takum xe
NMEHEM, NN K OpUrnHanbHOMy nMeHun byget pgobasneH cyddukc, B cnyyae ecnu
Ha nnaTtoopm cyuwecTtByeT BM c TakuM Xe UMeHeM;

2. JlokanbHOe BOCCTaHOBNEHWE BUPTYasbHbIX MalWH naaTopmMbl BUPTyanusaymuu
TIONIX BO3MOXHO:

o B KOHCONM Ha y3ne knneHTa PK ¢ ycTtaHoBneHHbiM mogynem TIONIX nocpeg-
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o

10.2. OnuncaHme paboTbl ¢ faHHbIMK B RBM

CTBOM YTUNUT rb_archives. MNogpo6Hoe onuncaHne paboTbl C YTUNNTON npuse-
[leHO B OKYMEHTEe «YTUNUTbl KOMaHaHOM CTPoKM RuBackup»;

nocpefncTBoM MeHepyxepa knmeHTa RuBackup. MNoapobHoe onucaHne paboTbl C
AaHHBIMU YTUIUTaMWN NpuUBEAEHO B [OKYMeHTe «PykoBoacTBe nosb3oBaTtens
RuBackup».

LleHTpann3oBaHHOe BOCCTAHOBJ/IEHWE BUPTYasbHbIX MawuH nnatdopmbl BUpPTyanunsa-
unm TIONIX BO3MOXHO nocpeactBoM MeHemykepa agMuHUcTpaTtopa RuBackup wnu
Beb6-nHTepdenca Tucana.

10.2. OnucaHue pa6oTbl ¢ faHHbiMu B RBM

e PK ona ogHon BM no pacnucanuto. 115 BbINONHEHUA pe3epBHOro KONMpoBaHUs guc-
KOB OHOM BUPTYasibHOM MalUWHbI MO pacnncaHnio Heobxognmo:

o

3anycTuTtb MeHepgxxep AaMuHucTpaTtopa RuBackup (RBM);
aBTOPWU30BaTbCA C NpaBaMn agMUHUCTPATOPA;
nNpoBepUTb cTaTyC knmeHTa PK, Ha KoTopoM pasBépHyT Mmogynb TIONIX;

CcOo30aTb N HACTPOWUTDb MpPaBWMJIO NMOJIHOIO Pe3epPBHOIro KonMpoBaHA gnd co3aaHna
N/IaHOBbIX PE3EePBHbIX KOMUI BO3MOXHO ABYMSA cnocobamu:

= B pasfgene «nobanbHoe pacnucaHue», HaxaB KHOMKY «J1o6aBuUTb» U
HacTpouB co3pgaBaemoe paBuno;

= B pasgenie «O6bekTbl», BbiOpaB BkNagky «lpasuna» n Ha)xkaB KHoMky «J[loba-
BUTb»;

o MpaBuIo AOKHO UMETb CTaTyC «run» (3anyLLieHo) AN BbINOSHEHMUS
pPe3epPBHOr0 KOMMPOBAaHUS NO PacUCaHUIO.

B pasgene «Oqepe,u,b 3aa4yY» JOCTYMNHO OTCNeXnBaHe CTaTyCa BbINMOJIHEHHbLIX U
X0[, BbINONIHAEMOW 3a4au pe3epBHOIro KONMMpoBaHUA,

B pe3yfibTaTe BbINOJIHEHUS 33[a4yM pe3epBHas Konusa byaeTt nepemelleHa B xpa-
HUNWLWE, a eé MeTafaHHble AOCTYNHbI B pasaene «Penosntopuiny.

e PK ona rpynnbl BM no pacnucaHutio. [na BbINONHEHUA pPe3epBHOro KOMMpoBaHUSA
rpynnbl BUPTYasbHbIX MalMH NO pacrnmcaHno Heob6XoanMo:

o

o]

o

[e]

3anyctntb MeHegxep AgMunHucTpaTopa RuBackup (RBM);
aBTOPM30BaATbCA C NpaBaMu aAMUHUCTPATOPA;

npoBepuTb cTaTyc knueHTa PK, Ha KoTopoM pas3BépHyT Mogyrnb TIONIX;
€co34aTb M HAaCTPOUTb NOCNe[0BaATENbHO:

» CTPATErno MOMHOTO PE3epPBHOr0 KOMUPOBAHMA A1 CO34aHWUS MaHOBbIX
pe3epBHbIX KONWi B pasaene «CTpaTernmy, Haxas KHOMKY «Jo6aBuTb»;
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= IpaBwWIo cTpaTerum gna kaxgom BM B pasgene «CTpaTernm», BblAENNB HYX-
HYHO CTpaTerumio U HaxkaB KHornky «[llpasuna». [NoBTOpUTb Cco3haHne npasuna
ans kaxpgomnm BM;

0 MpaBna0 AOIKHO MMETb CTaTyC «run» (3anyLeHo) ANns BbiNOMHEHNUS
pPe3epBHOIr0 KOMMPOBaHMA MO pacnmcaHuio.

o B pasgene «O4yepedb 3afgay» QOCTYMHO OTCNEXMBAHNE CTaTyCa BbIMOMHEHHbIX U
XO[, BbINMOMHAEMOW 3a4a4 pe3epBHOro KONMPOBaHMS;

o B pesyfibTaTe BbIMOSIHEHUS 3afauyn pe3epBHble KOMUU BUPTYasbHbIX MalUuH
OyayT nepeMelleHbl B XpaHunuuwie, a UX MeTafaHHble AOCTYMHbl B pasgene
«PenosnTtopuin».

e CpoyHoe PK. Cpo4HOe pe3epBHOE KOMMPOBaHWE BbIMOSIHAETCA 4S8 oaHon BM:
o 3anycTutb MeHeaxep AgMnHuctpaTopa RuBackup (RBM);
o aBTOPU30BaTbCS C NpaBaMu agMUHUCTPATOPAa;
o MPOBEPUTb cTaTyc kKNneHTa PK, Ha KOTOPOM pasBepPHYT Moaynb Dynamix;
o BbIMOJSIHUTb CPOYHOE pPEe3EePBHOE KOMMPOBaHME BO3MOXHO ABYMS crnocobamu:

= ObICTPbIN AOCTYMN K QYHKLMN CPOYHOIO PE3EPBHON0 KONMMPOBAHWUA MO HaXaTuUko
Ha KHOMKy «CpoyHoe PK» Ha BepxHen naHenn RBM;

» B pasgene «O6bekTbl», Bblgenus kKnneHTa PK, KOTopbln ocylecTBNAET ynpas-
NeHne pesepBHbIM KonmpoBaHueM BM, 1 HaXkaB NOABUBLLYIOCA KHOMKY «Cpoy-
Hoe PK»;

o B pasgene «O4yepedb 3afgay» QOCTYMHO OTCNEXMBaAHME CTaTyCa BbIMOMHEHHbIX U
XO[, BbINMOMHAEMOW 3afa4 pe3epBHOro KONMpPoOBaHMS;

o B pesynbTaTe BbINOSHEHUS 3afayn pe3epBHas konus BM 6yneT nepemelleHa B
XpaHunuue, a eé MeTafaHHble AOCTYMHbI B pasaene «Penosutopuiny.

e BoccTaHoBneHune ns PK. [1na BbiNo/HEHNA BOCCTaHOBIEHNA BM 13 pe3epBHOMN Konuun
HeobxoaMmo:

o 3anycTuTb MeHepxep AaMunHucTpaTopa RuBackup (RBM);

o aBTOPU30BaTbCH C NpaBaMu agMUHUCTPATOPA;

o MPOBEPUTb cTaTycC kKNneHTa PK, Ha KOTOPOM pasBepPHYT Moaynb Dynamix;

o B paspgene «Penosntopuin» BolbpaTb PK N HaXkaTb KHOMKY «BOCCTAaHOBUTbY;

o B pasgene «O4yepeb 3agay» OOCTYMNHO OTCNEXMUBaAHME CTaTyCa BbIMOSIHEHHbIX U
X0[, BbINOJSIHAEMOM 3aa4 BOCCTAHOB/IEHUS PE3ePBHON KONUK;

o B pesynbTaTe MNPOM3BEAEHO BOCCTAHOBMEHME YyAaNIEHHOW MW U3MEHEHHON BM
[0 COCTOSIHUSA, B KOTOPOM OHa 6blfla Ha MOMEHT CO34aHuA Pe3ePBHOMN KOMuu.
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10.3. Oco6eHHocTU HacTpouku RBM gnsa PK BM TIONIX

Mpn BbINONHEHMM NOBOro cueHapusa (Mpu HacTpPoOWKe npasBun, CTpaTernm, BOCCTaHOB-
nexus ns PK) cnepyeT B COOTBETCTBYHOLMX NONAX YKasaTb Cneayrolmne gaHHble:

e B none «KnneHT» BbibpaTb W3 BbiNagaroLwwero cnucka nma knueHta PK, Ha KoTopom
pasBépHyYT Moaynb TIONIX n npepocTaBnieH ceTeBOW [OCTYyN K y3ny nnathopmel
BupTyanusauum TIONIX;

B none «Tun pecypca» BbibpaTb 13 Bbinagarow,ero cnucka « TIONIX»;

npu HEOHBXOANUMOCTU NPON3BECTN TOHKYHO HacTporky moaynsa TIONIX;

B none «Pecypc» BbibpaTb BM, pesepBHasa konmsa KoTopon 6yneT co3faHa;

B none «Tun PK» Bbl6paTb «lMonHoe», «MHKpeMeHTanbHoe» nnu «unpdepeHymans-
Hoe».

10.4. BRBM

10.4.1. Hayano pa6oTbl

3anyck MeHep)xepa AgpmuHucTpaTopa RuBackup (RBM)

OKOHHOe npunoxeHne MeHepxep AaMuHuctpaTtopa RuBackup (RBM) npegHasHayeHo
ANA aAMUHUCTPUPOBaHNA CepBEPHOM rpynnupoBkuM RuBackup, Bkno4vas ynpasreHue
KNneHTamu, rnobanbHbiM pacnucaHnemM, XpaHUInwamMm pes3epBHbIX KONMUA U ApYyruMu
napameTpamm CPK RuBackup.

Ona 3anycka MeHepyxepa AgMuHucTpatopa RuBackup cnepyeTt BbiNOMHUTL B TEPMU-

Hane KomMaHay:

/opt/rubackup/bin/rbm&

AyTeHTudukayua nonb3osartens 8 RBM

[locTyn K cucTemMe pe3epBHOro KOMMPOBAHMA OCYLLECTBNAETCS Ha OCHOBE POJIEBOW
MOZENN ynpaBneHns 4oCTynoMm.

[na ynpaBneHus pe3epBHbIM KonvpoBaHnemMm BM nonb3oBaTenb A0NXKEH ObiTb aBTOPU-
30BaH C npaBamu cynepnonb3oBaTens (AamuHucTtpatop CPK) unu agMmHucTpaTtopa
(Monb3oBaTtenb CPK).

Mpwn 3anycke RBM BaM notpebyeTca NpoONTU ayTEHTUGUKALUIO B OMANOrOBOM OKHE,
AOCTYMNHOM nocne 3anycka RBM, gna atoro eeeanTte (pucyHok 4):

» B none «msa cepesepa RuBackup» — ip-agpec nam nmsa ysna, Ha KOTOPOM PasBEPHYT
OCHOBHOW cepBep pe3epBHOro konupoesaHma RuBackup;
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e B nonsa «<Ma nonb3oBaTtens» N «aponb» — yyéTHble gaHHble AgMuHucTpaTopa CPK
nnu Monbsosatena CPK (noruvH n naponb);

e B none «Tun ayteHTUdUKayuumn» — Bblbepute 6asy faHHbIX ON8 ayTeHTudukauuu
YUYETHbIX AaHHbIX : RuBackup DB (6a3a gaHHbIx Postgresqgl (C uMeHeM No yMonyaHuo
rubackup), cosgaHHas npu pasBépTbiBaHUKN cepBepa RuBackup, rae xpaHATCS OaH-
Hble YYETHbIX 3anucen nonb3osatenen RuBackup, nnn Domain Controller gns aBTo-
pu3aLmm C UCNOJSIb30BaHNEM YYETHbBIX faHHbIX LOMEHHOro nonbsosaTtensa MS Active
Directory nnu ALD PRO.

RuBackup Manager

Wma cepeepa RuBackup

localhost|

MMa nonb3oBaTens

rubackup

Mapons

Tun ayTeHTUdUKaunun
RuBackup DB

Boitun

PucyHok 2. [InanoroBoe OKHO Ha CTpaHuue aBTopusauunmn RBM

Crtartyc knueHTa PK

[na BbINOMHEHUA pPe3epBHOro KOMMpoBaHUA KIMeHT PK pgosmkeH 6biTb aBTOpM30BaH
aAMUHNCTPATOPOM Ha ocHOBHOM cepsepe CPK RuBackup.

[Mocne ycnewHon ayTeHTUdMKaumm B RBM gna onpepeneHnsa ctaTyca KnMeHTa peseps-
HOro KOMUPOBaHUA OTKPOMTE pasgen «AgMUHUCTpUpoOBaHMe», B nogpaspene «O6b-
eKTbl» BblbepuTe 610K L «KnneHTbI».

B oTKpbiBLIEMCSA OKHe ByayT oTobpa)keHbl BCe aBTOPU30BaHHble KNneHTbl PK 1 BbiBe-
AeHO coobleHne O HeaBTOPWU3OBaHHbIX KNMeHTax PK, ecnu Takume CywecTBYHT B
NHOPACTPYKTYype Pe3epPBHOro KONMPOBaHUSA (PUCYHOK 5), C BbIBOAOM CNeayHLWmMX gaH-
HbIX B TabNM4YHOM BMaeE:

e ID - ngeHTnpMKaTop KNneHTta PK;

e UMA - nms y3na, Ha KOTOPOM PasBEPHYT KIMeEHT PK;
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Tuvn OC - HanmMeHoBaHne OC, ncnonb3yemMomn Ha KnneHTe PK;

EMKocTb XpaHununw,a — o6Lwmii pasmep xpaHunuiwa B 'b;

LleHTpanu3oBaHHOe BOCCTaHOBNEHUe — BK/oYeHa (1) unam BbikoyeHa (0) dyHKLmSA
LLeHTpanmM3oBaHHOI0 BOCCTAHOBMEHNA AaHHbIX KnneHTa PK;

Bepcusa — HoMmep Bepcun yctaHoBneHHoro MO knneHTa PK.

Mpn Hanuuun B UHOpacTpykType PK HeaBTOpW30OBaHHOro knueHta 6yget akTuBHa
KHOMKa (x HeasTopusosantbie kimerTsl | BpIBEA,EHO YBEA,OMJIEHNE O KONMMYEeCTBE HeaBTOPM30-
BaHHbIX KTMEHTOB Ha NeBO BOKOBOMN NaHeN [ e

“Ru £ a8 @

NobaeuTh  f HeaBTOPM30BAHHBIE KIWEHTHI 5]

55 NaHenk MOHWTOpUHra

L) O6wektwl

vID Wma MIMs rpynne Tun OC Cratyc EMKOCTE XpaHnnuwLa LIeHTpanu3oBaHHoe BOCCTAHOBNEHME Bepcwa

E CTpaterim 2 server No group Linux I': B CETH \l 10 true 2.1.1.60e832b
[E rnoBansHoe pacnucanve

E| Yaanéuwuan pennukauyma

E Penoautopwii

| Ouepegs 3agay

epeepsl RuBackup

& AgmuHUCTpMpoBaHue

& 1 +eamTopuscEaHHsN KNWEHTOR

PrcyHok 3. OKHO «KNIMeHTbI» pasgena «ALMUHUCTPUPOBaHNEY

AeTtopusayua knuenta PK

Ons aBTopusaumm knmeHTa PK HaxMnTe B oKHe «KnneHTbI» (pUCYyHOK 6) Ha BEpPXHEW
naHenn KHOMKY WM Ha yBeAOMJIEHME O KOJIMYECTBE HEABTOPM3OBAHHbIX K/IMEHTOB Ha
neson 60KOBOW MaHenu.

B oTKpbiBLIEMCS OKHE «HeaBTOpu3oBaHHble KnueHTbl PK» BbiBeAEH CMMUCOK BCEX KNK-
eHToB PK, oxuparowmx aBTopusaymnm (pnucyHok 7) ¢ BbIBOAOM Crnefyrowmx OaHHbIX B
TabnnyHoM Buae:

e ID — npgeHTnPUkKaTop knueHTta PK B cTpykType CPK RuBackup;

e UMA — nMA y3na, Ha KOTOPOM pasBEPHYT KNneHT PK;
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e Tun OC — HanmeHoBaHMe OC, ncrnonb3dyemMon Ha ysne knmeHTta PK;

o AuctpubbloTop OC — KomMnaHua-paspaboTunk OC, yCTaHOBMIEHHOM Ha Yy3re Knu-
eHTa PK;

e MAC — nageHTnomMKaTop CETEBON KapThl, UCMOSb3YEMON KNNEHTOM PK;

e Ipv4 — ip-agpec ys3na knueHTa PK, ncnonbsyembin npun nepegade AaHHbIX Mo nNpo-
Tokony lpv4;

e Ipv6 — ip-agpec y3na knneHTta PK, nucnonbsyemMbln Nnpu nepegade fgaHHbIX Mo npo-
Tokony lpve;

o HWID — yHuKanbHoOe annapaTHOEe MMSA MalluHbl, HA KOTOPOW PasBEPHYT KIMEHT PK;
o NMocnegHAA aKTUBHOCTb — MNOC/NIEHAA aKTUBHOCTb kKnneHTa PK;

o Bepcuss — HOMep Bepcun ycTaHoBneHHoro MO knueHTa PK.

1 HEABTOPWIOBAHHLY KNWEHTOR

18Nk MOHWTOPUHIE

|;| ObwekTe

Wma Cratyc Tan OC AncTpubsloTop OC MAC IPvd IPvE HWID MocnegHAs aKTUBHOCTE Bepcwa

E Crpaterim 2 client :scem : Linux astra 52:54:00 10.7.6. feB0:5( d0c7373! 2024.08.22 11:00 2.1.1.60e8

B rno6ansHoe pacnucarve
E| YaanéuHan pennukauyma
8 PenoauTtopuid

E] Ouepeas 3agau

Cepeepkl RuBackup

[ XypHane:

£ AgMuHMCTpUpoBaHue

1 HEBBTOPUIOBAHHBIX KNTHEHTOR

PucyHok 4. OkHO «HeaBTopun3oBaHHble KnneHTbl PK»
1. Bbibepute HY>XHOro HeaBTOPWU3OBaAHHOIO KJIMEHTA WU Ha>XMWUTe CTaBLUYO aKTUBHOW
KHOMKY & Aetopusosats « ABTOPU3OBaATb».

2. B nosBuBLIEMCH OKHe MOATBEPXAEHUS HaXMuTe KHomnky «[a» ona npofosiKeHus
aBTopusaumn knueHTa PK.

3. MNocne ycnewHon aBTopmn3aLmnm HOBbIN KneHT PK BygeT oTobpaXKéH B okHe «Knn-
EeHTbI» pasgena «AOMUHUCTPUPOBaHNE» N B OKHe pasgena «O6bekTbl» (prucyHoK 8).
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™
¢ Ru & 8 ®

2

MNaHens MOHWUTOPUHIa

LJ O6nekTbl Tun OC CraTyc EmkocTb xpaHunuwa LleHTpanu30BaHHOE BOCCTAHOBNEHWE
CTpaTterum 5 aparshenkov-tionix-client Linux 10 false
4 alt-rtk Linux 10 true
[E rnobanbHoe pacnucanve
3 alt-client-test Linux 10 true
YnanéxHas pennnkauus 2 rubackup-primary-alt Linux 10 true

(((0}

PenosuTopuia

=

O4epenb 3a4a4

]

Cepeepbl RuBackup

[=] MypHansi

£ ALMUHMCTpUpOBaHWe

A  rubackup@10.255.27.97

PucyHok 5. OkHo pasgena «O6beKTbl»

10.4.2. Pe3epBHOE KonupoBaHue

MnaHupyemoe pesepBHOE KONUpPOBaHUe

[NA BbINOMHEHUA PerynfapHoOro pe3epBHOro KONMpoBaHUe BUPTYalbHbIX MaLLUWH, Heob6-
X04MMO co3faTb NpaBuno B rno6asnbHOM pacnucaHumn. B cnyyae rpynnosbIxX onepauui
MO>XHO TaK >X€& UCMOoJIb30BaTb CTPaTErnn pe3epBHOro KonnMpoBaHMA.

[lna co3pgaHunsa npaBuia rnobanbHOro pacnncaHns BbINOMHUTE creayolime AencTBus:

1. Mepengnte B pasgen «O6bekTbl», BblbepuTe BKNaakKy «lMpaBuna» U HaXMuUTe Ha
KHOMKY «[Jo6aBuUTbL» (prcyHok 9).
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‘“Ru & 8 &

3apaqn Mpaewnna Mpaewna cTpaTeruv PenoznTopuia YnanéHHan pennvkauna MnaH BoCCT:

58 MaHens MOHWTOPUHIa > No group &2

= qQroup

WMmA rnoGansHOro pacnucaHng CraTyc WNmA knneHTa HWID Wma nyna EEEY

OBBLeKThI
CTpaTerum
FnobanbHoe pacnucaHune

| Ynané&nuana pennukauws

=] PenozuTopuii

7| Ouyepenb 3apay
B Cepeepbl RuBackup
[=] XKypHans

AQMUHUCTPUPOBaHNE

(O]

B  rubackup@localhost

PucyHok 6. OkHo BKnagku «Mpaeuna» B pasgene «O6beKTbI»

2. B oTkpbiBlLIEMCA OKHe (pucyHok 10) ansa HacTponkn PK BM BbINOAHUTE HAaCcTPOMKU
cosfaBaeMoro npaswuna u wabsoHa rnobanbHOro pacnnucaHus, HaCTPONKN KOTOPOro
pacnpoCcTpPaHATCA Ha BCe npasuna rnobasnbHOro pacnmcaHus.

[o6aB1Tk NPaBuo rno6ankHoro pacnucaHms " MpyMeHnTs

0 NaHent MOHUTOPUHIa

MapaMeTpsl Nnpaeuna

O6BLeKThl
HazeaHue npasnna
CTpaTerum
KnueHTt alt-client-test (e925c24fcb7068cb) ~
FnobansHoe pacnucaHue
Tun pecypca TIONIX v -
| YopanénHana pennukauns
Pecypc * dlame":"RTK_test_name_and_ip"."IP-Address":"10.255.27.105"} -
= PenosuTtopuii Tun PK Nonwas “

.| O4epepb 3apa4
.uOl'IOHHMTEHbeIE napaMeTpel Npaeuna

Cepsepbl RuBackup

EmkocTe xpaHunuwa Inf re
[=] XKypHans )
EMKOCTE XpaHunuuia KknmeHTa Inf reé
AOMWUHWCTPUpPOBaHWE
A U MpwoputeT 100
3awmnTHoe npeobpa3soBaHue nocrypt

CKpVMNT NpY HOPMaNLHOM BbINOAHEHWUKA
CKPMI’\T Npwv BEINONMHEHWKA C owmnbkammn

CKpVMNT NpY BOCCTAaHOBNEHWMK

ana - .

+ LobasuTe Nnpaswno B wabnoH ‘

PucyHok 7. OkHO cosfgaHua npasuna rnobasbHOro pacnnucaHmsa pes3epBHOro KonMpoBaHus

BbInoNHNTE HAaCTPOWKKM co3[aBaeMoro npasuia pe3epBHOro KOMMpPoBaHUS:
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o MapaMeTpbl NpaBuna (prucyHok 11)

MapaMmeTpkl Npaenna

HazeaHwe npaewuna

KnueHTt alt-client-test (e925c24fcb7068ch) hd
Twn pecypca TIONIX w -
Pecypc * dame":"RTK_test_name_and_ip","IP-Address":"10.255.27.105"} -
Tun PK MNonnxan w

PucyHok 8. OkHO cosgaHus npasuna rnobanbHOro pacnnucaHusa pesepBHOro KONMpoBaHKUS.
HacTpolika npasuna - [MapamMeTpbl npasuna

» B none «KnueHT» — KNMeHTa, y KOTOPOro ecTb AOCTYM MO CeTU K BUPTyasb-
HbIM MalWKnHaMm nnatdopmbl BUpTyanusauyum TIONIX;

= B nosie «Tun pecypca» — Bblibepute TUN pe3epBUPYEMOro pecypca 13 Bbina-
patowero cnucka - TIONIX. Tlone coaepXuUT [OMNONHUTENIbBHO TOHKME
HacTpouku moayna TIONIX, KoTopble MOXHO U3MEHUTb HaXaTUeM KHOMKW

. MogpobHee 0 napameTpax cMoTpu [asa 13.

» B none «Pecypc» — HaXMUTE KHOMKY ! n BblbepuTe B pasBepHyBLUEMCH
OKHe pecypc pesepBupyemon BM.

MMsa pecypca cogepxuT ID pesepsupyemoit BUpTyanbHOW MawwmHbl 1 nnu

npepacTasneHo B popmate JSON ¥, koTopblli MO yMONYaHWMIO COAEPXMT:
noeHtuomnkatop BM (ID) — obsasaTtenbHoe none, umsa BM (Name) u ip-agpec
BM (IP-Address), Hanpumep:

{"ID": "mpeHTudéukaTtop BM", "Name":"ummsa BM", "IP-Address:"ip-agpec BM"}

MMA pecypca MOXeT 6bITb OTPeAaKTUPOBAHO N coaepXaTb Nobble JaHHble B
dopmaTte JSON. 3apaHHOE UMA pecypca CoXpaHAaeTCs A pe3epBHON Konuu
n oTobpaxaeTtca B none «Pecypcy;

= B none «Tun PK» — 0OCTYMNHO NOSIHOE, MHKPEMEHTaNbHoe U anddepeHLmans-
HOe pe3epBHOE KONMUPOBaHME;

o [OMONHUTENbHbIE NapaMeTpbl NpaBuna (pucyHok 12):
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,D'D NONHWTENEBEHBIE NapaMeTpeRl Npaenna

EMKOCTE xpaHunuwa Inf re
EMKOCTEL XpaHunuLia KNWeHTa Inf re
MpwopwTeT 100

JawKTHoe NpeobpazceaHue nocrypt

CKpMNT NpW HOPMankLHOM BLINOAHEHWMK
CKpMNT NPW BEINOAHEHWW C OLWWWBKaMMK

CKpMNT NPW BOCCTAHOBIEHMM

PucyHok 9. OKHO co3aaHua npaeuna rnobanbHoOro pacnucaHus pe3epBHOro KOMMpPoBaHUS.
HacTpoiika npaBuna — [lonoNHUTeNbHblE NapaMeTpbl Npasuna

B none «EMKOCTb XpaHWAMLLA» YKaXUTe MaKCUMarbHblii pasMmep nyna Ans
XpaHeHus PK, cosfgaHHbIX NO AaHHOMY MpaBusy. 3HadeHne no YMOJIYaHMIO.
[laHHbIN NapamMeTp AOCTYNEH, ECNMN B HAacTponkax rnobanbHoOn KOHOUrypayum
aKTUBUMPOBaH nepeknovaTens «OrpaHM4yeHns éMKOCTHN Ans rnobanbHoOro pac-
NUCcaHna»;

B none «EMKOCTb XpaHWAMLLA KJIMEHTa» YKaXuTe MaKCUMarbHbl pasmep
XpaHunuwa Tekyuwero knueHta PK. [aHHbI napamMeTp AOCTYMeH, ecnu B
HacTpomkax rnobanbHOM KOHOUrypauum aKTUBUPOBAH NepeksrovaTenb
«OrpaHnyeHnss EMKOCTU ANA KIINEHTOBY;

B nosne «lMpuoputeT» MOXeT cogepXxaTb 3HayeHne oT 100 go 1000. Yem
BblLle 3HaYeHNe, TEM Bbille NPUOPUTET BbINOHEHUA NPaBuna;

B none «3awuTHOe npeob6pasoBaHMe» MO YMOJSIYaHUKO BbiOpaHO 3HayeHwue
«nocrypt» - 6e3 ncnonb3oBaHUA 3alWMTHOro npeobpasoBaHusa PK. B cnydae
Bbl6opa anropntMa 3aWmnTHOro npeobpasoBaHna cMOTpU Tabnmuy:

Tabnvya 3. AnropuTMbl 3aLMTHOro nNpeobpasoBaHuns, LOCTYMHbIe B yTuanTe rbfd

Anroputm Moppepxusaeman AonuHa Mpumeyanue
KJIlova, ouTt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKMN HaLNOHasbHbIR
cTtaHgapT ACTY 7624:2014

Kuznyechik 256 Poccuninckuin HaunoHanbHbIN
ctaHgapt NOCT P 34.12-
2015

MARS 128, 256
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Anroputm MopnepxveaemMas AoNvHa MpumeyaHue
KJova, 6uTt

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Knutanckunim HaunoHanbHbI
CTaHAapT gna 6ecnpoBof-
HbIX CeTeWn

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

= B Nnose «CKpPUNT NPV HOPMasibHOM BbINOIHEHUU» YKAXNTE NYyTb Pacnonoxe-
HKUA cKkpunTa npu HOPManbHOM BbIMOSIHEHUN PK
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpUNT He BXOAUT B KOMMMEKT
NOCTaBKM W ABMASAETCA AOMNOAHUTENbHOM OMUMOHANbHON BO3MOXHOCTbHO,
cospaHune KoTtopon obecneyvmBaeT 3akasuuk. [logpobHoe onncaHne aprymMmeH-
TOB CKpunTa NpusefeHo B PyKoBOACTBE CUCTEMHOIO agMUHUCTPATOPA;

= B MoJjie «CKPUNT NpU BbINOJIHEHUMU C OLUMGKaMM» BbINOSTHEHNUNY» YKaXUTe NyTb
pPacnosioXeHns cKpunTa npw BbIMOSIHEHUM PK C OLLNBKOWN
/opt/rubackup/scripts/Baw_ckpunt.sh. CKpUNT He BXOAUT B KOMMMEKT
NOCTaBKN W ABNAETCA [OOMNOSIHUTENIbHOW OMUMOHANbHOM BO3MOXHOCTbHO,
cosfaHue KoTopomn obecneymsaeT 3akasuuk. [logpobHoe onucaHne aprymeH-
TOB CKpunTa npueefeHo B PykoBoACTBE CUCTEMHOIO afMUHUCTPATOPA;

» B none «CKPUNT NpU BOCCTAHOBAEHUM» YKaXWUTe MNyTb pPacrnonoXeHns
cKpunTa BoccTaHoBneHua PK /opt/rubackup/scripts/Bawi_ckpunt.sh. CkpunT
He BXOOMUT B KOMMJIEKT NOCTaBKM N ABNAETCA AOMNOJHUTENBHOM ONLNOHaNbHOWN
BO3MOXHOCTbIO, CO3faHuMe KOoToponm obecneymBaeT 3akasuuk. [MogpobHoe
onncaHwe aprymMeHToB CKpunTa MpuBeAeHO B PyKOBOACTBE CUCTEMHOIO
agMUHUCTpaTOpPa;

BbinonHute HaCTpOVIKM lwabnoHa rnobanbHOro pacnmncaHnA, npuMeHaemMble KO BCEM
npasuniamMm rnobanbHOro pacnmncaHnA:

o B 6510Ke «HacTpomku (pucyHok 13):
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HacTpoikmu
BkniounTh Nocne co3fgaHna ()
Nyn Default ~
Ha4ano nepvofa gercTeMnA 10.06.2024 16:40 |f|
OkoH4YyaHWe Nepuoja OeicTeuA 10.06.2025 16:40 ﬁ

Obwme HAcTPOMKK Modyns

PucyHok 10. OkHO cosfaHuns npasuna rnobanbHOro pacnmcaHusa pesepBHOro KONMpoBaHKUS.
HacTpovika wabnoHa — HacTponku

«BKNOUYUTb Nocne cospaHua». [1py akTUBaUUKM NepeknrovaTens co3gaHHoe
npaBuno 6yaeT MMeTb CTaTyC «run» (3anyuw,eHo). Ecnu nepekntoyaTtenb nepu-
04M4YecKoro sanycka geakTUBMpOBaH , TO CO34aBaeMoOe NpaBuIo He cos3facTt
3a4a4 pe3epBHOro KOMMpPoBaHUSA N ByaeT UMeTb CTaTyC «wait»;

B none «Myn» BblibepuTe 4OCTYNHbLIA NYN ANA XpaHeHnsa konumn PK;

B none «Hayano nepuoga pencTBUA» yKauUTe Hayano nepuvoga AencTBUS
C03[aBaeMoro rnpasuia Pe3epBHOro KONMPoBaHUA, HaXaB KHOMKY W BbiI6paB B
OTKPbIBLWUEMCS KaneHgape AaTy W BpeMsi Hayana nepuojga sanycka cosgasae-
MOTrO MnpaBuia Pe3epPBHOIro KONMUPOBaHWS;

B none «OKOHYaHUe nepuopa AeNCTBUA» YKaXNTEe OKOHYaHMe nepunoga nemn-
CTBMA CO3[aBaeMoOro npaBuna pPe3epBHOr0 KOMUPOBaHWA, HaXxaB KHOMKY U
BblOpaB B OTKPbIBLIEMCS KaneHgape pgaTy U BpeMs OKOHYaHuA nepuopga
3anycka cosfaBaemMoro npaswuia pesepBHOro KonuposaHuA. 10 yMOnYaHuo
CPOK fencTBuA npaBuna coctaesnsgeT 1roa ¢ MOMeHTa ero Co3faHus;

KHonka  [SENUERCElSLUIRIWAEN  npefocTaBnseT  napameTpbl  Os

HaACTPOMKN MHOronoTOYHOro pPes3epBHOro KonuposaHuA. OnnucaHne napamer-
pOB NpuBeLeHO B pasgene [ nasa 12;

o B 6510Ke «Pacnucanume» (pucyHok 14):
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PacnucaHue
BribpaHo: KpoH-BbipaxeHne 0 0 1 * *
Nepyoanyeckuii 3anyck
MunyTa

Yac

ololo

[JeHb Mecaua
Mecay
IeHs Hegenw

PucyHok 11. OKHO co3fgaHus npasuia rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHuS.
HacTpolika wabnoHa — [lononHuTenbHble NapaMeTpbl NpaBuia

» B none «Mepuogunueckuii 3anyck» onpenennuTb TUN 3anycka Co3gaBaemMoro
npasuna.

|_|pl/1 aKTunBauuMnM MON3YHKa Nepunognyv4eckKoro 3anycka YKaXumte B MUHYTaX
yepes Kakoe BpeM4A 6y,u,eT BbINOJIHATbCA CO3aBaeMOeE MpaBunso.

Ecnv nonsyHoK nepuogmyeckoro 3anycka AeakKTMBMPOBaH , TO HacTpouTe
KPOH-BbIpaXKeHne, ykasaB fgaTy U BpemMsa MHTepBasa BbiNOSHEHWA CO3[aBae-
MOro npaBuna;

o B 6noke «lMpoBepka» (pncyHok 15):

Mpoeepka
MpoBepka pe3epBHbIX KOMWA KaX able Q

1 + Mecaues w

PucyHok 12. OkHO co3faHua npasuaa rnobasnbHOro pacnmcaHnsa pesepBHOro KonMpoBaHus.
HacTpowka wabnoHa — lNMposepka PK

» «MpoBepKa pe3epBHbIX KONuh Kaxkabie». pn akTMBauun nepeknodyaTens

@ nocTynHa HacTpolika NepuoauMyHOCTM MPOBEPKU apPXUBOB pPe3epPBHbIX
KOMUN.

B none ykaxunte nepnognyHoCTb NPOBEPKM pe3epBHbIX KONUN. ATO AeNCTBUE
NHULUUNPYET co3faHue 3afaun NpoBepKU pes3epBHON Konun — LndpoBon nog-
nucu u pasmMepa ¢annos. Ecnn pesepBHaa Konusa Obina nognucaHa LMppoBown
noAnucblo, To 6yaeT NpoBepeH pasmMep ¢annoB pe3epBHOW KOMUU U cama
pesepBHaa Konua. Ecnn pesepBHas Konus He 6bina nognucaHa uuoposomn
nognucbro, To ByaeT NpoBepPeEH TOMbKO pasmep ¢annoB pes3epBHON KOMUN.

B cnyyae, ecnu npoBepKa pesepBHbIX KOMWN He TpebyeTcs, TO AeaKTUBU-
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Mogynb nnatdopmbl TIONIX

pynTe nepeknoYaTesb B TEKYLLEN CTPOKE

o B 6/10Ke «CpPOK XpaHeHusa» (PVCYHOK 16) yKaXxuTe CKOJIbKO AHel, Heaenb, Mecs-
LLeB UNW NET XPaHUTb pe3epBHble KoMK, NoflyYeHHble B pe3ynbTaTe BbINoJIHEHUA

npaBunna,
Cpok xpaHeHWA
XPaHWTb PE3EPBHLIE KOMWK B TRYEHWE ()
1 + Net e

PucyHok 13. OKHO co3pgaHus npaeuaa rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHus.
HacTporka wabnoHa — Cpok xpaHeHusa PK

o B 06/10Ke «Pe3epBHble Konuu» (prcyHoK 17):

Pe3epeEHble KonWK

MNepeMecTuTb B NyN Yepes

PucyHok 14. OkHO co3fgaHusa npasuia rnobanbHOro pacnmcaHus pesepBHOro KonnMpoBaHus.
HacTpolika wabnoHa — PK

» MepemecTuTb B Nyn yepes npu aktmBauum nepeknovatens @ Bo3MoOXHa

HacTpoliKa MepemMelleHNss Pe3epBHbIX KOMWUA, MOJNyYeHHbIX B pesynbTaTe
BbIMNO/IHEHUA NpaBuna:

» C YKa3aHHOM NepnoanYHOCTbIO;
= B Ny, 4OCTYMHbIA N3 pacKpbIBalOLLEroCcHA CMNCKa;

o B 6noke «YcTapeBlUMe pe3epBHble KOMUM» HEOBXOAMMO onpenenuTb OeNCTBUS
MOC/e UCTEYEHUNA CPOKa XPaHEHUS Pe3epPBHbIX KOMWUI, MONYYEHHbIX B pe3ynbTaTe

BbINONHEHMSA NpaBunia» (prucyHok 18):
yCTapEBIlJME Pe3epeEHBIE KONMWK
ABTOMaTU4ECKDE yoaneHuwe
Yeepnomnate  Nobody W

KNnWeHT MOXeT yAanuTbe Pe3epBHeIe KONWK 3TOro npaenna (:)

PucyHok 15. OKHO cosfiaHuA npasBuna rnobanbHOro pacnucaHusa pes3epBHOro KONMpoBaHUS.
HacTponka wabnoHa — Yctapeswune PK

» akTmBupyiTe @D nepeknoyatenb «ABTOMaTUYecKoe yaaneHue» N5 yaa-
NEeHNss pes3epBHbIX KOMUIA MO OKOHYaHWUIO OnpeaenéHHoro B npaBuiie cpoka
XPaHEeHUst UNN AeakTUBUPYINTE NepeknoyaTenb , €CNV Yy aneHne peseps-
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HbIX KOMWIA He TpebyeTcs;

» B nosie «YBeROMAATb» HAaCTPOWNTE Kakne afMUHUCTPaTUBHbIE Tpynnbl 6yayT
yBeLOMNEHbl 06 UCTEUYEHMM CpOKa AENCTBUS PE3EPBHbIX KOMUIA;

= B nosie «K/AMEHT MoXeT yaanuTb pe3epBHbie KOMUU 3TOro NpaBuna» akTu-
Bupyinte nepekmoydatens @ ana paspelweHus knueHTty PK yganuTb ycTa-
PEBLUME pe3epBHble KOMUU WK [OeakKTUBUPYITe nepekoyaTenb ans
paspelleHnst Ha yaaneHne pes3epBHbIX KOMUA TONTbKO Ha cepBepe;

o B 65oke «YBepgomneHus» (pncyHoK 19) ONs yKasaHHbIX COObITUA M3 BbiNagaro-
LLLero cnucka onpeaennTe rpynny nosb3oBaTenen, KoTopaa byneT yeeaoMNeHa B
cnydae npowusolwegwero cobbiTna. B none «E-mail CC» MOXHO BBECTM NO6ON
afpec 3N1EKTPOHHOM NOYTbI 419 0COO0ro yBeAOMNEHUS;

YeenoMneHWA

HopmansHoe BbiNONHEHWE Nobody g
BeinonHeHwe ¢ ownbroi Nobody v
[MpoBepKa pe3epBHOR KOMWK Nobody W
OxoHYaHve OelncTEMA Npasuna Nobody ~
OKkoH4YaHve EMKOCTW XpaHunuwa  Nobody W

PucyHok 16. OKHO co34aHuA npasusia rnobasnbHOro pacnmcaHus pesepBHOro KOnmMpoBaHus.
HacTponka wabnoHa — PK

3. Mocne HacTPOWMKU npaBuia HaXMUTE KHOMKY ANA  COXpaHeHusn
HaCTPOEK NpaBuia Pe3epPBHOro KONMMPOBaHWS.

CospgaHHoe npaBuno 6ypeTt OOCTYNHO ONA pefakTUPOBaHUA U U3MEHEHUS cTaTyca
(«3anyweHo» nnmn «oxnpaeT») B pasgene «nobanbHoe pacnucaHme».

CpouHoe pe3epBHOE KONMUpPOBaHue

CpouHoe pesepBHOe KoMMpoBaHWe Mo3BoNseT eAMHOPa3oBO CO3AaTh MOMHYK pe3eps-
Hyto Konuto BM, He Ha3Hayasa npaBuio No pacrnucaHuio.

1. BbinosiHEHNE CPOYHOro pe3epBHOro KonmposaHWa B RBM BO3MOXHO OCYLECTBUTb
ABYMSA cnocobamu:

o nepentn B pasgen «O6bekTbl», BblgeNUTb KnneHTa PK, ocyuwecTenswowero
yrpaBfieHne pes3epBHbIM KOMUPOBAHMEM BUPTYasibHbIX MallKMH, W HaXaTb

NOABMBLLUYHOCA KHOMKY iz «CpoyHoe PK»;

o

=

HaXxaTUeM Ha KHOMKY Ha BepxHen naHesnn RBM kHonky = «Cpo4dHoe PK».

2. B oTKpbIBLLEMCS OKHe NMponsBeanTe HaCTPOWKY napameTpoB (pucyHok 20):

351352




Mogynb nnatdopmbl TIONIX

"N

[ {1] e & ®

& CpoyHoe PK + NpuMeHnTs

82 NaHesNb MOHUTOPWHTa

KnueHt alt-client-test (e925c24fcb7068ch) v

[J ObbekTh

Twun pecypca TIONIX ~ n
CrpaTeruu

Pecypc * "RTK_test_name_and_ip","IP-Address":"10.255.27.105"} -
[E] rnobansHoe pacnucaHue

ApXMEMPOBAHNE
YaanéHHasa pennMkaums Tun PK Monxas o
& Penoautopuii Myn DB_pool v
O4epenb 3anay 3awwmTHoe npeobpaszosaHne  nocrypt ~
B Cepsepbl RuBackup NpuopuTer 100 +

Cpok xpaHeHus 1 + | Nlet v
[=] XypHans
. OBwmre HaCTPONRKK MOy A
£ ABDMUHUCTpUpOBaHWE

o

o

o

PucyHok 17. OKHO HacTponkm CpoYHOro pesepBHOro KoNnMpoBaHUs

B nosnie «KnueHT» — KNMeHTa, y KOTOPOro ecTb AOCTYM MO CETU K pecypcam nnat-
dopmbl BUpTYyanusayum TIONIX;

B none «Tun pecypca» — BblIbepnte TN pe3epBUpPyeEMOro pecypca 13 Bbinagaro-
wero cnucka — TIONIX. MNMone copepXuT AOMOSHUTENBHO TOHKUE HAaCTPOWUKM
mopaynsa TIONIX, KoTopble MOXHO U3MEHUTb HaXaTueM KHOMKK ! MogpobHee
0 NapameTpax cMoTpu [ naea 13.

B none «Pecypc» — HAXXMUTE KHOMKY ! N BblbepuTe B pas3BepHYBLUEMCSH OKHe
pecypc pesepsupyemMmon BM.

MMsa pecypca cogepxuT ID pesepsupyeMoit BUPTYanbHON MawuHbl ' unu

npepcTasneHo B popmate JSON ¥, koTopbiit Mo yMonyaHuo cogep>xuT: naeH-
Tuoumkatop BM (ID) — obsasaTenbHoe none, umsa BM (Name) u ip-agpec BM (IP-
Address), Hanpumep:

{"ID": "mpeHTudukaTop BM", "Name":"uma BM", "IP-Address:"ip-agpec BM"}

MMa pecypca MoXxeT ObiTb OTpPefaKTUPOBaAHO U cofepXxaTb nobble AaHHble B
¢opmaTe JSON. 3amaHHOE MMA pecypca COXpaHAeTCcAa ON19 pe3epBHOW Konun un
oTobpaxaeTcsa B none «Pecypcy;

B none «Tun PK» — OCTYNHO MOJTHOE, MHKPEMEHTaNbHoe U anddepeHLnanbHoe
pesepBHOE KOMMPOBaHWe;

B none «Myn» n3 packpblBaloLLErocs CrnuMcka BblbepuTe OOCTYMHbIA Nyn Ans
COXPaHeHUs pesepBHOM Konuu;

B nojie «3awWuTHOe npeo6pasoBaHue» MO0 YMOJYaHUIO BblI6paHO 3HavyeHue
«nocrypt» - 6e3 MCMNoNb30BaHMA 3alKUTHOro npeobpasoBaHus PK. B cnyuvae
BblObOpa anropnTMa 3aWwmnTHOro npeobpasoBaHusa cM. Tabnuyy:

Tabnuvya 4. ANropuTMbl 3aLMTHOIO NpeobpasoBaHus, LOCTYMHbIe B yTuanTe rbfd

36 n3 52




10.4. B RBM

Anroputm MopnepxveaemMas AoNvHa MpumeyaHue
KJlova, ouTt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKMA HaLNOHasbHbIR
cTtaHgapt ACTY 7624:2014

Kuznyechik 256 Poccuninckuin HaumoHanbHbIN
cTaHgapt NOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Knutanckunim HaunoHanbHbI
CTaHAapT Os1a 6ecnpoBOgHbIX
ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

o B none «MpuoputeT» MoXeT copepaTb 3HayeHne oT 100 go 1000. Yem Bbiwe
3Ha4yeHue, TEM Bblle NPUOPUTET BbIMOSIHEHUA MPaBUna;

o B nosie «<CpoOK XpaHEeHUA» YKaXXUTe CKOJIbKO OHeW, Hefenb, MecsaueB unu net
XPaHUTb pe3epBHble KOMUKU, MOJSIYYEHHYHO B pesysibTaTe BbIMNOSIHEHUS CPOYHOro
PK;

o KHonka (EEHUERES GLELUNITAEEN npeqocTaBNseT napaMeTpbl AN HAaCTPOMKM

MHOIrONOTOYHOIro pPe3epBHOro KonmposaHusa. OnucaHne napamMeTpoB MpuUBeaEHO
B pasgene [nasa 12.

CpouHoe pe3epBHOEe KONMUpPOBaHUe No nNpaeBuny

B ToM cnyvyae, ecnum Heo6xoAMMO BbIMOSIHUTL CPOYHOE PE3EePBHOE KOMMPOBaHME MO
CO34aHHOMY npasBuy rnobanbHOro pacnnucaHus:

1. Mepengute B pasgen «nobanbHoe pacnucaHmner.

2. BblgenuTe Hy>XHOe npaBuio.

3. Bbi3oBuTE NpaBoM KHOMKOM MbIM KOHTEKCTHOE MEHIKO U HaXMUTe «BbIMOMHUTL»
(puncyHok 21).
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Mogynb nnatdopmbl TIONIX

HNobasnTh

KnoHupoBaTb
PefakTUpOBaTb
MNprocTaHoOBUTL
BbINOMHUTH
Yaanute

MNepeiTH K...

PrcyHok 18. 3anycK CpOYHOro pe3epBHOro KONMPOBaHWA NO NMpaBuay rnobdanbHOro pacnmcaHus

4. MpoBepbTe X0p[, BbINOJIHEHUA PE3ePBHONO KOMUPOBAaHUA MOXHO B OkHe «Ouyepefb

3agay» (pucyHok 22).

=)
¢ Ru

82 NaHens MOHUTOPKWHIA

] ObbekThbl

E] CrpaTernn

[E] rnobansHoe pacnucaxme

YaanéHHas penavkauns
no3nTopun

Ouepens 3apa4

EJ Cepeepsl RuBackup

[=] XKypHans

£ AgMUHMCTpUpOBaHWe

&£ A &
W YaanuTs v 2
WNmA knneHTa CraTtyc Twn pecypca
Backup local alt-client-test ( 69.09% :| TIONIX {"ID":"4a0aa410-ded4-4d5f-86ea-7c0b6f060eb","Nar
Create replica alt-client-test TIONIX {"ID"™:"4a0aa410-dedd-4d5f-86ea-7c0b6f060eb9","Nar

PucyHok 19. OkHO odepeau 3agau

Mpy ycnewHOM 3aBepLUeHUN Pe3epPBHOr0 KOMMPOBAHMA COOTBETCTBYHOLWAA 3ajaya
nepenpet B ctatyc «Done».

10.4.3. BoccTtaHoBneHue PK

Cucrtema pesepBHOro konmposaHusa RuBackup npepycmaTtpuBaeT BO3MOXHOCTb BOC-
CTaHOBNEHUA pe3epBHbIX KOMUIN Kak CcO CTOpOHbl knneHTa CPK nocpegcteBoM MeHe-
axepa knveHta RuBackup, Tak n co cTopoHbl agMuHucTtpatopa CPK. B Tex cnydasx,
Korga ueHTpann3oBaHHOEe BOCCTAHOBJIEHNE pPe3epBHbIX KOMUIN He XenaTesibHO, Hanpu-
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Mep Korga BOCCTaHOBNIEHME AaHHbIX SBNSETCA 30HOM OTBETCTBEHHOCTM Brafesnbla
KIIMEHTCKON CUCTEeMbl, aTa QYHKLMOHANbHOCTb MOXeT 6biTb OTK/OYEHa Ha KNWeHTe
(cM. «PykoBOACTBO CUCTEMHOrO agMUHUCTpaTopa RuBackup»).

[na ueHTpann3oBaHHOro BOCCTaHOBEHUA BM Ha knneHTe PK:

1. B RBM nepengute B pasgen «Penosntopuin».

2. BboibepuTe B OTKpbIBLIEMCSH OKHe TpebyeMyto pe3epBHYH KOMUK, HaXXMUTE Ha Hee
NpaBoON KHOMKOW MbIN U BblbepuUTe B KOHTEKCTHOM MeHo «BoCCTaHOBUTbLY»
(pncyHke 23) nnn HaXxXMmnTe KHonky = «BoccTaHOBUTBY.

BOCCTAHOBUTE

NpoeepuTs

KonuposaTe
NepeMecTuTs
XpaHWTe Ao
¥AanuTe

MepeiT k...

PucyHok 20. OkHo pasgena «Penosutopuii». BocctaHoBneHne PK

3. B OTKpbIBLIEMCS OKHE LIeHTPaniM30BaHHOroO BOCCTAHOBNEHUA (pucyHke 24) npea-
cTaBneHa cneayrouw,as MHGopMaLmna U BO3MOXKHOCTU:
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‘\Ru & A @

LleHTpanu3oBaHHOe BOCCTAHOBNEHWe \/ MpuMeHnTs

S5 MaHens MOHWTOPUHIa

WHdopmauns o pesepsHon KONUK

ObBLeKTbl

Wma xocTa: alt-client-test
CrpaTteruu HWID: €925c24fch7068ch
rnobanbHoe pacnucaHue Tun pecypca: TIONIX
YaanéHHas pennukaums Pecypc: MName®:"RTK_test_name_and_ip","IP-Address":"10.255.27.105"}
. Myn: BD_pool
Penozutopui
Tun PK: full
Ouepepb 3ana4
CozpaHo: 2024.09.24 17:56:09
& Cepeepbl RuBackup BOCCTaHOBMTE LEno4Ky: 11
[=] XKypHans Wms npaeuna:
4'_ ALMUHUCTPUPOBaHUWe CraTyc PK: Trusted

MecTo BOCCTAHOBNEHWA

BOCCTaHOBWTL Ha KNWEHTa: alt-client-test (e925c24fcb7068ch) v
KaTanor pacnakoekw: * (@) -
MNapamMeTpsl BOCCTAHOBNEHWA ANA MOAYNA: TIONIX -

BoCCTaHOBUTEL Ha LeNesoM pecypce: @

OB6LKMe HacTPOAKK MoayNA @

FpaHynspHOe BOCCTAHOBNEHWE
[o6aeuTb 06bEKTHI
lpaHynApHOe BOCCTaHOBNEHME B HACTOALLee BpeMA OTKAYeHo.

YT0bbl BKJIIOYMTL MPaHyNsiPHOE BOCCTaHoBNEeHUe, fo6aBbTe Heobxoaumble (ainsl U3 3Ton
pe3epBHOA KONWW, Haxas KHoNKy «[o6aBnTe 06beKTkI».

A rubackup@10.255.27.97

PuncyHok 21. OkHo LleHTpannM3oBaHHOro0 BoccTaHoBMeHNA BM
o MHOOPMaUMA O pPe3epBHOW KOMUW. [JaHHbIN 650K COAEPXWUT HEU3MEHAEMYHO
NHGOPMaLMIO O PE3EPBHON KOMUK;
o MEeCTO BOCCTaHOBNEHMUS. B OaHHOM onoke HeO6XO,EI,I/IMO onpenennTb:

» B No/fie «<BoccTaHOBUTb Ha KJIMEHTe» BbibepnTe n3 BbiMafarollero Crvcka
KnneHTa PK, KOTopbIn nMeeT ceTeBOM LOCTYN K nnatpopme BUpTyanusaumm
Basis DynamiX Enterprise;

= B nosie «KaTtanor pacnakoBKM» YKaxXuUTe BPEMEHHbI KaTanor nfas pacna-
KOBKM pe3epBHOM KOMUN;

= B none «fMapameTpbl BOCCTAHOBJIEHUA ANA MOAYNA» [OOCTYMHbl TOHKMUE
HacTponku moaynsa TIONIX, KOTopble MOXHO M3MEHUTb HaXaTUEM KHOMKMW

- (pucyHke 25).
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TIONIX

Ncnonk3oeaTe HACTPOMKK NO YMONY3HWIO

dd_block_size () 0 +

keep_original vm_name (@)

network_uuid @ 02934a19-b48d-43de-bafl-0865c748957f v
fixed ip @

image_uuid @ e5ec0227-5f5a-4b47-ad7d-3baacddcaBie w
server_group_id (0 :NONEi X W J

enable_direct_restore (i) (:)

user_data (1)

user_data_file (i)

PucyHok 22. OkHo «lMapamMeTpbl BoccTaHoBneHUsA gna moayna TIONIX»

Mpn peakTmBauum nepekntoyaTtens «Ucnonb3oBaTb HACTPOMKMU MO
yMonyaHuilo» OyayT OOCTYMHbI crefyrolme napamMeTpbl TOHKOW HaCTPOMKU
moayna TIONIX:

= B none «dd_block_size» ykaxute pasmep 6noka ana ytunutbl dd npwu
BOCCTaHOBJMIEHUN BUPTYanbHON MallMHbl U3 PE3epPBHON KOMUW (3HayYeHue B
AnanasoHe ot 1 go 100 B merabanTtax);

» akTmupyinTe @D nepekntovatens keep_original_vm_name pna co3pa-
HMA HoBOM BM Ha nnatdopme BuUpTyanmsaunm ¢ UMEHeM UCXOoLHoM (opn-
rMHanbHoM) BM, pesepBHaa KOMMsA KOTOPOM BOCCTaHaBnuBaeTcA. Ecnu
ncxogHaa BM € TaknM e MMEHEM cylecTByeT, TO faHHaa BM bypgeT yna-
neHa.

MNpn OeakTUBMPOBAHHOM MepekntovaTene B C/yyae, ecnv Ha nnat-
dopme BMpTyanmsauum He cyllectsyeT BM ¢ TakuM Xe nMeHeM, To byaeT
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co3gaHa BM c opurnHanbHbiIM UMeHeM. Ecnn Ha MOMEHT BOCCTaHOBNEHUSA
Ha nnatoopmMe BUpPTYyanmnsauumm cyuectesyet BM c TaknuM Xe MMeHeM, Kak
y opuruHanbHOW BoccCTaHaBnuBaemon BM, TO cyuwecTtsyowaa BM
OCTaéTcsa 6e3 U3MeHeHnn, a cosgaHHasa HoBass BM bygeT nmeTb UMsa opu-
rmHanbHon BM c nobaBneHmnem cypomkca;

B none network_uuid 13 BbinagaroLwero Cn1ucka Bblbepute naeHTndukaTop
BUPTyanbHOM ceTn Ha nnatoopme BupTyanusaumm TIONIX, roe o6yper
HaXOANTbCA BOCCTaAHOBJIEHHAA BUpTyasbHas MalunHa. 3HadeHue napa-
MeTpa ORIGINAL o03HauvaeT, 4To NaeHTUdmMKaTop BUPTyarnbHOM ceTu byaeT
B3AT U3 pe3epBHOM Konuu, Taknm obpasom BM 6ypeT BocCcTaHOBMEHa B
OpUrvHanbHyK BUPTYalbHYIO CEeTb;

B none fixed_ip ykaxuTte IP agpec BUpTyanbHOM MalUMHbI B CETM Ha NnaT-
dopme Busyanusauumm TIONIX, roe 6ypoeT HaxoAUTCA BOCCTaHOBJIEHHaS
BMUpPTYyasibHaa MawuHa. [aHHbI napamMeTp TpebyeT 06A3aTeNlbHOro ykasa-
HWA NapameTpa network_uuid, He paBHoro ORIGINAL;

B nose image_uuid BbibepnTe 13 BbiNagaroLero cnucka naeHTuoumkaTop
obpasa Ha nnatdopme Busyanunsauumm TIONIX, c koTOpbIM ByaeT accounm-
poBaTbCA BOCCTAHOBJ/IEHHAs BUPTYyasbHaA MawuHa. 3HayeHWe napameTpa
ORIGINAL (Tak>Xe COOTBETCTBYEeT He 3afaHHOMY 3Ha4eHMo NosfA) O3Ha-
YyaeT, YTo ngeHTndukaTop obpasa byneT B3AT U3 pe3epPBHON KOMUN OpUTru-
HanbHOM BM;

B NnoJjie new_name yKa>XXute nMd BMpTyaanon MallWHbI, cos,u,aBaeMon B
npouecce BOCCTaHOBJIEHUA pe3epBHoM Konmn, B cpene BuU3yasinsaunn
TIONIX:

B none server_group_id BbiGepuTe M3 BbiNafarolLero CAnMcka cepBepHyHo
rPynnMpoBKYy, K KOoTopon 6yaeT MNoAK/oYeHa BoOcCCTaHaBnuBaemas BM.
Mpw BbI6ope 3HauyeHUss NONE BoccTaHaBnmBaemasa BM He 6yaeT BXoAUTb B
cepBepHyo rpynnupoBky. Npu Bbibope 3HayeHna ORIGINAL BoccTaHaBnu-
Baemasa BM 6yneT BXOAUTb B Ty XXe CEPBEPHYIO FPynnmMpoOBKY, YTO N OpU-
rmMHanbHaa BM;

aktueupynte @ nepeknovaTenb enable_direct_restore nns BoccTa-
HOBNEHMNA BUPTYanbHOM MalWHbl B pexwume direct restore, KOTOPbIN
NCKNKOYaeT pacnakoBKY AaHHbIX OUCKOB OpuUrnHasnbHon BM B BbliOpaHHbIN
nonb3oBaTenieM KaTtanor pacnakoskn. Moaynb TIONIX nepepf pacnakoBKou
AaHHbIX U3 pe3epBHON KONUWN aHanusnpyeT MHGOPMaLLMIO O AUCKaX OpuUrn-
HanbHoOM BM, co3gaét Ha nnaTtdopmMe BUpPTyanusaunum gucku tTpebyemoro
pasMmepa n B TpebyeMOM KONMYecCcTBe; fafiee COo3faHHble ANCKN ByayT
noAaknroYeHbl K BM knneHTa pesepBHOro konmposaHua ¢ mogynem TIONIX.
Taknm 06pasoM fgaHHble AUCKOB OpUrnHanbHon BM 6yayT pacnakoBaHbl U3
PK B 6no4yHble ycTponctBa Ha BM knuneHTa pe3epBHOro KOMUPOBaHUA,
KoTopble noasnatoTca B OC y3na KaneHTa nocre MNOAK/IHOYEHUSs K Hemy
CO3[aHHbIX B npoL,ecce BOCCTaHOBEHNA ANCKOB.




10.4. B RBM

OrpaHnyeHns NCnonb3oBaHUsA NapameTpa:

= paboTaeT TONbKO A1 pe3epBHbIX KOMUA, cosgaHHbix mogynem TIONIX,
HaunHaa ¢ Bepcumn 2.1.2-a.1 (nogaep>XmBaeT pPexkMmM BOCCTaHOBMEHUS
direct restore);

= AR LEernovkn MHKPEMEHTasbHbIX Pe3epBHbIX Konun TpebyeTcs, YTobbI
BCe pe3epBHble KOMUW B Lenoyke Obinm cosgaHbl mogynem TIONIX,
HauyMHaa ¢ Bepcun 2.1.2-a.1 (nogaep>XmMBaeT pexxKumM BOCCTaHOBMEHUSA
direct restore). VIHaye Heob6XxoQMMO AeaKTMBMPOBATb MepekyaTenb
«enable_direct_restore» ;

» HEeOo6X0AMMO, YTOObI A1 BCEX Pe3ePBHbIX KOMUIA B LLENOYKE MHKPEMEH-
TasbHbIX PE3ePBHbIX KOMUIA HE MEHSANACb KOHOUTrypaunsa ANCKOB BUPTY-
albHOWM MalUWNHbI, @ UMEHHO:

= YNCNO OUCKOB BUPTYasibHOM MalUNHbl HE OOJIKHO MEHATHLCS;
» |D guckoB BUPTYanbHOW MaLNHbI HE OOIKHbI MEHATLCSH;
» pasMep ANCKOB BUPTYaNbHOM MaLUUHbI HE AO/IKEH MEHATHLCS;

= NapameTp bootable oNCKOB He O0MKEH MEHATbLCA.

Mpn noboM Mn3MEHEHUN KOHOUrypauum [LOUCKOB BUPTYanbHOM
MalUMHbl OJ/19 BOCCTAHOBMIEHUA LLEMOYKN pe3epBHbIX KOMUA HEOOXO-
ANMO [eaKTuBMpoBaTb nepekyaTens «enable_direct_restore»

.
1

» N5 LLeNOYKN MHKPEMEHTAalbHbIX Pe3epPBHbIX KOMUIA UTHOPUPYOTCA chne-
AyloL e U3MEHEHWS B NapaMeTpax KOHOUrypaumm UCKoB: UMs, onnca-
HWe, TUM;

= B none user_data ' """ °! Bo3MOXHO BBECTW Mofb3oBaTeNbCKME napa-

MeTpbl KOHPUrypaymm onepalMoHHON CUCTEM BOCCTaHaBIMBaEMOW BUPTY-
anbHOM MalWHbl B BMAe ckpunta B ¢opmaTe cloud-config wnn bash-
ckpunT. CKpUNT aBTOMaTU4eckn kogumpyeTcsa B base64, nepepaétcs Ha
BM un BbinonHsaeTcAa cepBucoMm cloud-init npn nepBoM 3anycke BOCCTaHOB-
NIEHHON BUPTYanbHOW MalMHbl Ha nnatoopme BupTyanusauum TIONIX.
Mcnonb3oBaHne user data nomMoraeT aBTOMaTU3MpOBaTb HAaCTPOWKY BOC-
CTaHaB/IMBaeMbIX BUPTYasibHbIX MaLUWH.

B cnyyae, ecnm B MOMEHT CO3[aHMA BOCCTaHaBNMBAaeMOW pe3epBHOM
konuu BM, nnatpopma BUpTYyannsaunmm npegoctasuna gaHHble 0 KOHGUry-
pauum OC BM, To 3T gaHHble 6yayT UCMNONb30BaHbl NPU BOCCTAHOBIEHUN
BM, B cnyyae, ecnu none user_data nnun none user_data_file He 3anofiHEHbI.

- naea 9

= B none user_data_file " I ykaxxuTe nonHbIn NyTb A0 cKpunTa B dop-
MaTe cloud-config nnn bash Ha y3ne KAMeHTa pPe3epBHOr0 KOMUPOBaHUS,
KOTOpPbIM ocyLecTBNAeT BocCTaHoBNeHne BM nnatdopmbl BUpTYyanusauyunm
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TIONIX.

Ecnn none user_data cogepXXuUT CKPUNT, TO YKasaHHbI CKpUNT B Mofe
user_data_file BbINOMHEH He ByaeT.

o OOCTYMHbl «O6LW,Me HAaCTPOUKMN MOAYNA» 0719 OonpefeNeHnsa 3HauYeHus napamer-
POB BOCCTAHOBNEHUSA (pUCyHKe 26):

OBwwe HacTpoikK Moayna: Restore task

worker parallelism 8 -+

3Ha4YeHMA No YMONHaHWD

PucyHok 23. OkHO O6LWne HaCTPONKKM MogyNnsa Npyu BOCCTAHOBEHUM (3HAUYEHMS NO YMOTYaHMIO)

» napameTp worker_parallelism 3agaeT KonnM4yecTBo NOTOKOB, KOTOpble 6yayT
yyacTBOBaTb B NpoL,ecce BOCCTAaHOBMEHMS B/10KOB faHHbIX pecypca;

o npn akTuBauun @D nepeknoyaTens BoccTaHOBUTb Ha LENEeBOM pecypce
pesepBHasa Konusa 6yaeTt pasBEpHyTa B Nanky, ykasaHHyto B none «KaTtanor pac-
NakoBKM» N Ha y3ne nnatdopmbl BUpTyanusauum bypet cospaHa HoBas BM ¢
napameTpamu, 3agaHHbIMU TOHKMMK HacTponkamu moaynsa TIONIX. Nocne Boc-
cTaHoBneHns BM BbIGpaHHbIA KaTanor pacnakoBku 6ygeT ouuweH. B cnyvae
AeaKTuBaLWuM nepekoyaTensa pesepsHas Konnsa yaeT BOCCTaHOBMIEHA TOJIbKO B
nanky, ykasaHHyto B rnone «Katanor pacnakoBku»;

o FpaHynAaApHoe BOCCTaHOB/IEHNE HE MNMOoOOEeP>XXNBAETCH B TeKYLLI,eﬁ Bepcnun Moaynd
DynamiX. [lJOCTYNHO TO/NbKO MMOJIHOE BOCCTaHOBNIEHME [OUCKOB BUPTYanbHOM
MallWUHbI.

4. MNpoBepbTe X0pf, BbINOJHEHUSA PE3ePBHOr0 KOMMPOBaHMUA B OkHe «Ouepenpb 3aaauyy.
Mpw ycrnewHoM 3aBepLUEHNN BOCCTAHOBEHNSI PE3EPBHOMN KOMMUM COOTBETCTBYHOLLAS
3a[a4a Ha BOCCTaHoOBIeHMe nepenaéT B ctaTyc «Done» (BbINOMHEHO).
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10.5. C noMoLbto YyTUANT

10.4.4. NpocMmoTp oyepenm sapav

[na oTcnexmnBaHuA BbINOMHEHUSA NpaBuia nepengnte B pasgen «O4vepenb 3agau».

B pnaHHOM paspgerne 3agaya nNosiBNAETCA B MOMEHT BbIMOSIHEHUA CO34aHHOro npasuna,
BbINMOJIHEHNA CPOYHOIr0 PEe3epPBHOIro KOMMPOBAHUSA, BOCCTAHOBMNEHUA AaHHbIX 13 PK, npwu
NnpoBepKe pe3epBHON Konun, yaaneHmn PK nnm nepemMeleHmn PK.

Mocne ycnewHoro 3aBeplUeHNs 3a4ayn pe3epBHOro KOMMPOBaHWUS pe3epBHas Komnus
6yAeT NoMelleHa B XpaHUNuLLEe pe3epBHbIX KOMui, a UHbopMaL s o Hell ByaeT pasme-
LLleHa B pasaene «Penosutopuiny.

10.5. C noMoLblO YTUNUT

10.5.1. Pe3epBHOE KONUpoBaHue
BbINOMHUTL pe3epBHOE KOMUpoOBaHe Ha KIIMeHTe pe3epBHOIro KoOrnnpoBaHma ¢ Moaynem

TIONIX (C TOHKMMM HacTponKaMn MoAyNS), BbINOSHUB B TEPMUHANE KOMaHAY:

sudo rb_archives -c <resource> -m tionix_-e
worker_parallelism:<some_size>, script_before_snapshot:<path>
roe:

e MapameTp -c ykasblBaeT pesepsupyemyo BM

e <resource> — HasBaHWEe Pe3epPBUPYEMOI BUPTYanbHOM MallMHbI, A8 NPOCMOTPa
LAOCTYMHbIX PECYPCOB BbIMOJIHATE B TEPMMHANE KOMaHAy:

/opt/rubackup/modules/rb_module_tionix -1

napameTp -m yKasblBaeT UCMOJIb3yeMblii MOAYb;

<tionix> — HasBaHWe MoAynNA, ANA NPOCMOTPa AOCTYMHbIX MOAYEN BbINONHUTE B
TepMUuHarne Ha KnneHTe PK KoMaHAay:

rb_archives -L

napameTp -e YyKasblBaeT NapamMeTpbl Moaynsa (nogpobHee O napamMeTpax CMOTPU
naBa 12, naBa 13).

10.5.2. BocctaHoBneHue PK

LleHTpannsoBaHHOe BoOcCCTaHoBNeHMe BM ©3 pe3epBHON KOMUM BO3MOXHO Mocpep-
CTBOM YTUINTbI KOMaHAHOW CTPOKM rb_repository.
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JlokanbHOe BoccTaHoBNeHMe BM un3 pesepBHOM KOMUU Ha KAMeHTe PK BO3MOXHO
nocpencTBOM YTUNUT KOMaHOHOM CTPOKWN rb_archives.

BbiNOMHUTL NOKanbHOE BOCCTaHOB/IEHME PE3EPBHON KoMuu (C HacTpomKamMu mMoayns
TIONIX) Ha KNneHTe pes3epBHOro KONMPOBaHUSA:

rb_archives -x <id> -d <restore_path> -e
keep_original_vm_name:t,dd_block_size:<some_size>

roe:

e MapamMeTp -x yKasblBaeT Ha BOCCTaHoBMeHne PK nnm Lenoyku pesepBHbIX KONWNA;
e <id> — uaeHTUPUKaTOp BOCCTaHABNMBAEMOW pe3epBHON KONUN.

[na npocMoTpa id BCex pe3epBHbIX KOMWM, BbIMOSIHEHHbIX TeKYLWUM KnneHToM PK,
BbIMNONHUTE B TepMUHane knneHta PK komaHay:

rb_archives

e NapameTp -d yKasbiBaeT NOKasbHbl KaTanor BOCCTAHOBNEHUS Pe3epPBHOM KOMUK;
e <restore_path> — MOMHbIA NYTb A0 JIOKaNbHOro KaTanora BocctaHoBneHus PK;
e NMapameTp -e YyKasblBaeT NapameTpbl MOAyNsa Npu BoccTaHoBneHun PK;

e keep_original_vm_name:t — napameTp co3gaHna HoeBo BM Ha nnaTtdopme BUpTYya-
nnsaynmnm ¢ UMeHeM UCXOAHOM (opurmnHanbHon) BM;

dd_block_size:<some_size> — onpepgensaeT pasmep 610oka npu cosgaHum BM.

10.5.3. MpocmoTp ouepenu sapad

o OTcnexusaTb BbiNnonHeHMe Bcex 3apay CPK RuBackup BO3MOXHO nocpefcTBOM
YTUNUTblI KOMaHAHOM CTPOKN rb_task_queue, BbIMOMIHUB KOMaHA4y B TepMuHane ans
NpoCcMOTpa BCeX 3afau:

rb_task_queue -v

e OTCnexuBaTb BbINOSIHEHME 3a4a4 Ha KNMEHTe Pe3epBHOro KOMMPOBaHMNS BO3MOXHO
NOCPEACTBOM YTUINTbI KOMaHOHON CTPOKU rb_tasks, BbIMOMIHNB KOMaHAy B TEPMU-
Hane ANns NPOCMOTpPa 3a4ay, BbINOHAEMbIX TEKYLLUM KneHToM PK:

rb_tasks -v

[1] BoctynHo ansa CPK RuBackup Bepcum 2.3
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[2] OocTynHo ana CPK RuBackup Bepcuu 2.4 n npuBaTHoro penusa PTK
[3] LocTynHo anst CPK RuBackup Bepcumn 2.3
[4] OocTynHo pns CPK RuBackup Bepcuu 2.4 1 npuaTtHoro penusa PTK

[5] Ons CPK RuBackup Bepcum 2.3 ykaxuTte ID BM, gna CPK RuBackup Bepcuu 2.4 n npueaTtHoro penusa PTK ykaxute nvsi BM B
dopmaTte JSON: {"ID": "ngeHTndukatop BM","Name":"uma BM","IP-Address:"ip-agpec BM"}
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naea 11. MpunoxxeHue 1

lpumep nucTuHra KoHPUrypaunoHHoro ¢avina /opt/rubackup/etc/rb_module_tionix.conf

# Symbol "#" at the beginning of the line treats as a comment
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter

# Mandatory parameters

# Get config URLs at https://<TIONIX_WEBUI_IP>/dashboard/project/api_access/
identity_url http://public.rubackup.test:5000/v3/

compute_url
http://public.rubackup.test:8774/v2.1/6adb8160d0b840878211992d0d2fabe4
volume_url
http://internal.rubackup.test:8776/v3/6adb8160d0b840878211992d0d2fabe4

# Network URL must be provided without version in path

network_url http://public.rubackup.test:9696

project_id 6adb8160d0b840878211992d0d2fabe4

# User name on behalf of which the API requests will proceed

username dsafonov

# Password to be used with 'username' to authenticate in API

password 1q2w3e4r

# Domain name to be used with 'username' and 'password' to authenticate in
API

domain default

# minimum 1, maximum 300, default 5

timeout 20

# ID of VM in TIONIX platform where current module is deployed - can be
obtained from instance info in WEB GUI

rubackup-vm-id 67d27881-1f666-4525-84d0-bed3f2330a22

##

## Optional parameters:

# Admin user account info of TIONIX is required to run scripts inside the
target VM

admin_name admin

admin_password 123456

# If certificate info is not specified the module will connect to API w/o
certificate verification

enable_ssl no

ca_info <path to cert>

# Turn on debug of REST requests

#curl_verbose no
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12.1. O6LWue HaCTPONKN MOAYNSA B NpoLecce pe3epBHOro KONUPOBaHUA

naBa 12. NMpunoxeHue 2

12.1. O6wW e HacTPOMNKM MOAYNA B NpoL,ecce
pe3epBHOro KonMpoBaHus

KHonka [EEMUERIEMGLEIEVRIDNEER npefocTaBnseT cregyowme napamMeTpbl  Ans

HaCTPOWMKM MHOFOMOTOYHOIO PE3EPBHOI0 KONUPOBaHUSA (prcyHke 27):

O6wwre HacTpoAkK Mogyna: Rule

worker_parallelism 8 - —
enable_multithreading
enable_flexible_dedup

network_parallelism 8 - +

SHa4yeHWA No YMON4aHW “

PucyHok 24. OkHo O6Lme HacTPOMKM MOAYASA (3HAaUYEHUs MO YMOTYAHWIO)

e napameTp worker_parallelism 3agaeT KOIM4YecTBO NOTOKOB, KOTOpble ByayT obpa-
6aTbiBaTb U AefynnnumpoBaTbh 6/10KM AaHHbIX pecypca;

o akTmeupyinte @ nepekntoyatens «enable_multithreading» ans mMHoronoTo4yHom
nepefadn AaHHbIX C UCMONb30BaHNEM CETEBbIX NMOTOKOB B KOJIMYECTBE, YKa3aHHOM B
napameTpe network_parallelism;

o akTmempyinte @ nepekntoyatens «enable_flexible_dedup» gna vcnonbsoBaHus
HeCKONbKMX Tabnuy gegynnukaumm BMecTo of4HoOW. crnonb3yeTcsa BMecTe C nepe-
KnovaTenem «enable_multithreading» gnsa noBbIWEHUSA CKOPOCTU PE3ePBHOr0 Konu-
pPOBaHUS;

e napameTp network_parallelism 3agaeT KonmM4yecTBO NOTOKOB, KOTOpble 6yayT Nepe-
AaBaTb 6/I0KMN faHHbIX Ha MeguacepBep. bnoku, NoAroToOBIEHHbIE WOrker NOTOKaMMU,
cobuparoTcsa B bydepbl, KOTOpble OyayT nepefaBaTbCs Ha cepBep. Pasmep byodepa
no yMonyaHuto coctaenseT 100 M6, HO ero MOXHO M3MeHUTb B daiine rbfd.cnf ' B
3HadyeHMn napameTpa parcel-size. MNpun yBenndyeHmn pasmepa bydepa MoxeT ObiTb
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npeBbllWeH pacxoq nNamMAaTn, 3afaHHbI napamMeTpoM memory-threshold B KOHUry-
paunoHHOM dainne OCHOBHOro cepsepa /opt/rubackup/etc/config.file.

MpuBefEHHbIE HAaCTPOWKK OOCTYMHbI TakXe B KOHQUrypauumoHHOM ¢anne
OCHOBHOro cepBepa /opt/rubackup/etc/config.file.

[1] MogpobHee 0 CO3/aHUM SAHHOTO KOHGUrypaLWOHHOro ¢aina cMoTpu B LOKYMeHTe «CUCTeMa Pe3epBHOro KOMMUPOBaHWUS U
BOCCTaHOBNEHUA faHHbIX RuBackup. PyKOBOACTBO CUCTEMHOMO agMUHUCTpaTOpa»
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13.1. TOHKMe HaCTPOWNKK MOAYNA B NpoLecce pes3epBHOro KoNMpoBaHus

naBa 13. NpunoxeHue 3

13.1. TOHKMe HaCTPOUKU MO YA B NpoLecce
pe3epBHOro KonMpoBaHus

ToHkne HacTponkn mogynsa TIONIX MOXHO M3MEHUTb HaXaTUeM KHOMKU ! B nose
«Tun pecypca» (prcyHok 28).

TIONIX
script_before_snapshot
script_after_snapshot
execution_script_timeout 5 -+

JHa4eHWA No YMOoN4aHWo

PucyHok 25. OKHO TOHKMX HacTpoek moayns TIONIX
[MapameTpbl 4LOCTYMNHblE ANA HACTPOWNKMU:

e B none script_before_snapshot npn Heob6XoANMOCTN YyKaXXuTe MNOMHbIA NyTb K
CKPUNTY, pPacrnosioXXeHHOMY Ha pesepBupyemMon BM U BbINONHAEMOMY BHYTpU
pesepsupyemon BM nepen cozgaHneM MrHOBEHHOIO CHMUMKa COCTOAHMA BM;

e B none none script_after_snapshot npn Heo6xo0AUMOCTU yKaXxuTe MOMHbIA NYyTb K
CKpUNTY Ha pe3epsBupyemMorn BM, BbinonHAeMoOMY BHYTpU pesepsupyemon BM nocne
Cco3[aHNeM MrHOBEHHOro CHMUMKa cocTosaHnA BM;

Ecnu 3anosiHeHo none script_before_snapshot nnn
script_after_snapshot, T0 He06X04MMO BbINONHUTL LENCTBUA, ONUCaAHHbIE
B pasgene Pasznen 9.4.

e B rnone execution_script_timeout — Bpema B cekyHOax, B TeYyeHMe KOTOpOro
Moaynb TIONIX oXXupaaeT BbIMONHEHUA CKPUNTOB BHYTPWU BUPTYalibHON MaLUWHbI 40 U
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nocne co3gaHMA MrHOBEHHOIr0 CHWMMKa COCTOSHUA. [JonyCcTuUMble 3HAYEHUA: Lesnoe
yucno B gnanasoHe oT 1 go 600;

e KHOMKa oYuLLaeT Nossa napamMeTpoB U UCMNOSb3yeT 3HaYeHUs napaMeTpoB No yMon-
YaHWHO, YCTaHOBJ/IEHHbIE B KOHPUrypaLuMoHHOM danne
/opt/rubackup/etc/rb_module_tionix.conf.
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